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com.huaweicloud.harmony

N7: NPRMEBFEZFPRIRNE, BTRIFEENZ 2. FAPPH, 118
E%‘%?Eﬁiﬁﬁﬂ%&ﬁﬁ’ﬂﬁ?“ﬁ%, LA IR FARE RIS B AN ESE

BEN, AERFAHESIERPHANE.

T/EMD5 | 7 MDS5 (B=EHEMN %%IF“ ERHEINAREEZR, AFREERE
(=] BIER N RREFHITHFEREMEEIRY MDS (B,

APP $5IHER2 7RI MD5 {8, 18RIZ APP IEBRIEFIESUE.
BENEESFEHESIERPAESIE.

IREX APP $HIHERE (IB=RZA )
1. BZAppGallery Connectijif, #&iE “FHHIIRA" .
2. EFEEEEENNE.

3. g%ﬂ@% £ ‘N7 EET, WEFRY “APP ID” BIAMAID, “@%7 BRI
Ras.
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9 APP {FIHEEREFKEUS

9-1 JRENIBREZ

HmsDemo [®) Game2048 | -

2RSS v FmE v
=il APIEE Server SDK REEE B &R mEEA
EEEINEUS: FEEVA 2 B IR B
EFiEID: Client ID 40332¢
Client Secret 0B . C1EACBIE51909DFE819D0E36551... )
APIZSHE (FE) CgB6e3x9Pu/HQIRUw = ¥s6SdHIySkA6... [)
Jivdz:|
SDKES: TEEMEEYEF MRSENTRE, URESHEENTENTARSRE, JHEESahaus)
| &, agconnect-services.json ] T2a=E
FRINSDK
[ 85 com s---048]ﬂi“
APPID: 1 579
SHA256IEBIEN: 3D:A8 L] . = 1 70:05:06:93:BF:42:C1:D2:C2:71:DB:CB:F8 / Tii]
RIMERIEN
OAuth 2.0ZFi®ID (&8 : ClientID 104871679
[C[ient Secret  3fba - e 11c25804e671630327¢... [ ]

PRI

4. SREVASAAIMDS . mif “AF5AE”" , EREEMRE “EBER” , THH
BEOBRNAAFLEILES;

9-2 AR5k

s AppGallery Connect

s  HAUNA

SRS v BRGEY

R BRSiE

]

FHAIIE
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9 APP 4FHIHEE REFKEUS T

9-3 iFPEE

a AppGallery Connect 2ERS v

FAF 2

A, PR

& AER

RS ~
) ewgs

D ks
FATA .
4% API Explorer
APy
B=RHENER
APIZ4H R
Connect API
BIFETE .

S

EPEE

IREEE

RFR5AE v

0/128

BRFR j=21c)

5. (EAMAYRIES (4, ICHA ) IHETHANES, REBERNSHIMRIEBTIF

[EES, RBHFLERE, /&R E;
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=
ExmkE 9 APP IS R ELRERTS 2,

9-4 fRAFIEP

| io== = | X
MR #wiE(E) B87(0) =J(V) #FEIH)
----- BEGIN CERTIFICATE----- IS ARES o

————— BEGIN CERTIFICATE----- Al ER R ERER
XOOCOCOOOCOOOCOOCOOAOCOOOCOCOOCOOCOOOOOOOOOCOCOOOOOOGOCOOOCOO0

PO GOS0 00O 0000000090000 800 0800000008 06000 08009 0.0008000080606.04
JXOOCOCOOOCOOOOOCOOCOOOCOOCCOOCOCCOOOOCCOCOOCOCCOOOBOOOOOCOOO
XOOCOCOOCCOCOOCOOCOCOOCOOCCOOOOCOOCOOCOOOCOOCOCOOOAOOOOOCOOOCOCOONK
PO EOS 000008000 0.000000 0080680808000 000080600806000000080.00000

----- BEGIN CERTIFICATE----- FREMFER
XOOOOCOOOCOOOCOOOCOONCOONOCOCOCOCOOOGOOGNOCBOOOOOCGOCNX
XOOOOOOOCO0OCOOONOOOCOOOCOOCOCONOOOOOOONOOOOCOCOOOCOCONOCONONOOXKX
XOOOCOOOOOOOCOOOCOOCOOOOOCOCOCOCOOOCOOCOOOCOOOCOOCOOCOOONNX
XOOOCOOOCOOOOOROCOOCOOCOOOCOOCOONONNOOOCOCOCONOCOOCOROXXX
XOOOOOOOOO0O0OOONOOOCOOOCOCOCOCONOONOOONOOOOOOCOOOONOOMNX

E231T, 17 100%  Unix (LF) UTF-8

6. {IFERFHIED, =E “HHER-RF , RINAPPRIRIBIER; =& “FAE
IQ';E& 7 ) g%HyAPPE’\JM D5§g {gl%\ o
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=
ExmE 9 APP HHHEE REGREUS

9-5 FREVISSZN5A. MD5 (84¢)

o IEH x wh IEH X

BRE: | <@ @ BwSE: | <FiEs ~
=& & s =5 =
ES 30000E00ON Eas 0000000000
B 30000C000000000000COK [Camen 300000COBO0000000O0G
Dzsmz 30000C000000000000COK EIRL == 300000COBO0000000O0G
L=snrsms 30000C00O0C00OC00000X T J000OOCOO000OOCNNN
Clsfss 30000C00O0C00OC00000X & EREEEmnE J000OOCOO000OOCNNN
[asmm J0O0CCOACOCOCNHXX JoRl s ot 3000000000000
B J0000CO0O000C0C0CCON [FSE-= =354 0000000000000
Clemm= J0000CO0OV00C0C0CCON i =mm 0000000000000
v

3000000OCOCOCONOCOCOCO0O0OCOCONNCOONCOCCONO0OCCNKK JO00000000COCNOONOCCO00NOCOONO00ONC

200CONOOCOCOOCONCONOGONGOCCOOOOOOCOOOCOCOOOCCO
S00CONOOBOCOOOOOCOCOOONOOCCOOONNNX

FEEtE(E SRIEZAHC)... BRI SEHBSAHC)..

REFE APP HHIEEEEMER
WIEEE | X

APPEZ APPEIZ EAndroid N FBFZFHIME—FRIRST, fIa0:

com.huaweicloud.myapp

N7E] NIPRMBGZEZPIRNE, BTRIFPEIENZ 2. FAPPH, 118
BEATIRIENREFRHNFEER, LSRN BEFEEMEE
o

BEN, ALZEFEHIESAPK signaturesiEE],

FEEMD5 | &8 MD5 (BRIENBARERFEAMEINEBIEZE, AFAEFERE
=1 LB N BREFH T HFE S S50 MD5 B,

APP $3HSBEFAI MD5 {8, 1812 APP IEBRIEFIEOUE .
BENAERZEFEHESIFBIIMDSE ( LL16iHFHFERIES ) .

IREX APP $HIHEE ( Z=EMA )
88, QEREEMDMENBIZSMEEFATRIRRE, A3ZLUadxGUIBREXIHA,
1. TET#H. T#ladxGUITE, THZETMhE, ERLLTE T apk&,
2. FEEE .. EEEXE TI9AndroidManifest.xml3Z{4+3kZlpackage @ XS RS

15N O
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=
e 9 APP HHHEE REREUS

9-6 XNZEEZ

& @i 9= Sm TR # - jadx-gui - O X
= # S HEZ TR Q «>m0Os& 8|,
2 Androtdnaniest.ml
assets —
com 2 F"29" android:compilesdkversionCodename="1¢" . ' platformBuildversionCode="29" platform8uildversionName="10">
google 7
kotlin n
1lib 13
META-INF 14
okhttp3 15
16
oreg 17
res 18
19
28
21
29
rl 36
39
43 [le="t /
58
51
53
57
59
63
64
65
66
67
68
T8
T4
75
77
88
83
87
88

3. SRENAEA . FESHEAPK signatureth EEEE (BIASH, MMRANPERATE, A
UEFHEENERE, BT i=2EnoBiEs s e R r~NMIRHTESEH ) .

9-7 SRENZEN1A

@ w WA Sn IR =R - jadx-gu - o
=# S B2 T Q < 2 Q& 8~
APK signature
BE
i) . . .
“’EK_# APK signature verification result:
STy

EBRIERRD
HPFWRA APk FEF v

BEE

21 X509

WA 3

B35S 0x150do995
E3.

BHE: Tue dpr 11
HHHAE: Wed Jan 13

4488268 RsA
1880 65537

Ba0U) (i) ;2048
1762444 736946361

EEHE: SHA256withRSA
BE OID: 1.2.840.

AT =R 07 6

SHA-256 E&: 1D

HBAERM apk 54 v2
EEE 1

28 X.509
RIS

4. SRENEZMD5(E ., ES{EAPK signatureFEEEMD5%S .
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9 APP 4HHE B R EFREN A T

9-8 FXENZ E &S MD5 B

& =i WA SR IE B

& S HLZ T

EHE
AW

APK signature verification result:

BRI
HAFRM apk EH 1

BEE
28 ¥.509
WE 3
F3I8: 0x15cdc995
E2]
HHHAMA: Tue dpr 11

BHEAE: Wed Jan 13

JL§A2EAL RSA
188 65537

BHi ) Cfu) ¢ 2048
1762444 7369465

FRHEE: SHA256withRSA
E4£ 0ID: 1.2.840.

ITEE o7 6

SHA-256 ¥R D

HRFWRH APk FE v2
EEE 1

#8. %509
. o

10S & APP FHEHERESHS

61

FHIHER

EX

Bundle ID

Bundle ID2iOSK FTEFPHIME—FRRRT . :
com.huaweicloud.app.,

7N7E

RNPRMEZEEZPHIRNE, BTHRIPHIERNZ2E. EAPPH, 18
Eﬁ%?ﬁﬁiﬂﬁﬁﬁ&%ﬁ’ﬂ@?ﬁ%, VAR FRFE RIS B AN SE

BERN, FIOSFEFEBIERPRINEER.

&ZMD5
(=]

FEZ MD5 (ERIENFAREFEAGINEEEZA, AFAEFERE
ZE PN EREFRTHFEZEEEI0 MD5 (B,

APP $5HEE5H9 MD5 {8, 18HY2 APP IEBHIEFISSUE.
B=AIEIOSFEAHIESIERHISHA-1 & (LI6EFIFEES ) .

REX APP 45ESR (10S KA )

1. BFDeveloper 414, 5a https://developer.apple.com/cn/, {FFEAppXIAY
IOSHAEKSER

2. 3XBYBundle ID, EF-IHRIFBEFESIHRF, &
Certificates,|dentifiers&Profiles - IdentifiersSRIDENTIFIERZX M AYFEZEBundle ID,
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=
ExmE 9 APP IS R ELRERTS 2,

9-9 BEIRAT
s

Huawei Cloud Computing T...

ol plses
ISR
A 03
App Store Connect iER. RAFFIER HithiEFiR
STR(RE App 1E App Store bR, Tt EEFRE. WISHIHH App FRRROIES. fn TR Beta kRSN, FEENIEERGHAE
RS, R, ERTELREE. HEESHER.
& Ap O iFFs )
i s34 O EEaE
[ =t 0 &= @E= @ Xcode Cloud
B &5 & Erus (= & CloudKit (=)
O FFHIEIENR f =3 ED @ MapKit JS (EX)
S Y. BSHHRTLSE @ BS =D & WeatherKit (257
———
9-10 5%XHY I0S Bundle ID
Certificates, Identifiers & Profiles
Certificates Identifiers @ Q App IDs

Identifiers
NAME IDENTIFIER
Devices

Profiles
Keys

Services

3. SREVRIASERSHATE . EATHRF-EBRE, FEHRNNAPPRIFLKEIES.
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=
ExmE 9 APP IS R ELRERTS 2,

9-11 FHENIEBRE

ISR

A &3

App Store Connect ER. FRSEEIRS Y HithEiR

SR App £ App Store FRIMEE, 7T EERE, MFASE App BARRTIES, 7 T Beta [EEf, HAESEBRFEIAER
EEE. 08, EiAsrELlR e, EHiRSMER.

& 4pp TR (ET)
il 53T @ R () (D mEpE

e R2E 0 &= =y @ Xcode Cloud

B &= & miEves (=) & CloudKit (53)
O FBFHIAaER Y == @ MapkKit JS (EX)
S HHY, HEIHRITS © RS (=) & WeatherKit (537)

9-12 # A\ Certificates T

Certificates, Identifiers & Profiles

Certificates © Q AlTypes
Identifiers iz
NAME TYPE PLATFORM CREATED BY EXPIRATION
Devices
Profiles

Keys

Services

4. £ Certificates TWE, Bd5IRAINameXt N FEEAILUFNIEBIFES, iFBREGIE
PBTEANO, THRIMACELZEHEE.
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=
ExmE 9 APP HHHEE REGREUS T

9-13 HNIEHFIE

Certificates, Identifiers & Profiles

Certificates © X

5. BEEFIERFRER, RIMAPHIEEZMDSE (SHATE) .

9-14 $XEX 10S A8
& @

Corrtifionte

-

@ IEIEHER

(&
5]

EMER

AFID

ERERH

izbat o)

p:tl

ElFR X

ERERM
HRASR
piiEat i)

fiita)

[EE A1

FRIS
[ =3
EEHE
BE

HEHZ AR
TEZ B

DHEARE
Hik

2565%: !
JE&l 65537
wmEAKN 2,048
EHER WA
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9 APP 4 M B R EFAEN A T

9-15 3KEX 10S & SHA1 B

rE

£S5

HEHE 1D #1
BREFID #1
AFEREm
PRAE ¥ 1D #2
CPS URI

U
Rul
¢

e
ES
Hik#
URI
Fik#2
URI

fizd
SHA-256
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BEANES 10 APP FEIRSHBEEF

1 O APP &XRFSATER

APPEERSATERUT:

VoS I

EERSS EEMETE. BB, TR, K. BK. Bittr-. 82, H=R
5. WAL EARE. BY . FEEE. RIE. BFAE. 5
=, TR/ XF/EREE. StINES. BRSNS
ST AHEEDEZIH . AEEILERRS . —RUWSBRS . 2K/
Wro/mipAE. MERE. EUEE. KERS. HEBR. &
SATED. FRERN. YMgE. TeiEEm. it

=N =B bz, Hith

RRIRR BRIRE. . TEET/KTVERRIRSS /ARRERERS . 25
T /Fani0/ S0/ SRS . AR /EBIT NG . PIERHERR . ES(E]
B, 0. BR/BE/EFEY. XWHE. K8, FRE/EF
e, RSl iE D

I ARSS SXMRSS. IRITHE. MRFEIRSR(. MRFERRL. OTA (FELIRTT
i) . EERS. LR, Hit

Bz KIEE[BEA/INZE. . NIZ/MEX. FTE/HRE. BITE. K&
R, BRAA. S, INH. S&. it

NERS HERFE. RERm. FRHE/ —FEHE A5 BE. &
. FE. ETC, ERMIE. FEK

2 JLEHE. BT, ZR. Bt

CHEFIRENL | BUE. Y. B, REE. Hit

EriRSS Efr. EfFssm. B, BERIPE. K/ FHEIRS . Inkid
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10 APP BERZASEH

REER. BSREAT. SBHTRER. PE. /2% (SE
%) KiEbs . HIBANERIBRG. SEALE. L. V. K
K. FERE. 2/E/BR. XEREERA. ANRRERES
REZ. IMRER(L. KFPKSS . SEMR. miznEEE. BT
4. EEMKER. RERK. amEEEE. HiEbRE
B, B5s. eRl. AMRF. S5 RFF. EXOE.
HREL. 1EI0HE . A5 RS . RMEIEF. AREERY.
ZEEFRNI. BEREE. St SFRESHE. BE. K
5. L5, BER. MR, R, 8. Am

Rl

REZ. $R17. 518, AFEE. FAZES. IB5/HKR. IE2RM
MBS/ MRER. AFRE, RESH/FERES. T
EWSE. H=IRERRSZFES . REERRSFES (BR/=
R) . REEERSFELS. INDRiR. SYESLE, HES
A, WEEFRS .. XGRS

SEMfEH . G
ilﬂ%%‘&?ﬁﬂﬁ%

ENRE . BEWS. SHBE. REFAR. MEHE

AR IZE

TEHNR . BEEE. BEFAH/BEYHO

ZE

T4 RERM. HIMERERE . RIRERRME. INER
. Hitt

T EEXMER{

TurRIRit. EF-EE. Hip

Hith

RHER. B8

A E=

HETIEELECIN, ANEEEMIR, HEEKMESSEERNIESAPPIFMAIE.
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