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ABTU=E S
(REJREE 8

10 #ERECE

£ TAMSHES, EF ‘S8R , #AGSEERTE.

$R]3 ERZCERFEIREIEREZTRE ‘BE .

R4 EENSHMFIRE “RIRRE > RERE (FihR) 7, EARFIEERE.
LS B5E “HECRER” RECIFHIE, MEN0-7FR, [EESERBEESNER10-3,

10-7 FRINRHIEE URL

DNEIREEE

E=E e

MD5 'I- HMACSHAZ256

% 10-3 RFEIFSHuRA

SH

158

eItk

[EliEtbi R AREEET B ESLFNSE, (GZIFHTTP/HTTPSHMY » #E=
{FERRHTTPSHMY o

EIEESEE

EHEERRIEE, BEToE:

o REIHER5TRL

o RHIFFA

o BIEFRIFRHI M

o RHILER

o RHIKY
BEEERRFMRIEIESNER10-4,

EYE:

ElEABEERIIIZEASSRIBEENARDENA X MEAE.
MD55 IR ERENX, HZFFERAHMACSHA2565 .

e MD55I: MD5(key + auth_timestamp)

e HMACSHA256/5T,: HMACSHA256(auth_timestamp +

event_type + publish_domain + app + stream + download_url
+ play_url, key)

ENEH

£ikkeyH. XIFEEXIRE, H32AIFEBFIEFHRN .
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AU
(REJSREE 8 10 #ERECE

-

/bR RFIEIRECE
FHEBRERARE, ST MRBEIFREE T R

o (EZXFRFICIEEE

FElEEEETKG, SEREIELEDSH, TLMERFIEREFRES RS
BISERETRFEFIRY 1B, ENFRBIEEEEFRIEXSE.

10-8 ZRHIEIEER
ElFEhE EHAR ERER B

hitps HMACSHAZS6 o
o MBRRFICIEEE

FHEEEETRE, EEFENRRHERESE, JUERFIEERES RS
BISBRERIEFIRT “BFR” , BbRZREEIRERE.

10-9 WIFERFIEIEES

Elifsht iR SRR B

htps. HMACSHA256

IR

RS ERSEHEIERAIT . EIFESARFERINER10-4F7.

{

"project_id": "70b76xxxxxx34253880af501cdxxxxxx",

"job_id": "dc0a1773-0cef-xxxx-xxxx-9a38fdb095d2",

"task_id": "51126d0ebe94b1da00d2e21a10xxxxxx",

"event_type": "RECORD_FILE_COMPLETE",

"publish_domain": "push.example.com",

"app": "live",

"stream": "mystream"”,

"record_format": "HLS",

"download_url": "https://obs.cn-north-4.myhuaweicloud.com/live/record-xxxx-mystream-1589967495/
record-push.example.com-live-mystream-1589967495.m3u8",

"asset_id": "1a0d8e9bfaexxxxxxbe5021e62aa1e96",

"play_url": "https://2-cn-north-4.cdn-vod.huaweicloud.com/asset/
1a0d8e9bfae388cxxxxxx21e62aa1e96/55c634374750cexxxxxxc035a26ecfac.m3u8",

"file_size": 3957964,

"record_duration": 120,

"start_time": "2020-03-08T14:10:25Z",

"end_time": "2020-03-08T14:12:25Z",

"width": 1280,

"height": 720,

"obs_location": "https://obs.cn-north-4.myhuaweicloud.com",

"obs_bucket": "mybucket",

"obs_object": "live/record-xxxx-mystream-1589967495/record-hwpublish.myun.tv-live-
mystream-1589967495.m3u8",

"auth_sign": "4f97f46759axxxxxx7ad21e9935dc175",

"auth_timestamp": 1587954140
}
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(REJREE 8

10 #ERECE

% 10-4 ;B ER=FERI5HAA

FER )%
project_id InHID,
job_id BFRRIE— . 2 “event_type” A
“RECORD_NEW_FILE_START” &
“RECORD _FILE_ COMPLETE” BY, ¥EHZFER.
task_id RHEMESSID, BFHEH—IRR—PREIES
event_type HEZEE,
BYEWT:

e RECORD_START: FRFHIFFIE. BECE T RHlE
RANFHIEE, WEBERTTAEY, FERS, i
RizH=H,

e RECORD_NEW _FILE_START: ERFI40I5EAY
FRHIE . LUTERSAIZE N :

- EEMERTR, FHREIEE— I REIHE,

- ERRIRER, & ‘“SAMREHITK” &
BN “MrmEERFE” , WFFReIEHAY
FHIE

- HEEFIHKBE TEREENRFIFEER, WA
FBORHEISTEER o

e RECORD _FILE_COMPLETE: FERFZ&IS{ELERLS
. UTERS/AZEM:

- SFHIKIARIEENREIEE, UWHFIREI
BRI, FBRFRIRFEIER -

- BHERE, & ‘SRR HIK BEA
“BTREERFIE” , NHBIFHISEERL
?}zﬁk HRETRIRE , BFEFFRIREISUEE

e RECORD_OVER: FRZFREFER, BEMNRITKE
T T ERAMREHINK, JRUESER, Mk
ZE,

e RECORD_FAILED: FR=HILM, HELREM.
R HEOBSEAMEREZSHFEHILMET, fib
KRiz=H,

publish_domain BEiEEREE
app NAE
stream FHIBNRE o

record_format

FHIR, ZIFHLS. FLVAIMPARE
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10 #ERECE

FER

%

download_url

FRHEISTHRITEMIE, 2 “event_type” HI
“RECORD _FILE_ COMPLETE” B, ¥EHZ=FES.
{88
ERZ T MU BTSSR T A RIEERRER . BT
EEEIBFHIT, BEESEIIHIIOBSIBISIA SIER
&, BHY “event_type” 79 “RECORD_FILE_COMPLETE”
B, (EEILABITIREN “play_url” SREOHBHEHITISTHER .

asset_id LR EERBRRHINT, BEESHISERIOBSIEEIE
HIBIRSS, WASEREEID, BRFRA—1FE
X, BN, NAFARR—NFHE
=1 “event_type” 73 “RECORD_FILE_ COMPLETE”
BY, EBIZFE.

play_url LR EERBFRGINT, SEETEOBSHEPIIRHISEHT
BEEMEIRS, WARESUEROBERbLE, TSR
B &N, ZFBRAT,
=1 “event_type” 73 “RECORD_FILE_COMPLETE”
i, EHZFER,

file_size SAFR N
EA{SI: Byte,

record_duration FRHISHFRIATS

BB ®,

start_time

RHISHROFFIARGE], BRI SE—NIEERYATIE],
¥=L Ayyyy-mm-ddThh:mm:ssZ,

24 “event_type” 3 “RECORD_FILE_COMPLETE”
B, #EmHizFER.

end_time

FRHISHFRILERATE, 80 Ayyyy-mm-
ddThh:mm:ssZ,

% “event_type” J9 “RECORD_FILE_COMPLETE”
B, BEHIEFR.

width

RHIH D HHERATE .
% “event_type” J9 “RECORD_FILE_COMPLETE”
B, EHZFR.

height

R DRI
% “event_type” J9 “RECORD_FILE_COMPLETE”
fd, HEmZFR.

obs_location

TFERHISHFAIOBSHRFREX 1%

% “event_type” J9 “RECORD_FILE_COMPLETE”
iY, BEHIEFR.

obs_bucket

FERFIHHIOBSHE .

% “event_type” J9 “RECORD_FILE_COMPLETE”
B, EHZFR.
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(REJREE 8 10 #ERECE
FER ik
obs_object OBSHEfFIiERFISLHRIEER -

% “event_type” J9 “RECORD_FILE_COMPLETE”
i, BEHIEFR.

auth_sign EHBHMEE . HERET “SINER” i, EHF

X o

e MD55=: auth_sign=MD5(key +
auth_timestamp)

e HMACSHA256/5=(:
HMACSHA256 (auth_timestamp + event_type +
publish_domain + app + stream + download_url
+ play_url, key)

Heh, keyENZRE,

auth_timestamp SHBEIEZITHAUNIXATE& . SEET “SNE
57 B, EHZFE.

B THFIBUNIXETEEL, BIA1970F181H
(UTC/GMTRIFR ) FHIRFREITRIFDEL .

EERiEsfauth_timestamp{EFTISERIATEIEE
DHE, MIEE@ENERL, #HimbhLEMEERILE

error_message RHIKMAERAEE .
24 “event_type” J3 “RECORD_FAILED” BF, iz
FE,
10.3.3 EERHIY

EERHEAIE, CALVEEERHATIOBSEHANEER, BRE T S
I, FEATLE S A B S S BB S BAPISRER RS AU T o
B BRI EEREIUSF
W BRVAEREHA.
S| EENSHRLE ‘EEEE > REER , EAREERE.
$B3 SFEHBEENAM. BRGS. AppName, FHEBE HBE”
Sl R B BRI RS
(00 e
NS EERIA3TRAIGREIE
B 10-10 BEREITHES

SRR #EEE 00 AppName EERER FHGHE FRAIE B
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LB BERBEERFHFMES, TREINSREETHE,

HEEID. RFEEE, IHKEFER, HERETABEN, TULUEEEMTENE, NE
10-11Ff7R,

10-11 EFRHIHFMER

X
15
SRR 001_2021-09-13-12-34-32.m3u8 3
O
live FHIEER CONTINUOUS_RECORD
BiEmEHF 001
Friaatia 2021-09-13 20:34:21 LS=aTE 2021-00-13 20:36:40
B 00:02:18 REIE
http:/f
E 4 myhuaweicloud.com/Record/ (live/continuous_record/hls/001_2021-08-13-12-34-
32/001_2021-09-13-12-34-32.m3u8 [T
https://
B vod.huaweicloud.com/asset/ce14f ofed/ccac9e5286650503507f7cebd61d7fe6.m3us [
.

B1d OBS H55 EERFINF
$B1 {EOBSEIRIEHIALEMNSHEER “UREFMH"
S| {ERFIRBEFEREOONE, HA B RE.
S| EAMSHE, BE UR" .
RIS RAI AT R DESIERME.
45

B R IEARSS EEREI
o BISHAEE
a. TENAEEHIAN SRS IESSA LA ERERT , 118
| BB R AR BITAO M

10-12 EEHEPERRHIXMH

=

Record]
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SRS 1
(RESREE 8 10 #ERECE

b. BREXNRFIMTRY “BIE” , EOEFBEREN SFRE AT
ﬁgﬂﬁjﬁ;ﬁ NEE. EEFEFERE. BRRFESES ITI=IER
Ao

o AR RIBAPIERENREISHFIZR

B RAEEEEIRED, BZERSH “query_string” I8& “Record_” , Bpa]
SRENFR B REIEERER .

10.4 EiEEE

PSMERIRE TRIEINRE, TRk B EEREERTETENEEEm, HEE
EOBSHEH . —PitERIES THLIECEZS N REAppNameRIEEIRR, BISiERFIA
i, BHIEREEINEE, HoSiERttithaIAppNametBRIFIEEEIRER o

sHERE
BERRSEHEERNEERE, WE10-13FxR.

10-13 HEIEIRECE MZE

Hig

QIEENE ( i ) ﬁ TSRS

_____________________________

I — s HERSS

ﬁ. TSRS

1. Eﬁ)lljsgﬁj (Fi) : SRR TFEEREEHAIOBSHE, BHEHO0BSHE, ITHE
22,

AR

FIEEBEERIOBSIEL NS BANERERS AR —XE, WfER “fdt-1tmm” B
RS, NEBHERREEFMEE “dt-Itml” XIEAIOBSHE .
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ABTU=E S
(RESSREE 8 10 #ERECE

2. EEN: EEBERSTNEFEEEHEROBSHEHRITIEN, RIFERRSISEHEFE
EXFRZAYOBSHES o

3. EEEEEENR: EEISUSEREZENEIRITEN EEE RIS TE mEE
1B4E, HLLjpgIHREEISERIOBSIEIENE -

4. EEEREHE: EREEENEERINE, BoIEEER, JLUBEZTEENE S
RARMREHEANZIOBSHEFEEFHINEREE, TULELEREEEEEEE

&,
RSN
o ERERZMEXITESEEEEROBSHEERER—X,
o —NEHZFUEESNEHEIENR, SHERIEIIFAIAppNametBRIAIEEIEIRER
o  EFOZIFHELERIPGERIUAIE B34
BUESRIs
o EFIHERIES.
o EEHADNSIRSE AT CNAMERRFELE
o ERHEFENEBEVHRERFEEENSREFERS TR, EIbEEELFFER
SFERS, BIAESNOBSHIEANID,
ZEFR15AA

o EIBEIEIIREIITEEIN, MSNEBIRSSISIRIESCR R RIS E 2 S BN R
. BEAMEFEESILiverRINEIFIS.

o EEHECHRNBENHRAEHEISEERSS, B, FENTiEERE
ERS RIS IEIRSEIRE . BEMISIFHIES MOBSNIEIEE.
SH—: tlEH (k)

HITAARTEOBSIRS T RIZAT AN, B CFEHERMA T EEEEE
B4, 52 NOBSHEEIF O EIE SERNERRSE—XIHAIOBSHE . &, 58
BRI E " OBSHEIEAN.,

LB OBS FFREIN

OBSHERliEfR, EHFZRBUNTIRIEERIRS PXIEXRAIBHITRIN, RIFEHER
S EEFETEXS N AYOBSHEH

A EE

OBSHEEXSERkE , MSMEIEARSS BT LAIERIGIaiZOBSH . IBHRIZIE(NGIEEREE
KWS3, YIDERBPFBESE

B ERUUREREENS.
$E2 EEMSHNPEE “ZRREN , EABRINTE,
SH|3 £ BRI 1E, REFRFHEERESENOBSHE, B “ENT , WE10-14F

No
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10-14 =&BIFN

BN ARIEE

RIS, R R A DS HIAI0BS R,

wE VY EXcER V @
obs-notauthorized-4 FER
R

LTER=: EEEKREE
OBSIANpYINfE, ERILIFFHInkcE B REEIRR
SR ERMREREESS
$H2 FAENSHESD, &F “GREE" , #ANGZEERA.
$IR3 EFEHTEREENERERITRE “EE .
TR EEANSHNRIERE “RIRGE > #EERE” .
SIS BE “HEHET , EANHERRSHEERE.,

10-15 BLEEREEIER

AppName live

it
it
=

BEEEE 24
A @ () SHER © Z==8
=2 @
EliEtsht
LEA & £
BiRSHEEIRBISEESNEI0-5,
& 10-5 HEISHEE
BHE R
AppName RIFEBFR, BHOAA “live” , EBHAILURIELIRERHITEE

X, STERINEFE, HF. Tl (1) % (-) o
FHEE-E FEEBEIERIOBSHE
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ABTU=E S

{RATIEE 3% 10 #ERECE
S¥ 3 )%
FEE-I81R | OBSHEFEEBEERNKR.
B,
EYESEE: 5-3600,
FEA FEOBSHEFEEIEIAYS L, ik sCAtEE o BESEE

o SCATELE]: VAR EEasBEE NS, REMBEIESUFEIOBS
W, R THR.
{domain}/{app_name}/{stream_name}/{UTCTimestamp}.jpg

o BEEEE!: RRFRMIIBENH, BHNEESEEFERL
HESUY, BRUWTFR.

{domain}/{app_name}/{stream_name}.jpg

IRE[E ElEFFX .
[ElE it BIEFFXITHE, BWAEREiLE, EiEitbitReeEmEE L

S, STIFHTTP/HTTPSHMY, HEF(FERHTTPSHMY o
HELIEEELUSONIST,, BIFHTTPEOLBFRIRS SR AIX
POSTIER, BHEERIBEERIEEIAFIRSSE. HEREESE
N EE T

SR LEilKeyH, EEEFEAERENINGE, BEEESNEH, &
n, B=Ehe],

o IFEENIRE, KEN32-1281FFF,

o IHFEGN&ER

$|6e BE ‘AT’ , THEREERIRNVEE.
gEEIREES, BIDJFHREREER, HERERET, BRRSSRIECIZAEERER

BB TEE .

ZR7 iggla«é%ﬁﬁs{’ﬁﬁmﬁ’ﬂ BN, ENEIREEEIRNEXESH, He, AppNamef
FHEX
——-5ER

LIRIY: BEEESEE

HEChkEERHERR, EEEERE, JLIBTEERYHHIERIEHEANE
OBSHEHEEFENERE, STy IBEEOREEREEEREE.

o BEEFEEEEREEE

EFRUIEREHE.

EEMSH=F, ®F “HEEE” , #EAESEERE.
EREESEERHENERERTRE “EE .

FEEMSHFIER “RikikE > BEERE” .

ERESEERHENNAITRIRHEER, H#AOBSHEPEEFMEIIER
EEFE.

m a n o w

SCRSRRZS 01 (2024-02-23) WRIERE © ARITERARBIRAE 56



ABTU=E S
(REJSREE 5 10 #ERECE

10-16 EEHEFIBE

wwwwwwwww i EEAE B) st EREA B

BE:_lvec

gmem 0 e

ER LA EREERT T . 9=FRE, BIASSN0BSHEHL,
o BUMFHEEEEEEHE

ST EEBEEERE, RETRERNE, NEER—KEEERISIEIEE
IEIﬂ HE ., EEEE=FERIZ10-6FR,

{
"domain": "play.example.com",
"app": "live",
"stream_name": "test001",
"snapshot_url": "https://xxx.obs.cn-north-4.myhuaweicloud.com:443...",
"width":"720",
"height™:"1280",
"obs_addr": {
"bucket": "xxx",
"location": "cn-north-4",
"object": "xxx.jpg"
%
"auth_timestamp":1587954140,
"auth_sign":"4918b1axxxxxxb583cffa119d72513bbc35a989f8569fxxxxxx057646154a04a"
}

% 10-6 ;HEAFERIAR

FB ik
domain HERIEE o
app N AR,
stream_name =L 8
snapshot_url HE TR
width BREE.
By &&,
height BRsE.
By &&K,
obs_addr HEFREAYOBSHRMELE , BEREFARABIN T FR:

e bucket: OBSHItEZFR,

e location: OBSHEFRIEHUEH .

e object: OBSYIRIZZ,

auth_timestamp | SE{HEHESZITHIUNIXEY R . HEBT “$NE48”7
BY, EHZFER,

B AHEEIRUNIXETEE;, BIA1970F181H
(UTC/GMTRIFR ) LARRIZ RIS EREL.

~f5l: 1592639100 ( B2020-06-20 15:45 )
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ABTU=EES
(REJSREE 8

10 #ERECE

FR fiiju
auth_sign EHEIEE . HicE 7 “SNERT B, EEZFR.

auth_sign = HmacSHA256 ( domain + app + stream_name + snapshot_url
+ width + height + obs_addr.bucket + obs_addr.location + obs_addr.object
+ auth_timestamp,key )

Hep, keyn=iEZBE,

10.5 FHEEEA

VAR 7T BB REANThas, SR IAEEEEFI A AfEREZ Rz
B tERsmREAIRIL, BIIHTTPERORAFIRS R AIEPOSTIER, BEER
:ZEEEJZIJJEEEP%ﬁﬁ’\]ﬂﬁﬁ?&ﬁa‘}i’ﬁ@])ﬂ)ﬁ'ﬂﬁ%ﬁ, FAFARSS 28181 20000 R iR Bl 1R (5]
ER.

FEEIN
BREFEEENINEE, BRSPS ERMMRESE SRR E BN ERIK
BIBIER . (BEHERAMMTRELBREEIER T, BTFNEEHSRETEA
MARSS ImiEIEE BRIRTE, BNalata SEUEKEIRHERIIRTRIEBALE BNEREIRF
TiEIIN b, EEEETEEEIEE TR UNIXE 82
publish_timestamp, HEHERANHEEEBTE—XMERES (E—RHERE
A RIHER AR RN E SR B EEE ) .
BIiRSR
o EiRINERES.
o ETEIHZDNSIRS LA CNAMERRTECE .
S EEBEESE
£ BEIVBAEBEFSE.
£ EAMSHES, #BF ‘GEER” , #AGZEERE.
#1183 EEEREFERBENNERERTaE ‘S’ .
£ EAMSHAPER “BiREE > FHEBBEH" .
£S5 B HINT , EIFNRERRIHERGHERHEEEAIAIURL, WE10-17F7R.

AR
BN S FFHTTPRIHTTPSH o
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(REJSREE 8 10 #ERECE

10-17 RIER B IACE

FHEfEBEHERS

]

H
i
il
[ah

HE
=

LHER ©

KA KhKeylll, BESEREMERINGE, BRBLENEH, BN, B
T,

o FHEMIRE, KEN32-1281FF,
o HGHEIIER.
$I6 S “HBE” , TAERIHEEEAAIERE .

FHasERERHER, #FBKERNNERRKSENER, £RIIEARSHERE
BIFESREERA

TR

EEFEEENEE
ERTHEREAERERE, T MRBEIRBE T NI,
o IEXEREBARE

HEmEAMI OISR S, ERRIESIEMEE, FILIBIREREIIRT 18
M7, (ERURIETREAIAURLEEEAESA, SNE10-18F R,

10-18 (EuE R EBAIACE

IEFEREE EREH 2

o MFRERENEE

HEREI IR RE, EEEMRENES, TLUBTRSIRETIR “if
BR7, MIRREROETOBENIURLE SN EE, WE10-19F 5.

10-19 MFRIERBEXNECE

...... _1:
ElERN]
EIRERAETRERSHBAIR G T . BB AFERNZFR10-7A7R.
{
"domain":"push.example.com",
"app":"live",

SCHSRRZS 01 (2024-02-23) WRINERE © ARITERARBIRAE 59



ABTU=EES
(REJREE 8 10 #ERECE

"stream":"example_stream",
"user_args":"auth_info=yz1TGOPVN/5isfyrGrRj10gKPCWqSS2X02t6QsRrocH+mEq0gQ0g8k6KhalS84sQ

+kDprFyglOyajbYiFmUO8e45B7ryaS+MpJBlYkhwnuFLnRiKK/
IXG7.33436b625354564f6e4d4d434f55&cdn=hw",

"client_ip":"100.xxx.xx.90",

"node_ip":"112.xx.xxx.218",

"publlsh timestamp":"1587954134",

"event":"PUBLISH",

"auth_timestamp":1 587954140,

"auth_sign":"ff3b2bxxx5cfd56e76d72bed4c4aa2dxxxca8c2e46467d205a6417d4fc"
}

% 10-7 ;HE(R=FERI5AA

FB R

domain HEARIEE o

app RN FBEFR,

stream =L 8

user_args RS,

client_ip HERZERimIP,

node_ip EZSRATRIP,

publish_timest | #ERUNIXETEIR, —IXERIENSF=41EREATEEAIHERFOMR

amp BHE.

event EEERARTRARR o
BE:

e PUBLISH: FF&.,

e PUBLISH_DONE: {#%,

auth_timesta | EEBAISZITHIUNIXEYT BB, HEE T “$IZ507 1Y,
mp Z=FER

B AHHEHBIFIUNIXESEE;, BIM1970F1818 (UTC/GMTH
F7& ) LASRRISBIRTER

=~f5l: 1592639100 ( BN2020-06-20 15:45 )

auth_sign EHBENEE . SEET ‘SR i, BHizFE.
auth_sign = HmacSHA256 ( event + domain + app + stream + auth_timestamp,
key )

Hrh, keyNENERE,

10.6 #EREY

MIMEREIRSSIRM T SFERNG), BF: RefererfhiEiE. KeyfrEitflIPERSZE,
AR LIEE B RIRA AR R QDEHETEEETgA””WUﬁU NFEERIGEREIA
BENNEE, FEEEHUERTIR.

RSN SBRENECE A eiBE, REESZBIMENAECEIRIE: Referer
PriEsk. HEHKeyPhiEiEfIPBERBE,
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(RESREE 8

11 FBRECE

1 1 ERECE

11.1 HHzmuit

BERSERETRE, SaLURESSIRERH RIS WA ERtL, AEBER %
AP TASTER . FICREE 2 BB ERTRBAEEIRSS T, NIRRT ARG
SEbAIE A pY T B PRI AE R AR AT ASAGAE

RIS

BRELR

ERIHERRRHERNE, BESHEEXE.
EE1EHEDNSARSS Bt el CNAMERETECE -

NREERTBEAFIFEER, LATEBRSIRMHEEINGE, EiuhibH
ITINELN . EERE, BThcEKeypEE, ARERESUENIRITRR. 1%
ERTTEEE W KeybhiEE o

EHEIRSS SR B R AR B B ST D WD ERAMASAR, LABER
EIMEIMERIREER . EEFE, BENNEREZPEERBER, ARE
FRARREERUE L THERL -

EFRUNERETIE .
EEMSH=F, ©F “gEER” , EARSEERE.
ERMEREETaNEE ‘SR , HAEXNESERHE, BIUEERRIER.

EEERELFBEREENX “StreamName” , LRI NAIRIGRERIbLE, BIK
IEEPUE G i

EEE 7 KeyfpishE, EnLAERIARERUEUE SN FEANER, SIS RIAYSBUER
tibtlk, BRIES SISt

EFR(EATRRVEIEASHITERER, SR SESSRRt Ry
“StreamName” [ENL “_#MO&ERID” , ERXINAYEDERItLL, BiXiES
DAL= 8

-
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[RIR RS HELE
BHERIN
B RHERUMEAIH ST WebRTCHE R, XIRIATHHENINIAN FAR:

webrtc://#EUHZ /AppName/StreamName

o BRUES: EUUTEREHISRINAYEITIEEBERISS .

e AppName: NAZ, BAA “live” , BHAILRIELIREREITEEN, XiF
ilj\%'?‘ax ﬁ?\ —F-‘Zugﬁ (_) EF”Z'J@% (') o

e StreamName: HiERSZ, SN NEATES/NEER, SoLRIELIRERiE
TEEX, i, huaweil, (BARZIFPNFR,

BHERBI:
EnINAERUE R A “test-play.example.com” , “AppName” J3 “livetest” ,

“StreamName” A “huaweil” , MUHHEREIN <A RIAREMIMELNL

webrtc://test-play.example.com/livetest/huawei1l

SEDGREUBE

KeyPh @ HETNREFFE/G, APABEERIERINAIENS S LRI NAESUEMUIIE, A
[EBERZEMILR TEERE . B5IBMKey B ZEHE 4 AT N AYESIRRUbLL .

RRO BRI HELE
EEEERNECRE T EERD, PACEERBERIEI TR T KeyBr 2N
B DB AL .
BHEN

R AN SRS itbiRRY “StreamName” FEREINLE “_4EME#EHRID” B
.,

webrtc://#&HiE 22 /AppName/StreamName_3&A31&E4RID

HIOERID: EiEErERIYERERNID, BENEBERNIDITEEN . EEi#H

NURERBEFIE “SRE1E” TE, EEREETH ‘S > KRk E > 1158
B” IR .

11-1 SREREERSHERR 1D

[o=32] iz DWE (B B (#4iKbps) (B fEfps) =

SiB

oo A
R R T |

&
[=icivg
=

iR

& BBt /9 “ webrtc://test-play.example.com/livetest/huaweil” , “4&fGtE
;fijiizliilijﬂ,i;tjj “1107 . {RIBIERIEI R B TS 7 KeyBhaSiENZETINEE, HHEXINAYEERERE

o EHRERUBIIRFEKeyBREEENNZINEE, AL ERtEE AN RErR:
webrtc://test-play.example.com/livetest/huaweil_110

o HREMUBIFE T KeyfhEisINZINEE, NFEEAERENAVEDERUbIEIN_EE
RUER, FINAYERUBIIN AR :
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webrtc://test-play.example.com/livetest/huaweil_1107?
auth_info=z6uwSWUceM2%2FZeDpc2LgjhEFhhXpjQ5IQJhrLolARQ2%2Bn
%2BJV4DrzGRgXxWxMLQBU.44393135353831414132454633374139

EER AT UEEZESE ERUEROEULERL

11.2 BEREIERT
HLHTEBIENGEREOA 928, Ea] L IARIESEPRTS KT H & PMEMUEAIFERT .
(11 #88
RATEEERSET, FENERLLINEE.

AEEI
o BRI REFEEIMNYIRTMPHIHTTP-FLV, EAppNameflivefiEiEe Bk
if, BEEEAppEENER T EIBIRZ T REHS,
o iﬁiﬁﬁﬁcopﬁﬁskﬁaﬁﬁ’ﬂﬂﬂﬁ, A SEFTRE RS SRR E B R SR =
20
o IEHERMEXNE, BEIFERSTEY.
BUESRIY
o EiRIMERES.
o A DNSIRS AL CNAMERRTELS .
BMEER

1 ERMUREREEFS
$H2 EEMNSHES, &R “GEEE7 , BEAGZEERHE.
$IR3 EFEENERTENERRRTRE “EE .
$RA EENSHNPEE “RIREE > ERRE” .
SIS FEEITNAAaNRE B’ , WE1-2frR.

11-2 {Ze5%E

SRR e

live 48

£IR6 EHIFRREPEE BRI, WE11-3F.
BB ERGERROA 2R, B LMRIESERR B ISR
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11-3 {ECREERT
FERIECE
App Mame live

ITRtRE] ~Fih i a
r=RdEL= —"#-" 48k I\!.-" Tk

ST BE W, SHEETRERE.
.

11.3 HTTPS ZEIMREIE

11.3.1 EEERE

%mf}i‘ﬁéiﬁﬁ%ﬁﬂﬁ#ﬁﬁHTTPSZ‘%@BDE, R EBEIREERIIEPZEIINE
RiF

2
18
i
G

TEEEHTTPIMY, HTTPSEBITLE:

o  HTTPSIMYZHESSL+HTTPIMYASZRY AT I TINE M . SDIAMERIMNEINY, &
EEHTTPIpINZ S, AIBGLLEIREEEEIEPRGEL. M3, MIREIENTEMY .,

o TEHTTPSIHXH, SXAFHNXREEHITINE, B Session IDCookieFIESHE
I&ﬂi%*ﬁﬁ ] gﬁ@i: N l:llw\lﬂﬂg )

BIHRSRH
o ERINERESZTUERES, HESmigEXE.
o E7EIHEDNSIRSEETACNAMERTECE
o EHERHTTPSIER ., EIEKRBHTTPSIER . EaILAEEL A =SSLEREEHME,
o HTTPSIEPAETUHEHTTPSIERER, BEANERHIEPEMIE, 1BSHBHTTPS
IERERFTIEEEIR
2R HTTPS

SR EFRIREREESS

£ TAMSHES, EF ‘G887 , #AGSEERTE.
$I3 EFELRBEHTTPSEEINERIEEREMRgRTHE ‘B .
FRA EENSHNRIEE “RIREE > HTTPSIERRE” .
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11 BRECE

5 B “HINT , EFFRITESEEHTTIPSSE, WE11-4Frx=.

%6
ST

11-4 B2E& HTTPS iF$H

FEa=. 000 | — BEGIN CERTIFICATE——

----- END CERTIFICATE—

PESREVABER M . FASANHLIN AT BT, FHSERBREMFARASEHIZIRG N
BISAHER . ARWEMGHESES, FEUTER:

o FHiFHZERoot CAYIMNMAR), NIEBEE—HTEANER, SEHIZEBASIEIA,
11-5 HTTPS iFH

A .cer

ey

o FHIEPEPRCATINERY, WIEBXHSEESHIER, SHEERBAEIERH
EAERER—MTEMIER. BAHHZEIEES PR CATMIARTIES .

BF “BE" , TERHTTPSIEREE.
IIFHTTPSZ 2 INEE B/ EN .

HTTPSHEE, ERJLUMERHTTPSH AU BEMILHE N E BN, SEI, WE
RHTTPSZEINEEN .

-
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BEFNIES

EEZIERHITTER, FEEEHNEBREEERHTTPSEES, BEIREH
7 EZERBRAHTTPS,

11.3.2 HTTPS iF B ER

HTTPSECE (N SZFFPEMASTURSIER/FAAAE LIE, $HIIARRASERIEIE, IHIE
B/ABABH LEBTRERIERK,

Root CA #lfafABIEH
Root CANUEMARNERE— D =EANER, EEHTTPSES, X EEZIEHEIA,
BITICEA T PEMISRAGER S, ATAEEZIZEE11-6FrREEbiEHEE.

PEMASZUIES:
o LUF$H§E “-----BEGIN CERTIFICATE-----" FF3k, LAUF+HHE “-----END
CERTIFICATE-----" £,

o IFPHEZIENAZR, EXREBTANER, RE—1TATFREANFER .
o IEBABTFEEZH.

11-6 PEM {&IEH

MIIDxDCCRAgygAwIBAgIEATgGCTANEgkghkiGOwIBAQUFADEUMYswCQYDVRREEWTS
b3ELMAKGRIUECAWCZ 2QxCzATEgNVEACMANN 6MQawCQYDVQQKDATJod=ELMAKGAIUE
CwwCaHcxGDANEgNVEAMMD2 10TOMgUnSvdCEDGSEWM S ERMASGCS G5 IL3DOEJARYC
aHowHhcHMT YwNTE SMDE vODQ2WheNM EwNTE2MDE yODQ2 W4 BAMQswC QY DVOQGEWTS
b3ELMAKGAIUECEMCZ 2QxCzATEgNVELACTANL 3MQswC QY DVQQLEw Jod=EUMBEIGAIUE
AxQLEiSvd3Nnbv53b20xETAPEgkahkiGowlBCQENARRSMIIEI I ANEokahkiGow0E
AQEFAACCAQEAMIIECORCAQEAXDET T/ hArR+5q2 Y yqOWIN2 Jhe22dGeexU58g90 9

|| u

| | n

HEMELj AAMCwWwECWCGSAGG+EIBDfFhl PGVl INMIEd1 bnVy YAR1 ZCEDZXJ0aWZip
YZ2FOZTAdBgNVHQAEFgQUmN st yLA+uGecOxx8 f+XPLe3Ai EUwHWYDVRO jBEEgwEFoAT
PRaAjoivtS1lG+Te42ELZ+GEITIQwDOY JEoZ IhveHAQEFEQADggEEBABKMEMrTIMhEH
ZNhb19blt20NEQJpiTugy Tri+vit4fUYeTvapsEwNut jWGVINWE3IHVEStnbIgVsa
0pPevELJI+mJIhLSLE crDMDMgGhyvwlIEoGE0kzEQJISeUHI /RS iTakemkgSPyDrbwall
1IDpIfSS5aTYasVENYpIZDuChyk0THS Zc8 ke SmD+ 0K 9glke TQS1L3FEAVAggdepe L6
A13TVIMYTdh2mgS5TE8LepSs+5o0fippptGgitAnimZgpixrniCdeGjRgEcTnGHS ol
1Jg8ekhn07agdTechFEDfW4gLEY TREHT 3ul=GHMESY S04z 5HT71CadvVEXtoTQfpXR
nuMo,/2HX1A0

PR CA AL RIIES
REHISRRAOEB XA SHIES, MEHTTPSE, BEGAEEBFHEE 2
AR — R BEE L. FHEREIEBELIEN-7.

BSOS AT FRE* PEMISTURGIER S, RIRSINEBRAES N, BREFENE
EE; —Eﬁ’t%)ﬂ‘lt, HASEAURIEBRIBHRSBXIRIREE, BEEEEFIEXAN .. B
JMNE0T -
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11-7 H=fERY PEM iEH

MITE/DCCA+SghwIBAgIUOHwvE 41 50amlabjVbEY42ZBEcQwDRY TEoZ ThweNAQET
BQRwgYIxCzA JEgNVEAY TAMNuMR IwEAYDUGOT DA IHAW FuZ 0 Bvbmex ETAPEgHVERACH
CFNoIWScatVuMpewDQYDVOOEDAZ TAWF3 ZWkxC=A JBgHVEAsME k1 TMS 4w LAYDVOOD
DCVIdWF 3 ENkgVEViIFN1Y3VyZ5ETbnRlomS 1dCEBHYR1 42 FSTENEMBAXDTE SMTRAx
CDAWHNDAON] oXDTE4AMT A wODAWNDAON] owgZoxCe A JBgHNVEAY TARNOMR 2wDgYDVROT
DAdgaWFuZ 3N1MRRwDgY DVQOHDAdu YH S gaW s nM S 4w LAY DVOOEDCVIdWEF3 ZWkgUZ Sm
dHdh cmlIgWVEV] af5vbEinalVeIENvLiwgTHREMR kwFw YDV L.ODBBDRES1 ZGT1 IFHNS
BSBEZXBOMBwwEgYDVQODDBN3d3 cuaHVhd 2 VpY 2 wdW{u Y2 St MITRI j2ANEgkghki =
SwiBAQEFRROCADEAMT TRCgFCRAQERSSShCeJZ0XSF /Y THEEoEel30yagaUYWELEX S
1401 JAusS3xMCE JreUHmEReWaRusl ZxpPELT / IVEeUnvMInx JBavgauykCE kadW
3t¥23tetTI/ FYg+tMRIEFbNrgk //ADhREfmR4ows / SwlwnvdpwySTRZHV/DETjxHIC o
+818mulusgoUe 7B/ ruccYlufugr3viTToaNnd4c3Tkwj JeKf+bZF/ Ig0/EF+32F

AgWgMBMER1 U4 JOOMMRE o ECC s FARTFBWMBME ICAIUdEQR THDMCE3d3d vy 5odWF3ZWH1 ]
bBE31ZC05jb22CESouaHVhdZVpY ZawdWuYZ 9tgg9odiF3ZH1 jbES1 ZC5 b2 OwDRY T
FEoZlhvceHNAQELBRADggEBACSLETHI+4EY1ES3B0nOWuwl3stBaxvhDD9) ZEonineW
J5EpdmO4NEshlvwSFdEHR ] v/ ®ESLCIggsle 8t TIS=0F1 3U0ROnMeHSES e JE62cBX
h/3NZ217ocBygPgvpmce Yo e kvwHEmbATEREni i ¥50nmCi ZKTyngSBvddax21dj1gl3kb
HI+i02eQ%0dLamhsECsFUCOvDEoMIJz050cy 7Cgl+eFHESS 79I 40 xaHVEvEIEg
QLEze3BXSs0iWRkdfsdDBas+UtdWeJy0HMh  otwIQQtEcareVZ+HCPthEfmDENA+RS
IE&EFzHyp / marwEdDhS 72042 ARreAv4EVER] JEZ02T0Y=

MIIDZTCCRAsEghwIBAgl JALOEOI Nk FFZrMAOECSgES Ih e DQERCW AN ECCMswoRYD
VOQEEwI b ESMBACR] UECAw IR AVhbmdEh2 S aMEEwDw Y DVQEHDER T aCVuerh 1L ER
MROGL 1 UECqwESHVhAZ VeMswC QY DVRQLDAT TVDEUMCwEA 1 UE Aww] SHVhAZ Ve TFAL
YiBTZWNLemllgSWE 02 TuZ QgR2 FOZXdhe SEDQTRAe Fulxl i R IMTAwO TR v M da Frwly
M2 1MDgwl TRy M daMI GCMswl Y IVRREEw T ibi ESMBACR 1 UECAw TR 3VhbmdEL 2 5n
MEEwDw¥DVORHDAK T 2CVuemh 1 by EEMAOEL 1 UECqwESHVhA2 Vel swl QY DVRLLDAT T
VDEuMCwER L UEAwwl SHVhA2 VeI Fdl YiBTZHN ] cnllgSHE 0 ZX JuZ X g2 FOZEdhe SBD

rEICAWER R aNOME4wHYDVREOCEBYEFDBEDZZH4Amti sCoa4Bed4 ZdrApsMBEERA1ITL
IwYMBaAFDBEDZZH4EmtisCoad4Bed ZdripsMAwERAl TdEWFMAMBRAFEWDLY JEQZT
hyveNAQELBQADggEBAEN 3 k5 RXs e ywEFubMm3gZu/ kQiwtmLkIuJEeDwS e LW JWOHY
313xlv/Unwih{moe0HglZOM4dEf T JoVYEgi L1 BCpHEwD,/ Xe00rg3UPediEMaXkmM+ F
tutno PCEmew 7 JirrD0vwi s+0mhpR PgliNex IE0 1 vIBAVE 9 TkpwIW 3duj 1 FuRkJgS5wvn
rRab4gVil 4x+bUgTeeHCvDHS S PhADHOUI lmkeER/ ThCHEhBAHe s yEfLrwime T 0E Y
ZEZWitH+tM1THvSYGEE jmtDmt / Fulk93V1vErREjEj9Z2egCgMluse71lliddtTzzz =g+
QLU ewUmUHYsVomkE2Zv1le8sEWiHB1BZHIZDUSgE=
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RSA FASHENE K

EEa R

PEMAETURISE R LATFHOEBEFASE, R PEMRBEFAH, —RRA*KEYRE .

‘gﬁ“i&%zliﬂﬁ*.PEMESZ*.KEYE’J%A%HB‘ULT-, o] LA EEIZUE11-8F R ERFASR(E

7o 0

RSARETUFASR:
o LUFHHE “----- BEGIN RSA PRIVATE KEY-----” FFsL, LUEHHE “----- END RSA
PRIVATE KEY----- ==

o IEPHEZENAD, EREBTANFR, RE—1TRAFREANFR .
o IEBATFEEZTH.

11-8 RSA #&=(FA%B

MITEpQIBAAKCAQFEAXDEJS,/ hAarR+5g2 ¥ ygOWUN2 JhE22dGeexUSE8g908eY1vLCgow
WwEPgsevygQM3gEoBgqCkNkmS SQoMPOFI4fx2G2 2ZmAvTOXEPHimeGCTQDPIniWaIuky
1ufgVPD/ zgE0oBl2aedvheExWwRgf4JTLa3136B41 5y ZVoDjREfUSEEY e LW1sD/00
SuF0gE3tdSEQwlcelzbnkhofO0Cyp SPEMfa MOy 2me v JzWFLEXET 3eWHYdEUtEg
IrxdrWzLheEjENzW3FTHz, TEycIRExAlurl /298yt 3124a0Y THEIt1iL9wwad Tk
OEumxTalz8H,/vHEL1fIlMouvYfsSDEr35nfeeS5wIDAQABRAC IBAQDCHMxCIgqHXPgvl
EzBOtIPV11PyzizXWi+T4UeWNwUIEjCQe1lj foYCELaHANnCE Tmd4V2NEEV4Aprak(jcH

¥xrg/ vizzHNheK1dBrZEmrWrAqEi fkHgx2M3wwesESzG3WnS0UTInrUnCNg X LBl S
WeBdZ2Zp/Fn+tk2T95sTothgdaoGACYmo SAPEVRLILHwungLno 8 2Z0Y JopOtEPGEF DD
vObBHNEfgEIrfMecoEIx2xuXScle SMihRAyEVEaHYvd4ciEeyOGGg2 yp VAL OS5554+T5L
GHIpezX0hijeWtQVEiWoEoj IKEPs9FAHT 52 aCh¥EVIxwR1kbp8cl vDrQOvHNCr 7o
CEGOXHECgYEAOxuJhoDEHMmo LJockHeMvHY S DgjcnecFLwX vuECREZRET S 510y T DT
VWEecgliVobgibaeetUp9zNO TwlwD2ztjviDelgtWH+ERE ) TV IntURHrxEfZf1Nx
ul/ fhf/zaVpITQPcLTyv6eT1BGevwC/ JIZ/i2 JBGOKOtnE8darhk72C1 kyvw

LBINARYIEBETEE - BEGIN PRIVATE KEY-----, ----- END PRIVATE KEY-----7 &
R BEGIN ENCRYPTED PRIVATE KEY-----, -=--- END ENCRYPTED PRIVATE
KEY-----” (SERf, EEZFEAH0penSSLTERITUA TS TiEE:

openssl rsa -in old_key.pem -out new_key.pem

BREHTTPSIXSZ S PEMISSLAGER/FATH, ELADISRISTSS . EAS=A0ES/FA5H
BERLRAEPEMIET, BIETOpenSSLT Hift{Tiif, FEZ/UFERRTANES
AR PEMIE LRI % .
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AT RARIERigEEREnEHEE Hold_certificate, FA$HEHold_key, HEREIEBEA
new_certificate, FASENIHE Sanew_key.,

e DERHEJIPEM

openssl X509 -inform der -in old_certificate.cer -out new_certificate.pem

openssl rsa -inform DER -outform pem -in old_key.der -out new_key.pem
o P7BYEIEHIPEM

openssl pkcs7 -print_certs -in old_certificate.p7b -out new_certificate.cer
e PFX&&itAPEM

openssl pkcs12 -in old_certificat.pfx -nokeys -out new_certificate.pem
openssl pkcs12 -in old_certificat.pfx -nocerts -out new_key.pem

B EEPKCSBIETUFAARRIRAPKCS1ET, MSEWTHIE:

openssl rsa -in old_certificat.pem -out pkcs1.pem

11.4 BHEEI

11.4.1 §x

A IBIRSS IR M T Refererfpiat. KeyFrEitflIPERZBERNGI, Xipa)HE
RSOETIRAIFTIE, SR ERERRS .

Heh, Keyfh&iEsstohae BEEFIPEBRG S RAMIBEETHERE . KARefererf

EpEH RN IRefererE . BRPEH AR D EPEGM, (B2, HTFRefererIA

BJLURIE, FrlARefererfhi&iEs X ARERIFHIVFRIFEBRGIRIR. AL, EIRE

E}?yﬂﬁﬁﬁﬁﬂﬁﬁﬁﬂjE}%iﬁﬁﬁ’ﬁii}ﬁ%?ﬁfiﬁ o MSNEBIRSERWLHEIINZE11-1
o

£ 11-1 BEiFEN

mAe R [I=1

Refererfh &5k el LAECEIRIaAIRefererE2H | 152 W Refererfhiss .
28, WiHoESmHEHTIRE
e

KeyBhi&sik EA AR B EiEKey, @i | 52 KeyPhiiE.
URLEN B N REEEZRIRN
ZE,

IPERZE Eal L B EiRIaIPERSR BENIPEEZE,
B, YpaE S mETRBIE

11.4.2 Referer [F&5E

RefererfhiEiEINRERE FHTTPIMYZiF0IReferertlFl, EITERIEKRPETRY
Referer=ERIRBIIERKIE . EcERefererBZPeiHZE S, CONSRIBZEIHERFE
RIS, RFTEEEERIERK.
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o ZINRERTIEIR, ENAFRBHE.
o RefererBZESRefererBREER, AZIFRNEE.
o EEBENAZREHIINEZRSTIFEE00%,

o EEBYAFPPEENEZAENLE, Y1ES “Ahttp://test.*com$” , T
“http://test.example.com” 1 “http://test.example01.com” HBEITERLIN,

BUESRIY
o CFIHERIGBIBEUES, BHExmiEExEE.
o R BADNSIRSE AT CNAMERETECE -
BMELR

SE1 BRIEREFE

£ EAMSHES, SR ‘HE8R” , #EAIEERH.
T3 EREREENEENBRESTRE ‘8187 .

SHA EENSHNPEE “BiiE > $NRE” .

L5 &R “Refererfaifit” , 38 “RefererfiiEit” XIEE
£IB6 Bk “Fx” , EiERefererfhBiEES, WEN1-9FR.

11-9 B & Referer [HiRHE
RefererBhia s

P | @)

== (®) referer2E5 referer =SS 8

Al

o

StiFSRefererFESAEICONEE
ws

Bris HERc & N XS R aAR BRIZARANZR11-2F7R

STRERA 01 (2024-02-23) IR © ERRBRABRAT 71



SRS 1
(RESSREE 8

11 BRECE

2 11-2 Referer [HiRSEHECE

SHE 1
ESid SIFERBHEZREN

o RefererBZH: AIFIFREANERZBERNIRR, BEBE
FREERIE RN

o RefererBZH: AFRBERAIHZRERIGARR, EEEEE
BZiBERIAE,

TR LURER R RITRefererFRIAITRIR, BIRERIFEIN

SRR = EIELERIRURL,

AR ERRARBPAIES
o MANIFESHESTIFI005% (RMFK) , UEX “,7 #17
%o

o IEHZNIENIITE, FHIES “Ahttp://test.*com$” , W “http://
test.example.com” #1 “http://test.example01.com” &[T

[iWR AV

SR, BExE, BE “BE .

R

11.4.3 Key Bhi%sE

T{FIRIE

NFREERRFEARIEEER, SLUERERIKeyHEEINRE, ERIAHEREEM
RN EEREE . EEESREBERIRARISRERTS, CONSYHEURLE
E’\Jilg’&“.‘%%liﬁﬁéii'@fﬂl‘iﬁ , (BT RIERE LN, HEIEERIEIERETLL
EL

HEEHCAEXEEHINER, BERZTIRESEARRIAEZRKR

11-10 Key frasst T {E[RIE

? 3

1. EEEKey[HEsEaE] ae

4, HRERRAEGE
2, TEEMSTN. KeylE, B

3. BN URLIERIEREGER

) 3

= TRAS

AR BRI R
1. HPEEREHaTEKeyRZEHEINEE, HEEEMNGH. KeyEFITK.
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ABTU=E S

{RRTIEER 1% 1M BERbEcE
. BERERSBEEPEENENAR. KeyEFIFHETAZICODNT =4,
3. ER/MAE IR HEATESUER AR URLEI CONIBE R RSB -
CONRIBHEREB I URLAETS RIS S BRISIE RIS XM, (MBS EBITAYE
REW AT
FEEIN
o IZINRERNENEIR, BAFRSH.
o MERSIBIENABHERRB—KeylEo
o BRHIZINERE, RIBEBINEURLSTIAER, SERMNAER S ERIMEHE
URL,
o FEMHEHEURLITHE, SEXZFEERT, EERISEMEM, FixE “403
Forbidden” (=8,
BUIRSRE
o CEFIHERIGBIBRUES, BExmiEAxEk.
o i ADNSIRS AT CNAMEREITECE -
2 Key FhistE
T EZIVIEBEHE .
T2 FEAMSHES, &E “FEER” , #AGSSETH,
$IF3 EEERELNEENERITRE ‘BB
T4 EEEMNSHFIRIEE “BiEcE > SNESE” .
RS kIR “KeyfniEsE” , B “KeyPfhisiE” IHBIE,
$1¥6 Bt ‘FFX” , EEKeyfhAESE, WE11-11FR.

11-11 B2 & Key fhiEst

Key Bt )
FEKeyiZsE, SSERSHURLERES, WASHSHTUR
Ft @
=) A B C ®po @
Key o ===
B 7200 i
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ABTU=E S
(RESSREE 8

11 ERECE
£ 11-3 Key [H&5ES 20508
2HZ R
E S HEENEBENS, TJiEA: BXA. BB, BHRCEH B D,
ABENHT: KEAMDSEERELS L, BRI XESNE
B AFIEESTS B
CENAR: RENINESL, BERIUGEESNENRSGR
CO
DEAT: RAHMAC-SHA256E %, BIRIMA XSS N
WD,
izl
ENBRNABCHFEZENXE, ENAADREESNZEN, BINEE
ERSENAERD,
Key EilkeylH,
o YIFHTENIRE, H3MHNFZEIIHFAERN .
o TIFEmIER
B URLERUEERIEBRTETE, IERNRENEEHERIIEKRATES
BEERSKEEISKIRENRREE, BT UEEBERURL
o EBEBERURLESEIDEE, B &, STERS: 1958-30
Xo

ST EBxAE, BE “HE” .

SR8 B LA T TUIRERE AL
o  FapftsE: RIERENENSEEIPHEYNMAVERENE, BENERIGMATERIE
HHFHHER ZBE D RIS WERTE A, ER5B. ERFTHNCRIENE D,
o BnfEp: (ERMmEEIIER THEREREpEDUIIE, BAERSZESIM
kARl

£ IIEFHESEINRE
(ERFE=FEBEURLE, BIS0GERIAIEREIERITION, SRRt

HEFNIRRUEIE TR A DIHE AR, (& SRt AR b I BE R THHEFR AN IR
R, MZFRRKeyREEER

E{RFHEIA

----45R

UEWNBRATEIBIKey., timestamp. rand ([EHEL ) « uid (&0 ) FIURLITE
%*ﬂ% o

YEURLAE

JR¥8URL?auth_key={timestamp}-{rand}-{uid}-{md5hash}

md5hashfJitE T :
sstring = "{URI}-{Timestamp}-{rand}-{uid}-{Key}"
HashValue = md5sum(sstring)
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{RATIEE RS 11 BRECE

£ 11-4 ER =ik

FE A

timestamp BREXRIBERUAhnYEkEa=, E91970F1818LL
SRAYHRIATEFYEL . HiEHlaE 7 H IR,

fl: 1592639100 ( EP2020-06-20 15:45 )

NE5N ENURLBRIAIATEHLE .

R EREMATEH1800s, NAFEITEMtimestampFF

95A91800sPI SR IFIAIT LB HELE . BBHIZXIE), Si%k
Mo

B ERERIAEEYE)92020-6-30 00: 00: 00, MY
G B IF e R0AT1E)592020-6-30 00: 30: 00,

rand BENEL, EBIERUUID, FeeE skl -",
~f5: 477b3bbc253f467b8def6711128c7bec
uid userlD, EXR{FER, BEIZEK0BIA],
md5hash BT mdSERITEHRAIIGIUESR, $F0-9fI/NERNF

Ha-zR&5EMK, BEEKE32,
sstring = "{URI}-{Timestamp}-{rand}-{uid}-{Key}"
HashValue = md5sum(sstring)

URI BIRIGURLA M B E AR & ERVIE R
2 /livetest/huaweil.sdp
Key g?ﬁ%ﬂéiﬁﬁﬁ’ﬂ frstikey(E, BifiESIFEKeyfhE
1E o
EURLZGI

PASE BB RSB 6, #ERESUBUEAYAE B SIE RSB AV R T A8
BHAURL: webrtc//test-play.example.com/livetest/huaweil

timestamp: 1592639100

EHE: 1800s

Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly

rand: 477b3bbc253f467b8def6711128c7bec

uid: 0

URI: /livetest/huaweil.sdp

RIETE AL, S&Imd5hash,
HashValue = md5sum("/livetest/huaweil.sdp-1592639100-477b3bbc253f467b8def6711128c7bec-0-
GCTbw44s6MPLh4GqgDpnfuFHgy25Enly") = dd1b5ffa00cf26acecOc169aelcfabea

U EEaichil ook

webrtc://test-play.example.com/livetest/huawei1?
auth_key=1592639100-477b3bbc253f467b8def6711128c7bec-0-dd1b5ffa00cf26acecOc169ae1cfabea

E£FH B

ENHBEEEIIKey. timestampFIStreamNameltE NS,
EAURLIER

[RIEURL?txSecret=md5(Key + StreamName + txTime)&txTime=hex(timestamp)
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11 BRECE

ENFHH C

* 11-5 LNFRAEA

FB g

txTime FERURLAYEEATIE], JIUNiXATIEIEEAT 7St HlEER o
AR SRIXTimeAYEAT HRIERAVAN BN AT LAEERE
M, BUEESEEEESE.

2f: 5eed5888 (P2020.06.20 08:30:00 )

Key EEHEeRENREREKeyE, BINE2IAEKeyfh&E
85
txSecret URLAEIINZ S

@i Ekey, StreamName, txTimefRIHENZFFRH
ITMD5SINZEEESE .

txSecret = md5 ( Key + StreamName + txTime )

A< ENURLAIB AT EHRE -

HtxTimelRE N AT E), BYAJERE 12495, NiE
FURLIS HART[E) 0 ZR0BIE+ 12495,

YU URLTAI
PASE pRAB RS AUt a5, HETR At RO A A SIB RSt RO A AR R TR .

FHAURL: webrtc://test-play.example.com/livetest/huaweil
Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly
StreamName: huaweil

txTime: 5eed5888

BHE: 1249s

BIEITE AT, 55/txSecret,

txSecret = md5(GCTbw44s6MPLh4GqgDpnfuFHgy25Enlyhuawei15eed5888) =
5cdc845362c332a4ec3e09ac5d5571d6

UEEESiaichil ok

webrtc://test-play.example.com/livetest/huawei?
txSecret=5cdc845362c332adec3e09ac5d5571d6&txTime=5eed5888

BENACEE®IIKey. Timestamp. AppName. StreamName#ICheckLevelit&
ENE,

SANURLAET,

JB¥AURL?auth_info=fi1Z%&R.EncodedIV
EWNFRIERBEZUN TR, BREREESERERE.
e LivelD = <AppName>+"/"+<StreamName>

o  hNEEE = UrlEncode(Base64(AES128(<Key>,"$"+<Timestamp>+"$"+<LivelD>
+"$"+<CheckLevel>)))

e EncodedlV = Hex(IN&EAAIIV)
BiEPEINZESHRBINE1-6F7R .
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(REJREE 8

11 FBRECE

ENFH D

& 11-6 INEZESHRA

FE R
AppName MBI, SERTERbHEIAppName—E,
StreamName WER, SHERIEERtitaYStreamName—&
Key EEHIERENEIEKeyH, BEINBESIHEKeylhiERE
LivelD BEERID, BFrRE—RERER, HAppNamefl
StreamNameZB5g
LivelD = <AppName>+"/"+<StreamName>
Timestamp ENSHERIIUTCRTE, &R “yyyyMMddHHmMmss”

ATFREENSHEREETH, BTimestampiIXaIAIEIEE
REIHER AR TECERTEBITEHS

CheckLevel B, BYEA3TES.
e CheckLevel=3, RiEBELivelDEFITHD, FEBELEMNURL
=EIER,
e CheckLevel=5, #&ELivelDEHEITHE, TimestampE&id
Ao
\Y; CBCHTRIIZE X MKERIVEE, MY 6 FI=FE8

&, IVIEERKEN128(U; CBCHET, PKCS7iEFR.,

U URLTAI
DASE RRAB RS At a0, HETR At RO A R SIB RSt RO A AR R TR .

FH4URL: webrtc://test-play.example.com/livetest/huaweil
AppName: livetest

StreamName: huaweil

Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly

LivelD: livetest/huawei

Timestamp: 20190428110000

CheckLevel: 3

IV: yCmE666N3YAq30SN

RIBTERATL, 53 “iN=E” 1 “EncodedIV”
HnEZE = 1I90KW7GhxOMwoy5yaeKMStZsOC%2B6WIlyqU2kLBYAvcso%3D
EncodIV = 79436d453636364e335941713330534e

UEZSES e chil ok

webrtc://test-play.example.com/livetest/huaweil?auth_info=I90KW7GhxOMwoy5yaeKMStZsOC
%2B6WIyqU2kLBYAvcso%3D.79436d453636364e335941713330534e

EWNHRDEEEIKey. timestampFlStreamNameltEEE
UAURLIERY

[R¥8URL?hwSecret=hmac_sha256 (Key, StreamName + hwTime)&hwTime=hex(timestamp)
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{RRTIEE 3% 11 BRECE

x 11-7 ENFRAER

FB ik

hwTime HERURLAIERETE], JUnixEEIEAT+7 i EIEER
IR ZHFThwTime+IHREYEA T HRIERAIRTERATLA
IEEBEN, SUERSHREEIES,

afl: 5eed5888 ( B12020.06.20 08:30:00 )

Key EEHeRENREEKeyE, BINE2IAEKeylhE
P&
hwSecret URLAEIINZS 2L,

LAKeyF1StreamName+hwTime A2 & THMAC-
SHA256INZEEAS T

hwSecret = hmac_sha256 ( Key, StreamName + hwTime )

INEN EMNURLAIB AT EHRE -

HhwTimelRBENSRIATE, BYATEIRES1249s, N
R URLIZHARY 8]0 = BURd 8]+ 12495,

Y URLTGI
DA BRI S5l HETR A RO A A S B RS A RO A AR R TR

BH¥AURL: webrtc://test-play.example.com/livetest/huaweil
Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly
StreamName: huaweil

hwTime: 5eed5888

BJE: 12495

RIBITE AT, 5% lhwSecret,
hwSecret = hmac_sha256 (GCTbw44s6MPLh4GqgDpnfuFHgy25Enly, huawei15eed5888) =
ce201856a0957413319e883c8ccae13602f01d3d91e21daf5161964cf708a6a8

UEZ%E e chil ok

webrtc://test-play.example.com/livetest/huawei1?
hwSecret=ce201856a0957413319e883c8ccae13602f01d3d91e21daf5161964cf708a6a8&hwTime=5eed5888

(W ERN]
AT AR S CRIS SR A AR AR TR o

import javax.crypto.Cipher;
import javax.crypto.spec.lvParameterSpec;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

public class Main {
public static void main(String[] args) {

// data="$"+<Timestamp>+"$"+<LivelD>+"$"+<CheckLevel>, BEYREEM “EmAHRC”
String data = "$20190428110000%live/stream01$3";

/] FENVERZ R 6B FFNFBES
byte[] ivBytes = "yCmE666N3YAq30SN".getBytes();
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}

[[EEBEFISE ENIKey(E
byte[] key = "GCTbw44s6MPLh4GqgDpnfuFHgy25Enly".getBytes();

String msg = aesCbcEncrypt(data, ivBytes, key);
try {

} catch (UnsupportedEncodingException e) {
e.printStackTrace();
}

private static String aesCbcEncrypt(String data, byte[] ivBytes, byte[] key) {
try {

SecretKeySpec sk = new SecretKeySpec(key, "AES");

Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");

if (ivBytes != null) {
cipher.init(Cipher.ENCRYPT_MODE, sk, new IvParameterSpec(ivBytes));
}else {
cipher.init(Cipher.ENCRYPT_MODE, sk);

}

return Base64.encode(cipher.doFinal(data.getBytes("UTF-8")));
} catch (Exception e) {
return null;

}

public static String bytesToHexString(byte[] src) {
StringBuilder stringBuilder = new StringBuilder("");
if ((src == null) || (src.length <= 0)) {

return null;

}

for (inti=0; i< srclength; i++) {
int v = src[i] & OxFF;
String hv = Integer.toHexString(v);
if (hv.length() <2) {
stringBuilder.append(0);

}
stringBuilder.append(hv);
}

return stringBuilder.toString();

}

LA 2Base642%, AFIEINZEEHITRHRIE,

public class Base64

{

/** Base644mi3K ., */
private static char base64Code[] =

{
IA‘, ‘B', 'C‘, 'D', 'E‘, ‘F‘, 'G‘, ‘HI, 'I', 'J‘, ‘K', IL', ‘M', INII ‘Ol, IP‘, 'QI, IRII
IS‘, |-|-|’ ‘Ul, IV', ‘W', IX', IYI' rz|, |a|’ Ib', ‘C‘, Id', 'e', ‘f', |g|’ Ihl, 'i', m,
Ikl, Il', |m|’ |n;’ |0|, |p;’ |q|, |r|’ IS', ‘tl, IUI, 'V', ‘Wl, IX', |y|, 'Z‘, |0|’ |1|’
|2|’ |3|’ |4|’ |5|’ ;6|’ ;7|’ '8I, 191’ |+|’ |/|,};

*MEEFAB, BILESERIE.

private Base64()
{

}

* Base644mtS . EFHEEFFTHIN—BRBKA NI NFERT -
* @param bytes EEFRIBIIFETEIE

super();

System.out.println(URLEncoder.encode(msg, "UTF-8") + "." + bytesToHexString(ivBytes));
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* @return fwAB/EHIBase64F T,

*/

public static String encode(byte[] bytes)
{

inta=0;

/] {ZLBRRIB R EFRAE, INRRE
StringBuffer buffer = new StringBuffer(((bytes.length - 1) / 3) << 2 + 4);

[ HITYREG

for (inti = 0; i < bytes.length; i++)

{
a |= (bytes[i] << (16 -1 % 3 * 8)) & (Oxff << (16 - i % 3 * 8));
if (i% 3 ==2]||i==bytes.length - 1)
{

bufferappend(Base64.base64Code[(a & 0xfc0000) >>> 18]);
bufferappend(Base64.base64Code[(a & 0x3f000) >>> 12]);
bufferappend(Base64.base64Code[(a & 0xfc0) >>> 6]);
bufferappend(Base64.base64Code[a & 0x3f]);
a=0;
}
}

/] MFIREIERIBEERIFTIHE, RIGRISTH0, RIDEERLRISA=-{E,

/] =N EFEFRIRKE—, DUSRFRREEIESIM<E
if (bytes.length % 3 > 0)
{

buffersetCharAt(buffer.length() - 1, '=');
}
if (bytes.length % 3 ==1)
{

buffersetCharAt(buffer.length() - 2, '=');

}
return buffer.toString();

}

11.4.4 1P EHRE

R LG EE L E S SR RRAYIPHELE R INZIIPEEE Y, CONSIRIEE BXHERIEK

ZRIPHITIRAFNITIE, RIFEIEREMIER.

FREIN

o ZINEERENEIR, ENAFREBHE.

o IPEZHESIPAREER, AZIFERE.

o EEEsAZPFNIPRSTIFEREI00,
BUESRIY

o ERNIMERESFIERES, BETmis&EE,

o BT ADNSIRSEATHCNAMERBTELE o
BMELT R

B ERVREREEHSES.

£ EAMSHES, EF ‘S8R , #AGSEERE.

$R|3 EEEELENEEIERESRT, 825 817 .
HE “FIRSEE TEN ‘mEE
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R4 EEMSHI=H, ®&F “BEiicE > ENEE”
SIS EF IPEEZRT , B “IPERRER” WHEE.
£;e E ‘AX7 , BEIPEERR, WEN1-12FR.

B 11-12 ficE 1P EHZE

IPERZH$
i @
e il (@) IPEER IPEEE
:g;,_zg

ST RIE AT MRS RTRRRRRERIEE PIBIL, S AT LA BN IPRIERA

}JnEg%s Zzi;%IPVGO
£|W8 BETME, 2E “BE” .
BT
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12 BEEReE

12 s

TLL

EEHERER

2 EBRER

SR EELHRIELERIBR, SEFEPMENERER, TLUSHERBIIIIAS
HRE, NG, FEEZERMIDERIREIER, SHaLURE BERRRAHEE.

A ER
BEERAINE, AEFZR2-40M 7B ERRER, BhHNEES.

ERUTERETE.
AEEMSHNFIER “‘BEREE > REE” , SARESERHE.
EREFEEENES, ITEFZES FEERERNERRES

B 12-1 &EEEREE

TR RAEEHTERNERRA URER, AR, ZERIbS T E#TERE
H#ER

HEFERIE-FRERRIEE, BT TRIE:
EFRUNERETIE .
FEAEMSHKFIER “‘BREE > REE" , #ARSERE.
TR REL I FEEHERAESEE

EREHENEERTRE ST, B 2T &

SCHSRRZS 01 (2024-02-23) WRINERE © ARITERARBIRAE 82



CGT=E
{RATIEE RS 12 BEEReE

12-2 254

SIS Ry “EHET AEPIEERIRERTE,
ZIHERENEEREE TR ‘SR REHITESR.
12-3 HiEfcE
X

=E

AppMame live

EERE LIVETestOnline_BiliBili_aA

®) FRET

a1 2021.10.12 18:47:14

A BHSISEEO0R, TEIRENENT, REIERT R TIER.
R

IREEREHER

EEREREFE— MABNEERIEX, BT TRE:
BRITEIERHIE.
S EENSHNFER ‘EREE > REE , SARBERE.
S 7 MHERE RN E BB RS .
SWA VEIT “EHER” WE.

SIS EMNEERTRE “BET S “RET .

12-4 ZHERIKE

Q Q||C
=i RIS
AppName HERE RERE B
s
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Sk, RERKHAFFIEEHERITER
FEEIN
WINBEE A 23F “fedb-1b=—" Xig{FER,
BEifiiAA
o T/ MEXIFEIEERII24/\ITRIEIE.
o IERE/FRiH/EENIIEFEIRITI0XRAIAFEE, EGEEERIKH31X,
BT E
TE1 EITNEEEHES.
T2 FEANSHAIERE “BEFIT
B3 ®F ‘“HFEMmET . ‘HBBAE7 . ‘FHHEE o ‘8BRE" EENNASITE

i
&t
S
I

;EO

-

EEFEEENNE. BREERITEAX, oA FRAEERRERSEEX
EHEBRRXERE,

ERlbigd = , B MTHR/MREFESHEIAR,

o WEAEBBEHENNSMEHBNESFHEBEE, BEINEHHEBEEBE
£, iz‘éﬁbﬁ’fﬁd&*’i@ﬂ%ﬂiiﬂ?l‘ﬂﬂéfgﬁ MBS E R E) s TR AT a8/ \ B
N1
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o NREASEBETRERNEMMEHZNSREBES, BEINEHHEBEEEBE
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13-2 MTRIBIEE

FERE: 14.04 GB

| I B

FEIOFEE

i&g;ﬁ%ﬁ%ﬂ’ﬂﬁﬁﬁ% NEJIE, BPAJfEREm KRR EBIHCE B XIS EEEIE
* & E o

o HERKEMTENNEMEHZEE I EHRAREEBIEINERE LD,
ANE13-3F7R o

13-3 RS

SRS
4.50

H265_SD

o HEIENHSEHH2UMIRMMAEZ S ERATEREBMEIEEK, 1§
EANEEHEBREEBE L, RiRimRE I RN B R EERRUE S ERYE
A TR RS A8/ AR S EL . 201 3-4P7R

13-4 (ERBATKEEE

SRS
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FHIAE
ABEBSOWHARITINREHADRE, 8/)0HERI129ME, BEFZXEIEZ/ET
ANSFEITR, BhzZ/\BHRBRGEIEE.
EEFEFSEEENNE, BITEREIEEESRXIGEFEIEXEIE.
FHIBSEERFE2VNRZKAENNERAREHNEAFH LS, BEREHEEBRE
HBBE L, RERRA X R B EE E RIS B E R [t TR R T 48 )N
BUKGEY . W0E13-5FR,
13-5 RFEEEE
= = I == c
?
~ﬂ R
BEHE

EEFEEESENEREENIE, UEBENSEEXIGEEREREIE,

S#EHSESH2UNE MRS AR R NNERERERKRY, BRAEHHE
BEEBE L, REmR I RSB E e E AR S E R a i THI A
ZE/NEAK AL . SNE13-6P7R.

13-6 BEHERYE
P E e NER sy C

HEMESES

6 3
EERREEE
®
:

BERBSA: 157773
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{RATIEE RS 14 53151
]l o
A EERNEEN T TES/MEEHEE. BRERER. BXKIIAREIRIFFEIR
SHEEENEBRNEENE ARSHIE, TUUEENNEREEN EiTHRRE
FHS. DHERIBH. HRERIFB RN/ AARERIREE,
AEEIN
o INWINAEEARIF “db-dtm=—" XiEER.
o THERHREIHEIN1024,
TR
B EZUIEEEHE .
2 EANSHR SR “WSiais”
I3 ®1F ‘“TMTHR/RE” . ‘HITEERET . RSB . “TURE” - “ERE
¥ . ‘PRERSIER" . “ERSRICRT . ‘TRIBNER” = “‘ERKRT '8
RNRIZETEUE -
BRIMEHHEBEEBE L, FERAR, oS aEimE TR
MTHE/RE

ERHEEEEIE . EREE . Xig, MAER. WA, R ERERMY
BERNEANN ‘T8 5 ‘RE” , JLUUIREETE. REBRBE.

BEAMRY = Etx, JUSHEREEE.
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AU
(REJREE 8 14 V55 45 1%

(AR
o HIEERIA365KAIHREIE.
o HAWMEEERIA31X,
o WIFHEEZNFBRENES, RREANEESEHAEEIE10 .
o HINFITRIERSSER, a12020-11-06 8:00:00~2020-11-06 8:04:59A4AIERHIEIE, &%

i+§?_£?£2020—11—06 8:00:00X MGt E, Erh, EBRAVEIE B FEmER EREER AR
Hx

o EHERSNHEREEMHEIMIERIRHTIES, fla0, BHahERREEER, W “R
B PEBESHREERETR.

o SHHIEERFIREERHDE.

o HWERASBBRENNEMAEHSNSHEEBEY, AT REESXENTT,
BEEMGEEAEENERRNTMIHEEE, WE14-1F7x.

] 14-1 Tﬁ*r?:*'“éfﬁrl'li B
o= mx e
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EFERFHIHRS.

SOSHITTRIXBRRIES %
& 18-1 X 1 =HITRS SRS [IRIETIE
BRERR RiRSEE BHZR
ellfEI=E e domain createDomain
B B 42 domain deleteDomain
(BB REES domain updateDomain
1ok 72 R gt domain createDomainsMapping
ESSEESE RS domain deleteDomainsMapping
G ESERIERERN | domain updateStreamNotificati
BcE on
Ec BB ER B IACE domain deleteStreamNotificatio

n

tIE BN BEEIR domain createCDNConfig
(B BB AL E IR domain updateCDNConfig
=R IR R =1 domain deleteCDNConfig
ERIPERRE domain updatelPAuthList
EE&E%M%M@B&%N?U domain updateGeoBlocking
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BRIESR RIRER EHER

wErefererff R EERR domain updateRefererChain

L2l

fiB&refererffEsEEHE | domain deleteRefererChain

L2l

CUEZZRHIRENY transcode createTranscodingsTemp
late

1EFREFN transcode deleteTranscodingsTemp
late

uillEssal Wl transcode updateTranscodingsTem
plate

NINEERSSESE transcode createSEl

BIFEEER stream createStreamForbidden

HiEinE stream deleteStreamForbidden

(e R stream updateStreamForbidden

EERIART stream createStreamForbidden
Once

BUEIMNIRLTENESS stream createPullTask

HBRIMRIRLFENIESS stream deletePullTask

REITEE tenant updateChargingMode

BUEEHIFTN record createRule

(&SRB record updateRule

iR SREAHIRR N record deleteRule

RZFRHEHImS record createCommand

CIERHICIEAEE record createCallback

(B FRHIEEAERE record updateCallback

R RHIEIEAEE record deleteCallback

NNEEEERE snapshot createRule

ENEEEERE snapshot updateRule

HprEREERCE snapshot deleteRule
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