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®” IIEERE.
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ER 2R E

ERERE ‘SERIRE—E .
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o V1 (VINRAZEMRIR, MNRAFIRE

il

e Main,

e Aggressive,

L(EFAEIZEIVPN R BIER VPN
BF, “thEiE” (Z3F “Main”

X “BRA” KA “v17 BRERE. Main

S5k 01 (2025-06-30) WRIERE © HERRARBIRAT

34



FEE FAMIES

FBFisEs 1 b A= VPN Rl
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INIEEETE INERREXR, IFNEX: SHA2-256
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B).
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).
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mEgEFIEE, LEEBSHEEND

o

o Efi: ®b,
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MimM KB BRI intRE St ECERY
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]
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VPN KB BRI intriR T S X i M a9
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e IP Address ( BKiA) o
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- YiEEESERRE, BARIDSXT
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eibitgE, IFEEXIERE. KEE
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8. HFMEFHRTSHEE, 25T
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EZEVPNIEETI 24,
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28 Ll BYEHAI
INEEGE INERFEE, SIFHNEE: SHA2-256
e SHAT (IHEXLZEMRIE, 1BIE
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o MD5 (ltERL2MRIK, BE
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e SHA2-256,
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IEEZEVPNIEZENAEE
SHA2-256.,
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2 Lol BB 5
JIIER =1 mEEE, ZEFNEE: AES-128
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B).

e AES-128 (tEEXZ2MHRIK, 1B
8 ) .
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e AES-256 (LWEZZ2MRIK, 5
B2HA)

o AES-128-GCM-16,
e AES-256-GCM-16,
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NEZBVPNEEEERZINEE
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EZRVPNIEZEZAEE N SM4,

IEEZBLVPNIEZENARE

AES-128.,
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ol

BB+

PFS ( Perfect Forward Secrecy ) B52

ERRIMLEINEE, BcEIPsech&iE

AT

PFSEHSZIFHIEIE:

e Disable ( WEZLEMRIK, B
5A) -

e DH group 1 (ItEEZEMER
K, BER) .

e DH group 2 (ItEXLZ2HR
K, BER) -

e DH group 5 ( LW EIAZ MR
K, BER) -

e DH group 14 ( WELEZZE MR
K, BER) -

e DH group 15,

e DH group 16,

e DH group 19,

e DH group 20,

e DH group 21,
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o EZEBVPNRIXANEZEXJiRM K E!
ZEVPNIEZRY, FERIEEZER
MXKHFPFSINGE, BUSSHVPNIE
BEEET .

DH group 15

(TN

IPsecf&iIAIET SRR P EIERIERRIZE
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ESP,
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ERP RATERAINY . IIZBLARIANES R, VPCRIEUEF OAIVPNIEEERIBECE L&
BRIEF—H, BNSSHEVPNIBEEY, HMSEVPNEREIILK .

IUTEZZEMRIE, BREA:
o INEEGX: SHA1, MD5,
o NNZENE: 3DES. AES-128. AES-192, AES-256,

HFBOHREFZIFREMBEEENER, VPNIEENRUANZEEEDA
AES-128, TEMNIRIREINRESIFHIBER T, BNERAEZEMNESE.

e DHE&EjX: Group 1. Group 2. Group 5. Group 14,
7. FIAVPNIEENG, Bd ‘B

1.3.2 R ERKE

im=RTEiR

VPNIEECIERE, INERICE R IABLE VPN XX iHmMN X ZiX S NIRS, %
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;”* iseﬂﬁ ?mﬁii]‘VPNJéHg%LE IRETIEFIE B RAIEIEIEIR, 1FIB5S IFM0%
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IREL TR
1. SIS
2. fEEIEE %U‘*EJ:%%ED B, EEXERE .

3. EREEReEER, BT RS > ELISENE VPN |
4 EENSHE, BE CENSERE > IR VPNES" |
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FAFBIERVPNIEESS, AIEECOlRAVPNERE,
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R
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KRS .
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TN 17, FTECPURERY; “BGPIEIRE BRK 27 , FRBGPADELTHA

o TEVPNEEFIERF, AILIEBEVIEEARN . BF/IDEINER RE—H M XAER
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o BEALAN T REEEIBEEEVER.
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mEihA
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1. SBIEHE
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BURBBECE” o
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FHFiEr 1 B\ Z= VPN 1RAlhR
1.3.5 fHifg VPN &
1)U

SEHEAVPNWLE . EERNNERIFEN, TRERVPNERE,

REL B
1. EREEEE,
2. fEEEEflartmpt Y B, SRR .
3. EREELAREEIEE, B2 CFE > SNSERE VPN .
. EEMSHE, EF EREENS > BUR-VPNEE" |
5. 7(:;; “VPNIEHE” REFTEMISHVPNESFTETHIRIES, ®iZ ‘T2 >
&7,
T “MBRVPNIER" ROMEDR, BF “—BIBN” .
%a_:l “E I'_‘E” o
1.3.6 EEE& VPN &z
=
U P IR T B R TERRT, EIASIR B BV PNERE R RIZTIE ,
YR SRE
. iVPNiéﬁﬁ’\Jﬂkﬁﬁ? “RERET . CTEE” . SRENT B, ATLHTESR
o VPNIEEEETIFEERME, USESHALRRENE,
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EEIREL ORI VPNIEERNT, SRR,
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1. EREEEHS.

2. EEERtlartfmes ¥ BiE, SRXEINRE.

3. EREEnEER, BT RS > EISENE VPN |
4 EEMSHE, ¥EIE “ENSHEME > SUER-VPNIEE" .
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A EE

BEETME, BOVPNERRSESN ‘RiEE” &8 ‘IER” , NRERRE—
BT “RiER” B, RLBEINEKY, BSUVPNERRERER “‘RE
B

1.3.7 & VPN EZHAE

in=TER

HRSRE!

BIES R

SVPNIEERMEAINEENES, SEASES, ARTLBEIEEERASHE
VPNIZERRIE -

VPNIEZREZE AT EERIAAI2005:AFER

1. BREEREIE,
2. fEEEEflartmpt O BiR, SRR .

3. EﬁEEL%EjﬁEﬁ, R WL > EIEAMEE VPN
4. HEEMSH=, &F “EUERMNE > BIVR-VPNIERE” .
5. Tgf “VPNiEE:” RE, #EIBIRVPNEE, BF ‘BFRAE , BEEEXETE

15N O
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LZLINEE, FARELEIPsechXERIRIER
PFSAESZIFRIEIX:

i %H)groum (B EZEMRIR, HIE
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6. IRERESY, EFkROIENEE,
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A e EE, HiE WA > EIEERNE VPN
FEEMSHE, MR “EUEENE > SUR-VPNRIX” .

BE “EIRATVPNRX” HAN “EIRAZVPNNX” WH, BEHEERVPNRIKIERE
IRy “BERSIK o

eF ‘APEE > BFPAR”  BEBIFBFEMRET, REREY ‘e, BXE
FRFDEAR -

A ERE
default BPEATRZIS “BH” 5 “Hg” .

.

3.2.10 MR /AEFP4AH

YR SR

BFIAN

X “ERRIAIEREE” 7 & “O<SNE (3) 7, BESIZAF/RFET LR
1738

MERAFRE, ZAFREZRSTE, TEBEER, BEERF,
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FHFiEr 3 &Rig A== VPN
XA FIRIEL T
£B1 BREEERHE,
£ rEERtlar Haes © BiF, EREREHERE.
I3 ERELE L AeEEE, BT R > EISEREE VPN .
S EENSHE, SF EEEME > MUR-VPNRX” ,
SIS S “RIBASVPNRIE” BN “EIBAZVPNREX" TE, S6ERVPNRERIE
580 “BERSE .
$£/e 5% CBPEIE > B, EREGEPIET, BERERN MR .
$187 EMISEPRRER, BHE.
R
BIRAFIRELE
£ SREWEREE,
S$E rEEntlar et Y B8R, SRR
I3 EREA RS EEEE, EE RS > SRS VPN
WA EENSHE, SF EUIEANE > BUR-VPNRX” |
SIS B “ARIBAZVPNRIE” A ‘KB ASVPNRX” TE, BEERVPNRERE
5lpy “EERBH .
£/6 1% “APEIE > BRA” , BEAPE, BEARPIEEER,
ST ERERARET, BERETIR “BR .
£|8 1F “IEIER” WRER, BHEmE.
A B
BREREPEEEHEE FEE,
R
HHpS A EIR(EL R
£ BREERHE,
£ rEERlar Haes O BiF, SREREERE.

$IE3
$124

EREE e tElE, ®E A > EEERE VPN
FEEMSHE, MR “EUEENE > SUR-VPNRE” .
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FEE R4S

PR

3 &g Nz= VPN

LE;S BE “BIRATVPNRIK” HA “Big A\RVPNMX” IRHE, LEEIRVPNRKERIE
SR “BERSIK o

$IRe HF “BFEE > BFRAE” , BEBGRAPEMRET, BEHIRETIR WK .
SB7 7 “WMIRAFA” [RER, BERE.

A ES

o MERMFAR, ZAFEATHAPEEZIEIE LRR,
o default BFARSF “1B” 5 “BkR” o

TR

3.2.11 GUEEHITSRER

IR SPRE!
o (X “EPIRINELR" " %R OSINE (Fitr) " HETLRS.
o PIRBSERINEREE: 10.
o IBIRBSEERAMIE: 100,

BAFTER

S SREEREE,
S$E rEEntlar et Y B8R, SRR

I3 EREE L AREEEE, E R > SIS VPN .
S EAMSHA, SE “ENEHERS > SUR-VPNRE” .

LB BE “BIRARVPNRIX” HAN “Bis A\RVPNRIX” TH, LEHEBERVPNRIKERE
FIRY “ECERRSS IR o

$|6 7 ‘IRBIR FE, EEEFIRAMERE “OSAE (Fitb) 7, 8F “HBE” .
$B,T & PR REH, BE “OIERE .
£IR8 EHERR. BRINERIIABFE.
$R| BE “HAE” .
ARy

AXSNIESBIERZ IR default AIIBIEERRE, defaultipla)ZkE&&EA Fdefault BFPESIIFTE
ﬁEP o

TR
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FEE FAMIES

BFEr 3 iz \z= VPN
3.2.12 {EX0RI0) SRR
LJR5REF

o (R CEPEAELE" R COSNE (Fi) 7, BEREEN SR
ErATLUER .

o HBn&pkiYdefaultiBia)zkeg, FZHHES .

BRAEZTA
IEROAITRBE AT AR SEEHUT, BEEERE.
BAESER

S BREEEHE.,
£ rEERtlar Haes O BiF, SRERERE.

3 EREA RS EEEE, EE WK > NSRS VPN
I FEAMSHE, BIE “ENSERE > SUER-VPNFERE" .

FIB5 B “RISATZVPNRIE” HAN “LRIEAZVPNMX” TRHE, BEEIRVPNRIRE
FIRy “BEERSE .

$ER6 IFE “INERER , RIFEIRRIEETET, BEREN “BKC o EXETR. BN
BR. k. AF4E,

SR BE “HBE” .

——-EER
3.2.13 MiBRIHIaISRRE
$JsR SR
X “EPimAIESERY” 7 %R “OS5IAIE (A4 ) 7 B, sTLAMER.
IRVESRAN
g@lﬁiﬁl‘cﬂ%ﬁﬁfa‘, ZRIE KB PETHREPET RGN ERIR, HEE
RES TR

1B SREPEHE,
£ mEERtiar s O BiF, SEREMERE.

3 EREE L AREEEE, ®E A > EHSEEE VPN .
SR EAMSHA, SE “ENEHERS > MUR-VPNRE” .
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FEE FAMIES

FFisrm 3 &ir A= VPN
S5 P “UIHBARVPNRRX” BN “EIHAZVPNRIS” TE, P EmVPNRXRE
By “ EEIRSH .
SW6 1% IBIERS , MIREIREIERTIET, BEIRED MR
ST 7E HIRSERS BBSEE, BE C—RIANT .
SW8 BE “WE .
TR
3.2.14 EERFEH
LIRS R
R “BFIAERE” ” %% “OSINE (£i) ” , BEURRAPNEIIEES
EE_'lo
SERAFERRIELE
SB BREWHA,
$B EEEEHaEaes Y ER, SEREIRE.
SW3 EREE e EEET, R RE > EINSERE VPN
SWA FEEMSHEE, BT “EHEREME > CUIR-VPNRIX”
S5 Pk “EIBARVPNRERX” N “LIHAZVPNIR" TE, BHERVPNRXRE
By “ SERSH .
$6 BEiE APEE > AR, WEEREPTET, DHRESIN EEEHE”
ST 7 EETN WHER, BESHELIAREE, BHRE.
(10 #88
HNREKSZE, BIAFPERENED,
-5
3.2.15 ItESANAEF
LIRS PR
o X “BFIRAESE 7 % COSINE (Kitr) ” MAIUEE.
o HFiEfEwindowsZRZEMIEIR(E.
o BAVPNRIXZIFOIES00MEM.,
BIELR
SE BREERHA.
S EEEEHaE bReE Y BEF, SRRERE.

SRS 01 (2025-06-30) IS © ERRAGIRAT 57



FEE R4S

BFisE 3 Zix A= VPN
S ENEL HRREEER, HE RS > EEHRE VPN
SBA EAMSHE, ®iE EIEHRE > RUER-VPNRX” .
SIS B LIEAEVPNRIE BN “RISAEVPNFX" T, BHEERVPNRIEERE
Bl “BERSH .
$B6 ®IE “BPSE > R, 8 ‘SARP .
ST ERERRE CTHER" , TS FEM XSRS
SRS, B0, FERPESINSIPE.,
(0 35488
WMRIES TESIPIISE, ERIRENAMERIEERRSIP, AP EEhSIP,
SIS B EENM , HISTESHEIRE.
LBRASESERN, 22T ‘YHASTEE" , SEENIENCESIERT
%, EXE, BERSAXH.
0 33288
o HENXHRNAR/NAREIZS50k,
o HSTiF HEXISxEBIX Y (SziFExcel 2007 R BEARAHIXISXEHE ) ©
o MHRIRLMIE TEIMEIRE L
ENAEENEEIEIRNE, SUSANSESHIERSEERFIETERBIX .
o X{HHRAFIEFEEAEIE500,
SO BE “HhA” , THEBSABR.
4R
3.2.16 #{tEMIFRAF
YR SRH
X “BPEATRE" ” #18 04N (Fi) 7 LIRS,
RERA
WESARIE, XRPIEERRE, TAEEE, HEEgr.
REL R
S BREEEE,
s EEEEsar ban: O iR, SERGHRE.
S ERELE LRSI, HE R > EIEHRE VPN .
SBA EAMSHE, ®E EIEHME > RUER-VPNRX” |
SIS B LIEAEVPNRIE BN “RISAEVPNFIX" TE, BHEERVPNREERE

SRy “BERSIK o
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FEE FAMIES

BPiErm 3 &g\ = VPN
6 1®iF “AFEE > BR7 , BEEERIRABR, B3 “WERERT
7 £ “BBREBR” ABER, BEHEHEE.

R

3.2.17 & VPN &%

BELR
SR
2 2
SIE3
4
S5

SRS,
EeEssliar et ¥ B8R, SRRKENRE.,

EREE e sElE, i A > EEERE VPN
FEEMSHE, HE “EUEENE > SUR-VPNRE” .

B “EIFATVPNRIX " HALIEANZVPNRIXRE, $ERVPNMERIETIN
‘BERSW o

%ﬁE; ¢ %}i T E, JUEEERNEEFE. GEID. EHNbIE, SCRRitbhE, 2R
B, BFF.

(10 488
HEFIRAERBIZEERE “OSIAE (&) 7 BF, VPNIERFEFSZ—FIRFRERR.
R

3.2.18 BF VPN 1&E#Z

HRSRH

BREL R
gz

$ER2

S$IR3
gz
gz

+IR6

REVPNFXRFERRST, BP S THER(E.

SREEEHIE,
rEEnslar s Y B, EREEINRE.

EREE Fn R EE, HE WA > EIEENE VPN
FEAEMSHE, B2 EUSERE > IUR-VPNX” .

B “EIRATVPNRIX " HANZIRAZVPNRIXRAE, BHERVPNRMIRIETIR
‘BERSIR o

BE “EE ¥, GEERVPNIERMET, BERFEFIR B .

A EE

ISIEIRMERE, HARZVPNERIRE TE . NFREZEFiREN LL, BEE
AT
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EINERBMLE
HPFPigE 3 &g N\z= VPN

SR BEHE, BIERSRTRMRD, HEER.

---4ER
3.2.19 &%F VPN &EERE
o (S

BPRPEFERVPNEEFICRET, Al EgiEEEEaEER.
HiERH

HFRFEZFE=HE . MAFFBE=AERS, B2R=HERS.
IRES

o BIEATA
a. TEREEEIS.

b. EEEEMIELAeE Y BiRE, SRR .

¢ HEREErmetEER, BE SESKE > SOERS .
d GIEA®A, MENRESNSENRL

L4 QUEE I mu
o BREEEHA

b. EEEEIaL tme® Y BiR, SERXEINEE .

¢ BRELRSTEER, BT CBESKE > SOERES" .
i SEREER, MTRESNSERER.

. EBEEEOE
2 BEEEEHA.

b. EEEEHIAL tRAnE Y EiR, HRRKERE.

¢ EREErRREEER, BE RS > EHEENE VPN
d TEEMSHE, HE “ENEENE > SUR-VPNFE” .

B “BRIgATVPNME” HARIGAZVPNIERE, B2EERVPNR
RETIRY “BERSIR -

BE ER” RE, HAVPNIERFERHE.
FiEEHTH, 82F ‘REEEAT .
EEEd, AR ‘“EaRECR .
EEEREEENEER, BERE.
R[E “EEE” RE, ALERRNEENEERS.
o BTEEREHATE

a. BREEEHE

b. fEEEEtlas Faps ¥ BiR, SERRIEHRE .

M
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EINERMLE
BPFPigE 3 &g N\= VPN

¢ EREErRR=EER, BE WK > EUEENE VPN |
d TEEMSHE, HE ENEERE > SUR-VPNRE”

e. B “BWigA=VPNRIX” HALRIGAZVPNRIXITE, BHEBERVPNRIK
REZIRY “BERSIE o
f.  BE “EE W, HAVPNEEIFERHE.
g TEEEREH, BF ‘BEEFMAEE" , #A ‘=HAERS LTS” WH.
h. EAFEYIE, fFEAFEAEAN" Bix, ESEETHRES.
i. BHEAERSR, EEHEARTIEE, SIENEMEERTEEE.
HEAB LR :
$p2c_vgw_id $connection_id $client_public_ip $client_private_ip $client_user_name $event_type
$event_timestamp
% 3-7 LIRIETURAIREA
'l WiRA
p2c_vgw_id M1D
connection_id EREID
client_public_ip SCRRitbik
client_private_ip REHALBLE
client_user_name FR&R
event_type Nl 5 ==L = i
event_timestamp R EIES
ERY, BallAfE “=HERS LTS” IEHERFERE, EERIEPEIX
EFERAE,
3.2.20 E#7 VPN iEEAEEE
BIfESRM
FAFRELEEVPNIEZHE., MU EEZEE, B2lEEEEEE.
BREA
BinERAEERER, ERLOIRNEEESETAERNEEEEHYEERPE
&, BEERE,
BRIES TR

SR EREEEHE.

£ rEERtiar Haes O BiF, ERREERE.

SA%hRA 01 (2025-06-30) WRIERE © HERRARBIRAT 101



FEE A4S
5z =12

3 &g N\= VPN

AL pesElE, i RS > EHEERE VPN
FEEMSHE, &E “ENEENE > LUER-VPNFE"

$§ CRIGATVPNRIX” HEANZIGAZVPNRIXIRE, S2EBERVPNRKRIESIAY
‘BERSIR o

i “HERET TOE, HEAVPNIERSEISTE.
FEEEAET, g% ‘REEEEE .
EEE, ERFEEHNETENBER.
BEWE.

BE ‘&R TE, AUERRIERGEEE.
e

3.2.21 W& VPN &EEHERE

BRAFA

BAFE R

HpfEZRASERERR, BEELRERRE, BERERE,

BREEEHS
EeEssliar et O B, SRRKEINRE.,

Eﬁﬁ&tﬁ%ﬁgﬁ, WE W > EIERMEE VPN
FEEMSHE=, &R “EIERME > BIAR-VPNRIX” o

B “EIRATVPNRIX " HANLIEANZVPNRIXRE, $ERVPNMERIETIN
‘BERSR o

B ERET , HAVPNEZFERE
EEEESR, 2F ‘REEEAT .
fEsgE, EEXE “‘EAECR”
BFERE.

-8R

3.3 &Rix \= VPN EiRes1E

3.3.1 EFi%

HRSRE

Ao E N

o [FE—EFIRERSITRS TR, RESHRILENEFIRNRIESTEFEER
BEESXER, AN, VPNERm&EZIIAIaES B8R Pl SBUERZE

SA%hRA 01 (2025-06-30) WRIERE © HERRARBIRAT 102



FEE FAMIES

FFisrm 3 &ir A= VPN
o FE—NEFImKERERINSE—MVPNRKEIIZEVPNERE, SUREESF
—&XVPNIEIZBEE .
e OpenVPNEFiIR{EVPNELEDNSE, SEENEEEFin/RIAAIDNS, SN
Z=DNSUASMIE & Bt R EL T EG1E o
=ICER(EIREE
FEREEFinRl, FEERFERIMVPNNX ARG 7R . VPNIEZHINT im T RFISEES
BcE, AJRe=SEMEEHHT.
BMERFHFIER
* 3-8 BIERFXIFIIR
BMERRE | BIERFERE B FimhRas AR
SR
Windows | Windows10%&LAE | e OpenVPN GUI 2.6% | BEEEWindowsZEF
LAERRA i
e OpenVPN Connect
3.4.4% L ERRA
Linux e Ubuntu 24.10 o 2410K% A Ubuntu
e Ubuntu 22,04 OpenVPN 2.6/2LAE
(jammy ) iR
o 220445
OpenVPN 25K LT
RS
e CentOS 7.9 e 79, 8R%KA CentOS
e Centos 8 OpenVPN 2.4.125RA
e Stream 9EKZ A
° S(;entOS Stream OpenVPN 2581 E
RS
Debian12 OpenVPN 25K LA ERRAS | Debian
Redhat 9.5 OpenVPN 25K LA ERRAS | Redhat
OpenSUSE 15.5 OpenVPN 258 LA EhRZA | OpenSUSE
MacOS - e Tunnelblick 3.8.8d AcEMacE Fif
e OpenVPN Connect
3.4.4.4629
Android - OpenVpn Connect APK | Et&AndroidEF
3.3.2LAERRA g
i0S - OpenVpn Connect 3.4.0 | EcEiOSE iR

MAERRAS 01 (2025-06-30)
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EINERMLE
HPFPigE 3 &g Nz= VPN

3.3.2 Fg&E Windows Z i

BeEMRA
WindowshR A KB X(E BB ERAFIR
*x 3-9 BeEhRA
EFimkE OpenVPNARZA UN{aTRE
OpenVPN GUI 2.6 LA ERRA OpenVPN GUI
OpenVPN Connect 3.4.4% LA _ERRA OpenVPN Connect
OpenVPN GUI

1 T#HOpenVPN GUIZES, HIRBEFRERTHITEE.
AEWindowsiZERF FHNZEB AR, W TFERIMRERFNTEHL.
e  Windows 32{321ER S, BJLA T Windows 32-bit MSI installer

e  Windows 64\IR{EZER S, AILA T Windows 64-bit MSI installer ( 373F64{A9
BRIERSR)

e  Windows ARMZEHIRI6AHRIER S, BJLATEH Windows ARM64 MIS installer
T2 THEFIREENHE.

1. BREEEFIS.

2. rEEEptlartmes Y B8R, SRR,

3. EREEeEER, BT RS > EISENE VPN |

4. EEMSHE, EE EISEME > UAR-VPNRE” |

5. MEE “RIBANZVPNRIZ” %, $EERVPNREFE RSN “ Fazm

IREeE” o
THNEPIRECESX 49 “client_config.zip” .
£33 RIESE “client_config.zip” E¥EEBR, W “D\” HET.
fREgElE, ALAER “client_config.ovpn” #1 “client_config.conf” BN,
£184 LlicE AR Notepad++FTFF “client_config.ovpn” 3744,
£S5 IRINEFIFIEPRFAR.
fE<cert></cert>Fli<key></key>tRcX A D BBEEEFIHIEH . EFImIERTAA.

<cert>

</cert>

<key>
————— BEGIN PRIVATE KEY-----
LERETIIE FimfAse
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EINERMLE
=z =] 3 &ig N\z= VPN

————— END PRIVATE KEY-----
</key>

H$IB6 (RTFovpnBLEi4 .
$I7 BEFHAFESEEDHAY “OpenVPN GUI” |, BiiZEFiR.
BEEiEATREEY “OpenVPN GUI BRiz1T. AFESEERREE" B9ER.

RS E%EEEWindowsE%’féqﬂﬂ’\Jﬁ, R BN > EARENH .
S NovpnEe &3 H3 15 .
SENGETAHESEE “‘ERNSAXXE” BHER.
$W9 1 ‘4T INEEP, EESHFNEFIRIEBRIAVANEEXHHREE ‘TR ©

$R10 A WindowsEs shiollE, e "
R

OpenVPN Connect

;1 EOpenVPNE L Mih FEOpenVPN Connect, t{RIBFREIRTHITEE.
TE2 TEHEFHECENH.
1. EREEEHA.

2. EEERtiartmes ¥ BiR, BRSNS

3. EREEeEER, BT RS > EISENE VPN |
| ARSI, SE CEREENE > SUR-VPNRE” .
5. IR CEIBAZVPNFE’ TE, BEEVPNREFETRIEIN T

o )

imBcE " o
THNEPIRECESX 49 “client_config.zip” .
T3 FNEREER.
SIFUATEMAURINESES .
o A1 BAREXH (ERNEFIFIEBRTASR )
a. MRIEZs “client_configzip” ZIEEBZR, W “D:\” HET.

fREZES, TLABEI “client_config.ovpn” #1 “client_config.conf” TN
5.

b. LAicEAFNotepad++FTFF “client_config.ovpn” {4,

C.  IIEFUREBNFASH.
fE<cert></cert>F<key></key>tFEX AN BIEEZ FIHIEFH. ZPIHIED
FA$A

<cert>

</cert>

<key>
————— BEGIN PRIVATE KEY-----
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https://openvpn.net/client/

FEE FAMIES
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3 &g Nz= VPN

d.
e.
f

L TINE F 5
————— END PRIVATE KEY-----
</key>

{R1FovpnBcE X4,
¥JFHOpenVPN ConnectZ i
S NovpnEeE 4,

o FH2: FEARRRENMY (RFINEFRIESMNFASH ) +USB-KeylIES

a.

1AL USB-Key o

LA LAEREBkmToken GM3000& R T A (v2.2.19.619 ) #I¥EUSB-Key
7950, USB-Key#ItaftkInfE, WRIFRERIE—FUSBIRE .
BEFimIEBSAUSB-Key,

{EEFUSB-Keyi£37VPNiER

f£OpenVPN Connect & A\USB-KeyFRiFINE FikCAIE B R FATBRIELE X
4, BF “CONNECT” ,

AR

- BESIED, USB-KeyBBRIFHEANRS.

- EERINE, RHEUSB-Key, EERASTUHT, FEFHMME; USB-Keylktifs, EHE
JESEE SIS

$IBA FETVPNIEREE,
HIEUTERFRAR, KREZRI.
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5 =12

3 &g A\ VPN

3-3 EERIN
OpenVPN Connect

— Profiles

CONNECTED

(®

DISCONNECTED

CONNECTION STATS

215B/s

(NN ENVIR!

0B/s

O KB/S

00:01:14

LES LY

T 0 KB/S

1sec ago o

TR

3.3.3 FgE Linux Zik

STRGHRA 01 (2025-06-30) IRRTE © ERRABIRAD
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FEE FAMIES
5 =12

3 &g Nz= VPN

3.3.3.1 Ubuntu

BCEMRAS

Ubuntu 24.10

UbuntuhR A R AR KRS S UNECERRAS Fr7 o

% 3-10 BLERRA

Ubuntuhi 2= OpenSSLiRZAS OpenVPNiRAE UNMElR{E

24.10 3.3.1 2.5LA ERRAS Ubuntu 24.10

22,04 (jammy) | 1.1.1 2.5% LA FRRA Ubuntu 22.04
(jammy)

$1 Llroot AR EFRUbuntux %, IHFGSFED.
B2 WTLUTHS, BENEREENEEN G,

cp -a /etc/apt/sources.list.d/ubuntu.sources /etc/apt/sources.list.d/
ubuntu.sources.bak

S+R4

ZiaptiE.
1. HITUTEH<S, AiEaptiF.
vim /etc/apt/sources.list.d/ubuntu.sources
2. ESEFBEALUTAR.
Types: deb
URIs: https://xxx.cn/fubuntu/
Suites: oracular oracular-updates oracular-backports
Components: main restricted universe multiverse
Signed-By: /usr/share/keyrings/ubuntu-archive-keyring.gpg
Types: deb
URIs: https://xxx.cnfubuntu/
Suites: oracular-security
Components: main restricted universe multiverse
Signed-By: /usr/share/keyrings/ubuntu-archive-keyring.gpg
AR
https://xxx.cn/BLASCPMERIRER o
3. & “ESC” &, WiA:wq, & “Enter” ,
FREREHIRERERS .
PITLAT @SS, EiFHEIOpenVPNIRA

openvpn --version

EZRINTHEFER

OpenVPN 2.6.12 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO]
[AEAD] [DCO]
library versions: OpenSSL 3.3.1 4 Jun 2024, LZO 2.10

WMRRFEROpenVPNIRA , 1BEHREEEIES,
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FEE AL

FFism 3 #&ir A= VPN
o WMRRFATROpenVPNIRA, BEEIUTSRHITRE,
a. HITLATaS, L3=OpenVPN,
apt install -y openvpn
ARFTHE, RET N THHES, HESFIAT100%EIRREZRTH -
BRI TMEE:
Installing:
openvpn
Suggested packages:
openvpn-dco-dkms openvpn-systemd-resolved easy-rsa
No services need to be restarted.
No containers need to be restarted.
No user sessions are running outdated binaries.
No VM guests are running outdated hypervisor (gemu) binaries on this host.
b. BRHUTLATES, BEFOpenVPNIRZ
openvpn --version
BRI THEAKES:
OpenVPN 2.6.12 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/
PKTINFO] [AEAD] [DCO]
library versions: OpenSSL 3.3.1 4 Jun 2024, LZO 2.10
TS5 EWindowsES, FTHEFinbcEXH.
1. BREEEHE,
2. mEEEEtaEraes Y ER, SRERKENRE.
3 EEEE e, wE RS > EISERE VPN
. EENSHEE, EF “EUNERNE > BWAR-VPNRIX” .
5. & “BIg ARVPNRIX ™ W, REBRVPNRXRETRIEIIR “ TE&ER
IRECE” o
THNERPIRECEX 4 “client_config.zip” .
FIB6 fEIESE “client_configzip” EIEEBS, W “D\” BET,
fRIEZEfS, TLABE) “client_config.ovpn” # “client_config.conf” NS4,
$187 LUCEAE Notepad++FJFF “client_config.conf” 314,
$I|8 FINEFIRIERRFAR.

fE<cert></cert>Fl<key></key>tRCX AN FNES ZFIRIER . ZFIHIEBFAR

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
LT IIE i FAS

</key>
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19
F£R]10

FEN

FIR12

H$R]13

IRFconfECE X4,

EconfEL B X4 FAXftp ) EH T E HEZIUbuntuR %, Al EEE “Jopt/” B
i—lto

FEUbuntuRS, HITLATSRS, BAZFIRECEXHFREER.
cd /opt/

HATLATEs<, [BEI0penVPNEFinFiERVPNIIX o
openvpn --config /opt/openvpn_config_user-01.conf

BRI TEAER, FRROpenVPNIEEZEIIRIN.

2025-02-27 19:22:41 Note: Kernel support for conf-dco missing, disabling data channel offload.
2025-02-27 19:22:41 OpenVPN 2.6.12 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11]
[MH/PKTINFO] [AEAD] [DCO]

2025-02-27 19:22:41 library versions: OpenSSL 3.3.1 4 Jun 2024, LZO 2.10

HWITUA T e, S
ping XX.XX.XX.XX
(0 e
XX XX XX XXAAEEIERAIECSTAMIP, (BIRIESCIRE IR

64 bytes from XX.XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms

64 bytes from XX.XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms

64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms

64 bytes from XX.XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms

64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

R

Ubuntu 22.04 (jammy )

SER1
£ER2

53

LlrootlP&ERUbuntui s, FI1HFGSITEO.

HITLUTHS, 2E0penVPNERIH,

yum install -y openvpn

EWindows&R %, THEFIRHCENE -

1. BREEREHE,

2. HEEEEHarfes Y BiF, SRRENRE.

3. EREA B EENE, HE RS > ERERNG VPN

. EENSH=, EF EUMERML > RIhR-VPNRIX” .
5. I “HBIgAZVPNRIX” E, REHEBERVPNRKREITIREIIN “ THEF

o 9

IRECE” o
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TEHNEFHREEXHA “client_config.zip” .
6. fRIE4E “client_config.zip” EIEEBZH, W “D:\” BET.

fRIEgEE, TLABERI “client_config.ovpn” 1 “client_config.conf” BN,
7. LAigE AL Notepad++JFF “client_config.conf” 3Z7f4,
8. HNINEFIFIEBNFAE.

fE<cert></cert>F<key></key>tREX NP ENEEEFimIEH . EFPIRIEHFA
Ho

<cert>

</cert>

<key>

----- BEGIN PRIVATE KEY-----
UL TIIE A

----- END PRIVATE KEY-----
</key>

9. (Hik) iFE “disable-dco” . {XOpenVPNfER2.5R LA TR
a. IZCtrl+FEf “disable-dco” SEMIFREME .
b. £ “disable-dco” FRE/TRIBMIANSTERIZITER -

10. {R1FconfBEE S,

¥ confECE A AXftp & TR HERIUbuntu, ARfld HEZE “/etc/openvpn/
conf/” BR T,

FEUbuntuRF, HITLATSRS, BAZFIRECEXHFRIEER.

cd /etc/openvpn/conf/

WITLATE<, BEI0penVPNZE FinFEZEVPNMX

openvpn --config /etc/openvpn/conf/config.conf --daemon
(MERY:

FELinuxRHE, FaIOpenVPNfE, BINAEEBUIRIERFHIDNSEE, BUETXEEI
OpenVPNRAT, OSHIDNSEEES#OpenVPNEFiHERIDNSIEBEES,

.

3.3.3.2 CentOS

ACEMRES

CentOShRARABRMKIME S UNECERRAS 7 o
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£ 3-11 BEERRA

CentOShHRZAS OpenSSLERAS OpenVPNfRZS
7.9 1.1.1 2412

8 1.1.1 2412
Stream9 322 25K A ERRA

BELR
H$£B1 LlrootFBFPERCentOSES, HHGSITED.
]2 PUTUATHL, BNRFEFEERRENH.
cp -a /etc/yum.repos.d/epel.repo /etc/yum.repos.d/epel.repo.backup
I3 LikepeliF,
e C(CentOS79
PUTLAT S, Zikepelif,
yum install -y epel-release

EIRINTEE, FaepelBLEEMIN.
Last metadata expiration check: 0:00:14 ago on Wed 05 Mar 2025 05:53:17 PM CST.

\

Installed:
epel-release-8-11.el8.noarch

Complete!
e (CentOS 8. Stream9
a. ;;ll?j_-l/y\-lzﬁé\s EE%epelﬂ:ﬁo
vim /etc/yum.repos.d/epel.repo

b. HHIEFEALUTAZF.
[epel]
name=epel
baseurl=https.//xxx.cn/epel/8/Everything/x86_64/
gpgcheck=0
gpgkey=https://xxx.cn/epel/RPM-GPG-KEY-EPEL-8

MR
B 8FRRCentOShRA, BIRIESEFRMRAMEDSL o
" https.//xxx.cn/fiELASEIRERRE L
c. & “ESC” |3, #WiAwq, & “Enter” ,
FREREHRLRERS.
£;A PUTUUA TS, EiFZHAIOpenSSLRA
openssl version

EIRNT™MEE:
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OpenSSL 1.1.1k
o MRRFZZTHIZOpenSSL1.1.TkRLAERRA, BHEETES,
o WMRRFERAIZOpenSSLLTIKLATIRAE, B2ELUATEELEOpenSSL,
a. BATLAT®S, Z&EO0penSSL 1.1.7k,
yum install -y openssl11 openssl11-devel
EIRWHMER, FROpenSSL 1.1. k=3I .

Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile

Is this ok [y/d/NJ:y  # BNyl

Installed:
openssl11.x86_64 1:1.1.1k-7.el7

Complete!
b. BXMITLAT®S, EiFJOpenSSLARA .
openssl11 version
EIRINTMER:
OpenSSL 1.1.1k
TES HITLATHS, EiFZI0OpenVPNhRA,
openvpn --version

EIRNT™MEE:

OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on Nov 10 2023
library versions: OpenSSL 1.1.1k FIPS 25 Mar 2021, LZO 2.08

o WRERFKTROpenVPNIRA, BAHEELETR6,
o WNRRFEAZROpenVPNIREK, {BESELITEELHOpenVPN,

Z4#E0penVPN, A[ECentOSHRANZEMGSARE, BIRIELIRESNIT.

- CentOS 79

(MARIY:
CentOS 7.9(X 2523 0penVPN 2.4.120RA, RAZIFEMARA
i. TEWindows& %, T&HOpenVPNERFiHZL S
( openvpn-2.4.12-2.el8.rpm ) ,

i. BT HAIrpmZARBAXApIHER T H LEFICentOSRIER T . AR
iR £ “/opt/” BR T

iii. TECentOSHRZE, HUTLATGS, EMALXKEBMMERR.
cd /opt/

iv. HATLATE<S, %%&OpenVPN,
yum install ./openvpn-2.4.12-2.el8.x86_64.rpm
BRI TEAEE, FRROpenVPNZEERI .

Loaded plugins: fastestmirror
Examining openvpn-2.4.12-2.el8.x86_64.rpm: openvpn-2.4.12-2.el8.x86_64
Marking openvpn-2.4.12-2.el8.x86_64.rpm to be installed
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Is this ok [y/d/N]: y # BINyLAkEE

Installed:
openvpn.x86_64 0:2.4.12-2.el8

Complete!
v. XTI TGS, &EifOpenVPNARZA,
openvpn --version

BRI THEAEE:

OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Nov 10 2023

library versions: OpenSSL 1.1.1k FIPS 25 Mar 2021, LZO 2.08

- CentOS 8. CentOS Stream9
i. fECentOSE%Z, HITLAT®S, LOpenVPN,
yum install openvpn
EISRIMTHEAESR, FROpenVPNLERIN,

CentOS-8 - Base 28 kB/s | 3.9 kB 00:00
Is this ok [y/N]:y # HEIAYLALREE
Installed:
openvpn-2.4.12-2.el8.x86_64 pkcs11-helper-1.22-7.el8.x86_64
Complete!

i. BEXRBITLATE<S, EiflOpenVPNARZA
openvpn --version
BRI THEAEE:
OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]

[PKCS11] [MH/PKTINFO] [AEAD] built on Nov 10 2023
library versions: OpenSSL 1.1.1k FIPS 25 Mar 2021, LZO 2.08

$I86 EWindowsERFE, THEFIREENHE -

1.

2.

HREWEREE,
EEERtar taes O BiR, SREREMRE.

EREE HesEEn, T RS > EHSERE VPN |
HEEMSHE, 1&F “ENERMNE > EAlhR-VPNRIX”

TR “BIRANTVPNX” &, PHBIRVPNRIKEIEITERIEIIN “ THER
InECE” .

TEHHEFIHEEXHR “client_config.zip”

fRIE4E “client_configzip” EIEEESR, W “D\” BET.

fEEDERE, ALIEE “client_config.ovpn” F1 “client_config.conf” NS4,
LAUiZEE A Notepad++iTFF “client_config.conf” 3744,
HINEPmIEBRFAR
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fE<cert></cert>Fl<key></key>tRCX N D IEEZ FimiEH .. EPImIESFA
H,

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
UL TIE i 5E

————— END PRIVATE KEY-----
</key>

9. (%) ;FR “data-ciphers” F1 “disable-dco” .
(1 B8
“data-ciphers” £#{XOpenVPN{FEF2.4.12kR AR EE T,
“disable-dco” £#{X0penVPN{ER2 5K A TFIRAITEERER
a. 1ZCtrl+FEfI “data-ciphers” F “disable-dco” S¥RITERIE
b. ESHFEITRRA#TEZITER.

10. {RiFconfBCESI{4,

gglgnf@ﬂ%ﬁz#‘rﬁﬁXftp324¢1§$ﬁIEJ:1§§UCentOS%éfﬁo Al EEZE “/opt/” H
FCentOSHRFR, HITUATEGS, HAZFiRAEXHRERR.

cd /opt/

WATLATE<, BaiOpenVPNZE FinFHiEEVPNRIX

openvpn --config /opt/openvpn_config_user-01.conf

EIRINTHEAEE, FROpenVPNIEZEII LI,

Tue Feb 25 19:24:04 2025 OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Nov 10 2023

Tue Feb 25 19:24:06 2025 WARNING: this configuration may cache passwords in memory -- use the auth-
nocache option to prevent this
Tue Feb 25 19:24:06 2025 Initialization Sequence Completed

PATUA TS, WIBEEMY,
ping XX.XX.XX.XX
(e
XX XX XX XX AR ZEIZAIECSFAMIP, TEIRIBSCFRE R

ERNTMER, REMNEZEE.

64 bytes from XX XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
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64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX.XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms
64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

.

3.3.3.3 Debian

BCEMRAS

SICR(FREE

BES IR
FE
T2

43

Debianhz AN R ABX KIS B UNECERRAS 7 o

£ 3-12 BeERRA
Debiankx74s OpenSSLERAS OpenVPNjRZS
12.0.0 1.1.1 2.58% A ERRAR

AEREEFIRA, SEERIEBRMEVPNRIX R0 . VPNIEZRIRS inF MFNZRES
BE, FIRESSEMEHHRR,

LArootF P& RDebian&R %, HHGSITED.
HITLATa<, BINRRFEBNEESY
cp -a /etc/apt/sources.list /etc/apt/sources.list.bak
ZaxaptiFo
1. HFLATa<, BiEaptif,

vi /etc/apt/sources.list
2. HEMIEFBEANLUTHS.

deb https.//xxx.cn/debian/ bullseye contrib main

deb-src https://xxx.cn/debian/ bullseye contrib main

HRGEHTIR

deb https.//xxx.cn/debian-security/ bullseye-security main contrib

deb-src https://xxx.cn/debian-security/ bullseye-security main contrib

HBREEHR

deb https.//xxx.cn/debian/ bullseye-updates main contrib

deb-src https.//xxx.cn/debian/ bullseye-updates main contrib
AR

https://xxx.cn/fiBLALBRMERETREE
3. & “ESC” &, HiAwq, & “Enter” ,
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FRFAREFRLRERS
£]A PUTUTHS, EBRFER.
openvpn --version

BRI HMEE:

OpenVPN 2.5.1 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on May 14 2021

library versions: OpenSSL 1.1.1w 11 Sep 2023, LZO 2.10

o WRRFZEROpenVPNIRZA, (EHEEEIES,
o WMRRFAEROpenVPNIRAE, 1BEELATEELREOpenVPN,
a. HUTLATE<, %%*&OpenVPN,
apt install -y openvpn
SRF TN, THRER—TTHREESR, BERIAR100%ANRTLZERT

¥ o
EERINTMER:

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Unpacking openvpn (2.5.1-3) ...
Setting up openvpn (2.5.1-3) ...
Processing triggers for man-db (2.11.2-2) ...

b. BIXHITLATGRS, BERMSE.
openvpn --version
BRI TMEE:
OpenVPN 2.5.1 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/

PKTINFO] [AEAD] built on May 14 2021
library versions: OpenSSL 1.1.1w 11 Sep 2023, LZO 2.10

5 EWindowsE %, THEFiRECE N,
1. BREEESHE,
2. fEEEEflartmpt ¥ B, SRR .
3. EREELRREEIEE, B2 CFE > ENSERE VPN .

4. HEEMSHV=, &F “EUERME > BIR-VPNEX” .

5. I “HBIGAZVPNRIX” E, BEHEBERVPNRKAETIREIIN “ THER
IRECE” .

THHNEFIREEXHER “client_config.zip”
$I;6 fEESE “client_config.zip” EIEEBZR, W “D\” BFE T,
fREgEIE, TLAER “client_config.ovpn” #1 “client_config.conf” BN,
$I87 LUCE A Notepad++FJFF “client_config.conf” 3214,
S8 ININEFIRIERRFAH.
fE<cert></cert>Fll<key></key>tREX A EIEEE FimiEH . EFiRIEPBTAR.

<cert>
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</cert>
<key>
----- BEGIN PRIVATE KEY-----
UL TIIE i EH
----- END PRIVATE KEY-----
</key>
FIR9  (Tik) ;FRR “disable-dco” . {XOpenVPN{ER2.5R% LA FhRASESE K o
1. ¥RCtrl+FEN “disable-dco” S¥BIPRTEMIE -
2. 7t “disable-dco” FREITRIMIA#ERZITER
#.aisable-dco

$B10 (FfFconfEe B4,

FTB11 BeonfEEXHFAXftpX(HEi TR E{EF|DebianR Gt . ARfIH ELEZE “/opt/” B
R

F£E12 PITUATHS, HALZEGRERR.
cd /opt/

FB13 HITLUATHS, BrI0OpenVPNEFinFHIEZEVPNMX
openvpn --config /opt/openvpn_config_user-01.conf
EIENTRKEE, FROpenVPNIEZEEII LN
2025-02-28 11:34:35 OpenVPN 2.5.1 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11]
[MH/PKTINFO] [AEAD] built on May 14 2021
2025-02-28 11:34:35 library versions: OpenSSL 1.1.1w 11 Sep 2023, LZO 2.10
5025—02—28 11:34:37 Initialization Sequence Completed

LE14 HTUATHS, WIbEEME,

ping XX.XX.XX.XX
(RARY:
XX XX XX XXSIAEEEEHERIECSTAM P, StRIESEfRES 4,

ERIMTER, RRNEEE.

64 bytes from XX.XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX.XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms
64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

-

3.3.3.4 RedHat Linux

BCEhRA

RedHat LinuxhR AR AR KRS BB EMRA TR o
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BELR
S
SE2

S$IR3
£R4

& 3-13 BeERRA
RedHat LinuxiR7s OpenSSLERZA OpenVPNRRZA

9.5 111K E 25K LA ERRA

FEWindows &%t F#ilib64pkes11-helper1,

K TFENrpmZEE AXftp ) HER THE FEZEIRedhatlIHR T AR LIEE
“lopt/” BRT,

PArootFHF & FRedHat Linux& %, FTHFaSTEO.

PATLA TS, HAREBFRERR.

cd /opt/

PATLAT S, Z%Elibb4pkes11-helperl,

yum install lib64pkcs11-helper1-1.30.0-1-omv2390.x86_64.rpm

BRI TEE, FRlib64pkes11-helper1 LRI,

Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use "rhc" or "subscription-manager" to
register.

i-ﬁstalled:
lib64pkcs11-helper1-1.30.0-1.x86_64

Complete!
HITUAT®S, EEOpenVPNIRZA
openvpn --version

EIRINTMEE:

OpenVPN 2.5.11 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on Jul 18 2024
library versions: OpenSSL 3.2.2 4 Jun 2024, LZO 2.10

o WRRFKEROpenVPNIRZA, (EHEELEEA,
o WMRRFAEROpenVPNIRAR, 15SE LU TLELZEOpenVPN,
a. TEWindows& &% F&OpenVPN,
b IS TFEMpMEEEEXpXAHER TE LEFRedhatilIER T o ARHBIH
EEZ=E “Jopt/” BRT,
c. HIFLAT®S, &EOpenVPN,
yum install openvpn-2.5.11-1.el9.x86_64.rpm
EIRNTHEAEE, FROpenVPNLEERIN,

Updating Subscription Management repositories.
Unable to read consumer identity
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TB7

SR8

S5
FER10

£E1

FIR12
H$R]13

Is this ok [y/N]:y # BNYLALREE

Installed:
openvpn-2.5.11-1.el9.x86_64

Complete!
d. BXHITUUTE<S, EFO0penVPNIRA
openvpn --version
BRI THEAER:
OpenVPN 2.5.11 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11]

[MH/PKTINFO] [AEAD] built on Jul 18 2024
library versions: OpenSSL 3.2.2 4 Jun 2024, LZO 2.10

EWindows&R %, THEFinbcE X4
1. BFREEERFE.

2. rEEEEflartmpt O BiR, SERRIEEE.

3. EREERBEEIER, WE RS > ENSHERE VPN

4. FEEMSHIEE, &F “EIEBMNE > BIhR-VPNRX”

5. &E “BIg A=VPNRX” &, PHBIRVPNRIXFRIEITIRIEIIN “ THER
InECE” .
THHEFIREEXHER “client_config.zip”

FRIESE “client_config.zip” E8EHES, W “D\” BRT.

fEE4EE, TILABE “client_config.ovpn” F1 “client_config.conf” B4,

LAig=EE A Notepad++fTFF “client_config.conf”

BINEFRIEBRFAE .

fE<cert></cert>Fl<key></key>tRCI NP FNESEFimiEH . EFImIEBTAA.

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
L TIIE Fim 5

————— END PRIVATE KEY-----
</key>

(E% ) 3FE “disable-dco” . {XOpenVPN{#EFE2.5 R ATARART S -
1. $ZCtrl+FERL “disable-dco” SEBIFRERIS
2. £ “disable-dco” PRIEITRHMANHTFRZITER

{RFconfECE {4,

Y& confEC B FAXftpI (& TR LEEIRedhat Rt , ARBIF_EEE “/opt/” B
=T
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B4 JITUTHS, BEAZFREEXXHRERR.
cd /opt/

FE15 HTLUTHS, Bri0OpenVPNEFHFHEREVPNRZE,
openvpn --config /opt/openvpn_config_user-01.conf

B TEAEEE, FROpenVPNIEZEZEIKIN .

2025-02-27 22:18:30 OpenVPN 2.5.11 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Jul 18 2024
2025-02-27 22:18:30 library versions: OpenSSL 3.2.2 4 Jun 2024, LZO 2.10

2025-02-27 22:18:32 Initialization Sequence Completed
L£E’16 WITUUTHS, WbEEYE,
ping XX.XX.XX.XX
[MERY::
XX XX XX XXSTAEBIEZHIECSTAMIP, (SIRIESLIRE %
BRI TEE, TRMEDE,

64 bytes from XX XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX.XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX.XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms

64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

e

3.3.3.5 OpenSUSE

EeEhRA
OpenSUSERRA R AEXMKENE EANECER Ao

& 3-14 BeERRA

OpenSUSERZS OpenSSLERAS OpenVPNiRZAS

15.5 1.1.1 2.58% A ERRA

BMELER
$£I81 LlrootEHPZESRCentOSE %, ITHGSITE,
FIR2 EcEzypperi&.

1. HITUTHS, SEHRFKRENEENH.
mkdir /etc/zypp/repos.d/repo_bakmv /etc/zypp/repos.d/*.repo /etc

/zypp/repos.d/repo_bak/mv /etc/zypp/repos.d/*.repo /etc/zypp/repos.d/
repo_bak/
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FEE FAMIES

FFisr 3 &ir A= VPN
2. BERBR.
(1) #BA
BFIRRAARE, BREEREERE . BEAREEESEREzypperlfBX31Y,
£I|W3 HITUTHS, BERFMER.
openvpn --version
EIRINTMEE:
OpenVPN 2.5.6 x86_64-suse-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on Mar 16 2022
library versions: OpenSSL 1.1.1l 24 Aug 2021 SUSE release 150500.15.4, LZO 2.10
o MNRRFEZROpenVPNIRA, BULEELEEA,
o MRERFARZROpenVPNIRAE, BESELUTZEZLHEOpenVPN,
a. WIFLAT®S, &3EOpenVPN,
zypper install openvpn
EREMTER, FRROpenVPNZILMI,
Loading repository data...
E&ntinue? [y/n/v/..? shows all options] (y):y # VI NYLAZREE
(1/1) Installing: openvpn-2.5.6-150400.3.6.1.x86_64 [done]
b. BXHUTLATESS, EBRMER.
openvpn --version
BRI THEAKESE:
OpenVPN 2.5.6 x86_64-suse-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/
PKTINFO] [AEAD] built on Mar 16 2022
library versions: OpenSSL 1.1.1l 24 Aug 2021 SUSE release 150500.15.4, LZO 2.10
FIE4 T:EWindOWS,%ZE TEEFIREENXHE.
1. BEEHS
2. mEEEEarzrAss Y EF, SRERKENRE.
3. EREELRREEIEE, wE RS > EISERE VPN
4. FEEMSH=, &E “ FEM%%H% > {EAlRR-VPNRIK” o
5. & “ éSiﬁ*ﬁ)\z‘:VPNW?E” &, PHEBERVPNRXERETIREIIN “THER
i
T%tﬂ’ﬂ%)‘—“'u#ﬁﬁﬂ%}‘d’—‘lﬁg “client_config.zip” .
TS fRESE “client_config.zip” EIEEBEZ, W “D:\” BRT.
fRE4EE, TILABE “client_config.ovpn” #1 “client_config.conf” B4,
$£16 LUCE AR Notepad++TFF “client_config.conf” {4,
BT HNEFHIEPBRFAR.
fE<cert></cert>Fll<key></key>tREX A EIEEE FimiEH . EFIRIEPBFTAR.
<cert>
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FEE FAIES

5z =12

3 &g N\z= VPN

SR8

19
S$E10

FE1

$E12

H$;]13

UL TIIE il B

</cert>

<key>

————— BEGIN PRIVATE KEY-----
UL TIIE R imh 56

————— END PRIVATE KEY-----
</key>

(AT ) S “disable-dco” . {XOpenVPN{EFE2.5 A FARAAT S o

1. IZCtrl+FE{Z “disable-dco” SEBIFRENE -
2. 1£ “disable-dco” ERTE(TEUMA#HIRZITER .

IR1FconfECE X4,

$EconfECE 4 FXftp &t T B E1ERIOpenSUSER S, AR EEE
“lopt/” BRET.

£OpenSUSERS, HUTLAT S, HAZFIRECENHREER.
cd /opt/

WATLAT a4, BriOpenVPNZEFimFiEiEVPNRX

openvpn --config /opt/openvpn_config_user-01.conf
ESRIMTHEPRMEE, RROpenVPNIEESEZHIN.

2025-02-27 14:09:26 OpenVPN 2.5.6 x86_64-suse-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Mar 16 2022
2025-02-27 14:09:26 library versions: OpenSSL 1.1.1l 24 Aug 2021 SUSE release 150500.15.4, LZO 2.10

2025-02-27 14:09:28 Initialization Sequence Completed
HATLAT <, JGibiEaEE.
ping XX.XX.XX.XX

AR

XX XX XX XXSAEBEIZAIECSFAMIP, EIRIBSCIRE R

EIRNTMER, TRMESE.
64 bytes from XX XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
64 bytes from XX XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms

64 bytes from XX XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

.
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EINEBMLE
=z =] 3 &g N\z= VPN

3.3.4 figE& MacOS Z g

EPiumhRAs
MacOSZHSHE Pt AR AR AN S BN PR A R
& 3-15 EFimhk A

B B PikhRAs AfaIRAF
OpenVPN Connect 3.4.4.4629 OpenVPN Connect
Tunnelblick 3.8.8d Tunnelblick

OpenVPN Connect

&1 EOpenVPNE S ML T#HOpenVPN Connect, HRIBEHHIEIEEINELERER
S RIEREMIER, SoRItRE,
SIS TEEPREEL,

1. BEEEERHE.

2. rHEmEarrfes Y B, ERRENERS.

3. arEEeesEEr, wE RS > EISRERE VPN

. EENSHEE, EF “EUNERNE > BWAR-VPNRIX” .
5. ;ig%ﬁé%?iﬁ%kivw@?&” &, PEBIRVPNRXETIREIIN “TEHER
EEEE’\J%P%EEES‘Z#F% “client_config.zip”

£IBA RIESE “client_configzip” EIEEBES, W “D\” BET.

RIEZES, TLAEEI “client_config.ovpn” F1 “client_config.conf” BN,
5 LANAREHLITF “client_config.ovpn” 34,
L6 INNEFIRIERRFAR.

fE<cert></cert>fli<key></key>tRCIA D RIESZFimIEH .. ZFIRIEBFAR.

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
L TIE Fim 5

</key>

$I87 (RfFovpnBLE {4,
#$I¥8 FTHOpenVPN ConnectZFif
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https://openvpn.net/client/

EINERMLE
HPFPigE 3 &g \z= VPN

$I9 S NovpnEeEXH, EHEEEEE.
FE10 ZEIIVPNIERE,
HIME U TEFFRERE, REZERIN.

3-4 1E=RERID
OpenVPN Connect

Profiles

CONNECTED

(®

CONNECTION STATS

222B/s

0B/s

221B/S % 39 B/S

00:01:30 1sec ago

-

Tunnelblick
£B1 gIEEA ML N Tunnelblick,

CRILARIESEIR R R FRUERRIMNRA, HFERIETURA . TEIEIIHEE TEDMG
RETURYR A

T2 RIEFREER, L% Tunnelblick,

MA5hRZA 01 (2025-06-30) IS © EREAGIRAD] 38


https://github.com/Tunnelblick/Tunnelblick/releases?page=1

FEE FAMIES

FPiEmE 3 £&ig A= VPN
B3 THEFIREENXHE .
1. EXEEEHE
2. EEERSIaE fAnE Y BiR, SRR,
3. & ﬁEEL%EEEElh‘, TR LS > RINEHAMLE VPN
4. EENSH=, ©®EF “Fiﬂlgﬁﬁﬂé’é > {AlAR-VPNRIX”
5. IR “BIgARVPNRIX” &, BIBEIRVPNRIXEREITIRIETIA “ THER
InEeE " o
TEHNEFHEENXHA “client_config.zip” .
FA BRESE “client_configzip” EEEBR, W “D\” BRE T
fRIEZEfS, TLABE) “client_config.ovpn” #1 “client_config.conf” NS4,
TS LA RIEHLITF “client_config.ovpn” 314,
6 MINEFImIEBNRFAH,
fE<cert></cert>F<key></key>tFeXIA D INESEFiGIEH . EFIRIEPBFAE.
-<-cf$>EGIN CERTIFICATE----
UERR T FimiE B
----- END CERTIFICATE--—-
</cert>
<key>
----- BEGIN PRIVATE KEY-----
AR TIIE FinfAsH
----- END PRIVATE KEY---—-
</key>
$18B7 FE “disable-dco” .
1. $ZCommand+FEfI “disable-dco” %iﬁlﬁﬁﬁﬁf_ﬁﬁo
2. 7t “disable-dco” FREfTRUMA#IRZITES..
#-alsable dco
FIE8 (RFovpnELBENI4,
#FI89 FTHTunnelblickZ i .
£B10 S NovpnE&EIfE,
$£B11 EIVPNIERE,
----4ER

3.3.5 fig& Android ZiE

BAFL R
L£E
LIR2

T#OpenVPNEFif ( AndroidhRA ) F&%,
THEFIHRENX .
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https://openvpn-connect.en.softonic.com/android

FEE FAMIES

5 =12

3 &g A\ VPN

$IF6

o BRI BUPCTHREPIHEE .
o B2 BUFN FHEFREEL.

1. BREEEHS

2. HEEEHar s Y BiF, ERRENRE.

3. EREEReEEER, HE RS > EIHSERS VPN

FEEMSH=, & © Ffdug}fﬁﬂfﬂ > RAVAR-VPNRIX” o

5. WIE “EIBARVPNRIX” 1%, BERRVPNMXFIETIRIESIN  FaEEr
BEE” .

THNEFIREENXH “client_config.zip” .
ARy
BEPCTHEFIREEN Y, FTEFE THAEE XM LEZIAndroidREH
fEPCE, MRIE4E “client_config.zip” BISEBESR, W “D\” BET.
fREgEE, ATLAER “client_config.ovpn” #1 “client_config.conf” BNt
LAig=E A Notepad++fTFF “client_config.ovpn” 314,
INE FPERIEBRFASR
fE<cert></cert>Fl<key></key>tTieIT AN BIES ZFIHIEH . ZFIHIEBTALA.

<cert>

</cert>

<key>
————— BEGIN PRIVATE KEY-----
UERNTIIE Fin A
----- END PRIVATE KEY-----
</key>
{RfFovpnBc &N,

(RARY:

WREAndroidFH _EiR(E, EEBPCEEEENovpnELEXH L{EFIAndroid&R G+,

FJFHOpenVPNZE i ,
e HFR1: BEPOTHAERi%.
o HI2: BEFHNITHE ik,

S Novpnfic &4,

FBYTVPNIERS
IEESAPPARENES B HIE B RIZ R, IBREME.
IR T ERRAE, CRIEZKI.
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EINERMLE
HPFPigE 3 &g Nz= VPN

3-5 EERIN

= Profiles =
&
CONMECTION STATS
JANSS -1\ 11010
GoGLrgn 2 S0 5
o
48/E "Th (1174
oOEoa5a 2 SO A
WAL
SIRVER
TR
3.3.6 B2 E i0S E i

BESR
FIR1 1EApp Storel¥®ZE “OpenVPN Connect” , TEFHZE,
TE2 TEHERRECENH.
o 1 BUPCTHEFIREENH
o FH2: BEFH THREFIRECENH.
1. BREEEIE.
2. EEEEfertaes ¥ B, EEREIRE.

3. EﬁﬁEt%$$E$fﬁ, R WL > LTS VPN
EEMSHE, &R “EUERME > RIhR-VPNRIX” .
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FEE FAMIES

5 =12

3 &g N\z= VPN

$EE3

SR4
IR

+IR6

gt

g )

5. &F “HIgAZVPNMX” &, BRHERVPNRXEETRIFIIN “TEER

IR .
THINERIRECEX 4 “client_config.zip”
(11 #88

BEPCTHEFIRAENY, FEEE FHAIEREXM LERIAndroidREH .
7EPC E, BRIE4E “client_config.zip” E¥EEBES, W “D:\” BET.
REZES, TLUSEI “client_config.ovpn” #1 “client_config.conf” FNSIE,
LAigZE A Notepad++fTFF “client_config.ovpn” 314,
HRINZE PIRIEBRFALR -
fE<cert></cert>Fl<key></key>tREX A BIEEE FimiEH . EFIRIEBFTAH.

<cert>

</cert>
<key>
----- BEGIN PRIVATE KEY-----
LT IIE i FAs
</key>
RFovpnEcBE X4,
(1] 588
INRTEIOSFHLIRIE, FERKPCLERERovpnEtEX 4 LIEZIIOSRESH
$THOpenVPN ConnectZ i o
o HI1: BUPGIHZEFim.
o 2! BEFHHHAZ ik,
S NovpnBtE3f4.
BERAmRTNIZFIREE .
ZETVPNIERE
SIS TERRRE, KREZR.
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EINERMLE
HPFPigEa 3 &g A= VPN

3-6 &I
— Profiles =
CONMMECTED

&)
L. ’;" [client_config)]

COMMECTION STATS

G50 B/S ’?‘ 103 KBJS
00:12:19 0 sec ago

You

17216105

SERVER

-
3.4 &g \= VPN ZFE&TE

3.4.1 64 /8 8 VPN &EEEF L /pRE

EREL B
1. BREEEHE,
EEEntar taes O BiR, BRSNS

AREE aesEEy, I WS > EINSRERE VPN
FEAMSHE, HIE “EINSERE > SUMR-VPNRE” |

S LA ZVPNFISE” A A ZVPN IR,
FEVPNRIFRTEST, I “E% > ERVPNEES .

7 “IEVPNIEREE S, HHE NENFER/SRRE Bk 27 .
PHERIREES, B T—5 .

N

© N U~ W
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EINERMLE
HPFPiEE 3 &g \z= VPN

9. MMERFBRE, BE: “EXMT , TRFRERIF,
AR

. SE/ARNHRERT, SHORKERINH50.

o IENFRASMSHIRMSERS, FRENERIAMES B AN S
;&O

o SRERSHEROSRENNNOMISEEY, CRBSRERIICHRBENEN
MO N HERER; SRRSO EE R ER A0 B ALY .
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EIERRS
FBPIEE 4 st

P
H}

1 MR E M
4.2 STHRPVIEIEIEIR (s ANZVPNRAR )
4.3 STHERISIEIEIR (IS N ZVPNER LR )
4.4 ZHREIEIEIR (ZImAZVPN )
4.5 STHREHEE (ISR ARVPNEIAR )
4.6 EEGIIER
4.7 BRI S E RN
4.8 SIESEMEZEHN

4.1 I5i R FAEE

WIEEFRIFVPNEI RN . JRMEMEENEERD, Bidnis, APELIRVPNE
,J? ﬁ{EFHPE§¥iﬂ2$TEEEHUVPN£?§4ku, SESRM T RS . ERZR
SUEEEAIVPN, FITENSCRTEE . SEFIEARIF, AILIRENSE T T AEVPN
IR INEREET

BxE:
BEEXTHRIENER, BER(=EEAFER) -

4.2 TER0sIsiEtR (IS Z= VPN BAlkR )

ThReis A
AOENX T EINE MRS LR MiERS A EErAYa B =E, fisfeinsl®R
IDQ’EF EEN, ARTLIEE = GEERSIRHIEIRZH GG RVPNIRS £ KGIEE
T*Dmﬁ{nu N O
B=d]

SYS.VPN
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https://support.huaweicloud.com/intl/zh-cn/ces/index.html

FEE FAMIES

FFig’E 4 5=
HAE A =T
& 4-1 12k VPN [ESTIERYIS RIS
}SHRID Btn | IBIREX B | B | #HE | NE | iEzEE
B B | g | (FREEE
B (% |#R)
El E)
gateway_se | th= | IZIEFRATSHITME | >0 | pps | A% | WX | 108
nd_pkt_rat | 8&F | WRFEEVEH=RY )54
e = HIREHE.
gateway re | A= | ZIEFRAFRITUE |20 | pps | A | WX | 198
cv_pkt_rate | BFE | WRFIGWA=R 53
= HIREHE.
gateway se | Hx | ZIERRAFHITIUE | 0-1 | bps | 102 | WX | 158
nd_rate e | WREHBHVER 4(IE
2, Q)
gateway re | A= | ZIEFAFHITIUE | 0-1 | bps | 102 | WX | 158
cv_rate e | WREHBWAZR 4(IE
2, Q)
gateway_se | Hz= | IZIEWFHETRITUE | 0-1 | per | i | WX | 19§
nd_rate_us | W | WREH=HEEER 00 |cen | R
age #E | X, tag
= e(
%)
gateway_re | A= | BT RITUE | 0-1 | per | i | WX | 198k
cv_rate_usa | thEs | RN oalEH 00 |cen | R
ge #FH | =X, tag
2 e(
%)
gateway c | &R |ZEWGHETRITUE |20 |cou | g | WX | 198k
onnection_ | # TR KEXVPNIERE nt | &
num .,
X 4-2 (kR VPN &S SR s isigtn
aFxID Bin Sliar=p'4 BE 82 |(# |NE |K=F
R BE ([ [# (MR B(R
(% | 418
E) |#)
tunnel_av | B&EE | VPNRIX53$uwR | 0~5 |ms | A& | VPN | 15s
erage_late | IRy | XZiEREEAIEER | 000 | EE
ncy A EE SEIYRTEE )4
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FEE FAMIES

FAFigR 4 YR
}gtRID Birg | BfRaX BE 8 |# |(NE | S=8
R BE ([ |# |[dWx (R
(% | %418
E) |ix)
tunnel_m | BEE&F | VPNRX5EXwM [0~5 |ms |[A& |VPN |15s
ax_latency | IRERK | XZiEREEAIFER | 000 | EE
A EE B ARRISE N4
tunnel_pa | f&EX | VPNRX5XJiwM | 0~1 |per | & |VPN |15s
cket_loss_ | B Xz EfFErEE | 00 cen | | 1&EE
rate =, tag | &
e(
%)
link_avera | 9&#&#F | VPNRXS3JimM | 0~5 |ms | A& |VPN |[15s
ge_latenc |IR¥FYY | xZiEpEiga9ER | 000 | &
y A EE SEIIRTSE . N
link_max_| | 9&#&#F | VPNRIXS3Jim | 0~5 |ms | A& |VPN |[15s
atency REEAK | F2ZIE5ERA9EIR | 000 g | EE
A EE B ARRISE %
link_packe | #%E&% | VPNRIXS5XJimkd | 0~1 | per | & | VPN | 15s
t_loss_rate | B X2 EgEEES | 00 cen | | &EE
=, tag | &
e(
%)
connectio | VPNiE | B/RVPNIEZAYE | O, A | A |VPN |19%
n_status | BERE | IR, 1,28 | |&EE
o 0: RIEERE. s
o 1: ERIKE,
o 2: FKRIMKZE.
bgp_peer_ | BGPEB | E7RBGPEBERYIEIE | O, A |A& |VPN | 19%h
status BIRE | K& 1,28 | |&EE
=
BIR e 0: skiEmRE. B\ R
o 1: EBIRE.
o 2: FKRIPKZE,
recv_pkt_r | EWE | EHUSEWAIEL | =0 |pps | & | VPN | 194
ate HR BEHE. | EE
X
send_pkt_ | &ix8 | FHOEWAXIE (=20 |[pps | A& |VPN | 198
rate HR BEHE. | EE
2
recv_rate | EWBOE | EHEEBCR 0~1 |bps | 102 | VPN | 195%h
b =, 4(IE | &
@)
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FEE FAIES

FFism 4 Wiz
1EFRID Birg | EiraX BE 8 |[# |NE | GE=EE
R BE (2 |[H |[WxR (R
(% | a8
E) |#&R)
send_rate | RiXE | FHEWEER 0~1 |bps | 102 | VPN | 193¢
S £, 4(IE | &R

Q)
sa_send_p | SAKIEX | FHEHAIXHIH >0 |pps |A& |VPN |18
kt_rate BEE | BEHE. W | &

X |SA
sa_recv_p | SAIEW | FUBREIAYEL |20 |[pps | A | VPN | 1958
kt_rate BiEE | BEHE. W | &

N SA
sa_recv_ra | SAIEW | FHOERERGR 0~1 |bps | 102 | VPN | 193¢
te U £, A(IE | &

Q) SA
sa_send_r | SARIX | FHIBWERIER 0~1 |bps [ 102 | VPN [ 143%h
ate LS £, A(IE | &R

Q) SA

$HE

key Value
evpn_connection_id ARG RN VPNIERE
evpn_sa_id A ARSI VPNIEREsa
evpn_gateway._id AV ARIERAZVPNRIX

4.3 ZFRVEEEIR (USRAZ VPN S8R )

IheeiR A
ABEX T EMERMERRS HRE SRS SIEERNGRTE, WISERgIR
Iﬂfﬁr g)& BRELIEBIE = Wiz RS IR SRR SRR VPNIRE A siss
MIEZ(EE,

A=)

SYS.VPC
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FEE FAMIES

FIF1aE 4 g
SRR
3% 4-3 ZHIER VPN SIS0 IAIR s iR
$8FRID Btr | IBIREX B (B ([ |NE | GEEH
2R B ([ [#§ |38 (FwaiE
B (% |tR)
B E)
upstream_ | B/ | iziEABETFSHEE | >0 | bit/ | 100 | wE | 19
bandwidth | %% | WRESFEERIMEE s O(SI | T
HE ([REigtr LT ) E/N
WE ) o RIP
downstrea | AWM | iZiEfrAFE&EITMI | >0 | bit/ | 100 | && | 19
m_bandwid | 55 | WRAZFEEHIMNE S O(SI | =k
th HE ([RsfRATT ) E/N
BE) . wIP
upstream_ | BN | iZEFETFSRITUE |01 |% | &R | HE | 198
bandwidth | & | WRE=FE9T= | 00 v 2 W
_usage R | FRER, | A
| EEEEEER=y El
M BtE i/ LAY
BAN,
downstrea | AW | 1ZiEFRBETFSTNE [0-1 (% |[A | &= | 190
m_bandwid | & | WRAZESRIEE | 00 W | BE
th_usage EH | FEExR, M| HA
| ARBEFERR=A mIIP
o Bt e b/ LR
BAN,
izl
o HAFEA=EERD
%1 0MbpsiA
PR E M
10MbpsEIN RIS
= IR, LATias
RPN E =2
SEEKXRF100%
AYTE
e EIP(FERRMEXN TS
KN, HEEERE=R
HEIRE S E RS
B5~10minfY3iE
Ej‘o
up_stream | R | iziEtRBEFSHEITEX (>0 | Byt [ 100 | & | 198
mE | WRHBEEAHINGSE e | O(SI| ag3E
meE (Estfr LT ) [EZN
mE) . mIP
NiERRAS 01 (2025-06-30) WRINERE © LA ABIRAE] 136



FEE FAMIES

i 4 Wsis
1EFRID fBtR | EBiraX B B |# |NUE |G=EH
B B | |# |[Wx | (FEaEE
el (% |1R)
£5] E)
down_strea | AW | iZdEfaEF&RITWIE | >0 | Byt [ 100 | & | 199%h
m mE | NRAZFESHIMLE e | O(SI | =k3#
nE (FERATT ) BN
mE ) o k1P
::3i
key Value
publicip_id SR ZMIP 1D
bandwidth_id wHelD

4.4 7RISR (Z2iRAZ VPN )

ThRgies

ATEN T EUE MRS DIk MEIRS AN EISirRIpEE, MiEERy IR
MFEEEN, APTLIEE =GRS IR EREH QR RVPNIRS =R SEE

S EER.

SYS.VPN

& 4-4 {DAIRR VPN MK RIS ISIEIR

}SHRID Bix | BtraX B |82 |# |(WE |IE=EH
BR B |z & (&R (Rt418
B (% |#5)
El E)
gateway se | H=x | ZIEFRAFHRITUE |20 |pps | A | KX | 198
nd_pkt_rat | BiF |MWREHBVHE=H 57
e = HIREHE. 53
gateway re | A= | ZIEVFETFRITME |20 |pps | A | MX | 198
cv_pkt_rate | BiE | WREHEMAZH 57
= HIEBHE, 53
XH5hRA 01 (2025-06-30) RIS © LA ARBIRAE] 137



FEE A4S

FFism 4 Wi
184RID =l = =34 B B |# |NUE | G=EH
=1 B | & |dNx | (FEaEE
B (% | #x)
£5] E)
gateway_se | Hz= | iZigtiRREFHRITME | 0-1 |bps | 102 | WX | 1958
nd_rate i | WRFEHBVETR A(IE
=18 Q)
gateway_re | A= | iZigtrRF&RITME | 0-1 |bps | 102 | WX | 1958
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5 =12 5 &t

5.1 SZHFEIHRIKRIRIFSIZR
52 BF=HITEE

5.1 ZFEFHITROXBIRIEFIZER
(0 5288
IR AR VPNE BB TSI —/E R T —Region R IF=EHITIRSS -

% 5-1 iGN\ = VPN A FRIS{ESIZE

BRIESR wiRRE BHER

BIZRPYiRMX | customer- createCgw
gateway

EFAFITIRMX | customer- updateCgw
gateway

PR F3JiRkIX | customer- deleteCgw
gateway

CIEREIIEZEMLE | vpn-gateway createVgw

ZES

FEEMEBMES | vpn-gateway updateVgw

Pl

MBREIIE FBMLE | vpn-gateway deleteVgw

ZES

BFE/BBEIZVPN | vpn-gateway CreatePrePaidVgw

P

BEEFVPNRFEIRZE | vpn-gateway UpdateResourceState
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FPiEmE 5 &t
BRESR RiRRR BHER
EFEREEAVPNK | vpn-gateway UpdateVgwSpecification
FHE
BEIZEVPNRX | vpn-gateway updatePostpaidVgwSpecification
A&
B EIIEZRMLZE | vpn-connection | createVpnConnection
&R
BEFEMERME | vpn-connection | updateVpnConnection
TR
MBREEIAEZ B4R | vpn-connection | deleteVpnConnection
&R
EEMKIES vgw-certificate | createVgwCertificate
BRI KIEH vgw-certificate | updateVgwcCertificate
U RIRIRES instance batchCreateResourceTags
RS SRR instance batchDeleteResourceTags
HIHAPXIRME | customer- listCgws
L IES gateway
BIFREPXIRMX | customer- showCgw
gateway
BORIFEIRS instance showResourceTags
BB R instance listProjectTags
IR EIRREIRSL | instance listResourcesByTags
RS
IR EIREIRSL | instance countResourcesByTags
e
B1RVPNRKIUER | vgw-certificate | showVpnGatewayCertificate
EiFVPNRX vpn-gateway showVgw
HiFGVPNXATF | availability_zon | listAvailabilityZones
X e
EIRVPNRKXATA | availability_zon | listExtendedAvailabilityZones
X e
EFHEEVPNMZE | vpn-gateway showVpnGatewayRoutingTable
TRIHZ
EFVPNIEESIER | vpn-connection | listVpnConnections
EifVPNiEEE vpn-connection | showVpnConnection
EiAVPNRMXFIE | vpn-gateway listVgws
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FAFt5rs 5 Bt
BRIESR RRAER SHEMW
BEiFVPNIEEISIE | connection- showConnectionMonitor

monitor
BEifVPNIEZISIE | connection- listConnectionMonitors
eSS monitor
HiFfgEEFEET | quota showQuotasInfo
EiFVPNiEZHE | vpn-connection | showVpnConnectionLog
#HLEBIZEVPNIEE | vpn-connection | batchCreateVpnConnection
EEVPNiEE vpn-connection | resetVpnConnection
ARt ANZ=VPN | vpn-gateway upgradeVpnGateway
ZES
Bigihs= AN=VPN | job listVpnGatewayJobs
FPSEEEEIES
MFREE == NZ=VPN | job deleteVpnGatewayJob
RIXAESS
BUEVPNIERZLSIE | connection- createConnectionMonitor
monitor
RHBRVPNIZERZIGIE | connection- deleteConnectionMonitor
monitor
x 5-2 iR\ = VPN SHRIRIEYIZER
BRERR RiRER SHH2W
Bl vpnikiE VpnConnection | createVpnConnection
BEEfvpnikiE VpnConnection | updateVpnConnection
MBRvpniZEiE VpnConnection | deleteVpnConnection
ElEEvpn % VpnGw createVpnGw
E#fvpnx VpnGw updateVpnGw
MBRvpnI%< VpnGw deleteVpnGw
BEifVPN&EE VpnConnection | showVpnConnection
EiIFVPNERETSIZE | VpnConnection | listVpnConnection
EH)IPSECEKRHS
BEFIKESRES
HiFVPNM X VpnGw showVpnGw
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FAF$5rs 5§t

BRIESR RRAER SHEMm

HifVPNRXFIZE | VpnGw listVpnGw

R[N quota showQuota

EFEZEEHEYIER | VpnConnection | listSupportedAlgorithm

* 5-3 Big A= VPN #BEFIE

ERERR RiRE EHBR

AL p2c-vpn- subscribeP2cVgw
gateway

EHEEEVPNM | p2c-vpn- updateP2cVgwSpecification

FHE gateway

HBRIREEE (& | p2c-vpn- updateP2cVgwStatus

LERRR ) gateway

BIT&ER p2c-vpn- unsubscribeP2cVgw
gateway

EFLRIKA VPN | p2c-vpn- updateP2cVgw

TES gateway

ClEESSLARSS i vpn-server createVpnServer

(EMSSLARSS ik vpn-server updateVpnServer

BIZEVPNAFF vpn-user createVpnUser

{EVPNERF vpn-user updateVpnUser

(VPN 263 | vpn-user updateVpnUserPassword

EEVPNEFZR | vpn-user resetVpnUserPassword

HIERVPN A vpn-user deleteVpnUser

BUEEVPNREFAE vpn-user-group | createVpnUserGroup

VPN A vpn-user-group | updateVpnUserGroup

WINVPNREF4ER | vpn-user-group | addVpnUsersToGroup

P

EB,%VPN}EHF'%HJEH vpn-user-group | removeVpnUsersFromGroup

SIZEVPNIFIEISEEE | vpn-access- createVpnAccessPolicy
policy

{EZVPNIBIEISREE | vpn-access- updateVpnAccessPolicy
policy
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FPiEmE 5 &t
BRESR S0l BHER
fHERVPNIBEISERE | vpn-access- deleteVpnAccessPolicy
policy

TEHEFIRERE vpn-server exportClientConfig

SAEFiRCAIEHR | vpn-server importClientCa

BXZFiHCAIES | vpn-server updateClientCa

flFRZ PimCAIESR | vpn-server deleteClientCa

HECEEFRIFE | p2c-vpn- batchCreateResourceTags
gateway

HEMBRERIRE | p2c-vpn- batchDeleteResourceTags
gateway

EFRIEANZVPN | p2c-vpn- listP2cVgws

FESIES gateway

RIEZLIKAZVPN | p2c-vpn- showP2cVgw

MXID, EIFfEE | gateway

HIVPN®I X

EFFLRIEANZVPN | p2c-vpn- listP2cVgwAvailabilityZones

< B] X gateway

EFRIEANZVPN | p2c-vpn- listP2cVgwConnections

RKIERZEEIIZER | gateway

EiREELHIRER | p2c-vpn- listTagsForResource

HER gateway

BigfAPEREE p2c-vpn- listTags

ProjectspSLfBIsEE! | gateway

HFTERIFIRESE

PaN

|

EiFVPNiGaSREE | vpn-access- listVpnAccessPolicies

SIES policy

BEIFVPNIGEERE | vpn-access- showVpnAccessPolicy
policy

BiF—PMX TR | p2c-vpn- listVpnServersByVgw

IRSZIR(EE gateway

BEIIZEFiRCAIER | vpn-server showClientCa

EGFHFPTRIERE | vpn-server listVpnServersByProject

RSB imEE

HiFVPNAERF%IZE | vpn-user listVpnUsers

HifVPNERF vpn-user showVpnUser
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FFiERE 5 Bt

BRIESR S0l SHEMW

EiGVPNEF4ES] | showVpnUserGr | listVpnUserGroups

x oup

BiGVPNREFAH vpn-user-group | showVpnUserGroup

EigENVPNERF | vpn-user-group | listVpnUsersinGroup

it=6IZEVPNEHF | vpn-user batchCreateVpnUsers

Ht=MBRVPNERF | vpn-user batchDeleteVpnUsers

Gi2/EFnEREBE | p2c-vpn- updateVpnConnectionsLogConfig

iy gateway

fkRERZBEEE | p2c-vpn- deleteVpnConnectionsLogConfig
gateway

BifEZRERE | p2c-vpn- showVpnConnectionsLogConfig
gateway

HrFFRiIm N Z=VPN | p2c-vpn- deleteP2cVgwConnection

P St gateway

FARAZRIHANZVPN | p2c-vpn- upgradeP2cVpnGateway

TES gateway

BEiFELIKEAZVPN | job listP2cVpnGatewaylobs

FESEE=EIES

MIFRLRIHEANZVPN | job deleteP2cVpnGatewaylob

R KAESS

— N
5.2 BE=HITEE

RBPHEAZRITIRS IEEEREERRG, RAFTRICRVPNIRRIERE. ZFHITR

SEEEH e SRFRETRIVRIFCR

HAKEE:

IUEFHITAE, BEIEFEHITES.

MAERRAS 01 (2025-06-30)

WRIERE © HERRARBIRAT

150


https://support.huaweicloud.com/intl/zh-cn/qs-cts/cts_02_0002.html

REAE R4S
FFisr 6 IRELE

6 BPRETE

TR

6.1 BIEER P FHEERVPN
6.2 VPNEE N F

6.1 IEZRFFHEX{ER VPN

NREFEXNCEFAENVPNRTRAENSIREIE, EnILUERS—BMIAIERSS
( Identity and Access Management, E#RIAM ) , BIIAM, EETLA:

o RECWILSER, EEREAKSH, AW RTRRANINRT ol
IAMPBF, LR THER—Z2EE, FHERVPNER.

o IRECWAPNERS, SETEMSTNR, UATIRRZEOREE.

o BVPNAREEAECL, BRNEMEAKSTETES, KLKSHETRE
SALURBIURE TR

MRENUSEEEBRENER, THERETIOIAMER, EAHTAS

5, RBEERVPNIES OB,

AEDAENBYBREINEGE, BERENE6-1Fx=.

HURRSR

LSRR ZE, BETERFPEATLURINAIVPNEIR, FHESSERE R Tk
B, VPNIFHRGINR, 520 IREE. HEFEEMRVPNZINMIEEIRSE
N, IAMZIFIRSHIPMEIIRIES MR GHR -
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REHAE R4S
FFisrm 6 IREIE

AN

6-1 HAFE T VPN SURIE

Tt

BIE A P IR

BIZ A PR A

A PE R RUEAR

1. SUIRAFEFRIR

FEIAMEHGRIZAFE, FHEFEMNETHAMESIRSIIR “VPN FullAccess” .
2. GEAFFHIARBFA

FIAMIZFIGRIZAR, FRBEIMANTHEIZRBERE.,
3. RAPERHKIERR.

WEIZRBREREEE S, RERNXE, IR

. EREErRREEER, BE CRE > SHEERET | EA CEE
R > VIR VPNRIE” W, 7 “EASVPNEE” T, Bt
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FEE FAIES
PR

6 IRETE

A “CIZBitm ANTVPNRE” |, SR EIZVPNMX, WNREIZERIN, Fx
“VPN FullAccess” B4,

- Eﬁ@ﬂ:ﬁa%ﬂigﬁ, R W > BIERANET , HA BT
FAMLE > RBaRR” TUmE, B “CUEBVPNRIX” , ZifeIEEVPNMX, JN8
BUEERLIN, Fx “VPN FullAccess” BE&4,

- Eﬁﬁ&tﬁ%ﬁﬁgﬁ, R M > EIERME” , A “ElE
AL > EAViR-VPNRIX” TUHE, BE “BIgAZVPNRX” , HA “£&
IRAZVPNRIX” TUE, REA LA “‘SIRRIEATVPNRX” , Zif el
VPNRIX, WNSREUIERLIN, =~ “VPN FullAccess” B4

- Eﬁﬁ&tﬁ%ﬁﬁgﬁx, EIRFRVPNARSS S (RIR AR E EVPN
FullAccess ) BE—RRSS, BIRTHPRAE, F = “VPN FullAccess” B4
o

6.2 VPN BEN KR

MRAFTRERIVPNAPR, FiHEERIRINER, ATLABIEEE MRS
BRIEATSHFA TR S CZE B E X RE:

o AW MERIZBENRE: THETHERIEL, EUNCIRESMEIEERKR
5. BMF. BR. FUESREBRET, TBEMNEMRE.

o JSONWIEICIZBREMRE: JIMOEERIERRG, RIEEAFERRIERIEA
B, AU ERAEREEARSISONISIRIREAS .

BiAIZSEESN: IZBENEE . AENENEERIVPNEE SEREEHFE) .

VPN BiE X RBgHEES

o RN : IEHUAEPHIBRVPNRIE

BERMNN RBAUEAIR, MNRARIMKERIENIR, TestlEE.
{

"Version": "1.1",

"Statement": [

"Effect": "Allow",
"Action": [
"vpn:vpnGateways:delete"
]
%
{

"Effect": "Allow",

"Action": [
"vpc:subNetworkinterfaces:update”,
"vpcrrouteTables:update”,
"vpc:isubnets:delete",
"vpc:publiclps:list",
"vpc:publiclps:delete",
"vpc:vpcs:get",
"vpcrrouteTables:get",
"vpc:ports:get”,
"vpc:ports:delete”,
"vpc:publiclps:update",
"vpc:isubnets:get",
"vpc:bandwidths:list",
"vpc:publiclps:get",
"vpc:vpces:list"
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6 PRETE

"Effect": "Allow",

"Action": [
"er:instances:get",
"er:instances:list"

1

}
1
}

f52: B4 P HIBRVPNIERE
ERRREERNESEMKRIER, SURELRMER. APHIETFIIRES
th, —MERIRAY/ERRIIRERIFEALlowF0Deny, NEEDeny{£5ERM
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{

"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"vpn:vpnConnections:delete"
1
}
1
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{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vpn:vpnGateways:create",
"vpn:vpnConnections:create",
"vpn:customerGateways:create"
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{

"Effect": "Deny",

"Action": [
"vpn:vpnGateways:delete",
"vpn:vpnConnections:delete",
"vpn:customerGateways:create"
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{

"Effect™: "Allow",
"Action": [
"vpc:vpes:list”,
"vpc:subnets:get"
]
}
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