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“"time™: "2017/88/17 19:26:31 GMT+88:08",
"service type": "CTS",

"resource_type”: "tracker",
"api_wersion": "1.8",

"user": {

Sagtt "26995@3a18¢33dae9a44lEBbcchg{S?bQG"
"hame”: ° .

"domaln : {

"name™: .
"id": "1fob9bas1feb4061bd5sc1736b28460f8"

}.1

“"trace type": "ConsoleAction”,

" "

"source ip": 5
"request”: {
"bucket_name": "28ab",
"file prefix_name": "26ze",
"is_obs_created": true,
“smn": {

"ie connort cmn" - troae
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LATFRBIE2 7 CreateTopic. DeleteTopickU pdateTopic?;‘,'g{’EE’\JCloudTraceiE%%%

B
{
"time": "2017-02-15 14:21:50 GMT+08:00",
"user": "xxx",
"request": "xxx",
"response": "X
"code": 200,
"service_type": "SMN",
"resource_type": "topic",
"resource_id": "topicUrn instance",
"source_ip": "127.0.0.1",
"trace_name": "createTopic",
"trace_rating": "normal",
"trace_type": "ApiCall",
"api_version": "2.0",
"project_id": "tenantld instance",
"record_time": "2017-02-15 14:21:50 GMT+08:00",
"trace_id": "xxx"

n

XXX,

}
{
"time": "2017-02-15 14:12:15 GMT+08:00",
"user": "xxx",
"response": "xxx",
"code": 200,
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"service_type": "SMN",
"resource_type": "topic",
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"trace_name": "deleteTopic",
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"request”: "xxx",
"response": "Xxx
"code": 200,
"service_type": "SMN",

"resource_type": "topic",

"resource_id": "topicUrn instance",

"source_ip": "127.0.0.1",

"trace_name": "updateTopic",

"trace_rating": "normal",

"trace_type": "ApiCall",

"api_version": "2.0",

"project_id": "tenantld instance",

"record_time": "2017-02-13 15:38:30 GMT+08:00",

"trace_id": "xxx"

n
’
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g. Efﬁ ‘BEREICR” , BEEE ‘mATRS” PelEN=ESEMBE

:2 REHEERAE
REIHERE .
emezizz @D
Sk v | (" EEETE
S ~ | ¢ EEEER

h. BE “HaE” , &M,

EFBOAE
LERETHSEHES, UEEESCHESAES.
BEEFELMT:

{"message_id":"$message_id","project_id":"$project_id","topic_urn """ $topic_urn","subscriber_urn":"$subscribe
r_urn","protocol_name":"$protocol_name","endpoint":"$endpoint","status": $status","http_code":$http_code,
"create_time":"$create_time","send_time":"$send_time"}

AFHE TR . BEFRIRBINIRTFR.
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iHRIBANARSS

FF1grE 6 iHEEEEE

= 6-1 R

8% SHERR R

message_id String iHEID,

project_id String IRHID,

topic_urn String TopicAIME—RYRIRIRR

subscriber_urn String 1T RERE—RIEIRR

protocol_name String AEHMY IR A[EAYendpoint
(EZEENEAR) . BAix
RO B IE
“email” : BREHERINNNY,
endpoint g fiRFa L
“sms” : FF(EEIIMY,
endpointIFH S48,
“functiongraph”
FunctionGraph ( & ) Eiath
X, endpointa—NEREL
“functionstage” : .
FunctionStage ( T{Eift ) 1&4
Y, endpointI—ERETE
3z
i
“http” . “https” : HTTP/
HTTPS{&4atMY, endpointy
URL,

endpoint String BESEHEEANS.

status String BERE. BRISEUTIRE:
“DELIVERED” : BiXiX,
“FAIL_DELIVERED” : &iX%
g8
“REJECTS” : BB, AR
=ALH

http_code Integer HTTPIR[EIRS, {NZ#FHTTP/
HTTPSIGER o

create_time String HEQIEEAYE ., ATEMREINAUTC
AiEl, YYYY-MM-
DDTHH:MM:SSZ

send_time String THEAIXRE ., AFEREINAUTC
AiEl, YYYY-MM-
DDTHH:MM:SSZ

BERl

{"message_id":"1ae49922602a42fc83acb9689a2eb5f4","project_id":"5a9f32e4f1ec4bbe9695ff9da51c2925","t
opic_urn":"urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c2925:demo","subscriber_urn":"urn:smn:regionid:
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iHEIEAIRSS
FFisr

6 HEEEET

1T00:00:10Z"}

LA EBERBIRG AR T :

* 6-2 QRGO NAIFER

28 ANl

message_id 12e49922602a42fc83acb9689a2eb5f4

project_id 5a9f32e4f1ec4bbe9695ff9da51c2925

topic_urn urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c292

5:demo

subscriber_urn

urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c292
5:demo:b55c3c6fa7cd471b9f24818d530a8740

protocol_name

https

endpoint https://127.0.0.1:443/https
status DELIVERED

http_code 200

create_time 2022-11-01T00:00:00Z
send_time 2022-11-01T00:00:10Z

MA4RRAS 07 (2023-06-30)

WRIERE © HERRARBIRAT 31



iHSIEAIRSS
FFisr 7 HREE

7 PREE

TR

7.1 SUEZAPFIRIER SMN

MR EFEXEFTABRISMNE THEMENNIRSIE, ETLMERSZE—SHDIAIERS
( Identity and Access Management, f&#RIAM ) , BIIAM, EaTLA:

o IRIBEMAIIISZAR, EENERATKSH, L PAREEREESRI IR T 62
IAMER, itRTIREH—Z2EIE, FHERASMNER,

o IRIEEVEFARYEREE, REARRRIHIENR, LUXZIBARZERISRISE .

o BSMNFRZFIEAFLW . SREMENCIKSHE SRS, XEKSHES
RS AT LMRIES R TCIE4E

MRS ELEEHEBNER, FREOEMIZAAMBR, Sl A=

T, AWEERSMNIRSHEESINEE,

RETHENENBRERNGE, BIERENET7-1F7x.

LRFERNZE, BETRAPERTLIINASMNIIR, FESSEIRFERETIE
B, SMNZFIRFIR, BSH: SMNREFZINR, INREFEXRSMNZIMIEE
ARSI, IAMSZIFIRSSRIFMBTUIRIEE RRFRIR .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-smn/smn_ug_0034.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-permissions/iam_01_0001.html

iHSIBRNIARSS
FFisrm 7 RELE

BRI
7-1 AFFET SMN SURRZ
a:l;w'-uf_u

BIEMFEAFEDR

HERAFHMARFE

APRERHEUERIR

1. GIEBPEFER

HEIAMIEFIGCIZAPE, HIEFEREMRSRE “SMN Administrator” ,
2. CSUEAPHIMARFA

HIAMIZHIGEIEZEBR, FEEMANFEIZERBFE.
3. FAPEFRHRINR

MOENAREREEE, RSN, RIFNR:

- 7 IRSSAIIRT PEEEEEMRS, HASMND ‘EE>FERT WE, B

TALEA “BIEER” , =B ER, WNRECIEETELI, F = “SMN
Administrator” 2434,

- £ “BRSSYIER” PEERERIEARSI (BIRYEIRPRIXEESMN
Administrator ) B{F—BRSS, WRIBTHIRAE, F R “SMN
Administrator” 24,

7.2 SMN BEN K

INREFTRERISMNIR, FiEBERIENER, aILIBIEZBEN R, BEX R

R LIRS ( Action ) iB2% (BREMIRSZIEOSE ) b “ REGIIZAIN

"R E,

BN T FFA TR S IR EE X R

o FMMMERIEBENRE: THTBRREEE, HUMIIESHEIRERR
5. B, BR. FESFREBRE, TBMNEMKE,

e JSONWMIEICBZBEENRE: JLMEEERIBRRG, RIEEAFERIRIERIEN
B, LA ERAEREEARSISONISIRIREASR .

BRI EESL: QIEEENERE . AFENENEERIISMNEE SEREEFG) .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_03_0001.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_02_0001.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0552.html
https://support.huaweicloud.com/intl/zh-cn/api-smn/smn_api_80001.html
https://support.huaweicloud.com/intl/zh-cn/api-smn/smn_api_80001.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0605.html

iHEIEAIRSS
FFisr

7 BRETE

SMN B RS

N AP IR ERR
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"smn:topic:create”
1
}
1
}

12 B RIPRERR

EEREFERNESEMRIER, SWIRBEERMER. BPHEETRIRE
R, —MENIREERNRERZFEAlowF1Deny, NB{EDeny LSRN

NRELERAFEFSMN FullAccessRIRSEREE, (EARHERFHEBSMN
FullAccessHzE X AIMBR ERANPR , ERJLAGIEE —SRIE MR R B & ) ERRK
PAIEEAPIGSMN FullAccessFIE#REZIZ T IR, fRIEDenyfL5ERN, NAEFE
LASSSMNHATRE T MIBRERRIMNUPR BRI . IBBRISGRAIAIT :

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"smn:topic:delete"
1
}
1
}

B3 SARINIERRS

— P EEXRBERIUSS S MR, BIRT LSS NRSAIERIYN, iE
LG SEMIRSAUENIR, TS SRIEMIRS UIRIRARSEENE, BIERR
MBEARSZSEHZERRRS . SMENEDREFANT:

{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"smn:topic:create",
"smn:tag:create”,
"smn:application:create"

1
{

"Effect": "Allow",

"Action": [
"elb:certificates:create",
"elb:whitelists:create",
"elb:pools:create",
"elb:members:create",
"elb:healthmonitors:create",
"elb:l7policies:create"”,
"elb:listeners:create",
"elb:loadbalancers:create"

1

}
1
}
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iHSIBANARSS
FFisr 8 KT FcEn

e SE

AIERIRRAE, FalRE TSRS ZIRIEE, MAFPRNRFENENSEM IR
Hl. MEESULEIESOaRERRSE . SPORAER,

R LR RECHIRGEI T EFHEERETE, EnILARIEY KEcEl,
BEEEBRAVECE?
1. EREEIFHSE,

2. mEmmEsaztan Y SERKISEE.
3. EREALE, %2 AR > BOEE .
ZOGHN “IRSEA A,

8-1 FLRYECER

4. fEALME “PRSSECER” UM, ﬁgﬁlﬁﬁﬁﬂ’ﬂﬁﬁﬂéﬁ&ﬁﬁfﬁ)ﬂo
NRIARTECEABER B SZER, FSEREHR(F, HiFT KEcEl.

S ERIEY KECER?
1. BREEEHE.
2. EREALA, HIE R > RIER
RN “IRSEAR” T,
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iHRIBRIARSS
FFisr 8 KT FcEn

8-2 FHIECER

3. HEREALA, BE “BiET A .

8-3 BB KHEcEN
HRESEE ©

zmssEe

meRsRE SFS
SEEEREGS)

4. 7 “HEIR TE, RIECHER, ESHEXSH.
Hep, ‘O BESERRENRSHHBRE.
5 EEREE, AEmFFRE (RBR7 .
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iH B ANARSS

A BF=R

A fyR

A.1 JSON &= ;8215408
JSON &= {45RA

JSONMENFEARA BB FPENARRRNTRERELXAEIGESR, BaisgiFaotimyY
Default. SMS. HTTP. HTTPS. email, EdDefault2%45RH, EmaillIARB LA
HMEERRITIRE , HEMMYORITRERR:

{
"default": "Dear Sir or Madam, this is a default message.",
"email": "Dear Sir or Madam, this is an email message.",
"http": "{'message"'Dear Sir or Madam, this is an HTTP message.'}",
"https": "{'message':'Dear Sir or Madam, this is an HTTPS message.'}"
"sms": "This is an SMS message."

}
R DefaultiR ENBAEEAS, MTHFHRITREREBIREBNERRS .
UTRPIRIBRTREERBTRKESRSE, BEESRENTAER, HFAHTTP,

Ny I

HTTPS. Email. ZEBIHGITEUEI"Dear Sir or Madam, this is a default message."fY
RS, MSMSERANTIFEZEWEI “This is an SMS message” .

{
"sms": "This is an SMS message.",
"default": "Dear Sir or Madam, this is a default message."

}

JSON &= 495k

[ iﬁEJSON@ﬁEXO
o JSON#EZ H /A DefaultifHi o
o  ENISONBERRIK/NAFEIT256KB,

JSON JHRIE

EEARRMY, EAYSONBRBEEINANARE. ISONEXBEENZDHEEE
BEPETNEES. WG5S, =K. BE. IMNSTIIEERNBRITFETH. 2iF
FHITERXLURNEE “This is a default message.” 34,
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iHRIBRIARSS

FAF{5rs A B3R
JHE: “This is a default message.” , HEARBEE26MNFEDT,
MNEE, &MY, EISONERRY, RABIALER DefaultiMYATHER .
"default": "This is a default message.",
"protocol1": "This is a default message.",

"pro

tocol2": "This is a default message.",

11 DefaultM¥IN_EAFIEEAIMNY AL, 1IEHIN,

HEAEEEEFTE:
o BMIHYAGEREE3INTT, ENDHHY: 3x N =3N

o BEMNMNATEEEEIMNEIS, ENMMY: 4 x N =4N

o BMIMYRTEEEEITES, ENMMY: 1xN=N

o EMIMVATEEES1EENSThis is a default message., FENMMY: 26 x
N = 26N

o EES(N-1)1:1x (N-1) =(N-1)

o MEE(N+1T)DM: 1x(N+1) = (N+1)

o RS2 1x2=2

o MYBIR default 19~ 7x1=7

RN E T

o IMUBIRHTITP 14 4x1=4

o MYBFRHTTPSIA: 5x1=5

o 1tHNZFR email 17: 5x1=5

o 1tHNZBIRsms19: 3x1=3

A1t 36N + 9 + IEFERIMNYFTIEL
BN, EuEFET “HTTP” ( “HTTPS” #0 “email” 3 MY, HEAAIHESUIT:

"default": "This is a default message.",

"email": "This is a default message.",

"http": "This is a default message.",
"https": "This is a default message."

}
AN_tDefault, MINAYES4S, SERAIISONER
o [EEFTH: 36 x4+9=153

o PHMYZFRHTTP14: 4x1=4

o PHMYZFRHTTPS 14 5x1=5

o 1tHiNZFR email 17: 5x1=5

&it: 153 +4+5+5=167

A.2 1EtRsTUHRIRER

FRHTEAT:

IR ESIEE RS RAOES, AILUB tagly S A IR .
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iHEIEAIRSS
FFism A B

BIEERAIERS, BEEA/NRIBIT256KB, EiREEEIN AR
{

"message_template_name":"confirm_message",
"tags"{
"topic_urn":"urn:smn:regionld:xxxx:SMN_01"
}
}

& A-1 BRSNS S EIRA
2H 1588

message_template_name | IRIREIR, FHEAT ., BIRBIRAILUEEEEIRSIE
FFIREY, BIRZTR T EYAE— DefaulttMYAYE
&, gBILEe ERYERRFDefaultEti o

tags BB S AFRS, ERSR TEEARAEAE
R, FAENEIRITAEtagsA—E, FAFEIEEE
FrEtagires&BiEEtagsH, fitE—NjsonmapITxR

A.3 REGHRAR

AEBNTEMEREIRERE SR BETE.

o HRHFIHTTP(S)RiRWEIRTEEEE: HEER. HERBMEVHITRAYEE
s EEZRFREKIINEEREBSHEERER.

A4 1T EEATRIRIEE

AT EHBPNTRERITEENKE, = FaXmInT R X TR ERHET
Tz m&"‘”’ﬂﬂE%JE}EHQZM}I%U“‘ELLTIEEQLAIE B HERTFEITEBAPIAIELTR
HIANEE . IRIBARAIMYEARRANRIERES

o  WF—MBETIRE, 1NMN\RRSAFRER200TIHBIANER, 2KRESAIFA
FA0RT A, WIRBIXNEE, B7RZARHXNMELTRE RIXLT
TAHBE ﬁﬂ%ﬁ?ﬂiﬂ#ﬂl?ﬂ%ﬁﬁ’ﬁ%)ﬂE’Jﬁ%LM.:.%ﬂ TTHRA, ZEIRREMR
EBE=EE

o WF—NE ZLTIFH%, IMNNRZAFLX10RTRAER, 2KER2RIFE
E200RIT RN, ARBSXNEE, B7RKZAFR 5(3‘12 FHITRE ZXTT R
INE(E o RN FHITRENXNEPIIASE#RIT THIA, ZBIOREM

WEBE=EE .

o  JFF—THTTP(S)IJiEE, 105¥E&ES RIFAIX200RITFEFHAESR .

A5 E=R (it ) 3

A& Ezx (St ) 13
=T 93

SRS 07 (2023-06-30) IS © ERRAGIRAT 39



iHRIBRNARSS

FIPigR A IS
& Ex (X ) 13
f/REEIL 355
Pal/R K | 213
EREFEET 1684
LIBE/R 376
LEHL 244
L=tV 1264
ZiRRFEmIA 1268
PafREE 54
NEIE=AI 374
fUEe 297
BRI 61
BaithF) 43
PujZEFESE 994
EiR5 1242
24K 973
B NNHLE 880
BB 1246
BESH 375
ELFIBS 32
1AFIZL 501
e 229
BRARS 1441
ESE 975
IR AT 591
R eI FN R EE SRR 387
&R ELN 267
B 55
RBENEF Ut 246
S 673
RANFIE 359
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iHRIBRNARSS

FAFt5rs A NS
& Ex (X ) 13
mEWER 226
Cis-S L 257
SRIFZE 855
IEZEpE 237
MEX 1
#H15MHA 238
FEHED 1345
tpIEHANE 236
= 235
=l 56
etk 57
HED 269
RIRHEFE 242
NIREEHFE 243
JER it 682
EFHmMAZRAN 506
eI 385
FEHIZR 599
ZERIRHER 357
BEve 420
= 45
=i 253
EZ N =10 1767
ZKREINHEANE 1809
[EJRZ/R 593
B% 20
EREZ 503
FREJLATE 240
JGAI45ETT 291
ZivRel 372
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iHRIBRNARSS

FAFt5rs A NS
& ExR (=ittX ) 15
SRBEREE 268
IREHLLTT 251
BR=ES 500
DD 298
% 679
5= 358
=B 33
=B EIAR 594
EEiRA e 689
JI[I}ES 241
XIELIF 220
wESL 995
=E 49
ng 233
I=LEAl 350
whE 30
BER=5 299
Y7 RN 1473
REZES 590
AN S E v 502
RA 44
JLATE 224
JLRYPELER 245
=] 592
=3 509
HERRIHR 504
HEEE 852
X F 36
i) 354
ENE 91
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iHRIBRNARSS

FAFt5rs A NS
& Ex (X ) 13
ENEErIL 62
A5 964
BR= 353
SES 44
LA&31 972
BXF 39
BB E 225
ZFEN 1876
BA& 81
FAS 44
=] 962
IaF=se B 7
Blell 254
RS 965
S/RSEREME 996
W 856
RIRR AT 371
REM 961
KERIE 266
FLL BTV 231
FLEIr 218
b s 423
3ZFE%E 370
PHRE 352
HENE(] 853
B[A=A=EI 389
Sk hnERIN 261
Sh# 265
SkAT 60
=VINAGS 960
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iHRIBRNARSS

FAFt5rs A NS
& ExR (X ) B3
58 223
OEfh 356
DEIREFS 692
= = 596
EEBERIY 222
EEKHR 230
== liik=) 52
BE/RZEL 373
EEZR ST 377
ES 976
=L 382
EXSESEST 1664
B8RS 212
KL 258
i) 95
s Se Al 264
e 674
AR 977
o= 31
HIZEZ R 687
= 64
FENNHIR 505
ER/R 227
I={=EINIz 234
HIRES 683
EERS 672
JLEHEEHR 90
11051 47
(OE=] 968
E&HB 92
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iHRIBRNARSS

FIPigR A IS
& Ex (X ) 13
MBS 680
EEpHRiE 970
BE5 507
EAILH/LRIE 675
BhizE 595
weE 51
JERRE 63
K= 48
BET 351
IR 974
Bt 262
eI 40
155N 250
EERTICHEER 1869
EFl 1758
ERIR/RINEZ e 508
ENFRIFFIAEARGY T H 1784
(= 685
EZ5hia 378
EZEFEMALL 239
RS Al 966
ERNR 221
RNV 381
EER 248
RIS 232
FONE 65
HEEST 1721
H&{X5e 421
HM& el 386
eSS 677
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iHRIBRNARSS

FBFisE NG
& ExR (=ittX ) 15
ROE 252
[EZE]: 27
FE 82
sk 34
HREE=F 94
R 597
Imed 46
mt 41
HE&E 886
ek ] 992
BRI 255
Z=E 66
X 670
e 228
i 676
X RIAMNZES 1868
£ 216
TEH 90
TESHME 993
1S ARFNERIEREE S 1649
ElRAS 688
5Fi& 256
BRE= 380
(B V[S):E S=eic) SES] 971
RE 44
XE 1
Bhi= 598
5%5)5e e 998
ELS5PUE 678
EWHL 58
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iHRIBRNARSS

FPiEmE A B

rh3z& ExR (X ) 15

g 84

HEBHRFED 1284

EAEFIE B 681

7] 967

LI 260

2EmE 263

A.6 SIUR(ES SMN EONMETXR
F A-2 1IZRURIES SMN ZORMETXER

=RURE EO/MR =0O1heE

SMN:UpdateTopic UpdateTopic (EcERENE, BHRl
(X HFHEeKtopichY
display_name=Eg,

SMN:DeleteTopic DeleteTopic fHEE— N ERLARER
FraVTiEE . MikRTopic
IREN e SBERIEX
BB EB XA
TopicAULTIEE -

SMN:QueryTopicDetail QueryTopicDetail B TopicAIFHAEE .

SMN:ListTopicAttributes ListTopicAttributes EifTopiclIEMER

SMN:UpdateTopicAttribute | UpdateTopicAttribute EifTopiclIEBIE .

SMN:DeleteTopicAttributes | DeleteTopicAttributes MIEREr A& Topic/E It .

SMN:DeleteTopicAttributeB
yName

DeleteTopicAttributeByN
ame

J;HHB%EEE% TREYTopic/®

SMN:ListSubscriptionsByTop
ic

ListSubscriptionsByTopic

D TUOABUFEE AT
IR, 1TE5IRIZER
pAlelkE LNl padEa
%1, o REEELAE
EoffsetLAlimit, 0
RIEEEFEAREFETIH
&, RE=TFE,
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iHSIBAIARSS

BPiEm A B#=R
ERURME EOBFR #OTheE
SMN:Subscribe Subscribe FEETopiciIl—M™MT

FE, HEnTREE&IX
— MEARYBR. T
FIE T
ConfirmSubscriptionff
NG, ZITRE A EE
Bl TopickHIER .

SMN:Unsubscribe Unsubscribe Btgr—M™MTiE, 1TRE
ZENTEEMBR, 50T
& A IX A EAETE
BETLMER, PR
SXBMDHITHRIA

SMN:Publish Publish 1BEBRARIXLA TopiclIFR
BilfinR. HiRENH
BIDHY, ZBEEHRR
EHFEEREEEX
BEFBANTIRE . HE
1830, BURTFiZEEE
—MTFEEREE
o

A.7 RIS RERF

o XTRIEIRKERHSSR (HREERSFRNE ) F “KEMNSRE" =
TIo

A.8 HTTP(S)&umT3 = sEFEEI

A.8.1 HTTP(S) Rim T3 ~EREBIRE

MiziJ AR inAMmERN, HRENRSBHNARKES, BPYLURKERIRIRESE
FBRSS ZIEEHTTP(S) RIREEHD M, SEXEEMISEEER . E1EEH
SRMEALTESFIEGEITER, WSEERBAMEXER . APEIEIRNERER
BEWBLAT, PABHERLIERE. BRAMERLERNSHEERFSER

B0,
A.8.2 HTTP(S)BHER
BT
A EE

EIWSMNIRSS RIZERIHTTP(S)iBRERY, LiRIEBRICNZIRESEZWFILE, MoK
FR LS httpsiHE AIX LM
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iHSIEAIRSS
FFisr

A Bg=R

HIASMNERSZ@HTTP(S) Rin&iXHERE, EaLiEITEELEMEEHRTERSE
BRXDiHEMRI. HERNEE: HTTPS)ITHEmABRE8MEN. HTTP(S)HEXER
AIREZCAIHTTP(S) BUELT RB BRI =M EEME0, HTTP/HTTPStMYIIAPOSTH
o

HSMNIRSBEHTTP(S) Rin AKX BERY, kEPEIEBFRX-SMN-MESSAGE-TYPE, X-
SMN-MESSAGE-ID, X-SMN-TOPIC-URN, X-SMN-SUBSCRIPTION-URN, #0ZEA-3
Fio

% A-3 EE HTTP L 05 A

85 o)z
X-SMN-MESSAGE-TYPE HEER, HERRSRIE:

e SubscriptionConfirmation
e Notification

e UnsubscribeConfirmation

X-SMN-MESSAGE-ID HEHE—RR,
X-SMN-TOPIC-URN FEE—RR, TRERIFENER,
X-SMN-SUBSCRIPTION-URN T IRZRIRAE—FRR .

HEHTTP(S)HEXHRFIHTTP(S)BUHITIRH
S, RELFE.

(MARIY:
X FHTTPLER=FERAYIAR :
o RFC 7230 EH3.240#IE, HTTPAZINFZREHRAXDANE .
e RFC 7540 E8.1.20081%E, WFIHHTTP/2RARS %, LPFRIEREER—B /N
5,
o WTFHFPBEEMAIHTTPLERFER, SMNUIERE_ EIRISMESREE
o FFPINEMNHTTPLERHIREEXFER, BINKEAARDKXNEHAR .

HTTP(S)iT A B BRI

IMHTTP(S)ITRZIRLIS, SMNEENLTRZiRHXE—SZITIREANGESR, TESE
REERIHTTP Content, BRISONBIZERE, HpEiEsubscribe_url{E, 1T
INEEGETiEKRsubscribe_urlitbiibif{TiEIA, BEARISONFERIRIBIIFRA-4F=.

% A-4 HTTP(S)iTIARAE AR S H0HEA

e 5iAH
type JEEZEAY, SubscriptionConfirmation,,
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A B3z
2% 588
signature HEER
KBAFERBEmessage, message_id, subscribe_url,
timestamp, topic_urnfitype, EAEZEERN, BS
m&g‘_‘l;ﬁléggo
topic_urn FHE—IRR, FpSIERIER.
message_id HEE—IRR,

signature_version

B2 AEE, BRiIZEV.

message

AR B AR

subscribe_url

VIRIAEZEIAEAIURL,

signing_cert_url

RAFEREZMNERURL, FREEN, FJEERE.

timestamp

IBESE—IRAIXRORTEIE

HTTP(S)ITEIF B SAEFIANT
{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsqbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmMBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SPMH3+qC6RZhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",
"type": "SubscriptionConfirmation",

"message": "You are invited to subscribe to topic:
urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic. To confirm this
subscription, please visit the subscribe_url included in this message. The subscribe_url is valid only within 48
hours.",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188ca656c537e31ce",

"signing_cert_url": "https://smn.cn-north-9.myhuaweicloud.com/smn/SMN_cn-
north-9_94f60ccdfbee4588aa4d555935a56ba3.pem”,

"timestamp": "2019-08-12T722:40:56Z"

}

HTTP(S)#XEHE AT

HTTP(S)LTlﬂéS*“‘Tlﬂﬁ%LAF, LB EISMNIEXRYER, TEISHEARHTTP
ContentfS2, B=ISONE, BAFEIRIBINFRA-5FR.

% A-5 HTTP(S)#EXE BRI S5 A

e i58H
type JHESERY, Notification,

MA4RARAS 07 (2023-06-30)
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5z =12

A B
2% 588
signature HEER
BAFERBEmessage, message_id, subject,
timestamp, topic_urnftype EAEZEERLE, R
subject™1FE, MASERL, EEIRKEHEBES.
subject HEMRR
topic_urn RRYE—IRIR, FRpSIAERIERR .
message_id HEE—RR,
signature_version FERRAEFEE, HRIRV]
message T RIEE B B AR
unsubscribe_url S ihENZAEHERT LABGEZimIT 5
signing_cert_url BFEHEEZRIEBURL,
timestamp BEFE—IRAIXRIRTEE

HTTP(S)#EXiEBAFFIII T
{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsgbUCPNnBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmMBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SPMH3+qC6RZhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message_id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "Notification",

"message": "{\"enterpriseProjectld\": \"0\", \"eventTime\": \"2019-08-12 22:40:55.040632\",
\"chargingMode\": \"postPaid\", \"cloudserviceType\": \"xxx.service.type.bandwidth\", \"eventType\": 1,
\"regionld\": \"region01\", \"tenantld\": \"057eefe55400d2742f8cc0017870ceef\", \"resourceType\":
\"xxx.resource.type.bandwidth\", \"resourceSpecCode\": \"19_bgp\", \"resourceSize\": 10, \"resourceld\":
\"e091f1b1-08ef-4e2b-a27e-f85e4c19026a\", \"resouceSizeMeasureld\": 15, \"resourceName\":
\"elbauto_2019_08_13_06_40_46\"}",

"unsubscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188cab56c537e31ce",

"signing_cert_url": "https://smn.cn-north-9.myhuaweicloud.com/smn/SMN_cn-
north-9_94f60ccdfbee4588aa4d555935a56ba3.pem”,

"timestamp": "2019-08-12T722:40:56Z"

}

HTTP(S)BXH TI‘FH%'EEI’\J%EC

HTTP(S)ITIEIRELEITPRRIAS , SRIRiSIEISMNHEXRIELETT AR, T
4%; *HTTP Content{ﬁlluw JSON$7 ,~{Z'S% iREHQDEA'GﬁEZRo
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& A-6 HTTP(S)BUEITIRIE B AME NS 205 8P

2 7L

type JHEZERY, UnsubscribeConfirmation,

signature BEER.
BE2FERBEIEmessage, message_id, subscribe_url,
timestamp, topic_urnftype EAFEZEERLE, BN
REHEHEES

topic_urn RAYE—IRR, Fp2NAERIERR .

message_id HEE—RR,

signature_version FEARAEE, BaigVil.

message EUETT A B2 A0EIA

subscribe_url BT RAEEIHITAIURL,

signing_cert_url BFEHEEZRIEBURL,

timestamp HES IR RIERIRTE)E .

HTTP(S) BUETT B S BIan T :
{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLCTUIXwvUsqgbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTeOgCFT068Zru70K6w9aQaY44mXnN3OWGmBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SpMH3+qC6RzhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "UnsubscribeConfirmation",

"message": "You are unsubscribed from topic:
urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic. To subscribe to this topic
again, please visit the subscribe_url included in this message. The subscribe_url is valid only within 48
hours.",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188ca656¢537e31ce",

"signing_cert_url": "https://smn.cn-north-9.myhuaweicloud.com/smn/SMN_cn-
north-9_94f60ccdfbee4588aa4d555935a56ba3.pem”,

"timestamp": "2019-08-12T722:40:56Z"

}

A.8.3 KIGHEESZ

Bria=

ATHREREZE, RETHHEA. BUEITRHMBERZRINE, BRI FEY
SMNthJiGE’J‘iéjM HITEG, HES ﬁ;@%ﬂlﬁﬁﬁw HE. BxESFECHET @ E
B EASMNEEFRIER, SFUBEEZRRIEERNGESE

SRS 07 (2023-06-30) IS © ERRAGIRAT 5



iHSIBRNIARSS

FPisr A KR
BELR
IEUFSMNAIEAIHTTP(S)i5RKEURIZM T -
1. SMNERIBZRIETRZKIHTTPER, (FREGFXENE-BEEHTEZR
iE, BERRISITISRBERESZISEHERENEZRBEREE.
2. JBIZHTTP;EESAYsigning_cert_urBREGEPRAFAIMELL, @BiT iz UtSREGES RN
S, FEERX509EE,
(0 #8A
THIEBHEEIAREHTTPSIE R, BB FEHEIRSS RAGEBIIE R
3. MXS09IEBHIRENASE, AFIRIEWERE B SEIEFTEEM
4. MEHBZER, EHEERNEtypeXdNAYE, AREIAEHEEEITNARRIZEZIE
PBIFAR .
5 QIERXZFEER, SHEFIEENEUE®R, FHEERFHFHIFR . 8— 8

5—17, B—MES—1T, BENAYEEZRSTRIT—1T.

RHEHEXRENEZRERER

1.

2.

NEESSEE
-  BRENVREELTHE, tiXRsubjecth=, NAES583:

message
message_id
subject
timestamp
topic_urn
type

- —NERENERNEZREEE R T:
message
My test message
message_id
88c726942175432bac921eafd0036163
subject
demo
timestamp
2016-08-15T07:29:16Z
topic_urn
urn:smn:regionld:74dc9e44d0cc4573adfce91cdfdd3bad:xxxx
type
Notification

(MARY:
5—MES—1T, BE—MES—T, BFXRIEEZET ST T,

TIRFAFIEGELT IS
- JEANIBGEIT R R RE B LA T

message

message_id

subscribe_url

timestamp

topic_urn
type

- —MITEEIARYE R RGN N
message
You are invited to subscribe to topic:
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo. To confirm this subscription,
please visit the following SubscribeURL in this message.
message._id
def5c309cbff44d5a870787ed937edf8
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subscribe_url
https://ipitilt/smn/subscription/confirm?region_id&token&topic_urn:demo
timestamp

2016-08-15T07:29:16Z

topic_urn

urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo

type

SubscriptionConfirmation

(MERTY:
B—MRAH—T, 58— MES—1T, BIINAYEEIZEETGITRIT—1T.

A.8.4 IS

Java iES

IEEEEREM, Hisigning_cert_url. signature2MHTTP(S)iEEETHEIATKEY
BB, messageMFEHENEZIBE. LUTARAREE, (UitsE,

private static void isMessageValid(String signing_cert_url,
String signature, Map<String, String> message) {
InputStream in = null;
try {
URL url = new URL(signing_cert_url);
in = url.openStream();
CertificateFactory cf = CertificateFactory.getinstance("X.509");
X509Certificate cert = (X509Certificate) cf.generateCertificate(in);
Signature sig = Signature.getinstance(cert.getSigAlgName());
sig.initVerify(cert.getPublicKey());
sig.update(buildSignMessage (message).getBytes("UTF-8"));
byte[] sigByte = Base64.getDecoder().decode(signature);
if (sig.verify(sigByte)) {
System.out.println("Verify success");
}else {
System.out.println("Verify failed");

} catch (Exception e) {
throw new SecurityException("Verify method failed.", e);
} finally {
if (in !=null) {
try {
in.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}
}

(MR

{#FH)ava 8 IRALLTRIFF, HLMERSE=7jarBcommons-codec jari#{TBase64f2H3 .

FoIg _EIAREFICRIFAY byte[] sigByte = Base64.getDecoder().decode(signature);" A% HN
"byte[] sigByte = Base64.decodeBase64(signature);" o

HMERIGEARIRENCES

private static String buildSignMessage(Map<String,String> msg) {
String type = msg.get("type");
String message = null;
if ("Notification".equals(type)){
message = buildNotificationMessage(msg);
} else if ("SubscriptionConfirmation".equals(type) ||
"UnsubscribeConfirmation".equals(type)){
message = buildSubscriptionMessage(msg);
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}

return message;

}

private static String buildSubscriptionMessage(Map<String, String> msg) {
String stringMessage = "message\n";
stringMessage += msg.get("message") + "\n";
stringMessage += "message_id\n";
stringMessage += msg.get("message_id") + "\n";
stringMessage += "subscribe_url\n";
stringMessage += msg.get("subscribe_url") + "\n";
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp") + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn") + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type") + "\n";
return stringMessage;

}

private static String buildNotificationMessage(Map<String, String> msg)
{

String stringMessage = "message\n";
stringMessage += msg.get("message").toString() + "\n";
stringMessage += "message_id\n";
stringMessage += msg.get("message_id").toString() + "\n";
if (msg.get("subject") != null){

stringMessage += "subject\n";

stringMessage += msg.get("subject").toString() + "\n";
}
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp").toString() + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn").toString() + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type").toString() + "\n";
return stringMessage;

Node.js

const fs = require('fs');
const crypto = require('crypto');
const jsrsag = require('jsrsasign');

*k

* RIGHBES
* @param pemFile &) HTFIBIEIR (FREANMIER SUGEEE
* @param signature fFIGIERISZ(E
* @param message fFIIEASHEAR
* @returns {boolean} true: EZEWIEEF; false: EFHERIAEL
i
function verifyMessage(pemFile, signature, message) {
const pubPem = fs.readFileSync(pemFile);
const verify = crypto.createVerify(signatureAlgorithm(pubPem));
verify.update(buildSignMessage(message));
const verifyResult = verify.verify(pubPem, signature, 'base64');
if (verifyResult) {
console.log("verify success");
return true;
} else {
console.log('verify failed, result: ' + verifyResult);
return false;
}
}

* MEBPIREEZREE
*/
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function signatureAlgorithm(pubPem) {
const certObject = new jsrsag.X509();
certObject.readCertPEM (pubPem.toString());
let algorithm = certObject.getSignatureAlgorithmField();
if (algorithm.split('with').length > 1) {
algorithm = algorithm.split(‘with')[1] + '-' + algorithm.split(‘'with')[0];
}
return algorithm;

}

function buildSignMessage(msg) {

const type = msg.type;

let message = ";

if (type === 'Notification') {
message = buildNotificationMessage(msg);

} else if (type === 'SubscriptionConfirmation') {
message = buildSubscriptionMessage(msg);

}

return message;

}

function buildNotificationMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
if (msg.subject) {
signMessage += 'subject\n' + msg.subject + '\n';

signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';

return signMessage;

}

function buildSubscriptionMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
signMessage += 'subscribe_url\n' + msg.subscribe_url + "\n';
signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';
return signMessage;

(AR

ZREULEBEEN dejs v14.17 55RA i@ o

Go if

iff!

package demo

import (
"bytes"
"crypto"
"crypto/rsa"
"crypto/x509"
"encoding/base64"
"encoding/json"
"encoding/pem"
"fmt"
"io/ioutil"

)

type Message struct {
Signature string “json:"signature"”
Subject *string “json:"subject"”
TopicUrn string “json:"topic_urn""
Messageld string “json:"message_id""
SignatureVersion string “json:"signature_version""
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Type string “json:"type""

Message string “json:"message"”
SubscribeUrl  string “json:"subscribe_url""
UnsubscribeUrl string ‘json:"unsubscribe_url""
SigningCertUrl string “json:"signing_cert_url"™
Timestamp string “json:"timestamp""

}

func VerifyMessage(pemFile string, message string) bool {
msg := Message{}
err := json.Unmarshal([]byte(message), &msg)
if err !=nil {
fmt.Println("Convert json to struct failed")
return false

}
pemContent, err := ioutil.ReadFile(pemFile)
if err !=nil {

fmt.Println("Read pem file failed")
return false

certDerblock, _ := pem.Decode(pemContent)
if certDerblock == nil {
fmt.Println("Decode pem file failed")
return false

}
cert, err := x509.ParseCertificate(certDerblock.Bytes)
if err !=nil {

fmt.Println("Parse cert failed")
return false

}

msgString := buildMessage(&msg)
msgHash := crypto.SHA256.New()

msgHash.Write([]byte(msgString))
msgHashSum := msgHash.Sum(nil)

decodeSign, _ = base64.StdEncoding.DecodeString(msg.Signature)

publicKey := cert.PublicKey.(*rsa.PublicKey)
err = rsa.VerifyPKCS1v15(publicKey, crypto.SHA256, msgHashSum, decodeSign)
if err !=nil {
fmt.Println("Verify failed")
return false
}else {
fmt.Println("Verify success")
return true
}
}

func buildMessage(msg *Message) string {
if msg.Type == "Notification" {
return buildNotificationMessage(msg)

} else if msg.Type == "SubscriptionConfirmation" || msg.Type == "UnsubscribeConfirmation" {
return buildSubscriptionMessage(msg)

}

return ""

}

func buildNotificationMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
/] msgERTETESubject FERAFHENIGS, TEISHILIE
if msg.Subject != nil {

buf.WriteString("subject\n" + *msg.Subject + "\n")

}
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
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return buf.String()
}

func buildSubscriptionMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
buf.WriteString("subscribe_url\n" + msg.SubscribeUrl + "\n")
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
return buf.String()

(1 %88
ZRBIFIEEgo 1.158RAS Bk @ .

SRS 07 (2023-06-30) IS © ERRAGIRAT 58



iHSIEAIRSS
FFisr

B {21Tic%

B ZiTieR

hR7s 5 HE

TEIA

2023-06-30

EERERNE

o A ‘W BT,

o IS “WEMESSY/MIPRERS R

) ==+

BETlo

2023-01-31

FEIORERXNKR -
g “HRWERBEE

) ==

BTo

2022-03-30

FRREX A
T&k:

o NAITIRMMY
o DMSITIEIMN o

2020-09-30

BIPREX AR
RRLEIFIT:
BRI

2019-02-28

EoRERER.
ERIAA:

o FTIER MY

o IR “BanEXER B

2018-08-30

BRER &
E =

o FRISTTIAIMNY
o DMSITiHHMY

2017-12-31

%_}KIEEtﬁﬁ o

MA4RARAS 07 (2023-06-30)

WRIERE © HERRARBIRAT

59



	目  录
	1 主题管理
	1.1 创建主题
	1.2 修改显示名
	1.3 新增/修改/删除主题标签
	1.4 设置主题策略
	1.4.1 基本模式

	1.5 订阅主题
	1.6 发布主题消息
	1.6.1 发布主题消息简介
	1.6.2 向主题发布文本消息
	1.6.3 向主题发布JSON消息
	1.6.4 向主题发布模板消息

	1.7 删除主题

	2 订阅管理
	2.1 添加订阅
	2.2 请求订阅
	2.3 取消订阅
	2.4 删除订阅

	3 消息模板管理
	4 记录消息通知服务
	4.1 记录消息通知服务简介
	4.2 支持审计的关键操作列表
	4.3 查看审计日志

	5 监控
	5.1 监控指标说明
	5.2 查看监控指标数据
	5.3 设置监控告警规则

	6 消息传输日志
	7 权限管理
	7.1 创建用户并授权使用SMN
	7.2 SMN自定义策略

	8 关于配额
	A 附录
	A.1 JSON格式消息说明
	A.2 模板格式消息说明
	A.3 不同协议消息说明
	A.4 订阅确认流控说明
	A.5 国家（或地区）码
	A.6 授权操作与SMN接口的映射关系
	A.7 短信发送限制
	A.8 HTTP(S)终端节点使用样例
	A.8.1 HTTP(S)终端节点使用样例简介
	A.8.2 HTTP(S)消息格式
	A.8.3 校验消息签名
	A.8.4 示例代码


	B 修订记录

