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5.2 IEFHIRIgSE
5.2.1 ikiEHISREE

IRIEHIZRIRHERGCER M, BXAEA . XEEHIRESE BN A TEREE _ERY
510U,

RGC-GR_AUDIT_BUCKET_DELETION_PROHIBITED
SEHEL: SCP
258Y: Preventive
Ihge: FALEMIBRRGCIE BEIIEM S RIZAIOBSHE o
{

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_DELETION_PROHIBITED",

"Action": [
"obs:bucket:DeleteBucket"
1

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
]

"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}

RGC-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED
SCH: SCP
28I Preventive
INgE: BALEXIRGCEIFZEAYOBSIBRIMNZ L EHITEMR
{
"Version": "5.0",
"Statement": [{

"Sid": "AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutEncryptionConfiguration"
]

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
]

"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

SRS 01 (2024-01-30) IS © ERRAGIRAT »



RFaEF O

FBFigr 5 EHIRIRETR
}
H
}
RGC-
GR_CT_AUDIT _BUCKET _LIFECYCLE_CONFIGURATION_CHANGES PROHIBITED
sCIR: SCP
ZAY: Preventive

Thee: FHLEXIRGCEIZAIOBSHRRI A ApERRECEIHITE S

~

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutLifecycleConfiguration"
]

"Resource": [
"obs:*:bucket:rgcservice-managed-*-logs-*"
1
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
h

-

RGC-
GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

I: SCP

O

KAY: Preventive

IgE: BALEXIRGCEUZRIOBSHEHITECEE N -

-~

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutBucketLogging"
]

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
]

"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}

RGC-GR_CT_AUDIT BUCKET _POLICY CHANGES PROHIBITED
SCHL: SCP

KA Preventive
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IhgE: BALEXIRGCEUERAIOBSHRRISRERIEITE L o
{

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED",
"Effect": "Deny",
"Action": [
"obs:bucket:PutBucketPolicy",
"obs:bucket:DeleteBucketPolicy"
1,
"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}

RGC-GR_CES_CHANGE_PROHIBITED
SCH: SCP
2581: Preventive
IhgE: FALEEEIRGCHMEIEIMEMIRERICESAE .
{

"Version": "5.0",
"Statement": [{
"Sid": "CES_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"ces:alarms:put*",
"ces:alarms:delete*",
"ces:alarms:addResources"
1

"Resource": [

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

"StringMatch": {
"g:ResourceTag/rgcservice-managed": "RGC-ConfigComplianceChangeEventRule"
}

}

"Sid": "CES_TAG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [

"ces:tags:create”

1

"Resource": [

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

"ForAnyValue:StringMatch": {
"g:TagKeys": "rgcservice-managed"
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RGC-GR_CONFIG_CHANGE_PROHIBITED
SCHR: SCP
A Preventive
IhRE: BhLERIConfigitfTECEEX o
{

"Version": "5.0",
"Statement": [{
"Sid": "CONFIG_CHANGE_PROHIBITED",

"Action™: [
"rms:trackerConfig:delete",
"rms:trackerConfig:put"

]

;
"Resource": [
-

1
"Condition": {
"StringNotMatch": {

1

RGC-GR_CONFIG_ENABLED
SCH: SCP
ZAY: Preventive
Ihee: TERTERBXI%H SR Config,
{

"Version": "5.0",
"Statement": [{
"Sid": "CONFIG_CHANGE_PROHIBITED",

"Action": [
"rms:trackerConfig:delete",
"rms:trackerConfig:put"

1

"Resource": [

1

"Condition": {
"StringNotMatch": {

"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

byl

RGC-GR_FUNCTIONGRAPH_CHANGE_PROHIBITED
SCHL: SCP

S5k 01 (2024-01-30) WRIERE © HERRARBIRAT
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ZAY: Preventive

INRE: ARIFEHRGCIEZERIFunctionGraphiRE] .

-~

"Version": "5.0",
"Statement": [{
"Sid": "FUNCTIONGRAPH_CHANGE_PROHIBITED",
"Effect™: "Deny",
"Action": [
"functiongraph:function:createFunction”,
"functiongraph:function:deleteFunction”,
"functiongraph:function:updateFunctionCode",
"functiongraph:function:updateMaxInstanceConfig",
"functiongraph:function:createVersion",
"functiongraph:function:createEvent",
"functiongraph:function:deleteEvent",
"functiongraph:function:updateEvent",
"functiongraph:function:updateReservedinstanceCount",
"functiongraph:function:updateFunctionConfig"
1,
"Resource": [
"functiongraph:*:*:function:rgcservice-managed/RGC-NotificationForwarder"
]

"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}

RGC-GR_SMN_CHANGE_PROHIBITED
SCHER: SCP
257Y: Preventive
Inge: FLEERGCIZERISMNEBRIRE .
{

"Version": "5.0",
"Statement": [{
"Sid": "SMN_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"smn:topic:update*",
"smn:topic:delete*"
1,

"Resource": [

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}

"ForAnyValue:StringMatch": {

"g:ResourceTag/rgcservice-managed": [
"RGC-SecurityNotifications",
"RGC-AllConfigNotifications",
"RGC-AggregateSecurityNotifications

"Sid": "SMN_TAG_CHANGE_PROHIBITED",
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"Effect": "Deny",

"Action": [
"smn:tag:create",
"smn:tag:delete"

1y
"Resource": [
1y
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
"ForAnyValue:StringMatch": {
"g:TagKeys": "rgcservice-managed"
}

-

RGC-GR_SMN_SUBSCRIPTION_CHANGE_PROHIBITED
SCIl: SCP
ZEAY: Preventive

Ihge: BILEEEIRGGRERISMNERRLTE, ITHRATMAREEMRNSIEEKAYE
o

~

"Version": "5.0",
"Statement": [{
"Sid": "SMN_SUBSCRIPTION_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"smn:topic:subscribe",
"smn:topic:deleteSubscription"

]

)
Resource": [

nEn

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts::*:assumed-agency:RGCServiceExecutionAgency/*"
%,
"ForAnyValue:StringMatch": {
"g:ResourceTag/rgcservice-managed": [
"RGC-SecurityNotifications",
"RGC-AllConfigNotifications",
"RGC-AggregateSecurityNotifications"
]
}
}
1
}
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BEHIRIRSFR | Thee 45— TEEE "B
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CTS_TRACKER_ | iBEz2E, WA
EXISTS “REM .
IAM
BEHIRIESFR | Thee = TEEEE "R
RGC- WSFEAE | EtRiTRl | & identity::acc
GR_CONFIG_IA | BBaYipia=s R essKey
M_ROOT ACC |48, MK “R
ESS_KEY_CHEC | &1
K
RGC- BERSEKARE |@EIHTRE |S identity::acl
GR_CONFIG_R | MFAIAIE, M | AR
OOT_ACCOUN | K “F&
T_MFA_ENABL | #1” .
ED
RGC- IAMBERE mEHITRE | S identity::pro
GR_CONFIG_IA | admintX R IR tectionPolicy
M_POLICY_NO | (***@**dk*),
_STATEMENTS | ik “A&
_WITH_ADMIN | #1” .
_ACCESS
RGC- IAMBENZR | @FiTEE | K identity::role
GR_CONFIG_IA | EEEBallowhy | AR
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EVS
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EEE
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EEE
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e
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APIZEINIES
“TINIE”
WA “XAE&
Mmoo

DN tEsRaY
iR

apig::instanc
e

RGC-
GR_CONFIG_A
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