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o INEERSEUE

o (RIPHUETEM

o (RIFECE

o {RILERA

o INEEIPRIEUE

o IESHIAM

o EIERKE

o (FAESMHIGIE

o IESHIM

o EIENE

o  ARMIRSHITES
o NEHIMNHITES
o EMRIFIVE

5.2 EFHIRIESE
5.2.1 Wikt HlI SRS

EIEHISRESHRGCIR M, BTLiREMA .. iXEifRIRSS BN AT AR R
10U,

RGC-GR_AUDIT_BUCKET_DELETION_PROHIBITED
B RAiFmbRE S48
ST SCP
KB FRBHMEIEHISRAS

IgE: BALEMIBRRGCIE HRRIIEMK S HEIZAIOBSHE .

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_DELETION_PROHIBITED",

"Action": [
"obs:bucket:DeleteBucket"
1

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}
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RGC-GR_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED
Bk FARHENAEHRIINEEE
SCH: SCP
KB FRppEEHISREE
IheE: BHLEXIRGCEIZAIOBSHBRIMNZEL EHITE N o
{

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED",

[

"Action": [
"obs:bucket:PutEncryptionConfiguration"
]

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}

1
}

RGC-
GR_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

AR ARiHe B S EEA
. SCP
BY: FRBAEEHISREE
Ihge: FHLEXIRGCEIZERIOBSHERIE M EHIE B TEX .
"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutLifecycleConfiguration"
1

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
1

"Condition": {

"StringNotMatch": {
"g:PrincipalUrn": "sts::*:assumed-agency:RGCServiceExecutionAgency/*"

1

RGC-
GR_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

ZIR: AR e EEENEE SRS
STl SCP
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e At el S
IngE: FHLEXYRGCEIZERIOBSHEFITHCE E N -
{

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutBucketLogging"
]

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"'
]

"Condition": {

"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

byl

RGC-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED
BN RRVHEN B EBRITE SRS
SEHR: SCP
KR FRb ISR
Ihge: BALEXTRGCEIZERYOBSHERIRIRIHITE L o
{

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutBucketPolicy",
"obs:bucket:DeleteBucketPolicy"

1,

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"

1

"Condition": {
"StringNotMatch": {

1

-

RGC-GR_CES_CHANGE_PROHIBITED
BIR: AAFRIRGCERERICESHITER
: SCP
D TR SR
: FALEEMRGCH BIEIMEMIZERICESELE -

)ﬂ,
=l

HE
e

<N

~ -
o=
i
[aYay

"Version": "5.0",
"Statement": [{
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"Sid": "CES_CHANGE_PROHIBITED",

"Effect": "Deny",

"Action": [
"ces:alarms:put*",
"ces:alarms:delete*",
"ces:alarms:addResources"

1

b
"Resource": [

"N

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
T
"StringMatch": {
"g:ResourceTag/rgcservice-managed": "RGC-ConfigComplianceChangeEventRule"
}
}

"Sid": "CES_TAG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [

"ces:tags:create”

1

b
"Resource": [

"N

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
T
"ForAnyValue:StringMatch": {
"g:TagKeys": "rgcservice-managed"

RGC-GR_CONFIG_CHANGE_PROHIBITED
BIR: TRIFEConfigicRas
SCIR: SCP
KA FRpEHHEHISRRE
ThRE: BHLEXIConfigitfTReBEEK .
{

"Version": "5.0",
"Statement": [{
"Sid": "CONFIG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"rms:trackerConfig:delete",
"rms:trackerConfig:put"

]

)
Resource": [

nxn

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
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1

RGC-GR_FUNCTIONGRAPH_CHANGE_PROHIBITED

BR: AARIHEMRGCRERIFunctionGraphiR ]
SCHL: SCP

KR FRpa ISR

INEE: ARIFEMRGGRERIFunctionGraphiREl .
{

"Version": "5.0",
"Statement": [{

"Sid": "FUNCTIONGRAPH_CHANGE_PROHIBITED",

"Effect": "Deny",

"Action": [
"functiongraph:function:createFunction",
"functiongraph:function:deleteFunction"”,
"functiongraph:function:updateFunctionCode",
"functiongraph:function:updateMaxInstanceConfig",
"functiongraph:function:createVersion",
"functiongraph:function:createEvent",
"functiongraph:function:deleteEvent",
"functiongraph:function:updateEvent",
"functiongraph:function:updateReservedinstanceCount",
"functiongraph:function:updateFunctionConfig"

1,

"Resource": [
"functiongraph:**:function:rgcservice-managed/RGC-NotificationForwarder

1,

"Condition": {
"StringNotMatch” {

"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

}

}
byl
}

"

RGC-GR_SMN_CHANGE_PROHIBITED
B AARIFHEKRGGRERISMNIEAN
SCHL: SCP
KB TARAHEETISERE
IhgE: BHLEEEIRGCREBRISMNBANZE
{

"Version": "5.0",
"Statement": [{
"Sid": "SMN_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"smn:topic:update*",
"smn:topic:delete*"
1,

"Resource": [
xn
1

"Condition": {
"StringNotMatch": {
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2

"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
%
"ForAnyValue:StringMatch": {
"g:ResourceTag/rgcservice-managed": [
"RGC-SecurityNotifications",
"RGC-AllConfigNotifications",
"RGC-AggregateSecurityNotifications"

"Sid": "SMN_TAG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"smn:tag:create",
"smn:tag:delete"
1,

"Resource": [

"N

1,
"Condition": {
"StringNotMatch" {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
T
"ForAnyValue StringMatch": {
"g:TagKeys": "rgcservice-managed"

RGC-GR_SMN_SUBSCRIPTION_CHANGE_PROHIBITED
B ARVFTRERGGRERISMNIEAN
SCHL: SCP
KB FRBAHMEIEEIR

Ihee: FALEEREIRGCGRERISMNERRITR, MITHRIAFAAECERN
o

{

"Version": "5.0",
"Statement": [{
"Sid": "SMN_SUBSCRIPTION_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"smn:topic:subscribe",
"smn:topic:deleteSubscription"
1,

"Resource": [

1,
"Condition": {
"StringNotMatch” {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
%,

"ForAnyValue:StringMatch": {
"g:ResourceTag/rgcservice-managed": [
"RGC-SecurityNotifications",
"RGC-AllConfigNotifications",
"RGC-AggregateSecurityNotifications"
]
}

B ATE
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RGC-GR_CONFIG_CTS_TRACKER_EXISTS
FR: KSHKREBIECTSIEERSS, A “AFEM”
Hl: Config rule
KR G SR
IheE: HNKSHRECIZCTSIERRSE
terraform {

required_providers {

huaweicloud = {
source = "huaweie.com/provider/huaweicloud"

J

R

HE

version = ">=1.51.0"
}
}
}
provider "huaweicloud" {
endpoints = {}
insecure = true

variable "ConfigName" {
description = "config name"
type = string
default = "cts-tracker-exists"

variable "PolicyAssignmentName" {
description = "policy assignment name"
type = string
default = "rgc_cts_tracker_exists"

variable "ConfigRuleDescription" {
description = "config rule description"

type = string

default = "IKSROIECTSIERRRS, WA “FER” "
3
(SZ I

variable "RegionName" {
description = "policy region"
type = string

data "huaweicloud_rms_policy_definitions"
"rms_policy_definitions_check" {
name =
var.ConfigName
}
resource "huaweicloud_rms_policy_assignment"
"rms_policy_assignment_check" {
name =
var.PolicyAssignmentName
description =
var.ConfigRuleDescription
policy_definition_id =
try (data.huaweicloud_rms_policy_definitions.rms_policy_definitions_check.definitions[0].id, "")
period = "TwentyFour_Hours"
status = "Enabled"

}

RGC-GR_CONFIG_OBS_BUCKET_PUBLIC_READ_POLICY_CHECK
Bk WAL ATE, WA “AER”
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SCH: Config rule
R NI SRR
Ihee: N RIEE ARNINE,

terraform {
required_providers {
huaweicloud = {
source = "huawei.com/provider/huaweicloud"

version = ">=1.51.0"
}
}
}
provider "huaweicloud" {
endpoints = {}
insecure = true

variable "ConfigName" {
description = "config name"
type = string
default = "obs-bucket-public-read-policy-check"

variable "PolicyAssignmentName" {
description = "policy assignment name"
type = string
default = "rgc_obs_bucket_public_read_policy_check"

variable "ConfigRuleDescription" {
description = "config rule description"
type = string
default = " LARAFHE, WA “FER” "

variable "ResourceProvider" {
description = "resource provider"
type = string
default = "obs"

}

variable "ResourceType" {
description = "resource type"
type = string
default = "buckets"

variable "RegionName" {
description = "policy region"
type = string

variable "IsGlobalResource" {
description = "is global resource"
type = bool
default = false
}
data "huaweicloud_rms_policy_definitions"
"rms_policy_definitions_check" {
name =
var.ConfigName
}
resource "huaweicloud_rms_policy_assignment"
"rms_policy_assignment_check" {
name =
var.IsGlobalResource ? format("%s",
var.PolicyAssignmentName) : format("%s_%s",
var.PolicyAssignmentName,
var.RegionName)
description =
var.ConfigRuleDescription
policy_definition_id =
try (data.huaweicloud_rms_policy_definitions.rms_policy_definitions_check.definitions[0].id, "")
status = "Enabled"
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policy_filter {
region =
var.RegionName
resource_provider =
var.ResourceProvider
resource_type =
var.ResourceType

RGC-GR_CONFIG_OBS_BUCKET_PUBLIC_WRITE_POLICY_CHECK

J

BiR: WULURAAS, W8 “‘Fal”
SCH: Config rule

- SicH ool e 2 22e 5

e MUERBREARAHEE,

terraform {
required_providers {
huaweicloud = {
source = "huawei.com/provider/huaweicloud"

version = ">=1.51.0"
}
}
}

provider "huaweicloud" {
endpoints = {}
insecure = true
}
variable "ConfigName" {
description = "config name"
type = string
default = "obs-bucket-public-write-policy-check"

variable "PolicyAssignmentName" {
description = "policy assignment name"
type = string
default = "rgc_obs_bucket_public_write_policy_check"

variable "ConfigRuleDescription" {
description = "config rule description"
type = string
default = "FALUBEATES, WH “FER" "
}
variable "ResourceProvider" {
description = "resource provider"
type = string
default = "obs"

variable "ResourceType" {
description = "resource type"
type = string
default = "buckets"

variable "RegionName" {
description = "policy region"
type = string

variable "IsGlobalResource" {
description = "is global resource"
type = bool
default = false

}
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RGC-GR_DETECT _CTS ENABLED ON_SHARED ACCOUNTS
BFR: CTSIBIRZEAREEMERILTS, WA “AEM”

data "huaweicloud_rms_policy_definitions"
"rms_policy_definitions_check" {
name =
var.ConfigName
}
resource "huaweicloud_rms_policy_assignment"
"rms_policy_assignment_check" {
name =
var.IsGlobalResource ? format("%s",
var.PolicyAssignmentName) : format("%s_%s",
var.PolicyAssignmentName,
var.RegionName)
description =
var.ConfigRuleDescription
policy_definition_id =

try (data.huaweicloud_rms_policy_definitions.rms_policy_definitions_check.definitions[0].id, "")

status = "Enabled"

policy_filter {
region =
var.RegionName
resource_provider =
var.ResourceProvider
resource_type =
var.ResourceType

[l

SCH: Config rule
R QMM SREE
IheE: KNICTSIEEIREE 2 E B IERILTS,

terraform {
required_providers {
huaweicloud = {
source = "huawei.com/provider/huaweicloud"

version = "1.49.0"
}
}
}
provider "huaweicloud" {
endpoints = {}
insecure = true

variable "ConfigName" {
description = "config name"
type = string
default = "cts-lts-enable"

variable "PolicyAssignmentName" {
description = "policy assignment name"
type = string
default = "rgc_cts_lts_enable"
}
variable "ConfigRuleDescription" {
description = "config rule description"
type = string
default = "CTSIBERSZREEMEFILTS, A “FEM” "

variable "ResourceProvider" {
description = "resource provider"
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type = string
default = "cts"
}
variable "ResourceType" {
description = "resource type"
type = string
default = "trackers"
}
variable "RegionName" {
description = "policy region"
type = string
data "huaweicloud_rms_policy_definitions"
"ctsltsenable" {
name =
var.ConfigName
}
resource "huaweicloud_rms_policy_assignment"
"cts_lts_enable" {
name = format("%s_%s",
var.PolicyAssignmentName,
var.RegionName)
description =
var.ConfigRuleDescription
policy_definition_id =
try (data.huaweicloud_rms_policy_definitions.ctsltsenable.definitions[0].id, ""
status = "Enabled"
parameters = {
}
policy_filter {
region =
var.RegionName
resource_provider =
var.ResourceProvider
resource_type =
var.ResourceType
}
}
C\YE = =
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_ENCRYPTED | #1” .
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CCE
EHEISREE 2R | TheE 7= TEEE | &R IS5
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CCE_ENDPOI | #5 “A&
NT PUBLIC A | #1” .
CCESS
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CTS
EHIRIES | ThiEg = TEEE | AR =54
R EAWIE
RGC- WSkEE |E#EvHEC | & cts::tracke | &
GR_CONFIG_ | =ERegion%l | 0= r
MULTI_REGI | FROIEHE
ON_CTS_TR | FACTSIElZ
ACKER_EXIS |28, #F
TS N

Mo
RGC- WS THEF |#EZHEC | & cts::tracke | 2
GR_CONFIG_ | BCTSIBizEE | RF0iaix r
CTS_OBS_BU | KiBIFfSE
CKET_TRACK | BIOBSHH, #
B ARE
M
RGC- TMFERE |BuBR&c |& cts:itracke | &
GR_CONFIG_ | Z&&fEEL | FHiEE r
CTS_TRACKE | BRICTSIERR
R_ENABLED_ | 28, M55
SECURITY N
Mo
RGC- ERCTSIBER | R®IPHIE=R | & cts:itracke | Nk
GR_RFS_CTS | ECEHE | B4 r
_LOG_FILE_V | SZ{4381IF .
ALIDATION_
ENABLED_C
HECK
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EHIRERS | Thek b5~ TEEE | JE A= 314
R =aiE
RGC- BEXRCTSIEREE | 8vHECe | K cts::tracke | SR
GR_RFS_CTS | 22EABLTSH | FHisE r
_LOGS_ENA | FHBHEE,

BLED_CHECK

DDS

EHISRERSZFR | Thek b5 EEE | B IS
EAIE

RGC- FEESLAIZE (RIFECE 1% dds:insta | &

GR_CONFIG_ | B, REFit nce

DDS_INSTAN | BYDDSZLHIE

CE_HAMODE | &, MK “F

am” .

RGC- KFIEERE | S1BEE & dds:insta | &

GR_CONFIG_ | BIDDS3E4l, nce

DDS_INSTAN | #IA “A&

CE_ENGINE_ |[#1” ,

VERSION_CH

ECK

RGC- ESRIJDDSEE | INZFEESE | & dds:insta | R

GR_RFS_DDS | fhi#178%500 | 1B nce

_INSTANCE_E | 2%,

NCRYPTED_C

HECK

DEW

EHISRERSZFR | Thek b5 TCEEE | BR IS5
EAWIE

RGC- BR(HTKMS | IN=Zsesy | & kms:key | iR

GR_RFS_DEW | Z5Bfc &40 1=

_KEY_ROTATI | #&,

ON_ENABLE

D_CHECK

RGC- CSMSEERK | E1EN= s csms:secr | RNz

GR_CONFIG_ | BshBxzhie et

CSMS_SECRE | #&, ¥ “HF

TS_AUTO RO | &7 .

TATION_ENA

BLED
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EHISRERZFR | Thek m= EERE | &R IS5
EAVE
RGC- CSMSiERF* | SIEH = =5 csms:isecr | RN
GR_CONFIG_ | TEiEEXR#EA et
CSMS_SECRE | #gtE, MK
TS_PERIODIC | “FA&#Mm” .
_ROTATION
RGC- CSMSIEIRER | IIZEESE | 5 csms:secr | &
GR_CONFIG_ | {£HigEm 1= et
CSMS_SECRE | KMS, #79
TS_USING_C “REM .
MK
DMS
EHISREERFR | Thee ms TEEE | BR =
HED
WiE
RGC- FRKafkasL | RETAME | K dms::kafk | Rk
GR_RFS_KAF | flie&EZ1N o] alnstance
KA_MULTIPLE | BXLASSINS
_AZ_CHECK | aTFat4,
RGC- =3k e Al | 1K dms:irock | gk
GR_RFS_ROC | RocketMQsE etmglnsta
KETMQ_MUL | flEcEZ /N E] nce
TIPLE_AZ CH | BXLAZMS
ECK AR,
RGC- =R e Al | K dms::rabbi | iS5 K
GR_RFS_RAB | RabbitMQsE tmglnstan
BITMQ_MULT | flEcEZ /N H] ce
IPLE_AZ CHE | BXLASSIS
CK AT,
RGC- FEkKafkasL | pNZ=EHIF | dms::kafk | Rz
GR_RFS_KAF | MIEEATF | EUE alnstance
KA_INSTANC | RY3|g258042
E_TLS CHECK | Hf&mBELRe
PERMY
(TLS) i=
%,
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EHISKEEZR | ThaE 15— TEEE | BR WU E=
HER
WiE
RGC- =3k nZEmEb | & dms::rabbi | K
GR_RFS_RAB | RabbitMQSE | HI%IE tmgqlnstan
BITMQ_INST | BIEEERTIF ce
ANCE_TLS_C | R95|882L0U2
HECK HiEMmEZS
Y
(TLS) &
%,
RGC- =3k mEEwmEH | & dms:irock | Sk
GR_RFS_ROC | RocketMQSE | RY%iiE etmglnsta
KETMQ_INST | flEEEHTi% nce
ANCE_TLS_C | B93|ge8%2
HECK HiEmELZSE
MY
(TLS) &
=,
RGC- R RSt = dms::rabbi | RS
GR_RFS_RAB | RabbitMQPA tmglnstan
BITMQ_DLQ_ | 3B EZE(SPA ce
CHECK 5l
DWS
EHISRREZIR | TheEg i3 TEEE | #BR IS5
EAWIE
RGC- DWSEEEfkK e R dws::clus | i
GR_CONFIG_ | EHB&R ter
DWS_ENABL | BB, #lA “F
E_SNAPSHOT | &#1” .
RGC- DWSEERfiz | AEMIo | dws::clus | g
GR_CONFIG_ | #RYBIEARH | MuF S ter
DWS_MAINT | BEE, WX
AIN_WINDO “REM”
W_CHECK
RGC- DWSEEEER ZvyHEe | & dws:clus | NER
GR_CONFIG_ | BHBE# RN ter
DWS_ENABL | i, #A “F
E_LOG_DUM | &#” .
P
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HITREE 2R | Thee m= TEEE | &R =S4
=AWIE
RGC- EXRIIFB MEZeFSE | dws::clus | i M
GR_RFS_DWS | DWSEEHHEH | IE ter
_CLUSTER_E | {78%7500%%,
NCRYPTION_
ENABLED_CH
ECK
ECS
EHITREE 2R | TheE m= EEEE =R =S4
=AWIE

RGC- ECSHIERIM | (RIFECE {39 ecs:inst | &
GR_CONFIG_ | BATEEER anceV1
ALLOWED_EC | SBEIR, M)
S_FLAVORS “RKEMT .
RGC- BERIFNE | EIERE = ecs:iinst | &
GR_CONFIG_ | &&#R5IZ, anceV1
ALLOWED | | ECSSCEIRYS
MAGES_BY_N | 1@ Z#RA1Ti5
AME EATEEA,

A “rE

M7
RGC- KHIREEY AR A th ecsinst | @
GR_CONFIG_ | ECSHFH1TE anceVle
STOPPED_EC | EiR{FRIBTE cs:insta
S_DATE_DIFF | #8137 189 nceV1

K&, WA

“TEM .
RGC- ECSLHIREE | EB1BRE s ecs:iinst | MR
GR_CONFIG_ | TEHSS{CIEH anceV1
ECS_ATTACH | EHmIF, W
ED_HSS_AGE | K “F&
NTS_CHECK |#1” .
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ECS. IMS
EHISRIRSE | Thek ms TEEE | AR M2
R BWIHE
RGC- fEERITFRY S1EFEE = ecs:inst | &
GR_CONFIG_ | £#1&1D%| anceV1
ALLOWED_| | 3, ECS3Ef
MAGES_BY | | B9$&{&IDA
D EIEETE
B, WA
“ Z:é
m” .
RGC- ECSHURGA | EERRE s ecs:inst | e specifie
GR_CONFIG_ | fEfg%Etaghy anceV1 dIMSTa
APPROVED | | IMSESSBEI gKey:
MS_BY TAG | A, @A =
14 i
" ?,F':' e specifie
%o dIMSTa
gValue
B
EIP
BEHISRERSZFR | Thek b7/ TERRE | ®R M
EAYIE
RGC- SIZRIEIPTE | (iR F vpc:eipAs | Rk
GR_CONFIG_ | {8EXEE1A sociate
EIP_USE_IN_S | k4pEZE]E
PECIFIED_DA | SEf5, ¥
YS [14 \é;)u ”» o
ELB
EHISRER2FR | Theg ms “EEE | JR A== 514
=EEVE
RGC- EREISE | MRS |+ elb::loadb | ¥k
GR_CONFIG_ | 22T ENZ | & alancer
ELB_MULTIPL | NS XE
E_AZ_CHECK | fi#sCfil, 4N
TR DEEERY
SCERMED
F21aIH
X, ®A ‘K
am’ .
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HITREE 2R | Thee m= TEEE | AR IS5
EEVE
RGC- [BimiRSSEEM | IR AN | K elb:zmem | K
GR_CONFIG_ | &X&%0, B ber
ELB_MEMBER | EFfEHISiH
S_WEIGHT C | IRSZS.4AMI%HR
HECK HI9EEER
7
“SOURCE_|
P” B, ¥
“TEM .
RGC- ER(HaR= | REINEZS | & elb::listen | A&
GR_RFS_ELB_ | BUELBfaZtY | |9 er
PREDEFINED | #722HTTPS{5
_SECURITY_P | IFeeBEH—4
OLICY_CHEC | HBE=RECEN
K MEXZER
B o
RGC- ERAFAMZE | INZEwmP | P lb::listener | ;8K
GR_RFS_LB_T | BURYELBfAZL | BIEUE
LS HTTPS_ LI | t3f&2e{mirse
STENERS_ON | BEEHTTPS#&
LY _CHECK 1k,
RGC- ERAMZR | InZERm$ | P elb::listen | &
GR_RFS_ELB_ | ELBRZFEIERE | HIZUE er
TLS_HTTPS_L | s{REafaE;is
ISTENERS_O | #&728{mifre2fc
NLY CHECK | BHTTPS#
1F,
RGC- EXREENE | IReuAEE | & elb:zloadb | iK%
GR_RFS_ELB_ | I2F=ta#tdiE: alancer
DELETION_P | SEfHIBR{RF
ROTECTION_
ENABLED_CH
ECK
RGC- ER(Hoe | IReAEE | & elb:zloadb | &
GR_RFS_ELB_ | fazit3é2gHe alancer
MULTIPLE_AZ | EZ/ 0
_CHECK X,
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ER
EHISRIR2FR | Theg m= TEEE | &R IUIES51
BAYIE
RGC- ERAVIRH | REINGZS | & erzinstan | NP K&
GR_RFS_ER_| | S8E458zhiE | g ce
NSTANCE_AU | SHZ &S
TO_VPC ATT | &,
ACH_DISABL
ED_CHECK
EVS
EHISRER2FR | Theg m= EEE =R =S5
BEWIE
RGC- CUSERIEVSTE | AR =s evsivolu | g
GR_CONFIG_ | iBEXREEA me
EVS_USE_IN_ | RHEEER
SPECIFIED_D | Scf5l, M9
AYS “REM .
RGC- =IERRIES | LA = evsivolu | NP
GR_CONFIG_ | A1HuU=IRS me
VOLUME_UN | 28, #lA “F
USED_CHECK | &
RGC- BEATFN= | (RIPECE 1% evsvolu | &
GR_CONFIG_ | i@£28u%| me
ALLOWED .V | %, =EEN
OLUME_SPEC | ZEBIRIFIEE
S ASEERN, W@
SN
m” .
RGC- FRIFER | FPEE | & evsivolu | ik
GR_EVS_ALL_ | EVSHYAPI, me
OPERATION_
PROHIBITED
RGC- ARFEI=R | (RIPECE =51 evsvolu | R
GR_ECS_ATT | g8 — me
ACH_NO_EN | RINZHN=E
CRYPTED_EV | £,
S_PROHIBITE
D
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FunctionGraph
EHISRIR2FR | Theg m= "ERE | J/R A5
i3 =AWIE
RGC- FunctionGra | TBM |+ fgs::functio | FiZ &
GR_CONFIG_ | phER#FAE n
FUNCTION_G | B EISEmY
RAPH_CONC |SBEIA, WA
URRENCY CH | “A&#” .
ECK
RGC- RETIERR | BREIMNEZE | K fgs::functio | &
GR_CONFIG_ | {#HiEE ia] n
FUNCTION_G | VPC, ¥
RAPH_INSIDE | “F&#”
_VPC
RGC- RETIERR | EERRE e fgs::functio | &
GR_CONFIG_ | =703, #BAT n
FUNCTION_G | BHja]l. TFR
RAPH_SETTI | #IRTEIEETE
NGS_CHECK | B, A
=y
RGC- REITERD | BaZEEC | fgs::functio | Nk
GR_CONFIG_ | R¥RBHHE | FkE n
FUNCTION_G | &, WA
RAPH LOGGI | “A&#M” .
NG_ENABLE
D
GaussDB
EHISRIR2FR | Theg ms =EE | /iR IS5y
=4 BEWE
RGC- FHBEHEITH | 2ZHEE | F gaussdb:io | ik
GR_CONFIG_ | FHYGaussDB | RFNM51E pengaussin
GAUSSDB_IN | &R, #ih stance
STANCE_ENA | “A&#”7 .
BLE_AUDITL
0OG
RGC- IAABRRES | IR H gaussdb:io | iR
GR_CONFIG_ | #9H9GaussDB pengaussin
GAUSSDB_IN | &iE, Mk stance
STANCE _ENA | “A&#M” .
BLE_BACKUP
SCRERRA 01 (2025-02-27) IRIXFTE © ERRABIRAT 84


https://support.huaweicloud.com/intl/zh-cn/usermanual-rms/rms_05_0593.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-rms/rms_05_0595.html

RiFaEF O

BPiEm 5 I=HIRIR ST

EHIRIEBIR | TheEe = TEEiE | BR S
: BEHE

RGC- AAEEIRE | #uZBFCe | & gaussdb:io | iR
GR_CONFIG_ | &H9GaussDB | FfNias= pengaussin
GAUSSDB_IN | &g, #3 stance
STANCE_ENA | “F&M”
BLE_ERRORL
0OG
RGC- FHEERE | #uZBEe || gaussdb:io | NiZK
GR_CONFIG_ | BF9GaussDB®E | FH&E pengaussin
GAUSSDB_IN | &, I8 “F stance
STANCE_ENA | &#1” .
BLE_SLOWLO
G
RGC- GaussDBZR | iI2=0J Al | & gaussdb:io | gk
GR_CONFIG_ | REEAZER pengaussin
GAUSSDB_IN | &, fiA “F stance
STANCE_MUL | &7 .
TIPLE_AZ_CH
ECK

GeminiDB
EEIEES | 1R 78 mER | 2R S
X B ST
RGC- GeminiDBER | iI2=AJHME | & gaussdb::m | FiE A
GR_CONFIG_ | EEBNH ongolnstan
GAUSSDB_N | BX, #1 ce
OSQL DEPL | B “AEH
OY_IN_SING | #1”
LE_AZ
RGC- GeminiDBR | i2=#tt =e gaussdb:m | FiE K
GR_CONFIG_ | FFIE&17, ongolnstan
GAUSSDB N | i “F& ce
OSQL_ENAB | #1”
LE_BACKUP
RGC- GeminiDBX | #MHEIE | 1K gaussdb:m | ik
GR_CONFIG_ | AFESEIREH | R0 ongolnstan
GAUSSDB_N | &, #13 ce
OSQL_ENAB “T5
LE_ERROR_L |#” .
OG
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BPiErm 5 BRI ST
BEEES | e L] mER | AR S
i B BTV
RGC- GeminiDBA | #ZHEC | 1K gaussdb::m | iRt
GR_CONFIG_ | Z¥FEEl | Rkir ongolnstan
GAUSSDB N | BE, fih ce
OSQL_SUPP “T5
ORT_SLOW_ |#” ,

LOG
RGC- EEIN EEmP | & gaussdb:zm | ik
GR_RFS_GA | GaussDB RYEIRE ongolnstan
USSDB_MO | Mongo3L&4l ce
NGO INSTA | EENTE
NCE_TLS_CH | By5|g85Y
ECK REmE
ZE MY
(TLS) i&
%,
RGC- Rk e H gaussdb:zm | ik
GR_RFS_GA GaussDB ongolnstan
USSDB_MO | Mongo3L4l ce
NGO INSTA | EcEBmh&E
NCE_AUTO_ | 149,
BACKUP_CH
ECK
RGC- =R e =s gaussdb:ire | FiE Kk
GR_RFS_GA | GaussDB dislnstance
USSDB_REDI | RedissC{5#z
S_INSTANCE | EBm&
_AUTO_BAC | 15,
KUP_CHECK
RGC- Kk nEEmF | & gaussdb:ire | ik
GR_RFS_GA | GaussDB BOEUE dislnstance
USSDB _REDI | RedissC{5lEE
S_INSTANCE | X7
_TLS_CHECK | 5|8#2:8i8
HERMER
EXER 71T
(TLS) &
%o
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GES
EHISRIRSE | Thek ms EEE | AR 254
R BAYIE
RGC- GESEIRFARE | #iZBFELC | % ges::graph | Rk
GR_CONFIG_ | LTSHZE, # | RF0i4E
GES_GRAPH |/ “F&
S LTS_ENAB |#1” .
LE
RGC- GESEANYS | IR At | & ges:igraph | Rk
GR_CONFIG_ | iBAZEH]
GES_GRAPH | A, M
S_MULTLAZ | “F&
_SUPPORT m” .
IAM
BEHIREES | Thek 15— =ERE | JR US4
RGC- IAMERRERIE | EFlhiTeR | o identity:: | Atk
GR_CONFIG_ | t/RKMSEY(E | {RAR role
IAM_CUSTO | —pB3= .
MER_POLICY | action, #% * 'drirt'ég.g
_BLOCKED K | “&& pP . !
MS_ACTION |#1” . nroficy
S
RGC- RARFLSN | BERTE | K identity::use | iR
GR_CONFIG_ | BIIAMBAFIN | 1ERABR r
IAM_USER_C | NadminfEF
HECK_NON_ | #H, MK
ADMIN_GRO | “F&
upP m”
RGC- IAMARFEE | BfiiTe | & identity::use | ik
GR_CONFIG_ | MyI0T5RAE | 1EANER r
IAM_USER_N | SR,
O_POLICIES_ | B “AE
CHECK M7 .
NiEARAS 01 (2025-02-27) MRS © R ARBIRAT 87



RFaEF O

FAF¥sr 5 EHIRIRETE
LTS
EHISRIRSE | Thek ms ERE | AR AN 51¢
R B =AWIE
RGC- EXRELUISH | #vZHEFe |+ lts::group | iK%
GR_RFS_LTS_ | HHERBE | R
GROUP_RET | /»180%,
ENTION_PER
IOD_CHECK
MRS
BEHIREES | Thee = TEEEE | JR IS5
R =EAwiE
RGC- MRSEEEH S ESalAE% th mrs::cluste | RN
GR_CONFIG_ | BZaz3p r
MRS_CLUST |2, @K
ER_MULTIAZ | “F&
_DEPLOYME | #”
NT
RGC- KMSZSHAR | (RIPEUEST =5 mrs::cluste | FiER
GR_CONFIG_ | &bF “it% | =4 r
MRS_CLUST | flpR” 4K
ER_ENCRYPT | &,
_ENABLE
Network., ACL
BEHIREES | Thee = TEEEE | 7R IS4
R EAWiE
RGC- ER(FaI PRI IZZ =s network::a | iR
GR_RFS_NAC | £2ACLBHLEM | 8 clRule
L_NO_UNRE | 0.0.0.0/0if# X\
STRICTED_SS | ##[228ki%
H_RDP_CHE | 13389,
CK
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RDS
EHIZRISS | Thee = TEEE | &R I 24
T BAYIE
RGC- AABER | REiE r rds:zinsta | RSk
GR_CONFIG_ | Brds&iR, nce
RDS_INSTAN | @A “A&
CE_ENABLE_ |#1” ,
BACKUP
RGC- KABHEIR | #EHETCE |& rds:insta | &%
GR_CONFIG_ | BHEMIrdsi® | RINUEE nce
RDS_INSTAN | J&, #A9
CE_ENABLE_ | “F&
ERRORLOG |#1” ,
RGC- K*ABIER #EVHAEC | K rds::insta | Sk
GR_CONFIG_ | EHIrds&E RNl nce
RDS_INSTAN | i&, #MA
CE_ENABLE_ | “F&
SLOWLOG M
RGC- KEHEM | #EIZHEC =8 rds:insta | iM%
GR_CONFIG_ | HEMrds®E | RGE nce
RDS_INSTAN | J&, #MH
CE_LOGGIN N
G_ENABLED |#1” ,
RGC- RDSEEHYSZ | I2=aAM | & rds:insta | iR
GR_CONFIG_ | #—1\aTH nce
RDS_INSTAN | X, ¥
CE_MULTILA | “F&
Z_SUPPORT |[#1” .
RGC- RDSSLEIRSH | (RIPELE 1% rds:insta | g
GR_CONFIG_ | ATEIEE nce
ALLOWED R | HSSBEIA,
DS_FLAVOR |#A “AE&
S M
RGC- IBEEFA | IREINGE | & rds::insta | &
GR_CONFIG_ | B=ID, & |d nce
RDS_INSTAN | BFIttVPCHI
CES_IN_VPC | rdsi&E, ¥
B RE
M
RGC- kEEEt | @vasE |+ rds:insta | AR
GR_CONFIG_ | HEaESR | RI0NMEE nce
RDS_INSTAN | itBER=E
CE_ENABLE_ | XA~ ER
AUDITLOG rdsiZiE,
B ARE
M
ASkRZAS 01 (2025-02-27) IRAERE © LA/ ARBIRAE 89


https://support.huaweicloud.com/intl/zh-cn/usermanual-rms/rms_05_1567.html

RFaEF O

FBFigfE 5 EHIRIRETE
EHIsREgS | Thee m= TEEE | &R IS4
R =EAWE
RGC- RDSLHIEE | BIERRE 1K rds:iinsta | e postgre
GR_CONFIG_ | FE5|EH90R nce sqlVersi
RDS_INSTAN | K{ETFIEE on: &
CE_ENGINE_ | bR, #159 -
VERSION_C | “F& ’ Eqvaerr'?ii
HECK M’ . .=

n. [mm]
e mysqlV
ersion
B
e sqlserv
erVersi
on: &
RGC- ZRROSHE | [REIMG S |5 rds:insta | RSk
GR_RFS_RDS | ELfpIEE | g nce
_INSTANCE_ | VPCEZE
DEPLOYED _|
N_VPC_CHE
CK
RGC- EKRDSA | FRHEIMLZE | A rdszinsta | MK
GR_RFS_RDS | BLE#UEZE |13 nce
_DB_SECURI | %%,
TY_GROUP_
NOT_ALLOW
ED_CHECK
RGC- EKARDSI | RSN | rds:insta | Mg
GR_RFS_RDS | fflfe&Z4 nce
_INSTANCE_ | ATFHXLASL
MULTIPLE_A | ISR
Z_CHECK 4,
RGC- ZESRRDSLH | InZMEsmsp | & rds:iinsta | SR
GR_RFS_RDS | EEAXIF | HO&UE nce
_INSTANCE_ | f95|g&2£8
TLS_CHECK | i2EHmE
Ze MY
(TLS) &
%,
RGC- ESRRDSEL | 1201 h rds:iinsta | NiER
GR_RFS_RDS | Be&EBmE nce
_INSTANCE_ | 19
BACKUP_EN
ABLED CHE
CK
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