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icagent.exeidtiz, AEEREFHLIEICAgent,
LB ZEANE, EHTRSEMNSHERIERE “TNEE > £ , E5ZRSE
ICAgentBIREER “1B177

R

$EZI (Linux 3715 )

MREBEZNIRFBREELEICAgent, HP— M RSBBECEBIERLELNELF T
ICAgent, BiZBRSSSE “/opt/ICAgent/” H&{R FIZIEICAgentiIZiER,
ICProbeAgent.tar.gz, T 8EZLLEICAgentIIRSEEE, FLUBITIZAXITIRS 2L
TR R,
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5 =12

4 HEEAN

HEEZREICAgentfIfRSZ R LT TS, HAPxxx xFERFLEICAgentiRS
S209IPHBiIL ,

bash /opt/oss/servicemgr/ICAgent/bin/remotelnstall/remote_install.sh -ip x.x.x.x
RIB RTINS LEEICAgentlIBRSZ 28 root B %51T
(1 #88
o INREZREICAgentHIPRB B L Texpect TE, HITHAGSE, BIAIMmEE, W
RELEICAgentBIIRR RRZEexpect TR, BIRIBIETEBASE, HiTHE,
o BIHFEREEICAgent IBRSS AT LUEAroot BFHATSSH., SCPHS, kot
ICAgentBIBRSS 2R TImIRIE(S -
o HER “ICAgent install success” Y, FTnZTRMI, ICAgentEBRE&EE T “/opt/oss/

servicemgr/” BR. ZEMING, ExEERSEMNSHIZPIER “EVSE > +
M, BEEZIRSSESICAgenthTIRZ.

o WEREBERT “ICAgent install success” (KFRZREM, BEEICAgent/FEIHZE.

PEELRSE (Linux I1E )

MREBEZSNMRSBFELKICAgent, HEP— M RBBEELBIBRLEAFRETT
ICAgent, BiZAR$ZSE “/opt/ICAgent/” IR1Z T1FFEICAgentiIZREES,
ICProbeAgent.tar.gz, XIFi&BELLEICAgentfIIRSSEE, ILUEIZAXIIRS S
TR B R,

o HELRENRSZEERE—IPVPCT, HER—MMEF,

o MEBLTEINGEKEpython3 MRAS, INRZEAHIR R AZIpythoniBERS R L&
ZpythonfR A FEi .

BUiRS

BUIEEELREEICAgentlIFTEIRSZEMIIPHBIE . rootZRfT, $ZBRiplist.cfgf&TELIR
8, HEERIEZREZICAgentt/28A/opt/ICAgent/BHR T iplist.cfgi&~BIG0 FRr
=, IPHEItS5PRSEErootZ B 2 BB ERTT:

192.168.0.109 Z13 ( igtRIELIMES )
192.168.0.39 Z13 ( i5HRIELIMES )

AR

o iplist.cfghBEEHNMRMER, BNEFERZZEHRTEE,

o WMEFBRSHER—I, iplistcfghRBFILIP, TRESHE, ERITIHMALED
BIH; MREANPEBSHEMR—, WEEL PEESEZ.

BRFLR

1.

HEZEICAgentRIIRSEE LT TS,
bash /opt/oss/servicemgr/ICAgent/bin/remotelnstall/remote_install.sh -batchModeConfig /opt/
ICAgent/iplist.cfg

IREH AR TR SRR SR MIroot HFR AR, WIRFEIPRIZRTE
iplist.cfghEAEE, NEEBARERBIET, SUERARKAZE,

batch install begin

Please input default passwd:
send cmd to 192.168.0.109

send cmd to 192.168.0.39

2 tasks running, please wait...

2 tasks running, please wait...

2 tasks running, please wait...
End of install agent: 192.168.0.39
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4 HEEAN

End of install agent: 192.168.0.109
All hosts install icagent finish.

BIOERE, HIRRAl hosts install icagent finish.BY, NFREESEFHIFRE
RSB RIRIEE T

2. LESERE, EESRSEMNSHERIERE “FHEE > T , EERSS
UBEEHICAgentikZ,

4.2.3 L% ICAgent ( XiFESMEM, )

BSR4

LA A

g7 EHNIERREN=IEHBIRegionTIEELATEN, BIZNEFEEIDC ( Internet
Data Center, HEXMEUEFL ) . B=H = B N=ERegionENE . INREIE
FR=ATRSITIXEIENFTEERE, BPBLAGHEEEFRIEXEIIENSER=
LHEIXIELTSMEEE, BEXIEINEYL EZ%EICAgent, ICAgentE2 = HEIRSSH1TH
ERENT R, BTESRERENENH,

RIS EN LR AERILTSRIMSBIE R D, ATD A MIEL:

o W KIFHENSAMIEE, BBAKSEIMENTUEREEE ANSEARZE
XgLTSHITEBE, BETLIRAILTS, (BERATAMNIZEMATRERIE, EitE
EREFMEPBRERREEEEAL .

(1 5288
XIS ENZAICAgentiEFEAM ST, ZBRBAZIFAN LIRAE.

o LT XIFHENSHEATHFIXIGLTSEIBRNLVPCEPHAXNHITIER, &
EMIREEHES. ALLEBHRT, FAKEINENSSRIXIEHLTSRHER
8, RREXEINENLERIICAgentTTAEZBREATEIRE Lk HSHIRER o
EE%EEEEM%HJ‘EEEE, {EFEBkRANELVPCEPRY S R IEB LTS FiniS SR

ZZILTS,

- BHRNL: BMRAEDEIRERRR, BRIFEINENICAgentREZINEIEE LA
LTS, SEHTUIN, SFBATREHAARIERT, TLAERBRTLAYS
. WFAREASHRIEFEERVPCEP,

- VPCEP: BIVPCRifTi=, BEBRAER . ZERIBERTSEATIRIXE
LTSI#HITIER, EVPCHRIRIRELFTRIELNMIPHEEIE ARG RIRSS . X
MB R R O BIREANM _ EERAIXG, REHEERNT SR,

LZ<ICAgental, IBIARASIDNISEERAIATIE . BIXSENAYETE. HX—5. WMRF—
¥, JaeaSHAS LREE.

ICAgentEIMZIEL T, BRBERZSRHEITER,

%44 EH

B ERn=
BRZR 1ZBRS5 88 EARZIRITICAgent
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=HTIRS

5z =12 4 BEEN
B ERin=
BoRZE BB RS EFTELEICAgent, HP—MRS[EZBIEIR

)

(LinuxIFiBY | s 3EtF TICAgent, ST 8EREICAgentIE S MNRS

&, BALRBZERAR.

BEVRZ%E (Linux I7E)

B ANSHEEE “FNEE > 97 , HEAN “FH" @,

FIR2 “EHIZERYT @ER XESNEN .

HE3  REERGF” EEFE “Linux” .

T4 EENMZEEESR . XEINEVIEEE LIREIHEIXIELTSRIMEZEBEE, BINEILE
EIRE%, BlaEdR,.
o FEEER ‘A7, BEEMNEB6FHEBEIIT,
o FiEIR ‘TR, EENTBSFHHEHIT.

5 %R “EELTSEiRAR , EEXEEmS T, KAXEINEN S HEIXIELTSMZE

B, REAXIEIINEN ERICAgentTTEEZBIOENZEET HREERIMES .
IWWEBARENEITELER, (FRBWRNEVPCEPRIA N EIEBELTS.
o EIE “EBLTSEiwAR” B “VPCEP” HY:
BcEVPCEPIH S . BEELERN=METIZIMAINENT, EXIg b= EBECEVPCEP
AUDNSIEZFEMTIRN , $EVPCEPHIHZREITRIEEIP, BLETHE, F ‘&3

ICAgent” NERBEFREIRETEHHS:
ping {VPCEPi%+Z}

EE—ERREASHEN, PTIZm<S . WMREEpingE, FTRMNEREEE.
HHEEIPIR6FHIAIIT

o EF “EBLTS/FIRAIN” J9 “BMRIL A

a.

B LinuxiERFRIECSI M RARSS 2R/E BRI

BREMRRSETHE, SIE—MLInuIRIERZRAIECS, BIFERECSRIEAR
LR, FEEBLEERIRSHR . IRECEBFEFMECS, TEEFERIEN
BRI, AHEEBREE,

(AR

" HEFFCentOS 6.5 64bit R EHLA LIRARIRIR, =IEMAEH1VCPUs | 1GB, =M
#392vCPUs | 4GB,

" MNRBRNERAMSKIGIIENEE, SPATEFBEP; MEBRIERZE
HVPCHSERSNEXIFIENER, BATTEEEP.
" BURMAXIZESLTSXETRegion—H o
INIIBERAECSEERRIZ £EMN, FMATLEXIAIRA, FIEXEINENE
AR BRI -
i. BEFREURRSESRTHE, EERMECRSERIIR, HEWEABHRIAY
MR ARSS RS
i. BEHRTZIRENECSIHRS, REREHBR, BAREHFER.
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= HSRS
FFisrm 4 BN

ii. EZRREFER, EFE ‘ANGERAN" [, 28 RN 7 . 5
RERERA-5IREIR, ESSHARBISMEEFKES, FHESER

nZeEHM .,
*& 4-5 LEHRNY
HRHE UIYe im0 izl
F TCP 8149,8102,8923,30200 | ICAgent&IXHHEZIHE
,30201,80 RYAYIRASIZE, RIE
JEARXIFEEN RN BN
ECSROBURIEEMH -

c. IREREMEIRSSRYIE, HRIEES.atERDMRYAEM IR SR, TR
EXFAB PR ARIP ( ANBMRYIFTEEIP, AT REMEAMIP)

d. REZ=ZBTRSEHE, £ “LEICAgent” RETHNIKEEINHIRVIFAS
IP, ERBRINERDS

(RERZY:
BEARHFARIPRIEVPCAMIP,

e. Tt “&¥EICAgent” REART “EFlHm<S” , EFISSH Tunneli ki,
ssh -f -N -L {BkRANFATIPY:8149:{LTS_EIRIP}:8149 -L {BkRHFATIP}Y:8102:{LTS_EIRIP}:8102 -L {Bk
PRHFATIP):8923:{LTS_L1RIP):8923 -L {BKIRAFAIP}:30200:{LTS_L1RIP}:30200 -L {BKRHIFASE
IP}:30201:{LTS_F#RIP}:30201 -L {BkiRH1FAFIP}:80:icagent-{region}.{obs_domain}:80 {BkiRHFAE
1P}

f. LArootFIFEZEERYRYL, HITEFIRISSH Tunnel#ERa< o

g. iTnetstat -lnp | grep sshipSEEXINinR2E T, WNRREILERI
EE;‘I'Ggﬁyfii% ) iFEng-r(:F)ﬁﬁﬁ[:]EEE;EFiEEO

4-3 TCP i [O5SIFEER

root@ecs-debc-qff -tiaobanji ~1# netstat -In

@ 192.168.8.79:8182

A 192.168.8.79:88

A 192.168.6.79:8149
B.8.8.8:22
92.168.8.79:38208
92.168.8.79:38281
92.168.8.79:8923
1122

1
1
1

a
a
a
a
a

(MERIY:]
UNEBMRIECSISEER, & Tnetstat -lnp | grep ssh&d,
h. 7£ “Z%ICAgent” TRHE, ESDCHIHMRNILERZIP,

= DC: BEMFNTEERIEROER, EFoEBEEN. BHEZE.
KNEFHE., thylzk. THLAR, FERSFBIZ64ANER,
BRAIEREIP: TNRYMRAIEREIPAEBX I EN, HAMNES B
HMSEMEIP; AIRBIRI S Xt ENEREEVPCHFEZ S, Lt
ESHHRYLVPCHMIP, ENFABIP, EMHIPFIFABIPHEE I SELE
5.¢,

6 FREVAK/SK, HEMESEUMEREGGIDZEAAK/SK, £ “&L&ICAgent” RHE, Sl
ICAgentZ&ip S ITR EEAK/SK,
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= HESRSS
5 =12

4 HEEAN

BT EAPUTTYEREERTE, LrootlIFERFFLEICAgentlIXIFINEN, AT

ICAgentZI=ap SHITLE

HER “ICAgent install success” BF, FTRZEMIN, ICAgentE%%47E T /opt/oss/
servicemgr/B R, TENING, E=HERSZEMNSHI=ZHRIEE “EHNEE > *
M’ , BEZRSEEFICAgentiIRE .

(AR
WNRLEEEW , BEFICAgent FEHLR, MRERLZENY, BHRARASF.
.

BRZ%E (Windows IR )

S
$E2
$E3
SH4
S5

E=AERSEEEHE, B2F “FNER” , #A ‘TSR .
EMSHZER “ENEE > 07, #HA “FEH "mE.

“CENZERY EEFE XIESEN .

“RERRES” EFE “Windows” .

RE ‘MEEBEEAR” » XEIMEVISEE LIRRITSRIMEZER ( ANHELE ) ,
BINERREREE, FlRERE.

o HIERE ‘RN, EENSERIFEIT.

o HBEE ‘B, EENSE6FENIT.

EE EBLITSRiRA , EEREEFSET, BARIEIENSHRIXIELITSMEE

B, REAEXEIEN EICAgentTEEF BTN =EET LiRHERIMER
IWEBERENEITES SR, (FRBWRIEVPCEPRIA N EIEBEBLTS,
o IEF “EBLTSEIRAR” A “VPCEP” HY:
BoEVPCEPIH S . BEELEIN=MEITIZIMAINEIT, EXIg b= EBCEVPCEP
AUDNSIEZFEMTARN , $EVPCEPHIHZ I RIEEIP, BLBETHE, & ‘&3

ICAgent” NEIRIEREIEREHFS:
ping {VPCEPi%+Z}

EE—EBFREASHEN, FITIZH<S. WREEpIngE, RRMEBEEIEE.
HHERI7TFHIRIAT

o IEE “EBLTSRIRAI” 79 “BHMRNL” A
a.  BIELInuIRIERFRIECSHE M =IRS S E BRI

EREMRIRSEIEHE, SIE—LInuIRIERFRIECS, BIFEECSRIRIK
TR, FEEWLEERIRSRE . MREEBHFERMECS, TEEERIEN
BRI, FHEEBREIE,

[MAERTY:

" EFZCentOS 6.5 64bit R EHLA EIRARIES, =RIEMEAIVCPUs | 1GB, HEZ
¥&92vCPUs | 4GB,

" UIRBHRIERAMSXEINENER, PBAFTEFEEIP; WRBHRIVERZE
HVPOIFERL NS XIFIENEE, BBATTEFEEIP,

" AR XIS ESLTSHETRegion—&
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=HTIRS

FPigr 4 BEEA
b. HINBMRAECSERRIZEAMN, FMAABXNERO, FIEXEIMENE]
BRI EUREEE -
i. ”i?@f%zﬂﬁnnn} HE, EERERIRSEETIE, HKEWEABMRILAY
S =IRSSEE

i, %E“aﬂwf&m%%’? HNECSIHE, BHTeABARIR, HAZ2AFBR.

ii. EZREREFER, EFE ‘ANGEAN" TE, 28 RN 7 . 5
1ZiER4A-61RBiIn [, BESSHARBUSMEZRES ., FHEBESER
InZ=EMN,

& 4-6 ZEHEMN

REE 714 w0 izl
FF TCP 8149,8102,8923,30200 | ICAgent&iEEIERHE
,30201,80 RAAIROASIZR, FIE
JEARXIFEEN BB
ECSHIEUEIE @ o

c. IREREMRIRSEETIER, KL E6.aFEABMRIAEE=IRSE, TUE
BEIFAEIPRSEERMIP (NBRHLFFEEIP, IS RRSEERMIP) o

d. RE=BATRSBESEG, £ “ZKICAgent” WEHFHNREEIRIBRIFAG
P, ERBMRIEE DS,

(MARIL:
HHRINFABIPEISVPCAMIP,

e. 7 “Z¥ICAgent” MHEETE “EFHS” , EHISSH TunneliE k<,
ssh -f -N -L {BkRH1FAIP}:8149:{LTS_L3RIP}:8149 L{EJK’f)im%AﬁlP}smz {LTS_-4R1P}:8102 -L {Bk
RANFABIPY:8923:{LTS_EiRIP}:8923 -L {BktR#NFAFP}:30200:{LTS_E#ZIP}:30200 -L {BkiRIFAT
IP}:30201:{LTS_E3RIP}:30201 -L {Bk#R#FAEIP}:80:icagent-{region}{obs_domain}:80 {BtRAFAHE
IP}

f. LlrootFBPERBRYL, HITEHIEISSH TunneliE A<,

g. #iTnetstat -lnp | grep sshipSEEXI Win[2E#MMIT, NRIREIZER
Bl4-4Fr7~, 1RBATCPIsOEFE .

4-4 TCP imO¥IEFHELER

root@ecs-debc-qff -tiaobanji ~1# netstat -In
@ 192.168.8.79:8182
192.168.08.79:88
92.168.8.79:8149
8.8.8:22
92.168.8.79:38208
92.168.8.79:38281
92.168.8.79:8923
1122

a

a1
a 8.
a1
a1
a1
a

AR
WMRBMRVIECSIERER, BEHNTUN LTS,
$I7 BT “LFICAgent” TUEETRIERE, THICAgentZI=E,
H$IE8 1ZICAgentLEBFHEIWindowsEHE R (U0 C\ICAgent ) FFE.

$B9 FKREVAK/SKFHRTFNF, EFICAgentZEGSITEEEIRAK/SK, 1EMIESZMTFKEL
HIIEFAAK/SK
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= HERS
FFisr 4 HEEAN

gnSRiksE “IEBLTSRIRSIN” 79 “BMRL” BY, BRALLAMAEIES BRTLERZIP

HeiRAiERZIP: ANRPMRILEREIPAINEBXEINEN, IAMESHREMEIP; 4l
KRR S XESENERRZELVPCHFEREST, WMESHRILVPCRMIP, B
FABIP, SBMIPFIFABIPHNEEISELR6.C.

$B|I10 £ “LKICAgent” H, BF “EFlH<S” , EFICAgentZRBL,

£;11 BRWindowsEH, FTHmdBEOFHANICAgentZ=BRIFERR, HITICAgentR
K HITRE

HE “Service icagent installed successfully” BF, RrRLTEMIN., LEKING, £
Z=HERSBIZHEEMSAE PSR “FNEE > 7 , BEICAgentikE.

(10 488
WNRLEEY , BEEICAgent FEHLRE, MRERLTENY, BHRARA .
-

SIS B HMRIIET ELB H1TREDE
PR AT AR £ R SIS RIS TR E N, AT S M BRI FEITELR
ARITEERESHEITENPIRI L, ESBAISEN.

S QIR LiInUBERFRIECSIIERIRS B IBMRL -
BREMULIRSBIHEG, QB LnuIBERAMECS. RECSHEHFEE, 52
zgiﬁﬁﬁw%%OW%@Eﬁﬁéﬁﬁﬂs,EEEE%W%MWM,K%EEW
Iz,

(10 88

o EFECentOS 6.5 64bitRR ELA EIRAIZRSR, =IEMIEAIVCPUs | 1GB, HEFIES
2vCPUs | 4GB,

o WMRPMRIERANSXIFINEN TR, PBAFTEIEEIP; MRPMRIERZELVPCHF
EELDRNSXIFINENER, BBATFEIEEIP,

o BMRHMAIKIHESLTSHFRegion—3
ZE2 RINPHRANECSERMNZEABRN, FMABEXMAED, FRIEXIEINENZIBRIIE

PRI
1. %ié‘?ﬁz—:ﬂﬁ%gﬁ}?r&ﬁﬂé‘, BERMRIRGZRIIR, HEUWEBIRTATEME R
73%%0

2. BEPMRMBTRENECSIHIS, REREHEBR, BARZEHFER,

FizeEHIFBER, &F “ANBEORN” T, S5E RN 7 . SRERE
4-78 &R0, ESSHARBEISMETRIEAS,, FEFSERNIZEENN .

= 4-7 T2EHMN

R 7IYe w0 15488
BIF TCP 8149,8102,8923,30200,30 | ICAgent&ZiXHUREZIHkIRH
201,80 NixA%IE, FIFEEARX
1o EHNE BRI ECSHIZIRE
EE
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= HESRS
PR

4 HEEAN

g 4

+IR6
gz Y

FIR10

SR

IREEEMERIRSSEETIER, HEISEB1HEAMMRVIAGEIE =IRSE, AIEEEFAEIP
RaEtEIP (ANBKMRIFRBEIP, HAASEREMEIP) &

EF=HERSIEHE, EANSHEEE “INEE 7 , BF “%%EICAgent”
£ “Z¥EICAgent” TWEIFFMABMRIFAGIP, EBHRNIE LGS
(e

BERIFATIPEIEVPCHIMIP,

£ “Z&IKICAgent” MEEE “EHa<s” , EFISSH TunneliEkan< .

ssh -f -N -L {BkRHNFABIPY:8149:{LTS_LIRIP}:8149 -L {BkR#NFATIPY:8102:{LTS_EIRIP}:8102 -L {BkRHNFAT
IP}:8923:{LTS_L3RIP}:8923 -L {BktRANFAF1P}:30200:{LTS_ERIP}:30200 -L {HkIRANFAGIP}:30201:{LTS iR
IP}:30201 -L {Bk##FAF1P}:80:icagent-{region}.{obs_domain}:80 {BktR1FAHEIP}

LAroot FIFPERBRYL, HITEHIBISSH TunnellE A<

SEELBCEZSNHIRN, HRBESNHIRNMMAB—VPCH, BENTECIESEM

IR, HITMEEER, ERE— 1 ELFAE=.

EEENREIYEREE, CEREMREIYESELR, BAESNeIEEEREyE, &
SN EFELUAT LS,

1. BUFEELB, TEMEBECER, EFESHIRIECSIERIAIVPC,

2. FREEMELAMIP, ELBAYSEIELMIPS/EABMRIIZEREIP,

3. moRiBWSERE, FHTIER.

B ATCPRYIRI30200. 30201, 8149, 8923, 8102, 80ikINMIFEE . BiFiEEN
AINTCPUASIREE,

BlEZ— 1 EiniRSSEEE, FREBNIMRNEER— 1 EikniRSSE4E, BIFEER
INEREARSS =S

RE=HERSESIE, 7 “LEICAgent” TUHE, JSELBRUEMLAMIPIESE “ Bk
NUEZIP” th, E5%EHS, EMXIEIEN EHRTEIA,

TR

#rELEE (Linux 3788

TESMRSHEFEELEICAgent, HF—MRSBCABIERLEHRREITFT
ICAgent, BizBRS58% “/opt/ICAgent/” B&{Z FF(EICAgentiIZLIE
ICProbeAgent.tar.gz, I TFiRBZEEICAgentlIfRSSES, TLUETIZAE XITIRSSEEH
TR AR,

1. EEZRZEICAgenthIIRE R EHITUI TS, Exxx R REFLEICAgentiRSE
S20YIPHBAIL ,

bash /opt/oss/servicemgr/ICAgent/bin/remotelnstall/remote_install.sh -ip x.x.x.x

2. RIBIRTRMARGLEICAgentlIBRSS 2 root IR EHT
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= HSRS
FFisr 4 SN

(1] %88
o WRELEICAgentfIfRZ L& Texpect TR, HITLAGSE, BIAISEMEE,
RELEICAgentlIIRB R ZEexpect TR, BIRIBIETEBASE, HiTHE,
o ERIRELREEICAgentiIIRS ST LMERrootlAFHIATSSH. SCPapsd, RSiG%kst
ICAgentHIIR S 2RI TImIRIE(S -
o UWNRLELW, BEHEICAgentFEFHLRE, NBIXRLZEMI, BHFEFEARZTIE.
3. HER “ICAgent install success” BY, FTRLEMIN, ICAgentELEEET
“/opt/oss/servicemgr/” BR . RRMINE, E=BEERSEMSHI=PEEE
NER > EH” , BEEZRSZRICAgenthPIRE.

HEMEZRSE (Linux K18 )

BB RS EFTELEICAgent, HP—MRSB[RELBIBALZELSNETF T
ICAgent, HizBRS58% “/opt/ICAgent/” &1 FFIEICAgentiI%RixE]
ICProbeAgent.tar.gz, 3 Fi&BZEICAgentfIfRSSES, TTLUEHIZAS XITIRSSEE#H
TR B R,

o WMELENRSEERE—IVPCT, HER—IMMEEF.

o MEBREINEKHipython3 RA, MNRLZEATIRRIKAZIpythoniBTEiRS S L&

ZpythonhRAREIR .
AR

U EEELEAgentiIFFEIRSRAYIPHIL . rootZRT, ZBBiplist.cfgt& B IRLTF,
F EERIEZEITICAgentHZ8RY “/opt/ICAgent/” BRT . iplist.cfgi&=URBIGI TR
=, Pt SrootZ 8 2 ] FIH&IRFF:

192.168.0.109 Z45 ( igtRIBELIMES )
192.168.0.39 &5 ( i1RIEZLES )

MR

o iplist.cfghBEENHRMER, BNEFERZZEHTEE,

o WNRFAIBARSHAVEID—E, iplistcfgrpRFHILIP, THESER, ERITRALIE
BIE); MREANIPEBSHMEF—H, WFELIPEESEZNE.

BEPR

1. TEEZREICAgentBIRS R LT TS,
bash /opt/oss/servicemgr/ICAgent/bin/remotelnstall/remote_install.sh -batchModeConfig /opt/
ICAgent/iplist.cfg

IR AR ISR 2Aroot IR FOAERS, WIRFEIPRIERSiplist.cfg
FEBRE, VEEMACERZIRIR, SNERARIAED,

batch install begin

Please input default passwd:

send cmd to 192.168.0.109

send cmd to 192.168.0.39

2 tasks running, please wait...

2 tasks running, please wait...

2 tasks running, please wait...

End of install agent: 192.168.0.39
End of install agent: 192.168.0.109
All hosts install icagent finish.

BIOER, HIERAU hosts install icagent finish.BS, NI RECE4FHIFR
BENZKIRFETK.
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P8R 4 BEBA
2. TEZTHE, EcAERSEMSHIEPEE “ENEE > 7 , EFFENN
TR, FHHESEEFICAgentikT.
4.2.4 E12 ICAgent
ICAgentZ 3R ING, ZIFHALRICAgent. EIZEICAgent. BEEICAgentikE. BE
ICAgenthRASiEA
F4% ICAgent
HNTEIFHIRERLE, LTSERUTEIICAgenthRA . HRFIZREBEIHIIICAgenthRA
AY, EJLURIRII MRIESTHITHR
MRFEFARKRWindowsIMERHIICAgent, 1BSEENZ|BIRAICAgent, BLEFHIRA
ICAgentBlE] ,
TR SREEEHE, ®F ‘SE5E > =HERS LTS , #A ‘HEERE” WM.
2 MSHEIERE “FNEIE > FH7 , #HAN “FH" "@E.
B3 EFE ‘XIFEREN 5 ‘XIEFSNENT , BRFRREGEIHAIICAgenthR AR, EEN
FIRAPEFR—PHZNMFFRICAgentBIREIEIE, B “FZkICAgent” .
4-5 XEFAENFL ICAgent
Sl o e
TBA EF “CCEERE” , EERIEPEFESFHRICAgentIERE, B “FkICAgent” .

o REIFECCEEEAY, REASINERIEIAOMAIFXENERIRE

o  IICAgenthRAS7/95.12.133 %A LAY, ZFEFKARES M ER L EIAOMAYFF
XIIRE,

o EURGIFEAICCEEEEE, BUAERTHENELRETICAgentE LIRHEZRIAOM, X
ERBEREEAOMBFXRLTFABIKRES; WHERE LIRELTSNHITHE
ICAgentiZ{ERT, KIAREDSINERMBEIAOMAIFFR, EIER “BAEE >
=IRZBIEN > ZRES|ECCE” BEREARNERMHEILTS, FEFEREE
AOM,

e CCEEE£ID (ClusterlD) : SN EEEAEERID,

o  FHRICAgenthT, LTSIEAEHICCEERBIEMNAIEBZAMENH, BizAEL
FENBRIZ IR SIKSs-log-{ClusterID}, EATLIBIEIZENEE ( ZRSBEN>TS
S85|E2CCE ) 1B5HAICCEERNIATIEARIZEEA .,

o HERBIYEHRZIICAgentTkICAgenth R AITRAT, B “FHERICAgent” £
1E, AIhZEREREENZREICAgent,

4-6 CCE &eB¥H4% ICAgent
RAH, EEE () ‘ CCEERE | o | mBHD: 7aer 16 03

(4 FEICAgent FETSHEELIAOM (3

FiER € FiliPvd & EilPve &

4 18 4
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SIS 7E “FHRICAgent” SHEAEFERE “HHE” -

ICAgentFHIAFHER, FHRICAgentFUITEB1 AL, B OEF. FICAgentiPIRE
A “AEH” TR “B177 B3, TRAREIN.

WMRARE, FERRICAGentKERERBHEARENIZS, FERERTRER
LIRS ENLKICAgentBIT] (BEXLRIKE, THENHIERFE) -

-

ENEL ICAgent
ARS525 ERICAgentiiEIEE, SR ImZRSSSIBEERERN, BEER(E!
[MERY::

ZAERSENSIERT, (NIFHHZEELnwINMEFHICAgent, MIREFEEHH T
WindowsHREEFHIICAgent, BTEICAgentLZREBEERT, WEWT “ ICAgent ZLE 6 FH
FR\ICProbeAgent\bin\manual\win\uninstall.bat” 4, HE/R “ICAgent uninstall success”
B, FRENELRIN.

EFICAgent RS BRITRIAYZ IS, BIFIRIELIRE R B TR
HEAR, SLURBEER TIkE:
o EIRMEE: IWREERATIEELEICAgentZEHENAS.
EMSHFEERE “ENEE > FH7 , #HAN “EH T\,
. BAE—PRBNFEIEICAgentlIIRSZEEIEIRIE, B “EIEICAgent” ,
c. 1& “EIEICAgent” SHEESEE “HBE” .
ICAgentFFIAENE:, ENEICAgentFUTER 19 AR, BmOEHF,
HETREENSIERTERASETZEN.
%83
BT REEEICAGentFIRBERALE, BEISDHEHIITREIRE, B8
TR BEEIEAIIET -
o ERIRFBEEEE: IMIRIEEATRMINEEICAgent B HEHERNIFS.
a. LArootFPERFEIFICAgentAIIRSEE .
b. ITAN T AL EIFICAgent,

bash /opt/oss/servicemgr/ICAgent/bin/manual/uninstall.sh
L ER “ICAgent uninstall success” B, FEIERLIN.
o ImAEENE: UHREERTIERELRXICAgent EHTiEHHAITS .
(27 HIRABRIRS 2R FHfTuninstall. ship$EIEICAgentlI AR, B LAXTARSS 22
EATIFRENE,

a. TECLEEICAgentHIBRSZEE LHATIN TGS, EHAxxx 3R HEEICAgent
HIARSS23AYIPHELL

bash /opt/oss/servicemgr/ICAgent/bin/remoteUninstall/remote_uninstall.sh -ip x.x.x.x

b. IRIBIERBNGFEZICAgentdIfRSSESroot FHF %S .
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(AR

o WREREICAgentIIRBZ L E Dexpect TE, HITLAGSE, BIOISALED
Ho. MRELEICAgentIRSeERLEexpect TH, BERIBIRTREINEL, #1T

ilE=28
o ERIREZEEICAgentIRRSS2E DI LUEAroot I HIITSSH. SCPaps, RS
HICAgenttIfR S e TImImIB S o

o TR “ICAgent uninstall success” B, FERENEAI.
o IEEE: IHRMEERFIEEREICAgentFEREEHHIFS.

LIRS BIRSELEIIICAgent, HizfRSS8E “/opt/ICAgent/” BETFE
ICAgentZ#=IICProbeAgent.tar.gz, BT XA XIS MRS 2FHIT— 4%

ES A==zl =8
(1 3588
HBHRIRSEREDE—VPCT, FHEF—FMEH.
HIfRSRMF

CIEEEHEHAgentiIFTEIRSZEBMIPHBIE . 3515, RBBiplist.cfgi& B IRIF,
FH HERIE L3I ICAgentHl85§HY/opt/ICAgent/BR T iplist.cfgi&=URBIZN AR
=, |PHEIESEER 2 B FEESIERRTT:

192.168.0.109 Z43 ( iBIRIELES )
192.168.0.39 Z43 ( 1BIRIELES )

(1 588

o iplist.fghEBERERES, BINEGERATZEHITIERE,

o WNRPABEIRSH|/AVERD—I, iplist.cfgrhRFFILIPHEIE, THRESEWD, AHITEE
ANIEZREENE; MRENPERSEMA—E, WFEELIPHIFESHEZER,

a. EEXR%EICAgentlIRSE R LTI TGS,
bash /opt/oss/servicemgr/ICAgent/bin/remoteUninstall/remote_uninstall.sh -
batchModeConfig /opt/ICAgent/iplist.cfg

R AR N SHENEA B3 Aroot AP BUAEERS, SNRPFAIPHIILAYZETE
iplist.cfghERRE, NEEBALDERIIRAT, SNEBARIAZE.,

batch uninstall begin

Please input default passwd:

send cmd to 192.168.0.109

send cmd to 192.168.0.39

2 tasks running, please wait...

End of uninstall agent: 192.168.0.109
End of uninstall agent: 192.168.0.39
All hosts uninstall icagent finish.

BMOERF, HI7RAll hosts uninstall icagent finish.Bd, MIFRRECES{4F
FRE RS ESAVENEIRIEE T

b. HHEHZME, ErHTRSAEMSH=EFIERE “TNEE > " , EEFZ
ARSS22RYICAgentIRES

BE ICAgent K&
EMSHZIER “EVNEE > £ , EEBERENAYICAgentikTE, IFHiBESIE
4-8,
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K 4-8 ICAgent IR7&

15728

SHYICAgentiZ{TIER -

ZAR5588
ZARSSEEAR L 2EICAgent,
IEERI

=

'r.f'

iZE
M OFRF o

NZ%EICAgent, LZEICAgentFTIITEB 19 AER, 15

1ZEMBIICAgentZ R ,

B OFF o

IEEFRiZARSS2EAIICAgent, FAERICAgentFRitFEZE1HES,

1ZBR5525RYICAgent R K .

BIABIAK/SKEEIRSEIZ EHAYICAgentIHEE
AK/SKIEEFHIZE,

& o 15IRENERY

nlg
=4

IZENICAgentIIRERE , IBEARRASZH

ENEL

IEEENEGZEN . EIEICAgentfRITFEZNDHAESR, BIHOFF.

ERGEIR

ZERIZENHRENSHURSHTEEE SN

&EE ICAgent [R5 A

EMSH=IER “ENEE > E7

4-9,

% 4-9 ICAgent hRANi5EH

, BEEBERENBICAgentiRA . FHiEE2E

IRAS 5AE b 210 ]

7.1.17 MU BERERE, BAELXRAN, 2025-01-03

7.1.14 o MILAERERZ, 2024-12-25
o HERER, BANKREEZEE.

7.1.12 BRAERLIGST, GohxASERIERESRSE | 2024-12-15
CPUFSHIITIRR

7.1.6 o YIFHTE FIRBEEIR, 2024-11-21
o MURERETRE
o FHRICAgentERtSIGARAS

7.5 %:F/J‘EFHF'prOJectTﬁﬁﬁﬁaﬁﬂﬂUBﬁiﬁzéérﬂE, BsRLE | 2024-11-21
SRERERIER,

7.1.3 i &% BERThttpclientZBiFHERE 2024-11-02

7.1.1 ALICAgentZ24a, %—AOM1.05IAOM2.0(4 2024-10-26
Agent,
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YZil:n|1:]

5.12.233

o tERATELMERE.
o RRCCEHRERIZHBI_EREMAYIERR
o RENUIHRAEIR N HFRERJHIH .

2024-10-17

5.12.232

o fERMTIR R BEREIAYjsonEE R Isonic,
{ECPUMER=,

[ ) LTSE%EI:LEH:IIIEEE?; %@75’&%5?@@0

2024-10-14

5.12.231

o FRRLITEMEHENBENR FICAgentEFHIAR:
PR SREEZILTS . LTSAECE A=A
CCECIEZFhBS=F TN ERmE AT,

o FRFRIFFRI(FhisfileZEpk B RAVGIRE .
o MRRIBEREF XL,

2024-10-11

5.12.230

o [RRIFIRERSRIFFINRER LAY -

o EHAIRENMHRIBRT, BiRbaseX 5k
[EXEEE TR

o RNHEZSH cpuSRITE,

2024-10-09

5.12.224

FEECSHEIA=T, & “.bashrc3Z{4Fexport
HISTSIZE=0" AF15%, MiEkR “.bashrcSZiEAaY
export HISTSIZE=0" ,

2024-09-27

5.12.218

o ICAgent HRAEXHHFGBKEIRG
o ICAgent HIRAERIFHFZIRRE,

2024-09-26

5.12.185

o BRRENATREFRRRREAERIH,
o {fifbcontainerdtrEtit HERERIER o

2024-05-20

5.12.184

o RRARATRENRERT ARG S4RIE

a5
o
o TRBAEREVREHAREMEREN32T,

2024-05-16

5.12.183

it containerd T mREER BRI SRIE SUHFRYE)
o

2024-05-11

5.12.182

R RsyslogFr=xialel o

2024-04-28

5.12.181

o FRREFEKSs icagentiAIELMEIEH

o FRRBEELRRIORK,

o MAHATRFRRAIBERT, BEXRAFRIGEE
S RFEAIIEE .

2024-04-25

5.12.177

BRI ILIRIA TR

2024-03-28

5.12.176

o ZipRTUBRITILIL: MEEEHREER.
o [REIpodbBNENEKERL

2024-03-18

5.12.175

BRR T A B SR E BB RS .

2024-03-13
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iR 4 BHEBA
IRAS Lzl RpAdia
5.12.172 A SzisasIE A=, 2024-02-28
5.12.171 fRRDockerTs mimEiE B sonfi@tfrial (i8%8 | 2024-01-31
EIRENFR) .
5.12.170 . EILEPE\, BEEE, MERLEEISIEER | 2024-01-29
o fRRENgpuISIRIERRITIR,
5.12.166 o fERRINER L AEREBGESARESIEM, 2023-12-27
o FRREN BEREBHEESRESE I,
o HRHFRMBERIIEERES
5.12.165 MECESE3RERIgAagentID, WMRAFESIRIWER | 2023-12-21
N{EE R BB A A ATuuid
5.12.163 ZiFUniAgentifi{f L Z3<ICAgent, 2023-12-13
5.12.159 o fERINERL HEREMMESM R 2023-11-27
o EIINERMEHERETIAOME, FZIFRENR
RS ERNTR
5.12.158 fRRX eI XK e A EirAFE L ESEICAgent | 2023-11-08
HFRYERE,
5.12.157 o CCEALTSHIB=EAERE: XiFDockerdkzf 2023-11-06
Devicemapper,
o MBRENBEEKX (EMER) ICAgentIEFERKS
HERE,
5.12.156 FRIRMOBSHIEN B [a)RR, FGhttptMNesak 2023-11-01
https.
5.12.154 XISEEILINRE. 2023-10-31
5.12.153 Release7hR7A o 2023-10-19
5.12.150 o fRAEEREnameFEEEEid not-setiTlRR 2023-10-17
o STIFCCEEER$1.27hRA,
5.12.149 SRHERGREIRE . 2023-10-12
5.12.148 EEgpuBRin=, BRcpushAYaRR, 2023-08-30
5.12.147 IEEHTHEMETEER .. EHgpulsiFEEe. 2023-08-17
5.12.142 X FCCEERE1. 25 LA LR AR B gputEinakEE. | 2023-06-13
5.12.139 R ERITSAELTMASTIME_WAITIRSHITCPIE | 2023-04-25
BEIIRR
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FAF¥sr 4 BEEA
RS Lol b2 =1
5.12.135 o FRRCPUEA=J0RYTIER, 2023-02-08

o fERCCE. 23H}§2Kﬁﬁ$contamerd"ﬁ5 ®is
PR
o iﬁ%%EulerOSZS,%é}EE’Jﬁﬁﬁ > XIEFR.
5.12.133 BRARER L AEIFSITRE, 2022-12-17
5.12.130 TIFIECCEREBRBIEALS, 2022-11-04
5.12.120 o IENIHENEKTIREISIR. 2022-08-28
o IFLTSHIpodIbidZRILIHEEES .
5.12.111 HBEAZIERR. (BE “IREUVSHEE D XIStREM” 2022-06-09
SRR ,
5.12.100 o HIBRATHIEIRENIMFworkingsetfEFAE. A7E | 2022-01-15
workingset{F =,
o AEIRENIFBIIIREX S stderr.logill
stdout.log,
o A HRIZHNPod_ipAYitag.
o “EIEIENEIHFZNIE,
5.12.98 IEINLTSHERZBINEE, FRESIERRES 2021-09-29
working_set,
5.12.96 SRR ATISE 2021-09-22
5.12.90 E#gpuistakiz. 2021-07-15
5.12.87 B STIERE, 2021-03-30
5.12.75 i lveee A0 — 2021-03-09
4.2.5 18 LTS FH14H

FHERATETFHEEE. BRARESNENBERENER, WENHITELLD
AL, =BRSSBT — MENRERRES AN LS , IEEILABIX
LENMAZIE—NENE, FGZENAXBKEYMAENEES, BRERTEN
BIAENAANRN FRRERE, HEENSEENAETHITRE .. 5EEEA4-7,

o SHAFYBFENN, IFEEVNAFRINEN, ZENSBENAAKERI AT
2, TENBEFNESREREZ.

o SAPENSNENRERZN, IFEUINAIENAXIKRIIERE, THEAT
BFESREREZ.
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4-7 Eh28
ICAgentFERE1
ICAgentFERE2
I | 1
FH4A EiE EHE

TIFRIRIPER S E X FMREEENIE,

o QUEIULH (IPHil ) @ CUEBRENIAER, BIFEAERZERFNININZENIHED
, 1R{EEE,

J ﬁUEE’ﬂLﬂ (BEBMARR) : CIZENAR, FE2EENBIEN LDBIEIERR
iR, BRRAFEAERE, WEEBZETIMAENAR, BELTEEHR.

(1 588

HFEUTZS, ALUSEERBEXRREA:

o VPCEHEEEXMEINGES, AIREiIlARIIRSS=8IPHILLRSRAYEE, SEETRSTIE
ERICAgent, ERBEEXINRALABRILEFRIVAE

o ZARSV/BIR—BEEMIRREMENER R, RRFHIMERIIRSRECER
ERBEEXFR, BERSTER, FSERNZEENASF.

BUZEEHAE (1P tbiik )
$B BREWRHE, &R CERSHE > ZATERS US” , #A ATEE” WE.
S AMSHESEE “ENSE > FHNA7 , HN “EHE” RE.
S|3 BEA LA HRENE

B4 EEEROFRETNAERTE, WA “EVEIIRT , EHESEENEFR “IP” , EHEE
IR “LinuxEHL” 3% “Windows=E#H" .
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B 4-8 632 IP #utitEH A

A
* S Windows=#,
==
y
01024
hnE
=pE  ( La#icAgent ) (maw==nr )
FilEr FHlIPv4 FHLIPvE #IEE ICAge... 7 ICAge.. 7 THEE ¢

default BT 512164 2024/07/2 |

default T 5.12.164 2024/0772..

$|S EIIRPAEFEMNZENERNEN, BE “HE” , THRENBLIE.,

o TILUBITENZIREENIPIIFIRIFITITNE, thaligds “HSERENUP” , F
i EANERIERIAS N ENIP, #HHTitEIEER,

o UTIEXNSERETNA, BE “LEICAgent” , ERENRERESS|=/KE
1&1;?%, BNMRERT 2N ZEEICAgent ( XIFREH ) siZ%EICAgent ( XiEgshE
Il ) o

R

BIEENAE (BEMIRR)

Bz
SER2

Ve B AR AR, BRI BRI RM
A L CHERENAT .
AR ENARE, B CENAST , EYEEERE C BEVRL
FEHERNER “LinuxEH” 8% “WindowsE#H" .
wa TN e mEvinREs.
(0 #88

BEZAHIN10MNEENXRR.
% W EIEEEYIRROMEANS, WEESENIASERREN
HTLI RIS ustom tag3ft, FISRIREENURE.

1. BRENHIT “dd Jopt/cloud” 45, EHiRiZE/opt/cloudBR, #iT
“mkdir /opt/cloud/” a5 Bl&E/opt/cloudBFR . HH/opt/cloudBH, #Ecloud
HBRT, 1T “mkdir lts” gIZlItsBR.

. HREENIT “chmod 750 lts” , [EXltsBFEANR
3. EUsBFTHIT “touch custom_tag” , BlEcustom_tagS>if .
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4. #EEHIT “chmod 640 custom_tag;vi custom_tag” %<, {&custom_tagi¥fR

FFIFRZSUS

5. i ANinserti®Zzl, BABEXIRRE, RESCE,

6. XIFUTHMHEIVEEIINAZIBEXFHRENAH:

£ 410 FNBER

“wq!” REEREEIE

ESid] B0 (HEFEER ) B2
LinuxZE41, HEENE /Jopt/cloud/ltsBFE | - TEENE/opt/
TH9custom_tag i, & cloud/ltsEIFETH
BZFENRWRR, AREZE custom_tag3{4
MAYRR, FAENEEE , RINENEBE
NXHRR, SEILUEENIIAR MERR, BJLUEEMN
ZENET . Flan: TEN DANERZENAET .
B Jopt/cloud/ltsBF THY fign: EHENEE
custom_tagX{4, BEEFIZ MiRiRSgtest, MFE
EHAIFIR Atest1, BIEEMN, custom_tag {4
HIYBE M FRR Btest1, BIE EHEtest, FATLUE
ZENIMAZENAT EVINAZZENA
To
- HRMTES T EEX
NIRRT, EE
B Jopt/cloud/ItsB
R THcustom_tag
X4, FREE—
PMEEXIRR, #al
PO ENMAEZE
*J-Lg\H--FO
Windows=E#1, HEEWNEC |opt|cloud|ltsH | - EEHEC:|opt
F FHIcustom_tag 4, |cloud|ltsEFETHY
BEIZENAIRR, ARERKZ custom_tag3 {4
FNARR, HIIAEVEE h, RINENEBE
EMIRR, MATLEENIIAN MERR, SJLUEEMN
FZENHET . Flan: EEN DAANERZENAET,
B C|opt|cloud|ltsEHFETRY fgn: EHENEE
custom_tag¥{feh, BEIZ M¥riRAgtest, MI7E
FHNATRIotest1, BIERE custom_tag3 {4+
HPIBEE N MR Atest1, B HStest, FATLLE
ZENIMAZENAT EVUINAZZENA
To
- HRMTES T EEX
WRRAET, EEVE
C:|lopt|cloud|tsH=
THIcustom_tag3Z
e, EFEE—
BENMIRR, FEJLA
BENMAZNZEN
HT,
-8R
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T ERIZRIENATLSEZTREITIEN, BAILSSENEHITHRMNEN . BhRE
MEEXREKENEE, BINRFSENTRS-11,

& 4-11 BIFFIER

R

BPER

1B ENA
BIR

1. & “ENA” mE, MARTENARE.

2. EENBEIIFRD, BEHEKRRIENERREITAHRFINESERE
3. RS ENARE, BNENEBR. BEMITRFER
4. BE “HBE” , THENBIREN.

ANONE

BX—:
1. EENAYIE, BEFHERAIENABIERAIPRIENBRETRIRY

2. EENRE, BFE “RINEN o

3. BRI ENRE, FHIIRDPERZENBFMEENRET
PRERGEEN, EEFEMANZENABRIEN.

o BEILUET EN SR ENPIIBISEHH TR, thaTlles
HEESZIP ¥ e ziER @ NS A ENIP, i#
TR,

o WMDISECRGEFIEENN, Bk “LEICAgent” , EWHAIR
EZEISE =N ZE, BINEIERIS NZEICAgent

4. BE HE” .

B

1. 2 NS > T4 HE.

2. EENFIENDEESHINNEY, B SHFNBENE" .

3. TERHAGRINEIENERE, DEERENA.

4. BE T, SHENAGFIN.

BRREM

1. EENEGIR, BHEERAENAERETAN .

2. AENRE, PESBRENAETRIEIIN “BRR” .

3. FERHRIRBIRENNE, BF “HE” , BENBRK.

1588
BEMARRENAE FRIENASTHAZIRE
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R{F BEPER
EGEERE

1. EENETISE, PHHERENARETIN
2. AENRE, PESBIRENRETIREIIR “BEHE” .
3. FERAVENHAIERE, BE “RE” , BZENICAgentEIH
BhRo
1588
o BEMIRRENATHENRZIFHLIRE.
o FHEUHHER, HitFHATIZENESHER,

L ERER v
MEEE | exnans, essesmenaresam .

2. AENRE, FIREBHEINEN, B “WEBKR” .
3. BE “HRET

SRR

= EEHATIE, PHEFEKENAFRETIN .

RANETRENRE, BE “BXRENERE” , MREEXENEE
B “HEKEXECE” .

ERHRVFMERIAECE R, AIRFEEXRHKIENEE.

BF ‘e’ , RETHREREMENENREEREIIRS,
E*E?&?ﬁ)\ﬁﬂ%ﬁﬁ, BEFRIRECERTETIRIETIRY “BRRRX

H‘ ? o

2. BF “HRET , BIRZENESZENEERIXE,

WERRIRX | 1. EEXENRERE, JRFRENERE, BT “WERIRX

BX BK” .

2. B MR, BIRZENASTAIRENRERIXEX
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\d{2\.\d{1}.out.log
RFNEZBIRRE, (BAZIFWindowsizs )
FRE “RFXHZRRE” &, A—FN TFTHR—BEXXESTIFHERERZH
TR 1ZWBEKEICAgentiR K, 1¥IEEICAgenthRAHEA
XA “ARAEFNEHBRRE” 5, RERREAEESESE, E—EVTHE—H
B, BMEBERER, tREEEE—X.
IRERERZH: [TSTIETHEMTITIRRE, MBEBLRERSZR, EXRENT
IS ENB Ret .
BRINXEZZIFReE, thiFEHLE, BER2EREREEATHITE
=
(11 88
. LOENELSSRBNREECESNEEEAN, TSRS RSB,

o EENMTEZRNAE, MEATEANBLTERERZRENER, RIFHDOREXRER
BETHMBRREREE, FTREEMRE.

. J‘%iﬁﬁi‘é%ﬁiﬁ%ﬂj, HJLIRRZ B R TRIFEX Y, BEFETRZER TXHEE
N E’Ill‘ 1 o

KEWindowsSEEAE: HikEWindowsEYIRERER, EEHFE “X&
Windows=4HE" , BEBEWTSH:

% 4-22 £ Windows EHHESH

BR 15208

HS3EE BB RS, NBERF. 2B,

BEDRCRERYE | REA7TR, FRREFRIENI7ARIES (7XFAH
mEE TS ) , ZEENERXREEREERN, BERTSEEXR

& . RAZFHRENTX.

HHER HHZ R Ainformation ({58 ) . warning (£45) | error
($8I1R ) . critical (™8 ) Fverbose (¥4 ) . 1RIE
WindowsSFE T IERE . (X373FWindows Vista& LA ERY
BIERER,

FREEMRLHEITECE, FRIRIEESEICAgentE(LREITAINIZE .
SIHAGHT, — 1 AERNE N REERE N R ERBERIEMCEETRN o

;;E%EEETEQ%%F@%%HE, I5EMRR = imE AT IS B ECEI CAgents51a(L
o
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FrEERITRE
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B
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oN=E
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RABFRREH20E,

REREZIFHERA I EZ EREIEMILE, ZEETRFIRKE
FRE ., fINErREREE N/ /var/logs/department/app/a.log, ¥
ERIRIZECE Y /var/logs/**/alog, HECENTRTEEASERE,
BeE>=2fHESWRE,

B&FD

o AEAERY, IIFEENMRERFRSX), RETES
500KB-1024KB, HERHD K/I\AI500KB, BIERZHEEID
S500KBE#ERD NEEKE, Hla: BEKX/IJI600KB, #HiFHD
2 AEFE, $5—%500KB, = "2100KB, (XZiFHTH
&, T2 EEE

o FHEHEGRD, BEATXIREIAEIIS00KB, BIFRFIER
P SWERTEF o

SREE it

3244

=HERSIFRETHFIE .

molABEE S ( file -1 X14E ) BENXMHEE, NREE
charset=binary, BBAZBEEXHEEZHHISE,
HEERIEEE A TG, FFERETHBINAIREH, NXdEE
AR THEIG B ERHITRE, BGHFUTFSRIBIN=R/E, JE
UFT84RASHIFRIELTSIEH S NHES B alis
HEEAIEZEE A TR, RAFBRETHFINGIRH, WS
BEANTHHEINEGEEELLRE, FEERIRIHTRE.

A&
D

BES 4 RIBZIFUTF-8. GBK ( EAiEWindowsizE ) .
UTF-84Ri3R—MTRKRmIZH R, BFERUnicode=F&E, GBKE
ROXNZABY BASE ) , 3G HENRBRI—Ff, 2ASCIFSF
GB23124mA3RYY B o

RERKZIFIEEREE.,
ICAgentSREEFSIAHRT, MIHBIREFIRIE
ICAgentREEFTSHRT, MIUERIFFSLFFIAIE.
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o EEXRE:
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o FRE “BENTHIE” , RIEAFPEENAEFRINBENEE
1ENN=FER FIRFILTS,
RFENEFR: AREERENNEFE.
BENXEBEN: BdE “N° , mAREkeyF1§2(EValue,

8. ZEFRA-2ARERTEN. BHERE,

% 4-24 E ith K*{g
B %8R

HEEI | o PTAS: REMBESHS, NREHEE—TATELTSH
EPEERA—FRMIATHE, NiEESRTAE.

J gﬁElu x;"EE’JEIUEP@, BjavaFERIAE, MREFE

SENHEETI—KBE, EENHEES—TEERA—F
EEMEuﬁﬁ Uﬁh% BHE, HEEEEEEHEENT
;ELﬁo

BEEE | RERE: RREFIRE, BANBESRENE, S5ETRY
ITE R EEAIRERE
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o HTFRENRE: ICAgent:RERAT, HEAXEIZATIRSHIAIE,

o HEEITENRYE): RFF-EFFTENRTRIRIE, ICAgentRERTHAIXR
TR ESFERBRE .

o RERATHIERE: RERJERIGE24/N\EEH,
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o WIRAFEFHIBTEEL/: 19-1-1 23:59:59.011, BYEEECFTAL
ZEESH: YY-M-D hh:mm:ss.SSS.
il
NEAEFRAEEEDER, W=BESBNSTEREIE N HBIEMDE
;EO

HERBI:

YY -year (19)

YYYY - year (2019)

M - month (1)

MM - month (01)

D -day (1)

DD - day (01)

hh - hours (23)

mm - minutes (59)

ss - seconds (59)

SSS - millisecond (999 )

hpm - hours (03PM)

h:mmpm - hours:minutes (03:04PM)
h:mm:sspm - hours:minutes:seconds (03:04:05PM)
hh:mm:ss ZZZZ (16:05:06 +0100)
hh:mm:ss ZZZ (16:05:06 CET)
hh:mm:ss ZZ (16:05:06 +01:00)

2ITIEC

AERLIEESTATH, FERESTERIN, 217ElER ‘8
SHSE)” RS, RLARSEEERMARYIDZSITES; SiEF “EUER
L7 B, MEAENFRERZ S STAE.

IENZRIA
s

IttECE R RAFIMRA—FRASERERENREAN . BEEiEE 2
TEE” BRER ‘o’ BEE “EUEN” ERERE.

(1 588

RYENEECAIIEN RIATUII RN BT HRAIFF LTS ILES, JNRPCECA L, MSFIAGE
FBRSAE) LR, XHAIBERFIEASTPIREFR . MRSBRHER, BER
BiTEE-Rea &R .

9. BE ‘T R3IEE .

TR 4: KI|EiE

1. ZES|ERE (HER) , BNEESERELITSHERS|EE.
2. BE RBXR7

LI 5: STHIENEE

BABNESER—FENRERER.
o HBERANREINUHANFERE, EHZEANEEFAER.
o BEEARERMFEIIN B SHESUENRERER.
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o EHRBAERSRFIN “IrEEE" AIALRIRSE .
o BHEBANEERFIN “BX > SHl” SH—FHRARERES.
o BEHBANERERFIN “BX > k" BORFEARERES.
MARL
BSEANRBERSHASHEERRE, THMMBFESEXISRE, BRRE
FTARE, EEEIRIE.

o EFFEXREHAS, XIRANERBERSIIRIFFX o BBREmAERT,
FEEMTRERANREIREIIRIFFX @ o

mERLY:
?EI‘?IIE)\EE%E%%E& AELEERRE, JtawMARATHEXUSRE, BERR
o

o HEBEANEBIRFEIN “B2 > REZW” , JBEEAICAgentFEIIE. ICAgent
BYRIRSFIICAgent REE IS,

HERES MENEE
SRR ERBS MENRE, BIFER, TRESREBNTREERS MR
N

LB 7 ‘BABE THE, B ‘UEENT , #EAREFRERAE, 55EFK4-25,

x 4-25 HEBNEE
S 1BE 154AA
HARE |BAEE ERE=EN ECS-XARE.,

BAREY | ERMNERSENRENE, £E "FIEARE

= AEANRETHRAEBITENEE, REXEHER
P99 IE, FEIESZIFREIASRINT00 MENEE -

BARE | BEATIE 1. ENEFEANRERER, RSSHFHHAMN91ME

=8
2. AMSTEERANNRS, FHESELR3: RE
BeEHITIRE

3. —MENEERETMHE, £ “NATHMEA
RE"™ Bz ES R EMENEGE .

$H2 BE ‘SH0E" , 0BENNE, BE 1R, #tEENRERMN.
BIIARINT ANMENEE, HENEMINGE, & “BASE” Th, HEBT4REAN
=t

£|3 (TR ) IFHEANREESHITUTERE:

o HRBICOIEMINIMENEE, S “HERE HEAREFERE, Bk
BEARHENZEE, (EBINAENRERER .
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o AERBANCOIEMINANENEGE, REERANERRE. BEARERSERER

SYPERERT.

o HRBSTCOIEMINENEGE, BERIRZBRIATHERRENEKE.

e TR

4.2.9 ServiceStage =N AHEEN LTS

HUIRRSR

(= FAPRH

Z=HEIRSS (Log Tank Service, &FRLTS ) FAFUWIERBServiceStage B2 i FARIH
TR, BYEERTEEIRENSTSLIE, LB =IRSFIN BRI B
BRAM, NAERMESCEY. 5% ZEETEERE, B RESEH TSR
RO, RBIZHEE., ARPUSESEBRDRE,

BRI LU BRI N IR e AR NECE

B EEEER
FIR2: KREKIIR
£UR3: EIRENA (i)
T4 RERE

LIS K5IERE

$H6: THIENEE

EREXEZMMHRNEE, SYLEEMERESMBRANERERNS, ERES
MENEE.

o A~ w N =

[MARY:E
BRI IR NI AR R AP R THEHEER.. FRRMFSSERITE.

o EXREICAgentFHRFMEEHNIAH,

o EBlEServiceStage M FH . IFMREIBESECIENA,
o BfliEServiceStagelftE . IFMIREESEZQIERIE,
o EBlEServiceStagetAl5 . IFMREIBSECIEAN,

o  FHE “ICAgentiZHiFfX” FATFEEICAgentZFEIIE. ICAgentZEAIRZSH]
ICAgentREWTE, ESEIGEICAgentHEREFF X,

o iFZEES|¥HDockerfICCEERI T =,

o iHFFContainerdE IS 2E5 | EHICCEERETI = (ICAgent 5.12.130% LA EAR
K),

e ZAEMWVATERNREEHIIFNERLE, B EIBIEERIENHIRESS
REZILTS, REEIRET = HIRRALRERILTS,

o DockerfFiEIRENIRE]: 2 EAETRE DRI Soverlay i #0RT), A
devicemapper{ERTFIEIRAITS . BEAFIEIRGNET, BRI THS:

docker info | grep "Storage Driver"
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= HSRSS
FFisr 4 HESEAN

LE1: EEHER
1. BR=ATRSESE.

2. EEMSHE=E, EFE “EBA > BARL” , BREEETE TR “ServiceStage-
BRENAHE” #17ServiceStageiz NELE -

HELEMSMIZS, EFE ‘BN > BABE > BAEE” , B8F “ServiceStage-
ReENABEE” ##iT7ServiceStageE N E .

SEEMSHES, &F ‘AEER” , PEERATRINBMEANATFER
H. BEHALMH © , FESRTEA, R CESENT ¥, 5E “EAL

&, ERERED, PHEEREHEFTH “ServiceStage-BeSMNABE” #1T
ServiceStageE NBLE -

3. WEEBRERRNE, RENTSH,
#E#EServiceStage 3. ServiceStageifiz,

BF ‘EATAH” FHNERE, T RIRFPEFEERNAEAE, &)
FREMNBREAE, & “FERTAE" BMERR “#g” , ERtvelEe
SHNECEHRIEEA.

¢ B “MEASR” BRIBMME, £ MSIRPIEEERHATR, 5%
FRENBER, 2& “FERER" BfERRY “FZ” , ERHaelEE
S EHEEHRIAER .

4. B T 1OEEKRBIR .

S 2: MBI
1. RABIRBEREFEEE TR k8s-log-RIMIDAIENLA .

MRAFHEER, TRE "BEE” REHTIES, SNEBEEHTT—FF
Eo

(1] 5288
o BENEE: —BECERNBNERRE.
o ENRE: ENOEREIR.
2. BE T EEFENA (FE) T .

ST 3: EFEFENA (Fik)
1. %ET§WE¢,%MﬁE$ﬁmEmzm@,@mumﬁﬁgﬁﬁame@@
SEZIEER

2. BE % R&ERE

SHA: XERE
fEServiceStage MM AT, RERBMEHERENT:

1. XEREEN: BEXXEEESRR, REEBENI1ZI64MFRF, JTFRAR
M. HZF. . PR TSRS, BARBELUNGR. TRIZFF L
USSR

2. HUERERCE: EHIEREE, HITHNAMIERRE. SISHEIEREEES
sRAERIE . BRNAIRERE . TRNXHIREIIKESHEML,
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& 4-26 RELRESHE

ESiS

SHEE

claoo

SR

R

REEHMIEERRAT, GUFStderflStdoutIBE . REREE
ot (stdout ) FIREREIREEIR (stderr ) BEMREHE—
PEABIRE.

o FERERBITEIR (stderr) 5, BEREBFKREZ: BingE
BN EEIRREZIRRAISUYE (stdout.logHistderrlog ) « ¥&
rEREFARERIRRERIRE— 3 (stdout.log )

o RILEC ERIRRARERESREZEENAETR, RERESR
HIAOMBIIREER L RIS LEREE o

o RFNMHBIRFE, (BAZIEFWindowsiFs )
FiE “RIFXHZRRE” B, EA—ENTHE—BEXESHF
WREFNZNPHER . ZINEEKEICAgenthk K, FNEE
ICAgenthFZ<iHE
XAl “RFNXHZIRRET 5, RERETEESEE, BE—
FNTHR—BEYE, BMfFEEER, BREEEE—XR.

e
(EEiElES

REEHFRIEERHRRINEES.

o RIFBCE: TIBBBEWENHERR, UTSERBREENREH
THERE, FHiESE2,
ol
HCCEEHNTIERE S, CEERSSIVELIRGFN, ITKREREEER
INASERIDIE o . TS CCEERI U PAMEEREMIRE, ZEEAE
B
o RIFNHBIRRE, (BASZIFWindowsizs )
FE “RIFXHZRRE” B, A—ENTHR—BEXXEZF
WREFIZNMEER . ZINBEKIRICAgenthRAS, ENEE
ICAgenthRZSiRBE
?éf?ﬂ “RIFNEZIRRE” 5, RERERAEERE, BE—
ENTRHOR—BEEXE, BMFEERER, thREEEE—IX,
o KERERZR: ISSHFTHEHTIIERE, IETIRERS
B, EXREMTEEENERL Y., EEZEFRTIE, vEE
EZBERTRIE X,

TR
(BETES

REEFRIEET =B -

o BERE: NICHFBRWENETER, TORRREENIREH
ITHERE

o RIFMMHZBIRRE. (EARZFFWindowsiz= )
HE “RUrXHEZRRE" 5, EB—ENTHRR—BEEHTHE
WRERIZ AT ZINBEMKHEICAgenthR A, FNEE
ICAgenthR AR o
K “RUENHBRRE” 5, REBRETEESEE, BE—
FNTHR—BEXXG, BMEEETR, tLHREERE—X.

o IREREEZR: TSI ATHITIIERE, METIREES
B, EXRENTIEIEENBERIMG . BERBRIINE, AR
FZBRTRPEX G,
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S SHEcE

K8SE | REEKSSEERIAMNEHHE. THRESH, (X iFicagent 5.12.150
1% RUA MR,

1588

K8SEHABLEERE, Bl— 1 K8SEEFAIKSSH Y, RetficEENE— 1 HEHE
Ny

o

3. BB RRAIEERISnERHIIAIEUFIRERAY, FEigESServiceStageLEZ
W, ETFHRAEEZREIS MBI,

4. FHEEMEEIRECE, FMERIEIESEICAgentEHCRENTHINREE
ZIFEERET, — P EERNE N RERETUREARNEEEREITIN .
EE%HEETE%?E*’Q%%W, BB =IRE R R B R EICAgentZEHa{L

& 4-12 ICAgent (EHALRITECE

SAMASHTERER -
TSRS

BRSO RRTHIN B

5. HtbfcE,

%= 4-27 EfbEcE

B 1588

RABRRE | RRKEBRREN20E.
REREIFHERA R EZERAEMILE, 1ZEc SRR
AKERRE. HIUNEEEEZ/9/var/logs/department/app/

alog, REERZELEN: /var/logs/**/alog, HEEN1ETH
EALWRE, BE>=2iAESWRE,

BHERD o FEHEERY, MFEENMRERETIRS X/, RETHE
79500KB-1024KB ., HEHRDK/NAI500KB, BIEZHEE
II500KBEWIFRD NBEFRE, Hlan: HEK/N/I600KB,
WIRD 25 HAERE, $—25%500KB, 55 °5100KB, X
YIEFRTEE, FF2TEE.

o AHBHERY, BEALEK/NRHIAEITS00KB, it
IREIEP D SERTEF -
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158

RETHFIN

(&5

= HERS I RE T HBISUS

molLABE @S ( file - X445 ) EENXHEE, NMREE
charset=binary, BBAIZBEXHFE ZHHISE.
HBEERIG B A TR, FERETHGISGRH, U
SHEANN ZHHIN G BEHITRE, (BZIFUTF8RIBAIF
8, JEUFTSRISIN==FELTSIEFI S NEESERELE .
HEERIEZEE N THFIRT, RFFRETHEISFIERH,
WFHEANR ZHFI G A EFIERE, FRRENEHITRE,

A& 4-RED

AEYHREIBEIFUTF-8. GBK ( AL IFEWindowsizaE ) .
UTF-84miB 22— KmiZ AL, FBFFERUnicode=ErFE,
GBKEFR ( (NZABY BILE ) , 3 tBENRmIEN—f, 2
ASCIIFEFIGB23124RIBHY B .

RERBEZIHESNESE .
o IBERE: ICAgentREF AT, NXHRIREFFHAIE,
o EEXRE! ICAgentREFTHRT, MIHRIFFLFFIRIE.

BEXTTEE

o X7 “BENITEIE" , FAICAgentRFEIIABCENIFER
HIRZEILTS, AEERAFEERICAgent RAEARIFEE .

o FiE “BENMTHIE” , RIBEAFPEENAEFRINEE
MEREIEN=FER EIRFILTS,
AZREFER: AEREERENNEFK,
BENMEEN: B R’ , B EkeyFI#(E

Value,

6. Z2EFR4-28IREATHEI. AERTEL

& 4-28 HEXREER

B

158

SFoyiEa

o BITAR: XEMATNMSF, MREHFEES—THSHE
iS%E*%BEﬁ%—%%ZEE’\J BEEUE, MikFEeiTH

10N o

o ZTHE: XEMNBATHEEGjavaRENAE, WRER
E2TRENAEETHN—FKAS, ERENESE—TH
ERA—FRMATEE, VitESTEE, HEEE
EHTHEEMTHE.
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H&RTIE] Rahtia): RRRFHRE, BANBERENE, 85KE
GHYTE B A ERIRERE o
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o HERERE): ICAgentRERT, HEKXEI=BEIRZAIS
|Ej(7

o HEITENHE: RSAEFEFHIENEENTE . ICAgentREREH
REXHETR=HEFEHISTENH.

o REHERIEIIRE: REETTAIRIE24/\TH .,
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YY -year (19)

YYYY - year (2019)

M - month (1)

MM - month (01)

D -day (1)

DD - day (01)

hh - hours (23)

mm - minutes (59)

ss - seconds (59)

SSS - millisecond (1999 )

hpm - hours (03PM)

h:mmpm - hours:minutes (03:04PM)
h:mm:sspm - hours:minutes:seconds (03:04:05PM)
hh:mm:ss ZZZZ (16:05:06 +0100)
hh:mm:ss ZZZ (16:05:06 CET)
hh:mm:ss ZZ (16:05:06 +01:00)

FITRI SRR STHTH, FERESTERN, D1TRElER
“HERGE)7 B, RUAREBERTRKIS 2 F;E:m ik
‘IENERC” B, WAENFRAR S Z7EE.

IEMZRiA=C IttECE R ARIMRA—F AEEIRERIENZRIATC . BAESHSTGRE
‘AT BRER ‘o7 ERE ‘ENER 5
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7. BE T2 R5IEE .
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1. ZE5|EE (Ah%ER) , BEESERELTSHERS|ERE.
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o EBEENEEIMAENFERE, EHZENEEFMAER.
o BEHEEARERMFEIIN B’ EFESGENREREE.
o EBEERARERMFIN “WFEEE" BIERIIRE
o BEEARERMFEIN ‘B2 > S5 SF—FRIFEANRERER
o EBELEEARBERMFIN "B > WL BITRMEANRERER.
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SR ERES MENRE, BIFER, TRESRENTREERS MR
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B 7 “BAEE TE, £F ‘WEBENT , BEAREFERE, 555%4-29.

x4-29 EBNRE
S #RIE 5iHH
HARE |E#EAXRE EiEServiceStage-BEMAHE.

BAREY | TRMNERSEARENE, £E "FIIEARE"
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D99 IE, FEIESZIFREIRSARINT00 MENEE -

BARE | EATIE 1. EMETENRENER, &SXIFRN991E
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2. AMSTEERANNAS, FHESESR: RE
BeEHITIRE .
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RE™ BASIZENRES R EMENEGE.
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BEARNENZEE, (EBINAENRERER .

o WRBANCOIEMINRNENEE, REERNERRE. BAERERSERER

SYEERERT.

. DHES/ICURAMIENERE, BHHRENTHENSEARE.
-
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Z=HERS (Log Tank Service, fEFRLTS ) FBFULESRHServiceStage=EHAIAE
HiE, BLSERETHBENSTSAIE, TTLUS=IRSFIN BiEFHIA B TEI‘%‘EH’E—
Kb, RIEREIRT. S ZEEELIERES, BEERRSIUEH TSRS
o RREHEE. ARPISEEDIRE.

BRI LA BRI N IR e iR NBCE

AN =

5.

B EEEER
$£B2: EFENAE (ak)
TE3: RERE

R4 R5IfE

TS ERIEANEE

HEEXREZNMIENEE, BoLUSFIERESMEANRENS X, RHRES
MENEE

AR

AR
ERILIRE NI AR B AP R THHEA R . FRREESERERTE,

ELEICAgentFHRMEENA.

EelEServiceStage R, FMIEIEIBESECIZNE .
Eel&EServiceStageIfs , IFMIRIEIBESECIRIFE,
EelIEServiceStagetBit . FMIERIFIESECIZEAN

FE “ICAgentiZiiFFX” FIFEBICAgentREITIE . ICAgentBE{AIRZSHN
ICAgent>REIE, B2 EIREICAgentHERETFX,

LB 1: BREAER

1.
2.

G IJIL

ERATRSESS

HEEMSHER, & “}g)\ >EAFRILD , BE “ServiceStage-mnFHHE
#1TServiceStageiENELE .

EAMSES, &R “BA > BASE > BABZE” , B “ServiceStage-
=FHNBEE” #HiTServiceStageENELE

FELMSHES, ®F ‘BEER" , 2BEERAERNZBREAEEFE

H. BFA LA © , TESRHTUEAH, EF “‘BEENT T, BE “EAE

F7, AREBTEES, BE “ServiceStage-mFHLHE" #H1TServiceStageiEA
EBEO
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= HSRS
FFism 4 SN

3. mEERSRRE, RENTSH,
& ServiceStageM . ServiceStageIftE,

BF ‘“PEATAH” FRIBMME, & FSIRPEFEEFRNATAH, &5
FRERESAE, B “MERSE” BERRN “fE” , EREatlEs
SCHNECEHRIETA.

¢ BE “MEESR’ BRIBMME, EMAIRPEEEANATR, 528
FRENBER, & “FERER" BfMERRY “#Z” , ERtHavelEe
T REHEEHRIAER.

4. BE “F—£ BEENE (FE) 7 .

SER2: EEENA (Alik)
1. EEVAASNRPEE—NUSIFRREATHENA, ERERENENAE,
BHIIFRA LY “E” , ERLRRE AR E EIAIENA.
MERE
AN, TIUEENRERESAENENEHTRE.
o 1E “THEE > FHA" RENENERENRERI TR,
o 1 BEA>IBEAEE’ WE, LEBEHN EX7  HABRNEBERENEYAN
BB B TRE
2. BE T2 REEE .

3

¥ 3: X&EfE
RERBESEZNTEE:

1. XERBERWR: BEMXERESWR, KEEBENEANZER, RIIFRAR
X. HF. 1. FRI%. TRUEURNIS, BRBELUNISR. TRIZF Lk
UM

2. BEALE: MISSEWRENETRERER, UTSEREEENREHITHERE. X
ERFRENNSENT:

- RERFRXFEEARE, »*RE35EER.
T REEIIZECE S /var/logs/**/alog, BEILECUIT:
/var/logs/a.log
/var/logs/1/a.log
/var/logs/1/2/a.log
/var/logs/1/2/3/a.log

/var/logs/1/2/3/4/a.log
/var/logs/1/2/3/4/5/a.log

AR
o LA ERBIAREY/1/2/3/4/5/, Fr/var/logsBRF, FEBEIFHSNERER, TX
STMBERERPREFFalog, #BREHTTHEILAL.

o RERFHDREHM R, ReEEMBENRLAL ., FEMRAE: /var/logs/**/
a.log; fE=RBl: /opt/test/**/log/*,
o FREREFEDFE—NERAAIF (BEIRRERFZNHE ) , Bl /~/

test,

- REREIFEME, TRERIGEPRIHTF

N
i
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=HTIRS

HPFigE 4 BEEAN
(1] %88
WREE T C\windows\system32ZE LRI AERERRZR, (BEERERE, B=iRT
FWARIIERS XSS EHHECE

= R REIREFECE N /var/logs/*/a.log, FR/var/logs/BRT, {Hd
— /"BFEHFFa.log, #PeEHITHEES, FI40:

/var/logs/1/a.log
/var/logs/2/a.log

" 2 REZECEN /var/logs/service-*/a.log, BEILACTA:
/var/logs/service-1/a.log
/var/logs/service-2/a.log

 RBI3: REEIRIZBCES /var/logs/service/a*.log, HEITEZRGI:
/var/logs/service/al.log
/var/logs/service/a2.log

- ﬁ%ﬁﬂEE’JE}Z#F% MERZEREMN I, RTHFRTRNAEAIN

3. RFEXHZBIRFRE, (BAZIFWindowsizis )

FE “AITFNESRFE” 5, B—ENTHE—BEEIFERERIZNE
T 1IZINBLKERICAgentiR A, ¥ EEICAgenthiRAiRAR

XA “ fBﬁS‘CV—T—%U\x* Vg, REREFHRESESR, WR—FNTHE—E
:':SZ#JF ED{EEEE T, B REEEE—IX,

4. ZEXREREZR: IISHFUHEHTIIIERE, BTIREERE, EREMT
SIEENERE X, EERBRTE, AdiEiszBR TIFREXHE .

BRIOINHEZLETLIHE, thSEHtE, BEATSZRERBEASHTIR
=
(AL
HTENEERESRENRERFEENHFTESH, MATEEEZRIRENIIE.
5. REWindowsEHHAE: HiEEWindowsEHRERER, EEHFE “R&

WindowsE{4AE” , BEBWNTSE:

& 4-30 3R Windows HHEHESE

2R izl:lz

it BEERERS. NAERFR. Z£MBE60,

SETES

BEDCRERE | IREANTR, RRNREFRIER7RAIEE ( 7XR18Y
IRizE AR ) , ZEERERREEREEY, BRFTREE
RE, RASHHRENTR.

EHEFR EHERGinformation, warning. error. criticalf]
verbose, IRIBWindowsSEHEFudiERE ., (XZiFWindows
Vistalz LA EAYRIER S .

=

6. &E&ServiceStageLECHINY, XTI RBEE
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7. FREMUERESR, FHIRIEISSEICAgentELREITANRE .
XIFEGHER, — P ESRIIETRERETIARERRRISHRETI .

HOREE T RiRSEWETT, BaMiRTinS TR BECEICAgentEHa
ﬁ*ﬁ o

4-13 ICAgent £ iRt ECE

ASILRRINACE -

FESRITRE

«©
BRSOt CARITAIN BT TR
B2 AR © =y BT2TAT JSON
E EAFERTEE a ERFTESTEE a ERISONERBE
L #%F ST 2IER STEEEN

8. HifAcE.

%= 4-31 HitbficE

B BH

BAER | RABRREN20E.

RE FRERRZISEAEEZSEREEMIE, ZEERHIEAR
FRE. BB EEE/var/logs/department/app/a.log, X

EEIREBEN: Jvar/logs/*/alog, LEENIFABTFRIRRE,
RRE>=20 IR RE.

HERS | ¢ ABRASRSY, FAENREATIRS K/, RETEAN
500KB-1024KB., HEIFHK/NI500KB, BIEEZHEED
S500KBEMIRD NBERE, Hla0: BEKXK/I600KB, #Hiko
F2EAERE, £—5500KB, F£°5R100KB, {XiFEEiTH
E, FxF217EE.

o AHBHFERY, BEAETEK/IREIAREIIS00KB, HBIiTRHIED
DEWEMER .

RETiE | =ATIRE ST RE I,

X | mEIEE SRS (file -/ XHE) BEHER, RS
charset=binary, BBAIZBEXHFHME ZHHIHE

U A REROSTE SRR IR, FRRESRE ISR, MRt
NI AR TSRE, (B UTFSRIBRIZIS S, IF
UFTS4RABRI R LTSS S A S BElig .

U O REROSTE R IR, SRTTFRSSREE TSI, MR
AT ARSI RE, FRERaHTRE .,

BEME | BEMHRBZIFUTE-8, GBK (BAZIFWindowsize ) .

Rt UTF-84RiBR—Fh K mia AT, FAFHRTUnicodeFfFEE, GBKE
R ONFARYT RIS ) , PIXTENREE—, 2ASCIIAD
GB23124RIBHIN R o
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s 4 BEEN
BR Lol
RERE | RERSIHEEREE.

o IRERE: ICAgentREFINIHAS, MNMHRIREFIAIE,
o £ERE: ICAgentRENMAT, MNIHRIFFLFFIRIER.

BRENTT | o Xl “BENTHIE" , (FMAICAgent RARINRENIFR LR

#HiE BITS, AEERFEERICAetRAAZIFEE
o S ‘BEMTHIE” , RIEAFEENNEFRIBENEE
IR EIREILTS

RERNEFR: AEFERRENAEFE.
BEMBEN: BE “iFM7 , mAREkeyFIREValue,

9. 2FFR4A-32irEHTRKEIL. AFRTEL

R 4-32 HEXREER
ZR 1588

HEWEIL | o BITASE: FEMNBE MG, NREHFEE—TATELSE
HEHPEERA—FKRHIOREEE, WiEERTHE,

o ZTHE: REMNHEFTEEKRjavaRENHE, INREFHE
TRENAEETA—FAE, EENHEE—1TEERA—5
PEMPYBEERIE, WiEESTRE, HECEEHETHEEMD
= o

HERNE | ZSehta: RESHBIATE, BRANBERENE, 85T/

TaEREERRERE,

Ll
o HEREME: ICAgentRERE, HEAXEI=HEIRSZHIATE,

o EEITEIRE: ROFEFITENEBAIE. ICAgentRE AR &%
EI= A ST ANTRER .

o RERATHEMRE: RFEAIEAIBIEF24/ETA
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BR ol
RYENEECAT: AR TENMERimR— R ATHE, BT aEh
FRCERS, 8RASRTERREATAITEDNE,

o UNEAEHHIRNIFREEI: 2019-01-01 23:59:59.011, BE:E
FRFRAZIES . YYYY-MM-DD hh:mm:ss.SSS.

o WIRAFEFHIBTEEL/: 19-1-1 23:59:59.011, BYEEECFTAL
ZEESH: YY-M-D hh:mm:ss.SSS.

15288
WRBASHAFAEFNER, NWaxBTSEMISTEDEIEASMEDE
;E o

BERA:

YY -year (19)

YYYY - year (2019)

M - month (1)

MM - month (01)

D -day (1)

DD - day (01)

hh - hours (23)

mm - minutes (59)

ss - seconds (59)

SSS - millisecond (999 )

hpm - hours (03PM)

h:mmpm - hours:minutes (03:04PM)
h:mm:sspm - hours:minutes:seconds (03:04:05PM)
hh:mm:ss ZZZZ (16:05:06 +0100)
hh:mm:ss ZZZ (16:05:06 CET)
hh:mm:ss ZZ (16:05:06 +01:00)

B | BERNEERESTETH, FERESTERN, 217ElER ‘8
SHSE)” RS, RLARSEEERMARYIDZSITES; SiEF “EUER
L7 B, MEAENFRERZ S STAE.

FNSRE | WA B REARIMR—SATHIENENRAN . BSERAEE ‘2
= TEE” BER ‘2R BEE ‘EUERRX" EHEBRE.

t‘\
NS
dl

AN

10. 8&F “T—£: R3IEE™ .

SR’ 4: R5|EE
1. FEIRE (TER) , BNESSREITSHERIIRE.
2 @ R .

SES5: STHIRANEE

BABNESER—FENRERER.

o HEBRARBERWIHANFERIE, EHZEAEEFAER.

o BEEARBEIRFIN ‘B’ ENREUENRERER.

o DBEEARERFIN “WREEE" BIRRIIRE

o HEEANRBERFEIN ‘B > S8 SH—FHEANRERER.
o EBEEAERBERMFIN “B2 > WK BITRIMEANRERER.
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AR

BN EESSHATRZIERERE, JtaARATHEXUSREE, BRRE
TERE, BERIEEF,

o EAFEXRELT, KIMENERERTIIRIFX o EmERMAERT,
EEEMTRERANREIREIRIFFX «@© 0
(1] 88
KABRNEEESHATLEEERE, TRSVNARESHEXISEE, SEEE
{’EO

o HHEIEANEREIRFIN “B2 > REZH” , JBESAICAgentRFEIEIE. ICAgent
BYURIREFNICAgentRESIE,

HERESMENEE
SEEAREERES MENRE, BMEEE, TRESRENTRERNS MR
N

B 7 “BASE TE, £F “WEBENT , BEAREFERE, 555%4-33.

x4-33 EBNRE
3] #R{E 15iAH
HARE |EAXRE iR ServiceStage-=EH BT,

BAREY | ERMNERSEARENSE, $E "FIEIEARE

= EEANRETLRAEBITENEE, BREXEHER
P99 IE, FEIESIFRIASARANT00 MENEE -

BANEE | BEAYIE 1. EMETENRENER, &SR0 E

B
2. ANETEREZANNAS, FHESELTWI: R&E
BeEHTIRE .

3. —MENERERETMHE, £ “NWATHMEA
RE™ BASZENRES R EHMENEGE.

$E2 S SHRET , KENNE, £ RBX7 , HERNRETK.
PRLAINT ANENEE, #ECEMINGE, & “BAEE™ 75, MEER4FEAN
BeEHE.

£|3 (IR ) MIERHEANREESEHITIATRE:

o HEBOEOIEMINAMENEE, $F “HERE HEANREFERE, Bk
BEARREAZE, BEYNATEANEERER.

o ARBNCOIEMINNENEE, REERNSERRE. BAERERSERER

SUFRER.
o DHSITURADMBNRE, SEMRRETILENSEARE.
-
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4.2.11 B K8s MABREEN LTS

E#K8s ( kubernetes ) 2RI —1Be2wHES |28, ©XIFEEE .. KIUET R
8. MRS EIE, SEEKSSEHNRSERT SFEREANEINERE R
ZEITSfE, AFPALAX KubernetestEEB¥ AR SS B ESHITEEFNI DT o

BRI LURBBINT T SRR NECE -
B EEEER

SE2: MBI

SE3: TRATREAN
SBA: HEFENAE (k)
PS5 REHE

2I6: F5|EE

LR|7: TRHRIENEE

EREXEZMHSNAT, BIULEESELESMENRBENSX, RITHRES
TMENECE.

No o s~ w2

BURRSEY
o BiAREEKubernetesEERE FHIITZREHelm v S,
o B{RKubernetestEREEEcE kubectl,

o  FiZ “ICAgentiZBfiffx” FIFEEICAgentRE IR ICAgentZEAIRESH
ICAgentRESIR, HESEREBICAgentHEFREF X,

LB 1: ERAER
1. BREABRSEHE.

2. EEMNSHES, EBFE “BA > BEAFRLD” , B “BiEkss - MAERE” #1178
EKBSIENELE -

SELMISH=S, EFE “BA > BANSE > BARE” , 55 “BiEkss -
RHE” #1TEEKSSENEE.

SEEMSHES, &F ‘AEER" , PEERATRINBMEANATFER
H. BEHALMH © , FERETEAS, B ESENT ¥, 5E “BAE
&, HERHRES, BE “BiEkss - NAHE” #ITEEKSSENRE.

3. XREFN: XEFEPATRMRETBENBER, EALMRIESLIRERIERE
REHRN, HEFTERAREIEFATR.
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s 4 BN
% 4-34 REH
EEH izl
REFNEFHER o s HEEEWBAFE—IBAERS, HEES
R,
o fRm:

AENIERENATELT—E, REE—MH
ERELTEE EERENT, TEERSQLA
Do

BNEERISENRZE FIRE100MB/S, SEFhEE
SWF ARSI =B R

REFBEXAER |o fim:

AR TERBRIATENF—F, REZFRRER
;Siﬁ}'éﬁ]u@ﬂﬁéﬁff’bﬂmﬁffﬁ, {ERSQLATHL{L S
T o
2P AERNBNERZMERATLILIET 8, B
EMRENTFRREFHRIZE R .

o R AERMERS, EIEERMBENEIR.

HiEE ‘REFEFAER , BRTUTEESR:

EhREREFR—MEIEIRE R . kubernetesEEREENARIRERE RS
HrnEE/fEiRstdout-{ClusterID}. T3 f4hostfile-{ClusterID}. 8§
{#containerfile-{ClusterID}. K8SZ{4: event-{ClusterlD}, HERBIRSIR
¥EClusterlDBEzNar, Fl40: &EFIDACluster0l, NtR/EL/HEIRE SR
Astdout-Cluster01,

E—"kubernetesEEBE AT LARIZERIRE A SR Itn R H/f81Rstdout-
{ClusterID}. TEa3Z{&hostfile-{ClusterID}. ZF2E3{4containerfile-
{ClusterID} ) #0K8s={4event-{ClusterlD}, tNRENHEHLET, SeIEEF
REAER, WReEHMBETESYmHTATEEZAER.
i EERERER “REFNEFHER”
ii. RN “EERFRFR” 0 “EEBfID”
iii. &R “PrEEEA” .
(RERL
HTZAEALEN, EaEsiRr: BELiZzAEH, BERES, EFBENEE
mheliE, tlERMERESEPRERZAETHS,
iv. B “T—%: [MEKEIRT .
HiEF ‘REFBENHAER” , BHATUTRIESE:
i EERESR “XEFBEXHER
ii. BN “EERERFR” 0 “EEBEID”

iii. E “PIEASE FRBIME, & MSIRPIEEEFRNIEESE, &
REMENETAE, BE ‘FEEATH” BIrERR “Hg” , Aft
RIelEZ ATARECZEFHIAETAH
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BF ‘“FEATR FRIBE, & FSIRPEEEFNAER, &
RBRENATR, BE ‘FEATR BIsERR “#id” , Eel
RIelEZ TR RECZEFFRIBER

4-14 XEFBEX BER

G GEEAR ks - REE B

keSS s TEER
FRAT FEIED B FETEEN ABE

EETISEV RS

=4

f:e=H
sman [u]
£E0 [ul
FEO=E 1000 ~ rEFREOSE? ESEEE
A B sql v | C REREOE? EasE

4. BE ‘T2 REREIR .

£, 2: 1CEHKIRIR

1. RBEBAMCBELUT=REEHFEEK:
-  BFEBEMNIRRTEIKSs-log-EEHIDAIEMNE.
- FAEEHkSs-log-SERFIDHNHTAE .. XIFENHTHIBRSFERTEE
. HIEEATRAREHEFATR, SHITZINABTKE.
- FEERFEGHNEDRENATR. IFHEREERNBEEFEREINE
. HIXEATRAREIEFAETR, SHITZIMABTKE.
WRUE=INF, BES—AFEER, FRE “‘BEE” RHEHTIEES,
AU TEHRT T —Z#F.
(1] %83
o BNigE: —REBEEMIILE=INEE.
o EFNE: EFLERIIN.
2. BE T2 EATREAH .

\

LR 3: RERSREAH

fEKubernetes&ERf, IBIFEE—SENHITU RIELE:
1. $XERICAgentZ¥E6,
a. 3¥RENCAgentZiE (LIKREEERIIAE) -

waget https://icagent-{regionld}.{obsDomainName}/ICAgent_linux/icagentkK8s-5.5.1.2.tar.gz

b. fREICAgentREEER,
tar -xzvf icagentK8s-5.5.1.2.tar.gz
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c HABR.
cd icagentK8s
d.  &ERLERS:

EEREEANREHIXES .
EEEABEHKSHIAID .
k8SEERFFRTEX S, #EiF “XIFA”
2. Z%EICAgent,
a. EdlICAgentZERS, HITHIGSHFEEEAK/SK, BRMAININERE: &
Hlan S BT FaNEHRAK/SKEE B Tin S AT B RIEIR I EIRAK/SK,
N7 EEHREIIAK/SK, BAELL, HITXKABRIEERHL.

4-15 &% ICAgent

#

i

i
i

H£E— SZCAqentzriEss
HTESHREIAKSK, BB, HiTEIRaEEse.
P

b. {FRPUTTYEZEERTE, LlrootlFBRERET, RITEFZIRG

PAN

< o

LER” ICAgent install success” B, RRZEERIN, LEMINGE, EEN

FIFR T HEEICAgentiAZ.

3. BE “HAREEE .

B4 EEFHNA (7iE)

1. EENAETIRSP, FAERERAENENE, SUTLREFEREEMERE
RYEMH.

2. BE T2 XERE .

R 5: R&EHE
TEfEFIEEKSSIEA S AIEAR, RERBNEAREENT:

1. RERBER: BEXREEESR, REBEN1ZI64MFR, JATFRAR
M. HZF. P PR TSRS, BABELUNGR. TRIZFLak
LUNI R EERE

2. HURIRECE: EHIEREDR, HITHNAEERRE.

N

3

N
i
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& 4-35 RERESHE

ESiS

SHEE

Soood—
SR

R

REEMNIEEREHE, (XEFStderrfiStdoutiIHE.
RERBIVERL (stdout ) FIRERRNERIR (stderr) . WE
WIREE— 1 2 ERE.

o AREERERSEINEREIR (stderr ) , TLUEIRREFRKEZE: B
FRER B ERIRRERIARRA G ( stdout.logfl
stderrlog ) . StRERBIIFRERIRRERIR— G
( stdout.log) »

o I CRYRRAIRERESRETBERNESR, REREE
AIAOMBIIRER I E RIS LEREE

o RIFNHZBIREKE, (BAZIFWindowsizs )
FE “RIFXHZRRE” B, I—ENTHE—BEXXESF
WREFNZNPHER . ZINEEKERICAgenthrk K, FNEEF
ICAgenthRZNiiEe
XA “RIFNHZIRRE” 5, REREIEEEHRE, BIE—
FNMTHR—BAEXE, BMfFEERER, tREEEE—X.

BEEX
(BEiETES

REEHNIEERRNAINERERAE.
o BEREE: FMNBEBEWENHERR, UTSKEIRREENREH
THEXRE,
izl
SCCEERHTIERS, DRESSIERIEN, INKERESF
%EE’\JE%?Q%%?& o JVECCEEMMEPAEHIEENIRE, ZiESE
o HNINBEXSHENMN, ICAgentEHBIREITXFZMNKHIMTERE
REFEE, MRENSIEMUATSHESRER, JliEde
T CRINBENGIEMN” 1T ItES, BteES REFNSERT
BREESK,
REXEBy{basename{iEEFTHEIZIME). 548, {basename}.
{EEHEEFHEENRY. HEPEEST - SR NEFEE5
=, BEHAFESE,
B E M SHEMN I {basename}+ S 3 AISHIEIE NI ZFRIA AL
PUECHIN . FIanfERY B ESFB TR Atest.out.log, SEIZFRISH
£ 9test.2024-01-01.0.out.log, test.2024-01-01.1.out.log, itk
HERERRCER, REKIZN/opt/*log, GEEHINII{basename}
\\d{4}-\d{2}-\d{2}\.\d{1}.out.log

o RIFMMHZBIRRE. (EARZFFWindowsiz= )
HFE “RIFHZRRE" |5, E—EN THR—BEXHE
WRERIZN AT ZINBEMEICAgenthR A, FNEE
ICAgenthR AR o
KM “RUENHBRRE” 5, REBETEESEE, BE—
FHTRIE—BEXH, BIEBEETR, BRERE—X.

o IREREEZR: TS ASHITIIERE, METIREES
B, AXENTIEEENERING. FERBRIE, IR
FZBR TG
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S

SHEcE

TR
(BETES

REEFRISTET RIBRAIXHE

o BERE: MIEHFREENAETRR, TS RRIEMNIZT
ITHERE

o FINBETENLEIEMN, ICAgentBRIE@IT ) EZMNSEHI 25
REEEXE, REHSIERNATSAEEEN, TJLiEige
& “INBENGHENN” SkHiTICES, B EE REFSIZAT
MBEEESL,

WEXRE H{basename}{iEREFFHEEIMR). G4, {basename}.
{EEHEETHEIRINRY, EREEGA-._ SErmRAEFERA
5, BERAFE,
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4. BITEEAX A, _ﬁfE}Eﬁ%HFE TR, TR JJDE%%MJ:EE%%L
n, BRBRMN=EZEMNARN_ERA201,
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FFisr 4 HEEAN

IEI 4-25 BEIERN

I GENEAS)

=AY

- FAEESEEARTERE, HIBBSEAN.

R LRI EMN e B MMENETEE, sl IENZRIATC, N
FAZlfSEKeyAIValue, FREIZANSIEMNIIoashFINY, BNPLAC EIFNISRA
HBESTSHRE LR,

i B AT, ESKeyEFLIEMN ( ENZRIETL ) o KeylEH
ERER, %zv-\LJ:' MU ZEXRRE ‘Tt Zi8. HIIIRE :c,\ﬁSUfFEF'
BEhellofIHE, JEEFREMN . *hello.*

i EELM’E%E’J _JL,LJ_ THUREG, MAFRE, 2F “RIR” , 12
T’fXH_LEZIon

4-26 138

57 x

+ FealE

hello

- RN (EREAR)

*hello.®

=

- AEESEEFRTERE, HIESEAN.

LRI EMN e A MMENEEEE, TR ENZRIA, N
FRElfEEKeyfIValue, FREIZANSIEMNISDEFAN, BNPLEC EIENISRET

E]’JEI SWEF
i BE YR, EHSKey @SN (IENZFRIAT ) . Key{Eijl HF
BEH, SSOEANZERRE ‘5 B, FIIARERES

FEStestiIAE, JECERENMN . *test.*

i %ﬁELH’E?JE’J _J'U\J_ TRNEE, MAFRIE, BE “RIE” , &
TR o

5. EHERWAE,
I LEFEIRBEAXE, RinAEBFAcontentFRAYE LEZIHEIRSS
6. LESTEMAE.

I EEBIT AW BT XE, RinBEEF/9_content_parse_fail FEAYE L
R BEIRSS -

7. BHEXHEIE,
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=HTIRS
FFisrm 4 HEEAN

ﬁ%ﬁﬂ?ﬁz’ﬁ%—?—ﬁ%’ﬁ% REESE, SRHILtbIER B HRREREEARE
AIiE)

Bi7-5LIEN
ERESEANRTAEE, ERENRERZNFR,
. IRRBRIT-ZEIEN,
2. M NECEESHIER" 5 “ NEITIRPHEN” iR ESEM
- NEBRTHEE: BE ‘NEgATHRE" , ERBEPIREISES
EEFRENAE, B8 “BE’ . BUEFEFRNERFEERE,
- MEEUIAREHENS: EBd “MBIUDARPAENG T, ATEREMSEEIRNEER
BEHREREIBTES.

3. £ “REUENERER” THRAZRNASHENRAR, 28 “GIE" , EHE
BERTHEEER.

ERE ‘ENRAXBIER , I ARNRERE SRR, &
NkeylE, BF “HE” BT BHERIENFRAR, RETHGE, B “HBE” .

4-27 12EUENZRIATL

Bt NEEBTHREE  MEmiRRERS

B

nnnnnn w

4. BTIEREAXE, AREFSEIIARTIR, $#TRIIERBANHEZ RN
0, BESANEESERNRINERI9201

4-28 BHESEN

RN (ENEEST)

SN (ENEESD)

- FAEAEIRAFTERE, HNEZREM,

ERILGAINTIEMN b A NMEN SR, T AENRETL, N
FAEliSEKeyfIValue, PREIZANSIEMNIIoashRAINY, BNPLAC EIENIZRAT
HBESTSHRE LR,

i B AT, ESKeyEFLTIEMN (IENFRIAT ) o KeyENATF
BREWR, SHRTEHMUZEXRR ‘5 Zi5, fIINRERSRX G+
BZhellofIHE, AJECEREMNF. *hello.*
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=HTIRS
FFisrm 4 HEEAN

i %ELH’E?JE'J _JL,{J_ TS, MAFRE, BE “RIE” , &
RS o

4-29 156

L5t X
+ FealE

hello
= EHEEAN (R

*hello.*

(=2)

- FEATTRIFTBRIRE, HNEZB2RAN,

ER LRI M N et B MMENETEIE, TS ENRIAC, N
ﬁ,H; 2t i%yﬁi/alueo PREVERRIT AN A EFMN, BIPCEC EIENIZRIAT
E E ?‘ 2:§7'1‘o

. B AT, ESKeyEFLIEMN (  EMZFIETL) o Key{EjJEI Pt
ERBR, ,—RLHMJZE%%Z “ov” 1B, HIINARERTREE
FEEtestiIHE, AIEEREMN . *test.*

i ATREBIRg AT TS, MAFRIE, BE “RIE” , &
BN i AN

5. EfERIAE.
I LEFEIRBEAXE, RinAEBFEAcontentFRAYE LIEZIHEIRSS
6. LEBFTEMAE.

I EEBIT AW AT XE, RinBTAEF)9_content_parse_fail FERAYE L
EEIAERSS

7. EE‘ES{ E IL;\Ej-IEj o

ﬁ%)ﬁ_ﬁ EE—FRIFAEETIE, sXALIERRSHRENEFENRE
H\ rEj o

Z{T-ZEIEN
ERAESKANSTAT, ERENRATURIFR.
. IERBT-REEN.
2. M NECEESHIER" 3¢ “ NEITIIRPHEN” RS

- MNERHT EF'JJ:: BF ‘NEGRTHEE" , ERHEPIRIEWSE
BERERENES, BT RE . AR TENERRHERS

- MEIIHRAEAD %EE “ NEEDHRRHANE , ATEERBISEEIIRAE
BEHEIREIBETES.
3. £ “BfTENRAR” FHSEMEMSNFHNMAENRARN . BITENRE
AFZLRETERNS, TEHIFRTHRFLRS.
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AR
‘BfTENFRAR” BFRISTATITE, FIATES A

2024-10-11 10:59:07.000 a.log:1 level:warn
no.1 log

2024-10-11 10:59:17.000 a.log:2 level:warn
no.2 log

TENZITE:
2024-10-11 10:59:07.000 a.log:1 level:warn
no.1 log

BITUR:
2024-10-11 10:59:07.000 a.log:1 level:warn
BfTIEURG: A(Nd+-\d+-\d+H\s+\d+\d+\d+\\d+), HFESIETHEESE—, Eit
BILAMRIE B RASRER BRI TIEN
4. 7 “REENFRAX” THRMAZRIEESHOENFRAR, 2F “WIE" , ER
NERTHEEER.
HERE ‘ENFRARNBEER" , ERFTHIRERERSECRINFER,
Nkeyl&, B8E “HHE” BIRJEmIERIENFRIAT, REZKE, BE “AE” .

(ALY

REGERETAIZ “REENRAR” TSR, AR “BITENFRER” HUTHE
R, “BIIEURXR ITHERFEEIBIRAERES.

MR “BITEURKR” FHHRANEURAREIR, WESHLEEE HRNBERE
2o

4-30 IREIENRIAT

Bas) HWEEBEFIAE  HEHIIRTHRIE
. .
ETIEMEAT

aa

SEUENRIET,
A THEIHM )

B EARA TR WA (EREESE sl

EmEs

5. BETEEAXE, AIREREIAREIRE, #HTAIIE3BRNHEZEMN

my, El%%ﬂﬂ:ki%%%buu,J\JJIJJ:BEszoAo

& 4-31 BEiEAN

N (ENEAS)

AN (ENEEST)
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= HSRS
FFisrm

4 HEEAN

HERE

6.

FAERASITEAFTEIRE, HNBZERN,

EALARILT AN E M ERNBEEYE, RN AENRLT,
FBREEKeyAIValue, FrEIEZEANT SN asshAIN, BIPCHS EIENIZRIAT
E’JEF':Z“ BWRE IR,

. BBk T, ESKeyEFEEMN (ENFIEL) Key{Eijl
ERATR, z:LJ"%LLJZI@?E? “ov” B, HIINRERE J?SZ{L'FEF'
BE&hellofIBAE, rIECEREMN A *hello.*

i, %ﬁE}x{’EﬁJE’J _ILAL TRURSES, MAFRE, BE ‘&L , &
T*XH—L)EZIJJO

4-32 386

=)

FEASTRAFTRIRE, HNEZR2RAN,

ER LU SN iR B MMEN BEEEE, TN ENRIA, N
Rz EKeyAYValue . FREIZANTIEMNAEFAN, BPIE EIENIZRIATC
HNESEHKER.

i. BB T, ESKeyEFEEMN ( ENFRIAL ) o KeyEBAHEEF
Ez%f’? %mLfﬂ)ﬂUZl‘Eﬂ?&%% “of” BiE, HIIIARERETRGE
FEStestiIAE, AJECERENMN . *test.*

i ERERIN  ALHTNESS, MASRE, BF Rk, 2
T&H_LEZIJJO

FEFEIES
I LERBAEAXRE, FiRAEBEacontentFRAYE LEZIHERS
LEERRMBE.

I e EMBERXE, RiaEEIE1ES_content_parse_fail FERAME E
1§§U E iHEDU )

BEX HEEE

FjEJT:."T? BEER—FRIEANBTRIE, SXALIERBSHREREEARE
H\ rEj o

ERATZEARENEE (Fla0: SIRFAFHSON) , RIEEZBENEERTHL
1.
2.

GeIREGHENT o
M “NEeBEBFIEE" 5 “NEIDIRPREN " ERATEA, EREEE TS
PN H=TNESR
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=HTIRS

i HEEA
3. O LMRERERESEUTHEHEEEENIRE:
- processor_regex
7 4-40 [ENIZER
2% =il i5BH
source_key string [FIa=F RS .
regex string IENFRIXT () P 9EEET
FE.
keys string NERRIABIEEFER
e
keep_source boolean EERBRAFE.
keep_source_if_pa | boolean TR AR BIRS
rse FE,
- processor_split_string
= 4-4 DIRFHET
S St 1585
source_key string [FIaFEE
split_sep string PIRFFRE
keys string HRBHNASIEEFRSZ .
keep_source boolean WA EPEREREBE
%EX o
split_type char/special_char/ PBeRRY, ZiFchar-BB=
string 1—:\ special_char-A<a] =
5. string-FfFER,
keep_source_if_p | boolean BRI ERERRBRIGFER .
arse_error

- processor_split_key_value

& 4-42 EYHE

S i 5iRH

source_key string [RIaFERZ

split_sep string REXZENDRRT, BRMERTIZE
FF\to

expand_connecto | string BANEEX PR 'ﬂEZIEﬂEG PR

r HINMERFERES (1) -
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= HSRS
5z =12

4 HEEAN

£

ESid)

ol

keep_source

boolean

W R B THhEERERIAF

X o

- processor_add_fields

E 4-43 HFIN=FEE

2¥% £ =il 15488
fields json/object FRIINFRBNFRE. #E
&I, ERINZ.
- processor_drop
ER4-44 ZRFER
2% =il 15488
drop_keys string EFFERIIE,
- processor_rename
E 4-45 EGZFER
S ESiT) 15iAH
source_keys string FEMBNRIEFER.
destkeys string BnBENFR.
- processor_json
2 4-46 json BFFHER
S il 5iAH
source_key string [RIA=FERZ
keep_source string WETENESHERARERRF
128
expand_depth int jsonEFFHIRE . EOAERO, TR
IR, 1FRAZHRIER, LA
HEo
expand_connecto | string jsonfEFFRTANERERT, BONMEATRY
r % ().
prefix string json@FFEY, XFERAMNNEIBISR.
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= HSRS
5 =12

4.

BHEEA
2 E: i izl
keep_source_if_pa | boolean EITIERE A REBRIAFR
rse_error

- processor_filter_regex

£ 4-47 1377828

2% B it izl

include json/object key IHEFER, valueSPCECHIIE
MFIX o

exclude json/object key IBEEFER, valueSITECHIIE
NZFIETC

- processor_gotime

2 4-48 12HETE)
25 E it izl
source_key string AFERE.
source_format string [RiaATEAREC .
source_location int [RIGRTEIRORY X . SEENTHT, F
~logtailFrEEN s FEEAIRTX o
dest_key string R ERBRFE
dest_format string T FRRORTEIE T o
dest_location int TR X, 28EATH, TR
AT o
set_time boolean ERBREIT RN EIEE N EER
8o
keep_source boolean RN RSP ERREBREF
ER o
SER A
[
{
"type": "processor_regex",
"detail": {
"source_key": "content",
"regex": "*"
"keys": [
"key1",
"key2"

1
"multi_line_regex": "*"
"keep_source": true,
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= HESRSS
FFisr

4 HEEAN

%
{

"keep_source_if_parse_error": true

}

"type": "processor_split_string",
"detail": {
"split_sep": ".",
"split_type": ".",
"split_keys": [
l|key1 |l’
l|key2|l
1
"source_key": "context",
"keep_source": true,
"keep_source_if_parse_error": true

"type": "processor_add_fields",

"detail": {
"fields": [
"key1": "valuel"
%
{
"key2": "value2"
}

]
}

"type": "processor_drop",
"detail": {
"drop_keys": [
l|key1 |l’
l|key2|l
]
}

"type": "processor_rename",
"detail": {
"source_key": [
"skey1",
"skey2"
I’
"dest_keys": [
"dkey1",
"dkey2"
]
}

"type": "processor_json",

"detail": {
"source_key": "context",
"expand_depth": 4,
"expand_connector": "_",
"prefix": "prefix",
"keep_source": true,
"keep_source_if_parse_error": true

"type": "processor_gotime",
"detail": {
"source_key": "skey",
"source_format": "ydm",
"source_location": 8,

MAERRAS 01 (2025-02-21)

WRIERE © LEARITERARERAF

114



= HESRSS
FFisr 4 HEEAN

"dest_key": "dkey",
"dest_format": "ydm",
"dest_location": 8,
"set_time": true,
"keep_source": true,
"keep_source_if_parse_error": true
}
1
{
"type": "processor_filter_regex",
"detail": {
"include": {
"ikey1": ™",
"ikey2": "*"
by
"exclude": {
"ekey1": "*",
"ekey1": "*"
}
}
}
1

BEXBE&EE

FREEX BEREFFX , SEEL-49FESH,
[MARI:

o ENEIRNESERIIEEFRAFE, BEMBTHREREIENBERE.,
o XEMUAMTHITFREMMEN . FRINR. FREBEKNFRE, HEEEFRIGAIEF

EX o

& 4-49 SHRER
2% il Pl

AHE=FER | ERINEFEERIEIR. BETHAEEZREEIRE | test
keyZFR | BRI=FER, 1Z=FERstringdklong3EEY,

FEvalue | BIREHIFRvalue, &IRFEkeyfm, & | 2023-07-19 12:12:00

BhiEze.
iRg
B ERYFERvalueh 2 HBiRdY [BIF1/E24/ )\t
AYBiE .
EgX | BeEENAEREEN. yyyy-MM-dd HH:mm:ss
1RME _
%E &Llﬁ, = “AYEEin=E
EgvalueltEepkIn” MIZRIRIEALIN
N BEREER
HERE#& VU0 TFR4-50,
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= HSRS
5z =12

4 HEREAN

(AR

BIABERT, =HERSLTSHHIHER BDRFSEHEIRD,

HMHEER.

=

ERIESNRAFEERY, TEERE

% 4-50 FFEHEC
AfiEME =t i5EA Nl
EEE EHNES. Fri
EEEE EHINETR, Friday
MMM BHr%ES. Jan
MMMM BHRIZR, January
dd BR%LX, +i##l, SBER1~31, |07, 31
HH NG, 24/NaSH 22
hh INES, 12/NEE 11
MM Bfp, +##l, seEHR01~12, 08
mm o8, TS, SBEJ00~59, 59
a AMEEZPM AM. PM
hh:mm:ss a 12/\BSHIB9RTEIZE S . 11:59:59 AM
HH:mm INSFIDHPAES . 23:59
ss ¥, b, SEEN00~59, 59
yy Ffp, TitHl, Tette, SBEK 04, 98
00~99,
yyyy Ffy, TiEEl, 2004, 1998
d BR%ELX, Ti#dl, SBEN1~31, 7. 31
DDD —ERRORE, +iEE, SBEA 365
001~366,
u 2H,, i, SBER1~7, 1FRR |2
E—o
w BENE/LE, BEXE—REANFFE, |23
SEEJ900~53,
w =ZREILAE, SBEN0~5, 2
U 28, H#EF), BER0~6, 0XE |5
5=
EEE MMM dd | #xEERI B HERFOAIE] . Tue Nov 20 14:12:58
HH:mm:ss yyyy 2020
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=HTIRS

i 4 BEBA
AfiEnE= jizkils 5l
EEE MMM dd TRERYEER, AERE . Tue Nov 20 2020
yyyy
HH:mm:ss FrERYRTIE], AT HEE. 11:59:59
%s UnixB38)E 147618725

4.3 (FH=RFBIEN LTS
4.3.1 =HRSSIEN LTS f#ihR

ZHESRS (UTS) MIEFEREHE. i, 22 HEESFSHEITRSZIESE

&, ELMERLTSH MRS BSdE T REEER . EERRAT D,

BEFZSMIRME. SRILTSSIFRENRIRS BN FERAR:

% 4-51 =IRSBIEAN

N— = ]

BRI SR

=RSEE | =RS | BEER s VE. 5
R 2R
AOM Nz | 220E NAEHETE -
HETE AOMIENALTS
APIG APIRX | MXiBEIEE APIRIXAPIGEEN | o APIGHATEHRL)
(APIG ) LTS o APIGIIEIHIL)
o APIGRDYRinTE
BMS BeRE | 2=28%E HEREIRSBMS | -
IRSS 22 NAEBEALTS
CBH =E2 | BEEE =EZHCBHEEN | -
Hl LTS
CCE E:ﬁzn o FHFMABZE z‘:ﬁfé!%ccm -
CFW =BAK | ¢ KHARE (CFW | =PFKIBECFWEE | -
15 XFHEAE) ALTS
e HAHEZE (CFW
mEEFIAE )
o MEHE (CFW
mERE)
CTS =HIT | cRBEEERE | =@EiTRSCTSE | -
RS HZE (CTS) ALTS
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=HTIRS

FPigr 4 BEEA
=iRSEE | =RS | BEER S pERE Ve
R BR
DDS YHiE | e ®HitHE (DDS | MASBUEREIRSS DDSHEitHEH
?EF?EHE HITHE) DDS#EZALTS 10
- o iEiZA (DDS
HiREE)
o 2H7 (DDSIE
HE)
DMS St | DMSEREAE PHNEHERS |-
HER KafkahRIZALTS
£ Kafka
hR
DRS HIEE | HOEE HIRSHIIRSSDRS | -
HIRRSS LTS
DWS ;;;*gi)ﬁg e CNPHEAE HIEBERS -
ZEARSS a+ GaussDB(DWS)
o IRMERS
messagesH&
e HITHZE
ECS witx | £28%E& (ICAgent | ZEHECSIAR | -
IRZ2E | REXAKBRE HREALTS
ELB 3%‘&9’4_ Y=E = s FAERIYET ELB | o ELBYAISHR()
#ig | (ELB) BALTS e ELBiAEA(y
e ELBRRISIE
ER g | £28E (ERBV | IERASEEREE | -
FH22 REHEE ) ALTS
Function | R¥TIT | REHITHZE R TIER -
Graph B FunctionGraphi&
LTS
GaussDB | =#iE | HitHE =EIEEE -
EE ( GAUSSV5E1TH | GaussDBIZEALTS
GaussD | &
B
GES E5|Z | |EitEE B3 |2 IRZGESEE | -
IRSS ALTS
GaussDB | =HiE | o (HIRARE =HURERE -
for = ( GAUSSDB_MY | TaurusDBIZEA
MySQL | GaussD SQLfEIREE ) | LTS
B for Y
MySQL o EHE
y ( GAUSSDB_MY
SQLIERE)
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=HTIRS

=z =] 4 HEEAN
=iRSEE | =RS | BEER S pERE e
R BR
GeminiD | =&UE | 12EZE (GeminiDB | =EUERE -
B Redis E Redist2AE ) GeminiDBJEEAN
Gemini LTS
DB
Redis
GeminiD | =ZHURE | o #HIZAE =HIERE -
B Mongo | [ ( GeminiDB GeminiDB
Gemini Mongo&izH MongofZALTS
DB =
Mongo o EEE
( GeminiDB
MongotgH& )
GeminiD | =#iE | 12BZE (GeminiDB | ZHUEE -
B E Cassandrat2HE ) | GeminiDB
Cassandr | Gemini CassandrafEN
a DB LTS
Cassan
dra
loTDA REE | RBETAE BEZIENIOTDAEE | -
A ALTS
ModelArt | ModelA | i=z{7BE AIFEES -
S rts ModelArtsiZEA
LTS
MRS MapRe | £2HE (ICAgent | MapReducefRS | -
ducefR | REXAHE) MRS#EALTS
%
RDS for | =EUE | e (EiZEAE Z=HIEEERDS for | -
MySQL | & RDS ( MYSQLEEIRH | MySQLEEALTS
for =)
MySQL | o tgE= (MYsaL
BaE
RDS for | =EIE | o EiZAE Z=HUBEERDS for | -
PostgreS | /& RDS ( POSTGRESQL | PostgreSQLIEZEAN
QL for HRA=E LTS
Postgre | o =k
SQL | SZ IL,\
( POSTGRESQL
EBRE
RDS for | =#iE | BIREE ZHIEEERDS for | -
SQLServ | EERDS ( SQLSERVER$EI= | SQLServerfEAN
er for SQL | HE) LTS
Server
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=HTIRS

BFiErm 4 BEEN
=iRSE | =RS | HEER SRR NFRE
R 2R
ROMA | A5 | MXipEEE NARSEHIBERTE | -
Connect | #UEE&E BROMA

REE ConnectiEALTS
SMN BHEE | BEERAE BHEBIRS -
FARSS | (SMN) SMN#ZALTS
SecMast | 2= | 22T RETN -
er D SecMasteriZ\
LTS
ServiceSt | MFHE | ServiceStageZS2&N | ServiceStageFgE | -
age 5z | BEHE MNMEBEEALTS
WIS
ServiceSt | fAE | ServiceStage==E# | ServiceStage== | -
age B5= |HBHE HBEEALTS
HIEE
VPC REfAFA | VPCRAE (VPC) | EIMFAB=VPCE | VPCREE
Bx ALTS
WAF Webhiz o IWHHZE Web i FERA K i -
fgz B | o ipam= WAFEZALTS

4.3.2 WNIzHESE AOM BN LTS
TN RIEHEIEAOMBIBEIEALTS,
BRBEAGRESREALTS,

4.3.3 API (X< APIG N LTS

FIEAPIMEAPIGAEIZALTS,

IS s

ERIBFHEREIITAPIGEA,

128 APIG EA LTS

=HERSEANFNIAPINK APIGHT, 1ZIRII TNMRIERIENES

gz

£IR2
% o

EEAER

£IR3

EXETRSEHS
EEMSAA=F, EE BN > BAPL” , BE “APIRX APIG” #HITAPIGIENED
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https://support.huaweicloud.com/intl/zh-cn/usermanual-aom2/mon_01_0031.html
https://console-intl.huaweicloud.com/lts/?#/cts/manager/groups

= HSRSS
FFisrm 4 SN

1. BE ‘FrEATE” ERERE, & MIYIFRTEREERNAEE, &85
MAEE, BE ‘FIERTAE" BIMERR “fg” , ERHeIZaTERE
BRI ESAE.

2. BE ‘EASR” BREMME, E MIIRPIEEERNESR, GiR8h%E
RMBRER, 2E ‘FERER" BIMERR “fg” , EREHNIZETRRE
BIEFHIESR.

3. B “T—%7 : APIGEE,
$IWA APIGELSE, B “FI{FAPIGES” . HAIRESESRAEDSHT.
5 BRET—2: HEREE.

£ 4-52 HEREESHE

SH 152AA
BaiX AR TERHER | AR, AEREHUEENAPIGRSHE
MZR5|EE R, RH5|IEERNGTEAPIGREITERIIFRITH

RO . BCEESMWAIRSIE, Z6EXd
APIGEHITSQLAHT, FRMEATHCERR.

Ba A HERRINRE | FEiZizsH, BaihEERFINRES
log_type=apig_access log_type=apig_accessfg, APIGI\EEZENRAEE
BoiZzBHER o

Bl BSREEMNERE FiRizigtE, BalnE&REIZAPIGIERE

g6 B ‘18X .
bR
4.3.4 =EZ2F], CBH EA LTS
TR, (CBH) BEEEALTS,
BREAGLESNEELTSHEIINZRES .
4.3.5 =FHXIE CFW 2 A LTS

SIFRFKIECFWHTRALTS . LTSYFREMNBETEIE, BigERTEIRERISHT
S4IE, FJLUARH— K. B8 KERTAIEES

BAREALGXESREERE.
4.3.6 =HITIRSS CTS A LTS

THEIEEITIRSCTSHEEALTS,
HRRE

EMSEHEREIRCTSER],

ZE CTS A LTS
ZAERSBEAALXNAREIT CTSHY, BRI MRMERMIENEE .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-er/er_01_0109.html
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https://support.huaweicloud.com/intl/zh-cn/mongoug-nosql/nosql_08_0090.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ticket/topic_0065264094.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-roma/roma_03_2015.html
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HREF, 2E “‘TRSEN-YRFMHEOBS” HITOBSENEE.

BF ‘EATAH” FHERE, & TMIIRFEEERNESHE, SREMHENH
T, BE “PEATAH” BERR “HE7 , ERHAVEIR ASAERm eI
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https://support.huaweicloud.com/intl/zh-cn/usermanual-secmaster/secmaster_01_0143.html
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https://console-intl.huaweicloud.com/lts/?#/cts/manager/groups
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https://support.huaweicloud.com/intl/zh-cn/usermanual-obs/obs_03_0320.html#section3
https://support.huaweicloud.com/intl/zh-cn/usermanual-obs/obs_03_0320.html#section3
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https://docs.oracle.com/javase/8/docs/api/java/time/format/DateTimeFormatter.html#patterns
https://docs.oracle.com/javase/8/docs/api/java/time/format/DateTimeFormatter.html#patterns
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/FlowLog_0002.html
https://console-intl.huaweicloud.com/lts/?#/cts/manager/groups
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/FlowLog_0003.html
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https://support.huaweicloud.com/intl/zh-cn/productdesc-lts/lts-0718.html
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Content-Type | = String Z=FERIE9: application/

json;charset=UTF-8,
TRE(E: None
RAMKE: 30
BRAKE: 30
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=HTIRS

i 4 BERBA
% 4-61 153K Body &%
2% 28 | 5% R
WA
log_time_ns 2 Long BHEEIE_FIRATE], UTCHTE (24
).
i%E8
B0 R HERILTSAIRT EHERE
HFidiEAEg2X, U EREE
LTSRS .
contents = Array of String HERE
labels = Object FFBxEXlabel,
588
BAESFRETMRENINEREF
B, BNsERERFREIREER.
RIS ]
tenant_projec | & String fHPIREID, KENAEEN:
tid REKSID, INEHID. BHEA
ID. B&ERID.
VRSt
RZESF9 200 B
% 4-62 I Body 2%
e S¥n R
errorCode String FESIE
KEME:
e SV(CSTG.ALS.200.200
errorMessage | String VEIEES VA St 9
e
e Report success.
result String MM ZER o
JR7&ERE 7 400 A
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=HTIRS

4 HEEAN

%= 4-63 K Body %4

24

SHR

faR

errorCode

String

SN
zE:
e SVCSTG.ALS.200.201
e SVCSTG.ALS.200.210

errorMessage

String

1J FE R e = B A

WEHME:

e Request conditions must be json format.
e projectid xxx log's quota has full.

result

String

IR 4E5R

RZS6E)5 401 B

% 4-64 I Body £2%f

e SR ik
errorCode String S
KEE:
e SV(CSTG.ALS.403.105
errorMessage | String VENEES VA S 3
ESIER
e Project id is invalid.
result String Mo RE5ER o
WRZ&E879 500 B:
Z 4-65 gLy Body 2#
8% e el ik
errorCode String TELIEN
WaHE:
e L|TS.200500
errorMessage | String VBB SISt s g

ESIER

e [nternal error
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= HSRS
5 =12

iERHl

N Mz 73~ 51

4 HSEAN
2H SRR iR
result String Mo ZEER

RSB 503 AY:

% 4-66 I[K Body S

8% e et fik
result String ServiceUnavailable, #iERAVIRS T, IRSS

FETF.

POST https://{IZ X\ =IP:8102}/v2/{project_id}/lts/groups/{log_group_id}/streams/{log_stream_id}/tenant/

contents

{
"log_time_ns": 1586850540000000000,
"contents": [
"Fri Feb 1 07:48:04 UTC 2019 O\n",
"Sat Apri 18 16:04:04 UTC 2019"
1
"labels": {
"user_tag": "string"
}
}

REB\: 200
HE LRI

{
"errorCode": "SVCSTG.ALS.200.200",

"result": null

}
RSES: 401

AEEFIRRENEERGE, REZIAE, RPRSiRELEFIRFTHEHSAEER

RIEFEERE .

{
"errorCode" : "SVCSTG.ALS.403.105",
"errorMessage" : "Project id is invalid.",
"result": null

}
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=HTIRS

i 4 BHEBA
K&
RSB R
200 THERITR AT o
400 BadRequest, JEiEiEK, EiNiRIBerror msgEIEIEXIZIER, ~AEE
AR
401 EERIRRMIAEHERRE, RENZIASE, RIPRSIRELEFimFTE
HEGAEEEARESIEE.
500 REREREIR
503 ServiceUnavailable, #i5KAIIRSZ TR, RBZATH.

443 FiREEERSEOS%

ZEOBATEN LIREFPREEALTS,

EARIPRIELTSIER B ZAKICAgentiY R 2<ap S HREREY, iwM798102, EMRHERX
S2HBFZNBERTH

AR

BXERAAHE, BRASEHBLAHE—MRLRANEE . FUTSREEEESHIE, =&
BRREEAEFR T ERNE L. XT HRATHAORSREESE ATEERE .

URI

POST /v2/{project_id}/lts/groups/{log_group_id}/streams/{log_stream_id}/tenant/
contents/high-accuracy

% 4-67 IR1ZSH

2% =R | sHEE fiik
AT
project_id 2 String IREID, KA NESN: REKS

ID. IREID, BH&EAID. HERID,
TRE{E: None

RAMKE: 32

BRAKE: 32

String HEAID, KA RBEEN: REIKS
ID. IRBID. BH&AID. HERID,
TRE{E: None

BRAMKE: 36

BRAKE: 36

ali

log_group_id
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= HSRS
5z =12

4 HEEAN

SH =5

SHERR

1)

log_stream_id | =&

String

HERID, KENANiEEN: KEKS
ID. IRAID. HEAID, HERID,
The&3{E: None
=RIMKE: 36
RAKE: 36
ol

B MogstreamBE NIRER R A BetBd

100MB/S, BiZLtMIErIEEESMAE
%,

IBREH

2K 4-68 153Kk Header £%§

2H A
Wiz

S

11

X-Auth-Token | 2

String

MIAMSKERHIFBF Token, SXEXARIES
Il: FEENFAFToken,

& None
=/M<E: 1000
BXAEE: 2000

i

Content-Type

String

ZFERIES: application/
json;charset=UTF-8,

& None
=/IMSE: 30
RAKE: 30

i1y

Content-
Encoding

String

HE RS
ESIER

e GZIP

e SNAPPY
e gzip

e snappy
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=HTIRS

FPiEmE 4 HEEA
& 4-69 15K Body &
2% 2E | 5T R
WAk
contents B Array of B85 iR aENEERRIIE.
LogContents
labels = Object HRFPBEENXlabel,
1588
BEREEFREMEBINEREF
B, BRI FRERES.
=S L
tenant_projec | & String FHFPIREID, KEABEEN:
t_id REKSID, INHID. BEA
ID. BHERID.
Z 4-70 LogContents
e = | B¥ss R
B
’\
i%
log_time_ns | 2 | Long HEEIRE EiRAYE, UTCRTE (%))
1588
B0 _HR B EZILTSHIR R EE A RIRTIE B
2K, BN EREESHELITSHIER
log 2 | String HEAS.
D)VES54
R8T 7 200 A
K 4-71 uiZ Body
el SHRT iR
errorCode String 2=,
KEE:
e SV(CSTG.ALS.200.200
errorMessage | String VEIEEES VA S %9
BEME:
e Report success.
result String Mo ZEER .
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= HSRS
5z =12

4 HEEAN

KRB 400 AY:

% 4-72 I Body 2%

2% SHRE R
errorCode String LI
KEE:

e SVCSTG.ALS.200.201
e SVCSTG.ALS.200.210

errorMessage | String

B3P SUUR)VA SIS e
ESIER

e Request conditions must be json format.
e projectid xxx log's quota has full.

result String MREEER
KT 401 A
# 4-73 3K Body 2%
B8H SR R
errorCode String FAESIE
KZME:

e SVCSTG.ALS.403.105

errorMessage | String

B SUUR)VA SIS e 3
ESIER

e Project id is invalid.

result String

MM EESR

KE[B7 500 A:

%= 4-74 (W[ Body &%

2% SR T
errorCode String S
KZME:

e LTS.200500
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=HTIRS

FFigm 4 BEBA
2% SRR fik
errorMessage | String VB SISt
WEHE:

e Internal error

result String Mo RE5ER .

JRZS8575 503 B

% 4-75 I Body B%

2% SHERE R
result String ServiceUnavailable, #IEXKAIIRSZ XL, RS
AHH.

iERpl

POST https://{IE\ =IP:8102}/v2/{project_id}/lts/groups/{log_group_id}/streams/{log_stream_id}/tenant/
contents/high-accuracy

{
"contents": [
{
"log_time_ns": 1586850540000000000,
"log": "Fri Feb 15 15:48:04 UTC 2019"
b
{
"log_time_ns": 1586850540000000001,
log": "Sat Apri 18 16:04:04 UTC 2019"
}
1
"labels": {
"user_tag": "string"
}
}

N Rz
RS 200

A& R

{
"errorCode": "SVCSTG.ALS.200.200",

|||||

"result": null

}
REEE: 401
EEFIFRMALERRE, REIZIKESH, RPRSIHEEEFIRFFAREIGALEER
RIEFERAEX.

{
"errorCode" : "SVCSTG.ALS.403.105",
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= HSRS
FFisrm 4 SN

"errorMessage" : "Project id is invalid.",
"result": null

}

RS

R ik

200 BRI REIN

400 BadRequest, FFiEIEK. BiiRIBerror msgEEHESIZIEK, FEE
FREAT—P

401 EEFHREAEEERE, RENZKEE, RPRSHEHEFiRTE
HASMIEHEEARAEMEAEE,

500 REAEPEIR

503 ServiceUnavailable, #1&5KAIIRZ T, IRESATH,

4.5 ¥& |1AM IKSHEN LTS

SGEFTERKSEN-AERRSE LN, BEeIEEE, SIS ERKSHET
umHE’EEﬁUW%?EELk?E’J BERT, REEKSAISmATRSERKS.

(RERIY::|

BEWSENRIG, MRWSAZIAMERIREE, WaBERSTEBEIZETHME, &
ENERSENMRAEN; NREABERERSEANIIRE, TEEBENIKSBHRENLKE.

BItRSRM
ERIEEIEXR.

PRI
HIEREL KR, BirAEREIESERAERIESE—ERE. BN1/HE, &
BENYE.

REEWKSEA

ASIRSFBEADLERERSEN, KRB TREBRIENEE
] EREAERSEHE

$I|2 EEMSHI=F, &R BN > BAPLO” , BF “BRSEN-BERME " #17E
KSENRE.

BAELMISA=F, EEFE BN > EANEE > BAETE” , BF “BRSEN-BER
BRES” BHTEKSENRE

SEAMSHt=S, &F “‘BEEE" , BHEERASRIBREANBSFBERE .

BEA LA © , FESRIES, B EEENT RE, 5 “BARET , FE
HRES, BE BERSEA-BESRME BERKSEARE.
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= HSRS
FFism 4 HEEAN

£E|3 EEHRT,
EBERXSH, BEENF4-76, THE, BE ‘T2 BEREE .

& 476 ZESHEE

SH il
ES = HSZIEAEIAMPCZIEIEEIR. ZIEAKRSTBIGIE

ZIEBRREENREEEEMENTWKS.
ZREAKSER | QRIS ER, ARBIEREXR.

(11 ER
o ERKSHHRERKSHEEEEF.

o WEIEKSWREZINAgent OperatorRFRAE, BT HRERKSEERALTSEITINERTH
1TEERS .

£ BERIRET
TR RE, BEERARN, EFMHEN: BalfcEMFEiE.
o BaifitE

a. HEATRKRSRE, BE ‘BiEE” .
b. fEBHRIBmEEREY, EERXSHER, TafE, BE “HE” -

& 4-77 BB ERANN

e il
MM ZFREIZR IBEMNETRELR, BicESEREEERIMT

BIREIE, FESFENIN,

RSHFRMAR . HF . X, PR, TRIZER
NYR, BARBELUNESR . TRIZFFSKELUNE =
HRE. IRES, BUANBIREIZArule,

NEREKSHERFE | BEFEZANNASEH/BER, RSXIFEF20
HEEANNETEH/A | 5o

=412
eI

AR

B BB EREAAN, WEELFREFETE. BirATRERRIAREES
FRATAH. FATRSRRE—H, BTFFhEl.

¢ BE MR, EEMKSER.
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= HSRS
FFisr 4 SN

(AR
1. FRESEERBMM:

o BRIEFRNBIRASR: TS5 HENBRAETER/BER.

o  EBEASFENEREER: RSP EFENEREEA/BER.
2. MSIREBERIT:

BERE R, EEENBREER.

BirAE R, EEENFEEER.
o BfrEFERxx, EFEETEHERESA,
o BitrEERxx, FETARBRESTE.
o HUEREES,
o ERERx, CIFEMSEER,
o HEEHECKLR, BEREFENESEETEN,
HIRRLA EHREERT, ZIRR B SRS BRI AR o

d. FEZEmRE, B2F R
o FHIEE

a. ERERMSRE, BE NN, SERA-TRERN,

e}

O

& 4-78 SEURBE

2¥ iz
A2 FR 2@)@9 rule_xxx, tWAIRIEGHFEEHITEED

SSHFRARN . #F . . P, %
RN, BARELUINGSR . TRIZFF LA

X

ES i) RESE | EHESHNESE, EREINETEPHETER,
BESR | EESNESR, ERBINESRFHTER,
#wEES | BirAT | KEESHNASE, JHERE ETJ EI LHepit Tz

)d

4 T¢I§ZE?§EEJ)\—’Z$’7 THEBRE
BirBE | HEREHHEER, TTEEEIJEIL:\UILEP Tik
i Eo EEMAZTRRITHRERER

b_ %E “ Tﬁ”’_ ”» EE%}\I I/—Q:t% o
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= HSRS
FFisrm 4 HEEAN

(AR
TR EERE M
o BEIEFAIEREER: REELHHENEREEE/BER.

g)\EﬁEE’J E*TE:E\UIL WERHHEFERN E*TEliéﬁ/El Eimo
2. SSiRERERERM:

o ERERxxx, ERENEREER.
o BiRAERxx, EEENEAER.
o BiRAFERxx, SEETHEREE,
o BtrEERxx, FETFARBREEE.
o MNEZMREE.
o ERERxx, BEEMEIXR,
o HEE/BEERBIREACIESEH.
HIRRLA EHREERT, ZaiRR B SRS SRS o

c. TUSRERGE, BE RBR7 , EEIEAEENNKI.

LTE5 BEEATH.
(MARIY:
BiERRE, HRESEVNERTRES, BEmOESF,
o IEASNHTRA, BE “REEANEREIIR" TEEHTENIIZE.

o IERABRANAERAY, BE REHENEEIIR IEERATENIIER; BE
‘BERER IEECEANBATER.

R

4.6 {5F3 KAFKA 1Y LR BEE LTS

ey LiBd KafkatiiX EIREERIBERSS, BaiscdFS3EKafka Producer SDKEREE
IE-, (kT Kafkathi¥ . AT IG=:

o T EFETHERENBRERS, (NENEEXMHETLIEHEE LIRE
LTS, f#la0Logstash,

o I752: FHEEET Kafka producer SDK KREREFHF LR, FUBLTEXRE
ICAgent,

AR

BRI IFEAL-IURIN. E/g-T I e5R- Ei—. SR-Eig— . WA-HniK, EfthS
R R THEE[ER,

O

Il =3as
o (FH=BESDKAEI, BFEEZIMAFRKS, HHBE=EHERS
o MINZHERSHIIXI, BRFPIRBREX, zjeHRreglomdo
o WNMEIERENIA A FBAK/SK,
o REVEAZMSHITEID ( project id ) , FIFEESN “FHAVEIE >APIEIE"
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=HTIRS

FAF$5rs 4 BHEEAN
o REFEZE HRFITSHIAZAID. HERID,
o HRINIFAM LR, REEECSENLERA.
LEPSUEE
o  HEINIFAM LR, inCOEE/9095, IPIRIEMMEREHTEE.
o Z#F Kafka #)ARA T 1.0X, 2XX, 3.XX,
o ¥E4EAT: gzip, snappy, lz4.
o KAFKAIAIEFSTU/9 SASL_PLAINTEXT AIE
o KAFKARMYHIACKSS HWLIUZE N0,
BEL T
o (FMAKafkatM¥ LiREEH, FEEMAZIRIBRASEUIT.
= 4-79 BASH
SHBWR ik R
projectld FAFRMKSHIIREID ( project id ) String
logGroupld LTSRYEELRID String
logStreamld LTSBYEERID String
regionName =HERSHXE String
accessKey HARFRKSAIAK String
accessSecret FAFMSHISK String

o {EMKafkatM¥ Lk AERS, FEEEIUTSH.

%= 4-80 BLESH

SHETR

il

G

METZ3ESASL_PLAINTEXT

hosts

Kafkaf9IPFOPORTHENE, 8= Alts-kafka.${regionName}.$

{external_global_domain_name}:90955§|ts-access.$
{regionName}.${external_global_domain_name}:9095

HhhIPRIES S {ThCE, PORTEIENO095, ¥ MiEsESHFE

A, Flandt=PUEs=RdRihosts g (ts-kafka.cn-

north-4.myhuaweicloud.com:9095,

topic

KafkaftopicZ#R, #&=LH ${HFELID} ${HERID}, BILTSHIH

SHIDMBAERIDET FRIZiEE, 1F/ItopichIRTR,

usernam
(S

Kafkaipi P&, BECENAFPIKSHIIRAID,
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=HTIRS

i i 4 HEEBA
SHEZR | %A
password | Kafkaiia)Zhs, 1&zl/a${accessKey}#${accessSecret}, BIFIFMNK
SHIAKFISKBII #1E8%, {FHKafkaRIinaEes .
headers | i2BHEENX abel=FEEAT, EEALEZheaders,
headersehifiilheader, key{EALTS_LOG_TYPE, valuefE)f
FORMAT, BIFEREZE RFGEERIIIEHEE.
o ${message}HEM
N &headersHiRIN T key ALTS_LOG_TYPE, valueJFORMATHIheaderfid, BHE
FEFSIBIE.
* 4-81 BESH
BHRMR BEYE | SR | #ER
tenant_proj | =2 String HRKSRIIRBEID,
ect_id
tenant_grou | 2 String LTSBYEHEEHID,
p_id
tenant_stre | 2 String LTSEYEERID
am_id
log_time_ns | £ Long HESIERERE, UTCHTE (4
) o
yizkils
REMBIFRERSFHRITEEEZA,
BN EIRBESEMER. tbanB&EER
BEEFEER7X, NWSHEANETF
HEIRERY7 XA
contents 2 Array of AN
String
labels = Object HRFPBEENXlabel,
yizkils
BEAEEFRIMEENNEREF
B, SNTRSERFRETEE. &
BWASEREDR
BHERAI

"tenant_project_id": "${projectld}",
"tenant_group_id": "${logGroupld}",
"tenant_stream_id": "${logStreamld}",
"log_time_ns": "XXXXXXXXXXXXXXXXXXX",
"contents": [

"This is a log 1",

"This is a log 2"
1
"labels": {

"type": "kafka"
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= HERSS
5 =12

4 HEEAN

ARG

BeatZR3IHER ( FileBeatZ ) ., LAFileBeat Afhl, BCESEUNT:

output.kafka:

hosts: ["${ip}:${port}"]
partition.round_robin:

reachable_only: false

username: "${projectld}"

password: "${accessKey}#${accessSecret}"
topic: "${logGroupld}_${logStreamid}"
sasl.mechanism: "PLAIN"
security.protocol: "SASL_PLAINTEXT"
acks: "0"

compression: gzip

B8id Logstashi 4 HiR A&

input {

stdin {}

}

output {

kafka {

# BoEthE

bootstrap_servers => "${ip}:${port}"

# Bo&topic

topic_id => "${logGroupld}_${logStreamld}"
# MEESRIANE

acks =>"Q"

# B BEmERT

compression_type => "gzip"

# BEEINESR

security_protocol => "SASL_PLAINTEXT"
sasl_mechanism => "PLAIN"

# FAP$ projectld Z5f5 accessKey#accessSecret

sasl_jaas_config => "org.apache.kafka.common.security.plain.PlainLoginModule required username='$

(A1l

{projectld}' password="'${accessKey}#${accessSecret}';
}

}

B FlumeiX 4 EIRAE.

#Name

al.sources = r1

al.channels = c1

al.sinks = k1

#Source

al.sources.r1.type = TAILDIR

al.sources.r1.channels = c1

al.sources.r1.filegroups = f1

al.sources.r1.filegroups.f1 = /tmp/test.txt
al.sources.r1.fileHeader = true
al.sources.r1.maxBatchCount = 1000

#Channel

al.channels.c1.type = memory

al.channels.c1.capacity = 10000
a'l.channels.cl1.transactionCapacity = 100

#Sink

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = ${logGroupld} ${logStreamid}
al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}
al.sinks.k1.kafka.producer.acks = 0
al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN
al.sinks.k1.kafka.producer.compression.type = gzip

al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule

required username="${projectld}" password="${accessKey}#${accessSecret}";

#Bind
al.sources.r1.channels = c1
al.sinks.k1.channel = c1

MAERRAS 01 (2025-02-21)
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= HSRSS
5z =12

4 HEEAN

SDK &7l

Java SDKiERTA .
maven{&if ( ~FlkafkatMYhRAF92.7.1) :

<dependencies>
<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>2.7.1</version>
</dependency>
</dependencies>

¥ ErNCTE

package org.example;

import org.apache kafka.clients.producer.KafkaProducer;
import org.apache kafka.clients.producer.Producer;
import org.apache kafka.clients.producer.ProducerRecord;
import java.util.Properties;

public class ProducerDemo {

public static void main(String[] args) {

Properties props = new Properties();

/] EeE itk

props.put("bootstrap.servers", "${ip}:${port}");
/| EeE B ERAE

props.put("acks", "0");

/] BEEIAIESC

props.put("security.protocol", "SASL_PLAINTEXT");

props.put("sasl.mechanism", "PLAIN");

// BB projectld %583 accessKey#accessSecret

props.put("sasl.jaas.config",

"org.apache.kafka.common.security.plain.PlainLoginModule required username="'${projectld}'
password='${accessKey}#${accessSecret}';");

/] BB EgES

props.put("compression.type", "${compress_type}");

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
props.put("value.serializer", "org.apache. kafka.common.serialization.StringSerializer");

/] 1 BIBE—NEF=EIR

Producer<String, String> producer = new KafkaProducer<>(props);

// 2iEFsendf5i%

for (inti=0;i<1;i++) {

ProducerRecord record = new ProducerRecord<>("${logGroupld}_${logStreamld}", "${message}");
// Bt&recordHeader

// record.headers().add(new RecordHeader("LTS_LOG_TYPE","FORMAT".getBytes()));
producer.send(record);

}

/] 3KAEF=E
producer.close();
}

}

Python SDKiE R,

from kafka import KafkaProducer

producer = KafkaProducer(

# BeE ik

bootstrap_servers="${ip}:${port}",

# B EESHANE

acks="0",

# BeBEH AT

compression_type ="${compression_type}"

# BEEINIESR

sasl_mechanism="PLAIN",
security_protocol="SASL_PLAINTEXT",

# FP& projectld 253 accessKey#accessSecret
sasl_plain_username="${projectld}",
sasl_plain_password="${accessKey}#${accessSecret}
)

print('start producer")

for i in range(0, 3):
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data = bytes("${message}", encoding="utf-8")
future = producer.send("${logGroupld}_{logStreamId}", data)
result = future.get(timeout=10)
print(result)
print(‘end producer')

ficgi=glakil
LSRR A LERY, SBENAYRERT.
% 4-82 iREEIHEA
BaER RaREE
TopicAuthorizationExc | projectld (IREID ) . accessKey ( AK) . accessSecret
eption (SK) SHEEREE R ILED .
UnknownTopicOrParti | logGroupld ( HZ4HID ) . logStreamld ( HERID ) &
tionException HEERTE A
InvalidRecordExceptio g‘_—'ﬁﬁﬂéheaders, HiRISBAER, SHIIER
n =F
HEENEiREE HEFRIprojectld (IREID) .
logGroupld ( H&4HID ) . logStreamld (AE#ID) 5
SINPRESEA .
SHEREG R
* 4-83 XigiZk
Xig= R RegionName
£4b-dbz=PM | lts-kafka.cn-north-4.myhuaweicloud.com
ZR-EiE— | lts-access.cn-east-3.myhuaweicloud.com
®I&R-EiE— | lts-kafka.cn-east-2.myhuaweicloud.com
ferg-r M lts-access.cn-south-1.myhuaweicloud.com

TWAR-#hNE | lts-kafka.ap-southeast-3.myhuaweicloud.com

4.7 {#H Flume 588 HIREEEI LTS

FumeR2—1"SaAN, SU%RN, 2HRNEERSRE. RETERINERS,
Flumei?—ﬂ" BSRGHEHSEMIERIXTS, BTIEEIE; B, FlumefZHxIEL
EHITESPLIE, HAEEISMEIERZSIEE .

Fﬁ)’—“‘ﬁﬁﬁ FlumeRFRERS, FHEBEILTSMIRHAIKAFKAMNYX SN ERBAE. AT
AP E RAIEREDSTA:

1. {ERFlumeR&EXABZE LIRFILTS
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AR

ERFlumeRESURERYIEH B LIRELTS
{ERAFlumeXEEsyslogMERAIEE LREILTS

IBIE FlumeREETCP/UD P ERIFIBE LIRFILTS

Eid FlumeREESNMPHMY_EIRHR S EEEUEF RIXEILTS
(FERRAEESERE

BENIZH BN ERE

{FERIMNBEIERFEE HERSFH LIREILTS

© N o U~ WwWN

o HFHZRBEEZRETIDK,
o HFEZE%Z%EFlume, HEFEEFlumehEENHHECEIDKIER

&R Flume REXABE LIRE LTS

XIHFERFluMeRENABERNS LIRZELTS, SN T REIRINIRENARBHERIconf
Xt LATFRBIPHISHNBESEERKAFKATNY HREE .

#Named
al.sources = r1
al.channels = c1
al.sinks = k1

#Source

al.sources.r1.type = TAILDIR
al.sources.r1.channels = c1
al.sources.r1.filegroups = f1
al.sources.r1.filegroups.f1 = /tmp/test.txt
al.sources.r1.fileHeader = true
al.sources.rl.maxBatchCount = 1000

#Channel

al.channels.c1.type = memory
al.channels.c1.capacity = 10000
al.channels.c1.transactionCapacity = 100

#Sink

al.sinks.k1.type = org.apache.flume.sink kafka.KafkaSink

a1l.sinks.k1.kafka.topic = ${logGroupld}_${logStreamld}

a1l.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

a1l.sinks.k1.kafka.producer.acks = 0

a1l.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
a1l.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

a1l.sinks.k1.kafka.producer.compression.type = gzip
a1l.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

#Bind
al.sources.r1.channels = c1
al.sinks.k1.channel = c1

{£F Flume REHIEEFRIEHE LRE LTS

SR

{FRFlumeREHIREREUEFH B HIRELTS, THXNEHIETNE . ITREISH
SHNBESEERKAFKAIMY LR A

#Ehttps://github.com/keedio/flume-ng-sql-source TRE F&iflume-ng-sql-source
¥4, FEigjarBFHENE Iflume-ng-sql-source jar, FTERTEENGpomI4AY
flume-ng-core IRASflumeZERRAFRIT—, FEGjarE@MELREFlumeBEEZAY
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$IE3

LR

ibBRETE, FIIFLUME_HOME/libEZRT ( flFFAIFLUME_HOMESFlumeZis
B2, (Ut2E, BUSLIRLZERERE) -

AR INMySQLIRZNZIFLUME_HOME/libERT:
1. TFEHMySQLIRE,

wget https://dev.mysqgl.com/get/Downloads/Connector-J/mysgl-connector-java-5.1.35.tar.gz

2. RBI=hE@EEHITNjarE,

tar xzf mysql-connector-java-5.1.35.tar.gz

3. YjarBEFEMIEFLUME_HOME/lib/B&1E .
cp mysql-connector-java-5.1.35-bin.jar FLUME_HOME/lib/

HIIREMYSQLAYconf3Z {4,

# a1l RagentfIZ R

# sourceRalfANIE

# channels2&HX

# sinksZ2aliit B, AEIFsinks{EA T kafka
al.channels = c1

al.sources = r1

al.sinks = k1

#source

al.sources.r1.type = org.keedio.flume.source.SQLSource

# EEEmysqlRI—RINRIE, {mysql_host}Z B EMHATIpitbit, AILAERifconfigeiZip addrEE,
{database_name} HEIEEZ TR

# urlhEAN N ?useUnicode=true&characterEncoding=utf-8&useSSL=false, &N ATAEEZELEW
al.sources.r1.hibernate.connection.url = jdbc:mysql://{mysql_host}:3306/{database_name}?
useUnicode=true&characterEncoding=utf-8&useSSL=false

# Hibernate Database connection properties

# mysglikS, —Hg#ERZEroot

al.sources.r1.hibernate.connection.user = root

# BAZEImysqlZE63

al.sources.r1.hibernate.connection.password = XXXxxxxx
al.sources.r1.hibernate.connection.autocommit = true

# mysqlIXzh

al.sources.r1.hibernate.dialect = org.hibernate.dialect. MySQL5Dialect
al.sources.r1.hibernate.connection.driver_class = com.mysql.jdbc.Driver

# fFhlstatusSZff

al.sources.r1.status.file.path = FLUME_HOME/bin

al.sources.r1.status.file.name = sqlSource.status

# Custom query

# HEFERERNHIELRZ (table_name}, thRILUERTERISGIE:

al.sources.r1.custom.query = select * from {table_name}

#Sink

a1l.sinks.k1.type = org.apache.flume.sink kafka.KafkaSink

a1l.sinks.k1.kafka.topic = ${logGroupld}_${logStreamld}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

a1l.sinks.k1.kafka.producer.acks = 0

a1l.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
a1l.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

a1l.sinks.k1.kafka.producer.compression.type = gzip
a1l.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
al.channels.c1.capacity = 10000
al.channels.c1.transactionCapacity = 10000
al.channels.c1.byteCapacityBufferPercentage = 20
al.channels.c1.byteCapacity = 800000

[BafFlumefs, BIRIFHIAREHIEEFRIRBIEZILTS,

s
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{858 Flume 3£E syslog thX{EmIBE _EIRFI LTS
SyslogtiM¥ 22— B FEIPMEHEH HEEERIMY, BIFFlumelgsyslogthisiEia

)=

BREF ERFILTS . LAFROIPHISHNBESEERKAFKATMNY LR BAE.
EWUDPERR, SE W TRAIFINREESysloghhlAdconf3Z 4,

al.sources =r1
al.sinks = k1
al.channels = c1

al.sources.r1.type=syslogudp
#host_portJjgsysloghR%3 2eidix
al.sources.r1.port = {host_port}
#host_ip7asysloghRs3aehATipitit
al.sources.r1.host = {host_ip}
al.sources.r1.channels = c1

al.channels.c1.type = memory

#Sink

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamld}
al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}
al.sinks.k1.kafka.producer.acks = 0
al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN
al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";
al.sinks.k1.channel = c1

BEWTCPHE, &M TRAEIRINRESyslogiiniAIconf3Z 4,
al.sources =r1

al.sinks = k1

al.channels = c1

al.sources.r1.type=syslogtcp
#host_portAsyslogigs3eeaYinm
al.sources.r1.port = {host_port}
#host_ipJasyslogARs588aYipitsit
al.sources.r1.host = {host_ip}
al.sources.r1.channels = c1

al.channels.c1.type = memory

#Sink

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink
a1.sinks.k1.kafka.topic = ${logGroupld}_${logStreamld}
al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}
al.sinks.k1.kafka.producer.acks = 0
al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
a1.sinks.k1.kafka.producer.sasl. mechanism = PLAIN
al.sinks.k1.kafka.producer.compression.type = gzip
a1l.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";
al.sinks.k1.channel = c1

Eid Flume RE& TCP/UDP MY ERIHIAE LIRE! LTS

B FlumesREETCP/UDPHMMU MR BE LIREILTS . LARRBIFHNSHNEIESEE
FAKAFKAYMY EfZ B

RETCPIOHE, &M TRAIRIIRE RO conf3 4,
al.sources =r1

al.sinks = k1

al.channels = c1
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al.sources.r1.type = netcat
al.sources.r1.bind = 0.0.0.0
al.sources.r1.port = {host_port}

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamid}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
a'l.channels.c1.capacity = 1000
a'l.channels.cl1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

%U DPlﬁ'ﬁD BHE ) %%QDTZTTWJIU“DD zclﬁﬁlj E’JCOI’]fSZ{tF °
al.sources =r1
al.sinks = k1
al.channels = c1

al.sources.r1.type = netcatudp
al.sources.r1.bind = 0.0.0.0
al.sources.r1.port = {host_port}

a1l.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

a1.sinks.k1.kafka.topic = ${logGroupld}_${logStreamld}

a1l.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

a1.sinks.k1.kafka.producer.acks = 0

a1l.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
a1l.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

a1.sinks.k1.kafka.producer.compression.type = gzip
a1.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
al.channels.c1.capacity = 1000
al.channels.c1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

B Flume RE& SNMP i LIRS Z EERHIEH RIXF LTS

BT FlumesREESNMPIHY_EIRAVIS B EBIRHIRFHRIXEITS . LATRAIFRISHNE
52 {ERAKAFKAMNY EHREE.

WIFSNMPIYBEEIREAS161. SEWMTRERFIISNMPIRIES HER conf,
al.sources =r1

al.sinks = k1

al.channels = c1

al.sources.r1.type = netcatudp
al.sources.r1.bind = 0.0.0.0
al.sources.rl.port = 161

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamid}
al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}
al.sinks.k1.kafka.producer.acks = 0
al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN
al.sinks.k1.kafka.producer.compression.type = gzip
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al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
a'l.channels.c1.capacity = 1000
a'l.channels.c1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

HEIFSNMPHMYBER (Trap) BERYIROS162, SEMTREIRINSNMPIRIES
HERconf,

al.sources =r1
al.sinks = k1
al.channels = c1

al.sources.r1.type = netcatudp
al.sources.r1.bind = 0.0.0.0
al.sources.rl.port = 162

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamid}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
a'l.channels.c1.capacity = 1000
a'l.channels.cl1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

(ERRUA=EZEAERE

EARFlumeREESERT, FEEIZEREEAVGEMENAM, REESourcefIChannelZ 8],
SourcetZINFIRIEEEvent, TEEANChannelZ i, 1Zaisesfall i TotitnalZMipRixX
Lo, MRS R BRI —SourcetZIREIRIE A

AR =& RS

ZIEEEEER B EREIEA R lumelISE R . INRRFERFa=#LEE,
flumeZZEIRIR B message, ATEIBI=EESRVECE, SEEOAMBERIAtype, £
BZFRtimestamp, BAILUERZEZRIEEZpreserveExistingfafalse, MNRIZE
Htrue, EBHHIRLELZFE, FBIENEEIRLAYE. sourceEZERTE]
BI=EZEAECE

al.sources.rl.interceptors = timestamp
al.sources.rl.interceptors.timestamp.type=timestamp
al.sources.rl.interceptors.timestamp.preserveExisting=false

IENTiei=flzs

FERERENE, ARt —LHIERARTER, HMINTIE=gz=m I LU isiEr
#HENAE, ETLREFEREREENRHFNBRE . SEEOAMERHIAtype,

HAIZFRREGEX_FILTER, excludeEventsJafalseRtBAIAUTEEPCECIROSE(E, NR
Htrue, WEMBRICECEIRTevent, WERILELEIRY . sourceERzElIE NI Ei=#L
RAIECE

al.sources.rl.interceptors = regex

al.sources.rl.interceptors.regex.type=REGEX_FILTER
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al.sources.rl.interceptors.regex.regex=(today)|(Monday)
al.sources.ri.interceptors.regex.excludeEvents=false

R ENEEREM R SR AT EE P atodaysiE MondayfIHE
o (URHABIRIZHES

=EERE T avalENRA IR M BB NE T F RS RIBIRINEE . BECEW
T:

# FEEERRIE

al.sources.rl.interceptors = search-replace

# FEEIEERE, WiREsearch_replace

al.sources.rl.interceptors.search-replace.type = search_replace

# MIBRSEMAIESN FRIFRF, 1RIEIENLECevent AR
al.sources.rl.interceptors.search-replace.searchPattern = today

# BHILERIRevent IS
al.sources.rl.interceptors.search-replace.replaceString = yesterday
#IRBEFAE, BIAZutf8

al.sources.r1. mterceptors.search-replace.charset = utf8

BEM=ERGERR

FEFlumedr BEMIEBRLNEZRENT (LljavailB=R61) , LATRBEIHRY
FLUME_HOMEZR/RFlumeRIZ5I&{ZE, fl4l/tools/flume ({Xf#t&%E ) , SEFRECERY
BHE, BLAR P& FlumeRYSERREgY jj/io

SIEMAVENTRZINE, 5|AFlumefkii,
RIBEEREPAY Flume bR, S| Flume {K§#, 20TFFr:

<dependencies>

<dependency>
<groupld>org.apache.flume</groupld>
<artifactld>flume-ng-core</artifactld>
<version>1.10.1</version>
<scope>provided</scope>

</dependency>

</dependencies>

TSI TS EHIARS S, HUSEIEREISE fprovided.

Bl SLINIZ A28 M Interceptor, FBELMERXS %,
e initialize() Fi%: ¥IMRMIZEERIRE, 1ZENECEEE . BIEE

e intercept(Event event) 5i%: AFEHENSHE, #XET%#‘FL{TKEO BZh—1
EHENRIEREBAN, FHRE—MEXGEIEHENIR,

e intercept(List<Event> list) 75,5 SHMAHAE, =&FMIIR, AXSEHIIFREH
o close() J3ik: XiA=EE, EXERNER. XTERS

import org.apache.flume.Event;
import org.apache.flume.interceptor.Interceptor;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.List;

public class TestInterceptor implements Interceptor {
@Override
public void initialize() {

}
@Override
public Event intercept(Event event) {
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|/ SRENSEHEUR
String eventData = new String(event.getBody(), StandardCharsets.UTF_8);
/| MESHHIEF RSB AIEETHE
if (eventData.contains("hello")) {
/| MREBEIBEFHE, WidiEiEizEs, RE null
return null;

}

return event;

}

@Override
public List<Event> intercept(List<Event> events) {
/] BIE—NEREVFIR, EEMEEERYSH
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}
}

return interceptedEvents;
}
@Override
public void close() {
}
}

SRR3R, SEHRNRIENEEREREY Builder RIURSTARY, TTEAIIIN

TR7R:

import org.apache.flume.Context;
import org.apache.flume.Event;
import org.apache.flume.interceptor.Interceptor;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.List;

public class TestInterceptor implements Interceptor {
@Override
public void initialize() {
}
@Override
public Event intercept(Event event) {
/] SRENEHEE
String eventData = new String(event.getBody(), StandardCharsets.UTF_8);
/| RESEHHIRETRSEAEEFHE
if (eventData.contains("hello")) {
[ MMRESIEEFHH, Widig=izEH, xE null
return null;
}
return event;
}
@Override
public List<Event> intercept(List<Event> events) {
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}
}

return interceptedEvents;

SASRRAS 01 (2025-02-21) WRINFTE © AR ERABIRAE

158



= HESRS
FFisr 4 HEEAN

@Override
public void close() {

}
/] =B85

public static class Builder implements Interceptor.Builder {

@Override
public void configure(Context context) {

}

@Override
public Interceptor build() {
return new TestInterceptor();

}

}

£R4 ERjar®, FEBH HEEFlumeZRIRE FRIIbIMMHET (1BLAFFZ%Flume
RISCRREER M) o

SRS RERENH, FEBEENNEEREERE.
FEHRESXBRENFTELS, BILNIZEEREES + $Builder,

# RS

# FEEEEENX
al.sources.rl.interceptors = i1l
# RS

al.sources.rl.interceptors.il.type = TestInterceptor$Builder
#1186 i={TFlumeBlT,
R
KVEEITES: BT RFAEABEERAMapREFH,

public class TestInterceptor implements Interceptor {
@Override
public void initialize() {
}

@Override
public Event intercept(Event event) {
/] SRENEHEE
String eventData = new String(event.getBody(), StandardCharsets.UTF_8);
Map<String, Object> splitMap = new HashMap<>();
String[] splitList = eventData.split(" ");
for (inti = 0; i < splitList.length; i++) {
splitMap.put("field" + i, splitList[i].trim());

eventData.setBody(splitMap.toString().getBytes(StandardCharsets.UTF_8));
return event;

}

@Override
public List<Event> intercept(List<Event> events) {
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}
}

return interceptedEvents;
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@Override
public void close() {
}

}

(EFSNBEIRRFE RSB LHRE LTS

FlumeHiBEHAIEARRETT, LAEventhIRZZUGEIBMNIELEMZEBRIE ., EventH
Headerf1Bodyizl534HRk, HeaderFsRFHMIZEventtY—LE/EE, JIK-VEEHE, Body
FIRZFBOZERERE, XN AFTEE.

BINPMIEREY, MREFEFEAETNE, FINMENATRE . HNFR. BERA
ASERE, BENASRIMEEventiibodyd, FlumeZ 585 AEAE LIREILTS, £l
fERlavaBEMT BATAE . IUTFRAIFRSHNRIESEERKAFKAY EH
E’LI‘O

import com.alibaba.fastjson.JSONObiject;

import org.apache.flume.Context;
import org.apache.flume.Event;
import org.apache.flume.interceptor.Interceptor;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.List;

public class TestInterceptor implements Interceptor {
@Override
public void initialize() {
}

@Override
public Event intercept(Event event) {
/] FRENSEHEUE, BREIERIGNjsonF R EFRIRIIGIIN R
String eventData = new String(event.getBody(), StandardCharsets.UTF_8);
JSONODbiject object = new JSONObject();
object.put("content", eventData);
object.put("workLoadType", "RelipcaSet");
eventData = object.to)SONString();
eventData.setBody(eventData.getBytes(StandardCharsets.UTF_8));
return event;

}

@Override
public List<Event> intercept(List<Event> events) {
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}
}
return interceptedEvents;

}

@Override
public void close() {
}
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log_format main '$remote_addr - $remote_user [$time_local] "$request” '

'$status $body_bytes_sent "$http_referer" '
"$http_user_agent" "$http_x_forwarded_for"";
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10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.132 Safari/537.36" "-'

#{iﬁﬁyD—F N g inxH Iu\@ﬂ% o

log_format main '$remote_addr - $remote_user [$time_local] "$request" '

'$status $body_bytes_sent "$http_referer" '
"$http_user_agent" "$http_x_forwarded_for"';
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i 5 BAERSH
E;Eﬁ% F | HiEal R3|54IHRE iBH
hostld FRIER K3I®RE: FBE3| | WD, ICAgentER7E
&, BERSEIAA | EHAYId, ZidB
hostldBIZ=ERER ICAgent&ERY . U

5|, ESIEIRSEEYS | AIHEY
string288Y, 3IEAFFF | "hostld":"318c02fe-
P, EEREA Xxxx-4c91-

hostld: xxX, b5bb-6923513b6c34
hostIP FrFER R5IRE: FFBRERS| | TP, HERESS

&, BERSEIAS | BREENAdIp (1EFR
hostiPBIZFERERS|, | Fipv4zR )
25 | #HESER Justring EInTE ey

N TRIPAN ey
KB, DRERFHA "hostIP":"192.168.0.3
=, SENHA e
hostIP: xxx,
hostIPv6 FIER RoIRE: FRBE3l | ENIP, BERESE

&, BERSEHAS | BRIEENIP (&
hostIPv6BliE=FERZR | Fipveis=)

5|, &R5|EIEXE S 054 e
el AR
Rz, EEEEA

hostIPv6: XXX o

pathFile FFE HoiRE: AFBRRs| | XHFEE, RENH
&, BERSHIAL | SRR,
pathFileBIZFER | miansrmishm

5|, RSIMIEEEDS | vpathFile™:"stdout.lo
string28!, DIEAFRF g"e

H=., EIFETEA

pathFile: xxxo

content FIFER iﬂlﬁ%/\g%g% HEERX,

#s5lE, &8 JaN~B gt

R EX DR @CJ(!)Z E]?;EEF' llél:ejve l=erro
content=2EgH9value r

#HTE); ASHFE | 15=2023-04-19T09:21
content=ERECEEIF | .21 3338955597"
EBZR5|H,

_receive_ti | BAY, UnixBdal® | R3RE: FBEE3| | LIRAERIRSSIRAT
me__ (Z®) &, BERSEIAA | 8, BHETFLTSRER

_ receive_time_ G | ZIEIHERIESE
FERRES|, ES5IHIRE

FEAflongRE,
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= HSRS
5z =12

5 BSERSDH

REREF
12

RS

R5|5H@iHE

Lz

__client_tim
e

BLRY, UnixHYiE)Ek

(%)

R5IRE: ABR%ES|
&, BERSHAS
_ client_time__glJz
FERS|, R5IHIE
AN longZRY,

il B SRYZ P
HRATiE) .

_content_pa
rse_fail_

HoiRE: ABRSI
&, BERSHAS
_content_parse_fail_
tlE=ERERS|, &5l
HIEZER fNstring2.

B, DE=ERrARiA
AT . EERTEA
_content_parse_fail_:
XXX o

k3= e SV
AEAR.

__time

nixBda)Ef

B
— C

= T/|)

AR _timeFEg
R ERIFRESIH,

FiER o

logContent

ASz#FElogContent
FEREEFIFRERSI
F,

FERo

logContent
Size

RZHHE
logContentSize=rEg
BERFERRSIH,

logIndexSiz
e

A logIndexSize
FRESERFRES|
$,

FERo

groupName

AZ¥FEgroupName
FREEIFRERSI
H.

FERo

logStream

R HEpZlogStream=
BREERFERERS|
F,

FERo

ASCII f333883E

% 5-10 ASCII iBx18B3E

As | IR ASC | ZHIFRF | AS | ZHIFR | AS | =HFR
cn & cl ci
=] =] =
0 |NUL(==F |32 |=Hg 64 | @ 96
)
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=HTIRS

FFig’E 5 BRSO
AS | E=HI=RF ASC | =HI=R/F | AS | E=HI=RF AS | ITHI=FRT
cl [I1=1 ci ]|
] =] 8
1 SOH (#RE&FF 33 |! 65 | A 97 |a
%)

2 STX (IEXXF | 34 66 | B 98 | b
%)

3 ETX (IEM4 (35 |# 67 |C 99 |c
®)

4 EOT ({4 (36 |$ 68 |D 100 | d
x)

5 ENQ (@@= (37 |% 69 |E 101 | e
=)

6 ACK (#gAE |38 | & 70 | F 102 | f
R )

7 BEL (M@$) |[39 | 71 |G 103

8 BS (iB#%) 40 | ( 72 104

9 HT (ZKEERL | 41 |) 73 |1 105 | i
s, #iE
F)

10 | LF (3277 42 | * 74 | 106 | j

1M1 | VT (EEEM |43 |+ 75 | K 107 | k
=)

12 | FF (¥amaigg) |44 |, 76 |L 108 | L

13 |CR (1AfisE) |45 |- 77 |M 109 | m

14 | SO (BGHE |46 78 | N 110 | n
1)

15 | SI (B 47 |/ 79 |0 11 | o
1)

16 | DLE (Bkii# (48 |0 80 |P 112 | p
EEN )

17 | DC1 (g&FE |49 |1 81 | Q 113 | q
$1)

18 | DC2 (i&&#E |50 |2 82 |R 114 | r
#2)

19 | DC3 (iR&EE |51 |3 83 |S 115 |'s
$13)
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FPigrE 5 AEEERSHIF
AS | EHI=RF ASC | #=%=fF | AS | EEHIZERY AS | EHI=ERY
cll & cll ]|
=] =] =]

20 | DC4 (ig\¥E |52 |4 84 | T 116 | t
#a)

21 | NAK (FfiAs |53 |5 8 |U 17 | u
SR )

22 |SYN(RIZH |54 |6 86 |V 118 | v
=)

23 |ETB (XHE |55 |7 87 |W 119 | w
BI4ETR )

24 | CAN (BUE) |56 |8 88 | X 120 | x

25 |EM (EEEN |57 |9 89 |Y 121 |y
ARl )

26 | SUB (&E#a) |58 |: 90 |z 122 | z

27 | ESC (BEH) |59 |; 91 | [ 123 | {

28 | FS (X#HHE |60 |< 22 |\ 124 | |
fF)

29 | GS ((HEfobkE |61 |= 93 |] 125 | }
fF)

30 |RS(IiCEHR |62 |> 94 | A 126 | ~
F)

31 |US(BTHfR |63 |? 95 | _ 127 | DEL (1
F) &)

54 #EZEHE
5.4.1 #HAEZE LTS BERE

ST Ee SSRGS |G, MELUBTRAERIEY, EATEIRESNE
HESFEXRENASCR. ERIENEEERICRATEE, BHEEUISTE
RS EIER AR ERI S FOIRIRR o

BRREYRTIEEATESRRTIEMAN, REFEEGNEE. BREGITLUIX
8. HE. HESE. =8, BS (*) F. MRHITEHES (*) , BREIR
Ft. BESERBESUTSEREENE.

ERAE
SE BREATRSEHE, HA BEER” WE.
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=HERS
5 =12 SERS DT

$B2 £ AEEE NE, $HEFATAREEREN, #ABSIEERE.

$|3 & g;ﬁETEEEEI’J*BTm'}? HEETIE LS EEFNENEE, BEERENERNE
&R

Hj‘leﬂ,alﬁ fE, D3IERENEE. BREHEEN . S LURIER 2896k
Fk, EEFETESEE .
(MARIY:
o 1EXIATE: FAEEIEEMBIANENSE. 594, 1504EIEXENBEEEIE. HIaZE
B3187919:20:31, IREMBEIIATEN/ET, FREIF18:20:31~19:20:31890EEIE

o EAONE: RREBERARSSW. 150HEIEXERNBEFEIE. FaXsiadEi
19:20:31, REELATE1/NET, FREIF18:00:00~19:00:0009 B EHIE -

o HEX: RrEREENEEEATHE. XFEE3NTBIEE, BRBAFIFIRE6
TRESEE. EFE, BFRXIEHS,

+R4 *E}ELTSEE?u:% MEERERERMATIRY, RTESSENES. BRERNT

o HRNHERXKEF, PHERE, MAFERIXET, SERERYTHIEFRIE
FEAERFRMXERE, B ‘887 , FRER.
AR

- RERB=FEEHappName. category. clusterld. clusterName. collectTimeZs, 2k
INELER, FEhostIP, hostName. pathFileBH\BRERIE. FSABREF
BRiEsEREITSHEES|IRE .

- EMELENFERIE ke valueBRo
- BEERENBSISIHIFERTHSTER.
- ZEEEERESE.
o TERMERXIT, (FREEZA" "Gk, EFFERNXEFTHIERIEE, BE
Tab$EokEnterfith/5, B “&if” , FHRIER,
. XTE@ULH&L%’H‘TE’J%EX, BERFEFERAEERSEMIZIREERER, H#T
ER, EEECRELTSRES TR RED T .
(MEEY::

BEREFRMIEMERED, MRER—FR, UWSEESRZANMNFR, 7=
FHITANDIER; MREFARFER, WXHREFREITANDER.

SIS £ HSERT TE, TRLIHTUTERGE, ESRFESEATERNEFRE,
1. EESSIHTE, BrAENERNESSEIERE, HREZHRREER

HAE .
AR
%gigtmﬁlbﬁﬁ, HEFRBWEEAXAERMRHE . XTARSHFSERAE
B

2. EHERATH, RirEZFiEaRERETIZFE, %Eﬁ""@%@ﬁﬁ TAHR,
ﬁ?—;l«lTE‘tE’E?Eu il FnEEE. NEGFHEBR. R U§ (XH
B ) . NEEPHR (REE) - FFEEE. fRE.

3. EREARTAE, XFEFIIRIFERASHIRTESRE
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= HESRS
5z =12 5 BSERSDH

AR
Te=LHRIEZSERFMwTATE, BEATSERRMGHITFHFHIE, 18
BERTHLBIEEGRE, ZHISERES=ET. BISTRORMHRER, THE
FHRIXEN, ARESEETHIATTRSILLRENERETRIZ
$]6 ZINREATHIEIINRERT, TEREFRESGETNEHET.

1. ETRAERELRIERE, HARERENE, REFIREHEOARE. 2SR
H. F=ETEOMRE, JUIREFRAEREEEET.

- Zi%: GRTESHRNER, REREESEEERE.
- FMER: ERTRERNROMR, REREEEEEERENE.

B T MEEEMRE, REREZRFREFRIT M,
RESME, B “RBE” , RETMAERRHIERIBEXARE

-

RERERN

(ERXEERENZE, FRERATES Lk, BEXSAERIUDTIIRSIEE, i+
IEEERBE RGBT SIHRELTSHERSECE.
RENEREBTEMARRNERIES, BFEE, BUERE DRERRFME
EASEARANSEIN, AiiEEESHHERMICR., IREFEEAESH
REHERETIH, BFIWASQLED . FHESESQLOMEENEA.

SR BERERENER ‘RERNX” , #FAREERRTE.

5-4 XE&EI{

S A TAEREASERFERANSYE, BRIENSRTRYNFRIVE. RIEWSE
2, AFALBEEZERRA, RIIXRBEXRIGHNERTER

o THHEETMNFERARSIREFER. EHHUFE. NEREFE.

e H (AND) ZRESINMFUPFEERNHEMESRMAEEMIL.

o I (OR) RRESNEHHREHEEF—RMARIAT,

BIaN{ESRE Fi%iFEcontent. collectTime. category=E%, RBEARERIELE, BERTAILL
FRssiEZRED, WAEMR, ATLUESHERSEM, BIEEE.

(BE(UtEE, BULRERERE)

(content:"{\"write_traffic\":11,\"index_traffic\":133,\"storage\":17107}" AND collectTime=1728631667089)
OR category:LTS
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5z =12 5 BSERSDH

ZELRE
content v | BEfEE) v {"write_traffic":11,"index_traffic":133,"storage™ 17107} ~
collectTime v =T - 1728631667089
+ RIABCER
=0
category v | asiER) v LTS
+ R R
+ e
mE O
(content te_traffic ndex_traffic\"133,V'storagev:17107] collectTime = 1728631667029 category: LTS

=

$|3 RETAHE, BE “HE , TSRERREQHITATER, ARATHRTHITE
BRRER. (HEMNESE, BURERERE)

===
[ o & | 0 &l (w3 o) 4
a0 o - P
1110011
e (s ) sousmem s- e

.

BHERAERIRE
EFHTHIERXE, P =EE. BELTY. THATERE, BfsEk
5-11,

x£5-11 ERRE

B 4B

Sl HEREIG

sk = i, olEtuEE.,

BENFRE

1
e

22 S i RN EETES, TEECRIN

NINEE a)
B 7 iR, ERHeET, SFESEN
PERFE

PE - SHMAEREENEAEE, BTASERAR.
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5 BSERSDH

BR{E

il

RIFAE

gk © T IEBESRIE, BRRERRESS: SR
FBRIF -

o FEiRIFET: BE “‘FIRIF , TEEXNBTHTRIF.

o BxiflH: EEBRIFRIEMRATE, ¥33BSHTERIR
#o [EFREJESEEII158) . 3080, 15 #FI55 8.

=4l

B EFREERE

BELTX

pF CBEERE LT,
iAd
TIFEREEEAEEAE LT . SIFFE LTRSS,

EERME

g EAZREIRMELSEER, SEESAEEE,

o I “‘UEFR [E, ZETHREWR. FRE, EUNFER
IBIED, SESHZFETRINEIEE . NS, =
B, FERAEE. BENAIERAE.

o 7£ “jsont&z\” WE, BEHTMjsont&=,

o 7 “ITXRE" A%, LHSBSTWITH. IEFR. T
HEE. ESEREIRE.

11T /BT

g R, ERNOTHSEREER. EREERT,

BE I, EUERT.
bz}
AT B ITIZ .

THEE

ZRNISRERAPER, IEFRE, BRIXTRHASH

o

BEEE L, BF CTEAT , ERENTEAE
MERSE “AMTRE” 1 “HiEelaRitiE” . FRE— R
[EABEER “HiECIERILiE” Ihae,

o AT WATXHEE IR, HRREAFPRXT
HOGFRA20005FHE . IFHRBAFRXTHIFERKR
5,000 B,

ETHAEERE “.csv” B “xt” , B “FHATHEA
T, AEATSHERIM.

o BIEOIEREEME (OZHINEE ) BT OBSEMHES FHAT
1, BIXTESIFRA2000550AE, RE “RitelEk
fig” , PUEERCERMRE, FHESEHTEMEEO0BS,

o RITEFHE WL, BF ‘AXTHEE’ , EEFTH
FSRRE, HEE. T, MRESETFHICR.
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=HTIRS

FBFiER 5 BREERSHH
G 35288
S/ SEE
I+ B REOTHARTNGY. EXEERTOENS, B

BE—R HAEIRRNAEAS.
A
IARIRE, IFEE, BMAETR2T, RSHIERR61T.

JSONIZE e e 5T g « mm [
RE BRI I, B “JSONIBE” |, EBEIUSONIZE
ME, BRI
izl
AT, ISONSINBHESR2E . EHEEES MNRAHT, 3
BEBRTRAjsont&lY, £FEL—1MRFHL, ERjsonfBiraBE—1 R
FHTERE N IR,
o FREMSSULIBGE: BEISONSARFIES, BAREN10
E
o ETIEEE: WFISONIESIASE, BRatstiLER
ey
:Q:\ %_\n N = “ a =W
HSERE | praer@ma L ot QEfEgs’ | ERBOASR
BOENED, REKES=A .
OB B K A=A A, BRI, B
BRI EE SN,
iAe
IAFABErEKEE, ZF 1 EEIA4001,
THTEER Y - YN P N —»
AEHRRT | gremaC it g CDENERT , EREOASR
BLETES, RERARTED. RARTHX.
iAe
BINFBRERER.
EHETeE

SRR IR L, B ELATNeE” , SR
MEBRAT, BEEEFRELIED. BEEEDRAN,
ez

o EHLRENATLABRERIREIIT-RIMAYER, RFHEFRIE, FHLER
HR5E.

o RITHIESEINER, —EREE LRINEIERGE .

o FHKRERRIMNEAEIREX), FPXEA, ERINEAISIEG
Z, (BRapitREailE.

FHRFRIIER | ZIRERREREFEENRIREFR .

=
o LUATHKRBRMREN, BAET & &,
e YHHERSHK “CONFIG_FILE” BREERMmRER, A0
W=FEEKiABappName. clusterld. clusterName.

containerName. hostIPv6. NameSpace. podName#l
servicelD,
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=HTIRS

FFisrm 5 BSERSDH
EinExR (BR8IEE)
BRI AR R AFER, NEFERRERTHHISEHE,
AR HERIFEERE, XFERERAS, IEFRESMETERRTNE, BIAE
FEHMWESRERAE.
B ASpREMFERE, $5E
fw - smme . e (Bowem ) (E D) 6
fonnnpnnnnnnnnnnnnnnnnnnnnnnn,
$I2 FRENERMEERNE, EEFERRNBREESR.
X
iR
;f; BEFR 10 MEE
£ @
ke d
< -
55%3 EEE “E =t
FW4 FEANBIREERFBER, BELSFESELTSERTENAHITHRAS.
EE?@&EI i, REAE LRERERSE “ , FESEHRITIEEIEE A SR
S| BERZHE, BEALAN “REERER" , AaREHAEHMERRNE.

L4 éﬂ%m&%?ﬁgalu qu’JﬁfJﬁE%THEj, zw—ﬁﬂ%uw L‘.\%G%LIEJE%Z:_:&Q
L4 =ZHEIER0MEER.
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= HSRS
5z =12

5 BSERSDH

o FRREFIREE, EAFERSQLHITRIT S,
o MIHEHTHEERASTR, EBRFEXEEERTR.

o EREREES/IRSIEEFA—HRIATR, AIMNAESREE T FRER5I
Keyl, BEERIRBHREZFER, FRERIEDKeylxx@XBERT, XEEEEA
g%iﬁﬂ’%ﬁ?& BE, BEAERERATEY, BREREREENMENEHENRE
R E tro

-

5.4.2 LTS B ENA

BRERBI

=ABMRSS (LUTS) RE—ERREZATRELRFMEE B SERRANTIEMN
W, MmiEEREHHERGRIICE, MERERTUUATOIMERD, #ITESFRND
rakiE

ATHRETBAMERERIEE, BNETRUTER: #55X. ZEER. B8
. BREITH,

[MARY:E
o (EMERIEZLRI, BEARSIRELRENNSIEF, MTFHRFE, TEZERFIARID
1375, =0 [1{}@&<>/:\\?\n\t\r,
o BIEZAITIDEMFHITER.

BREBUAZHFXDDER, flanERiEavar/log, HHF/ADEARN, BRETERTFvar
log, ERIZRIIEEvarflloghIFiERT. FIE, EFIEG "varlog". varlogHEZRAY
2RSS varflloghIFiE A&,

o EHATERERIEZNE NTEMBXREIGIETS LS SE HSERBEXT=R .

RRIEQZANREEQTERIIAITIRAN, REFESFRENEE,

RIERSIEELS NI D NEERMFRIER, RIERRISHEET 2RISR
RHIER ., B RSABEEERER. BEERS.

x 5-12 #BEHiRB

BRAEN 1588 fl

SR BeEEXF5|lE, HERSIRIEEZIZE | ¢ GET POST
\/\‘E "'\k\bﬁﬁtﬂ =+ AN /N

?;j]]j .Lj{_.r'{ﬂ'IE/TE’L:\}ﬁﬁj EZ% | *%E ° GET and POST

iHH;i e content:GET and

content:POST
o contentHHEREXNMNIINEFE, 1 e . o
HEAGETZRE Fcontent:GET, BRA | LIA=MEZRIEDINEEE

R ATEXHNHNS . [, 9FRFMERENES
o SAREASABIANDERE, s | KEBEGETFPOSTRIR
HAGET POSTZRJFGET and POST, o
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= HSRS
5z =12

5 BSERSDH

BRE

ol

BNl

FERIER

BREFEZS|E, BOULUEEFERZIR
FIFERE (key:value ) HITHEE ., RIE
FERERS|IFIRERIEIESEE, &oJLi#
TEMERNEMERIESER,
ol
e value2¥ AT AT, BITEERET
key:""ILECFEREATHAE.
o FERIUEH not IZEFECAEART, iT
SRR EZFZEROAE.

e request_time>60 and

request_method:po*Z&
TEZrequest_time=F
EB{EXF60R
request_method=FE&

{ELApoFFLHIHE

request_method:""Z&
TER
request_method=E&
EBEATHHEE.

not
request_method:GET
EFRERAEE
request_method=FE&
#request_method="

EEARAGETRIHE.

TR

(EFEIRANERITER.

HERSERRANEND L, R

AR R BT .

el
B&RiET Nabe def, KLEFERNEE
abckldeff9B7E, Hixabc defaZdef abc
#Hadmt, NREEMRREEEHIIAYIR
P, BEREEIEERL" "abc def",

GET POSTERRIEZE
A B & X HE1EGETHD
POSTHIER .

request_method:GET
=R
request_method=FE&
BEEEGETHEE.
#"/var/log"R®ERE
Z45iE/var/loghiH

oM o
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FBPFiER 5 HEEES SR
BEAFL jizl:lz ]|
IERAE R AERETGHIEE—ME, TmaANGE | ¢ GE*RREMEHES
o EREMN RS RXESE, NES B UAGEFLA9E,
(*)exias (?) , =AERSZESER FiREIEEXLERIH
BEHEHERRFGFSEEAI1001M4E, Eo
. s AL AP et
ﬁgg’iﬁgggégil#ﬁiﬁ%élgjgﬁ% e request_method:GE*%&
ﬂ*ﬂ%“‘” RAEHIIRIAR, SR REFFERERE
AR request_method=E&
i5iEA {ELAGEFLBY1E, F
o ES (*) KEMESIFH, @S IR[EI8EXLLEH
(7) RETEINATH. +
o HES (*)MES (?) FADIEF
BY, AESEMIERINEE, HPEsS
(?) REANDIEET, [FREERIEER
hEeRIEISE N A FhigiR.
. E% (*) A5 (?) FEEREIRNFF
o long#UEERfloatHUBER R IHF
g%% (*) gasS (?) HITEmE
o HIEMIZHRIRREEBEPGESEMN
Egiﬁjﬁﬁii1 00 BT, EREREAHS
E o
STEEHER long#HESEELFNfloat HURBRELETE | @ request_time>=60F7R
¥R, eaan=] El?fx‘:PE?iZ
e FX1: B =(&F) > (KF) re(igest_tlmeiy‘“—ﬁﬁ{ﬁjc
< (IVF) EEMHERAE. FEHETE0HIHR
o B2 BT iniEEMERAZK, | requesttime in (60
SR, 1201F~ TR B
988 Eikrequest_time=E&
e e B o b e T BEXFOR/NFETF
e S AT
stringZRB R AT EEES 1200 EE.
BIsER BEERATRENEREHBIRE | #'abc def" X REFREH
&, AJUABERCERE B IAIRE o ThEREESERTIE
A abc def BIAE.
BB RERNTIFIEIER,

o HAF
ZATBELTSRENAG, BES

BEFEA, =0 [1{3@&<>/\\?\n\t\r,
f5lgn: Hi&2023-01-01 09:30:00, ZADIRAFSIGEHS AU :
2023-01-01, 09, 30. 00,
ItEA 18 ZR1IER12023 54 L ECE1ZEZHE, TLAEF2023-01*54,2023-01-01182
AizEAE.

WMNRIREDIRFTNRE, WEEREBHAM— AR,
ERPBEREHIINAIEE.

BIFO BT

5. BEIRSAAEGERID

TREEBET REATRE
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FBFigrE 5 BEERS S

o AN
REREEEERL"abc def" FREFRIEFBRE I, EMERLR 2/ xiEE
ZAIAANDIESRE
f5I40: request_method:GET POSTEIGIZRATEEGETHIPOSTHREZE, &
(RIEGETAOIPOSTHIINE . B HEHFRAEISER.,

o NER
Eg‘gg?ﬁﬁﬂ?ﬁﬁg%}ﬂﬁ*ﬁﬂéﬂ, NESERERAEEER, JLALERIER
E ME %o
= HERS LTSRS 2UARERAIFZ K #HITIR O, BEfH<EARA—E, FELtalL
BRI RITAHEEERRSE X REEE.
FIERANE—TTtRiE, 81NFEEMUM, roEEEoIEKERR1.
fan: EREOE—, AFERENEEE. i]. —EE,; BRiEg4 28
—", REEREESEFREGEEE—HEE.

o BIAXHEAE
HEIEREQRNEEXEE8E: && || AND OR and or NOT not in: > <= ()
[]
Hrh and AND or OR NOT not in {EREEXEEFEHN, sIEEEFERATES
\f=F
MRATFRABSEEEELXBDETERERN, EREUFTEAVWEISEE, &
AT ge S SHE A ERTIEREIEIRRIER.
f5Ig0: 1#ZRiFETcontent:and, 82155 X#EE and \ FE(EXH
content:"and" .

EER

B RATERTEBREE, fliNERETD#" abc def"', XS EFINFE, BITHE
ﬁﬁﬁgﬁ?@.’z\abc\ def, HabcfuFdefRiEmHIEE., BiEERNFEDERNX IS
2#3%K5-13,

SRR EXBEERIEARNEM ESCI, EiERREE XD KEIERYINF
BT RELEBEE, BRERBINGH. BERRERTRNEE. 38
IBROER, FIFEMER.

AR XA REETHELH, BESEGEEERASIRD S
X#2iE, ARTEES. XBERRAEXD S XiEE RSP HIaIRT,
FItREREPRBERISEARZIERE T XEIE, ZATHMESRERE,
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= HSRS
5z =12 5 BSERSDH

£ 5-13 H#EX3H

&5 | 58 ]|
=
BIEE | XoXEEnIRFE, BTEERER | BREHBEERPEERSE
E FRREIE, EREREINGH. [FEEE, W0TF:
o EIAHTET: this service is
lts

o EIBHZE2: ltsis service

NFEZR: #"is lts", £ap1
£HE; #E: #'Usis", &
aP1EEE,

Kigia | AXOXBEINEF, ZRERSE | RGBT RPEERS

1R appXEEEENAT FREE, W
e EMAHZE: this service is
lts

o [EHARE2: lts is service

ML is lts, 26H2%H
xE; R lUsis, 22K
=+

0N o

{ERPRFIN T :

o EIERREAITEEUEIER
SERRTNES (*) MES (?) SRMAEBEFH, EESERRTIIFE
MR, JLUARERASHNES (*) EFS (?) .

o EERERAITHOETHITER.

FluniERiEa# var/log", He / ADER, BEREAERT#"var log", &i¢
REEBMEiEvar loghiEE, B, #ZRiEG#" "var:log". #"var;log"HFHEER
Mt 2E & BiREiEvar loghiaE .

o HNIETIHEERAEEER,
HFPXEHARANR—Ttoia, B8NXFEEMSE, BRINSRERNEEE
RIBOPEF—NNENEE, A EEGEMERINEYE, JSEEFINEHNS
RS, EERAREER,

EEF

BREUIFNEEMEESER-14,
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5z =12

5 BSERSDH

(AR

o [RiniZBfH, HEMEEFAXDKNE.
o IEBRAFRMASERESENRHEFUTAR:

1.

vk N

BES (1)
X515 (")
EES()
and. not
or

% 5-14 ;=& Fi5xA

8 | 5 =~
and 5287, RS X$EAZEIRE | GET 200%[EFGET and 200
ERXEE, BiABandXxXE,
iRE
and{ERIzE 5 ERR I S BFERATIE
SR, %0 1 and 2 KFEXERES
1 M209E%E; 1land2XEERES1EE
1land2f98E.
AND 5287, EE¥Fand, GET AND 200
&& 51285, 1882
iRE
QEAEFNEEFF AN A TR ERETED
fRo Blan: 1 && 2 £RTF1&&2, £F
EREREE1 F2008E.
or onz&%F, request_method:GET or
=13 status:200
or fERIEE R ERANRIESEERATE
il
OR BT, FEFor, request_method:GET OR
status:200
I HIZE T, || ENEBERFERRNATE | request_method:GET ||
BFERTEDR. status:200
not EEERT, request_method:GET not
=i status:200. not status:200
o not {EAEBEMAHFRNEEMFRTIE
il
o not EEFIFRERESFERINE
SEFAEEWNFERAE.
() BFIESES RIS RFZEAINSESR. | (request_method:GET or
request_method:POST) and
status:200
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=HTIRS

FBFisEs SERSH
E8F | WP 5l
BAF=FEEE (keyvalue) , request_method:GET
A8
MBRFRER (key ) HEFRE
(value ) BBETIEHES () HHREBF
&, BEANGIS (") BEFERENR
(key ) sEFER(E (value) . Fla:
e '"request method":GET
e message:"This is a log"
e time:"09:00:00"
e ipv6:"2024:AC8:2ac::d09"
FRANGIS (") BE—MEEXE | request_method:"GET"
18, AJLUSIZEAX AR S8
FRF, HlE: "and"FBREREE
andE’JEllu , HAEYand FAFRIZE
o
\ BYHS, BTFERXWEIS ("), | fian: BERES
N ENE I SERFSES . instance_id:nginx"01", #RAJLAfE
Hinstance_id:nginx\"01\"i##{7&
18
* BEAHEER, TEREN. B9, B4 | request_method:P*T
F&Fo
5iER
RZIFTERRIRATT L, HEREXSE
FNPEZBRRELER .
? BEHEER, TRENFES. B4 request_method:P?T, AT
iR LAPUEERIPUT, JoiElLERE!
RSISMIEFEIRATL, #HEREXRE | POST,
ENPEEDRELER .
> HEREFREXTEHENES. request_time>100
>= ?%E?E%Ezﬁjtzsz =T HEERIR | request_time>=100
< EREFRENTFEHENEE. request_time<100
<= BREFRENTFHETEHERNLB | request_time<=100
Ho
= HEEFRESTEHENEE, X | request_time=100FEF
1B Ffloat. longé'éiE’J—?—Exo 5(]‘ request_time:100
FiZEBENFE, &5 (=) f18
(1) VEFRtEREL,
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=8 | ke BNl

in EREFREMTEHETENAIE | o request_time in [100 200]
£, piESEFRAIXE, MESER oo
FRE, Bz aEmsEsy | ° reauesttimein (100 200
f@o
izl
inReENNEFE, BIERIEERFER
IR REFRATIED IR

# BFEXREEEMEENRE, a1l | request_method:#"GET POST"

RIEXEE BRI o

it}
DIEEEFNES (*) s (?) &
W AETEFR, BEEEEERTE
EHER, TJUABKRERAEHHNES
(*)#iags (?) .

BERER

E—RERED, HNTENATABHERSIREN, SEFENERER. AXE
TN HEEGIRRS M BERIED RO,

5] _—
5-5 ERTRA
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36
1
request_method: POST
_uri: Jauthuiflogin

x-language: zh-cn

date: Mon, 17 Apr 2023 00:33:48 GMT

content-type: applicationfjson

) Chrome/113.0.0.0 Safari/537.36

content-encoding: gzip
content-type: application/json
n, 17 Apr 2023 00:35:43 GMT

reque:

request_time

request_uri: fauthui/login

status

week: P
x-language: zh-cn

* 5-15 ZEIEERRA

BEREK BREQ

BZEPOSTIERBIAZAS /9200898 | request_method:POST and status=200
-+

18N o
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BRER

BREQ

HRGETIE R POSTIERKIN (4K
A1859200~299 ) IEE,

(request_method:POST or
request_method:GET) and status in [200
299]

L%%G ETiEKEPOSTIEREMAIH

ULy}

(request_method:POST or
request_method:GET) not status in [200
299]

EBRAEGETIERNBAE.

not request_method:GET

ERGETIERM N EIE KA E/NF
60 HIEE

request_method:GET and status in [200
299] not request_time>=60

RRIERIEH60RIAE

e request_time:60
e request_time=60

RERBREHEATET60R, #H

e request_time>=60 and request_time<200

71ty =+
INF200H9H . e request_time in [60 200)
EREZandiIBE. content:"and"

15283
LA ERWE | S¥8andB &, andhEBFHFH, T
REEEH.

BEAREFFEuserFERIAE, not user:*
EZRuserzREREWNEE., user:""

L&‘E?EEH?E&EZWSEHH—E’\J H

18N o

not week: 28—

¥ Z&sec-ch-ua-mobile=z2ER{E 9?0
= Fe

sec-ch-ua-mobile:#"?0"

Ll
AEREHRE S S BEEEERNY, EEXRAEE
&Hif,

BEERIERTIIESERS-16,
& 5-16 AR

BRER

BREY

RRESLGEFLMENAE.

GE*

IHERIAE.

RREABLIGEF L, FRRAB—FMHH | GE?

HARE,

¥ ZHRrequest_methodFE{EE S LAGH LAY

request_method:G*
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BRER BREY

¥ZErequest_method=ERBEBSLAPFL, | request_method:P?T
UTEE, FEdcE2NFHENEE.

¥ Rrequest_methodFERABEEZLAPFFL, | request_method:P*T
LITEE, FEg8E8F1T. BN SSNFH
FIERIES.

BEFoiafa0¥8E, Hli0: User-Agent==E&{EIMozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0
Safari/537.36,

o IREDIIFHATH, ZFREBHEIAR—EAR, WEFERUser-Agent:Chrome
HREQHTERN, TEERIBE.

o REDIEM[FA, =0 [{?@&<>/\n\t\r5, ZFR{ES#HIFS IMozilla. 5.0,
Windows. NT. 10.0. Win64. x64. AppleWebKit. 537.36. KHTML,
like. Gecko. Chrome. 113.0.0.0. Safari. 537.36,

LIRS RTLAfEFUser-Agent:ChromeZFE RIEAFTIER .

& 5-17 EFD1E/0EER

HEREK HERIEG

i ZE User-AgentFER{ERE S Chromefl | User-Agent:Chrome
=+

oMo

iR User-AgentFEREFEELAWINFFL | User-Agent:Win*

AYERIEE.

¥ ZE User-Agent=E{EF B E Chromef] User-Agent:"Chrome Linux"
LinuxtBE

1R User-Agent=2E{EHFE SFirefoxa; User-Agent:Chrome OR User-
Chromef9HE. Agent:Linux

ZE User-Agent=FEREBEChrome, {B | User-Agent:Chrome NOT User-
AEELinuxiIEE, Agent:Linux

5.4.3 GlIFE LTS Pk T

ASEaTREMERISZEFER, FIINKETFERRORNZBDRN T RFERIRERE,
KEEBUYRIZ DR T WSHIRRES . SIEFE 7 BXLEER, FJLUBERE
oirIeE, BigEEASXKEE, SRS EELUTSHISEERIXRBEH TSR, HE
PRIEITEURE, LMEESC TRRRMRERIEZEFER
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(AR
o ZIEXIRI1000005% HEHRHITH .
RESHTHERZREEEIFRENSHERIIZNES, FRENEEMEHRTH, 2
—MRIELER
o MBI EENEMERSMETIEATHTON.

RESTENBSEGETENRNATHTHN, AEEINETHE AT, REDH
REER.

o IFRREDITEMEINED .

BERESHHE—THNER, YEHNEREGED, EWRATHEMFAIREDS .
o REDHHIFRIKERANKBFTS,
o REDITFERD ST ERAI005REIE.

o ERESHHIFERT, HOMHESEEARFRREDHT . FRAFEIFREINUIET,
DIEER TN,

o HFRIstringZREURY, BEnulRIIEHEZREPEETRAFE : "null"OR NOT FE

o H=ZEFHfloatdllongZERIAT, BdEnuliFINANERIERIEERANOT FE; : %,
o  KABHERDERE, AEFESWARNSIEEE, PSRRI Anull, LRTEE

FRBLMRENX, F—FEreLE RIS,
BURSR(G
BRI EIR RS B S RIS IR ER, QR S A SeRd B B st
TR .
elFESPSES Y s
PRSI RSREN, BEE TSR ES .
B BREATHSEEE, WA ‘AEEE mE.
BB BEERIRESEAREERSH, HADSIEEEA.
B3 7 COEEE TS, BE A ‘ZRE TE, ETRETS, FNSR
B FF RS BRI .
BIBA B W, SRS OIRESH
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=HTIRS

FFigR 5 BRERSHH
(1 %88
abc _ . S T =
o - %EmStrlngﬁ’_—ﬂ—?—Eﬁo
o C EiRfloatAIFES,

o Y ERlongHRIFER,

o MESITHNFERIKERAN2000FT5,
o REDTFEREAI00REIE.

o MIFERIRMFRISREHNE.

o Bt IR EE_RERNEEER, sting AR RTER RS T ESHIEE
B ATHERARE, longifloatEERINTER SIS E A B AR A, Bhm
THENEETE,

o BETRAHESTHSREATHISE, 2aMYERIARE RIS
EEGRGEE, ENMEERTRENSELER, B2EaEE N,

-
ZIROHT
MRS IR SIS floatZ B Nlong R BN F BT RO, B INT:

RIEFIT AN, &R, FIHEMSH, S38ERRFRTRIMax, Min, Avg,
Sum, RETHAAEMPHIRAI. &/INR, FHEFSDH .

5.4.4 {®F LTS PRIEEFGHESFHE
LHETEEFESFAE—XEFERAEN, JLSHREAMREETTETD, BIIRE
RYRIEEIENER], BJSCIINT HERIRIERITEIGF D HRE,
773 LTS g HERM
B EZ=HTRSBEHEE, #A ‘BESE” @A,
=2 BHARAETASEERSR, EABEFBRE.

£W3 1F CHEER RE, BE -, B HESEEHR N CRESEED” . AR
EiEETEES (EA ) .
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=HERS
5 =12 5 BSERSDH

5-6 BlIEREEIA

X,
EIERESR
« RESEER
* REEEGER
T

=ESE (FFES)

«@©

/F -\"\

o REFHER, ATFXKOSNMREEDED, SREEN, FEmE FEK:
- RAXFMARX. HF. . Prl. USRS,
- FRELUNR. TRV =R o
- KERM-641F T,
o RETTEM, BRASHEEESEMAIXEF, HlI0 “error” .
S|4 BE “HRE’ , TRREEEFMECE. FENSHCRIRETERE, BIUEE

SR RLIIRIE .
P REEITERNEH, TE SIS
TR

BELITX
R A S EISE ARSI BN AS, BT EEMs I hiREEf
B
S ERTEEREN ‘BEER’ 1S, B O agUsE LT,
HBEE LTSRS, AUEEZATNNEETEATEMEE.
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£R2 TRENEE L TYRAEY, 55ER5-18.

*5-18 EE L T HEEREN A

Ihee 1588

FETH | RIERZEEEIHETRTE

BRER | BARESENFMAE, BFEmA, ZEAEHEYE=

WiEAE | MABBIRNFHES, OEHA, EAHEREFES=
I EASEINRER, HAERET.

ERFE | BELTXY, BWIAFEAcontent, B “BRFR™ EEEFHMT

BRI LT
= NERIMUEFREEREERITHN _—Hn2—. flll: SE8THRE

J9100RT, B “EHER” NN HFIEPRRIER501T, HAITTS
H7-50; BRBE “EBR” , KREINS514-100, -150, -200......

SpifvE | SpIATNE. SRETERNEHN, £E “HauE” JREEE
ETFXFHRRIUE, BITEO008T,

B MéiEﬁ&%&)’éééjﬁ%ﬁiﬁﬁﬁzﬁg:ﬁz—o flan: HETRITEIRE
J91008%, BBE “EE” MM YauEFARER501T, AFIT5R50;
BreE “EE” , RXRENNS 5100, 150, 200.....

EEERX | o HF ‘AiFER" , RERITSHcontentHE,

o XA “fEiEE” , B RATIERS.

T# BN FHcontentZERN BRI AHEEE

e

5.5 BB& LTS SLRFHER
AREARESEEE, SHADISHER—R. B, EEHOTHE, GHEE
EEF HHES, NASELH HROAS, SN OSAIROREIe RS 5.

o EXAHEAXFTIMBEEHNT20005E0T0T, LTSEEZTRIS00KBHIEE, (RB&
H9500KBAE

o FELATHEFREBITIMB, {BREGEBIT20005EA07F, LTSEEEI10005%HE, #5
BHHY1000&BE,

AR
EEBRT, SRMIME—R. MRXSHREEFEEE, WART; SHESSEARE
O, RFFEFERNEEERE. BINRESsEE HEEIRFS4%, WINEBUEIERSED .
BIRSEH
o CHIEREANBER.
o E=mZEEICAgent (KIFAEMN) .
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o CEERSREMN,

&HE LTS LiTEE

NREEEFERAXRERNRE, BEEELNEERNE, B2V NE. NREHE
WEERE, INEEEHEEEL, SRR L —REENLNHEEI=E
o

B BERmATRSESFES, #HA ‘BEERE” THE.
B2 PEERASEIAETRER, EABTFBERE.,
$|3 EF ‘IHEE” 1E, JEEFENBES.
AR
B SRR S B EFIKSHIA .
o SRIFEEENEFENR, REFHUIPFIMNHERE.
o SRIFSEEIEIEKSSHS, IRESLAIBTR. BRBTRFINMAER.
SERANIDHLER—R, EATEEXE, BESFEEH1oWAG, IFE
EFLA ERAVBAE
@8, dFLBIREA LSRN “BR . “EF7 MAEHEEXEHEITIRE,
o FRITIE: NRSIEE. FEHEE. RETIREL
o FF: BFRETERREEZKERLRNEE.
o Hiz: HEATHRNENETR, REEEEIRERTHIASE.
iz, “g3° ST ‘B, BREE ‘4’ , ARERMESINE

INo

-

5.6 ot LTS BiE

A IMCIRHIT SRR BEF BRI TSQLERS DTRITIRE . XMRInAEEMN
&, FF1~20WER, BIAEEHENETHTSQLERIS ST
AR
BRSSP ERNE A Hr-I M. db-Jtmm. k- Eis—. %%&-Lif
—. HE-&FB. ArE-2A—. WA, Ldb-dtm—; o2 RARERNE R
B ITX-28. €RE-7. dR-FHE. TX-HINE, BEttBmERFHziEe.
HURR SR
o EIIREZIHE.
o MHEABCTHEMNEE, BFMHMESSERETRGEUETES.
(1] 5288
AEERUEFRERSRASQLNERBEFRETMER, (EFREBMPTEFL.

TRIZ. NERIX=FUFRFRAT, SQLERAREEMIINGIS . RFASQLNERBFE
ZREFE: "time". "select". "where"Ss,
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=HERS
FF{Em 5 HESERS D
papiil =

SR ERmATRSEHE, #A ‘BEEERE TE.

£R2 REERASEIAERER, EARTFBERE.

$I|3 EF “‘ATHHT mE.

FRA EUMCRESSREXSHTT, BIZEREEESEDITNED, EWWCEEE,

BCERMCERR . RETIRFEY, BIMNER. RIISHE. SNHEFRHTHEIES
Hr, FSIERFERIE,

itk
‘ 0 FERXSITERTERERNSITES, WSRCEEEAEsNRyEmEnES, BFaEASQUES. X
+ FETEES
Feitir
i
RIS
EHE
wh0734H

TS5 IEIFATESEE, SESQLOMEENBRASQLED, BE ‘&8~ , A XigES
FEREEERERERER,
FESEEE=MAT, £3ERENETE. BEaiEiEEN . ELRIERCHISERR
FEk, EEFEATESEE
o ENIAYE: FREEEEYFIAEISH. 59, 159 WS EXaAEE
E. BIENZEIATE17919:20:31, IREMEXIATEI /NS, FTREIH18:20:31~19:20:31
HMBREEIE.
o EAONE: EREERAERSISH. 159 HEEXENBEEE. FlunXand
i8919:20:31, IREZLATE1/\EY, FRE1E18:00:00~19:00:0009HEEIE -
e HENX: RrEEiEENECEINBEEEE.
(AT
o SQLEIEYHA:
1. BXREEREGEREZ10WEE,
2. MRSLRETI0WR, REERIEIFEEE,

o SQLEENEEM, stringZEBRwhereSHRYEEBIRT:

1. ERERvalueERINEES|S, EERvalueERINEES|SHENS|S, keys
SQLAERBFRZMERIERIEINE S .

2. EiYFERwhereZ4RY, Fwhere "key"='value', zkZEwhere "key" like '%value%’,

o SQLEEEAT, floatfllongZRIwhere ZHRZIRE, (BYSXBEF M TREL SN
EERE, EiWFEBwhere "key"='value', siZwhere "key" like '%value%'i#{TEif.

o OTRRIEXIFREN L TMENEESE.

o BMABREXE, BE @&E’@Eﬁ%sql%mﬂ%iﬁ%sql, MHERIET, REEREE,
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= HSRS
PR 5 BSERSDH

£R6 SIRENEFEERNASEEBI0ZTHSMAIENER, JIIETIEREDD 2Rz
FRERAENEN, FERETR “ERE: EREH" .

S S

L7 RIESQLERRMOAIEIE, KB SFEREFEFREREE, EMERER. FHE
SEFERFIHEREATTRML
SR8 WEMERATHITIN T RIE:

o B “FE” , R “EIRTIMLER B, IRIEWSERIES “‘EXRS
7, R ‘ERFINENNGER" 8 e, JIHERETRI.

o BF “RF7 , WEMHR “REFUMMER" B, RIEWSHFRIES “EFRS
W7, FHE ‘ERNRINENGERR” , 8 “HBE” , JIHEREFRD; Sk
PEANTICERE, 25 “RET , IXZEREITEN

o 5E “BEFA7, EHER ‘BEFAATNMKER" B, RIEWSERES “Ex
%%Jﬁ"\” , FHE “ERNRINENNERE" , 82 “HE” , WeEBATURHERETE
| o
ARy
MEREF—IERE, FTUIBFATRLESR.
o BE ‘T, I FEIERISQLESRAIEIMMAEIE, &3 v,

o BE T RIFINSE, FERLN CHEEEMN B, iR ERE
EEIEESQLEEMN,
AR
MERF—IERG, FEEmEEEMN,

o BE ‘ERFER" , AINIRIATR FRATHERRE; B “WEExR" ,
ARG SRIAER FEFIATHICER

e R
5.7 SQL SiMEENA

5.7.1 SQL EliE LA

SQLERTF I B EIEERIFRETENIES . LTS SQURH T EAHRERPLEENE
HIERYIESD), LAY LTS SQL #79 SQL.

SQLIES AT HIEFEMENREEN RV SHREAN . ERZESHTEERES
RFIATAERRIRN . FLESQLEEETS, IR7SQLUEESEN, E2ERE
KRAN . REMREFFERS . SQUERTIGETNT:

(1 588
ERILINRESIS 2R AAERNERE: I M. Eit-JtmM. k- Eis—. K- E8

—. PE-EFE. AE-RA—. WA-FHK. Ld-dtm—; 5o aaRARERINER
B TX-28. €E-F. PR-FEE. TA-HINE, BEttBsERiFzinge.
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ARSI

SELECT [ ALL | DISTINCT ] { * | exprs }

FROM { <subquery>}

[ WHERE where_condition ]

[ GROUP BY [ col_name._list ]

[ HAVING expr ]

[ ORDER BY expr [ ASC | DESC 1, expr [ ASC | DESC ], ... ]
[ LIMIT limit ]

[ OFFSET offset ]

HyEERy
SQLEIPSIFHIHIESEBIINZRS-19, MR AR FREEEDEFERN NEMENESE
B, BISHTHIEEBIRIEE , FIANSTRINGEEIRIFERIE ILONGEEY , FEREIE
KRt RS RISESERIIAME, WSTRINGEEIPEUIEFEIRILONGEEERIEL
1, S£REETRHLIONGERRELAE, FIE, UMERERANIETEEER, the
(FERBAMBEHTELR, HI70, HBIESTRINGERIEER A FERNT, BEIREIENA
B0,
(RERLY::
SQUEER, FHEVARKES|S (") 8%, THESHWEIS (") BRINFRIESHK,
WN: 'msg'FRFERFEMsg, msgdk'msg"FREHEEDUMsgFEL
£ 5-19 SQL T IFAEIEZEEY
REHESR | BiAE ]
it}
STRING B4 STRINGZEEY
FLOAT 0.0 [E4FLOATZEEY
LONG 0 [E4LONGEEY
HiFES

% 5-20 SQL &ifiEH

F=]) L)z ]l

DISTINCT IREIEEBFIER, SELECT DISTINCT
visitCount

FROM FRRHBIEREIEREUESE, ©JLA | SELECT visitCount

TR HTRAEIMCEEE, thaTlA

P HERERAEREN—F
&=

A HINFROMBYEHRERAN HBTHER
SN EIEER, NREGIEIRE
%g??% , EFEERCREFENR
B,
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F=]) L)z ANl
WHERE IBEEIEANTIRSEMS, IFEARIEE | SELECT visitCount
. XREEFNZEEES . B | WHERE visitCount > 0
TR &l iEEwhere_conditionit,
GROUP BY IBEEIDBIRIENEIEFE, & | SELECT host, count(*) AS
FRIBREZERZFERSE. BIKEY | pv
L ERIIRATIE A\ col_name_list | \WHERE visitCount > 0
b
it GROUP BY host
HAVING HBES5GROUP BYEL &R, 8RR | SELECT host, count(*) AS
FiTEGROUP BYLRLEIILE pv
B GROUP BY host
HAVING pv > 10
ORDER BY EEMN=FERVREAFGROUP BYS | SELECT host, count(*) AS
(ARYFER, YIGROUP BYRIEIALR | pv
HiTHER, BFHEERE LR ES—
IR GROUP BY host
ORDER BY pv
ASC/DESC ASCHHF, DESCHIERE, BIAA SELECT host, count(*) AS
ASC, pv
GROUP BY host
ORDER BY pv DESC
LIMIT WNEHERHTIRS, FAFRFIIRE] | SELECT host
RIS EEERE . —REEIRZR | | 1M 100
[5]100000& &1L BHE .
izl
MERMEALMITIES, SHAREIEEES
Eh 1002 E1E,
ANl
 5-21 £H SQL EEEaRH
FFER HifhEQ
FrEEE SELECT "field" WHERE "field" = 'value'
FHTEL SELECT count(*)
1= Fa = SELECT count(*) AS "pv"
EEEIF SELECT DISTINCT("field")
PIREE SELECT "field" LIMIT 100
HEREIE SELECT "__time" ORDER BY "__time"
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HifER HifET
paEEi=ul) SELECT "field" GROUP BY "field"
paEi=EsnN SELECT "field",count(*) GROUP BY "field"
1EEa SELECT "field" LIKE 'value%'
kS| SELECT sum("field")
HifRKAE SELECT max("field")
HEifs/IVE SELECT min("field")
BEGFEE SELECT avg("field")
SQLEREFEI SELECT sum(pv) FROM (SELECT "field",count(*) AS "pv"

GROUP BY "field")

HAVINGF &€ SELECT "field",count(*) AS "pv" GROUP BY "field"
HAVING "pv" > 10

BB AGET, POST | SELECT * WHERE "request_method" IN ('GET', 'POST')

5K
HHAEESGET, SELECT * WHERE "request_method" NOT IN ('GET',
POSTiEK 'POST")

BH93EGETIERIH SELECT * WHERE "request_method" !='GET'
—+=

Ty

BRGETIERINFH SELECT * WHERE "request_method" = 'GET' AND
BIAZSREH200H1E | "request_time" < 60

KkBiE/NFe0RAYH
-+

ITO5Y

BiEKATEIATFZE | SELECT * WHERE "request_ time" >=60 and

F60%, HBE/NF "request_time" < 200

2009 EE

EIRGETIEKEPOST | SELECT * WHERE "request_method" = 'GET' OR
BRBEE "request_method" = 'POST'

THIEDSRIEELBEMCASHELENERED, CSEaMBNEMENEEX,
Xtz%,

SELECT url AS Url, host AS Host, failure_rate AS FailureRate,

CONCAT(CAST (access_count AS varchar), ' times') AS "All",

CONCAT(CAST(rsp_200_count AS varchar), ' times') AS "COUNT_200"

FROM ( SELECT

CONCAT(host, CASE WHEN STRPOS(router_request_uri, '?') = 0 THEN router_request_uri ELSE
SUBSTR(router_request_uri, 1, 1) END) AS url,

host,count(1) AS access_count,

SUM(CASE WHEN status = 200 THEN 1 ELSE 0 END) AS "rsp_200_count",

(CASE WHEN COUNT(1) < 30 THEN 0 ELSE round(SUM(CASE WHEN status >= 400 THEN 1 ELSE 0 END) *
100.0 / COUNT(1), 2) END) AS failure_rate

WHERE host NOT IN ('monitor-new.olayc.cn')

GROUP BY host,router_request_uri

HAVING router_request_uri NOT IN (‘/robots.txt', '/null’, '/undefined')
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ORDER BY FailureRate DESC
LIMIT 100

5.7.2 SQL BEERH

BRHENEHUENESIHEEIHTHSITER . RERHROIZSENME,

BX

Zk A

ZESSELECTIE®HIGROUP BYiEA—itefEA . LTSS TRIEFIRRESRE, B

1BEE#+5-22,

ERERHVERPEERUATILS:

o RARHNBEHAEENSELECTFaH,, EaILUHERIAGG (expr)
FILTER(WHERE whereExpr) BB ZER S Z8IHTITIE, BIRARMASRSH
BRI,

o ERE—SQEIMEAF, RBITESEINARE, WNHNRERHEFEMNER
S7RE.

o HBECOUNTHEHAILAIEDISTINCTIEEER,

o RERELSBEEONTIIG. NREHITEES N RARMNSQLEAES
BY, HITRESRENIRFNzEERETN, BEREERTIRFNARRmA
@, BABXHITXNES, BHNERTEEF—H.

o WRFEERSHIHIENFLOATEENRS, HRMITR— I EGTEHESAELSEAR
BENREER ., IREHFENTR— I EaNIEREeE EEMERILEE, BINER
ROUNDREE B Z R E 2 @A~ —3 .

EER
SELECT COUNT (fieldname1)
RERHED
*= 5-22 REREEY
B9 15iAE =~
COUNT(*) FEITH1TE SELECT COUNT(*)
COUNT(DISTINCT | #it=ERHPEEFRITE, FEB& | SELECT
expr) BEULEFHFELELF, RE | COUNT(DISTINCT host)
ERGEE ( BHAFE2.3%M95
HRE) .
SUM(expr) IREIEF S, SELECT SUM (visitCount)
MIN (expr) IREIEFHRIER/IME SELECT MIN (visitCount)
MAX(expr) IREIEFHRIERAE,. SELECT MAX(visitCount)
AVG (expr) IREIEIE, SELECT AVG (visitCount)
EARLIEST (expr) FEARWRREESREN, IR[E] | SELECT
exprf=EBHE, BIEIEAYATE | EARLIEST (visitCount)
RICBEIAE.
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LATEST (expr) FEAR VN2 EEZREN, 1R[D] | SELECT
exprBIERFAYE, BIEIGAYAHE | LATEST(visitCount)
REBRINE.
APPROX_QUANTI | it&#{EexpraVia{l o], APPROX_QUANTILE_DS(
LE_DS(expr, probabilitySz1+F0F01Z I8, expr, probability)
probability)

5.7.3 SQL BELLFNIAELEEL

R AR R LCAIIREL R ETROERIE ZFR B o

compare ERE
compareR TSt LAt EEEAMRITTEERSnF Z Rl AR EER
iEEE

o XWELZRIREIEEARAYITEER S Z RIS ERHIMAI EER

compare(x,n)

o XIEHRIATEIRAEBNANTELSERSn1. n2. n3MZRIATEIEEBNAITELER

compare(x, n1, n2, n3...)

SN

% 5-23 ELLRESEGRRE

2% ol

X BfrFIR9%3, SEENdoubleZRiallongZEY

n AEEO, BAIAF, F1a03600 (1/MdF) . 86400 (1K) . 604800
(1) . 31622400 (1£E) ,

EESiE

JSON#AH . BN SR EER nU BRI EER SRt EER S EIHTELERN
EE(E] .

iR

HHESEI/NSFIRFERE R RASEIIEE.,

1. EEREEEMNSHFERIESEE 1/ (B<EE ) , TN T™E=ainsimaa.
Hrh864003k~=RIATE)REZ86400F) (1K) o
SELECT
compare(PV, 86400)
FROM (SELECT count(*) AS PV )

2. EEMDHER
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B 5-7 EEMoHER

EXPRSO

[5994.0,6000.0,0.999]

(10 588
o 5994.0F a1\ (51202021-01-02 00:00:00~2021-01-02 01:00:00 ) AIMLLFIE]
%0

e 6000.05%R~AEXEIATER ( 51%02021-01-01 00:00:00~2021-01-01 01:00:00 ) HIMIELIF
1=
o 0.999F% R~HBI1/ T SHEXRERTERRIMuL G D ELLE
3. PINEREEIDITER
SELECT
diff[1] as "today",
diff[2] as "yesterday",
diff[3] as "ratio"
FROM(SELECT compare(pv, 86400) AS diff FROM (SELECT count(*) AS pv ))

5-8 EiFFINITER
ts_compare R
ts_compareRF FAFXILL Haiatal BN SR S Z it E BRI &S

£.
(1] %88
ts_compare R E TR IBATEIZI#H TS 4E (GROUP BY ) o
EiEE

o WELSRIRTEEERAITEER S Z RIS ERMART EER

ts_compare(x, n)

o NI HFIRTEEANITELERSN . n2. N3V ZREIINEEEBRIITELER.

ts_compare(x, n1, n2, n3...)

SHi5A

5 5-24 IRLLRESEUKEA

2 548

X S#{E9doublez£Bdgklong3LEY

n ATEEO, BAF. F1703600 (1/0N\6T) |
86400 (1K) . 604800 (1/&) . 31622400
(1%) o

IR[O]EEY
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JSON#H , BN SR EER, PRI EER, SRitEERS DRI RS
AIELE, nFDBIAYUNIXES (E)EL] o

iR
LS R3NETSRER 3/ NETAIRuLIHITE o

EEFEEAMOITEORESEEASKE3I/NG, FHTUNTEIH IS mED .. EF86400
KLt aREZE86400%> (15X ) , date_trunc('hour', _time)ZE~{EHdate_truncif
USRS BRI SF RN o

o HAMHIMES
SELECT
t_time,
ts_compare(PV, 86400) AS data
FROM(
SELECT
date_trunc('hour', __time) AS t_time,
count(*) AS PV

GROUP BY
t_time
ORDER BY
t_time
)
GROUP BY
t_time
o EHMDIER
t_time data
2021-10-26T06:00:00.000Z [159.0,224.0,0.7098214285714286,1.635
1416E9]
2021-10-26T07:00:00.000Z [100.0,148.0,0.6756756756756757,1.635
1452E9]
2021-10-26T08:00:00.000Z [100.0,100.0,1.0, 1.6016544E9,
1.6351488E9]

5.7.4 SQL JSON R#

TNREREA
ISONEESIAB T #RHTISONIIRBISONSA, FMFIRENE.
BRI

SELECT json_extract(Results, '$.[0].EndTime")
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JSON RRELIET)
2% 5-25 JSON FHEIER
B9 148 =~ R[Ol{EEE
json_extrac | FHFMISONITRERISONEELBEFIZ | json_extract(x, JSON#&=t
t EY—£HJSONE ( EHaTR ) json_path) Bstring2
AU
json_extrac | FBFMISONITSREISONFEFIE | json_extract_scal | varcharZ
t_scalar EN—tHfrEE ( FR5E8. BEadh | ar(xjson_path) | BY
RE) . NRIBEISONIER TR
=irg, MiREnull,
51 Kz2154 B0

e json_extractER#]
FREXResults=FERFENdTimeFZERAVE
a. FERHEAI

Results:[{"EndTime":1626314520},{"FireResult":2}]
b. EHMNIMER

SELECT json_extract(Results, '$.[0].EndTime')

¢ EFMOHER

% 5-26 TEMDIFER

EXPRSO

1626314520

e json_extract_scalarifi¥{
MResults=FERFHFRENRawResultCount==ERAIE, FISGIXLEEIRAbIgintZEEY

TR,

a. FEAFEH

Results:[{"EndTime":1626314520} {"RawResultCount":1}]
b. E&MHITES

SELECT sum(cast(json_extract_scalar(Results,'$.[1].RawResultCount') AS bigint) )

¢ EEMDHER

% 5-27 BEMDIFER

EXPRSO

1546
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5.7.5 SQL IP K]

(= FAPRH

Thietik

imEE

IP REER

5 K5 BR

LTSIRHAYIPSHEZ[BX R, RETFTHE=75IPE, BHIEEEMERH (L9F
F) , TREIPSHISXRTEIER,; FETSSHN, FRIPENEHEE, HAF
RAEFAIARE.

BIPREERSEHNEIEE FIRA5005, EiGriEiEEL HIRTESHERHER

IPERELZ S HT BARIPHELLFREBRIEIZR . &5 . RIS NAIMESIZER .

SELECT count(*) AS PV, ip_to_province(client_ip) AS province GROUP BY province

% 5-28 IP REIET

5t ol B

ip_to_province ST BFRIPHIFRESD . | ip_to_province(x)

ip_to_country o EfRIPHENEFREEZREY | ip_to_country(x)

X,

ip_to_city ST EFRIPHBILERE ™ . | ip_to_city(x)

ip_to_provider | {3 B¥RIPHELEERXIRIAYM | ip_to_provider(x)
BEZEH.

ip_to_geo RIBENRYIpIR[ElipEF7EAY | ip_to_geo(x)
KEE,

e ip_to_provincei®#{
FITHEREE Top3I&1 -
a. EFHNIMES

SELECT count(*) AS PV, ip_to_province(client_ip) AS province GROUP BY province ORDER BY PV
desc LIMIT 3

b. EEFISHLE
& 5-29 EIFMDITER
PV province

101 I'&
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PV province
83 tig
78 LLZR

ip_to_countryiR#{
FIHER2HAITop3MIEZFREMX .

a.

NI b el
SELECT count(*) AS PV, ip_to_country(client_ip) AS country GROUP BY country ORDER BY PV
desc LIMIT 3

EFHDER

& 5-30 HIFFDTER
PV country
100 i
76 XE
55 MEX

ip_to_cityER#]
FITERDE I Top3RTIEK T

a.

b.

NI b el
SELECT count(*) AS PV, ip_to_city(client_ip) AS city GROUP BY city ORDER BY PV desc LIMIT 3

EHIDIER

& 5-31 EIIMNHDITER

PV city
109 T
89 b=}
23 k=g

ip_to_providergR#]
FTBEREBEAITop3lIZE™ -

a. BEEMDES
SELECT count(*) AS PV, ip_to_provider(client_ip) AS provider GROUP BY provider ORDER BY PV
desc LIMIT 3
b. HGHISITLER
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& 5-32 FIFFISER
PV provider
115 (S
65 att.com
44 BXiE@

e ip_to_geoFE

RIEENIpREIZSGE

a. HFMHIMED
SELECT count(*) AS PV, ip_to_geo (client_ip) AS geo GROUP BY geo ORDER BY PV desc LIMIT 3

b. EFHSIER

& 5-33 EIFMDITER

PV

geo

101

* %
1

83

47.369013, -68.326674

78

32.715891, -117.161588

5.7.6 SQL AL

Thaekik

HZ2RENFERHP—, IIFHERENTER, s LIXIEEHTEEE.
BVEITHE . SRERFIhEE, BINESEES-34,
EHZFizEd, NRFBAXE SRR ERENEY, IBASQUSESRBAEHIZE,

BUESTRRZRIEE , S LUEEP—MEEEEEIR AFLOATZEBI SR FHIH T
1, BETHISQLEBARZHFIAN P32 LZERE BEI6MU

EEER
SELECT ABS(fieldname1) AS fieldname1_abs
HEREED
%+ 5-34 HFREET
B9 i54A8 5l
ABS (expr) BT E SELECT ABS(fieldname1)
CEIL(expr) ) LEYEE, Bi[ EENERIE | SELECT CEIL(fieldname1)
ITRYEEE(E
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=54 izl i
FLOOR (expr) @ FEXEE, Rl FEN&R#E | SELECT
ITEYEREE . FLOOR(fieldname1)
TRUNCATE (expr, digits) | $Gexprii#io45ER%digits | SELECT
E . MRHFHRAH, TRUNCATE(fieldnameT,
MEEMNSSEMRSF | 2)
ZNE. MRKIEE, #
FEIARE,
ROUND (expr, digits) ROUND (expr, digits)XJ SELECT

exprEBHITUZHEN, #
B/ AR digitsiERE -
expraJ LA B oiE e
#, (BdigitsREEH .
IREHERIZEEI HexpradzE
BRE. MRZBIEE
digits, M{FEREKIAEO,
WNRdigits2HEL, NHx[E]
exprl0& A NRRIEEEL,
Hexpr2iEH=E, &
WEEHR I EF0, A0SR expr
ETRMERH T, N
i NaiEITAIDOUBLE

ROUND(fieldname1, 2)

EKRNEIRMEEF .
X+y %o SELECT fieldname1 +
fieldname2
X-y W% o SELECT fieldname1 -
fieldname2
X*y F’ixo SELECT fieldname1 *
fieldname2
x|y BRi%o SELECT fieldname1 /
fieldname2
MOD(x, y) kR, BDEXXBRLAY/SHISR | SELECT
. MOD(fieldname1,
fieldname?2)
LN (expr) X (LA NE) o SELECT Ln(expr)
LOG10(expr) FE(LA10RIE) o SELECT LOG10(expr)
POWER (expr,power) exprigpowenXE . SELECT POWER(expr ,2)
SQRT (expr) expri9EHIR SELECT SQRT (expr)
SIN(expr) 1F5% SELECT SIN(expr)
COS(expr) R SELECT COS(expr)
TAN (expr) 1)) SELECT TAN(expr)

MAERRAS 01 (2025-02-21)
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COT(expr) =7 SELECT COT (expr)
ASIN (expr ) RIESZ SELECT ASIN(expr)
ACOS(expr ) k&% SELECT ACOS(expr)
ATAN (expr) RIEY] SELECT ATAN (expr)
IRz ER
ACOS (expr) &L

KRSHERRRZ, y=arccosx, xHIBUESBEI[-1,1],
1. FEREH
x:0.5

2. HEMSIMES
select ACOS(x)

3. EEMDHER

% 5-35 FIMDHER

X EXPRS$1
0.5 1.0471975511965979
ATAN (expr) ER#

ATANRSEBRIRIEY], y= arctanx, xRYEUESEER,
1. ZEREEH

x:0.5
2. BEHDIMES

select ATAN(X)

3. EEMDHER

= 5-36 AN IFER

X EXPRS1
0.5 1.0471975511965979
ATAN2 (expr)B&EL

ATAN2MNEARSHRE (x, v) B4R (r, 0) BIEEIRAED,

1. ZEHEG
x:3; yi4
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2. FAMSIMES
SELECT x, y, ATAN2(x,y)

3. ERMohE

& 5-37 BTN ITER
X |y EXPRSO

3 4 0.6435011087932844

5.7.7 SQL BYE] g/

IheeiiAd
AYBIREATLAS __time—iEfER, (HO7FE A= ITEEAVSIERT AR
MILLIS_TO_TIMESTAMP R#, siE{HOFEAFrFERITEERAIZIERTLUER
TIME_PARSE %, BHABERT, FEHREERUTCHKX, EaJLUEBids#
"timezone"IRB RN B—ITXAIZFR (40"Asia/Shanghai" ) iR B HREE (10
"+08:00" ) REHXATX o
EEAEt
F=]) oz ]|
CURRENT_DATE EiEENXAXEIE SELECT CURRENT_DATE
HA,
CURRENT_TIMESTAMP EIEZATXAYZRIATIE) | SELECT
8o CURRENT_TIMESTAMP
DATE_TRUNC(<unit>,<expr | #i¥fidiag;, EE{ES | SELECT
>) FEtEENRE], DATE_TRUNC('minute’,
time)

TIME_FORMAT (<expr>,<pat | {EF%SERY pattern % | SELECT
ten>,<timezone>)) 1ISO8601 ( fun TIME_FORMAT(__time,'yy
2000-01-02T03:04:05Z | yy-MM-dd

) BFFFERMETORTE | HH:mm:ss','+08:00')

&, timezone ( ANR1E
) ROBTXEZFR, a0
"America/
Los_Angeles"i w5
£, g0"+08:00", FHig
REFEENXFEESE
HFFFERTX . &
IR XA REFHEHE -
ToiEfET Rt B E Y=
FFERRBREIZE,
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59 Lzl ]|

TIME_PARSE (<expr>,<patter | {EFSEHRY pattern 8% | SELECT

n>,<timezone>) 1SO8601 (f51%N TIME_PARSE("timestamp
2000-01-02T03:04:05Z | ",'yyyy-MM-dd

) BT Ot E)
. X (NFREH)
RN AR X EFR, 40
"America/
Los_Angeles"Sl{m#%
g, fn"+08:00", Hi&
BEFrBENXREEE
NFFRNONX, 2
X WREFHE .
oA Rt B2 Y=
FFERRBREIZE,

HH:mm:ss','+08:00')

MILLIS_TO_TIMESTAMP (ex
pr)

ﬁﬁa‘@%ﬁiﬁﬁﬂs RIENE

SELECT
MILLIS_TO_TIMESTAMP (e
Xpr)

TIMESTAMP_TO_MILLIS (ex
pr)

ﬁﬁa‘fﬂi‘éﬁ%ﬁi@&i’fﬁ

SELECT
TIMESTAMP_TO_MILLIS
(expr)

EXTRACT (<extract_unit>FR
OM expr)

Mexprai2EXATE)ER
o, FEEEIHFR
[El,

SELECT

EXTRACT(MINUTE FROM
__time)

TIMESTAMPDIFF (<unit>,<ex
pr1><expr2>)

IR[E]lexpr1Flexpr2 2]
H9unit

SELECT

TIMESTAMPDIFF
(minute, expr1, expr2)

TIME_SERIES

I EEERIEEOR
ERICHIELE o

TIME_SERIES(__time,
period, time_format,
[padding_value],<timezo
ne>)

TIME_SERIES BR%{
time_seriestRE AT+ £ EDTEIE O R ERHIEIE .
AR
o WRIEFEZORDER BYiEiA{#F, FHtime_seriesBiEZORDER BYHIE—NEE

o BEEEIHPAIBEFEAOFFSETIED
o time_seriestREIATIFHE N FEIDER

BEES
time_series(__time, period, time_format, [padding_value], <timezone>)

SRR
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% 5-38
S 1588
__time SN E2 71
period ISO 8601HRERIRTIEIELO K/, FlENPIM (18 ) .

PID (1K) . PTIH (1/0\8F) . PTIM (1935 )
PT1S (1701 ) &

time_format IREIERAOATEE, (S%FJ)oda
DateTimeFormati&z(, ) .
padding_value HeElRE. 8iF:

e 0} zero: EEREHEIREO (ZINME) o

o null: ERASAYEIRE Snull,

o last: BILERE T E— MTESXIRAE.
o next: FIRLHERE T F—MYESXIRAYE.
J ?é’gi SR REIR B HRIER N TE =AY

timezone BYX ., #lg0: JbEZ=AYX: +08:00

IR [O]2EE

bigintz£8Y,

A~ plisRe

ZIR— RIS BN EHITEIE N2, SRERIEIRE N0, FHRIIX,
o EFMHITES

group by t_time order by t_time

o HTHMIDITER

t_time num
2021-10-01 08:00:00 5
2021-10-02 08:00:00 0
2021-10-03 08:00:00 0
2021-10-04 08:00:00 21
2021-10-05 08:00:00 17
2021-10-06 08:00:00 0
2021-10-07 08:00:00 34
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CURRENT _DATE/ CURRENT _TIMESTAMP &%
CURRENT_DATER[EIZEGHKANEEZSAIISO8601/T8), IREIHIFIUTCAYE, %R
o EESSHE#EZ BNEE.
CURRENT_TIMESTAMPIR[E]|& 1624 a1891SO86010%8], IR[EIAIIUTCATIE], 1ZERETT
BiEs5hagzEnnissE,
1. FERHEH

__time: 2023-02-14T02:35:56.706Z

2. EEMDIMES

select __time,CURRENT_DATE, CURRENT TIMESTAMP,CURRENT TIMESTAMP
3. BEEMOTER

X 5-39 HRMIDER
__time CURRENT DATE CURRENT _TIMESTAMP

2023-02-14T02:35:56.7 | 2023-02-14T00:00:00.0 | 2023-02-14T14:35:57.0
067 00z 00z

DATE_TRUNC(<unit>, <timestamp_expr>)RE{

HETEE<timestamp_expr>ABE X FEMER<unit>fYE, BEHENE, FHMER
hAdiEEnRE . BAATLAR milliseconds' (Z#)) |, 'second' () , 'minute’ (%) ,
'hour' (BY),'day' (B),'week' (), 'month' (B ), 'quarter' (Z), 'year
(£ ), 'decade' (+£ ), 'century' ( F£ ) ,'millennium’ (tH£2 ) , unithkX K/
5,
1. =FERHHI

__time: 2023-02-14T02:35:56.706Z
2. BHMNDIMES

SELECT __time,DATE_TRUNC('minute', __time),DATE_TRUNC('day', __time),DATE_TRUNC('year",
__time)

3. EEMDHER

= 5-40 TEM DS
__time EXPR$1 EXPRS2 EXPRS3

2023-02-14T02:3 | 2023-02-15T08:5 | 2023-02-15T00:0 | 2023-01-01T00:0
5:56.706Z 0:00.000Z 0:00.000Z 0:00.000Z

TIME_PARSE(<string_expr>, [<pattern>, [<timezone>]])/
TIME_FORMAT (<timestamp_expr>, [<pattern>, [<timezone>]])E{#{

TIME_PARSES48EHIF B B <timestamp_expr>, {KIEFAFPEE X H<pattern>SE1A
Joda DateTimeFormatiR=UEENT HATEIEL . B <pattern>FKIESNILABKIABIISO8601
GFIGEREIT. <timezone>HAtX, AI&ERK.
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MILLIS_TO_TIMESTAMP (millis_expr)/

TIME_FORMATIS48 ERIAT B < timestamp_expr>, {KIEAFBENX <pattern>2
# A Joda DateTimeFormati&ERIT AFIFE . E<pattern>FRIESNLAZKIARY
ISO860 1SR [BIEARHT. <timezone>RTX, AJEHE.

1.

FEAFDI

__time: 2023-02-16T07:38:25.306Z
start_time:2023-02-14 02:35:56

EEMSHTES

SELECT __time, TIME_PARSE (start_time,'yyyy-MM-dd HH:mm:ss'), TIME_FORMAT(__time,'yyyy-MM-dd

HH:mm:ss')

B HER

& 5-41 EIFMDITER

__time

EXPRS1

EXPRS2

2023-02-16T07:38:25.3
06Z

2023-02-14T02:35:56.0
00z

2023-02-16 07:38:25

TIMESTAMP_TO_MILLIS(timestamp_expr) A%

MILLIS_TO_TIMESTAMPIR S Z=FMBEFE AI1SO860118LAVATIEIRL, HEERIS NS
HITATEE 2 Ba0EE . TIMESTAMP_TO_MILLISISRY a&it v h=iME.

1.

2.

3.

FEAFEDI

time: 2023-02-16T07:54:15.106Z, start_time: 1676534055106

BT HHES

SELECT __time,MILLIS_TO_TIMESTAMP((start_time), TIMESTAMP_TO_MILLIS(__time)

EIMOER

F 5-42 TERMNDHER

__time

EXPRS1

EXPRS2

2023-02-16T07:54:15.1
06Z

2023-02-16T07:54:05.0
00z

1676534055106

TIME_EXTRACT (<timestamp_expr>,[<unit>,[<timezone>]])/ EXTRACT (<unit>
FROM timestamp_expr) BRE{

NETLAZEPOCH (IRELTTLAFRAIFMEunix ) . SECOND ( HaioshaafiE ) «
MINUTE ( 2480/\ddha95¢h{E ) . HOUR ( 4RA9/\BT{E ) . DAY ( HBHIRE) .
DOW ( HEifERIKEL ) . DOY ( HBUfFERIKE ) . WEEK ( HaiFmIEE) .
MONTH ( Z45IR9B %1 ) . QUARTER ( HFERIZE ) SYEAR (IREIHBIEMR ) -
<timezone>#RJ X, AIERE . EXTRACTEREUATIME_EXTRACTEIEEF .

1.

FEtEI

_ time: 2023-02-16T07:54:15.106Z, start_time: 1676534055106

TIME_EXTRACTERE], Mtimestamp_exprAEXATEIERD, FHSEEAHFIRE], B
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2. EFMHIMES
SELECT _time,MILLIS_TO_TIMESTAMP(start_time), TIMESTAMP_TO_MILLIS(_time)
3. EEMSTER
%= 5-43 ERFHIDHER
_ time EXPRS1 EXPRS2
2023-02-16T07:54:15.1 | 2023-02-16T07:54:05.0 | 1676534055106
06z 00z
S2EER
e unitiiifA
unit 15408
second b
minute ya)
hour A
day H
week &
month A
quarter =
year F
e extract_uniti{iig
extract_unit 1588
SECOND (3
MINUTE ya)
HOUR i)
DAY BRAMEILX
DOW BREYEILXR
DOY BEFRIEILR
WEEK BFENE/LE
MONTH A
QUARTER =
YEAR &
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5.7.8 SQL R{EERHL

ThgEsEAR

ARSI

&EREETD

SQUEMERERE, MFRETRERE, BIFNSSIR5-44
REFRFEENHS N FEREITRE, FHRERENME,
ERERBIERPIZTESUTILR:

o WIRLHREFER, WREIZE. FRUOMEBRIENENNEIEEER.

. tg;%;ﬁﬁﬁ?—ﬁﬁ%ﬂ?ﬂ?{ﬁ, WREZE, IMRIABHDFRATE, XLEFREK

o NMRFRPEEHFEFHS, NREBCIWEAFHFHRHTILR.
o MRAEFRAEEH, NWRESEIWFILONGERITILR.

J &D%ZEE?E&%K%@?EE’)E — 1 EFLOATH, NEEGENEAFLOATHH
1TEER

SELECT GREATEST (fieldname1,fieldname2) AS the_greatest_field

& 5-44 RERFES

=54 izl <l
GREATEST ([expr1, ...]) REIFANHZNFEREAY | SELECT
PN GREATEST (fieldname1 fi
eldname2)
LEAST([expr1, ...]) REIFNHZNFEREAY | SELECT
=/IME, LEAST (fieldname1,fieldn
ame2)

5.7.9 SQL F{FEREREL

ThaesEE

IEAET

SQURH=TFRRE, BTFXN=REENEIRRITHE. XI)\E#EnEIRE, BINS
S MFK5-45,

AR

SQLIEEAH, FRWAHESIS (") 88, THSEHNEIS (") BENAFERESZR,
W 'msg'FTRFEREMSY, msgdk"'msg"FRHEEEMsg=FER .

SELECT (fieldname1 || fieldname2) AS fieldname1_fieldname2
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FRIEREREES

% 5-45 FRHERREED
F=3e) izk)z an]l
CONCAT (expr1, BHEYI AR E S SELECT str1, str2, str3,
expr2...) CONCAT((str1, str2, str3)
WHERE str1 1S NOT NUL
TEXTCAT (expr, expr) | BHEFRNZETE, SELECT str1, str2,

TEXTCAT((str1, str2)
WHERE str1 IS NOT NUIl

STRING_FORMAT (pat
tern[, args...])

TRIBJAVARIString 80 =55
TR

SELECT str1,
STRING_FORMAT (str1,
I%Sl)

WHERE str1 IS NOT NULL

LENGTH (expr) REFFFRRIKE, BDFAFER | SELECT LENGTH(str1)
FUTF-16F M WHERE str1 IS NOT NUI
LOWER (expr) B rreRigieNER . SELECT LOWER(str1)

WHERE str1 IS NOT NULL

POSITION(string1 IN
string2 [FROM
fromindex])

IR[Elstring1#Estring2 &R
HIVERNZRS|. ERMNEE
5| Ha, IRSBEEER
5], MMERSNFEE. TR
string 1 R fFfEFstring2Hh,
MRE]0,

SELECT POSITION(str1
IN str2 FROM 5)

REGEXP_EXTRACT (ex
pr, pattern, [index])

IR ER R PLACHS E IENZR
ERRIFFFHR. R5IMFF
ia. WRRCLES, NikEZ
8. MRKBEEERS], &
251790, WREE—4 LA
RIFFATER . ANABHSHAILED,
IBTEIENIZRIAZCRIE S 3UI0 L
FFS/S.

SELECT
REGEXP_EXTRACT (str1,
'[A-Za-z]+://[A-Za-
z0-9.-1+(/[* 1%)', 5)

REGEXP_LIKE (expr,
pattern)

FURr=F 1T &R 2 S PLECHE ERIIE
MRk, WNAEHEHHITAS, B
FIENZRIATURIE 2 500 7%
SAFI$. ZERESLIKEEDA
=, XAETLKEEDE
RIELEEERANIRS

SELECT
REGEXP_LIKE(str1, '\.(jpg|

jpeglpng|gif)$’)

REPLACE(expr,
pattern, replacement)

{5 Areplacement&iexprsh
SpatterntBRINFF7E

SELECT
REPLACE (expr,pattern,
replacement)
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5t

ol

BNl

string2)

STRPOS(stringT,

IR[Elstring27Estring 1 FENR
HIMZENERS| . ERNES]
15 . NREKISBER,
M [E]0,

SELECT STRPOS(str1,
str2)

WHERE str1 IS NOT NUL
AND str2 IS NOT NUll

SUBSTRING (expr,
index, [length])

HENFRTER . NEEZRSIATFF
VREEY, ERUERIEEKRE
RE . KEIRBBUTF-16=25F
MOTE,

SELECT SUBSTRING(str1,
3,10)

WHERE str1 IS NOT NULL

RIGHT (expr, [length])

NFFFRRAMFHIREARE
EERE.

SELECT RIGHT((str1, 5)
WHERE str1 IS NOT NULL

LEFT (expr, [length])

NFFFRRAFHIREEEE
EERKE.

SELECT LEFT(str1, 5)
WHERE str1 IS NOT NULL

[length])

SUBSTR(expr, index,

5SUBSTRINGtEE .

SELECT SUBSTR(str1, 3,
10)

WHERE str1 IS NOT NULL

UPPER (expr)

B RFREMAARER

SELECT UPPER(str1)
WHERE str1 IS NOT NULL

REVERSE (expr)

[AEFFER

SELECT REVERSE(str1)
WHERE str1 IS NOT NUILL

chars)

LPAD (expr, length,

TEFHFREMBFRIEEFT,
BEEFHRIKLIEERE. W
REERE/NTFHFHEIEH
KE, WERIEERKEXNFH
FRHITEBTIRE. MRFFFE
SBEEFMATE, WikE=
B. IREEEFHFATH, F
SHITIRFERE, (BUAYE
AIRER MR -

SELECT LPAD(str1, 50,
'testStr')

WHERE str1 IS NOT NULL

chars)

RPAD (expr, length,

FEFFREMBRRIEEFT,
BEEFHRAIEERE. W
REERE/NTFHFHEIEZH
KE, WRBIEEKEXNFA
FRHITEMRIRIE. MRFFFE
HIEEFHATE, WiREIZE
B. MIREEFHFAZH, F
SHUTIERRE, BNELE
AJRER MR

SELECT RPAD(str1, 50,
'testStr')

WHERE str1 IS NOT NULL

expr>, str)

CONTAINS_STRING(<

FHlrexprat B S str=rTEH

SELECT
CONTAINS_STRING(log_L
evel,'warn')
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59 k)2 Bl
ICONTAINS_STRING( | ¥I¥rexpr2B S Estr=2FeE, | SELECT
<expr>, str) FROFHERNE ICONTAINS_STRING (log_
level,"WARN')
P51 154 8B
REPEATEREL

REPEAT (expr, [N]) R EexprEENIX
1. FERHEH
field4:is

2. HEMSIMES
select field4,REPEAT (field4,3)

3. EEMDHER

2= 5-46 TIHHIDITER
field4 EXPRS1

Is isisis

5.7.10 SQL SPLIT ER#L

IhaeHA
SPLITRHMABTFBIEENSRFRDZME, FRERSEHNFEES.
EiEREU
SELECT split_to_map(x, delimiter01, delimiter02)
SPLIT BR#EES
B9 | 588 i 8%
split | splittREEFITFIET | split(x, delimeter,[limit]) | e x: S%{EHvarchar
BENDRERS il
FREE, FRER

e delimeter: 3%
o

o limit: PRHIFFFE
H/ORINE, KF0
HOEEEL

PENFHEES.
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B9 | i< ANl S8
split_ | split_parteR#uEE | split_part(x, delimeter, e x: SE{EFvarchar
part | IEEMIDIRFFHFES | part) SAY
FRrE, FREE deli e
e o ter:
ER3IHRE s meter el
e part: EEZIREIF
EBMIRS|E.
split_t | split_to_mapig%f | split_to_map(x, e x: Z¥Evarchar
o_ma | FAF(EMIEEE | delimiter01, delimiter02) SR
VAN (=7 L3 =AY ) . B
P fg%ﬂgigig%% e delimeter01: %
BENEZANDIE 11,
FFHITEZIRRF e delimeter02: 98
Do 2,
5% 154 8B
o splitB/EL
BEREFBRIFEEEAEDE, imitBFRGEIDZGEHRKREREEE, &4E
5, NEHALEDE,
a. FEEAI
Id: dcldab7e-b045-4e77-bda4-914d083d1bf7
b. HEHEFHITED
SELECT split(d,"), split(id,',2)
c. HiFfnthE

& 5-47 split REE ISR
EXPRSO EXPRS1

["dc1dab7e","b045","4e77","bdad" | ["dc1dab7e","b045-4e77-
,"914d083d1bf7"] bda4-914d083d1bf7"]

e split_partE@E
BEENSRERSFRAE, FREIEERS IR FERIEAG, T35 THRMOFF

VAN
Ao

a.

ER5| TMrBEDEIHELE NAE, WREIZERFE,
FEHESI
Id: dc1dab7e-b045-4e77-bda4-914d083d1bf7

BEFMNomES
SELECT split_part(ld,'-',1)

EEMOER
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2 5-48 split_part REE@FDHES
EXPRSO
b045

e split_to_mappR#{
AT EREENE— RN FEE, ARBEREENE 1Mo REFHT
FRIFRS, BB { “KEY1” 7 VALUE1” ,” KEY2” :” VALUE2” }, Ti&
WX EIRvaluelBA=.
a. FEHEHI
Request:request_id:"e3ac4b70c7d244f080d434e300d8065a” ;request_tim
e: "1674965051000”

b. HEFMHIMED
SELECT split_to_map(Request,';',":")

c. BEFMHITER
7= 5-49 split_to_map RHEBFNDHTER

EXPRSO

{"request_id ":"e3ac4b70c7d244f080d434e300d8065a
" "request_time":"1674965051000"}

5.7.11 SQL LU BI=Z&EFF

IheeHR
EEBEEF AT ELREAME, FHREIE (true)Zi{R (false) . EEBIEE O LA HEZERY
BT ARNLE, XISTRINGEEUHITEELILE, LANEEZRERIFENUMT < num22
BRE, STRINGEEPstr1 ERFETFHFEstrshE, BAESIFE5-50,
EEER
SELECT fieldname1 WHERE fieldname1 > fieldname2
HERIZRFED
% 5-50 LLRIZEFHES
B9 15BH 5l
x=y =1 SELECT num1 <
num2
X <>y ETF, SELECT num1 <>
num?2
x>y *<F, SELECT num1 >
numz2
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F=]) izl ]|
x>=y KFSZEF . SELECT num1 >=
num?2
X<y INF. SELECT num1 <
num?2
x<=y INFEET SELECT num1 <=

num?2

x BETWEEN y AND z

ZRE)Fx >=y AND x <=z,

SELECT num1
BETWEEN num2 AND
num3

x NOT BETWEEN y AND z

ZEFx<y ORXx>z,

SELECT num1 NOT
BETWEEN num2 AND
num3

x LIKE pattern

SNSRxITECSQL LIKERZT,, MiR[E]

true,

SELECT str1 LIKE ™

x NOT LIKE pattern

UNEXAPLHEZSQL LIKERET, MR
[Eltrue,

SELECT str1 NOT LIKE

%1

x IS NULL WNRXEZENTHFE, MR | SELECT str1 1S NULL
[Bltrue,

x IS NOT NULL WMRXFEAEZEBAERTHFRF | SELECT str1 IS NOT
&£, MiREtrue, NULL

x IN (values) WMRXAEA—FIZME, MWiRE | SELECT str1 IN

true,

('testStr1', 'testStr2')

x NOT IN (values)

MEXAEZIZES, WiRE

true,

SELECT str1 NOT IN
("testStr1', 'testStr2')

x IN (subquery)

QD%XZE
&@true o

SiEEFEIIRE, U

SELECT str1
WHERE str2 IN

(SELECT DISTINCT
str2 LIMIT 100)

x NOT IN (subquery)

NEXAFEBTIEEFE@RE
MR [E|True o

SELECT str1
NOT IN
(SELECT str2
LIMIT 100)
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5.7.12 SQL IP ihhitRE;
TR

SFFIPvABIEEREL, HltSEATLAZIPVAS S i E (41%0"192.168.0.1" ) 8%
FRNEHAYIPHBLE (51803232235521 ) . subnet S MNiZE— N FrTER, BB
CIDREREAHYIPvAEHEFR (5140"192.168.0.0/16" ) ,

IP RELER

)

il

o]l

IPV4_MATCH (address,subnet)

R subnetEF
addressHY—Fpgith
HENLREltrue, &
MR [Elfalse, &
2R addresst28
H9IPvALENE, T
iR[Efalse, qNER
address 2 XM
AEERE, N

SELECT IPV4_MATCH
(address,subnet)

IPV4_PARSE (address)

¥EaddressfEtT
%é{ﬁﬂg | PV4i‘mi.|J: o
WNRaddress28
EYIPvALELE, WY
e LA, 10
Raddresst 28
E9IPvAtIE, MY
1IR[E]null,

SELECT
IPV4_PARSE (address)

IPV4_STRINGIFY (address)

gEE# addressit
WAL= IR

IPvABHE=FFER
N addressE85
HIIPVALBIERYEE
#, NeaLAgeE
. W0ERaddress
A BEFRI N IPvAitE
ft, MRENUll,

SELECT
IPV4_STRINGIFY (address)

5 K25 R

IPV4_MATCH (address, subnet) &£

IPV4_MATCHERZL, f1%RaddressigFsubnetddFMip, Mix[Eltrue, FNiR[E]false,
YN address I EBHIIPvAtbit, MiR[Elfalse, dNRaddress EEMMAEFHEH,

LR E B ESAIHRITHER.

1. FERIEG
Ipv4: 192.168.1.18
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2. EFMHIMES
select IPV4,IPV4_MATCH(Ipv4, '192.168.0.0/16")

3. EEMDHER

£ 5-51 FEMDHER
IPV4 EXPRS1

192.168.1.18 true

IPV4_PARSE(address)/ IPV4_STRINGIFY (address) ER#{

¥ addressERIT O ELENAYIPvAELE . BNERaddressEAREIIPvATIE, T TTLAMERELT .
N address 2B 3EIPvattEiE, TERENUlL,
1. ZERHH

Ipv4: 192.168.0.1

Num: 3232235521

2. HFMHIMES
select IPV4_PARSE(Ipv4), IPV4_STRINGIFY(Num)

3. EEMDHER

& 5-52 RO L
EXPRSO EXPRS1

-1062731775 192.168.0.1

5.7.13 SQL I3£9E/%K

Thegstdik
ARG BN BN RIEANHITIRIE, FFREIENFRER . NRSEREXELS
HIBE, WERI NULL, RIARNDREEEIE AL HEIERE, AIERIEEE:
o WIRABRISEEIZ NULL, Z5RE NULL, &1, NULL SEHR2RE.
o UWERMMENSHEE THFNFTHRNRS, SHEMIERAFHE,
o WNRMENSHERENT, SHEMEEREARKELR,
o WIRAMBHNISHERMERZD— IS8 Edouble, NSHERHKAREAdouble,
IEiERE
GREATEST ([expr1, ...])/ LEAST([expr1, ...])
5 K25 BH

GREATEST([expr1, ...])/ LEAST([expr1, ...]) EREL
GREATESTE %, ItEF ;BN FEAN, HIRE LRCRREIGEXE.
LEASTERZEL, ITBE TSI FIA, HRE LACRIRER/IME.

SCASRRAS 01 (2025-02-21) WA © EARUERABIRAE 239



= HERS
5 =12

5 BSERSDH

1. FEHEH
Num: 11785730
2. BFEMDIMES

select Num,GREATEST( "Num"/10,(select count(1)) ),LEAST("Num"/10,(select count(1)))

3. EEMSHER

& 5-53 IR YEGMOTER

Num

EXPRS1

EXPRS2

11785730

1178573 1

5.7.14 SQL EfthrZk

FEEX 25

HitheREERD

SQURMHAYRREY, EsiF—LuincRIFICASE WHENSFZIzE, BIKiEENER

5-54,

SELECT CAST (fieldname1 AS VARCHAR) AS fieldname1_str

% 5-54 HftR#iES

result1 \[ WHEN boolean_expr2

END

THEN result2 ... \] \[ ELSE resultN \]

Kig=x iz NGl

CAST(value AS TYPE) EMREOESERY . O3F | SELECT fieldnamel ,
EHEIVARCHAR CAST (fieldname1 AS
FLOAT . VARCHAR)

CASE WHEN boolean_expr1 THEN TEIEECASERREL SELECT CASE WHEN

httpStatus = 200 THEN 1
ELSE 0 END

NULLIF(value1, value2)

NS valuel1Fdvalue2tg
%, RE=E, BUR
[Elvaluel,

SELECT fieldnamef,
fieldname2,
NULLIF(fieldname1,
fieldname?2)

NVL(expr,expr-for-null)

AR "expr ATEHLZT
BF&H, WRE
"expr-for-null",

SELECT NVL(str1, 'expr-
for-null')

5.7.15 SQL JOIN iE;
JOINFATTMXBE AR SS N FEIR, AXNBIOINTAIIEASERT .
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18

select key

from t1

LEFT|RIGHT|INNER JOIN t2
on t1.key=t2.key

LMBTAEIRSEZZIHFLEFT JOIN, RIGHT JOINFOINNER JOIN=FMIOINFA A . EIAID

BEINT:
% 5-55
JOINAT otz
LEFT JOIN PAER (1) HERAERM, XBAE (12) iR,
ol
MRZHEHFH, TEARIIN LN | SIERAFEE. F
m: F¥LE2123, JOINIBAIFIZENSR “123” .
RIGHT JOIN PAEE (12) ERIER, XKEAER (t1) B,
Ll
LRBAGHFH, EBLRIIN LG |SERFRFE, 6
: ®RE2123, JOINIEAFIZERMER “123”7 .
INNER JOIN BNEREER (elbl, elb2) TEXIRE

ANl

BRENR, accessRAENANENIEIREEIRE, B, KB, hosthEHUEIRE S
cpufliAfZF . BFIOINFILAXRERANFIENIS R, ERREENAITRHERERISIAE

o
e LEFT JOIN
a. #HEEA

SELECT
"access".__time,
"access".host_ip,
"access".cost,
"host".cpu,
"host".memory
FROM
log "access"
LEFT JOIN (select memory,cpu,host_ip from log) host ON "access".host_ip = "host".host_ip

b. RMEFER, DH0FHIE.
e RIGHTJOIN

a. EiEEa

SELECT
"access".__time,
"host".host_ip,
"access".cost,
"host".cpu,
"host".memory

FROM
log "access"
RIGHT JOIN (select memory,cpu,host_ip from log) host ON "access".host_ip = "host".host_ip

b. RMEIER, SHE0FRHUE.
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e INNERJOIN

a. EiEEA

SELECT
"access".__time,
"host".host_ip,
"access".cost,
"host".cpu,
"host".memory

FROM
log "access"
INNER JOIN (select memory,cpu,host_ip from log) host ON "access".host_ip = "host".host_ip

b. REIER, SHASEHUE.

5.7.16 SQL ZZif#£45)

£E1
SHE

N

$R4
B

+Lx6

EREREN

AEZLAELBEEAGIHITNE, JLTSHRYELBERIEEEHITEE, BEREaLEN
o

BRBERSGEHS

FEEMSH=F, &F ‘BTER” , PEEFATENBEERER, BARTFE
D

ROURIELBRIn AR, HATERNAEEEREE.

BEE LA © , ERHNEF, EF SIRGOLETT o

;ﬁ?ﬁéﬁ*@ﬂﬁ’fﬁﬁi, RIBELBEARAI TR E . EfttBTRE IR MMEME
o

F ‘T RETRASQLEMEIXMENANFRETENR, BIENREMMENAE
Wgo

-

=&

TENEEEEERAhost, request urifid R EEZES R, KIEREKRIFR
rﬁgﬁ; (MB) , IBEKRIREIRGIRESRI D BIR2xX, 3xX, 4xx, SxxHI LY, FiRBAEREE
5,

SELECT "router_request_uri" as "request_uri", "host", COUNT(*) as pv,

round(sum(body_bytes_sent) / 1024.0 , 5) as "body_bytes_sent(MB)",

round(sum(case when status >= 200 and status < 300 then 1 else 0 end ) * 100.0 / COUNT(1), 6) as "2xx
ratio(%)",

round(sum(case when status >= 300 and status < 400 then 1 else 0 end ) * 100.0 / count(1), 6) as "3xx
ratio(%)",

round(sum(case when status >= 400 and status < 500 then 1 else 0 end ) * 100.0 / count(1), 6) as "4xx
ratio(%)",

round(sum(case when status >= 500 and status < 600 then 1 else 0 end ) * 100.0 / count(1), 6) as "5xx
ratio(%)"

GROUP BY "host", "router_request_uri"

ORDER BY pv DESC

LIMIT 100
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IRIBLAMEOERERGHIIRE], x3iERE request_uri", yHiEE" "pv", FRrnEM
requestURLIEERDBIB B,
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SELECT "router_request_uri" as "request_uri", "host", COUNT(*) as pv,

round(sum(body_bytes_sent) / 1024.0 , 5) as "body_bytes_sent(MB)",

round(sum(case when status >= 200 and status < 300 then 1 else 0 end ) * 100.0 / COUNT(1), 6) as "2xx
ratio(%)",

round(sum(case when status >= 300 and status < 400 then 1 else 0 end ) * 100.0 / count(1), 6) as "3xx
ratio(%)",

round(sum(case when status >= 400 and status < 500 then 1 else 0 end ) * 100.0 / count(1), 6) as "4xx
ratio(%)",

round(sum(case when status >= 500 and status < 600 then 1 else 0 end ) * 100.0 / count(1), 6) as "5xx
ratio(%)"

GROUP BY "host", "router_request_uri"

ORDER BY pv DESC

LIMIT 100

rElE]

RIELL FEOEOEREHIITLE, xHhikE"_time ", yiHEE"QPS", RREIGAIIE
EZMEIPR5SHIQPSERAL
select TIME_FORMAT(TIME_CEIL(TIME_PARSE(SUBSTRING (time _is08601, 2, 25) ,'yyyy-MM-

dd"T"HH:mm:ssZZ'),'PT5S"),'yyyy-MM-dd HH:mm:ss','+08:00') AS _time_, COUNT(*) as QPS from log group
by _time_

B

RIBLAMEAERERAHIHE, SR IEF status", FIEIEFE " rm", XREGINEER
AstatusAREERIGEE .

SELECT status, COUNT(1) AS rm GROUP BY status
H=FE
REUTETEOEREHIHFE, EEREI—/\N—HEZB/RIEEREK,

SELECT count(*) AS normalRequest WHERE status = 200
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6.3.3 AFNEREER

6.3.3.1 APIG {{EE1ER

APIG (API Gateway ) IEtS146E. ST, BSREMIAPHEEIRSS, sEREEEIVAR
SRENEERMFREAPIRSS , FBENEURNERE . SIEFIEEESMERIAPI, F EZEAPI
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FAPiSE HRSEIL
APIGIU B IEIR IS EEAPIGHEL . EEAPIGIIEL ., DITAPIGRRL
BUIRSR4
° BEXREAPIGHZE, #1552 WAPIRMEAPIGIEEALTS,
o OXEBLEMN, HEEENISERHELRTEE.
BE APIG BigHay
$181 SRZOTMBIBHE, EENSHERER NE2" .,

$E|2 ENREBEIRTT, &F “APIGIGERERIR > APIGIHIEHL” , EFERFE.

WiBIERER, FIXBEANEESTmEDN TR

select distinct(host)

Eiapp_id, FrRBEXRIEIASDIMERIW NE:

select distinct(app_id)

HIIEPVESf (HR) BIRXENE D ME DU FE7R:
SELECT ip_to_country(my_remote_addr) as country,sum(ori_pv) as PV from (select my_remote_addr,
count(1) as ori_pv

group by my_remote_addr

ORDER BY ori_pv desc

LIMIT 10000) GROUP BY country HAVING country not in (",'{RE5tht", ")

SEOES T (PE ) FrXBNEIDMEDN T AR:
SELECT province,round( CASE WHEN "SE9%EIR (ms)" > 0 THEN "SFH9ZEIR (ms)" ELSE 0 END, 3 ) AS "
I9FEIR (ms)"FROM (SELECT ip_to_province(my_remote_addr) as province,sum(rt)/sum(ori_pv) * 1000
AS "SEHIFEIR (ms)" from (select my_remote_addr, sum(request_time) as rt,count(1) as ori_pv

group by my_remote_addr

ORDER BY ori_pv desc

LIMIT 10000) WHERE IP_TO_COUNTRY (my_remote_addr) = '#iE' GROUP BY province )

where province not in ("', '{REGHELL' ")

EYRFES T (HFR ) FrXBRNEISmESN FFR:
SELECT country,round( CASE WHEN "SEH3EIR (ms)" > 0 THEN "SEtJFER (ms)" ELSE 0 END, 2 ) AS "SF
IIFEIR (ms)"FROM (SELECT ip_to_country(my_remote_addr) as country,sum(rt)/sum(ori_pv) * 1000
AS "SEIJFER (ms)" from (select my_remote_addr, sum(request_time) as rt,count(1) as ori_pv

group by my_remote_addr

ORDER BY ori_pv desc

LIMIT 10000) GROUP BY country )
where country not in (",'fREGHELL", ™)

4 HPV/UVEIXBNEIDITEDN T A:
SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss' ) as _time_,PV,UV FROM (select
TIME_CEIL(TIME_PARSE (time_local, 'dd/MMM/yyyy:HH:mm:ss ZZ'),'PT600S') AS _time_, count(1) as
PV, APPROX_COUNT_DISTINCT(my_remote_addr) as UV from log WHERE __time <=
CURRENT_TIMESTAMP and __time >= DATE_TRUNC( 'DAY',(CURRENT_TIMESTAMP + INTERVAL '8'
HOUR)) - INTERVAL '8' HOUR group by _time_ order by _time_)

Xizi5ETOP10(&47) T XX E I DB I FATR:

select ip_to_province(my_remote_addr) as "province", sum(ori_pv) as "IHIENREL" from(select
my_remote_addr, count(1) as ori_pv

group by my_remote_addr

ORDER BY ori_pv desc

LIMIT 10000)group by "province" HAVING "province" <> '-1' order by "I5IEREL" desc limit 10

XIEAIETOP10 () BRI EE D AmE S AR :

select ip_to_city(my_remote_addr) as "city", sum(ori_pv) as "iA{aiRE" from(select my_remote_addr,
count(1) as ori_pv

group by my_remote_addr

ORDER BY ori_pv desc

LIMIT 10000) group by "city" HAVING "city" <> '-1' order by "i/ax#8" desc limit 10

HostiAI TOP10EIR T XEAIE RS BTN FAIR

select host as "Host", count(1) as "PV" group by "Host" order by "PV" desc limit 10
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UserAgentizEITOP10E R X EXAIE B SIMIEDIN FAT7R:

select http_user_agent as "UserAgent", count(1) as "PV" group by "UserAgent" order by "PV" desc
limit 10

RE G (i) BRI BRI D mE O FER:
select case when regexp_like(lower (http_user_agent), 'iphone|ipod|android|ios') then '#&fix' else 'PC
i’ end as type , count(1) as total group by type

IRE AL (RS) BRI XA EE DB FHR:

select case when regexp_like(lower(http_user_agent), 'iphone|ipod|ios') then 'lOS' when
regexp_like(lower(http_user_agent), 'android') then 'Android' else 'other' end as type , count(1) as
total group by type HAVING type != 'other'

TOP URLEIFRMXEBIE IS ITETU IR

select router_uri , count(1) as pv, APPROX_COUNT_DISTINCT(my_remote_addr) as UV,

round (sum( case when status < 400 then 1 else 0 end ) * 100.0 / count(1), 2) as "IHIFILINZER" group
by router_uri ORDER by pv desc

TOP i5EIPERFF XX EI D ITED U FER:

select my_remote_addr as "SERIP",ip_to_country(my_remote_addr) as "[EZ

" ip_to_province(my_remote_addr) as "&1{5",ip_to_city(my_remote_addr) as "Ik

" ip_to_provider(my_remote_addr) as "iz&Em",count(1) as "PV" group by my_remote_addr ORDER by
"PV" desc limit 100

TR

&FE APIG Wiy
B BREATRBEHE, TLNSHERSEE “WUER” .
SE (ENERIEIRTS, G “APIGINERIER > APIGKEhL , BEEEIES.,

WiEiEKIEE, FrRERIERSMEDU TAR:

select distinct(host)

Wifgapp_id, FrREXRIEIANIMEDU TAR:

select distinct(app_id)

HIREPVERFKENEIDTMEDU THR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss' ) as _time_,PV FROM ( SELECT TIME_CEIL
( TIME_PARSE (time_local, 'dd/MMM/yyyy:HH:mm:ss ZZ'), 'PT300S' ) AS _time_, count( 1) AS PV
FROM log GROUP BY _time_)

ERAINRE R XA E RSSO TR

select ROUND (sum(case when status < 400 then 1 else 0 end) * 100.0 / count(1),2) as cnt

SIIFEIR E SR A K BRI E I8 D B U N R :

select round(avg(request_time) * 1000, 3) as cnt

AXXIE R E R R BXAIE G OB FA7R:

SELECT COUNT(1) as cnt WHERE "status" >= 400 and "status" < 500

A0 REE R KB E I DB FAR:

SELECT COUNT(1) as cnt WHERE "status" = 404

42915 REE R R BXRIE I D IME DU FA7R:

SELECT COUNT(1) as cnt WHERE "status" = 429

5045 R¥E R XENEE MBI TAIR:

SELECT COUNT(1) as cnt WHERE "status" = 504

SXXiE R EE R XA E R DB TR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,cnt FROM ( SELECT TIME_CEIL
( TIME_PARSE(time_local, 'dd/MMM/yyyy:HH:mm:ss ZZ'), 'PT300S' ) AS _time_, count( 1) AS cnt
FROM log where "status" >= 500 GROUP BY _time_ )

NSRS EIRFREXRIEIA D TS TR

SELECT status, COUNT(1) AS rm GROUP BY status

LA EUVEIRFXERIEIISMEDU T AR:
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SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss' ) as _time_,UV FROM (select
TIME_CEIL(TIME_PARSE(time_local, 'dd/MMM/yyyy:HH:mm:ss ZZ'),'PT600S') AS _time_,
APPROX_COUNT_DISTINCT(my_remote_addr) as UV from log group by _time_)

MEERRMXENEESIMETWN FAR:

select TIME_FORMAT (_time_,'yyyy-MM-dd HH:mm:ss') AS _time_,round( CASE WHEN "NiRZE" > 0

THEN "\#RE2" ELSE 0 END, 2 ) AS "AifR2",round( CASE WHEN "Hi%E2" > 0 THEN "H;7&" ELSE 0

END, 2 ) AS "H7&" FROM (SELECT TIME_CEIL(TIME_PARSE (time_local, 'dd/MMM/yyyy:HH:mm:ss

ZZ) 'PT600S') AS _time_,sum(request_length) / 1024.0 AS "Ni&E",sum(bytes_sent) / 1024.0 AS "Hiik
" group by _time_)

iﬁ BESEISESIESi SNV r=y=1 5 N ivane

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,round( CASE WHEN "SR > 0
THEN "£§&" ELSE 0 END, 2 ) AS "SZ" round( CASE WHEN "5XXELfI" > 0 THEN "5XXEE" ELSE
0 END, 2 ) AS "5XXEEfI" from (select TIME_CEIL(TIME_PARSE((time_local, 'dd/MMM/yyyy:HH:mm:ss
Z7'),'PT600S') AS _time_,sum(case when status >= 400 then 1 else 0 end) * 100.0 / count(1) as '&£
', sum(case when status >=500 THEN 1 ELSE 0 END)*100.0/COUNT(1) as '5XXEtfI' group by
_time_)

SEREFRXENEI D MEDU FEAR:

select TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,round( CASE WHEN "SZ15" > 0
THEN "£9" ELSE 0 END, 2 ) AS "S14",round( CASE WHEN "P50" > 0 THEN "P50" ELSE 0 END, 2)
AS "P50",round( CASE WHEN "P90" > 0 THEN "P90" ELSE 0 END, 2 ) AS "P90",round( CASE WHEN
"P99" > 0 THEN "P99" ELSE 0 END, 2 ) AS "P99",round( CASE WHEN "P9999" > 0 THEN "P9999" ELSE
0 END, 2 ) AS "P9999" from (select TIME_CEIL(TIME_PARSE(time_local, 'dd/MMM/yyyy:HH:mm:ss
ZZ'),'PT600S') as _time_,avg(request_time) * 1000 as "J#15", APPROX_QUANTILE_DS("request_time",
0.50)*1000 as "P50", APPROX_QUANTILE_DS("request_time", 0.90)*1000 as

"P90" ,APPROX_QUANTILE_DS("request_time", 0.99)*1000 as
'P99',APPROX_QUANTILE_DS("request_time", 0.9999)*1000 as 'P9999' group by _time_)

HostiEs K TOPERFT XA EII DB FH7R:
SELECT "host", pv, uv, round( CASE WHEN "i55[a]pZIN=E(%)" > 0 THEN "i3ialp == (%)" ELSE 0 END,
2 ) AS "IFEIREIHER (%) ", round ( CASE WHEN "SEHZER (ms)" > 0 THEN "SE5FER (ms)" ELSE 0 END,
3) AS "SEJFER (ms)", round( CASE WHEN "NiR&E(KB)" > 0 THEN "NRE(KB)" ELSE 0 END, 3') AS
"NiR&E(KB)", round( CASE WHEN "HiiR&E(KB)" > 0 THEN "Hii&E(KB)" ELSE 0 END, 3 ) AS "Hii&E
(KB)" FROM ( SELECT "host", count( 1) AS pv, APPROX_COUNT_DISTINCT ( my_remote_addr ) AS
uv, sum( CASE WHEN "status" < 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "iA|apXIhZR (%)",
avg( request_time ) * 1000 AS "SEIJFEIR (ms)", sum( request_length ) / 1024.0 AS "AiRE(KB)",
sum( bytes_sent ) / 1024.0 AS "Hi7R&E(KB)" WHERE "host" !=" GROUP BY "host" ) ORDER BY pv
DESC

HostSEIRTOPEI R XEXRIEIS DB FR7R:

SELECT "host", pv, round( CASE WHEN "ij[8]pETIZE (%) " > 0 THEN "i5i8lBZIN=R (%)" ELSE 0 END, 2 )
AS "iBEIRRINER (%)", round( CASE WHEN "SFJFEIR (ms)" > 0 THEN "SEHJEER (ms)" ELSE 0 END, 3 )
AS "SEHFER (ms)", round( CASE WHEN "P90ZER (ms)" > 0 THEN "P90ZEIR (ms)" ELSE 0 END, 3 ) AS
"P90ZER (ms)", round( CASE WHEN "P99ZER (ms)" > 0 THEN "P993ER (ms)" ELSE 0 END, 3 ) AS "P99
3R (ms)" FROM ( SELECT "host", count( 1) AS pv, sum( CASE WHEN "status" < 400 THEN 1 ELSE 0
END ) * 100.0 / count( 1) AS "B INER(%)", avg( request_time ) * 1000 AS "SEISFER

(ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZER (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99ZEIR (ms)" WHERE "host" =" GROUP BY
"host" ) ORDER BY "YZt53EIR (ms)" desc

HostX MR TOPE XX BNEIS MBI TAR:

SELECT "host", pv,round( CASE WHEN "i5{a152E (%)" > 0 THEN "if[a15c= (%) " ELSE 0 END, 2 )
AS "IFa)5MER (%) ", round ( CASE WHEN "SZJFEIR (ms)" > 0 THEN "SEH5%EIR (ms)" ELSE 0 END, 3 )
AS "EIFER (ms) ", round( CASE WHEN "P90ZER (ms)" > 0 THEN "P9O0ZEIR (ms)" ELSE 0 END, 3 ) AS
"POQOFEIR (ms)", round( CASE WHEN "P99ZEIR (ms)" > 0 THEN "P99ZEIR (ms)" ELSE 0 END, 3 ) AS "P99
FEIR(ms)" FROM ( SELECT "host", count( 1) AS pv, sum( CASE WHEN "status" >= 400 THEN 1 ELSE
0 END ) *100.0 / count( 1) AS "IBIa5LMZR (%) ", avg( request_time ) * 1000 AS "SEISFEIR (ms)",
APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZER (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P993E;R (ms)" WHERE "host" != " GROUP BY
"host" ) ORDER BY "iA[a]5 M= (%)" desc

URLIERTOPEIFRFTXBEAIE OIS TTED N N AR:

SELECT upstream_uri, pv,uv, round( CASE WHEN "i51asIh58(%)" > 0 THEN "iAialpkIN=R (%) " ELSE 0
END, 2 ) AS "i5IEEEINZR (%)", round( CASE WHEN "SEH#ZER (ms)" > 0 THEN "SE4FEIR (ms)" ELSE 0
END, 3 ) AS "SEH9%EIR (ms)", round( CASE WHEN " \7& (KB)" > 0 THEN " A= (KB)" ELSE 0 END,
3) AS "N (KB)", round( CASE WHEN "H572 (KB)" > 0 THEN "H72 (KB)" ELSE 0 END, 3 ) AS "
& (KB)" FROM ( SELECT upstream_uri, count( 1) AS pv, APPROX_COUNT_DISTINCT

( my_remote_addr ) AS uv, sum( CASE WHEN "status" < 400 THEN 1 ELSE 0 END ) * 100.0 /

count( 1) AS "iA1alpEINER(%)", avg( request_time ) * 1000 AS "SFIFEIR (ms)",
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sum( request_length ) / 1024.0 AS "AiRE (KB)", sum( bytes_sent ) / 1024.0 AS "Hi7&E (KB)" WHERE
"host" !=" GROUP BY upstream_uri ) ORDER BY pv desc

URLSMERTOPEIZR T KB E A DB D FFR:

SELECT upstream_uri, pv, round( CASE WHEN "i/5/a)5c0K22 (%) " > 0 THEN "i5[55828(%)" ELSE 0
END, 2 ) AS "iBIa15LER (%) ", round( CASE WHEN "SE5ZER (ms)" > 0 THEN "SEI9FER (ms)" ELSE 0
END, 3 ) AS "SES3EIR (ms)", round( CASE WHEN "P90%EIR (ms)" > 0 THEN "P90ZEIR (ms)" ELSE 0
END, 3 ) AS "P90%ER (ms)", round( CASE WHEN "P99%EjR (ms)" > 0 THEN "P99%EiR (ms)" ELSE 0
END, 3) AS "P99%EIR (ms)" FROM( SELECT upstream_uri, count( 1) AS pv, sum( CASE WHEN "status"
>= 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "i5IT5MER(%)", avg( request_time ) * 1000 AS
"SEIFEIR (ms) ", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90%EIR (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99%EiR (ms)" WHERE "host" !=" GROUP BY
upstream_uri ) ORDER BY "iA[a]5cMER (%) " desc

RimERTOPEIRXENEI D MEDU FEAR:

SELECT addr, pv, uv, round( CASE WHEN "i5[a]p{Z== (%) " > 0 THEN "if3ialp 0% (%)" ELSE 0 END, 2 )
AS "IF1alpEINEE (%) ", round ( CASE WHEN "SEJZEIR (ms)" > 0 THEN "SEH93ER (ms)" ELSE 0 END, 3 )
AS "EIFEIR (ms)", round( CASE WHEN " A& (KB)" > 0 THEN " A& (KB)" ELSE 0 END, 3) AS "A
= (KB)", round( CASE WHEN "Him& (KB)" > 0 THEN "Hi#& (KB)" ELSE 0 END, 3 ) AS "HiRE
(KB)" FROM ( SELECT my_remote_addr as addr, count( 1) AS pv, APPROX_COUNT_DISTINCT

( my_remote_addr ) AS uv, sum( CASE WHEN "status" < 400 THEN 1 ELSE 0 END ) * 100.0 /

count( 1) AS "iAIBIEEINER (%)", avg( request_time ) * 1000 AS "SEIJFEIR (ms)",

sum( request_length ) / 1024.0 AS "N\RE(KB)", sum( bytes_sent ) / 1024.0 AS "Hi7&(KB)" WHERE
"host" !=" GROUP BY addr having length(my_remote_addr) > 2) ORDER BY "pv" desc

[BIRIERTOPEIFRM XA E A D IME DN T EA7R:

SELECT addr,pv,round( CASE WHEN "i5{aBIh28(%)" > 0 THEN "if[alp IR (%)" ELSE 0 END, 2 ) AS
"IHIE R IIER (%) ", round( CASE WHEN "SEFEIR (ms)" > 0 THEN "SEI9%ER (ms)" ELSE 0 END, 3 ) AS
"SEIIFEIR (ms) ", round ( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90ZEIR (ms)" ELSE 0 END, 3 ) AS "P90
FEIR (ms)",round( CASE WHEN "P993ER (ms)" > 0 THEN "P993EIR (ms)" ELSE 0 END, 3 ) AS "P993EiR
(ms)" FROM (SELECT my_remote_addr as addr,count( 1) AS pv,sum( CASE WHEN "status" < 400
THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "1Aa]EZINZE(%)",avg( request_time ) * 1000 AS "SES3E
1B (ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90FEIR

(ms)", APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99ZEiR (ms)" WHERE "host" != " and
"my_remote_addr" !='-' GROUP BY addr ) ORDER BY "SZJ%EiR (ms)" desc

[RiREMERTOPEIRF XN E I ITED N TA7R:
SELECT addr, pv, round( CASE WHEN "i5[8)5KZ= (%)" > 0 THEN "i5/a)5k =R (%) " ELSE 0 END, 2 ) AS
"HIELMER (%) ", round( CASE WHEN "SELSFEIR (ms)" > 0 THEN "SESFEIR (ms)" ELSE 0 END, 3 ) AS
"SEIFEIR (ms) ", round( CASE WHEN "P90ZEIR (ms)" > 0 THEN "POOZER (ms)" ELSE 0 END, 3 ) AS "P90
FEIR (ms)", round( CASE WHEN "P99ZEIR (ms)" > 0 THEN "P99%EjR (ms)" ELSE 0 END, 3 ) AS "P99%iER
(ms)" FROM ( SELECT my_remote_addr as addr, count( 1) AS pv, sum( CASE WHEN "status" >= 400
THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "i5im%MEZR(%)", avg( request_time ) * 1000 AS "IHFE
1E(ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZEiR (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99%EiR (ms)" WHERE "host" !=" and
"my_remote_addr" !='-' GROUP BY addr) ORDER BY "iA/aI5=E (%)" desc

URLEERTOPEIFRM XA E OSBRI FEI7R:

SELECT upstream_uri, pv,round( CASE WHEN "8 IhER(%)" > 0 THEN "iA5ialpEIN=R (%)" ELSE 0
END, 2 ) AS "iAiapIN=R (%)" , round( CASE WHEN "SZI5%EIR (ms)" > 0 THEN "SE5%EIR (ms)" ELSE 0
END, 3 ) AS "S5%EIR (ms)",round ( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90ZER (ms)" ELSE 0O
END, 3) AS "P90ZEIR (ms)",round( CASE WHEN "P99%EiR (ms)" > 0 THEN "P99%EiR (ms)" ELSE 0 END,
3) AS "P99ZER (ms)" FROM (SELECT upstream_uri, count( 1) AS pv, sum( CASE WHEN "status" <
400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "iAaIpEINER(%)", avg( request_time ) * 1000 AS "Iz
ISFEIR (ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90%EIR (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99%EiR (ms)" WHERE "host" !=" GROUP BY
upstream_uri ) ORDER BY "SZJFEIR (ms)" desc

R

2

ERZATRSEHNE, EENSHI=FIER “GRE” .
$R2 ERERIRTT, i&F “APIGIERERR > APIGHRNE" , ERERFE.

WiEiEKIEE, FrRERIERSMEDU TRR:

select distinct(host)
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Wifgapp_id, FrREXRIEIANIMES TAR:

select distinct(app_id)

QPSEIRPT RN EIIDIMED N FER:
SELECT TIME_FORMAT (TIME_CEIL(TIME_PARSE(time_local, 'dd/MMM/yyyy:HH:mm:ss
77'),'PT1S"),'yyyy-MM-dd HH:mm:ss') AS _time_, COUNT(*) as QPS from log group by _time_

R INZFRE R XEXNEIDMETU FATR:

select __time,round(CASE WHEN "B¢IHZR" > 0 THEN "pIHZR" else 0 end,2) as "pRINER" from (select

TIME_FORMAT(TIME_CEIL(TIME_PARSE(time_local, 'dd/MMM/yyyy:HH:mm:ss ZZ'),'PT5S"),'yyyy-MM-
dd HH:mm:ss') as __time, sum(case when status < 400 then 1 else 0 end) * 100.0 / count(1) as 'B¢Ih
=' from log group by __time)

SEREFRXENEI D MEDU FEAR:

select __time,round (CASE WHEN "i5{a3ER" > 0 THEN "i5[aZER" else 0 end,2) as "IA5[AJ3EIR
",round(CASE WHEN "Upstream3EiR" > 0 THEN "Upstream#EIR" else 0 end,2) as "UpstreamZEiR"
from (select TIME_FORMAT (TIME_CEIL(TIME_PARSE(time_local, 'dd/MMM/yyyy:HH:mm:ss
ZZ'),'PT5S"),'yyyy-MM-dd HH:mm:ss') as __time, avg(request_time)* 1000 as 'i5/aZER
',avg(upstream_response_time)* 1000 as 'UpstreamZEiR' from log group by __time)

mEEXRFXENEESIMEDW FR:

select __time,round( CASE WHEN "i&RiRE" > 0 THEN "iE3KiiE" ELSE 0 END, 3 ) AS "EkitE

" round( CASE WHEN "iR[EbodyiZi&" > 0 THEN "iR[EbodyiZi&" ELSE 0 END, 3 ) AS "i&ElbodyiE"
from (select TIME_FORMAT(TIME_CEIL(TIME_PARSE(time_local, 'dd/MMM/yyyy:HH:mm:ss
ZZ'),'PT5S"),'yyyy-MM-dd HH:mm:ss') as __time , sum("request_length") / 1024.0 as "IEKRE",
sum("body_bytes_sent") / 1024.0 as "iR[@]bodyiiiE" group by _ time)

KSR EIRF KIS D E D FR:

SELECT TIME_CEIL ( TIME_PARSE ( time_local, 'dd/MMM/yyyy:HH:mm:ss ZZ' ), 'PT5S' ) AS "time",
SUM( CASE WHEN "status" >= 200 AND "status" < 300 THEN 1 ELSE 0 END ) AS "2XX", SUM( CASE
WHEN "status" >= 300 AND "status" < 400 THEN 1 ELSE 0 END ) AS "3XX", SUM( CASE WHEN
"status" >= 400 AND "status" < 500 THEN 1 ELSE 0 END ) AS "4XX", SUM( CASE WHEN "status" >=
500 AND "status" < 600 THEN 1 ELSE 0 END ) AS "5XX", SUM( CASE WHEN "status" < 200 OR
"status" >= 600 THEN 1 ELSE 0 END ) AS "Efth" FROM log WHERE TIME_PARSE ( time_local,
'dd/MMM/yyyy:HH:mm:ss ZZ' ) IS NOT NULL GROUP BY "time" ORDER BY "time" ASC LIMIT 100000

[Eimin R AB E R R ERIE I D MBS FEAR:

SELECT TIME_CEIL ( TIME_PARSE ( time_local, 'dd/MMM/yyyy:HH:mm:ss ZZ' ), 'PT5S' ) AS "time",
SUM( CASE WHEN "upstream_status" >= 200 AND "upstream_status" < 300 THEN 1 ELSE 0 END ) AS
"2XX", SUM( CASE WHEN "upstream_status" >= 300 AND "upstream_status" < 400 THEN 1 ELSE 0O
END ) AS "3XX", SUM( CASE WHEN "upstream_status" >= 400 AND "upstream_status" < 500 THEN 1
ELSE 0 END ) AS "4XX", SUM( CASE WHEN "upstream_status" >= 500 AND "upstream_status" < 600
THEN 1 ELSE 0 END ) AS "5XX", SUM( CASE WHEN "upstream_status" < 200 OR "upstream_status"
>= 600 THEN 1 ELSE 0 END ) AS "Efi" FROM log WHERE TIME_PARSE ( time_local, 'dd/MMM/
yyyy:HH:mm:ss ZZ' ) IS NOT NULL GROUP BY "time" ORDER BY "time" ASC LIMIT 100000

.

6.3.3.2 CCE {{FE£1EiR

BITESM

=A2E5|% ( Cloud Container Engine, f&#RCCE) I2tEERY ERY. StEaer
ZaKubernetes&Egt

CCE{REIRIRZITERCCEAET RIRIE. BB CCEHEKSSTRIZ(E. BEECCEH
EHK8sEHHEIR, BECCEAEKSsEHHI . BECCEHEREEE . BHCCEAE
KEREREIH IEECCEAETHEITPL .

EXRECCEAR, FHERENE=R5ZCCENABATEALS,
AEEESIN, FITEENRETRGEUETES.

SRR 01 (2025-02-21) WIS © AT BRABRAT 270



= HESRS
5 =12

6 BSAHE

BE CCE HETHERE
£ BREATRSESHE, EENSHERER kg7 .
B2 EEREIRT, SR “CCE(GERIER > CCERTI AR , EERETE.

WP RER, FrREKRIERSMED TR:

select distinct("objectRef.name")

TSR, FrREAEESTmEDWN AR

select distinct("user.username")

WSS, PrRERIEIgS MBI FAR:

select distinct("responseStatus.code")

WSIRFRE, FrREXIERSTMED AR

select distinct("verb")

5 R AR E R KRB EIE S TE W T FR:

SELECT time_series( TIME_PARSE(LEFT(requestReceivedTimestamp, 23),'yyyy-MM-
dd"T"HH:mm:ss.SSS'"), 'PT1H', 'yyyy-MM-dd HH', '0" ) as "dt", count(DISTINCT("objectRef.name")) as
" EEL" where "objectRefresource” = 'nodes' and "objectRef.subresource" = 'status' and "verb" in
(‘'update’, 'patch') and "user.username" = 'system:node' group by "dt" order by "dt" desc limit 10000

RGP RFEBERXENEISTTEDU FER:

SELECT time_series( TIME_PARSE(LEFT (requestReceivedTimestamp, 23),'yyyy-MM-
dd"T"HH:mm:ss.SSS'), 'PTTH', 'yyyy-MM-dd HH', '0' ) as "dt", count(*) as "1&3K", "user.username”
where "objectRef.resource" = 'nodes' and "user.username" not in ( 'kube-controller-manager’,'kube-
apiserver-kubelet-client','apiserver') and "user.username" not like 'system:%' and "verb" in
(‘create’,'delete’,'update’,'patch') group by "dt", "user.username" order by "dt","i53K" desc limit 10000

createlRPRSB A HEIFRFXENEI D MEDU FEAR:
select cast("responseStatus.code” as varchar) as "JAZSF3", count(*) as "count” where
"objectRef.resource” = 'nodes' and "verb" = 'create' group by "IKZSAI"

deleteiPIRSB R HEIRAXENEIDITEDN FAR:
select cast("responseStatus.code" as varchar) as "JAZSA3", count(*) as "count" where
"objectRef.resource" = 'nodes' and "verb" = 'delete' group by "JKZRI"

patchiR{ RSB A EIRMXENEIDMEDU FFAR:
select cast("responseStatus.code” as varchar) as "JAZSHB", count(*) as "count” where
"objectRef.resource” = 'nodes' and "verb" = 'patch' group by "JKZSE3"

updatel{ERSB D B EIRFAXENE I ITEDUN TAR:
select cast("responseStatus.code" as varchar) as "JAZSH3", count(*) as "count" where
"objectRef.resource” = 'nodes' and "verb" = 'update' group by "JAZE3"

R/ BRI R IR D R BRI XA E S DB F7R:
select cast("responseStatus.code" as varchar) as "JKZSH", count(*) as "count" where "requestObject"
in ({"spec"{"unschedulable":false}}','{"spec":{"unschedulable":true}}') group by "{KZFS"

Label&{ PRSI S EIRFAXERIE AN IME DU REIR:

select cast("responseStatus.code” as varchar) as "JAZSFB", count(*) as "count" where
"objectRef.resource" = 'nodes' and "verb" in (‘patch’,'update') and "requestObject" = 'labels' and
"requestObject" = 'metadata’ group by "JAZSF3"

TaintEREB O B ERAXENESSMEDU TAR:
select cast("responseStatus.code" as varchar) as "JAZSA3", count(*) as "count" where
"objectRef.resource" = 'nodes' and "verb" in ('patch','update') and "requestObject" = 'taints' group by

AR
IKERPRSIE S EIRAKBEKNEEDMETN T AR:

select cast("responseStatus.code” as varchar) as "JAZSHB", count(*) as "count" where
"objectRef.subresource" = 'eviction' and "objectRef.resource" = 'pods' and "verb" = 'create' group by "4k
R

T BRI ES R E R XN EE DB FR:

select "auditID" AS "Audit ID", "objectRef.name" AS "T5mZ", "verb" AS "IZ{EFE",
"stageTimestamp" AS "i2{ER3a", "userusername" AS "IR{ENKE", "responseStatus.code” AS "JREFZ"
where "objectRef.resource" = 'nodes' and "verb" in (‘create’,'delete’)

Taint{EFIRE R X B IS HE DI FHTR:
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select "auditID" AS "Audit ID", "objectRef.name" AS "T5Z", "requestObject" AS "Taints",
"requestReceivedTimestamp" AS "#&{ERTE", "user.username" AS "#2{EWKS", "responseStatus.code"
AS "IKZSR3" where "objectRef.resource” = 'nodes' and "verb" = 'patch' and "requestObject” = 'taints'

o IRRMEFIREIRTRBEXNERDITEDN FEAR:
select "auditID" AS "Audit ID", "objectRef.name" AS "pod", "sourcelPs" AS "j&ittit",
"requestReceivedTimestamp" AS "}{ERTIE", "user.username" AS "#2{EMKS", "responseStatus.code"
AS "IKZSHE" where "objectRef.resource" = 'pods' and "verb" = 'create' and "objectRef.subresource" =
‘eviction'

o LabelUR(FFIREIRMIKEXNEDDIMEDIN FEIR:
select "auditID" AS "Audit ID", "objectRef.name" AS "T53", "requestObject" AS "Label",
"requestReceivedTimestamp" AS "#2{ER8]", "user.username" AS "E{EMKS", "responseStatus.code"
AS "JRZERI" where "objectRef.resource” = 'nodes' and "verb" = 'patch' and "requestObject” = 'labels'

o HIHURFIIRERAXENEIISIMEDI FAR:

select "auditID" AS "Audit ID", "objectRef.name" AS "T5m7R", "requestReceivedTimestamp" AS "{Z{E
A", "user.username” AS "IE{EMKS", "responseStatus.code" AS "IXZSAS" where "verb" = 'patch' and
"objectRef.resource" = 'nodes' and "requestObject" ='true' and "requestObject" = 'unschedulable'

. IHE SR EFIRE R X BRI BN IME DU AR :
select "auditID" AS "Audit ID", "objectRef.name" AS "F5=", "requestReceivedTimestamp" AS "{2{F
AE)", "user.username" AS "IE{EIKS", "responseStatus.code" AS "{KZSAS" where "verb" = 'patch’ and
"objectRef.resource" = 'nodes' and "requestObject" not in ('true','taints','unschedulable’)

-

BE CCE HE K8s XISIR(E
SR ERTATRSEHE, EEMSHERIRE “EFRE 7 .
T2 EUREBEIRT TS, 18T “CCEURERR > CCEHTKSSISIRIE” , EFEFRF

rﬁo

o TiEmETE, PXREIIEESIMEDU TR

select distinct("objectRef.namespace")

o TIBIRFRE, FAXBINEESIMETN TR

select distinct("verb")

o TR, FARBXHNEIRSHTEDN FAR:

select distinct("responseStatus.code")

o TRRFENR, PARERIEENIMEDU TR:

select distinct("objectRef.name")

o TIRRIFEEE, PRERIEENIMEDU TR:

select distinct("objectRef.resource")

o WRIREAR, FIRBINEESMEYWN FR:

select distinct("user.username")

o HERFEBRERMXEMNETSIMETWNTR:
SELECT REPLACE(LEFT(requestReceivedTimestamp, 16),'T',' ') AS "dt", "verb" as "I2{EZEE", count(*)
as "count" where "verb" in (‘create’,'delete’,'update’,'patch') and "objectRef.resource" in
(‘deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "dt","i&{E35E" order by "dt" limit 10000

o RGAFREEBERMXBENEESMEDN TR:
SELECT REPLACE(LEFT(requestReceivedTimestamp, 16),'T',' ') AS "dt", count(*) as "iEIREL
" "user.username" WHERE "user.username" not in (‘kube-controller-manager','kube-apiserver-kubelet-
client','apiserver') and "user.username" not like 'system:%' and "verb" in
(‘create’,'delete’,'update’,'patch') and "objectRef.resource" in
(‘deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresss','configmaps','secrets’,
'pvcs') group by "dt", "user.username" limit 10000

o createlRfFRIREEI D HEIRFAXKANIBEDNEDU FAIR:

select "objectRef.resource” as "HiRZEE", count(*) as "count" where "verb" = 'create' and
"objectRef.resource" in
(‘deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"
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deletel{FRIFERB S HERMXHKNE DD IMETU FR:

select "objectRef.resource” as "FiIFESEE", count(*) as "count” where "verb" = 'delete' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"

updatel{ERIRERB D HERAXENE I TEDUN TAR:

select "objectRef.resource" as "FiREERL", count(*) as "count" where "verb" = 'update' and
"objectRef.resource" in
('deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"

patchi#ERIRERI S B E R XEBNE IS MEDUN TFR:

select "objectRef.resource" as "FiREERL", count(*) as "count" where "verb" = 'patch' and
"objectRef.resource" in
(‘deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"

createlR{FRF OB EIREXIXRIEIISTTEDI TER:

select "user.username" as "#{EFF", count(*) as "count" where "verb" = 'create' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

deletel{ER R D HmERMXEKINEISMEDU FAR:

select "user.username" as "#{EFIF", count(*) as "count" where "verb" = 'delete' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

updatel{ERAP A HEIRFXBENEIDIMEDTU TAR:

select "user.username" as "#2{EFIF", count(*) as "count" where "verb" = 'update' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"select "user.username" as "{Z2{EFF",
count(*) as "count" where "verb" = 'update' and "objectRef.resource" in
('deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

patchi#EAF DB ERFXBENEID BTN TAR:

select "user.username" as "##{EFAF", count(*) as "count" where "verb" = 'patch' and
"objectRef.resource" in
(‘deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

createiRPIRSB S HEXRMXEKNERSIMEDU TAR:

select cast("responseStatus.code" as varchar) as "JAZS3", count(*) as "count" where "verb" = 'create’
and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

deleteiR{ PRSI EIRFAXEE RS ITEDU RER:

select cast("responseStatus.code” as varchar) as "JAZSH", count(*) as "count" where "verb" = 'delete’
and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

updatei BRI D B E R XA E DD IMER I FR:

select cast("responseStatus.code" as varchar) as "JAZSH", count(*) as "count” where "verb" = 'update'
and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

patchi& BRSPS B E R XENE TS MEDUN TR:

select cast("responseStatus.code" as varchar) as "JAZS#3", count(*) as "count" where "verb" = 'patch’
and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

createiRFEBERMXBENEISMEDN FAR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, "objectRef.resource" as "&IJREEL", count(*)
as "count" where "verb" = 'create' and "objectRef.resource" in
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(‘deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000

o deletel{FEREIRFIXEIIEIASIMEDU FFI:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, "objectRef.resource" as "&ZiBEZEH", count(*)
as "count" where "verb" = 'delete' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000

o update{FEBERMXBENEISIMEDN FAR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, "objectRef.resource" as "&IJR3EEL", count(*)
as "count" where "verb" = 'update' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000

o patchiFFEBERMXBENERDIMEDN TAR:
SELECT REPLACE(LEFT (stageTimestamp, 16),'T',' ') AS dt, "objectRef.resource" as "ZRZEE", count(*)
as "count" where "verb" = 'patch' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000

TR

&FZE CCE HiE: K8s H4EF
$B1 BREATRSIHE, EENSHERSER “NEE 7 .
S0 (EERIEIRTS, B “ CCEUEERIER > CCEOEKSSHSIRE" , TEREE

Iﬁo

o TiEMRTE, PIREIIEEDIMEDUTR:

select distinct("objectRef.namespace")

o TIBIRFRE, FIXBINEESIMEIN TR

select distinct("verb")

o TIRINTSES, FRREXRIEIRSTTE@ TEI:

select distinct("responseStatus.code")

o IRREFEMNR, MXEKNEESIMETN TR

select distinct("objectRef.name")

o TIRRIFEEE, PRERIEENIMEDU TR:

select distinct("objectRef.resource")

o TIRER(FAR, PIRERIEENIMEDU TR:

select distinct("user.username")

o EHEBRFEBERMXENETSIMETNTHR:
SELECT REPLACE(LEFT(requestReceivedTimestamp, 16),'T',' ') AS "dt", "verb" as "## 1’E§§.2", count(*)
as "count" where "verb" in (‘create’,'delete’,'update’,'patch’) and "objectRef.resource" in
('deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "dt","#2{EE" order by "dt" limit 10000

o IERGHAFERFRBRERMXENEISMETUW TFAR:
SELECT REPLACE(LEFT(requestReceivedTimestamp, 16),'T',' ') AS "dt", count(*) as "iEFIREL
" "user.username" WHERE "user.username" not in (‘kube-controller-manager','kube-apiserver-kubelet-
client','apiserver') and "user.username" not like 'system:%' and "verb" in
(‘create’,'delete’,'update’,'patch') and "objectRef.resource" in
(‘deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresss','configmaps','secrets’,
'pvcs') group by "dt", "user.username" limit 10000

o createlRERIREE D HEIRAXKAIBEDEDU FAIR:

select "objectRef.resource" as "FiRERL", count(*) as "count" where "verb" = 'create' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"

o deleteMFRIRER D HEIRMXHKNE DD IMEDUN FFR:
select "objectRef.resource” as "HiRZEE", count(*) as "count" where "verb" = 'delete' and
"objectRef.resource" in
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(‘deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"

updatelR{ERRER S HERMKKIIEESIMEDIU FAR:

select "objectRef.resource" as "FiIRSEEL", count(*) as "count" where "verb" = 'update' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"

patchi{ER IR 5 1B BRI XN EIS D ImE U FFR:

select "objectRef.resource” as "FiESEAL", count(*) as "count" where "verb" = 'patch' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "objectRef.resource"

createlR{EP S B ERMXBIE IS MED U TFR:

select "user.username" as "#{EFF", count(*) as "count" where "verb" = 'create' and
"objectRef.resource" in
('deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

deleteiR{FAF B EIRFIXEINEBDITEDIU FER:

select "user.username" as "#2{EFF", count(*) as "count" where "verb" = 'delete' and
"objectRef.resource" in
(‘deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

update{ERFP S HRERMXEKNEISMEDU FAR:

select "user.username" as "#2{EFF", count(*) as "count" where "verb" = 'update' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"select "user.username" as "{Z2{EFF",
count(*) as "count" where "verb" = 'update' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

patchi#{E R A EIRXENEIDMEDU FFAR:

select "user.username" as "#2{EFIF", count(*) as "count" where "verb" = 'patch' and
"objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "user.username"

createlRPIRESB L HERMXENEIDMEDU TAR:

select cast("responseStatus.code" as varchar) as "JAZSE", count(*) as "count" where "verb" = 'create'
and "objectRef.resource" in
(‘deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

deletei{EREE S EIRFAXBANEIDIMEDU TR

select cast("responseStatus.code" as varchar) as "JKZSEB", count(*) as "count" where "verb" = 'delete’
and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

updateiR{EIRSIE D HE R XN ED DB FHR:

select cast("responseStatus.code” as varchar) as "JAZSH", count(*) as "count" where "verb" = 'update'
and "objectRef.resource" in
('deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

patchi#EIREB S B ERXENE TS MEDUN TR:

select cast("responseStatus.code" as varchar) as "JAZSHE", count(*) as "count" where "verb" = 'patch’
and "objectRef.resource" in
('deployments','statefulsets','cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by "responseStatus.code"

createiRFEBERMAXBENEISIMEDN FAR:

SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, "objectRef.resource" as "&IJR3EEL", count(*)
as "count" where "verb" = 'create' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000
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o deletelR{FEBERMXENE I MEDIUN TAR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, "objectRef.resource" as "ZiBRZEE", count(*)
as "count" where "verb" = 'delete' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000

e updatel{EEBERFIXKNEIDTEDUN TAIR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ") AS dt, "objectRef.resource" as "ZiBRZEH", count(*)
as "count" where "verb" = 'update' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000

o patchi{FEBERFXBEKNEIDIMEDUN TAR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ) AS dt, "objectRef.resource" as "&ZiBRZEH", count(*)
as "count" where "verb" = 'patch' and "objectRef.resource" in
('deployments','statefulsets’,'cronjobs','daemonsets','jobs','pods','services','ingresses','configmaps','config
maps','persistentvolumeclaims') group by dt, "objectRef.resource" order by dt limit 10000

R

&E CCE HiE K8s Sy
£ BREOTMBLHE, ELNSHREEER R 7 .,
SW2 (ENERRIEIRTT, # “CCEYURERRIR > CCERTKSSTRL” , SHEERE

'h% o
o  FHMHZFERSAWarningFINormal,
o TIEHEMEE, FIXBAEISIMEDWN TEAIR:

select distinct("name")

o TIEERfID, MIXEANERSITEDW FFR:
select distinct("cluster_id")
o TEHTIE, AABESSITEDUN AR

select distinct("namespace")

o TIRBMR, AREXIEESIMEDWN TR

select distinct("resource_name")

e Conntrack FullBIZRXENEIISMEDU TEI7R:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "name"=
'ConntrackFull' ) )

o HEMHEPREEFRXENERSMEDU FFAR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "name'"=
'NTPIsDown') )

o  TRPIAREERFAXHKNEISIMEDIU TR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "name" in
('"PIDPressure','NodeHasPIDPressure') ) )

o TPRFDAEERXBHKNE IS IMEDU TR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "name'"=
'NodeHasFDPressure') )

o PRHETEAREERMXBMNEIDSMEDU TR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "name"=
'NodeHasDiskPressure') )

e Pod OOMEZRMKEXREIGSIMERU TAR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "reason" in
('OOMKilling','PodOOMKilling')) )
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DockerHungEZxRFI KB E IS TTEDU FHR:

select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select

compare( "total", 3600) as diff from( select count(1) as "total" from log where "name"= 'Failed' and
"reason" = 'DockerHung') )

P REBEERXHINEGD BN TEIR:

select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "name"=
'NodeRebooted') )

BRI RM E R XA EE DB FR:

select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select

compare( "total", 3600) as diff from( select count(1) as "total" from log where "name"= 'Failed' and
"reason" = 'ImagePullBackOff') )

T ROOMEFRXENE AN MEDU FEIR:

select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( "total", 3600) as diff from( select count(1) as "total" from log where "name" =
'SystemOOM") )

Pod /B EMIE R KB E A D MBS N ER:

select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select

compare( "total", 3600) as diff from( select count(1) as "total" from log where "name"= 'Failed' and
"resource_kind" = 'Pod' and "reason" = 'ImagePullBackOff') )

SHSBERXBENEIS BTN TR

select "type", count(*) as "S{4E" group by "type"

Warning S4B E R XN EE S MED U TFR:
select time_series(__time, 'PT1H', 'yyyy-MM-dd HH', '0') as "dt",count(1) as "count" from log where
"type" = 'Warning' group by "dt" order by "dt"

ErrorSE (B BE R XKINEII S MEDN TR

select time_series(__time, 'PT1H', 'yyyy-MM-dd HH', '0') as "dt",count(1) as "count" from log where
"type" = 'Error' group by "dt" order by "dt"

Pod OOME 4R XX E A D TTEDU FER:
select TIME_FORMAT( __time, 'yyyy-MM-dd HH:mm:ss', '+08:00') as "Time", "resource_kind" as "S54

B#5", "name" as "2£8!", "resource_name" as "B¥frg", "reason" as "IEMAZF" from log where
"name" in ('OOMKilling','PodOOMKilling') order by __time desc limit 100

Pod IXENEH4FIZRFAT KX BRI D IME U AR
select TIME_FORMAT( __time, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as "Time", "resource_kind" as "S54

B#5", "name" as "2£E!", "resource_name" as "B¥f5r", "reason" as "IEMAZF" from log where
"name" = 'NodeControllerEviction' order by __time desc limit 100

EEFHIIRMKBENEISMETU T AR:

select TIME_FORMAT( __time, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as "Time", "type" as "&4&",
"resource_kind" as "SE4EBFR", "name" as "ZEAL", "resource_name" as "B#RZ", "reason" as "iFHR
7" from log where "type" in (‘Warning','Error') order by __time desc limit 100

-

BE CCE HERERE
£B1 ER=ATRSEGE, EEMNSHERIEER “UEE .
S EESEIR T, 5% CCEGREElR > CCEHSRAKRE , aEERIEE,

WigasA=lE, FrRBKAEESTmEDN AR

select distinct("objectRef.namespace")

TISRMERRP, FrXBAEESTmEDN R

select distinct("user.username")

TIPS, PrREXRIEII D MBI N ER:

select distinct("responseStatus.code")

WIBIRERE, FrXRBAEISTmEDN AR

select distinct("verb")
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WIERRENSR, FrRBAIERSTEDU TR:

select distinct("objectRef.name")

Wi RIFERE, FrXBKAEESTMEDN AR

select distinct("objectRef.resource")

WiBIERURL, FFREXRIEIESIMEDI FAR:

select distinct("requestURI")

WiluserAgent, FiXEXAIEIASHTEDIN FEIR:

select distinct("userAgent")

RMEAF S mEBERMXENESSMETW T AR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T",' ') AS dt, "user.username" as "¥fEFF", count(*) as
"count" group by dt, "user.username" order by dt limit 10000

T Ao mEBERMXENEISMERW T AR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ) AS dt, "objectRef.namespace" as "&pZZs/d",
count(*) as "count" group by dt, "objectRef.namespace" order by dt limit 10000

IRMERB S mESBERMXENEISMEOW T AR:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, "objectRef.namespace" as "&5:Z=d]",
count(*) as "count" group by dt, "objectRef.namespace" order by dt limit 10000

KBS HEBERXKNEAD MBI FER:
SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, cast("responseStatus.code" as varchar) as "iR
[Ef3", count(*) as "count" group by dt, "IR[E]F3" order by dt limit 10000

RRER D HEBERAXBKNE IS IMEDN R

SELECT REPLACE(LEFT(stageTimestamp, 16),'T',' ') AS dt, "objectRef.resource" as "&IJR3EEL", count(*)
as "count" group by dt, "objectRef.resource" order by dt limit 10000 SELECT

REPLACE(LEFT (stageTimestamp, 16),'T",' ') AS dt, "objectRef.resource" as "FiRZE", count(*) as
"count" group by dt, "objectRef.resource" order by dt limit 10000

EEREIIRT KB EII S MEDU FFR:

select "auditiD" AS "Audit ID", "verb" AS "i&{EZEEI", "requestReceivedTimestamp" AS "FFI&RTIE",
"stageTimestamp" AS "£55RAF/E]", "user.username" AS "#E{EMKS", "sourcelPs" AS "{#&{ER
","userAgent","objectRef.namespace” AS "#pB=(E]", CONCAT(CONCAT("objectRef.resource", '/"),
"objectRefsubresource") AS "IZ{EITER", "objectRef.name" AS "&iE:Z", "responseStatus.code” AS "iR[E]
B

-

&E CCE HEWSE(ESIT
B BREATRSISHE, EENSHERER NEE 7 .
S| ENRRBIRTS, B “CCENGRRINIR > CCERTISIRERIT" , SHEERF

’Iﬁ <)

TSRS, XBENEaD MBI T EIR:
select distinct("user.username")

digapa=E, XENEISmETW FFR:
select distinct("objectRef.namespace")

TIEIRESES, T RBEEIISIMEDI RER:
select distinct("responseStatus.code")

BRI ERXENEI D MEDU FEAR:

select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(1) as total from log where "verb" = 'create') )

ARMENBE R XENET AN MEDU TEAR:

select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(*) as "total" from log where "verb" in
(‘'update','patch')) )

RSB E R XN E IS TTED I FFR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(*) as "total" from log where "verb" = 'delete') )
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BRFR =B S B ERFIXKAIERSTTEDU FER:

select case when "objectRef.namespace" is null then '_all__' else "objectRef.namespace" end as ns,
count(1) as total group by ns limit 10000

PR IRS T EIR T RN EE MBI AR

SELECT "objectRef.resource" as "resource", count(1) as "count" where "verb" = 'delete' group by
"resource"

BT E R X E I D MBS T ER:

select case when "#2{E" is null then 'Tc' else "#&{E" end as "i#&{E", "BHE)", v from (select
concat(CASE WHEN "objectRef.subresource" is null then "objectRef.resource" else
"objectRef.subresource" end, '[', verb, ']' ) as "&{E", time_series(__time, 'PT1H', 'yyyy-MM-dd HH',
'0") as "AFIE]", count(1) as v from log where "verb" in (‘create’, 'patch’, 'update’, 'delete') group by
"#2(E", "BI/E" order by "BF|E)" desc limit 10000 )

BRI EDEIRAXEKANEEDEDU TAIR:

select CASE WHEN "objectRef.subresource" is null then "objectRef.resource" else
"objectRef.subresource" end as "&iR", verb as "##{E", count(1) as total where "verb" in
(‘create’,'update’,'patch’,'delete’) group by "&iE", "#2{E" limit 10000

ﬁﬂﬁﬁiﬁﬁﬂiﬁﬁiﬁfﬁ’ﬂﬁfﬂﬁ’fﬁlﬁﬁl&ﬂ?ﬁﬁ? :
SELECT "auditID" as "S{4ID", time format(" time",'yyyy-MM-dd HH:mm:ss') as "#{ERdE",
"requestURI" as "#&iB", "objectRef.name" as "&iBEZ", "responseStatus.code" as "JRZFS","sourcelPs"

as "jEbt", "requestObject" as "IFEARZE" where "verb" = 'create’ order by __time desc limit 1000

EBCRBFIRMKBENE IS B T AR:

SELECT auditID as "S{4ID", time_format("__time",'yyyy-MM-dd HH:mm:ss') as "{&{ER &
","requestURI" as "ZiR", "objectRef.name" as "&iER", "responseStatus.code" as "KZHZ", "sourcelPs"
as "jEihit", requestObJect as "FHMZA" where "verb" in ('upate','patch’) order by __time desc limit

1000

RRBOFIRAKBENE S MERW T AR:
SELECT auditID as "S4ID", time format( '_time",'yyyy-MM-dd HH:mm:ss') as "$&{/ERTIE])",
"requestURI" as "#&}R", "objectRef.name" as "FHiRZ", "responseStatus.code" as "JKZAZ", "sourcelPs"

as "jEithit", requestObJect as "FEHNZA" where "verb" in (‘get','list') order by __time desc limit 1000

HEMERFIZFRFT XA E A D MBI T EA7R:
SELECT auditID as "=4ID", time_format("__time",'yyyy-MM-dd HH:mm:ss') as "$&{/ERTIE])",

"requestURI" as "#&iR", "objectRef.name" as "&iFEZ", "responseStatus.code" as "JKZEZ","sourcelPs"
as "JEttht", requestObject as "IFHHAZA" where "verb" = 'delete' order by __time desc limit 1000

.

B%& CCE BEH IO

BREASRSENE, EENSH=RIERE “GRE 7 .
EMERERIRT T, &iF “ CCEUREER > CCEHSHItHRL” , EEERFR.

Wigara=la, FrRBIEESmEDN TR

select distinct("objectRef.namespace")

TISRMERRP, FrRBAEESTmEDN AR

select distinct("user.username")

WISIRFRE, FRREXAEIESTMEDW AR

select distinct("verb")

WSS, FrREXRIEII D MBS NER:

select distinct("responseStatus.code")

WIERRENR, FrREAIERSTEDU TR:

select distinct("objectRef.name")

WIRRIFRE, FrXBANEESIMEDN TR

select distinct("objectRef.resource")

WiBIERURL, FTREXRIEIESIMERDI FAR:

select distinct("requestURI")
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o TiEUserAgent, FrREXRIEIRISHTIERIIN FAAR:

select distinct("userAgent")

o BEHINCRHEFRFXENEIDMEDU FEIR:
select diff[1] as "total" , round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(1) as total from log ) )

o BMERFHERMXENETSMEDUN TR:
select diff[1] as "total" , round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(distinct("user.username")) as total from log ) )

o ERPREERFKEMIEIISIMEDUN TAR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(DISTINCT "user.username") as total  from log
where "objectRef.resource" = 'nodes' and "objectRef.subresource" = 'status' and "verb" in
(‘'update','put’,'patch') and "user.username" in (‘node','system’')) )

o BREIHDREERXENEIDMEDU FEAR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(1) as total from log where "responseStatus.code"
>=400) )

o BURRERBEFRXENEIDMEDUN FEAR:
select diff[1] as "total" , round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(1) as "total" from log where ("verb" = 'create'
AND "objectRef.subresource" = 'exec') OR ("verb" = 'create' AND "objectRef.subresource" = 'attach’
AND "objectRef.resource" = 'pods') OR ("objectRef.resource" = 'secrets' AND "verb"= 'get' AND
( "user.username" !='apiserver') AND ("user.username" not like 'system:node:%')) OR ("verb"=
'delete’ AND ( "user.username" not like 'system:node:%') AND ( "user.username" not like
'system:serviceaccount:kube-system:%') AND ( "user.username" != 'system:apiserve') AND
( "user.username" != 'system:apiserve') AND ( "user.username" !='system:kube-scheduler') AND
("user.username" = 'system:kube-controller-manager'))) )

o BIEBRERHMERMXENETSIMETNTR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(1) as total from log where verb = 'create') )

o EIRMERHERFIXEMNEIDIMEDU TH:
select diff[1] as "total" , round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(1) as total from log where verb in
(‘'update','patch’)) )

o MFRREREERXENEADMEDU FEAR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2 ) as "inc" from (select
compare( total , 86400) as diff from( select count(1) as total from log where verb = 'delete') )

o BERAPSHERKENEIOIMEDIN FAR:

select "user.username" as "FAF{R", count(*) as "count" group by "FAFZ" order by "count" desc

o RT AN HEFRFXENETADMEDU FEIR:
select "objectRef.namespace" as "&pZZ=d", count(*) as "count" group by "#rZaS/E"

o  RFEBDHEIRFXEKNEASITEDIU TFIR:
select "objectRef.resource" as "FIEZEAEL", count(*) as "count" group by "&EZEAL" order by "count”
desc limit 20

o BMERESHERMXKENEISIMEDIN AR

select verb as "IR{EZEAL", count(*) as "count" group by "IR{EZEAL" order by "count" desc

o TR EDHERFXENEEDIMEDU TR:
select "verb" as "I2{EZEE", count(*) as "count" where "objectRef.resource" = 'nodes' AND ("verb" in
(‘create’,'delete’) ) group by "#2{E2.EY" order by "count" desc

o  THRABRBRESBEXRMXBKNE DD IMEDWN FR:
select "verb" as "#2{ESEEY", count(*) as "count" where "verb" in (‘create’, 'delete') and
"objectRef.resource" in ('deployments','statefulsets','daemonsets','jobs','cronjobs') group by "fE{ESEHI"
order by "count" desc

o Service/Ingressi{EFEIRAXENIEISEDU FAIR:
select "verb" as "#2{EZEREY", count(*) as "count" where "verb" in (‘create’, 'delete') and
"objectRef.resource" in (‘ingressess','services') group by "verb" order by "count" desc
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o EERFEBEFRMXENERDMEDU TEIR:
SELECT REPLACE(LEFT("stageTimestamp", 16),'T",' ') AS "dt", "verb", count(*) as "count" where "verb"
in (‘create’,'delete’,'update’,'patch') group by "dt", "verb" order by "dt" limit 10000

o ERGHAFIRFBEERMXENEADMEDU TEAR:
SELECT REPLACE(LEFT("stageTimestamp", 16),'T',' ') AS "dt", count(*) as "count", "user.username" as

"FIPZFR" where "userusername” not in (‘'kube-controller-manager','kube-apiserver-kubelet-
client','system’,'apiserver') group by "dt", "FIFPZ#R" order by "dt" limit 10000

.

6.3.3.3 CDN {{FE£1iER

CDN ( Content Delivery Network, B AMNE ) iICR TEAEES ( BIEEMRE
2, NEEFETEWIRE, WERREAAZIFIINGE ) #MNEEFIHITAYEME
T, EHLUEAETBALTS, SRR S EESIHIRESHITIEROHT

CDON{NREZIERTIFEECDNHIZROT. EECONEMEEE. EECODNABRSTINE
ECDNITEE.

RIS
o BFERESHL, FEESNRERREGURTERE.
&E CDN HiRHH

SR ERmATRSEHEG, ELMSHEHIEE “UFRET .
S FEEREEIRTTS, &F “CONURERR > CONEIRDHT™ , BEEEFRFS.

o HIRIERIGE Top5SEIRFTXEXRIEINSHTIED FER:

select domain , count(*) as c where http_code > 400 group by domain order by c desc limit 5

e HIRURISETopSEIRMKEKMNEIDITEDN FAR:

select uri, count(*) as ¢ where http_code > 400 group by uri order by c desc limit 5

o HIRERRESHEIRMKHKNEIDMETN FR:

select http_code , count(*) as c where http_code > 400 group by http_code order by c desc

o HEIRREEMAITEXRAXEKNESDIMEDWN FR:
select ip_to_provider(client_ip) as isp , count(*) as ¢ where http_code > 400 group by isp having
ip_to_provider(client_ip) !=" order by c desc limit 10

o HBIRIEEFIRGITERIXENEASMEDUNTERR:
select user_agent as "EFiRkRAN", count(*) as "{EIRRE" where http_code > 400 group by user_agent
order by "$&IRREL" desc limit 10

o ERREMHIHERMXENETSMEDWN TR:
select ip_to_province(client_ip) as province , count(*) as ¢ where http_code > 400 and
IP_TO_COUNTRY (client_ip) = 'H[E"' group by province order by c desc limit 50

o AXXHHIRFIBERMXBNEISMEYU TR:
SELECT
province AS "&15",
isp AS "IZER",
c AS "ERIREL,
round( ¢ *100.0 / sum( c), 2 ) AS "$8I=EEER (%)"
FROM
(
SELECT
ip_to_province ( client_ip ) AS province,
ip_to_provider ( client_ip ) AS isp,
count(*) AS c
FROM
log
WHERE
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http_code >= 400
AND http_code < 500
GROUP BY
province,
isp
HAVING
(
ip_to_provider ( client_ip )) ="
ORDER BY
c DESC
)
GROUP BY
province,
isp,
C

o SXXEEHRIFIBEIRFAXENERDIMEDU RER:
SELECT
province AS "&f4",
isp AS "EER",
C AS "ERRIREL,
round( ¢ * 100.0 / sum( c ), 2 ) AS "&RELER (%)"
FROM
(
SELECT
ip_to_province ( client_ip ) AS province,
ip_to_provider ( client_ip ) AS isp,
count(*) AS c
FROM
log
WHERE
http_code >= 500
GROUP BY
province,
isp
HAVING
(
ip_to_provider ( client_ip)) ="
ORDER BY
c DESC

)

GROUP BY
province,
isp,

C

o BRERERAERMXEKNEODIMEDU TFR:
select ip_to_country(client_ip) as country , count(*) as c where http_code > 400 group by country
order by c desc limit 50

R

&HFZE CDN Ei#uE
$I BREATWSEHE, ELMUSHEPIER YR .,

S FEEREBERTTS, &F “CONURERR > CONEMEIE" , EEEFRFSE.
o FEFHPERERMXEKNEEDMETN TR

select round(diff[1],2) as Hit_ratio, round(diff[2],2) as diff, round((diff[3]-1)*100, 2) from (select
compare(Hit_ratio, 86400) as diff from (select sum(s) * 100.0/count(*) as Hit_ratio from (select case
when hit_info = 'HIT' then 1 else 0 end as s from log)))

o THREEERFRFXEMNEIDMEDUNTEIR:
select round(diff[1],2) as speed, round(diff[2],2) as diff, round((diff[3]-1)*100, 2) from (select
compare(speed, 86400) as diff from (select sum(response_size) * 1.0 /sum(response_time) as speed
from log ))

o HIPRSERFXIXAIZIDSTTEDIU TER:
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select http_code , count(*) as c group by http_code order by c desc

IHIERERS D B EIRAT KX E DTSN FER:
select
case when response_time < 100 then '~100ms'
when response_time < 500 then '100~500ms'
when response_time < 1000 then '500ms~1s'
when response_time < 5000 then '1~5s'
when response_time < 6000 then '5~6s'
when response_time < 7000 then '6~7s'
when response_time < 8000 then '7~8s'
when response_time < 10000 then '8~10s'
when response_time < 15000 then '10~15s'
else "15s~' end as latency ,
count(*) as cnt
group by latency
order by cnt

BRTREERAXHINEGD BN T ER:

select TIME_FORMAT (TIME_FLOOR(__time,'PT1M'), 'HH:mm', '+08:00') as thisdate,
sum(response_size) * 8/1000000000.0 as "fEeGbit/min"
group by TIME_FLOOR(__time,'PT1M")
order by TIME_FLOOR(__time,'PT1M")

HIRE N ERF X E ISt MEDN T AR:
select TIME_FORMAT (TIME_FLOOR(__time,'PT1M'), 'HH:mm', '+08:00') as thisdate,

count(*) as pv, APPROX_COUNT_DISTINCT (client_ip) as uv group by TIME_FLOOR(__time,'PT1M")
order by TIME_FLOOR(__time,'PT1M")

A EIRERY B R A KB E IS D tmE D T

select TIME_FORMAT (TIME_FLOOR(__time,'PT1M'), 'HH:mm', '+08:00') as thisdate,
avg(response_time) as "HIFERT (ms)" group by TIME_FLOOR(__time,'PT1M') order by

TIME_FLOOR(__time,'PT1M")

IBRpPEREFRAXENEIDMEDU FEAR:

select
TIME_FORMAT (TIME_FLOOR(m_time,'PT1M'), '"HH:mm', '+08:00' ) as thisdate ,
sum(is_hit)*100.0/count(*) as hit_ratio
from (select TIME_FLOOR(__time,'PT1M') as m_time , case when hit_info = 'HIT'
then 1 else 0 end as is_hit from log ) group by m_time order by m_time

TR

&BE CDN PO
121 BEREATRSITHE, EEUSIERER NER" .
SE (EERIEIRTS, R “CONIYERIER > CONBRS” , BEEEIES.

B R B E R KA E G D B R ErR:
select diff[1] as pv,diff[2] as diff, round(100*(diff[3]-1), 2) from (select compare(pv, 86400) as diff
from (select count(*) as pv from log))

R AE R KB E DD MED W TFR:
select diff[1] as uy, diff[2] as diff, round((diff[3]-1)*100, 2) from (select compare(uv , 86400) as diff
from (select APPROX_COUNT_DISTINCT(client_ip) as uv from log))

HIIEFiRFETERMXENEISMEDW FER:

select ua as "EFig" , sum(c) as "iHiExEL" from (select case when strpos(ua , 'iphone') > 1 then
'iphone' when strpos(ua, 'ipad') > 1 then 'ipad' when strpos(ua, 'android') > 1 then 'android' when
strpos(ua, 'windows') > 1 then 'windows' when strpos(ua , 'mac') > 1 then 'mac' when strpos(ua,
'linux’) > 1 then 'linux' else ua end as ua , c from (select count(*) as c, lower(user_agent) as ua from

log group by ua order by c desc limit 2000) ) group by "Z Fix" order by "i51aAEL" desc limit 100

EERRES BRI RERIE IS ITE DU FER:
select ip_to_provider(client_ip) as isp ,count(*) as "i5aiREL" group by isp order by "i5IalxE" desc
limit 100

B X S HERMXENEISMEDU FFAR:
select ip_to_province(client_ip) as province , count(*) as cnt where IP_TO_COUNTRY (client_ip) = '/
E' group by province HAVING province not in (",'{REBHbIE',"*") order by cnt desc limit 100
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BRAAARTOPEIRXENEIDMEDN TEIR:

SELECT CASE WHEN ip_to_country(client_ip) = '8 THEN concat(client_ip, ' ( shanghai )')
WHEN ip_to_province(client_ip) =" THEN concat(client_ip, ' ( Unknown IP)') WHEN
ip_to_provider(client_ip) = 'WIMIP' THEN concat(client_ip, ' ( Private IP)') ELSE

concat( client_ip, (Y ip_to_country(client_ip), '/, ip_to_province(client_ip), '/,
CASE WHEN ip_to_city(client_ip) ='-1' THEN 'Unknown city' ELSE ip_to_city(client_ip)
END, '/ ip_to_provider(client_ip), ") ) END AS client, pv as "Sp1a#", (pv -

success_count) as "f&iRIFIAIEL", round( CASE WHEN "throughput" > 0 THEN "throughput" ELSE 0
END, 1) AS "&£ (GB)"from ( select client_ip, count(*) as pv, sum(response_size) /
1024.0 / 1024 / 1024.0 AS throughput, sum( CASE WHEN http_code < 400 THEN

1 ELSE 0O END ) AS success_count  from log group by client_ip order

by success_count desc  limit 100 )

THETOPHFREFRFXENEIDMEDUN TEIR:

SELECT CASE WHEN ip_to_country(client_ip)='_ti&' THEN concat(client_ip, ' ( shanghai )') WHEN
ip_to_province(client_ip)=" THEN concat(client_ip, ' ( Unknown IP)') WHEN ip_to_provider(client_ip)="'
PIRIP' THEN concat(client_ip, ' ( Private IP)') ELSE concat(client_ip, ' (', ip_to_country(client_ip), /',
ip_to_province(client_ip), '/', CASE WHEN ip_to_city(client_ip)="-1' THEN 'Unknown city' ELSE
ip_to_city(client_ip) END, ' ',ip_to_provider(client_ip), ' )') END AS client, pv as "SplaEL,
error_count as "$&1RIAIE%0",  round( CASE WHEN "throughput" > 0 THEN "throughput" ELSE 0
END, 1) AS "FH&E(GB)"  from ( select client_ip , count(*) as py,
sum(response_size)/1024.0/1024/1024.0 AS throughput , sum(CASE WHEN http_code > 400
THEN 1 ELSE 0 END) AS error_count from log group by client_ip order by throughput
desc limit 100)

e

&5 CDN R )HIR
SB BRZATRSEHE, EAMUSHIEREE “WER"
$E2 EUERIEIRTS, HIF  CONUERIER > CONRIZER" , BEERIEE.

HRIBENIRE TopSEIRT XA EIB S MBI FAR:

select domain ,count(*) as cnt group by domain order by cnt desc limit 5

& R E TopSEIFRMT XIS IS MBI FA7R:

select domain , sum(response_size) as " &iE.&" group by domain order by "TE/EE" desc limit 5

#7151 (URI) BRFFXBIEIIDIMESWN TEIR:

select uri as URI, "iBIEIREL", "IAIBAEL", round( CASE WHEN "TF&/&Z&(GB)" > 0 THEN "FEHEE
(GB)" ELSE 0 END, 2 ) AS "TF&&S 5 (GB)" from ( select uri ,count(*) as "iFlaNxREL" ,
APPROX_COUNT_DISTINCT (client_ip) as "iHIB]AEL", sum(response_size)/1024.0/1024.0/1024.0 as "~
52 (GB)" where http_code < 400 group by uri order by "i5alREL" desc limit 100)

#iTipiE (SRR ) BRFrXBENEIDIMEDN TAR:

select refer_domain as "SEj&",c as "JXR&{",uv as "AH", round(c * 100.0 / sum(c), 2) as "B %"
from (select refer_domain as refer_domain,count(*) as c, APPROX_COUNT_DISTINCT(client_ip) as uv
from log where refer_domain !=" group by refer_domain order by c desc limit 100 ) GROUP BY
refer_domain, ¢, uv

LEIFIRES BT BRI XHENES MBI FR:
select ip_to_province(client_ip) as province , count(*) as cnt where IP_TO_COUNTRY (client_ip) = '/8
[E' group by province HAVING province not in (",'#rRE8ith4L',"*") order by cnt desc limit 1000

SETEMEFITERFAXENEIMEDN TAR:

select province, round( CASE WHEN "speed" > 0 THEN "speed" ELSE 0 END, 3 ) AS "speed" from
(select ip_to_province(client_ip) as province , sum(response_size)* 1.0 /(sum(response_time)+1) as
"speed" , count(*) as ¢ where IP_TO_COUNTRY (client_ip) = '#[E' group by province HAVING province
not in (", '{REBHELL',*") order by c desc limit 40)

BOFRITERAXBFINES S MEEWN T EAR:

select ip_to_province(client_ip) as "&{f" ,count(*) as "iAEIREL", sum(response_size)/
1024.0/1024.0/1024.0 as "T&iRE(GB)" , sum(response_size) * 1.0 /sum(response_time) as "FEkiEE
(KB/s)" group by "&f4" having ip_to_province(client_ip) != " order by " &kiiR&E (GB)" desc limit 200

BB R R R R B A IS TR

select ip_to_provider(client_ip) as isp , sum(response_size)* 1.0 /(sum(response_time)+1) as "FEIERE
(KB/s)" , sum(response_size)/1024.0/1024.0/1024.0 as "&£’ &(GB)", count(*) as c group by isp
having ip_to_provider(client_ip) !=" order by c desc limit 10
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o EERSITEIRXBINEIDIMEDWN TEIR:
select "IEE™", "HIAIREL", round( CASE WHEN "#;i7&E (GB)" > 0 THEN "F&i7i=(GB)" ELSE 0
END, 2) AS "Tijz,m;(GB) round( CASE WHEN "FEIERE (KB/s)" > 0 THEN "FEUERE (KB/s)"
ELSE 0 END, 2 ) AS "'FESEJEJE(KB/S)" from ( select ip_to_provider(client_ip) as "iZEp" ,count(*)
as "IFIENRE", sum(response_size)/1024.0/1024.0/1024.0 as " &= (GB)" , sum(response_size) *
1.0 /sum(response_time) as " &EE (KB/s)" group by "IZE/”" having ip_to_provider(client_ip) !="
and "IZER’" not in (') order by "TF&iRE (GB)" desc limit 200)

-

6.3.3.4 CFW {\RE1ER

=REXES (Cloud Firewall, CFW ) RE—HRIZRERIKIE, Bt~ EEEMIDFH
VPCIAFRAINGIF, SFESERNERNSHHE . £RF—HEES. émuiﬁ:\*ﬁﬁﬁm
. BEHITSHESTS, RRSIHEFRIET S AIRFEENEEN . G
EigE = LW SSRISAFI 5KER, IRBENAILAPRERENITED . =B kE
LiBd KRGS ASEERNRIRBRREACIREFR . E%W]E’Jlﬁl:l\ AR
. WHFREEER; BEhnES B SEERELOEH RS TE R TR
BnE, LMEEFRIEREILITEHIZRES .

GWSJ{%&*EW&%EECFME@El,u\EPIL,\ BECFWREHERLOIEECFWITE
,._,\ IL\

BRI
o EXRECFWHRE, FEBES N XIECFWIEALTS,
o HFEELEMN, FEEENRETREEEEREE.

&5 CFW ipigBE0
S8 BREATRSEHE, EANSHEFEE BEER” .
$B2 £ “AFMNA" ERF, BF CCFWARHRL” , HR HAMEER" .

HE3 ENUREBERIRTTS, 1&]F “CFWERERR > CFWiBIEREH0” , EEERFS.

o EEXMAE-=EEBERRERMNILE-=E#E AT NER, XBRINERS
MBS NER:

select time_series(MILLIS_TO_TIMESTAMP(hit_time), 'PT1M', 'yyyy-MM-dd HH:mm:ss', '0') as
t_time,COUNT(*) as frequency WHERE action='deny' AND direction="out2in' group by t_time order by
t_time

o EERNIMNEXR-=EBEBERTREMINL-EEHBEBNTNER, MXENERSIME
AU TREA7R:
select time_series(MILLIS_TO_TIMESTAMP(hit_time), 'PT1M’, 'yyyy-MM-dd HH:mm:ss', '0') as
t_time,COUNT(*) as frequency WHERE action='deny' AND direction='in2out' group by t_time order by

t_time
o EEXMIPRMTAFBTOPSE R REEXMIBRT N FITOPSRIZLIENR, FrkBXIIEIAS
B KR!

SELECT app, COUNT(*) as frequency WHERE action='deny' AND direction='out2in' GROUP BY app
ORDER BY frequency DESC LIMIT 5

o EEXMPHMETERITOPSE R REBMARTEAITOPSHIEWER, FIXEAERD
BN

SELECT dst_ip, COUNT(*) as frequency WHERE action='deny' AND direction='out2in' GROUP BY dst_ip
ORDER BY frequency DESC LIMIT 5

o EEXMIPHETSKIRTOPSE R REBKMBRTRIRTOPSHEWER, PIXEINERD
B R

SELECT src_ip, COUNT(*) as frequency WHERE action='deny' AND direction='out2in' GROUP BY src_ip
ORDER BY frequency DESC LIMIT 5
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S EXBRNTR FATOPS E R EaNFNXIRRT R FATOPSHIZELIER, FRKEXAIE
WO tMEDW RER:

SELECT app, COUNT(*) as frequency WHERE action='deny' AND direction='in2out' GROUP BY app
ORDER BY frequency DESC LIMIT 5

FEzhHMXBRKTE RITOPS E R EaNSMNXIRRT BRI TOPSHIZLIER, FRXEXRIE
WO tMEDW RER:

SELECT dst_ip, COUNT(*) as frequency WHERE action='deny' AND direction='in2out' GROUP BY dst_ip
ORDER BY frequency DESC LIMIT 5
EhHMXBERTRIRTOPS E R R E NS NXIERTSRIRTOPSHIZELIER, FRXEXAIE
R IMEIN RER:

SELECT src_ip, COUNT(*) as frequency WHERE action='deny' AND direction='in2out' GROUP BY src_ip
ORDER BY frequency DESC LIMIT 5

R

BE CFW REHEHD
B BR=ATRSEHE, EENSHE IER “‘BEEE”
T2 £ “BENAT &R, BE ‘CFWHSHO” , &R “HAGERE .
LT3 AENGREERTG, &F “CFWAEREERIR > CFWRERSHL” , BEEEFRFSE.

HERpaREESERRERMLREEENZUER, XSS
BT TAR:

select time_series(MILLIS_TO_TIMESTAMP(start_time), 'PT1M’, 'yyyy-MM-dd HH:mm:ss', '0') as t_time,
SUM(to_s_bytes) AS 'NiiiE', SUM(to_c_bytes) AS 'HifE&' WHERE direction='out2in' group by t_time
order by t_time

BEXRISIER AR5 %6 (P E)) El = BB MG A i 5375 (h E) A3 s
5, FTREARIEIS BN FER:

SELECT count(*) AS PV, ip_to_province(src_ip) AS province WHERE direction='out2in' and

IP_TO_COUNTRY (src_ip) = '#3E' GROUP BY province HAVING province not in (",'{RE5Hb1IE',"*") ORDER
BY PV DESC

BEAMIAIERAMIS S (HFR) ERRERMIGERA M5 % (HF) AT E
i, FTREXRIEIID MBS NER:

SELECT count(*) AS PV, ip_to_country(src_ip) AS country WHERE direction="out2in' GROUP BY country
HAVING country not in (",'{REg#E4t",*') ORDER BY PV DESC

BEXMNIGIENASmERRERKMIGENADHINEAER, FRXENEESHT
BT

SELECT app, COUNT(*) AS num WHERE direction="out2in' GROUP BY app ORDER BY num DESC
BEXRGIEEIP TOPSE R REBMIGITIERIP TOPSHZLIER, FRXERIEIES
mMEDIRAR:

select src_ip, SUM(bytes)/1024 as sum_bytes WHERE direction='out2in' GROUP BY src_ip ORDER BY
sum_bytes DESC LIMIT 5

HEXR5EBRIIP TOPSE R REBMIAIEI BAYIP TOPSAIZE(LIER, FRkEXAIE
WRMEDW -

select dst_ip, SUM(bytes)/1024 as sum_bytes WHERE direction='out2in' GROUP BY dst_ip ORDER BY
sum_bytes DESC LIMIT 5

FAWHIMARERRE R REMINAREEENZMNER, IXENEASMED
WA

select time_series(MILLIS_TO_TIMESTAMP((start_time), 'PTTM', 'yyyy-MM-dd HH:mm:ss', '0') as t_time,
SUM(to_c_bytes) AS 'Niii=', SUM(to_s_bytes) AS 'Hifi&E' WHERE direction='in2out' group by t_time
order by t_time

EzPHMEX B RYttbigo 1 (P E) B R EINX B RIS (R E) RIRWBIR, B
KEXRIEIIDHTED U TR

SELECT count(*) AS PV, ip_to_province(dst_ip) AS province WHERE direction='in2out' and
IP_TO_COUNTRY (dst_ip) = '"H[E"' GROUP BY province HAVING province not in (",'{REgtit',*') ORDER
BY PV DESC
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o HEMHSH (HR) BRERENMR S (HFR)RITHIER, FrRERNEISIME
U RFA7R:
SELECT count(*) AS PV, ip_to_country(dst_ip) AS country WHERE direction='in2out' GROUP BY country
HAVING country not in (",'{RE&bE',"*") ORDER BY PV DESC
o EEHIMEX-R AN HERREMINK-NELHHNTWER, FIXBENEASITE
I FR:
SELECT app, COUNT(*) AS num WHERE direction="'in2out' GROUP BY app ORDER BY num DESC
o EEDHMEGRIP TOPSEERERIFMNLIRIP TOPSHIZLIER, FRikBXHEIDHTE
AU REA7R:
select src_ip, SUM(bytes)/1024 as sum_bytes WHERE direction="'in2out' GROUP BY src_ip ORDER BY
sum_bytes DESC LIMIT 5
o EZEIHMEXBRYIP TOPSEIRRENIMNXBRIIP TOPSHIZKIER, FRXBARIEIRD
MBS RER:
select dst_ip, SUM(bytes)/1024 as sum_bytes WHERE direction='in2out' GROUP BY dst_ip ORDER BY
sum_bytes DESC LIMIT 5
.
BE CFW L HEHD
T EFR=ATRSIEHE, ETENSHEH®RE “‘BESE
B2 & “BENA” &, BE “CFWHEHRLD” , 3ER “HANGERE .
TB3 TNEREBEIRTH, EF “ CFWEREER > CFWKTHESHL” , EEERFE.
o KHEBERXEMNEIDMEDUNTERR:
select time_series(MILLIS_TO_TIMESTAMP(event_time), 'PT1M’, 'yyyy-MM-dd HH:mm:ss', '0') as
t_time, count(*) as frequency group by t_time order by t_time
o ITHXKED T (PE)ERMXENEDSMETU FHR:
SELECT count(*) as PV,ip_to_province(src_ip) as province WHERE IP_TO_COUNTRY (src_ip) = 'HE"
GROUP BY province HAVING province not in (",{REEitiit',*")
o KRN (HR)ERMXENEDSIMETU FR:
SELECT count(*) AS PV,ip_to_country(src_ip) AS country GROUP BY country HAVING country not in (*,'
{REgHBUE, ")
o BN HEFRMXENETRDMEDU FFAR:
SELECT attack_type, COUNT(*) as num GROUP BY attack_type ORDER BY num
o HEBRITOPSEIFRFTKEIEIASIMEDU FAR:
SELECT dst_ip, COUNT(*) as frequency GROUP BY dst_ip ORDER BY frequency DESC LIMIT 5
o IEKIRTOPSERXENIE IS IMEDUN FFR:
SELECT src_ip, COUNT(*) as frequency GROUP BY src_ip ORDER BY frequency DESC LIMIT 5
-t
6.3.3.5 CSE {{REEIR
MB35 1% ( Cloud Service Engine, CSE) RRTHARSSNANIZFIEIF. FFRIE
SHMRERS, REGERFEEMRSAR, TIHRSNBRIREFAMSH Az
%,
CSHURBEIRTIFERCSERRIAITFL . BECSERREEFROIIEECSERLRTY
RS,
BIfESRM
[} E%%CS E E I:CII:\ [}
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AEEESEN, FRIESNIRERIRGEUETES.

BE CSE RRpEFL
B BERATRSESENE, EENUSHIEPEE “GRE 7
$E|2 ENREBEIRTT, EF “CSEUREENR > CSERBAHL” , EEEXRFR.

WigLisIP, FARBAIEIRSEDIN FAR:

select distinct(upstream_host)

WisiEiEtrace_id, PrREXRIEANIMESU FFR:

select distinct(trace_id)

PVXIELRE B BRI XA E IO S TE SN R F7R:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "pv",
86400) as diff from (select count(1) as "pv" from log))

PVXILl L EEFRXENE IS TEDU AR
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "pv",
604800) as diff from (select count(1) as "pv" from log))

UVSIELREE BRI X AR E IS DB FR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "uv",
86400) as diff from (select APPROX_COUNT_DISTINCT (authority) as "uv" from log))

UVRSEL EBE R X BRI E S DB FR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "uv",
604800) as diff from (select APPROX_COUNT_DISTINCT (authority) as "uv" from log))

BIRIEPVHf (FE) BRI XENE SN MEIU N AR:

select ip_to_province(authority) as province, sum(ori_pv) as pv from (select authority, count(1) as
ori_pv group by authority ORDER BY ori_pv desc LIMIT 10000) where IP_TO_COUNTRY
(authority) = '#h[E" group by province HAVING province not in (",'{RESHBIE,"*")

HIEEPVHS# (HR) BRI XENEI S MEDU FE7R:

SELECT ip_to_country(authority) as country,sum(ori_pv) as PV from (select authority, count(1) as
ori_pv group by authority ORDER BY ori_pv desc LIMIT 10000) GROUP BY country HAVING country
not in (" 'fREGHBLL","™)

SEMRES S ( PE ) ERFXENEISIMEDU TER:

SELECT province,round( CASE WHEN "SES%EIR (ms)" > 0 THEN "SFH9ZEIR (ms)" ELSE 0 END, 3 ) AS "3
ISFEIR (ms)" FROM (SELECT ip_to_province(authority) as province,sum(rt)/sum(ori_pv) * 1000 AS "
IFEIR (ms)" from (select authority, sum(duration) as rt,count(1) as ori_pv group by authority

ORDER BY ori_pv desc LIMIT 10000) WHERE IP_TO_COUNTRY (authority) = '#1[E' GROUP BY
province ) where province not in (",{REgL',*")

HRIES S (R ) BERFIXENEASITMEDU FER:

SELECT country,round( CASE WHEN "SZJFEIR (ms)" > 0 THEN "SEIJFEIR (ms)" ELSE 0 END, 2 ) AS "
IIFEIR (ms)" FROM (SELECT ip_to_country(authority) as country,sum(rt)/sum(ori_pv) * 1000 AS "313
FEIR (ms)" from (select authority, sum(duration) as rt,count(1) as ori_pv group by authority ORDER
BY ori_pv desc LIMIT 10000) GROUP BY country ) where country not in (",'{REGHELL',™")

4 HPV/UVERXBENESSIMEDI TR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,PV,UV FROM (select
TIME_CEIL(TIME_PARSE (start_time),'PT600S') AS _time_, count(1) as PV,

APPROX_COUNT_DISTINCT (authority) as UV from log WHERE __time <= CURRENT_TIMESTAMP and
__time >= DATE_TRUNC( 'DAY',(CURRENT_TIMESTAMP + INTERVAL '8 HOUR)) - INTERVAL '8' HOUR
group by _time_ order by _time_)

X1 5B TOP10 (&) BRI XERIE I ME DU T A7R:

select ip_to_province(authority) as "province", sum(ori_pv) as "iAiElREL" from (select authority,
count(1) as ori_pv group by authority ORDER BY ori_pv desc LIMIT 10000) group by "province"
HAVING "province" <> '-1' order by "ijlaix#" desc limit 10

X1si5IEI TOP10 (SEkrh) Bl &R AT XEXRI BB D AmE W AR :

select ip_to_city(authority) as "city", sum(ori_pv) as "i5aREL" from (select authority, count(1) as
ori_pv group by authority ORDER BY ori_pv desc LIMIT 10000) group by "city" HAVING "city" <> '-1'
order by "iFIEREL" desc limit 10
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e  Hosti5[aTOP10ERFXEXIIEIASITED U FE/R:
select upstream_host as "Host", count(1) as "PV" group by "Host" order by "PV" desc limit 10

e UserAgentiZ[aITOP10EIXRFIXEXNE A ITEDIN TAIR:
select user_agent as "UserAgent", count(1) as "PV" group by "UserAgent" order by "PV" desc limit 10

o IREFENOEL(RiR) BIRFAIXEINERASITEDU RER:
select case when regexp_like (lower(user_agent), 'iphonelipod|android|ios') then '#zhif' else 'PCix'
end as type , count(1) as total group by type

o IRFBAOLL(RES) BRFAXENERDITEDU RER:
select case when regexp_like(lower(user_agent), 'iphonelipod|ios') then 'lOS' when
regexp_like(lower(user_agent), 'android') then 'Android' else 'other' end as type , count(1) as total
group by type HAVING type != 'other'

e TOP URLEIFRMTKENEIRSIMEDU TAR:
select path, count(1) as pv, APPROX_COUNT_DISTINCT (authority) as UV, round(sum( case when
response_code < 400 then 1 else 0 end ) *100.0 / count(1), 2) as "i{AREINER" group by path
ORDER by pv desc

e TOP iBEAIPERFAXEMNE IS TEDIU FER:
select authority as "SEi&IP",ip_to_country(authority) as "EZ",ip_to_province(authority) as "&1%
" ip_to_city(authority) as "{sm3",ip_to_provider(authority) as "m&rs",count(1) as "PV" group by
authority ORDER by "PV" desc limit 100

.

&E CSE Einizhiy

SR ERTATRSEHE, ELMSHERIRE “ERE 7 .
$R2 EURERIRTT, & “CSEUREERR > CSERRERL” , EEEFRFR.

Wig LiFIP, FrREXEESIMESN FAR:

select distinct(upstream_host)

WigiEgtrace_id, PAREXRIEIANIMIEDU TFR:

select distinct(trace_id)

BIEEPVEIRXEMNER DB FER:
SELECT TIME_FORMAT( _time._, 'yyyy-MM-dd HH:mm:ss") as _time_,PV FROM ( SELECT TIME_CEIL
( TIME_PARSE(start_time), 'PT300S' ) AS _time_, count( 1) AS PV FROM log GROUP BY _time_)

ERAERE R R EAIE NS BTN R

select ROUND (sum(case when response_code < 400 then 1 else 0 end) * 100.0 / count(1),2) as cnt

SEFFEIR E R P R EXRIE IO D B I N ER :

select round(avg(duration) * 1000, 3) as cnt

AXXIE R E R KR E IS MBI AR

SELECT COUNT(1) as cnt WHERE "response_code" >= 400 and "response_code" < 500

A04EREE R XA EII S MEDIN R R:

SELECT COUNT(1) as cnt WHERE "response_code" = 404

42915 REE R R BXRIE I S IME DU FA7R:

SELECT COUNT(1) as cnt WHERE "response_code" = 429

5045 REER KR EID D MED U FER:

SELECT COUNT(1) as cnt WHERE "response_code" = 504

SXXIE R E R XA E R D IMER I TFR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,cnt FROM ( SELECT TIME_CEIL

( TIME_PARSE (start_time), 'PT300S' ) AS _time_, count( 1) AS cnt FROM log where "response_code"
>= 500 GROUP BY _time_)

WSS ERFIXKINESSTMEDN TR

SELECT response_code, COUNT(1) AS rm GROUP BY response_code

LA EUVEIRXERIEIIDMED U T AR:
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SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,UV FROM (select
TIME_CEIL(TIME_PARSE (start_time),'PT600S') AS _time_, APPROX_COUNT_DISTINCT (authority) as
UV from log group by _time_)

MEERFXENEEDTMEDU TR:

select TIME_FORMAT (_time_,'yyyy-MM-dd HH:mm:ss') AS _time_,round( CASE WHEN "NiRE" > 0
THEN "A#RE" ELSE 0 END, 2 ) AS "Ai#&",round( CASE WHEN "Hi#&" > 0 THEN "Hi5&" ELSE 0
END, 2 ) AS "HiZ&" FROM (SELECT TIME_CEIL(TIME_PARSE (start_time),'PT600S') AS
_time_,sum(bytes_received) / 1024.0 AS "AiRE",sum(bytes_sent) / 1024.0 AS "HHiRRE" group by
_time_)

VBB E SSE S QRSN ax =y = Il S 7 ivi

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,round( CASE WHEN "5KI{==" > 0
THEN "5cIZ8" ELSE 0 END, 2 ) AS "5£IZ=" round( CASE WHEN "5XXEEfI" > 0 THEN "5XXELA)" ELSE
0 END, 2 ) AS "SXXEKfI" from (select TIME_CEIL(TIME_PARSE(start_time),'PT600S') AS
_time_,sum(case when response_code >= 400 then 1 else 0 end) * 100.0 / count(1) as 'K=" ,
sum(case when response_code >=500 THEN 1 ELSE 0 END)*100.0/COUNT(1) as '5XXEtf5' group by
_time_)

FEIRERFA KB EIIDTMEDI FFR:

select TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss') as _time_,round( CASE WHEN "SZ15" > 0
THEN "£15" ELSE 0 END, 2 ) AS "¥14" round( CASE WHEN "P50" > 0 THEN "P50" ELSE 0 END, 2)
AS "P50",round( CASE WHEN "P90" > 0 THEN "P90" ELSE 0 END, 2 ) AS "P90",round( CASE WHEN
"P99" > 0 THEN "P99" ELSE 0 END, 2 ) AS "P99",round( CASE WHEN "P9999" > 0 THEN "P9999" ELSE
0 END, 2 ) AS "P9999" from (select TIME_CEIL(TIME_PARSE(start_time),'PT600S') as
_time_,avg(duration) * 1000 as "3£13", APPROX_QUANTILE_DS("duration", 0.50)*1000 as "P50",
APPROX_QUANTILE_DS("duration", 0.90)*1000 as "P90" ,APPROX_QUANTILE_DS("duration",
0.99)*1000 as 'P99',APPROX_QUANTILE_DS("duration", 0.9999)*1000 as 'P9999' group by _time_)

HostigRTOPE R X BTN MET U TAR:

SELECT "upstream_host", pv, uv, round( CASE WHEN "i5iaEI0%E(%)" > 0 THEN "ifalpkIhER (%)"
ELSE 0 END, 2 ) AS "if[alpkInZR (%)", round( CASE WHEN "SE3EIR (ms)" > 0 THEN "SEI5ZEIR (ms)"
ELSE 0 END, 3 ) AS "SE9ZEIR (ms)", round( CASE WHEN " A& (KB)" > 0 THEN "AR&(KB)" ELSE 0
END, 3 ) AS "NiRE(KB)", round( CASE WHEN "Hi7& (KB)" > 0 THEN "Hi7R& (KB)" ELSE 0 END, 3)
AS "HiRE (KB)" FROM ( SELECT "upstream_host", count( 1) AS pv, APPROX_COUNT_DISTINCT
(‘authority ) AS uv, sum( CASE WHEN "response_code" < 400 THEN 1 ELSE 0 END ) * 100.0 /

count( 1) AS "iAIaIREINER (%)", avg( duration ) * 1000 AS "SEIJFEIR (ms)", sum( bytes_received ) /
1024.0 AS "A\iRE (KB)", sum( bytes_sent ) / 1024.0 AS "Hi7t&(KB)" WHERE "upstream_host" != "
GROUP BY "upstream_host" ) ORDER BY pv DESC

HostiEIRTOPE R XEXIIE RN MET U FAR:

SELECT "upstream_host", pv, round( CASE WHEN "i5[alp£Ih=8(%)" > 0 THEN "i5alpkIh=: (%) " ELSE 0
END, 2 ) AS "i5apIN=ZR(%)", round( CASE WHEN "SEFEIR (ms)" > 0 THEN "SE9%ER (ms)" ELSE 0
END, 3 ) AS "S%EIR (ms)", round( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90ZE)R (ms)" ELSE 0
END, 3 ) AS "P90%ER (ms)", round( CASE WHEN "P99%EIR (ms)" > 0 THEN "P99%EjR (ms)" ELSE 0
END, 3 ) AS "P99ZEiR (ms)" FROM ( SELECT "upstream_host", count( 1) AS pv, sum( CASE WHEN
"response_code" < 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "iAialpINZR(%)", avg( duration )
* 1000 AS "SEIJFER (ms)", APPROX_QUANTILE_DS(duration, 0.9) * 1000 AS "P90ZEIR (ms)",
APPROX_QUANTILE_DS(duration, 0.99) * 1000 AS "P99ZEjR (ms)" WHERE "upstream_host" != "
GROUP BY "upstream_host" ) ORDER BY "SE5%EiR (ms)" desc

HostSkMZTOPE R T X AN E I D IME I FF7R:

SELECT "upstream_host", pv,round( CASE WHEN "i55/a)5£Z8 (%)" > 0 THEN "ij5[a)5k =R (%) " ELSE 0
END, 2 ) AS "iIa5MER (%)", round( CASE WHEN "SESFEIR (ms)" > 0 THEN "SES%EIR (ms)" ELSE 0
END, 3 ) AS "SE53ER (ms)", round( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90ZER (ms)" ELSE 0O
END, 3 ) AS "P90%E;R (ms)", round( CASE WHEN "P99ZEIR (ms)" > 0 THEN "P99%EjR (ms)" ELSE 0O
END, 3) AS "P99%EIR(ms)" FROM ( SELECT "upstream_host", count( 1) AS pv, sum( CASE WHEN
"response_code" >= 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "i5IT5ME= (%)",

avg( duration ) * 1000 AS "SE5%EIR (ms)", APPROX_QUANTILE_DS(duration, 0.9) * 1000 AS "P90ZER
(ms)", APPROX_QUANTILE_DS(duration, 0.99) * 1000 AS "P99%E;R (ms)" WHERE "upstream_host" !=
" GROUP BY "upstream_host") ORDER BY "iAia]5cMZR (%) " desc

URLIERTOPEIRFIXEXNEIADITEDIN FA7R:

SELECT path, pv,uv, round( CASE WHEN "i51a]pThER (%) " > 0 THEN "8 IH=R(%)" ELSE 0 END, 2 )
AS "i5iBIREINER (%) ", round( CASE WHEN "SEL3EIR (ms)" > 0 THEN "SELJ3EIR (ms)" ELSE 0 END, 3)
AS "SEFEIR (ms)", round( CASE WHEN " Niii= (KB)" > 0 THEN "AiR&E(KB)" ELSE 0 END, 3 ) AS "X\
e (KB)", round( CASE WHEN "= (KB)" > 0 THEN "= (KB)" ELSE 0 END, 3 ) AS "HiRE
(KB)" FROM ( SELECT path, count( 1) AS pv, APPROX_COUNT_DISTINCT ( authority ) AS uv,

sum( CASE WHEN "response_code" < 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "ifia]pkIhER
(%)", avg( duration ) * 1000 AS "SEJFEIR (ms)", sum( bytes_received ) / 1024.0 AS "NRE(KB)",
sum( bytes_sent ) / 1024.0 AS "HiR&E(KB)" WHERE "upstream_host" !=" GROUP BY path ) ORDER
BY pv desc
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URLSMERTOPEIZR T XX E I DB D FFR:

SELECT path, pv, round( CASE WHEN "i75{E)2RIMZ (%) " > 0 THEN "ij[8)56 K= (%) " ELSE 0 END, 2 ) AS
"IHIaI5ER (%) ", round( CASE WHEN "SE83ER (ms)" > 0 THEN "SE9ZER (ms)" ELSE 0 END, 3 ) AS
"SEHGFER (ms)", round( CASE WHEN "P90ZER (ms)" > 0 THEN "P90ZER (ms)" ELSE 0 END, 3 ) AS "P90
FER (ms)", round( CASE WHEN "P99ZEiR (ms)" > 0 THEN "P99ZEIR (ms)" ELSE 0 END, 3 ) AS "P99ZEiR
(ms)" FROM( SELECT path, count( 1) AS pv, sum( CASE WHEN "response_code" >= 400 THEN 1 ELSE
0 END ) * 100.0 / count( 1) AS "Ia]5LE=R(%)", avg( duration ) * 1000 AS "SFHJFER (ms)",
APPROX_QUANTILE_DS(duration, 0.9) * 1000 AS "P90%EiR (ms)", APPROX_QUANTILE_DS(duration,
0.99) * 1000 AS "P99ZEiR (ms)" WHERE "upstream_host" != " GROUP BY path ) ORDER BY "i5|a5c0g
2(%)" desc

[BimERTOPEIERXENEI S MEDU FER:

SELECT addr, pv, uv, round( CASE WHEN "i/3j8]5IH=E (%)" > 0 THEN "i/[alEIh==(%)" ELSE 0 END, 2)
AS "I51alpEIIEE (%) ", round ( CASE WHEN "SEJZEIR (ms)" > 0 THEN "SEH93EIR (ms)" ELSE 0 END, 3 )
AS "JYFER (ms)", round( CASE WHEN " A\3&(KB)" > 0 THEN " A& (KB)" ELSE 0 END, 3) AS "\
I}ILE(KB)" round( CASE WHEN "Hjmui(KB)" >0 THEN" Hjl}le(KB)” ELSE 0 END, 3 ) AS "HiRE
(KB)" FROM ( SELECT authority as addr, count( 1) AS pv, APPROX_COUNT_DISTINCT ( authority )
AS uv, sum( CASE WHEN "response_code" < 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "if5[alpk
IN=R(%)", avg( duration ) * 1000 AS "SFIHFEIR (ms)", sum( bytes_received ) / 1024.0 AS "AiR=Z(KB)",
sum( bytes_sent ) / 1024.0 AS "tHi7&E (KB)" WHERE "upstream_host" !=" GROUP BY addr having
length(authority) > 2) ORDER BY "pv" desc

[EURFEIRTOPEIRFT BN E A MBI REA7R:

SELECT addr,pv,round( CASE WHEN "i5{@)p%IH=2(%)" > 0 THEN "i3[alp¢ 1R (%)" ELSE 0 END, 2 ) AS
"IHE R IIER (%) ", round( CASE WHEN "SEEFEIR (ms)" > 0 THEN "SE9%EIR (ms)" ELSE 0 END, 3) AS
"SEFEIR (ms) ", round ( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90%ER (ms)" ELSE 0 END, 3 ) AS "P90
FEIR (ms)",round( CASE WHEN "P99ZEiR (ms)" > 0 THEN "P99%EjR (ms)" ELSE 0 END, 3 ) AS "P99%iEjR
(ms)" FROM (SELECT authority as addr,count( 1) AS pv,sum( CASE WHEN "response_code" < 400
THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "15ia]pINZR(%)",avg( duration ) * 1000 AS "SFIFER
(ms)",APPROX_QUANTILE_DS(duration, 0.9) * 1000 AS "P90ZER
(ms)",APPROX_QUANTILE_DS(duration, 0.99) * 1000 AS "P99%E;R (ms)" WHERE "upstream_host" !="
and "authority" !='-' GROUP BY addr ) ORDER BY "SZJZE;R (ms)" desc

IR MR TOPEIRFT XA E IS B FFR:
SELECT addr, pv, round( CASE WHEN "i/{E)5cT0E= (%) " > 0 THEN "i/5i815 /28 (%) " ELSE 0 END, 2 ) AS
"IHIEEMER (%) ", round( CASE WHEN "SEH83ER (ms)" > 0 THEN "SEJZER (ms)" ELSE 0 END, 3') AS
"SEIEEIR (ms)", round( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90ZE)R (ms)" ELSE 0 END, 3 ) AS "P90
FEIR(ms)", round( CASE WHEN "P99ZEIR (ms)" > 0 THEN "P99%EjR (ms)" ELSE 0 END, 3 ) AS "P99%EiR
(ms)" FROM ( SELECT authority as addr, count( 1) AS pv, sum( CASE WHEN "response_code" >= 400
THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "iBIa5M=E(%)", avg( duration ) * 1000 AS "JEIJFER
(ms)", APPROX_QUANTILE_DS(duration, 0.9) * 1000 AS "P90ZEiR (ms)",
APPROX_QUANTILE_DS(duration, 0.99) * 1000 AS "P99%E;R (ms)" WHERE "upstream_host" !=" and
"authority" != '-' GROUP BY addr) ORDER BY "i}[G]4£M== (%) " desc

URLEEIRTOPEIERFT KB E B D TMED N A :

SELECT path, pv,round( CASE WHEN "if5[a)I2(%)" > 0 THEN "i3[a)pT02(%)" ELSE 0 END, 2 ) AS
"HIERZINER (%) ", round( CASE WHEN "SEJEER (ms)" > 0 THEN "SEJ3EIR (ms)" ELSE 0 END, 3') AS
"SEIFEIR (ms) ", round ( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90%E)R (ms)" ELSE 0 END, 3 ) AS "P90
FEIR (ms)",round( CASE WHEN "P99ZEiR (ms)" > 0 THEN "P99%EjR (ms)" ELSE 0 END, 3 ) AS "P99%EjR
(ms)" FROM (SELECT path, count( 1) AS pv, sum( CASE WHEN "response_code" < 400 THEN 1 ELSE
0 END ) *100.0 / count( 1) AS "iBIaIpLINZR(%)", avg( duration ) * 1000 AS "SFISFEIR (ms)",
APPROX_QUANTILE_DS(duration, 0.9) * 1000 AS "P90%E;R (ms)", APPROX_QUANTILE_DS(duration,

0.99) * 1000 AS "P99%EIR (ms)" WHERE "upstream_host" !=" GROUP BY path ) ORDER BY "S13ZER
(ms)" desc

.

BE CSE ERFRIsE

ERHTRSENG, AENSHERIEE “GRE 7 .
S22 ENREBRIRTT, &F “CSEUREER > CSEERRGR" , EEEXRFR.

Wig LiFIP, FrREXEESIMEDN FAR:

select distinct(upstream_host)

DiEiARi%trace_id, PrREXAIEADIMEDU FER:

select distinct(trace_id)
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o  QPSEIRFTRERIEFIINIMED U FAR:
SELECT TIME_FORMAT(TIME_CEIL(TIME_PARSE(start_time),'PT5S'),'yyyy-MM-dd HH:mm:ss') AS
_time_, COUNT(*) as QPS from log group by _time_

o HINEERXENEIDMETU TATR:
select __time,round(CASE WHEN "B¢IH=ZR" > 0 THEN "BIHZR" else 0 end,2) as "RRINZEE" from (select
TIME_FORMAT(TIME_CEIL(TIME_PARSE (start_time),'PT5S"),'yyyy-MM-dd HH:mm:ss') as __time,
sum(case when response_code < 400 then 1 else 0 end) * 100.0 / count(1) as 'FkIIE' from log group
by __time)

o ERERFIXBENEIADITEDU NAR:
select __time,round (CASE WHEN "i5{8ZER" > 0 THEN "i5{aZEIR" else 0 end,2) as "IAIAIFEIR
", round(CASE WHEN "UpstreamZEiR" > 0 THEN "Upstream#EIR" else 0 end,2) as "UpstreamZEiR"
from (select TIME_FORMAT(TIME_CEIL(TIME_PARSE (start_time),'PT5S'"),'yyyy-MM-dd HH:mm:ss') as
__time, avg(duration)* 1000 as 5[aJZER ' avg (upstream_service_time)* 1000 as 'UpstreamZE;R' from
log group by __time)

° mugl%ﬁﬁ?&ﬁ%ﬂ’]ﬁﬂ \H"I' ’UZZEITJSET
select _time,round( CASE WHEN "i&EKiFE" > 0 THEN "iBEKiRE" ELSE 0 END, 3) AS "BKRE
" round( CASE WHEN "iR[E]bodyiiz&" > 0 THEN "i&[Elbody;ii&" ELSE 0 END, 3 ) AS "iR[ElbodyiiE"
from (select TIME_FORMAT(TIME_CEIL(TIME_PARSE((start_time),'PT5S"),'yyyy-MM-dd HH:mm:ss') as
__time , sum("bytes_received") / 1024.0 as "iE3iRE", sum("bytes_sent") / 1024.0 as "JR[ElbodyiRE"
group by __time)

o KREMBEXRFXBMNIEIDIMEDUN TAR:
SELECT TIME_CEIL ( TIME_PARSE ( start_time ), 'PT5S' ) AS "time", SUM( CASE WHEN
"response_code" >= 200 AND "response_code" < 300 THEN 1 ELSE 0 END ) AS "2XX", SUM( CASE
WHEN "response_code" >= 300 AND "response_code" < 400 THEN 1 ELSE 0 END ) AS "3XX",
SUM( CASE WHEN "response_code" >= 400 AND "response_code" < 500 THEN 1 ELSE 0 END ) AS
"4XX", SUM( CASE WHEN "response_code" >= 500 AND "response_code" < 600 THEN 1 ELSE 0 END )
AS "5XX", SUM( CASE WHEN "response_code" < 200 OR "response_code" >= 600 THEN 1 ELSE 0
END ) AS "Efth" FROM log WHERE TIME_PARSE ( start_time ) IS NOT NULL GROUP BY "time"
ORDER BY "time" ASC LIMIT 100000

R

6.3.3.6 DCS {\FRE1ER

“Z‘E‘EEZ‘HE& ( Distributed Cache Service, f“aﬁ%fj*\DCS) E—IAEREERSS, FE
aSHENE RS IFR . =HERS
?zeLJU%WEL’Eﬁ?A’EIEiE’JHﬂZ T_ 11%$D§ﬂlﬂﬁu, EJﬁH‘fFﬁT ZEDHT. BE
it RERERFEREER WA Fﬁiﬁmo

= HEIRSS S FESRE —JE‘C“’ DCSHE, DCSHitAEHRMERESITRER
IBIEAFE. wﬁltﬂ%f—"lﬁﬁﬁ HitAERMFER.

RS S
BHEEESEM, 1F B2 NRETREEEVEITERE.
DCS B AR
TEB1 ER=HERSBITHE, EENSHEHEE “FE7 .

2 FEUREEREIRT S, 1&F “DCSUFREERNR > DCSHITAEHL” , EEEFRFS.

o ERAFPHERMXENEISIMETN TR

select count(distinct(user)) as user_num

o EIEFIRMERXENEISIMEDIN R

select count(distinct(client_addr)) as client_num

o HitHSFHERAXKNEEDMEDU FAR:

select count(1) as log_num
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o JIIMAIRTE)ERAT KX E G S TIE DI FATR:

select avg(use_time) as avg_time

o  JJQPSEIRATKEAAIEIIOIMEDIN FAR:

select count(*) / CAST((TIMESTAMPDIFF (minute, MIN(__time),MAX(__time))+1) as FLOAT)

e TOP5 AFERAXBKINENDMEDN FFR:

select user, count(1) as 'user_count' group by user order by count(1) desc LIMIT 5

e TOP5 EFIRERMMXBNEESIMEDN FAR:

select client_addr, count(1) as 'remote_count' group by client_addr order by count(1) desc limit 5

o TOP5 HiTenSEIRFIXBANEI DTS FFIR:
select command_name, count(1) as 'command_count' group by command_name order by count(1)
desc

o HKeyEIRFIXBNEESIMEDN FAIR:

SELECT count(*) as 'count’, command_keys GROUP by command_keys order by count(*) desc limit 5

o  FHitHTFBERMXENESSIMETN FR:
select "client_addr" as 'ZimIP', "client_type" as 'ZFinEEY" "server_addr" as 'IRSSi%
IP',"command_name" as "#11785<","command_keys" as '&3<KEYS',"command_param" as '@ S HAE
', "command_type" as 'ap3REY, "use_time" as H{THERT, "time" as 'HITAYE","db" as 'DB',"user" as '
543" "instance_id" as 'SLHIID',"role" as At "extend" as ' RIEE

R

6.3.3.7 DDS {ZE£EiR

XAEUERERSS ( Document Database Service ) 552 3EZAMongoDBHMY, 12it%
£, SUA. S, B RENZANEIEEFERS, REIHEM—RIE. Bty

B, BR., &0 kE. KEMEEFE. cATRSHTONEE. ERAE.
BHERIME. TEBRSHMEEXR BEERE.

ZHERSXIFHTREDS—iFREDDSHE, DDSHITHEHOERHEITEE
£ IPAORAFPY. BREFIRSEEER.

BUESRIs
o COXREDDSHE, FiEES NIMEEIEERSDDSIEALTS,
o HEEELEM, FEEERNREREEEETEE.
DDS HitBEHT
T EZI-ATRSIEFE, EENSHERIER “EERE7 .
B2 EUERBEIRTS, &iE “DDSIEEZEN > DDSHItEEFL" , BEEEXRIES.

o ILBIBERR, FEBNEESTEON TR

select distinct(optype)

o IEEFIRIP, FAXEXRIFIASDHTEDU TER:

select distinct(user_ip)

o IREUEER, FIXBINEESIMETWN FR:

select distinct(db)

o TIEAFE, MXBNEESTETN FAR:

select distinct(user)

o BEEAS, FEBUSESTEDIN TR

select distinct(coll)

o HitHSFHERAXKNEEDMEDU FAIR:

select count(1) as log_num
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o HIEAPHERMXENEESMETN TR

select count(distinct(user)) as user_num

o HIIEFIRMERXENEISITEDIN AR

select count(distinct(user_ip)) as client_num

o TOP5 HiTar S EIRFIRIKAIE RS TTEDU TRR:

select optype, count(1) as 'command_count' group by optype order by count(1) desc LIMIT 5

e TOP5 ARFEXRMXBEINENSMEDN FFR:

select user, count(1) as 'user_count' group by user order by count(1) desc LIMIT 5

e TOP5 ZEFIRERXIKAIEEDIEDU TAIR:

select user_ip, count(1) as 'remote_count' group by user_ip order by count(1) desc LIMIT 5

o  FHitHTFBERMXENESSIMETN TR:
select "time" as "H{TAIE","user" as "FIF4Z","param" as "EifiEA", "instanceid" as "SEfIID","db" as
"DB","coll" as "EE/R","user_ip" as "ZFigl|P"

TR

6.3.3.8 DMS {{Z=£18iR

BITES Y

SHVEEIRSS Kafkakl ( Distributed Message Service for Kafka ) @—E TR
T XhRKafkai2HAYERRTIIRSS , MAFRHITE . FREFIFEZRIREE SAYKafka
L=, EFEHEEICFERebalancefyi¥S, BiERebalancedd|a). EEFIfLA

Rebalancef9Z Fimss

ZHTRSZIFASRERNS—iLIIREDMSEEHHE, IIFBHEDHT, HA
DMS-Rebalance A SEELEMILFNINERE . ZNFREEERRDMSEXE HERIEF
ENHEBAN Y. EFEXY. HRASETFERE . EFEREREAIFS.

e OEXREDMSHE, FIEBES W= XNIBCFWIEALTS,
o HATEELEMK, FEESNRETHEMNERTEE.

DMS EFEHHEHC
S BRATRSEHE.
S EEMSHIERER “NEE 7 .
SW3 ENERIIRTS, HIR DMSIGERIEIR > DVSETERT L , BEEXF

’tﬁ o

e HZEAID, FXEMERISIMEDIN R

select distinct("message.groupld")
o FJIREFEEHA.
o SEFEHHEBNMEXRAXENEDDIMEDWN FR:

select count(distinct("message.groupld")) as "total" from log where ("message.type"!='"RESPONSE'
and "message.type" !='REQUEST')

o EFERYERMXEKNEEDMETN TR

select count(*) as 'total' where ("message.type" '='"RESPONSE' and "message.type" !='/REQUEST')

o HEASEHRHMEXRFXBKNEODIMEDN AR
select "message.groupld" as 'Groupld', count(*) as 'Count' where ('message.type' !='RESPONSE' and
'message.type' |='REQUEST') group by "message.groupld"

o EVHFEERAFBERXENEISTMEDI N
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(T} o

select __time as 'Time', "message.type" as 'Type' ,"message.groupld" as 'Groupld', "message.reason"

as 'Reason',"message.group" as 'Group' where (‘message.type' |='RESPONSE' and 'message.type' !
='REQUEST")

.

6.3.3.9 DSL ¥ RE£1E1R

DSLANTRLTS AR —ibx BENIES, EFSUREEXNMAESH 2002
THERY, ERILETSIEH SRR AT, EH. Rk, RE. %
JIINKES=

=HERSXHFDSL ( Domain Specific Language ) {XR&E1EHR, DSLINT{ESS iz
OEZERRFINTAESID. INTESZFR. BATE. BETHEEE.

ARSI
o EQIEDSLINTES.
o BFERESHL, FEESIRERREURTERE.

DSL pnT{ESs =iy
ST BRZATRSEHE, EAMUSHERER “UER" .
S| TEGERIBIRTTS, Wi “DSUNERISIR > DSUNTEShETL” , BEERN

’IE <)

o TIENNTI{ESSID, FAXRBINEISHTEDIN FAR:

select distinct(task_id)

o TRINITESEMR, FAXEXAIERSIMEDU TER:

select distinct(task_name)

o  BINTHERXENEESMEDUNTERR:
SELECT CASE WHEN "input" < 1000 THEN concat( cast( "input" AS VARCHAR ), 'T') WHEN
"input" < 1000 * 1000 THEN concat( cast( round( "input"/ 1000, 1 ) AS VARCHAR ), 'F13') WHEN
"input" < 1000000000 THEN concat( cast( round( "input"/ 1000000.0, 1 ) AS VARCHAR ), 'BH1T")
WHEN "input"/ 1000.0 < 1000000000 THEN concat( cast( round( "input"/ 1000 / 1000000.0, 1 ) AS
VARCHAR ), '+4247" ) ELSE concat( cast( round( "input"/ 1000.0 / 1000 / 1000 / 1000, 1) AS
VARCHAR ), '"/51247') END AS "total" from (select sum("process.accept”) as "input")

o BHTHERXBNEISIMETUN AR
SELECT CASE  WHEN "delivered" < 1000 THEN concat( cast( "delivered" AS VARCHAR ), '1T")
WHEN "delivered" < 1000 * 1000 THEN concat( cast( round( "delivered"/ 1000, 1 ) AS VARCHAR ), 'F
17" ) WHEN "delivered" < 1000000000 THEN concat( cast( round( "delivered"/ 1000000.0, 1 ) AS
VARCHAR ), ' B/A4%3' ) WHEN "delivered"/ 1000.0 < 1000000000 THEN
concat( cast( round( "delivered"/ 1000 / 1000000.0, 1 ) AS VARCHAR ), '+{Z24T' ) ELSE
concat( cast( round( "delivered"/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), '51Z2437') END AS
"total" from (select sum("process.delivered") as "delivered")

o IETHERMXENEGSIMERWTR:
SELECT CASE  WHEN "drop" < 1000 THEN concat( cast( "drop" AS VARCHAR ), '1F' ) WHEN "drop"
< 1000 * 1000 THEN concat( cast( round( "drop"/ 1000, 1 ) AS VARCHAR ), 'F43' ) WHEN "drop" <
1000000000 THEN concat( cast( round( "drop"/ 1000000.0, 1 ) AS VARCHAR ), 'BA1T ) WHEN
"drop"/ 1000.0 < 1000000000 THEN concat( cast( round( "drop"/ 1000 / 1000000.0, 1 ) AS
VARCHAR ), '+4247' ) ELSE concat( cast( round( "drop"/ 1000.0 / 1000 / 1000 / 1000, 1) AS
VARCHAR ), '"/51247') END AS "total" from (select sum("process.drop") as "drop")

o KMITHERMXBKNEESIMERW TAR:
SELECT CASE WHEN "failed" < 1000 THEN concat( cast( "failed" AS VARCHAR ), 'T7') WHEN
"failed" < 1000 * 1000 THEN concat( cast( round( "failed"/ 1000, 1 ) AS VARCHAR ), 'F17') WHEN
"failed" < 1000000000 THEN concat( cast( round( "failed"/ 1000000.0, 1 ) AS VARCHAR ), 'BA1T')
WHEN "failed"/ 1000.0 < 1000000000 THEN concat( cast( round( "failed"/ 1000 / 1000000.0, 1 ) AS
VARCHAR ), '+1247" ) ELSE concat( cast( round( "failed"/ 1000.0 / 1000 / 1000 / 1000, 1) AS
VARCHAR ), '"/51247') END AS "total" from (select sum("process.failed") as "failed")
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o  PITEREFRMXHKINEID BTN T EIR:
select TIME_FORMAT( MILLIS_TO_TIMESTAMP("start"), 'yyyy-MM-dd HH:mm:ss:SSS', '+08:00') as "%t
I FFHARTE)", TIME_FORMAT( MILLIS_TO_TIMESTAMP("end"), 'yyyy-MM-dd HH:mm:ss:SSS', +08:00')
as "Zit455eAdiE)", "process.accept” as "HINITEL", "process.delivered" as "HiH1TEL", "process.drop” as
"IIHEITEL", "process.failed" as "HLMATEL" limit 1000
-
6.3.3.10 ER {S(GREZER
A EREHEE ( Enterprise Router, ER ) aJLUEREREINFAB = ( Virtual Private Cloud,
VPC) S AL RIGZEFORITEAN, 2= EAHIE. Bnk. BIkeeiIE+
EEnn o VAR ARMXHMY ( Border Gateway Protocol, BGP ) , ZiFHEHZ
. ENRERRLAR SRR TI%, IRAAVRHMZAIRTY BIMEMIZHZER, MinfRIEWsS
EI’J EEE,
=HERSZIFEHEREQNS—IHUREEREE, TFBHEDT, #ﬁERE:uﬁEE
zifmmmxieﬁ ZN KRBT ERRERATHITOP208 %1t . TOP20RESIT. &
'L:‘/ \%Z%{E 15 O
BIiRSR(Y
L E?K ERmuEEllu, lir = ”:‘ iLEgEE%EERﬁ)\LTS
o HEBRELEMM, FHEEENEERREEHEREE.
ER EHEHL

R BERHTRSESS
TE2 EEMSH=AIRE “NFRE 7 .
S|3 ELEREEIRTTS, &F “ERGREER > ERRERTHL” , BEEEFRFS.

WiEsEBIIDE!, FrREXRIEIRS TS TER:

SELECT DISTINCT (instance_id)

ITIEERZIDE], FrkEXRIE IR METWN FE:

SELECT DISTINCT (resource_id)

mEALDERRAFEHSIIIERE, RBAL LS RESREHFTIIIE, XX
NEESMETIU FAR:

ITIERIPE], FrkBERsmEa FE-:

SELECT DISTINCT (srcaddr)

WiEERIIPE], FrREXRIEIESIMEDN FAR:

SELECT DISTINCT (dstaddr)

WIEMEREE], FrREXRIEIa DB N AR:

SELECT DISTINCT (protocol)

TOP20BH Gt BRI XBANEIIDIMEDI FR:

SELECT "srcaddr" as "jEHbit", "dstaddr" as "BRIHELE", sum("packets") as "&#{", "resource_id" as "i&
D", "instance_id" as "E{ﬁUID" group by "instance_id", "resource_id", "srcaddr", "dstaddr" order by
"B desc limit 20

TOPZOuu.E%VI'I%ﬁﬁ?&ﬁfﬁ’]ﬁﬂﬁ’fﬁ BT
SELECT "srcaddr" as "jEibiit", "dstaddr" as "BHIHEIL", sum("bytes") as "FT5{", "resource_id" as "i&

$ID", "instance_id" as "EWUID" group by "instance_id", "resource_id", "srcaddr", "dstaddr" order by
" desc limit 20

B SR ERAXKIEAD SO TFR:

select time_series(__time, 'PT1H', 'yyyy-MM-dd HH:mm:ss', '0', '+08:00') as "Ai&]", count(*) as "HExE
s group by "BiE]" order by "H?”Ei"
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o MATFRERMXEKNEESIMETN FR:

SELECT "instance_id" as "SEfID", "resource_id" as "i&E#ZID", "project_id" as "IREID", "srcaddr" as "j&
IP", "dstaddr" as "BHJIP", "srcport” as "jRum[", "dstport" as "BHRJi%M", "protocol” as "HMYEE",
"direct” as "iRE ", "packets" as "BE", "bytes" as "FTHE",

TIME_FORMAT( MILLIS_TO_TIMESTAMP("start"*1000), 'yyyy-MM-dd HH:mm:ss', '+08:00") as "F&HJ/&]
", TIME_FORMAT ( MILLIS_TO_TIMESTAMP("end"*1000) , 'yyyy-MM-dd HH:mm:ss', '+08:00'") as "¢&5RAT
ja"

et

6.3.3.11 METRIC (/=& 1EiR

ﬂéF‘T LTSIUE R BB SEELBISFINEI T £ H S ITHRE, REETH
B T EEESETSRIIKB R RFIRINAIREZS N HETEE G, REBEFESEENE

F, WHPSFENE RN ESMEIIEERH TS, FESITERMSEME

aomfYPrometheus3Lfl, 1R{EEEHEINEERK,

HIRRER

\

o EtIZATERISR, FHEFSRATENER (B) .
o HOTEESEMN, FRBEENRERREMCHETEE.,

BEEREMES im0
SH BREATRSEHE, EENSHREE &R .

SR ENUREBEIRTTS, 1T “METRICUREER > BEEEINMESSERL” , EF
EZRiFE.

o TIEMNID, FAXREXAIEIRDHTEDIN FAR:

select distinct(task_set)

o  BMINTHEFRXHKMNEGD BRI TEIR:
SELECT CASE  WHEN "input" < 1000 THEN concat( cast( "input" AS VARCHAR ), '{T') WHEN
"input" < 1000 * 1000 THEN concat( cast( round( "input"/ 1000, 1 ) AS VARCHAR ), 'F13') WHEN
"input" < 1000000000 THEN concat( cast( round( "input"/ 1000000.0, 1 ) AS VARCHAR ), ' BH1T")
WHEN "input"/ 1000.0 < 1000000000 THEN concat( cast( round( "input"/ 1000 / 1000000.0, 1) AS
VARCHAR ), '+12Z47" ) ELSE concat( cast( round( "input"/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS
VARCHAR ), '51Z43') END AS "total" from (select sum("input") as "input")

o HHTHERXEMNEISITMEDUN TR
SELECT CASE  WHEN "output" < 1000 THEN concat( cast( "output" AS VARCHAR ), '17') WHEN
"output” < 1000 * 1000 THEN concat( cast( round( "output"”/ 1000, 1 ) AS VARCHAR ), 'F17' ) WHEN
"output" < 1000000000 THEN concat( cast( round( "output"/ 1000000.0, 1 ) AS VARCHAR ), 'B/5
17') WHEN "output"/ 1000.0 < 1000000000 THEN concat( cast( round( "output"/ 1000 / 1000000.0,
1) AS VARCHAR ), '+1247F' ) ELSE concat( cast( round( "output"/ 1000.0 / 1000 / 1000 / 1000, 1) AS
VARCHAR ), '/51Z243') END AS "total" from (select sum("output") as "output")

o HEIRFMTHERMXENEOSMEDUN TEIR:
SELECT CASE  WHEN "filters" < 1000 THEN concat( cast( "filters" AS VARCHAR ), '{7') WHEN
"filters" < 1000 * 1000 THEN concat( cast( round( "filters"/ 1000, 1 ) AS VARCHAR ), 'F1T') WHEN
"filters" < 1000000000 THEN concat( cast( round( "filters"/ 1000000.0, 1 ) AS VARCHAR ), 'BA1T")
WHEN "filters"/ 1000.0 < 1000000000 THEN concat( cast( round( "filters"/ 1000 / 1000000.0, 1 ) AS
VARCHAR ), '+4247" ) ELSE concat( cast( round( "filters"/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS
VARCHAR ), '/A1247') END AS "total" from (select sum("filters") as "filters")

o  FNREZREFHTHERMXEKNEISMEDU FAR:
SELECT CASE WHEN "filter_drops" < 1000 THEN concat( cast( "filter_drops" AS VARCHAR ), '17')
WHEN "filter_drops" < 1000 * 1000 THEN concat( cast( round( "filter_drops"/ 1000, 1) AS
VARCHAR ), 'F1T') WHEN "filter_drops" < 1000000000 THEN concat( cast( round( "filter_drops"/
1000000.0, 1 ) AS VARCHAR ), '"BA1T ) WHEN "filter_drops"/ 1000.0 < 1000000000 THEN
concat( cast( round( "filter_drops"/ 1000 / 1000000.0, 1 ) AS VARCHAR ), '+{217") ELSE
concat( cast( round( "filter_drops"/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), '/51243') END
AS "total" from (select sum("filter_drops") as "filter_drops")
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SELECT CASE  WHEN "samples" < 1000 THEN concat( cast( "samples" AS VARCHAR ), 'T7') WHEN
"samples" < 1000 * 1000 THEN concat( cast( round( "samples"/ 1000, 1 ) AS VARCHAR ), 'F17")
WHEN "samples" < 1000000000 THEN concat( cast( round( "samples"/ 1000000.0, 1 ) AS

VARCHAR ), 'B/A13') WHEN "samples"/ 1000.0 < 1000000000 THEN

concat( cast( round( "samples"/ 1000 / 1000000.0, 1 ) AS VARCHAR ), '+{24F' ) ELSE

concat( cast( round( "samples"/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), '/51Z4T') END AS
"total" from (select sum("samples") as "samples")

o REERTHERMXBENEADIMEDN FER:
SELECT CASE  WHEN "sample_drops" < 1000 THEN concat( cast( "sample_drops" AS VARCHAR ),
'7') WHEN "sample_drops" < 1000 * 1000 THEN concat( cast( round( "sample_drops"/ 1000, 1) AS
VARCHAR ), 'F47' ) WHEN "sample_drops" < 1000000000 THEN
concat( cast( round( "sample_drops"/ 1000000.0, 1 ) AS VARCHAR ), 'B/A1T' ) WHEN
"sample_drops"/ 1000.0 < 1000000000 THEN concat( cast( round( "sample_drops"/ 1000 / 1000000.0,
1) AS VARCHAR ), '+121F' ) ELSE concat( cast( round( "sample_drops"/ 1000.0 / 1000 / 1000 / 1000,
1) AS VARCHAR ), 'A121F') END AS "total" from (select sum( "sample_drops" ) as "sample_drops")

o EIHEEREETHERXENEIDMEDU FEAR:
SELECT CASE  WHEN "out_of_bounds" < 1000 THEN concat( cast( "out_of bounds" AS VARCHAR ),
'¥T') WHEN "out_of _bounds" < 1000 * 1000 THEN concat( cast( round( "out_of_bounds"/ 1000, 1)
AS VARCHAR ), 'F43' ) WHEN "out_of_bounds" < 1000000000 THEN
concat( cast( round( "out_of _bounds"/ 1000000.0, 1 ) AS VARCHAR ), 'BA1T ) WHEN
"out_of_bounds"/ 1000.0 < 1000000000 THEN concat( cast( round( "out_of _bounds"/ 1000 /
1000000.0, 1 ) AS VARCHAR ), '+121F' ) ELSE concat( cast( round( "out_of_bounds"/ 1000.0 / 1000 /
1000 / 1000, 1 ) AS VARCHAR ), 'B124T') END AS "total" from (select sum("out_of bounds") as
"out_of_bounds")

o PITIEREFRMXENEID BTN TEIR:
select TIME_FORMAT( "__time", 'yyyy-MM-dd HH:mm:ss:SSS', '+08:00') as "#it+Ada", sum("input") as
"EINITEL" sum ("output”) as "HIHHTTEL" sum("filters") as " BT ISR EITE" sum("filter_drops") as
"RHEII ST sum("samples") as "SEAEITE" sum("sample_drops") as "RHEFEFITH
",sum("out_of_bounds") as "#&id HEAIESBE{TEL" group by _time order by _time desc limit 1000

-

6.3.3.12 NGINX {YE£iEiR

AERSSIFRENGINXAE, HRIT2HES . cAERSIFAEREQS—
IHTURENGINXHZE, FHFANGINXBEEEEICFNNERE . Nginx (engine x) &—
N HEERIHTTPAR @I BwebiRS32E, RRTHEIZH T IMAP/POP3/SMTPARSS -

NGINX{ R EIERZIFBEENGINXIRERE . BEENGINXHEFOFIEENGINXE
7By,

AEEESII, FIFEENIRERSEWETES.

EE NGINX FPRiists
S| BRRETRSEHIE, EEUSHIZPRE “NFER 7

FE2 FEUREBEIRTTS, BT “NGINXGEREENR > NGINXBREE" , BEEERIFS.
o QPSEIRFFXBANEIISTTETIN FAR:

SELECT TIME_FORMAT(TIME_CEIL(__time,'PT1S"),'yyyy-MM-dd HH:mm:ss','+08:00') AS _time_,
COUNT(*) as QPS from log group by _time_

o RINEERFXEKNEIS ST TAIR:
select _time,round(CASE WHEN "BEIH=R" > 0 THEN "BIHER" else 0 end,2) as "BINER" from (select
TIME_FORMAT(TIME_CEIL(__time,'PT5S"),'yyyy-MM-dd HH:mm:ss','+08:00') as __time, sum(case when
status < 400 then 1 else 0 end) * 100.0 / count(1) as 'A¥IIER' from log group by __time)

o FEREFRFXBAEISMEDIN FAR:
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select __time,round(CASE WHEN "iA5{aZER" > 0 THEN "iA[aZEIR" else 0 end,2) as "i5alFER

", round(CASE WHEN "UpstreamZEiR" > 0 THEN "Upstream#EIR" else 0 end,2) as "UpstreamZEiR"
from (select TIME_FORMAT(TIME_CEIL(__time,'PT5S'),'yyyy-MM-dd HH:mm:ss','+08:00') as time,
avg(request_time)* 1000 as '15ITFEIR', avg (upstream_response_time)* 1000 as 'Upstream$EiR' from
log group by __time)

o MEEXRFXBENETOSITMEDUN TR
select TIME_FORMAT(TIME CEIL(__time,'PT5S"),'yyyy-MM-dd HH:mm:ss','+08:00') as __time ,
sum("request_length") as "{&RRE", sum("body_bytes_sent") as "iR[E]bodyiii&" group by _ time

o RERBERFAXENERDIMEDU AR

select t.t as "time",

CASE WHEN a."2XX" IS NOT NULL THEN CAST(a."2XX" AS BIGINT) ELSE 0 END as "2XX",

CASE WHEN b."3XX" IS NOT NULL THEN CAST(b."3XX" AS BIGINT) ELSE 0 END as "3XX",

CASE WHEN c."4XX" IS NOT NULL THEN CAST(c."4XX" AS BIGINT) ELSE 0 END as "4XX",

CASE WHEN d."5XX" IS NOT NULL THEN CAST(d."5XX" AS BIGINT) ELSE 0 END as "5XX",

CASE WHEN e."Eft" IS NOT NULL THEN CAST(e."Elftt" AS BIGINT) ELSE 0 END as "Efts"

from (select TIME_CEIL(__time,'PT5S') as t from log group by t order by t asc ) t left join (select
TIME_CEIL(__time,'PT5S') as t, CAST(COUNT(1) as VARCHAR) as "2XX" from log WHERE "status" >=
200 and "status" < 300 group by t order by t asc ) a on t.t =a.t left join (select
TIME_CEIL(__time,'PT5S') as t, CAST(COUNT(1) as VARCHAR) as "3XX" from log WHERE "status" >=
300 and "status" < 400 group by t order by t asc) b on t.t =b.t left join (select
TIME_CEIL(__time,'PT5S') as t, CAST(COUNT(1) as VARCHAR) as "4XX" from log WHERE "status" >=
400 and "status" < 500 group by t order by t asc) c on t.t =c.t left join (select
TIME_CEIL(__time,'PT5S') as t, CAST(COUNT(1) as VARCHAR) as "5XX" from log WHERE "status" >=
500 and "status" < 600 group by t order by t asc) d on t.t =d.t left join (select
TIME_CEIL(__time,'PT5S') as t, CAST(COUNT(1) as VARCHAR) as "Efth" from log WHERE "status" <
200 or "status" >= 600 group by t order by t asc) e on t.t =e.t

o [BinlNNBERAXENESSMEDN FAR:

select t.t as "time",

CASE WHEN a."2XX" IS NOT NULL THEN CAST(a."2XX" AS BIGINT) ELSE 0 END as "2XX",

CASE WHEN b."3XX" IS NOT NULL THEN CAST(b."3XX" AS BIGINT) ELSE 0 END as "3XX",

CASE WHEN c."4XX" IS NOT NULL THEN CAST(c."4XX" AS BIGINT) ELSE 0 END as "4XX",

CASE WHEN d."5XX" IS NOT NULL THEN CAST(d."5XX" AS BIGINT) ELSE 0 END as "5XX",

CASE WHEN e."Efth" IS NOT NULL THEN CAST(e."Efth" AS BIGINT) ELSE 0 END as "Efth"

from (

select TIME_CEIL(__time,'PT5S') as t from log group by t order by t asc

)t

left join(

select TIME_CEIL(__time,'PT5S') as t , CAST(COUNT(1) as VARCHAR) as "2XX" from log WHERE
"upstream_status" >= 200 and "upstream_status" < 300 group by t order by t asc) a

ontt=at

left join (

select TIME_CEIL(__time,'PT5S') as t , CAST(COUNT(1) as VARCHAR) as "3XX" from log WHERE
"upstream_status" >= 300 and "upstream_status" < 400 group by t order by t asc) b

on t.t =b.t

left join (

select TIME_CEIL(__time,'PT5S') as t , CAST(COUNT(1) as VARCHAR) as "4XX" from log WHERE
"upstream_status" >= 400 and "upstream_status" < 500 group by t order by t asc) c

on t.t=ct

left join (

select TIME_CEIL(__time,'PT5S') as t , CAST(COUNT(1) as VARCHAR) as "5XX" from log WHERE
"upstream_status" >= 500 and "upstream_status" < 600 group by t order by t asc) d

on t.t =d.t

left join (

select TIME_CEIL(__time,'PT5S'") as t, CAST(COUNT(1) as VARCHAR) as "Efth" from log WHERE
"upstream_status" < 200 or "upstream_status" >= 600 group by t order by t asc) e

on t.t=et

-

BE NGINX e
ST BREATRSEHE, TAMUSHZRERE “WER 7 .
SE2 {EUERIBIRT, HIE NGINXUFRIER > NGINXBEHRL” , EEEFEE.
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PVXILLHE B BRI E IS mE D R Er7R:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "pv",
86400) as diff from (select count(1) as "pv" from log))

PVXILL L EEFR BN ER S MEDU TE7R:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "pv",
604800) as diff from (select count(1) as "pv" from log))

UVISIELREE BRI X BRI E IS DB FFR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "uv",
86400) as diff from (select APPROX_COUNT_DISTINCT(my_remote_addr) as "uv" from log))

UVISEL EBE R XEARIEIS S ITE I FR:
select diff[1] as "total", round((diff[1] - diff[2]) / diff[2] * 100, 2) as inc from(select compare( "uv",
604800) as diff from (select APPROX_COUNT_DISTINCT (my_remote_addr) as "uv" from log))

ILIEIEPVE A (P E) EIREREXRIEIR S TMED U TR

select ip_to_province(remote_addr) as province, count(1) as pv where IP_TO_COUNTRY (remote_addr)
='thE' group by province HAVING province not in (",'$RESHBIE","*")

TAIREPVS i (HR) BRI XEIIEESEDU T AR:
SELECT ip_to_country(remote_addr) as country,COUNT(1) as PV GROUP BY country HAVING country
not in (", '{RERHBHE' ™)

HEIEUVH T (FE) BRFXBENEID BTN TAR:

select ip_to_province(remote_addr) as province, APPROX_COUNT_DISTINCT (remote_addr) as UV
where IP_TO_COUNTRY (remote_addr) = 'H[E' group by province HAVING province not in (",'{RE31th
t_u:',‘*')

IBEIRUVST (HR) ERAXEIERS eSO TR

select ip_to_country(remote_addr) as country, APPROX_COUNT_DISTINCT (remote_addr) as uv group
by country HAVING country not in (",'{REihiL","*")

EGREES T (PE ) BXRAXBNE RIS EDW FExR:

SELECT province,round( CASE WHEN "SE8%EIR (ms)" > 0 THEN "SFH9FEIR (ms)" ELSE 0 END, 3 ) AS "
ISFEIR (ms)"FROM (SELECT ip_to_province(remote_addr) as province,avg(request_time) * 1000 AS "
9FER (ms)"WHERE IP_TO_COUNTRY (remote_addr) = '#1E'GROUP BY province HAVING province
not in ("",'{REGHELL',"*"))

ERES T (R ) BRFAXBNEESITEDU TFR:

SELECT country,round( CASE WHEN "SE3EJR (ms)" > 0 THEN "SES%EIR (ms)" ELSE 0 END, 2 ) AS "5
ISFEIR (ms)"FROM (SELECT ip_to_country(remote_addr) as country,avg(request_time) * 1000 AS "1
FEIR (ms)" GROUP BY country HAVING country not in (",'$REgH#BAL", ™))

4 HPV/UVERFXBENEISS MBI TR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as _time_,PV,UV FROM (select
TIME_CEIL(__time,'PT600S') AS _time_, count(1) as PV,
APPROX_COUNT_DISTINCT(my_remote_addr) as UV from log WHERE __time <=
CURRENT_TIMESTAMP and __time >= DATE_TRUNC( 'DAY',(CURRENT_TIMESTAMP + INTERVAL '8'
HOUR)) - INTERVAL '8' HOUR group by _time_ order by _time_) WHERE _time_ <=
CURRENT_TIMESTAMP LIMIT 100000 OFFSET 1

7HPV/UVEIRMXBENE IS ITEDWN FFR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as _time_,PV,UV FROM (select
TIME_CEIL(__time,'PT600S') AS _time_, count(1) as PV, APPROX_COUNT_DISTINCT(remote_addr) as
UV from log WHERE __time <= CURRENT_TIMESTAMP and __time >= DATE_TRUNC( 'DAY’,
(CURRENT_TIMESTAMP + INTERVAL '8' HOUR)) - INTERVAL '8' HOUR - INTERVAL '7' DAY group by
_time_ order by _time_) WHERE _time_ <= CURRENT_TIMESTAMP LIMIT 100000 OFFSET 1

XIEI5IETOP10(&15) BRI KRB EE DB FAR:

select ip_to_province(remote_addr) as "province", count(1) as "i5iElREL" group by "province"
HAVING "province" <> '-1' order by "iAialyx#{" asc limit 10

X358 TOP10 (iHh) Bl P KX EE D mE S Rk :

select ip_to_city(remote_addr) as "city", count(1) as "iGIEREL" group by "city" HAVING "city" <> '-1'
order by "iE[EIRE" asc limit 10

HostiAIB TOP10EIR T XEAIE RS BT IN FEIR:

select host as "Host", count(1) as "PV" group by "Host" order by "PV" asc limit 10

UserAgentifjilITOP10EIRFTXEXRIE IO D ATIE DU FER:

select http_user_agent as "UserAgent", count(1) as "PV" group by "UserAgent" order by "PV" asc limit
10
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IR L (LiR) EIRFI KB E RSB DU RER:
select case when regexp_like(lower(http_user_agent), 'iphone|ipod|android|ios') then '#ziF' else 'PC

iy

im' end as type , count(1) as total group by type

IREF G (RS) BRI XEIERDITEDU FER:

select case when regexp_Llike(lower(http_user_agent), 'iphonejipod|ios') then 'lOS' when
regexp_like(lower(http_user_agent), 'android') then 'Android' else 'other' end as type , count(1) as
total group by type HAVING type !='other'

TOP URLEIZFRTXENEIDMEDU TEA7R:

select request_uri, count(1) as PV, APPROX_COUNT_DISTINCT (remote_addr) as UV, round(sum( case
when status < 400 then 1 else 0 end ) * 100.0 / count(1), 2) as "iAIAIELINZR" group by request_uri
ORDER by PV desc

TOP 15[ PEIRFT KB E IS tME DU A~

select remote_addr as "SEiEIP",ip_to_country(remote_addr) as "EZ",ip_to_province(remote_addr) as
"E{p",ip_to_city(remote_addr) as "igm",ip_to_provider(remote_addr) as "JEaEr",count(1) as
"PV",http_user_agent as "UserAgent3&4£", request_uri as "URLZEHE" group by
remote_addr,http_user_agent,request_uri ORDER by "PV" desc

R

EHE NGINX &izduly
$H BREATHSEHG, EENSHEFER URE 7
S ENEREBIRTTS, EE NGINX(REER > NGINXSEHL , BEEXIFE.

ThIREPVEIRFI X EI S IMEDW FFR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as _time_,PV FROM ( SELECT
TIME_CEIL ( __time, 'PT300S' ) AS_time_, count( 1) AS PV FROM log GROUP BY _time_) WHERE
_time_ <= CURRENT_TIMESTAMP LIMIT 100 OFFSET 1

SRR E R XEXAIE RS SO TR

select ROUND (sum(case when status < 400 then 1 else 0 end) * 100.0 / count(1),2) as cnt

SRR E R P X B8 DB R :

select round(avg(request_time) * 1000, 3) as cnt

AXXIE R E R R BXAIE G DB FA7R:

SELECT COUNT(1) as cnt WHERE "status" >= 400 and "status" < 500

A04EREEFRPT XN E I MBI RAR:

SELECT COUNT(1) as cnt WHERE "status" = 404

2915 REE RPN E I OB FAR:

SELECT COUNT(1) as cnt WHERE "status" = 429

5045 RHE R XENEI OB FAIR:

SELECT COUNT(1) as cnt WHERE "status" = 504

SXXIEREE R XA BRI IMED U TAR:
select TIME_FORMAT(TIME_CEIL(__time,'PT300S"),'yyyy-MM-dd HH:mm:ss','+08:00') AS _time_,
count(1) as cnt where "status" >= 500 group by _time_

KSR EIRFREXRIEIA D TS TR

SELECT status, COUNT(1) AS rm GROUP BY status

HIEIEUVEIRFTKEIEIISTMEDWN T AR:

SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as _time_,UV FROM (select
TIME_CEIL(__time,'PT600S') AS _time_, APPROX_COUNT_DISTINCT (remote_addr) as UV from log
group by _time_) WHERE _time_ <= CURRENT_TIMESTAMP LIMIT 100000 OFFSET 1

mEERFXENEISIMEDU FR:

select TIME_FORMAT (_time_,'yyyy-MM-dd HH:mm:ss','+08:00') AS _time_,round( CASE WHEN " \if&
8" >0 THEN "AJR&E" ELSE 0 END, 2 ) AS "A\i&",round( CASE WHEN "HiRE" > 0 THEN "HiRE"
ELSE 0 END, 2 ) AS "Hi&=" FROM (SELECT TIME_CEIL(__time,'PT600S') AS
_time_,sum(request_length) / 1024.0 AS "NiiR&E",sum(bytes_sent) / 1024.0 AS "Hi7RE" group by
_time_) WHERE _time_ <= CURRENT_TIMESTAMP LIMIT 100000 OFFSET 1
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o IFOKMEE R XK EIIDIMEDUN TEIR:
SELECT TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as _time_,round( CASE WHEN "4
KER" > 0 THEN "4LER" ELSE 0 END, 2 ) AS "2kER" round( CASE WHEN "5XXEE4" > 0 THEN "5XX
LEB" ELSE 0 END, 2 ) AS "5XXEEfI" from (select TIME_CEIL(_ time,'PT600S') AS _time_,sum(case
when status >= 400 then 1 else 0 end) * 100.0 / count(1) as "s£MZ" , sum(case when status >=500
THEN 1 ELSE 0 END)*100.0/COUNT(1) as '5XXEtf5' group by _time_) WHERE _time_ <=
CURRENT_TIMESTAMP LIMIT 100000 OFFSET 1

o JEREFRFIXBEMNEIASIMEDU NAR:
select TIME_FORMAT( _time_, 'yyyy-MM-dd HH:mm:ss', '+08:00' ) as _time_,round( CASE WHEN "3
15" > 0 THEN "321§" ELSE 0 END, 2 ) AS "¥£159" round( CASE WHEN "P50" > 0 THEN "P50" ELSE 0
END, 2 ) AS "P50",round( CASE WHEN "P90" > 0 THEN "P90" ELSE 0 END, 2 ) AS "P90",round( CASE
WHEN "P99" > 0 THEN "P99" ELSE 0 END, 2 ) AS "P99",round( CASE WHEN "P9999" > 0 THEN
"P9999" ELSE 0 END, 2 ) AS "P9999" from (select TIME_CEIL(__time,'PT600S') as
_time_,avg(request_time) * 1000 as "314", APPROX_QUANTILE_DS("request_time", 0.50)*1000 as
"P50", APPROX_QUANTILE_DS("request_time", 0.90)*1000 as
"P90" ,APPROX_QUANTILE_DS("request_time", 0.99)*1000 as
'P99',APPROX_QUANTILE_DS("request_time", 0.9999)*1000 as 'P9999' group by _time_) WHERE
_time_ <= CURRENT_TIMESTAMP LIMIT 100000 OFFSET 1

o  HostiERTOPEIERFTXEAIIE AN TMED U NAR:
SELECT "host", pv, uv, round( CASE WHEN "i5[alpZIH=R(%)" > 0 THEN "53] I=& (%)" ELSE 0 END,
2 ) AS "FaIREIHER (%) ", round( CASE WHEN "SEHZER (ms)" > 0 THEN "SE5FER (ms)" ELSE 0 END,
3) AS "SEIJFER (ms)", round( CASE WHEN "Ni&E(KB)" > 0 THEN "NR&E(KB)" ELSE 0 END, 3 ') AS
"NRE(KB)", round( CASE WHEN "HiiR&E(KB)" > 0 THEN "Hii&E(KB)" ELSE 0 END, 3 ) AS "Hii&E
(KB)" FROM ( SELECT "host", count( 1) AS pv, APPROX_COUNT_DISTINCT ( remote_addr ) AS uy,
sum( CASE WHEN "status" < 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "if[algkIHZR(%)",
avg( request_time ) * 1000 AS "SEIFEIR (ms)", sum( request_length ) / 1024.0 AS "AifRE(KB)",
sum( bytes_sent ) / 1024.0 AS "H;7R&E(KB)" WHERE "host" !=" GROUP BY "host" ) ORDER BY pv
DESC

e  HostiEIRTOPEIRFXEMNEIIDIMEDU THR:
SELECT "host", pv, round( CASE WHEN "iAI8]EEIHER(%)" > 0 THEN "iAIBEIH=R (%)" ELSE 0 END, 2)
AS "I51alpEINEE (%) ", round ( CASE WHEN "SEJFEIR (ms)" > 0 THEN "SEH93EIR (ms)" ELSE 0 END, 3 )
AS "SHFEIR (ms)", round( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90ZEIR (ms)" ELSE 0 END, 3 ) AS
"P9OZEIR (ms)", round( CASE WHEN "P99ZER (ms)" > 0 THEN "P99%EIR (ms)" ELSE 0 END, 3 ) AS "P99
FEIR (ms)" FROM ( SELECT "host", count( 1) AS pv, sum( CASE WHEN "status" < 400 THEN 1 ELSE 0
END ) * 100.0 / count( 1) AS "i5iaINZR(%)", avg( request_time ) * 1000 AS "SFIIFEIR
(ms)",APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZEIR (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99ZE;R (ms)" WHERE "host" !=" GROUP BY
"host" ) ORDER BY "SEJZEIR (ms)" desc

o  HostEMERTOPEIRFTXEAIEADIMEDIN TAR:
SELECT "host", pv,round( CASE WHEN "i5/a]58 1628 (%)" > 0 THEN "ij5[a)5 = (%) " ELSE 0 END, 2)
AS "IFa)5MER (%) ", round ( CASE WHEN "SZJFEIR (ms)" > 0 THEN "SEH5%EIR (ms)" ELSE 0 END, 3 )
AS "SEHFER (ms)", round( CASE WHEN "P90ZE;R (ms)" > 0 THEN "P90ZE;R (ms)" ELSE 0 END, 3 ) AS
"POOFEIR (ms)", round( CASE WHEN "P99ZEIR (ms)" > 0 THEN "P99ZEIR (ms)" ELSE 0 END, 3 ) AS "P99
FEIR(ms)" FROM ( SELECT "host", count( 1) AS pv, sum( CASE WHEN "status" >= 400 THEN 1 ELSE
0 END ) *100.0 / count( 1) AS "IAIBIMEE(%)", avg( request_time ) * 1000 AS "SEHFEIR (ms)",
APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZER (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P993EIR (ms)" WHERE "host" =" GROUP BY
"host" ) ORDER BY "iAia]5M=& (%) " desc

e URLIERTOPEIFRXENEIDMEDU FEIR:
SELECT request_uri, pv,uv, round( CASE WHEN "if18]¢IH%:(%)" > 0 THEN "i3/apEIhER (%) " ELSE O
END, 2 ) AS "iAiaBINER (%)", round( CASE WHEN "SEJFEIR (ms)" > 0 THEN "SEI9%EIR (ms)" ELSE O
END, 3 ) AS "S5FEIR (ms)", round( CASE WHEN " NiZR&(KB)" > 0 THEN " Ni7t&(KB)" ELSE 0 END,
3) AS "AiR&E(KB)", round( CASE WHEN "HifR& (KB)" > 0 THEN "Hi7& (KB)" ELSE 0 END, 3 ) AS "t
= (KB)" FROM ( SELECT request_uri, count( 1) AS pv, APPROX_COUNT_DISTINCT ( remote_addr )
AS uv, sum( CASE WHEN "status" < 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "if|apInZR
(%)", avg( request_time ) * 1000 AS "SEIJFEIR (ms)", sum( request_length ) / 1024.0 AS "AiR&E (KB)",
sum( bytes_sent ) / 1024.0 AS "Hi7&E(KB)" WHERE "host" !=" GROUP BY request_uri ) ORDER BY
pv desc

e URLFERTOPEIFRXENE IS MED U FEA7R:
SELECT request_uri, pv,round( CASE WHEN "iAa)pEIHER (%)" > 0 THEN "iA[a)s{ %8 (%)" ELSE 0 END,
2) AS "i5IalpINER (%) ", round( CASE WHEN "SH83ER (ms)" > 0 THEN "SEA5FER (ms)" ELSE 0 END,
3) AS "SEIJFER (ms)",round( CASE WHEN "P90ZEiR (ms)" > 0 THEN "P90ZEiR (ms)" ELSE 0 END, 3)
AS "P90ZFE;R (ms)",round( CASE WHEN "P99ZEiR (ms)" > 0 THEN "P99%EiR (ms)" ELSE 0 END, 3 ) AS
"P99ZER (ms)" FROM (SELECT request_uri, count( 1) AS pv, sum( CASE WHEN "status" < 400 THEN
1 ELSE 0 END ) * 100.0 / count( 1) AS "IAa]RZINZEE(%)", avg( request_time ) * 1000 AS "JIFEIR
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(ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZE;R (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99%EiR (ms)" WHERE "host" !=" GROUP BY
request_uri ) ORDER BY "SZIJFEIR (ms)" desc

o  URLEKMETOPEIRFXENE AN METU FHIR:
SELECT request_uri, pv, round( CASE WHEN "if5a]5LER (%) " > 0 THEN "iA[a)5LE. (%) " ELSE 0 END,
2) AS "iBIa5EER (%) ", round ( CASE WHEN "SFHSZEIR (ms)" > 0 THEN "SFS%ER (ms)" ELSE 0 END,
3) AS "SEIJFER (ms)",round ( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90ZEIR (ms)" ELSE 0 END, 3)
AS "P90ZEIR (ms)", round( CASE WHEN "P99ZEIR (ms)" > 0 THEN "P99ZEIR (ms)" ELSE 0 END, 3') AS
"PO9ZEIR (ms)" FROM( SELECT request_uri, count( 1) AS pv, sum( CASE WHEN "status" >= 400 THEN
1 ELSE 0 END ) * 100.0 / count( 1) AS "i5ia)5kK=R(%)", avg( request_time ) * 1000 AS "SEIHFEIR
(ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZER (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99%EiR (ms)" WHERE "host" != " GROUP BY
request_uri JORDER BY "iAI5}4MZE (%)" desc

o [RimBERTOPEIRFXEMNEADITEDUN TA:
SELECT addr, pv, uy, round( CASE WHEN "i55[a] == (%) " > 0 THEN "if3ialp 0% (%)" ELSE 0 END, 2 )
AS "IF1alREINEE (%) ", round ( CASE WHEN "SZJZEIR (ms)" > 0 THEN "SEH93ER (ms)" ELSE 0 END, 3 )
AS "EIGFEIR (ms)", round( CASE WHEN " A& (KB)" > 0 THEN " A& (KB)" ELSE 0 END, 3) AS "\
mE(KB)", round( CASE WHEN "Him& (KB)" > 0 THEN "Hi#& (KB)" ELSE 0 END, 3 ) AS "HiRE
(KB)" FROM ( SELECT upstream_addr as addr, count( 1) AS pv, APPROX_COUNT_DISTINCT
( remote_addr ) AS uv, sum( CASE WHEN "status" < 400 THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS
"IBIEIRRINER (%) ", avg( request_time ) * 1000 AS "SEIJFEIR (ms)", sum( request_length ) / 1024.0 AS
"NRE(KB)", sum( bytes_sent ) / 1024.0 AS "Hift= (KB)" WHERE "host" !=" GROUP BY addr
having length(upstream_addr) > 2) ORDER BY "pv" desc

o |[RIRFEIRTOPEIRFTXEIIEADIMEDWN TAR:
SELECT addr,pv,round( CASE WHEN "i5[a]EIN=R (%) " > 0 THEN "ialpEIhER (%) " ELSE 0 END, 2 ) AS
"IHE R INER (%) ", round( CASE WHEN "SE5ZEIR (ms)" > 0 THEN "SPH9%ER (ms)" ELSE 0 END, 3) AS
"SEIEEIR (ms) ", round ( CASE WHEN "P90ZEIR (ms)" > 0 THEN "P90%EIR (ms)" ELSE 0 END, 3 ) AS "P90
FEIR (ms)",round( CASE WHEN "P99ZEiR (ms)" > 0 THEN "P99%EjR (ms)" ELSE 0 END, 3 ) AS "P99%EjR
(ms)" FROM (SELECT upstream_addr as addr,count( 1) AS pv,sum( CASE WHEN "status" < 400 THEN
1 ELSE 0 END ) * 100.0 / count( 1) AS "iAialpEIIZR (%)",avg( request_time ) * 1000 AS "SEHJFEIR
(ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZER
(ms)", APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99ZE;R (ms)" WHERE "host" !="
GROUP BY addr having length(upstream_addr) > 2) ORDER BY "ZJ%EIR (ms)" desc

o [SURAMETOPEIRMXENEIISMEDU FR:
SELECT addr, pv, round( CASE WHEN "i5/8]5LZ (%)" > 0 THEN "1j5[8)5cMZ: (%) " ELSE 0 END, 2 ) AS
"IHIEISEER (%) ", round( CASE WHEN "SES3ER (ms)" > 0 THEN "SE5FER (ms)" ELSE 0 END, 3) AS
"SEISFEIR (ms) ", round( CASE WHEN "P90ZE;R (ms)" > 0 THEN "P90%EIR (ms)" ELSE 0 END, 3 ) AS "P90
FEIR (ms)", round( CASE WHEN "P99ZEiR (ms)" > 0 THEN "P99FEIR (ms)" ELSE 0 END, 3 ) AS "P99ZEiR
(ms)" FROM ( SELECT upstream_addr as addr, count( 1) AS pv, sum( CASE WHEN "status" >= 400
THEN 1 ELSE 0 END ) * 100.0 / count( 1) AS "iA[a15KZR(%)", avg( request_time ) * 1000 AS "EIJ3E
JE(ms)", APPROX_QUANTILE_DS(request_time, 0.9) * 1000 AS "P90ZEIR (ms)",
APPROX_QUANTILE_DS(request_time, 0.99) * 1000 AS "P99%EiR (ms)" WHERE "host" !=" GROUP BY
addr having length(upstream_addr) > 2)ORDER BY "5G4 (%) " desc

e

6.3.3.13 VPC {{FERE1EIR

EHIFAB = (Virtual Private Cloud, VPC) 2RI, FAZREMEIAE, AP
VB HEEVPCHRIIPHENLER . FM . Z2BAEFIRSS, LRGSR F R R A
MIPHEEWES RS, VPCHERPIERTEIMMAEZTIREREE, AJBEEEE
RS ENMEACLIEHIFIN . SIEMERE .. HITNEIE DTS,

=HERSZIFEHEREQNS—ILUREVPCHE, FAVPCHERESELINNGE
=, iZ{S{%%ﬁEEETVPCEI,L,\E’JActlon,L,\})’@fZ ACCEPTE=H#{. ACCEPTEH
. REJECT,U\$"TTF§SZ REJECTEEE. JEHbhEAYACtionKED 7 . :._,\Jj\"-EqJACtlon/)\
#. Actionpfh. RAFTICERIRES . ActionRHAYEIHEITE S . Top5=F
%lﬁg,ﬁ%m\ Top5SFHHAYBIRBLUE . Top5B8HBIBFRKO . :.TME’J@&:‘%EF@%&
FE R S
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o EXRE&EVPCHZE, FHEBESUEMIABEVPCEALTS,

o HEEESMEL, FEESNRETREAERTEE.
EE VPC I)"JE’LI\

B ERmATRSEHE, EENSHEREE “AEEE” .
£ & “‘BENA” R, BE “VPCAEERPD” , &R “HENGEERR” .
$R|3 ENERERIRT, &% “VPCUREERR > VPCRAR , BEEERFE.

Action 2 REE R XEANEISIMEDU FR:
select CASE WHEN total_actions < 1000 THEN concat(cast( total_actions AS VARCHAR), X') WHEN
total_actions < 1000 * 1000 THEN concat(cast(round(total_actions / 1000.0, 2) AS VARCHAR),'F&x")
WHEN total_actions < 1000000000 THEN concat(cast(round(total_actions / 1000000.0, 2) AS
VARCHAR),"BA’X') WHEN total_actions / 1000.0 < 1000000000 THEN
concat(cast(round(total_actions / 1000 / 1000000.0, 1) AS VARCHAR),'+1ZX') ELSE
concat(cast(round(total_actions / 1000.0 / 1000 / 1000 / 1000, 1) AS VARCHAR),'/51Z)X') END AS
"total_actions" from (select count(1) as total_actions where log_status="OK' and version=1)

ACCEPT R FHHEFRFTXEBNIEIDIMEDN T AR:

select CASE WHEN accept_bytes < 1024 THEN concat(cast( accept_bytes AS VARCHAR), 'B') WHEN
accept_bytes < 1024 * 1024 THEN concat(cast(round(accept_bytes / 1024, 2) AS VARCHAR),'KB')
WHEN accept_bytes < 1000000000 THEN concat(cast(round(accept_bytes /1024.0 /1024, 2) AS
VARCHAR),'MB') WHEN accept_bytes / 1000.0 < 1000000000 THEN concat(cast(round(accept_bytes /
1024 / 1000000.0, 2) AS VARCHAR),'GB') ELSE concat(cast(round(accept_bytes / 1000.0 / 1000 /
1000 / 1000, 1) AS VARCHAR),'TB') END AS "accept_bytes" from (select sum(bytes) as accept_bytes
where log_status='OK' and version=1 and action='"ACCEPT")

ACCEPTE BHERMXBENE IS MEDN TR:

select CASE WHEN accept_packets < 1024 THEN concat(cast( accept_packets AS VARCHAR), 'B')
WHEN accept_packets < 1024 * 1024 THEN concat(cast(round(accept_packets / 1024, 2) AS
VARCHAR),'KB') WHEN accept_packets < 1000000000 THEN concat(cast(round(accept_packets /
1024.0 /1024, 2) AS VARCHAR),'MB') WHEN accept_packets / 1000.0 < 1000000000 THEN
concat(cast(round(accept_packets / 1024 / 1000000.0, 2) AS VARCHAR),'GB') ELSE
concat(cast(round(accept_packets / 1000.0 / 1000 / 1000 / 1000, 1) AS VARCHAR),'TB') END AS
"accept_packets" from (select sum(packets) as accept_packets where log_status="OK' and version=1
and action="ACCEPT")

REJECT B FBHERAXEKNE I MEDN TAR:

select CASE WHEN reject_bytes < 1024 THEN concat(cast( reject_bytes AS VARCHAR), 'B') WHEN
reject_bytes < 1024 * 1024 THEN concat(cast(round(reject_bytes / 1024, 2) AS VARCHAR),'KB') WHEN
reject_bytes < 1000000000 THEN concat(cast(round(reject_bytes /1024.0 /1024, 2) AS
VARCHAR),'MB') WHEN reject_bytes / 1000.0 < 1000000000 THEN concat(cast(round(reject_bytes /
1024 / 1000000.0, 2) AS VARCHAR),'GB') ELSE concat(cast(round(reject_bytes / 1000.0 / 1000 / 1000 /
1000, 1) AS VARCHAR),'TB') END AS "reject_bytes" from (select sum(bytes) as reject_bytes where
log_status='OK' and version=1 and action='"REJECT")

REJECT BB HERFTXEIE AN MEDN T ER:

select CASE WHEN reject_packets < 1024 THEN concat(cast( reject_packets AS VARCHAR), 'B') WHEN
reject_packets < 1024 * 1024 THEN concat(cast(round(reject_packets / 1024, 2) AS VARCHAR),'KB")
WHEN reject_packets < 1000000000 THEN concat(cast(round(reject_packets /1024.0 /1024, 2) AS
VARCHAR),'MB') WHEN reject_packets / 1000.0 < 1000000000 THEN
concat(cast(round(reject_packets / 1024 / 1000000.0, 2) AS VARCHAR),'GB') ELSE
concat(cast(round(reject_packets / 1000.0 / 1000 / 1000 / 1000, 1) AS VARCHAR),'TB') END AS
"reject_packets" from (select sum(packets) as reject_packets where log_status='OK' and version=1 and
action='REJECT")

RN YA ction) RES T EIRFT KB E I D ME DI FF7R:
select IP_TO_PROVINCE(srcaddr) as province, count(1) as total_actions where IP_TO_COUNTRY
(srcaddr) = 'Hh[E" group by province HAVING province not in (",'{R&5ibit,*")

FothAction REERIXBENE TS BTN TFR:

select TIME_FORMAT (date_trunc('minute', MILLIS_TO_TIMESTAMP("start" * 1000)),'MM-dd HH:mm")
as "t", "action", count(1) as "total_actions" where log_status='OK' and version=1 group by "t",
"action" order by t asc limit 1000

SRR 01 (2025-02-21) WIS © AT BRABRAT 304



= HSRS
5 =12

6 BEAHE

Action S EIRFTKEXRIEIAS TS TR :

select action, count(1) as total_actions where log_status="OK' and version=1 group by action

RETICRRED B ERFAXBENEDS BTN T R:

select log_status, count(1) as total_actions where version=1 group by log_status

Action) REHIRMINEE R 5 E R XENERS BTN FR:

select ip_to_provider(srcaddr) as src_addr_provider, count(1) as total_actions where log_status='OK'
and version=1 group by src_addr_provider order by total_actions desc limit 5

TopS5FHHRTRM I E R XENE I HMEDN T FR:
select ip_to_provider(srcaddr) as src_addr_provider, count(1) as total_actions where log_status='OK'
and version=1 group by src_addr_provider order by total_actions desc limit 5

Top5FH#RY Bttt El R XEXRIE IO S TS T AR

select dstaddr, sum(bytes) as total_bytes where log_status='OK' and version=1 group by dstaddr order
by total_bytes desc limit 5

Top5EHR BinimOE R XEXRIEIG S TE DU FAR:

select dstport, sum(packets) as total_packets where log_status="OK' and version=1 group by dstport
order by total_packets desc limit 5

BMYNE S HEHERFAXKNEESIMEDN TR

select TIME_FORMAT (date_trunc('minute’', MILLIS_TO_TIMESTAMP("start" * 1000)),'MM-dd HH:mm")
as t, protocol, sum(packets) as total_packets where log_status='OK' and version=1 group by t,
protocol order by t asc limit 1000

SR E R BB D ME T N AR:
select interface_id as "ID", sum(packets) as 'HIESSEE', sum(bytes) as 'EiE& S A/ where
log_status='OK' and version:1 group by "ID"

R

6.3.3.14 WAF {{EEEHR

S

(a5

WebR RS XIS (Web Application Firewall, WAF ) , @iSXtHTTP(S)iEKiHTHE
W, IRBIFFREETSQLIEN . BBubHIATIE WF*%H’;\ S /MIEIEN. XEE

B, BURsUIAE.. FEANBERERE. CCd. EEChiA. Bibiakihnss
K, RPWeblRE&LEE.

FHAHERSHIRET, MRAOWAMYERRZEIRSZIFEFEWAFREHAEFROINIES
WAFFaIEERT

EXREWAFEZE, ¥ I%l%%%We bR ARG KIEWAFEZALTS
HEEESEMW, FEE2NRBRIREEEEREE.

BE& WAF Z2H&H0

£

ERATRSENEG, EENSHEREE “NFRE 7

R FEUREBEIRT TS, 18T “WAFGERERER > WAFREREHL” , BEEEXRFS.

BB RS E R BN E I D B DU FER:
SELECT diff [ 1 ] AS "VALUE", COALESCE ( diff [ 1 ]-diff [2], 0 ) AS "BEFORE" FROM
(
SELECT
compare ( "DATA", 86400 ) AS diff
FROM
( SELECT count( DISTINCT "host" ) AS "DATA" FROM log
WHERE action !="
)

WERFERE R XK EEDMEDU TAR:
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SELECT
diff [1]AS
"VALUE"

COALESCE (diff [1]-diff [2], 0) AS "BEFORE"
FROM

(

SELECT

compare ( "DATA", 86400 ) AS diff

FROM

( SELECT count( DISTINCT ip_to_country ( CASE WHEN sip ='-' THEN remote_ip ELSE sip END) )
AS "DATA" FROM log

WHERE action ="

)

)

o WebKH=&ERMXBKIEESIMEDIU TR
SELECT
CASE

WHEN

diff [ 1] < 1000 THEN

concat( cast( diff [ 1] AS VARCHAR ), ' JX')

WHEN diff [ 1] <1000 * 1000 THEN

concat( cast( round( diff [ 1]/ 1000, 1 ) AS VARCHAR ), ' F&X")

WHEN diff [ 1] < 1000000000 THEN

concat( cast( round( diff [ 1 ]/ 1000000.0, 1 ) AS VARCHAR ), ' BAX')

WHEN diff [ 1]/ 1000.0 < 1000000000 THEN

concat( cast( round( diff [ 1 ]/ 1000.0 / 1000000, 1 ) AS VARCHAR ), ' +{Z)X') ELSE
concat( cast( round( diff [ 1 ]/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), ' F1Z)R")

END AS

"value"

CASE WHEN diff [ 2 ]= 0 THEN 0 ELSE round( diff [3]- 1, 2 ) END AS ratio

FROM

( SELECT compare ( "data", 86400 ) AS diff FROM ( SELECT count( 1) AS "data" FROM log
WHERE action="))

o CCHEREEEFRFXBEINEESIMEDU R
SELECT
CASE

WHEN

diff [ 1] < 1000 THEN

concat( cast( diff [ 1 ] AS VARCHAR ), ' ix")

WHEN diff [ 1] < 1000 * 1000 THEN

concat( cast( round( diff [ 1]/ 1000, 1 ) AS VARCHAR ), ' FX')

WHEN diff [ 1] < 1000000000 THEN

concat( cast( round( diff [ 1 ]/ 1000000.0, 1 ) AS VARCHAR ), ' BAX')

WHEN diff [ 1]/ 1000.0 < 1000000000 THEN

concat( cast( round( diff [ 1 ]/ 1000.0 / 1000000, 1 ) AS VARCHAR ), ' +{Z)X') ELSE
concat( cast( round( diff [ 1 ]/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), ' B{Z)x")

END AS

"value"

CASE WHEN diff [ 2 ]= 0 THEN 0 ELSE round( diff [ 31- 1, 2 ) END AS ratio

FROM

( SELECT compare ( "data", 86400 ) AS diff FROM ( SELECT count( 1) AS "data" FROM log
WHERE attack != 'default') )

o KRB UVERMXBEMNEID MBS TEIR:
SELECT
CASE
WHEN
diff [1 ] < 1000 THEN
concat( cast( cast ( diff [ 1] AS INTEGER ) AS VARCHAR ), ' 1)
WHEN diff [ 1] <1000 * 1000 THEN
concat( cast( round( diff [ 1]/ 1000, 1 ) AS VARCHAR ), ' 1)
WHEN diff [ 1] < 1000000000 THEN
concat( cast( round( diff [ 1 ]/ 1000000.0, 1 ) AS VARCHAR ), ' BAY')
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WHEN diff [ 1]/ 1000.0 < 1000000000 THEN

concat( cast( round( diff [ 1 ]/ 1000.0 / 1000000, 1 ) AS VARCHAR ), ' +4Z') ELSE
concat( cast( round( diff [ 1]/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), ' B1Z")

END AS "value",

CASE WHEN diff [ 2 ]= 0 THEN 0 ELSE round( diff [ 3]- 1, 2 ) END AS ratio

FROM

(

SELECT

compare ( "data", 86400 ) AS diff

FROM

( SELECT count( DISTINCT CASE WHEN sip = '-' THEN remote_ip ELSE sip END ) AS "data"
FROM log

)

o KHEBERXEMNEIDMEDUNTERIR:
SELECT
CASE
WHEN
diff [1] < 1000 THEN
concat( cast( diff [ 1 ] AS VARCHAR ), ' ix")
WHEN diff [ 1] <1000 * 1000 THEN
concat( cast( round( diff [ 1]/ 1000, 1 ) AS VARCHAR ), ' F&')
WHEN diff [ 1] < 1000000000 THEN
concat( cast( round( diff [ 1 ]/ 1000000.0, 1 ) AS VARCHAR ), ' BAX")
WHEN diff [ 1]/ 1000.0 < 1000000000 THEN
concat( cast( round( diff [ 1 ]/ 1000.0 / 1000000, 1 ) AS VARCHAR ), ' +{Z)x' ) ELSE
concat( cast( round( diff [ 1 ]/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), ' F{Zx")
END AS
"value",
CASE WHEN diff [ 2 ]= 0 THEN 0 ELSE round( diff [ 3]- 1,2 ) END AS "ratio"
FROM
(
SELECT
compare ( "data", 86400 ) AS diff
FROM
( SELECT count( 1) AS "data" FROM log WHERE action !=")
)

o CCYEHERFIXBAEI DTS FAR:
SELECT
ip_to_province (CASE WHEN sip ='-' THEN remote_ip ELSE sip END) AS province,
count( 1) AS "IZdIREL"
WHERE attack != 'default' and ip_to_country(CASE WHEN sip = '-' THEN remote_ip ELSE sip END)
= "HhE
GROUP BY
province

o KEEBDHERAXEKNE IS ITEDU TR
SELECT time_format( MILLIS_TO_TIMESTAMP( TIMESTAMP_TO_MILLIS(__time) -
MOD(TIMESTAMP_TO_MILLIS(__time), 3600)), '"HH:mm' ) AS dt, count( 1 ) AS cnt, CASE WHEN
action = 'block' THEN '$Z&f' WHEN action = 'log' THEN "{Xig%' WHEN action = 'captcha' THEN 'A#L
ISHE' END AS attack FROM log WHERE action !=" GROUP BY TIMESTAMP_TO_MILLIS(__time) -
MOD(TIMESTAMP_TO_MILLIS(__time), 3600), attack ORDER BY cnt DESC

o  WebWHERAXBKIEESIMEDUN TR
SELECT
ip_to_province (
CASE WHEN sip = '-' THEN remote_ip ELSE sip END) AS province,
count( 1) AS "IEIREL"
WHERE action = 'block' and ip_to_country(CASE WHEN sip = '-' THEN remote_ip ELSE sip END) =

‘EF'
GROUP BY
province
o CCER(HHA)ERFAXENEESITHETU TAR:
SELECT

ip_to_country (CASE WHEN sip = '-' THEN remote_ip ELSE sip END) AS country,
count( 1) AS "IZERE"

WHERE attack != 'default’

GROUP BY

country
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o  WebIih (tH5R) EIRFAXERIEADIME DU FEIA:
SELECT
ip_to_country (CASE WHEN sip ='-' THEN remote_ip ELSE sip END) AS country,
count( 1) AS "IZZREL"
WHERE action = 'block'
GROUP BY
country
R
BE WAF 5 HER

SR ERTATRSEHE, EEUSHERIRE “UFRE 7 .
FE2 FENUREBEIRT TS, BT “WAFGEREER > WARBRBEHL” , BEEEXRFS.

PVEIRMXEMNESSMETU TAR:

SELECT CASE WHEN diff [ 1] <1000 THEN concat( cast( diff [ 1] AS
VARCHAR ), ' &) WHEN diff [ 1] <1000 * 1000 THEN concat( cast( round( diff [ 1]/ 1000,
1)AS VARCHAR) Fx) WHEN diff [ 1] < 1000000000 THEN concat( cast( round( diff

[ 11/ 1000000.0, 1) AS VARCHAR ), ' B/RIX') WHEN diff [ 1 ]/ 1000.0 < 1000000000 THEN
concat( cast( round( diff [ 1]/ 1000 / 1000000 0, 1) AS VARCHAR ), ' +1ZR' ) ELSE

concat( cast( round( diff [ 1]/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), ' F1Z)X") END
AS "VALUE" , CASE WHEN diff [ 2 1= 0 THEN 0 ELSE round( diff [ 3]- 1,2 ) END AS
ratio FROM ( SELECT compare ( DATA, 86400 ) AS diff FROM ( SELECT
count( 1) AS DATA FROM log ) )

UVEIRFTREXRIE IS IMER N FR:

SELECT CASE WHEN diff [1] <1000 THEN concat( cast( diff [ 1] AS
VARCHAR ), ' i%") WHEN diff [ 1] <1000 * 1000 THEN concat( cast( round( diff [ 1]/ 1000,
1) AS VARCHAR) Fxr) WHEN diff [ 1 ] < 1000000000 THEN concat( cast( round( diff
[ 11/ 1000000.0, 1) AS VARCHAR), ' BAX") WHEN diff [ 1]/ 1000.0 < 1000000000 THEN
concat( cast( round( diff [ 11/ 1000 / 1000000 0, 1) AS VARCHAR ), ' +{Z)x' ) ELSE

concat( cast( round( diff [ 1 ]/ 1000.0 / 1000 / 1000 / 1000, 1 ) AS VARCHAR ), ' F{Z)x") END
AS "VALUE" , CASE WHEN diff [ 2 1= 0 THEN 0 ELSE round( diff [3]- 1,
2) END AS ratio FROM ( SELECT compare ( DATA, 86400 ) AS diff

FROM ( SELECT count( DISTINCT CASE WHEN sip = '-' THEN remote_ip ELSE sip END ) AS
"DATA" FROM log ) )

IlIb)\l)IbE.%Eﬁﬁ?éE*E’JE'L’]%*E' @&D'Fﬁﬁj-

SELECT  CASE WHEN  diff[1]<102 THEN  concat( cast( diff [ 1] AS

VARCHAR ), ' B') WHEN diff [ 1] <1024 * 1024 THEN  concat( cast( round( diff [ 1]/ 1024,
1) AS VARCHAR ), ' KB") WHEN diff [ 1] <1024 * 1024 * 1024 THEN

concat( cast( round( diff [ 1]/ 1024.0 / 1024, 1 ) AS VARCHAR ), ' MB') WHEN diff [ 1]/ 1024.0
<1024 * 1024 * 1024 THEN  concat( cast( round( diff [ 11/ 1024.0 / 1024 / 1024, 1) AS
VARCHAR ), ' GB') ELSE concat( cast( round( diff [ 11/ 1024.0 / 1024 / 1024 / 1024, 1) AS
VARCHAR ), ' TB') END AS "VALUE" , CASE WHEN diff [ 2 ]= 0 THEN

0 ELSE round( diff [3]-1,2) END AS ratio FROM ( SELECT  compare ( "DATA",
86400 ) AS diff FROM ( SELECT COALESCE ( sum( request_length ), 0 ) AS "DATA" FROM

log ) )

RIEints ElEEE R XENERI D MEDU TEAR:

SELECT CASE WHEN diff [ 1] <102 THEN concat( cast( round( diff [1],2) AS
VARCHAR ), ' B/s") WHEN diff [ 1] <1024 * 1024 THEN concat( cast( round( diff [ 1]/
1024, 1 ) AS VARCHAR ), ' KB/s') WHEN diff [ 1] <1024 * 1024 * 1024 THEN

concat( cast( round( diff [ 1]/ 1024.0 / 1024, 1 ) AS VARCHAR ), ' MB/s') WHEN diff [ 1]/
1024.0 < 1024 * 1024 * 1024 THEN concat( cast( round( diff [ 1]/ 1024.0 / 1024 / 1024, 1) AS
VARCHAR ), ' GB/s') ELSE concat( cast( round( diff [ 1 ]/ 1024.0 / 1024 / 1024 / 1024, 1 ) AS
VARCHAR ), ' TB/s') END AS "VALUE" , CASE WHEN diff [2]=0

THEN 0 ELSE round( diff [3]-1,2) END AS ratio FROM ( SELECT compare
( "DATA", 86400 ) AS diff FROM ( SELECT COALESCE ( max( "DATA" ), 0) AS
"DATA" FROM ( SELECT TIME_FLOOR(__time,'PT1M') AS dt, sum( request_length )/ 60.0 AS
"DATA" FROM log GROUP BY dt LIMIT 10000 )) )

R outts RIE(EEI R XA EI D MBI N AR:

SELECT CASE WHEN diff [ 1] < 102 THEN concat( cast( round( diff [ 1], 2 ) AS VARCHAR ), ' B/s')
WHEN diff [ 1] < 1024 * 1024 THEN concat( cast( round( diff [ 1]/ 1024, 1) AS VARCHAR ), ' KB/s')
WHEN diff [ 1] < 1024 * 1024 * 1024 THEN concat( cast( round( diff [ 1]/ 1024.0 / 1024, 1 ) AS
VARCHAR ), ' MB/s' ) WHEN diff [ 1]/ 1024.0 < 1024 * 1024 * 1024 THEN concat( cast( round( diff
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[11/1024.0 /1024 /1024, 1) AS VARCHAR ), ' GB/s' ) ELSE concat( cast( round( diff [ 1]/ 1024.0 /
1024 / 1024 / 1024, 1 ) AS VARCHAR ), ' TB/s' ) END AS "value", case when diff [ 2 ]= 0 then 0 else
round( diff [ 3]- 1,2 ) END AS "ratio" FROM ( SELECT compare ( "DATA", 86400 ) AS diff FROM

( SELECT COALESCE ( max( bytes_out ), 0 ) AS "DATA" FROM ( SELECT time_ceil( __time,'PTTM') AS
dt, sum( body_bytes_sent )/ 60.0 AS bytes_out FROM log GROUP BY dt LIMIT 10000 )))

mET aaBERFXBNEEDIMEDW FR:

SELECT TIME_FORMAT( MILLIS_TO_TIMESTAMP( TIMESTAMP_TO_MILLIS(__time) -
MOD(TIMESTAMP_TO_MILLIS(_ time) , 600000)), 'HH:mm' ) AS dt,

round( sum( request_length )/ 1024.0 / 600, 2 ) AS "SRR (KB/s)",

round( sum( body_bytes_sent )/ 1024.0 / 600, 2 ) AS "EEiRE (KB/s)" where request_length is not
null GROUP BY TIMESTAMP_TO_MILLIS(__time) - MOD(TIMESTAMP_TO_MILLIS(_ time) ,
600000) ORDER BY dt LIMIT 1000

PV/UViESBEIR KB EIDMEDN FR:

SELECT TIME_FORMAT(MILLIS_TO_TIMESTAMP( TIMESTAMP_TO_MILLIS(__time) -
MOD(TIMESTAMP_TO_MILLIS(__time) , 3600000)) , 'HH:mm' ) AS dt, count( 1) AS PV,
APPROX_COUNT_DISTINCT (CASE WHEN sip = '-' THEN remote_ip ELSE sip END) AS UV
FROM log GROUP BY TIMESTAMP_TO_MILLIS(__time) -
MOD(TIMESTAMP_TO_MILLIS(__time) , 3600000) ORDER BY dt LIMIT 1000

HIRSS B EIRXENEIDMEDU FEAR:

SELECT TIME_FORMAT (MILLIS_TO_TIMESTAMP( TIMESTAMP_TO_MILLIS(__time) -
MOD(TIMESTAMP_TO_MILLIS(__time) , 3600000)) , 'HH:mm' ) AS dt, count( 1) AS cnt,
concat( cast( "response_code" / 100 AS VARCHAR ), 'XX') AS "status" GROUP BY
TIMESTAMP_TO_MILLIS(__time) - MOD(TIMESTAMP_TO_MILLIS(__time) , 3600000) ,
"response_code" / 100 ORDER BY dt DESC LIMIT 10000

ThiEkRE R XENE SO MEOW T AR:

SELECT ip_to_province (CASE WHEN sip ='-' THEN remote_ip ELSE sip END) AS country,

count( 1) AS "iFaix#" where ip_to_country(CASE WHEN sip ='-' THEN remote_ip ELSE sip END)
='fhE' GROUP BY country

BAREXE (PE ) BRFAIXBNEESMEDUN TR

SELECT ip_to_province (CASE WHEN sip ='-' THEN remote_ip ELSE sip END) AS region,
round( sum( request_length )/ 1024.0 / 1024, 4 ) AS "TRARE(MB)" where ip_to_country(CASE
WHEN sip ='-' THEN remote_ip ELSE sip END) = '#iEF' GROUP BY region

BAREFRE (R ) BRFAXBENEGD BTN TAR:

SELECT ip_to_country (CASE WHEN sip = '-' THEN remote_ip ELSE sip END) AS region,

round( sum( request_length )/ 1024.0 / 1024, 4 ) AS RARE(MB)" where request_length is not
null GROUP BY region

KRS ER XN E I MEDU FEAR:

SELECT ip_to_provider (CASE WHEN sip = '-' THEN remote_ip ELSE sip END) AS provider,
round( sum( request_length )/ 1024.0 / 1024.0, 3 ) AS mb_in GROUP BY provider

HAVING ip_to_provider (CASE WHEN sip = '-' THEN remote_ip ELSE sip END) !="*' ORDER
BY mb_in DESC LIMIT 10

ThiElER BRI ES S MBS FAR:
SELECT http_host, count( 1) AS "#ihiELNREL" GROUP BY http_host ORDER
BY  "#iHiERE" DESC LIMIT 30

Mo €AY URLE R XX EA D MBI REAR:

SELECT http_host AS "Mjit",url_extract_path (COALESCE (url,'/')) AS URL,sum( request_time )/
count( 1) AS "IIRZATIE)(ZF)",count( 1) AS "IHElREL" GROUP BY http_host, url ORDER BY "N@fizAT
|8 (ZF)" DESC LIMIT 100

HERZNE FiRE RN EGS SO T AR:

SELECT ip AS "ZPif", client AS "HIIBERZE", concat( cast( (CASE WHEN pv IS NULL THEN 0 ELSE
pv END) AS VARCHAR ), ' (', cast( case when head_pv ='null' then 0 else (case when head_pv > 0
then head_pv else 0 end) end AS VARCHAR ), '/', cast( case when get_pv ='null' then O else (case
when get_pv > 0 then get_pv else 0 end) end AS VARCHAR ), '/', cast( case when put_pv = 'null'
then 0 else (case when put_pv > 0 then put_pv else 0 end) end AS VARCHAR ), '/', cast( case when
post_pv ="'null' then 0 else (case when post_pv > 0 then post_pv else 0 end) end AS VARCHAR ), '/',
cast( case when delete_pv ="'null' then 0 else (case when delete_pv > 0 then delete_pv else 0 end)
end AS VARCHAR ), '/, ')' ) AS "PV (Head, Get, Put, Post, Delete/53%)", error_count AS "$£iRifaR
#" FROM ( SELECT ip, client, sum( CASE WHEN "method" = 'PUT' AND "status" < 400 THEN pv
ELSE 0 END ) AS put_pv, sum( CASE WHEN "method" = 'GET' AND "status" < 400 THEN pv ELSE 0
END ) AS get_pv, sum( CASE WHEN "method" = 'POST' AND "status" < 400 THEN pv ELSE 0 END )
AS post_pv, sum( CASE WHEN "method" = 'DELETE' AND "status" < 400 THEN pv ELSE 0 END ) AS
delete_pv, sum( CASE WHEN "method" = 'HEAD' AND "status" < 400 THEN pv ELSE 0 END ) AS

SRR 01 (2025-02-21) WIS © AT BRABRAT 309



=HTIRS
FFisrm 6 BSAHE

head_pv, sum( throughput ) AS throughput, sum( pv ) AS pv, sum( CASE WHEN "status" < 400
THEN 1 ELSE 0 END ) AS error_count FROM ( SELECT CASE WHEN sip ='-' THEN remote_ip
ELSE sip END AS ip, "method", CASE  WHEN ip_to_country ( CASE WHEN sip = '-' THEN
remote_ip ELSE sip END )="Lt;& THEN 'f[E_L& WHEN ip_to_province ( CASE WHEN sip = '-'
THEN remote_ip ELSE sip END )= "' THEN 'SX%0IP' WHEN ip_to_provider ( CASE WHEN sip = '-'
THEN remote_ip ELSE sip END )="PIMIP' THEN 'PIPXIP' ELSE concat( ip_to_country ( CASE WHEN
sip ='-' THEN remote_ip ELSE sip END ), '/', ip_to_province ( CASE WHEN sip = '-' THEN remote_ip
ELSE sip END ), '/', CASE  WHEN ip_to_city ( CASE WHEN sip ='-' THEN remote_ip ELSE sip

END )=" THEN '' ELSE ip_to_city ( CASE WHEN sip = '-' THEN remote_ip ELSE sip END ) END, '',
ip_to_provider ( CASE WHEN sip = '-' THEN remote_ip ELSE sip END )) END AS client, sum( CASE
WHEN "response_code" < 400 THEN 1 ELSE 0 END ) AS pv, round( sum( request_length )/ 1024.0 /
1024, 1) AS throughput, "response_code" AS "status" FROM log GROUP BY ip, client,
"method", "response_code" ORDER BY pv DESC, client, "method" LIMIT 1000 ) GROUP BY ip,
client ORDER BY pv DESC ) LIMIT 100

-
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