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mRFEHBIE, : RCPT <>z BE1E LOGIN/E{ER, W&
TO:<456@huawei.com | . BZMKEAN, D5l
>, {EFHRCPT TOMm<H)
AN, =RZ0[ERIE
100NN &S
DATA PR E M IES R MRS EEIERFC | %R ITAUTH
8. HMERBLARIMAY | 532289MIMEFRAE; | LOGIN/S{ER.
= () ERgESERInE. | RIRERERT, BB
RS IERRISF
B
HELP SRERER NSRS - -
RSET BEFTFY, BRENEESE |-
EINEE.
NOOP REFER - -
QUIT BT FFESRS . - -

SMTP {SGZIFH9Y @

SMTPHMNZIFZ MY B, XL Bi@ITEHLOA SR S5 %02 Fif o
e AUTH LOGIN PLAIN: #ELOGIN. PLAINIAIES T

e STARTTLS: ZIFECENAISMTPIERE FBRTLSIIZ,
e SIZE 8388608: HBHABTERABM. BEANHEAM,

SMTP #MZHFRIER AT,
BIAPESNM USRS EI0MNEE, 0K IESNMFEE.

5.3.3 Email B2/ SMTP BB (Java)

AEPLUavafUi3 a6, WARTERE, MRTHEER, TSIaERERE (BX
RIX) . RXEMAEHHERG

NSk 01 (2024-12-17)
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(MEETY:
IDKIEF 1.8 E,

ISR
EiBidEmailEEHYEH S IREVE[SHblE
ERKooMessageHIizE A RIREISMTPRKSFIZL .

TS SMTP RSB im5imO

private static final String SMTP_HOST = "sg-smtp.koomessage.7k2k1.cn";
private static final String SMTP_PORT = "465";

A FAEE A

import javax.mail.*;

import javax.mail.internet.InternetAddress;
import javax.mail.internet.MimeMessage;
import java.io.UnsupportedEncodingException;
import java.nio.charset.StandardCharsets;
import java.util.Properties;

public class SampleMail {
private static final String SMTP_HOST = "sg-smtp.koomessage.7k2k1.cn";
private static final String SMTP_PORT = "465";

public static void main(String[] args) {
/] BEERIXHBHRIRE T
final Properties props = new Properties();
/] FTRSMTPRIEHRG, FEHITEHIGIE
props.put("mail.smtp.auth", "true");
props.put("mail.smtp.host", SMTP_HOST);
// SMTPIBISSSLIRIER S, MNERESAKMIES, FERINTITH
props.put("mail.smtp.ssl.trust", SMTP_HOST);
/] SNRfERssl, WEIRFER25mONESE, #HITHTEE,
props.put("mail.smtp.socketFactory.class", "javax.net.ssl.SSLSocketFactory");
props.put("mail.smtp.socketFactory.port", SMTP_PORT);
props.put("mail.smtp.port", SMTP_PORT);
/] REABNSMTPIKS, Gusername&iiKoomessagelzE1RHAISMTPIKS
props.put("mail.user", "username");
// VRIEISMTPAR S AT EIR AV (FEiEH SRR (EHIER{TIRE) , Bpassword& i IKoomessageid
EIREAISMTPERS
props.put("mail.password", "password");
props.setProperty("mail.smtp.socketFactory.fallback", "false");
props.put("mail.smtp.ssl.enable", "true");
//props.put("mail.smtp.starttls.enable","true");
/] FERBIUER, BF#HITSMTPIEITRHIE
Authenticator authenticator = new Authenticator() {
@Override
protected PasswordAuthentication getPasswordAuthentication() {

/| BR&. &9

String userName = props.getProperty("mail.user");

String password = props.getProperty("mail.password");

return new PasswordAuthentication(userName, password);

}
3
/] EREEEIERUEE, IR

Session mailSession = Session.getinstance(props, authenticator);

// mailSession.setDebug(true);

// UUID uuid = UUID.randomUUID();

// final String messagelDValue = "<" + uuid.toString() + ">";

/] BIEHBHHE

MimeMessage message = new MimeMessage(mailSession) {
//@Override

MHERAS 01 (2024-12-17) WA © EARTERABIRAE 18
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//protected void updateMessagelD() throws MessagingException {

/B BBENX Message-IDIE

//setHeader("Message-ID", messagelDValue);

11}

3
try {

[ EEREABEHIFNZTR . IBEEFSEEN &SI tiltest@qg.com, F1_EEHImMail.user{RF
—H. BRAFPTUEENIEE.

InternetAddress from = new InternetAddress("test@qq.com", "test");

message.setFrom(from);

/AT, R E LSkt

//Address[] a = new Address[1];

//a[0] = new InternetAddress("***");

//message.setReplyTo(a);

/] BRI ARBEBIE, Ebilyyy@yyy.com

InternetAddress to = new InternetAddress("xxx@xxx.com");

message.setRecipient(MimeMessage.RecipientType.TO, to);

[INRERRLEZ A, 7K LEEARTEIRANT (ERBLBIEESZN—LERT, REERIRBE—
A; EREIIRFIERFRENAZES0AN ) :

//InternetAddress[] adds = new InternetAddress[2];

//adds[0] = new InternetAddress("xxx@xxx.com");

//adds[1] = new InternetAddress("xxx@xxx.com");

//message.setRecipients(Message.RecipientType.TO, adds);

/] R EHME R
message.setSubject ("t HBE");
message.setHeader("Content-Transfer-Encoding", "base64");
[ ZEMMERIRBIK type: text/plain (4E3A ) text/html ( HTML 3244 )
message.setContent("<!DOCTYPE html[>\n<html>\n<head>\n<meta charset=\"utf-8\">\n<title>hello
world</title>\n</head>\n<body>\n " + "<h1>FKAIE—MrE</h1>\n <p>FHBIE—NEE ., </p>\n</body>
\n</html>", "text/html;charset=UTF-8");
[1&IERBE
Transport.send(message);
} catch (MessagingException | UnsupportedEncodingException e) {
String err = e.getMessage();
err = new String(err.getBytes(StandardCharsets.ISO_8859_1), StandardCharsets.UTF_8);
System.out.println(err);
}
}
}

BIRER (BIREKEX)
MPERPRER, SWKX, TSEUTT, BERXELE.

import jakarta.mail. Authenticator;

import jakarta.mail. MessagingException;
import jakarta.mail.PasswordAuthentication;
import jakarta.mail.Session;

import jakarta.mail. Transport;

import jakarta.mail.internet.InternetAddress;
import jakarta.mail.internet.MimeMessage;

import java.io.UnsupportedEncodingException;
import java.nio.charset.StandardCharsets;
import java.util. Arrays;

import java.util.List;

import java.util.Properties;

public class SampleMail {
private static final String SMTP_HOST = "sg-smtp.koomessage.7k2k1.cn";

private static final String SMTP_PORT = "465";

public static void main(String[] args) {
/] BEERIXHBHRIRE T
final Properties props = new Properties();
/] FRSMTPRIEHRG, FEHITEDIGIE
props.put("mail.smtp.auth", "true");
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props.put("mail.smtp.host", SMTP_HOST);

/] SMTPIBISSSLRIER S, WIRABENKMIES, FEERINTTHE
props.put("mail.smtp.ssl.trust", SMTP_HOST);

// QNSR{ERssl, MKIefFAE25wANES, HITWNTRE
props.put("mail.smtp.socketFactory.class", "javax.net.ssl.SSLSocketFactory");
props.put("mail.smtp.socketFactory.port", SMTP_PORT);
props.put("mail.smtp.port", SMTP_PORT);

/] RIEABISMTPIKS,, $usernameFitiKoomessagelz ERHAISMTPIKS:

props.put("mail.user", "username");
// BIEISMTPARSS AT B B4R AV (FEiEH SRR (EHUEHTIRE) , Bpassword& i IKoomessageiz

SR HAISMTPERRG

props.put("mail.password", "password");
props.setProperty("mail.smtp.socketFactory.fallback", "false");
props.put("mail.smtp.ssl.enable", "true");
//props.put("mail.smtp.starttls.enable","true");
/] ERERUER., BF#HITSMTPEITEMHINE
Authenticator authenticator = new Authenticator() {
@Override
protected PasswordAuthentication getPasswordAuthentication() {
/| BFR&. &8
String userName = props.getProperty("mail.user");
String password = props.getProperty("mail.password");
return new PasswordAuthentication(userName, password);

}
It
/] (ERREEEENER, CIRHMGSIE

Session mailSession = Session.getInstance(props, authenticator);
// mailSession.setDebug(true);
// UUID uuid = UUID.randomUUID();
// final String messagelDValue = "<" + uuid.toString() + ">";
// BIEZEHBHEE
MimeMessage message = new MimeMessage(mailSession) {
//@Override
//protected void updateMessagelD() throws MessagingException {
/BB BENX Message-IDIE
//setHeader("Message-ID", messagelDValue);
11}
I
Transport transport = null;
try {
[ EEREABEHBIFNZTR, BEEGSEEN A S L iltest@qg.com, F1 EEHImMail.user{RLF

—H. SRAFTLEENES,

transport = mailSession.getTransport();
transport.connect(props.getProperty("mail.user"), props.getProperty("mail.password"));
List<String> toList = Arrays.asList("xxx1@xx.com", "xxx2@xx.com", "xxx3@xx.com");
for (String to : toList) {

InternetAddress from = new InternetAddress("jwl6C@kmemailtest.cn", "test");

message.setFrom(from);

/AT, REEEHt

//Address[] a = new Address[1];

//a[0] = new InternetAddress("***");

//message.setReplyTo(a);

[/ BB AL, Ebilyyy@yyy.com

InternetAddress toAddress = new InternetAddress(to);

message.setRecipient(MimeMessage.RecipientType.TO, toAddress);

[REITREZ A, B LERTERINT (ERESKRERSEN—LIRE, REERIRESE—

A EEEIIREIRRAIFRIERIAZZSOAN ) :

//InternetAddress[] adds = new InternetAddress[2];
//adds[0] = new InternetAddress("xxx@xxx.com");
//adds[1] = new InternetAddress("xxx@xxx.com");
//message.setRecipients(Message.RecipientType.TO, adds);

[/ & EHMEFRR
message.setSubject ("ML HBA");
message.setHeader("Content-Transfer-Encoding", "base64");
[ REHREHIRZS type: text/plain ( 4327 ) text/html ( HTML 3244 )
message.setContent(
"<IDOCTYPE html>\n<html>\n<head>\n<meta charset=\"utf-8\">\n<title>hello world</title>

\n</head>\n<body>\n "
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+ "<h1>FRAYE—Mrl</h1>\n  <p>FRIE—NEEE . </p>\n</body>\n</htm[>",
"text/html;charset=UTF-8");
11 RIEHB
transport.sendMessage(message, message.getAllRecipients());

}

} catch (MessagingException | UnsupportedEncodingException e) {
String err = e.getMessage();
err = new String(err.getBytes(StandardCharsets.ISO_8859_1), StandardCharsets.UTF_8);
System.out.println(err);
} finally {
if (transport != null) {
try {
transport.close();
} catch (MessagingException e) {
String err = e.getMessage();
err = new String(err.getBytes(StandardCharsets.ISO_8859_1), StandardCharsets.UTF_8);
System.out.println(err);

AR M BB

import jakarta.activation.DataHandler;
import jakarta.activation.DataSource;
import jakarta.activation.FileDataSource;
import jakarta.mail. Authenticator;

import jakarta.mail.Message;

import jakarta.mail. MessagingException;
import jakarta.mail.Multipart;

import jakarta.mail.PasswordAuthentication;
import jakarta.mail.Session;

import jakarta.mail. Transport;

import jakarta.mail.internet.InternetAddress;
import jakarta.mail.internet.MimeBodyPart;
import jakarta.mail.internet. MimeMessage;
import jakarta.mail.internet.MimeMultipart;

import java.util.Properties;

public class SendEmailWithAttachment {
private static final String SMTP_HOST = "sg-smtp.koomessage.7k2k1.cn";
private static final String SMTP_PORT = "465";
public static void main(String[] args) {

/] BEERIXHBHRIRE T

final Properties props = new Properties();

/] FTRSMTPRIEHRG, FEHITEDIIE

props.put("mail.smtp.auth", "true");

props.put("mail.smtp.host", SMTP_HOST);

/] Y0SRMERssl, WEIsFEA25mOMNEE, T RS,

props.put("mail.smtp.socketFactory.class", "javax.net.ssl.SSLSocketFactory");

props.put("mail.smtp.socketFactory.port", SMTP_PORT);

props.put("mail.smtp.port", SMTP_PORT);

/| BRHEANHISMTPIKS, GusernameEiijgKoomessagelz =1 tHISMTPIKS

props.put("mail.user", "username");

[/ BIESMTPARSS TR ZIRMMAIER (EHEFI SRR EMILHITIRE) , Fpassword& i gKoomessageiz
EIREAISMTPERS

props.put("mail.password", "password");

props.setProperty("mail.smtp.socketFactory.fallback", "false");

props.put("mail.smtp.ssl.enable", "true");

//props.put("mail.smtp.starttls.enable","true");

[/ EERER, BTHITSMTPEHITRAIIE
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Authenticator authenticator = new Authenticator() {
@Override
protected PasswordAuthentication getPasswordAuthentication() {
/| BR&. &5
String userName = props.getProperty("mail.user");
String password = props.getProperty("mail.password");
return new PasswordAuthentication(userName, password);
}
1%
/] EREEEIIEESR, CEME
Session mailSession = Session.getInstance(props, authenticator);
// UUID uuid = UUID.randomUUID();
// final String messagelDValue = "<" + uuid.toString() + ">";
// BIEZHBHES
MimeMessage message = new MimeMessage(mailSession) {
//@Override
//protected void updateMessagelD() throws MessagingException {
/ZEBENX Message-IDE
//setHeader("Message-ID", messagelDValue);

1}
It
try {
/] BEEEE

message.setFrom(new InternetAddress ("xxxx@xx"));
message.setRecipients(Message.RecipientType.TO, InternetAddress.parse ("xxxx@xx"));
message.setSubject("Subject: Test Email with Attachment");

/] BB
MimeBodyPart textPart = new MimeBodyPart();
textPart.setText("This is the email body");

/] BUEEFHEERS

MimeBodyPart attachmentPart = new MimeBodyPart();

DataSource source = new FileDataSource("path/to/attachment.txt"); // Bii{4i8#=
attachmentPart.setDataHandler(new DataHandler(source));
attachmentPart.setFileName("attachment.txt"); // Mf{&&ZFR

/] BETBEAFIRIE

Multipart multipart = new MimeMultipart();
multipart.addBodyPart(textPart);
multipart.addBodyPart(attachmentPart);

message.setContent(multipart);

/] BRIEEBIEF
Transport.send(message);
System.out.println("Email sent successfully!");

} catch (MessagingException e) {
e.printStackTrace();

}

}
}

5.3.4 Email ;21 SMTP g3
= RISMTPIRR RS R] SEK5-6

% 5-6 SMTP g fF3

) Description 0%
214 Help message HEER
220 SMTP Service ready SMTPIRSSFiLE
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M RS Description AR

220 Ready to start TLS IEBYFFHIATLS

221 Service closing transmission RS X AEHIBE
channel

235 Authentication successful B UERIN

250 Ok Ok ( IEfZAINILT )

334 VXNlcm5hbWU6 base644gi3A9Username:;

334 UGFzc3dvemQ6 base644gigaIPassword:

334 Ok Ok ( {EFPLAINIAERIIARL )

354 Start mail input; end with FroamBAmAN , LABIM—1THY
<CRLF>.<CRLF> (.) 1ERER

421 Timeout waiting for data from | &FkBEEFIHRHISIEITER (90
client MIEEENRFT )

500 Syntax error, command BEEEIR, LR
unrecognized

500 The number of sessions exceeds | £iFHFEISHTRAE (10)
the maximum

501 Syntax error in parameters or SHEEREIR
arguments

501 Email address must be enclosed | BB FHB{Ftbl A IRTESRIES H,
in angle brackets,like <address> | #ll<address>

501 Invalid command argument, not | S ST, FAE2EEIHY
a valid Base64 string Base64=F1F &R

502 Command not implemented S ARSCI

503 Refusing any other AUTH BEEUEMAUTHSR S (BRZ
command &, BEREEaSIHEm)

530 Invalid email address s R skl

530 Authentication required HESMIIE

535 Authentication credentials B{pIIEEIRT
invalid

553 Sender not allowed KRIEANTH (WREREEmMailE

BERSRNNAEAN)

NSk 01 (2024-12-17)
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5.4 iEi3 Webhook ittiiHZK Email JBEEHEE

FBFREZE¥Webhookithilt ( BIEIEMLL ) IRHLIZEAR, EEARSENNRSH
BeEizithit, APAXEHMES, KooMessage2BEFSKIHEANSERIXEHER, AP4
BBz EIER .

[E]iE bk

ElEtbHE AL &

POST https://{customerDomain}/{addressPath}

Hrh, {customerDomainH{ER PRIt Z el ; {addressPathHtZERE P EIHitbiEF

AURRIR, WA

POST https://{customerDomain}/customer/webhook/path

EHER

% 5-7 EHEERISH

2 E it R

messageld String iHEID,

status String K ENBEBGEEIRE .
e PENDING: 4biEch
e UNDELIVERABL: FiXix
e DELIVERED: REIhfitik
e EXPIRED: jiIHB
e REJECTED: 3EIZ

to String Wi Attt

sendAt String &IXRTE, 8= yyyy-MM-
dd'T'"HH:mm:ss.SSSZ

doneAt String KIXRTE, BN yyyy-MM-
dd'T'HH:mm:ss.SSSZ .

EHRESHERRG, WTF:

"messageld": "hgtesn8bcmc71pujp92d”,

DELIVERED",

"to": "example@ex.com",

{
'status™: "
sendAt": "
doneAt": "
}

2024-09-08T05:27:57.628Z",
2024-09-08T05:27:57.628Z "

N5k 01 (2024-12-17)
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5.5 @Big

Email ;§ESCH IP Siigh 3T

AZHERTEREHLRS (1§J§ZI]Gma|l Yahoo#1Hotmail ) FEDHRBFAMH ARIFRER
im Légiﬁ;{xaz_bmiﬁET TR, MTHFERHEMS, Mt AZENRIPIIIA
BRI o

IP/IEZ AR B EE A ZLFRIPHIIERINENERNZIE, FEitSHiERMEEINE
FAPEARNAEERE,

AR

WS ETHRTEENR, ERXEEERENRAR, AR, STLUSKEIBRIEIENZS5ERR
BYFR AR INEFAERIRIREEED S

;li NEFHEEAN— PN FERE, ARG ARTENRIE—/MEEBF AT

IP ElE = TR AL

o RIFMRIFHBEFHHEARGARIRIFNEE . BRERIEHR (ISP) BERE
S AEWHFER N EE SR FRYG (TR in_Li&MS{fFLJ"ﬁ%) , LARABINfBAIE
BIRWRYB A E RN RIFRIEFE

o RIEURALFRIRFHRH ( BIAITBEMEARITIHEBFHRL ) , HSTEmBER
EiEEEW—U\FEL&, SEEWHETRIBFIMERS, FRRKNKESET
B EBEF EEO

AR IoE A

AT HRRIP/EEBFRASIRERSHRESAIERE, BE=:

o EIMIPRICER FHPH-KEIRE R EIERE
o (NEICIEMAEEIMNRIBENKIEE FHRE
o TEIEARHAEMMGT B FHMHIRIERIE o

o  FENMBENMLL_ERIMEETIZ .

o HREMFABTLZEEM.

S F@EZERE . SMTPEAPIRIERRE, SEMNITERNIP/AEZTER,

797 RIGIRENERAERIEBAARIAR, AP mEEHRM— B4R, FLL
1RBRER5-80Y H M X ERARIEMRE .

IRFEEIMITER, EHLER—XRE ( BREAIETFHRME ) Bt E18IN40%.

o HEEIMAE, BHERBrAFESERENRF; F=EMFENE, BRERERA
F‘%‘L“I£6O9EI7\]"R '5i"lE’JFHF' o

EHIHfFEl’JFﬁF' o
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(AR
SNREITH R R %X#81310,000,0005 B FHbY, ITEBRRELAZIEE RIREVEH AT
FOEfERIN, !

% 5-8 14 Xfitkl (ZBRBMRIES )

K& SHMERXE (3)
EPS 500
VDS 700
3K 1,000
LS 1,400
LS 2,000
6K 2,800
EVES 4,000
EXPS 5,600
ELPS 8,000
EN 11,200
ERPS 16,000
£12X 23,000
13X 33,000
F£14K 50,000
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6 BPREE

TR

6.1 BUERFFHZIER KooMessage

IR FEEIHEFHEIKooMessage I THBMIRIUREIR, TRILUERS—EHAINIE
BR33 (Identity and Access Management, EFRIAM ) , BIZIAM, &EEJLA:

o IRIBEMAIIISZAR, EENEAZRSH, L PAREEREESR IR T 632
IAMER, itRTIREH—Z2EIE, FHEHAKooMessagefRss .

o IRIEEVEFRYEREE, REARRRNHIENR, LUXAEIARZERIRISE .

o JEKooMessage R BHITATFLN . BRHEMENZKSHE RS, XEKS
S E RS T LUMREN R TS

MREANZKSEZEHEENEK, TREECEMIZIAMAR, BALBIAE
5, FEIEERKooMessagelREHIEEINEE .

(D) ieA
Bail, EmaililEERZ#FKooMessage FullAccessEklg, EFiZERIEAIAPABEMaEENE
R
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Bz
6-1 51 KooMessage BRSBZIRIRTZ
Fig

¥

BIEAPEARN

BIEARF

FPZ SRR

L)

]

—_—

CUFE A EFEIR
HEIAMIZHIGEIEERFE, FHiEFKooMessagefRSZHIMPR “KooMessage

FullAccess” .

2. GZEAFFHIARBFA
FIAMIZFIGRIZBR, FREIMANHEZAEFE.
3. RPEFRAIENR
ﬁ@ﬂ@ﬁﬁﬁﬁ)ﬂﬁihﬁ , BREMailBRBINEERLURIE, NERTMUREE

6.2 KooMessage BEE N FER

INRERZIMERIKooMessaget¥ PR, FimEBEANUERER, TLEIZBAENKRE. Bal
EREZFUATRI L IR BE X REE:

. T?)AH)»I@UEEZEM%W T THRRIGES, RANCRESIV=EERR
5. BIE. . FHERIEAE, TEIERKRE.

. JSOW%@U@E%E)Z%H%: HJLMERRERIERIR G, RIEEAERRIERIEA
&, AL EREREERRSISONEIRIRIEAES .

%ﬁ@ﬂ@ﬂ«m%x SIEEENEE . AEAEBNEEHBIKooMessage HE X R
Bl

KooMessage B E N SEBEHEH)

o I RINABFFEEEESIRSAIETEIR
{

"Version": "1.1",
"Statement": [
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{
"Action": [
"KooMessage:*:*"

1
"Effect": "Allow"
}
1
}

o 2: EEAFRIR=IRS
ERRREERNECEEMIRISER, SNRELAMER. AFPHIETIIRES
, —MESIRAYERWR R FEAlLlowFIDeny, ME{EDeny 5t
WNRIEELEFIF%FKooMessage FullAccessfIRFRRE, ERAHBERFRE
KooMessage FullAccessiE X BB =IRSBINIR, AT LABIE—SIELMIIR =R
SHBEENXKEE, AERAPEKooMessage FullAccessFHIIERIRIEIRFHF, 1RIE
Denyf{fi5c/EN, WP EILAXKooMessagedliThe 7B =PRSS IMNO TG 1R1E
BB AT :
{

"Version": "1.1",
"Statement": [

"Effect": "Deny",
"Action": [
"kooMessage:devSendTask:create"
1
}
1
}
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