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SRS EIAMME T ERENIR, ARFRRE . SIERGAPARNE, JIER
ERXLERFRE, RAKRIKREEER, TEEX. MFEEMERRSNRAR
B, BEN: RRENR.

MREBEREIAMZFISEAPASEZITIENAT, TEHRIBFERSIRS KRR,
FEERIZRSERNATIFIAM, SEBERALLIBITENARSZIERZTE, HiHZRS
FEIAMIRENR o
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H—BDINIE
FFisrm

5 IRETE

Rl B RE MRS

5.2 A&

BRBERR

MREFREETEHEZINER, SERTLUMRESRS TR, SIZEENX
R, FEERFARTEECRESREITHRMINIEET, BEMREEEXNES
SRERRYY A N 7E . BRIAMSIFAMALE]. JSONREIRFEE X RSB E TS .

AEEIAMERAMEAAI—FMRIER AR TFERREE AN RAVEAL RS o ZAH
LABRSSIRIE, —HEIRAIRSEXACATIRN. BBHTERHERFXIBMLE
RAVER, TEZEXFEWIIREIMEHNZEEREER.

ATEAZERSZEAFENSEKRXR, EGAFRSARARTRENR, TS
g?ﬁ%ﬁ;@%@—#ﬁ%ﬁﬁﬁ)ﬂﬁiﬁpéﬂ, RIESURER . BRBESN: KEimen
5% o

SELHPEAEFEAER, BEAGE v , JUEEABHNFMAARS, LL “DNS
Administrator” 5, iRBAAEHARE.

5-1 DNS Administrator RS

TECH0) | NERKHREEHIR | SRR v | | FEEES v DNS Administrator X Q
& m

DNS Administrator
A Rt

n": [
6 "DNS:Zone:*",

7 "DNS:RecordSet:*",
8 "DNS:PTRRecord : *"

Effect”: "Allow"

13~

14+ {
15 “catalog”: "BASE",

16 “display_name": "Tenant Guest”

21
22 1
23

"Version": "1.0",
"Statement": [
{

"Action": [
"DNS:Zone:*",
"DNS:RecordSet:*",
"DNS:PTRRecord:*"

1,
"Effect": "Allow"

}
1,
"Depends": [
{
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BPiEm 5 NIREE
L
{
catalog": "VPC",
"display_name": "VPC Administrator"
}
1
}
SHUHAA
= 5-1 SE0HA
2H ax =l
Version AERA 1.0: KFEFHEREEH .
Statemen | Action: RIESUR B IRSBR2RIEEEIEE
t: IR "DNS:Zone:*": R IDNSHIZoneFfig
BERE 1B1E, EHh “DNS” HIRSA;
BET “Zone” FEIREE; 7 F@EAT,
FrRXSZone Z RSB R LIMATRR AR
E.
Effect: {E | EXActiondh | e Allow: RIFHIIT,
A MURIFIURR | o Deny: AT,
=l

HE—"MActionpIEffectEBEEAllowX B Deny
A, BfEDeny{fL5EHYER

Depends | catalog WA ERT | IRSBBTR. Hla0: BASE. VPC,

: EARSS
L B e
ﬁﬁ*’% ame - ks =T

SHAPEETREIE “DNS Administraor”
BEN, WARRAJ®ZASKTNEE
“Tenant Guest” 1 “VPC

Administrator” , “DNS Administraor” 7
S

THREZAGKIIXER, B8%: EFHFMN
R,

5.3 ZRiE
5.3.1 KBRS

LR LRIEIRRREAY, BRERIERIEAY v , ALAEERERIFAANS, LARARE
“IAM ReadOnlyAccess” J3fiil.
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H—BRINIE

FBFiss 5 (IRETE
5-2 IAM ReadOnlyAccess RIEAE
EEBE(O) MNEMKIFHESSIIR | £5HsE v FE=RS v IAM ReadOnlyAccess X Q
£ wm
oM ReadOnfocss s
1= . o wa aw
3o etatementr: [
2: "Action”: [
; "iam:‘;(heck’”
s 1,
10 "effect": "Allow"
11 }
12 1
13 )
{
"Version": "1.1",
"Statement": [
{
"Action": [
"iam:*.get*",
"lam:*:list*",
"ilam:*:.check*"
1
"Effect": "Allow"
}
1
}
5.3.2 %m&‘s&:
9. ==
TEILOBSHIE & X S0, IHBASRSHIE .
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:ListAlIMyBuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation"
1
"Condition": {
"StringEndWithIfExists": {
"g:UserName": [
"specialCharactor"
1
h?
"Bool": {
"g:MFAPresent": [
"true"
1
}
I
"Resource": [
"obs:**:bucket:*"
1
}
1
}
RIS © LA ARBIRAE] 49
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FFism 5 IREE

SREGLEHE

FRRLEEHIEIEVersion ( FER&ARAS ) F1Statement ( FEIEARIER ) BB, Hep
StatementA]LAB 2, FTRARAUSIR,

5-3 ZRERLEHS

Version Effect
Action
Statement 1
Statement 2 > Resource
Statement ... Condition

REESE B EVersionFStatementfELD, FTENABRIESEIFMAE, TREKIES
HE, BEOULURBEZSEEN R, WBENRIEEREG .

% 5-2 FIESHUHEA

2% ax =1

Version REEAIRRA . 1.1: KERETFRIEEAEEE,
Statemen | Effect: {E | EXActionHJE | o Allow: RiFHIT,

t: H 1’E$2|3E7?E|;§ﬁl¢$ﬂ e Deny: FAIFHIT,

SRESRIEZ 7o =1

BES LE—MActionfEffectBEEAllow XA

Denyfd, E{&Deny{t5ca9ERN
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5 BRETE

axX

(=]

Action:
IR

ERAFABR

1B “IREZRBRRBRE
BN R BE AT S*, BEHSR
A=

IR
"obs:bucket:ListAllMybuckets": Z&
TEEOBSHHFIFRINE, HAobsH
AR5, bucket/aRIRAEEL,
ListAllMybuckets 9#1E .
EEILMERINIRSS “APISE” R
hEHFZRSEAEFEIN, N0BS
AN

Condition
s

{(ERER RIS E
54, SEFGE
EEF .

BRA “SHSER{RER: (%
B, &4HE21Y

MR ESNEM, RITHEM
BEMET, =R £,

i

"StringEndWithIfExists":
{"g:UserName":
["specialCharactor"]}: FRIHF
W NRIFBFZ LA "specialCharactor”
LRz statement R,

Resource:

SRESFRERAYR
;}? o

A “BIRSZA:region:domainld:i&
TRRTLRRRR” | BREE B
BeriS*, BEHSRTME. X5
RN BRI =IRSFRIRERE

im: XIFIAM B R E A =R

~fa:

e "obs:**bucket*": FRETEHY
OBS#H,

e "obs:**:object:my-bucket/my-

object/*": F&xmy-bucketfEmy-
objectBR TRIFFIBXIR -

o i@

FHRRFRTRIEDR Condition FTTEFRIR(E. RIBEFREE, DHERFMH
EFARSS 4
ERRFME (FIRNg ) ERTRERIE, AMREREERMGE: B
ERFHREMEMERERMER

BRERH&MHE: EENIEYD, cRSIFERUBABHER,
IAMBE BRI £ #1555

Hih=BRM4HE: AENIED, IAMIBE ZIRSIKIEMHERFE
o MBS EXENRIRS TR R

n: BREEE&FEE.
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H—BDINIE
FFisrm 5 IREE

- BRBREME (BIRARSES, Wobs: ) NERTXHMRSHURE, ¥B
B2 NN =IRSHIFEFIER, MOBSIEREM .

= 5-3 BEEFMEE

EREHRE it} i54AH

g:CurrentTime AdiE) B EISEAOERAYATE . LA 1ISO 8601 18
=, Blgn: 2012-11-11723:59:59Z, =S
1o

g:DomainName | FFfFE | BRENKSER. R~EISH2,

g:MFAPresent RME | REFEBMFAZEZRINIESLIKEToken , R~
23,

g:MFAAge HE BIEMFAZ EZIMIES TUIREXAY TokenRI 4R AS
Z o 1ZEHEEFg:MFAPresent—iefEA . 2l
=4,

IMEER. TBIZW5,

2
giii

g:ProjectName

=

gServiceName | & | IRSEMR. R~AISH6,
g:Userld FRFE | IAMERID, RIS,
g:UserName FHE | IAMBREZ., =~HI218,

X 5-4 Hith =354
LEFRHE | 8 izt

g:Sourcelp | IP 1BERKFAFAYIPitEE
Address

g:SourceVpc | String | iB5RFEFRIVPC ID

g:SourceVpc | String | i5KFFPAIVPC Endpoint ID
e

g:TagKeys String AR AR e

g:ResourceT | String | BiEIrEIR(E
ag/{TagKey}

a. g:CurrentTime

5 AP EILREYE2023F38 18822/t =A41812023F3H30H84
ALSIERIAMBENX B, F5: HKi&Pg:CurrentTimeF {2 {ERIATSEIE L
JUTCHTIE]

{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
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H—BDINIE
FFisr 5 IIREE

"Condition": {
"DateGreaterThan": {
"g:CurrentTime": ["2023-03-01T00:00:00Z"]

%
"DateLessThan": {

"g:CurrentTime": ["2023-03-30T00:00:00Z"]
}

1
}

b. g: DomainName

T~ FRNBRFzhangsanJ LASIEEBENBE

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g:DomainName": ["zhangsan"]
}
}
1
}

c. g:MFAPresent

gjg D RRBEREBRNESHEIER KA T MFANIERZ BT LIEIZIAMBENX
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],

"Condition": {
"Bool": {
"g:MFAPresent": ["true"]
}
}
h
}
d. g:MFAAge
Ml JRBEREFIRENE 5 EIERT R A T MFAIAIERYRT B 442K F-900s 4 AT
LIBIZIAMBEENX AR,
{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
" NumberGreaterThanEquals ": {
"g:MFAAge": ["'900"]
}
}
h
}

e. g:ProjectName

gjg D RRNERERBRITIEEE YRR L RO AT LABIEIAMBEX
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
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"Condition": {
" StringEquals ": {
"g: ProjectName ": ["cn-north-4"]

}

b
}
f.  g: ServiceName

T FREPEARBRIAMZ NEMAIFF GRS, 1ZFIFEILERYESRR
FEMNActionshaJService Name,

{
"Version": "1.1",
"Statement": [{
"Action": [
"Effect": "Allow",
"Condition": {
"StringNotEqualsignoreCase": {
"g:ServiceName": [
"iam"
]
}
}
b
}

g. ¢:Userld
A5 ZFRREBFIDAxxoxxxxxxx---BI AP Z I LASIZIAMBEN BE .

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: Userld " ["XXxXXXxxxxxx-=-"]
}
}
3
}

h. g: UserName

M RRARlsiARILAEIZIAMBEXY e,

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: UserName ": ["lisi"]
}
}
1
}
- Z{EFRHEE

i.  ForAllvalues: MHHIBRERNIBNHRAVERENFMHRENFE. IR
IERPNENMREHNSREBEPHED—MERE, NRMAFREtrue,
{

"Version": "1.1",
"Statement": [

{
"Effect™: "Allow",
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5 IRETE

"Action": [
"ims:images:share"
1y
"Condition": {
"ForAllValues:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"

IR BEHEIARI X Bk E R =R R P E AR IR E VIS
orgPath1, orgPath2jZ,%orgPath3 BARTFHE,
RIS REBHZHGRAARAIRRorgPath1. orgPath3 THIRR, HRES
PLESREIN o
1F§§Di%ﬁ?%*ﬁé¥;$ﬁ{%%f {N{ZorgPath1. orgPath2. orgPath3.
orgPath4 FHIRKR, RESILACKM

ii. ForAnyValue: WiiEREENEL— I RREESFHREENELD

— AR . INRIERPAYHT— M RESKREPIE T FHE
Pthc, NSHROtrue, XNFiRBLEARETHIES, FMRME

false,
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ims:images:share"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"
]
}
}
}

RIS EAR X FERE RREHZRVARPE—PHAREZ
orgPath1. orgPath2@#&orgPath3, HBARIFHE,

BRUNBREBH=IRRAHA N RorgPath, orgPathd FHIRLR, KA
U A%

RANEKREBHZHREGHREForgPath4, orgPathS FRIRLER, ZREE
LA

FRzEZE
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& 5-4 ZgizEZiEREE

FHRE
FH=E/M1:
S £M4E1A OR £M4E1B: £H4E1C
AND
SAFR2: Z{HE2A OR £{HE2B
AND
FHHzE2:
FM4E3: FME3A
a. MWFE—FRMHRISNEMHE, RAOREZEZE, INEKERBRHEER

LEENEE—NFAENRE]true .

A

SEEMRTAES XAIRHE (FIg0: StringNotEquals ) , NIEREZERS
HzE AL ECRIFRBRIRMHE.

b. E—EZEEFTHARRZMEEZE, REANDIEEIZIE. AREEEMZE, X
FHANDIz&iZ4E,
o =R

BERFSEME. M E—RARRENEEFINED, JEKEEFHFBRZEM
BF, SREEAREEN . IZEFILUGINGEE “IfExists” , TR MNIERE AT H
BEMANSREIIEHERER, T “StringEqualsifExists” FRiaRENTHKIS
KRESFTFRHEIFRBEN . BEMFAFFREZER, REPUNFREMR
BB, AXDKRNE,

- String28Y

2= 5-5 String EBIUZEF

el IERF/F 15iRH
String StringEquals BRESEE—NEEEHER (K
DRNE) .
StringNotEquals BEXRESPHERMHHERNARE (XD
XNE)
StringEqualsignoreCas | IEXK(ESEE—N&ZMEEER.
e
StringNotEqualsignor | IEKESHE&MHEEARE .
eCase
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5z =12 5 RETE
it =R ot
StringMatch BEREFSESE—NFHHERIEN

AR (KHKNE, ENFRIAR
IN3ZH7F0?) o

StringNotMatch BRENFETERMHHERENZE
X (KPANE, ERZFRIETN
ZIFE?) o

?_ﬂﬁur IEEAFB&9ZhangSanfiERE A BEBEIREVIRAR . SREIRITH
o
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:object:GetObject"
1
"Condition": {
"StringEquals": {

"g:DomainName": [
"ZhangSan"

- Numberzsg!

2 5-6 Number BI85

il IEEFF 38R

Number NumberEquals BREFTEE—EE.
NumberNotEquals BREAEFTHERME.
NumberLessThan BXRENFEE—NEMHE,
NumberLessThanEquals | iIBRE/NFHIEFE—NETFEH

&

NumberGreaterThan BREXATFEE—FMHE,
NumberGreaterThanEq | iIBREAFHEFEE—IF
uals HE.

=~ BRE—IRE&Z A LATEexample_bucketiBHFIH 10N RTR
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
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5 BRETE

"Action": [
"obs:bucket:ListBucket"
1

5
"Resource": [

"OBS:**:bucket:example_bucket"

1
"Condition": {
"NumberLessThanEquals": {
"obs:max-keys": [

po
]
}
}
}
1

}
DateZEE!l

% 5-7 Date £BUZEG

-3t} EEAF Lol
Date DateLessThan BREBRFEE—NRHEHE.
DatelLessThanEquals BXRERTHETEE—E
HE,
DateGreaterThan BRERETFEE—RHE.
DateGreaterThanEqual | iEKk{EMFHZFFEE— 5
s B,

B ERE RBE7E202208 B 1 HRICIEE B EIR .

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"obs:bucket:CreateBucket"

1

"Condition": {
"DateLessThan": {

"g:CurrentTime": [
"2022-08-01T00:00:00Z"

BoolZEHY
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5 BRETE

3% 5-8 Bool BU=EH

il EERF 15d8A
Bool Bool ZHERNRE: true.

false, IBREZTFEME
B,

) EREVIERFE T MFAINERNEIEA SUESUEE XK AIBIREH

{
"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:credentials:updateCredential"
1,
"Condition": {
"Bool": {

"g:MFAPresent": [
"true"

- Nullsy

% 5-9 Null EBN=E%

Sl =EAF izl
Null Null FHERIR(E: true. false, &

{Etrue, ERIBERERNFELE
{EAnull; SHEfalse, BRI
REGRFEBRER Ul

B BERENCIREEROIERTVPC,

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

" obs:bucket:CreateBucket"
1

"Condition": {
"Null": {
"obs:SourceVpc": [
"false"
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- “IfExists” IZBEFER

BRNUlEE LAY, SR AT IR E R TRAIAREIRINIfExists, £l
40: StringEqualsifExists, SNRIERIASHEFESMEE, WIKERRIRATA
RHITICES . MRIZBAFE, WNZRMITTERILECERE Htrue,

5.3.3 SRERSEAGINY

RPEREHIEERE, RFERERFHRIRTRIGEREPAIactionH TERFIRT . &
AFLE0T :

5-5 REEENZIEE]

EHEN

EREER © Deny IREDeny

i
. '

e - Allow iREAllow

IREIDeny

. BRPERIBEER.
2. RHiE FHP%&&%E’J%HQEP—HMEYSUF AYaction, L5EFHKkDenyi5<S . AR
F|—MERRIDenyiE S, REHEIREIDenyRTE o

3. WRREHKEIDenyi5S, RFEIHERT BRI TAlowWIES . WNRIKEI—
MAllowig<, RFEREIAlloWRE .

4. WMRHAZIAloWIES, RERENDeny, ENER
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54 RERBERIFE

B RFRREE ( BPABRIESRIREEY ) SRt TR, MAVRIRZIRETF2020/2/6

22:30:00 ( tRAYE) ) EXER . RRFEE RIS RAREZIRANER,

==

a0 sE, BRUCER . [RIRRFKEE AVersion 1.0, Br&RFHEEKEE AVersion 1.1,

SHIAMBRE T TR o

*&5-10 RARIEERFB

AR5 [RIGRARIERIR ERRRRIERIR
AOM AOM Admin AOM FullAccess
AOM Viewer AOM ReadOnlyAccess
APM APM Admin APM FullAccess
APM Viewer APM ReadOnlyAccess
Auto Scaling AutoScaling Admin AutoScaling FullAccess
AutoScaling Viewer AutoScaling
ReadOnlyAccess
BMS BMS Admin BMS FullAccess
BMS User BMS CommonOperations
BMS Viewer BMS ReadOnlyAccess
BSS EnterpriseProject_BSS_Ad | EnterpriseProject BSS
ministrator FullAccess
CBR CBR Admin CBR FullAccess
CBR User CBR
BackupsAndVaultsFullAc
cess
CBR Viewer CBR ReadOnlyAccess
CCE CCE Admin CCE FullAccess
CCE Viewer CCE ReadOnlyAccess
cal CCl Admin CCl FullAccess
CClI Viewer CClI ReadOnlyAccess
CDM CDM Admin CDM FullAccess

CDM Operator

CDM
FullAccessExceptUpdateE
IP

CDM Viewer

CDM ReadOnlyAccess

NH5hRA 24 (2021-11-30)

WRIERE © HERRARBIRAT

61
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PP 5 IRETE
ARSS RIS RS RERZR EIRRSRIEEIR
CDM User CDM
CommonOperations
CDN CDN Domain CDN
Configuration Operator DomainConfigureAccess
CDN Domain Viewer CDN
DomainReadOnlyAccess
CDN Logs Viewer CDN
LogsReadOnlyAccess
CDN Refresh And CDN
Preheat Operator RefreshAndPreheatAcces
s
CDN Statistics Viewer CDN
StatisticsReadOnlyAccess
CES CES Admin CES FullAccess
CES Viewer CES ReadOnlyAccess
cS CS Admin CS FullAccess
CS Viewer CS ReadOnlyAccess
CS User CS CommonOperations
CSE CSE Admin CSE FullAccess
CSE Viewer CSE ReadOnlyAccess
DCS DCS Admin DCS FullAccess
DCS Viewer DCS ReadOnlyAccess
DCS User DCS UseAccess
DDM DDM Admin DDM FullAccess
DDM Viewer DDM ReadOnlyAccess
DDM User DDM
CommonOperations
DDS DDS Admin DDS FullAccess
DDS DBA DDS ManageAccess
DDS Viewer DDS ReadOnlyAccess
DLF DLF Admin DLF FullAccess
DLF Developer DLF Development
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s 5 BPRETE

ARSS IR RS RERZR ERRSRIESIR

DLF Operator DLF

OperationAndMaintenan
ceAccess

DLF Viewer DLF ReadOnlyAccess
DMS DMS Admin DMS FullAccess

DMS Viewer DMS ReadOnlyAccess

DMS User DMS UseAccess
DNS DNS Admin DNS FullAccess

DNS Viewer DNS ReadOnlyAccess
DSS DSS Admin DSS FullAccess

DSS Viewer DSS ReadOnlyAccess
DWS DWS Admin DWS FullAccess

DWS Viewer DWS ReadOnlyAccess
ECS ECS Admin ECS FullAccess

ECS Viewer ECS ReadOnlyAccess

ECS User ECS CommonOperations
ELB ELB Admin ELB FullAccess

ELB Viewer ELB ReadOnlyAccess
EPS EPS Admin EPS FullAccess

EPS Viewer EPS ReadOnlyAccess
EVS EVS Admin EVS FullAccess

EVS Viewer EVS ReadOnlyAccess
GES GES Admin GES FullAccess

GES Viewer GES ReadOnlyAccess

GES User GES Development
ICITY iCity Admin iCity FullAccess

iCity Viewer iCity ReadOnlyAccess
IMS IMS Admin IMS FullAccess

IMS Viewer IMS ReadOnlyAccess

Image Recognition

Image Recognition User

Image Recognition
FullAccess
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FAF$5rs 5 BPRETE

RS FUARGRIE SR ERRFERIEER
KMS DEW Keypair Admin DEW KeypairFullAccess

DEW Keypair Viewer DEW

KeypairReadOnlyAccess

KMS CMK Admin KMS CMKFullAccess
LTS LTS Admin LTS FullAccess

LTS Viewer LTS ReadOnlyAccess
MRS MRS Admin MRS FullAccess

MRS Viewer MRS ReadOnlyAccess

MRS User MRS CommonOperations
ModelArts ModelArts Admin ModelArts FullAccess

ModelArts User ModelArts

CommonOperations

Moderation Moderation User Moderation FullAccess
NAT NAT Admin NAT FullAccess

NAT Viewer NAT ReadOnlyAccess
OBS OBS Operator OBS OperateAccess

OBS Viewer OBS ReadOnlyAccess
RDS RDS Admin RDS FullAccess

RDS DBA RDS ManageAccess

RDS Viewer RDS ReadOnlyAccess
RES RES Admin RES FullAccess

RES Viewer RES ReadOnlyAccess
ROMA Connect ROMA Admin ROMA FullAccess

ROMA Viewer ROMA ReadOnlyAccess
SCM SCM Admin SCM FullAccess

SCM Viewer SCM ReadOnlyAccess

SCM Viewer SCM ReadOnlyAccess
SFS SFS Admin SFS FullAccess

SFS Viewer SFS ReadOnlyAccess
SFS Turbo SFS Turbo Administrator | SFS Turbo FullAccess
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FF$5rs 5 BPRETE
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fEDenyfLsEEN, MIFERAIAMRBFIRT ZHITIRSS, JLSEMEIEIRSZHITERIE

SEVEE -
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{

"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
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1
}
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}
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{

"Version": "1.1",
"Statement": [

"Effect": "Deny",
"Action": [

"bms:servers:create"
1

}
1
}

o INRELEIAMAFIETF “OBS ReadOnlyAccess” 1R, {ERFHLELHSAFEEIS
TEOBSEiR (fIan, AHEERAFELL “TestUser” FFLRIEREELL
“TestBucket” dp B2 FFLE94E ) , ATLABEIE—FBEN KR KISEIFENE
B, FHEEENEKIEAIEfectigE ADeny, ASIEOBS ReadOnlyAccessFIBEN
REIERAHEFAHP . RIEDenyLEEREN, WHAFBILAXILL “TestBucket” #nAFF
SLZ MR ITEERE

;‘X"F%H%’fi@ﬂi%a_v B4l TestUserap B2 LAY EF LA TestBucketan A FFkAY
o
{

"Version": "1.1",
"Statement": [

{

"Action": [
"obs:bucket:ListAllMybuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation"

1

"Resource": [

"obs:**:bucket:TestBucket*"

1

"Condition": {

"StringStartWith": {
"g:UserName": [
"TestUser"
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{
"Version": "1.1",
"Statement": [
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1
}
1
}
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( my-bucketfEmy-object B R FHIFFEITSR )
{

"Version": "1.1",
"Statement": [

"Action": [
"obs:object:DeleteObject"
]

"Resource": [
"obs:**:0bject:my-bucket/my-object/*"

1
"Condition": {
"StringStartWith": {
"g:UserName": [
"TestUser"
1
}
1
}
o LITREEHAIFRR: FIFIAMAFERRR TECS, EVS. VPC. ELB. AOM. APM
SMYEBFTEIRSS o
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [

Wk okok !

"Action": [
"ecs:**",
"evs**",
"vpcitt,
"elb:**"
"aom:**",
"apm**t
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}
]
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o (ENSRIERANE, MEERNEF TAAASIEN, FEMEREHIANZATERL.

. &Di?ﬁ%ﬂ%&ﬁﬁ)ﬁ'ﬂ’ﬂ’fylﬁ, e P FTERPAERREDE, 2/, FEEREIIdPER
% WO

EAEARGEZSMIEMHE, HINESHREHBIERERTIIERER, WUelZ
HIESHREEBEEL: PRI IERMEME.

EATLUER “OUREAIN” , IAMSREHESIS A IS HELRAISONES; th
AILASEE “SRIEN” ERREISONES, MIESNIERINKEMENEIES
W BN .
o ClEN

2. EBREAMBHANENSHERT, BF SHIREE"

b, ESHIRHEIIET, MERCORNSHIRME, B EX

C E “SIRNTERINT RigaE BRI
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ZE—BDIAIE
FFisr 9 BHIEMHE

9-32 BIEHINI-1
SHEman ©

9-33 BlEEMM-2

BUEEHL

It

an

an

A

=3 i fH #iF

NAMEID any_one_of v IR

® =

7 9-10 S5

SHE |k 1588

BRE | BEBEPTERE | A TXDEAMNERSEFTER,, fisutat
NE=FER | BEEBBEPEA “FederationUser-IdP_XXX” o
BPRE, LT | 4 “IdP” AEMHIREEZFR, WADFS.

@R “BXFBE | Shibboleth®, BFXDAREBSMIZMHE T

F&7 . BOHBAF;  “XXX” AIBEXRIBARETR,
;N

o E—BPIRMBIE AR RZRREM—,
MRE—SHRUBANLIESNEFAERS,
J”)\:lﬂiﬁE’ﬂﬁ*?ﬁ%)ﬂﬁﬁﬁiﬁmﬂ‘ﬁﬁﬁ—/NAMﬁﬂ

o AFEEESXNEFE. =K, HFIIFH®RF
& (-_) BREELAEEFFL, FgEEaE” \"\
\\\no \rEEPEF S

BRAE | BFBRPES | BTAFRERERFAENIR. LIRS
%EZF'?EEEI’\J BIERIARFA.
% —\HO
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SHE |k 1588

AN | BHBEFEE | SBEZERRMN, BHBAREERERR
£E | FMEAPAEN | ERNIR; STBEEMEMT, EMNARE

% PREVERS M, BABRERFARIBR AL
%, o — N BINEIRNRZSHLACIE10RER
o
15788

o —MHINATLICIRSRENRM, MEERFMY
YHE, A RTLAER .

o — I "BHRMUETILEIEZSERN, MUHLEIE
Ao MRFAAEMUSENEXFBRFERER, 3B
AZEFBARRLILDREAR

o~ AENESBERAERRIZENRN
" P FederationUser-ldP_admin
= FPFH: “admin”

n EE;&%{"‘F «E,l-i_t» : “_NAMElD_” : “2’%1,_1:» : “any_one_of” ;
“g” : “000000001” .

=X FF1D73000000001 IR EL A =HIRSHIAMB R E 8
FederationUser-IdP_admin. B& “admin” FAFPHEINIE .

d. 7 “CEMN” WmE, BE “HE” .
e. & “IEZNBMIREE" I, £ “HwBE” , FREEN.
o FRIEFIN
a. Eg@éiﬁ?ﬂi, HENAMEEFS, FAELMSMERT, BE ‘B
b. HEBMHRMETIRT, ERECEZNBMHIRMAE, B B .
¢ TE “‘BOESEANT XiggE “mERNT .

d. E:JSE?EWE@)\JSON%ﬁﬂ@%{ﬁiﬁﬁ%ﬂ)ﬂﬂ, BMRIRIESN: BN
FEAREA .

e. BE ‘KIEMN” , MEMEAIFINHTEERE.

f. REEr “RNIEH" : £ “REAN TmEm, BE “HE” ; & ‘B85
IRt A, BE “WE” , FEREEM.

REET “ISONXHHERARTTR” © BIERSONER, s “BUY”
BGEARIER A .
SSERXFE R PR
RESNHEINE, SEHBAFPESCHEHEMTR.
$B BIHBPER.

FEIAMEEHGR “‘BMHIRER” TE, $E “BE JIK “BEF” , #EA ‘BHiEH
BEASE” THE;, BE "SRR AR ‘07, EXSEPITHR, BARWE
ERFBAPAMNED, BRI,
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ZE—BDIAIE
FFism 9 BHIEMHE

$R2 EERHAPESEERMERFPAEIR.

Bign, EEESHIEEMNET, FEGBHF “ID1” XMMIAMARFA “admin” , BT
BRRSFIIIR . ENEFIG, BRME—=RS, EEEELUAELIRS

R

HBXIRE

BENN: £ “‘BHEERN Xigad “EEIN7 . HEIZNSMERRNE
JSONMHFER. ISONXHRATIREIESE: SpENEMIRAE

954 (i) £8, 3: BEERWEERFESRAO
BSHRHRENS RN UERRA L, SUBPEBTZEEIIENE.
(00 268

R RBHEWEIFARERAL, NEREEEWVEBRRFABRAO, BWETBFRTLIEE
ZREEREAR, #EESE: RUBHAFRER.

RO
o EHEARGCIRSHIRMNE, NANESHREFESN: SE: RSHRM
o RUEBRGRECHUREANTERND.

BAESER

B FIAMEHSHNAENSHERS, BF “‘BHRMHE .
SE2 PEEFRSHREBRNIRAGNN ‘BF” .

9-34 EESNIRMHEIFE

ESSUTEE s 0
e SETSHEEREREATT, ERGHSEEIIET 7 SHEAE, FRRTNSHREENTSL
- Q
e
&R o Y ®E = B
test. SAM == I’”T:’; il
=
test. Openl =] =5 2

SI|3 PE “BRERT AN 07,
9-35 EHIEREE

EESHEHE
Bx=E
£ test-A
SAML
b7 v ==
fet
BEEEE  httpsy//auth huaweicloud com/authuifederation/websso?domain_id= 79d00&idp=test-A&protocol=saml)
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ZE—BDIAIE
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B4 BUTNEaRNECIVEBRSERE .
<a href="<ZRf#E"> FLAREZNA </a>

SIS ARPERCIEERFEEIRE “CHREIAD” JUERBLEEAR

R

9.6 BHNTEHEANNIFARI5AA

BRSO IR AISONEREI . ERTLUBISHRIEISONIHSRIZEZFIN . JSSON

BT
[
{
"local": [
{
""<user> or <group> or <groups>"
}
1,
"remote": [
{
"<condition>"
}
1
}
1
SHIHBA:

o local: FREFIEFIEIZIAMBHBDER . ARSI “{0.n}” , {0}F& R
remote P FIFEERIE—1EME, {1}3FE R~remoteFHPEEMNE_NEM.

e remote: FREFAFEIMPTFRIAFER, ASEERIZEMFHEMRIFER,
BEHET=RE -
- condition: EX¥SFFRSIZEIAMES, BREEMNAIERREM . HRIiF=
EESLN

" empty: TIRH, BIFEH—EEN, REWAREMERIE, ETLUBTIE
FelocaltRAAI ST o

" any_one_of: MABMETREZAES—MESEMENEN, FHiROMR
&, REEREER T localtRpfy SAITF .

" not_any_of: WMARMEETFESHTIEEESEN, FEREGRE,
IREHEABER FlocallRARAY S FF

ik 1|
MESTEIAMPRARSMEEREES: KINEFE. K. HFIFH*=Fe ()
BARgeAEFF L,
empty 4561
empty & HFRUF R EEBIRE— B FH8(E, ZERTER ocallRAPAISMFF
“{0.n}” .
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o UUTRHFRREXFSHFPEIAMBRERZRA “remote” BIE— 1 BIHE+TIE
+E"NEM(E, BIFirstName LastName., FRi@FAF4E “remote” BIE=1E
%18, BlGroup, GroupEtEHIEREER— -

[

{
"local"™: [
{
"user": {
"name": "{0} {1}"
}
B
{
"group": {
"name": "{2}"
}
}
1
"remote": [
{
"type": "FirstName"
B
{
"type": "LastName'
B
{
"type": "Group"
}

]
}
1

RIREANUTHS, WEXHAPEIAMAPRIFEFE)ohn Smith, John Smithft
IAMFERETF “admin” FIFH., (A7THEER, EHTISSEE, ZBIR
Bl MEMNEL, FEESRR)

{FirstName: John}

{LastName: Smith}
{Group: admin}

o WIRBITAFRFEEAMAETSITRAFA, SHEERNM TR,

AN ROIFRREXISAFEIAMBRIARETRA “remote” HE—NBHEE+TIE
+ETNEMHE, BIFirstName LastName., FRIEFAF4EA “remote” HIE=1E
(&, BlGroups,

[
{
"local": [
{
"user": {
"name": "{0} {1}"
}
B
{
"group": {
"name": "{2}"
}
}
1

)
"remote": [

"type": "FirstName"

|||||

|||||
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}
]

BRIZEANLLTHS, NEFARPERSHRIEFEJohn Smith, John Smith/E
F “admin” 1 “manager” FFA,

{FirstName: John}
{LastName: Smith}
{Groups: [admin, manager]}

any one of, not any of {45l

any one of. not any of §empty&{4AE, XRNFHFRENE—NM/RE, ZEFR
e TFER local PEI ST . FRLALLTRAIA, (NE— ST “{0}” BF¥remote
RAPPE—PEmptyRHHEF, = groupI— 1 EIEAYEadmin,

o LUITRHIFREFEFPEIAMABRERESR “remote” BIE—NEME, BD
UserName., FRIBFF4E “admin” . iZMUMNIITEIdPHETF “idp_admin”
BRPHENABFREX.

[

{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}
1
"remote": [

{

"type": "UserName"

"type": "Groups",

"any_one_of": [
"idp_admin"

1

}
1
}
1

o MREFAFRFZAIAMFETZSNAFE, SHEEMNN TR,

AT RBIFRREFEF EPEIAMEREREA “remote” HIE—NEME, BD
UserName, FRi@APEH “admin” 1 “manager” . ZMUMNIIEIAPHETF
“idp_admin” FAIFANABREY.

[

"local": [

{

"user": {
"name": "{0}"

}

B

{
"group": {

"name":"admin"

}

%
{
"group": {
"name":"manager"
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}
}
1
"remote": [

{
"type": "UserName"

"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}

- BRSEANLUTES, BB FJohn SmithEF “idp_admin” BF4HE, FRLASRIEF

ZFAFBEERA=,
{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}

- BSEANUTEES, BB Fohn SmithREF “idp_admin” FBF4E, FrlliZ

MUIFIohn SMithAERL, AFtiFIohn SmithiplElfEA=,

{UserName: John Smith}
{Groups: [idp_user, idp_agency]}

BBEENRAXRIFEETE

B LAESHEERIEE— “"regex": true” AR REANTEUENRERNSLRKITE

é*% o

AR RIS RZRNS EIdPR AP E S L YEEETFL,
R, EIAMBRIERES UserName, FRlgFBFP4EA “admin”
[

{
"local": [
{
"user": {
"name": "{0}"
}
)
{
"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "UserName"
h?
{
"type": "Groups",
"any_one_of": [
" *@mail.com$"
1
"regex": true
}
1
}

FHESTH
SAEMHE, I BES” AREE

“@mail.com” EENBRE
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A FRBIZERZAMMNIIEERE FIdPAY “idp_user” tBAREFIdPHY “idp_agent” A
PEARIBEBRAF AR . STFEREFA: EIAMBRIBERER UserName, FrBRFER

“admin” ,
[
{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "UserName"
b
{

"type": "Groups",
"not_any_of": [
"idp_user"

]
%
{
"type": "Groups",
"not_any_of": [
"idp_agent"

1
LA SR T

[
{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}
1
"remote": [

{

"type": "UserName"
{
"type": "Groups",
"not_any_of": [

"idp_user",
"idp_agent"
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Z I MNBE TG

ZIMNES, RRESAPAEERBRARE.

ARPERE—EXMUNARE, FERNtREIE— 1 RAREMNER, &
WENZARITFIARER; MAFPANEBREESHNAFEZTRNES . —Fht
E’i%ﬁﬁﬂ’ﬂ%%ﬂ)ﬂﬂﬁﬂ%ﬁiﬁ%ﬂﬂm)ﬂ%EEE'—?%F‘%HEEE%FE’o XENEERIFESS
R

AT REIFRTESIdPHRETF “idp_admin” FPENBREX, EIAMFEBERER
UserName, FRERBR4ER “admin” ,

"name": u{o}u

"type": "UserName"

]
b
{

"local": [

"name": "admin"

1
"remote": [
{
"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}
1

BIRIENLATEIS, BBFJohn SmithiEF “idp_admin” RBP4, EULIEFMITIohn
Smith&% . 7EIAMBEIEFZ 9John Smith, FRERF4EA “admin” .

{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}
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1 O BENXSHHE

10.1 EFAEFEHEEBEX BHIEEELER

WNRIEAIEAIAPARSZIFSAML, OIDCHMY, AJLAMERBENX BHEE, BiERSRE
FEENTERNEE, FEVAPEICWIAPEITSME, BIERERNT.

gL="

AR

BEMXBPRIBERTASZIESAML, OIDCAIEIIdP, WNREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECREBBSINESIIMAFERE I EBRAKSBREREN

Lo
HURS
o DUBHPIEERS.
o RUEEREEHZ CEMRTAMEIKS (KSHELDomainARAl) , HELE
IAMFEIZFE (P LIGroupCHfl ) FHETFAgent OperatortliR, BiF
BikiESn: SIRRAPEHEN.
BAFTER

$I81 EDomainAFREIZIAMAR ( BF&LAUserBAfl ) , FHINIAGroupCAHRFEF, Bk
BiEiE2n: BRERNAER.

[MERITY:
IBEIANZIAMB R XIHRIERRIEARRS . FELNAMBRIBEAR, F5%: BF5IEN
IAMAFER.

$IE2 1EUserBRUIHIRIEIAS AP B (HEEFERHOES ) BEERIWIdPHEE G
qjj’] L‘/{EX%EHS{%Pi)\iEtoken%DiJﬁ)ﬂAPlo AT REENIKSZSE, ZHRMNH0ZHARE
WHNZETFE

$I3 FEIAMERIEENSHEIER "8 , BEaLHEH “ IEFR
$R4 EOIEZERNE, REFHSH

“FHEZTR” LA “testagency” Jf5, “ZFTHEREBY AR “TEKST , “&EIE
kS " IBS “DomainA” , “IFERTE" RIBEAERIER, #8E “T—=£7 .
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H—BDINIE
FFism

10 BEXBHAE

F+IR5
L6

IR

10-1 BIEEFIE

EITEER testagency

et OB
SRS R A =S,
RS
SRS RS A TR,

SRS DomainA
¥R Sy M

-

Eis

F—F i

R RRERTEE, AIRFERTFERIINIR, LR,

EVIdPEIZRFEF4 “testagency” ( SEHEBATHNEIRZFRER ) , Bl At
PIEENMAARKAFE, EFEHBEXNRKEBEREN=RAENR, BREEESR
Ml IdPESENSAY .

U AEAREREVERRSE, patWIdPIBENE, NEEIIE (BLE
BESXREWHEPNEIIER, RAPRAAZEEER ) MISEMFEERANE
£, BADEES RV EERFHAHY,

AR
BEXAENEETIRZERIdPRIZINARAZ RS LN R IZIFITETIRIIRE.

EAIdPEENXREBIRIERIE, EmIAMAR userBitokeni@RIAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , 3XEXE BRI SHA9securityToken, ARG XIES
W @i EIEIRENIERTAK/SKFIsecuritytoken

(RERITY:
BT Z3EIkEsecuritytokenfy, BRIk IESsession_user.nameZS#],

I dPE R A IR SR AN BRI IRATAK/SKFIsecurity tokeni@id £ B

( iam.myhuaweicloud.com ) JEFAPI ( POST /v3.0/0S-AUTH/securitytoken/
logintokens ) SREXEFZEEloginToken , EFREHEIFResponse HeadersaIX-
Subject-LoginToken, SXEXANIEEN: KMEEXNESRER.
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H—BDINIE
FFism 10 BEXBHAE

(AR

e EMAPI ( POST /v3.0/0S-AUTH/securitytoken/logintokens ) SREVE RZEiEloginTokenfd,
EEFERALBER: iam.myhuaweicloud.com,

o logintoken2RAMAELBEXNEBERAFPNERER, AEHEFNSM. sessionFEE, B
INERER/102%h . EFEFederationProxyUrl B R=ERSZIEHI AR, FEEMHlogintokenid
fTINIE

e ARIAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) BFRJLAIZ & logintokenfBE Y

AdiEl, BREEIRETE1008~12/0\T . IMNRENIHEKFIRATZ 2 EiEsecuritytoken
FIRATHARTE], NERAIGRRTREEiFsecuritytokenFlRATHARTE

FE10 UIdPEENXIEIRIEIE IR =R E R B FederationProxyUrl, {EJILocation
REIZENILEE . FederationProxyUrl#l T :

https.//auth.huaweicloud.com/authui/federation/login?
idp_login_url={enterprise_system_loginURL}&service={console_service_region_url}&
logintoken={logintoken}

o~

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A
%2F%2Fexample.com&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm
%21%3fregion%3dcn-north-4%23%2fapm%2fatps%2ftopology&logintoken=>****

& 10-1 25057

2% i8R

idp_login_url P SBERFEFHL,
service mENEE ARSI .
logintoken BEMREEREIR,

oA E LU T Demor SR =R S EFiblit FederationProxyUrl: ERZEIEH= 6!
BRIRSER bt

AR

iZFederationProxyUrl& & MIAMZAEIIERER, EREATFNAENARETEMIIIE.
FederationProxyUrlFR 2413 UrlEncodedwis

B LRARINEERZEE oginTokenpf I, HeEEMEEMEIFTELIANELNIEIRS
thsit, BI=RSRIEERMEU FserviceigERIMELE, W RPINGRISEAAES]
PAN
Ho

loginTokenIAIERW, MEEE@Zidp_login_urligERYMBLIE
-85

10.2 (FHEF A IZTIRSE R MBI

ZELREEAEE SN REREN TR RS HBKFCIEERMIAIREULHT .
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Java 7R-BIES
LA RBIIRBE T 2nfal{#E Fjavadmizi h o EiE = RS E Rttt FederationProxyUrl,

import java.net.*;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ClientRequestException;
import com.huaweicloud.sdk.core.exception.ServerResponseException;
import com.huaweicloud.sdk.core.http.HttpConfig;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/| EREREERNEEXEERER

String endpoint = "https://iam.myhuaweicloud.com";

/| REEFinEtt

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// {EF3IAM userBidomainID/ak/sk FIIAIEEIAME P {Service}Client, AFBRIBIZES I “ BIZRIAME
R &1
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld("domainld")
withAk("ak")
withSk("sk"))
.withEndpoint(endpoint)
.withHttpConfig(config)
.build();

/*CreateTemporaryAccessKeyByAgency

TERRIEE EERENERT AR 2 A F0securitytokeniZ (I3REXE B IS SHB9A1B) % B NsecurityToken,

iEl‘lﬂ*ﬂZ;%H*l]seclJJri;ytokenE'\JﬁﬁiAﬁ HR9900%), BR15H¢H, BUESEEI15080-24/08Y, XBIEBIUHAS

36007, BD—/h\Bd,

R T—REBEEXREERERE ogintokenlY, MNREIRETEXHA, NERBHAAREA T XEIRENRY

securitytokenfRI KRB KATE] .

*/

IdentityAssumerole identityAssumerole = new IdentityAssumerole().
withAgencyName("testagency").withDomainld("0525e2c87exxxxxxx").withSessionUser (new

AssumeroleSessionuser().withName("ExternalUser")).withDurationSeconds(3600);

AgencyAuth agencyAuth = new AgencyAuth().withldentity (new

AgencyAuthldentity().withAssumeRole(identityAssumerole).

withMethods(Collections.singletonList(AgencyAuthldentity.MethodsEnum.fromValue("assume_role"))));
CreateTemporaryAccessKeyByAgencyRequestBody createTemporaryAccessKeyByAgencyRequestBody = new
CreateTemporaryAccessKeyByAgencyRequestBody().withAuth(agencyAuth);
CreateTemporaryAccessKeyByAgencyResponse createTemporaryAccessKeyByAgencyResponse =
iamClient.createTemporaryAccessKeyByAgency (new
CreateTemporaryAccessKeyByAgencyRequest().withBody(createTemporaryAccessKeyByAgencyRequestBody));
Credential credential = createTemporaryAccessKeyByAgencyResponse.getCredential();

[*CreateLoginToken
RENAE XA EERZEE ogintoken,
logintoken2RFEMALEENNEAFNERERE, AHAFPNSMH. sessionFHHER,
FREEXAEBEURLEREIRSIEFHEH, oTLAERARZEOSRERIogintokenH# TIAILE .
ElESLSEIJE%%EEIOQntokenE’Jﬁ?&HH?ﬁiﬁseoo%&", B1093%, BUESEE/910380-12/00, XEBigE /11800
7, BI=NET,
AR BEMAEZERER ogintokenfIEMEAREEX F £ —LIREXHIsecuritytokenBIRIREXATIE .
BidEEIkEsecuritytokenRt, iERAFHITUEE session_user.nameZS#{,
*/
CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().
withAccess(credential.getAccess()).
withld(credential.getSecuritytoken()).
withSecret(credential.getSecret()).withDurationSeconds(1800)));
CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new

NGRS 24 (2021-11-30) IRIERE © LA/ ARBIRAE 155



H—BDINIE
FFisrm

10 BEXBHAE

CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[/BEXRIBEE Rt

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
(1T ER R FEFIIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/eI =R B Rithlit FederationProxyUrl, {EJILocationiR[EIZ5SE

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python 7=REIHLHS

AT ROIRER 7 anfafEE A Pythonfmi2iY S IR = ARSS & Rithit

FederationProxyUrl,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERERERRNEEX N IEERER

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFiRENE

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# {EFIAM userBAddomainlD/ak/sk FIAIIEEIAME Fif {Service}Client, A BRISIEES I “ BlIERIAMED
P’ &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByAgency
# VERIEIS 2 TIRENRAT 25 5 0securitytokeniZ KBV E B GRS S5 895 1R1ZE 3 security Token
# 5 ftﬂlfvﬁiﬁﬂiusic?itytokenH‘Ji.!éki)\ﬁs‘zﬂlﬁﬂﬂwooﬂ‘, B159¢, BUESERE/91558-24/\, XBIREFWEHAN
3600%>, BD—/\BYo
# AR T—SREBEXEZRZEElogintokenfT, MRERETHME, VBRI EEATIXEIRENAY
securitytokenfIFRIREZRATIE .
# BT ZITIRE securitytokenhd, iERAFALRIES session_user.nameS#],
assume_role_session_user = AssumeroleSessionuser(name="ExternalUser")
identity_assume_role = IdentityAssumerole(agency_name="testagency",
domain_id="0525e2c87exxxxxxx",

session_user=assume_role_session_user,

duration_seconds=3600)
identity_methods = ["assume_role"]
body = CreateTemporaryAccessKeyByAgencyRequestBody (

AgencyAuth(AgencyAuthldentity(methods=identity_methods, assume_role=identity_assume_role)))

request = CreateTemporaryAccessKeyByAgencyRequest(body)
create_temporary_access_key_by agency_response = client.create_temporary_access_key_by agency(request)
credential = create_temporary_access_key_by_agency_response.credential

# CreateLoginToken
# RENEE M BB R ZElogintoken,
# BENHIEEREE ogintokenfIBIEARBAIA 960070, BI105¢H, BUESEEA1058-12/\8F, XBIRET
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1800%), BNH/NAT,

# iR BEMREERERE ogintokenf B MR BEA T _E—5kEXYsecuritytokenfIRIS A ETIE

login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

# FREEEMRIEEREIRURL

auth_URL = "https://auth.huaweicloud.com/authui/federation/login"
# B SBRFE R

enterprise_system_login_URL = "https://example.com/"

# BEIFRNE ARSI

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# BIE=IRSE Rl FederationProxyUrl, {EJILocationiREIZSNILEES
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)

10.3 {8 token FECEEEN BI0IBELEL R

WNRIEAIENIAPASZIFSAML, OIDCHMY, AJLAMERBENX BHLE, BEmERE
FBEATEFREE, FVAPEIWIIPKEITFSHfE, BIRERERAT.

AR

BEMXBMPRIBERATAZIFESAML, OIDCAIIIdP, WNREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECREBRBSMINEIMAFERE I EBRAKSEREREN

o

BRI

o NIEBHTIESERS,

o NIESEBRELH=LFMTIEIKS (1KSFZLADomainABAEl ) .
IBMESR

I E:DomainA':F'ﬁUEIAMFﬁFI ( AP&L UserBfl ) , BiRAREESW: CIEIAMA

£82  (Ak ) BRARFUserBIIANBFRAS ( BRARLAGroupChfl) , FABPAETY
ZROIR, BFSEESN: SIZBPEFHEN

H$IR3 KUserBRUIBIDEAS AR NER (HEEERIDER ) BB TV IdPRIEE X4
FF', LAMESREXFEFIAIEtoken . AT RIEENIKSZE, BEFIHIERENINET
1 o

B4 PUEEREREWVEERSE, HEIBEXRE, NBRIIRDEEFESREN
=HIERIVAER, BRREESREVEERFEENE, LA EIRRER2HE
BRIFFUserB A4,

(1] %8R

BEXRERAFSIRZEELAKS TRIAMBRSIR, BIAMAFRSARERSHEFSHED
(EFFERRHEEN ) BREREWIdPHIREN 4+, B XEAFRRERTFAREWLHEF.
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IR

L6

SR8

AIdPEENXIBETIAMB P UserBadtokeniEAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , ¥XEXI&ESi5i@25$BF0securityToken, ARG XES
W: BEidtokenIXENIERT 51012 8 0securitytoken,

BAldPEE X EBESIREREIR GRS H 2 $HfsecuritytokeniBid £ B3
(iam.myhuaweicloud.com ) iERAPI ( POST /v3.0/OS-AUTH/securitytoken/
logintokens ) SREVERZEEloginToken, BEREHE{\TResponse HeaderdfJX-
Subject-LoginToken, SREXAGRXBESN: KMBEENKBEREIR.

(AR

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) SKERE F=E4EloginTokenhd,
EEFEALBIHS: iam.myhuaweicloud.com,

o logintoken2REFAMALBENKIBRAFNERER, FEHAFNED . sessionFER,
INERHEA1055%H

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) RSRILAIE & logintokenf9B53%
BY8, BYEERETEN105H~12/0\0] . AWRENPEXFIGRTZEEIiEsecuritytoken
FAYITHAASE), MFERIRETZ £ EiEsecuritytokenRISAY T HARTIE] .

AdPEE X AIERIBIN TALE IR =ARSRIEERMENE, FE/9LocationiR[EI45]

(17 =1~
ag-

https;//auth.huaweicloud.com/authui/federation/login?
idp_login_url={enterprise_system_loginURL}&service={console_service_region_url}&logintoken={logintoken}

<l

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A%2F
%2Fexample.comé&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm%2f%3fregion%3dcn-
north-4%23%2fapm%2fatps%2ftopology&logintoken=*"****

& 10-2 SE0RH

2% i8R

idp_login_url P EBERFE R,
service FERIORIE A =ARSS b .
logintoken BEMREEREIR,

EAIAS L FDemoRAIBIRAIREE Rl : Eftoken5 X B SIRE TRt
mall

SRERIEZE R E MNAMIKBRIZ R EEloginToken, loginToken BBFXJiA5iaRIE it
TEMWIE. =RSLEZEFRtIHENSHAEERFTELE I UrlEncodefmiB .

EhAEEFREREoginTokenpkINfE, NiSRBMNEERIIFRILDAIELNTRSS
ok, BI=ARSIEE R FserviceiRERIMELE, BIAVBRAINBIEEAZAES
VAN

Ho

loginTokenm AIESRK, MEEE@Eidp_login_urliZERIHbLLE

.
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10.4 {£F token HBIERIRSE R

ZE TR ERoken SR BIEEREN TR IRSZAIBFLIEERBUAIRENLHT

Java 7RCED
LA TR G158 T aMa{Efjavadmizi A ol =R S 2 S itbtit FederationProxyUrl,

import java.net.URLEncoder;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.http.HttpConfig;
import com.huaweicloud.sdk.core.exception.*;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/ERERIEZRBEEX NIEERER

String endpoint = "https://iam.myhuaweicloud.com";

[[BEBEEFinEME

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// {EF3IAM userBidomainID/ak/sk FIIAKAEEIAMZ P {Service}Client, AFBRIBIES I “BIFRIAME
P &1
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld(domainld)
.withAk(ak)
.withSk(sk))
.withEndpoint(endpoint)
.withHttpConfig(config)
.build();

[*CreateTemporaryAccessKeyByToken

A @i token3REXIIGAT 518125 $HFIsecuritytokentZz (ISAENE B IRAT B DAY D25 B 0securitytoken
ihlaRsARNsecuritytokenAIBIAE RHA/9900%) , BD153%4, BUESEEA1558-24/0\0, XEREGRHAN
360078, BP—/IAd,

TR T—REBEEXREEREREogintokenlY, MNREIRETEXHA, NERBHAAREA T XEIRENRY
securitytokenfIFIREZRATIE .

TokenAuthldentity tokenAuthldentity = new
TokenAuthldentity().withMethods(Collections.singletonList(TokenAuthldentity.MethodsEnum.fromValue("tok
en"))).withToken(new IdentityToken().withDurationSeconds(3600));
CreateTemporaryAccessKeyByTokenRequestBody createTemporaryAccessKeyByTokenRequestBody = new
CreateTemporaryAccessKeyByTokenRequestBody().withAuth(new

TokenAuth().withldentity (tokenAuthldentity));

CreateTemporaryAccessKeyByTokenResponse createTemporaryAccessKeyByTokenResponse =
iamClient.createTemporaryAccessKeyByToken(new
CreateTemporaryAccessKeyByTokenRequest().withBody(createTemporaryAccessKeyByTokenRequestBody));
Credential credential = createTemporaryAccessKeyByTokenResponse.getCredential();

[*CreateLoginToken
REVAE X SR EE ogintoken,
logintoken2RFEMALEENNEAFPHNERERE, AHAFPNSMH. sessionFHER,
FREEXAEBURLEREIRSIEFSH, oTLAERARZEOSRERIogintokenH# TIAILE .
%Eﬂii%%igiEIOQintokenﬂgﬁ IHAZAIA 96007, BD1028h, BUESEEN10980-12/0Y, XEiRE 1800
7, BI=NES,
R BEMAEZRER ogintokenfIEMHAREEX F £ —LIREXHIsecuritytokenBIRIREXATIE .
*/
CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().
withAccess(credential.getAccess()).
withld(credential.getSecuritytoken()).
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withSecret(credential.getSecret()).withDurationSeconds(1800)));
CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new
CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[FREBEX R EBEERZEIRURL

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
(1T EB R FEFIIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERRNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/R =IRSE R FederationProxyUrl, {EALocationiR[EIZ&iN 528,

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python =~GIHLHS

AT ROIRER 7 anfafEE APy thonfmi2iY S IR = ARSS & Rithit

FederationProxyUrl,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERERERRBEEX N IEERERE

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFiREN

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# {EFIAM userBAddomainlD/ak/sk FIAIIEEIAME Fif {Service}Client, A BRISIEES I “ BlIERIAMED
P’ &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByToken
# A REIZ tokenFXBXImATIAIA1Z¢BRsecuritytokentZ 3R ENE B IR B D AYiA a1 224 F Nsecurity Token
] ftﬂlfvﬁiﬁﬂiﬂsic?itytokenEl’\J%Xi)\ﬁs‘&HﬂﬂwOOﬂ‘, B1552%, BUESBEN155HH-24/M\87, XBEISEEIHRN
3600%>, BI—/)\BY,
#FR: T—SHREEEXIBEFRZERE ogintokenly, INRESETEME, NWEMIEAEEATIXEREN
securitytokenfIFRIREZRATIE .
identity_methods = ["token"]
identity_token = IdentityToken(duration_seconds=3600)
body = CreateTemporaryAccessKeyByTokenRequestBody/(

TokenAuth(TokenAuthldentity (methods=identity_methods, token=identity_token)))
request = CreateTemporaryAccessKeyByTokenRequest(body)
create_temporary_access_key_by_token_response = client.create_temporary_access_key_by_token(request)
credential = create_temporary_access_key_by_token_response.credential

# CreateLoginToken

# KB EM R EBEREElogintoken,

# logintoken RFREBEN RIBRAFNEREIR, FEAFRISMH . sessionFHEE..

# AABEXRIBURLERRRSIEHIEH, ATLUERAAEOSRENE logintokeni#1TIAILE .

# BEXAEERZEE ogintokenfIBEERERIA 96007, B1005¢H, BUESEE/910080-12/08T, XBIREH
1800%), BP=E/MAT,

# 18 BEXREEZRE R ogintokentIEMHARBEAR T _E—3KB RTsecuritytokenfIRIFR B JETE
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login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

#BENRIEBEE Rt

auth_URL = "https://auth.huaweicloud.com/authui/federation/login
# W EB RS R

enterprise_system_login_URL = "https://example.com/"
#EEFINEN=IRS IR

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# QIE= RS E R tFederationProxyUrl, {EJ9LocationiR[EIZ5NIEEEE
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)

NGRS 24 (2021-11-30) IRIERE © LA/ ARBIRAE 161



H—BDINIE
FFism

1 SZERZINESEIL MFA

SHFTAESEHL MFA

11.1 ZEZFIAUE
HARZEEIAIE

SRTNER—MIEERRNLELETTE, CrEBERPARMERZINEEIMNE
I—E&FF. BRZEZANIEGE, BRETREN, R7EERMBAABMZEDI
(B—IXRSHWIE) , TFERMIIG (FTIRBMIIE) , SERSMINELES
ERBHERIKSTHRRERESHRZEFIF.
SRTNEEENAESFIIENRERIPTR, FET7TERWIENER, BRERE

HEH, RTREMABPEMNERLS, THREEERBGIERNEBARIEL; 87T
BIFRIPRE, APEITEURRIFEY, FEEAIDIERRIARIE,

ZEFAIEZFAIRE

ZRFNBREXIFTFI. HEFIEMUMFARS

ZEFNIENANZSR

ZRRNEFENATFERFIPUNRIEERF . EFEZERINE, NWEBEHIEH
REST APIIISZEIZM,

o TR BLURKSHHNIAMARERE, KT EERNEBARFRZHED
Hb, EFBASRBIEREMASETNERSEFRIKIES, BXEAERES
7, H—LTIREKSZ 2.

o  BERIP: BLRKSHIIAMABFEITEURRIER, AN RIRSRE
i f‘i%ﬁﬁﬁ)\%%i)xiftiﬁ%EFEI’\JE@HENT;T%{’EHFJE%M, B RIRIRIEHHRAIN
PRFNIRK o

BEHEXEFRFRIPTIRERIPRINGE, B2 SURHRE.

11.2 E#l MFA

AEFTENENBINMIIEELIMFA . SMITBIPEIMFA, LIRIAMABRFEYESD
HIBREEHAM FAR FRFE FRRY SR R AT E B EIIMFA,
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H4=EHL MFA
FE#AMulti-Factor Authentication (MFA) 2EE4E6EFINEBANRSE, BEETH
BI—XEZR (TOTP) tRfE. MFAIRERTUEFEGHEAIUETFRE, BaiiziF
HEFRHERIEIIMEA, BIEIMFAN FBIER, TJLAERIIEESE ( BIREREFNL)
BiE7, IEEAE, EHMFARZSEZIAESPE—F,

ANMIISPEEHL MFA

BEBEENEE TRE—EIMFAN BERE (fI70: Google Authenticatordy;
Microsoft Authenticator ) , A Ee4FEREIIMFAIZE

o  ERFHRIENKSHEN=RKS

TE1 HAZRIRE.

T2 7T “LeRE-HRMEET TwE, BF “EHMFA” Gy “giFgsE” .
11-1 E#L MFA
RLi8E @

2AER SRR BRIIERES SRR Pl

EZHIMFA prome.

£3 IRIEAMNGRLRISTERIAMFATRE, EEANMFANRREFFRINABR .
ERILUBIS I 458 . FamARM S UHBEMFAIRE !

o TS

FIAFI LEREIFAIMFAN BRER, 1BF “1ESEAE7 , 13 4R
MFA” SEEFFRRI 403, RIS, NAREFRSBNMIARF.

o FEmA
EF?ULJ:EE%@?E’\JMFAF_\'Z%EF%, e “MNRMERYER”  FEnRnA
AR

FHBANFMIBRAARFE TR, ENERMRETIFEBNRENREINEE.

£RA TNAFTH, AREMFANEREFER, EEREIMFARNMISOSRE. si&O<
B30 BhEH—IXo

$|S 7 “YPERMMFA” TEHMNESNRAEAOS, ARRE “BE” , THIPEEN

MFAIRERIRIE
.

o BEHARENKS
SR HANREIRE.
$H2 £ “wLRE>HURRMET A, BE “EHMFA” AR “RIEHE .
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11-2 4BEREHL MFA
ZRIRE @
HAER SRR B RIIFFER RS ERRE Pyl

EIMFA

HREBE

TE3 LR “LARS>TEWIE” THE, RIBETRESERIUMFA,
e IAMAR
IAMB PR BTEIAMIZHIEHSERIIMFA, IRESERAREAWSHEE.

EEEREE TIAMBPHELMFASIAMARE XSS, BiZIAMBRARTERRE
ZP#EEETL){MFA?SE@EHEE, MIAMBRERIEFEEEFHETEREIUMFA, B
AT

;1 LIAMBRBHERESIS
$H|2 EERWIERN, B5FE “GPEEMMFA”

SRIOIE

EHIMFASRIGIE

ATy

IVE s el R =

TFATTEEISIE

TEEEMRES

W3 AEANSRESEEIIMAARE, BIREERERIIMAA,
R

SM{TZRENEEHA MFA B83IFRS

HEEMMFARTFRERFRIFEIRMERIPE, BREHTERSOHITERRFN, &
ZHMAMFAN FRFEFRIEISINIERD, TEILIERIGIEA,
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11-3 EHl MFA ZEZRI8IIF

ERINE

EEIMFAZREATE

THEEANS

R, EREITFERE LELIMAARIFER, SEHEARFESEKSHE
IERS .
SMOTRELBEEHA MFA

B EIMFAIS T FHARE Kk A MIFREELIMFAR FRZFARY I AM A R ERIK S
IAM R PEkK S A LATE 57 B BN Se A RSB EEHAMFARDIRAE o

o  FHEXSEMREMMFANBIEFRIAMAR, BRKEAEEREEENMFA,

o  FNEXRNEMIREUMFAN BREFHEANTIKSHEAKS, BERRERIE
EERFEHMFA,

FTE1 HARERE
$E2 7 “wERE>HURRET A, BE “EHIMFA” AR “RIERSE” .
AR

MRECHRLEAKS, BHEZEAKSKIL, BE ‘KSTOSKSSLRE>RLWIE” B
& “EHIMFA” [RRY “HER4R7 .

$|3 E “BEYIEHMFA” TWEHEAMNETIMFAIR EIRERAIRIZSIZIERS -

11-4 HINEHL MFA I6FRS
FERIMFA

R ERIMFA

MEEERTERMAAMERERFEFRIL. EERERERFE—HEE

1T
Bt
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;A BE “TRE” , WIENRINE, STARBSIMFARIE,

BEEI MFA
iﬂ%ﬁ’éﬁﬁE}ﬂJ}UBﬁEWMFAJEZFH%E%E’\J@%EIFK%WL‘E?SM%, BRFRERANCER
EHIMFA

FHELSEMBREIIMFAR FZFRNIAMAR, BRASEREEENMFA, S8
AR FEBRAI TR

B ERF—SHIANLRSEEENS.

£R|2 7 ‘G—BMANERS>EFT REPAFSIES, SERPANR “Z2iRE” .
$|3 7 ‘ZL2RE” WET, BE ‘EHIMFARE” A ‘B8 .

$R,A BFE “RE” , EER.
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1 2 BHE IAM B{FICHE

12.1 FEZHIRSS

Z=EHITARS ( Cloud Trace Service, LATREFRCTS) , REARTEBRARHEUAY
TEITIRSS, EHNSHZERRECRNOKE. FEMEiRaeE, TRTFER
2o, GMET. BRIRGMNORENEENNBIZS

AT HESBAMIEEIRESEM, FINIRAF. MBS, BYEBRTES
HiHRS .
BAFTHR
SB BREWHE.

S MBERULKSERENR, BEBHTS; NREEUAVBFERERR, BE
BRREERMIAMBFEFLATIR:
e  Security Administrator
e (TS FullAccess

BIITREZ RAIAMBFE .

SE|3 &R “RSB3VIE > ERERE > ZEIHRS T , BASHITIRSENTE, MTER
o
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12-1 ZEITIRSER
CTS (=& EEFEmaa F=EFiR:
A ERS TR
EEEHESTIR
A EERSNIR

ERRSS S aERAcs admin_trustgoEs, BEEIE, TLE#A R
SIEHIEE, (EASHEETE. ISHESHFERE, TEeES=0 EEFE,. SSusiEE

SETEHSNRE, (TSIEE fi—51

A ER S ENRESEHS TAE A
0Bs.

FRIE =8,

TEA BF ‘EARENFTE , BASHEITRSNHA.
(AT
o [FE{FR=EHITIRS, (NFEHBE=EHITIRSHEXIIREIT], TFiHHSecurity Administrator
R

o EEENHTECTSIRSEE, RRASEMNECZUTEEERRS, ATCREESH, &
HYBEZRRRRERS, flanelE. =%, MRS

- BHENAiregiont|E 1N EEERSE, BTICENBRRSHESES G,

- iﬂ&*lﬁl-ﬁ%&ﬁﬁﬂ@1¢%ﬁi@ﬁ%§, BFCREBRS (WAMARSS ) HIEESE
%

-
FEIAMIHTIRIE, BINOIRAIF . FIFES, CTORRIDRIRIRE. CTSSIHERM
IAMIEEHOIRIEE, ATRaRA.

F 12-1 CTS Z#509 1AM 12R1EFIER

BMERTR HiREE EHBTR

RAPER user login

FRPEREM (%5 | user loginFailed
IKSBEREWAIC

)

BFRZEH user logout

_HHINER user scanQRCodeLogin
“HBEFREW user scanQRCodeLoginFailed
OIDCE R user oidcLoginSuccess
OIDCEFRLM user oidcLoginFailed
SSOEZRAIN user iamUserSsolLoginSuccess
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12 BE IAMR{FiCHE

BRIESR RRER SHEMR
SSOEREKM user iamUserSsoLoginFailed
ITSICERHERE | user fpwdResetSuccess
ﬁf_'y
EIEERP user createUser
12;35[&151#1’@1&\ FH | user updateUser
=
fHIERAE user deleteUser
BREZSIREBIT | user updateUserPwd
(e
EERIKERAFZEND | user updateUserPwd
EIAMBFRIER | user modifyLoginProtect
FRIPRSER
JHBFEIESFANS | user changeMobileByEmail
HRFEIEEZRS | user updateUserPwdByEmail
AVEXFBEFEIRE | user tenantLoginBySamlSuccess
RN
EAEXFBREFIBIZEE | user federationLoginNoPwdSuccess
FEEERIEERIN
RAVEXFBFIF B 4E | user federationLoginNoPwdFailed
FERERMEEW
CIZRPA userGroup createGroup
EAPAH userGroup updateGroup
HERFAF4E userGroup deleteGroup
PINFEFZEIAF4AE | userGroup addUserToGroup
MEPEMIBRER | userGroup removeUserFromGroup
RUBEVIMFAIRE | MFA UnBindMFA
HERPIMFAIRE | MFA BindMFA
elEESS| project createProject
(E=| project updateProject
fHERIRE project deleteProject
elfEEgen agency createAgency
BN FSE agency updateAgency
HIFRZE agency deleteAgency

MAERRAS 24 (2021-11-30)

WRIERE © HERRARBIRAT

169



H—BDINIE
FFisr
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BRESR wiFERE BB
IREE agency switchRole
HNEEEFFRBIE | agency updateAgencylInheritedGrants
ARSSAX R
BREL TRIFFBIN | agency deleteAgencylnheritedGrants
BRI R
HEEEFEBIRS | agency updateAgencyAssignsByRole
PR
HNEFIEFLBIRSS | roleAgencyDo | assignRoleToAgencyOnDomain
IR (API) main
EIEIEINR agency updateAgencyAssignsByRole
IS MR identityProvid | createldentityProvider
er
BB MmEHE identityProvid | updateldentityProvider
er
=g ] identityProvid | deleteldentityProvider
er
BB MHEERIN | identityProvid | updateMapping
er
EFIDPTTEIRE identityProvid | metadataConfiguration
er
FINRIERFZNEN | identityProvid | metadataConfiguration
|dPTCEE er
AR AR mapping createMapping
EHThReY mapping updateMapping
IRy mapping deleteMapping
ERR MY identityProvid | createProtocol
er
EHMY identityProvid | updateProtocol
er
[T identityProvid | deleteProtocol
er
IR TIERILBIRSS | roleAgencyDo | unassignRoleToAgencyOnDomain
PR main
FIEENINE roleAgencyPro | assignRoleToAgencyOnProject
ject
EREITIENINE roleAgencyPro | unassignRoleToAgencyOnProject

ject
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12 BE IAM B{FiCR

BRIESR RRER SHEMR
EFIKSEREEE | SecurityPolicy | modifySecurityPolicy
BRI SRS SecurityPolicy | modifySecurityPolicy
EITAIAEEIFIER | SecurityPolicy | modifySecurityPolicy
EHIKSEREEE | loginpolicy securitypolicy
BRI SRS passwordpolic | securitypolicy
y

EFTpEEETIE | acl securitypolicy
EUEERP domain createDomain
EHEF domain updateDomain
fRIERFEF domain deleteDomain
OIDCHAXEZRLM | domain oidcLoginFailed

EM B E X KRR Policy createRole

(&2 E E MRS Policy updateRole

B B E M ERRE Policy deleteRole
FPEFMEFINR | assignment createAssignment
(API)

FFHEFINEBINR | group updateGroupAssignsByRole
BRFBEREBNR | assignment deleteAssignment
Bl K AAK/SK credential createCredential
BEHTKAAK/SK credential updateCredential
fRIBR X AAK/SK credential deleteCredential
{ZF. BHAK/SK | credential updateCredential
AP, £WIRE. | assignment grantRoleToUserOnEnterpriseProject

SRERIEAY

BRRAF . EJlIn
H. REEENX

enterpriseProj
ect

revokeRoleFromUserOnEnterpriseProject

EHEWIRBEAFA | enterpriseProj | updateRoleFromGroupOnEnterpriseProjec
R ect t

elfEIZZ) b2z group createGroup

IR FZE group deleteGroup
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H—BDINIE
FFisrm

12 BE IAM B{FiCR

12.2 &FF IAM I=HiH8&E

FREZHFITRSE, ZHITRSTRICRIBFSY, SRIAMLUREMIRSIRES
%, ZEIHRSFRERE7RAUFFICR.

BRIFERR

T SEREIAMZHSHTIRE, AleliE— BF “CTS-Test” .
FI2 HA=HITRSEHE, EEIAMBRECR.

12-2 BE IAM B9R(EICSR
/\D BHE @

=R BEVAER c
ZHIHRS
fEFES|
— REEE 25
SRR mEen | mamaen
wn 28 |[ 5w
=8 @ BERR @ R B
Ao =

2020/01/15 09.32.29 GMT+08.00 ==m

MR

IAMAZBRIRS, CTSBUANCR “‘HhE-FE" KFAIAMRECRE, HACTSEERERE, R
MNXIFAR “‘HE-FE” , BERKE, GUEEFEEAMREFCR.

|3 5L v, JUEESFHIENER.

12-3 EEEMHERER
/\D sl v

—rone
THITRS REEE  SBEG

sexm | mEse WERD | bR

BEAS | maReEs

=8 == £
BHER )

Ll 8D @ ARER @ 5 @ RS @ A
createTracker  racker c1s m

=E

A-Company 2020/01/15 09:32:29 GMT+08:00
request {'statusenabled"tracker_name"’system"tracker_type”’system'’is_s

alseis_support_validate" false! project_d"’04dd42ab63002(

1b63002620219ac01af2
4cb1{7e-3736-1162:8182-518564.
acker

Isefis_support_validate" falseproject id”704dd42a
1509:32:29 GMT+08:00

15093229 GMT+08.00
{'domain'{'d"704dd42ab588026ad098C01 7%

2"Iname*“A-Company}/id"’d15157bd3554451 404961 8bA4ukin2" name"A-Company’}

TRA BF “BEFH , TUEEFMRIEE.
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BPiEm 12 BE IAM2{FICH

12-4 BEESFHFB
EEEN

"project_id": "@4dd42ab630826ad2f Cammiiemiteiiiene” ,

"context™: {
"request™: "{\"status\":\"enabled\",\"tracker_name\":\"system\",\"tracker_type\":\"system\",\"is_support_tri
"code™: "201",
"source_ip"

“trace_type”:

ConsoleAction™,

‘event_type": "system",

"project_id": "@4dd42ab630@26ad2f9ac@le. . __.___.",
"trace_id": “edcblf7e-3736-11ea-8182-5185cAmliiiis"
“trace_name”: “createTracker”,

2

"resource_type": "tracker",

"trace_rating”: "normal”,

"api_wversion™: "vl1.e",

"service_type": "CTS",

"response”: "{\"create_time\":1579051949282,\"domain_id\":\"@4dd42ab588826adaf "L A dN "\ "bals
"tracker_name”: "system”,

“time™: "1579051949238",

"resource_name": "system",
"record_time": "157985194945@",
“user™: {
"domain™: {
"id": "@4dd42ab588026adet98ce__ .. ___.3",

"name™: "A--Company”

1s

"id". "d15£57hd355d4514bd9A 1 RhoiRelebiant |

e
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1 3 UEEESTEN

AIERIRRAE, FalRE TSRS ZRIEE, MAFPINRFENENSEM IR
#lo WMEESAULEIESOMNAMABR.. BRESE.

R LR RECAHIRGEI T EFHEFERTEE, EnILARIEY KEc&l,
BEEEBRAVECE?
1. EREEIFHSE,

2. mEmmEsaztan Y SERKISEE.
3. EREALE, %2 AR > BOEE .
ZOGHN “IRSEA A,

13-1 FAYACER

4. fEALME “PRSSECER” UM, ﬁgﬁlﬁﬁﬁﬂ’ﬂﬁﬁﬂéﬁ&ﬁﬁfﬁ)ﬂo
NRIARTECEABER B SZER, FSEREHR(F, HiFT KEcEl.

S ERIEY KECER?
1. BREEEHE.
2. EREALA, HIE R > RIER
RN “IRSEAR” T,
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HPFPigE 13 EAEEELER

13-2 FAIECER

3. BE “HiBT KECE .

4. £ “HETR” T, REEHFER, ESHEXSH
Hep, “jEEid” MSESHERZENASHRBERER.

5. EEREE, AEmFFREL RBR7 .
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FFisr

14 (Z1Tic®

1 4 ZiTicx

x14-1 E1TicH

=E

[BiTicR

2022-06-17

FT+HRREX A
gt SIREINRE, BIEtEREIAMAR, HtEMiR
IAMEBF. BBFPH. AFPERIR. £,

2021-11-30

B FIURIEX R
1RiE “IRAL I0REMLAL, RIFRIRIN. BENXREIBEXE

To

2021-11-01

F+H=REXEm.
ARTEIHBINT:
RIBERN=SH—ID L, RIFFERENTED,

2021-09-02

BT XREX R
RRLEIRBFIT:

o IMEEERIICRRE.

o FMBRIICRAR.

o [ENEFWENAFEANE .

2021-08-16

B+ —RERET.
ARG EEE T EERRELEAS.

2021-04-22

EHXRERXRM
RRZEGIAUIT:
RS TR EEECE

2021-04-16

BHIRERKRM
NRZEEIIAIT:
MERNBEWEIBEFRER.
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14 (Z1Tic®

HE

[EiTicR

2021-03-27

FET/UREX KR
RRZEGRIAIIT:
RIBEARFE—IDLE, RIFERENTED.

2021-03-24

E+HRERER
AR AT :
M E D TIFIAME RN ERINN SRS

2020-12-30

FEHNRERXR
RRZEGIAUIT:

IREERAETE. ZLREVETE. FAEHEIFREE
EHITEXRIH

2020-11-26

FTRXEXR.
RRZEGIAIIT:
RIERERHRZEREET .

2020-11-05

BHPIRERX KR
RRLEIHBFIT:

o EMBPRHEETEY.

o FMEEAFSDINERERARTET

2020-10-26

FT=XREXRM
RRZEGIAUIT:
RIEERSALERIFHERFEEE.

2020-09-11

F+RERER.
AR T :
RIERETHEIEXNAMBRET,

2020-08-18

FET+—REXKRM.
RRZHEGRIAIIT:
HIBERENTED

2020-04-20

FEHREXES

RRLEIRBFIT:

RPN/ BRAP FINER AR AXRERNE;
BB IRAFERRET

2020-03-30

BHRELRT
NRZEEAIT:

‘ETRERRGBIEERIAN” #EEA, BERANAEX5R
3.
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2020-02-10

FE)URER KR

AR EFAT:

FEETS:

RARBERERS

RiERIEE R ENERAPAFENETAR .

2020-01-20

FEREXRM
RRZEHBAIT:
RIEAEEEENATEY:
FPERZEN. SIREHE,

2019-11-20

FERERK -

AR EHBFIT

IhIEEH P HTE A IFEEIRIVPC Endpoint;
EEIAMBFIERIER IS BR. ERHIEER.

2019-10-15

EEhall == w. -z

RRLEIHBFIT:

FBE. MEREEMRBET

BB E MRS PHTIE T MALE B2 B E SRR

Rl BENXRESEREFIPEINER. FHRMAE
REGEX.

2019-09-29

BIPRELRM
RRLEHBFIT:
HIEEEMSHEET

2019-06-11

FEZRERE.
NIRRT IR T :

AR BREOHACERRIE. IAMAR . BFPER
ZiN. RIREE. . REREMNEFIAMEFCR

=
HTlo

2018-02-13

FEIREXRT
EEPIMEEIEEERIRR .

2017-12-30

FREXET.
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