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BB EFIAUEERR hss modifyTwoFactorTopic
el =y hss ignoreWebShell
EGHZRE ML S]] hss notlgnoreWebShell
EEE i hss uninstall
RRPHESIREFRIPE | hss setProtectMode
-+
RITIFLELGRINERT | hss addFileSystem
RS
SASRRZAS 34 (2022-05-26) IR © HERRARBIRAT 187



ENRERS

FIFigm 13 Bt
BRESR RIRER BHER
I TIFAE MR RIF | hss delFileSystem
RS
RITIFLEYELMIRIT | hss modifyFileSystem
NHRS
R RBHES G EWIRIT | hss suspendFileSystem
RS
MITIBFE SR EWIFIT | hss resumeFileSystem
RS
MTIFFERFFEERE | hss turnonTimedStopProtect
LEFA3PINEE
W TIFFE LK AERE | hss turnoffTimedStopProtect
LER3RThRE
RTIFFE RIS EERE | hss setTimedStopDate
LR P T EIER
RITIFFEGRIMELERT | hss addTimerRange
1FBdiElER
MTIPHELIESUZLERS | hss modifyTimerRange
IFRYIEIER
I TIFFE MRS LERT | hss delTimerRange
PETiEER
IREMIFENEE hss setWtpAlertConfig
F RN TIBLE N hss turnonRasp
KA shZS M IBRE N hss turnoffRasp
ITRZeRE hss subSafetyReport
AEESEFERE | hss turnOnMPAutomatic
BX
XAESEFBMEE | hss turnOffMPAutomatic
BX
EANFEQRERE hss importAlarmWhitelist
iR EZERRE hss deleteAlarmWhitelist
SEHEZEHRR hss exportAlarmWhitelist
REERERER hss operateLoginWhitelist
EHEIRIRE hss operateEventStatus
XS fREfaikE hss deleteProcesslsolationRule
(EesERIRE hss modifyPolicyGroup
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BRIESR RRER EHE
il SR AE hss deletePolicyGroup
SHISRIEE hss copyPolicyGroup
EMERIBERS hss modifyPolicyContent
EPE RS hss deployPolicyGroup
A INARSS 234 hss addHostGroup
fRIBRARSS 254H hss deleteHostGroup
(EiiRs5 =348 hss modifyHostGroup
IIARRS5=34E hss insertHostGroup
FRESKAEIZEME | hss switchKeyfiles
=i
ERFIZTINESMHEE | hss operateAppWhiteListEvent
elfESp=== 5 hss replaceAppWhiteListPolicy
FESHXADZRHRE | hss switchAppWhiteListPolicy
fHRR B2 B ERRE hss deleteAppWhiteListPolicy
BRRREIMCNERE | hss operateAppWhiteListPolicyApp
F
IR AR S5 =5 hss deleteAppWhiteListHostInfo
KEAERIRSS2S hss addAppWhiteListHostInfo
RFSIHIPHEMIRIE | hss operateAppRansomEventinfo
FRESIHIFEIE. %% | hss replaceAppRansomPolicyinfo
BRI
RSP MIBRERE | hss deleteAppRansomPolicyInfo
ﬁ%ﬁ%ﬁﬁ?ﬁiﬂi&& hss operateAppRansomHashlinfo
%{_J?\%%BEFHHUB%HE% hss deleteAppRansomHostinfo
L
g?ﬁ%ﬂﬁﬂjiﬁﬁﬂﬂﬂﬁ% hss addAppRansomHostInfo
FERBSHPEXEEIR hss relearnAppRansomHostinfo
SeEENFES
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ENR LRSS
FIFisi 13 Bt

13.2 EFHITAE

FRETZEITRSE, REFHRICRHSSHIFRNRE. mHITRSEEETIGFRTFR
E7 XA FIER

BE HSS W= itB&E
S BREEEHE,

£B2 BERELAN —, BT SBE5RE > ZHITRS” , BASHIHRSEER
Ho

B3 BEAMNSHNE “SHIXR" , EAFHIIXREERE.
TEA FH RSB HIEREANMANRESG . SRS MYIERSIIN N EENESE
i, FEEENT:
o SR | “HEERRY . “HRIRZEE M TR,
ETHHERIEEEIIEG,
- SRR &R ‘EEEE .
SRR EE “HSST

- “TEREREL” R “EHEIRT B, BREEEENCBERNEEHETR; EE
‘RIREID” BY, BHEEREFNRAETEFIRIRID; EE “TREZ
7B, EREFHFHEAEDTBFZFEER.

o BMEART . ETMMEPIEERE—BARRIERR, WRMERFERPRE,
AR A o

o “SBHRFI7 . oNEIA “FrEEMAEAEIT . “normal” ( “warning” |
“incident” , RANEREH—IR,

o ‘HESEE’ : IAERNEALAREEAREVNNT. RE1X. RETRARBEX
RS E)ERAOIRIFSM

SRS BE ‘B, EENNANREEH.
£6 EFZEEENCREM, BE VY EFHZICRINFMER, EFCRNEN3-1AR.
13-1 BFHCR

BHSIR el SRR 281D @ BRER @ 0] BIER @ B{FRTIA

-
i

>
g
=]
7
7
g
W

!
i

SR ERESENCRAN, BF ‘5EFH , BE—1E0, WE13-2fR, ERT
IZIRFSEHERRIFERER
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13-2 BEESH
| EEEH

"project_id": “63661T4f2998431eb79a3087@9b5d660",

"context™: {
"request”: "[\"X-Auth-Token\":\"MIIakAYIKoZIhvcNAQcCoIIagTCCGNBCAQEXDTALBElghkgBZQMEAgEWEhiiBgkghkiGOw@BBwWG
"code": "200",

"source_ip": " "
"trace_type”: "ConsoleAction”,
“event_type™: “system”,

"project_id™: "e3e61f4fa99@431eb79a3@87@9b5d6E0",
"trace_id": "8235bfel-1759-11ea-9718-891dd39b46ec”,
"trace_name”: "manualDetection”,
"resource_type": "hss",
"trace_rating”: "warning”,
"api_version™: "v1",
"service_type": "HSS",
“response”: "{}",
"tracker_name": "system”,
"time™: "1575548378373",
“record_time": "1575548379231",
"request_id": "d1a98cdB8-ff@3-4d9@-b283-bl4e5fededas™
"user™: {
"name": " ",
"id": "@6a@229843881e5T1fbscelebi36c684",
"domain™: {
“name”: " 5
"id": "Ac?R4hafrefhaRrAa0RTAfeeArRaT AT

.
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5 =12

14 NRETE

1 4 PRELE

TR

14.1 SRR FHRBUER HSS

MR EFEEXEFRBRIHSSHITEMEISIREE, BLUERZ—SMIAERSS
( Identity and Access Management, f&#RIAM ) , EBIIAM, EaTLA:

o IRIEMENAIIISEALR, ERNEATKSS, B[l HARREREEIRIINR T EE
IAMER, itRTIHEH—Z2EIE, FHEAHSSEIR.

o RIEDVWAFRIEREE, REARANHENIRE, LUXEIBR ZERIRIEES -

o BHSSEEZITAEL . SHNEHMENCKSHE RS, XEKSHES
RS BT LRIESR B Tz

MRENTIKSEREHEZNER, FEECEMZAIAMAR, EaTlAIAE

T, FIEERHSSIRSHNEBINAE,

RETHENEYAPERIGE, BRERENE14-1F7R.

HERPEENZE, BETHERPETLGRINAHSSIR, HESLirE KTk
1%, HSSEZRIZUNFE14-1F 7,

SA%hRA 34 (2022-05-26) WRIERE © HERRARBIRAT 192


https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html

FNZLRS

FBFigr 14 REE
% 14-1 HSS RFER
REAt/R | Eh E5 | KRR
AEB2FR
HSS DWFNLLR | ZF | o {KifiTenant Guestfata .
Administrato | 8% (HSS ) &18 | & Tenant Guest: £BREE, E£B
r &=, AEZRS IMBH Ak,
TRIFTEAIR - o WTHSSHSFRATEE R EAEECS
ReadOnlyAccessF#1BSS
Administratorigta,
- ECS ReadOnlyAccess: E#k
B, sEtE=AIRSSEEA0RIEIHEIR
PR o
- BSS Administrator: EZfAE,
ZRBD (BSS) BER, HAIZ
BRSS THIEREIUR -
HSS AW FNZLR | RE | WEHSSHFE AR ZEEBSS
FullAccess SIERIE . & | Administratorfata.,
BSS Administrator: R&ZfAE, ZAT
i (BSS) BER, HEZRS THIFR
BR .
HSS tWFNLZER | E% | T
ReadOnlyAcc | SHIRIEIHIEN | SRR
ess R o
TR
14-1 FRAPIENRS IR RZ
Fig
SIEFAPEFEN
BREFRHAFREIENIR
M AGhRAS 34 (2022-05-26) WRINERE © LA ARBIRAE] 193



ENRERS
FFisrm 14 BREE

1. CIERPEFARDN.

FEIAMIZHEIGCIZEEFPA, HIEFHSSIRSZSHIEER MR “HSS
Administrator” .

2. CIEBFHIANARFA.
HEIAMIZFIGEIZAR, FEEMANPEIZEAAERA.
3. FPERHEIINR.
MEEENBRERITHE, IRERNXKE, KIFNR:
£ “BRSB3IIER" FIEFBREENZ SN (FRIRHIRENESE “HSS
;:j;r;inistrator” ) BME—ARSS, BIRTRAE, F “HSS Administrator” &
XX o

14.2 HSS ETE M FERE

INREFFRERIHSSTUR, FREEAURINER, JLICREEMRE . BEMRE
SRR LUFRINASHEEARIA ( Action ) 152 ILHSSIEARIRISRA »

BRIEATSHFAT RSB E X RE:

o FAIIHMERIEZBENRE: THTEREEL, KUNCIRESHEIRERR
5. BF. BR. FMEEFRIBRE, JEIEMRRE.

o JSONHIEICZBEEMRE: JLMEEERIERRG, RIEEAERRIERIEA
B, AU EERAREEANRSISONISIRIREBASR .

BACIZSEESN: IZBENERE . AENENEEBRIHSSEE MEREEHH] .

HSS BB X REEHEA!
o RN BNBPEGENSPTIR
{

"Version": "1.1",
"Statement": [

{

"Action": [
"hss:hosts:list"
1
}
1
}

o RB2: ELEEFEIEAgent
EERIEEERNESEHMIRIEER, SNEEXLRMER. BPHEIETFRISREEE
R, —PMESURBERINRERFZEAlowFIDeny, MEfEDenyfst.
WRIGLEAFIET “HSS Administrator” FIRFEREE, (BAFERFIEE “HSS
Administrator” F5E X AIEIEAgentBIRR ( hss:agent:uninstall ) , &rJLAGIEE
—ZtERIActionfIBEN KR, FHEBENKIEREfectiREN “Deny” , KRG
EIEPE “HSS Administrator” FIE£EREEIRFEF, RiIEDenyLsc/EN AR EILL
STHSSHITBR T ENZ AgentAIFT B 1RIE. LA FSRESHFIZRR: 1BREFEE
Agent,
{

"Version": "1.1",
"Statement": [

"Action": [
"hss:agent:uninstall"
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ENRERS
FFisr 14 BIREE

1
b

1

}
o NENIERHEE

— I BEENXREPOILASEZ MENIR, Bif T oI LIEEARRSAVMEAISS, &
LS EEMRSAUENIR, afUASSHNEMIRS HRIRARRSEREME, I
IMEHKRS . S MEIEGRIEHEIANT:
i "Version": "1.1",

"Statement": [

{

"Action": [
"hss:hosts:list"
1

}I
{

"Action": [
"hss:hosts:switchVersion",
"hss:hosts:manualDetect",
"hss:manualDetectStatus:get"

1

}
1
}

14.3 HSS #EHUi5 A8

NREFEEXTSFAEHSSHATRMIISREIR, EaLUERZ—BMIAERS
(Identity and Access Management, IAM ) , REATIKS EREEHTEENE
R, AEECEMZAIAMABR, SLUBNEAET, A FERHSSIRSZIIEEI)

ab
BEo

BANBRT, FHENAMBRREEUNR, BEEEENABRE, FERPAER
FRESEA®, FaeERPEPRIAFRISHENAIR, X—TEMIIRN. &ZIX
5, BRIAILETFEANIRY RS EHITIRIE.

PRI RINAEHIERE, DHBEHREE. AELURSHNE, RIAMRAMHEMY

—FARIE A B TAFERREE MABRAVER EIRANALE] . SRESIZINEINEHE, AILUSH
FIEAMEE. BRAISM, sEBREEWINIRE/IMINZEEIRTEK.

SZIFHIIRBUIR

RIEEERARBIBEINRE, NIREARBAHTENER, SERAILULIES
EMERES, FBISERFERETBE N REERHTHRMRINES . RESSIFIIRME
SAPIERIR, FRINIYZR5ABI0T :

o PR: RITEIEBEIURF.

o IERUIR: BENKREPZIFNAction, FEBENRIEFAIACtionthENEIUR,
A LASCHUS IR R A9 PRINEE -

o (KERAUISIIRN: ZRActionfEEXTEftActiondikif, EEISKIIIACtionERTES
NIERUR, AREsCIIX M AR RINAE o

e |IAMIRE (Project)/{E\IRE (Enterprise Project): BENRISRUSEHCEE, BiF
IAMIRE S1IRE . EACEEMNRRERSZIFIAMIRBMEWIRE, RrRIERIR
SIMAIBEEN RS, ATLAEIAMAD W ESER N IRS A BPEBNFHER. 1
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ENRERS

FPigr 14 RURETE
ROGHFIAMIRE , A5 eWIRE, FRRNEEEIAMALEAPAEFENHERL,
RECWEEBEPITEN, WiZBEEMREAER
(RERL
“\RTRERE, ‘X EREALE.
A FNZEIRSS (HSS) IFHIEE X RIS FAR:
EREIE

PR IR fRpEsaR | IAMImE | IR
(Project) (Enterprise
Project)

HigFHZE | hss:hosts:list vpcportsiget | \/ vV
ESERlES vpc:publiclps:l

ist

ecs:cloudServ

ers:list
=PR$BEEF | hss:hostsiswitch | - v/ Vi
B XABE | Version
ta
Faptail hss:hosts:manua | - vV v/

(Detect

FHEMIR | hss:manualDete | - \/ VA
EI#EIMAZS | ctStatus:get
&B55A% | hssweakPwds:li | - Vi v/
RS st
EAMFRE | hssiaccountCrac | - Vv v/
FERAIPIRE | ks:list
BRFEERERS | hss:accountCrac | - Vi v/
FRERRIZEL | ks:unblock
IP
EiFEERE | hss:maliciousPro | - Vv vV
FHEMiRE | grams:list
EERME | hss:abnorLogins: | - V4 Vi
SRS | list
BEFXEN | hsskeyfiles:list | - v/ Vi
HEEIRS
EEFRUL | hss:ports:list - v VA
AEE5%
TERmES | hss:vuls:list - v/ \/
£
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ENRERS

FPigm 14 BIRERE
PR BRI RERUIRIR | IAMIGE | ©WIRE
(Project) (Enterprise
Project)
HLEIRIER | hss:vuls:operate | - Vv vV
if&
HAKS(E | hss:accounts:list | - \V V4
B3xE
BHREE | hss:softwares:list | - \ \/
B3%&
HifWebig | hss:webdirs:list | - 2V \V
=IFE
BEEHIEES | hss:processes:list | - V4 \/
B3%&
EiFELER | hss:configDetect | - V4 \/
MRS s:list
BEEMILE | hss:webshells:lis | - V4 v/
RS |t
MM | hss:riskyAccount | - Vv vV
SRS | slist
=hR55EEX | hssiriskyDashbo | - vV Vv
RS ard:get
#HFOSE | hss:.complexityP | - Vv V4
ZLEREEIE | olicys:list
MRS
HBREE | hss:maliciousPro | - \/ \/
I=Yi=2 grams:operate
HERIEFF | hss:ports:operat | - \V \/
Hiw e
REELER | hss:configDetect | - V4 \/
XL B s:operate
HtE23R1EM | hss:webshells:op | - vV Vv
uhEl] erate
REBEMRE | hsscommonloc | - Vv V4
Fit ations:set
EPEHRE | hss.commonloc | - v/ \/
ity ations:list
REEHRE | hss.commonlPs: | - V4 \/
RIP set
EAERZ | hss:commonlPs:l | - vV \/
FIP ist
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FPiEmE 14 RREE
PR BRI RERUIRIR | IAMIGE | ©WIRE
(Project) (Enterprise
Project)

WEEZFIP | hss:whitelps:set | - Vv V4
SE==:l
BFEZRIP | hss:whitelps:list | - vV iV
HZE8
WEBTENX | hss:.weakPwds:s | - V4 \V/
55O0< et
BHEENX | hss:.weakPwds:g | - vV Vv
55O< et
®EWebig | hss:webDirs:iset | - vV vV
=
&EiWebig | hss:.webDirs:get | - vV Vv
=
EEWEF | hssitwofactorAu | - Vi Vi
INIERRSSEE | thelist
SIS
REWEF | hss:itwofactorAu | - vV iV
TAIE th:set
FiaekxiF | hss:automaticKil | - \V V4
TEEFE | Mpset
HfREER
BEEEIE | hss:automaticKil | - V4 \/
FBmRE | IMp:get
BR
1JiA% LR | hss:safetyReport | - vV Vi
= set
BiLLR | hss:safetyReport | - V4 \/
= :list
EZGEER | hss:quotas:get - V4 \/
A&l
ML HCER hss:quotas:set - Vv \V/
&EifJAgent~ | hssiinstallAgent: | - vV Vv
Fitbiik get
N Agent hss:agent:uninst | - vV vV

all
BiAENZR | hss:alertConfig:g | - V4 v/
eFE et
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FBFisE 14 BIRERE
PR BRI KERERIR | IAMIRE | DUIRE
(Project) (Enterprise
Project)
REEHNIZ | hssalertConfig:s | - V v/
eHE et
kﬁiﬁjlﬂﬁﬁﬁ hss:wtpHosts:list | vpcports:get | V/ vV
Uil vpc:publiclps:l
= ist
ecs:cloudServ
ers:list
FEeki | hss:wtpProtect:s | - vV \V
MTAFHER | witch
BEEMR | hss:wtpBackup:s | - Vv \/
588 et
EHIEHMIR | hss:wtpBackup:g | - vV Vi
588 et
ZEMIPE | hss:wtpDirectory | - Vv \/
= s:iset
FAHIPE | hss:wtpDirectory | - vV VA
RIE s:list
ETEMEES | hss:.wtpReports:l | - Vv \/
EMBpie | st
=
WESEHGH | hss:wtpPrivilege | - V4 \/
= dProcess:set
BEEIERGE | hss:wtpPrivilege | - vV Vv
EoE dProcesses:list
EFRE | hssiwtpProtectM | - Vv \/
e ode:set
EEHIPE | hss:wtpProtectM | - vV iV
= ode:get
WEMIPX | hss:wtpFilesyste | - V4 \V/
HRE ms:set
EERHIPX | hss:wtpFilesyste | - V4 \/
HEAIIF | msilist
WEERX | hss:.wtpSchedule | - Vv vV
ilyatia dProtections:set
BEfERX | hss:wtpSchedule | - Vv vV
FIBGIFEE | dProtections:get
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ENRERS

i 14 SREE
PR E=Im RIBROESUR | IAMIEE | BWIRE
(Project) (Enterprise
Project)
REMIIRS | hss:wtpAlertConf | - Vv vV
ENEE ig:set
BAMERS | hss:wtpAlertConf | - vV v/
EEE ig:get
EFMEIPS | hss:wtpDashboa | - vV Vi
EMRIHE | rdiget
B
HiRIEAE | hss:policy:get - \/ Vi
i%%%lﬂ%éﬂ hss:policy:set - \/ Vi
BFEFIZ | hss:arsiget - V4 VA
TINIE
REREFIE | hssarsset - \/ Vi
NI
EHAANBK | hssievent:get - V4 v/
pUELES IS
NEHNE | hssieventset - V4 VA
HiR(E
BEiRSEEE | hssthostGroup:g | - \/ Vi
PRER et
REIRSEE | hss:hostGroup:s | - \/ \/
H et
XHFEEM | hssikeyfiles:set | - \/ Vi
=g
EAEEX | hsskeyfiles:list | - vV Vi
HEEIRS
BiFBEsh | hss:'launch:list - V4 \/
eSS
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FNZLRS
5z =12

A BITiER

A ZiTieR

pZi=:1 (EX05ER
2022-05-26 | FHE=1PORIEX AR
FGAgentFHEIRIEIES
2022-04-25 | BE=+=RIERXNEF
L. FERSUWT:
o EfitihRfEFAMREEIANREA
o MCEHBRRIZRIRA,
o WEIEZEEAIAMERCEEBANEINGE,
2022-01-27 | B=+RIERN AT
R EDAT:
TR HITIIHSSIRIESIZR
BEFITHE
2021-12-30 | E=+—REX ..
(EABIT:
EI}(§ ik ) PE=: RESEEN, FEEEPOMEREEANN
T2l E, FEERRERIFYSEaEBFE N EPRFIAYIR
FTB—: WEGIFEHR, FHEEMMRARIASIRE
HRECIRA . BCEHARAZHFH R ZE M RBHESAR -
2021-08-03 | E=TIRIEX A
o ZH—: WLFHHPECER, MUIBXABHEA,
. gﬁﬁaﬁ, FERCESSHER BB PRI E FAIEERLIR
5 S o
2021-07-14 | E-+HIUREX Ko
o ZH—: WILRHPECER, MUIIBXABHEIA,
o EbhR/EAAR/IEARR, MAEXNBHIR,
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FNZLRS
5z =12

A BITIiCR
pZis =11 (EXT5ER
2021-06-08 | F5—+/URIEX Ao
o HTEIR, MBFRuROMNIATE.
o BEREFRE, HIBREEMITE,
2021-05-08 | E-+HREX AT
WindowshRA, consoleffit§AgentZdct FakiER:, nIEEEHIR
H ks, BRIRSEEEEIENEESHE T,
2021-02-25 | E-+7OREX Ao
(Wi ) $T=: RESZEN, EBOESTEBM, AILUARHE
EELEH, BEFABEENZEMHEIR.
2021-01-26 | E-+HRIRIEX AT
E (k) SBR: IRENRSRR.
2020-12-29 | BE-HIPRIEX Ao
EEBESIHP, EINLinuxRFEhZmSEHF .
2020-12-24 | E-+=RIEX A
BEEENHIPSIER, =iRS:E5IF “‘SRER" PIZmEE “fpir
HERIC” 0 “IRSETEIE BREESEMHIEN.
2020-12-08 | B+ RIEH Ao
SN ECE .
2020-11-16 | B-+—IRIEX A
LinuxiRAFIWindowshRA , & “ZIFBXI%FER" B “FxZ
REEXIHER .
2020-10-15 | EZTHRERE
o EfithR/{ENVAR/MEATAR, FriESHEBANINREA .
o LESMMELA, FEXEGISIRIER,
o BENMENSEESY, MIBEEMEEN,
2020-09-21 | EFTRERX AR
FEEERBmE .
2020-06-19 | %+/UREX %K.

o FERERIZITIALE.

o FBERBESIHIP

o FREIEmBMEIL,

o SIR—: WWLPHIFECER, AN “BAIRE " EIREEE .

o SEFHNMGFYIR, “BHRIER" BIIFTAET “RSEF|IRE”
HITERFEN.
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FNZLRSS
5z =12

A IBiTiER

y-Zil=) -

{E2i5Es

2020-06-05

BTERERXKLM

o RN FEENEGF, FBPEENLIFECEFBRF,
AR R4 E PR ECET -

o EfitihR/EAVAR/EAINR, #H1E “HEHL” REER.

o WEEESKIE, FE—RIES. W8,

2020-05-18

FET7ORERNKRM

o SEFNMIFSIER, MEIFERERIEE.

o MEHEHGE, MIESN/SHEERRE.

o NHTERMEE, XEMHRININEEEN M TBMEE,
o TS TR E LIRS EBEARAR o

2020-04-09

FTRRERXKRM .
BT ET:

o BIERARSSERE

o HPERER

o BEMMENEEESN
o BEVMHIREE
o RESZELQSR
o REEGRARE
o EFIZITIAILE

o KNG

o BEMEIZERIEA
o (EXURERAE

o HSSEE KRR
o HSSIZNIRSEA

2019-12-18

FEHIORERL
o ZLFE, HESSHERIPAZEIFIPveltL,
o FEITHENZSIRE

2019-09-04
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