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1. HiArepolRECEIEE .

B EEIARY/etc/yum.repos.d/hce.repofe EXHHSEEEIEH, EMHRIEE
LI

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

2. Z&Ex2hce-ca,

1Bidyum install -y x2hce-ca-hce.x86_64m<S LR T B, RR=MG, EME
4-4,
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Jvar/log/x2hce-ca ERTEREENBER.
Jvar/log/aparser FEEW SRS BEHBER.
Jopt/x2hce-ca/output RERANBEER
Jopt/x2hce-ca/scan FREN RS ENENERE R
Jopt/x2hce-ca/update EEEXHERES, BFFENEHRSE
FNXSRZATLicenseSTf4 o
Jetc/x2hce-ca/config EREFSECENHBE R,
/etc/x2hce-ca/database_2.0.0.630 ERERESMERB R .
Jusr/local/x2hce-ca R FIERR .

3. EREBEZRZEEHITHSalias x2hce-ca="python /usr/local/x2hce-ca/
x2hce-ca.pyc”, {#x2hce-cadpS4ER.

4.1.4 T EESERS YT

FEHEI

x2hce-ca TEXFFRMRAEAEASIN, SRS EERRES USRI G

&

BIFE R

PAERRERFELBENTNBR TRR T NAREE.
HERRERFE LB BR TRENAREE.

. RNERIIER oot R T TEFER.
2. [ERWNTFaSMEREEHITRE M.

x2hce-ca scan <option> [-0s_name JEEX% 757/ [-target_os_name G#i&E%
=t

<option>BRWMZE, XJhix2hce-caFrsziFAImfhiAiEA:

Dir_Name/App_Name, IEENBR TRIENNAIEE,

LAX86FNARMIRIER S RAT /9651 -

134 /mnt /B2 TR A4 B NetworkManager-1.18.8-1.el7.x86_64.rpm
(x86)

x2hce-ca scan /mnt/NetworkManager-1.18.8-1.el7.x86_64.rpm -
0s_name centos7.9 -target_os_name hce2.0

134 /mnt /IR TR B4 NetworkManager-1.18.8-1.el7.aarch64.rpm
(ARM)

x2hce-ca scan /mnt/NetworkManager-1.18.8-1.el7.aarch64.rpm -
os_name EulerOSV2.0SP8arm -target_os_name hce2.0arm -arch aarch64
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- -b Dir_Name, 13BN ERTHIRBNER .
fflgn, fAtEdirectory1 BRTEIFFERNEE .

x2hce-ca scan -b directory1 -os_name centos7.9 -target_os_name hce2.0
(RERY::
BNBENBERTHERNEBII 7500, BXGSK/NAREIZO00M, S2a98EEa
BESEMT BME.
8% S5 | HA
jid
-os_name | String | [BHRERS,
AhESH, BHASE Hcentos7.9,
BIANR & J9-0s_name centos8.2, IEEIREIRIER %
J3CentOS 8.2,
- String BfMEERR
target_os_n AESH, BASEIIhce2.0,

ame BIUM& & J9-target_os_name hcel.1, Igi%ZBIRE
EZ %t IHuawei Cloud EulerOS 1.1,

3. BRI
LAf3#E/tmp/x2hce-ca_testBR TRI=1RPME I, SSHITEIEENTH

o

[x2hce_ca@localhost ~]$ x2hce_ca scan -b /tmp/x2hce_ca_test/ -os_name centos7.9 -target_os_name hcel.l
2022-08-31 04:21:59,808 - USER_ID:1001 - INFO - Log save directory: /var/log/x2hce_ca
2022-08-31 04:21:59,812 - USER_ID:1001 - INFO - x2hce_ca scan /tmp/x2hce_ca_test/ -os_name centos7.9 -target_os_name hcel.l -arch x86_64 -b
B - USER_ID:1001 - INFO - Start analyse /tmp/x2hce_ca_test/qt-4.8.7-8.el7.x86_64.rpm

- USER_ID:1001 - INFO - Start scanning Jar Package...

- USER_ID:1001 - INFO - No jars found

- USER_ID:1001 - INFO - Start analyse /tmp/x2hce_ca_test/texinfo-5.1-5.e17.x86_64.rpm

- USER_ID:1001 - INFO - Start scanning Jar Package...

- USER_ID:1001 - INFO - No jars found

- USER_ID:1001 - INFO - Start analyse /tmp/x2hce_ca_test/zip-3.0-11.el7.x86_64.rpm

- USER_ID:1001 - INFO - Start scanning Jar Package...

- USER_ID:1001 - INFO - No jars found
2022-08-31 04:22: 04 906 - USER_ID:1001 - INFO - The excel report is saved: /opt/x2hce_ca/output/software/batch-20220831042159/batch-2022083104
2159.x1ls
2022-08-31 04:22:05,069 - USER_ID:1001 - - Generate Success! The Archive file results are saved: /opt/x2hce_ca/output/software/batch-2022
0831042159.tar.gz
2022-08-31 04:22:05,069 - USER ID:1001 -_Analyse finished  total 3 items 3 success 0 failed

- BHENFRSEHERERFE/ opt/x2hce-ca/output/software/ BR T, 15
BT TEEEERFEER.

" FMNREHEERZHIMIER Y, REEESIHEERINT.
LIRS et 202

‘ HEER: SEaaLIFS=SET . EallaE it Eifopentulerdint, ‘
EEE Ly zip-3.0-11.el7.x86_64.rpm
EEEEs centos7.9

heel.d

ERED «86_64

FIRETHEEROT .

SAShRZS 08 (2024-03-30) WRINFTE © AR ERABIRAE 9
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4 BEFE

4.2.2 TEERIF

IR BaemetiE: 2022/08/30 21:25:45

HEER: e taEs BlEs, wiaTess . Srllssit=Ropentulersaa.

R EERE MNetworkManager-1.0.6-27.el7.x86_64.pm
FEEER centasT &

BiREERR heel.1

Et st «86_64

. igﬂﬂﬁ%ﬁ@%ﬁﬁ\ EROFEMFEEIEREERIZExcelid T4
85

o
&5 BIERS: |ENERS] S

EX R ExceliREs o

4.2 BIR{ER ST ZE HCE OS 2.0

4.2.1 295R PR

SR AR SS RRSE BRI AR R0 OS R AT A ST RV SE FINIB AN STIHERB RO EE
REIRPE, IFEFRTZ.

RIFRBITRIRER S RrpmEls . ENEH, BMERGFESEERIIN
b . IBEERAIMIFRIERANRRESED, B IIEEIRSEED

BIMRMERANFRIRAT128MB, EAR/TEFIFATSGB (I8FBTHRIET
FENRGRETE, FTEAMESHIZE ) , bootsy XA FAZEAXTF200MB,

HER HEXNRPMBIIRIERFA M rpmES . BNIERE, BEXWrpma
Wit TEMRER.
IR FRGRAITERERENREERE,

REIRIET, FEBRRPFESDIPRE . TR TESEmRIRRRELL
STRREREFRTRE . MREIIFRFNPRETIER.

HEFIER TRERBRIGE

ERGpIERERED, TRTAEWSENEMRENRRASHEERR, S TNERG
BHNERSHRVES TIF,

1.

TREIER TR RIRIER R .

IR RIRSRIZH SIRMERES, TEERIFIBEUNAEE, TEERM
B EE, BENERSTURR, FHREMIANERS InternetiEiE .
KEFIRRFMEREREEIEELBIHCE OSHrepold, MfRIER TRERTLIIREY
BRI ( SREHCE OSAIrepoild ) o

SRR 08 (2024-03-30) WRINERE © HARITERARBIRAE 10
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BPiEm 4 RTE

#1785 < curl https://repo.huaweicloud.com/hce/2.0/0s/x86_64/a5 <152
EREIEIHIBIHCE OSHrepoii . HRXEMM THEHER, NEEIEREHIEIHCE OSHY
repoilf .

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 3417 0 3417 0 0 373 0 --:--:-- 0:00:09 --:--:-- 696

<!doctype html>

<html>

<head>

<meta charset="utf-8">

<title></title>

<link rel="stylesheet" href="/repository/static/css/style.css" type="text/css"/>

<style>

font-family: 'Verdana', sans-serif;
margin: 0;

padding: 0;

-webkit-box-sizing: border-box;
-moz-box-sizing: border-box;
box-sizing: border-box;

3. EcErepoilf (1EEIRIER S repoi ) , MRRER TEOILGREZIREIRIE
FBIRMER G RIrepoiRtEt ARG, iBhcEIEAIrepoiRittilt

4. LEEMEHAVEGE .
a. ZEpythonERtHHtE .,

[root@localhost ~]# yum install -y python /{EEERIITEEGS
b. (H%k) CIEIEE,

(%8
c:ntos 8RS EulerOS 2.10/2.9RAFHITIATEER, ERIFRGRAIBR
8

i.  ZEpython3ERH 4,
[root@localhost ~]# yum install -y python3 //{I=BERHITLESS

ii. KEREFEpythonikiEZE,
o  BEAREFE, HEEHITEIEpythoniRiEE,

o HAEFE, BirAESEpython3, TN FasSHIRERES
pythoniRiEs, BHITRIEpythoniREEE
[root@localhost]# unlink /usr/bin/python

o HEFE, FHeiEEEpython3, BRHENTRBTIETIEHKS
EBRM

iii. BUEEpythoniksikiz,
[root@localhost]# python
-bash: /usr/bin/python: No such file or directory //pythonfR§EERFEHNIRRIEE
[root@localhost]# cd fusr/bin/  //¥IEZRZE/usr/bin~
[root@localhost bin]# In -s python3 python //GlZ%k{4pythonikisiE
[root@localhost bin]# python
Python 3.6.8 (default, Apr 16 2020, 01:36:27)
[GCC 8.3.1 20191121 (Red Hat 8.3.1-5)] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>>

/B ctrl+DIRH iR RE

ZRIRT BFOETIRmEHE
1. MEAEFREGRIL T HRMIRALEE TEZE entos2hce2-*rpm,

S HSkRZS 08 (2024-03-30) WRINERE © ARITERARBIRAE 11


https://repo.huaweicloud.com/hce/2.0/updates/x86_64/

Huawei Cloud EulerOS
AP 4 RITR

I TEIRA, AT5LAcentos2hce2-1.0.0-0.0.30.hce2.x86_64.rpmZEER R
B, AF IR ITERMEH, IRASHEZAEH, BESEREEE LR
LR ZIR,

[root@localhost test]# wget https://repo.huaweicloud.com/hce/2.0/updates/x86_64/Packages/
centos2hce2-1.0.0-0.0.30.hce2.x86_64.rpm //T&icentos2hce2-*.rpm

[root@localhost test]# ls //A&BE2E FEI
centos2hce2-1.0.0-0.0.30.hce2.x86_64.rpm

2. TERIIBIA,
[root@localhost test]# rpm -ivh centos2hce2-1.0.0-0.0.30.hce2.x86_64.rpm --nodeps
warning: centos2hce2-1.0.0-0.0.30.hce2.x86_64.rpm: Header V4 RSA/SHA256 Signature, key ID
a8def926: NOKEY
Verifying... HHHHBHHRHHRHHRHHRH AR HHRH AR SR H#H#H [100%]
Preparing... HHHRHHHRHHRHHRH AR AR AR AR HHR#HH [100%]
Updating / installing...
1:centos2hce2-1.0.0-0.0.6.hce2  ###H##H#H#H#HBHHBHHRHHRHHHHHHRH#HR##H [100%]

3. REFIBRFNRFURHHENSHER.
TERFDRET, TR TEBENSHRANEIPIEHIEESHER.

Hi1Tvim /etc/centos2hce2.confips, fEcentos2hce2.confic & {HHELE
backup_dir=FEg, BECERDI&R. backup_dirBiiAJa/mnt/sdb/.osbak,

# backup dir
backup_dir = "/mnt/sdb/.osbak" #EERAZFRELIBENEMHIER
AR

o NEGEFRIEGFRFAHIEIIEL, BNEERHBERE.

o TEERGIMAT, TRIESEMEERMERNTE ., BNEERHAVEIELRS
(fn/dev/sdb/, FIZizHXIEFEI/mnt/sdb/ ) , BRERE A= DR ESEHHIKRETELEM

o EMIGtmMpfsEBIISER S (H/dev. /runfk) fEAEHESR, RAEERGtmpfst
BVHRFANNIEEESK,

4. RERFGIESH.
a. BBwebiIFEH.

webiIFEH BT FTERPMBESHT R FTE, EIERETEHRPMEANT

FERABERT

fEcentos2hce2.confleEXHH, HITUTEE:

[repo_relation]

;"default yum source, val: web or iso

default_yum_source = 'web'

#|f web as source, web link config as follow

web_link_dir = "https://repo.huaweicloud.com/hce/2.0/0s/x86_64/;https://
repo.huaweicloud.com/hce/2.0/updates/x86_64/"

& 4-5 2HRA

2% izl

default_yum_sou | FEH, ®REN'web',

rce

web_link_dir HCE OSHibase repoiEFlupdates repoigithilk, 214~

repoiRZ [BFEBRN D SR . ®EHhttps://
repo.huaweicloud.com/hce/2.0/0s/x86_64/;https://
repo.huaweicloud.com/hce/2.0/updates/x86_64/
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b. #Eisclose_modules&%, {¥CentOS 8RIIFEEHEH .,

CentOS 8&RFIZIFIERPMBERImodulelI AR ELEERPME , HCE OS
AEiFihLER . BILERESTRE, MXFAmoduleINgE,

= fyes” BREAIRESBNEXARS LAImodules, EAN

“ )/EES » o

= “no’ BREATIBAASEIXARS LAImodules, BERNEIT
modulesH/BRT, 1FRBIRIEFER.

[system]
# whether close modules, if value is no, system may be not migrate
isclose_modules = "yes"

(0 A8
o N1TaE<dnf module listrA EEFIRREFEPFBIETHIModule,
o HfTEr<dnf module list | grep "\[e\]' Al EEHTBREFZFFHIModule,
5. fTcentos2hce2.py --check allis S, MEHRIRARERH HETBRM .
- 1&'R “Enviroment check passed!” BY, RmEIIHEEMS, ATEERITIERE

BIE
- 1R “call migration failed” BY, #RAHEIBRME, BIRELSEREE
BEXEREER.

6. T T EMKHRIERG .

H1Tcentos2hce2.py --install allfs S, FBTESLRITED, BERXZBM
ZEIIBTERBPREE, FHTERaiETutBRE,

iLi;Ek;Ea?%HH, ELRRBAE B REXTUCIERE, FEXPITESEHTIA
LN =9

2022-08-19 03:12:58,373-INFO-centos2hce2.py-[line:832]: Dependency packages already exist!
2022-08-19 03:12:58,373-INFO-centos2hce2.py-[line:891]: migrate install depend options finished

7. (Aik) EEED .

H#fT7centos2hce2.py --backup force i<, T T ESRESE3IPEENISME
2, WHBIRFPHIXERITHD -

(0 388
TRePLZENTEAIRMEE, ERTIHGSZEHEmE0n.
T ERESZE HCE OS

1. HITiEFEdr<$ centos2hce2.py --upgrade all#{TREZITE .

H#migrare sucessizgT™MER, KIPRFITEHIN. TBEZISOIERERERS, £
TURIELE

Elcentos2hce2.py --upgrade all]
1,6860-INFO-centos2hce2.py-[Line:1233]: start migration
1,075-INFO-centos2hce2.py- [line cenfig sut succeed
19:21,096-INFO-centos2hce2. py- [line 1: sElinux service switches to permissive mode and has been temporarily closed!

2:1032]: migrate succ
1: pythen Linl /bin/python3.9

P
2-INFO-centos2hce?.py- [line:884]: create python link succeed
2-INFO-centos2hce2.py- [line:1044]: migrate excute finished

SRR 08 (2024-03-30) WRINERE © HARITERARBIRAE 13
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4 BFFE

(1] %88
o IIBHSHEEREALNUXEEHITAR .
o AIHHAN--simple_nameZ&#, (FETEEHgrubszeah E~Huawei Cloud EulerOSHY
fé—_l‘-gj-{o

REFBeE, HiTrebootins ( ErebootTlui;, #ifTreboot -f) (FRAST
Bitig,
RAERRE, HiTcat /etc/hce-releasemnSERTBEINRERARER, T
uname -aipLEERFHZEE
£ E/~Huawei Cloud EulerOSIRERSZ, NIEBRIN; BNEBEM, 1BELERR
RIEIREE,

[roote@l
Huawe1
[root@

AR

IRIER SRS JHuawel Cloud EulerOSIE, GRS RTBAIIRIERGSH. &8
FREIH G R ERAE.

SR BhR AN BRI

IR ARFIFEEIHCE OSfE, FhRAEHEEIBMRALE M, (BUAT|IBIRAEEHY
SHBAREERSP . H11T55S centos2hce2.py --precommit upgraded]is
12 |BRRASE RIS

IREUSEFIRT “upgrade precommit success” FRRIMNEHIERKIN -

remove geoliteZ-city-20180605-1.el8.noarch succeed

remove
remove

-INFO-cen
NFO-centos2hce2.py- : : [clea tem finis igrate succeed
NFO-centos2hce2. py-

(1] %88
BIESMETHITER.

(Al ) {8 Cloud-initdEXEE .

- AEBZEIRNRERSHEFECloud-init, IRSFIKEIEE, HCloud-init)s
rpmBH, BHLIILEE,

- BEHFZBIRNRERSFFEECloud-inithRss, IRSZIRZSIERE, HCloud-init)s
A (#0CentOS 7&R%) ) , IErpmBFER, 1EFEEIERT/etc/cloud/
cloud.cfg3{HITUN TN ECE -

a. IREFKrootE iz E FH S root FHFPAYsshil R .
®E “disable_root” 79 “0” A"ZHrootFHF; “ssh_pwauth” 73 “17 |5
FBEEIEiEER; “lock _passwd” J9 “False” REHFHPZER.

users:
- name: root
lock_passwd: False

disable_root: 0
ssh_pwauth: 1

b. #117/usr/bin/cloud-init init --localfs<, THEIRASE, HBACloud-initFiE
I0.
FHRZEERCloud-init2 ERCloud-initfIRAIFEMAE L, FHBET(HAUEIRE

15N O
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5z =12

4 BETE

RAOHE

5.

6.

07:43:21 +0008. Up 6682150

t ~]#

(°ik ) EiFgateBmixiAselinuxiRss tll]Jng == Hselinux, H4T

centos2hce2.py --precommit upg-sellnux:mv o AR D ARIMER, BIXH

TEEHFERRS (EIBRIRH SselinuxiBBERILLEE ) .

a. HfTcentos2hce2.py --precommit upg-selinux#ps,
[root@localhost ~]# centos2hce2.py --precommit upg-selinux
2022-08-21 23:46:23,891-INFO-centos2hce2.py-[line:1239]: precommit migration
2022-08-21 23:46:23,891-INFO-centos2hce2.py-[line:1149]: begin to set selinux
2022-08-21 23:46:23,892-INFO-centos2hce2.py-[line:1157]: grub path is /boot/grub2/grub.cfg
2022-08-21 23:46:23,895-INFO-centos2hce2.py-[line:1162]: sed selinux succeed
2022-08-21 23:46:23,897-INFO-centos2hce2.py-[line:1167]: create autorelabel file succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1172]: modify selinux config succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1174]: create phase 1 flag file succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1184]: selinux has been set, please reboot
now
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1206]: upgrade precommit selinux success
[root@localhost ~]# reboot

b. RFERER, BEXH{Tcentos2hce2.py --precommit upg-selinuxaps .
[root@localhost ~]# centos2hce2.py --precommit upg-selinux
2022-08-21 23:57:07,576-INFO-centos2hce2.py-[line:1239]: precommit migration
2022-08-21 23:57:07,576-INFO-centos2hce2.py-[line:1176]: now begin to set selinux phase 2
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1181]: modify selinux config succeed
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1183]: create phase 2 flag file succeed
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1184]: selinux has been set, please reboot
now
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1206]: upgrade precommit selinux success
[root@localhost ~]# reboot

CEIXRERG, HiTgetenforce&Eselinuxikz, EnforcingZBHselinuxJy
FERZE,

[root@localhost ~]# getenforce
Enforcing

(Fi ) AT TR, BERERRHIE,

TERRIETAE, ERANRGERNARBENRRRTR, AORABRARE. &
i {Tcentos2hce2.py --commit alléz<$iEIEHIRE

gzt;jnpv , RAEWREREFNREAHE, SESER3PEHBETHRES
i o

A
WiTarfE, BIERGLEMIR

[root@localhost ~]# centos2hce2.py --commit all
2022-08-22 04:45:32,601-INFO-centos2hce2.py-[line:1242]: commit migration

RAMEIR,
ERIRMEIFRGEIR, SUREFERERGRIREFRRFRS.

a. HfTcentos2hce2.py --rollback allégs$iHHTRALIR, BIRE, T
reboot GBS RRERS -
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[root@ ~1# centos2hce2.py --rollback all

2022-08-22 04:03:12,107-INFO-centos2hce2.py-[line:1236]: Start rollback
[ INFO [sut] Pre Rollback Stage =

[ INFO ] - i p system version check during rollback

[ INFO ] - : start to do rollback before reboot

[ INFO - : set dracut module for rollback.
[
[

INFO 1 - [s : reboot aborted.You need reboot as soon as posshile
root@ ~1# reboot

2. (__I-JL_) %L*gﬁﬁeazFFselmux *zEjAEE}J%Eﬂsehnuxﬂﬁ yuﬁ:ﬁﬁ% , IEI
BEBFREselinuxikz.

a. HfTcentos2hce2.py --precommit rbk-selinux#s< ,
[root@localhost ~]# centos2hce2.py --precommit rbk-selinux
2022-09-05 03:58:37,015-INFO-centos2hce2.py-[line:1401]: precommit migration
2022-09-05 03:58:37,047-INFO-centos2hce2.py-[line:1319]: now begin to set selinux
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1324]: modify selinux config succeed
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1325]: selinux has been set, please reboot
now
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1340]: set rollback selinux succeed
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1365]: upgrade precommit selinux success

b. #iiTrebootin<s, HITEAER.

[root@localhost ~]# reboot

¢ E#BERE, AEERselinudiKESRHFBIRE.

[root@localhost ~]# getenforce
Enforcing

3. BERFHIE.
HiTcentos2hce2.py --commit all&i<$iEIEEERE,

wiTapfE, RASBMBEEETRAMERANRAHE, SESER3IPEMNIE
ETRRSHIE.

[root@localhost ~]# centos2hce2.py --commit all
2022-08-22 04:45:32,601-INFO-centos2hce2.py-[line:1242]: commit migration
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4 BETE

4.2.3 HRB5%

& 4-6 CentOS 8 RFIhzeE5IFR

CentOS
WS

IRREYIZR

CentOS8.
0

rust-doc intel-gpu-tools netcf-libs redhat-rpm-config asciidoc
gnuplot-common perf tigervnc-icons libpg-devel paratype-pt-sans-
caption-fonts scala-apidoc java-11-openjdk-devel java-11-openjdk-
headless java-1.8.0-openjdk-headless dovecot systemd-journal-
remote pcp-manager pcp-webapi libguestfs-java-devel libguestfs-
javadoc icedtea-web-javadoc systemtap-runtime-java java-1.8.0-
openjdk-accessibility java-1.8.0-openjdk-demo ant tigervnc-server-
applet java-atk-wrapper java-11-openjdk guava20 javapackages-
tools jboss-jaxrs-2.0-api maven-shared-utils tagsoup cdi-api libbase
geronimo-annotation pentaho-reporting-flow-engine maven-
resolver-api apache-commons-codec maven-lib jansi-native maven-
wagon-provider-api libguestfs-java apache-commons-cli istack-
commons-tools jline plexus-cipher istack-commons-runtime jcl-over-
slf4j apache-commons-io maven-resolver-spi maven-wagon-file
httpcomponents-core icedtea-web glassfish-el-api aopalliance
hawtjni-runtime plexus-containers-component-annotations flute
jboss-annotations-1.2-api liblayout java-1.8.0-openjdk postgresql-
jdbc mariadb-java-client plexus-sec-dispatcher google-guice
libformula jdeparser ant-lib maven-wagon-http-shared jboss-logging
plexus-classworlds slf4j librepository ongres-scram-client sisu-plexus
libfonts plexus-interpolation java-1.8.0-openjdk-src plexus-utils
scala-swing maven-wagon-http ongres-scram maven-resolver-impl
libloader httpcomponents-client atinject apache-commons-logging
maven-resolver-connector-basic jansi jsoup maven-resolver-util
jboss-interceptors-1.2-api libreoffice-ure byteman sac apache-
commons-lang3 libserializer scala maven-resolver-transport-wagon
jboss-logging-tools sisu-inject libreoffice-core java-1.8.0-openjdk-
devel

MA4RRAS 08 (2024-03-30)
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4 BETE

CentOS
hRAs

ImRETIZR

CentOS8.
1

kernel-rpm-macros intel-gpu-tools netcf-libs redhat-rpm-config
asciidoc gnuplot-common perf tigervnc-icons libpg-devel paratype-
pt-sans-caption-fonts java-1.8.0-openjdk-headless java-11-openjdk-
headless java-11-openjdk-devel pcp-pmda-rpm pcp-pmda-podman
scala-apidoc libguestfs-java-devel libguestfs-javadoc icedtea-web-
javadoc systemtap-runtime-java java-1.8.0-openjdk-accessibility
java-1.8.0-openjdk-demo ant tigervnc-server-applet java-atk-
wrapper java-11-openjdk jansi-native hawtjni-runtime ongres-scram
jboss-annotations-1.2-api liblayout atinject plexus-utils istack-
commons-tools jline apache-commons-io ongres-scram-client
maven-shared-utils maven-resolver-impl libfonts jsoup apache-
commons-codec glassfish-el-api jdeparser maven-resolver-util scala-
swing tagsoup google-guice istack-commons-runtime jcl-over-slf4j
pentaho-reporting-flow-engine maven-resolver-api maven-resolver-
connector-basic libloader slf4j apache-commons-cli maven-wagon-
provider-api maven-resolver-transport-wagon byteman
httpcomponents-client jna java-1.8.0-openjdk-devel maven-lib
libreoffice-core java-1.8.0-openjdk-src javapackages-tools plexus-
cipher cdi-api jboss-logging sisu-inject httpcomponents-core
guava20 sac libbase jboss-jaxrs-2.0-api java-1.8.0-openjdk
libserializer plexus-containers-component-annotations jboss-
interceptors-1.2-api jboss-logging-tools libguestfs-java ant-lib
libreoffice-ure maven-resolver-spi maven-wagon-file jansi maven-
wagon-http-shared apache-commons-lang3 postgresql-jdbc
mariadb-java-client plexus-sec-dispatcher sisu-plexus scala plexus-
classworlds flute maven-wagon-http icedtea-web libformula plexus-
interpolation aopalliance geronimo-annotation librepository apache-
commons-logging

MA4RRAS 08 (2024-03-30)
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4 BETE

CentOS
hRAs

ImRETIZR

CentOS8.
2

python-psycopg2-doc exiv2 llvm-googletest adwaita-qt llvm-static
rust-doc intel-gpu-tools netcf-libs flatpak-session-helper asciidoc
perf tigervnc-icons paratype-pt-sans-caption-fonts java-1.8.0-
openjdk-headless java-11-openjdk-devel java-11-openjdk-headless
scala-apidoc libguestfs-java-devel libguestfs-javadoc icedtea-web-
javadoc systemtap-runtime-java java-1.8.0-openjdk-accessibility
java-1.8.0-openjdk-demo ant tigervnc-server-applet java-atk-
wrapper java-11-openjdk jboss-annotations-1.2-api cdi-api ongres-
scram maven-resolver-util apache-commons-codec istack-commons-
tools icedtea-web plexus-classworlds plexus-utils maven-wagon-
http-shared atinject javapackages-tools istack-commons-runtime
jline geronimo-annotation jansi jdeparser byteman liblayout maven-
resolver-transport-wagon jmc-core ant-lib libreoffice-core jansi-
native jcl-over-slf4j slf4j eedj-parent libfonts maven-wagon-http
jboss-logging jboss-interceptors-1.2-api tagsoup httpcomponents-
client plexus-containers-component-annotations apache-commons-
lang3 jaf java-1.8.0-openjdk-src jsoup guava20 flute apache-
commons-cli libbase ongres-scram-client jboss-logging-tools plexus-
interpolation libloader librepository libreoffice-ure scala-swing jboss-
jaxrs-2.0-api maven-resolver-spi maven-lib apache-commons-io
hawtjni-runtime google-guice aopalliance libguestfs-java postgresql-
jdbc jna glassfish-el-api maven-resolver-impl java-1.8.0-openjdk
directory-maven-plugin mariadb-java-client httpcomponents-core
maven-wagon-file maven-wagon-provider-api owasp-java-encoder
libserializer maven-shared-utils plexus-cipher java-1.8.0-openjdk-
devel plexus-sec-dispatcher pentaho-reporting-flow-engine maven-
resolver-api sac scala libformula sisu-inject apache-commons-
logging maven-resolver-connector-basic sisu-plexus
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ImRETIZR

CentOS8.
3

netcf-libs rust-doc git-credential-libsecret texlive-context intel-gpu-
tools flatpak-session-helper asciidoc perf tigervnc-icons paratype-pt-
sans-caption-fonts java-1.8.0-openjdk-headless java-11-openjdk-
devel java-11-openjdk-headless libguestfs-java-devel libguestfs-
javadoc icedtea-web-javadoc systemtap-runtime-java java-1.8.0-
openjdk-accessibility java-1.8.0-openjdk-demo ant tigervnc-server-
applet java-atk-wrapper java-11-openjdk exiv2 llvm-googletest
adwaita-qt llvm-static python-psycopg2-doc scala-apidoc libXau
libappstream-glib jmc-core byteman libfonts jaf jcl-over-slf4j
mariadb-java-client tagsoup libguestfs-java jsoup apache-commons-
cli sisu-inject jansi-native jna apache-commons-lang3 flute
librepository javapackages-tools cdi-api ongres-scram java-1.8.0-
openjdk-devel sisu-plexus istack-commons-runtime jboss-logging
guava20 java-1.8.0-openjdk-src maven-resolver-util geronimo-
annotation hawtjni-runtime jboss-annotations-1.2-api ongres-
scram-client maven-resolver-connector-basic slf4j sac apache-
commons-codec atinject maven-wagon-http libreoffice-ure plexus-
cipher jboss-interceptors-1.2-api jline pentaho-reporting-flow-engine
httpcomponents-core liblayout istack-commons-tools jdeparser
maven-wagon-provider-api eedj-parent apache-commons-io maven-
resolver-spi jboss-logging-tools plexus-sec-dispatcher plexus-
containers-component-annotations jboss-jaxrs-2.0-api scala libbase
libreoffice-core httpcomponents-client directory-maven-plugin
java-1.8.0-openjdk libformula maven-wagon-file maven-shared-utils
aopalliance glassfish-el-api owasp-java-encoder postgresql-jdbc
libloader google-guice plexus-classworlds ant-lib maven-resolver-api
plexus-interpolation java-1.8.0-openjdk-slowdebug maven-resolver-
impl java-1.8.0-openjdk-headless-slowdebug prometheus-jmx-
exporter maven-resolver-transport-wagon jolokia-jvm-agent maven-
wagon-http-shared maven-lib jansi HdrHistogram apache-
commons-logging plexus-utils icedtea-web libserializer scala-swing
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CentOS8.
4

python-psycopg2-doc anaconda-install-env-deps hwloc-gui python3-
lit exiv2 cups-filters cups-filters-libs gutenprint adwaita-qt cups
cups-lpd hplip-common hwloc-libs gutenprint-doc gutenprint-libs
gutenprint-libs-ui hwloc foomatic-db-ppds foomatic-db python39-
pip python39-setuptools python39-numpy python39-chardet
python39-psutil python39-urllib3 python39-requests python39-
wheel libasan6 paratype-pt-sans-caption-fonts python39-six
python39-idna python39-ply python39-pyyaml python39-pycparser
python39-Ixml python39-pysocks rust-doc netcf-libs git-credential-
libsecret texlive-context flatpak-session-helper asciidoc intel-gpu-
tools tigervnc-icons jmc-core byteman libfonts jaf jcl-over-slf4j
mariadb-java-client tagsoup libguestfs-java jsoup apache-commons-
cli sisu-inject jansi-native jna apache-commons-lang3 flute
librepository javapackages-tools cdi-api ongres-scram java-1.8.0-
openjdk-devel sisu-plexus istack-commons-runtime jboss-logging
guava20 java-1.8.0-openjdk-src maven-resolver-util geronimo-
annotation hawtjni-runtime jboss-annotations-1.2-api ongres-
scram-client maven-resolver-connector-basic slf4j sac apache-
commons-codec atinject maven-wagon-http libreoffice-ure plexus-
cipher jboss-interceptors-1.2-api jline pentaho-reporting-flow-engine
httpcomponents-core liblayout istack-commons-tools jdeparser
maven-wagon-provider-api ee4j-parent apache-commons-io maven-
resolver-spi jboss-logging-tools plexus-sec-dispatcher plexus-
containers-component-annotations jboss-jaxrs-2.0-api scala libbase
libreoffice-core httpcomponents-client directory-maven-plugin
java-1.8.0-openjdk libformula maven-wagon-file maven-shared-utils
aopalliance glassfish-el-api owasp-java-encoder postgresql-jdbc
libloader google-guice plexus-classworlds ant-lib maven-resolver-api
plexus-interpolation java-1.8.0-openjdk-slowdebug maven-resolver-
impl java-1.8.0-openjdk-headless-slowdebug prometheus-jmx-
exporter maven-resolver-transport-wagon jolokia-jvm-agent maven-
wagon-http-shared maven-Llib jansi HdrHistogram apache-
commons-logging plexus-utils icedtea-web libserializer scala-swing
java-1.8.0-openjdk-headless java-11-openjdk-devel java-11-openjdk-
headless libguestfs-java-devel libguestfs-javadoc icedtea-web-
javadoc systemtap-runtime-java java-1.8.0-openjdk-accessibility
java-1.8.0-openjdk-demo ant java-atk-wrapper java-11-openjdk
scala-apidoc libappstream-glib PackageKit-gtk3-module gnome-
software flatpak-libs PackageKit-glib PackageKit-gstreamer-plugin
libpg-devel poppler perf
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ImRETIZR

CentOS8.
5

bluez python-psycopg2-doc perl-Devel-Peek OpenlIPMiI-libs
anaconda-install-env-deps postfix-mysgl perl-Devel-SelfStubber
metacity bluez-libs libicu vte-profile qt5-gttools-examples exiv2
cups-filters cups-filters-libs gutenprint gnome-session cups cups-lpd
hplip-common hwloc gnome-session-wayland-session gutenprint-
doc gutenprint-libs gutenprint-libs-ui gnome-session-xsession
foomatic-db-ppds foomatic-db gnome-classic-session gnome-shell-
extension-apps-menu gnome-shell-extension-auto-move-windows
gnome-shell-extension-drive-menu gnome-shell-extension-launch-
new-instance gnome-shell-extension-native-window-placement
gnome-shell-extension-places-menu gnome-shell-extension-
screenshot-window-sizer gnome-shell-extension-user-theme gnome-
shell-extension-window-list gnome-shell-extension-
windowsNavigator gnome-shell-extension-workspace-indicator
python39-six python39-idna python39-ply python39-pyyaml
python39-pycparser python39-psutil python39-urllib3 python39-lxml
python39-pysocks xorg-x11-server-Xwayland compat-hwloc1 bluez-
obexd bluez-hid2hci netcf-libs git-credential-libsecret texlive-context
flatpak-session-helper asciidoc intel-gpu-tools tigervnc-icons
libasan6 paratype-pt-sans-caption-fonts pcp-pmda-podman jmc-
core byteman libfonts jaf jcl-over-sif4j mariadb-java-client tagsoup
libguestfs-java jsoup apache-commons-cli sisu-inject jansi-native jna
apache-commons-lang3 flute librepository javapackages-tools cdi-
api ongres-scram java-1.8.0-openjdk-devel sisu-plexus istack-
commons-runtime jboss-logging guava20 java-1.8.0-openjdk-src
maven-resolver-util geronimo-annotation hawtjni-runtime jboss-
annotations-1.2-api ongres-scram-client maven-resolver-connector-
basic slf4j sac apache-commons-codec atinject maven-wagon-http
libreoffice-ure plexus-cipher jboss-interceptors-1.2-api jline pentaho-
reporting-flow-engine httpcomponents-core liblayout istack-
commons-tools jdeparser maven-wagon-provider-api eedj-parent
apache-commons-io maven-resolver-spi jboss-logging-tools plexus-
sec-dispatcher plexus-containers-component-annotations jboss-
jaxrs-2.0-api scala libbase libreoffice-core httpcomponents-client
directory-maven-plugin java-1.8.0-openjdk libformula maven-
wagon-file maven-shared-utils aopalliance glassfish-el-api owasp-
java-encoder postgresql-jdbc libloader google-guice plexus-
classworlds ant-lib maven-resolver-api plexus-interpolation
java-1.8.0-openjdk-slowdebug maven-resolver-impl java-1.8.0-
openjdk-headless-slowdebug prometheus-jmx-exporter maven-
resolver-transport-wagon jolokia-jvm-agent maven-wagon-http-
shared maven-lib jansi HdrHistogram apache-commons-logging
plexus-utils icedtea-web libserializer scala-swing java-1.8.0-openjdk-
headless java-11-openjdk-devel java-11-openjdk-headless libguestfs-
java-devel libguestfs-javadoc icedtea-web-javadoc systemtap-
runtime-java java-1.8.0-openjdk-accessibility java-1.8.0-openjdk-
demo ant java-atk-wrapper java-11-openjdk scala-apidoc
libappstream-glib PackageKit-gtk3-module gnome-software flatpak-
libs PackageKit-glib PackageKit-gstreamer-plugin coreos-installer-
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bootinfra OpenIPMI rust cargo perf flatpak hplip-libs nautilus
gutenprint-cups libgtop2 PackageKit libsane-hpaio PackageKit-
command-not-found xorg-x11-drv-wacom-serial-support clutter
clutter-gtk clutter-gst3 cheese-libs cheese gnome-initial-setup
gnome-control-center clutter-gst2

% 4-7 CentOS 7 K% hseE 5%k

CentOS
WA

IPSEESIZE

0

CentOS7.

texlive-kpathsea-lib libdhash libref_array libbasicobjects gemu-kvm-
tools texlive-dvipdfm-bin texlive-dvipdfm tomcat-servlet-3.0-api
gnuplot-common postgresql-devel tigervnc-icons squid perf dovecot
dovecot-mysqgl dovecot-pgsql dovecot-pigeonhole lvm2-cluster

1

CentOS7.

texlive-kpathsea-lib libdhash libref_array gemu-kvm-tools texlive-
dvipdfm-bin tomcat-servlet-3.0-api gnuplot-common squid tigervnc-
icons postgresql-devel perf dovecot dovecot-mysqgl dovecot-pgsgl
dovecot-pigeonhole lvm2-cluster texlive-dvipdfm libcacard

2

CentOS7.

texlive-kpathsea-lib libdhash gemu-kvm-tools rdma-ndd texlive-
dvipdfm texlive-dvipdfm-bin dstat tomcat-servlet-3.0-api gnuplot-
common perf squid tigervnc-icons tigervnc-icons postgresql-devel
dovecot dovecot-pgsql dovecot-pigeonhole lvm2-cluster ipa-server-
trust-ad

3

CentOS7.

spice-glib texlive-kpathsea-lib libdhash gemu-kvm-tools rdma-ndd
texlive-dvipdfm texlive-dvipdfm-bin dstat tomcat-servlet-3.0-api
gnuplot-common perf squid tigervnc-icons postgresql-devel dovecot
dovecot-mysgl dovecot-pgsql dovecot-pigeonhole lvm2-cluster pcp-
pmda-kvm pcp-pmda-rpm spice-gtk3 vinagre ipa-server ipa-server-
trust-ad

4

CentOS7.

spice-glib texlive-kpathsea-lib libdhash gemu-kvm-tools texlive-
dvipdfm-bin texlive-dvipdfm dstat tomcat-servlet-3.0-api gnuplot-
common perf squid tigervnc-icons postgresql-devel lvm2-cluster
spice-gtk3 vinagre

5

CentOS7.

spice-glib texlive-kpathsea-lib gemu-kvm-tools texlive-dvipdfm-bin
texlive-dvipdfm dstat tomcat-servlet-3.0-api gnuplot-common perf
squid tigervnc-icons postgresql-devel lvm2-cluster spice-gtk3 vinagre

6

CentOS7.

shim-x64 spice-glib adwaita-gtk2-theme texlive-kpathsea-lib gemu-
kvm-tools texlive-dvipdfm-bin texlive-dvipdfm dstat tomcat-
servlet-3.0-api gnuplot-common cockpit-ws perf squid tigervnc-icons
postgresqgl-devel java-11-openjdk-headless lvm2-cluster spice-gtk3
vinagre
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CentOS | fz=@3IFE

AR

CentOS7. | shim-x64 spice-glib openmpi adwaita-gtk2-theme exiv2 texlive-

7 kpathsea-lib gemu-kvm-tools texlive-dvipdfm-bin texlive-dvipdfm
dstat tomcat-servlet-3.0-api cockpit-ws gnuplot-common perf squid
tigervnc-icons postgresql-devel java-11-openjdk-headless lvm2-
cluster spice-gtk3 openmpi-devel vinagre

CentOS7. | shim-x64 spice-glib openmpi adwaita-gtk2-theme exiv2 texlive-

8 kpathsea-lib gemu-kvm-tools texlive-dvipdfm-bin texlive-dvipdfm
dstat tomcat-servlet-3.0-api cockpit-ws gnuplot-common perf squid
tigervnc-icons postgresql-devel java-11-openjdk-headless lvm2-
cluster spice-gtk3 openmpi-devel vinagre

CentOS7. | spice-glib openmpi adwaita-gtk2-theme exiv2 gnuplot-common

9 texlive-kpathsea-lib perf gemu-kvm-tools texlive-dvipdfm-bin
texlive-dvipdfm dstat tomcat-servlet-3.0-api cockpit-ws squid
tigervnc-icons postgresql-devel java-11-openjdk-headless lvm2-
cluster spice-gtk3 openmpi-devel

%% 4-8 HCE OS )hzE8 5%

HCE OS | sl
HCE spice-glib openmpi exiv2 sg3_utils spice-gtk3 openmpi-devel kernel-
0S1.1 hcek tomcat-servlet-3.0-api kernel-hcek-devel dstat gnuplot-

common cockpit-ws perf squid postgresqgl-devel java-11-openjdk-
headless lvm2-cluster fcoe-utils libblockdev udisks2 python-blivet
device-mapper-multipath device-mapper-multipath-libs libblockdev-
crypto libblockdev-fs libblockdev-loop libblockdev-mdraid
libblockdev-nvdimm libblockdev-part libblockdev-swap libblockdev-
utils NetworkManager-team NetworkManager-bluetooth
NetworkManager-wifi libstorage-uio-static kiwi-dlimage

& 4-9 EulerOS hz281%51E

EulerOS | ihse@%IzR

EulerOS euleros-release;euleros-latest-release;kiwi-systemdeps; python3-kiwi

29 NetworkManager-team NetworkManager-bluetooth
NetworkManager-wifi libstorage-uio-static kiwi-dlimage systemd-
udev-compat

EulerOS euleros-release;euleros-latest-release;kiwi-systemdeps; python3-kiwi

2.10 NetworkManager-team NetworkManager-bluetooth

NetworkManager-wifi libstorage-uio-static kiwi-dlimage systemd-
udev-compat
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4.3 SRER 5T ZE HCE OS 1.1
4.3.1 9% R#

e YIFHCE OS 1.181&, {NZiEMCentOS7.9iFFEEIHCE 0OS 1.1, HEALIHAE
B0 RHEBICentOS7. 9RFRITFEE .

o BRERZIBIRERINpmElE. LENEH, RERAFEREERNIX
b, IBETRRIMIFRERANRRRED, TLIBIEIERRSH/ERD -

o EMIMERZNEFRIZRATF128MB, RARTEFIFATFIGB,

4.3.2 ITFER(E

ABNEBMCentOS7 .91 FFEFIHCE OS 1.189RIEIZIE

HEFIE TERBRIEGE

1. IEERGIRIHRERSR.

RIERERIRS BT IRMERES, TEERIGIREUNAEE, TREERM
BRE, BENEEAER, FHEREMTIARES InternettBii,

2. HEXFCentOSESs/etc/yum.repos.d FHIFFERIrepofitE, HifRCentOSHIrepoi
AR5HCE OSHirepoig &£ HsE,

[rootBhce-ecs-2d53-g1 gum:repns:d]u 1s
CentD5-Base.repo Cent0S-Debuginfo.repo Cent0S-Media.repo CentD5-Vault .repo epel .repo epel-testing.repo

CentDS-CR.repo Cent0DS-fasttrack.repo CentDS-Sources.repo Cent0S-x86_b4-kernel.repo epel.repo.rpmnew
[rootBhce-ecs-2453-g1 yum.repos.d1t

LACentos_Base.repoaffll, EEmEAIENFIRIGH repoiE B A Nenabled=0f9
BB, WNTERR.

[base]

name=CentDS-Sreleasever - Base
#imirrorlist=http://mirrorlist.centos.org/?release=5releaseverfarch=5basearché&repo=os&infra=Sinfra
baseurl=https: srepo.huaweicloud .comcentos/Sreleasever-os-Sbasearch/

apucheck=1

enable

gpgkey=file s eto/pki/rpm-gpy-RPM-GPG-KEY-Cent0S-7

#ireleased updates

[updates]

name=Cent0S-Sreleasever - Updates
#imirrorlist=http://mirrorlist.centos.org/?release=5releaseverfarch=5basearchérepo=updates&infra=Sinfra
baseurl=https: repo.huaweicloud.com centos/Greleaseverupdates-Shasearchs

gpgcheck=1

enabled=8

gpgkey=file: ssetc/pkisrpm-gpy-RPM-GPG-KEY-Cent0S-7

#additional packages that may be useful
[extras]

name=Cent0S-Sreleasever - Extras
#imirrorlist=http://mirrorlist.centos.org-?release=5releasever&arch=9basearchérepo=extras&infra=5infra
baseurl=https:/ repo.huaweicloud .com/centos/Sreleasever/extras Sbasearch/

gpgcheck=1

enabled=#

gpgkey=file: ssetc/pki rpm-gpy-RPM-GPG-KEY-Cent0S-7

#additional packages that extend functionality of existing packages
[Dentnsplus]

3. BcEHCE OSE’Jrepo,}'%Eo

BUTARERINEhce.repod, Fi&hce.repolic & E1FMTE/etc/yum.repos.d/B
=T

[centos7_everything]

name=centos7_everything
baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/
enable=1
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gpgcheck=0
priority=1

#released updates

[updates]

name=hcel_updates
baseurl=https://repo.huaweicloud.com/hce/1.1/updates/x86_64/
gpgcheck=0

enabled=1

gpgkey=
4. 1EBECentOS7 IR FGMEEZ R EEEISIEFE1HBIHCE OSHIrepoil&,

#1785 < curl https://repo.huaweicloud.com/hce/1.1/0s/x86_64/a5 S a2
BREIEIHIBIHCE OSHrepoili . HBEXEMMTHEHER, NEEIEFEHIEIHCE OSHY
repoil&

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 3417 0 3417 0 0 373  0----:-- 0:00:09 --:--:-- 696

<!doctype html>

<html>

<head>

<meta charset="utf-8">

<title></title>

<link rel="stylesheet" href="/repository/static/css/style.css" type="text/css"/>

<style>

font-family: 'Verdana', sans-serif;

margin: 0;

padding: 0;

-webkit-box-sizing: border-box;

-moz-box-sizing: border-box;

box-sizing: border-box;

5 WATUI TS &Epython3,
[root@localhost ~]# yum install -y python3 //(FEERHITRERS
(ALY
R CentOS 7.9RF LR python3, BRRELLLZE.
6. XFselinux,
NTHRIEBEIRERESRECENEH—, FEXFselinux,

a. {&/etc/selinux/config{4, $config 4R SELINUXAHEIZRERY
disabled,
SELINUX=disabled

b. EREERS FEselinuxBtEER

b

®IBIHE

i

1. MEAEFREGGTHIER T ELEcentos2hcel-*.rpm,

*RRERBTEIRA, AT5LAcentos2hce1-1.0.0-0.0.2.x86_64.rpmZ2EE M

[root@localhost test]# wget https://repo.huaweicloud.com/hce/1.1/updates/x86_64/Packages/
centos2hce1-1.0.0-0.0.2.x86_64.rpm //F&centos2hcel-*.rpm

[root@localhost test]# Is //AGBEER TERLIH

centos2hce1-1.0.0-0.0.2.x86_64.rpm

2. HRIFBIER,

THLETHE, RSBmNER/ etc/centos2hcel.confEiEN
[root@localhost ~]# rpm -ivh centos2hce1-1.0.0-0.0.2.x86_64.rpm

3. fgEcentos2hcel.conf3f4,
BcEHCE OSEYrepoiEitsiit, FAFialirepoilf R EREIBIER LD, FHEMHRPME,
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RE

A

%

4.

#iso as yum source link
[repo_info]
base_yum_url =https://repo.huaweicloud.com/hce/1.1/0s/x86_64/

#iso as yum source

repostr_hcel_1 =

[base]

name=hceversion
baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/
gpgcheck=0

enabled=1

#released updates

[updates]

name=hcel_updates
baseurl=https://repo.huaweicloud.com/hce/1.1/updates/x86_64/
gpgcheck=0

enabled=1

gpgkey=
(MARTY:
centos2hcel.confBe B 4 IRABE MR : confELE {4 .

BIRIERS

RFEFBEHCE OS1IAZIFENR, 1BRMDCentOSEIMRERS ( BIERFEM

HiER) .

HfTcentos2hcel.pyins, HITRFAFE,

RETBENSEFRIRPMEHE . K/\FMrepoilR FEIRESHM, —KRE

R0 EN AN AT, BRI EMSERAERE, WITIRERFEMBE
I5R9RTIE] .

[root@localhost home]# centos2hce1l.py

BUTRIEESR, #rEBTN. SRS ERSHEERE.

Complete?

20823-84-18 15:57:22-centosZhcel.py [3271: redhat-1sb is replaced by system-lsb on hcel_l,centos-logs is replaced by hce-logs
“gpg -pubkey-f 4aBBeb5-53a?f £ 4b"gpg -pubkey-352chH4e5-5ZaebBB4package #{PACKAGER}n" is wot installed

package | is not installed

“grep-Z.28-3 .hcelcpackage CentOS is not installed

2823-84-18 15:57:27-centosZhcel.py [3471: remove left rpms

ZB823-84-18 15:57:27-centosZhcel.py [35681: remove rpm list: kernel-3.10.8-1168.e17.x86_64 kernel-devel-3.108.8-1168.e17.xB6_64 ift
op-1.8-8.21.pred.el?.xB6_64 kernel-devel-3.18.8-1168.53.1.e17.x86_64 centos-release-7-9.2089.8.el1?.centos.xB6_64 kernel-3.18.8-1
166.53.1.e17.x86_64

Z2B823-84-18 15:57:34-centosZhcel.py [3571: Removing yum cache

ZB23-84-18 15:57:41-centosZhcel.py [3881: Sync successfully, update grub.cfg.

[rootBcentos? homeld

(1 #88

CentOSEBRLEHCE 1.1 MEMHAIRPME, HiTcentos2hcel.pyinSIFERAE, FEL
B BmiEMfRiIXLRPME . INREEREBIXLRPME, 1B{FF-s skipSEHITRFATE

( |k ) MIBRFTRAIRPME,

WTFAIPRPMBEIFBEREFHSEFER, EASUERZTEHHOEN, &

LSRRI BEF- R BERH TRERE o

[root@localhost homel# 11

total 24

-rw-r--r--. 1 root root 15972 Jul

-rwW-r-- . 1 root root 5032 Jul 1 86:31h
[root@localhost homel# |

#iTrebootin SERRIFRS .

MA4RRAS 08 (2024-03-30)

WRIERE © EARITERAREIRAF 27



Huawei Cloud EulerOS
BPiErm 4 RTie

5. #1Tcat /etc/os-releasefp SO E R BT
S0 TFHuawei Cloud EulerOSEEE TR AIN

[root@localhost centos2hcell# cat fetc/os-release
NAME="Huawel Cloud Euleros"

VERSION="1.1 foE_E4]“

ID="hce"

VERSION _TD="1.1"

PRETTY NAME="Huawel Cloud Euler0s 1.1 (x86 64)"
ANSTI COLOR="0;31"

[root@localhost centos2hcell#

6. (|%E ) Figselinux,
RETRRIXA Tselinux, BRBEEEEREEEF Hselinux.

a. &M /etc/selinux/configSZit, IGconfig3Z{4HRSELINUXRY{EIZ B RKenforcing
SELINUX=enforcing

b. BREIERG FEselinuxBcEE

4.3.3 ffitF: conf BCES{4iHAE

ATLENconfEeENEHEENFE

#rpm lists for os migration

[rpm_lists]

#origin system must need rpms

baserpms_list = "basesystem initscripts hce-logos plymouth grub2 grubby" //REZIFEAKERIRPME

#old rpm and default conflict rpms //iFE1312H, REAKOBAFENTRE

oldrpms_list = centos-backgrounds centos-release-cr desktop-backgrounds-basic \
centos-release-advanced-virtualization centos-release-ansible26 centos-release-ansible-27 \
centos-release-ansible-28 centos-release-ansible-29 centos-release-azure \

centos-release-ceph-jewel centos-release-ceph-luminous centos-release-ceph-nautilus \
centos-release-ceph-octopus centos-release-configmanagement centos-release-dotnet centos-release-fdio \
centos-release-gluster40 centos-release-gluster41 centos-release-gluster5 \

centos-release-gluster6 centos-release-gluster7 centos-release-gluster8 \

centos-release-gluster-legacy centos-release-messaging centos-release-nfs-ganesha28 \
centos-release-nfs-ganesha30 centos-release-nfv-common \

centos-release-nfv-openvswitch centos-release-openshift-origin centos-release-openstack-queens \
centos-release-openstack-rocky centos-release-openstack-stein centos-release-openstack-train \
centos-release-openstack-ussuri centos-release-opstools centos-release-ovirt42 centos-release-ovirt43 \
centos-release-ovirt44 centos-release-paas-common centos-release-gemu-ev centos-release-qpid-proton \
centos-release-rabbitmg-38 centos-release-samba411 centos-release-samba412 \

centos-release-scl centos-release-scl-rh centos-release-storage-common \

centos-release-virt-common centos-release-xen centos-release-xen-410 \

centos-release-xen-412 centos-release-xen-46 centos-release-xen-48 centos-release-xen-common \
python3-syspurpose python-oauth sl-logos yum-rhn-plugin centos-indexhtml \

libreport-centos libreport-web libreport-plugin-mantisbt libreport-plugin-rhtsupport \

libreport hunspell-en-US hunspell-en policycoreutils-gui libcanberra-gtk2 cups \
NetworkManager-libreswan-gnome plymouth-graphics-libs avahi cups-lpd pinentry-qt \

librsvg2-devel libcanberra-gtk3 gnome-themes-standard wodim gsettings-desktop-schemas-devel \
avahi-ui-gtk3 freerdp-libs pulseaudio-utils gstreamer1-plugins-bad-free-gtk ghostscript-cups \
setools-console libxkbcommon-x11 cups plymouth-plugin-two-step pulseaudio-module-x11 ImageMagick-c+
+\

cups-devel policycoreutils-sandbox PackageKit-gstreamer-plugin gtk3-immodule-xim avahi-glib avahi-
autoipd \

mesa-libGLES foomatic libcanberra-devel plymouth-plugin-label PackageKit-gtk3-module colord avahi-
gobject \

pinentry-qt4 avahi-ui-gtk3 plymouth-plugin-two-step ghostscript-cups ImageMagick-perl firewall-config \
plymouth-plugin-label redhat-redhat-Isb-corelsb vim-X11 dbus-x11 pulseaudio PackageKit-command-not-
found libproxy-mozjs \

pinentry-gtk nm-connection-editor gtk2-immodule-xim wireshark-gnome pulseaudio-module-bluetooth
pidgin-sipe freerdp kmod-kvdo \

redhat-lsb-core

SA4RRZA 08 (2024-03-30) WRIXERE © EARTERARBRAE 28



Huawei Cloud EulerOS
BPiErm 4 RTE

#The following list contains the same symbol as centos/redhat
dstrpms_Llist = "hce-release hce-repos"

[log_conf]
# migration tool log common dir
migrate_common_dir = "/var/log/migrate-tool/" //BEFHEER

# migration tool classification log dir
migrate_classification_dir = %(migrate_common_dir)s/centos2hcel/

#iso as yum source link
[repo_info]
base_yum_url =https://repo.huaweicloud.com/hce/1.1/0s/x86_64/ //EfflyumiEI&R, ATREMRIRE

#iso as yum source

repostr_hcel_1 = /ARMLEBEXATRER

[base]

name=hceversion

baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/ /[/EityumiEi&R, FTFIKEWRPME
gpgcheck=0

enabled=1

gpgkey=

#released updates
[updates]
name=hcel_updates
baseurl=
gpgcheck=0
enabled=0

gpgkey=

#additional packages that may be useful
[extras]

name=hce1_extras

baseurl=

gpgcheck=0

enabled=0

gpgkey=

# plus packages provided by Huawei Linux dev team
[plus]

name=hce1_plus

baseurl=

gpgcheck=0

enabled=0

gpgkey=
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E#r HCE OS &Z%#1 RPM &

5.1 FrEhE

HCE OSIRURIERFAFIRPMBAVE IR, SIEEFZBEHCE OSERIRPME . T2 &

L RAIRPMBIIRAES . N TERIFRFMRPMERIERENRZ S, BEREFAHR.

HCE OSxz#HERdNnf/yumas SFIOSMTTERMHAL S .

o LinuxBEX#rdnf/yumap<, AIXIRPMEHITHRAMENR, FARIEIEESR,

o  OSMTRENTBHIIIHCE OSRKARRPMEHARFEIRRITE, AJEENFHH
SEEMERMEE. EEER.

PR X B0 T o

& 5-1 ALRHXHY

=

{ERdnfayumiSHK

(FFHOSMTT EFAE

RPMEFH#

o IFEERIARIES
FHIRPME,, BFELEE
i8R AIRPM B FNRRNE
£,

o ZIFNHARLZEEFIIR
BIRPMEL,

o IFEERIFARPIETEHRAIRPM
8, SRREENMSRARPMEF]
RRES.

o XIFHEMAITE:

o XIFEHEMIEBEEHRPME .

ARAFZEEBHIRPME,
FREFEESERAIRPME,
FREENEHZLZHZES
FHHIRPME ,
AhLEEHTRIIRPME
mEEE .
FHRHIEINEERIRPMEL
BEHHERIRPME .

FEIRER .
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mE {FEAdnfelyumis SHE (FEFHOSMTTEHE

EFREF | A HFEFIREFR F4FHCE OS 2.0/ LA EhRABIFHE

%

STISFHRA | STHFHCE OS 1ARLALEMRA | SZ3FHCE OS 2.0% LA EMRZARHIRPME

hRZAR RIRPMEFHE . R

B SEOIRFRE A SRR RS RPM BN IFRIE— IR
EHER

5.2 (8 dnf 3 yum @< HK

HIRRSR

2
T
i
G

ATNEHCE OS1.1 KR LA EARARIRPMEB HRFNELEIERIE. dnfflyumds SHYERSE
R, ABLAdnfassafl, HCE OS 1.1 ByumaifEREG<SHIT.

AR

e Huawei Cloud EulerOS 2.0%2Z [BiRAS Sz iFyumFldnféss .
e Huawei Cloud EulerOS 1.1iRA(ZIFyumas <,

HCE OSHEZRdnfAH, dnfinalH,

[root@localhost bin]# dnf
usage: dnf [options] COMMAND

List of Main Commands:

alias List or create command aliases

autoremove remove all unneeded packages that were originally installed as dependencies
check check for problems in the packagedb

check-update check for available package upgrades

clean remove cached data

deplist [deprecated, use repoquery --deplist] List package's dependencies and what packages
provide them

distro-sync synchronize installed packages to the latest available versions

downgrade Downgrade a package

yum{EACentOSHBEIEREM T IKISENAR, B—LEBIKHIRSEIFRR, 81
teeE. RFAAZ. KEEIMEEES . dnffEAyumiIENE, REEIFRIMEE.
ATIREFRSEM, HCE OSIKARMyum® <,

1. KREHFEHNRPME,
- H7dnf list updatesfss SBEEFBSFEMAIRPMETIZE

[root@localhost bin]# dnf list updates

Last metadata expiration check: 6:49:11 ago on Tue 28 Jun 2022 01:55:35 PM CST.
hce-config.x86_64 3.0-66.hce2

hce-latest-release.x86_64 2.0-1656179342.2.0.2206.B032.hce2
irgbalance.x86_64 3:1.8.0-7.h9.hce2
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2. FRIFEFHAIRPME,

kernel.x86_64

kernel-tools.x86_64
kernel-tools-libs.x86_64
kexec-tools.x86_64

5.10.0-60.18.0.50.h316_1.hce2
5.10.0-60.18.0.50.h316_1.hce2
5.10.0-60.18.0.50.h316_1.hce2
2.0.23-4.h8.hce2

libcurl.x86_64 7.79.1-2.h4.hce2
libssh.x86_64 0.9.6-2.h3.hce2
libstdc++.x86_64 10.3.1-10.h10.hce2
libxml2.x86_64 2.9.12-5.h5.hce2

openssh.x86_64

openssh-clients.x86_64
openssh-server.x86_64
Obsoleting Packages

dnf-data.noarch
dnf.noarch

dnf-data.noarch
dnf-data.noarch

8.8p1-2.h12.hce2
8.8p1-2.h12.hce2
8.8p1-2.h12.hce2

4.10.0-3.h6.hce2
4.10.0-3.h5.hce2

4.10.0-3.h6.hce2

4.10.0-3.h5.hce2

H1Tdnf list updates --securityip<, (NEEZE2EINERAIRPME,
[root@localhost bin]# dnf list updates --security

Last metadata expiration check: 0:00:03 ago on Fri 08 Jul 2022 04:45:56 PM CST.

No security updates needed, but 2 updates available

#17dnf updateds SHEFABFEMAIRPME , BIELZEEFNLRAIRPME

MimEES .. PITHSEhER

5) .

SERAHHIBEIRRASE (Version

[root@localhost bin]# dnf update
Last metadata expiration check: 7:12:18 ago on Tue 28 Jun 2022 01:55:35 PM CST.
Dependencies resolved.

Package Arch  Version Repo  Size
Installing:

kernel x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 47 M
Upgrading:

hce-config x86_64 3.0-66.hce2 hce2 13k
hce-latest-release x86_64 2.0-1656179342.2.0.2206.B032.hce2 hce2 52k
kernel-tools x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 230k
kernel-tools-libs x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 62k
kexec-tools x86_64 2.0.23-4.h8.hce2 hce2 400 k
libcurl x86_64 7.79.1-2.h4.hce2 hce2 284 k

libssh x86_64 0.9.6-2.h3.hce2 hce2 194 k
libstdc++ x86_64 10.3.1-10.h10.hce2 hce2 535k
libxml2 x86_64 2.9.12-5.h5.hce2 hce2 659 k
logrotate x86_64 3.18.1-1.h2.hce2 hce2 60k
mdadm x86_64 4.1-5.h2.hce2 hce2 331k
nftables x86_64 1:1.0.0-1.h3.hce2 hce2 303k

perl x86_64 4:5.34.0-3.h5.hce2 hce2 32 M
perl-libs x86_64 4:5.34.0-3.h5.hce2 hce2 1.8M
Installing dependencies:

grub2-tools-efi x86_64  1:2.06-3.h5.hce2 hce2 472 k

Transaction Summary

Install 2 Packages
Upgrade 72 Packages
Total download size: 105 M
Is this ok [y/N]:

#47dnf update --security@p %, XFARLZEEHLZKAIRPME

[root@localhost bin]# dnf update --security

Last metadata expiration check: 7:15:16 ago on Tue 28 Jun 2022 01:55:35 PM CST.

No security updates needed, but 73 updates available Dependenci

Nothing to do.
Complete!

ies resolved.
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3. FREINE, BREEIALSIETER.
ARSI FERIBERIRYE W :
ZEITEERchronyd RSB EZ L/ FHREE AL FdisableddRZ, FRLAM
HCE-2.0.2206 R AFHREHMRAE, chronydfR$EZS4bFdisabledikzS. WNBEE

, fRanE@dsystemctl enable chronyd(F8EiZRSS, Fi@idsystemctl start
chronydSaZARSS -

1. $4Tdnf historyis<, BEIBFREIRAIAEEIFIDS,

st ~]# dnf history
and line yate and time Action(s) | aAltered

upgrade chrony 2022-10-09 11:38 | Upgrade

histery undo 3 2022-10-89 1 Downgrade

upgrade chrony 2022-10- 136 | Upgrade

install createrepo 2022-108-89 :30 | Install
Install

2. #147dnf history undo <IDS>#<$EIRIRHFIRE,
5.3 {5 OSMT TEFHR

5.3.1 ik

OSMTRALANRIRMAIXIHCE OSEFRRPMEHRKIMEIRITHE, OSMTABE N fL
ERPMEBRIALSEE, H>IFREAEERFAR. EEERIRTERERFR . ERIFHRK
HERFIEE.

o IRAFRAENR: NBEXIRIAHCE OSRGERIFAR EHRRIF

o EHRPME: NEEXIIRPMERIFRANCERIRIE.

(AR

OSMT{XSZIFEIRIHCE OS 2.0% Z FHIMRAHTHARFELR . ZT ESFERAErepoiRLAIKEL
BIHEFER, NMEENERE. EaEidsystemctl stop osmt-agentf SEILZRSS, FF
Bidsystemctl disable osmt-agentfs SEHEIZIRS BB

5.3.2 Z95RR#

o  FHRAIEIRAVEIIZEMAIRPMEEE . K/\FMrepoif FEIEEFXE, —R
STE30DFAERL, EARRTEMSEIRIMERE, MATIRIER TSNS 29T
[Ejo

e OSMTIE{NXZiFrdbase. updates@ N EFrepoiEHAIRPMEHITHE, 1BMHRIR
XA NEECERIERY . 18X repolREEEH{Tsystemctl restart osmt-agent
EFosmt-agentfg53 .

o BB Tosmt configinSRIEMECEN !, FREMAEXEEXYE, TS
HOSMTINEERE .

o  FHRIBIEX/R(FERrootAAF

o ZREFEFRPMERIFAREIRNIFIFTENEK:
- FxEREZELDL512M,
- RoXRF=EEN.5G,
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- EWRBHEEBRR (store_path ) FIRTEZEDSG,
- E%rh/bootH XFIRZTEZE/D100M,

[MERTY:

o FHREBE. BirirAARE, FIEFEETEARE. FHRIFOSMTTESBREEH
REFFETE, MRFRTEHARE, SEBENAYEIRIER.

FRAF . [EIEXselinuxiAZSAIRZNG :
- WRAFAEIIselinuxdRERFER0, BIMRAFKEIE, selinucikESE—.
- AEREIRSAselinuxikESHenforcing, EIRERFZBNIEselinuxikE&E R

permissive,

- AEFEselinux, BFNELselinuxfPIREenforcingHBIRER RS, 0]
kEFenforcingdXZ&,

- AlEhBATselinuxikZSadisabled, [EREA/IdisablediRZ. tETRSEIE
XFselinux RS =422 o

- BAEFEselinux, FEEselinuxBIREITIRE Ipermissive, HERBRT
Bl .autorelabe SHEHEER, BiGselinuxikFEenforcingHBER .

HRFFaET, OSMTTEEWRSHREIRSHITITE, UBEFRARIZEEE. W
ﬂ&au*ﬁé%ﬁ&, BIRIBIERMEEHH TR, oI FiiTREGSHITIR
&, FHOSMTHSHEER.,

OSMTT BRI EdNTE, A THRAKIIENIEE, OSMTTESEdnf
REKEHRPMB AR ERH . INFELIRIXLRPME, A2 IEEFE,

WMRERPMBERE, RABEWIEN (sysctl -atlFBHARFERE ) , WEEE
IEFEFROSMTTEFHERIIE R . BIFsysctltp SRIFTRFAEE, sysctl -p <file>aA]
IEEEMIIEE Xt . sysctl --systemA] NAEFIE RSB R THIREXYE, N8
ERZGS, ?%E?E%ﬁﬁ%i)\ﬁﬁﬁ REEHFTHINZECE X4

Wiz RN T DRIREERBIIS MRS . REF—MEBIISMRA, WE
OSMTIEEMRS Tﬁé%mﬂl, IBIRHHA TR R ERH THRICE .

#Echronyfntptt?E, FHHEchronyfbFactivelAERIER T, OSMTHEEMERS
B, 5% LEchronyfRSSakiEIFchrony. ntpEA— MRS EEMA K.

5.3.3 IRAHLFNEHE

AT MBI EIAHCE OSEANFHR MR ENRIZE,

WRAFHRELELREY, SEIPERPMEEHHZIBFRRFIINAIRPMELRZ, Flosmt.conf
BCEMHFRIERR R rpmIIRTEX .

RRARTFH4%

fiArepolRECEIESE o

B EEIARY/etc/yum.repos.d/hce.repofic EX S ERIEH, IERAIIECE
nr,

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
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WRZS[EHE

2.

baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

R B A AR SEOSMTFHREM, SAETREBIFHRITH .
EIFOSMTEAERRZAS .

OSMTER{HhRAFIHCE OSKRAFEEERXFK . HCE OSENAZEHFIRFAIOSMT
TH, REAEN, EEEOSMTEHZEBIREFRAITRAIOSMTIRA

#47dnf update osmt -y --releasever [ ZZ kA S] BFHOSMT, fBlan, &
HCE OS 2.0H4%ZEIHCE OS 2.1, W#fTdnf update osmt -y --releasever 2.175
SEFHOSMTEIERFTHRA

(MEEY::

EHiIRBOSMTHIFR, $H1T7dnf install osmt -y --releasever [ X kA4S iHHiTE%E,
fFlEn, BERFFHHRZEHCE OS 2.1, WHiTdnf install osmt -y --releasever 2.155 %%
OSMTEHThRZAN o

HLRHCE OSEFhRA .
osmt update --releasever [ X 5474k 7A =] --reboot_config [ ESHE]

BIREEREREVZER, BESENARLR . ESRIARIZI, Flosmt
update -h,

- 1§HCE OS 2.0 RZEIB4mhRA, #IHCE OS 2.1,
osmt update --releasever 2.1
ARfE, i Trebootin SERRSE, BIRRRRDZEEER
- 1§HCE OS 2.0H4KEIB/FRA, FIHCE OS 2.1, HIIZIER,
osmt update --releasever 2.1 --reboot_config always

- Y8HCE OS 2.0H4Z|BtrhrA, 0HCE OS 2.1, FHisEERATE, W
“2022-12-30 23:00:00” .

osmt update --releasever 2.1 --reboot_config "2022-12-30 23:00:00"
BEERME, KBEEAFHRMI.

HifTcat /etc/hce-latest&2EhceversionFE;, &Lt FERFRAZIHDZE--
releaseveriSEEHINRAS , FRRHARMIN.

(A% ) MBRFRED U
IAHREINEEIERS, #iTosmt removefflBRED I,

(11 588

BWAFRTREREBHNITosmt remove, HliTosmt removelSHIBRETEHRZDEIE,
WITERTEBHITEIR,

BREREREVZER, BESEIEERLR .
- [EREERZRSZK, FURES.
osmt rollback
- [ERERRFHINER. FRALSH, BREBLIER2,
osmt rollback --reboot_config always
HiiTrebootii SEFERF
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WRERRFZBEEIREIHCE OSRIERFRA o
3. KBERALERMA.

Al#i1Tcat /etc/hce-latest&Fhceversion=FE:, HILFERPMRAE D EHKE
HRAS, TREEIE/MIN.

5.3.4 EFH RPM &

5.3.4.1 R T(E

RPMEBRIEF5i2E™M: {FHosmt updatess S EFHFFERFSosmt-agentfRSZH
NEH. LEFEIE, EREHITATIRE.

1. HiArepoRECEIEE .

B EBIARI/etc/yum.repos.d/hce.repolfie B HHISHE B 1EH, FHINELE
yu_F o

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/Sbasearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/Sbasearch/

EIRMECENB RS SHOSMTHEALM, SdFFRERRIARITA .
2. Hf7dnf update osmt -yap S EFOSMTHE T E
3. fg&/etc/osmt/osmt.conf3Z{4,

OSMTIRIERCE X {osmt.confiUiRE , XIRPMEBHITE . BIRIEEERE
osmt.conf3 {4,

[auto]

#if auto_upgrade is True, the osmt-agent will auto upgrade rpms use osmt.conf and reboot between
time interval we specified

#the value of cycle_time means the osmt-agent will check upgrade every cycle_time seconds, default
86400s(1 day)

#When a configuration item has a line break, you need to leave a space or tab at the beginning of
the line

auto_upgrade = False

cycle_time = 3600

minimal_interval = 3600

auto_upgrade_window = "22:00-05:00"

auto_upgrade_interval = 1

[Package]

# There are three rules of filters, all enabled by default. severity will be effect only when the types
contain security, it is the subtype of security.

# The following are the three rules:

# 1. white list has the highest priority, if whitelist is configured then ignore other rules and filter out
the whitelist packages from the full list of packages to be upgrade

# 2. Filter the update range by types, when the types contain security, further filter the severity of
security updates severity, only upgrade the severity level of security.

# 3. Filter blacklist to remove packages in blacklist from types filter results, and packages which
depend on packages in blacklist will also be removed.

# filters must contain at least one types rule, if the types rule is empty, the -a option will not upgrade
any packages (by default all 3 filters are enabled).
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filters = "types, blacklist"
whitelist = ""

# types include: security, bugfix, enhancement, newpackage, unknown

# if types is empty, no package will be upgrade

# types = security, bugfix, enhancement, newpackage, unknown

types = "security"

# severity is the subtype of security, include: low, moderate, important, critical

severity = "important, critical"

blacklist = ""

# The rpm package that requires a system reboot to take effect after the upgrade
need_reboot_rpms = "kernel,kernel-debug,kernel-debuginfo,kernel-debuginfo-common,kernel-
devel kernel-headers,kernel-ori,kernel-tools,kernel-tools-libs,glibc,glibc-utils,glibc-static,glibc-
headers,glibc-devel,glibc-common,dbus,dbus-python,dbus-libs,dbus-glib-devel,dbus-glib,dbus-
devel,systemd,systemd-devel,systemd-libs,systemd-python,systemd-sysv,grub2,grub2-efi,grub2-
tools,openssl,openssl-devel,openssl-libs,gnutls,gnutls-dane,gnutls-devel,gnutls-utils,linux-
firmware,openssh,openssh-server,openssh-clients,openssh-keycat,openssh-askpass,python-
libs,python,grub2-pc,grub2-common,grub2-tools-minimal,grub2-pc-modules,grub2-tools-extra,grub2-
efi-x64,grub2-efi-x64-cdboot,kernel-cross-headers, kernel-source,glibc-all-langpacks,dbus-
common,dbus-daemon,dbus-tools,systemd-container,systemd-pam,systemd-udev,grub2-efi-
aab4,grub2-efi-aa64-cdboot,grub2-efi-aa64-modules,openssl-perl,openssl-pkcs,kernel-tools-libs-
devel,glibc-debugutils,glibc-locale-source,systemd-help,grub2-efi-ia32-modules,grub2-efi-x64-
modules,grub2-tools-efi,grub2-help,openssl-pkcs11,grub2-efi-ia32-cdboot,osmt"
preinstalled_only = False

[backup]

store_path = /var/log

backup_dir = /etc,/usr,/boot,/var,/run
exclude_dir =

recover_service =

#the minimum resources required(MB)
[resource_needed]
#min_req_boot_space = 100
#min_req_backup_space = 8192
#min_req_root_space = 1536
#min_req_memory = 512

[emdline]
cmdline_value =

[conflict]
#conflict_rpm = test1,test2

[strategy]
timeout_action = "stop"
timeout_action_before = 0

[check]
daemon_whitelist = "sysstat-collect.service, sysstat-summary.service, systemd-tmpfiles-clean.service"
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% 5-2 osmt.conf TERIEIR

=10

il

[auto]

o motd_setup: IREBERIERESHE. BKAATrue,

e auto_upgrade: IEETIHRPMEBEEH AN, BilHFalse,

- True: {FFHosmt updateds< EHFHFERESosmt-agent
RS Boh B ARz o

- False: {N3z#FFFHosmt updateds S EFHRPME

e auto_upgradeATruelt, BCEM TS,

- cycle_time: MEREEFEMXEGENER, B2
. ERAEF36007,

- minimal.interval: f§Eosmt update -bip<$SEHFFIA
AYiEfn&; LEAYiEfYE/\BdiEiafRs, Bf2ER . EAMESN
3600%),

- auto_upgrade_window: BtEfE&osmt-agentfRSS3Hnh
FHRHIRHEE, BXA"HHMM-HH:MM", RRARIIFF
SaRB)FN#EL LERT (8]

YNRELLERY B/ NFFFIaRTE), NIFRRAIRFHRATBIER S
BAH. a0 “22:00-05:00" FrFATEIEH=2H22:00
ERXRBZZE5:00,

- auto_upgrade_interval: 1EERXBEIFHRZEHVE/INE
bR (Bfu: X) .

e auto_upgradeZFalseld, NECEM TS, HITHCESUHRT

[auto] B BTN EMMSEH AL .

- cycle_time: MEREEFEMXEGENER, U2
. ERAMEF36007,

- minimal.interval: f§ZEosmt update -bip<$SEHFFIA
AYiEfn&; LEATiEAYE/\Bdiaiafs, Bfi2ER . EAMERN
3600%),

- True: ABRERER.

- False: XAERIETR, REESVZMRERIER, HE
AEBIRER . REHAR, FEEFosmt update -s
WEEHRGDSEMMELER .
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BoEIR

ol

[Package]

o filters: IEEEHAVBEE, BiEtypes. blacklist. whitelist,

flgnfilters = "blacklist", IEHLATAREFHFEZEFHFIRPM
@IQ

- types: fFEHFHAIRPMEIZEE,

- blacklist: RPMBEZ®EFIZE,
RERZRE, TYEZSBEPIRPMEHITER, IIRE
RPMEIRIMEZEHIE, NASHRURPME,

- whitelist: RPMBEZE%ZE,
ﬁﬂ%ﬁzgﬁﬁgﬁﬁﬁ%ﬁ%ﬁ BIX, BAEHETUEH
AIRPME,,

AZRMERATESE, IRERPMEENEEREHS
BMERE, USHRILRPME,
153
WIREAGOEE T BERMNERE, anSiseiIRaRing
g%%)ﬁ, T BRERE XM HRIES BAZRYIREHRPM

need_reboot_rpms: HKEEEZFAIRPME,
[E&osmt-agentfRSS BaIFRAT, ASEH
need_reboot_rpmsHAIRPME ., EEEH
need_reboot_rpmsFIZEHFHIRPME, %7R{FFHosmt update
--auto --reboot_config alwayszosmt update --auto --
reboot_config “EEEE" HSEH.

preinstalled_only: Zig&mTruels, RFALK/etc/osmt/
preinstalled.listAIRPME .

[backup]

store_path: EiZERTFEIEZSZMHER.
HRidrEH, OSMT&TEstore_path FEliE.osbakER, R
FEEFEZER, WEESFERHosmt removelSEMIER .

backup_dir: BEEPHIBEF . H/etc. /usr. /boot. /
var. /runAANZEZMIE R, BRI, XTE
RETEHITIRATFHRINEERIFHE B s TED -
recover_service: OSMT&EBEFRRIFILLSIZRFIRSZHISEE
KERE—H, NRRSHBRIKESHIERN, OSMTEEH R
SIRSZAIRES
izl

[backup] PRV R EERE NEITIERAIFR .

[cmdline]

cmdline_value: IEEARZERFZNBNN., iBhcEIEMHRYE
IR, BIREFEEBIEERN. BKAMBEAHCERZIASBEIIR,

[conflict]

conflict_rpm: IEEFFIEFIPRAVRHEE, AREHRFEE
SHMPRIPSRAVERF B

MARTY:):

HibEEAENEN, #1552 /etc/osmt/osmt.confELE i

MA4RRAS 08 (2024-03-30)

WRIERE © LEARITERARERAF 39



Huawei Cloud EulerOS
BFEr 5 §#f HCE OS &%:#1 RPM &

5.3.4.2 osmt update (s SEH

FoEFHRPMBEERMS
o IRIBECE NS HYfiltersFEREFHRPME
osmt update --auto --reboot_config [ ES54/Z]

& 5-3 ERECESHRA

2% 4B
never ERIEEERERESH, SisxEAneverld, BHFERG, A&
B

AT, need_reboot rpmsFIERAHIRPMBASHFH
XHERT, EEH%Kneed_reboot_rpmsFIZEFAIRPME, 15
$Efilters=ERELE 9" whitelist" EISX I MAIRPM BB E
"whitelist" £, IRESSUT . EXMERT, F&RTHK
&, BFERRS, FRPMEEIFEN.

osmt config -k filters -v "whitelist"
osmt config -k whitelist -v "rpm1, rom2, rpm3"

always EIFRPMEST ( BiEneed_reboot_rpmsFlIEHFHIRPME ) , 37

RIE&hER.
<specific | EFHRPME/E ( BiEneed_reboot_rpmsFIFEXFHRPME, ) , 7
time> EENERNEBRMER. IEsIian "2020-02-02 2:02:02",

o (EREZBMARREASLEHRPME,

osmt update --pkgs [rom7 rom2 rom3 ... ] --exclude_pkgs [rpm4 rpm5
rpmé6 ... ] --reboot_config [ &S]

- --pkgs: A%, IBFEFHNEHZRIIER, RPMELITIEDE.
fBian, HITITmSEFHBREF IIhce-logos. hce-Isb. tomcatfl,
osmt update --pkgs hce-logos hce-lsb tomcat
- --exclude_pkgs: AJiE, IBFEMAIEZRSE, RPMELUTIESIR.
fBian, HITUTRSAEHEZEFFJongres-scram. llvm-statict,
osmt update --exclude_pkgs ongres-scram llvm-static
- )—:—Ire_JIL:)%ot_config (EEAE]: nlik, sEERAR, B88always. never, &
=:D] =1

" always: BHiERE, ERERAREERAIRPME, NZENBEHMESS;
=28, NFRER.

" never : EERRE, FER.
= <specific time>: ISEERATE, EFERE, HEERZEEND

RPME, NITEEERBBEMER; &8EF, WAER. EEn
"2020-02-02 2:02:02",
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AR
o WMRFEABZBMAZRPAIEHII, --pkgshl--exclude_pkgsEDMER—1

o MREMHFLIEE T BRRMARR, LnSEENESRNARRNE, THRIEE
BEXHPRESSNARRIIREHNRPME.

5.3.4.3 osmt-agent fREZEzIEH
osmt-agentfRBZZIFERIENEER B BT EHMIIRPME, HENEFHRPME , BT
[EHAFN TR TRYAT B ER RT LAB E MR E -
1. HUTLUT#HS, HiRosmt.confX{fauto_upgrade=FE&True,
osmt config -k auto_upgrade -v True
2. HiTsystemctl status osmt-agent.serviceip S ffiiAosmt-agentlRSZ 2B IEETFF

=
- Activegactive (running)fAz, FRosmt-agentlEEHS.

- W% osmt-agent;iZB4bFactive (running) IR, EH{Tsystemctl start
osmt-agent.servicedp < [Falosmt-agent,

ent that manages HC
/system/osmt-agent. : ; vendor preset: disabled)

22-12-24 18:32

3. T TSR EEMEFHRPMERIATEERSHKELR.
- BEATEmARBEEER
o8I osmt config -k auto_upgrade_window -v
"auto_upgrade_window'

auto_upgrade_window: BtES&osmt-agentlRSEZEIFARRIBTEE, &
AA"HH:MM-HH:MM", FRRARBFHIEAT [EF0# LERTIE] .
SNSRELLERSBVNFFRIaRTIE], NIFRRARFARATEIRIESEAR .
€22:00-05:00” FRFHRAJIEERAZH22:008XHi&RE5:00,

Bign, EEE2H23:002))%H01:008FEE AT FHERATIEIE /9 :
osmt config -k auto_upgrade_window -v "23:00-01:00"

- IEEEHKRYATEERRE
S, osmt config -k auto_upgrade_interval -v
auto_upgrade_interval

auto_upgrade_interval: ISEMXBsHRZENR/NER (B X) .
Bign, EEESR1RETENHARNGSH:
osmt config -k auto_upgrade_interval -v 1

5.3.5 AR EEER(E
1. FEREE, BREEASETER. SETIEE, BESEIIRHERT
osmt removeis SRR HNE . MREBLEERAIHRAS .

2. REHBEKRchronyd IRSBELRR/FAREEINETFdisablediRZ, FTLAN
HCE-2.0.2206 R AFHREHMRAE, chronydfR$EZ 44t FdisabledikZS. WNBEE
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B, &ni@idsystemctl enable chronyd{FE88i1ZARSS, FHiEidsystemctl start

chronyd/SshZiRSS -

5.3.6 [O}iE RPM &

#l1Tosmt rollback --reboot_config alwaysas<$[EiERRPME . {NZiFOIRRIE—IX

EIRIRPME,,
--reboot_config always: @Ji%, & _LXFAHKBneed_reboot_rpmsFlIZFERFHIRPMEL,
BERALLESE.

WNERAF--reboot_config always, EIXRFAKEKneed_reboot_rpmsFlIZRFHHAIRPM
8, EEFNEREFBELIEER.

(AR

5.4 Bgs

IBER&EIMRARIOSMTTERTRME, F2INEIOSMTTARIROSMTEBIRA

5.4.1 OSMT &3S #EMER

HiTosmt -his$, BROSMTHIEENEE..
[root@localhost SOURCES]# osmt -h
usage: osmt [-h] {update,rollback} ...
positional arguments:
{update,rollback}

update update os version or packages
rollback rollback last update
remove remove backup files in store path
config modify config file by command line
job handle upgrade task.
optional arguments:
-h, --help show this help message and exit

% 5-4 2515

2% Lz

update FHIRERFZHRPME

rollback CHRIRIERZHRPME .

remove PIBRFfEERZRRIT D S -

config EifsEEEN .

job EEEEEF RIS

-h, --help AESH, EttosmtpSHEENIEE.

#liTosmt update -h@p <, ERAPIRIERFALRPMEIEEE
[root@localhost SOURCES]# osmt update -h
usage: osmt update [-h] [--nosignature] [-s] [--all] [--security] [--version] [-a] [-p PKGS [PKGS ..1] [-
e EXCLUDE_PKGS [EXCLUDE_PKGS ...]] [-v RELEASEVER] [-r REBOOT_CONFIG]

[-b BETWEEN] [-j] [-c]
optional arguments:
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-h, --help show this help message and exit
--nosignature ignore the signature of packages
-s , --show show updateinfo
--all show all pkgs which can update, 'osmt update --show --all'
--security show security pkgs which can update
--version show all version can update to
-a , --auto auto update use config file

-p PKGS [PKGS ...], --pkgs PKGS [PKGS ...]
specify the packages to upgrade
-e EXCLUDE_PKGS [EXCLUDE_PKGS ...], --exclude_pkgs EXCLUDE_PKGS [EXCLUDE_PKGS ...]
specify the packages not to upgrade
-v RELEASEVER, --releasever RELEASEVER
specify the release version to upgrade
-r REBOOT_CONFIG, --reboot_config REBOOT_CONFIG
you can choose between always, never or a specific time. 'always': reboot os after
update ends if need. 'never': never reboot os automatically. '<specific time>":
reboot at specified time, format like "2020-02-02 2:02:02".
-b BETWEEN, --between BETWEEN
start upgrade time and end upgrade time, format like: '2020-02-02

2:02:02','2020-02-02 4:02:02'

-j, --job run upgrade in background.
-¢, --check check upgrade task.
-V, --verbose show more log to screen

-0, --preinstalled-only

upgrade preinstalled packages only
-t, --retry retry previous upgrade action
--nocheck do not check before upgrade

& 5-5 SHIRA

24

15388

-h, --help

12ftosmt updatern SHIEENER .

--nosignature

FHRBIMRIE R RIE 2 IR EHAIRPME

-s,--show

ERHRIRATBENARKERER.
o --all: BRFAIBHFEHIRPME,
o --security: BRFEMNIREE,
o --version: BRATEMEIRAS,

-a,--auto

IBEEHRPMEER AN, 5-v. -p. -eBR,

-p,--pkgs

EEREEMIRPMBREZRIIRK, 5-v. -aBR.

-e,--exclude_pkgs

EEFFTEEHIRPMEERZHIIER, 5-v. -aBF.

-v , --releasever

EEBEAREIRIHCE OSHRAS .

-r, --reboot_config

EEERAN.

o always: EHiERE, FHEERAREEMAIRPME,
NZBIEmER; &ikE, WAER.

e never : BIERE, FEF.

o <specific time>: {EEERME, EfERE, &8
ERZAEERAIRPME, NIEEENE8ER; &

28, WAERE. Egta "2020-02-02
2:02:02",
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-b, --between IEEosmt I TEFIAYFFIR AT IBIFNZESRATE], B

"HH:MM-HH:MM",

SNRELIERTE/NFFHIARTE, NRTRARFRITEERE
HESH. #0 “22:00-05:00” FRFHEATEERLE
22:00E)XHi%R5:00,

_jl __jOb L/U:L\ *EET:T_t ZE;Kﬂ'g&o
-¢, --check HREIRBERRRS, WIARRESEEHR. ZaER

EREN%ER, EERFHRISBRHITHHREIRE .,
BINTEARGSEN-c28, YAAhGSHiTaE., fl
a0, #fTosmt update -ait{THIRAS, FEHKEIIT
osmt update -a -ci2BGE

-V, --verbose %S, ERFEANAREER.

-0, --preinstalled- BlikSH, (XFHR/etc/osmt/preinstalled.listdAIRPM
only BIF, ZETYXXIREAHRBERL

-t, --retry %S, #HITHAREL.

--nocheck oS, AREIAHEENE, BREAFRRE.

e ififTosmt rollback -h@<&, EREIRIFERAHRPMEBAIEENEE
usage: osmt rollback [-h] [-r {never,always}]
optional arguments:
-h, --help show this help message and exit
-r {never,always}, --reboot_config {never,always}
whether to reboot after rollback

-V, --verbose show more log to screen
-t, --retry retry previous upgrade action
--nocheck do not check before rollback

% 5-6 2R

e 1588

-h, --help f2fttosmt rollbackds SHIESENEE -

-, --reboot_config EEERATFER.

-V, --verbose oS, EFEANEERE.

-t, --retry oS, #HITERE .

--nocheck Efn&éf‘%i, EIRRIAHITRAURE, EHFALEERM
X o

e  HifTosmt config -hip<S, BRENELEINEREEMAVEIER.
usage: osmt config [-h] [-k] { minimal_interval,cycle_time---} [-v VALUE]
optional arguments:
-h, --help show this help message and exit
-k {minimal_interval,cycle_time---} --key {minimal_interval,cycle_time---}
-v VALUE, --value VALUE
-V, --verbose show more log to screen
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e 38R

-h, --help 2{tosmt configip SHIFEANS E .

-k, --key IEEEEIIERIkeyH,

-v, --value EEX N E K keyERIvaluelE,

-V, --verbose %S, EmFEANEEAE,

(1 #5288
EiNRE T osmt configip SHRIELECE XM, (FEREMBDIELEENH, TS
OSMTIHRERE

e igxEosmt job -h@H<, BRIESEENTEIERE.
usage: osmt job [-h] [-s] [-c] [-d DELAY] [-y]

optional arguments:

-h, --help show this help message and exit
-s, --show show task info.
-¢, --cancel cancel current task.
-d DELAY, --delay DELAY
delay task
-y, --yes never ask for yes.
-V, --verbose show more log to screen

& 5-8 SR

e 15288

-h, --help 12fitosmt jobar SHIRENEE .

-s, --show ErEEESBER.

-d DELAY, --delay AP HEIEFERIMESIEE—ERATE, BiMERA
DELAY “1:50:00” , FREERERIEHER1/NF505 .

-c, --cancel EViEXaljob,

-y, --yes EABRPEBRARIXIEE.

-V, --verbose %S, EmFEARNEREREE.

5.4.2 [etc/osmt/osmt.conf EeES{4i5AR

AP IFOSMT T ERYEEE ST {Hosmt.conf AR IEMR IR BT Ti 8

[auto]

# if auto_upgrade is True, the osmt-agent will auto upgrade rpms use osmt.conf and reboot between time
interval we specified

# the value of cycle_time means the osmt-agent will check upgrade every cycle_time seconds, default
86400s(1 day)

# When a configuration item has a line break, you need to leave a space or tab at the beginning of the line
auto_upgrade = False

cycle_time = 3600

minimal_interval = 3600
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auto_upgrade_window = "22:00-05:00"

auto_upgrade_interval = 1

[Package]

# There are three rules of filters, all enabled by default. severity will be effect only when the types contain
security, it is the subtype of security.

# The following are the three rules:

# 1. white list has the highest priority, if whitelist is configured then ignore other rules and filter out the
whitelist packages from the full list of packages to be upgrade

# 2. Filter the update range by types, when the types contain security, further filter the severity of
security updates severity, only upgrade the severity level of security.

# 3. Filter blacklist to remove packages in blacklist from types filter results, and packages which depend
on packages in blacklist will also be removed.

# filters must contain at least one types rule, if the types rule is empty, the -a option will not upgrade any
packages (by default all 3 filters are enabled).

filters = "types, blacklist"
whitelist = ""

# types include: security, bugfix, enhancement, newpackage, unknown

# if types is empty, no package will be upgrade

# types = security, bugfix, enhancement, newpackage, unknown

types = "security"

# severity is the subtype of security, include: low, moderate, important, critical
severity = "important, critical"

blacklist = "mysql"

# AR EREERRAAELINrpmE

need_reboot_rpms = kernel,kernel-debug,glibc,glibc-utils,dbus,dbus-python---
preinstalled_only = False

[backup]

store_path = /var/log

backup_dir = /etc,/usr,/boot,/var,/run

exclude_dir =

recover_service =

[resource_needed]

#the minimum resources required(MB)

#min_req_boot_space = 100

#min_req_backup_space = 8192

#min_req_root_space = 1536

#min_req_memory = 512

[cmdline]

cmdline_value = crashkernel=512M resume=/dev/mapper/hce-swap rd.lvm.lv=hce/root rd.lvm.lv=hce/swap
crash_kexec_post_notifiers panic=3 nmi_watchdog=1 rd.shell=0

[conflict]

#conflict_rpm = test1,test2

[strategy]
timeout_action = "stop"
timeout_action_before = 0

[check]
daemon_whitelist=sysstat-collect.service, sysstat-summary.service, systemd-tmpfiles-clean.service

2 5-9 osmt.conf FAEIN(EMRIECEIR

BoEIN ol

types #%ZB8security. bugfix. enhancement. newpackage.
unknownAPMECETUSERPMERIEFTERE, AEWEN. B
1R EE ] LRI R A LR E R TIE X

severity ARLZEEH, FENENR, BARRZEETH. 81E%E
AILMRIE R A LR ERHITIER

[resource_need ?EﬂﬂjE¥EEUL1:r’fA§E’J¥2}E BRRENE, FEIEL . NE
ed] 1R 2 o] LURIERALIRME RE TIE
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¥+ HCE OS H{7& L&

6.1 LLEMPLA

ABEEN B ITERYyumzkdnfip S EiBFH L% Huawei Cloud EulerOSHRIZEE
o

BhRAXGyumFldnfas SHIIFERAE, ATLYumisSARINE,
AR

dnfERYyumBIEE, IREEFAIERE, dnfilyumds<SRYERAEER.
e Huawei Cloud EulerOS 2.0% 2 B Az #FyumFldnfas< .
e Huawei Cloud EulerOS 2.0ZBiiRANMY Sz iFyumss s,

6.2 X T EFRERE (CVE)

CVE ( Common Vulnerabilities and Exposures ) EEATHEZENZIITENLZLTRF
i\, FrERNENEREEE— N EBHICVELZRS . Huawei Cloud EulerOSH{RIEZR St
Zet, EEXFIREHBHNCVEEE, ASKIMEERFAZTERGRE, IZERR
Bzt . &aJfEHuawei Cloud EulerOSHIZENEFEELZEFTHMICR.

e Huawei Cloud EulerOS 1.1&Z&,E

e Huawei Cloud EulerOS 2.0&2&

FR#ECVSS ( Common Vulnerability Scoring System ) 4>, Huawei Cloud EulerOS
BLeBMP ANUNER:

e (Critical ([ SXBE, HRELE)

Important ( KX, BEIEINES)

Moderate ( REXE, HEEFZE)

Low (XIS, mIikZEs)

HIRBrIEZ%EHuawei Cloud EulerOS 1.1%LAEIRA, SeTLIRIELA T REEiaH
ZRLZEEH, BERSRER. AETLAHuawei Cloud EulerOS 2.0 86125511508
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(MEETY:
Huawei Cloud EulerOSERFRARRE, EoERAESANEEFEEER, ULRETRAE,

6.3 yum p S

SRR yum <command> [option]

% 6-1 command BIEESH

T 5288

help EREIER
updateinfo ETRHEEREEHEE,
upgrade HERERGE
check-update wEN BB ER .

2 6-2 option FIEESH
S5 1588

-h, --help, --help-cmd ErmSEIER.
--security ERZEBEXINTEEER.
--advisory ADVISORY 1SEADVISORYIEX:HEEE, afAFER

<. EEEER.
ETRHEZEERRES SR,

--cve CVES IEECVEEXHNRGE, oTRTLE. &
THEEHT o
SR BZ EFERESGES DR
--sec-severity IBEZETMERBXNEE, oIH
{Critical,Important,Moderate,Low} T ERS%EH.

{(IPHNZREERFRSHAEEES

AR
BZFMER, BEMAyum --helpiREVENES

6.4 BT EEH

<M yum updateinfo <command> [option]

o H1Tyum updateinfoin<s, EREEIIBNLEEMES.
[root@localhost ~]# yum updateinfo
Last metadata expiration check: 0:03:05 ago on Thu 08 Sep 2022 05:30:23 PM CST.

M HkRA 08 (2024-03-30) WA © EARTTERABIRAE 48



Huawei Cloud EulerOS

5 =12

6 3F HCE OS ##{T&eEH

Updates Information Summary: available
12 Security notice(s)

4 Critical Security notice(s)

6 Important Security notice(s)

2 Moderate Security notice(s)

o <command>HIEESH,

list: ERHFIOTANREEMIIER.

[root@localhost ~]# yum updateinfo list

Last metadata expiration check: 0:03:32 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64
HCE2-SA-2022-0011 Moderate/Sec. gnupg2-2.2.32-1.h6.hce2.x86_64
HCE2-SA-2022-0002 Important/Sec. kernel-5.10.0-60.18.0.50.h425_2.hce2.x86_64

info <SA ID>: EGIEESA IDIILZEEFNFIE.
[root@localhost ~]# yum updateinfo info HCE2-SA-2022-0029
Last metadata expiration check: 5:09:15 ago on Tue 13 Sep 2022 09:43:13 AM CST.

An update for python3 is now available for HCE 2.0

Update ID: HCE2-SA-2022-0029

Type: security

Updated: 2022-09-08 22:08:34

CVEs: CVE-2021-28861

Description: Security Fix(es):

: Python 3.x through 3.10 has an open redirection vulnerability in lib/http/server.py due to no
protection against multiple (/) at the beginning of URI path which may leads to information
disclosure. (CVE-2021-28861)

Severity: Important

e [option]BIEESH,

--sec-severity={Critical,Important,Moderate,Low}: IEEZEEFHKA, {}
FHZEEHRERSHAESES.
540, {$EFE--sec-severity=Critical BIAIE N L BRI .

[root@localhost ~]# yum updateinfo list --sec-severity=Critical

Last metadata expiration check: 0:10:15 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64
HCE2-SA-2022-0003 Critical/Sec. libarchive-3.5.2-1.h2.hce2.x86_64
HCE2-SA-2022-0006 Critical/Sec. libcurl-7.79.1-2.h6.hce2.x86_64

fBI4n, {$EFE--sec-severity={Critical, Moderate}&AIZ N LLEHKI .

[root@localhost ~]# yum updateinfo list --sec-severity={Critical, Moderate}

Last metadata expiration check: 0:11:07 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64

HCE2-SA-2022-0011 Moderate/Sec. gnupg2-2.2.32-1.h6.hce2.x86_64
HCE2-SA-2022-0003 Critical/Sec. libarchive-3.5.2-1.h2.hce2.x86_64

--cve=<CVE ID>: &EifgERICVE ID,
[root@localhost ~]# yum updateinfo info --cve=CVE-2021-28861
Last metadata expiration check: 5:10:38 ago on Tue 13 Sep 2022 09:43:13 AM CST.

An update for python3 is now available for HCE 2.0

Update ID: HCE2-SA-2022-0029

Type: security

Updated: 2022-09-08 22:08:34

CVEs: CVE-2021-28861

Description: Security Fix(es):

: Python 3.x through 3.10 has an open redirection vulnerability in lib/http/server.py due to no
protection against multiple (/) at the beginning of URI path which may leads to information
disclosure. (CVE-2021-28861)

Severity: Important

(1] % B8
BHZIFMER, B(FFAyum updateinfo --helpIREVEENEE .
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6.5 BT EEH

e H1Tyum check-update --securitydp <, HEBRFIBIIBENLZEEHH.
[root@localhost ~]# yum check-update --security
Last metadata expiration check: 0:11:39 ago on Thu 08 Sep 2022 05:30:23 PM CST.

curl.x86_64 7.79.1-2.h6.hce2 hce2

gnupg2.x86_64 2.2.32-1.h6.hce2 hce2
kernel.x86_64 5.10.0-60.18.0.50.h425_2.hce2 hce2
unbound-libs.x86_64 1.13.2-3.h2.hce2 hce2

e  HifTyum check-update --sec-severity={Critical,Important,Moderate,Low}#p
<, REEERIINEZEEH.
PRIZeERERSHAERAS.

[root@localhost ~]# yum check-update --sec-severity=Moderate
Last metadata expiration check: 0:23:57 ago on Thu 08 Sep 2022 05:30:23 PM CST.

gnupg2.x86_64 2.2.32-1.h6.hce2 hce2
python3-unbound.x86_64 1.13.2-3.h2.hce2 hce2
unbound-libs.x86_64 1.13.2-3.h2.hce2 hce2

e H{Tyum upgrade --security@ <, TREHLZLETH,
[root@localhost ~]# yum upgrade --security
Last metadata expiration check: 5:21:24 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Arch Version Repository  Size

Installing:

Kernel x86_64 5.10.0-60.18.0.50.h498_2.hce2  hce2 49 M
Upgrading:

Curl x86_64 7.79.1-2.h6.hce2 hce2 147 k

Transaction Summary

Install 1 Package
Upgrade 22 Packages
Total download size: 69 M
Is this ok [y/N]:

e HifTyum upgrade --sec-severity={Critical,Important,Moderate,Low}&5 <,

ZRIEERAINEZEEHH
(PN ZEEHRERSHAESAES.
[root@localhost ~]# yum upgrade --sec-severity=Moderate

Last metadata expiration check: 0:32:27 ago on Thu 08 Sep 2022 05:30:23 PM CST.
Dependencies resolved.

Package Architecture Version Repository Size
Upgrading:

gnupg2 x86_64 2.2.32-1.h6.hce2 hce2 22 M
python3-unbound x86_64 1.13.2-3.h2.hce2 hce2 96 k
unbound-libs x86_64 1.13.2-3.h2.hce2 hce2 505 k

Transaction Summary

Upgrade 3

Packages
Total download size: 2.8 M
Is this ok [y/N]:

e HifTyum upgrade --advisory =<SA ID>%<, ZiI5ESA IDIILZEEH,
21 B2 EFERESOES SR
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root@localhost ~]# yum upgrade --advisory=HCE2-SA-2022-0033
Last metadata expiration check: 1:48:44 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Architecture Version Repository Size
Upgrading:

python3-rpm x86_64 4.17.0-8.h13.hce2 hce2 87 k

rpm x86_64 4.17.0-8.h13.hce2 hce2 498 k

rpm-libs x86_64 4.17.0-8.h13.hce2 hce2 376 k
Transaction Summary

Upgrade 3 Packages
Total download size: 962 k
Is this ok [y/N]:

#14Tyum upgrade --cve=<CVE ID>%<, LRISECVE IDNLZEEH.
SR B ZEERERESHIE.
[root@localhost ~]# yum upgrade --cve=CVE-2021-28861

Last metadata expiration check: 5:16:36 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Architecture  Version Repository  Size

Upgrading:

python3 x86_64 3.9.9-7.h10.hce2 hce2 8.0 M
python3-unversioned-command x86_64 3.9.9-7.h10.hce2 hce2 39k

Transaction Summary

Upgrade 2 Packages
Total download size: 8.0 M
Is this ok [y/N]:
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HCE OS 3XEX openEuler ¥ BH¥{46

HCE OSEMAARINEFFE+L X openEulerfdrepoil®, E#fopenEulerf9%R{EEFIHCE OS
EREYCE N

ZRIHCE OS 2.0KR7A {3k ZopenEuler 22.03 LTSHRA . ATINMEHCE OS 2.041aFREX
openEuler 22.03 LTSHY BIHE . KBNS 2B, BIREREEESIENAE.

REAE ERTE | ZEKHRPME | repoS{EISEH RMIKE
Eidwgetis$F | ERTLE | EBFHTHHF | Tk
HRPME RPM@,E’J LEEKERAIRPM

T, o

EidrepoXilt | ERTREZ | BRIREEKHAY | 501 /etc/yum.repos.dBR
ETHRPME RPMEAJ | RPME, TFHEE | TEEHrepoXHifiTE

TR R TE n, FHRLEBERTREEN
repo3 4. LXERPMESS,
MR IREIX e repo3Zft .
Eid wget ip$ T RPM &
ATLATE hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpmafil, 7B {EBwgetds
LSTEHAZERPME,

1. EBEHXEBEFopenEuleritX,

2. fEOS/everythingBRT, i%iFaarch64/ai&Ex86_64/RFLEMBZR, FHIIF
“Packages/” B=.
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i repo.openeuler.org,

@ OpenEuler

Index of /openEuler-22.03-LTS/0S/x86_64/

File Name | File Size | Date |

Parent directory = -

EFl = 2022-Apr-01 08:22
= 2022-Apr-01 08:24
docs = 2022-Apr-01 08:22
images - 2022-Apr-01 08:22
isolinux - 2022-Apr-01 08:22
ks - 2022-Apr-01 08:22
repodata - 2022-Apr-01 08:22
RPM-GPG-KEY-openEuler 2.1 Kig 2022-Apr-01 08:22
TRANS.TBL 2.1 KiB 2022-Apr-01 08:22

BXFFEERRPME, fAla0hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpms,

h2-javadoc-1.4.196-2.0e2203.noarch.rpm 149.2 KiB 2022-Apr-01 07:56
hadoop-3.1-client-3.1.4-4.0e2203.noarch.rpm 80.4 MiB 2022-Apr-01 07:52
hadoop-3.1-comman-3.1.4-4.0e2203.noarch.rpm 29.2 MiB 2022-Apr-01 07:48
hadoop-3.1-comman-native-3.1.4-4.0e2203.x86_64.rpm 65.3 KiB 2022-Apr-01 07:49
hadoop-3.1-devel-3.1.4-4.0e2203.x86_64.rpm 16.1 KiB 2022-Apr-01 07:48

ERILBEATES THEE, HiTwgetisd TFHRPME,

[root@ecs-zty ~1# wyet https:/srepo.openeuler.orgsopenEBuler-22.83-LTS/everything xB6_b4-Packages- hadoop-3.1-common-3.1.4-4.oe22H|
3.noarch.rpm

--7@23-85-18 21:31:18—- https://repo.openeuler.org openEuler-22 .B3-LTS everything/xB86_64-Packages hadoop-3.1-common-3.1.4-4.0e2
263 .noarch.rpm

Resolving repo.openeuler.org (repo.openeuler.org)... 49.8.238.196

Comnecting to repo.openeuler.ory (repo.openceuler.org)l49.8.238.1961:443... commected.

HTTP request sent, awaiting respomse... 288 OK

Length: 305800853 (29M) [application-x-redhat-package-manager]
Saving to: ‘hadoop-3.1-common-3.1.4-4.0e2283. noarch.rpm’

hadoop-3.1-common-3.1.4-4.0e228 188~[== ==»1 29.16M 243KBrs in Zm 15s

2823-85-18 21:33:25 (221 KBrs) - ‘hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm’ saved [385880853-385880531

WERA NEAIN. WNFERRR FHAI.

[rootlecs-zty "1# 1=

hadoop-3.1-common-3.1.4-41.0e22B83 .noarch.rpm
[rootPecs-zty "1# _

{ERrpm -ivh hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpmis <L %ERPM

8, WFARERREZRKI .

MRLRIIEPRTHEECMEMNILZES, BRIEEFRREL R

HAIZRE
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[rootRecs-zty “1# rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm

warning: hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm: Header U3 RSA-SHAL Signature, key ID b25e?f66: NOKEY
error: Failed dependencies:
apache-zookeeper is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
leveldb is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
protobuf2- java is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
[rootBecs-zty "1 rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm --force
warning : hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm: Header U3 R3A-SHA1 Signature, key ID b25e?f66: NOKEY
error: Failed dependencies:
apache-zookeeper is needed by hadoop-3.1-common-3.1.4-4.0e2Z83.noarch
leveldb is needed by hadoop-3.1-common-3.1.4-4.o0eZ2B3 .noarch
protobufZ- java is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
[rootBecs-zty ~1# rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm --nodeps
warning : hadoop-3.1-common-3.1.4-4.0eZ283.noarch.rpm: Header U3 RSA-SHA1 Signature, key ID b25e?fb6: NOKEY
Verifying. .. WU R R e e [168:]
Preparing. .. HH R R R s [1098:2]
Updating ~ installing...
1:hadoop-3.1-common-3.1.4-4.0e2203 SHIGEEEHBEEEHHI R R R [1682]
[rootBecs-zty ~ 14t

BT repo MIHHEETE RPM €

AT5LLopenEuler-22.03-LTS/everything/x86_6473fl, 148~ #openEuler-22.03-LTS/
everything/x86_648 5 FRIRPMBFHFRyumirS%i,

1.

B HRREINAE Al https://repo.openeuler.org/openEuler-22.03-LTS/ [
ik,

FeEyumiz,

#N/etc/yum.repos.dER, #iE—openEulerrepo34, FHGLITREEHIZ!
ZHEE .

(11 588

HFopenEuler.repoX{4FIHCE OSESrepo XA M, 1B5IE/etc/yum.repos.dBF T
HCE OSIEEMrepoXHi#1T&Em, FMIBRHCE OSIEEMIrepoXf¥, BElIE
openEuler.repo3Zf4 .

[openeuler]

name=openeuler

baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/RPM-GPG-KEY-openEuler
[everything]

name=everything

baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64/RPM-GPG-KEY-openEuler

H1Tyum clean alliBERERyumBHEFER
#1Tyum makecachelEEZHECEANER , W NEFTRERrepoiRiEZMIN .

[rootBecs-zty ~1# yum clean all
12 files removed
[rootBecs-zty ~1# yum makecache

235 kBss
229 kB/s
59 MB/s
HCE Z.8 updates 1.8 MBss
Last metadata expiration check: B:88:82 ago on Thu 18 May 2823 B9:55:83 PM CST.
Mctadata cache created.

ZERPMA, LAhadoop-3.1-common& 3,
a. iTyum listip S EBEEREFTIXE.

[rootRecs-zty “1# yum iist I grep hadoop-3.1-common
hadoop-3.1-common . noarch . . @3ystem

hadoop-3.1-common-native .x86_64 everything
uln] - ~ 14

b. #1Tyum -y install hadoop-3.1-common&s$RKLEMNE, W TFRESR
ZBERTREMIN.
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Installed:
alsa-lib-1.2.5.1-1.0e2203.x06_64
cairo-1.17.4-1.0e2283.xB6_64
de javu-fonts-2.37-1.0e2283 . noarch
fonts-filesystem-Z.8.5-2.0e22083 .noarch
gdk-pixbuf2-2.42.6-1.0eZ203.xB6_64
graphiteZ2-1.3.14-5.0e2203 .x86_64
gtk2-2.24.33-4.0e22083 . xB6_64
harfbuzz-2.8.2 oeZ283 .xB6_64
Java-1.8.8-open jdk-1:1.8.8.312.b87-11.0e2203 .x86_64
Javapackages-f ilesystem-5.3.8-6.0e2283 .noarch
leveldb-1.208-4.0e2203.x86_64
libXau-1.8.9-2.0e2203.x06_64
libXcurso .2.8-1.0e2283.x86_61
libXext-1.3.4-2.0e2283.xB6_64
libXft-2.3.4-1.0e2203.x06_64
libXinerama-1.1.4-5.0e2283.x86_61
libXrender-8.9.18-18.0e22083 . xB6_64
libdatrie-8.2.13-1.0e22683.x06_64
lib jpeg-turbo-2.1.1-1.0e2203 . x86_64
libtiff-4.3.8-9.0e2283.x86_64
lksctp-tools-1.8.19-1.0e2203.x86_64
nspr-4.32.8-1.0e22083 . xB6_64
nss-help-3.72.8-Z.0e2Z83 .x86_61
nss-util-3.72.8-2.0e2203.x86_64
pixman-8.48.8-1.0e2283 . x86_64
tzdata- java-2B821e-2.0e22@3 . noarch
xorg-x11-fonts-others-7.5-24.0e2283 . noarch

Complete?

6. &Erepo3lit.

i JopenEuler@/g, fiBRopenEulerrepo3fd, FHEE T2 MIFRAYrepo
XiHBEEDIRE .

atk-2.36.8-1.0e2283.x06_64

copy- jdk-conf igs-4.8-1.0e2283 .noarch

fontconf ig-2.13.94-1.0e2283 .x86_64
fribidi-1.8.18-1.0e2263.x06_64
gdk-pixbufZ2-modules-Z.42.6-1.0e2283 . xB6_64
gtk-update-icon-cache-3.24.38-5.0e22083.xB6_64
hadoop-3.1-common-3.1.4-4.0e2283 . noarch
hicolor-icon-theme-8.17-4.0e2283.noarch

Jjava-1.8.8-open jdk-headless-1:1.8.8.312.b87-11.0e2283 . x86_b4

Jjbigkit-libs-Z.1-17.0e2283.x86_64
1ibX11-1.7.2-Z.0e22083 .x06_64
libXcomposite-8.4.5-1.0e2283.x86_64
libXdamage-1.1.5-1.0e2283.x86_64
1ibXf ixes-6.0.8-1.0e2203 . xB6_64
1ibXi-1.8-1.0e2283.x06_64
libXrandr-1.5.2-1.0e2Z83.x86_64
libXtst-1.2.3-18.0e2203.xB6_64
libfontenc-1.1.4-2.0e2283.x86_6b4
libthai-B.1.28-4.0e22A3.x086_64
libxch-1.14-1.0e2283 .xB6_64
Iua-posix-35.8-1.0e2203. xB6_64
nss-3.72.8-2.0e2283 . xB6_64

nss-sof tokn-3.72.8-2.0e2283 . x86_64
pango-1.49.3-2.0e22083 .x86_64
protobufZ- java-Z.5.8-3.0e2203 . xB6_64
xorg-x11-font-utils-1:7.5-43.0e2283 .xB6_b4
zookeeper-3.6.2-2.4.0e2283 .noarch
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8 HI{E Docker JRBHEENE =R

ATNBIEHCE OS_EHIWEHCE OSEFAIDocker B IR HBENAEE .

ZYSRPRE!

o IETARRERAIHCE OSRKFIRFFIFIEAIHCE OSERRIRBIRATURITF—Ho

R ITAE

1. FBIAHCE OSHIrepoiRECEIER o

B EEIARY/etc/yum.repos.d/hce.repofic B3+ RYrepoiRit it S FIEHA, IE
MAYEEW T .

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

2. #F2lnitERIESDockerBRAMR R Z M, FHREHXHELEEIRITER.
rm -rf /tmp/docker_rootfs
mkdir -p /tmp/docker_rootfs
yum --setopt=install_weak_deps=False --installroot /tmp/docker_rootfs --releasever 2.0 install
bash yum coreutils security-tool procps-ng vim-minimal tar findutils filesystem hce-repos hce-
rootfiles cronie -y

A EE

o _iAR{EFAIreleaseverEE iR IHCE OSKIMAIRAS .
o HOIFEIZREMEAFIVEGE, (BREMIFR/tmpXE TRITEEE.

3. chrootiHEANIGETER, #HTUTES.

chroot /tmp/docker_rootfs

[root@localhost tmpl# chroot /tmp/docker_rootfs

[root@localhost /1#
[root@localhost /1#
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{EFHCE security-tool.shX AN ERS .

export EULEROS_SECURITY=0

echo "export TMOUT=300" >> /etc/bashrc

Jusr/sbin/security-tool.sh -d / -c /etc/hce_security/hwsecurity/hce_security_install.conf -
u /etc/hce_security/usr-security.conf -l /var/log/hce-security.log -s

WITEREF, BUAMERITEIANIERINR, KBRIREREDS:
" BROERSSI M. FEchroot RS MSBRHIRSSH .

" BROSISEFRIH etc/sysconfig/init. TEERZBIMERXAMR
55, ERrootfsRiEREKB .

= §RD/proc/sys/kernel/sysrq, XRRSBNEEMRNEARTR, &
chrootSZ#F%éﬁS'FT =,

'shin/security-too
'etc/hce_security

to disable unit, unit ava

to disable unit, unit

to disable unit, unit .service does not

to disable unit, unit 1d.service does not ex

to disable unit, unit .service does not ex

to disable unit, unit vs 1

to disable unit, unit . 5 x1st.

to disable unit, unit er.se ) not exist.

has not been booted with ystemd as 1nit system (PID 1). C operate.
to connect to bus: Host

has not been booted with stemd as 1nit system (PID 1). Ca operate.
to connect to bus: Host is down

to disable unit, unit rpcbind.service does not

to disable unit, unit slapd.service does not

to disable unit, unit dhcpd.service does not

has not been booted with systemd as 1nit system EPID . Ca operate.
to connect to bus: Host 1

to enable unit, unit haveged.service does not exist.

has not been booted with systemd as init system (PID 1). Csz operate.
to connect to bus: Host

to disable unit, unit po .service does not exist.

has not been booted with systemd as init system (PID 1). Ca operate.
to connect to bus: Host 1s down

to disable unit, unit chronyd.service does not exist.

has not been booted with md as y ) . C operate.
to connect to bus: Host

has not been booted with s 1nit sys ) . Can't operate.
to connect to b 5

cannot open '// 0§ ile directory

N security-tool. cronie. systemdiﬂ{#@,&ﬁﬁ‘i%ﬁi’ﬂ#@,o

cp -af /etc/pam.d /etc/pam.d.bak

rm -f /etc/yum/protected.d/sudo.conf /etc/yum/protected.d/systemd.conf
yum remove -y security-tool cronie systemd

rpm -e --nodeps logrotate crontabs

rm -rf /etc/pam.d

mv /etc/pam.d.bak /etc/pam.d

sh -c 'shopt -s globstar; for f in $(ls /**/*.rpmsave); do rm -f $f; done'

[ -d /var/lib/dnf ] && rm -rf /var/lib/dnf/*

[ -d /var/lib/rpm ] && rm -rf /var/lib/rpm/__db.*

F2h&/bootB R,

rm -rf /boot

IREARBERES en_US,
cd /usr/lib/locale;rm -rf $(ls | grep -v en_US | grep -vw C.utf8 )
rm -rf /usr/share/locale/*

BRaHZ=324 man. doc. infoflmime,

rm -rf /usr/share/{man,doc,info,mime}

BIREFETUS .

rm -rf /etc/ld.so.cache

[ -d /var/cache/ldconfig ] && rm -rf /var/cache/ldconfig/*
[ -d /var/cache/dnf ] && rm -rf /var/cache/dnf/*

[ -d /var/log ] && rm -rf /var/log/*.log
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8 HIE Docker BIGHBENEEE

g. BhRjavaRiEP.

rm -rf /etc/pki/ca-trust/extracted/java/cacerts /etc/pki/java/cacerts

h. #PF&/etc/machine-id,

rm -rf /etc/machine-id

i. #&8B&/etc/mtab,
rm -rf /etc/mtab
1BHchroot,

exit

T8 E4GEIRITBE SR, SrDockeriEZ RIS {Hhce-dockerx86_64.tarxz,

JFH4ERIZ 9 /tmp/docker_rootfs/hce-docker.x86_64.tar.xz

pushd /tmp/docker_rootfs/
tar cvf hce-docker.x86_64.tar .
xz hce-docker.x86_64.tar

popd

BEGAI SR TR layerE BRI

ARG RBVRGRIIE U E g B layerER, A8efFFdocker loadip S NIEIRIR
FEZEFdocker importf S FiGITRUFER IER, BRdocker savein S{RF
A— 1 wBlayerEEREE)Y, XEFILAFEFdocker loadis S RINEER
T o THLARERZ My _image, VA4 docker_save.tarxzzf ,

docker import hce-docker.x86_64.tar.xz my_image:v1
docker save -o docker_save.tar.xz my_image:v1

LERTA4E R AYdocker_save.tarxzl|3t432 {45t r] LAFHdocker loadds S RINEIER

docker load -i docker_save.tar.xz

ERRGIIEEEE=R

1.

FEIAHCE OSHIrepoiBBLBIEE o

B E2KIARY/etc/yum.repos.d/hce.repofic & X4 RdrepoiEitB I 2 B 1EHE, 1E
HRAIBCEWT .

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

Zidockeri 48 .

yum install docker -y

FRBGRAIENH OISR
mv /tmp/docker_rootfs/hce-docker.x86_64.tar.xz .
docker import hce-docker.x86_64.tar.xz

HifTdocker imagesip S OB BB E R ID "6cfefae3a541,

Lhost /1# mv stmp/docker rootfs/hce-docker.x8
'1# docker import hce-docker.x86_64
410e3b48208f8a%e0a28fcaBfalbla62ad38b27196a742869d5bfc

1#
t /1# docker images
T IMAGE ID CREATED
<none> Gcfefae3as4l 6 seconds ago
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FAFiER 8 HIfE Docker ISR

AR
BB IRER AR T i SIEERIKAIREPOSITORYFITAGEH
docker import [OPTIONS] file|URL|- [REPOSITORY[:TAG]]
4. #EBEHPIETIRKRbashU4.
BTN TSR, RshelMENE, FRRAIEASZEDbash,
docker run -it 6cfefae3a541 bash

[root@localhost f1# docker run -1t 6cfefae3as4l bash

[root@sc639b63fcoe /1#
[root@sc639b63fcoe /1#
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©
{5
30
=
A
B

EeRRiEER ( bisheng compiler ) RN —FIRMHS ML, SAERST EBHR
X2 T Ejt, BERmIFRRSINT SMRFAR, 3FC/C++/FortranfmiFiES o

£9RPR %!
e {YHCE OS 2.0 x86Z2 s #H{F L R fmiFse .

e HCE OSIE4EMIclangfmiFiE S FL R miEssiettiiclangmiFE S AsERIATER
MREEELEEENclangmFESHEEFHE, MFELRERmESR.
LR TERmESRZE, MRFEEFRFEENclangmiFIES, AJHiTrpm -e
bisheng-compilerfs SHPREER miEes, ARFIHIEZIR. EFHZIRP, BaJlL
FREEclangfmFES .

LA A fmies
1. HaArepoilRBcEBIEE .
B EZIARY/etc/yum.repos.d/hce.repofie B S 2 E1EHS, [EMfRIEE
{1
[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

#147yum install bisheng-compilerfs $SZETH,
HiTsource /usr/local/bisheng-compiler/env.shir s, SARETE,
MRITATHR IR, SEEHTNERIREMSANETETEIERFEHRLERRF
=

4. KMETHEBRTER.
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#i7clang -vEETBRNRASS . BROERGSEFRERRAER, FRL
BZmI.

(G2

I
3

i

Ti
_ B

IRIFIEITC/C++iEfF .

clang [command line flags] hello.c -o hello.o
./hello.o

clang++ [command line flags] hello.cpp -o hello.o
./hello.o

2. YmiFizfTFortrantg=.
flang [command line flags] hello.f90 -o hello.o
./hello.o
3. fExEHEEERS.
EE R miEsS e ERIiHEEERLLVMAIIL, B EEENIEREGARI,

clang [command line flags] -fuse-ld=lld hello.c -o hello.o
./hello.o

9.2 NAILETH

9.2.1 itk
Rz FEINE T HREAIRIAI—FAXI N AT R T
RN RIE T BN BEFERIE .

o ERSHME:

FSINE R BEAEN R TR RERTECPU LApmuisiRER, BT RER!

RS E RIS N B FMEHSENRHIE, ERFTIISMEREN RIER i 12d

Tjiczzf;%ﬁ_\?%EF‘%’PCEB{Eﬂlﬂ%EﬁZEE%&%‘%%N%&%%’%%&MU%%o LRV STET R
‘{‘b I\o

-  (EARENBOLTT RN ARERF: RetERBEESHASHINA.

- {#Fhce-wae-autofp SR EIER: TJLURIERENSECEE, AR
RSB S BIKMIRA

o EAFSNNE:

NSINE TEBEZX BinN A TINE, TR, EISTRAAIIE
it RSER LI R

& 9-1 BHSIEFNEISINEMNIR =

RIFRILE | = R
B

BSINE | UTEHEIARITEARERTN | MEEEERNAERF.
t, THELEFEI.

SR | NBHENNESRITIN, THEE | SRiCHTmoURERER
[ENFITER, FREOSERMMNARIRGR | (NEEISHIT IR .
FIMUWER . BRIRIE_HHI LT
IRAES], REOS B ARkt
12, EERFIHREMAARIN
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£)=RPRE
e {YHCE OS 2.0 x86Z2 sz iFHF AN AINETH.
o {NrootFIFPZIHERNEMET R,

BAERE
SE— REMANETIR.
2. W= RASSIEESIMES AR

922 RETH
1. HaikrepoilRBECEIEE

B EEIARY/etc/yum.repos.d/hce.repofie EXHFSEESEIEH, [EHRIEE

LU

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

#1Tyum install hce-waef$ZENNETE
METHREEREMI.
HATIvm-botEBBIAF SBU FMEER, RRTELERI.

[root@localhost sdb]# Llvm-bolt --help | more
OVERVIEW: BOLT - Binary Optimization and Layout Tool

USAGE: 1lvm-bolt [options] <executable> <executable>
OPTIONS:

BOLT generic options:

--bolt-id=< = - add any string to tag this execution in the output binary via bolt info section

- <data file>
- <data file>

--deterministic-debuginfo - disables parallel execution of tasks that may producenondeterministic debug info

--dwarf-output-path=<string> - Path to where .dwo files or dwp file will be written out to.

--dyno-stats - print execution info based on profile
--enable-bat - write BOLT Address Translation tables
--hot-data - hot data symbols support (relocation mode)

9.2.3 FEIMiER
EETHE

- -hot-functions-at-end - if reorder-functions is used, order functions putting hottest last

1. PTHFaREFRAN H XGRS TR EMN . AILEREMER

BILAEA TR AL -
readelf -a application| grep .rela.text
- WRITHFIE A rela textBRIFE, TR UAEFREN.

[root@hce2 shard]# readelf -a gemini-redis-server | grep .rela.text
RELA 0000000000000000 0750a490

Relocation section '.rela.text' at offset 0x750a490 contains 241690 entries:

[root@hce2 shard]# ]
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9 TH

AR R

- WBRAREE, A7 ARFBOUTEERFTEFFHIFIRE ( (R7T E=FHHPIRE S
3 ) , EEIE--emit-relocszl-giRINEIN AR FHREIHESEBS,

KENFIzfTRIRIEEEIE.
HSMEHMMNARG, BIAl{EAlIlvm-bolt -instrument -o -instrumentation-file
R ENBIAERERR .

pIan, EcEtest o HETTREMRIMIE—REE, BERFEIEITRItest log
MRS ERITES .

llvm-bolt tests.so -instrument -o testd.so -instrumentation-file=test.log -
instrumentation-sleep-time=30 -instrumentation-no-counters-clear

- instrument -o: EeERHERESNEEMBIFHIHSEN S . KEIPFHE
BBIENZSZE Jotestd.so,

- instrumentation-file: HEREFEAIERZTFR. Al atest.log,

- instrumentation-sleep-time: REREAIRTEIENR, BAAT . AFIHEE
30*’/"%5%—}53 E Ella:\ o

- instrumentation-no-counters-clear: F BN AEREEAESKRATITE
EER, FFEETER LT OEEE

iz{Ttestd.soxd NI FBIER, MAEERIz{THESBmiRFEtest log &+,
N FEINE T ESREtest log RIS EIERM LRI

{FARE4AIBOLT T EMI R FBfER
E&ETFtest logM e, MAILMERESBOLTY N AREFHTHK . 26T,
llvm-bolt <executable> -o <executable>.bolt -data=test.log -reorder-
blocks=ext-tsp -reorder-functions=hfsort -split-functions -split-all-cold -
split-eh -dyno-stats
(11 588
PAEARACSERA, HIERNSEHAS.
{Ahce-wae-autofp SALN AR -
hce-wae-autoas SHRIE B E M AVECE SR IUIC R FBRE R
8L hce-wae-auto [-h] [-c <Path>] [-s <Keyword>] [-e <Pattern>] [-
l] [--free] application
(11 588
o fThce-wae-autofp /g, FERISHERERREMANSERENHH TETmHIRE

—&, B&12H: /data/hce-wae-auto/hce-wae-auto.data.
o HifThce-wae-autods$fa, RABMFEREXH, BIAKE: /var/log/hce-wae-

auto/hce-wae-auto.log.
%= 9-2 SHULA

2 |28 | BE | T&/ | 2SN
& wE | KB | Bk

TR{E
-h a |/ it | BRasSSEEIER.
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BFEr 9 TE:
2 |28 | BE | &/ | 288X
& == | X8 | Wik
®E
e = |strin | A% | EXEEXHER, BIARER/etc/hce-wae-
g auto.conf,
-s 2 strin | AIE | EXTEIERIXHEE, AFEMER DRSHER
g o
MR EBRFHSEHE, WAL,
-e = strin | A | {RIE DXSHERNS, WITEENSHES. &
g BEFS.
o BENHIEENNFSHISEHAS,
o 7 EXTRFSTEE. i, 46K RFS4E!
F=6; TRRFSI1EFST; SRRFS5E
=E—; R,
o BANHFOISFSEE ‘7 —iFEMR, B
“7 9SE, BN, 1,46FKTFS1. F24.
FES58F36,
-l B / ik | IRIBERCEMMHEMSHEFITED, FBaihiTam
2, FMERESHERER.
-- B / A% | AREREEFPSHE R
free RN FBINE T ESXECE XA PRISEHITEER
I8, ¥ HEEETboltliieE ., &S
z:ggree}‘aﬁ%, WEGHZRE, RIFmAIELL
appli | & / Wi | ERITHIOTESISNE, ATLURIIEXT B8Rk 4 Xy
catio &2, a0, mysqgld, /usr/bin/mysqgld, ../bin/
n mysqld,
MER

-C.

-s. -e. -l BHEEMEA, REHRA-s>-1>-e> -

hce-wae-autof s S{FRARAINIT .

Nl

ol

hce-wae-auto mysqld

MEVARBRZIZENECE, RIFRESHENSHE,
HEHITHS . wPUTREBMRFSHE

=/G 0

hce-wae-auto mysqld -
¢ /etc/my.conf -l

MISEIRZ etc/my.confIZENELESE, £HESH
%#HEDEEJZ@%\ TMTHRSHERTMRESHE

=1y
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¢ /etc/my.conf

9THZ
]l 15488
hce-wae-auto mysqld - | N\IEEIER/etc/my.confiEEEECESE, £/SH

EHBMTERS . ITHEENREFSHER

oM 0

hce-wae-auto mysqld -
s align

M ERERRISHEE S PRI R X EFalign,
FTEDICECRISEAS .

hce-wae-auto mysqld -
e 4:6

N EXRERIISHEERT, EEFS4. 5. 6HY
SHBE, ERTHEISE

hce-wae-auto mysqld -
e 1,46

M ERERHISHEESED, EEFS1. 4. 5. 6
HSEAE, £ TSI,

hce-wae-auto mysqld -
e:

N LERESISHERERT, EEMESHES,
S pY IHHIS

hce-wae-auto mysqld -
e 4:6 -1

N ERERISHERERT, EEFS4. 5. 689
SHAG, HEEMGS, FEFRITHES.

hce-wae-auto mysqld -
e:-l

N ERERIISHERERTD, EBEMESHES,
FIENEmAE S, FEFRITHES .

hce-wae-auto mysqld
--free

MECARZZEVECE , AXSEHTIREE, RIEkR
BSUERSHE, HBITHS . wdiiTR
e EHREFSHERER

hce-wae-auto -h

ETIELHEMER

9.2.4 FFNNE
HEETE

TEMANSINEZ A, B TR MEE . FNFEERE, 7R AR TS

jE38

1. PTUFaSRBERFMAN —HE XA PESUUEREM . ATIUENREMERT

AILARAT M AL o

readelf -a application | grep .rela.text

- WIRTHBIE A rela.textBRIFE, RRAIAEREN

[root@hce2 shard]# readelf -a gemini-redis-server | grep .rela.text
RELA 0000000000000000 0750a490

Relocation section
[root@hce2 shard]# ]

'.rela.text' at offset 0x750a490 contains 241690 entries:

- WBRAREE, AT ARFBOUTEREFTEFFHIFIRE ((R7T ZFHPIRE G
K13 ) , EES--emit-relocssi-giRvINEIN FREFHRGEELS RS,

2. #fThce-wae --checki $EE N ARE IFNSINE,
WMNREEER N3, TrRILUMERDSINETLR ., EUARSIFEISINE,

[root@l 105t ~]# hce-wae

check /data/apps/mysql-8.0.28/bin/mysqld

2023-09-14 20:41:21,968-INFO: Log level: INFO

2023-09-14 20:41:38,425-INF0: check /data/apps/mysql-8.0.28/bin/mysqld result:| 3
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BIFSR

KEILAEAL/data/apps/mysql-8.0.28/binB R FHImMysqldiZFE , RENBEIZSINES
AR FBATIRIE

1. SEREEARN FEFIETT .

a. Hf7d5<$/data/hce-wae/dbo/gen_instrumentation /data/apps/

mysql-8.0.28/bin/mysqld 4 BB RR N A o
gt /data/hce wae/dbo/gen instrumentation A//HEE

8/bin/mysqld

to keep 1it.

ntation
no profile

ctionary_tablespacev.cold/l. The support is limited in re|

® out of 69377 functions in the binary ( e e execution profile
: the input contains 6637 (dynamic count : ©

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER:

BOLT-TNSTRUMENTER: i c s i ¢ memory)
BOLT-INSTRUMENTER: i
BOLT-INSTRUMENTER:

BE)LT INSTRUHENTER'

from a total of @ while removing © double jump
tion count is @ and the number of times CTCs ar]

61620

RIE TG, SEARBREMIIMAILLinst AfERAEIES
mysqld.inst,

[root@local T n 1s *_1inst
-rwxrwxrwx. 1 root root 4995968 Sep 15
[root@l

8/bin/mysqld. inst -u
1522172 © [System] [MY erver] /data/ / q /bin/mysqld. inst (mysqgld
013576] [InnoDB] InnoDB

[Server] XA
[Server] CA certif

1 to support TLS. Encrypted connections are now suppo

[Server] X Plugin ready for connections. Bind-address: *::' port 8, socket: /tmp/mysq

1] [Server] /data/apps/mysql bin/mysqld.inst: ready for connections. Version: * 8"
stribution.

2. GUEmysqlda9 R FINNERNSECE XS -

B—NMFRAHNBEREE — M WRNEENXHE, NAMERTEREEES
XTJ_LFH ﬁ'E}J/L,JJﬂL_o

a. WMITUTHSEF—MHEANELEX 4 9/data/hce-wae/config/
mysqld.conf,

[root@localhost]# cp /data/hce-wae/config/hce-wae-tmp.conf /data/hce-wae/config/
mysqld.conf

b. &&/data/hce-wae/config/mysqld.confEcE {4+ Horigin-exe=FER

origin-exe AF LN RV E, AFI/9/data/apps/mysql-8.0.28/bin/
mysqld
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[root@localhost]# vim /data/hce-wae/config/mysqld.conf
E

[mission]

log-type=instrument

hotpatch-type=model

snapshot-path=/data/hce-wae/snapshot

origin-exe=/data/apps/mysql-8.0.28/bin/mysqld

3. (FREENHIXNAYHIZEPI DECEMSINE TR
18I0 hce-wae --conf [PID] [/path/to/config]

[root@ hce-wae --conf 87042 /data/hce-wae/config/mysgld.conf
4?"‘ INFO: Log level: INFO
479-INFO: ssion will stop after run 1 times
479-INFO: record mission from config succ

4. BEIISINE, XEERmysquE T
S : hce-wae --start [PID]

irectory/mysqld.inst(pid: 87842) succeed

ding d mission ir
start mission wo
0: mission worker for started

BaifE, AILUBE--statusSHEEIRMIRE . ZREHRunninglY, FRid
FRIEFEMAL; Finishedly, FRHECEMMTE -

K& hce-wae --status [PID]

[root@localhost ~]# hce-wae ——status 87042
2023-09-15 10:44:48,379-INFO: Log level: INFO
09-15 10:44:48,384-INF0: status: {

"status": "Running",

"sub status": "DataCollecting",
"run_times": 0,

"falled code": "NoFailed"

}

[root@localhost ~]# hce-wae --status 87042
3-09-15 10:45:22,066-INFO: Log level: INFO
i 10:45:22,072-INFO: status: {
"status": "Finished",
"sub status": "Done",
“run_times": 1,
"falled code": "NoFailed"
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5. fiftfE, BiI--snapshotSEERMILIERY.dbo —i#tHIIRERSIH, 2861
mysqld.dbo,

o snapshot for 87042 su

snapshot generated, targe :i: 87042, path: /data/hce-wae/snapshot
1 Mata/hzu wae/snapshot/

-rwxrwxrwx. 1 root root 148936512 Sep 15 10:46 m ibo

TRERERLHIBIAERIZ 9 /data/hce-wae/snapshot/, BITEBCE S {FHXTRIRAIEiH
g;?z RS BFERIL SR REBS - mysqld.dboizfT R A, TFHE
‘to

6. RIFFNSINETER, NMAMAER,
o8I hce-wae --stop [PID]

hce-wae - p 87042
. g level: INFO
stop dbo server sTully
-09-15 10:46 dbo stop for ?04’ sucC
-09-15 10:46 0: , targe Ld: 87042

SIS R INE TR F AR ERME
HSNAEINETESHFHRERE, SEREOZHESME-1. Eo-270%0-3/
o

9-1 SN AINET BEIFRHE

[root@localhost ~]# hce-wae --console

Welcome to hce-wae!

Type: ‘h' or 'help' for help with commands
‘quit’ to quit

hce-wae= I
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9-2 FhSMN ABINET B£8R HE
hce-wae> help
h. help Show this help message and exit

list List the proc information of the current environment,
including PID, . and command

check =Binary file path> Check 1f the application support static or dynamic
acceleration. ©: both not port; 1: static only: 2:
dynamic only; 3: both are supported.

show <Pid> Show all non-kernel proce ; which contain one of the
shared-object libraries that the target process
depends on.

conf <Pid> =Config path= Config the target proce

conf <Process> Set the Config of the target process

start <Pid> Start dynamic acceleration for proces r 1ts pid

stop <Pid> Stop dynamic acceleration for process by 1ts pid

status <Pid> Show the status of the dynamic accelerating process by
1ts pid

snapshot <Pid> Make a smapshot for the dynamic accelerating process
by 1ts pid

quit Exit console
hce-wae>

2 9-3 IS NNE FHXERAEES

fﬁﬁ"éﬁﬁﬁ?ﬁ EAAI BSHER

<

list list RN RIMERHIZEE, ©8&PID. PPIDLAK
command(E&.,

status status <PID> | 1A BIEERITAIENSINRES KRS, WA

EEFHREORREEEE:
o NFHHFEPID

o NFIHTER

o HHISHILRE

o HEINIERIRZ (Initialized/DataCollecting/
Optimizing/HotPatching/Done/Failed)

check check <PID> ﬁiﬂﬂi—“lﬁu HHERE TS/ SR, BT

show show <PID> | EAHFEAKIRIER

conf conf <PID> ?JE’EJ‘JEEBEE)JUHDL 73 BB R
BHECEIEIR, R ETEERIA,

start start <PID> | IBEhEISINE

stop stop <PID> | #&IFEIZSINE
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fﬁs“iﬁﬁﬁ?ﬁ ERB E<k
2

snapshot snapshot S R TSR IRER
<PID>

quit quit BHFHARERHA

h/help h/help RTREWER

9.2.5 ECE {4

AR T s SRR E M eSS INERE - E N ECEANR A .

SIRECE X4
Rz FENNE TEERCASHSINREEERWT, ERLIBEXEEX RN
?binary]

binary_out_path = "/data/hce-wae-auto"

binary_num_threshold = 100

binary file suffix = "blot.auto”

[parameter]

parameters =
align-blocks
frame-opt
align-functions=1

[include]

align-blocks=

[exclude]

frame-opt=none

& 9-4 BLEERIRA

1&RE filig

binary ENX THFIERIEXEM . binarySHiEESWFE-5,
parameter | ARPEXNSHES, TERBEMESERSHE . EPEXN—S
.,

BZllvm-bolt -his SRIEEMBESH.
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ERZ A
include BEREMSHEGTZTEENSH, RIFEXSISH, 2125 2E
XA ‘5”258,
EIRLASEZ key, FEEMEAvalue, i, frame-opt=none,
Ll

o EkeyTiXISEEHAEEISEEN, PEELL “=" £3R, flfframe-

opt=,
e includefllexcludeB EBER—MSEET, excludeBIEFERAFinclude,

exclude BREXZHEDITZTEESISH . RITENSISH, S15H
ZIERA ‘57 B4,
i5A8

o EkeyTXISEEFAFTEIEEEMT, PEELL “=7 &R, Fltiframe-
opt=,

e includefllexcludeB EBER—MSEET, excludeBIEsERkAFinclude,

% 9-5 binary #1588

A EJ;'S BINME Al
pic]

binary_out_path | strin | "/data/hce- | EXBEIERMAI ZHHISERIRFRE
g wae-auto" =

binary_file_suffi | strin | "blot.auto" EXBRIERII T HEIEEER .
X g

EHSINEEC B 4P

[binary]

binary_out_path = "/data/llvm_auto"
binary_num_threshold = 1000
binary_file_suffix = "blot.auto"

[parameter]
parameters =
--align-blocks # SRS EEIS--
frame-opt # AREXNSHESTENSEIEESHIE, WEFEU=ER
align-functions=1 # ARENSHESHIEE TSHNNNE, WERNSHEF, FIESHEEGT
ZSHREE /I
[include]
align-blocks= # SHLKISEBINPTIU=ER
[exclude]
f;j\ge—%hnone # IBESHRUNAE, £RSHEFRTIESE Aframe-opt, BEHnonefy
SHER
indirect-call-promotion= # IEESHZS AL, WERNSHEFSITRAESEUframe-opt
NSHAES

ESINEECE S

NARILE TERADSINEREERINT, ELIEEXEEX RN
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=
("]

[mission]

log-type=instrument

hotpatch-type=model

snapshot-path=/data/hce-wae/snapshot

origin-exe=/path/to/origin/executable/file

[stop-strategy]
run-times=16

;EE S)'(; Egaigi{égﬁgiiFﬁﬁia

ErSZ R
[missionEAIE TN BFFrER ERIS
log-type BITITEERERR, HaHSiFinstrument 5,

hotpatch-type | #&MNTHRIU, ZRIXSZHFmodelBlptrace’5z(.

snapshot- AR Z i HIRERSUF AV B R .
path

origin-exe [RIAR AARIMIE, FRinstrumentHEREERAT, MSEILS
.

[stop-strategy] I FB{fEL IS LESRRE , iEIEFREF—FEE .
run-times BEMAXRE, KRENZAHHNSIDETIESEIEf, HEE

R,

period IEEMAER, KEIZATEERRRHE LM, SR8, BETEE
731~600,
condition EEMAFEM, KRZFEHHELEML, SIAE.

9.3 Pod v IETH

HURRSR

YRS RE!

ESESREREEHENFSET, PodmeIBINRREQOSH IR R ITESIBAE, =7
W& sak =, HCE OSiEfftoncn-tbwmTrmEIETH, {FHtbwmclidSis S
FHEAIMZERIERDIAE, SCHMIZZQoS,

RINBEEIEERIfbO, (ERRTBIHERIM-RIfbORMWER, FIl&kifbIXza,

e {XHCE OS 2.0 x86Z2faxz iFFEHtbwmclidp < .
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ERT5E

2.

{XFtiFrootFHF#ATtbwmcligp < -
Ezwmcliﬁélﬁ—ﬁil‘ﬂl:\'%&—/l\m-EE%‘EQOSIJJ%‘E y BPREARZIFFHIT(FEREN
22Qo0S,

XX%?)%?%?EE%WXEE, [FERIZERNQoSMINIEESL, EEFEFHAEMLE
QoSIakE,

ARZ¥Fcgroup v2,

FHRoncn-tbwmiKE B A IMFHRBIEIFEEEIRS . ElEoncn-tbwmiFESX
XS EIRERIERE

SRR E . BXYFE., BRI “-7 MTRIE “7 MEFRAEEEIMN R
2, BB A MRS .

SCRMERISRES, T eafRiRA nALiSMERRERE, WAHKBEREMNYE
TRE, JWFudpELRREVGIMNMUAS, aTaeIIES. ENOBUFS., RIRA
SR,

W B 5 EA M BRI F TCPRIRERE ST, EIETCPHMYAIASEH, MEEEE
WZEBIRNE, AT IRE S EHIMERE

AZ#Ftbwmcli. tcip SRS, RecMERtbwmcdi TE#EITIRE,
fFlEn, EANEEESRI8E It qdiscRUAIERT, XFM-RFEEMEEQoSINAE
ARESkM .

Z#oncn-tbwmi4dE .
a. fHfaiArepoiRECEIEE

B EEIARY/etc/yum.repos.d/hce.repofic EXFHSEEEIEM, 1EFRY
BT,

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

b. #4Tyum install oncn-tbwmas<$ZZEoncn-tbwmik{4e .
c. IiiFoncn-tbwmiEk{EEIERME .

= Hifstbwmcli -vip<S, IFALTENERERUNT,

version: 1.0

= IALA TFonen-tbwmBRSSAE Y, EEER FLATRSHEIIZFE.
Jusr/bin/tbwmcli
/usr/share/tbwmcli
/usr/share/tbwmcli/README.md
/usr/share/tbwmcli/bwm_prio_kern.o
/usr/share/tbwmcli/tbwm_tc.o

RIEEZEHITtbwmclidp .
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£ 9-7 tbwmcli 555158

P
AL

1528A

tbwmcli -e ethx
tbwmcli -d ethx egress

{ERE/ AR M- A B S EQosINEE
T {FaEethOM-<AYA B 5 EQosINEE

tbwmcli -e eth0
enable ethO egress success

Bl XiAethOM-RAYAZ B T5[EQoSIIAE .

tbwmcli -d ethO egress
disable eth0 egress success

tbwmcli -i ethx online/
offline

tbwmcli -d ethx ingress

{ERE/XAEAM-REMLE T3 RIQosTRE »

B fEEethOM-RILEI S @QosINgE, HIRENTE
57 S

tbwmcli -i ethO online

enable eth0 ingress success, dev is online

5 fEREethOM-RULEL 5 [EQosINRE, FHIRENE
A S

tbwmcli -i ethO offline

enable eth0 ingress success, dev is offline

1588
WEBRAZHFRINRENZS N BEM-RRIER, F—
IBEEM RIS ML R,

Bl KiAethOM-RULET5RIQosIRE »

tbwmcli -d ethO ingress
disable ethO ingress success

tbwmcli -d ethx

ﬁr&ﬁ']?épﬂ%/\ﬂ REYEFBEQosIgE, FXAifbl

Bbo

Bl SEHIKAethOM-RAIFTE QosIfgE, FHXiF)

IbejJﬁb o
tbwmcli -d ethO
disable ethO success

tbwmcli -p istats/estats

TN & BB RAREIHER .
hl: FTENR BB ERERIHER .

tbwmcli -p istats

offline_target_bandwidth: 943718400nline_pkts:
36261900ffline_pkts: 2658070online_rate: Ooffline_rate:
135800ffline_prio: 0

T FTENRE B RAESRIHER

tbwmcli -p estats

offline_target_bandwidth: 943718400nline_pkts:
48054520ffline_pkts: 3739610nline_rate: Ooffline_rate:
19307offline_prio: 1
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A
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tbwmcli -s path <prio>
tbwmcli -p path

1R E/EifcgroupfIQoSHEFedk »

P HFIRE B IELA T QoSIL5EH .
e 0: iREcgroupIELQOSILIEH -

o -1: i®EBcgroup IE&EQOSILELR

T~ i8Btest_online cgroupRIEsERFI0,
tbwmcli -s /sys/fs/cgroup/test_online 0
set prio success

~fl: Eifjtest_online cgroupRIft5EER o
tbwmcli -p /sys/fs/cgroup/test_online
prio is 0

tbwmcli -s bandwidth
<low, high>

tbwmcli -p bandwidth

IRE/ERABRATH R EE.

M IREBR&ETEEA30mMb~100mb,
tbwmcli -s bandwidth 30mb,100mb
set bandwidth success

fl: EWEETEEEE.
tbwmcli -p bandwidth
bandwidth is 31457280(B),104857600(B)

tbwmcli -s waterline
<val>

tbwmcli -p waterlin

IRE /BN TR REK .
B IREEEMAE T EEKE/320mb,

tbwmcli -s waterline 20mb
set waterline success

T BEREEMNE TR .
tbwmcli -p waterline
waterline is 20971520 (B)

tbwmcli -p devs

BERG LFEM-RAVERSRE
tbwmcli -p devs

lo  Egress: disabled

lo  Ingress: disabled

eth0 Egress : disabled

ethO Ingress : enabled, it's offline

ifb0  Egress : enabled

tbwmcli -c

sEFIMIPRET B M -RAYqos, EIRER.

modprobe ifb
numifbs=1

hngkifb,

rmmod ifb

ENEifb,
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10 RtzIpaE SO

1 O RizINaESiEO

10.1 A% memory B9 OOM HFZHEHISREE

MERMERGF, ZIFRERLISHEZISS, SRFAKEOOMEY, SERER
2 SSiEFI TR EERTRSAEE, SERHELDRRE, BEENTFREEELIS

It SIS RARARISZD o

FEXIIXAMEEE, HCE OSFE Y OOMRIEIMIATFRISRES , 10T Ec& cgroupfisERkAy
hee. AREFZRKIER FRZREHcgroup, IHEMEHRAIcgroupEeRiERE, FEUA
7, EBELWSHPEENWSAILIFE TR,

BRER
SIS
AR

vm.panic_on_oomiZOENATFE, EZOOMHBdpanic, #{FEFEmMemcg OOM{EFERED
Eid (Bmemcg_qgos_enableBtE 1812 ) , ZRAEHITsysctl -w
vm.panic_on_oom=0#5<, FKIFRFZZSEvm.panic_on_oom,

memcg OOM {5 ek O IR

&0 348 ER{E

memcg_qos_e | memcg OOM{E SR EEREFF X, B,

nable o 0: FHARGHERE. BOOME, wiaxRs | MEEEN
EAHIOOMIBIEETRIHE, ARATEEESA 3;3 AIME

AR, EWRE.

o 1: FBRMIEREEFLAcgroupIRiE , 2
OOMRY, ZER{FARIEAIcgroupFiE#HEz,
HEWHZF,

o 2: AEMEREEFILRMNHENE., X
OOMRY, ZERIIERIEAIcgroupREIERAKHY
— iz, HEKRE.
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#0

iz

BYE

memory.qos_le
vel

?Eﬁcgrou pEf R . Eifd/\cgroupBIftFcikits

Ko

e Zmemcg OOMAY, &=L HBIcgroupBART
=, BERFRMER&ENcgroupBE+HRTF
FRRAKRIHEE, SGRiZAE, BIKRAE.

o HOOMHY, MFAIEHIEEMcgrouptl, &
RIBENAFERSEH T ORHF, EEREF
{EFRRARIFHITOOMZIE

588

o {FAmemory.qos_level IBTHESEHES
memcg_qos_enableBYERI182,

o  FolEEAYcgroupBAImemory.qos_leve{EENIAS
AR =AImemory.qos_levell9(E, BEFH a0
RAERAZ LT =AIRS

o NR{EKcgroup R T REIER, F5 =A%
R=BohEAZE, MR RE—H.

s,
BECE
73-1024~10
23, BOAME
730,

EOEETRA

RUN AR EIE6 N cgroupFTH=A. B. C. D, E. F, EZ&memcg_qos_enableZ
O, Fi@Edmemory.qos_leveliEIREBEOOMBIMEF R, HKIAREUEINEFIR
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2 10-1 FEL
cgroup | memory.qos_levelEY | i%AA
4 B
A -8 HErootA i TOOMIEIERT, WiZEFHrootFr
Bcgroupf, EZIEFEMERRIRAIA. E. B
B 10 FARERSERIER, PRI ARIEE IR
C 1 FiHITECER
o HNERiEEmemcg_qos_enable=1, {f5cxd
D 2 A/EFRRTE{EREARI— N cgroupBElK A
E 8 T?:’ gERcgroupBFRIFTEHEE, HEIWH
? o
F 3 o NERiIZEmemcg_qos_enable=2, {f5cxd
A# ER RN ERERAI—MHZREIW RN
? o

1. FARFKSEHvm.panic_on_oom,

sysctl -w vm.panic_on_oom=0

2. FFEmemcg OOMLEISRREINAE .
echo 1 > /proc/sys/vm/memcg_qos_enable
3. BTSSR N cgroupt s AL B, HHBIEEA. B EMImemcg OOM
REREH-8. 10,
mkdir /sys/fs/cgroup/memory/A
mkdir /sys/fs/cgroup/memory/B
cd /sys/fs/cgroup/memory/A
echo -8 > memory.qos_level
cd /sys/fs/cgroup/memory/B
echo 10 > memory.qos_level

4. BEIFLATGRESDREAT R TEIEC, DFHR, EBTRTEIRE. FFB=R, F
PEIgE&EC. D. E. FFH=Amemcg OOMIEFERENT. 2. -8, 3,
mkdir /sys/fs/cgroup/memory/A/C
mkdir /sys/fs/cgroup/memory/A/D
mkdir /sys/fs/cgroup/memory/B/E
mkdir /sys/fs/cgroup/memory/B/F
cd /sys/fs/cgroup/memory/A/C
echo 1 > memory.qos_level
cd /sys/fs/cgroup/memory/A/D
echo 2 > memory.qos_level
cd /sys/fs/cgroup/memory/B/E
echo -8 > memory.qos_level
cd /sys/fs/cgroup/memory/B/F
echo 3 > memory.qos_level

0.2 At memory HIZ R FCIKSRES

“Z%?Eaﬁ

A

3

ERRSEERSIBI=F, IOIEERZMNELISSZHIEKEpage cache, SR
FERAEFRE, XELBETRARFEKULEMEAEBERER, FEELISHIS
AEHENANZEEWAYIEIRER, 5I&TIERE,
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JRILERR, HCE OS 2. 0TS T2 RAFEINERE . HIEAFE, IRENTFER
5, UMARFEWES, RETRAEZE; BIKREE, RESHRAFFRFKU
%, RIPMESTRAML.

LRSRH!

memory.minflmemory.low REMFT 4. BllEmemory cgrouplt, £ERXT S
AYmemory.minflmemory.low;5=

ZRAFOIEOI5AR

memory.min. memory.lowFlmemory.highiZOEIFHREAImemory cgroup FEZIATE
£, JlRX4AREEREE, tBALUEEHEEIEE . SENEEX/NRFES
memory.min<memory.low<memory.high, =ZoHs7{FAH, tLAIBKSER.

REFEMHLSEIINTE.

WFERE

limit:

high__| | COroupHtiSAIfE, WiFRERE
KEIhighMERT, BlA rfZEIKHEH .

cgroupEl I RfFES, RFERE

low —| | FEZEllow &R, (iskEE
COroupAEERIPRIATF
min cgroupEIAFRT, RFEFRS
| | FEEImInER, ABERWAE.
0

0O 4B
memory.m | IERIPFREFRIME, BAMEHN0, RFEARIKAFENIER, BFRE
in BIKTEZELREIATHINE ., E5iRBIT:

o EZEOULIEEBRIPAFRI, Bfibyte,
o EiZziEO0LUSERFRIFAFERN, BURMIRES .
o BCESEE: 0-memory.limit_in_bytes,
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#0

ol

memory.lo
w

RAOMARIAFRFE, BIMER0,

AR SE LR RIFRIcgroupBIIAE . NRAFEARE, BEU
memory.minZlmemory.low2Z [BIFIRE,

SRR T:

o HZIEOTILIBEEBest-effort I7FRIFME, B Abyte,

o SiziEOLUIR EBest-effort ATFHRIPME, SENAHIRS,
o ECESEEl: 0-memory.limit_in_bytes,

memory.hi
gh

AEFEEWERE, EiAFImax. HegrouptBRTFFERASEIAZhigh(E,
ShtEXTiZcgroup R FH RNRIEZAFEEIRIES, BHREFERERFIE
highz T, BifitAmemorylimitfREISEHOOM, EEiRBIIT:

o EZIEOFLIEE Throttle limitRI7FRIPME, S fbyte,
o BiziEOnLligEThrottle imit IR RIFE, BAAMIES .
o FLESEE: 0-memory.limit_in_bytes

My

RANI T ERREIE6 N cgroupTimA,. B, C. D, E. F, Be&memory.miniE, =R
BEZ R TFEINERES o

% 10-2 HIREML)

cgroupfH | memory.limit_in_ | memory.min memory.usage_in_bytes
bytes

A 200M 0 -

B - 0 -

C - 75M 50M

D - 25M 50M

E - 0 50M

F - 125M -
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1. Bl#cgroupT=A, FHECEmemory.limit_in_bytes=200M,
mkdir /sys/fs/cgroup/memory/A
echo 200M > /sys/fs/cgroup/memory/A/memory.limit_in_bytes

2. BlEcgroupT =B,
mkdir /sys/fs/cgroup/memory/A/B
3. BlEcgroupTEC, HEZEmemory.min=75M, 7ELFITSAIEERIE50M cache
RUHEE
mkdir /sys/fs/cgroup/memory/A/B/C
echo 75M > /sys/fs/cgroup/memory/A/B/C/memory.min
4. BlEcgroupT=D, HECEmemory.min=25M, EXHa17T5=IZ2HIE50M cache
HUHEZ
mkdir /sys/fs/cgroup/memory/A/B/D
echo 25M > /sys/fs/cgroup/memory/A/B/D/memory.min
5. @l&EcgroupT=E, FHEZEmemory.min=0, E3HBIT =EIZERIBE50M cachefyi##
2o
mkdir /sys/fs/cgroup/memory/A/B/E
BliZcgroupTT =F, HEcEmemory.min=125M, ERiF125MFIFAE, MAREF
[EIK

mkdir /sys/fs/cgroup/memory/A/F
echo 125M > /sys/fs/cgroup/memory/A/F/memory.min

IREIER:

CT5sEmemory.min=75M, memory.usage_in_bytes=50M,

o

DT &Ememory.min=25M, memory.usage_in_bytes=25M,
ET5 =mmemory.min=0, memory.usage_in_bytes=0,

B¥5 s=memory.usage_in_bytes=75M,

10.3 N cpu cgroup HNBHREFEE

EEsRALe

Ll =8
FEUEREEAES, LinuxRiZAERSEENSHAERIESHEFEZNRAENS, HE
EIERMERESAIZLRAETRZIEERE. FENELZ. BERESNEE
TiEHmEWSFER,
JIRRIRIEEER, HCE OS 2.0M#xcpu cgroupZiFSRRERERE, 1ftcgrouphE
[/sys/fs/cgroup/cpu/cpu.qos_leveBESEER AN BRISNRE, IFRAPED
cgroupfBEIHIZ BRI

IR SR
M#Zcpu cgroupIB R ERAERTF5.10.0-60.18.0.50.r692_16.hce2.x86_64 kR A
FA&, Haicpu.qos_level{¥sz#Fcgroup-vl, ARxziFcgroup-v2,

SRR EERZEORA
cpu.qos_levelFIAE RN -

e CFSAESEH LM MEREEFtask_group, B— 1R P EANFTSZIE
cpu.gos_level&E3 .
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e  FcgrouptlIZRTBIALF L cgrouplicpu.qos_level, ZIFEFRBCECpu.qos_level
B

o [FffE5RAYqos_level 2B RTR=ZFIRM CFSTEEESEAISRES .

e [E—"cpulk, qos_level < 0 BIESIAER S qos_level >= ORUES THEIE S,
TEERAR,

ERESMAERIEST:

o HEHMASULEFHCHBLES, ESEERN, EEESAUmAeSE bz
MBS . B2 (Hyper Thread ) 155, MERA2MEZ(ES AIIKESMT
LFRIBEAESS .

o SMERIVESHIREERIIRIS—ERIRIEI R INE, A ZIE HRMERAVESS
( BEECFSHIB/NETTRIER ) , SRISEIFAVRATEENTAL o

2 10-3 cpu.qos_level #1508
=0 1588

cpu.qos_level | BoEcgroupAJcpuffiscil . BUBREL NEHH, BUEEE H[-2,

2], BUAMEAO,

e cpu.qos_level >=0
E@ch roupZHRIES HEXES, EXESULRMHEOREE
)
fo5edk 0 < 1 <2, EAELWSAIES, SMHERNELBELL
RILSERAVE LA REVE ZRICPURTRIB HHl= o

e cpu.qos_level <0
tRiRcgroupfBRRNES IBLEES, -1KRaeT-2. -14%5!
AYESEE- 2R ABIRMES RIS EZSRICPURIRIE 5= .
RETRANBEESE, FORREBERRITDRAHNER, 72F
1B EMERITER

OB
RANTTFRRREIE3 N cgroupT A, B, C, EcEHEZEqos_leveliE,

[ task1 ][ task2 |( task3 | { taska | tasks |
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= 10-4 ZUEMKY
cgroup cpu.qos_level
A 1
B -2
C 2

1. BlEcgroup ARFTE=B. C, HRIZEA. B. CAYcpuiAEMALR AT, -2, 2,

cgroup Afllcgroup CHRIES RIERMIE hcgroup BIESSAICPURIE, cgroup C
ALK K Fcgroup A,

mkdir -p /sys/fs/cgroup/cpu/A

echo 1 > /sys/fs/cgroup/cpu/A/cpu.qos_level

mkdir -p /sys/fs/cgroup/cpu/A/B

echo -2 > /sys/fs/cgroup/cpu/A/B/cpu.qos_level

mkdir -p /sys/fs/cgroup/cpu/A/C

echo 2 > /sys/fs/cgroup/cpu/A/C/cpu.qos_Llevel

2. Y&taskl. task2. task3iHFENNAcgroup B,

task1. task2. task3i#FZI0Acgroup BfF, taskl. task2. task3iHiZAYcpuidfE
&R S-2,

echo $PID1 > /sys/fs/cgroup/cpu/A/B/tasks

echo $PID2 > /sys/fs/cgroup/cpu/A/B/tasks

echo $PID3 > /sys/fs/cgroup/cpu/A/B/tasks

3. YGtask4. task5HFENNAcgroup C,

task4. task5#HFEINAcgroup CfE, task4. task5HIZERIcpuiAEM RS2,
echo $PID4 > /sys/fs/cgroup/cpu/A/C/tasks
echo $PID5 > /sys/fs/cgroup/cpu/A/C/tasks

4. BEEcgroup BRYcpulEMER IR
[root@localhost cpu_qos]# cat /sys/fs/cgroup/cpu/A/B/cpu.qos_level
-2

[root@localhost boot]# cat /sys/fs/cgroup/cpu/A/B/tasks

1879

1880

1881

5. &&cgroup CHYcpUuiAEMERRIHIE
[root@localhost cpu_qos]# cat /sys/fs/cgroup/cpu/A/C/cpu.qos_level
2
[root@localhost boot]# cat /sys/fs/cgroup/cpu/A/C/tasks
1882
1883

10.4 ARFESHS g

B=ikiA

HCE OSizfTRY, ArEeEaIsHIl—LprizEd, Flilsoft lockup. RCU(Read-
Copy Update) stall. hung task. global OOM. cgroup OOM. page allocation
failure. list corruption. Bad mm_struct. 1/O error. EXT4-fs error. MCE

(Machine Check Exception). fatal signal. warning. panic, AT RN EBIXL

R EHRRIER AR TS
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soft lockup

soft lockupRRIZICNCPUE—ERIEA (EAIA20%) ) iIRBREFERE, iR

1
=3

o [Rif

soft lockup#ALinuxJtZzwatchdogillft s . RZEAE—1NCPUBRII— M
SR iR HIFIFOSCRY Rtz LkiEwatchdog, B#RJIwatchdog/0. watchdog/1LALLL
EifE, XN EHIESERREBwatchdogREIRN, EOAZ4IT—IR, RAYIEG

BESEE— 1 hrtimerElt28E2{ZA9watchdog_threshBdBI[FZIHA
watchdog_thresh2RtZ5#, YR EGABRIATIE 207,

EEERRTIE, WRALZLIEwatchdogi@ KBRS, hrtimerElI28ZIHA, BNfRA&

RIZFTENZEEN T HIsoft lockupHE o
BUG: soft lockup - CPU#3 stuck for 23s! [kworker/3:0:32]

o MKRFIE
KATBTERAE S, RERITIRER .

RCU(Read-Copy Update) stall

hung task

RCU stall2—#rcuZfREIA rcutiB X Uiz i2 s B 15EIRAENSE .

o [RIE

FERCUNLEIT, readerFBES, TJLUEEIEEEIE, RCUICRreaderfIEE;
writerSEBFEIERT, L£EF—PRIAKR, ERIALZMRIEN, FEFFhareaderiBH
B, B—RtihEiR AEUE,

writer BEZ S readersHSLE3 A “IBHUR" A BEEIRIBEIR. XIBNTFLAT
Lreader— MR HAYEEIRED, XAFFAIATB#EFRIgrace-period, EFR

GP,

HreaderikBHERBIRE, writerEFHIBT BT ZRREART, BP_E3RRCU Stall,

o MKRTIE

A 1EDocumentation/RCU/stallwarn.txt344%1 4 T ol et A RCU stallpyin=:

cpufrcu readerlfFRX—BEEIR, cputEXAFRrEXFAie HinSH—BEHK
%,

SR NEIHZL T DIRSET IR ERIREA, EfRhung taskRE .
o [RIE

X

HIEEP—MIRSETASK_UNINTERRUPTIBLE, tBIUDIRZ, 4&bFDIRESAIBETE
Haetkwake_uplializ . WZ5|IADIRERY, BATILHESFSIORM . IEERR

T, IOIEELE, HERNIZIKEETDIRE

hung taskiGNHZKHIC FDIRSHIRIE, Wizatl@— 1 iEkhungtaskd,
XREHBHRFZFHIMBEHE, RERRFELTORESEITRERK ( #AIA120
) A2, MNREEXHEAHE, WITEDH HiIRBXZENHIEERK . NRED

& T hung_task_panic (BidprocskRzBohS#EcE ) , NEZEApanic,
o RBUEFIE
BIERIZETRE, REDIRZ, schedulerfERBdialF -
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global OOM

LinuxBJOOM killer{FER—FAFEENS, EEXZUTHEREFERVIOERT, RAEA
RIERFLBEBBRLERIT L, SIEFERIF—LUHERRIE—SRF,
o [BIE

BEEoom_killerfVfta iz ARAENMNHESEART, JEUHIERER

gAY, AEAZOOM, OOM killeriBAHBIFFEHE, RIBAENAFERERHT

119, RENPEE— D ESHE, RIEHERRAE.

OOM killerf94bEFEEEHREMmM/oom_kill.c, ZOEFEEout_of memory, B

HRIERIES

a. BHEZFEM T oom_notify_listAEIREEM—LEATE, AR XLEERG
BRET—YRE, BiEggoom killerfiig; WEREUER, HANT—E.

b. fitA&oom killerlBE 2HAHERIHEHTHEDEASE. INRHaHEESRE
T —SIG_KILLESHEEAEERY, BEiZEPHFIHE, KRILHEREKAN
7, BUHENT—E,

c. tu&Epanic_on_oomAFREERANRE, REOOMBTZH{Toom killerid2
panic, f1RiEFEpanic, MRFFEEHER,; WIRIEFoom killer, HANT—
1=

d. #HANoom killer, BRFIZE, RASERANIZERIEYFIEXHSERTE.
5E2OOMAYHIZET HEHIZ . MR EFLIEHFIHIZ, oom killeriiR; &
MHENT—E,

e. AMselect_bad_processitHEEHIE, AFIAAHoom_kill_process#Z 1Lk
AUHFZE . UNSRselect_bad_processig Bt (T @A iz, AixiHtApanic,

o MERIE
WITEHERKRENRER, BEEIREFERE,

cgroup OOM
e 5Sglobal OOMKIX 3!
cgroup OOM5global OOMBIATFEEEIARRE . ZFS cgroupZBRHIEERARNTFE
B TIRERIER, cgroupEiIKILLIERMAYHIZRFNNE .
o fbERFE
HAITERARENER, BERIRERE.

page allocation failure

page allocation failure2ERIETRREMAET, R LIRAVEIR. HEFRIBEEINME
(order) MAE, BRZNEFD, ZBLLRBEMBENTHRT, RIfLARZIRE .

o [RIE

Linux{#ER{kEERSE ( buddy system ) IELDECEL. BEIEMNTHRE (— R
FHARNFAK) DREEHERIEE T NN TENOHES, HEFHIENITEEAN
ERIAELTRFRAN— 1 ER, RENHEN1. 2. 4. 8. 16, 32, 64, 128,
256, 512, 1024, FRLA—RMERILADBCAYSR AELERIF 1024 MELERY4KTT
%, BMAMBRIARTZ.

BIZEIBE— 1 EIE2561TENATF, IEEMEorderht, ERASRREHELAF
9589, 10. 117NER, —1MAZT, FRREUMBNTRAE, X T—
/|\5 Eé”%ﬁ_ﬂ\%\iio
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WNERFFEHRIOAZT, BIEEW, NAZ EiRigIRpage allocation failure, it
IREBEE, WIARRIBMEN6AINFIREM:

page allocation failure:order:6

o MKRITIE
Flalloc_pagesiE4EHRiERMEAFR ( Flglorder=10) , FEM, HEIRIBFK
'8

list corruption

list corruption@ RZASERERBBEXRMAVRSE, IRiE2EE45 Alist_add corruption
#0list_del corruption,

o [RIE

MiZiRtlist_addFlist_del, SHEANRIERENEHERNBIUE (valid) , KWEB
HfE, EERIEINSEMFET =, NRGEHEREIM, N EfRcorruptionf&iR. &
EFREECIBEMLib/list_debug.c,

bool __list_add_valid{struct list_head *new, struct list_head *prev,

struct list_head *next)

return
return true;
EXPORT_SYMBOL (__list_add_valid);
bool _ list_del_entry_valid(struct list_head *entry)
struct list_head *prev, *next;

prev = entry->prev;
next = entry-=next;

if (¢

entry, nex
return false;

return true;

EXPORT_SYMBOL(__ list_del_entry valid);
XMERBEANERERESHE, AINRERE. RFERITE,
o MRTIE

FBlist  PIRZAREZ O BIERNESR, IEEEBMERT =iprevaknextiSst, BIEH
M#zlist_add/list_deliZ,

Bad mm_struct
Bad mm_structf&iRiBE 2B T AZPII— DB P mm_structEBLEE IR SRR

RS,
o [RIE

mm_structZLinuxAZFII— N EBHIREE, BT REHENENNEFEX
WNRIZEREWIRILR, e SRR RN ERESE T, XMMEREERER
BEEH, Hlimm_struct XIZAIFEHERR . NEBRSE,
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o MKRAE
TASfETSE, HEEER, SELinuxRFERZALEEIRINSMABad
mm_struct,
1/O error

Linux I/O errorfRiEEERTEN/BIHRERW, EMK. BEFIORERNZE,
BN U RFEFEE AT TENXMEIR
o [RIE

ERREEBUR TR TRMAIRE G . ERAMASEREREZEEIE. #E
IR, XHRGEIR . WafEFial. MIRERESE, IS RFA=HIZMEEA
HE EREUERY, MREREEIR, MEHII/OEIR.

o MKRFIE
RERSHETRE, hitWE, SEEEHERA.

EXT4-fs error
EXT4-fs error@HFext4ENINE RS, TP RAEIREH.

o JFIE

NAHEFRR/IMFEERMAM “BX” (sector) , EEZSNBXAER “HR7
(block) o inodeTTREENHRITTER, SIEXHIGIEE . CIZHEA. X
N B, SEFREFERIEELR (block number) . EXT4(&=HYinode(S B85k
K< A&ZEXT4-fs error,

ilafilel inode table
VhRfile1FT1E B blocko
SRR
inode0 blockl bliifi "
file0 inode0 block2 FEse S
filel inodel block
block3 block3
file2 inode2
inodel block4 block4
1RiE
inodeith block5 block5
HEifE]
inode

AiZextaRIGEAchecksumiXiginodelF 8, HHMHOXFREIR. WEBEHRIR
BY, POROR[E-EIORIREE, R _EIREXTA-fs error checksum invalidiig .

o UKL
(FREZSETETIRE, EENZE,
MCE (Machine Check Exception)

Machine Check Exception (MCE) 2CPULINIEHEIZATALAZ IR E ( exception) ,
LIRS 218, BEAISEEIRabort,

o [BIF
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fatal signal

warning

panic

SHMCEREREES: S&EHMIE. RWFEECCRILTE . cachefgi®. TLBiEIR. A
ERATENERIRE . AIBHEESEREMCE, REMAIBIOSERE . firmware bug.
Hi4bugth BERIEES [REMCE,
MCERRl HIR, IRERFE—HSFEFRIMachine-Check MSR, 1RIES 178
AYEIRASHATXI M AYRM IR R AL ( RECECEURER A RAYC 5 52A95EH ) o

o fMEFAE
TARMEE, BE&kHiE, NFECCRIHE . cachetfiR. TLBEIR. MERAT
fhEIR SRS SRt AMCE,

e

fatal signaligESAIE S X ARERIRBE N RIS HITEEX LIERMRESEE, &

$ESIGKILL, SIGSTOP. SIGILLE,
o [RIE

LinuxfS5S (signal ) #liHl, AFHRSEHHEZEEN, S—FRLABMIH . =
—MESKIEE—THE, MRMERGHET T HEIERREHRER, HTIFE
FRIFERISHR T o
MRSIGHEFM, BlAfatali5S:

o MKRTIE
RRPESEFHITIERRES . kil -OFR#HE.

Warning2#{ERGHEIZITRY, HNEIRZZELESAIPILIARA (issue ) , TREAT
LIRENE, STENRERRIABERES. HkE, RAREETT.
o [RIE

Warning 2i&3HFAWARN. WARN_ON. WARN_ON_ONCEEZRALARY.

SXHWarningIRRESH, SERBERKRLEN, FHEAAWamingZ=ZREAKR
A, WarningZHASESHEZRIZTRERERT, BRIRHLEWarningfYs
=

o MEFBE
RIERSEBMIEWarnning 44,

Kernel panic2iSIRERAEWNEINENHGEIR, HLEZLeA IR RENY
E. IMASIEFMEEIER, EfTkernel_panicBRE, FHROIRHLSE & LATIREY
HEEMSEITEDE KR,

o [BIE

SHEENERSMSE, BEREITEREAREE, #EEAkernel_panichI/R
S iiﬂ@ﬁ@?ﬁlﬂ’fiiﬁ&iﬁﬁ\ RZ=ERFRORE . AFBDITHA . R
ATEHE o

o MKRFZIE
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XGPU =45

11.1 XGPU HE=HFKARHLAR

XGPUHZRAREATETAXEMGPUIFARITEZIRAR . XGPUBRSSAILIFREGPU
RR, SUWSIERHA—KER, NI SHILREES, REGPURRHEIRAY

AR RIS IR AN o
XGPU HEHARZ

XGPUBZ B fIR#ZIKEN A B s IEMEMRIGPUIRS , ERIEMREHRIRE FREER
MBEH, ARDFAGPUEHRIRE TISGFIERREERURIE. EaTLIBE&H<SH
(Bt E AR RRIEIGPUIRE o
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11-1 XGPU HEH ARZEGE

_ GPU
XGPUEEHUE | CHANNEL
i 2E: S

NVidiatEagzn

T4/V100 GPURBEH

miis

o TR
MERRRANREAR, BIKGPURNE DRGSR, EIMMSEHENS.
BERSHOWSHRT, —MAINBHAFTE—EKAIGPUR . XGPURIHIIILZ
%ﬁ%ﬁ?-EKGPU-ﬁ, MMsEBSHZ2IRE, AGPURIAR, HLIAH

o HREDERIR
XGPUSLHL THIEGPURIRIFERN D, S LURIEARLAIRIEECE -
- XHEREFHNENRNERLYSD, SRILURERERIESE.
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- —— =7 - ———— —— —— —— 7~ — — — — — — — — — — — — —

EFET

BhEr

]

-  XGPUXFRIEEEFMA BE%%#JEI’JEEH Bt ETNENE NS
S50, OISRV GRS, SR NE A MET 4%,

o FAMLF

MUEEHRERIDockerflContainerd TIEA T, MBZEZAKubernetesTIEAT .
o IR{EfER

THREMIFAINA, ETHLTHECUDAR,

11.2 Z3=FHEH XGPU

RETNBRIMILELERXGPUIRSS -

£JRPR !
e XGPUINEEX7ENvidia Tesla T4, V100L3#,
o HCE OSHIZhRA/5.10 % LA LhRAS .
o  GPUSLfIE %4E535.54.03 R AHINVIDIAIRES .
e GPUILfE%2%£18.09.0-3005k B SR AAYdocker

o XGPURRSSHIPRESINGER ihL,LUVMEI’JE‘tEIH1EM‘ BEFICUDA API
cudaMallocManaged(), E%ﬁau, B2 WNVIDIAE S, iBfEAEMS(
BRIEE®F, flaliEAEcudaMalloc()Z

o ZGPUERHMEIZARBIIREI, 2N FH&F_ Hatket, Bidnvidia-smilsil T Bis
MERYSERE DB A ANE N LR,

o HCUDANAEFEIZERT, £EGPUERLHIBFE—/\EHSUVMETRE ( ENvidia Tesla
T4EXZ593 MiB) , XEHBREETEEHHE, ~SXGPUIRSEE.

o ERIERERIMERIZI S EE AR TR ER
%% XGPU fRSS

LRXGPURRSSIBEX R Z AR o
HEFCET B 5 | RS EMXGPUEIMLARSS , BXIEFESINGPUERML.

XGPU FR55{ERzH!

SIIXGPURRSS ARSI TRR, ARSI ENREEEH. B
5| LUBIXGPUBRSSIRIEEHFNER .
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5z =12

11 XGPU H=# K

F 11-1 ¥ XGPU [REINET S

METEZFR HEk | %88 ]
it

GPU_IDX Integer | IEEDROFHENGPUR | hBEHE—KER:

o GPU_IDX=0
GPU_CONTAINER | Integer | &ERSATFERANET | ABRDEMERFEA/N
_MEM K\, B MiB, $95120MiB:

GPU_CONTAINER_ME
M=5120

GPU_CONTAINER | Integer | isEEBEEHHPEED HAFENES0%IEH
_QUOTA_PERCEN kv bl
T BN %RIER | GPU_CONTAINER QU

X9, HESNEHRME | OTA_PERCEN=50

F4%,
GPU_POLICY Integer | IEEGPUERNENIRE | RESNEERIEAE

ISR . EEHAE:

HRE,

o 1: EEENRE.,

o 2: EIAE,

e 3 IBHEE.

o 4: NEISHAE.

e 5: BRIAE,

e 6: WNESAE,

BHIRE R ROER

XGPUERESM
GPU_CONTAINER | Integer | {8 ERSEHIMER o tliESmAER DS
_PRIORITY o 0: {EME5ER GPU_CONTAINER_PRI
PAnvidiaf9dockerBIZAm MBS AR, NBXGPURSHIERSE, iU T.,

& 11-2 HENL

_QUOTA_PERCEN
T

2% 75881 | 282 o)z
GPU_IDX 0 EERNARERFE—KER,
GPU_CONTAINER | 50 30 HNBER1DES0NEH, IEER2HE

30%E 1,
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2% N2 | 5822 yLol:fz
GPU_CONTAINER | 5120 1024 FER1958E5120MIBREE, A2
_MEM E21024MiBE7F,
GPU_POLICY 1 1 REF—KERFEABREENRESR

198
GPU_CONTAINER |1 0 IBEERR1NSMERDE, BE2NE
_PRIORITY RchaesE,

=Nk

docker run --rm -it --runtime=nvidia -e GPU_CONTAINER_QUOTA_PERCENT=50 -e
GPU_CONTAINER_MEM=5120 -e GPU_IDX=0 -e GPU_POLICY=1 -e GPU_CONTAINER_PRIORITY=1 --shm-
size 16g -v /mnt/:/mnt nvcr.io/nvidia/tensorrt:19.07-py3 bash

docker run --rm -it --runtime=nvidia -e GPU_CONTAINER_QUOTA_PERCENT=30 -e
GPU_CONTAINER_MEM=1024 -e GPU_IDX=0 -e GPU_POLICY=1 -e GPU_CONTAINER_PRIORITY=0 --shm-
size 16g -v /mnt/:/mnt nvcr.io/nvidia/tensorrt:19.07-py3 bash

&E procfs T

XGPUBRSZIZ1THYSTE/proc/xgpu NEFESIEEZ N procfsB R, EaLUBEE
procfsTI mBEFIECEXGPURRSHEXAEE . TENAZprocfsTmlIHEIE,

1. BT TS, EETRER.
ls /proc/xgpu/
0 container version

BHRAEIRPIN TR

B ié'f%‘%'é il
0 =5 XGPUBRSB S XIGPULAIRI R E-REMR—TEIE

=&, FHERMFFRBRER, FIg00. 1. 2, xpl
FRE—KER, YNAIERIDAO,

container | iE5 XGPURREB £ I NEITEGPUSL AR IS NS 224 —
MIEF,
version HiZ XGPURYKRA o

2. HFUTHS, BEFKERMNNBERAS.
ls /proc/xgpu/0/
max_inst meminfo policy quota utilization_line utilization_rate xgpu1 xgpu2

BHRAEIRPIN TR

B3 EE3 | X8
y
max_inst | iE5 BF&ERENHEAEHE, BUETEEN1~25, (NERE

BRETHER THIEN.
ER-RSHEATBRIEERN.

A
S

meminfo

\
/
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B# 53 | A
B
policy =5 IBEGPUERNENIRERIRES, EHAERT,
o 0: REE&AH, BFEERAE.
e 1: BEIEEHEE.
o 2: YRAE,
e 3: IBHAEE.
o 4: NEBHEE.,
o 5: BRAAE.
o 6: NEFBHE.,
BHEE R FIXGPUEDEE A .
quota s BHENE,
utilization | %5 EBZEEEINE N EFIKAILZ .
line HGPUEEFBRETIZER, EATBREEFE%
B, BNELSSEZBoEHELEEs.
utilization | R GPUZELFIFEZ,
_rate
xgpulndex | &5 BT LEREIXgpuFBER.
AR, BFE1KE-RAIxgpuIxgpulflixgpu2

HITIATaS, BEcontainerBRAA,

ls /proc/xgpu/container/

9418 9582

HRABIRIPIN TR

B= X5 | 58

ﬂ
containerl | 5 RNEMID,
D

{EFAXGPURIEZBRAIHRSERIID, BNER/IN—
MDD,

HITLA TS, BFcontainerlDERAR
ls /proc/xgpu/container/9418/

xgpul

ls /proc/xgpu/container/9582/

xgpu2

HRABIRPIN TR

Bz X5k | %A
B
xgpulndex | €5 EBFitaeEiIxgpuFER.

KRR, EFAERL4188xgpufaxgpul, BFEE
9582[YxgpuAxgpu2
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5 WTLUT®S, BEExgpulndexBRHA.
ls /proc/xgpu/container/9418/xgpul/
meminfo priority quota
BFERA RPN TERR:
BR EEE | A
il_]
meminf | HisE IXGPUL EHY R M EF XN IHBIRIRT B EF KN
0 %03308MiB/5120MiB, 64% free, 55 HE ¥5120MiB, |
F64%0]{FH
priority | 5 FAFRESFINESR, BRIAMESNO,
o 0: {KIL5ER
o 1. BILFELR
ZBEATFRELEX ESFERRS, SMEAERSEEILIE
HIEMERESSENEN .
quota | RiE LLEXGPURECHIE LB L.
50, FEILEXGPUSED T E-R50%AIE .
T#EprocfsTRAEIRE, EULAEGPUSLAIRfTHmSHTIRARE RIS, BE5NE
FRE, RABSUW TR,
we R
echo 1 > /proc/xgpu/0/policy BHE—IKEEREAERIEANE
RAE.
cat /proc/xgpu/container/$container!D/ BEEIEEREBEXgpuPEHEEKR
$xgpulndex/meminfo A
cat /proc/xgpu/container/$containerlD/ BEEIEEREExgpunBEchIE IR
$xgpulndex/quota &5,
cat /proc/xgpu/0/quota BEE—KERERFRTHNED
WNE,
echo 20 > /proc/xgpu/0/max_inst REE—KEFRZSALIGIE201
B8
echo 1 > /proc/xgpu/container/ IREIEESEEXgpulIER IS
$containerID/$xgpulndex/priority LR
echo 40 > /proc/xgpu/0/utilization_line REE—KERNERLESEND
[EHI7KAIE2H40%
FH4% XGPU RS

XGPURRSB RS HRAIG
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1. XMFEIEITHHNSRR.
docker ps -q | xargs -1 {} docker stop {}

2. FExgpulrpmE,
rpm -U hce_xgpu

0% XGPU RS

1. XAMRBIEITHHNERR.
docker ps -q | xargs -1 {} docker stop {}

2. EExgpufiirpmEl,

rpm -e hce_xgpu

B xgpu-smi TEISIRSSE

AT LAE@IIxgpu- smiIEEEXGPUE%%E%E%EW BIESEID. EHFER. HEE
R, EEEARSIRERS

xgpu-smil i EREEN TAR:

800ap9ae74bc | 0% / 30% BM / 2080M |
b8402c9316e4 | : 0% / 10% | aM / 6008M |

fZe]{Exgpu-smi -hipSEExgpu-smi LENEEER..

t ~l# xgpu-smi -h
: s monitoring info on about xgpu containers.
The data 1s presented in either a plain text or a jsen fermat, via stdeut or a file.

Usage:
xgpu-smi [flags]
xgpu-smi [command]

Avallable Commands:
clean Re
list L1 PU containers and used GPUs
query Show XGPU containers' information and GPUs' available resource information in JSON format

Flags:

--container string filter the specific centainers' on
--filename string leg to cified file, ra to stdout
g, --gpu string filter specific GPUs' 1 =
--help help for xgpu-smi
--remote-runtime-endpoint string endpoint of remote runtime endpoint (default "unix:///var/run/containerd
Jfcontainerd.sock™)

Use "xgpu-smi [cummqnd] --help™ for more information about a command.

11.3 XGPU S ARG

é’lﬁﬁﬁXGPUHE%ﬁUEXGPUHT XGPURSZSSIZIBRAREHE ( max_inst ) K
RigEER (Xms) %:_Fjj@g% PEGPUE N, LABIT1. BByT2--BtNE R
Zliwmax instLA20A%1, NBERFEEEREINEDREE R

FERE (policy=0)

[FERAEFRRERANVIDIA GPURBHEDRELR . EREEEREE XGPUREX
MEFHIPRE .
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1 2 HCE OS B9 REPO [RECE S {dZiE

HCE OSXRARPMB.NEIERY, FHHIEM T SRGERERNESREPOFERA IR
BRHEEH, SREIdnf/yumisSSEE DAY HEIEINRE, B8iF%%. AR, &

HFo

B/ repo EEcE

BT M =IRSS 2R MISEAIHCE OSEAIARR, 7£/etc/yum.repos.d/hce.repoX e
EIANELE B HrepoiB. LAHCE 2.0iRAN I, HEREWNT:

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/ debuginfo/$basearch/
enabled=0

gpgcheck=1

gpgkey=https://repo.huaweicloud.com/hce/$releasever/ debuginfo/RPM-GPG-KEY-HCE-2

HpEFREMTF:

e name: XfrepoiEAYEIA

e baseurl: GEERTERIBRSSEEMUBIL, XiFhttp://( ftp://. file://=FH&= o
e enabled: EEBRZMGCE, 1F~EH, 0FT~ERH.

e gpgcheck: 2EHITopgRY, 1R REHRE, 0RRERRE.

o gpgkey: RIFREFAIMBLL, AT gpgiRia.

A ER
Bz RIS R BRI RR . FAR~ERN, FEVEBIZUS .
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$£=7 repo JRHCE

?lﬂ;%g%ﬁi%EHrepoi}E, A AT ERTECE ( LlopenEulertt XHYE&IR S
) :

1. 7£/etc/yum.repos.d/ER#iEopenEuler.repox 4 ( ZFFEILIBEN , MHEHR
ZELA.repottE ) . fEAvim /etc/yum.repo.d/openEuler.repois St TmiE

BLECESZT, W[openEuler], BEZWAM—, nliRIELIRE R TIEZE,

BcEnamei®ll, “openEuler repository, X REENEMREA, AJIRIBELFRE
HITIEEE

4. fcEbaseurlikln, Itb4hJ9: https://repo.openeuler.org/openEuler-22.03-
LTS/0S/x86_64/, FIXIFEMIZIEHEFREY, BIARISZE openEulerayEXIi
repofetENE SRR

EEgpgchecki®If, 71T/ R LEAIIIEEIHITpgRLE .
EeEenabledi®ln, HA1FREEIZrepoi&,

EeEgpgkeyiflin, LkAbJ9: https://repo.openeuler.org/openEuler-22.03-
LTS/OS/x86_64/RPM-GPG-KEY-openEuler, F£Rgpgtia{FHIAAEETFIZ
HERE

Ex#2openEuler.repo X 43R T :

[openEuler]

name=openEuler repository
baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/

gpgcheck=1

enabled=1
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/RPM-GPG-KEY-openEuler

ikl

AL AL B R Apriority=F Rz repolBAIE e AR SEERAHCE OSBIAIR,
B]#Ehce.repofic &+ ERIN L priority=1 ( HEB/IMULERMS ) , AREF=FREE
FN_Epriority=2, #ERIESLIFEREITREZE, AU ARE, TEAopenEulere
FEECE S22 HCE OS3kElopenEuleril B4E .

[MARY:E
WMREARRHEE, JSERFISRHENRHCE OSRAFRPME

yum/dnf EIERST

HCE 1. 1{33ZFBETyumap ST S IBEXIR(E, HCE 2.0E S FyumS5dnfas
<, BRI EEEXNGSUT:

Ih&e yum#pd dnf&d R

ZEMEE, | yuminstall <& | dnf install <3k | Ze2Egcc: yum install gcc
“e> HE>

ENEEHE, | yum remove <8 | dnf remove <3t | ElEgcc: yum remove gec
He> 48>
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Huawei Cloud EulerOS

FFisr 12 HCE OS B REPO BB S Z=E
Ihae yumap< dnfis< 5l
FIHEZR%E | yum list dnf list FIERFERFBERE: yum list
RS E) installed installed installed
EW4E | yum search <% | dnf search <@t | #ErepoiEh#Zgccl: yum

46> 48> search gcc

EGWHE | yum info <@4 | dnfinfo <@ | TifgccHE(EE: yum
== B> B> info gcc
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AHBHRE EFM5AA
2024-03-30 F)URERN AT
i
HCE OSHIREPOIREL B SH4& 3
5
ITBIRIE, I FTHRDEXER,
2023-12-30 FHXEXAS
B3
o XGPUEHBEETHI, *NFEiNESSERE (policy=6)
‘;é'o
o FISINGE, *FTENSNEMETEFHFRER@ES
go
2023-11-17 FINRERAT
B3

o HfFDockeriZBIHEENERT, 1ELLIRIRBILAR STER
ELRAR .

o IHMHIGFEDME, HFARMEERGTEA TGN
a";.

o IR, TRITHLKERASEHNIURIELRST
BiRBARE.

o LRPRH, 1ZEXLIRPRE,
o LUTRPRE, 1ERTLIRBRE
o TEFHEMXGPU, (Z2LIRIRH! .
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2023-09-27

FERRERXNKRT
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o AERESFHIIEE

o ZNNME

(5

o LURPRE, FEEIMESFkotE o

o THMERHEFERE, FOMBRERR

o TEHEA, #i¥iEEulerOS 2.9/2.1081HCE OS 2.0
ARMIBERZHIRB T o

o PREIIR, EFPREIIE.
o YRR, 1ENNLIRIRH] .

o MR, HBINENSIMES TR, LANEHSIMEFIZNSINERY
TR o

o EEINH, EINEhEINERECE MRS

o TREHFERXGPU. XGPUEHEESRGI, 1EINEENERE
EEHER,

2023-08-03

LN w2

&

o HEFRTIE, tEiNmotd_setupS#{.

o OSMTEHSHEER, 1EhN--nocheck&#L,

e HCE OSikEYopenEulerfy B4R, EMIRELSE.

o HEAR. BHEINE, ZiFhce-wae-autorfpSILIIFEIZ
F, EINEXRE.

o XGPUHERARMLR, EHIFHEBRSWHLAEI%,
(BRI RIHEA; A0 “XGPUINBEXTENvidia Tesla
T4, V100. A100. A30. A40. A8001%” a944sE
PR

o TEEH(FAHXGPU, EINGPU_POLICY,
GPU_CONTAINER_PRIORITY. max_inst, priorityZ2#{
REXAE; EHRBIEIEE~1ZE0~4; N

“Bidxgpu-smiTEEEAE" BB,
N
o Hl{EDockerBBHBINEES
o FEENIH

o XGPUSEETA!
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BIRERE
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e PodFREETH

o HZINRESHEO

o ItZmemorylJOOMIETZFEHIZRES
o ZmemoryIZHK AT LN
o Mixcpu cgroupIBHREIEE
&

o Hh5EEFIZE, #FECentOS 8.4/8.509MseEFI% .,
o ERSINE, EINRIELE

ilIES

o NFMMRTEFH “ERER" EFH
e perfTH

2023-01-17

FIREX AT
1hn

o ZIERERFI

o FRELEHRIE
o TH3

o hsEFIZE, EINCentOS 8.3)452BFIE,

o (HEHEdAnfEyumip$HL, EFfdnf list updatesis <,
HFEREL TS,

o ZUTRPREI, *FELUSRPRF,

o RAFEFIELE, MRIELSE.

o HEFTIE, Effosmt.confBitE, NFSEIRMIEIAR
e osmt updatefpSEHT, MUIRESE,

e osmt-agentfRSZENEH, MHRIELE.

o [EBRPME, #M3EEIRIEAA,
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