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ERift A&t

<version> <project_id> <resource_id> <instance_id> <srcaddr> <dstaddr> <srcport> <dstport> <protocol>
<packets> <bytes> <start> <end> <direct>

1

1 0605768ad980d5762f8ac010b919754c 9e00a67c-b21e-435f-9da6-20004b8392e9
a5cbd16c-7d99-4000-8f14-526ec48298ce 1.1.1.1 192.168.1.199 0 0 1 229 22442 1664007127 1664007727
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SIS 1EAS_PathBIEFIZEd, Bk EHTAS_PathFISFTE(TAORIESITH “MIKR” .
RS BARSEIE .

$6 FHATIRE, BE ‘27, MERAS_PathFl.
AS_PathBIEMISIETTAIRE , SEEIRIE.
R

9.3.6 1£ AS_Path %Z=Ai7N0 AS_Path #im

B(E7=
AREPHIESHFTEAS_PathFlIZEHRANAS_Path#IN, —NAS_PathFlZ=Aa LGz
ANAS_Pathiillll, SMNAS_PathiNIRT Ri—&53 N o

YR 5RE
e AS_PathiiNIE&ZMEREFFRITAIIRER, UWIRAS_Path#IMEAEAIIRHEIEE

HITEZRER, NURIDAS_PathiRNIET, BTG FISF=ERIRNE, EERIE,

o TERE—AS_PathFlErdr, AS Path#INIEIHIFFISEREEES .

BUESR

AS_Path#lNIE ETEAS_Path3ZReh, FHRNNAS_Path#LMET, i55cEIEAS_PathFlZE,
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EAVIRERES

BPFPigE 9 FRAIEH!
BMEER
$IB1 EREEERHE.
BB mhEmEnsas Hentd, BRREGHNRE.
FIE3 B “IREIIERT , EIFE N > DIIEHREET
HAEW RN,
T4 EEEMSHE, &R “IRHRiEE > AS_PathFIE” .
HAN “AS_Path?IFE” TE.
$IE5 1EAS_PathFlZEFIFS, FEHEAS_PathFIRZFR,
HAAS_Path#l ¥ ERE .
$IF6 PEHEIIRA EHRI “IHRINAS_PathiiN”
g “SARHDAS_Pathiiill” IHEIE,
$iE7 RIERMIET, BLEAS PathilNEREE, 01FE9-1573<,
% 9-15 500 AS_Path #NI-S %0508
SHBIR SHLREA BEHHI
=205 RS H 10
—NAS_PathFlIZRH— Pk ZPAS_Path#i 43
B, TSR HIRERSISMNNEIXRIREHRIT
IUEe, ISRIEEEESHENAFEYS, BETEE
*90~65535,
PUEgiE RS H UF
AS_Path#l A9 PCEAES,, BMEINT:
o HULAC EAS_PathiRNIFAISEE, ANRIZMNY
HCEER 2R, NWIXRIBHEESITFETD .
o H[THEL EAS_Path#NAAISZE, A0SRz
HCEER 2B, NIXRIRHEIE®ED
FENFRER | ENRELHHER— “FHF8R" KmA—MF | 65+
fif, RARERIER— “ZFR" 2E/FEXD
$5IE, AS_PathiflUEZBEEN “IEMFRIA
", AEEICEBGPIRHEMIAS_PathBiH(S
B, MmsCHIBGPIRH(S BT E,
AS_PathIENIFARAIEMIRAE, BE2R
AS_PathiEMIZRIAT AR
$IE8 BEXERIRETME, Bl “HBE” .
IR[EIAS_Path#lMITAE, EENIGIZEAIAS_Path#Nl,
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AV ERAES
5 =12 9 IERiEH!

HEXRE

AS_Pathi#RNiRINSE R EAReEIE, EaJLAMIFREBAS_Pathfill, AEEFHHM.
9.3.7 &4 AS_Path FIZEHJ AS_Path Fi0

S s
;g:gvxﬂ%As_Path;iU%mE’\JAS_PathiMU%,%%tH:ZEXLsxff%itE’\J%ff%EP, HESHFLUT
o SHHAS_PathFIFRAHIFFBEAS_PathiINEER
o  SHAS_PathFlRAEIEFAIAS_PathFNSE

BMELR

LR SREEEHE.

S hEEEHAE R, SERIGNRE.

SW3 B PRBIIE , EE WL > RALIERET |
HENAV IR RS T

S EEMSHE, S “IREHEE > AS_PathFlE” .
BN “AS_PathBl&” M.

FBES5 TEAS_PathFlFRIIFH, BFHAS_PathFIFRZIR,
H#ENAS_PathiITIiE ST .

S6 1EAS PathiUUBIZ LSS, Bk “SH1” , MREFBIORLE,
o SHLEMIREIXLSX: LFIAS_PathSIEREIFREAS Path ISR SHER
i
o SHESPEIRIXSX: DIEESUHAS Pathill, SERE  SHEE
JREIXLSX” , I5ERIAS_Path NSRS HERNS.

—-4ER
9.3.8 &F AS_Path FIZEHJ AS_Path 0|
B{EI7S
2%3 SSRPEEEAS_Pathillll, IEAS_PathfINMIFFIS . DUAzEmIA R ER
AT\ o
REL

BB BREEEE,

SIE) MEemEtlar FErd, HEREIERE .

SIE3 mE CPRELIET | MR P > ISR .
HEN RS FRSE E A
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FFisrm

9 IERiEH!

SRA EEMSHEE, &F “BEES > AS_PathdlIR” .

BN “AS_PathFlZ&” THE .

SIS TEAS_Path¥ZRFIFEAH, BFEAS_PathFIFRZIR,

HNAS_Path#l M BRE, BEAS_PathilUAYEMEE .

-

9.3.9 £ AS_Path 5IZEF & AS Path #im

Brn=

2R SRH!

BRELR

BEHIES AP ERFRAS_Path#iNl

AS_Pathiflll & MEEREFAEZITAIIRE, TNIRAS_Path#lNIFFERYEEHAZRIEE
HITEZEER, NUMIBRAS_Pathi#RNIET, BEIREFWSF=ERIN, EIERE,
AS_Path%F|FRFHWREE—AS_Pathfil), EUETEMFRERG—5AS_Pathil
M, ERTLASSRINERARN, SXEEMRERIBAN o

rEEEHS

phEmmtas Fank, EEREEE .
Bk IREFIET , EIE FE > SUKERE |
MV BRFASS A .

FEEMSH, EE “ImEE > AS_PathFlE” .
BN “AS_PathBl&” M.
fEAS_PathZlZRFIFRH, BHEAS_PathFlIFREZFR.
FHNAS_Path#RNIE BRI o
FEAS_PathillIFIseeh, B EARRIE NI FRAETAUIRIESIREY “BIRS”
LR IATHEE .

WA, @ ‘27, BIRAS_Path#INl.
AS_PathIUMIIETTAIRE , SEEIRIE.

.
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FFism

10 Mf=

lAtes
n"ﬁ:fﬁ
10.1 ZIFRVLSIEFEIR
TheeiR A
AHEN T UGN LR RIRESOLIETES, Q0SS B
SIEHINBERE, FoILIE = A B B A shAPHE 5 2 (o AL B e
SRR
RTiE
SYS.ER
At S =T

ﬁ _”/_;IHEJU ’ u E_]'Llll"j:

o {RVVERFASRSEAIST RIS IEAR
o RNVERFRSRIERCTISRISIEIEIR

& 10-1 IV EREARRSEAISTIFRIMTSIER

el R SEBILAR (Al B FRER IR I 48

IEIRO

BHRID Ei=1n BiRE X BEE | NENR WEEE (R
2R El Pt
instance_ | AF5 | ZIEFRATFSEIT |20 AVEEHZESE | 198
bytes_in | [@ii | N EREESSEA] il
= )\T:TF]EI’JHQ.:.M
Eo
B =
instance_ | 5 | ZIERATFREIT |20 EAVERAZEE | 198
bytes out | @it | {EVLEEEHZESLA! 15l
2 ?:I:IB'I"]E’JHinmu
Eo
B F1
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52 =152 10 #6545
}SHRID fBfx | IBiRaX BBET | NEXR WSEEEE (R
2R El tafekR )
instance_ | A& | ZEfRAFREIT |20 AVEREHEESE | 198
bits_rate_i | @t | EMEEHIEESLH 15l
n B ANFE, SibiE
WIHIELAEES .
=VivAl =0
instance_ | B | ZIEFRATFS&EIT |20 AVEEEHEESE | 198
bits_rate_ | @ | {BILEEHZESLA 15
out = thE, Bk
IEHIECAEEL
BT EE4E/RD
instance_ | NB5 | iZIBFRBETEIT |20 A EREEESE | 1958
packets_i | [aPPS | 1\l ERER2ESLH] il
n ANFE, SibiE
WHIEIRE 2L
B 8/
instance_ | B | ZEABETFSLT |20 AERREESE | 105
packets_o | [@PPS | 1\l ERER2ESLH] il
ut tismE, 8k
EHEIES
B 8//
instance_ | BiE | BB TEIT |20 EAERHESSE | 1958
packets d | B§H | fMVEEEIEESLH 15l
rop_black | &% | #, BTERE
hole (234 SHIEBSH
= =,
Bz
instance_ | Tt | ZdEWRETSIT |20 EAEREESSE | 1958
packets d | Bc#§ | EMVESEEESLH 15l
rop_norou | BE | &, AFIEAL
te 78 | ECESHOE
HE | 8HE.
B AN
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10 mafs

& 10-2 VIR AR ISR IF RIS IER

}gtRID Bir | BiRaX NEE |NEWUR BEEE (R
2R Bl YRIEHR )

attachme | N\75 | iZBHATST |20 EAERARZEE | 198
nt_bytes i | [@iit | {EIVISHAZEERE %=
n = N EHIRLER

=,

B =T
attachme | 75 | ZBEATSIT |20 EAVRHEE | 198
nt_bytes_ | @i | dALESHIESIERE £3
out = HAEAMNEER

=,

By FH
attachme | N5 | iZiEfFAETFST |20 EAERHESE | 1908
nt_bits_ra | @® | AVIRHSEIERE £3
te_in = ANBM, BfE

WHIELASES .

BB R4S/
attachme | 7% | #BaBEF&HEIIE |20 AVIRHEE | 198
nt_bits_ra | @& | \WERHESEELD 53
te_out = FE, gibaX

ROELASFEL.

== v =3
attachme | N5 | ZBWAETFSIT |20 PAVRHE | 198
nt_packet | [APPS | &\l EES8%ERE &3
s_in ANEM, BE

WHIEIRE

BAf: B/R
attachme | 75 | iZBHRATST |20 EAERARZEE | 198
nt_packet | [@PPS | {MVIRESSIERE =
s_out HamE, 8k

EREIREE.

BAf: B/R
attachme | 2@ |ZiEfFAETFST |20 TAERAZHE | 198
nt_packet | BSH | {EVEREIESIER: =
s_drop bl | £EF |%, BTERI
ackhole 8 | HSEIESH

= ==
=<1 vANE
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EAVIREES

5 =152 10 #5§%
$8FRID fgfr | EiRaX NEE | WENR SiEEH (R
B 3] SatErR )
attachme | Tt | ZBsAFSIT |20 EAEERRE | 1598
nt_packet | Fcig | {EVEREIESIER: %=

s.drop_no | BE | #, BFIEHREL
route 78 | ERERESEHE
HE | BHE.
Bfy: 4

Zgﬂzﬁ%ﬁw%éﬁfﬁﬂ’\]%%ﬁ%, (EREROEEnEERT, rElEHEEHY
ricgs
o THPNEIEIEIRE, SHEEJImERES):

dim.O=er_instance_id,d9f7b61f-e211-4bce-ac5f-2b76f3d0cf1d&dim.1=er_attachment_id,659614a0-
e559-46c0-86ca-00c03¢c3d61b8

o IEEHGEIEIREY, SHEJimEREG):
"dimensions": [
{
"name": "er_instance_id",
"value": "d9f7b61f-e211-4bce-ac5f-2b76f3d0cf1d"

b
{
"name": "er_attachment_id",
"value": "659614a0-e559-46c0-86ca-00c03c3d61b8"
}
1
HE
Key Value
er_instance_id iz =z Easut]
er_attachment_id AR ZEERE

SLAISTFAYIRIEIERNEHEE 9 er_instance_id
EETIENMSIEISRNESEE N er_instance_id,er_attachment_id

o 1IIIRAE
o 1

AVE&ER

o8 o

10.2 BEEGIEEMR
B(Eins
AEIISSAPEE IR SRS AIL S B8 f S S ST o
BELTR
LR BERSERHE
S BEEEE ﬁ%IJL‘EJ:%EfJE, e AHFITE ,
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FFisrm

10 Mf=

B3 BE RSBIIRT , EE ‘EIESNE > ZEERST
AT HiEIRSS £ WH
$R]A EEMNSHEE, EF “TIRSNE > BWRER"
FEAN TR B ERRESZR TH o

SIS ERERARRIIRP, DRPTIATRIE, EEEWVIRASRSLAILIR IV IRRREE
HYSCRT M HER
o EAEMWIKRARLAIRIEITISR

a. TELWIEMIESIET, BkEFeUEREFETIRETY “ BB

*T o
NI EFRE B TRE
b. ;“ fﬁ?ﬁahﬂ?ﬂ%m[ﬁ], RIEREIRTEESH, &5 IRMEELAIAYSE
BtFo

o EERIIRAHIDERANEER

a. fEMWIRMEESIES, BE 7 BAEGCLIRMEMNESIIE, FehE
h:ﬁﬁ?‘ ITRORME TR “BEREER -

NS ERFIERE
b. T‘ BIFERNFERE, RERERTRKESHY, BERRIIRHRIERANE

}E*:R o
AR
FEEEENEBRE, SHFEERE, 52 IBERRSKEER.

-

10.3 BIESEMNIFNEA]

BEES
AETIES AP R AR AILAR g S IR EANAEA
EEREN R ISR S ZIRS . SLIBE AR S EMNRE S ER S
(IS EISEREE, FHERREIRRR S LRI R R B .
;;rl;i;ﬁ”’“}ﬁahﬁu RESNNE, EUESDEIETRBRERS, Tikhie
2o
BAEDER

R EREMEEHE

S hEEEHAE RN, ERGNRE.
SE3 BE IRSIIET , T CBESKE > SISBRS .
HENS SRS 0.
$BA EAENSOIRSSMUFLBMGE, SF “=RS%E > SUKRmE” |
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EAVIRERES

5 =152 10 #5$%
HENE FEHEETIRITH .
FW5 ERAIRARRYIRS, DRITIATERIE, AW ERBRIRSLEIAR BV IR AzSEREE)
e SN EPIIE

o 1PIIERAREESCAH

a. Z‘] RAVEERRRSIRTR, PR RS RERRATEITHRIE TR el S EN

HEN “BIEEEMN” WH .

b. & “BIEHZMN” NH, REREIFNRESH, AR IEMRLIeIE
HERNFIER .

o TRMVIRAHESIERE

a. ERWIRMAESIES, #F EFEEJJ:LEQEE SHOERSIR, FREE
EERETRORMETRY “ SR EERN

HEN “EIEEEMN” WE.
b. & “CIEHZMN” TE, RFERERTRESH, S igmREREelE

EEZNFNEH
(MAITY:
£ “elEBEEENNT Im, SHANEMREE, B2 NeIEESEMNFLEL.
10.4 BcENEHIREFEZE OBS
BREn=
?}ng@%)ﬂﬂaﬁiliﬂ%EEl%%éE{ﬁUL‘J\XZIEME%EEI%%J‘E}%EEEOBS??{%, FaskiFfEmRE
WSIEURE
_”’“}IHE ZEEERNRASIENRBERABEX, BREEAEERAEIESER
HiRF. BHBXRF#ERSS ( Object Storage Service, LATEFROBS ) /&, IR
tﬁ%ﬁ)ﬁﬂﬁﬂ‘ ZOBS, LMREFEKATE,
BRIELPR

T EREEEHS.

S hEEmEHAE RN, BEERRKIGNRE .

SIR3 B “PRRAIET , MR BRSNS > ZSERS .
HEN = MRS £ A .

S EANSHE, EE “SRSE > CUVIRMRE |
HEN VBRI BISE A .

SRS ERVERAHRRIIFRP, DRIPUTLATRIE, HbIlEEm2SsLAILIR Il RS ZEC
EOBST#iE, AN L ImIzEIRE

o TRMVIREEESCHY
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IV ER R
52 =152 10 #6545

a. E?ﬂﬁ%&%ﬁﬂ%ﬂh BHEBREI MR TANRME TR “REEIEE
I o
EN “ECEHIEFME E.

b. # ‘ELEHEFM RE, RERERTRESH, N iRMRLFEtE
OBST=fif

o RVVIRAESIERE

a. EEWIRMESIRS, BE ¥ EABGCWIRMSENERIIX, FRthiE
EETETRORME TR “ECEEURETE -
HEN “‘ECEEUEEFMET NHE.

b. & “‘ELEHIEEFM TE, RERERTRESH, N IKMRERIE
OBSTFfi# .

s
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11 §|it

17

11.1 SZRFERTTROKIRIRME

edlEREHER (Enterprise Router, ER ) TML.&T‘M*A’EZ:IWM&H ERATEOIESS

BIZHK, 2= LEAME,

_I;J_T'.I-':::’ I_Jri't IJEEFIE&EEIJDQ

BEZEITRSS, ERLICRSERIVERHSEAXAEESEE, BFERBERNES. it

| IR

xF 11-1 =HITSIE0 ER B2E5IF%E

BRESR A i E Lz
SRRV BREHES erlnstance createlnstance
it i =y erlnstance updatelnstance
R ER RS erlnstance deletelnstance
FERNERHESFRINER | erAttachment createAttachment
EXUERZER erAttachment updateAttachment
[ erAttachment deleteAttachment
EERCERS erAttachment acceptAttachment
1EEERE RS erAttachment rejectAttachment
CUERIRAZR erRouteTable createRouteTable
(EEAEKER erRouteTable updateRouteTable
ffIRR B ERZ= erRouteTable deleteRouteTable
CUEEERSIRH erStaticRoute createStaticRoute
HEQEFHSI’E erStaticRoute batchCreateStaticRoute
fhRRERSEE erStaticRoute deleteStaticRoute
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5 =12 11 &t
BRIESR RIRER SHEMm
HEEM PRSI’ erStaticRoute batchDeleteStaticRoute
(BB erStaticRoute updateStaticRoute
BUEEXEX erAssociation createAssociation
fbRR SR EX erAssociation deleteAssociation
IR erPropagation createPropagation
bl S erPropagation deletePropagation
tIEEREE erFlowLog createFlowlLog
e Sz = erFlowLog updateFlowLog
HEREE erFlowLog updateFlowLog
R EE erFlowLog deleteFlowlLog

11.2 EFHITHIC

Brin=

BRMESR
SEN

T2
$IE3

R4

F+IR5

HIEFRTZHFEIURSE, BRATRICRERSTFEEF. cHITRSERRHS
RIFRIE7RAVRIFICR .

AN EINMIERFITHRS B S BN SERIE7RANUFMFICR

BREMEEHA.

preEnsaz e, EEREIRE.

gk PRSEIET , T “SRSE > ZEIHES
HEN = B IR T

HEEMSH, S “BHIE .

HENEMFIETE.
EEMSIET, REMGEEE, REEEIRAGRES.
LEEATE S EES T, AEST:

o EMERL: mNAIN “EEHEMT . “HIEEM .
o SRR, BIRIEIMIFRSEE.

- 3 TERSEE G “IREMEMT i, EREERERRRISEGER,
- 3 “TRIgRE EER “IRERIDT B, EFBMAENTEFRIEIRID.
- 3 YIRIRSREY IR IRERIRENR B, EREMAEDTEAIEIRERSR.
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HPFPigE 11 §|it

o RMFAF: ATHETREREE—EFIRERR, WRERFEAFERSEI, mik
HEP%H .

o MR ANEIA “‘PMESEHKEI” . “normal” . “warning” |
“incident” , Roi%FEEP—IR,

o [ESEE!: FAFERREICRRESEERIRIESG
+IR6 EAFTETENFY, EEFAER.

SER7 g%‘%%ﬁ%ﬁ’ﬁ&i?&@ﬂ, BF “BEFEFEM” , BEPER VZIRESMEMR0EME

15N 0

EEETEEOEE, B0 ( SHHRSMFIEE) .
.
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AR
FFisr 12 (REE

1 2 PRELE

TR

12.1 SRR FHR=AUERA ER

MR EHFEXEFTABRIE R HSERFITEERINIR SR, SILMERsG—SM0IA
UEARSS ( Identity and Access Management, EFRIAM ) , @iZIAM, &rJLL:

o RIBEMAINSAESR, EENEAKRSH, [N PARENEESRI IR T 6liE
IAMAR, itRTHEHE—Z2EIE, FERERER.
o RIBEWAFHIEREE, REABINHEUNR, LA ZErSREES

o BERFFRHFRLELI . SHHIEMENKSHERRS, XELAKSHES
ARSI LARIEIR T %

WMRENKSELREHEENER, FFRCFIRTZAAMAR, SIS ARE
T, AINEERERIRSSIIEEIRE,

RETHENEBYAPERIGE, RERENE2-1F7xR.

LRPERNZE, BETERAFPERLIGINERTIR, FHEGLIRFREITIERE,
EAVERRESHFRIRANIR, B2 PREE.

EEFEMRERZIMIETIRSZIEN, IAMSZIFRSMERIRES LAESZIUR
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EAVIREES
FFisrm 12 (RELE

AN

12-1 L5HPRF ER RIRAE

Fig

l

B APEHER

EIRBFHIIABFE

BAFREFHWIHEE

1. BIERFAFHER
FEIAMIZHIGEZAFA, FHEFEWIRMAEERIZENIR “ER ReadOnlyAccess”
2. CIERPHIANBFA
FEIAMIZHIGEEZER, FREEMAN1PEIENEFA,
3. FAPEFRHIRIR
MEENARERENE, IRESNX, WIEIR, JAFPNRNESE “ER
ReadOnlyAccess” :

a. T “IRS3IIR" EREERMEE, HARERE, BEA LA “GIEEW
g , St iRmE, METECIEEWIKEEE, £~ “ER
ReadOnlyAccess” B4,

b. T “BR$BIIER" PEFREWIRBIZIMNIE—IRS, BRTIIERE, TR
“ER ReadOnlyAccess” B4,

12.2 ER EHEMN KRS

MRAGRERIERIIR, FHEERIRINER, FATLISEEE XK
BRIEARSTFIA T RS IR B E MR :

o AN MELIEZBENRE: THETERREEE, KUMIIESEIEERR
5. B B, FESREBRE, AITBMEMRE,

o JSONWIEICIZBREMRE: JLMOEERIERRG, RIEEAFERRIERIEA
&, AL EREREERNRSISONEIRIRIEAER .

BiAIZSEESL: QIZBENERE. AENENEERREREEXRIEHES.
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EAVIRERES
FFisrm

12 NRETE

ER B7E M REEHEH

|

I RANAEFeE RV ERERRE . MIPREIIRAZS

{
"Version": "1.1",
"Statement": [
"Effect": "Allow",
"Action": [
"er:instances:create",
"er:instances:delete"
1
}
1
}

w2 B4R R SR

EERIEREERNE S EMRIRER, SNREXLMER. APHIETIIREE
b, — MERIRAYYERANR R FEAIlowFNDeny, NEEDeny{5EER
WNRIBER ST ER FullAccessBIRFHREE, (EAFLERAFAAER FullAccesseh
TE M ARV BRARSERIR , (BRI LASIE—RIERMIFR e R RSN BE X &R
B, SASEIETISER FullAccessFIERRAIZ T AP, RIEDenyi5&EN, MAF
AILARTERBITIR 7 MBSV EREH RS SMIER A 1RIE . EMBSRERRAIINT:

{

"Version": "1.1",
"Statement": [

{
"Effect": "Deny",
"Action": [
"er:instances:delete"
1
}

]
}

I3 RIS RANIR S

— P EEXRBEPIUESS MR, BiRT IS NRSAIERIN, iE
LSS EMRSZANEINIR, ATLESHEMRSGIRSRSEENE, BIEE
IMBEARSEEZERRRS . ST ENEDREFEANT:

{

"Version": "1.1",
"Statement": [

"Action": [
"er:*:get*",
"er:*list*",
"vpc:vpcs.get”,
"vpc:vpes:list”,
"vpc:subnets:get",
"vpc:subnets:list”,
"dcaas:vgw:get",
"dcaas:vgw:list",
"cc:networklnstances:get”,
"cc:networklInstances:list",
"cc:cloudConnections:get",
"cc:cloudConnections:list"
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EAVIREES
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