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SR
FFisr

1 =B APPSR

FEIAMIZHIGEIERAPAE, FHEFBMHREIERSS RIENR “ELB
ReadOnlyAccess” .
2. GIEERPHIINRBFSA
AIAMESIGEIZRR, FEEINAN . CIERAPEAFENFEIZEARA.,
3. HAPEFRHRIENR

HOIZNARPERIESE, VRSN, GIER:

- 1 “BRSZAIRT HhiEiREt o, HAELBERME, BHA LA “MoE
MaEISE” , AL AEITEE, MR EWLRREIIEES
(RZHEMRINE S ELB ReadOnlyAccess ) , &~ “ELB
ReadOnlyAccess” B4,

- & “IRSBIIRT PIEEIRRME L EISEREI (RIEHRIKRIR{NEZELB
ReadOnlyAccess ) B9EF—ARSS, BIE~NRAE, Fx “ELB
ReadOnlyAccess” B4,

1.2.2 ELB BHEN KR

NRZFFNERIELBIPR, N SAIRINER, AILIBIZBEN R . BEXRET

AJLGRINASIEIR (Action ) 55% (REGREIEROSE ) o “ REERENRR

Hﬁ 7 E:ﬁ-o

BRI R FA TR S IR EE R
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o RBI: EIBPEEEE
{
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"elb:loadbalancers:put"
1
}
1
}

o fI2: 1EBFEFHIFRGETIDESE
EERIEEERNESEHMIRIEER, SNEEXLRMER. BPHEIETRISREE
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FPRILASTELBHITRR T BRSS9 28 /MR BIR(E . 1BRRESRBIUNT:
{
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1-0 |1-1 |1-2 | 1-0 [ 1-2 | -0- -2- 1-2 | d- 1-2

- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc

ECDHE-SM4- | x X x X X X X X v x

SM3

& 1-62 ZERIBFIBAINIERR/ZFinSE1HA

ZERIg tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
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PRI

FPiEmE 1 =R EPIER
ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 |1-1 |1-2 | 1-0 [ 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
Edge 18 / v v v v v v v v v v
Win 10
Java 8u161 v v v v v v v v v v
Java 11.0.3 v v v v v v v v v v
Java 12.0.1 v v v v v v v v v v
OpenSSL v v v v v v v v v v
1.0.2s
OpenSSL v v v v v v v v v v
1.1.0k
OpenSSL v v v v v v v v v v
1.1.1c¢
Safari 10 / v v v v v v v v v v
i0S 10
Safari 10 / v v v v v v v v v v
0S X 10.12
Safari v v v v v v v v v v
12.1.1 /iOS
12.3.1
eSS Ve

S R EIOEEOASIF SO EANTLSZ2RELIHBBEAER, BATEEHENZ:
TRAT, GIMIEENIHSEARAWNTLSINY . Z2ERLINZEREGSE, Salllt)E
BEXTLSZEREHEEREITES, NMH—SREFUSHZSME,

BN RIS &SR TUm .

BEREABN “TLSZEHER”

ATLSZERBNE, 2EREma LA “SIZEEXNEE” .
BeEEENRIESH, SHHBESF1-63,

E A

= 1-63 BEMNRIES KA

2% i58H
BIR BE X REERIZIR
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SR
5z =12 1 =B BFiER

3

2 1588

EEIMARA | BESCRBSSZISIOTLSINUARA KR, . STEHSIRS MR
Ao

8a:

e TLS1.0

o TLS1.1

o TLS1.2

e TLS13

%?:%HD%%%E J‘igi’fd}iﬂﬁ$ﬁﬂﬁﬁ’ﬂbﬂﬁﬁ7‘£§#o SFERRS T INER
f 2B

fik B M ERESFEXE R AR .

5 MI\SHEE, 5% BT .

EERENZ SR
EENRERISOIRSRAIE, SIS ER T IESRMRIEIE
BN L E R

CRILARIRERFR R CIZ TR EX ZERIEHITIZN, IFIELBTR. MR
K. IEEEEMEF#ER

1. HNREGREISESIZRITE .
2. BERNEAION “TLSZEREE .
3. HETLSZEHRBRE, FENNEENZTERIBEAETRIRMES, BF “B .
4. 7 “EUEENZERIE “BE, BHEENZERE, SHIRIASNER-63,
5 WASHEE, BF ‘HE” .
MFRBEE N ZEREE
RIS B STR R B E X T £ REGHITHIER -
(0 %8R
RBENZEREECHKEREITRER, NWAERITHRR, BB SRR 2R
1. ENEMERBIESIRTE.
2. BEAEMNSHIZN “TLISZE2HR .
3. HETLSZERERRE, FRRINEEXZERIBEAEITANRIES, BE Wk .
4. TEHSAMIPREE, BE HE

79 HTTPS KIREEHRINLZ RS
1. EAMREHESIERE.
2. fEMMRERISEEIERE, REEBARR S SNSRI ARIERER,
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SRR
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1 =B APPSR

3.
4.
5.

6.

EzAEOEREAY KR X, BE “IFNEFE" o
£ IR RE, BlRIMMGERE “HTTPS”

£ NIniERER” R, &R ‘SREE > RE2RE .
SZHAAEROAZ £ REEEE E X R
MRINFRHPTEEINREE, EoTLUERCEEE RS
BB, BE “HE” .

79 HTTPS IR EBHZ LKA

o Uk wN =

NSRS S 2R TUE .

R EISEYIRTTE, BEFERENZERIEAIRITRRAIRRIIERENR.
IMRE “BIER” NE, PEHRENRERBAIKLITRER.
ERITSRNENMSERE, 2E “REKITE .

£ “miEnrsR” RE, BRASHKKE, BREZERIESH

B “HE” .

1.8.3 /i3 SNIEPCI SBigZ 17510

SNI ( Server Name Indication ) @—FTLSHMYAIT B, BFBERE—IRSSEEER
SN Z BRI IERf PTECIEBAY IR

Brin=

LR SR

SNIIEBLAR

SEEEAER— N SEITRPIRIEHTTPSIERE B A RREFEARRRNERHITIAL,
FHRBRDAKEFENGERRSS AR, TIABETFFESNITIRERNEESES
HTTPSih o

FESNIZE, BRFEEABIEEFIEEXINAISNIER, ZFGELESSLEFIFK
AHRRIERIFZER, AEIIGEWEISSLERGE, SREFRISEZEHRXIRATIE
Bo MR ZIIWAISNEIES, NERZIEBHITIANE, NRIEHEIHZAIINAY
SNEIEH, NERRSSZHIERETEAIAIE.

{XHTTPSFOTLS WaPfss, XIFAESNITIGE, XISHES MIER.
FESNIE, T|IEESNLER, BARLERAISREIEIES,

ELBASBMEHIES, MREHIEBIRT, FTE2FNERIEWIFES, FR
4hE [EIMIET o

— ANHTTPSUAITSEBRIA TS BB 30/ SNEER, SIS XEARIFTE SNRERBERIAST
B0t 2 2508301,

(1] %83

MR EIGENSITRRSTRIAE 50 SNIES, MEEEK, R HEBTLE
i,

SNEEF: BTSN RIAERIBRS SIS, FREEESE, BiEErsEvmns
IEB RIS R RIF—E
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SRR
5 =12 1 =B ABFiER

o BEIFE—MEE A ARRSEECCERIAYEBFRSAZEEAGIES . TEIZFESNEE
B, FFERREZGENRMES, (ERNELBRSTIERECCERMNER.

UEB LAY
o  SNEEBIAAA:

LIFBEYIEZ 9 test.com, BPARIZiFa.test.com. b.test.comE, FiF
a.b.test.com. c.d.test.comZs,

BHIEREKESRIES: HiEHHaYiES ERSEE" b.test.comFl*.test.comfd, ABA
a.b.test.com& {5 PTHEZE*.b.test.com,

o FPRREIUNE-25F7, EaIcert-defaultIBIERHTTPSISITSERTEBERIERIAIE
3, cert-testO1F]cert-test02 A BIEERAIEFSNIFIIER .

Hrh, iFHcert-test0O1IES I Iwww.test01.com. cert-test02iBBRIIE 3 1
www.test02.com,

WNRIpAREIIEANEZ SSNIEBILECRID, MEERASNEERIAMESER . R
PCECEM, MISFEREIARIBRSZEHERIAIESE
1-25 BeEIFHiHAA

EHEE @

BESIs f (HTTPS/443 BRAES

HIfrE8FF= SNI

HENR R ESIZRTTE .

R EISEYIRTTE, BHERABIYERR,

£ IR ME, BEFREESNIAIEINSESER.
FERIFREAGERE, BESNIAN “EE” .
FFESNIRIFFX, EEREERCERISNGES,

ok N =

1-26 & SNIEH

ECESNRESR

FESNI @ o

% SNHIES

Iy
il
i

B i A O 1

6. & “HBE” .
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SR
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1.8.4 IFPEIE

1.8.4.1 iFBHELA
A IS TR RO, IRESTH. CATH., BBHTTPSIKITSER, B
FUSIF SRR ERRSS ST, MBFENERAEINAE, REBHECAITH.
o FRSIEEH: {EEFAHTTIPSINYAT, IRSETBATFSSURENR, BIREBIBR
SHFASE .
o CAIFH: NHEFHCANBES, BFRIZFIHIBNSEE; EFE
HTTPSSERAELIAERT, RN st B ECAS ARHEHAT, HTTPSIE

A RERI
AR
EBERESHECHENTNES, BEECEMITES.
(ERIEBRYEEEIN

o FE—NERBEAFEIDER ERFLEIX, JUUERESAREIYEREIF.

o NROIEAIRSZ[EPATONI, WFEEEEEHS, BiEEEEZBRSIERHAY
BEARS—H. —MNEBILUEES MEZ

o BINBRT, —MNAMSEESMERFNEBREE—, EE2—NEBITLIHES
MEITERSEE . WREINEFE T SNITIRE, NHRHSIESPMIRS/IES.

o DEIIERRRSGSREIGIES, FHFRIEBHRITINE

o HLUERABEEMNES, FRBSZIEBME=SIEMAINERXIAEIIE:E
q?ng%U , EREAEERIIPRFRELERE, BNEFERANENEMARNIE

o AHNYERRSHFPEMSAGESY, HERANEBFERIERAPEMISE, 7
BE LIERI RIS

o ELBARBHEFHIES, MREHIEBEH Y, FEFNERGERIRES.

IEBRERAEK
OIS, ERUERENEBRAR Y.

NRBEIRIEBTNNLRGES, S2FEBEM——D, FHFEMIMNYE
B, RENESENAHRSEEFNEREANNAE.

IRSSFIES . CAIEBRY “IEBRE” BT RIUATER,

o LA “—---BEGIN CERTIFICATE-----" {EJ9FFsk, “-----END CERTIFICATE-----"
ERLER.

o BT6AFRF, RE—1TTBIZ64AFH

o IFRZEREETIT.

BN
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R
FAFiER 1 SRR
FATARSTUESK

EEZIRSSIEERT, SERE LEIEBRIFAR . ETERMAFMAEATT LE
FFEtEILRIFASAS M

HEEWINETERBRIFATE, FABRBTEIA:
o FFEPEMISIN, WA

- LA “-----BEGIN RSA PRIVATE KEY-----" {EAFFk, “-----END RSA
PRIVATE KEY-----" {ERLER.
- LA “-----BEGIN EC PRIVATE KEY-----" {EJ9FFsk, “-----END EC PRIVATE

KEY-----" {RRLERE.
o FARZIEAFRERZT, HEBT64AFH, RE—ITFEBE64FH,
NI

----- BEGIN RSA PRIVATE KEY-----

[key]
----- END RSA PRIVATE KEY-----

1.8.4.2 1&VEEHA

BEm=
REIFERAFPEMAEANIESR , HERKXIIERRERIEMPEMIERE, Zee (&
FIREIYE . LATR2ERAPEMIENRI LI ERINE.
DER #%i#t49 PEM
DERIENEEERTava¥a,
ETLA R an S TIE R
openssl x509 -inform der -in certificate.cer -out certificate.pem
ETLA T an S TRATRIR{L
openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem
P7B %9 PEM
P7BIE B FE FEETEWIndows ServerflTomcatH,
ETLA T S TIE R
openssl pkcs7 -print_certs -in incertificate.p7b -out outcertificate.cer
PFX #5259 PEM
PFXFEE@E{FEAEWindows Serverd,
BEITLA TN e TR :
openssl pkcs12 -in certname.pfx -nokeys -out cert.pem
ETLA T S TRASR L

openssl pkes12 -in certname.pfx -nocerts -out key.pem -nodes
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SRR

FAFIER 1 J=RIFAPIER
1.8.4.3 BIEIER
2(Eins
F T TAEHTTPSEUREMIINERAIE, TEAIZHTTPSHMY SIREIRHRE4SEITS, A%
IEHS LT B EIRINGS, BLIGHIEBIE,
o RBENIH: ARSI HSERSISENRSENFTIRNENEEITES.
o CAIF#H: {VZi5 HEEHEECAITH
o FRBIESMIUIH: ARSI HSERSISMERS ST BN EET
:Bo
magl::
NREEFRNMXIBREFERE—MNER, SEERITXIES EREREECIZERNMER.
SlIEIRSZEREH

1. HNRMEGREISESIZRIE .
EEMSHht=SE SEREER .
BE ‘IR , RESHESIRI-64,

* 1-64 [REFRIEPBSE0RB

28

152AA

IEF3EE

SUERIIEPRYZEEY, EIRIRSRIER,

o [RSBEEIFE: 7E(HEAHTTPSHMYAT, IREZSTFEETF
SSLIEFNE, FRAEPBASIFAE.

o CAIFP: NREFIRCANAIEE, BFRIIEFiE
IFBSEE; EFBHTTPSWELAIEIDEERT, R
HEF iRt B BISECAR RANERAT, HTTPSE
EABERRTI -

IEBRFR

NEBIEEFHFZE .
BHIEBIEBERR,

®WIRE

EWINER—M=RREEES, EWIREEERSRE
HE—NZRREIMEEE, UIRREANRREE.
FREE .

IEBARE

NEBIEEFHFZE .

IEBABYIRAIPEMIET

B “HE , EERE BRI, BRSNS
BERATRA o

IEBASEIAT:
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SRR

FBFisEs 1 M=RIFRPiER

2l jizhil2

FA$H XBEBIERZIFZEH.
B “ HE , EFE EEFANE, BREREREATNEES
BERFTARA
iﬁ%if%%?ﬁ%%a’%ﬁ%ﬁ%ﬁﬁ o FFAPEMAEZL, FATEAEZC
A
----- BEGIN PRIVATE KEY-----
[key]

————— END PRIVATE KEY-----

o NREZAVEBATFSNI, VWFSIEEES .
ERREERFE . . PULAERY, PRLREET
;%EJZEEJ-'% BENFHBENBE3NFR, FRHRELR
el

REAFF100MES, HEELESSR, BMNEE
RKEREI 100154, BRIKEA#BIE 1000070
Fo

AIHZIEBRUEIRMER, JFBIEIR.

B
5

tl3E CA B
AR ESIERE.
2. EEMSHEEE: SIHEE” .
g “QIEITR , RESHESNE-65,

% 1-65 CA IFBSHi5HEA

2% ol
IEFHEE BIBIEPRIER, EFECALES.

o [RSZBEEFH: TEERHTTPSIMYAY, BREZSEIFHE
FSSLEFhE, SRAEPHNEINFASE.

o CAIEH: NIMEFIHCANEIESR, BFRIIEFR
IFBINEAE; EFBHTTPSYEIAIEINRERT, 2
BURFinRslEH EISECAR AHVIESAT, HTTPS

EFEA BERLIN
IEBRFR ISRYCAIEB AR
IR TUIHHR—M=RREESI, BWINEEERSE
HE—NZRRIEMEEE, URRBRNRREE.
FREE,
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SRR

FF{Em 1 M=BHPIER
e ol
IEBAE IEBABYRAPEMIER o
BE ‘BT, EmEHEERUY, EHRRERINIGEES
EEHTARAS o
IEBASHEUT:

A IRHZIEBRHEIRMER, JFAEIN.

4. BE “HaE’ , =2l

1.8.4.4 SIEITH

LS ks
LI T B R EBMEFE RN, EOLRIEE RIS RS e S SIBET
H,

YR SIRE
EAHTTPS ISR SS4BEERRITES, ToRMITHIRRIE, 55X LIS TER
EHIRIE.

BN KB A I 28

L ENRMEREIETIRTTE .

2. fEEMSHEEE STHEE” .,

3. 1EEBFIEH, 7F “WAIFSE (FUstNY/E0) " FRITES, BEsIrseamR, Bas
EISIRSEEm=E,
LKBISIRERMEA TS, 7 “MIRSE (FiRtMY/0)” FriEs), Bt ‘&5
" , SBEHAIFESHR, MTEERIFEEmEs.,

(EX0ER

1. A REIESIETE.

2. EAEMSEEE STHSE” .

3. (EIRFIED, EEBEXNINIRRET, B “Ex .

4. 1 “IEEOER” IHBED, BXOIBEXEE,

5. WOMEMUSE, S HE” , SoREX.

RIESIES

NS RIS S IZR T .

EEMSHt=SE ERER .

FIEBIIERF, EFBEMRIERAEST, BE ‘iR -
FEIAHEES RS “HBE” , TR,

N =
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SRR
5 =12

1 =B PSR

1.8.4.5 4B%E/EIGIEH

Biria=

2R SRE!

HURRSRAF

HBEUEH

SEHEIEH

AT ZFEFHTTPSEIREMIIZEIAIE, ERSZHTTPSHMNISITRYEHERSHEIES, &0
USEAETHREIER . NREMAZELHERIERIHsEREREFTESE
g, EAUSERETERIES,

NREEEAIBRSS tHER TFERAGES, fIaWebNRILXIERSS . BB
5 LR EHIEBAYRE, DRIERERAEEMSEWS AT,

AR

SR AR RNEBAFARRE LR S5 BRM .

{XHTTPSHMY ARSI 7 S 1540%E /B HIEH

:E';_BZT%EEJJ&EEEH,HJ%E’\JEE%, MREHIEBIHT, FEFNERIERFRIE
HEREPREIZANER, BEERVAERSUREFEREIUE, FEIAERBSE
FRFRAGIES

ELEREREIER EPEE” NECESFERIINES, WRITKREIE, 55t

BRI,

—_—

N

© N o AW

BT IOHTTPS YA 2E k4T EIEH o 1 ARIMHTTPSISIRES

BREERHS

rEEntlas ek ¥ B, ERRENRE.

BENAL LA — , BT WK > WHREIE"

N R ESIZRTTE .

R EIYETIRTTE, BEFREHTTPSHITRAIRHIIERTR.
& “WBIFR RET, BEERGEFSAIETREIIN “RE" .

£ “IRSF|ER” 5 “CAIER” MAEFEEEANESR,

£ “miEmITER” HEED, BE “HE” .

1.8.4.6 HLEHEHIEP

BEm=

MRERINEB S ERECREFTERGR, ErLAETEXGEBINsElt EE R
ERPTEBERNIES
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(AR
SR IR BFFABRIE RN 53R BRI o

EJR SR
o UGHTTPSHNUAOMITESA S 4BE/BIRIES, TCP/UDP/HTTPHNYAYMIFEET
S ISYBE/EIES .
o IMMEPEIEEN. CERIMEERMEERIIESN, MEIIERSRE
FRRADES .
ELUEH
PN el

EEMSHht=SE IHEE”

EERIIEF, & mgﬂﬁEﬁZEME%ﬁEEﬁ, BE g7 .
£ “EXGER” MEET, EXGERRIBEXER.
HMERIER, BE “HE™ , TN,

1.8.5 uﬁ@h%]‘““i@

ok N =

1.8.5.1 i5 A= KR

HIEFENE FimipaE i A EIYE SRS MR RESIRY, ST BELBEEITERAY
ipafERITNRE, FHREXINAYLEEHISREERIZHADELBIR T 28 AYIPHBIL o

ihiaEE R
R IR R AR R B S e B R

o HEH: RBEAZEPRIIPEILLAEIELBRYLEITES . (NEEAEE FmLhIa=HIPith
HHBRPIE ERIIPHENE S ERATIE K

ERETARE, ERAMEEIBIPHEELOERRSE, JRElRERIZERE
HKEE, FEEFhE/EiRIRSHR/EZIEE.
o EEH: BIEBNIPEINAEELBRYMKINGE . ARtkARBNIEHIRESIZRERA
IR ERYIPHENE S ERAYIE K
AR
o NI RRFISEIRLSHIRERR, FIRGIpingarSIRIE, HIRHEIAIPIERTLAPIngiEELB
4BERYIPHBLL

o JIAREMIPEEI EITEIAIIEHIRIEAIRS, AREAERIRRSE, PMLAGKRIRSSE
Z AR BERSRNA ISR .

IREITE R SRS
1. HEABMEREII TR .
2. TERMRHIGETIRTE, PHEARIESR, HALIFEEIERE.
3. EEILUE LA FARHRIEAD, JOMIRERR B IR .
- EEVISIREERTESTAY IR 51, BF RE .
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-  BEBERRIFRER, SARRSRNENMESERE, RHBEEFENRY

(e =" ]

XE o

4. 1E “RENITIEE]” A9EET, WN5R1-66FTRECE LT

5.

3= 1-66 15Oz H S5 R

24

il

il

AT LU SSIFFEIPAE. BERMNEZE,

o RVFFTAIPIEIA: FEITHEES], RIFAEIPAE
R IER

o HEH: (NAVTFIPHIHAPAIIPISIB RAEIIE ST
B0

o BEE: FAVIPHLHARIIPHIER SRR

[iiehileas]

REAZRSEBIENT, YREE—IPHIE, 1R
ERBIFRIPHENE, FESCCIZEIPHEIIE, EZXTFIPHE
WHARYEEIES I IPHENLAE

plaiEHl TR

SiplaiEflitEaRRsEELR, ALFFESREX
BEESIFFX .
. EE%FEWI‘@E&%F?& IRENHRREMERZRET
==EXNo
. ilfg KApEERIFX, RENAZRNEBZEAR
XX o

BB, BE “HE” .

1.8.5.2 if|alizl IP hiit4A

i 1P b4 TR 1Y
IPHIIHAR S NPt AVES, kG —BIEAEERRSERSBEMEERIPE

47| 8

S RIS IS mITRIR EILIOEHIREE . WTHEERBZRNEEE, £
I DIREGIEEFHIAR, FEARRESRIFUUEE—1PitbiE,

BEE: AUFIPHIHERAYIPISEI R EISERIMEITES . WIRIPHENMARES(E(@IP
sk, MRS RZAY R EE S ITEREE LE (I PitbsE A E)

ERE: REIPHIHBRAIIPIERIAEIIERISITES . ANRIPHBIHERE S(E(TIP
ek, NIRSNAYREIIE IR SR E IPHENE S o

HRSRH

BIAMBERT, — 1 APALARIZES0MPHBIEE
E—AIPiEiEE, B EILAKES0 =R,
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WIREHERRSIEHAE—N=RRIE
IMEEE, URINBARANZRESIE.
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o
|Pitttit FEBUAZPEZEHTIHANE | o FEIPHIUHEA:
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TR, ECSO1
o EANPHENLEYE ERERRT AR
“17 oIERINEE, FEFKETR
ER0RI255FFF, FEeEEEa <>,
o ENIPHEINMAERZ ATRAN3004NP
it ak ES o
DU IPELHEE(E BRI AR -
WASHEE, BF “tAE” .

18 IP #uHAMRY IP Hbhit
IPHENHABIERS, (EATIRIE(EFEESRITER Y PRI TSR, STIFAUEBURIET:

70 1P ik

NPtk

HE{EeIPitsit
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IPHELFEB SN IPHELE, SZIFARECAN T™IFILER1-67,

IPHbHA I SR o] mESRINIPHELE, A220mIPtbitAh 2B HYIPHELL
HENEHREIYEFIERTE .
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R SR taRE > IPHEAR”
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e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffa40025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}
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code 204

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec

trace_name deleteLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags": [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441¢7f0d0d 1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:58:03 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:58:03 GMT+08:00

request_id

user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a""}
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2.1.1 IERPFIRIR{ER ELB

MR EHEEXEFTABRIELBIR THEMAAINIR SR, BT LMERSZE—SDIAIERS
( Identity and Access Management, f&FRIAM ) , EBIIAM, EaTLA:

o IRIBEMAIIISZAR, EENEAZRSH, L PAREEREESR IR T 632
IAMER, itRTIREH—Z2EIE, FHERELBEIR,

o IRIEEVEFRYEREE, REARRRIHIENR, LUXAZIBAR ZIERRISE .

o JBELBRRZRAFL . SHEMEATKRSHETIRS, XLEKSTHE R
SHILURIENRHEITIE%

NREANZWKS BELEEHEBNER, FREOEMIAIAMEBR, Sl A=

T, AInEERELBIRSHIEEINEE,

RETHENENBPERNGE, BIERENE2-1F7x.
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LRPERNZE, BETERAPERLIINAELBIIR, FESSEIRT R TIERE .
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BIZERPAEFHRIN

FEIAMIEFIGEIERFE, FHEF M AEISERS RISNR “ELB
ReadOnlyAccess” .

2. CEAFFIARBFA
FEIAMIEFIGRIERR, FHEEMA . SIEARAHEIFPEIZEINRFA.
3. RAPEFRAIENR

FOEMNBPERIEH G, THAEENXE, IGIFNR:

- CIRSSAIER hiniEEtEa sy, HAEBERE, PhA LA (X
MREIYE” , WS REIEEE, MRLEWI R RFITE:S
(BIZXBINPRINE A ELB ReadOnlyAccess ) , F&~ “ELB
ReadOnlyAccess” B4,

- 1T “BRSSAIRT IEERREMEREIIEEEN (BRIRHAIRI(NEAELB
ReadOnlyAccess ) BE—HRSS, EIRTIRAFAE, F o~ “ELB
ReadOnlyAccess” B4,

2.1.2 ELB EENX R

WNREFFNERIELBINPR, N SRIRINER, AILIBIZBEN R, BEXRES
A LARINAEAIRIR ( Action ) i55% (GEMARISEIENSE ) B “ RIEMIERR
B” &5,

BRIARZFFIA TS eI B E MRS

o FIIHMECIZBENRE: THETERRIEE, KUMIRESIEIRERRR
5. BF. BR. FMEERIBRE, JBEIEMRE .

o JSONWIEICZBEEMNRE: HJLMEEERBRIRG, RIEEAFERIRIERIZN
B, AL ERAREEARSISONISIRIREASR .
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o I NP ERABINEEE
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elb:loadbalancers:put"
1
}
1
}

o RI2: EEABFMIPRAISE:S

BN EEFRRELBEE M RIS,

EERIEEERNESEHMIRIEER, SNEEXLRMER. BPHEIETIIREE
B, —/MESURAYERR IR ERIEEAlowF1Deny, ME{EDeny{ftst.
WNRIGEE IR FELB FullAccessBIRFRRE, (BARHBERFHBELB FullAccess
FhiE M AOMIBS S a0 &R R, SR LAGIE—RIEEMIPR R EIYESRNBEE N R
B, SASEIFTISELB FullAccessFIIEERIEIEFHEF, RIEDenyLscEN, NI
FRILASTELBHITRR T PR A £t 9E 28 /MO BIR(E . BRI RBIENT:

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"elb:loadbalancers:delete"

1

}
1
}

o RI3: BARIINERER

— M EEXRBERI UGS ZSMENRI, BT IS S RSAERII;, iE
AILIGSEMRSZ AR, TS SIEMIRS GRARSEENE, BIERE
MBEARRSZEZERRRS . S MENEDRBEHANT:

{
"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elb:loadbalancers:get",
"elb:loadbalancers:list",
"elb:loadbalancers:delete",
"ecs:cloudServers:delete"

1

}
1
}
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BEREEEZ g%@%ﬁ@dﬁmﬁ%mwm&, MLZIRZE W IES

BEICEEKRIES

o HINFEARRIRIRSZERMIPEE .

o BEANARIEEN TS, HENEEHFE,
=, thyl&Brt, PRIEREEFLSIRE, =
DEEWMINENER, BIOFEFEREEBII63IEFE
%, FEREUESE, BRKEAREBIZ100MEFE
o

BERERO BENEIROS, BUESEE[1, 65535], AFi%S

{588

BAEASIH RSN SH I TRERS ., ISTisTEh
O/, ERISERO TRERS,

BREERR R BN EMGEIRHTTPIINY, ThZIRENIES

IEEEENERURLIBHE, BERERREELU/FFL, K

E5BE[1-80],

[EiRiRS AR HEH =R IS WEIRESISE

BARX=F8. 8= - . ‘0 L Y

£%7 . G&’ L\)\& {_’ o

W

i

N
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SRR

FFisrm 2 H=RIPFER
2 ol
wEEkRE (7)) BREROENNARXERETE .
BESEEE[1-50] .
HEagRdiE (7)) BIXREEEINAYEREISEE . BUESEE[1-50].
RRICEIEERE FRFIERIRIRS R/ AERIRER, B0 Re
EEEI}J;K%Z; HQ{E:;E[‘I_‘IO]O
RENEREEE ErFIERRIRSZ = NFEINER, FAFRELRRIC
BERYORE, BYESEE[1-10].
5 BE “HBE” .
KARRIEE

HNGiRARSSRE4ASIZRITE .
. FEmIRSSERAEYIRTE, BEFEXDRRICERRIRIRSREBN.
3. g{,ﬁﬁﬁ”ﬁﬂﬁ%%%éﬂﬁg ‘BAERT TET, REEROEREANN “EERRG
4. 7 ‘“BRERRNE RE, UREFSEXDRERCE.
5 BE “HE” .

2.7 Z=EHE

2.7.1 =7 ELB 3RENEFiwEsk IP

Biria=

—RIER T, HEZRELBE{ER100.125MEBAIPHIfEiRARSS 2RH TS . AIREBE
IRENE FIRRIESEIP, ZRILIFFRE “SRENEFimIP” TO8E, LAY, ELBAIGIRARSS=RZ
[EEZERESLIPHTERS.

B, H=RIGEIGEXT “SRENEFKIP” NReIIFERINZR2-33,

% 2-33 HE=RAHIYE “IREVEFiR IP” THRE5RHA

e S B “IRENZEFigIP” XA “IRENEigIP”
MU= (TCP/UDP) Y50R2E |V v

2 (HTTP/HTTPS ) % | AT x

r2g
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SR
5 =12 2 H=RRFiER

HRSRH

o FE/XHA “SFEEFIRIP” HIES, MNRUIFRESENNT RiRRSsE, W5
rﬂ';ﬁUE%%ESiﬁE%qﬂliﬁ, RETETIE D108 ( RikiRSEEsAE ENREEEEIR
*2 °

o FE “SKENERFIKIP” 25, AiFR—aRES=EENRIRIRSZSEIEANER
B S . RRIRRSSENEZFIRERED—8IRS:E, B “SFBREFig
IP” , NEimiREZREIRIEIRSORIPARKIPAIEIZIRN AN A BAUIRS, ik
BN EBIRSOREIZAELB, RRSHOERERE.

o NRBIFEZREERINT BiRIRSS. FEFBTRERIGEINE, 75 “IREX
EFimP” et EH L&RiRikSE, MMERESE1-2MEREERERH

o FRIINEERE, HUTRIRIRSHIRESE, TReIlREHH (FHlNEaT
. OEEEERRE ) . GRS SR TME, FEBEIRNEERIKE

L=
I)il’l_:i o

FiE “IRENE i IP”
BB RS T .

2. ?’;B‘E’ﬁﬁ%ﬁiﬁ@iﬂi@ﬁﬁ, BEFRESITRAIRATIERIR, HAKITRS
T,

3. EALAEBILATAMREAND, FRmiisRn “SREVEFiRIP” IhEe.

-  EBERRITEAETR BME7 5, BE “RE .

-  BEERRIFESRER, HABTROERNSERE, S “RERITSR .
. £ YRENITRRT BERE, R REEFIRIPT XK.
5. WMBXER, BE ‘AE” .

(MR

FE “SREVERIRIP” I8tfE, SEHRERRRSZFRAIRZEH. MEBACL, BIFRFFRMERY
ZEMN, EEFiIRAYIPHENEENESID EiniRSEE o

X “REREF i 1P”

- ENREREIESIRTIE .
2. g%@ﬁﬁ%ﬁiﬁ]@iﬁuéﬁﬁﬁ, BEFEERRITRREIDEER, HARTEES
T,

3. EALABETLATRMREAND, XAER “SREVEFiRIP” ThEe.

-  GEERRITEAETR BME7 5, BE “RE .

-  BEERKIFESESR, HABTROERNSERE, ST “RERITE .
. & YREBITERT SBERNE, XA “REVEFIRIPT XK.
5. WIMBXER, BE ‘BE” .

HAthiRENZ= PR ESL IP 753k
SEIE IR ATBT AN T e AR PRI ELSEIP, (#ER2-34.
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SRR
FFisr

2 H=RRFEm

& 2-34 HERAHINEIRINEFIRESE IP 4 R5E

MRITRREEY

IRENZ= PR ESLIPAN TR Tk

ME (TCP) HaMfrEs BCETOARBRHIREY .

tE (HTTP/HTTPS ) Wlfzs | CEMRSIREVEFIRIP .

2.7.2 FE SNI iFBscm i Zi510)

BiFin=

LR SRE!

SNIEBAR

IEBICEC R

SNI ( Server Name Indication ) @—HMTLSHMYAYY B, BFBRE—IRSEER
SN 2B U IE A PLECIHEBAYERR

YIREBEE— NI PRIBHTTPSIE KT Z R R SERARRIGEBHITIAL,
HEBEKRD AEARRNGEIRIRSSEEERT, TTLUBEFESNITHEERELIMECE S 3
HTTPSPk

HFESNIZE, BRPEEANKIFEMINEZITRAISNLER . ZEFIREARSSLUEFIERK
FHERIERAEZEE, REEERRISSUERE, SRIEERAEZEHITMATIE
B MNEHEUFZXIMAISNEES, NFERZERHITIALE. WNREEXENGZITMAY
SNIHEF, NERIRSSZIUEBSAIAILE.

o  FESNIE, EEESNLER, BEARLERSBEEIEITES.,
o {XHTTPS MAIF28, IFFFRESNITHEE, T4 ES MIER.

o —HTTPSSITSEBRIAT ISR 30 NSNIER, WSITee XEHIFRESNIEREIAT
ERE 2 2 E09307

e SNEEPH: AFSNIBINERNRSSIER, SBIEEES, BisEeEgavwns
IE BRI ZRIE—H

o BEIXEF—MIEZ ORI EECCERAGIERBFIRSAERIANER . FEIEIESNIE
FAY, SZHEPERRIGZEENRMNER, (FHRELBSAIEIRECCEENIIESR,

e  SNIEHPTEARM:
HUEPBRYIE R /9% test.com, FBARIZFa.test.com. b.test.comZF, A37iF

a.b.test.com. c.d.test.comZ,

BiIBRIKESICE: HiIEPBAaYEARYFE . b.test.comFl*.test.comfd, HPA
a.b.test.com& S ITHELE*.b.test.com,

o IFPEREIUNE2-16F7~, ElHYcert-default BEIFEHTTPSISNF2ERT4BERIEIAILE
H, cert-testO1Fcert-test02 AFEIZERIAATFSNIAYIES .
Hrh, iFBcert-test0 1HESAYFE Jowww.test01.com. cert-testOESHIIHZ H
www.test02.com,
WNRIFEIGREISERYEZ SSNIEBICECRTN, MSIREISNEEBIAMESR , N8R
PLBesM, MISIREIZEIABIIRSS SR IAUESEN
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SRR
5 =12 2 H=RIRPiER

& 2-16 EcEIEHi%AA

EHER O

BE@ES 70f (HTTPS/443 BRAES

HIrE8FF= SNI

N RIS IZRTTE .

= ﬁﬁﬁﬁ%ﬁi’]&ﬂi@ﬁﬁ B BERREIIERIEIR,
£ IR E, BEFEFESNIRIEITESER.
ERITRENSERE, SESNIGN “BE” .
FESNIBYFFX, ERFEECERISNIES.

BE “BE” .

2.7.3 L& TLS 2R ESCINZEE
BEFS

O U A W N 2

XTFERIT, SRSEINZERAINFE , FCUEMBECEHTTPSIITEAT, ErTLIEEER
2R, JURSENISZEM . RERRESTLSINURANEERNNZEEE
o,

HE=RREIIECHFHERRALZ 2R

RINZ SRR
BN EIESIZRIAME .
ERtEREIYEIIERRNE, REHEECETE RIS RAEINERERTR.
mzRHEIEFREN ‘IS Xig, 24 “RINKEREST .
£ “AINisiRes” M, BliRPM}ERE “HTTPS”
£ “Annisires” FRm, ®iF ‘SREE > ;zéﬁ%ﬂﬁ ?
H= A A IR ST BIA SRR ANZR2- 35Fh 7o

vk N =
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SRS
FFisrm

2 H=RRFiER

& 2-35 AR ERIESEIR

B

TIFAITLSHR
P St

(ERIINEEHESIE

TLS-1-0

TLS 1.2
TLS 1.1
TLS 1.0

TLS-1-1

TLS 1.2
TLS 1.1

TLS-1-2

TLS 1.2

e ECDHE-RSA-AES256-GCM-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256

o ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

e ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

o ECDHE-RSA-AES256-SHA

o ECDHE-ECDSA-AES256-SHA

o AES128-SHA

e AES256-SHA

TLS-1-2-Strict

TLS 1.2

o ECDHE-RSA-AES256-GCM-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256

o ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

e ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384

MERTY:):

o HERGHINERERBESIFILS 1.211%,
o LIRSIRNELBFFRIMNEZEM, RNEFIRESIFSMNEEN, XFEFELIMER
Y, INEEMRIEESEED: ELBAIZFIRSTIFINEEMHAIRE, NEEHRIEEIR

9. ELBSZIFRIMNEBEEMINF .
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SRS

FPiEmE 2 H=RRFERE
6. BeESTHL, B “HE” .

RZERIBERIEA
* 2-36 ZERIEERIA
ZERE tls- | tls- | tls- | tls- | tls- | tls-1- | tls-1- | tls- | hybrid

1-0 (1-1 [1-2 [1-0- | 1-2- | 0- 2-fs- | 1-2- | -
inh | stric | with- | with- | fs policy-
erit |t 1-3 1-3 1-0

TLS i
Protocol-TLS - - - - - v v v -
1.3
Protocol-TLS v v v v v v v v v
1.2
Protocol-TLS v v - v - v - - J
1.1
Protocol-TLS v - - v - v - - -
1.0
==
EDHE-RSA- v v v - v - - - -
AES128-GCM-
SHA256
ECDHE-RSA- |V v v v v v v v v
AES256-GCM-
SHA384
ECDHE-RSA- |V v v v v v v v v
AES128-
SHA256
ECDHE-RSA- |V v v v v v v v v
AES256-
SHA384
AES128-GCM- | ¥ v v v v v - - v
SHA256
AES256-GCM- | ¥ v v v v v - - v
SHA384
AES128- v v v v v v - - v
SHA256
AES256- v v |V v Y v - . v
SHA256
ECDHE-RSA- v v v v - v - - v
AES128-SHA

SIASRRAN 01 (2024-11-14) WA © EARUERABIRAE 226



M AEYE

FPiEmE 2 H=RRFERE
ZERE tls- | tls- | tls- | tls- | tls- | tls-1- | tls-1- | tls- | hybrid
1-0 | 1-1 |1-2 [1-0- | 1-2- | O- 2-fs- [ 1-2- | -
inh | stric | with- | with- | fs policy-
erit |t 1-3 1-3 1-0
ECDHE-RSA- v v v v - v - - v
AES256-SHA
AES128-SHA |V v v v - v - - v
AES256-SHA | V v v v - v - - v
ECDHE- v v v v v v v v v
ECDSA-
AES128-GCM-
SHA256
ECDHE- v v v v v v v v v
ECDSA-
AES128-
SHA256
ECDHE- v v v v - v - - v
ECDSA-
AES128-SHA
ECDHE- v v v v v v v v v
ECDSA-
AES256-GCM-
SHA384
ECDHE- v v v v v v v v v
ECDSA-
AES256-
SHA384
ECDHE- v v v v - v - - v
ECDSA-
AES256-SHA
ECDHE-RSA- - - - v - v v v v
AES128-GCM-
SHA256
TLS_AES_256_ | - - - - - v v v -
GCM_SHA384
TLS_CHACHA2 | - - - - - v v v -
0_POLY1305_S
HA256
TLS_AES_128_ | - - - - - v v v -
GCM_SHA256
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MR

FPiEmE 2 H=RRFERE

ZERIE tls- | tls- | tls- | tls- | tls- | tls-1- | tls-1- | tls- | hybrid

1-0 | 1-1 |1-2 [1-0-|1-2- | O- 2-fs- [ 1-2- | -
inh | stric | with- | with- | fs policy-
erit |t 1-3 1-3 1-0

TLS_AES_128_ | - - - - - v v v -

CCM_8_SHA25

6

TLS_AES_128_ | - - - - - v v v -

CCM_SHA256

DHE-RSA- - - - Vv - - - - -

AES128-SHA

DHE-DSS- - - - v - - - - -

AES128-SHA

CAMELLIA128 | - - - v - - - - -

-SHA

EDH-RSA- - - - Vv - - - - -

DES-CBC3-

SHA

DES-CBC3- - - - v - - - - -

SHA

ECDHE-RSA- - - - v - - - - -

RC4-SHA

RC4-SHA - - - Vv - - - - -

DHE-RSA- - - - Vv - - - - -

AES256-SHA

DHE-DSS- - - - v - - - - -

AES256-SHA

DHE-RSA- - - - Vv - - - - -

CAMELLIA256

-SHA

ECC-SM4-SM3 | - - - - - - - - J

ECDHE-SM4- | - - - - _ - ; _ J

SM3

(B LR

BN RE2REE, FiRRSHFTEMELEE, BIFAIELBEZRICEAIPRSE!
(100.125IPRIPRHY, UDP{ZERIGEIcmpikXAIRTIE ) , SNEIREZRIGER L4,

e AN

1. HENRMEGREINESIRTE .
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SR

=)=k =] 2 =R iERE
2. 1EEMEREHINEIERTNE, PEEEENLTERIEHSEITSEAREIDEEZIR,
3. URZE “KIRE” ¥, BREEEENTERIEINSIFERIR,
4. FEXIFEMNEANEERHR, BE “REWIFE .
5. £ “piBMIFE" RE, BEHEREE, BRLERESH.
6 EE (lﬁ%-—‘-u” o
2.7.4 ihaisEl

2.7.4.1 ipialiEHIsRES

SE ESUQF'm”%iﬁI"ﬂ§$'f$ﬁ$§ﬁ?§i§§ﬁﬁ*%éﬁiH’Jiﬁl‘tﬂﬁ%ﬂEB‘, A LAFFISELBYAITEERY
ipEEHITIRE, FHREXINAYSEEHI SRS RIZHhDELB IR 2EAYIPHBIL .

15 lE il SR

TR LA IR A I a = SRR IR E R R R R 8

o HEHE: REHBRFPMIPEILISEIELBRYEITES . (X4 & >KB P& aEHI Pty
iJJZéE':F'IXEE'J IPHELEEL R ERATIEK o
RETHRR, BRFAERIBENIPHENIERRSEE, JENRERERZIERE
PIKERE, FEEFinoEiRRS SR IKEE.

o EEH: BEZBANIPEILSEELBRYKITES . AREAKBTIEIHIEESIZRERA
FRIS ERYIPHENE S ERATIEK

[MARY:E
o I5iaiEH RPRFISEIRIVSSRORER R, FIRFIpingas<S#RIE, WPRHIAYIPIARTLAPINgEELB

SBERYIPHELL

o WFHEZRIGTIIE AR, SECIRGIFEHRINGIRTIRSEEE, 7 RILAping/@BELBEP
SEHYIPHELE ,

o JNAREMIPEEI EITEILDEHIRIBAIRS, AREAERIRRSE, MLAGRIRSE
ZEAHINIRERSRN RIS REHSRES .

IREIHITERI SRS
1 A RERISETIRTE.
2. TERMRIIETIRTE, PHEABIEER, WM¥ R,
3. fEEILABE I FRRRIEAD, ﬁ%m%&%ﬁ@hﬁ
- TEEHRIIREEAAES M“ﬁ@hﬂ”ﬂ am“"“”
- BEEFRIRSEI, WAKIFENEAESEE, PEABEHAENN

€ =m»
15+4 o

4. 1F “igEiniaiss]” AUSEE R, WIFR2-37FrRECEILITIEHE,
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SRS
FFisr

2 H=RFFEm

5.

& 2-37 ipiEHISEOR R

24

152AA

ialali

AILUEERSSFREIPILIE.. BRRMNEZER,

o RIFPTEIPIAIE: SIFFBIPIHIRIRAEIIE SIS

o HEH: (NAITIPHIAFRIIPSIE AR E SRR
o EEH: AAUFIPHIHEFRIIPILIRIAEIIERITE

[iiehileas]

REAZREBIENT, YREE—IPHEE, 1R
EAREIZRIPHENZE, FELCIZIPHINIEE, BEESXTFIPHblE
HAYEEIBES IPHENEE

plaliEHI TR

SiplaiEflitREaRREEEZRE, ALFFESREXE
ipEfEHIFFX .

. gg FEBEEEFX, RENBEBEMNEZIRESR
. )%EZI?H KApEERIFX, RENAZRMBZBRE

BB, BE “HE” .

2.7.4.2 i5iaEE 1P bik4H

IP 2R TE

IPibIHER 2 NPHITEE S, ARA—EEEGHEREERAFEZINEELAIPitb

471 8

SR RIS ST I ERIR BN IEFIRES . MTHEERERARINERE, Eih
=8 EIREHEHEFIRERAIAR, a2 8RS PO IUEE— 1 IPHEEE .

BEE: AUFIPHIHERAYIPISEI A EISERIEITES . AIRIPHENMARES(E@IP
sk, MRS RZAY A EDE S IT 2R LE (I PitEsEA )

EZE: REIPHIHBRAIIPIERIAEIIERISITES . ANRIPHBIMHERE S(E(TIP
ek, NIRSMAYREIIE IR VAT E IPHENES ] o

HRSRH

GUZE IP HuhiteH

AN =

BIAMBERT, — 1 ABFPELAEIZES0MPibIEE
E—AIPHEIEE, B EILAKES0 M MEfER.

NSRRI ESIZR T .

FEEMSHE=E, EF ¢ RIS > IPibIE” .
£ “IpitntaR” R, BE “QUEEIPHBIIET
EcEIPHEIASE, SHIRASIER2-38,
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SRR
FFisrm

2 H=RRFiER

% 2-38 IP ibliH 4B S %45

e

Ul

=27l

IPHEHEEAYRFR o

ipGroup-01

ftUIIMBR—M=RREEA, &£
WIREHSERSIEHF TR }?Bz
MEEE, UKBRRERE
Eﬁ]z;):')\ =18, 0 ((J’EJJ_EEEFHP?E

|PiBiE

FEEZARENEI R TIHOE
HIg9IPHEdE, STiFIPvALEIERNIPVGItE
ht,

o TT—NIPHEItER—WER, LAE]
ZELETR,

o B/ IPHBLtEREMEEERRT LR
“I” PlRRINEE, FERKEDR
ER0FI255FFF, FaeEa<>;

o BNIPHENHARRZ AIARANZ0014NP
HBUEEEMIES .

o AryIPHEitHEIA:
10.168.2.24

o HIPHbBYHEIAR:
10.168.16.0/24 |
ECSO1

faig

IPitELHZEE (S B RYEIRIR A o

5 WASHEE, BF ‘HE” .

=18 IP HEht4ARIAY IP Hbhik
\PHENHABIZRS, (EATHRIE G SKIT4E IR PHENE T

o FRANNIPHELE
o HtEEuPibit
o [RERIPHELE

\PHBIEE PRSI IPHELE, SZHFAIREZCUNT:

o BT IPHEUIE—MIEE, LABIZELER,
o  SAIPHELEREMEERILIE “|” SRR bu%& 40 “192.168.10.10 |

ECS01” , SiFRESBERORI255FFF, TRE

E’l<>

o B NIPHBNMARZEIRIN300NPHELETEER .

SO0 1P ik

(B, STIFRUECIRIFANT:

IPittIE2E Bl S AR [ EARANIPHELL , ARE20mIPitEH AP EFRIIPHELE

1. HNRMEGREISESIZRITE .
2. HEEMSHEE, &F ° PiEaRaE > IPHikR”

3. f£ “IPiehteR” RE, BEFERINIPHILATIMIFARR,

Mo

4. FEIPHIIRE TS, 8F i

HNIPHbL”

BENIPHILEERTIFIZ TR

o TE “YRINIPHBLE” BIE, FRONIPHELL,
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SR

FPigr 2 HE=RAPSRE
5 B ‘BT’ , SRR,
{2120 1P ik
RIS ZS BT I PHE I A BOFR S IPHELEH T R, B E LU TIRIE,
1. HENEMREIYESIERRHE.
2. EEMNSHEZ, &R “ B REias > IPEkE” |
3. £ “IPHEhHE” RE, SPGB LA TRMME(EAND, #HtSIE50PHELL,
a. tEEXPHHREERNEE:
i EEEEXPHUAIHENIHBFRTEITARIES, Bk B . SIHEXUP
HHHBRIRFR, ARFREIPHENEFIMEIA o
i. BE ‘HaE” , ThBX.
b. {UtEIEKIPHELLE:
i.  EPEEEEXIPHINEAMIIAZFR, HANIPHEIHARFIERE .
i. {EIPHBUTRE TS, #d “IBsPttit” . STIHEXIPHbUHARINFTEIP
btk
ii. BE “HaE” , THIBK.
B 1P ik
WNRIRF EHLEMIER PHENHB AR Z AN IPHBLE, BESEHSIEXUPHELL
AR IRZS BN I PHEHE A PO RV SR | PHENEEITINESR, 152 ELITRE.
1. FHNEHEREIHEFIERRM.
2. EEMNSHEZE, &R “ @Rz > 1Ptk ”
3. 1F “IPHEtE” RE, PEEEEKIPHIIAHEIHEZTR, N IPHELHAREET
EO
. TEIPHBNEZIZR S, B EFRIPHELEERFEITAY “MIBR” , SEERIBREAIHEIE.
5 MATIRE, BE ‘K7, MkRPHblL,
BE IP HhHATFS

O EEIPHIHARFEE, WRRTHRRIPHUHERERER, SEUTER:

IPHELHAREAEE, SI5IPHUERIZFR. ID. BIZERIEFIEA .
|PHBIFZE 7R INAYIPHBAL .

|PHBAEE REXAY IS T e R

HNREREIIEFIRIM.

EEMSHE, 15B1F “ s2iaiiae > 1Pt ”

£ “IPibtR” RE, SEFEEEFHBIMILESZIR, HAIPHIHARNFER
Mo

XHEFEEIPHUIHARAKER.
a. f& “IPitit” WET, EFIPHUHARAIIPHBNIEE .
b. # “XEGIEE" WET, EEIPHIHEEXEXAISEITE
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SRR

g 2 = RIHFIER
MBS 1P Hedit4A
WNERIPHENE B R B S I 28RS e ISR RE(ER ,, ToiESerkifR .
&) 7E | PiEHE4R % R R e @ IT BB EIPHIHBFEE & P A S XXV S IR 2R B, R
FRIPHbEE 5 S I ERRY KBNS S E R B a1 ISR
1. HENEMREISESIRRE.
2. TEAENSHE, %13 ¢ i nEa > (Pt ”
3. 1£ “IPHEhteE” R, EEMIBRAYIPHENERRTEST, 2 “WIFR” .
4. M\EERFRAIPHELLA, B ‘27 .
2.7 5 P&

2.7.5.1 iFBHELA

REIDEE ISR EAGIER, RSEFER. CAILER, BCEHTTPSHITEEAY, FTE
PSR ERRSRIED, MRABWENAIENRE, EBZ4IECAIES,

IRSZERIEE: EERHTTPSHMYAY, BRSZIEFHFSSUEFING, FREERH
BFAA

CAIEH: NMEFIHRCARNEIEE, AFRIEIEFIHRIEBNERE,; EF3
HTTPSXN[aTAIEINEERY, REAEFinfeiH BISECARZ LANIERAY, HTTPSIE
EARERTIN

AR

IEREESIFEENTWEAES, EXFRESERITES.

(EREBRNESEIR

IEPERER

E—MEBERBINER ERFLEIR, AILMERESNREISEESEIF.
NREUZRIBRSSIIEBATSNI, WEEISEE, BISERSEYRSIERFRY
BEFRES—H. —NEBILUEES MEE

BAMBRT, — P lEr=RE8fRBAERREHRE—, BE—NEBILUES
MEIFZRSEE . WREINEFE T SNITIRE, NZHRHSIES MRS EIES.
REISERRSIFRIGIES, RASHRAERHETINE

AILEREERRES, ERBXERIEBME=STWINURRNERII taEE=s
q?SIZ%U, ERFEAEERIIERRFRELERE, BNEFERNENEARNIE

GEISERRSISPEMIERYIES , HERRIERFZEZEIERPEMERE, 7
A=A

ELBA=BE=IEHNES, MREFIEBEIHT, FEFNERIERFRES,

FECBEIEBR, SYUEERNEBRES LGB,

NRBEIRIEBTNINLRGES, SEFNEBEME——D, FHFEMIMNYLE
H, EERLREAHRNSRFNTRFANTE.

IRSSEREHR . CAIEBRY “IEBARE” BUIFEUTER,
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SRR
5z =12 2 H=RRFiER

e LA “-----BEGIN CERTIFICATE-----" {EFFL, “-----END CERTIFICATE-----"
ERER

o BI6AFF, RE—ITFBIE64FH,
o EBZEREEET,.
BN

FASARSTVER

EEZIRSSSIEERY, SR E LEEBRIFAR . ETERMAFMAEATT LE
FFESTURIFATAS S .

HEEWIETERBRIFATE, FABREERA:
o FFEPEMIET, SITRAL:

- LA “-----BEGIN RSA PRIVATE KEY-----" {EAFFsk, “-----END RSA
PRIVATE KEY-----" {ERLER.
- LA “-----BEGIN EC PRIVATE KEY-----" ¥EFFL, “-----END EC PRIVATE

KEY-----” {ERLER.
o FASAZIEIAREBEEZTIT, HEET64FR, RE—ITABIZ64FR,
RN

----- BEGIN RSA PRIVATE KEY-----
[key]
----- END RSA PRIVATE KEY-----

2.7.5.2 1&z(5%Hn

BEg=
RHINEHRIZFFPEMASUAVIES, HESANIEBREELMAPEMIERE, Fee L&
BIfaEE . LT 2R PEMASTURY LM E ANE.
DER #1279 PEM
DERBBEEEAEavaF &,
BEITLA T ap A TIEBEEL:
openssl X509 -inform der -in certificate.cer -out certificate.pem
BEITLA T e S TRASREE (L :
openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem
P7B %%i%9 PEM
P7BIE B E FERAEWIndows ServerflTomcatd,
BEITLA T e A TIEREEL:

openssl pkes7 -print_certs -in incertificate.p7b -out outcertificate.cer
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SRR
FFisr

2 H=RFFER

PFX ¥i%28 PEM

PFXFECi@E {FEEEWindows Serverd,

ETLA T e S TIER L :

openssl pkes12 -in certname.pfx -nokeys -out cert.pem

EITLA T ap L TFAREE (L :

openssl pkes12 -in certname.pfx -nocerts -out key.pem -nodes

2.7.5.3 SIEEIER

BEIm=

AT XFFHTTPSEIRBININZEIAIE, ERIEHTTPSHMYISITRIRHERSPEIES, A%
HERIUER SRS, BHERNEREE.

IRSS=RIEE: RSB ERRSIRHAIRS SHFEBMNENEBIES.
CAIER: (X755 LIEEHIB B CAILES

ARSSERSMIUES: BRI BEERRSIRHAIRS =M FIEBERNBEHIE

BlUEARSSERIEH

1.

2.

3.

B
[MARIZY:

MRAERNKFREFERR—MES, FEERITXESWERIERERIZER MES.

BREEEE,
EEEEsar ek Y B, SEREHRE.

PEREL LA — , SR WS > BERENE”
EEMSHEREE STHEE” .
B QTR , BEEsMiBEaNE2-39,

£ 2-39 RSB BSENRA

2% pizlilz]
MISESid SUERIERRYZEEY, EIRIRSRIER,
o RSZEIFE: TE(ERHTTPSHMYAEY, IREBETFHHF
SSLIEFNE, FRAEPASIFAE.
o CAIFH: NMREFIHCANIHIEH, AFRIFEFiE
IFBNSEE; EFBHTTPSWELAIEINEERT, R
W PiRasty H BIETFCAS A HIIEHRT, HTTPSIE
EARERIN
IEBZFR NEBIEEZIFIZSH.
BB BEITFRER.
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SRR
FFisr

2 H=RRFEm

ol

IWINHZE—M=RIREESI, EWINEEERSE
HE—ZTRRINEEE, UIRREANSREE.

PREE,

NEBIEBHZEH.

IFBABYIRAIPEMIET

BE CHET , EERELEERX, SRR
EEFTRAS o

IEBREHELNT:

e

Fh$H

NEBIEBHZEH.
BF “HE7 , EE EEFAXH, BHREREAINIEES
EEHTARZS o

EIFEV R TEBIFAR . FFEPEMIEI, FATHRE
WM
————— BEGIN PRIVATE KEY-----

[key]
----- END PRIVATE KEY-----

=&

WMREZAGBERBATFSNI, WEBIEEHZ.

W2 REERFE. M. PRIKER, PRIEAREEER
;%ZEEEJ—'% BANFREERBII63INFED, FEFREUS
AN

REZAZIF100MER, HRELUESHIE; BNMNEE
KERBT100MES, BEKEAREIZ100000=F
Fo

i
4

AIAHZIEBRUEIRMER, FBIEIR.

CIE CA P

1. EREEEAS

2. mEmEsarrfes Y ER, ERRKENERS.

3. HETREA LN — , R CME > WiEaEine”
. EEMSHESE STREmE”
5. Ht ‘AIETER” , RESHBESNE2-40,
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SRR
5 =12 2 H=RRPiER

% 2-40 CA IFBSE5MA

24 588
IS eESidl BUBIEPRIEEY, ERCAILESR.

o [REBEEITFH: TEFERHTTPSIMYET, PREZSSTHE
FSSLEFNE, FRMEPHRBFIFAH,

o CAIFPF: NIREFIHRCANIHIESR, ATFIIEEF iR
IFPNESAEE; EFBHTTPSNEIAIEINAERT, B
BYEFimReH BISECAR AHNIERAT, HTTPS
T BERIN .

IEHBZR IRRICAIEBZFR.

EIIRE TUHMHR—M=RFEEEA, EWIMEEERSE
ME—NZRREMEEE, URIRBERNZREE.
FRRETE

IEBARAE IEBARABTLINAPEMIE

BE CHET , SR LEERXUY, BRSNS
EEHTRAN o

IEBASHEIAT:

ik AMIRHZIEBREIRMESR, PRI

6. BF “HBE", =20,
2.7.5.4 SEIH

Brin=

?;f@'}g%iAiIE%Z:?%EQL*éi1§FHE§, SR LURIEE SRR SR M A Rzt e el
‘iIE so

LRSIRE!

EARHTTPSIEITRAPEMEBRNES, TEHITHIRRRIE, BRI TER
IEPERE.

BRIERENIE B REXAY IS IT2S
BE NS S5 2 T
EANSHZSEE EBER"
EEBFIEF, 1£ “WIREE FURINY/RD) " FifEs), BREIRESR, MaE
BHIREIFRER .
LXRBMITSRMEATSN, 1F “ WIS (FIRtNY/IRO) " FES), BE “EF
7, SHKITEER, BTEERITEERES.
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IESGIER

N R IS SR T .

EEMSHE=SE IEREE .

FIERIIERF, ERBEMANEBIEST, BE ‘18287 .
£ “EMGER” XEEF, EXGEBRIBEXER.
HIMERIER, BE “HE™ , THIEN.

ok W=

BIERES

PN 3l A

EEMSHZSE THER" .

EEBSIES, EREEXERAET, B3 ‘R .
TEHIAHEETRSE “HE” , SR,

2.7.5.5 48E/EHLEH
RMEG=

A w N =

T XFEFHTTPSEMREIMNZEIAIE, ERIZHTTPSHMYISITRYRHERSPEIES, &)
USEXEDHEED . NREEAEIIELOERIERIHSERCRERFEE
i, EAUSERETERIESR,

NREEE AR tHER TFERAGES, fIaWebNRLXIERSS . BB
55 LRI BAYRE, DRIERERAEEMSEUWS AT,

(MERIY:
S AR RNEBAFARRIE R SR B R0

LR SR
o RHTTPSHNIIMIFEEA ST F4BE/EHIES o

. :EBLBT "2 EMIEREARTHIRIES, MNMREHIEBEHT, FEFNERERIRE

o NMRHEPFVAER, BEEVANERSPEERZIEE, FEINERBRE
FRFRAGIES

HURRSR

ELEREREIER EPEE” NECESFERIINES, WRITKREIE, 55t
BIRES .,

SREUNED
BT RINHTTPS M I 28 Sk4TEIEH - 1WA INHTTPSSIR2E

EIEIEH
1. BREEEHE
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SR
5 =12 2 H=RRFiER

2. rEEmEsiarfes ¥ EE, ERERKSNES.

BT PR — , KR WSS > WMEREINE” .

BN & TR TE .

TERMAHIYESIRRE, BEEEEMHTTPSMINSRAIRRIIEZIR.
£ “UAIREE” TET, SEERAIRSERE TIRIESIN “RiE” .

T “IRBRITFE” & “CAFS” TEEESERINTS.

7 “GRIBIAIRSE” SHBER, BE “BE” .

2.7.5.6 #HtEFHRIEH
RME=

© N o~ w

MRERIERB S ERCREFTEEGR, SIS SR EE R
SRPTAERNES o

(MERITY::
S A EIYERNEB AR E LRSS B RN .

#ysR SR
o HBHTTPSIMYAVEIFEE A S 3F4PE/EIE$, TCP/UDP/HTTPHMXAVEIFZEAR
SZISYRE/EIRIER
o IHTEPEIIENEN . BEREVHIERSMSE(FERZIEE, HEVIEESEEE
FBFErEITES .,
IEMOES
1. HENRMEREFIYESIERH.
2. EENSHEERED rPEE”
3. FEERIERF, EEEERAGEBREST, BE ‘BN .
4. 1 “(BXOER” WNEEF, BXOEBIBEXEE,
5 MMEXUEE, B “HATE” , THUBX.
2.7.6 BURIRIERIP
ey ST
S RIS IFEURIREIRIP, EiEHIEHTERIRIER, FEMmAN—FECtRS
@E’\J‘;%ift, BpiibE SRR ITHEIRE. ATKSEE, ENFABRERIPID
BE,
ZINWeEREEERAEE, WKSUNKS FTHRAPIRREEEN . SEBARREE
ENR, FEeEHTRE, WEBK, BHRESER AIRIESLRINNR .
TSR E R

BRAERIPEROAXE, EHUSELUTERARRERF.
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SRR

FF{Em 2 HERIBPER
. BREMEEHE
2. & ‘EHE” mE, B mIEA LBRARE, EMEIRPIER ‘2eiR
87,

2-17 288

3. & “R2IRE WEY, &R SURRIF > BIFRIF > XA .

2-18 SURURIE
T2RE @
EFEE ERBiiRE =t BiaEH

EREIMFA

sm | s
SREF #08 | weE
s e

TEEx

4. £ “BEFRPIRE mEY, EF ‘AR, BiFE ‘BT’ B, FRERERP,
FREE, EURKSHIIAMBRETSERIER, SISt RIRS A
B, SEGAGIEBHITINE, B iRE/EmRAXEIIIRE,

(1 %88
o FFUNEHITEURISIE, BN “IBRERP TTE, EBAEAS, SIEHFE. FHF0
EIMFA=ZFIAIES (.
o WMEAFPRETFEN, MIANESRREEEFEF.
o UNERARFRRYETHRFE, NIAESCREEEIRARM

o WNERAPKRESEMBAE. FHMEMMFA, HTHRMRIER, LARSIETAF4S
TEHFTE . FHLSELIMFA,

o INFHELBEFHL. BFFE. EMMFAIRE, BEKSHIEN.

ISIFER BRI
HETEFRRIERP, TR, RASEHTRIFRIPRIE:

o EHITGPETHIE, TWABPFEIRIES.

MHhRA 01 (2024-11-14) AR © AR BRABIRAS 240


https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0703.html#iam_01_0703

SRR

FIFiET 2 HERBPIRE
o EEHETEN, BAATHRIED.
o EEHETEHMFA, BHAMFARS CHICMENSIRIER.

11[1_?@'7%1’!51%#'%1%‘5@&}553?, SiRMIbR A BIDEEERT, BHLATIUIE, ®E—MIE
WEBE:

2-19 BERIPBHIGIE

x
B{I6IE
O cSEFEEERr. ATEECTESNEEES, SEFSOBL. MSEETEs
B, SEHSENE- SR Ea. S
BIAT @ FH ke =HiMFa @
S C B3
1S RIS
B
XIAERERP
WNTBXINRERIP, BEELUTEEIRE,
. BEREEEHE.
2. £ “I=HE” TE, BFEEREALANARS, T MFIRFIEE ‘L8
g7,

2-20 ZEIRE

3. & “R2RE AT, &R SURRIF > BRI > ZEMER .
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SRR
5z =12 2 H=RRPiER

[ 2-21 {E2aBURIRIF

ZLiRE @
EsEs | mese | senEss =EsE 0 pERd
ERRIMFA AT | M
BRP mem | wmes
B e

THEE..

4. £ “BEFRIPRE” TES, &R XET , BE W’ 5, XIIRERP.

EESIE e
o UMIU4BERIUMFAIRERE?
o  WEAIZKEXMFALSIERS?

2.8 17O HE
BEIHS

E(ERE=RIELBEAE], STIEXISREAHTTP/HTTPSSIFSer A& 19 sLAIaiHa BE
BITCR, SFEERATE. ZREIPHILE. EREERINREZSRTMNE,

IRIEIBR R iRIRSS 2 SERISHIES=E, ERIEE LR R EIIERFA
BE&ER, SMRABHERMLARELS, REEVFEERRSSER.

(MERITY::
ATt REIE LB THFEENIEABSRERIZATRSEN S, BEEERZES,
TRIERIRAAN SURE REURRIP, FRMISIAASEUREIEET 58 B R FRIER,
DEINBINZERF

£JRSPRE!
o {URAHTTP/HTTPSHAIR M =R G OISR E I A

o  ERTENBEESTRESEERN00MER, ENZEBERIESHTTPH
B, TERIERALE,

o IBERVETLHLE (NAR) faEiivEE., BIARE, B2NWITHERIGEHY

o BEZFEBET=HFTIRS . BMNRE, BERNFTREBR=HTRS .

o BERVETRIRRSEAHBECHTINGIHRRSSE, ERiRIRSEFEIHE T
5. BIARE, B2 o2 RiRIRSEEE.

o REEZTEELBHGIE THTTPEHTTPSIAITEE , BE{RIE(E, S GINHTTPISITEE
oRIIHTTPSMSIRSE
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SRS

FIFiE 2 HFRBPIRE
BAERE

2-22 U FEEIRIRSS SR IRFRE

plEEE BRE® RESEES BEHEES A

BIEHHA
1. BREEEHE.

2. EEEEarees ¥ EiE, SRRKENEE.

3. EBETHEALfAN — , %R EE5UE > =ATRS .
4. BEAMSHE “BESE"
5. B “AIEATAE” , mEREER, RABBTESRR.

2-23 S HEAE
-+ X
lied=hatc]
BEESR Its-group-elb
(0= default ¥ | C EEalmA
BEFRERFE) 7
BFEEEUATMI0R. FLE1~365RZEEE. BliFEEnOEsaEamiik. SrLESEaEH

sRlBHERNE. THRITSITE

= 0 BFERESHESRTESEMIRR, THUANBSRAESEOTENE
WAZIERBEFR (KEREEEN, BafsamiE) . T#Es

i =] RIFSEIEER IRfE

&E

d
0/1024

6. BE “WE", SR,
BIEBER

1. ARAFRSEREHE, SREATESIIMA .

2. BE URATR , ERLIEN, BABRRER.
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SRR
5 =12 2 H=RRPER

. 2 24 ﬁu@alb\ﬂlh

5 X
IEBRER @
BFEEER lts-group-elb
BERESH Its-topic-elb-TEST
A IRE default C EEalEH

HEFEATR(R)

o)
p

EEEA
= . @ 124E

+ RIS TRES
=53

3. BE “HE” , S5

AcEmin A&

PEREAL LA — , SR WS > BitnEieg” .

£ ‘e R, %ﬁﬁ%maﬁﬂa RIS EIR.
EZARMERREN HTEE” /L, BF ‘KBHIAE"
Fﬁauﬂa,L&@rzaum%¢@Lmauﬂmaum°

N =

2-25 BeE ELB g HE

[T=n1l] = )
A B2 - CEAEISE THREERNEAH . BSFr=0+ES+
=& +E z=cx @D
+ BEAR lts-group-elb v | Q E=BF4
* BER Its-topic-elb-TEST v | Q ==BFR

5. BE ‘e’ , BeERT.

A
HREIERI = B S AR ISR AR &R AR .
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SR

PSR 2 HE=RRPIER
=g =g LI S

EALBEA TR S REELIESRIFRER

o IBMRZINE” =HE, EABDRESHEE, MUEFELEEE.

J (}’ET") ‘=HRTIRS” =HE, EREAENR, BEEFEIIFAEHE. H#AR
it ﬁ?f*ﬁ fEfER Ellu\uw%?ﬂﬁﬁr £17, BEEBRFATRIIATES.

BEETERNM TR, AIFFHERESTE,

$msec $access_log_topic_id [$time_iso8601] $log_ver $remote_addr:$remote_port $status
"$request_method $scheme://$host$router_request_uri $server_protocol" $request_length $bytes_sent
$body_bytes_sent $request_time "$upstream_status" "$upstream_connect_time" "$upstream_header_time"
"$upstream_response_time" "$upstream_addr" "$http_user_agent" "$http_referer" "$http_x_forwarded_for"
$lb_name $listener_name $listener_id

$pool_name "$member_name" $tenant_id $eip_address:$eip_port "$upstream_addr_priv" $certificate_id
$ssl_protocol $ssl_cipher $sni_domain_name $tcpinfo_rtt $self_defined_header

BERBIENT:

1644819836.370 eb11c5a9-93a7-4c48-80fc-03f61f638595 [2022-02-14T14:23:56+08:00] elb_01
192.168.1.1:888 200 "POST https://www.test.com/example/ HTTP/1.1" 1411 251 3 0.011 "200" "0.000"
"0.011" "0.011" "100.64.0.129:8080" "okhttp/3.13.1" "-" "-"
loadbalancer_295a7eee-9999-46ed-9fad-32a62ff0a687 listener_20679192-8888-4e62-a814-a2f870f62148
3333fd44fe3b42cbaaldc2c641994d90 pool_89547549-6666-446e-9dbc-e3a551034c46 "-"
f2bc165ad9b4483a9b17762da851bbbb 121.64.212.1:443 "10.1.1.2:8080" - TLSv1.2 ECDHE-RSA-AES256-
GCM-SHA384 www.test.com 56704 -

HEFERIRIBINZR2-41,

xR 2-41 R

2% iR BYEi5A8 BIEE
msec LAY RERRYATE], | FREEEE 1644819836.370
HES IS HER
HNED,
access_log_topic_i | BIEHERID, uuid eb11c5a9-93a7-
d 4c48-80fc-03f61
638595
time_iso8601 ,L,\'—j)\ETEI'JETIEﬂ, - [2022-02-14T14:
SKAISO 86014F) 23:56+08:00]
A HbATE]
log_ver ELBBRSS HERR A EE{E: elb 01 elb_01
=
remote_addr: ERFimIPibik: ZF | iICREFimIPibiE | 192.168.1.1:888
remote_port Ui o EFimimES .
status ELBIMRZAIRSRD . | iICFRIBERIREB, | 200
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SR
FFisr

2 H=RFFEm

SH

%

EX{Ei5iEA

HIEE

request_method
scheme://host
request_uri
server_protocol

BXEiE. BXKE
=X //ENZ: BK
URI B3R MY o

e request_metho
d: B\ERGE

e scheme: httpzj;
https.

"POST https://
www.test.com/
example/ HTTP/
1.1"

e host: FH1Z,
AJRENEE TS E
IP,
e request_uri:
NES 2R AR
YRR LGS
HURI, ~EE
MY R ENE
request_length MNERPIRIERIRER | BEHYE 1411
KE (85K
headerfliE=k
body ) o
bytes_sent REFEFIRNFT | BIHUE 251
# .
body_bytes_sent | KIEXRIEFIRAIFT | BEIHIE 3
# (A EIENm R
L),
request_time EROGIERTE], B | EREEURE 0.011
ELBKFISE— &
Imis KR X EIELBA
X SeNa R S AR E)
Efe (Bfz: ) .
upstream_status | M_LiiFiRS3EEIAEHY | FimiR[BIZ5ELBAY | "200"
MECAZEDS, HELB | RS
RIEHTIEKERA
SEEZ M MRAK
S8, ZERKIKE
e AR EiRRSS 28
At EE A -
upstream_connect | 5_EiifiRZEREIE | FRBIHIRE "0.000"

_time

EFREERIRTE, B
BILARDRENL, DFF
THEW ., HELBIL
E#TERERNS
BE S MEEIIRT
18, HERKFWIER
A E RiniRSS 20
tE=FER A -,
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SRS
FFisr

2 H=RFFER

SH

%

EX{Ei5iEA

HIEE

upstream_header_
time

M LRSS 2
RSk R ZERYRdIa),
RNELAR e, 5
HrRJ9Er), SELB
IR TISKEIXRT
SBEZS NS
18], SHIERKRRIER
¥R ERiRARSS RAT
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7. EFESEENCEAMN, BE ‘BEEHT , BE—1E0, WE EEFSHAR
™, B DS MEERFERER.

2-32 BEESH

“context™: {
”:ode": "204",
source_ip": "10.45.152.59"

eafed2f78c@0909158a4d" ,
£9-95f5-d5cebe2a9ba7”,

ion™:

“api_v

A\ {\"project_id\": \"ese3ddago7eeefed2f78ce@ges1s8add\”, \"name\": \"9646e73b-338c-

" ‘15693217 5225
"resource_name" 3C4:\=7Jh 338c-4d27-a17c-219be532812c",
d_time™: "1569321775963",

"id": "@5@3ddaB78eeefedof7S5coo96d70a960"

?ﬁiéﬁ;;}ﬁ‘ﬂﬁ&%ﬁ SMRXRFRIER, 520 ( aHITIRSAFER ) 1%

b g =t
o ClERfAEIgHES

request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041 fffa40025702f6dc009cc6f8f33" "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00
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resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}

o THBRGABIDE RS
request
code 204
source_ip 124.71.93.36
trace_type ConsoleAction
event_type system
project_id 05041fffa40025702f6dc009cc6f8f33
trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec
trace_name deleteLoadbalancer
resource_type loadbalancer
trace_rating normal
api_version v2.0
service_type ELB
response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags": [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441c7f0d0d 1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}
resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1
tracker_name system
time 2022/02/14 11:58:03 GMT+08:00
resource_name elb-test-zcy
record_time 2022/02/14 11:58:03 GMT+08:00
request_id
user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a"}
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ELBATLASTRIZ FiAaRl s oina& 2 ML S TRERES, FIERIRZ BB EIkEL
KIFEBVESLIP, TOARIZAEIR B FSRIRENELBEE(LIT A5 EESLIPHELE ({325
IPv4 ) , 1ZIGEHZEEELBRIRIRSEE.

AEGERTIUE (TCPiY ) BRSS, JEFFBEERFRFDRETOARZIEIR
B, AISERMAEHITRE.

LinuxP#ZhiR 28 792.6.32FLinux IR A J93.0LL EAYRIER ST, TEECETOARZIEIR
RUIRMFE IR EBXA, BRSPS SRENARELRHITERE .

(MR

o TOARSZIFUDPHMYAIMSIRES .

o TOABRELUMEERFHIRIEATIAEETIE, BftRRIRAZRETIEEM.
e  CentOS 6.8 ( Kernel version 2.6.32)
° Suse 11 sp3 (Kernel version 3.0.76)
° CentOS 7/7.2 (Kernel version 3.10.0)
° Ubuntu 16.04.3 (Kernel version 4.4.0)
° Ubuntu 18.04 (Kernel version 4.15.0)
° Ubuntu 20.04 (Kernel version 5.4.0)

° OpenSUSE 42.2 (Kernel version 4.4.36)
° Debian 8.2.0 (Kernel version 3.16.0)

RIS

o  REAZERFLIMNEESHBINZRAFTEIMNE—E, FIaNRZMRASD
kernel-3.10.0-693.11.1.el7, NFEBLEXNIRABIARZFF A Ekernel-
devel-3.10.0-693.11.1.el7,

o TRREMIETLUBIEFER.
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o UNERREdFrootRlIF, FAAsudofR,

BMELR
o TR FLBEHMILinuxRZARA3.0LL LRYIRER %
1. ESEwERERE.
(11 588
o TERARERALBAIEESR, IREFEEEXAZIINAZRANEZES, FEBITE
W ETHFENLZE
. ggaamﬂyéumzw&@ (kernel-devel ) BB, BERKRFGIREERINAZFF
AT R AR ELinux & TR AANRIEIRER, iBRIBREEE NG 2R,
- CentOSIME THURIELE
i PUTINTR RS, &EgcchmiFes.
sudo yum install gcc
ii. BITUITHS, ¥EmakeI H,
sudo yum install make

ii. PUTHI TS, RRARERRITLRE, FREANHSERNRTEES
RIZhRE—EL

sudo yum install kernel-devel-'uname -r’
(AR
o NMRETHRERBMNAIMNZILE, FJLARIINFibiFZE FHIINAIrpm

o

#dik:  https://mirror.netcologne.de/oracle-linux-repos/ol7_latest/
getPackage/

L3.10.0-693.11.1.el7.x86_644f1, THEHITUATHSRE
rpm -ivh kernel-devel-3.10.0-693.11.1.el7.x86_64.rpm

o WFLEERENFMZFALEE (kernel-devel ) BIIER, EERREGIEHE
SRENARZFFAE .

- Ubuntu. DebiantiiE FAUR{ELE .
i PUTIN TS, &EgcchmiFEs.
sudo apt-get install gcc
ii. BITHWITRS, ¥EmakeI H,
sudo apt-get install make

ii. PUTHT S, RRARBRRITARE, FREANEHSERTERES
RIhRE—EL.

sudo apt-get install linux-headers-"uname -r°

- SUSERETRYRIEZSE.

i PUTUNTRERS, TEgcchmiFas.
sudo zypper install gcc

i. PITW TS, ZEmakeI B,
sudo zypper install make
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iil. PUTNTHS, LENERFLE, FROLTHSEORAEES
PIRZARA— B

sudo zypper install kernel-default-devel
2. URIFERIZIEIR
a. fFRQtTH, HiTUTa<, TEHTOARKERIFENAS.
git clone https://github.com/Huawei/TCP_option_address.git
(MR
MRAKRLEtTH, EHNATHEE TR TOAMERERT .
https://github.com/Huawei/TCP_option_address

b. HITUIT#S, HENRBER, RMFEER,

cd src
make
RFRTIERIERwarningei&Zerror, IRBERIERTT, KEHFIBRTES
249 pitoa. koS4,
(MARLY:

—_—

o WRRFEIET “config_retpoline=y but not supported by the compiler,
Compiler update recommended” , FAHgcchRAIZE, EIIGgcTFHRABETIR

o

o MNREIRELINUXCEITIRAFRFNARIRZIRAE, BRIFTOAMIREY, EHK
GCCHHRIVBHTRRES o

3. INEHAIZIER
a. HUTINTE<, DNERIRIER,
sudo insmod toa.ko
b. HITWTar<, WIHERINEER, EERZMLER.
dmesg | grep TOA
ERTREEEE “TOA: toa loaded” , HBARIZIEERANEALIN

AR

CoreOSTEBHTHNRMFTALIRRG, FEHAREREHIBTERS, AREEE
EBEPIIHAZRIR . AT REFERZERISRABERFLZ/lib/modulesB R,
AJLERRTRERREREFIZIZERT, MUMMBEERSER.

4. BEIiERRER

AT ETOARZIERERRENATERL, BILUSINE TOARIZIERAESINZEIE
PRI
BaNERIZIERIY S EZB A TG E:
- %PEJL‘ME?EE%%K, FEBEEXBEEI AR ININE TOARIZIE RIS
~ o
- SEUTNMRESREERIHA
i. 1E “/etc/sysconfig/modules/” BR T~#hiEtoa.modulesX{4, ZXHEHE
BT TOARZAERATINEMI A
toa.modulesSXfAE, BESEWTRA:
#!/bin/sh
[sbin/modinfo -F filename /root/toa/toa.ko > /dev/null 2>&1
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if [ $? -eq 0 ]; then
/sbin/insmod /root/toa/toa.ko
fi
Elrh “/root/toa/toa.ko” JTOARIKIERN MHAIEER, EFRRESEE
B CmFINTOARIZIERERZ .
i. BWITLAT®S, Htoa.modulesBEIBIATINATHITIUR -
sudo chmod +x /etc/sysconfig/modules/toa.modules
(11 % BB
%;ﬂ?&mZE, SESHMETOAPUZIERA LA, RItFEESHmETOANIZ
SR,
TRZTR
MREFEERNEFIRERS IS RZER, aTllStoa ko N EIEE
DREUHERAIEIA A, RESIR3ITBINFERIZIER,

PRIZARRINFBLINLAIE , NI LAERIRENAIERIESERIPHELE .
(1] %83
T RARER BRI THRE AR LR o
IETOARIZAIER
TOARZIERZ RN ERIRT B RN R, LA H—AIERIBIF .
WITAIT A<, EREBpythonlIEInARS2EFREEI— 1N EZAIHTTPIRSS
python -m SimpleHTTPServer port
Heh, portBE SELBRINZISIHIRS BB ENHO—5, BHiAK80.
BN E, EIEPRATELBMIPE, RSHITADRTMT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -
MERLY::
EiRi5aHE4192.168.0.90, Z/EiRARSSZRAILEREREIRZ FimiRIPHEIL, BIZFi51E
[EimBRS32RAYESEIPHEL o

PTRELRRHTILinuxPiZhiRA792.6. 328U ERSE .

(11 %A
TOAKRIHFS7352.6.32-xx IZMRAHIRIER B ( CentOS 6.8i51% ) . SEBWTEE, #HiTE
%O

MEAT MG FREN S B TOABERAIRZRICIEE
( Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz ) o

http://kb.linuxvirtualserver.org/images/3/34/
Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz

R ETOAEIRRINIZIRISE
EXmFIRXSE
a. HA “linux-2.6.32-220.23.1.el6.x86_64.rs” {43,
b. %48 “net/toa/toa.h” {5,
¥&#define TCPOPT_TOA200EC EL{E L 9#define TCPOPT_TOA254
c. frshelllim, HATIAT®HZL,

SASRRZS 01 (2024-11-14) WRIERE © LEARITERARERAF 280


http://kb.linuxvirtualserver.org/images/3/34/Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz
http://kb.linuxvirtualserver.org/images/3/34/Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz

s AEIYE
FFisrm 4 PR

sed -i 's/CONFIG_IPV6=m/CONFIG_IPV6=y/g' .config
echo -e '\n# toa\nCONFIG_TOA=m' >> .config

BCEZSIPVOIRERIS AR mIFHRZF , TOASWIRIFHRIRRIZIER, o]
DA ERFZLE

d. ZgtEMakefile,

AJ7E “EXTRAVERSION =" &SEINLEBENXI—LREE, SSE “uname
_r” EFIME.Iia_Ty {ﬁuyﬂ-tho

4. PUTLATaS, WmiFEREHE.

make -j n
(MEEY::
Jrf_fL‘,LWE%@}ECPU’fZﬁEEEEF_\YE'\J%%SZ, Bign: 4#zCPU, BIECE D4, MMANRGRIFEE

5 WATUUAT®S, LRAZIER,
make modules_install

B LHITERUNE4-1 PR

& 4-1 LIRAIAIEIR

INSTALL slib/firmware/kaweth/ rlgger'_cnde_flx_.t-ln
INSTALL /lib/firmware/ti_ 3

INSTALL /lib/fimware/ti_5

INSTALL /lib/ flrrm.ar»- /mts_«

INSTALL /lib/f1

INSTALL /lib/

INSTALL fllhﬁflnnwary—udQHPDrt huﬂg.fw

INSTALL /lib/fimware/edgeport/boot2. fw

INSTALL /lib/ ware/edgeport/down. fw

INSTALL /lib/firmwa geport/down2. fw

INSTALL /lib/ i geport/down=.bin

INSTALL /lib/ vare/whiteheat_ loader. fw

INSTALL /lib/fimware/whiteheat. fw

INSTALL /lib/fimware/keyspan_ pda/keyspan_pda. fw

IN‘;Tu.J_I_ /lib/fimware/keyspan_pda/xircom_pgs. fw
5§ 37_%

6. ;ﬂ'iju-l—uﬂ?; '_H’H:I*.M: Ao

make install

L HATERINE4-2 7R

7. FJF “/boot/grub/grub.conf” X4, ECEFANIBNASEN, WNE4-3F7<.

a. BANEKASHIHZASZE—IPHRIZIERIEETINZ, B) “default=1" &KX
73 “default=0" ,
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b. EHIENESBtoatEZkAGvmlinuz-2.6.32-toaItZITERESID “ nohz=off” &
#H., MBEARXHAnohz, KEHDTFCPUORRESIEFETE, SMELFTES

4-3 FeEN

Haf3iil+
Jeldli

nin

lashimage=(hd©, 1) /boot/grub/splash.xpm.gz

ernel /boot/wvmlinuz- . . ~-toa|ro root=UUID
et nohz=ofifj

i /boot/initramfs-. . . -toa. imf

c. BUEMERFERL, ERRIERSR.
BRASK, RFENHvmlinuz-2.6.32-toall#%.
8. HEZKEZTHZE, PUTLATIEIINETOAERIR,
modprobe toa

gi¥modprobe toads LAIAFFHUSIA, LARRFERN ImizIAH, w0E
4'4FE7J_T o

4-4 modprobe toa 5%

[root@SZX16000167219 ~1# modprobe toa
[root@SZX1000167219 ~1# 1lsmod |grep toa

toa 4203 ©
[root@SZX1000167219 ~1# B

TOAERNINESERE, EiRRZERNEA4-5F7R.

4-5 EFiEWZ

L
L1

9. ISIFTOARIXIELR
TOARZIRIRZ 3 A TN BN O] B RRENE RN, IEAMEH— N IRIERIBIF .
PUTINI TS, EREBpythonfiIEiRIRS SR BN — 1 EZAIHTTPIRSS .
python -m SimpleHTTPServer port
Hrf, portmESELBRINZEinIRSS SEIEENRO—3, #AIA7880,
BaizfE, BEEFimAEELBRIPE, RSZiHEEEBEENT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -

(MEEY::

EiRipiaIHH1192.168.0.90, 2/EiHARSS 25 A LARENEIAIE FimiRIPibit, BIZFIGE
[EiRBRS32RAYESEIPIHEL o
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