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F AR EE .

AR
g ECookie KB A M | STIFHUMR B AMIFES/S ANHeader/ffRHeader/RiELH

BERREE FoeTh, ERMKIEEIAEHIGERARIE. MREEERER, TLURRTRHTL
&,

BHTTP/HTTPSIEIFERCIEES, BB — 1A A RIS B KE A EITEEER
INNEIHIRSZ 224 ( BPeR TR BNEIHIRS2EEH )

RN A RIBRLSERRR, FS5HARIHF; FLURE, EFTHRR.

BMERSIRBEARBRMERINT (FERBHRSHMED/), MRS ) &
FIEC, —BrEIEILACE|—RIEARRER, ZAMERARERRISHITELR

o —FRERRBRELELMNFRINT SOFMEE, BERFRNHERERM, 78
TR R AR

o UNRASILACEIEITRRAVEA RIS, MIRIZIE R RIRERIBER

o MNEAREICECEIEITERAVIEARES, NBERIZBROANE R RESHI TR -

SREERRISSTISHIE R MNZERIE: 58, =R, HTTPEXRGE. HTTPiER:L.
BEFERH. ME. Cookie,
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* 1-31 BRERRIRAIEE AN

RN

)

&

o [LACIER
A RIS E, TSRS NMES . SEBEUARDE
NERERER, BENEMFBERAEE3INZER, RS EKEAR
BEBIT1001MNES
o MLEZHZ
- ERENRERMSIE: REERENFE . HFEEFRE
fF-2=~_H\M$RIO 1R, IFES () FIFAEsS
(?) fERBEFHFER . ASTISUALTFFLFNERE, 3235
1571 7w
- IENPCEL: REEHENFR . HFEIUS®RER.-2=~_+\\*
$&| () [14ER%
b= IR

1ERGEE S https://www.example.com/login.php?locale=zh-cn#videos
BARMINERE “95” 1Y, HS: www.example.com

o [LACI5ER
AT RBIRE, TUHIIRINZSNEER .. BERHEXFE
« BTSSR ER_~@N-%#$.2+2,=L\/ O [1{}ERk, KE
SEEH1~1281MNFS .
o MLEZHZ
- EALE: BERARFRNRERETE—H. Reedh/H
3k, ZEES (*) IEAES (?) ERBEER.
- BUZRPLES: 1BRAVIRRIELE IR EREAIFFL ., REEH/
Tk, EFES (*) MI¥/AEsS (?) (ERBEeAER.
- IEMPCES: 15RAVERIZFNR ERYRRRIEN FRIA T PUALD
BZXTRIFLEEZLZMUNNEER, 52 UREERELERR
EEEZE@HO
TN IN

1ERGEE S https://www.example.com/login.php?locale=zh-cn#videos
BARMINERE ‘R i, HS: /login.php

HBERPHNFHFRSREFIER R RIEPRIF T RELEHT,

R .

FROFHFERERENNOER, FEDINIREE:

o 2 (key) : REtBERENFE. HFIHFHRFRFS ()
4-1'/:;:?@/\__| o

o fH (value) : —PMETHLIEESZSME. REEBERNF
&, HFMUFHRFFS )+, [=2@N-_' s STHRFFI? fERiERT
FHER-

BT

15RPEE S https://www.example.com/login.php?locale=zh-cn#videos

EERANERE “‘EaF/FE"

# (key) : locale
& (value) : zh-cn
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RN ik

HTTPiEKRTS % R AHTTPIBR X

o AILIHFIREZ MEKRTIE,

o FEHSHLATIUM: GET. POST. PUT. DELETE.
PATCH. HEAD. OPTIONS

HTTPIERTSiEm

GET

HTTPiEKk R AHTTPIERL

Bk ERENIEN, FEESIREE:

o #2 (key) : HEEHENFH. HF. THILZILIZ%A
HEA

HTTPiEskkUser-agentflConnection{X s iFEFEAEIFR .

o {H (value) : —METHLUEEZ ME. REEBAEXNF
5. HEFMESRFRAI#S%E ()+,\/;<=>?@[]A-_{[}~. ZHF*
F? {ERBECFHER .

HTTPiERLRGI:
#2 (key ) : Accept-Language
{& (value) : zh-CN

W] EZ AR EE R AVEKMER
EZ <151 :
192.168.1.0/248%2020:50::44/127
Cookie AL A B9Cookie,

Cookie2R{EXIAIZ, FENHIIRE(E:
o i (key) : EIKERNI~100MNER, BERFHFEAST

o
o & (value) : —PMETEE—ME, BEIHKENT~1001F
o

M S CookiefEXT, FMEXNZIFRNFE. HFF
BKZRF1%" () +,./:=2@N-_"~,

Cookierr=ffll:

%2 (key) : cookie_name

{& (value) : cookie_value

Rk e
BRERRIESISOERIIELRE: RATRHRSSRE. EXAERIS. BE
BIZEURL. iREIEEMAL .

HERMEREN ‘BAkERRRSRA" M REEEWN” B, SISMINFEER
sfF. ELBESEHRITEIMNYEERINNE, AEBRBIEKELRENNAYGIRIRSSRHEIR
[EIEIENR . BIMERMFF, RIEIMLERES.

SFFERINARINRYEE R TN FA T :

o HEZERinAkSHRAE: E5/5 A\Header/HifRHeader/fRiE.
o REIEEMI: PRIE,
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RElE

Haik

ERERRRS
#aH

NRFHBEAMUBEYE, WEEKEEERCETFIIEIRIRS
2241,
Ll
BEMIEREN “HEAERIRRSSEAE" B, SIFMINFINGEAENE:
BEE/5 AHeader/fliffHeader/[RI% .
BN RE () .

MRFHBHEAMNBIFEM, WEBEKEAEEREFAIRITS

£

5%AA
RE “EEMERITE" AERRIRE, MAERETZRIRNERRE
SR
Hlan: BT EEAEBIRG, SEFPREIHTTPIERIGITAIIHE,
[RiRBRS3 2R SIREIHTTPSAYIRN, BISEHILAHTTPSISRISEIMI . Fitt
SEFRLAHTTPSISIRSRAIECE 0, MfRIRARSS=RETIER, FAHTTPK
MrERAYBCE SR -

BEEMZEURL

NRBEELMNBFEY, WSBEREERDEEEFAIURL,

EFimiBIEIELBMILAS, ELBIR[EI3028#E Hith3xxR[EIFEF1H

AIMILLB, Z=FimBEsIBkERIMIEB, MIBATEEN

EERENTSE, HhthY. #HE. iwOMERENEE—

=4

Ko

o MY : ATLUER “${protocol}” ¢ “HTTP” T
“HTTPS” , ${protocol}FTRSIRIMNIBR

o 7 EVEEWMINEMNE, EHREUSSE, ZFER
BEREN =B, #F. TR/ =EAR . FRrReimbL
WYL, TP RIERER ., ${host}RrSR
&2 HEE .

o Uw[]: BUESBEIR1~65535, ${port}E~SiEixOEE.

o IR HENFH. MFIWTRFRT_~ @N-%#83$.5+2,=!|
VO{¥ERk, REEH/FFk. $Hpath) R rSREEHER.
15288
HRMUEERZNENTES, ¥RaE “EECEURL” 7 ‘8
5 RS ESIFIENRAN SR, RESHEANIF BRI
AR R STIFURLATIENIZRAT 6 o

o HFFFH: REEIRNFE. HFMFHFHFS ("
+.[5=?@&N-_" &INSFFHERD TR ER

o JR[MEFS: AJLUEE “3017 . “3027 . “3037 .
“307” . “308” o

EEMZEURLTA

EEMEAYEEES: http://www.examplel.com/index.html?locale=zh-cn#videos
iX: HTTP

1#Z: www.examplel.com

iw[: 8081

#&42: /index.html

BEFFFE: locale=zh-cn

IR[EES: 301
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IR o] & E N R

WMRFHEELMUNFEYE, iR EEEMm@L
FIFipIaELBSEfIfE, ELBEEREINN, A mEfEiniRSSa54%4E
ik, IRENMNAPASEBIIASEILIBE X -
EERBUTSH:

o JRMEIFE: BRIASZFEE2XX. 4XX. SXXZRFIKED .

e Content-Type: TJLAZERE “text/plain” . “text/css” .
“text/html” . “application/javascript” . “application/
json”

o IMMIEN: FMEIR, BUESEER0~10241F

HER

BEMEREN REIEEELN " B, STFFYNMGEADE: R,
FEIRIEEEEME (T3E) .

M Rz 1ESZ 73~

text/plain

RIgM ETIFZES.

text/css
<head><style type="text/css">div {background-color:red}#div {font-
size:15px;color:red}</style></head>

text/html
<form action="/" method="post" enctype="multipart/form-data"><input
type="text" name="description" value="some text"><input type="file"
name="myFile"><button type="submit">Submit</button></form>
iEA
WRIGEERZRPN, EWIIA<meta charset="utf-8">}SERIL, &
R SSRGS R AL ELAT
application/javascript
String.prototype.trim = function() {var reExtraSpace = /A\s*(.*?)\s+$/;return
this.replace(reExtraSpace, "$1")}

application/json
"bandwidth123","size": 10,"share_type": "PER"}}
3R
BEEMMNIENE, BAEBRFERT, BULEFRF.
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RElE

Haik

g5

MBHRERANSRE, WEERESHRBIFOURIEE

s iR 24 .

EERBINTEL:

o HE&: EOOATITHS, THREAUSHE, THER
SEREYTE. M. PRIBHINSER . THRSHAL
BV FEHHFIL, FELUREER, Sthost)ERSIE
28R .

o BR: MEYTE. MTRUSHETT ~ @M -%H#8S 47,2
VODER, REEH/FFk. $pathyERSIEREER.
izl

BRHINERRENENTESS, #EA0E ‘EE@EURL” 1 “&
5 hBRERISENRALER ., BEE RIS R
HBEE S URLEV TN A el
o BETHER: REOSETTE. BEAEKIGS ()
4, [=2@8N, RIS ER IR ER.

46

ESERERDIPIS, BTSRRI HSDEIL

B A\Header

MBRHBEAMNEE, WEBEBRPENEENHeaderlg

BindEimRSEE,

BMNEFERZINLFZRAS, BESBERTAILTE, BA

YIFBCES N HeaderE £,

Header2BEXAIRK, EESIREER:

o 32 (key) : BIKERNI~40NMER, REREYFE. ¥
F. FRI&MFRIZERR .

o {H (value) : —PMETOLIEEZ/MME. BENKEN1~128
NEF, REEEEENFE . MFHEHTRFR#$%& ()
+,\/5<=>?@[IN-_{}~ . EZIFFN? BIEETS .

- BFEE: BFIEEBE A\HIHeader#2,
QB AENFE. R #$%&" () +,\
\/5<=>?@[]*-_" {|}~ . BEEFABEATIE.

- REEN: TEHBALTIEERHeaderiE,
= Fimin /2 Pim| Pttt /2= P imis sk iy R Ei9Esef)
|D/ T 91E S WS MmO / S E & 4B E AR I A 1P/ £
HISEHERIFAMIP

- 5|B: SIEERLFZERPIIE—Headeri(E,
REERNBENZFH . HF. TH&ANTLI%Emns.

S AHeader; =520 3&1-34,

ME&Header

WRFHREEAMUEM, WEESKPHIREEHeader/5
BipaEinRRS A .

HAHeaderskFERZTR, MRS RkHeadersh g M AYSEERT
Ao BATIFEES N HeaderZE &,

$2 (key) : REEMRENFE. #F. TRIZAPLIZAMN .
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PRI ERNIFE A ERiniRSS 2R EMIREIE EN N SRR ERIE

IBIRIEFEAEIL TS

o QPS(TIRIE): SHEEEE, IFEYEEE: 1~100000,
IBRESRBIIRENRES, MRERFREEEF, A=
R[5 Fim503R7EA3 .

o QPS(EFEFIHRIPIRIE): EFEFimRIPHTIRE, BUE
SEEl: 1~100000, FRIBECEQPS(ZPRER)FIQPS(ETFEF
ImEIPIRIER)RS, EFEFiRRIPIREEENTFSIRIEEH, 15
KRIRFRETREBNRRG, FRERSKEFEER, HaR
[El452 Fik5034K 5T ,

5488
QUICHNY B IR S A TR B EF = kB PIRE .

2 1-34 B\ Header =4

FRHEERL

B A\Headerig

ESAHeaderi@#{E

EAERIRIRS
satHiERk

header1:aaa
header2:bbb

header3

HENX cce

header1:aaa
header2:bbb

header3:ccc

header3 AFIEE | BEFiminA headerl:aaa

header2:bbb

header3:% i
i

header3 5|H header1:aaa
header2:bbb

header3:aaa

header1

(0 %8R
RZHEIHERFRILA FHeaderf#BHITEN (FARD KNS ) :

connection. upgrade. content-length. transfer-encoding. keep-alive. te. host. cookie.
remoteip. authority. x-forwarded-host. x-forwarded-for. x-forwarded-for-port. x-
forwarded-tls-certificate-id. x-forwarded-tls-protocol. x-forwarded-tls-cipher. x-
forwarded-elb-ip. x-forwarded-port. x-forwarded-elb-id. x-forwarded-elb-vip. x-real-ip.
x-forwarded-proto. x-nuwa-trace-ne-in. x-nuwa-trace-ne-out,

RS U N
BB TS5 MERRRIE KRN, WE1-355R.
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& 1-35 BRIZSNRIE R RESICEC A

ERIER ¥EER | IRERRE LECHR | AR | ERERIRIR
% L S $e8
Jelb/ k% | /elb/abchtml | BUZEPT | (E5EL% 1 [GBiniRSS =34
abc.html %01 fic 01
R | /elb BUZRIT | {554k 2 fEimARSS284H
%02 fic 02
/exa/ KRR | /exa[M\s]* IEMPT | {554 3 [BiniRSS=34H
index.html fg03 fic 03
AR | /exal IEMIT | {564 4 [EiniRs5E84E
E&04 index.html iy 04
/mpl/ AR | /mpl/ FaiRlT | f5E%k 5 [BiniRSS =34
index.html E&05 index.html [ify 05

ERBRIT:

o HIFKIRIZN “/elb/abc.html” BF, ¥IZEJLALECEIR N RIZRILEC: A CRES
01. ¥&5RHE02, (ERTFTELRIOAINERS THARIR0289LER (LR
2<ffiER 1) , EUERZILERIFLRIZ01, BIEREAEFiRARSSE54H01.

o HEKIEREA “/exa/index.html” B, ¥IZEATLAPCERIFENIENIPCED: A KA
03. #AHKER04, (BERTEARIZOIMNM RS T ARG R ( kK
4 < fisEk 3) , ELRERERELERK3, B kEAZEGiRIRS8H03,

o  HIBKIERES “/mpl/index.html” B, BILUBIAEHAITAS, PLACEIHERTRIR
05, KiERE A ERIRIRISERLEH05

3 R s FRYIR R IENZRIATUR A

HaRDE “EX@EURL” I ‘E5" dHBRERARNFE . HFMRERFE_~ N
%#&$.4+2,=L\/( [I{}¥ER, RBEH/FFk. $H{path}FRSIRIEEHER.

HRANERBENENTRS, AR ESISENRAE L.

BEERE

1. REFELE: BEFPRAXER, HALERIE—REERERMUNENRER, BE
PXIFEA—PESPIEUFRER, IHFBEAZS1(0.

2. BRIRERENFRANIICERINERETE: A EPIIEZEE$1-REN( )
NZE, BRSHLERENINEEES,

3. BEHASHAERER: RENEENBRZREPHISTHITER, REFHERES
S EEMAYSEPRIIR .

BEERG

LEFIRRIEIERAIIER S /test/ELB/elb/indexAT, PLHcikARINIATEE & 515 /test/

(M)/(*)/index, REERIRIZ/$1/$21RNTER, REGRIRSHEEIRNEKIZR
J73/ELB/elb,
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* 1-36 IEEXHF URL IENFRAX EiRrG

PLECENfE Ll

RN R

index

index

IENYPthe o IRZIFMIPCACSHEM: [test/(*)/(*)/

o [LECAYINAYIEKERIZ: /test/ELB/elb/

HAE: B | &R o RIZEMREM: /$1/$2
BE[ZEURL

o RENERTE
$1: $2EUHELB
$2: $EENHelb

o B#RE&{R: /ELB/elb

1.4.3.5.2 SIEBEERER R

BFin=

MR RBIE T SRR R KRISINEEE, ELBEAISRIE SR BENS R LRISER
ERBRIERARRIGNEE,

BRESRERRBVNE SHEFNFINIE .

HRSRE!

FEER4e AR

s W=

IS REE R RIS

1.

XIFHRRAMNEG: 133, BBE. HTTPEKRAE. HTTPIERL. EEFHE.

MIEZ. Cookie, LRI,

IR EAERIRRSHE. EEOERTH. EEM@EURL, iR

EEEm AN NiE & E{EES /S AHeader/MifgHeader/fRiE , ¥ FEAETD

ko
AIFRRERRBRIRNZS MR
SR RIBHET o

SRR RETTRRAFRA
— N ERERREESHFRN 0N &M (FFERAMNBIRMZH) o

HENR RIS ESIZRTTE

R EIIET IR, PEFENIEARIBRIRBIVERETR.
£ ‘IR ME, BEEREITFRETR.

ERif=R “BENMERT IE, BE ‘AESRERRE .

BE ‘BN .

HEN R RIS SR TAE o
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R EIYETIRTE, BEFEMIEARBRIREIDERER.
£ ‘IR E, SEIAETLATRIRIEAL, HARITRN ‘AR

e,
- EBEfREIrRARETE “IRE7 51, B IR0/ REEREAREE .
- BIBEfREIRSERIEIR, FIRE “EAKRET RE,

. B RINERERT B, SEFR1-31F1F1-32E8ESH,

5 BB, B ‘“RE

B R RESHER
—MNEIRSERTLARIS MERERE, R ERER R SIETFAITE, RiEH
MRS .
EAILNBIT BRI R BRSO SR, T AETIMBIALE R RO SE4R
1. ARSI RE.
2. IESMRSHIIETIERE, BEREEREEERNRIIGEET.
3. INREIMIREIE, BEBEEREEEROLITESR.
4. YHEE) ‘SRR RE, SiA0 HE .
5. BRI A SRR R RO R
6. WiE “RE
IEoE A R
1. ARSI,
2. ERMABIEHIERE, SHEEERELEROGEIEBEER.
3. MR WE, BEBEEEREEERNSITBEER.,
4. UE RREE TS, BEEBSNNEAEE, B HE .
5. IRERERTENSY, Bk “RE .
MRS A SR

RBPALURESLIREZMIR L CURAVE R RES .
HERREHIREEERE, BERRF,

EENE M G ISR T .

R EIYETIRTE, PEFEMREARBRIREIDERER.
FEmITERNE, PEREMIRE A RISAYmITEE R,

IIRE “HERRER RE, EEREFEMRAEARE, BE “WiR .
EREAY “MIFREERRER NEEF, BE “HE” .

oA LN =

1.4.3.6 BcE HTTP/HTTPS SLFE

HTTPLFERRISEB XY AEHNMY (HTTP ) AYERFGLEEPASEESLE D -
HTTPLEFE T LMBIREZEEEN, AN BAEIIHTTPAIHTTPSEEITEEsZiFRY3E
FRAESLFERSEINAYTHEES S .
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F 1-37 SRESESLF T
SL=FES IheEF=%< | Th&EixAs =R
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X- SREGEMY | FFRIRBGEEAMIPH X, ELBAIEIIX- v
Forwarded- | /AMIP Forwarded-ELB-IPSL= EZ$XEN fA syt 1150481
ELB-IP IR MIPHELE, (EinElEiniRSS2EAVRS

F,

FEILANT XX XXX XX XXXIEZRELBRYZE M2 Y

IP):

X-F)orwarded-ELB-IP: XX XXX XX XXX
X- SRENGAZ, | FARIRENGEIESLAIIDI <, ELBAIEIIX- | v
Forwarded- | ¥915Lfl | Forwarded-ELB-IDL=FEZSRBY ta £ 19S5
ELB-ID ID RIID, EWEEiRIRSE=A9IR H,
X- SREUSIF | FAEsREEIrEsin O SH <, ELBRIEIX- v
Forwarded- | S8i%[02 | Forwarded-PortsLFERFXEN S I Sefyi% [
Port 5, B3 EiRRSEOR F,
X- FEER | AERIRREFimakRikOSHX, ELBAIES | v
Forwarded- | igi5Ki%x | X-Forwarded-For-PortsL==ER5ABNZE ki
For-Port mE= KwAS, EmdlEiRiRSEEIR F .

£ 1-38 EEELFERAX

SLFE INEEFF< | ThaeikeA M=RIR
X- BE5X- o FEESX-Forwarded-HostFF: ELBLA | V
Forwarded- | Forwarde 22 PSR SLAYHostEE E X-Forwarded-

Host d-Host Host{&i: 2 FimRSS 28 o

o XFEEX-Forwarded-HostF%x: ELBiE
EZ= PimAYIX-Forwarded-HostZl 5imIR S

X- BEEX- e FEEEX-Forwarded-ProtoFfx: ELB |V
Forwarded- | Forwarde LA I 2E R RTimR MY BB X-Forwarded-
Proto d-Proto Protosk &% fRimARSS 28

o X AEEX-Forwarded-ProtoFF¥: ELB
BIEE Fi%RIX-Forwarded-ProtoZlf5ifk

Rs5EE.
X-Real-IP | EBX- o FFEESX-Real-IPFF%: ELBLAZEFI®AY | V
Real-IP JEIPHENEEE S X-Real-IPIEEESiHIRSS
g5,

o XHEEX-Real-IPF*: ELBEEE iR
A9X-Real-IPEIFikARSS 2.
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o STIFECEHTTP/HTTPSAFRRINGEE S L&, BLUEHIG LRk,
o V7 RRAFIFETFZATHMANERL; X7 RRABIIERSHRZITIMANERL

D0 HTTP/HTTPS SL=E}
. NSRRI ESIFRTTE .
2. FELABIELATRMRIEAD, HRINHTTP/HTPSEEIFES Ak

- EBEREOESIERE, REETRRYERET. £ RENER R
EH) W DE, Bk RGN .

- ERMREIEIIRRTE, EERARIIERAETANRES, BEF “IHNm

WIFEE" .
3. & “iNInElReR” RE, EASKERE, RIEENWSER, AREEERN
HTTP/HTTPSSLFERRITNREFF X
. RIERERT, TRBETSREENEESE.
5 WAECESR, BE “IBX .

(B HTTP/HTTPS k=K

1. ARG EIIEEIRTE .
2. EBMAHIEIIRRE, BEERREIYERSR.
3. 7 “UAIRSE” TN, 1EEVRIAIRSERRTEITAUIRIES), Bt HRiE” .
4. fE “GBMIRE” RE, BASHRERS, WRIBCHLVSESER, FFEsXEAHTTP/
HTTPSSLERAITHAEFF X .
5. g CHRET
1.4.3.7 FFRE HTTP/2 I2FbEEH=x

HTTP/2 §fiA
HTTP/2BMEEX A HNY 2.0, seBId —#HEISIURAMNESBIENE, LHSKER

RDIEIR . AIREHBEFRIEHTTPSI S ENEZ 2SR, AR EHTTPSEIrEAT,
FEHTTP/2I0EE,

YR 5RE!
{NHTTPSUEITEESZ1FHTTP/2I08E .

S8 HTTPS Y50F28AY HTTP/2 Thig

TERINHTTPSHSIREY, EEJLAFFRHTTP/2T08E . fEHTTPSHEINERIRINGER/E, ey
LAFHEE K AHTTP/21/)88 -

RN HTTPS USIrse
ERINMHTTPSISIRRT, ERTLAFFBHTTP/2I0EE,
1. ENEMREISESIERRE.
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RBEEITE, ARIEREHERSBREEERE.
RO BIREER, &P IRATANMFIS03HIR .
IR SPRE!

o EROEINNSIRSFANGIRIMUER MEEMIZAIEES], FILUERIEENY
AILASRiRMYAE .

o ATEHREIRRST/AICPULH, BINEFERTCPIMUNEZERNE . INREHEF
FAHTTPZEAGEIMY, BINERHTTP+ERSSUHRIS

o NRIEEFRIEENREEERE, RERREERFVAKENNAILZEEMN, #Fi58
SERBERRRS|/IREH.
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2% ol Nl
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BENERE NKRBEZ B A IOESLAIERRY | GET
BimiRSERETIFZEE
WNRERICENMGEIEHTTP/
HTTPS/GRPCHMY , NHIZINE Wik
BEIEERXIERGE.

o GET: RHEGETHERIXIERIE
BIEK, EinlkERREIEEMS

e HEAD: RHHEADS L& X
BAEEIEK, FimlkSR{0K(0]
HTTP EMMER, IBFHEKRR
BRRENEIRIRS I
HEADIEK, BNaJgeaSEkE
BREELW, ItATeTLMFERGET
FiERBITREEE .

e POST: KHPOSTH EAIXERE
KEIEK.
BRRENEIRIRS I
POSTIEK, BN AIEESSEE
BIRELW, At aILAERGET
FiERBITREESE .
iEE

o (BEIEIMAIHTTPFIHTTPS
MRS, TIEGETHEFIHEAD
Fi%.

o (EEETENMYIGRPCIMNYAT,
ZHEFGETHIAFIPOSTS A,

o LTINS ERBICERENINEET
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HENregsesy Hth3RENE PR ESCIPT5 %

TCPHEIFTES BCE TOARRHIREN .

HTTP/HTTPS/QUICH &S +tEIRSSIRENE FiRIP .

TLSHIREE BiIFF /= ProxyProtocolIhAESRENE FimELIP,

1.8.2 FpE TLS Z2RIZSCIINZIB(S

MFRITHEMESFERMZEBINA, BESEEHTTPSIIZELAFREENZ 2
& MBI ERMIASIFI D ERNTLS 2RI RRECNZEMET K.

ECZMECEHTTPSIITERRY, EILUSRERGERIRAZZRES, ECEBE
XEREE, RESENISEEMS,

TLSZ 2RI ETLSHMUAR AT IECENIIZEE LEG
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B SHSMITLShRA | ERRNIIEEHTI=
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tls-1-0 TLS 1.2 o ECDHE-RSA-AES256-GCM-SHA384
TLS 1.1 o ECDHE-RSA-AES128-GCM-SHA256
TLS 1.0 o ECDHE-ECDSA-AES256-GCM-SHA384

511 LS 12 o ECDHE-ECDSA-AES128-GCM-SHA256
TLS 1.1 o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256
e ECDHE-RSA-AES128-SHA256

o AES128-SHA256

o AES256-SHA256

e ECDHE-ECDSA-AES256-SHA384
e ECDHE-RSA-AES256-SHA384

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

e ECDHE-RSA-AES256-SHA

o ECDHE-ECDSA-AES256-SHA

o AES128-SHA

o AES256-SHA

tls-1-2 TLS 1.2
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tls-1-0-inherit | TLS 1.2 e ECDHE-RSA-AES256-GCM-SHA384
TLS 11 e ECDHE-RSA-AES128-GCM-SHA256
TLS 1.0 e ECDHE-ECDSA-AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256
o ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

o ECDHE-ECDSA-AES256-SHA384
e ECDHE-RSA-AES256-SHA384

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

e DHE-RSA-AES128-SHA

e ECDHE-RSA-AES256-SHA

e ECDHE-ECDSA-AES256-SHA

o AES128-SHA

o AES256-SHA

e DHE-DSS-AES128-SHA

o CAMELLIA128-SHA

e EDH-RSA-DES-CBC3-SHA

e DES-CBC3-SHA

o ECDHE-RSA-RC4-SHA

e RC4-SHA

e DHE-RSA-AES256-SHA

e DHE-DSS-AES256-SHA

e DHE-RSA-CAMELLIA256-SHA
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tls-1-2-strict

TLS 1.2

o ECDHE-RSA-AES256-GCM-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256

o ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

o ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384

tls-1-0-
with-1-3

TLS 1.3
TLS 1.2
TLS 1.1
TLS 1.0

e ECDHE-RSA-AES256-GCM-SHA384
e ECDHE-RSA-AES128-GCM-SHA256
o ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256

e ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

e ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384

o ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

e ECDHE-RSA-AES256-SHA

o ECDHE-ECDSA-AES256-SHA

e AES128-SHA

e AES256-SHA

o TLS_AES_128_GCM_SHA256

e TLS_AES_256_GCM_SHA384

e TLS_CHACHA20_POLY1305_SHA256
o TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8_SHA256
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ERINZEHESIE

tls-1-2-fs-
with-1-3

TLS 1.3
TLS 1.2

o ECDHE-RSA-AES256-GCM-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o ECDHE-ECDSA-AES128-SHA256

e ECDHE-RSA-AES128-SHA256

o ECDHE-ECDSA-AES256-SHA384

o ECDHE-RSA-AES256-SHA384

e TLS_AES_128_GCM_SHA256

e TLS_AES_256_GCM_SHA384

o TLS_CHACHA20_POLY1305_SHA256
e TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8_SHA256

tls-1-2-fs

TLS 1.2

e ECDHE-RSA-AES256-GCM-SHA384

o ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o ECDHE-ECDSA-AES128-SHA256

e ECDHE-RSA-AES128-SHA256

e ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384

tls-1-2-strict-
no-cbc

TLS 1.2

o ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
e ECDHE-RSA-AES256-GCM-SHA384
o ECDHE-RSA-AES128-GCM-SHA256
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F 1-63 ZLFRMEERRAF (TLS #HY)
TR tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 (1-1 | 1-2 | 1-0 | 1-2 | -0O- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
Protocol-TLS | x X x x X v v v x X
1.3
Protocol-TLS | v v v v v v v v v v
1.2
Protocol-TLS | v v X v X v X X v x
1.1
Protocol-TLS | v x X v x v X x x x
1.0

& 1-64 ZERBEFHA (NEEH)

ZLFRE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-

10 (11 ({1-2 [1-0 [1-2 | -O- -2- 1-2 | d- 1-2

- - with | fs- -fs | policy | -

inh | stri | -1-3 | with -1-0 stri

erit | ct -1-3 ct-

no-

cbc

ECDHE-RSA- | V v v X v X X X x v
AES128-
GCM-
SHA256

ECDHE-RSA- |V v v v v v v v v v
AES256-
GCM-
SHA384

ECDHE-RSA- |V v v v v v v v v x
AES128-
SHA256

ECDHE-RSA- |V v v v v v v v v x
AES256-
SHA384

AES128- v v v v v v x x v x
GCM-
SHA256
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tls-
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tls-
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-fs
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stri
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cbc

AES256-
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SHA384

X

AES128-
SHA256

AES256-
SHA256

ECDHE-RSA-
AES128-SHA

ECDHE-RSA-
AES256-SHA

AES128-SHA

AES256-SHA

ECDHE-
ECDSA-
AES128-
GCM-
SHA256

ECDHE-
ECDSA-
AES128-
SHA256

ECDHE-
ECDSA-
AES128-SHA

ECDHE-
ECDSA-
AES256-
GCM-
SHA384

ECDHE-
ECDSA-
AES256-
SHA384
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tls-
1-0

tls- | tls-
1-2

tls-
1-0
inh
erit

tls-
1-2

stri
ct

tls-1

with
-1-3

tls-1

fs-
with
-1-3

tls-
1-2
-fs

hybri
d-
policy
-1-0

tls-
1-2

stri
ct-

no-
cbc

ECDHE-
ECDSA-
AES256-SHA

X

ECDHE-RSA-
AES128-
GCM-
SHA256

TLS_AES_256
_GCM_SHA3
84

TLS_CHACHA
20_POLY130
5_SHA256

TLS_AES_128
_GCM_SHA2
56

TLS_AES_128
_CCM_8_SHA
256

TLS_AES_128
_CCM_SHA2
56

DHE-RSA-
AES128-SHA

DHE-DSS-
AES128-SHA

CAMELLIA12
8-SHA

EDH-RSA-
DES-CBC3-
SHA

DES-CBC3-
SHA

ECDHE-RSA-
RC4-SHA
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HPFPigE 1 M=RHEPIER
ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 {1-1 (1-2 [1-0 | 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
RC4-SHA X X X v X x X X X X
DHE-RSA- X X X v X X X X X X
AES256-SHA
DHE-DSS- X X X v X X X X X X
AES256-SHA
DHE-RSA- X X X v X X X X X X
CAMELLIA25
6-SHA
ECC-SM4- X x X X X X X X v X
SM3
ECDHE-SM4- | x X X X X X X X v X
SM3
% 1-65 T2 HRIRFRAINE RS/ ZFPimSE15HA
BRI tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 |1-1 | 1-2 [ 1-0 | 1-2 | -O- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh [ stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
Android 8.0 v v v v
Android 9.0 v v v v
Chrome 70/ |+ v v v v v v v v v
Win 10
Chrome 80/ |V v v v v v v v v v
Win 10
Firefox 62 / v v v v v v v v v v
Win 7
Firefox 73 / v v v v v v v v v v
Win 10
IE8/XP v v v v X v x X X x
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ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 |1-1 |1-2 | 1-0 [ 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
IE 8-10 / Win | ¥ v v v x v x X X x
7
[E1T/Win7 |V v v v v v v v v v
IE 11/ Win v v v v v v v v v v
10
Edge 15/ v v v v v v v v v v
Win 10
Edge 16 / v v v v v v v v v v
Win 10
Edge 18/ v v v v v v v v v v
Win 10
Java 8u161 v v v v v v v v v v
Java 11.0.3 v v v v v v v v v v
Java 12.0.1 v v v v v v v v v v
OpenSSL v v v v v v v v v v
1.0.2s
OpenSSL v v v v v v v v v v
1.1.0k
OpenSSL v v v v v v v v v v
1.1.1c
Safari 10 / v v v v v v v v v v
i0S 10
Safari 10 / v v v v v v v v v v
0OS X 10.12
Safari v v v v v v v v v v
12.1.1 /iOS
12.3.1
BB E X REE

SR EIIEROASTISRI D E AR TLSZERIBIAREEATER, BITERNENZE
KA, GINFBENIFAFTERAITLSIMNY . ZRFLNERZENSE, SILIEIE
BENXTLSZEREEHECERMITERT, NME—FRAISHZEMN.
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IR EIIE RS loadbalancer createLoadbalancer
B AEI9Ess loadbalancer updateLoadbalancer
fRIpR A H 123 loadbalancer deleteLoadbalancer
wINRiR RS 5 member createMember
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BRESR RIRER B2
EHEIRIRSEE member updateMember
BIRRRTIRSEE member batchUpdateMember
tI2EimIRS5H pool createPool
EifRiniRSSEEH pool updatPool

PR R imiR S5 224H pool deletePool

1.12.2 BEFE®HITEE
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THIEFETZHFIURSE, BRTRICRERSTFERF. cHIHRSEERHS
RIFERIE7RAVRIFICR

AN BUAERFIT RS SRS S EERIA7RANRIFICR.

EREEEHA.

EEERsar Fass Y B, SEREHRE.

BEREAL BN — , % ‘SESKE > ZEIRS , #ASHEIHRSE
SO
BEAMSHMMAT “SHIIR" , BASHIIREERE,
SRR TR R BN AR FSEM . SRS AIIRSTIS MRS
a8, FREEWT:
- SR SRR, RIRREmRSEE,

ETRAEPIEEEERMN

HepipisR B R S MR, BREEENTBRRSEEER,

R RIRIDAT, EBEFEEFIMATE T EIRRIZIRID

EERBRETRN, ERERSFIIMATETBERINREIFREER,

- BERRF: A TEPGREE—BARRRERR, R ERPERP%S,
AR o

- EHHLF: &I “FrEEERE” . “normal” . “warning” |
“incident” , RAENEFEEF—IN,

- WEEE: EREaLfA, iEEESEsREEXRESIERINRIESH
AESEEENCEAN, B~ BEFZICENEMRER . B BHFCRFR.
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SRS
5z =12 1 =B ABFiSRE

7. EFESEENCEAMN, BE ‘BESH , BE—1E0, WE EEFSHAR
™, BRI FSMEERFERER.

1-43 BEESH

"context”: {
"code”: "204",
"10.45.152.59",
ApiCall”,
system”,
0503ddaBg7080fed2f78c08909158a4d" ,
aff-debB-11e9-95f5-d5c0ba2a9ba7",

"source_ip":
"trace_type"

_type”
“project_id"

\"name\": \"9646e73b-338c-s

": “"9646e73b-338c-4d27-a17c-219be532812c",
_time™: "1569321775903",

": "@583ddad7Beeefedef75ca096d70a968"

iié@i‘l‘ﬂﬁ%%ﬁ%’f@E’J?&ﬁ%?ﬁﬁﬁ?ﬁ:’?:, BF2L ( ZHIHRSAFER ) 9%

BT B&6l
o QRGeS

request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffad0025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}

o MBRGAEIYESS
request
code 204
source_ip 124.71.93.36
trace_type ConsoleAction
event_type system
project_id 05041fffa40025702f6dc009cc6f8f33
trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec
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trace_name deleteLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags™: [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:58:03 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:58:03 GMT+08:00

request_id

user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a"}
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2 HERHFER

2.1 IREE
2.1.1 IERPFIRIR{ER ELB

MR EHEEXEFTABRIELBIR THEMAAINIR SR, BT LMERSZE—SDIAIERS
( Identity and Access Management, f&FRIAM ) , EBIIAM, EaTLA:

o IRIBEMAIIISZAR, EENEAZRSH, L PAREEREESR IR T 632
IAMER, itRTIREH—Z2EIE, FHERELBEIR,

o IRIEEVEFRYEREE, REARRRIHIENR, LUXAZIBAR ZIERRISE .

o JBELBRRZRAFL . SHEMEATKRSHETIRS, XLEKSTHE R
SHILURIENRHEITIE%

NREANZWKS BELEEHEBNER, FREOEMIAIAMEBR, Sl A=

T, AInEERELBIRSHIEEINEE,

RETHENENBPERNGE, BIERENE2-1F7x.

HIRRERG

LRPERNZE, BETERAPERLIINAELBIIR, FESSEIRT R TIERE .
ELBSZSRIRGIR, 520 ELBRAPUR . BEFEXIFRELBZINIEBIRSS 1%
W, IAMZIFIRSHIFMETIRIES MR GUR .
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TBliniE

2-1 5P SI ELB BRIRIE
Fi&

SEAPEFHER
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Y

AP ESHEAERIR
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BIZERPAEFHRIN

FEIAMIEFIGEIERFE, FHEF M AEISERS RISNR “ELB
ReadOnlyAccess” .

2. CEAFFIARBFA
FEIAMIEFIGRIERR, FHEEMA . SIEARAHEIFPEIZEINRFA.
3. RAPEFRAIENR

FOEMNBPERIEH G, THAEENXE, IGIFNR:

- CIRSSAIER hiniEEtEa sy, HAEBERE, PhA LA (X
MREIYE” , WS REIEEE, MRLEWI R RFITE:S
(BIZXBINPRINE A ELB ReadOnlyAccess ) , F&~ “ELB
ReadOnlyAccess” B4,

- 1T “BRSSAIRT IEERREMEREIIEEEN (BRIRHAIRI(NEAELB
ReadOnlyAccess ) BE—HRSS, EIRTIRAFAE, F o~ “ELB
ReadOnlyAccess” B4,

2.1.2 ELB EENX R

WNREFFNERIELBINPR, N SRIRINER, AILIBIZBEN R, BEXRES
A LARINAEAIRIR ( Action ) i55% (GEMARISEIENSE ) B “ RIEMIERR
B” &5,

BRIARZFFIA TS eI B E MRS

o FIIHMECIZBENRE: THETERRIEE, KUMIRESIEIRERRR
5. BF. BR. FMEERIBRE, JBEIEMRE .

o JSONWIEICZBEEMNRE: HJLMEEERBRIRG, RIEEAFERIRIERIZN
B, AL ERAREEARSISONISIRIREASR .
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2 H=RRFiER

BRCIZSEESN: QIZBENERE. AFN

W

ELB B REX SRS+

o I NP ERABINEEE
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elb:loadbalancers:put"
1
}
1
}

o RI2: EEABFMIPRAISE:S

BN EEFRRELBEE M RIS,

EERIEEERNESEHMIRIEER, SNEEXLRMER. BPHEIETIIREE
B, —/MESURAYERR IR ERIEEAlowF1Deny, ME{EDeny{ftst.
WNRIGEE IR FELB FullAccessBIRFRRE, (BARHBERFHBELB FullAccess
FhiE M AOMIBS S a0 &R R, SR LAGIE—RIEEMIPR R EIYESRNBEE N R
B, SASEIFTISELB FullAccessFIIEERIEIEFHEF, RIEDenyLscEN, NI
FRILASTELBHITRR T PR A £t 9E 28 /MO BIR(E . BRI RBIENT:

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"elb:loadbalancers:delete"

1

}
1
}

o RI3: BARIINERER

— M EEXRBERI UGS ZSMENRI, BT IS S RSAERII;, iE
AILIGSEMRSZ AR, TS SIEMIRS GRARSEENE, BIERE
MBEARRSZEZERRRS . S MENEDRBEHANT:

{
"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elb:loadbalancers:get",
"elb:loadbalancers:list",
"elb:loadbalancers:delete",
"ecs:cloudServers:delete"

1

}
1
}
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KNESEHREHREEE(RECEREHEE-1) = 2 x 3+4 x (3-1) = 14s,
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HREREENY, RESERERIRREEYEERiRRSE. @R
KEBTE, AHEnERIRSREEELRE

fRERICEIIRERIN, ZFFiRDREIEI50355I1RT

SRR 01 (2025-03-07) WIS © AT BRABRAT 232


https://support.huaweicloud.com/intl/zh-cn/elb_faq/elb_hcpc_0001.html

SRR
5z =12 2 H=RFFER

HRSRH

o EROEINYSIRSFANGIRIMUER MEEMIZAYEES], FILUEZRIEENY
A LASRiRMYAE

o AT ERIRRST/AICPULH, EBINEFERTCPIMUNEZERNE . NREHEE
FAHTTPREERAGEINY, BINERHTTP+ERE RIS,

o NFRERREEINGELEE, EERRICERVNMIBEXYNAIZEENN, FIES
SERBRRRSH/ITEH (H=]) .
(1 588
FEEROGERTSXMERIERNRER AR, RENESYIXERRSHEITREREE.
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FRREGE
L NGRS BESIERE .
2. EERRSHEIIERE, PEREENRBOBNRIRIRSHASR
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TLS 1.2
TLS 1.1
TLS 1.0

tls-1-1

TLS 1.2
TLS 1.1

tls-1-2

TLS 1.2

o ECDHE-RSA-AES256-GCM-SHA384
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e ECDHE-ECDSA-AES256-GCM-SHA384
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e ECDHE-RSA-AES256-SHA
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o ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
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o LIRFIRMELBIFRINMZEM, RANEFRIRESIFS MNEEN, XEFELINMER
Y, INEEMRIEESEED: ELBAIZFIRSTIFINEEHAIRRE, NEEHRIEEIR
A ELBXIFRINIZEMIR .

6. ERESA, PE WE .
HERRANZ 2 RIEERIHIT

% 2-36 TERIEERINA

LR tls-1-0 tls-1-1 | tls-1-2 tls-1-2- | tls-1-2-
strict fs

TLS 1Y

Protocol-TLS 1.3 - - - -

Protocol-TLS 1.2 v v v v

Protocol-TLS 1.1 v v - ; i

Protocol-TLS 1.0 v - - - -

n=EH

EDHE-RSA-AES128- v v v v -

GCM-SHA256

ECDHE-RSA-AES256- v v Vv v v

GCM-SHA384

ECDHE-RSA-AES128- Vv v v v v

SHA256

ECDHE-RSA-AES256- v v v v v

SHA384
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LEFEG tls-1-0 tls-1-1 | tls-1-2 tls-1-2- | tls-1-2-
strict fs

N -

AES128-GCM-SHA256

AES256-GCM-SHA384

AES128-SHA256

v
v -
AES256-SHA256 v

ECDHE-RSA-AES128-SHA

ECDHE-RSA-AES256-SHA

AES128-SHA

AES256-SHA
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1
1

ECDHE-ECDSA-AES128-
GCM-SHA256

ECDHE-ECDSA-AES128- |V v v v v
SHA256

ECDHE-ECDSA-AES128- |V v v - -
SHA

ECDHE-ECDSA-AES256- | v v v v v
GCM-SHA384

ECDHE-ECDSA-AES256- |V v v v v
SHA384

ECDHE-ECDSA-AES256- |V v v - -
SHA

ECDHE-RSA-AES128- - - - - v
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TLS_CHACHA20_POLY13 | - - - - v
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A256
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strict fs

CAMELLIA128-SHA - - - - -

EDH-RSA-DES-CBC3-SHA | - - - - -

DES-CBC3-SHA - - - - -

ECDHE-RSA-RC4-SHA - - - - -

RC4-SHA - - - - -

DHE-RSA-AES256-SHA - - - - -

DHE-DSS-AES256-SHA - - - - -
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openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem
P7B %3479 PEM
P7Bt& VB R fEF7EWindows ServerflTomcatd .,
BT T e SHATIER L
openssl pkes7 -print_certs -in incertificate.p7b -out outcertificate.cer
PFX #1295 PEM
PEXt& 1B E (EFATEWindows Serverd
EITLA T ap SHEATIEREA:
openssl pkes12 -in certname.pfx -nokeys -out cert.pem
BEITLA T e S TRASREE (L :

openssl pkes12 -in certname.pfx -nocerts -out key.pem -nodes

SRR 01 (2025-03-07) WIS © AT BRABRAT 247



SR

FAF1ER 2 HERIFPISE
2.7.5.2 BIEIER
2Eins
F T TEHTTPSEIREMINZRAIE, TECIZHTTPSHMY SIRAIRHEE4PEIES, A%
IEHSULT R ETRINGS, BLEINERBE.
o FRSSEEH: {EEFAHTTPSINYAT, IBESEBETFSSURENE . BT IS=IE
HEER SRS EM T RSN EEITES.
o CAIFH: NIEPIBCANEIES, BFRIIEPIMTIBNSEE , EFFBHTTPS
SEBAEINEERT, RENE PR EEISTECAS SNERAT, HTTPSIERA B8
R . (N HEERIE A CAES,
o PRELESMIUTEH: TEFERHTTPSINYAY, ERARZSSLIMNY, TEMIGER.,
SUEPEIES SIEBIINENES, EHREGR, SYFiRSHSSMIGERBASTERE.
R S B SRR S RIS B M F BB GIES .
(0 388
MBEFRNMXKIBREFERE—NER, SEERITXIES EREBEECIZERMER.
BlIEBIRSSERIEH
1. BREEREE
2. mEmEsarrfes ¥ ER, ERRKENERS.
3. HETRmEA LN — , R CMNE > BiEaEiye”
4. EEMNSHESEE STHSE"
5. g “QIRITR” , BESHEENE2-41,

x 2-41 [RSE[BIEBSE0RE

2% il
IEFHEE BUEIERRIER, IREIRSZRIER .

ARSSESIES: EEEFAHTTPSHMYAY, IRSEHIEPBRATF
SSLEFNE, FRALEBASIIFAR.

IERRR RSB PENSIFRIEREIERSFSSUEBEIER

HH=ERNENEEITER.

o SSLIFREIEIRSS (SCM) | mIEPBEERS P5H—
SENSSLIRSHBH=FIER, BEEBITEREER
&E%IJ‘*KEE%:EJ:%E BifH.

o BAEIHE: BEEERIFHIYEEHE LEBEITER
WP Pﬂ@ﬂlﬂ\%ﬁ o

5488
HEERA SRS ERESRITEBHTH— SR,

WEH NP EERSHSSUF R SIRIRHANTEB T

#.

EREEREBEERSHE—EEIES,

\\Efb

SRR 01 (2025-03-07) WIS © AR ERABRAT 248



SRR

2 H=RRFEm

ol

NEBIEBHZEH.
BB BIEBER,

IWIHE—M=RIREESI, BWINEEERSRE
HE—NZTRRINEEE, IUIREANRREE.
RRREE.

NEBIEBEFHFZEH.

IFBABYIRAIPEMIET

BF “HE7 , EEREEEERXXE, BREREAINGEES
BERATHRAN o

IFBAREAT:

5 =12
e
IEBRR
I IRE
IEBAE
FA$H

NBEBIEBZEIZEH.

B HE7, EF EEAAXE, BHEREAINEEEE
EEThRA .

EFEV M2 TEEAIFAR . FFEPEMIEIL, FAEET
WM
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$msec $access_log_topic_id [$time_iso8601] $log_ver $remote_addr:$remote_port $status
"$request_method $scheme://$host$router_request_uri $server_protocol" $request_length $bytes_sent
$body_bytes_sent $request_time "$upstream_status" "$upstream_connect_time" "$upstream_header_time"
"$upstream_response_time" "$upstream_addr" "$http_user_agent" "$http_referer" "$http_x_forwarded_for"
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$pool_name "$member_name" $tenant_id $eip_address:$eip_port "$upstream_addr_priv" $certificate_id
$ssl_protocol $ssl_cipher $sni_domain_name $tcpinfo_rtt $self_defined_header
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192.168.1.1:888 200 "POST https://www.test.com/example/ HTTP/1.1" 1411 251 3 0.011 "200" "0.000"
"0.011" "0.011" "100.64.0.129:8080" "okhttp/3.13.1" "-" "-"
loadbalancer_295a7eee-9999-46ed-9fad-32a62ff0a687 listener_20679192-8888-4e62-a814-a2f870f62148
3333fd44fe3b42cbaaldc2c641994d90 pool_89547549-6666-446e-9dbc-e3a551034c46 "-"
f2bc165ad9b4483a9b17762da851bbbb 121.64.212.1:443 "10.1.1.2:8080" - TLSv1.2 ECDHE-RSA-AES256-
GCM-SHA384 www.test.com 56704 -
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request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffa40025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}
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request
code 204

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec

trace_name deleteLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags": [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441¢7f0d0d 1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:58:03 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:58:03 GMT+08:00

request_id

user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a""}
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5z =12

3 BENZHITR

GEBEXAmS

SENH

GEEECE RiRRSS2RE

o BIEERIRARSS=RA
o BIE/GIRARSSEA.

SR E R IRARSS =R

o FimARSSEEMA .
o JFiRARSSERIEIA .
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4 s

4.1 TOA 1HIFECE

Brn=

ELBATLASTRIZ FiAaRl s oina& 2 ML S TRERES, FIERIRZ BB EIkEL
KIFEBVESLIP, TOARIZAEIR B FSRIRENELBEE(LIT A5 EESLIPHELE ({325
IPv4 ) , 1ZIGEHZEEELBRIRIRSEE.

AEGERTIUE (TCPiY ) BRSS, JEFFBEERFRFDRETOARZIEIR
B, AISERMAEHITRE.

LinuxP#ZhiR 28 792.6.32FLinux IR A J93.0LL EAYRIER ST, TEECETOARZIEIR
RUIRMFE IR EBXA, BRSPS SRENARELRHITERE .

(MR

o TOARSZIFUDPHMYAIMSIRES .

o TOABRELUMEERFHIRIEATIAEETIE, BftRRIRAZRETIEEM.
e  CentOS 6.8 ( Kernel version 2.6.32)
° Suse 11 sp3 (Kernel version 3.0.76)
° CentOS 7/7.2 (Kernel version 3.10.0)
° Ubuntu 16.04.3 (Kernel version 4.4.0)
° Ubuntu 18.04 (Kernel version 4.15.0)
° Ubuntu 20.04 (Kernel version 5.4.0)

° OpenSUSE 42.2 (Kernel version 4.4.36)
° Debian 8.2.0 (Kernel version 3.16.0)

RIS

o  REAZERFLIMNEESHBINZRAFTEIMNE—E, FIaNRZMRASD
kernel-3.10.0-693.11.1.el7, NFEBLEXNIRABIARZFF A Ekernel-
devel-3.10.0-693.11.1.el7,

o TRREMIETLUBIEFER.
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o UNERREdFrootRlIF, FAAsudofR,

BMELR
o TR FLBEHMILinuxRZARA3.0LL LRYIRER %
1. ESEwERERE.
(11 588
o TERARERALBAIEESR, IREFEEEXAZIINAZRANEZES, FEBITE
W ETHFENLZE
. ggaamﬂyéumzw&@ (kernel-devel ) BB, BERKRFGIREERINAZFF
AT R AR ELinux & TR AANRIEIRER, iBRIBREEE NG 2R,
- CentOSIME THURIELE
i PUTINTR RS, &EgcchmiFes.
sudo yum install gcc
ii. BITUITHS, ¥EmakeI H,
sudo yum install make

ii. PUTHI TS, RRARERRITLRE, FREANHSERNRTEES
RIZhRE—EL

sudo yum install kernel-devel-'uname -r’
(AR
o NMRETHRERBMNAIMNZILE, FJLARIINFibiFZE FHIINAIrpm

o

#dik:  https://mirror.netcologne.de/oracle-linux-repos/ol7_latest/
getPackage/

L3.10.0-693.11.1.el7.x86_644f1, THEHITUATHSRE
rpm -ivh kernel-devel-3.10.0-693.11.1.el7.x86_64.rpm

o WFLEERENFMZFALEE (kernel-devel ) BIIER, EERREGIEHE
SRENARZFFAE .

- Ubuntu. DebiantiiE FAUR{ELE .
i PUTIN TS, &EgcchmiFEs.
sudo apt-get install gcc
ii. BITHWITRS, ¥EmakeI H,
sudo apt-get install make

ii. PUTHT S, RRARBRRITARE, FREANEHSERTERES
RIhRE—EL.

sudo apt-get install linux-headers-"uname -r°

- SUSERETRYRIEZSE.

i PUTUNTRERS, TEgcchmiFas.
sudo zypper install gcc

i. PITW TS, ZEmakeI B,
sudo zypper install make
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iil. PUTNTHS, LENERFLE, FROLTHSEORAEES
PIRZARA— B

sudo zypper install kernel-default-devel
2. URIFERIZIEIR
a. fFRQtTH, HiTUTa<, TEHTOARKERIFENAS.
git clone https://github.com/Huawei/TCP_option_address.git
(MR
MRAKRLEtTH, EHNATHEE TR TOAMERERT .
https://github.com/Huawei/TCP_option_address

b. HITUIT#S, HENRBER, RMFEER,

cd src
make
RFRTIERIERwarningei&Zerror, IRBERIERTT, KEHFIBRTES
249 pitoa. koS4,
(MARLY:

—_—

o WRRFEIET “config_retpoline=y but not supported by the compiler,
Compiler update recommended” , FAHgcchRAIZE, EIIGgcTFHRABETIR

o

o MNREIRELINUXCEITIRAFRFNARIRZIRAE, BRIFTOAMIREY, EHK
GCCHHRIVBHTRRES o

3. INEHAIZIER
a. HUTINTE<, DNERIRIER,
sudo insmod toa.ko
b. HITWTar<, WIHERINEER, EERZMLER.
dmesg | grep TOA
ERTREEEE “TOA: toa loaded” , HBARIZIEERANEALIN

AR

CoreOSTEBHTHNRMFTALIRRG, FEHAREREHIBTERS, AREEE
EBEPIIHAZRIR . AT REFERZERISRABERFLZ/lib/modulesB R,
AJLERRTRERREREFIZIZERT, MUMMBEERSER.

4. BEIiERRER

AT ETOARZIERERRENATERL, BILUSINE TOARIZIERAESINZEIE
PRI
BaNERIZIERIY S EZB A TG E:
- %PEJL‘ME?EE%%K, FEBEEXBEEI AR ININE TOARIZIE RIS
~ o
- SEUTNMRESREERIHA
i. 1E “/etc/sysconfig/modules/” BR T~#hiEtoa.modulesX{4, ZXHEHE
BT TOARZAERATINEMI A
toa.modulesSXfAE, BESEWTRA:
#!/bin/sh
[sbin/modinfo -F filename /root/toa/toa.ko > /dev/null 2>&1
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if [ $? -eq 0 ]; then
/sbin/insmod /root/toa/toa.ko
fi
Elrh “/root/toa/toa.ko” JTOARIKIERN MHAIEER, EFRRESEE
B CmFINTOARIZIERERZ .
i. BWITLAT®S, Htoa.modulesBEIBIATINATHITIUR -
sudo chmod +x /etc/sysconfig/modules/toa.modules
(11 % BB
%;ﬂ?&mZE, SESHMETOAPUZIERA LA, RItFEESHmETOANIZ
SR,
TRZTR
MREFEERNEFIRERS IS RZER, aTllStoa ko N EIEE
DREUHERAIEIA A, RESIR3ITBINFERIZIER,

PRIZARRINFBLINLAIE , NI LAERIRENAIERIESERIPHELE .
(1] %83
T RARER BRI THRE AR LR o
IETOARIZAIER
TOARZIERZ RN ERIRT B RN R, LA H—AIERIBIF .
WITAIT A<, EREBpythonlIEInARS2EFREEI— 1N EZAIHTTPIRSS
python -m SimpleHTTPServer port
Heh, portBE SELBRINZISIHIRS BB ENHO—5, BHiAK80.
BN E, EIEPRATELBMIPE, RSHITADRTMT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -
MERLY::
EiRi5aHE4192.168.0.90, Z/EiRARSSZRAILEREREIRZ FimiRIPHEIL, BIZFi51E
[EimBRS32RAYESEIPHEL o

PTRELRRHTILinuxPiZhiRA792.6. 328U ERSE .

(11 %A
TOAKRIHFS7352.6.32-xx IZMRAHIRIER B ( CentOS 6.8i51% ) . SEBWTEE, #HiTE
%O

MEAT MG FREN S B TOABERAIRZRICIEE
( Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz ) o

http://kb.linuxvirtualserver.org/images/3/34/
Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz

R ETOAEIRRINIZIRISE
EXmFIRXSE
a. HA “linux-2.6.32-220.23.1.el6.x86_64.rs” {43,
b. %48 “net/toa/toa.h” {5,
¥&#define TCPOPT_TOA200EC EL{E L 9#define TCPOPT_TOA254
c. frshelllim, HATIAT®HZL,
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sed -i 's/CONFIG_IPV6=m/CONFIG_IPV6=y/g' .config
echo -e '\n# toa\nCONFIG_TOA=m' >> .config

BCEZSIPVOIRERIS AR mIFHRZF , TOASWIRIFHRIRRIZIER, o]
DA ERFZLE

d. ZgtEMakefile,

AJ7E “EXTRAVERSION =" &SEINLEBENXI—LREE, SSE “uname
_r” EFIME.Iia_Ty {ﬁuyﬂ-tho

4. PUTLATaS, WmiFEREHE.

make -j n
(MEEY::
Jrf_fL‘,LWE%@}ECPU’fZﬁEEEEF_\YE'\J%%SZ, Bign: 4#zCPU, BIECE D4, MMANRGRIFEE

5 WATUUAT®S, LRAZIER,
make modules_install

B LHITERUNE4-1 PR

& 4-1 LIRAIAIEIR

INSTALL slib/firmware/kaweth/ rlgger'_cnde_flx_.t-ln
INSTALL /lib/firmware/ti_ 3

INSTALL /lib/fimware/ti_5

INSTALL /lib/ flrrm.ar»- /mts_«

INSTALL /lib/f1

INSTALL /lib/

INSTALL fllhﬁflnnwary—udQHPDrt huﬂg.fw

INSTALL /lib/fimware/edgeport/boot2. fw

INSTALL /lib/ ware/edgeport/down. fw

INSTALL /lib/firmwa geport/down2. fw

INSTALL /lib/ i geport/down=.bin

INSTALL /lib/ vare/whiteheat_ loader. fw

INSTALL /lib/fimware/whiteheat. fw

INSTALL /lib/fimware/keyspan_ pda/keyspan_pda. fw

IN‘;Tu.J_I_ /lib/fimware/keyspan_pda/xircom_pgs. fw
5§ 37_%

6. ;ﬂ'iju-l—uﬂ?; '_H’H:I*.M: Ao

make install

L HATERINE4-2 7R

7. FJF “/boot/grub/grub.conf” X4, ECEFANIBNASEN, WNE4-3F7<.

a. BANEKASHIHZASZE—IPHRIZIERIEETINZ, B) “default=1" &KX
73 “default=0" ,
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b. EHIENESBtoatEZkAGvmlinuz-2.6.32-toaItZITERESID “ nohz=off” &
#H., MBEARXHAnohz, KEHDTFCPUORRESIEFETE, SMELFTES

4-3 FeEN

Haf3iil+
Jeldli

nin

lashimage=(hd©, 1) /boot/grub/splash.xpm.gz

ernel /boot/wvmlinuz- . . ~-toa|ro root=UUID
et nohz=ofifj

i /boot/initramfs-. . . -toa. imf

c. BUEMERFERL, ERRIERSR.
BRASK, RFENHvmlinuz-2.6.32-toall#%.
8. HEZKEZTHZE, PUTLATIEIINETOAERIR,
modprobe toa

gi¥modprobe toads LAIAFFHUSIA, LARRFERN ImizIAH, w0E
4'4FE7J_T o

4-4 modprobe toa 5%

[root@SZX16000167219 ~1# modprobe toa
[root@SZX1000167219 ~1# 1lsmod |grep toa

toa 4203 ©
[root@SZX1000167219 ~1# B

TOAERNINESERE, EiRRZERNEA4-5F7R.

4-5 EFiEWZ

L
L1

9. ISIFTOARIXIELR
TOARZIRIRZ 3 A TN BN O] B RRENE RN, IEAMEH— N IRIERIBIF .
PUTINI TS, EREBpythonfiIEiRIRS SR BN — 1 EZAIHTTPIRSS .
python -m SimpleHTTPServer port
Hrf, portmESELBRINZEinIRSS SEIEENRO—3, #AIA7880,
BaizfE, BEEFimAEELBRIPE, RSZiHEEEBEENT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -

(MEEY::

EiRipiaIHH1192.168.0.90, 2/EiHARSS 25 A LARENEIAIE FimiRIPibit, BIZFIGE
[EiRBRS32RAYESEIPIHEL o
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