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LAFRENZZSBID S “43f1ffd7-18fb-4568-9575-602e009b7ee8” , NIZEE
x5 “RSAES_OAEP_SHA 256" HIB=ZHINS NS A,
o }%S}?ﬁéﬁﬂ

"key_id": "43f1ffd7-18fb-4568-9575-602e009b7ee8",
"wrapping_algorithm":"RSAES_OAEP_SHA_256"

o MERAFH
{

"key_id": "43f1ffd7-18fb-4568-9575-602e009b7ee8",
"public_key":" public key base64 encoded data",
"import_token":"/import token base64 encoded data",
"expiration_time":1501578672

}

i. REEEER, @%@%H%E&E”LATJHE‘%}%W‘E (EREEIREE
R RZRINZRE R T RN SAEEEH S

1) SFIEEEA “public_key” HRE, #WEl “.txt” XEH, FHiF
F75 “PublicKey.b64”

2) fEFOpenSSL, HfTLAT@S, XTI “PublicKey.b64” XIFREHIT
base64%%f3, Lk —HFIEE, FRERBENNXHRES
“PublicKey.bin” ,

openssl enc -d -base64 -A -in PublicKey.b64 -out
PublicKey.bin

ii. RESASHE, SHSNSH “import_token” BIARZE, #MGE) “.txt”
X, FHREFEA “ImportToken.b64” |

2. {0 “BFEZFP INZZETE
(ALY
WITRL R E AR B LA T 3
JIFREREAZH S EncryptedKeyMaterial.binZ55P7 %}
IEXSFREZSAZ S EncryptedKeyMaterial.binlfid 2258457 #lout_rsa_private_key.der

FASAZRST
BiE—: R THNEEZATEE SHHSMBINZZEME, FRERIESER
AIHSMIZ{EIERT .

SRR 33 (2023-06-30) IS © ERRAGIRAT 10



HIEINZIRSS

5z =12 1 ZPEE
?ii:! {EF0penSSLAERLESAMIFY, FHRTHR “QRER" WERREHT
[]'I_&hl\o
(1] %83
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a. HEREEME ( 256(XITREH ) , FHISERRIERMRIA

“PlaintextKeyMaterial.bin” & {RF.

" EEEIXIAES2S6IITRERRY, EEZREOpenSSLTERNZEFiRL, #
T TS
openssl rand -out PlaintextKeyMaterial.bin 32

" EESZXHRSA. ECEHEMTRERR, EE%&0penSSLTENERi%
£, 1FUTHS.
1) ER16HHEIAES256% 1R

openssl rand -out OxPlaintextKeyMaterial.bin -hex 32

2) B16HFIAES256 AR —HHIET

cat OxPlaintextKeyMaterial.bin | xxd -r -ps >
PlaintextKeyMaterial.bin

b. (FERTHRY “GRZH" MEEAME, FHEINEENERMRIZ
“EncryptedKeyMaterial.bin” #5:Z1%7F-

& “8EFH RHEHaTH, UTaSHRIPublickey.bin2ES0A TR
BEZHEMRwrappingKey Z55ID#H1TE

% 1-6 FRTHEEZHINZERRZ B

BEFPEE pia S a7 SEE e v p

RSAES_OAEP_SHA | openssl pkeyutl
_256

-in PlaintextKeyMaterial.bin
-inkey PublicKey.bin

-out EncryptedKeyMaterial.bin
-keyform der

-pubin -encrypt

-pkeyopt rsa_padding_mode:oaep -pkeyopt
rsa_oaep_md:sha256

RSAES_OAEP_SHA | openssl pkeyutl
1 -in PlaintextKeyMaterial.bin
-inkey PublicKey.bin

-out EncryptedKeyMaterial.bin
-keyform der

-pubin -encrypt

-pkeyopt rsa_padding_mode:oaep -pkeyopt
rsa_oaep_md:sha1l
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1)  HERFAH
openssl genrsa -out pkcs1_rsa_private_key.pem 4096
2) H&IEEHRRE pkes8IETL

openssl pkcs8 -topk8 -inform PEM -in
pkcs1_rsa_private_key.pem -outform pem -nocrypt -out
rsa_private_key.pem

3) pkes8i&NiEIRL dert&=t

openssl pkcs8 -topk8 -inform PEM -outform DER -in
rsa_private_key.pem -out rsa_private_key.der -nocrypt

4) (ERIGRIEZ R IIFARRITINE

openssl enc -id-aes256-wrap-pad -K $(cat
OxPlaintextKeyMaterial.bin) -iv A65959A6 -in
rsa_private_key.der -out out_rsa_private_key.der
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fBIan: {ERAEE10.2.b5 “EncryptedKeyMaterial.bin” 314,
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&R ZEERAA#t RS NGB

fBIgn: EFEFE10.2.b “EncryptedKeyMaterial.bin” 314,
FASHEE XL EESNFABE .

fBlan: EZEEE10.2.ch “out_rsa_private_key.der” {5,
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Generate a public/private key pair [ Generate ]

Load an existing private key file | Load |

Save the generated key Save public key Save private ke

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 RSA S55H-2 DSA

Mumber of bits in a generated key: 1024
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Key passphrasze:
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