01
2024-05-11

EREARBIRAT

NN

» )

e

V.

HUAWEI




WRIRERE © #ARARBIRAE 2024, RE—IRF,

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

TWZR R IRSBAFIEFNZLENRTBHIEREMFERAIR, AP ERRIEEBED ™~ m. KRS8
FFERTRERE SRR ERTEEZA .. RIFSRBELIE, AR IEAT AU DI REERIIE
RAEKARILE -

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

SASRRZA 01 (2024-05-11) WRIFRA © LERFRARBIRAF



ZERH

i EERE

FERRNENIRiREEEOMELL “TRREMIERE" I, ZREMFAARSTIES WU TR
https://www.huawei.com/cn/psirt/vul-response-process

N EFTEREURIREE, 152 a0t :
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

SAERRZ 01 (2024-05-11) WRIFRA © LERRARBIRAT


https://www.huawei.com/cn/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

#hE
FFisr B3R

T BREZHEIR. cocveeeeeeerereeeeeeerteteseessesesesesesssssssesssssessssesesesssssssssssssesssssssssesssessnsesssesensssnsssesssensnsesssns 1
2 E BRI EETE ...ttt ssssesses s s s s s bbb s bR a bR bbb bR s R s R sasbes 3
2.1 TEHVEERBEEETE oo 3
2.1 T R B TEATLEERE ..ot 3
2.1 2 TEHLIETBTT TR o ooeeeeeeeeseeeseesesseeesessssssessssssss e sssss s ssss s ssas st 10
2020 BBEIZR oottt 10
2.1 2.2 BB MERR oo A 11
2023 BB ER oo At 13
2.1 2.4 BRI UBCER ..o eeesseeeseesessee s ssssss s ssssss s sssss s ssssse s s s ssems e sesssns e ssssns oo 20
2.1 2 R TR LR B oottt 28
2.1.2.6 BT B IRIEIIIZIER oo 31
2.0 3 BUBR/BFIZEFE oo AR 32
203 BUEBZEIT oo 32
2.1.3.2 ZEFEEE R oA AR 34
B IZEHEETE. ..ot bbb s R bbb bR bR bR e R bR bR bas 36
BT FERRZER ..ooooeeeeeeeeeseeeeeeeeesesees s esssssesssssesssssss s ssss s ess et 36
BUTT BRI oot 36
312 AR REHRENTTRILF oo ooooveeeeeeeee e ceeeeeesssssee e sessssssss s ssssssssss s ssssssss s 36
B3 FIREITEN I cooooeeeeeeeeeeeeesseeese s sssssssssssssesssss s ssss s sssss s sssse s ssss e sss s ssss s st ssssessssnsensssa s s 37
B2 GREBRIF..ovvooeoeeeeeeeeeeeeeeeosessesee e seessssssss s sssssssss s sssss st 40
B2 T BB oA 40
3= = N = OO 40
B2 3 HREBEBZELETE ... sssss s 41
B2 A GRIBBEEE ..oooooooeeeeeeeeeee oo 41
325 GREEFRIEEETE ..ottt 42
3.2.6 ZREEAIBREETE. ..o ssss s 44
327 GREBTBA. c.vvvvvooeeeeeeeeeeeeeeeeessesseeeeeeeseesssssssss e ssssssssss e s 45
=115 17 == SOOI 46
B4 BEBI . oovooooeeeevveeeeee s sessse s sssss st 48
35 GIEBEETE....ooooeeeeeeeeeeeeeeeeeeeeee e 49
3.6 KiE/EH /MBS /AL BIBR /ZEFBRIFD ...oooooooeeeeeeeeeeeeeseeeeeseeessesssesssessssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssesssoes 50
B.7 BBELETEIERR ...oooeoeeeeeeeeeee oo ssosss e sssss s esss s ARt 52

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT iii



#hE

FBPigm EES
377 URL BREEIURTE ..o eeeseeesssss s sssssssssss e ssssssssssss s ssssssssss s ssssssssss s ssssssssssssesesssssssssssnnns 52
372 FEEEEBEIRIE ...ooooeooeeeeeeeeee oo eeeesess e eesesse e sssseenennes 53
BT3B LEBRSD oo 54
BT A BETUSIHE ..o sss s 54
375 BHIBRSZAL ..o 55
B.7.6 BRI oo 55
I AT L= (1 OO 56
3,78 BTN /IBE L TOMICAL oo s s e s s st seseeese s ee s essseasessesessesesenan 57
3.7.9 ETN/MELE SPriNGBOOL BREZ.cceeeeeeeeeeeeeee e evsssss s sessssssssssssseseessssssssssseseneeees 58
3.7.10 FBTN/MELE NGINXeiiiiieeeeeeeeeeeeeeeeeeeeevessessssssssssssssssssssssssss s sssssssssssssssssssssssssssssssssss s ssessssseesssssssssssssssssssssssssnnns 59
3717 FBEIMELE NS BRZZ oo sssss s sssss e sssses e sssssassssssessssseesssoes 60
3.7.12 JBEH/ELE NOAEIS BRSZoovoeeeeeeeeeeeee oo sssssss s ssssss s sssssssssssssssssesssssssssssssssssssesssssssssesssssssssssees 60
3713 FETNMELE GO BBSZ oo eesessssasssssessesssssssssssssessesssssssssssssssssesssssssssssssssssssssssssmssssssssessssssssssssssssssees 61
3714 T SNEIL AL oot 61
3715 AT SNELLBIZS ....oooooeeeeeeeee et ssssnss e eenesessssens 62
3.7.16 HUIT POWEISNEIL EBZ oot sss s ssssessssss s s sss s sssse s ssss s s sssensssssensssnnn 64
3717 HUTT POWEISELLBEIZS ..ottt eeeeeseeesesese s s e sese s se st st st st eesessseeeaseeesesaseseneseneseseresenene 64
3.7.18 AT DOCKET BB oo eeeeeeesessss e esssssssss s ssssssssses s ssssssss e ssssssms s sssssssss s ssssssssss s 66
3710 TR oo 70
3.7.20 ServiceStage ZEHEREE 2.0 ......o.vveeeeeeeeeeeeeeeeeeeoeeesseeeeeeeeeeessssss e ssssssssss e s ses s s 70
3.7.21 ServiCEStAge ZEIHIIIR ...oooooeceeeeeeeeeeeeeeeee e eeessssssees e sssssssssss st 72
3.7.22 KUDEINELES FRBZ........oooeeeeeeeeeee et s s s e s s s ss s s e s s sassassassassassesseassesesssases 73
3.7.23 Kubernetes Manifest ZBZB(CCE EEBE) ... eeeeeeeeeeeeeseeeeoeseeseeesesseeesseseeesssssesessesesessess e sssssesessssseessesesssessensse 73
3.7.24 Kubernetes TRIEEBE (CCE BERE ) oo ssessssesssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssessos 75
3.7.25 KUDEINEtES EITE N EERFERE ...ttt ettt st s st ses s ss s sssass s s sassens 77
3.7.26 Kubernetes Nginx-INgress IR (CCE EERE) .. mmmmoeeeeeeeeeeeeeeesssseesessssesesessssssessssssssseessssssssessssssssssnssenes 79
3727 HEIM3 BBE......oooooeeeeeeeeeeeeeeseaeesseesse e sssssssssssessssssssss s sssss s 80
At A 11 o] (OO 84
3.7.29 FIER IS HET oottt s et a s ea et ea et e s e e sesassaseans 86
3.7.30 ZRZE IS BRSS ooevveeeeeeeeeeeeeeeeeeee s sssssessassesssss s sss s ssss s sssssessssss st 89
3.7.31 ZREE IDK oo 89
3,732 R TOMICAL et e et s s e s e s s s e ses s e s e et aseassassasesessssesaseaseaseassassasasessesesaseaseassaseaenees 90
3.7.33 Z2ZE NGINXe.ovttreeversseieesssssse s sssse st ss st 91
3.7.34 2B GO IB S o oooecvveeeeeeeeeeeeesseee s 91
3.7.35 Z2BE PHP......oooooooeeeeeeememmeeeseeeese s eeeee e sesssessssesessssmmsesss s e st e e sttt eseseeseeeesesseeee 92
3.7.36 Z2EE NOUE.JS..ooumrvveeeieesisesseissesssss s sssesssssse s ssss st st s s st s e s e 10n 92
3.7.37 ZREE PYENON ottt 93
3.7.38 BRI [HEER DOCKEN ..ottt se s ee s e s s e s e ses e ees e seseeeessaeses e 93
3.7.39 ISTI0 IR AR T oo vvvveeeeeeeeeeseeeeeveess s ssssss s sssss s sssss st 94
3.7.40 FUNCLIONGIAPh BRETERZE..........oooveee ettt 95
3.7.47 FUNCLONGIAPN FREEAZFD c..oovveervesseessies s ssses st st ssssssssssssssss s st ss st ss st ss st st ssnssae 96
3742 BB ZBIENATE oot 97

SASRRAS 01 (2024-05-11) WA © LR ABIRAE] iv



#hE

FBPigm EES
A GRHEEAREETE. ....o.cveeeeeeereeeeesesesessesssessssessessssessessssessesessessssessessssessessssessssessessssessesessessssessasans 100
A1 B oo eeeeeesesessesesee ettt 100
B.2 BRIEEHR .ovoooeeeeeeees e sssese e sssss s sssss et 100
4.2.1 FUNCLIONGIaph BRETERZ.........ooveeeeveeeveseees sttt 100
4.2.2 TOMCAE IZFBEBE. .....ooooeeeeeeeee oo eesess s sessss e sssss e ssss s eses e s s e s s seessssssassssssssessseeee 100
4.2.3 SPrINGBOOL MIFHEBER.......ovvvvveeeeeessvesseesesssssseee s s sssss s sssss s 102
4.2.4 DOCKET IIFEBZE ( LINUX ) cooreeeeeeeeeeeeeseeeeeeseeeseeeseeseeeesesesesessseseseseseseseeesesasseasesasesassessssssesssessesssesesessessesasesesesaseeesenene 103
4.2.5 DJANGO0 FIFAEBZ. ....oooooeeoeeeeeeeeeeeeossesseeeeeeeeevessssssssseeeeessssssssss s ssssssssssssseeesssssssssssssseessesssssssssssssseesesssssssmsssseeessssssens 104
4.2.6 NOAEJS FIFBEBER........oooevveeeeeveeeseeseesesesssesssssssssssssssssssssessssssssssssssesssssssssssssesssssssssssssssessssssssssssessssasssssssssesssssnsssssnns 105
B2.7 TBFHEBE ... sssss s sssss e 106
4.2.8 Kubernetes Manifest BB ( CCE EERE ) ..o eeeeeeeeeeeeeeeeeeeeeeseesesseesessesseseessassasssessssss s sassess e easeasesees 107
4.2.9 Kubernetes BRIEEBE-CCE BERE. ...ttt ettt s sttt s ss s ssasss s sneas 107
4.2.10 KUbErnetes EITENEEREERE . ......oo oot es s es sttt s s e sss s s ss s sass s sassassassessas 108
4.2.11 ServiceStage RIFBEBEE-ECS........ccooreeeeeeeessesesseeeeesssssssssssssesssssssssssssssesssssssssssmsssssssssessssssssmsssssessssssssssmsssssssseeees 108
4.2.12 ServiceStage RIFHERZE (CCE ) oot saessaesseess s se s sa s st sasnseas 108
4.2.13 ServiceStage MIFHERZR -AS.......coomirreerreeesiesssessssss s s s sas s s s sse bbb bbb bbbt 108
B.2.714 GO RIFIEBZR......oooeeeeeeeeeeeeeeee e 109
R = N - - OO OO 110
A3 FTFREITEMAENR coovoooooeeeeeeee oo sesesssssss s ssssssssss s ssssssssss s sssssssssssss s ssssssssss s s sssssssssssssssessssssssnes 110
4.3.2 WIS /RS BIBREITE MAEHIR oo ssssssssss e ssssssssss s sssssssss e eeesesssssnsn e 111
B BEIEETH. ...t ses s s ses s a s et b s e bR bR s bR b R s p s s s s s aebens 113
6 ALPREETE. ......oeeveeeererererenress st sesessessesessssssessessssessssessesassessesessessesessessssessesassssssessesassssesens 116

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT v



#pE
PR 1 BRSS A

1 L RS

#8Z ( CodeArts Deploy ) f2ftET#l{t. BaUERERS . RUFEINBLE, BE
FEHERENSERE, BERHBERAE, BHEMRE.

HRERSEBLAT
o HEFENEE (LARECS, BRIBBENNE=FEN) . FRIPE (£

CCEESR*. BHBERBERNEBE=SERH) ©
o INEEMLETER, (ERIIMK, BRNARIEEFTHEEA.

o IEMHFTRISEIHEM, HETomcat, SpringBoot. DjangoZE R AREAHRIESR
E,

o HYWARIHEBRE, SHEAIRSNERRHFARNA, IFEEXNBE
R, BIIRR—REIZENA .

MREAIEEFA—TIRE, BERRERSKHTHERE, HERRENT.

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT 1



e
FFiER 1 BRSS A

&

:

SANERBER

¥

R

P R EIRTBRFE AR T :
AR
FhEENIF .
SAEMKTIR.
#RIENA

EBEMNF

SASRRZS 01 (2024-05-11) WRIXERE © ERRABIRAE] 2



#hE
FFisr 2 BitRREIE

2 Bl RREE

gL="

ENEREE

2.1 FNEHSE
2.1.1 Fi&/miE 58+

EEHL\,J? ERATFIEEEENSE B%E’Jiffn’éﬁ Kubernetes&&% ( BlNg L2 ) SEMM
RE, BB RIETRRRESARIE L Pﬁ'Fﬁﬁ-'.F*Béo FHEREP, BIRFENE
E*ﬂ“ﬂ%q:'ﬂzjjﬁ‘_\nﬁgﬂ’ﬂj%, HBERSISEIH RER RSB BFRE
Mo KEBEN T AEMTA HIPE’JE’FT\EHLTEQ%EIQU_ . EEPEIRS S, BE
IREASCIEENL, WEiSHIRE, —REIECHEAMIPAIEM=IRSSEE.

RO
o EEMBRENIIR, MRSENUR, BHAKEEERMHTIRN.
o CATARA, NRREHRE, BHERE.
o EETMNE MRLENSE, ESEHBECS.
o EMREFNHTREEIREREZSRE.
o EXNBERENHGTEFERERRERE.
MEESERT

F£E1 HEAEMRREE.

‘%)\Eﬁlﬁﬁ'lz, BExE “RE > BERE > EMREEERE" , AN “ENE
? Jﬁﬁo

B2 FEENIEE.

BFE ‘WEIVER L BEEUTEERE, B “RE , TRREVIEERICE.
SHIM ERWE | 5

KRR | =2 BRIABENXENERFZTR,

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT 3


https://support.huaweicloud.com/intl/zh-cn/usermanual-projectman/projetcman_ug_2001.html

#hE

BPiErm 2 EiZRETE

2¥In EEAWIE | R

BERR | =2 RIEEMSRINENANRIER S, &1F “Linux” Tk

“Windows” ,

FEE | =2 WNREEBRIBRENT ZHERRI M, NEEEIEEEGT

Bk BEIPRIENAEARIBEAN, SLHCodeArtsEIBFREMNAY
LEIER .

PITEN | =2 REHERBEENTEENSIIERENES,
A LMEREATIEENE L& RE, SBaLUEEE/
IREFMENERERTRBITEREIE, KESFRESE
HitERRbiaS.

iR ) TEAST ENVERFAYIENA

(MARIY:

SR ERAERERRY, FEHITIUATERE:
s EXHBERAEREHEE, BIHEsSEEEaRERRBTR.
o ENEERMAR “BRMER" TE, “HTEN BRTIE ‘BRERRL” .

S$IR3 i ;Tii'ﬁ) ST ENERRY “ERRENIEN" ThEEE, FEMEREENRER
Tlo

1. FEAEEM.
B ‘HEREEY” , EEUNEERE, B2F ‘W’ , SAEETIAE

e
& 2-1 Linux RFERIBENSHRA
SHIn =EWIE | K8
ENZ = BRABENMXHREENEZR,
IP 2 B ARIEEN PRSI ERI A R IPHBLHE
BERSE | 2 AAEN, BANHBIENERANRER R
INERT | 2 BB R R R TINIE
- BB REER ‘BPY]T 5 ‘BB . LIECSH
B, BNBIE2ECSHIAPZREM,
- ¥ MEER ‘AP]” 5 ‘BE7 . BENE
B SIREN S B2 EIREILinuxE3h
SSHixO | 2 W FER22150, FEEXIKO.

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT 4



#hE
5z =12

2 BitRIRETE

2.

%5 2-2 Windows RFCIEEH SRR

S¥Im | EBWE | KA
FHE = EIMA B E XA CIEENZFR,
IP = BN IR ENEREBERI AR I PHELE
BERG | 2 FOIEY, BIASHEEIENERINRERSR
INERT | 2 Windows RAMIENNZIFZRIINIE . LAECSHfI,
ANBNRECSHAFRERED .
Vélinrmﬁﬁ”% = WEFF(ER5986iR M, ZIFRENIR.
wEBREN.

BE “WEEREN

2

HELATME!

SfE, BE ‘BE” . TRBRENRE

3 2-3 Linux RFBirENSE0RA

SHIN =EWIE | W8
FHZ = HMABENXBBIRENEFR
RIBEN | 2 %}:FE*T\%IEHMJEE RIEE A MBI BERENHIT
IEO
IP = BN BIRENRIFAT IPHBLES A M IPHELE
BERSE | 2 AOEN, FANHBIENERANRER R
INERST | 2 BIRIEL IR B IR R B TIALE
- FiB: REER ‘BAPY]” 5 ‘BB . LAECSH
B, MANRIRECSHEFRENRER,
- B MEER ‘APPSR 5 ‘BE7 . BENE
B SIRENS B2 EIREILinuxEEsh
SSHix[ | 2 WEFER22iE0, TFEEXIRH.
RLEEH | & EAEZIEIR, TLL'_H'H:AOM ICAgent>RSCHE R
SiFiES B, BEES. 5ZIN8E. HA, ICAgent{X RS
ik =LinuxEN, L2 RAIE/(EREREERIT.

& 2-4 Windows RZBEirENSH05A

SHIN BRY | 5B
|
FNAE = IBRIABEXRIBRENER.

N5k 01 (2024-05-11)

WRIERE © HERRARBIRAT




#hE

FPigr 2 EERETE
SHIN B&Y | ikeE
i
REEN |2 E}%}%EW’c&ﬂnﬁﬁaiii-ﬁ}%ﬁmﬁ@Eﬁiffnﬁﬁm
=A s{EO
IP 2 EA BARENAOFAT IPHELEEE 2RI PHELLE
BERRE | =2 AAEN, BANHIENERANRER R
INER | 2 Windows RGN TIFZRIIAIE . LAECSHHfl, %
ANHZRECSHIBRPERZER
KENE |2 Zig O TWindowsCIBY B ERT A0 IR, #
y =2l FEASIRO, EFRENXIKRO.

SEA (k) SEKHENER “ERAEIEN Thetid, RENEERENAIA,
BE ‘EBEREN"  BELUTNMEERE, BE ‘HE”  THRBERENREIE.

& 2-5 Linux K& BirENS 505

¥ =EWIE | 15
FNEZ = EMABE X BIRENER,
IP = BN VRN EBERT 2 M0 I PHizLLE
BMERE | 2 FAIEN, BIANZRIEERRIRMER S
INERR | 2 TBRIE LR G BB AR TIAILE .
o S NEHER ‘APE" 5 “Bi8” . LIECSHHA,
BARRECSHBRERER.
o i MHEHER ‘BAPR]” 5 “BfR” . BIENERS
RENAESEREILInuxZiH
SSHiwO | 2 WEEFR22iR0, XIFEENIRO.

% 2-6 Windows ZZ BirEA S5

SN =EWIE | %A

FHZ = BB E X BIRENZIR,

IP = BN EFRENLERSBERI AR I PHELLE

BERE | =2 TAIEN, BIANSRIEERBRIRMER S

INERR | 2 Windows RFEA BN TIFZRIIAUE . LAECSHfI, A
HRECSHARERER .

vglinrmﬁﬁ‘a = WEF(ER5986iR M, ZIFRENIR.

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT 6



#E
FFism 2 BitRREIE

IS5 (El;f&) EhRTRE “SAECS” , BERBHNEARPIURIRSEEHBEIRENTAC
IEI J-IJO

£E6e HITEHEBMIIE

ENFRERINEFHAE I TEBMIGIE, MRENEBIEIGIERY, BRE ‘K
K7, RIERMEPRTRRNAMERS RS ‘BEERRGE" HITHIERE.

-

ImiEERET
ST HNENER

1. #ANBHFET, RExE “iRE > BRERE > BMRREE" , BOAHEA ‘%
HLEEE” UH

2. EREHBERENSERFRTR, BAERFBERNHE.
$R|2 WENERFHITRIE
o RINEM: PEEANERHRETIN T BUR, BIAIIZERERINEN,

. ﬁgé‘%ﬂg: BERANERHRIESIN 7 BR, BIAISMEERSTR, HATENLURE
REFEER.

o MIPREREY: SEEANERHREIIN - By, SE “BRR” , EPEFRE ‘W
IN”, BIEJSRRMIPRESEHRIE

AR
HEERTAERRN, CHEEMRXEF TRRERRG, ZoIMPRER:.

o PUREEE: SEEANERHRMEIN - Eix, & ‘DREE" , hRAEEE
HENIR(FIR , BRIESEIAERFF RS KANR .

FHERBERAA BRI
%@/W =E] #RiE 3 INEN | SHEN | SBREE

FHEE | BNIRE | BNRE | ANRE | BNRE | BXRE | BRA
Bl AEME | ARMEL | AEMER | AAMERR | REEe | AaTfEek

mBgE | A1NRE | BIRE | BIRE | BIRE | BIRE | BIRE
& REME | AEMER | AEMERR | REMEX | AaNgeR | ReMfEeq

mBLKE | BNR BIR BIR BIR BIR BIIR
FmE | BNR TR PR TR FARBR TeARBR TR PR
MWRAEE | BIUR TR PR TR FARBR BIR TR PR
IEHERIE | BIUR TR PR TR TR BIR TR PR

%%I& BINR TR TR FARBR FAN PR FAN PR
i

Committ | IR FAN PR FANPR oA PR FAN PR FeAR PR

er

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT 7



#pE
5 =12

2 BEiRIRETE

FHEREERAA RIS

AEAR | BIIR BIR BIR BIUR BIR TR

WAAR | BIUR TR TR TR BIR TR

5% BIR TR TR TR BIRE TR

MEsE BIR TR TR TR BIR TR

F|3 WENERF FRIENBHITRIE

fiF
[E)
| i

HEENEBMIGIE: EHPS)EN, BERE
BB .

WESHTENZIEMENERE: EHSAPEY, B “F2 > SHEIEMENE
7, ERETEEERENER, ERBEIESHIZIZENERFT.

Eltx, ariTHtEE

o
&=

"1|I|

EE

Administrators &

ENEE: BYEYSEINEEA LURE T B ENR SR RERER . BEINEE
B2, EAXEER, BUURERNNFILESS, RIEETRBIET.

(1 588
ERZIREREANEEINA, A1k ‘RBRESHANAEHRS ( AOM ) , REHEFE

ﬁ\) BEES. SEE (DEREHZREEERES ICAgent , ZRFEERRLInuXE

SN BEEATIRASIN ¢ B, DEERZENNERERES

Efbﬁiﬁ'&—ﬁﬁﬁ& BEEANENIRERIN © EiR, BV R T
IEHR(F,

BIEREN: SBEEADEVURIEIIN ~ BEtx, & “BRR” , EPEFSE ‘W
IN”, BIEJSeRMIBRENUIRIE

MERTY:):

- YHFERRESSARAPNENEN, F2EAEMETR “BRXBHHR" , BSH
PREAIME MZENER, BT ZEN.

- REENATSHRERSE, SREENAREN&E—EBRENMIMEPRIPRET, %
RIEBEENSEEHEMIR

SHENTEMEVER: PERNEVUREIIR - Eir, 85 “S§7 , &
SERIEEREREVIER, A T ENEHE BirEERFP.

e

SASRRZS 01 (2024-05-11) WRIERE © HERRARBIRAT 8



#hE
FFisrm

2 BEiRIRETE

$REY Linux %58
£ RBETHREEFEEH.

BEFRFEN, PITUATEGRS, DRErootlikS.

sudo su root

WITLUA TS, EREANHE.

Is ~/.ssh

o FHIRTBEFRAFE, Si~/sshBRTRAId rsaxit, BEEERNER.

o #H~/sshBRTAId_rsaXff, EALUEEEREEEANGHEIEEENEA
EENERNE .

ERER.

SEU T SERERRT:

1. HERER.

ssh-keygen -t rsa
2. HERLUTERE, sE#aE “Enter”
[Enter file in which to save the key (rroot-.sshrid_rsal):

3. HERUTEIEAR, AdhiEE “Enter” , BUARKEERE (1REFBLSHHE
ARSZBIRILE ) -

[Enter passphrase (empty for no passphrase):
4. BEBRUTEER, BERE “Enter”

5. HBLATEIER, RrREHEER.

our identification has been saved in ~root-.ssh-sid_rsa.
our public key has been saved in -root,.sshrsid_rsa.pub.
e key fingerprint i
[SHAZ56 : pk3d i91cxFd- rootBhost-
e key's randomart
+———[R3A 2848]1--——-+
i . 0.0.1
i . o++B
i LLEEEO
i vee. YO
i S.o0+.. i
i +%.E i
i . o +=Bo i
i Lo+ o o= |
i i

.

[root@host- Bt

6. WITUTHS. IBE sshERTERIEHEE . EF, id_rsa. id_rsa.pubX
HEMEFIID B ZRIERIIFAR. 8.

s ~/.ssh

[rootlPhost-: “1% ls "~.ssh
uthorized_keys |id_rsa id_rsa.pub

[root@host-1 DI

FE3 KWEEMNERER

HATLAT a2 o

cat ~/.ssh/id_rsa
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#hE

FAFigR 2 EftARETE
o EEXHHFIZSH “----- BEGIN RSA PRIVATE KEY-----" , iXBAZ5$A1EH, S5iz%
B, REZARM, ERINEN/CENREAN “Z587 B4,
o EXHHFIZSH “----- BEGIN OPENSSH PRIVATE KEY-----" , iRBAZR$BEEIR . /T

AT ap S EHERER

ssh-keygen -m PEM -t rsa

LA BRI

WITUAT S, BAHEEBMEIFENauthorized_keys3 i,
cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
(D #e

o 1R{Fauthorized_keysM{4HS, BEEE/DHIR(EId rsa. id_rsa.pub3Z{EEIRR .
o TE(FRZHEMTEBMISIEN, APV MNIEIEauthorized_keysSEHHIARFE o
o FHEFIFAPNAEBEFRZSRIITIE, BNOTREERMISIERMIN.

R

2.1.2 FLEEBEF

2.1.2.1 iR

FNEESN

AELEENEENEELNEFEES X, £ETESEDSF, HERS T
HATENBIZISSH/WSManti) 5 BirEN U TBE ALV BRIERE . FUTENLR
BiRt, SRS LREANTIMERE, HERSETREES ZRLAIER,
BIFEIS B CRIENSLARNGERS HR N BRERIEE, XIFBIENEES
ASRENS, SMERABERENAERE . EILESRSNEZE, SWERIT
FNSEHENEFRENTUARTERERE, X— IR ENEEMEEIE .

et MIP (EIP) FRFRE, HEEHTIIEDemoiH{XF L EEIPRIART, &
BOEEENEER .
(588

AWRENEREEEY, EHRENBiREN TR EH FFRrERIRO .

ZHEEI RS RPHIEEIPRIS R, TUMELRRBSERENZENES, BIF
BT EFR.

————————————————

Nt

SSH

Yo’

________________
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#hE
FFisrm 2 BRI EIE

REHSC

ERPELERERMIP (EIP) BRE, SEAEMEEIPHIRRSHHITHENHR
T, ERCEFEAETLN.

(RERL
SR ENEEEIRIDEY, SEEFEFREN. REBEY O BHTEEHFBHEM RO .
LinuxfCIEEH 5

RA—a4BAEIPRIECSEARIEEN .. AREBTRET, BPERSBHRITHGS TAEZ
REEN, FIASSHIMNERZIZBRENF, SEMETNAIMETE

ESENAS, JBRTENREENREABEF NG, BRENETIZNAT
MBI AR, SERAREERIRIEY, BTSN T ERR.

______________________________________________________________________________________

HTTP m
SSH mem) B

(REELY:
L] ?.I@.*B_TiajﬂgB%np < —Fﬁﬁ%
o FREBIFMCHBIRENTEHREEIRS.
Windows{UIEHL AT

FR—a4P8EIPRIECSIEAIEEMN . EEEBEIES, SERSBHRITAIG S TREZ
REEN, MAROELEIZEREIS, SSMENAIHEDE.

WEFR LTS
sans e = =3
__________________ ‘I
(10 388
H31, (BRSSP S E S aE AL,
2.1.2.2 BIE S

BERTENGER I BIEERESL MBI R T LA R

o CEBBGRENIREEN, EFEHBEISERBECS (i) .
o CHEMMANIP, EFERFISHHIBEIP (i) .
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#E
FFisrm 2 BRI EIE

FRi5 ECS ( A% )

T HAEHE, ARELELAREE “IRSBIIER > itH > BE=IRSBEZECS” , HA ‘8
H=PRSBZEEECS” T

SE2 SFEALR ‘WTEERRSE -
FE]3 BANBRURRSHRERE, RERTRESH.

R @ msms Q@ mams @nums

e/ EE @ = mErE @ =
00000

~~~~~

250000

500000

TR SYEEME, BE “VAIWX" , BMERIRSE (ECS) Bl#ste.
-t
A

ERBECSAIS IZR Al ERTERIBEIP, EA8RIHERIBEIPRISEHIBEIP (7% ) .
ESECSEEEREL LA, SE2HRELLA.

ERiiS EIP ( ATk )
B EASHE, ERELLARE IREIIE > ME > BEARIPY |, BN “TRHELAR

IP” T
S BE “WSOEERWIPY .
$]|3 THEXIRER, BE ‘MR .
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#hE
FFisrm 2 BRI EIE

REEEANIP @

£
AHFR MARFHRE
FUEFREBESHHE
SUBESEST RN

=EAk BEEY | — 5 + | #=Ea

FRER

2wmE v | C FEEWIE @

ERES =

menmeam $0.005 USDyws + wmem $0.1405 USDues @
+
455K

2.1.2.3 L2 E
PERETEBMIIEEY, SEENTREITUATERERF:
o EHIGHWSRNRIRBHNZEN, ISERERSHRTIRORE.
HENBRAEEEN, ISEREMMEHTIROKE
o MREWNEANEIENZEMERSNER, AINENEER/ARH.

M=ol
ISETENEBEIIRRER M, SHOWMOFR, BUSHIEBEIIER
WEIER (LALInUXERGEHLEERBI )

SE HEANERES, AREA LARE “RSEIIE > iHE > HIERRSEE" , HA “EBER
ARSSER” RE.

S22 PEEIREERIRSERZIR, HEAPERRS|FENT, & ‘LB’ 1E, W
TEFR, 8F “ID” , BEREER ‘EERN > NSEFR 7 BEEANTS BN

EE e
A default
AN 2 AT 3 ss6 |
B = e
AFEE TCP: 22 IPvd

$I3 B “RERINAN " , MIITNRE:
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#hE

= S s
BPiErm 2 BiRIRETE
EFER NFFEFRR HATERR ]
; . = x
= L
ek @ E-H0) wEn v @
5iF
RFF 28
e 25 ROP (3389) FP 20-27) Telnet (23) v (22

o LinuxZZAHBEENA N EFFHK22i%0, WindowsRFiH 22N A
RFFRE54. 5985, 5986imH, BIARIIEMREN/CEENASRIIANRA, Timg
£790.0.0.0/0 (@EALIPFRLALIRO ) o

(11 B8
INRESTEAEETRENR S MERSNER, FEEESIPFRIL RO, BEEE
BELATFIPHIHIIANRSBF MR ORS], BUNSEERHTEVEBMEIIE .
hEiL 2 EXE (Region) :
FThniRug
114.119.185.21
ERBuk:
159.138.214.24
EEPaETIL:

122.8.183.54
110.238.80.148

LAEIPHENE N ERZ RS B A RIRHASSMTRIP, BFSBIREN. KEBEENEE.

o BENAPEAINAYIKORINTG RBFFIRS (0Tomcat i AERI8080IR, HEH
bR FBRIFIBIRARIANS ELIETH ) , BUEHRAREIZNA.

o HSEIRHIREISEE HATLLSES0MOIRI443 0.
.

BCER KIS

WENRLAERE, RERXERFSSHIMNROWEIRE, SUSSHEEEER
IERM, LANFERN BRI FR SR IEERE SR .

LinuxB5 XS E AT
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#pE
5z =12

2 BiRIRETE

% 2-7 Linux PrXIBECE ST

BERER
%l

mES

CentOS/
EulerOSZ&
Fl/
UnionTechO
S

1. EEMEERRSSHIREE
rpm -qga | grep ssh

2. NRRBSSHRHE, HITLATSRS.
yum install openssh-server

3. FESSHIRSS »

service sshd start

4. FTFFsshdiIBERE S

vi /etc/ssh/sshd_config
5. ERREFwARIAYER
6. EESSHRSS

sudo service sshd start

7. BERAFRR2IKM
netstat -ntpl | grep 22

DebianZ%l

1. LlrootBIpBERES, L&ufw,

apt install ufw

2. FR22i%0,
ufw allow 22/tcp

3. BEAERGR22IRO.

ufw status

UbuntuZ%|

1. BEARAHLIP,

ifconfig

2. BENIKOREWEH.
netstat -nltp|grep 22

3. AXIRAHE, HORRITIA TS,
sudo apt-get install openssh-server
sudo apt-get install ufw
sudo ufw enable
sudo ufw allow 22

WindowsP5 K iBEE
AFHIRIELIWindows201 2R {E R ZEF41
1 EWindowsEHAYIEFIEIRFIEE “Windows fXEEgE”

o
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#hE

P 2 Bt RREIE

+ B BeER » FARSEER v o [ m=mwmm 2|
A EATRE RS ERE -
€1 Internet ¥E1E & iscsl 8RR 5 Remotedpp HSEESE
% Windows B% W man
B esame E =snEneas Pe=mEn
e = RS g B
=EEEs © suEmesEs S EsS
O Emeasn =% Emsiatia) & eEums
R SRFTEINL § == F s
I=F st 8 mmasEa & waEiEmn
B sri=mm o Ee ==
O geEs gies B’ AEws
GiEs g S e
B2 I HRRE .
=REEET
SAFRIFAENEEET Windows
PiiE
W SroEihes
W BEFFE Windows BRkE
W EEEAE
W | smeE |
TS ETEEEE

SI3 EFE NERN”

‘IHL‘I:{F} 2EA) ZE(V) BE

&= = HE

P et E _Hieses win B

(&3 A |
Y HiEam

b ==l
[ S=in]

SRRA EFE FREANT .
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#hE

BPiErm 2 EiZ RS
B
AL -
o FEanl. |
W EEEViRER 3
W EREREE 3
R b
=& 3
sz Ry [{3Y ”» [~ “ ”
TS MNZEBNERE “iwO” , REREE “T—27
s SEAEANES E
Fa o 25
R AREER A SN
B
e EQigaumEs
> thidnwn i
o [OF:1-114]
o #iF FE IR PRI -
@ BB ® @0
° & bl TCP B VP SRR -
O BWEX(®:
EranchCache — P54 530 (85 wan)
Fobl Windows (RASTNAEIEEATIAN o
O BEXE
BE XN
cr—sw |[[F—g@> |[ mE |

£I6 MXFNIKRODFIAE “TCP” 1 “UFESMIRO” , IwOSIRENS986, ARHRE

“—F_-lj;” R

STRERRA 01 (2024-05-11) IREUE © ERREARBIRAS 17



#hE

BPiErm 2 BiRIRETE
] FE A EANES [x]
a0
{5 AT AR o
S8
F— MR T Tr FR mee
. B ) UDP
o BETH
L AT FE T B s 7 S A e
O WiaEBEROA

[OF =73 "7 Juli)8 5956| | J
»T:\%l 80, 443, 5000-5010

[ct—%® |[FT—5w> |[ s |

$R|7 BRIEEE ‘RIPER” , ARBE ‘27 .

& FEAEANES E
B
ST NI S A B B TR o
£
- T A R I BT 1 L3R e
@ 0 ® RYEHA)
o B EERER Thsec RIPRGER, LUBHMER TPsec RIPAIER.
o BETH O ORUEXERC)
a SRS TPsee MTEINSIERIER o SRR IS IS TPoee EHENS

= B e A R =

O EEE
[cr—g@® |[FTsw> | ms |

S8 BEMMHEEE, RAERE ‘T2 .
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#E

BPiEm 2 HEiZRETE
& FEOGEHIES =]
BBt
AT B R T
58
J— A FE A A
o iSO
e (D)

o &(F AR e G -
o EEH SEE)
o W HENE SR MPIEE (A, SRR -

LR
HEANESE SRRSO R EA -

[<r—s® |[F—sm> | [ mas |

£ e, MARNBZIR, B “Tl .

i FIEASEFUNIES: |
&

ST i -

8%

o gz

o iz

A EHw:

o RN

=R st (RT3 (0

[«t—¢w | =@ || ma |

-

FeER/EaR8

EERELRRtZRT, EFRENFER, ERLUSERRYIPHUIIIARXIER
BE, FOERERKIE=E

IPEZEEXES
o EERAAHIEBAIERKIP, pUIT:

vi /var/log/secure
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#hE
FFism 2 BRI EIE

o BEEINEZSRHRIEE/MATLALBIELRIP, MIRBENEZEPER, U
T

vi /etc/hosts.deny

o BFEERIPIMABSZE, fign:

vi /etc/hosts.allow

Sshd:#s # wix k5[l ow #ILAMEREZIABEZEHIIP

2.1.2.4 BirFENEiE
ESENRINEI S ORI ENERE T H, EEXHSEHTIA TR SR,

(MARY:]
HLRATECS (LinuxE S ) BHACTHIZECE, THEBREE, BWindowsRFENEEHITHE
=1
Linux Z&EHEE

FRLINUXR AR ENIEBHIIERIN, LinuxENERIRELEEPYythonFFFFESELinux
HUEl, BiRENEEBRELATERE

o BirEHZ%EPython:
T224Python2. 6 LI EARA, MBREREPython2 6IATFERA, BEHEEN b2
KLATER, SRALZEGSUT:
-  Ubuntu®#%

sudo apt install python-minimal python-simplejson

- CentosgkEuler&%

sudo yum install python-minimal python-simplejson
In -s /usr/bin/python2 /usr/bin/python

(1 %8B
EAAptEEYUMZET BiY, SRR ETRIR.
o FHFFBSELinuxtlélFHZEE “libselinux-python” 1&iR:
a. BEAESELinuxiAZ, W :
Jusr/sbin/sestatus
(11 %88

“SELinux” XSS EEFIRAE :
SELinux=disabled: F&H=R.
SELinux=enforcing: &FIHET, FTRIIBEERTERENITHEPIGHEZEL .,
SELinux=permissive: AR, BRIEERTEHEITAFHEL, EREESE

BEHEER,
b. #&SELinux=disabled, MFEHFRFFZZHE, FIEXSELinuxIAZ, £

T:
i #mIESELinuxBconfigiZfd, TS

vi /etc/selinux/config

ii. IRIELFRERIEERERSELInuxSE ASE:
SELinux=enforcing: 3&HIET, RRMBIERZERIGRIITHERIGHEE
1k,
SELinux=permissive: AR, TRMBEERZERIEAIITHTHEE
IE, BEREEREHFCR.
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#hE

=z =] 2 BiRIRETE
iii. (BNERIRER “Escig” , BERmEE, T TEN®S, REHFE
3,
wq
iv. TERBERTOIERBEI {4 autorelabel, T TEMNGSE, EFLinux
Fil.
touch /.autorelabel
c. TEFMMLEZRE “libselinux-python” 1&EiR, SRHFALEGHIUT:
" Ubuntu®%
sudo apt install libselinux-python
= CentosgiEuler&%
sudo yum install libselinux-python
Windows R EE

gzl
SER2

FIR3

FtRWindows REEHEBMEIRIENT, BinENEE#RELATRYE, TED LA
Windows20 12 AGIHITNE, EEEHLNSNEIMHIAERE. FalltESFmM.,

[MARY:E

Windows10. Windows2016aWindows2019{E 8 BirEH B sHLIIARE R L, 5%
Windows2012Be &%, HIAREUSSEwin2016 sV ETERIA .

Windows7{ER B N BE LI AECE 5%, 1B58EWindows2012ELE 7%, RIATEENS
2EZwin201285MVEE A, .

o BEhMtEIAEE

Bt AEER RS RNT:

REMBFNEREEEHTREERE, AUSEIEBMHIIERWAIER
SREN B s ECE R o

1. THwin2012Ba{LEERIA

2. FpfElE “Windows2012ConfigureRemotingForAnsible.zip” , 5%
“Windows2012ConfigureRemotingForAnsible.ps1” BZs,

BeEEMN

HENEMN, F1FFpowershell, HA
“Windows2012ConfigureRemotingForAnsible.ps1” BIAFFEER, BMIAW THS:

\\Windows2012ConfigureRemotingForAnsible.ps1

1T “Windows2012ConfigureRemotingForAnsible.ps1” 4, S0 TEIFf=,

PS C:\Users\Administrator\Desktop> .\Windows2012ConfigureRemotingForAnsible.psl_

WIRRR “TERMNH MG, FEHTHFER , TEMR.

iztgimEE A ENpowershe BAENZELLRAITHIZAR, FEEpowershellFHITINT

A
AP -
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#hE
FFisrm 2 BRI EIE

set-executionpolicy unrestricted

FERERE S gunrestricted, T SFIRTERIHIAEL, WA “Y” BIFT, WTE
PR

T4 BEEE.
fEpowershell BHATAI Fan<:

winrm e winrm/config/listener

EHBTHTTPSHHostnameA~ AR, NFRREIFELID, BIWindows2012EE M EEED
KECERIN, WTFEIFrR.

PS C:™lUsers™Administrator? winerm e winrnsconfig-slistener
istener

Address = =

Transport = HTTP

Port = 5985

Hostname

Enabled = true

URLPrefix = wsman

CertificateThumbprint

ListeningOn = FTININNEN,. DN . -:1

Port = SYNh
Hostname = N

Enabhled = true

URLPrefix = wsman

CertificateThumbprint = DF D?7 B2 1D F6 AB E2 78 C2 @D 87 4C FC 15 SF 16 D3 33 24 2a
ListeningOn = NV, DA, -1

[MARiT]:

ARG SHNREILERS, Hostname =, MEREAEGHENTISIRSINEZIEREEE,
EERTLUTHA.

#BELBEWINRMITiH &8

winrm enumerate winrm/config/listener

winrm quickconfig

winrm set winrm/config/service/auth '@{Basic="true"}'

winrm set winrm/config/service/auth '@{CredSSP="true"}'

winrm set winrm/config/service '@{AllowUnencrypted="true"}'

#ZENISIRSS

Import-Module servermanager

Add-windowsfeature Web-Server,Web-WebServer,Web-Common-Http,Web-Static-Content,Web-
Default-Doc,Web-Dir-Browsing,Web-Http-Errors,Web-App-Dev,Web-ASP,Web-ISAPI-Ext,Web-
Health,Web-Http-Logging,Web-Log-Libraries, Web-Request-Monitor,Web-Security, Web-Filtering, Web-
Stat-Compression,Web-Mgmt-Tools

#HHEBERIEH

New-SelfSignedCertificate -CertStoreLocation Cert:\LocalMachine\My\ -DnsName 'windows-deploy-
connect'

#EERERIEH

ls Cert:\LocalMachine\My

#EI SN EEFIEBRNZSER

$windows_test_key=(Get-Childltem -Path Cert:\LocalMachine\My | Where-Object {$_.Subject -match
"windows-deploy-connect"}). Thumbprint

cmd /c "winrm set winrm/config/Listener?Address=*+Transport=HTTPS
@{Enabled=""true™";Port=""5986";Hostname=""windows-deploy-
connect™";CertificateThumbprint=""$windows_test_key™"}"

R
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#hE
5 =12

2 BitRIRETE

o FHfE

FoE EERLSERNT:

&M Powershell, ¥&powershellFEREE X SJunrestricted ,
BIERAFFTFPowershell, HATUITERS:

set-executionpolicy unrestricted

ElpowershellZklE, SNTEFR.

HITHRSHRIETERMAENR, WA “Y” BIA,
12 FEEWindowsiTinETE (WIinRM )
1. fEPowershell RN T REGS:

winrm enumerate winrm/config/listener

winrm quickconfig

winrm set winrm/config/service/auth '@{Basic="true"}'

winrm set winrm/config/service/auth '@{CredSSP="true"}'
winrm set winrm/config/service '@{AllowUnencrypted="true"}'

2. REGEREECERI, sl

winrm get winrm/config/service/auth

BT SEMR “Basic”

“Kerberos” . “CredSSP” 19 trueNIE~EZE L

I, WTEPRR.

rvice/auth

:\users\Administrator> winrm get winrm/config

Basic = true
Kerberos = true
Negotiate = true
Certificate = false
CredSSP = true

CbtHardeningLevel = Relaxed

RS REESE, B,
BE “RINAeIEE > T—%7 , TEFR.
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REN)
o
JIRE

BREA) 4 ClEERE e

BitiESs
(=3
TEEEESL
feHBsaa
s | BEEE | BEBoa
iR RS 1 i eEss |
@® T=EE @ TsEs
=4 B
Es 2
== k==
BPA f58 BPA iF8

3. A ‘RIS M@, EEE—ER, B2F ‘T2 , ITEFR.
2 BInASHnEES [=1a] x

Vi e e i gloss

R, (FRLEEEETIET R, SUERTlEnRE(vHD) s ek,

o BTmesETkRENRE
BTENSe. seRSke=ESe RS,

| RS EESEE
AErEEmEE (VDS E A SRS EET NN SET SN SmEE,

< t—2p) || F—2m -] 28 mE |

4. HA “IRSSRME7 WE, Ak “WebBRS3E (11S) 7 o
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2 HitRRETE

FHEZH

RIS 2EAE

ERERSERERES I — A8/ RE,
i

LI Active Directory B3 E S
[] Active Directory SiEEE

SirstEat
ecs-dddc

TEid

Web SES==(IS) 88 FE
B E5REN Web HERFEBIE
.

[ Active Directory JERES

[ DHCP =S

[] DNS E@&Es

[] Hyper-V

Web B2 25(15)

[[] Windows Server Essentials (335

[] Windows Server BFES

[ Windows S$S8=

[ #aEsEs

[ T EE

[ #tEsw=ms

[ PssesiAERs
b [E THSmEERS 2 AP 12 I
| <] " >

Web IRZEME(NS)
RERS
ik

E
5. A “INgE” WE, {X4aiE “.NET Framework 4.5 Thag” #%In, B2&F “T—

=
v o

6. HA “BERS’ THE, A ‘ISEEMNARTER” M ‘SRS, BE ‘T
—£7 , TR,

e ShEes
HEAEIRS oty -
srpu s HWeb BE BN ERESEARES
REED fEES i
R S HE < IS SEEmATRSsETERS
i & HTTP Bias SROFReTRECRELRES
Swn [] oDEC B3z TUBE IS 7 Web BRSNS
Thite e 10, ENESTETHANE R
. O o el
Web (RS SBE(IS) [] SR T8 IS AT e , ST
, [ B=izsTa 2.
ik O a=wE
v [ REETFE
4 [ FIPEES
[ Fp s
O FPFE
4 M ==E18
s BESHS =

I<

- _F:”jtﬁ]_;n =40 |

A HIMER.

1. [EfR “Windowsi+R” ¥JFHEITIE, MAFFisEEFOIGS
“inetmgr” , $$ «mx--é” .

2. $TFRIS EiERR, WiE “IRSBISER , WTFEFR.
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€3 » ECS-4D2C »

A WEN)  BEM)

- ECS-4D2C 1A
Q-2 e % SEREE
-~y AT == . = ¢ E¥Em
TR e ¥ TG - GemERa) | sk Ri: =
] s SR s
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£ ¥-3) J D TR
HITP BAS MIME 28 wmEemm  owmem | guses | Teee Ll
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; 3 g = = || 0 mmEs wen Fomr
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We AN ESMEm ERE BE  S4BRE
GuEE 58
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£ L E

3. BN “IRSESSHRIERE” RE, BF ‘QIREEZIER" , MTERFR.

€3 » ECS-4D2C »
MR WEN)  BEH)

: R — -
Q-id | | % S
- AT SR TEEREEEE Web BESTLTEST SsL FERTE, ABTHEF..
493 ECS-4D2C (ECS-4D2C\Adm EEREBEE..
O mEEE R - v G -G 2BETe | SEs g e
» -6l Pty - . .
= - oy
WMSVC WMSve-ECS-4D2C WMSvc-ECS-4D2C
S EMEAAETHES
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#hE

BPiErm 2 BiRIRETE
fEEEEIrH L7 .

|| iEErrEn
8-
EELPEETIRS, HESTLSSTSTRIneTES:
SEBEE— I HEER):
Windows-001
AR ()
|/M v

B

fEPowershellPEFILH, WA THS:
ls Cert:\LocalMachine\My

IR0 E PRSI SRR RN o

S C:\Users\Administrator> 1Is Cert:‘\LocalMachine\My

Microsoft_Powershell.Security\Certificate: :LocalMachine\My

Subject

BEIEBSITHTTPSIRO, REREERE.
A STV T

winrm create winrm/config/Listener?Address=*+Transport=HTTPS @{Port="BENXIROS, BA
5986";Hostname="iE15Z";CertificateThumbprint="iFHkey{H"}

MARTY:):

- “Hostname” A_t—% “Subject” FIIFTRANE,
“CertificateThumbprint” J3_t—% “Thumbprint” FIXRENE, SHNZELITKE
ﬁj\ﬁo
ACMDHLTHBAN TS, WTEFxR.

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Port="5986";Hostname="XXXXXXXXXXXXXXXX";CertificateThumbprint="DF D7 02 1D F6 AB E2 78
C2 0D 87 4C FC 15 5F 16 D3 33 24 2A"}

(1 588

BESUIECMDESITHIITIZES, B “Thumbprint” ZIRIMNAYE, SHENZBOLAUT
BT, BNESEEEMERIEAY . —EXRUSEO T, B5SCRREZEHRM.
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C:\sers“Adninistrator>winrm create winrmsconfig/Listener?Address=+*+Transport=HT
PS @E{Port="5986" ;Hostname="INIIINEEEEEEEEL' ;Cert if icateThumbpr
int="DF D? 82 1D F6 AB E2 78 C2 @D 87 4C FC 15 S5F 16 D3 33 24 2a'2}

HesourceCreated

Address = http:~ssch s.xmlsoap.org us/ 200408 /addressing/role/anonymous
ReferenceParamet
ResourcelRI = http chemas .microsoft.comsuhems/wsman/1/config/listener
SelectorSet
Selector: Address = %, Transport = HITPS

C:Nllsers™dninistrator>_
() #BA
BT ‘RBTENRZER, AACEFE. W BHITUTHIMMZRIERE, S

TR,
winrm delete winrm/config/Listener?Address=*+Transport=HTTPS

7. 1EPowershellFIIECE BTN, WA THS:

winrm e winrm/config/listener

SHRIMHTTPSNI=R R pkTn, Bi5erk v PRBECE, SN TFEF:=.

PSS C:lUsers™Adninistrator? winem e winemsconfig/listener
istener

Address = =

Transport = HTTP

Port = 5985

Hostname

Enabled = true

URLPrefix = wsman

CertificateThumbprint

ListeningOn = INTITNEN, NN, :-:1

Listenew
fiddress = =
Iransport = HITPS
Port = 5986
Hostname =
Enahled = true
URLPrefix = wsman

CertificateThumbprint = DF D7 B2 1D F6 AB E2 78 G2 @D 87 4C FC 15 SF 16 D3 33 24 2a
ListeningOn = NSNS, PN, -1

S5 WHTEEHRIIATE SR EOARTRARE, AUSHTAMOER.
-

2.1.2.5 RIBFHES
EISRIBNRINZI S IR ENER 25, SENRIENTI TR SR,

Linux RSB E

&R
FERRENSRHITIE, BEPVPCTFEEREHZRERENT:
wRE | BRER | 8= | KA
i BRI

BEIEIP | TR 2 1. BIERIEYISERNGIER P =N ELRIE
5 M;

2. BUESNATKATEELBEREIP,

]
&

Y
<

BRIFP R
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2 BiRIRETE

£ FEIENSSHEERTNRE

FERRENASNEER, FERENFEBSSHEANRE, MEREEN LSSHEE
AllowTcpForwarding2&HE, <l :
grep AllowTcpForwarding "/etc/ssh/sshd_config"

MRZEEE AN, NWigEAyes, HEHBEIsshdIRSS, EFGSUT:

service sshd restart

HI2 ECESNATIRSS, FARIEANT.

1.
2.
3.

4.

5.

6.

BEA = BB, BF ML > T HASHE;
EMEEHERSE “WEARMNATRIE” ;
EERNEEE, B ST ;

s
[
=8
ERREE
A
e AR
uma
wE = ARSI SR E MR, BET BREEVFE. SEREUHE C
narmses: $2.438 USDx

BENE, BENSILIKSELE TETEHE

NATRXEIZERRINGE, IREIEINATMKSIZE, BEHERNATMEZIR, HANAT
ESEI =

%?g “SNATHIM” A%, B “SFRINSNATHIN", BERREXESE, Bt
“E E” ;

< nat96dd

HEES EEE

&

wE Ew RINSNATHIRY

ENAHE  vpcdefault
7R subnet-defaul [REIABE
&WRR default

FEMSNATEIR =i —_——
.

BRI @ sEwEOEP FERE - Qajlc

BEARIP E~] BREE S (Mbits)  HEET LUFE

EESELE WRSLAP

SSRUSNATIRSECE .
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FFisrm 2 BRI EIE

L3 EEREMN.

1. HNESE, ERELLfAEE =, ®T RS> BIRER , BARSE

o=

2. & “EMFABZRT TR ‘BER . 25 ‘BARSRT HABHRIIE.
e ik ©
,,

AT REHBREEREEFE.

& 2-8 BRHERIRAA

BHEER ik

S[Espiuhily EIES MIEE, BATAJ90.0.0.0/0, IBIRIESCPREERIZAIR
RIFo

| Pttt 2K BFIPHIIEE, TLAEEIPHIIEERNER.

kB NATRJ

TRk BeERISNATHLUIAIR) SSEHA o

E-id] RRKH: REBNRNEEH, FeESF0mER.

BEXIEH: BEMIEENXBHEEBRRERHEEEE
RIEIRTHE, ATLAMIBRAIMEDN . BE M SMFIRSIRHEARE

ek
fiR XTI HRRERER
B{F SIFHEC PRI AR E

e

Windows ZS#IEYEE
FrRRR
o EBAWindowsHl .,
o RIENFAIENMBEBIESE
BRIELSER
T HARIEY, FTFHpowershellEO, HiTnetshin<, FTRIZSHIRKAEBIRSH:

netsh interface portproxy add v4tov4 listenaddress=${proxy_ip} listenport=${proxy_port} connectaddress=$
{host_ip} connectport=${host_port}
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#E

FF¥Er 2 EhtiRREE
*= 2-9 S¥UHEA
2% SHRENX
${proxy_ip} REEHFAMIP
${proxy_port} RIEBNEIFIRO, 2054
${host_ip} EAHNFAMIP
${host_port} FHuwE, —ARA95986

[~ Administrator: Windows PowerShell (3) =-|u
netsh interface portproxy add vdtovd listenaddress=

T2 HITRLEE, FEFBERERKO, R EAESHRI$S{proxy_port},

e

2.1.2.6 BIEERIERG=
NBNTEEEENFNEEESEE .
(0 #5288
Bai, (XNEASBRMEERPXISEEERIRIBINEE.

BAFTER
SB BIRBHRIRSHES.
1. HNEHE, ERELLfAEE REIIE > HE > BUERRSE ECS” , HA
“BURIRSSER ECS” WA,
PEA LA WTRERRSE

HANECERE, RIFRTEESH.
IEﬁﬁg-!2-!g-------------

Qo=

vepus =

105res

7777777

scrus

4. SHEEHRE, BE ‘AW , BiERRSEE (ECS) Bl@5Ee.
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FRISECSHYS 2P A EIRTERISEIP, A8 MERIEEIPAISE/EISEIP (Fk)
HISECSEREERELREH, SZ2HEBREHA,
HECSAERBRIFHEHISBERN, URFETBSESMAVEITNRE,
) FEAVAK/SK.
1. HAEHE, EREALARRPE, EFFIERPERED “BIEE"
2. B “HAEE > FHEAREE"
3. MUEHMARTIE, g2F “BE” , REHTHIBTZA.
$IE3 FEREN.
1. ERHFREFEER, PFEAEAKSSEIR, &R “HPIRE”
2. B “HREHEE > J/EH > IERER" , GATRBSR, ERERE DR
R BER, BE ‘RET .
T4 FEE,
1. BARIENEERZIR, BFERmEmats “‘HERE” |, 7 “8ihEIDK” |
“‘Bm&RiEGit" | “BuiZiDocker” X,
2. DREANTE2HRIKENAIAK/SKIE AL “HEFEHREE , miFCodeArtsEEAE
KEEMNEHSEHTWSIRE" siRIERIEIE,
3. B “ElmS” 11, BitERTERIE (Octopus Agent ) a5s, B ‘&
Hms” , SEHEMNZEDS,
FIE5 H1TO0ctopus AgentH<,

1. ERTRIDEEAGRERIRSSE, E/rootBRTMUTE—LEFINLESHS,
KBl TER:
End Install Octopus Agent,Agent output logs have been printed to [ /opt/octopus-agent/logs/octopus-

agent.log ]
2. g aE ‘“RIEIER” NHAEERELLRINEBIFRESH “SRHR” , Fx
LI
AR
ERELAIRER “TE” , FRMRZAE, EFHIT3~55RK,
-

2.1.3 Bl /(ERER

2.1.3.1 SIEZEE
S BRERATEHIE.
£B2 BFEETALANARER, MTEMRER, SEHEE” S—INE” .
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#hE
FFisrm 2 BRI EIE

£3 BEANESIK = , HEASHEIA.
HIEER

NN == [

S5 SEE1RBEURERNSH.

% 2-10 SIZEFERISEIRA

B izl 451

FEBIR ZEBHINAWIE, F1Z | aom_ecm_trust
FERIERIZIR,

iR EE =RS . -

=R R S RBRSSSEECS | -
BEEIRSEBMS”

FF4ERTIE) prit ] O/ G -

TP ZEEIAIEIE, BT | -
*HFRIRBFZEIEAIBANE
MER.

T
*i%6 Bt , NIEBE .

SR A LAEREPRA ‘APM” | EEHERDPAE “APM Administrator”
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O HACHEREIRESERALET, SSENSINBNERIISRE RIS, Sienes!

oo
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o
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FAFiER 3 MR

3 MNAEE

gL="

FEEN A
RN
#RE N
BENHA
SHETE
Kix/EF/MER/HEMIPR/ZE RN

BESWILR
3.1 FiEhzA

3.1.1 Bl

MERSSITENEE . FRdbE . MIRSNANE . REEESSHEELN, X
RN EINMTHENA .

o HEIZENABRINIR, 52%NANRER.
o CEAEURME, WRKRE, FHMENR.

3.1.2 BiERtR T N

SBIRSHFFRERM T HAOMB RS (RGN ) , FSOEHEN
HOSRRR, SIRERRRE IR B SR, FILARENERIEATRR A, FR(E
FHEEPARHRE R . A TN BT EREIRITERRA .
REIRIRATE-RIESR
SB HNREFREFELER, PERFRBER, HARE.
S| BERR AT > 3B, BARE THERSAHE.

SH3 BE “WENA” , #HA ‘BXERT HE, AREFEENER. ERE. #
& FUTENSFERER, FEUSEREBENEE.
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o EHELBREHIXESEBIYnRIBEEIERD. 0. MR,
o HFE “URENBENENR" , BIONEYNAINAREFAEENENR, BT “RHHERETE >
BEMXER" .,
$E7 (k) BESERME, SERSSSSEES, BeERESBERTIEXS
1%,
£ (Hik) BELSEEERESS, R ‘BAMEE” TE, Hak “GE7
TEASEMEY, HETSERIEBESEE,
(10 #5488
BB “HITEN (NS miiEEmF .
£ (HHk) L HBESHE, P55 ‘SHgE NE, URETSREETYSH,
HETSERESHIGE.,
SW10 (T ) MHBESRIS, tiRT ‘RSN’ T, TREEEEi i SERE,
BT ERIENEEE,
HE1 (A% ) U HBMESHE, 5% AURSE” RE, IRETERERENR, i
BRI EHIEIIREE.
S22 (T ) U HRESRE, T%E SBELTE TE, UREEEm TS
HEHR S, EETSEREE.
$B13 RESREES, BF ‘|5 , HEENAE.
T
3.1.3 FiEEEEN N

HERSIFEENNA, ARPRIENELIrEERBENESELE, A ENE
W THHEZBENXNA.
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BT EETRKubemetes TIEMEATER, SHLEES
B8 EHEE 7
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Eidyamizitie W kubernetesTis:, SRR ZCCESRHEE.
28 Serverless.. 1
g — 8 & DockerfiFA&FE (Linux)
DockerRiFEREE (Linux) : EEHLEF$EDocker, FEEEEEE, THdockerile=XH, 7
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(Iik) BESERNE, FTERENSLRER, FSENBLTFFEPIEXE
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AR
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FESERESHIZE.

$B10 (Tt ) LLERFEkfE, D#E ‘IMRER” mE, JiRIEFTENEAEETE,
FESEREMNEEE.
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P Al XN FBRYHEIA

HITEN ik, RFEHEHBBSGEIMITEZSHmSIIERENES, &0
LIEREARITTENERERN, SHUlSEENRSEIENEF
ERRBIEENENR, BEHFNBESEBRERRBIZS.
XBKE | Tk, ARG, REEBIRKEIRET, FeeRmhiT.

MR

BB “BiTEN” (IS ERST/RREERF

TR REAKSERS “2RMNELHT” 1088 ((REZBRAER) , W “BITEN
IRERUAILSE ‘BRERRY BRUEN.

S IEHEFAEE, BE RE , REZNA.
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BRIFPRR

S8 EEBMNA, BE T Bin, B2 “RE , #HA ‘BESR TE.

SR EpmmEE NEAEE ¢
EREE

BiE—REE FHSI 8 BFERIC

o IHNINEREBLE:

BEOHIIBELE FAHE AN Y AEENERRINFE0NESE,
AIEHREIE L BRI RINFHIEIE LR,

o (EMHBLEFE:
SEEFEELR, AREANELEESRFEER.
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s BirtiiE .,

RSZIRMERE | B ERMIRSBUEELEIRS -
IRSXIMAYIALE | node.js IRSSHIIRR

XfBEE
HOFTBY | B
o nodesiEFEH, EINFIRRESISE,
o MEEEABSE, AUBL-SHU5E, BEnode SIS LT
®OZ.
PRI . RESTERMRRE,

o IRIZEHITEANE, NAREUREIITRERZE,
o FLERABEAsudoNRHITIZEE
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#hE
5z =12

3 NS

AR

EREBTETEIGHR, ISE SRR NTEERIE.

3.7.13 [3a1/{Z1E GO fR5S

ZEBRAMRIERSIEEREHTE . FIERS.

% 3-16 SEU%AB

SHIR 1588

TBREREIR SERNEESESBHEHIIX B RISETR,

785 BRI

ARSSIRIESEY A BRIIRS e EF LIRSS o

Jjg%wjﬁﬂé@xﬁ% GORRSBHIREEER

s

=S LIRS EoIRATE . HIEFEEIRSET, BaidEhaEd
RNHEA A NRS 2ERRINEH . AIRIERS BISEARFT
FENEEHTERE, MERERSIE, KSHICNERTY .

PR o FERTBAIIRE.
o LHFILBMITANE, MARBHENTEENSE.
o FLERABFRAsUdNRIITIZER .

3.7.14 117 shell <

ZE BRI LASEIAEIME FRYEN R Tshellap S, (EREEW TR,

% 3-17 SRR

SHIN ol

g%f‘uﬁ% SENNEESRESRRHIX ERE93TR.

R

785 BtRIMR

shellds< FHATHIbashiI A

PR HEIR o MERTERMIZIRE.
o IRIZRIITENE, NARBREHITRENLZE,
o RERSEMAsudoRMITIZER .
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#hE
FFisr 3 MAEEE

7l E shell pLLTRERRSBAE
N E =R EEERSMNEHTNTEE, TERRThelGOBRIFERSEE.
EETAE

. BEEAERSBNEHITEERINR
2. FEMERSBENEETHNEEEZE.
(1 %88
P22 TomcatBRE F9fl:
IREZEmAERILERIR: Jusr/local/tomcat/apache-tomcat-8.5.38/logs/catalina.out
BESR
B ([FRtildS U ERRSHENTNITHEE.

£E;2 £ “PiTshelldpS” LTFEHR, PTUTHSTERHSHIRE201T, HITERM
TEPIR.

tail -n 20 /usr/local/tomcat/apache-tomcat-8.5.38/logs/catalina.out

-
(10 5488

ERshellff S EEXHIIREFEFEAcatin e, MRATIHHI KRS SHREINHEER .
2\ HEtail -fid,

LHTRIshellfF S EAT 102400 FF0T, BIXER “HiTshelllIA” &,
RSB IETEITHR, TSEZSENENTEBRRE.

3.7.15 147 shell B
ZE B LASEHEIAME FROEN R TshelliiA, ESEEEW TR,

% 3-18 S¥{iRAA
SHIN 15iEA

TRETE | SEMIEERELSRRAX ERAIBIR,
R

7N BtRIR .
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#hE

BPiErm
2¥In izl
PITHA BiEEENTHES T,
B
o EIFETLEHITAS, shellHIARSLIBGARNART , WITEESITENBRAY
WITER | BEEFEEIRSSEHE .
o EFREEMITH , TSRS ZHTE | BERITHERSITEIHITER
shellf)AEE | shellfIARTEBFENHAIIER,
=?
gK?ﬂ T EZKMEZEI‘J%EE%ﬁ, IR ITRORME, INEFHERESSE
= HIEIR o BEERHBBRIZIRE.
o HEILZEHITEME, NARBRENITRENSE,
o FLEREAR{FRsudot R 129 2
WMo AR A TS

1 1Eshell A EEREST. $2---5|H2%, W: helloshEIAKRNEIW TFEF:.

& 3-3 fIARES
[rcctﬂEZ}lDDD4;EEGD test]# pwd

[root@5ZX1000478390 testl# cat hello.sh
#1/bin/bash
#test execution parameters

cd /home/test
mkdir 51

$E2 TRTSHBNMETFBEASHE, S1MSHATKOR, NTEFAR.

3-4 MABRAHITEE

shel =&

/homeftestihello.sh

&3 hellosh# i TERINTERR,
AILAEER, BASS1E#RRE Ttest2, AREEIETtest2BHR
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#hE
5z =12

3 NS

3-5 EEHITER

[root@SZX1000478390 test]# pwd
Jhome/test

[root@SZX1000478300 test]# 1s
hello.sh testz

.
(10 88
EESELETBIGHR, TSEZLRNEREEBRINE.

3.7.16 117 PowerShell i<

EWindowst|, 28 _EHITXAREDHE AAIPowerShellds <, EEEEWN TR,

% 3-19 SH0RHA

SHIN 152H
LTRETENR | TRMIEESES BRI ERE93TR.
785 BtRIR
EewerShellﬁ‘E FHRATRIRS
<
sl o BLBERGRMAXIFE.
o SRIZERIITENE, NARBHRENITRERNZE,

AR
L TRIPowerShellds SHEAT10240NFRET, BINER “HiTPowerShel A" f&f4 .
EEMBEIETBIER, ISEZLRIVENTREFERINE .

3.7.17 $145 PowerShell B2

FEWindowst/28_EHITISEIRRAIPowerShellf) A, EEEEU TR,

& 3-20 2#45EH

SR 1548
SRERER | SEBMIEESESBEHIIXERINEIR,
b7 8 BfRRE,
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#hE

FAFiER 3 MR
SHIR 5288
HATHE AT/ FERIT
HER

o IEEREBNITRS, MASLIEGARISRBUT , 11TESSFTENERIATH
1TER | (BRTEEMIRSBHEHE -

o IEREEMITR , AILISHERSEHE , BHITAETASITEINITE

£,
PowerShellffl | BIATEBRENFRIEERR,
KR
RIAITESEL Q{EMEZETJ%EE%@, IR ITRORM R, INEFHERESNS
1= HIEIR o BLERTBRIZIRE,

o IEIPXEINITENG, NARBRENITRENSE.

W{T{EE PowerShell BIBIABITESHE
B EHARFFLER “param($a,$b)” FEHAZE “a” 1 “b” ,
FIR2 EHIARGH “$a” 0 “$b” BIETE,
I3 WITRERARTSHPHATE “a” 1 “‘b” BE, FERETEDIE.
ANk
hello.ps1HIARN B FEFR: RE—INETE, BEHIGIHEN

3-6 FIARE

File Edit Format View Help

param($a)
setx LIU12 $a |

FEBMHEREN TER.

3-7 BMERE

Citempinelio.ps1

EEREATRFTECHTEES

temporaty_test

£ PUTERN TR
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#hE
FFism 3 MAEEE

3-8 HiT4S

Ervironment Yariables -

User variables for Administrator

Variable Value #
CLASSPATH 3C:fJavafjava_deploy_dir fjdk\ib;C: /Ja...

JAVA HOME C:flavafiava deploy_dirfjdk =
LIU12 temporary_test

Fath CriWindows oystem32;C: \Windows\Sys... |,

New.. || Edit.. || Delete |
R
(MmEiY::

EEMEIRTBEIEE, TSEZLRORELTBRRINE .

3.7.18 #1717 Docker 7 5%
INZE BT LAETN L Tdockerdns, TAIRGMEE. EE. HEL. B175%
Eo UNNMFEANBEZmSHEERE.
#1417 login. logout #5&
T ERHHFN “H1TDockerind” HELE.

B2 %% “login” 8§ “logout” &%,

AR
HRNRMECHFIAVE CESSWREE, AECESR/BL, HEER “HuTsheld” HES
B

#iTloginas SRS “EfEDockerfRS3” EEMRIAEIN “RER” .

HIBERFAEBER, Dockerft.docker/config jsonX -+ EEFAECENEREIE, ZHIEE
INMEFBase644RiBIFE, EiN/&E{EAdocker-credential-pass, gpgifDockeri#{TZLNNE .

$I3 EERFEERFERBRGE, NIRRE, BRE “FE”
s “HEARSY R MEE, RO TERR.

2RSS EDocker repository

i

FERERIR

SRR

AraE

SZAERRAN 01 (2024-05-11) WRIERE © HERRARBIRAT 66


https://support.huaweicloud.com/intl/zh-cn/deployman_faq/deployman_faq_0020.html

HE
FAFiER 3 MR

SH ik

EERR RRCEFEENEIR. BASRRERCEERDS, HEEEM
%IEO

CEIE IRGCEIL, RI{ERTAB GESSWREE,
%83

BREEMIPREEE SHMAZ RSB GRIITEHEEE
CEMUHETNA “https://XXXX.com” 8§ “http://XXXX.com” .

RR& BTFEFZRECENRFZ.
=D BTFERZRECENED.

$B4 ZRSWRBERA,

1. EFREFE, ANEALLARE “RSBIIE > B > FREERS SWR” |, #
ASWRERSSER, B “HIREK > BEFiKLE” .

2. BHEPU LEHEER, BE “ERIENERIES” .

BEFRLE

EE— ST R SRR SRt IRV N 2R E
BEPE
Step 1. Mlroot A& R &R EFRTERIERI

Step 2. ZFHIEFARES, HEASTS ERT

R EERES

Step 3. L5268

$ sudo docker tag [fRESFLEESRER swrsa-brazil-1.myhuaweicloud.com/fRITERYRES
FRHEESTR
$ sudo docker push swr.sa-brazil-1.myhuaweicloud.com/{ERE fR/(EEERLEEER

3. LUgBE<RA, SEERE, BENTEHME,
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#hE
FFisr 3 MAEEE

k|

- “u” EERBEFPE.
- “ 'P ” EEZEE%?ES o
- “swrXXXXX.com” EGEHE,

4. WNEERNE, MERST BRNBARTNT:

2RSS B = Docker repository

AR

CEMNHETIEBA “https://XXXX.com” 8% “http://XXXX.com”
ERIRITIE SRV ER CELE, £ EERSESHEY, &0 “https://” g% “http:” &1

X
211 o

5 B “BE” .
A EEPE RS R EEAdocker loginfi$EFRIZEZRE .

$I|S RECENMITHAE, NFELCEESR, TURE ‘B8] , FAEHE—SKEMR
™, PEEEIEIENEE, #HTRESMER, WNTERR.
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#hE
PSR

=
3 NFHEE
+ FEREST RS - BRSSH R docker login ®
Q EXER 2
docker login . -
2R Docker repositary
tlgs Pt

. EEREEE S

MBS RSITE

ey REE
7R

docker login

BRI : https

BrFE

@

TR

47 build &4

S
$IR2

H4T tag B

£E1
SER2

17 run 5

gz
LER2

HEETIE

HIEDockertZ &R _ EEHINELFAY “Dockerfile” 324, Bid “EEEEXRIR" LEME
EEBEBIRENLF

[F=PaprS
ERFFARM “HiTDockerinS” SELRE.

#EE “build” <, BASEBIRENHKEDockerfileSX{4RIIRERE, AR “docker
build” SERIHITSE

R

ERHRM “HiT7DockerdnS” PELER,

Li; )“tag” B, MANBEITIRENER, LR “docker tag” SOMIMITSE (3E
/Z\,\ o

(10 88
MRFBZNZHBGITIRG, BLURITIRF .
R

BRI “HiTDockerdns” £IE,
R “run” 8%, #IN “docker run” HSHIHITSH
Mgl

WiTrunm$lY, AIFUREEXCEBNERSE, HITSHPFNA “-d” , UIERIETHH
WITE<L,

-
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5B
FBFiER 3 EAEE

MITHMESS

ERFRM “HiTDockerspL” HELR
2. %&#FE#<S (push, pull, start, stop. restart, rm, rmi) , FHIMAIFRLEHSHY
PATSH
aSHATSERB:
push: docker.test-registry.com/branch/Ubuntu:v1
pull: docker.test-registry.com/branch/Ubuntu:v1
rm: -f db01 db02

rmi: -f docker.test-registry.com/branch/Ubuntu:v1
start/stop/restart: Z522IDFZHR .

AR
STEETETIBETE, TSR MR AT,
Al 4
3.7.19 HITHERF

A RATERIRIE LS RO TERHAIE.

% 3-22 S5 B

SHIN ol
TERETREN | SEAMEESRESBREIIX ERIETR.
wiE BiriiE,
HATERFAIE RIfE S BRERIHMITEFITE
PRI o MLBERGREMAIXIFE.
o SHIXRABELNG, NARAREHNERZNTE.

(1)
SENBYEENIE, TESRSEORTERANE.
3.7.20 ServiceStage H{4ERE 2.0

NS SIE4F A ( ServiceStage ) R— MU EIIMIRS EEFE, BRAED
ZZ%|ServiceStage £, ATLARENEIELERSE . 1T EHNAIEEN A4 s EAHIEE
Tk,

ServiceStagesziF “mHRRESIE” . “BMH=IRSSEET . “EME(h4EA" =TEER
%, MAEINTERVeNEFEY, EeiRIERB LR REREENSRERS .

(AR
B, 5. FEERERTGFZANELR.

BB
1. 7EServiceStage =PRSS BIERFE .
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#hE

FBFigrm 3 NAEEE
2. fEServiceStage=PARSEZHEIEHIEHE
3. 7EServiceStage=IRSZHEIZFE,

LEFE

& 3-23 BERFN-AR5 I ERSERA

15388

SERAMEERESERAIIK ERM93TR.

X1z ServiceStageEPERIXIT, ( region ) ,

MERG | LGB R5I1ZE. BURIRSEE. B RBEE=MPERR.
MFEEFR | iR 1EServiceStagehEIZHIN A o

PHIEITH | B 28518 CCEIHEITRIIDocker . Java8. Tomcat8RYLH
BHBR | EEFEIERE

AEREK | BHRRASHE T ServiceStage[CRH AR A .

WIBEIR | BEFERENNE

ERARERE | EFEEAMEPEEIBAICCEEEE,

EEE=JeSiElvis
7%

IR B BB R CCEER FIIm AT,

SEHIEE | WMIANBHRISLEIEE .
RERER | GEFTEBENRSG (FEESRERIRSZSWRELERFERES ) -
REBIRE | EFREAIRE
BRENE | DS
o BA! AIEERFGHEMAIIBARFRE
o HENX: ZAIREFEBTRERIR.
EHEIR | SRS EREERNGE, NAERREEERENTZR,

& 3-24 BRERFNEMRIRSZ RIS HIRA

2 =tz
?55%‘@/_\% TEMNEESRELBREEIEX ERIBIR,
)\
Xia ServiceStageEPERIX 1 ( region ) o
HEBRS I EEE5 |2, B RIRSSEE. B REE=FEI B RS,
NFEFR | & EServiceStageFEIERIN A
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#hE
5 =12

3 NFREE
2% 1588
PHETR | EEREEREN .
AERRA | BIEFRRAS AT ServiceStage R BRI EIRAS
WEER | EERESENE.
B RIRS | IEEREENEREERRSES
Epried
EEAER | MR EEHmeECERHE.
e MRIFHEARSS | 1RFOBS LIERYEIHE o
EHIRIN | SESRAERNE, NARARERERENLSR,

% 3-25 FERF R RIEERNSEIRE

2% 15188
g%‘iﬁ% LEANNEERELBRAIX ERAIBATR
)\
X1 ServiceStageEPERIXIT, ( region) ,
WERR | IF=BE0E. BURRSES. BIUHPBEA=MIPBERR.
N FBEFR s ServiceStage P EIEERIN A
PHEIR | EERFEEER0EM
AR A HIHRRAE AT ServiceStageHR R FH ERRA
WIBEIR | BEFEENE.
sRtRgaLE | ISR EAPE AR (RLEE
AR
sR\HRgELE | ISR EAPE AR RIEEIA
SN} rio
EEAER | HlmeE: EEHmeEEERHE.
i RFEIRSS : 1BFOBS_ HZRIEIGEL .
EHIEI | SR REERNE, NAREREMEREZNLR,
AR

EEMEIETBEIEE, TSEZLROELTBRRINE .

3.7.21 ServiceStage A{4[E%

FHXIERE Rl ServiceStage_ERYSLAIRERBH T BIRAELR
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5B
FAFiEE 3 MR

(AR
B, 2. FEERERTGFZHNELR.

& 3-26 S5
¥ 1588

SRETE | SERAMIEESSELSRREIIXETRAIZTR,
7

TR XI5 ServiceStageEPERIXIF, ( region) ,

MERR | IF=BE5|ZE. BURRSEE. BRI BRREESHITERSR.
vdzzE=4 e AR ServiceStage P BIFERIN FE .

BHBR | BEFEIEEN

WBEER | BEFESENNR.

BB | IEFFREAEREMEA.

SEEIMRER | IRFRREAIERMRARER

EHIEIN | SRSRAERNE, NARARERERENTR,

=

A E=
EIREIE—IRAS, ZRAZ ERISEAIIRB R BIR .

3.7.22 Kubernetes =2

Zlinl%y%ulkubectlﬁé%h%ﬁ”ﬁ’]kubernetes’éﬁi, HITERBIRE, BanxS B
ERSEUTEANEE, EaRIEREBRENEHTIHE,

e Kubernetes ManifestZ}Z ( CCEEEE¥ )
e KubernetestEZpE ( CCEEEf)
e KubernetesHENERfIIE

3.7.23 Kubernetes Manifest 2fZ (CCE £££¥)

BiIManifestS4E X KubernetesXigR , LRI CCEEEFRIEIE .

BUtESRE
25 CCELERY,
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#hE

FFiER 3 MR
FTBIFE
= 3-27 S
SHIR 5488
SERTREN | ZSHITVUER. SBETSIFNE, SENESSERIKE
TZEHR.
70

SEEUEENF . KNBEFH. HF. Pil%. THE. ES. 55, §
=/ BIES (RN ) R, EREEUSEASERE, KER

1-128,
Manifest3f4 | ZSHIE, GF “GlmeE" . “BEE" # “obs” =
KR MR, SRIRREEERE “FlmeE" K8,

Manifest3 {4 | ZSHIANIE, EEFEEPEAIManifestSH, XLEIUHFR
LLyaml, .ymlzk.json BG4,

= T IREE, AEAManifestSUHHEIRTRE, GRS RCEPE
EEPEAIManifest 4, Hp, FrRBIRERNARAIER, ARIEX
E=HITManifesti® R, a5 H{ERManifestERIGE, =

© I, REFOREISTAEISE. BRI anifestSI S,

&
%ﬁ_.‘:?fi%'ﬂ , ZETEManifestSXAEEIR

#REFER ZSHIAWIE ., BERNIEE:

o IEITHF: FRRBHEIEZIZRIEFRICCEERF P A .
EE “HRiEP” , SRfEPREACCERRHREIIR, RN
BIRACCEEEHREMFNIR, HIAEE FHRIAMBERIZEER/N
PREVIZINABFHITERE .

o HftHHF: RREIAMZINGIUERHEEREtFEFRY

CCEERFA T

e “EfEPT , WS SUERRIRE T CCEERFEE
158

MR B G CCESRBHRIFRIRAI FICSHIAK/SK, THEFEREREFKSH

AK/SK,

IAM#ZAY Z2HIAIEVIE,, AIRHFIEFPTRENRRTIEON, @il
IAMIBRGRENEI Bt B BIIGRTAK/SKEHITCCERZEO .

X1k EEZERERIXI .
ERERR EIRCCER RS |EhERIBHIKSSEERS

BRTEIGIR | EECCERRRR5 | EPKESER IR T

JAVAEREt AIAENRRIEH T TER BRI EM SERERMmO T, FRUS
EitpeEERE (M4ERImoT) -

IR SHEERNERNG, NARARENERZENTE.
B AdiE EEZLREANITHIE, FERVADH. EFNELENEZ

B, HUTEHS AT, RREBZEBRRENPITEITAES.
BESEE: 1-30 .
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#E
FFisr 3 AR

Manifest X #4-{ELdR1E

5 “Manifest)KIR” 7 “KIBEE" B, 1B3ZFManifest - ELIRIEINRE, &
& “Manifest;ff” 5509 © EltR, HNELRIEFRE.

(11 ER
EHIBIEERRIManifest VHFREZEGHENAIAEHNIR, BEERBITERS “SEMENR

B M =z

BT

o xlElr, BriManifest IR BHITRAMELRS, ETEETHMK
83

o EEEIR, BXIManifestSTHIA B HITEAMEIL o
o mEllEiz, ErdManifestSTHBIAERITE RS,
o lEl, BLRERManifestSIHINE, EFGEITUEIAATH.

+ ManifestBiZ

ELREYAML X

editYamlOnline/cronjob yaml

: batch/vibetal

3.7.24 Kubernetes REZFE ( CCE £8F)
BT R FHEKubernetes TEREAEIR, SCHIRESNE,

BUtESR(Y
1RE B CCELEEE,
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#hE

FPigr 3 NEEE
BiFE
& 3-28 2#U5EH
SEIN izl
BRERER | SBRNMIEESELSBREHIIX BRIEFR,
ZREFER o HEIHHR: FRERGEEEEIHFIFEFIICCEER P AR,

EE “HRiER” , SRfEPEEACCEERHRENIR, MR
HIIRE CCE’EEﬁ*{’EWBE AILABIE R A BIAMIBBUEIRE G
PRAVIZI AR HITERE

o HftWHF: FRBIIAMZINGIUEREEEREtFEFRY
CCEERF AT .
iE “EfFEP” , NIUEREE i TCCEERFRTE
188

EA{ERIAM

NRSRIAP TR ERIRNITEON, TEIIAMESEREEIE

1= FAFHIIGRTAK/SKEMAITCCERZO
Xig; EREENXIE
ERFSTR EECCERA 5 | EHERIBAIKSSEEE .
WETEER | EIRCCERDE5 | EHKBSERIImZ TN,
THERRER | BEEEBPSHIIERE.
L= HEEEBBSHLOIHE .

ﬂgi{%ﬁziﬁﬁ)\ﬂa* M B iERC CCEEERYSERTSLAIRTER .
BEREIR EEREEBBNE RIS,
BIREIR EEEEBENER.
TN EEEEBENREGIRA .
BEIUE O &R LRI ERSENA =S,

e CPUEEH

- BCENERIE: B FEAMNRI\CPUERK, (EAREREERSIR

DECRIFITRE . RB é*ﬁﬁJ:_JﬁEECPUE'E > &=RCPU
FRISHES, FRIPSERARERIZT R
- FECERPR®: BERReEMRRICPURA(E, &D%CPU@%E?&?
PRENE, NERERCPURIRARESWIRI .
o AFEER

- ECHHE: AREFEENSIRESK, EAEREERER
DEHIFIRTKE . REHD £J:_J§J\EEI7~]7_ £ > AEAE
ERIEEET, A RIFSEARAERZT S

- BCEUR®E): AHREEERIAEFERKE. éll*]?_ (EES hnpd
BRIAFIRGHERS, ZSLAIrTseSwER TN TIFRZ,
RIIERER.
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5B
FAFiER 3 MR

SHIN 1588

PRS2 SR E B TIER S BRSBTS E
SR A BT ST EH RS HLRE, HEEEEEAR
mEEHEEE,

JAVAIREL A BN RIER T TRR B BRE St T, FEaS
EMAEEIERE (MRERamST) o

PR HEIR S RRERNG, MARARENERZENTR.
HBIgATE EEZLTREAITHIE, ERVADH. EFNELENEZ

A, PUTEHRAKTFBIIK, REZLTEREIHITEIPRE.
EYESBE: 1-30

(MR

BREM. BEBIR. RERE. OB LUSIAVARFTHIIAPMIME . FUSSIIRTLAGER $
(XXX} 5IFBNA “SHIRE” FHSH, BRRFUSESYEE,

3.7.25 Kubernetes B E N EEEFZE

BiImanifest3{4E X Kubernetes}d& , SLIIXHE@EARIKubernetesEERFRIERE

RS
EEAEE .
BIESER

$£181 $kBlkubeconfig3Z{4 .
o LUEBECRIKSSERE M,
2E5H: tliEkubeconfig3Z{¥
o LI=H{/SIECCERSI,

a. HANIEHE, ERELELARETE “RBIIEK > BE > =BR/5I1E” , HA
“ZERS|E UmE, PEEREREIR, BEAMKIIAY ‘“HBE” , #iT
2 IPHIGREIRLE o

£UmE

PIRES

FEEE VPCRIE

FEERE) FEER
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#E

FAFiER 3 MR
mafil:
HTFHERSER RRESERIKSSERRER—1VPC, FrlARBE@idEMIPL
rﬂ o

b. B “HEEER” H “kubectl” XAy “‘BE” , HAFR@E, T “TH
kubectlFeE 4" TEE “TH” , FATHEkubectlBeE A,
[MERT Y
TEFTREESEEI— 1 kubeconfig.json3Z{4,
FIE2 #HiEKubernetesiZEA &,

HENEBEIRS ER

2. BE “WENAT , BEEXNMEE, BE ‘27, & ‘TaEERS , B
“TRAE” , BN “‘ELE” TM.
3. ;Jatﬁ@] “FREEE” E, KT “KubernetesBENEREPE” , Bk “iK
4. ¥EEKubernetesgfEBIEAS,
BE ‘W7 , #riEKubernetesiEANS,
HEERRRE “WIEFHRE” &8, LSRN RRAEREMNIN.

24

2 3-29 SR
SHIN 15488
EZER RS R =AIRR,

Kubernetes | IESHBENEEEFRI AR apiserveritBilt
URL

Kubeconfig | B#Z&HIkubeconfig.json3 RIS IPREEIA

5. ZUHEER, *NERESE, BInJ=hkKubernetes AMERE o

2= 3-30 2HiK A
24 1588
rigEres) B EAPEAIX I .

Kubernetes | iEiRBfrKubernetesiEAN\E, SiFHEHEIEKubernetesiZzA
YN = =

kubectldp$ | iEIREE(FERRkubectldiss, kubectldp${ERIERmIESE:
kubectld§s$ .

=5EH AEEFIEFEEIRManifest)EHITERE , IXLEIHAR
ManifestX | Llyaml. .ymlgk.json 5555,

o

la
kubectldp$ | FHITA9KubectlFs$ 25,
2¥
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SHIN ol
PRI SRS REERNG, NARAREEERERITZE,

-
3.7.26 Kubernetes Nginx-Ingress K E &5 (CCE £££%)

HTFNginx-IngressZB{43LIICCE kubernetesEEBE R ERRE o

BRI
RO G CCELEES,
(REETY:
BRI dFRYERFAR A J91.19-1.25,

% 3-31 2¥0UR8H

SHIn A8
ﬂ/: 'R.LI.T%?_{ ‘RIJ DHFTDBEJ/HERQH’EHFEJ.LTE’Jg?_{O
EREFEF o FEIfHF: FREBREEEERHRIFEPAICCEER P A
®E “‘HEfEP” , JeifEPEESCCEERHRIENIR, INERH
AR B CCEERHRENIR, ATLUEIE T ARIAMIBRUEIEEGIR
FREVISR B RPHITERE .
o HfttfP: FRRBIZIAMEBENR A UBIREEEZB R EMMIEFY
CCEERfF A,
ERE CEMEP” , WS sNiE P TCCEEREERE.
1588
" HEFAC S A CCEERHRERPRAIFIRSAYAK/SK, AEFEEHRFKSHY
AK/SK o
E=AFERIAM | (IR HEIE P TRENRRITIZORN, @EZIAMEBGRENEIE
FEY FAFPRYIGRTAK/SKERITCCEREO .
Xt EFREEEIXI
SRR EFRCCERB 285 | ZEPRIBAIKBSERE,
MRATIEIRIR | IERCCERR 5 | EPKISERIMmRATIE,
TERHEHBR | 1EEREFEPBHOTIRESITIERE,
BEEBEXER | ERESBERLIEREFEIERservicefRSZBIR,
IREBIR &S Birservice RSB ATEBERISHABRFR
BRI EEFEEEPENEELAIE .
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#hE

FFiER 3 RIFAEIE
SN 1588
REER EERFEBRBREK
RIRRA R FERRPBARGRAS .
FERELRS | KER:
e Header

Header-Key: Z#FIABENX Headerf9%2,

Header-Value: ZHFAIANBEN Headerf9H, IFFFREMIE
MFAR, ENFRALELA: A%

KREREBNE (%) : XIFREEENEE.

e Cookie
Cookie: ZIFMINBTENX CookielIA .

RERENE (%) | TIFREAENEE.
i8R

Header5Cookiefii N\BI=F= TR I<ERA500,

3.7.27 Helm3 Zf=

HelmE—KubernetestIEEETE, F&ELinux FRIBEIERE, Wyum/apts, A
LMRAERSE ZBiF] 8iFa0yam3ZE4EtE S Ikubernetes =, Helm3ZHelmig—NE
FEBRRERA

EHEIRSIRME T (FHEHelmERE . FrfkubernetesEEEEHIINAE

% 3-32 ZH0RHA

SN

1538

LTRETA
1N

SERAMNEERESREIIX ERE93TR,

SRR

BN, BEMER

Kubernetes

BAR

Al e FICCESE R o (R B CHIKBsEERE:
o TEJJCCELERE

1. BIEECCELEE,

2. BlEdsE=SE,

3. EIEEEEEIERE,

o MECHIKSsEERE
BcEkubeconfigilyd, iEFEEIREAIERS,

Helmas$

H a2t install. upgrade. uninstall=F,
HfTupgradely, BERHREIRAEFE, TiREBIXEinstalli

17

mETEE
*IJ\

LSRR =T T
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SN izl
KRELBIR BENXEHBIR, ME—NEHBFRaupgradei®(.

Chart& iR %{%ﬁ%ﬁﬁ%ﬁ’\xhartﬂ%ﬁ, Hrixz#F “‘SimerE” f ‘Bt

SEEREeE, WFEREECENS.
EiEChart® | IEE BB ChartS]U4-ERIE RELGZipElE4RE .

EEValues | iEERBEHREERNvaluesSZE, FIINFEE Myvalues.yamlE#E
B4 = helmés <SRN -f Myvalues.yaml',

REValues | ST LIREE, &IEE keyl=vall key2=val2' (ZMMERAESH
I8), IEEhelmapSSEHRIN --set key1=vall,key2=val2',

Im&<S | EhelmarSSHPRMEEARS .

He
# 2% : helm install. helm upgrade. helm uninstall,
FEHIZEIR SR BRIERNE, NARARELNERENLSRE.

H}

Helm3 BERFINIMEES
AKBERARE=RHREES, LIS ESSRchartBR A6, SERINITE
&, XICCEEEHHITHIE, ERABIEENAREEH, CIBUNTER.
deploychart
templates
{-} configmap.yam
{-} deployment.yaml
{-} Chart.yaml

(-} values.yam

configmap.yaml&Bs FER:

metadata:
name: {{ .Values.configmapname }}

deployment.yamlEps3 HER:

spec:
template:
spec:
containers:
- image: '{{ .Values.imagename }}:{{ .Values.imagetag }}'

values.yam|EBy HEg:

configmapname: valuesfromfile
imagename: httpd
imagetag: latest
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https://helm.sh/zh/docs/helm/helm_install/
https://helm.sh/zh/docs/helm/helm_upgrade/
https://helm.sh/zh/docs/helm/helm_uninstall/
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(AR
{{ Values.xxxx }} ¥3FRzChartBvalues.yamlENX BT E
UT=1Nr, REATSEM E#HT,
£3#: Values3{HEAIHAA.

1. =F1: EAChart@aChart X+ EREPE
{}E%Chartﬂlﬂ eattdvaluessyt, WAFEZIEEFH Mt EvaluesX)Xy, nJEES

o

HEREBER:
[e

pp\" does not exist. Installing it now.”,

ED: Fri Sep 24 ¢ 109 20217,

"TEST SUITE: None"

]

TR CCEA R AconfigMap/a:

C
REFREG MEFieR i BERZE EURREYIE) B
| eT— v efut (% SEVAML E B
XIRICCEAERAYdeployment/g:
= Q| C

2. wf2: BEEEHECEPIIValuesXIFERE
AROIGETR, EEFmEEFRIValuesIHHHTTHRE o

MERTY::
HhEBvaluesiHRE MY BER S B Chartvalues U4 E X (B
ShEBValuesfIHER, Aflaps2 Hvalues123.yaml:

configmapname: valuesfile-releasenman
imagename: nginx
imagetag: stable

ITE, E “EFEValuesX” B, EEFEHREEPAIValuesIH:

| fvalues123.yaml

HEREERA:
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https://helm.sh/zh/docs/chart_template_guide/values_files/
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has been upgraded. Helming!™,

]

XIRICCEsZH &BIconfigMap/a:

Q| |C
REFRE IEFCR E SRR U e
| e o bometos omanagesy | o) ot o v 5
st L N
PRI CCEdZ=4I &HIdeployment /g:
TREaE  ARSRE  SPSES  BEEs  sWaEs ase
T Q C
IFREER |= RONRESR2) SERZE SRR = REEE BE

3. =fI3: ETigEValues(EiH{TEE

HIRE T Valuesf¥E, HitERSRRSH, SBZEChartfvaluesXXHigEEIRI
EBvaluesSERANREE -

TEBLUIREREMRARIIRIE B

fvalues123.yam

imagetag=per

ChartARvaluesS {4 K ES:

imagetag: latest

w2 EEvaluesS R ES:

imagetag: stable

FigEvalues, EA:
imagetag=perl

HEREBERA:
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: Fri Sep 24 07:41:39 20217,

ault™,

X3 R CCEfZHI & HYdeployment/:

FRSa® ARG wPsRE  SE0s  SwEs 586

3.7.28 Ansible
ARILZEETLAEEN EHITE EERIplaybook, (SEEEIW T,
% 3-33 S#1RA
S¥IR izl
TEERER | FBRAIEESRELSBRIIX ERINER.
TiE BirtfiE,
E#Eplaybook | B1F “FIMEE" 1 “KRIBECE" HHKIE.
kiR
#E#FEplaybook | ATLAEESI M EECSEplaybook 4, HATLAER AN _FEAY
B4 =S playbook3Z {4,
Lol
At HERNEE /XS HERIHREE, JUESER.
NOBATSZE | playbook N[BT SIIAHRIERIR o
B
PRI o FLERTERIZIZE,
o HEILEEHELME, NASRARELERENLSE.,

LA RIEplaybookKiRIFMMAREASZ, SBEHmeEMEEE:

Hm G Rz
=B ENBESBREEEERE, “EFEplaybookKR” Ak “‘HmEE" , B “HEE
playbookX{4” BHIEGILM
HE2 B EEXM” IHEE, EEMRAIplaybook M IHEES, WTEFR.
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#hE
5z =12

3 NS

PN
J=n= R
Eis ), e Q O | bt

EENEHEE

BiF *=3

[ TempTest-1.war war =5

B3 springcloud-playbook IiE=E )
o
R

$1¥3 {ESplaybook N[AHTIHERRRR .
EIEA N\ORTIEIRRLIERERplaybook E BB ERHIER ARG,

o WMRFBEFMNBERWNTEPMR, WALORITHIEEZA “AnsibleDemo/

installLyml” .

| AnsibleDremo

o WRBERBERWTEMR, MAOPITIHIEREA “installyml”

. group_vars
. roles
|7 install.yml
-
RIS CEERZG
TE1 ENASREESERERA, “EEplaybookkiR” Ak “KBEE" .
2 BE EEABRCE” BUTHAE, EBENNIREEESNATbIE (AMTECES
Hplaybook E{RRISSHurlitbit )
I3 FEXRENBCRE, ABKMNEEDT.
F]A EFEANOPUTIHIRER o
(MERIY:
ANOHITIERR R LR Eplaybook &SRB R AR
S5 SHIRE.

IR “SHIRE” RE, BE “FESH , TLUAnsible B RIBINSHEE
BiallsI =¥
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#hE
PSR

3 NS

HENAE, SEENEEFRSIMEES THEREENBET.
allSZ ARSI ZRA T A B HEBIAN T -

tomcat_url: http://mirror.olnevhost.net/pub/apache/tomcat/tomcat-7/v7.0.78/bin/apache-

tomcat-7.0.78.tar.gz
war_url: http://xxx.com/xxx.war

B 3-9 {42843
= @ example
= group_vars

B

= B roles

= . tomcat
= B tasks

B mainyml
. install.yml
B deploy.json

MR

o WMRFNMAISHTEplaybookS#allXX iz, NSBalEHrIEESHE R, Bl

TERFIESH .

o SHIRETSHBNRFREBERIOAER “7 (=)« -7 (L) 7“7 (8

=
R
(10 488
EEHBIRETIBIER, JSEZSRNERERBRINE .

3.7.29 $h#E IS uhs

42 1s?

ISE4EE, €FRInternet Information Services (1IS, BEMEEIRS ), RN

FHRHHIEFIE{TFMicrosoft WindowsHIEEBXIE AIRS .

ISE—ARSS, EWindows 2000 ServerRFIH— 1N AM ., FARF—RERIN BERE,
CHERMEF—ERIRMERARN—EES, BEEERSBMIHRNBEIIIRSIN

ab
BEo
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FFisr 3 NMAEE

£ Windows EALEEE IS ihe

3 3-34 SHIRA

SHIN 15388
TRETENR | SEMIEERSELRRAIX ERAIBR,
785 BtrIf R

NARERE | ISARBAINBIZFH.
Net CLRERZ | .Net CLRESRRZAN .
P2 R PILEAIZFR o

#hEinO 4B%E (Y&0T) RYIRO .
YIIRER 1R Rz FRTE R RIAYH IR R
HEEE lISiE1Tih = HEERR

$E IR o MERERMIZIRE,

o SHIXERABELANG, MARARENERENTR.

BRES R
$B1 NAEEWindows FHIIAE,
T2 KBEFIHENANWindowsENBIISIRARESTF 7.0, ERIEIENT:

a.FAHR “WindowsiE+R” FTFHEITIE, MAFTFHisEEEONGS “inetmgr” ,
BF ‘RE” ;

57 Windows SREHENGER, METIETNRT.
== arig=s. OEE Internet HE,

FIFHO): || inetmgr v

"= Blig DEE(B)...

bHNISEIEZE, BF “#HBE)->XFinternetSEARSS” ;
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#hE
FFisr 3 MAREE

e > €3 » DESKTOP-COTELAE »

SR -’FE!E(VJI FEEI(H) IG)

i @ s =E Fi
MSDN Online _E83 11S(M) >_CO7ELAE Fm

11S.NET Online(N)
1S KBs Online(K) - ¥ FHAEG) -G

. ¥
s

FTPIP ittt FTPSSLiz FIPSRE FIPES
RS B R =2

s

= &

BEsEE SHknE

» -85 DESKTOP-CO07

*=TF Internet SEEE(S)

C A AIRHEER AT LABRISAIRRZS o

e omion e (9 Mowser X
R Windows10

Microsoft Windows
2 hRas 21H2 (ERIEESPEEESE 19044.1466)
© Microsoft Corporation. fRERTETHL

Windows 10 FilliE BERGRERA T EEEENEEER mRERED
EfibiF e S AR iR,

Internet Information Services (Version 10.0.19041.1)
HRIE Microsoft SU{HERIET, Frlil FEAPEREFm:

MERL
INSRASERERIFARD Windows EHUAI IS RAMETFHETF7.0, iBEEFHRENT .
S]3 EANAERYN “YRER" 1 “BEER" .

$184 ENBFE Windows EH1H9 “.Net CLR fR&S”

e T1E “C:\Program Files\Microsoft SDKs\Windows\v7.0A\bin” g “C:\Program
Files\Microsoft SDKs\Windows\v8.0A\bin\NETFX 4.0 Tools” k%I
“clever.exe” ;

o & “omd” iE1TIZFER, BIEJ{SE) .NET CLR SZHFRIMRA
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G:\Users)\ \Downloads>clrver
Versions installed on the machine:

v2.0.50727
v4. 0. 30319

[0 #28
IR ETEHAE “cleverexe” 12F, BEH FHHREZIER.
£R]5 EA ‘NMBEREER 5 ‘M-SR .
£Re FMAREFEE ‘w0 (B4ER0 ) FEHENA.
(0 588
BEAETEREITHN, TSEZSEORENTHBRINE

3.7.30 2 IS fRS3

ZEZBRAHEENE T BirENHITRRISIRSS, EREEN TR

% 3-35 ¥R
S5 | %A

TRET | FRMIEESESEREIIKERIETR.

BIR
Rz BtRIR .

EHIEIR | o BLEREBAIZIRE.
o SHIXERABEANG, NMARSRENERZNTE.

(MARIY:
ZEIISIRBEHBELBAZIFwin7F0win10,
EEHELETERER, USEZSBNERIIBBRRE.

3.7.31 &%= JDK
IIZA S BRI LEENL EREIDK, [EEREN TR,
2 3-36 SHH3

SHIR 5488

TRETE | SEMIEERELSRRAIX ERAIBIR,
R
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FAFiER 3 MR
SHIR 528
PR BT
BRI AKAR | JAKARRA .
ES
kst | jakazessesiz,
EHER | o BRESEEBZEE.
o NESBHBLWE, NASEREHERENISE.
o BRESEHERUdIRBEIZER,
0 6

AN RTEERENA, EAmZHEEulerR & Toopenjdk-1180yumiE, EiSGERArmEE
#JA9CentOS . Ubuntu . Huawei Cloud EulerOS&,
LESEBIETEROM, TSEZTBIERDRERINE.

3.7.32 &% Tomcat

SINMZ LB LA E =& Tomcat, (ERECEU TR,

7 3-37 SHIRA

SHIM 15488
TERETREM | TERANEESSLRFEEX BRIOER.
Tz BiriR.
tomcathr A& tomcatfIhR A S .
TRIER tomcatl LRI’ Z .
httpiz k1A 798080,
ajpiw M EXIA /98009,
shutdowniimd | BAIA/98005,
IR o BEREBRERZIRE.
o SRITEIEBRME, NAREHLNEFENLE.
o BLEREFMAsudoREPEIZLE .
(1 588

EEMEIETBEIEE, TSEZLROELTBRRINE .
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https://support.huaweicloud.com/intl/zh-cn/deployman_faq/deployman_faq_0011.html
https://support.huaweicloud.com/intl/zh-cn/deployman_faq/deployman_faq_0012.html

#hE

i 3 NAEE
3.7.33 %% Nginx
IMZR BRI LA EN EZENginx, EEEEN TR,
& 3-38 2¥45xHA
SHIN 15i8H
TRERE | SBRMIEESELSRREIX BRI9ETR,
R
7N} BirifE,
nginxhRZA& | nginxAIRRZS .
nginxZaE | nginxkILERRIZ,
i
FEHUZEIR o MERBBRIZIRE.
o HHISEEHBLAWE, NAREBMHELIESLNTE.
o FBEA(FERAsUdORIZIZEE,
(1) #5E8
EEEBIETIBEIEM, TSEZSBNERICRRRINE .
3.7.34 K GO IEE
FIMZR AT L LEGOIES, EREEWN TR,
* 3-39 SHHA
S¥In 5iAH
TRERE | SRMIEESESLRRAX BRI9ETR,
)\
7N BiriiiE,
GORRA GORIRRA .
gOREEIRIR | qOMIREEIRIZ,
PRI o BLERBRRIZIRE.
o HHISTEHEBLAWE, NAREBMRELIESELNITE.
o EBEERFAsudoRIPEIZEE,
(0 e
aHEstEEEPBERER, sz RNEREEBRRDE.
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https://support.huaweicloud.com/intl/zh-cn/deployman_faq/deployman_faq_0022_1.html
https://support.huaweicloud.com/intl/zh-cn/deployman_faq/deployman_faq_0033.html

#hE

FFgE 3 RIFIESIE
3.7.35 Z% PHP
nImzN LB LEEN EZ%EPHP, (SEEEWN FAR.
% 3-40 S5
SN i)z
STRERE | TENMIBEERELSBREIIX ER9EFR.
R
s BHirIAE .
phphRZs phpAIkRZA o
phpZZElE | phpILERER,
=
P HIEIR o BLERTBHIZIRE,
o HEIXEEBLANME, NAREBREIERENTER,
o MBEB(FEAsUudoNRIFE %,
(MARIY:
EESEIETIERER, TSEZERIE TR RDE.
3.7.36 &% Node.js
Iz LB TN EZ%Node js, (EEEEIN TR,
% 3-41 SH5E
SEIR WiRB
TRERE | TEMIBESRELSBREHIX 2RA93FR,
)\
s BiriAE,
node.jshRZA | node.jsHIRRZS o
LERIZ node.jsHIZ R
P HIEIR o MEEERBERIXIEE.
o HEIXEEBLME, NAREBREIERENTE,
o MBER(FRAsUudoNRIFEiZEE
(MARY:
EESEIETBRIOR, AJ2EZLZBINERDERBRINE.
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#hE
5z mbi=1e2]

3 NS

3.7.37 &%= Python

Iz AR RAI LR EZR%Python, (ERECEIN FEAR.

x 3-42 2¥45EA
S 15i8H
TRERE | SBRMIEESESBEIIXETRNER.
R
Wiz BiriiE .
pythonhRAs | pythonRYkRZS .
pythonZ%E | pythonfIRERRR,
iz E
FEHIZEIR . EEE%;’EF?&Z@{’E
o HEIZEIEBLAMS, NARHREIESELNTE.
. EEE%E—ﬁﬁisudOWBEﬁﬂiﬁy 2
(1) 588

EEMBEIETBEIEE, TSEZLROELTBRRINE

3.7.38 &4</iHlE Docker
EEN bR E EE Dockeriiis .

%+ 3-43 S¥UHA

SHIN prki:

%’%E%Eﬁ% LEANEEBELRRAX ERA0ER,

R

Hiz BiriiE.

i%%i‘fﬁ’ﬁ%’é EEFEERREE I dockerfRSS

B Lngl}ickerﬂﬁjs,\ﬁhﬁﬁsudo’fiﬁﬁﬂﬂﬁip X ZRRBEEZBIRdockerhR A

dockerh®RA | ZZcdockerfI BHThRAS o

=HIEIR o FEREBERIZIRE.
o HHILRHBLAME, NARE E‘B%J: FRILE .
o BLERH ﬁﬁﬁsudo’fﬂlﬁ“ﬁ%ﬁ
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5z =12

3.7.39 Istio IE AT

BIESM

N

Istio ISR E T RARSAYRERIE
W, FEEXEARITEEISLAIH, :F,‘%%%xEE’J*ILT EARmINEE.

EHBCCESERE, BTERHECIFECCESESRE,

2. EEHRIRFHIERZHFFCIEIRS (service) , HEXTIEREIBFOIZTIER

;o

o IstioRIFHRIRBRINERE—ERED KM
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