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ReadOnlyAccess” .
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{

"Version": "1.1",
"Statement": [
{
"Action": [
"css:cluster:create",
"vpc:securityGroups:get",
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"vpc:ports:delete"”,
"vpc:quotas:list”,
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"Effect": "Allow"
}
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"Version": "1.1",
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{
"Effect": "Deny",
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"Version": "1.1",
"Statement": [
{

"Action": [
"ecs:cloudServers:resize",
"ecs:cloudServers:delete",
"ecs:cloudServers:delete",
"css:cluster:restart",
"css:*:get*”,

"css:*ilist*"
1
"Effect": "Allow"
}
1
}
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5. 7EBR33EER, HiAKibanaBIPImItEEEEI#H A\ KibanaZE R R H
- IEReEeVERE: BEIEH A KibanaiRERTE

- Z2ERANERF: FTEEEITWEBMABFREMERD, B35 “Llog In” #HA
KibanaiERHE . AFRABIAmadmin, ZEEAGIEERMZENEERE
ﬁgo

6. ERMING, nIfEKibanaRmEHITHEXIRIEIRIGIElasticsearchEEE%

BEZIhEE: ZIFEEN Kibana Base Path 23 itttk

Elasticsearch 7.10.2kRANBIKibanatEFHEKibanaAMiFafE, HEFETENX Kibanagd
Base Path, IttAY, FAFERBE(ERIRStEIAAIBase Path,amttbiitifsiaj&EREKibana,
BEFEFBETE X AIBase Path2yMithilbis|aj&EE£Kibanas,
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ik
(LERTFEFFiEKibanaZAMiAEAYElasticsearch 7.10. 2[R A (SBIERAS AT
F7.10.2_24.3.3 *) H9EEEE,

RESEEERadminikS7EGlobal Tenant A BEECE EHE X Base Path, EC&ERY
Base Pathol BF£BFaIKibanasEH .

BRZERRSEHS.

fEElasticsearchEEBFEIRTIFR, EIEXINEERE, BHIRIEIIAY “Kibana” ,
FRBERKSERKibanallH.

- P& admin (BUABERKFSE )

- EE: fE=eER0EET, RENEEREN,

BRMINGE, EKibanalRERERNAZMISHIZIZE “Stack Management”
f£Stack ManagementTREZMIIERE “Advanced Settings” .

fESettingsIa@, HEY Base Path AliasfIS¥UE, ZEXHALL “/” FFk, F8E

LL )7 FERE, RiFZERR, BRERBGEBIZ255FFF,
2-3 BEN Base Path

Base Path Alias o

basePathAlias:alias

This option applies only to the scenario where Kibana is accessed from

the public network. You can add a user-defined BasePath to access Itest

Kibana. The modification will take effect within 10 seconds.

BeESShlfE, B “Save changes” REFEE. AY10fE, ECERIRTER.
Bid bt “Kibana/sMifialttiit+Base Path Alias” i5[aKibana.

590, Elasticsearch2R$AY “KibanaZAMifiaitit” 2 “https://
XXXXXXXx:5601” , ECERY “Base Path Alias” 2 “/test” , MaJLLU@id bt
“https://100.93.4.30:5601/test” AMif7Ia)EEEEKibana,

2.4.3 i&#1d Cerebro Z35 Elasticsearch £Ef

CSSHRZ3AYElasticsearch#1OpenSearch&EE$EAIA SR f Cerebro, THELEEE, Alo]—
##ifiaCerebro, [EIRTCSSARSSAYElasticsearch#1OpenSearchE {2 AR
Cerebro,

BT CSS #=HI1E /Y Cerebro i5i015EEE

CSSRR53BIZERYElasticsearchF1OpenSearchE8¥ B CerebrofB, SZiF—#ETH
Cerebro, H&Eif|a)ElasticsearchflOpenSearch&EEf,

3.

EF-EERSEREHS,

£ ‘SR MIMEREETFAOER, B “BE 34y ‘BT >

Cerebro” N\ CerebroBRUH .

- AR tERAVERE: PECerebroBERUEAIEEEZFREIAH A Cerebroi®{E
%EO

- TeERERE: BECerebroBRNEMERIZTR, BRMNRFPZFZE,
Egds “Authenticate” A Cerebroi{ERE . FAFPREIAadmin, ZrEH
CIEERIHRENEERZ,

ERMING, AIfECerebroRENHITETIRIEISIDIEERE,
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Bid 832 Cerebro i50)&EEf

(D8
{FRBRECerebroiff [ EEREAT, HEMIRBEECerebroSERIHIMEEHIER

1. FRENEEEERYIAIOibit . AEINEZECERGAIREIIREN S TES D NEKREE

2. [SE1B#ECerebro, IEHE&ERAYIHDMELXTIEECSSERE
- LREEXPERHES: https://26/9/461£9200

ZEEANEHEMANERFNBRAINEBARER,

- FeRNERHES: http://ip/E/it61£9200

2.4.4 813 Curl 55$ 174N Elasticsearch £28F

FFEElasticsearchi2fit 7—ZXFIRESTFUlXIAEEIAPI, EiZCurldssS eI TEKibana.
Postmanss T B {ERIXLAPI, AN BUNE@Id Curldas$ 18 \Elasticsearchf

OpenSearch&&%,
BIIRSR(
e  CSSPRS3AYElasticsearch#1OpenSearch&EE+4bF o] AR -
o ERIE—ECSERSS, BMCSSIRSBAERERE— M EMAE ZIIZEAF,
- WNSRECSHICSSARSZAVERINERI—ZEHF, BIENECSTEHNEREECS
ZEANHNAN, RFEHEREENNE, EXOREEENEERE
A,
- ECSHYfERIEZ WAEMMESLECS,
BNEE

1. SRENESRFROAIMIGIEIMNE . ISITEEEERT, FEMAARIEIEIE,

AR LAARRIPHEUE S TGRSR A6, ZEREMMEECEILTERRT, ik
WNEER, FEGEMIASRENS RiEES LMSECE .

EERRSEERESGS, BEAMNSH=RY “SHEE” .

SR SRR H, BEFZIHIDAIEEE, £ “RKiGEiit” FU5REF
ICREE AR Pt <host>, —fBE “<host>:<port>” T
“<host>:<port>,<host>:<port>" #£z{,
HEHRE TR, BMYERIN T SRYIPHNRIROS, Fign
€10.62.179.32:9200” ; HERBZS NIRRT, AR RAATET SAJIPHENIE
ixO=, %0 “10.62.179.32:9200,10.62.179.33:9200” ,

2. FEECSHHTANIT <, HIDERE. EFIIREEREATE, KTt AR,

- rRetRz(R0&EE

curl "http://<host>:<port>"

- ReEX+HTTPHMYAVERE

curl -u <user>:<password> "http://<host>:<port>"

- ReEX+HTTPSHMYAYERS

curl -u <user>:<password> -k "https://<host>:<port>"
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= 2-23 TEIHA
T=EH etz
<host> ERhER T RPN, HEMEEZSIMTRN, SFES
/|\|Piﬂj;i.”:5 E_I-L\/L1£jiEHq:_/|\EJ\£o
<port> ST ARIEEROS, —#&5H9200.
<user> BINEEERFRIREFPA .
<password> FIFP&XIMAYERS
HEBPEFEEGREMAN, BERFSNEBINLEES|SiH
173835, H%0 “curl -u 'user':'password!" "http://
<host>:<port>""
a0 :

curl "http://10.62.176.32:9200"

REILERWT:

HTTP/1.1 200 OK

content-type: application/json; charset=UTF-8

content-length: 513

{

"name" : "xxx-1",

"cluster_name" : "xxx",

"cluster_uuid" : "xxx_uuid",

"version" : {

"number" : "7.10.2",

"build_flavor" : "oss",

"build_type" : "tar",

"build_hash" : "unknown",

"build_date" : "unknown",

"build_snapshot" : true,

"lucene_version" : "8.7.0",
"minimum_wire_compatibility_version" : "6.7.0",
"minimum_index_compatibility_version" : "6.0.0-beta1"

}
}
AR

"tagline" : "You Know, for Search"

B, 152 N ElasticsearchBEAXHY,

2.4.5 jBid Java EFimiEA Elasticsearch &8

2.4.5.1 j&1Z Rest High Level Client $# A\ Elasticsearch ££&

ElasticsearchE /512t 7SDK ( Rest High level Client ) F=iEEEEE, Rest ClientZ®
FimXJElasticsearchBIAPIHIT 7313, AR REEMEX NAVEEBI R XS ESERHHTT
58], Rest ClientASiFM(ERIESEE /Y https://www.elastic.co/guide/en/

elasticsearch/client/java-api-client/master/index.html

AR A 4BiE@idRest High level Clientis|a]CSSEER¥HIECEI5AH . Rest High level Client

BNERFE3M5:
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e JEidRest High Level ClientEZIEZ2ERf: ERATIERSERIEERE

e j@idRest High Level ClientiEiEL &8 ( MEARSIEE ) : ERTREERX
+HTTPHMYATEERE . TR +HTTPSHMYAVEEEY ( ZHIES )

e JEiJRest High Level ClientEEL £ (FHRZSIER ) | EATZEER
+HTTPSHMYAYEER

29RPRH

#2iWRest High Level Clientd9hrAF0ElasticsearchAIhRAFRIT—EL, HIANFEEIHEIAY

ESEEEIRRAZ7.6.2, NI{EFIAYRest High Level ClientZE P ighR AN R7.6.2, R
1{EFAtELLElasticsearch 2R EE S hRZANHY)ava Rest High Level Client B/ &K
RFESMER, EFAILMER “RestHighLevelClient.getLowLevelClient() ” BREE*
E¥Low Level Client, SCHIEE X HIElasticsearchia= kA .

o  CSSEENFAIRAIRE.
o TBRIZITIavaftiBAYARSS 28 5 CSSER M Z R HIEY,

o IRIEEENGFAIMMSECES T, KREEERRTREMENE, BIMEFES N NEEES
B

o TMINRSSEEELZEEIDK.8, JDK1.8EM akibit: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

e fREBEEES|INJavalkii,
Hrh 76 28Elasticsearch JavaZ FPixHINRAS .
-  MavenBI=5|A:

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>

- GradleA=3IA:

compile group: 'org.elasticsearch.client', name: 'elasticsearch-rest-high-level-client', version: ' 7.6.2

iBid Rest High Level Client i&iE{F 258

EidRest High Level ClientiEiEIEL 2R, HEtestRE | RBFE LB=HIUN
T

import org.apache.http.HttpHost;

import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.client.indices.GetlndexRequest;

import java.io.|OException;
import java.util. Arrays;
import java.util.List;

/**
* Rest Hive Level iEiEF&o5RY
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*

public class Main {
public static void main(String[] args) throws IOException {
List<String> host = Arrays.asList( “x.x.x.x", "xxx.x");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
final RestHighLevelClient client = new RestHighLevelClient(builder);
GetIlndexRequest indexRequest = new GetlndexRequest("test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);
client.close();

}

/**
* constructHttpHostsERE & hostEEB¥ T mipdlZR o
*/
public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}
}

Hrh, hostifeBHipinlitil, SEFEES/ NPT, FEA “,7 RH; testIERIER
5|&FR,

iBid Rest High Level Client iEERZ 2R ( AMERAZSIES )

ZInRIEATIER2MEERE: REE+HTTPIMNYAVEERE . LB +HTTPSIMNYAIEE
B (ZBEIES) -

CARRAIEN T

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.client.RestHighLevelClient;

import org.elasticsearch.client.indices.GetlndexRequest;

import org.elasticsearch.common.Nullable;

import java.io.|OException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

*k

* Rest High LeveliEZZ 2R ( NMERIED )

*

public class Main {
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* BIEEE IR, EX createlRE BT EIREE Fif .
*/
public static RestHighLevelClient create(List<String> host, int port, String protocol, int connectTimeout,
int connectionRequestTimeout, int socketTimeout, String username, String password) throws I0Exception{
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new UsernamePasswordCredentials(username,
password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new NullHostNameVerifier());

SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig -> requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback(httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsERE & hostEEB¥ 5 mipdlZR o

*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}

*k

* trustAllCertsZRSIEPECE -
*/
public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws CertificateException

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws

CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return null;
}
}
Y

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements RestClientBuilder.HttpClientConfigCallback {

@Nullable
private final CredentialsProvider credentialsProvider;
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* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/
private final SSLIOSessionStrategy sslStrategy;

/**
* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been supplied
* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied
* @throws NullPointerException if {@code sslStrategy} is {@code null}
*/
SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}
/**
* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

*/

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.

*/

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

*k

* Sets the {@linkplain HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider)

credential provider},

* @param httpClientBuilder The client to configure.
* @return Always {@code httpClientBuilder}.
*/
@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy (sslStrategy);
// enable user authentication
if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;
}

}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;

}
}
/**
*mainEREESEWT, ER_ EEHcreate BEBIRE iR, Bif “test” R5IREFE.
*/

public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( “x.x.x.x", "x.x.x.x"), 9200, "https", 1000, 1000, 1000,

"o

"username", "password");

GetIlndexRequest indexRequest = new GetlndexRequest("test");

boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);

client.close();
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}
}

& 2-24 FEPHIZEIR

2%

Hik

host

Elasticsearch&E&fi5iattblil, HEFEES
IPHBLERT, =REIA “,” BRFF.

port

ElasticsearchEEB¥A01ERE IR, BRARE
“ 9200 » o

protocol

EEINY, “http” 3& “https” , 1R
EERFLIRBIRES.

connectTimeout

socketiEIZHBATATIE]

connectionRequestTimeout

socketiEiEIE K BATATE] .

socketTimeout

socketiEKiBATAT(E]

username

BRI E.

password

FR&XNAYETE .

i#id Rest High Level Client &L &R ((FHRZSIEH)
ZIFRIERA T ERALZ DI BIEELR SER+HTTPSHMYAIERE
1. FREXZLIEH ( CloudSearchService.cer ) o

a. BRTERRSEHSE.

IR EERFEIR” HNERIR

BEXNERFNER, HEANEHENMESERNE.

£ “BAMER” @, BE “HTTPSIHE” FEM “TEIER” »

an o
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2-4 TELEH

BEER

ARk

EHEE vpC-

T subnet

=548 dws e
TEEL =k

EEFH EE

IR default
PRI -
HTTPSiAA] HE | MR
FfRiATa] Pyttt 192

2. L PIFH ( CloudSearchService.cer ) , FTFENL IR HIEZIEZFiRLEE
L+, {#FBkeytool TR “.cer” iEPiEHapJavanT LUEENRY “.jks” IEPIET o

- FLinuxRZH, RITHTaLSERIES,

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer

- TEWindowsR%EH, AT TFap<SEEHRIES,

keytool -import -alias newname -keystore .\truststore.jks -file .\CloudSearchService.cer
Hrh, newnameRHBFEEXAIERER,
ZaTHITE, SIRTREBIERER, FHRAZERE. BRFZED, FEENE
BEH.
3. BENEERE, RERBIANT:

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl. NoopHostnameVerifier;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.RestClient;
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import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.client.indices.GetIndexRequest;
import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

/**
* Rest Hive LeveliEf £ &Ef (fFERhttpsiES )
public class Main {
public static RestHighLevelClient create(List<String> host, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String password,
String cerFilePath,
String cerPassword) throws IOException {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
//BETLA{ERISSLContext sslContext = SSLContext.getlnstance ("TLSv1.2");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsERE & RhostEE B 15 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
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return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}

*k

* SecuredHttpClientConfigCallbackZEE X o
*/
static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

}

}

private static final Logger logger = LogManager.getLogger(Main.class);

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getinstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {
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}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override

public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];

}

/**
* mainBRFSENT, AR LA createFRFBIEZ i, Hif “test” R5|BEFE.
*/
public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( xox.oocoxxxx”, "sxx.xoxx.xxx.xxx"), 9200,
"https", 1000, 1000, 1000, "username", " password", " cerFilePath", " cerPassword");
GetlndexRequest indexRequest = new GetIndexRequest(" test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);
client.close();
}
}

= 2-25 REFPAISEKA

2% 1k

host Elasticsearch&E8Ei5 )i, HEES
AMPHEUERS, =RiEIA .7 BT

port Elasticsearch&E8$RNIEEIR O, AR
“9200 ”» o

protocol EREINY, AMES “https”

connectTimeout

socketiESZHBATATIE

connectionRequestTimeout

socketiE EIEKiEBATATE]

socketTimeout

socketiEKBATHSE] o

username IHIRERAFE,
password FBRFEXNAYZERS
cerFilePath IERIER
cerPassword IERED,

2.4.5.2 i@ Rest Low Level Client ##\ Elasticsearch §E&F

High Level Client27ELow Level ClientEit Hi# 1733459, @NEHigh Level Clientsh
A EER (%0 “.search” , “bulk” ) FEEHEFERTR, FERSMITA,
AL #HLow Level Client?i‘t, BEEoJLAFER
“HighLevelClient.getLowLevelClient() ” 5 E#ZE35xELow Level Client, {EFELow
Level ClientRiXiERITEEBENX BRGNS, FHILEARE, BERERE
Elasticsearch3z3FA9iERk1&=, BHIGNGET. POST. DELETE. HEAD%,
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AR BiE@igRest Low Level ClientisalCSSEERFRIBCEIRAA . Rest Low Level Client
BAEHBE3MAEN, B—MAXX D AEZEEIERest Client ( BIRest Low Level
Client ) F0i@iZ El&High Level ClientEiEHgetLowLevelClient()¥XEYLow Level
Client,

o iEidRest Low Level ClientiEF £ &R ERATIELZSIERIERS

e iEdRest Low Level ClientiEEZ &R ( FMEAZSIER ) | ERTZ2ES
+HTTPIMYAVEERE . ZetE+HTTPSHMYAYEERE ( ZBSIER )

e iEdRest Low Level ClientiEiEL &R (FEZDIIE) | EFTLEER
+HTTPSHMYAYEERS

EEEI

##Z1Rest Low Level ClientB9fRZA<F0ElasticsearchfIRRAIRIF—E, BIANEZEHGIYES
ERFIRAET7.6.2, N{EARIRest Low Level ClientZEFimhR AR INTEE7.6.2,

HEEITE
o  CSSEENTFAIRIRE.
o TBRIZITIavaftiBAYBRSS 28 5 CSSERIIME R HIEY.

o IRIFERNGFAIMSECES T, KREEERRTRMENE, BINEFES N NEED
B

o TINRSBEELREIDKIS, IDK1.SEM FEttt: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

o @EiIMavenF 5| NapachehR A . LEERBILAT.6.2kRA 961
Hrh 7.6 2j9Elasticsearch JavaZ FigpRIRAS ,

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-client</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>

181 Rest Low Level Client & FL £ &R

o AI—: EHixtlERest Low Level Client

import org.apache.http.HttpHost;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;

import java.io.lOException;
import java.util. Arrays;
import java.util.List;

public class Main {

public static void main(String[] args) throws IOException {
List<String> host = Arrays.asList ("XXX.XXXXXXXXX", "XXX.XXX.XXX.XXX"");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
* flJ#ZRest Low Level Client,
*/
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RestClient lowLevelClient = builder.build();

/**
*Eif “test” RIIREFE. HR5IFAEMERE200, FFERTIREA404,
¥

Request request = new Request("HEAD", " /test");

Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}

/**

* constructHttpHostsERE &R hostEE B T5 mipFIZ&R o

public static HttpHost[] constructHttpHosts(List<String> Aost, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}
}

73 _: €lI#High Level ClientEi§HgetLowLevelClient()3XEXLow Level

Client

import org.apache.http.HttpHost;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;

import java.io.lOException;
import java.util. Arrays;
import java.util.List;

public class Main {

public static void main(String[] args) throws IOException {
List<String> host = Arrays.asList ("XXX.XXXXXXXXX", "XXX.XXX.XXX.XXX"");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
final RestHighLevelClient restHighLevelClient = new RestHighLevelClient(builder);
/**
* BlJZHigh Level ClientFifAHgetLowLevelClient()3kEXLow Level Client, BlclientfIZ{X FEIX
— T REEEER.
*/
final RestClient lowLevelClient = restHighLevelClient.getLowLevelClient();
/**
* Bif] “test” HS|IREFE. HE5|IFEMIKRE200, RFEATIRE404,
*/
Request request = new Request("HEAD", " /test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}

/**

* constructHttpHostsEREEEhostEE B 15 mipFlZ&R o

public static HttpHost[] constructHttpHosts(List<String> Aost, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}
}

?Eﬁ,ggﬂosﬁﬂﬁﬁﬂ’ﬂiﬁﬁﬂﬂii, SEESIPHNES, iEA 7 B testhEER
/\g N o

BT Rest Low Level Client iEZELR &R ( AMEHLZDIEH )

B—: BEiZtIZERest Low Level Client

import org.apache.http.HttpHost;
import org.apache.http.HttpResponse;
import org.apache.http.auth.AuthScope;
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import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.client.DefaultConnectionKeepAliveStrategy;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.http.protocol.HttpContext;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.lOException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.Arrays;

import java.util.List;

import java.util.Objects;

import java.util.concurrent.TimeUnit;

import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;import javax.net.ssL.X509TrustManager;

public class Main {

* BIBEFIRAYZE, EM createlREIATRIER Fif o
*/
public static RestClient create(List<String> host, int port, String protocol, int connectTimeout, int
connectionRequestTimeout, int socketTimeout, String username, String password) throws
I0Exception {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestClient client = builder.build();
logger.info("es rest client build success {} ", client);
return client;

}

/**

* constructHttpHostsEREEERhostEE B 15 mipFlZ&R o
*/
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public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}

/**
* trustAllCertsZRSIEPBECE o

public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {

@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws

CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws

CertificateException {

@Override
public X509Certificate[] getAcceptedIssuers() {
return null;
}
}
%
/**

* CustomConnectionKeepAliveStrategy BREIS EiEZAYFIEATE, EENXTKSRERNBERFAEE
== = =2
BERIEER.

*/

public static class CustomConnectionKeepAliveStrategy extends

DefaultConnectionKeepAliveStrategy {
public static final CustomConnectionKeepAliveStrategy INSTANCE = new

CustomConnectionKeepAliveStrategy();

private CustomConnectionKeepAliveStrategy() {
super();

}

/**

* fxkkeep alivefgaT1a] ( £%h )

* XEBEHAR008, TLWRIBLIFERISE . AILAMERE i eSS A TIME_ WAITRITCPIER:
#H, MRXZ, AILUBKIHE.

*/

private final long MAX_KEEP_ALIVE_MINUTES = 10;

@Override

public long getKeepAliveDuration(HttpResponse response, HttpContext context) {
long keepAliveDuration = super.getKeepAliveDuration(response, context);
// <0 F3TcBRHBkeepalive
/] ST IREAE IR — N EATARYRT ()
if (keepAliveDuration < 0) {

return TimeUnit. MINUTES.toMillis(MAX_KEEP_ALIVE_MINUTES);

}
return keepAliveDuration;

}

}

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;
/**
* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.

private final SSLIOSessionStrategy sslStrategy;
/**
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supplied

* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been

* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied
* @throws NullPointerException if {@code sslStrategy} is {@code null}

*/

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {

this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

*k

* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

*/

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

*k

* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.

*/

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

/**

* Sets the {@linkplain

HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider) credential provider},

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

*/

@Override

public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder

httpClientBuilder) {

// enable SSL / TLS
httpClientBuilder.setSSLStrategy(ssiStrategy);
// enable user authentication

if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

}
}
public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}
/**
* mainERESEU T, EAcreateREBlIiERest Low Level ClientZ ik, Bif) “test” K3 |IEBFE.
*/

public static void main(String[] args) throws IOException {
RestClient lowLevelClient = create(Arrays.asList( “xo.oooocxxx”, "oxxoxxxxx.xxx"), 9200, "http",

1000, 1000, 1000, "username", " password");

Request request = new Request("HEAD", "/test");

Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}
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e 7 _: €lI#High Level ClientFEi@HgetLowLevelClient()FXHILow Level

Client

import org.apache.http.HttpHost;

import org.apache.http.HttpResponse;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.client.DefaultConnectionKeepAliveStrategy;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.http.protocol.HttpContext;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.lOException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import java.util.concurrent.TimeUnit;

import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;import javax.net.ssl.X509TrustManager;

import org.elasticsearch.client.RestHighLevelClient;

public class Main13 {

*k

* BIBRE IR, EM createlRBATOIERFif.
*/
public static RestHighLevelClient create(List<String> host, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String

password) throws |IOException {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
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final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);
return client;

}

/**

* constructHttpHostsERE & hostEE B T5 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}

*k

* trustAllCertsZRSIEPECE o
*/
public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

@Override
public void checkServerTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedIssuers() {
return null;
}
}
%

/**

* CustomConnectionKeepAliveStrategy FREIS EiEZAYFIEATE, EENXTKSRERNBERFAEE
BRASITR.

*/

public static class CustomConnectionKeepAliveStrategy extends
DefaultConnectionKeepAliveStrategy {

public static final CustomConnectionKeepAliveStrategy INSTANCE = new

CustomConnectionKeepAliveStrategy();

private CustomConnectionKeepAliveStrategy() {
super();

}

/**

* fxAkeep alivef9aT1a] ( £¢h )

* XEBEHAR008, TLWRIBLIFERISE . AILAMERE i eSS ATIME_ WAITRITCPIER:
#H, MRXZ, AILUBKIHE.

*/

private final long MAX_KEEP_ALIVE_MINUTES = 10;

@Override

public long getKeepAliveDuration(HttpResponse response, HttpContext context) {
long keepAliveDuration = super.getKeepAliveDuration(response, context);
/] <0 J9FBRERkeepalive
/] ST IREAE IR — N EATARIRT ()
if (keepAliveDuration < 0) {

return TimeUnit. MINUTES.toMillis(MAX_KEEP_ALIVE_MINUTES);

}
return keepAliveDuration;

}

}

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements
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RestClientBuilder.HttpClientConfigCallback {

@Nullable
private final CredentialsProvider credentialsProvider;

* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/
private final SSLIOSessionStrategy sslStrategy;

/**
* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been
supplied
* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied
* @throws NullPointerException if {@code sslStrategy} is {@code null}

*/

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}
/**
* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}
/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.
SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;
}
/**
* Sets the {@linkplain
HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider) credential provider},

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

*/

@Override

public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder

httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy(ssiStrategy);
// enable user authentication
if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

}

}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}

*mainBESEUT, AAcreate@EEIZEHigh Level ClientEiEAgetLowLevelClient()$£EXLow
Level Client, F&if] “test” &=5|2EFE.

*/

public static void main(String[] args) throws IOException {
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"o,

RestHighLevelClient client = create(Arrays.asList( oxoocoxcxxx”, "sxxxoxxxxx.xxx"), 9200,
"http", 1000, 1000, 1000, "username", " password");

RestClient lowLevelClient = client.getLowLevelClient();

Request request = new Request("HEAD", "test");

Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());

lowLevelClient.close();

2 2-26 RFFHIZT SRR

RERILIRBIRES .

2 Hi

host Elasticsearch&Eg$iplalitilt, HEESD
IPttBhitAY, AiEFA “,” BFF.

port Elasticsearch&B¥H9ER IR, FIAZE
11 9200 ”» o

protocol BEEMY, “http” =& “https” , 1R

connectTimeout

socketiEIEFEATAT(E]

connectionRequestTimeout

socketiEREE KBRTATIE]

socketTimeout

socketiEREBATHSE o

username BIOERBRE .
password FF&XMAYERS

iEid Rest Low Level Client iEiEZR LR (FRAZESIEE)
o AI—: EHixtlERest Low Level Client

import org.apache.http.HttpHost;
import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl. NoopHostnameVerifier;
import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;
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import javax.net.ssl.SSLContext;import javax.net.ssl. TrustManager;
import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

public class Main13 {

private static final Logger logger = LogManager.getLogger(Main.class);

* BIBE RIS, BN createlRBIATRIERFif o
*/
public static RestClient create(List<String> host, int port, String protocol, int connectTimeout, int
connectionRequestTimeout, int socketTimeout, String username, String password, String cerFilePath,
String cerPassword) throws |IOException {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
//BETLA{ERISSLContext sslContext = SSLContext.getlnstance ("TLSv1.2");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestClient client = builder.build();
logger.info("es rest client build success {} ", client);
return client;

}

/**
* constructHttpHostsERE & hostEE B T5 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);}

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}
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SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);
}
return httpClientBuilder;
1

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getInstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];

}
}
/**
*mainBSEWT, AR create&EIEIZERest Low Level Client, Zif] “test” &5 |2EBFE.
*/

public static void main(String[] args) throws IOException {
RestClient lowLevelClient = create(Arrays.asList( oo oxxxx”, "xxx.xxx.xxx.xxx"), 9200,
"https", 1000, 1000, 1000, "username", " password', " cerFilePath", " cerPassword");
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();
}
}

M HERAS 01 (2025-01-23) WA © EARTERABIRAE 61



=IERRS
SR 2 {#FH Elasticsearch £ REIE

e 7 _: €lI#High Level ClientFEi@HgetLowLevelClient()FXHILow Level

Client

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl. NoopHostnameVerifier;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.Request;

import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.client.RestHighLevelClient;

import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;import javax.net.ssl. TrustManager;
import javax.net.ssl. TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

public class Main {

private static final Logger logger = LogManager.getLogger(Main.class);

*k

* QIEEE PIRAOSE, B M createR AT IR
*/
public static RestHighLevelClient create(List<String> host, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String password,
String cerFilePath, String cerPassword) throws I0Exception {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
/AT LMERSSLContext sslContext = SSLContext.getlnstance("TLSv1.2");
sc.init(null, tm, new SecureRandomy());
} catch (Exception e) {
e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
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requestConfig.setConnectTimeout(connectTimeout)

.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);

logger.info("es rest client health response {} ", response);
return client;

}

/**
* constructHttpHostsERE & hostEE B T5 mipFlZ&R o

*

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {

return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);}

static class SecuredHttpClientConfigCallback implements

RestClientBuilder.HttpClientConfigCallback {

@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder

httpClientBuilder) {

httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);
}
return httpClientBuilder;
1

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (file.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getInstance("JKS");
ks.load(in, cerPassword.toCharArray());

TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");

tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;

SASRRAS 01 (2025-01-23) WRINFTE © AR ERABIRAE

63



SIERARSS
5z =12

2 {§FH Elasticsearch IEZEUE

return;
}
}

throw new Exception("Couldn't initialize");

}

@Override

public void checkClientTrusted(X509Certificate[] chain, String authType) throws

CertificateException {

}

@Override

public void checkServerTrusted (X509Certificate[] chain, String authType) throws

CertificateException {

}

@Override

public X509Certificate[] getAcceptedlssuers() {

return new X509Certificate[0];
}
}

*k

* mainRSEWNT, EHcreate®E{BIEZEHigh Level ClientFiEHgetLowLevelClient()5XEILow

Level Client, F&if] “test” &S |IE2HBF .
*/

public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( oxoocox.xxx”, "sxx.xoxx.xxx.xxx"), 9200,
"https", 1000, 1000, 1000, "username", " password", " cerFilePath", " cerPassword");
RestClient lowLevelClient = client.getLowLevelClient();
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());

lowLevelClient.close();

& 2-27 REPHISHRA

"o,

2% 1235

host Elasticsearch&EEfipinitil, HEES
IPHEdIERT, B 7 RF.

port ElasticsearchEEB$HUEE IR, AR
[14 9200 ”» o

protocol G, IAMES “https” .

connectTimeout

socketiEIZHBATATE]

connectionRequestTimeout

socketiEiEIE K BATATE] .

socketTimeout

socketiEKiBATAT(E]

username THIRERRIAFE.
password FBFEXMAYERS
cerFilePath IEBIRE.
cerPassword IERER,
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2.4.5.3 jEd Transport Client # A Elasticsearch 58+
AKX N RBII Transport Clienti5aCSSIRFZIELZ S EEFIELE IR . MNRELZEER
E’J%Ei #2iViEidRest High Level Clienti# \Elasticsearch£E¥,

== AN

e ZiXTransport Clientf9hRAFNElasticsearchfUARAMRIF—2, FIUIEEHENY
Elasticsearch&EB$hRAR27.6.2, N{FEAAYTransport ClientZE FighR AN ERIN B2

7.6.2,
J Ei;:_FiZTiﬁ RERTEAN 2R, RtRIFEITAMIPHBIRIS b5
Afo

EEITE
o  CSSEERSNFEIAIRES.
o TBRIZ{TIavaftiBAYARSS 28 S CSSERIIME R EIEY.

o THAIRSZEELEEIDKI.8, JDK1.8EM FEkitbiit: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

o S| \avafkii:
Hrh 76 2/Elasticsearch JavaZ PixHINRAS .

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>transport</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>

BENGET
LA B Transport ClientiE#ZElasticsearchEEB¥H &8 testZE 5 | 2B FERILERA

import org.elasticsearch.action.ActionFuture;

import org.elasticsearch.action.admin.indices.exists.indices.IndicesExistsRequest;
import org.elasticsearch.action.admin.indices.exists.indices.IndicesExistsResponse;
import org.elasticsearch.client.transport.TransportClient;

import org.elasticsearch.common.settings.Settings;

import org.elasticsearch.common.transport.TransportAddress;

import org.elasticsearch.transport.client.PreBuiltTransportClient;

import java.net.InetAddress;
import java.net.UnknownHostException;
import java.util.concurrent.ExecutionException;

public class Main {
public static void main(String[] args) throws ExecutionException, InterruptedException,
UnknownHostException {
String cluster_name = "xxx";
String host1 = "x.x.x.x";
String host2 = "y.y.y.y";
Settings settings = Settings.builder()
.put("client.transport.sniff",false)
.put("cluster.name", cluster_name)
.build();
TransportClient client = new PreBuiltTransportClient(settings)
.addTransportAddress(new TransportAddress(InetAddress.getByName(host1), 9300))
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.addTransportAddress(new TransportAddress(InetAddress.getByName(host2), 9300));
IndicesExistsRequest indicesExistsRequest = new IndicesExistsRequest("test");
ActionFuture<IndicesExistsResponse> exists = client.admin().indices().exists(indicesExistsRequest);
System.out.println(exists.get().isExists());

}
}

Heh, cluster name}9EEBEIERR; host]. hostZJ9EEEET SHIAMIPHELL, AET
GET _cat/nodesipSEEH T =AYIPHELL

2.4.5.4 1@1d Spring Boot 3# A Elasticsearch §&f

ARX AN EBIEISpring Bootisia)CSSEERFHIECE1RAE . Spring Bootiz NEEEF B 3M 5
®:

o EidSpring BootEANHTTPERE: ERTIFRERILAVERE. ZEEX+HTTPH
WRYEERE

o {EMSpring BootE\NHTTPSEERE ( FMEMRSIEE ) 1 ERATFREIER+HTTPS
MY BEVEERE

o (HFISpring BootZE NHTTPSEEE (HFRZEIER ) | ERETZEEX+HTTPSH
WHYEER

(RERL:
Spring BootRIEAERASIESWEAXHE: https://docs.spring.io/spring-boot/docs/
current/reference/htmlsingle/,

AEEIN

o M Elasticsearch Rest High Level ClientfYiRZAF0ElasticsearchAYRRA{RIF—
}, BIANFEESEAYElasticsearchEERERANZE7.10.2, NI{EFIAYELlasticsearch Rest
High Level ClientZFighR AN 127102,

o  ARETLA2.5.5kRASpring BootABI714ESpring BootE NEEEFHY5 T, XTRZAY
spring data elasticsearchhRAE4.2.x,

HEETE
[ ] CSSEE$L$_J£H'H(ILJ N o
o  TARIETITIavaUiBRIARSS 2 S CSSERFRIME R RIEAY .

o IRIBEEHAFAIMEECES TN, REVERRVAHRMNE, BARIFISSIMEHE
8.

o THAIRSZEECZLEEIDK.8, JDK1.8EM FEHtE: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-21 33151.html,

e BIESpringBootIing .

e S| Navafkifi,
Erh 7 70.2/9Elasticsearch JavaZPiwHINRAS .
- MavenisR5|A:

<parent>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-parent</artifactld>
<version>2.5.5</version>

</parent>

<dependencies>
<dependency>

<groupld>org.springframework.boot</groupld>
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<artifactld>spring-boot-starter-web</artifactld>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-data-elasticsearch</artifactld>

</dependency>

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>
<version>7. 70.2</version>

</dependency>

</dependencies>

BT Spring Boot ##A HTTP &&f
ZAEEA T EE LSRN ER Y R 2R +HTTPHMYAVEEEE
[=0 4

elasticsearch.url=host7:9200, host2:9200
(AR EEEE AR EWN T T,
elasticsearch.username=username
elasticsearch.password=password

X 2-28 S¥HHH

e Hhi

host Elasticsearch&EB$AYIA 1AL .
username THIRERRIAFE.

password FBR&XIRRYZERS

BeEMHS:
(MARY::|

o comxxxIIMBEZR, flillcom.company.project,

e com.xxx.repository SEEBRS, @idextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryi#{TE{RE N .

package com.xxx.configuration;

import org.elasticsearch.client.RestHighLevelClient;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.ComponentScan;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.elasticsearch.client.ClientConfiguration;

import org.springframework.data.elasticsearch.client.RestClients;

import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;

@Configuration

@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")

public class Config extends AbstractElasticsearchConfiguration {

@Value("${elasticsearch.url}")
public String elasticsearchUrl;
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[HEREEHTARENTHE TS
@Value("${elasticsearch.username}")
public String elasticsearchUsername;

@Value("${elasticsearch.password}")
public String elasticsearchPassword;

@Override

@Bean

public RestHighLevelClient elasticsearchClient() {

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()

.connectedTo(StringHostParse(elasticsearchUrl))
[[AEZ &R B E EwithBasicAuth,
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
build();

return RestClients.create(clientConfiguration).rest();

}
private String[] StringHostParse(String hostAndPorts) {
return hostAndPorts.split(",");

}
}

{$5F8 Spring Boot 3#X\ HTTPS &8 ( AMEEZSIEH )
ZIp RIS BT AERLEIEPEEL SRR +HTTPSIMYAIEERE
[=0 4

elasticsearch.url=host7:9200, host2:9200
elasticsearch.username=username
elasticsearch.password=password

& 2-29 SR

e Hi
host Elasticsearch&E8$RYi5aIitEAIL .
username hiRERENAFE.
password R &I RRYERS
BcEMAT:
(REELY:

o comxxxIIMBBEZR, fltllcom.company.project,

e com.xxx.repository SEEBRS, @idextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryi#{TE{RE N .

package com.xxx.configuration;

import org.elasticsearch.client.RestHighLevelClient;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.ComponentScan;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.elasticsearch.client.ClientConfiguration;

import org.springframework.data.elasticsearch.client.RestClients;

import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;
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import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSession;
import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;
@Configuration
@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")
public class Config extends AbstractElasticsearchConfiguration {
@Value("${elasticsearch.url}")
public String elasticsearchUrl;
@Value("${elasticsearch.username}")
public String elasticsearchUsername;
@Value("${elasticsearch.password}")
public String elasticsearchPassword;
@Override
@Bean
public RestHighLevelClient elasticsearchClient() {
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();
}
final ClientConfiguration clientConfiguration = ClientConfiguration.builder()
.connectedTo(StringHostParse(elasticsearchUrl))
.usingSsl(sc, new NullHostNameVerifier())
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
build();
return RestClients.create(clientConfiguration).rest();
}
private String[] StringHostParse(String hostAndPorts) {
return hostAndPorts.split(",");

public static TrustManager([] trustAllCerts = new TrustManager[] {
new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws CertificateException

}
@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {
}
@Override
public X509Certificate[] getAcceptedlssuers() {
return null;
}
}
Y
public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}
}

{#iF3 Spring Boot X\ HTTPS &8 (LSS )
ZnRIE BT AL PEER SR +HTTPSIMYAYEEERE .
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1. 3K
a.
b.
C.
d.

EVZL2iFH ( CloudSearchService.cer ) o
BRZERRSEHS .
IR “EEREETR” KRR,
BEXNERNZIR, HBANEHEXNEERHE.
7 “EXNMER” TE, BE “HTTPSIAIE” BEA “TEHIER” .

2-5 TEUER

REEE

(IR

)55

EfEE vpc-

T subnet
=FE dws
EEE ER
E=aas B8
IR default

N Fiihalla] e
HTTPSizial FE | T
FIRgGIa)IPvALithE 192

2. L EEH ( CloudSearchService.cer ) o B TEHNZEIEP LIERIZFini=2
., {FFkeytool TR “.cer” iEP4EHEpIavan] LUZENRY “ jks” IEPRE .

ELinuxRFHR, FITINFan<SHEIRIES.

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer

EWindowsZRE&ZH, T T aSEIRIER,

keytool -import -alias newname -keystore .\truststore.jks -file .\CloudSearchService.cer

Hrh, newnameRH AR BENXANERBIR,

iiﬁé\#lﬁfa', SATTRBIEBENL, FRIAER. BRFZERE, FEENE
E¥K{§Fﬁo

3. application.propertiesBe & 314 :
elasticsearch.url=host7:9200, host2:9200
elasticsearch.username=username
elasticsearch.password=password
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host Elasticsearch&E8$a9i5 0B .
username HEEENARE.
password FBRFEXNAYZERS

4. BcEAS:
AR
e comxxxAIMBHBEZR, flilcom.company.project,

e com.xxx.repository SBEER, @idextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryi#ffT
EX o
package com.xxx.configuration;
import org.elasticsearch.client.RestHighLevelClient;
import org.springframework.beans.factory.annotation.Value;
import org.springframework.context.annotation.Bean;
import org.springframework.context.annotation.ComponentScan;
import org.springframework.context.annotation.Configuration;
import org.springframework.data.elasticsearch.client.ClientConfiguration;
import org.springframework.data.elasticsearch.client.RestClients;
import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;
import java.io.File;
import java.io.FileInputStream;
import java.io.InputStream;
import java.security.KeyStore;
import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSession;
import javax.net.ssl.TrustManager;
import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;
@Configuration
@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")
public class Config extends AbstractElasticsearchConfiguration {
@Value("${elasticsearch.url}")
public String elasticsearchUrl;
@Value("${elasticsearch.username}")
public String elasticsearchUsername;
@Value("${elasticsearch.password}")
public String elasticsearchPassword;
@Override
@Bean
public RestHighLevelClient elasticsearchClient() {
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();

Bix

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()
.connectedTo(StringHostParse(elasticsearchUrl))
.usingSsl(sc, new NullHostNameVerifier())
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.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
.build();
return RestClients.create(clientConfiguration).rest();

}

private String[] StringHostParse(String hostAndPorts) {
return hostAndPorts.split(",");
}

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;
MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getinstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");
}
@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {
}
@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {
}
@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];
}
}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}
}

Hrh, cerFilePathil] cerPassword24 Y. jksIEBHITERIR IR R EZHD

2.4.6 i@1F Python EZPiwfEN Elasticsearch §EEf

HEETIE

BNEET

AN EEI PythoniESHIBICSSERFIECEIR A -

[ ] Cssgﬁil:_l:_ﬂ;ﬁ'lk:u o
o HRIZETTPYthonfUIBRIARSS 2 S CSSEERF M B R HIBRY .

1. ZZEElasticsearch PythonZ iR, #EiXFElasticsearchRIRRAMFIF—E, HIANE
EifORVERIRA=R7.6.2, M%7 .69Elasticsearch PythonZ i,
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pip install Elasticsearch==7.6

2. BliEElasticsearchEFinHEEREFERS| “test” , IRIBEMHLZEERSEXY
RZASRBULED o
- EReiEryEEE

from elasticsearch import Elasticsearch
class ElasticFactory(object):

def __init__(self, host list, port. str, username: str, password: str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
addrs =[]
for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:

elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password))
else:

elasticsearch = Elasticsearch(addrs)
return elasticsearch

es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", None, None).create()
print(es.indices.exists(index="test'))

- REEX+HTTPHMYAYEEERE

from elasticsearch import Elasticsearch
class ElasticFactory(object):

def __init__(self, host list, port. str, username: str, password: str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
addrs =[]
for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:
elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password))
else:
elasticsearch = Elasticsearch(addrs)
return elasticsearch
es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", "username", "
print(es.indices.exists(index="test'))

- REEI+HTTPSHMYAIERS
from elasticsearch import Elasticsearch
import ssl

password").create()

class ElasticFactory(object):

def __init_ (self, host list, port. str, username: str, password. str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
context = ssl._create_unverified_context()
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addrs =[]

for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:
elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password),
scheme="https", ssl_context=context)
else:
elasticsearch = Elasticsearch(addrs)
return elasticsearch

es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", "username", " password").create()
print(es.indices.exists(index="'test'))

& 2-31 REPAIZERA

e 1k

host ESEEEFATAIIBIE, HFES NP
Utes, =hiEA “,” R

port ESEERFHIERSRO, 1S “92007 ,

username HEERNAFE.

password FBR&XINHYZRS

3. iBJElasticsearchZPim IR ERFZES]|,

mappings = {
"settings": {
"index": {
"number_of_shards": number_of_shards,
"number_of_replicas™: 1,
h
by
"mappings": {
properties

}

result = es.indices.create(index=index, body=mappings)

4. J@iJElasticsearch® PinEig F—ERIi#RIZS ],

body = {
"query": {
"match": {
"EHiIFR" "HERE"
}
}

}

result = es.search(index=index, body=body)

2.4.7 813 MRS Hive ZumiE Elasticsearch £8f

Elasticsearch-Hadoop (ES-Hadoop) iE#&22$Hadoop: B2 IEIRFEFIIREIN T EE
F15ElasticsearchsSLAHE R DHINEEESE—RR . BREISILIEHERRN T BAHIE,
HiLiEEHadoop £ RS EIFFRE T/,

ARIBITMRSHIES-Hadoop 5 CSSEERHIEIRIE ARG, EalL B EHM(HUFTE(ER
ESERFIN . MNBFE, BollsEARANEEMIRSPEMElasticsearch, BIIERE
FE(RIFE Pis5SElasticsearchSEBEMZRIEE o

M HERAS 01 (2025-01-23) WA © EARTERABIRAE 74



=IRRRSS

AR5/ 2 {8 Elasticsearch &= #IE
HERTE
CSSEERH TR AR
HIRE PR S CSSERINME R EIEA
IRCSSERFAIMRSER R — 1 XiF. ATHKX . EIFAB=FFM.
2-6 CSS EENIXIFFER
EEEE
B3
oK
EHAE= vpC-
<4 subnet-
=23H dws el
BENERE

SRENEERFROMIMIIEIMIE . GIEERFRT, FEMARMIGEIMEIE,

A LIRS =0haEEF 06, SEREMMNSEEEHIIERRT, (AT
MWHEER, RAEVGEMIEAIIRENS B S IMEEE .

a. HEZERRSEREFE, BEEMNSHER “S8EE7 .

b. EERIEIEIIRNE, BEFEHIDAVER, & “ARiHEbiL” JIFREFF
ICRERF IR IPHBLE<host>, —f&2 “<host>:<port>”

“<host>:<port>,<host>:<port>" =,

HEBE—IT AN, WMYERI N HSRYIPHBLFNROS, Fia0
€10.62.179.32:9200” ; HEHEZS TR, WAERFIET SAYIPHEIE
MiwO=, HE0 “10.62.179.32:9200,10.62.179.33:9200” ,

ERMRSERTR, BRIFELRESNEREFTR.

AEMRSERF U= EB T curlas I EMEEEN, BEMERMRSEFNE TR

#PRSEIBCSSEEERE,
- IEReEtryERE

curl -X GET http://<host>:<port>

- ReERX+HTTPHMYAVEERE

curl -X GET http://<host>:<port> -u <user>:<password>

- REBX+HTTPSHMYAIEERE

curl -X GET https://<host>:<port> -u <user>:<password> -ik
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% 2-32 TEHAA

TEZ i8R

<host> ERPET AP, HEREESITRET, SFES
ANMPHBhE, FTLMEEEF—NEIX,

<port> SR ANETROS, —#&A9200,

<user> InESEERIAEFE

<password> FIP&ZXI RIS .

LR EEISREMAE, BEERPINEBIN_ eS| SiH
17323, %0 “curl -u 'user''password!" "http://

ny

<host>:<port>"" ,

4. T #ES-Hadoopfilibfl, FHEEzipEIKEY “elasticsearch-hadoop-x.x.x.jar” X
o IRAFEESCSSERFRA—EL, BIANCSSEERERT7.6.20RAS, NIEINTE

elasticsearch-hadoop-7.6.2.zip,

5. T&Ekhttpclient{k§ifcommons-httpclient:commons-httpclient-3.1.jar, EHr
3TARAES, BNFAPRERERISE.

6. TEMRSEPRim, MNRELLREAUBNTIZERE, KLENESIREZ i
(3xRZEHRA) -

7. BRMRSERiR, & TFHAIES-HadoopFihttpclientiljarikifie _EEZIMRSE
i o

8. EMRSEFiHEIZEHDFSER, J§ES-Hadoop lib&F0httpclient{kifie _HEZZE
x o
hadoop fs -mkdir /tmp/hadoop-es

hadoop fs -put elasticsearch-hadoop-x.x.x.jar /tmp/hadoop-es
hadoop fs -put commons-httpclient-3.1.jar /tmp/hadoop-es

9. MMRSEFIFEFREFIHiveEFin, BIMEFIESIHiveEFin{EMASLE .

10. fEHiveZE i, #NINES-Hadoop lib&FIhttpclientfk#iEl . iZap<S R HRISIE
B
HiAbeelineskhive H ANZEIFTRE, HITHTFa<:

add jar hdfs:///tmp/hadoop-es/commons-httpclient-3.1 jar;
add jar hdfs:///tmp/hadoop-es/elasticsearch-hadoop-x.x.x.jar;

11. fEHiveEFim, CGIEHived L.,
- IEReErvsERt

CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING

)

STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'

TBLPROPERTIES(
'es.nodes' = "xXxxXxXxX.xXxx.xxx:.9200,
'es.port' ='9200',
'es.net.ssl' = 'false’,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'="false’,
'es.input.use.sliced.partitions'='false’,
'es.resource' = 'student/_doc

)

- LZRE+HTTPHMYAIEERE

CREATE EXTERNAL table IF NOT EXISTS student(

id BIGINT,
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name STRING,
addr STRING
)
STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'
TBLPROPERTIES(
'es.nodes' = "xxx.xXxx.xxx.xxx.9200,
‘es.port’ ='9200",
'es.net.ssl' = 'false’,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'='false’,
'es.input.use.sliced.partitions'="'false’,
'es.nodes.client.only'="true’',
'es.resource' = 'student/ doc,
'es.net.http.auth.user' = 'username,
'es.net.http.auth.pass' = 'password
)
LR +HTTPSHMY I EERE
i. FFENZLIUEP ( CloudSearchService.cer) o

1) EBEFZ=EERSEHE.

2) R CEREIET BANERIE.

3) BENIMERIZIR, HANEEEAEERE.

4) £ “BEXNMSE” WE, Bd “HTTPSIAE” FEAY “ FHIER”

2-7 THIEH

E&iEE

B

o] FBX

EllfE= VpC-

F subnet

Z4H dws ERoe=esl
REE EA

SEE B=

i | U default
yNZiprllsl - HE
HTTPSiAIE FE | FEE
FIRGIATEl Pydtiiti 192
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ii. EEMZEIEP ( CloudSearchService.cer) . B TFHENZEIEE LEEIZE
Fimtleg L, EfBkeytool TEYE “.cer” iEPiEHap)avan] LAIZEAY
“jks” IEBER .
o FELinuxERZH, T FaRSEER,

keytool -import -alias newname -keystore ./truststore.jks -file ./
CloudSearchService.cer

o  EWindowsREFH, HATINFap<SHEHRIES .

keytool -import -alias newname -keystore .\truststore.jks -
file .\CloudSearchService.cer

Hrh, newnameRH R BENXAIEREIR,
ZSHITE, SRETSEIIPBENL, HAZE., BIRFEZENE, 5
ERENERISFR.

ii. 48 “jks” XD AFIMRSERIIEN T SAIERERER, W “/tmp”
BILAEscpap SR IT I E R . BIRT, EffiRommBFRERPRIZENZ
X, RENRAUSZIN TGS

chown -R omm truststore.jks

iv. BlIEHivestER,
CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING

STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'

TBLPROPERTIES(
‘es.nodes' = "'https.//xxx.xxx.xxx.xxx:9200,
‘es.port' = '9200',
‘es.net.ssl' = 'true’,
'es.net.ssl.truststore.location' = 'cerFilePath,
'es.net.ssl.truststore.pass' = 'cerPassword,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'="false',
'es.nodes.client.only'="true',
'es.input.use.sliced.partitions'='false’,
'es.resource' = 'student/ _doc,
'es.net.http.auth.user' = 'username,

'es.net.http.auth.pass' = 'password
);

%= 2-33 ES-Hadoop #1588

2% SMNME A

es.nodes localhost CSSEERERYIA I, AI7EEERET
FREEE “AMGEtsit”

es.port 9200 EREROS, —&A
“9200” o

es.nodes.wan.only false AT RIRR,

es.nodes.discovery true EAZETEAM,
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e

BINME

1

[

es.input.use.sliced.partit
ions

true

iy

=aERslicenX:

o true: (M,

e false: MEH,

izl
BB Htrue, TIRESSHES|ITETIE
MENEBRETEK, BNaSTTE
HEEIREEZENRTE . BIGRE
Hfalse, LURSEIAE.,

es.resource

NA

IEEEIEF5MIndexftype,

es.net.http.auth.user

NA

IpAERAERE, REEAT
TR FEEEILE.,

es.net.http.auth.pass

NA

RPEMYNAIERS, REER
TRERATEREEIE.

es.net.ssl

false

EBABASSL, EREFERER
FIEBER.

es.net.ssl.truststore.loca
tion

NA

“jks” IEPHARIEREZ, W
“file:///tmp/truststore.jks” ,

es.nodes.client.only

false

RAEE T HIAIClientT =AIIP
Hbtit45es.nodes ( BNEIZER
Elasticsearch&EE¥RT 28 “BH
C“ent-ﬁ,‘f—i” ) o HD%IEEa JH\UE:'F‘%E
BZERN “true” , BUSIRE
;:jZZ:éUdataqﬁ-,r\l—\-'_\ o

es.net.ssl.truststore.pass

NA

“jks” IEBIHAIED

12. fEHiveEFim, AR
INSERT INTO TABLE student VALUES (1, "Lucy", "address1"), (2, "Lily", "address2");
13. EHiveEFim, HITEIE,
select * from student;
EGLERNT:
| student.id | student.name | student.addr |
[ 1 | Lucy | address1 |
|2 | Lily | address2 |
2 rows selected (0.116 seconds)
14. BRCSSITFIG, 7 “SEEIEE” TUHE, PEHEEHE(EY “Kibana”
Kibana5iHE,
15. #tAKibanafy “Dev Tools” MEHITEIHS, EETHER,

82 ES-Hadoopfe EIiRHIEE WE L ECHIRA .

GET /student/_search

(0%
all
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2-8 kibana B R

Console

History Settings Help

1 GET /student/ search| >y 1~k
2 "took" : 7,
3 "timed out" : false,
4+ " _shards" : {
5 "total” : 1,
6 "successful” : 1,
7 "skipped” : @,
8 "failed” : @
9= }J
18- "hits" : {
11~ "total” : {
12 “"value" : 2,
13 "relation” : "eq"
14+ I
15 "max_score” : 1.0,
16~ "hits™ @ [
17~ {
18 "_index" : "student”,
19 " _type" : "_doc”,
20 " id" : "Mtyg7YQBbGCjY36NWG1L",
21 " score” : 1.0,
22~ "_source” : {
23 "id" o1,
24 "name" : "Lucy",
25 "addr” : "address1”
26 - }
27+ }J
28~
29 "_index" : "student”,
30 " _type" : "_doc”,
31 " id" : "M9Yg7YQBbGCjY36NWG1L",
32 "_score” : 1.0,
33~ "_source” : {
34 "id" 2,
35 "name" : "Lily",
36 "addr” : "address2"
37- }
3g - 1
39+ ]
48 - }
41+~ }
42

2.4.8 BT Go ZimiEN Elasticsearch §E&f

HEETLE

ERER

AN NMRBISGOIE S HRICSSERFRIECEIRA -

o  CSSEERfRNFOIRIRES.
o RIFREITGoIBAIIRSSEE S CSSERHIME R EHIBAY
o TRIANIRSZEEELEGo, GoEM FEdthtlt: https://go.dev/dl/,

i

ERHFR &R, ORI
package main

import (
"github.com/elastic/go-elasticsearch/v7"
l|logI|

)

func main() {
cfg := elasticsearch.Config{

N5k 01 (2025-01-23)
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Addresses: []string{
"http://HOST:9200/",
. b
es, _ := elasticsearch.NewClient(cfg)
log.Println(es.Info())

}
Hrh, HOSTH&EERET =AIA M IPHELLL

ERR PR
o EEARFBhtpsIRLER, R

package main

import (
"github.com/elastic/go-elasticsearch/v7"
Hlogll

)

func main() {
cfg := elasticsearch.Config{
Addresses: []string{
"http://HOST:9200/",

Username: "USERNAME",
Password: "PASSWORD",

}
es, _ = elasticsearch.NewClient(cfg)
log.Println(es.Info())

}
o EERFBhttpsHILEERF, NMERILES, =HUCIEIIT:

package main

import (
"crypto/tls”
"github.com/elastic/go-elasticsearch/v7"
|llogll
"net/http"

)

func main() {
cfg := elasticsearch.Config{
Addresses: []string{
"https://HOST:9200/",
%
Username: "USERNAME",
Password: "PASSWORD",
Transport: &http.Transport{
TLSClientConfig: &tls.Config{
InsecureSkipVerify: true,
%
%
}

es, _ = elasticsearch.NewClient(cfg)
log.Println(es.Info())
}

o EEFBhttpsHIZEERF, (EMAIEH, REMTHBNT:

package main

import (
"crypto/tls"
"crypto/x509"
“flag"
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"github.com/elastic/go-elasticsearch/v7"
"io/ioutil"

|llogll

"net"

"net/http"

"time"

)

func main() {

insecure := flag.Bool("insecure-ssl", false, "Accept/Ignore all server SSL certificates")

flag.Parse()

// Get the SystemCertPool, continue with an empty pool on error

rootCAs, _ := x509.SystemCertPool()
if rootCAs == nil {

rootCAs = x509.NewCertPool()
}

// Read in the cert file

certs, err := ioutil.ReadFile("/tmp/CloudSearchService.cer")

if err !=nil {

log.Fatalf("Failed to append %q to RootCAs: %v", "xxx", err)

}

// Append our cert to the system pool

if ok := rootCAs.AppendCertsFromPEM (certs); 'ok {
log.Println("No certs appended, using system certs only")

}

config := elasticsearch.Config{
Addresses: []string{
"https://HOST:9200/",
Username: "USERNAME",
Password: "PASSWORD",
Transport: &http.Transport{
MaxIdleConnsPerHost: 10,
ResponseHeaderTimeout: time.Second,
DialContext: (&net.Dialer{
Timeout: 30 * time.Second,
KeepAlive: 30 * time.Second,
}).DialContext,
TLSClientConfig: &tls.Config{
InsecureSkipVerify: *insecure,
RootCAs: rootCAs,
L
1
}
es, _ := elasticsearch.NewClient(config)
log.Println(elasticsearch.Version)
log.Println(es.Info())
}

3R 2-34 RFFPHIT =R

8% ik

HOST ESEERFAYAIEIBIE, HEFESNIPHELE
B, siEA “,” .

USERNAME HIEEENBFE

PASSWORD FRP&XIRAIES .
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BT

IRIBEERFEANE L HIERACIBENEI “EsTest.gc” MHHERE— M RMER,
FEIZBFRPTLA T GSE TS,
go env -w GO111MODULE=0n

go env -w GOPROXY=https://repo.huaweicloud.com/repository/goproxy/
go env -w GONOSUMDB=*

go mod init test
go mod tidy
go run EsTest.go

2.4.9 jE T LDAP ## N\ Elasticsearch ££8f

29RPRH

HEETIE

BNEET
gz

S£IR2

LDAP ( Light Directory Access Portocol ) 2EFX.5004RERVZR SR B FiBiaihy .

ETFLDAPHMYAILDAPRRSS ol LRI R S5 IuiERYEE ) . CSSIRSS B (FH

OpendistrofySecurityififd:, FEEEEFHINNActive DirectoryfEASPIGIERin, HEE

Eg%ﬁ%ﬁ)\EULDAPHE%EPO A LHARCSSERHENLDAPNENEARS L, H2iHR
[RIE,

RN BUMITECSSARSSAYE asticsearchEEBFPEC BIZ E B FiAaMYLDAPIAE, LA
SEIFER A 2 AILDAPH 2 \Elasticsearch&E%,

{XElasticsearch 7.10. 2k AL 2 ERF T 1FEIT LDAPIENEEE,

o DETECSSIRSE LERIF— ElasticsearchZ B RVERE, BERE T IRIK
=

eN o

W

o C/ERIFMElasticsearchEEEEEEVPC FHILDAPIREZ I EUIE . BINRIES
JOpenLDAPE /534

IR RARSSRRECS LR LDAPERSS , AR EIRRIERIFLDAPIRSSFIAFEIE, WA
AR iz

1. EZECS, ECSEEEZFWindowsRE, HIICSSIRSZHIZ EERFER—EEIUFA
BE=MZLEH ., ECSHIWindows Server B 7L DAPIMY AYACtive DirectoryBR
%o

BXgEEER.
2. EZRECSHISActive DirectoryfRss, #riEls. SER. BFRMIARAE,
TECSSHRSS Fl&ElasticsearchZ RIS HECE, 7£ “elasticsearch.yml” FECE
FSSHEZ I LUERZLDAPIRS -
1. BR=ERRSFEEEHE.
2. HEAEAMNSHRESER “ SRS > Elasticsearch” , HNERSIZE,
3. TEEEIR, PEEEENSHECENERSIR, BNEHENMEERNA.
4. EEMSHEEE “‘SHEE” , BF “RwiE , & ‘BeX’ BRI TS
HEE.
- B¥EW:

opendistro_security.unsupported.restapi.allow_securityconfig_modification
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- ZS¥&: true

5. WNsepkfE, BELESRY BT Mt “IEREE” B0, WASHEIREAIE
‘SHIENEFEFNERSRER" , BE ‘BT .

LATHRSHIERIIRER “VEUIRE” B “AIh” B, FRRMESURTFRI. R
FEREZBR20EEXICH .
6. IREIERFIR, PHERHHMEIIN “B2 > ER" EEER, FEXEREE

o

- MRERXTSHERE, RECER, WiE “‘SHEE" TEH “ESRE7
EETRH “BREREH .

- NRENEEEER, “ESNE B ‘BREBR , WRNMENSHE
B KM

H$IR3 ECSSHRSS LACESRFRIRENIRH, WRERFIILUESEAITILDAPIRSS .

B
EHNBEENXISHINERBRRING, MREFR, BRI RHBNR.

ERTERRSEEEFE.
HEAMSHIZER “ SRS , HAMRRBRERTIE.
AR, BEFEENSHBENERZTR, HAEHERNEERNH.
FEEAEEREKE ‘SRR , 2E B BREKHRER.
“IPiitt” - IHESLDAPARSS=EAIFIM . GNSR{EFIRIRECS ERILDAPARSS, T

I EEIESECSRIFM . “FRIfERS " : IHELDAPIRSSZRAIFIMIFET . 4
SR{EARYZECS LAILDAPIRSS , NIt ERIESECSHYF MBS

- “EEMEEEYY IR YT
5. BFE ‘M’ THRitE.
$B4 7TrElasticsearchZ2 & &EEEFECELDAPIAIE,
1. BRHEERRSSEENS.
2. TEEMISHFSER “EREETE > Elasticsearch” , HNERIIZE,

3. SRR, REFTEHITECERERF, PEHIRIEY “Kibana” , BERKibanalt
Ho

4. EFEAMSHER “Dev Tools” , HNIR{ERME.
5 WATUI T aSHECELDAPIAIL,

N =
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AR
- X.500BFiHY (BELDAP) BIHEXEN:
®  CN = Common Name
®  OU = Organizational Unit
®  DC = Domain Component

® DN = Distinguished Name
EEFI, CN\ OU\ DC%‘?ﬁ?ﬁmmr%__ijﬁ_‘L‘_, Emu%iﬁi}\iﬁo
- EEXHEEDAREPERD “authc” 1 “authz” .

" authc (authentication, JAIE) : TE/EERKITEFEEEEEMRAIA (IRIE
i) .

®  authz (uthorization, X)) : EE/EARFIMURIAFREEEEHENIIR.
PUT _opendistro/_security/api/securityconfig/config

"dynamic": {
"authc": {
"basic_internal_auth_domain": {
"description": "Authenticate via HTTP Basic against internal users database",
"http_enabled": true,
"transport_enabled": true,
"order": 1,
"http_authenticator": {
"type": "basic",
"challenge": true
B
"authentication_backend": {
"type": "intern"
}
)
"ldap": {
"description": "Authenticate via LDAP or Active Directory",
"http_enabled": true,
"transport_enabled": true,
"order": 2,
"http_authenticator": {
"type": "basic",
"challenge": false
B
"authentication_backend": {
"type": "ldap",
"config": {
"enable_ssl": false,
"enable_start_tls": false,
"enable_ssl_client_auth": false,
"verify_hostnames": true,
"hosts": ["10.0.XXX.XXX:389"],
"bind_dn": "CN=adminAD,DC=test,DC=ldap,DC=com",
"password": "<password>",
"userbase": "OU=ITDepartment,DC=test,DC=ldap,DC=com",
"usersearch": "(sAMAccountName={0})",
"username_attribute": "uid"
}
}
}
I
"authz": {
"roles_from_myldap": {
"description": "Authorize via LDAP or Active Directory",
"http_enabled": true,
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"transport_enabled": true,
"authorization_backend": {
"type": "ldap",
"config": {
"enable_ssl": false,
"enable_start_tls": false,
"enable_ssl_client_auth": false,
"verify_hostnames": true,
"hosts": ["10.0.XXX.XXX:389"],
"bind_dn": "CN=adminAD,DC=test,DC=ldap,DC=com",
"password": "<password>",
"rolebase": "OU=groups,DC=test,DC=ldap,DC=com",
"rolesearch": "(member={0})",
"userroleattribute": null,
"userrolename": "disabled",

"resolve_nested_roles": true,
"userbase": "OU=ITDepartment,DC=test,DC=ldap,DC=com",
"usersearch": "(uid={0})"

Hep, R&R2-3I5400SHFEZETLRMEEN

& 2-35 EcEDURAA

=10 15488

hosts LDAPARSSAYMELL, ix[S9389, WNREAAIZECSE
AILDAPHRSS, MILtAEIZESECSAIIPHBL,

bind_dn (L FLDAPRIAF®E (CN - OU - DC ) , AFiAiE
QDAPHF@&%O FEMLDAPERSS YA P HIEFIEFEREF

password “bind_dn” ECERILDAPAFXINMAIZER .

userbase EHE FLDAPZ [R3RENFIFFREHIDN, KflbEREE
“ITDepartment” BRTREIARF.

rolebase LDAPRRS% “userbase” FAFHEIIMAIIRECE -

L5 TEElasticsearchZ £ ERFPACELDAPHFIPRFNElasticsearchX fRAYAREY, SCINEERF
FEPRYRR FERUR o

LDAPBRZZ2erolebase X PRLBEZEFNElasticsearchEEEE R froletB TR, BRETXRANE
2-9Ff. IHEMARNELEISS 52 I tlEEElasticsearchEEBF A FHISIER .

2-9 IPRERGIKFR
]

ActiveDirct Gr !
w»,,.. e B o oo
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1. BRHERRFZEEEHS.

2. EENSHE®R “ERFESIE > Elasticsearch” , HNEREIE,

3. EEEPIR, BEEEHTERCERSERE, BREHRIEY “Kibana” , {EFadminE
FKibanallMH,

4. EFEAMNSHIZRY “Security” , #ASecurityIIH .

5. %8 “Roles” , # A\Open Distro Security RolesTRE . B “Create Role” ,
ficE&Name. Cluster Permissions. Index permissionsfiTenant
permissions, 23 “Save Role Definition” , {RFHRBIEE .

- Name: Rolefi&=F

- Cluster Permissions: EEF{R
- Index permissions: 3 |#R
- Tenant permissions: FAFXR

6. BEHHEERIRole, i%EIF “Mapped users” , £ “Backend roles” Higi ALDAPHR
FHEgroupiNPRE, BE “Map” FERAXPRIRET .

7. EERESER.

B 2-10 tXPRA%RET

Q reserved:false Cluster permissions \  Index permissions \  Interr nal users \  Backend role s v Tenants v Customization
\\\\\\\\\\\\\

admin_tenant

8. BEEFIE5.5-F5. 755 M EMIPRBAIIRST
$I¥6 INIFER,
1. BER=HERSSEEHE.
2. TEEANSH#ZER “EREETR > Elasticsearch” , HNERLGIZE,

3. TEEERYYIR, EEFEEEHITOCERVER, BEHIR(EY “Kibana” , {FFILDAPRF
EFHRKibanall@l .

- WIREERINE R, FROCEMY, AFPALUBITILDAPENERE, S£RIIVER
BER R =2 ElasticsearchRY A & RIZH! .

- NRBIEW, FREELN, ERREAZISNMECLE,
TR

2.5 EANZUEZE Elasticsearch &8

2.5.1 Elasticsearch SEEfSNEIES R,

Elasticsearch EEE¥SANFIEARNE

ElasticsearchERF T iFEI S A NENEIRE, ET U SERIFSTUBITIERESAY
BIAEX, BREEZE2-36, TS AR LURIESE EEEE A JElasticsearch
EEEHTEANMREEE, BIR(EBESIIgRElasticsearchEEEFEIIES N\ I4EE
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& 2-36 Elasticsearch EEE¥ENFUENIA T

SNFIESFR ERZ=R TR | B
st
HUEAMEEE LogstashFFiEARSZ2E | JSON. | {EFIB#ELogstashS A
Logstash IR SCHTEIEN RS CSV. X | #BFlElasticsearch
B, IFEBNKRER | AFZ
IR, ERmS Fhig=t
Z, tbAEEEIE.
WSIRHUE. metriciRE
EREIRE,
FFiEElasticsearch | {EFFFiRElasticsearch | JSON {5 FFRElasticsearch
AP APISANHUE, FRAR APISNHUEE!
&, BRTFHARES Elasticsearch
SN BRBGS.
=ERIBRS | CDMEBSXAT@E. & |JSON {EFICDME N\ FUEE!
CDM BFiEdETE, bt Elasticsearch
WHHRFRAEOBSEE
Oracle#iEE+, #
F(ERCDMLELE S
&,
HIEEFIIRZDRS | DRSEFHIEEEZKT | XFRE | (FHEDRSMNEIEESAE
#‘zﬂlgﬁiﬂﬂﬁf%ﬁ%ﬁ’ﬂ #HiEE | #§ZFElasticsearch
£HE730

{§5F8 DRS NEIEES A\EIEZE Elasticsearch

HIESHIARSS ( Data Replication Service, f&¥RDRS) 2—HZH. I8E. 5%, H
FHIRERLIBINFIEEINELSNEIRS . INELSERIEERRBNRSZE, &
HIBBZRESRAN— N EUIERS IR EMEUERE, FMRIF—H, TSI

JESERTIRED o

{EFIDRSTHHE SR REVMIRERVEUE S A\ EElasticsearch &8¢, [REUERFFIBRE
BRNRAIFIERIEE R2-37,

3% 2-37 {#F3 DRS MEURESNEUIEZE Elasticsearch

HIEGNG= TREEEE B#fxElasticsearch | £&3#

=22
$8RDS for MySQL | RDS for MySQL ElasticSearch EMySQLEZEE!
HURERIEURSAN | 55, 56, 57, 80 |55, 6.2, 65, CSS/ES
FCSS ARA 7.1, 7.6, 7.9,
Elasticsearch&g+ 7.10kRZS
B TaurusDBEEZE | TaurusDBEZZSLH | ElasticSearch Y& TaurusDBEE
BIEUIRSNEICSS 5.5, 6.2, 6.5, FICSS/ES
Elasticsearch£EE¥ 7.1, 760 7.9,

7.10hR A
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HIES\G= EEEEE B#fxrElasticsearch | &3
g8
BEEMYSQLEE | AitbakECSEE ElasticSearch EMySQLEIEE!
EREIES AR MySQLEIEZE 55, 6.2, 6.5, CSS/ES
CSS Elasticsearch | 55, 5.6, 5.7. 80| 7.1. 7.6. 7.9,
=553 IRZAS 7.10kR 7S

2.5.2 (FFHH#E Logstash S AZIEZ! Elasticsearch

= RIRS 2 15E R BEE LogstashiS ELWEERIEUEIEFE E ElasticsearchF1OpenSearch
EF%, HERFEBIICSSERE | e EIRFIREEIE . HUEXH3Z3FISON. CSVER
I\Lo

Logstash@FFRRIARSS SRR IR E S, BERRIITMN B RIERELIE. HKIR
1, AREBHIEAIXEElasticsearchefOpenSearchd, LogstashfIE A XHIES N :
https://www.elastic.co/guide/en/logstash/current/getting-started-with-
logstash.html,

HIESAD IR 2Min=

LogstashZREFESNMESSNEUE
LogstashZPE 78 = IRSS 25 LRI SAEUE

BUIRSRM
o  ABERE, BINEBLnuIZERZHINZEERE Logstash,
e LogstashBYTEkE&=E79: https://www.elastic.co/cn/downloads/logstash-oss
(1 588
LogstashZRK{EFAOSShRA, EHEFNCSS—EHhRA o

o LHElogstashZgl, FEHLLEIDK, FELinuISERSZH, ErJLHITyum -y
install java-1.8.0ip S EHIZL41.8.0/RAIDK, EWindowsiEERZH, &ErTLA
HIEIDKEM, FTEHGERIERFIRALIDK, HIREES R,

o ZRSlogstashfa, BIRBENTEBREAIIE. £ LogstashiR(EIES,
Dl: https://www.elastic.co/guide/en/logstash/current/installing-
logstash.html

e 7E “LogstashZfBEEMRIESZEE ERNSATIR” 5=+, BRFRLGEERRS
2254 A\BYElasticsearchEEEEERE—/VPC T,

Logstash BBEFESNNATSNEUE
HLogstashZBEEIMNAT, SANEIRRIRIZRANE2-11F7R.

NP
BE
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=R
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2-11 Logstash EPEESMNNATESAZIRREE

5h VPC
BET .
* SR ﬁ ] oo
T e aEIP
Logstash 1 =5
.......................... [+

BIE— M BUEEEN, FHRUIFEREITEE

- BHERENA—BLInuIRERFRIEE=IRSS =, BESIEEMIP,

- BHERENSCSSERER—EIMAB R T,

- EHMBEEENNAMRO, AFSSHIER, e M Atttk = CSSERT

E_qﬁ,ﬁﬂg9200ﬁﬁ‘ﬁu o

- XTHMEENRAMIROEREE, BSNSSHEL X HE,

ERPUTTY, BILEMIPERECIZRAIBEE .

AT R an S TinBRET, KREPEEENXIIMRIEORIBRELTIGEN

HIERIEREH .

ssh -g -L <BHZEHIAI A tthim T B B9 M et #lim ]S> -N -f root@ <BEEEEHIAIF PIPLELE>
AR

o <BHEFEHIAIARIHT>: FEE1HR%RO
o <THRIARIEISEA FEOS > AERESE—T SAINRG It s OS . iz
PRLBIHER, BSHGSHITEN ., NREMEEZ2IMNT R, TLUS<THA9%M
vrialttf s -S> N EREh S —T R ARG Dl iR O S, IIRERRES
—MB R, WEEEZTABEZERRITHESHTIROMRET
o <BUEZHIRIRMIIPHELE: TN RIRSRESERSE, N “IPHt” FIh3REURE
“FARD” STRZAYIPHEE
iGN BEEENIIIMFRAYIROS489200, T agAMIAEtEIFIR OS5
192.168.0.81:9200, BkEEFHAIFARIIPHELLFT192.168.0.227, EEH TN TGS
TR O BRET
ssh -g -L 9200:192.168.0.81:9200 -N -f root@192.168.0.227
EFEE T LogstashBIIRSZ S, BHEEHITIRIEAIEIE G FEZELLIRSS R F,

fBlan, BESANBIEIEXE “access_20181029_log” , MHFEREFEA “/tmp/
access_log/” , IWHIEHHEEOEIENTAR:

AR
X fFiEEE T PAaccess_log I RINRATFE, AFPTLUBE.
| ALl Heap used for segments | | 18.6403 | MB |
| ALl Heap used for doc values | | 0.119289 | MB |
| ALl Heap used for terms | | 17.4095 | MB |
| ALl Heap used for norms | | 0.0767822 | MB |
| ALl Heap used for points | | 0.225246 | MB |
| ALl Heap used for stored fields | | 0.809448 | MB |
| ALl Segment count | | 101 | |
| ALl Min Throughput | index-append | 66232.6 | docs/s |
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| Al Median Throughput | index-append | 66735.3 | docs/s |
| ALl Max Throughput | index-append | 67745.6 | docs/s |
| Al 50th percentile latency | index-append | 510.261 | ms |

fEEBE LogstashRYARSS2EH, HITUN TN arSTELogstashiIZ AR FHEALEX
{#logstash-simple.conf,

cd /<LogstashH & 2EHR>/

vi logstash-simple.conf

EBcE S logstash-simple.confrRIAII TRA .
input {

BB

}

filter {

HHEATHE XL E
}
output {
elasticsearch {
hosts => "< BREEEHIHILNPIIPHELL>: <BREEFEHIXTIPFFRCH iw LT5>"
}
}
- input: JEEMIRIORIE. SPRERIERFIBAERRIZE . inputS I
MRFFFEANEBi52 Whttps://www.elastic.co/guide/en/logstash/
current/input-plugins.html,

- filter: IEEXNEIBEHTHIEBIS R . FlE0, XHEEHTTIREFILNIE, BIE
LS ERIRAERWER, filterSEANFABRBRIERNBIESN
https://www.elastic.co/guide/en/logstash/current/filter-
plugins.html,

- output: IEEHEAIERIMLUL. outputSHENFHBREIMERNEESL
https://www.elastic.co/guide/en/logstash/current/output-
plugins.html, <BEEFEHIFILNIPHEISTE N E M = IRSS SR ETRIZHI B9

“IPHELL” BIRIRENFRE “SEMEAM 7 XINAYIPHELE , <BREEEYIXTSFFFRHT
HOS>BALEIPREO, Fign: 9200,

LALBAR “ tmp/access_log/” BIEURSZEH6I, MINSIESENETHE, B
TREHFRIFAZT, BIRNBUTIEIENIRIRE, BEENBIARIPFIIREOS
©192.168.0.227:9200” , SABUIBHIIZRS|EFRA “myindex” . BeEIHFAIRHE]
WTFFR, BEEMHELREIEERENERE, BN “wq” FF.
input
pfile%
path => "/tmp/access_log/*"
start_position => "beginning"
}

}
filter {

}
output {
elasticsearch {
hosts => "192.168.0.227:9200"
index => "myindex"

}
}

(1 588
WMNRAEERAFHIlicensetBXAIREE, BJLAZIRIREIilIm_enabled => false,
MREFAR 7 22BN, WRBSLETHIES.
a. E-EERRSEEEHS.

b. & “SHEIE’ NH, BEFETHIIPBRISEHER, HAEHENSER
Ho
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C.

AEHEAEENE FEIER,

2-12 NHIEH

REER

B<H=h

AJAX

EHFAE = vpC-

- subn

e =) dws BHiaed
ZREL =H

FET 5=

e Ani= default
N —  #izE
HTTPSiA[R] HE| FEEEs

AR Puitat

B TEANEBFHEIERE logstashiRSS 24
(BB & X5 logstash-simple.conf,

LAZEEEAh “ /tmp/access_log/” BIEIRSEAB, WANBYEXIENETH
5, BEEEERFNT, BRI USUBGIRIRIE. BEEENA9AMIPFD
iwOSA “192.168.0.227:9200” . SANEIEHZRSIZFRA “myindex” , iiE
PEMEZERS “/logstash/logstash6.8/config/CloudSearchService.cer” , &g
%¥1¢E'JZTT{§U§U—FFEZTT, Bo B X HZLhrEE B R ENE, WA “wq”
RFo

input{
file {
path => "/tmp/access_log/*"
start_position => "beginning"
}
}
filter {
}
output{
elasticsearch{
hosts => ["https://192.168.0.227:9200"]
index => "myindex"
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10.
11.
12.

user => "admin"
password => "rrrkt
cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"
manager_template => false
ilm_enabled => false
ssl => true
ssl_certificate_verification => false
}
}

(RERY:
password: BERLZEERIFD,
HATII T &S LogstashiTER SRS N\ FIEREH,

./bin/logstash -f logstash-simple.conf
(1 #88
IS HEEFRlogstash-simple.confSX B R TH1T. U0, logstash-simple.conf
H1F17E /root/logstash-7.1.1/, MFBHLHNIZIER, BHITIHHS.
BRERRESEEES.
HEAEMSAIZPR, RAVERFRE, HAEHEIRYIERRM.
EEEIRITEYT, PHEESAHIENER: “12(E” 589 “Kibana” .
fEKibanafIZEMISHHi%ERE “Dev Tools” , #HAConsoleRH .,
EEFTFAIKiIbanafConsoleFHE, BITEZFIRENESNIHIE.

AKibanafzHle, WA TGS, BRE, EEERER, NRMESSAY
E—, FREEMGREIEESARID.

GET myindex/_search

Logstash BiB 1M =IRG8 RIS AEUE
HLogstashFBBER—VPCRIEM=IRSAT, SAEENRIZHBANE?2-13FR

2-13 Logstash ZREERM=IRSE LRI ABIEREE

1.

|

|

|

[

-, # |

S ¥ |
> =2 css [

e I

[

%‘% I

v |
Logstash -
|

tIRERBE LogstashAsE M R ARS8 S5 S A MRS TR —EIUFAE R T,
EFNZEEAI92005 ORISNIIGEIR, BEMERIRSZZESPERILEIP,
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(MERY:
o MEFE—NVPCHEZERSR, REHET—S4IETHMIP, EibHIRSETURE
EARERMEIP, WITYPERIEIPAYT mBkAEEIERE LogstashBY 5 =Bl E] .
o WRBLEL&EVPN, hAETEY4FEHMEIP,
{FRPUTTYE R =IRE R

BN AR SS BRhFiE T FESANBIEES M “access_20181029_log” , M{47FfiE
#7200 “/tmp/access_log/” , AR EENEIRII TR

| Al Heap used for segments | | 18.6403 | MB |

| Al Heap used for doc values | | 0.119289 | MB |

| Al Heap used for terms | | 17.4095 | MB |

| Al Heap used for norms | | 0.0767822 | MB |

| Al Heap used for points | | 0.225246 | MB |

| Al Heap used for stored fields | | 0.809448 | MB |

| Al Segment count | | 101 | |

| Al Min Throughput | index-append | 66232.6 | docs/s |
| Al Median Throughput | index-append | 66735.3 | docs/s |
| Al Max Throughput | index-append | 67745.6 | docs/s |
| Al 50th percentile latency | index-append | 510.261 | ms |

HATUN T ap < ELogstashiy % B R A& S {Flogstash-simple.conf,
cd /<LogstashH9ZZEHR>/
vi logstash-simple.conf

fEBcE S logstash-simple.confRIAII TRA .

input {
BRI E
}
filter {
HIEHIEXL FE
}
output {

elasticsearch{

hosts => " <75 B9P e a4l Flim [ 1S>"}

- input: IEEHIBAIRIE. LIRERIBERFPNEABRFKIZRE.. inputa3#a9iF
MRFFEBNBi52 Whttps://www.elastic.co/guide/en/logstash/
current/input-plugins.html,

- filter: MHETHIT 7IREFNILIE, FIFEMHMLESEIERAEIIER. filter
SHRYFHEREFNERNBBES W https://www.elastic.co/guide/en/
logstash/current/filter-plugins.html,

- output: IEEHIERIBAIMBLL, outputSHANIEMBIEIERNBISESN
https://www.elastic.co/guide/en/logstash/current/output-
plugins.html. <B=A9A/02E a4 i ]S >R SR P15 =AY R i3 [E) it
HHFNiROAS .

HEHEESI TR, ATERETRHE, BiE LRSS <E o974/
BIEEE Tl ]S>z R P 2D SRR G EtbI RO S, 21
T RIRRIpEEI IR OS2 BREGESIER, EERES LN TR
i,

hosts => ["192.168.0.81:9200","192.168.0.24:9200"]

HERREE— TR, BEEEESNANTRE .

hosts => "192.168.0.81:9200"

LB 25h “/tmp/access_log/” BOEUIESERG], WMANEBIEXIENETHIR, B
ITERMHEIEFNT, BIRUEOEEEIRRE. ESNMIENER:, ETEAN
BlatEHEFIROSH “192.168.0.81:9200” , SANEIERIZES|EIRA
“myindex” . ECENMHRROIINTAIR, BB NIHREREIRE RIS R
&, BN “wq” ®F.
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input {
file{
path => "/tmp/access_log/*"
start_position => "beginning"
}
}
filter {
}
output {
elasticsearch {
hosts => "192.168.0.81:9200"
index => "myindex"

}
}

MREFHARTLREEN, UFEBLTHIES
a. EERHENMSERE FIER.

2-14 THIES

REES

e

AJAEX

EifE = vpC-

< subne

Era x| dws = EE
TR =F

FE=S 5=

A= default
N - HiE
HTTPSifia] HE| MRS

b. B TFEHANEREHRZRIEBE ogstashiRZ2EH,
c. {EMECEftlogstash-simple.conf,

LAEER25 “ /tmp/access_log/” BYEIES /96, BINSIESHEMNEITH
8, BERFHRIFNZT, AU UEIECIERE, BEENRIAMIPH]
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iS4 “192.168.0.227:9200” . SAFUBHIRSIBZFRA “myindex” , iiE
PEFHERZR S “/logstash/logstash6.8/config/CloudSearchService.cer” . g
BEXHRIREIII TR, RENHELRHIERERESSERE, WA “wq”
&7
input{
file {
path => "/tmp/access_log/*"
start_position => "beginning"
}

}
filter {

}
output{
elasticsearch{
hosts => ["https://192.168.0.227:9200"]
index => "myindex"
user => "admin"
password => "rrkkt
cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"
manager_template => false
ilm_enabled => false
ssl => true
ssl_certificate_verification => false
}
}

(MARTY
password: EFREZEERNE,
HATEI T asSHE Logstashif EERTSR I = ARSS BERIEIE S\ BISEEE .

./bin/logstash -f logstash-simple.conf

ERTERRSEEESS.

FEENSH=F, EEYNAIERFER, HANEEFEEIIRTHE.
FERIRUES, PHESSAMYERIER “B(E” JIAY “Kibana” .
EKibanafY &M SARFiERE “Dev Tools” , A ConsoleRME -
FEEFFAIKIbanafIConsole R E, BWITIEZIKINE SNRIEIE

fEKibanaf=hla, WA Ta<, BRIE, EEERER, NRAESSAY
FE—, FRREENGREIEESARIN.

GET myindex/_search

2.5.3 {EFFFJE Elasticsearch API S A\ #EZl Elasticsearch

S RIRS T IFEKibanagi & ECSARSS 28 L {F A FFRElasticsearch APHSHIESAE
Elasticsearch&E8¥H, HIESHSZIFISONFERET -

1f£Kibana t{&FAFFEElasticsearch APISAEIE: (FHAPOSTHSEASIE,
FEECSHRSSEE L RElasticsearch APISAEIE: [FRCUrlGSSAEIE.

7£ Kibana {&RFFE Elasticsearch APl S AR
fEKibana_ 7 #5@i1d POSTap S {ERIFFERElasticsearch APIS NEEEIE .

1.
2.
3.
4.

ERZHERRESEERHE,

HEEMSHFER, SR “SEBEETE > Elasticsearch” , HNERFETRSIERTME.
EERGESNEUIRAVERE, BEIRMES “Kibana” , ERKibana,
BFEAMSHIZR “Dev Tools” HNIRERE .,
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EKibanatREIRE, HITHSEEEHEEFRERSI.
GET _cat/indices?v
- HESAHENEHCEFEEUANRSIIN, UAFEBCIRERS|, BT

£]T .
- SESAMENSRETFEYRNERSIN, UEEHTT—EEIERS.
fEKibanaififTar<, CIEFFSAIUERIZERS|, FiEEBENMETRE X EHHEE
1)

o

BlENRITaN TS, BIEEZES| “my_store” |

ElasticsearchhRAN<7 xH9a5<
PUT /my_store

"settings": {
"number_of_shards": 1
b

"mappings": {
"products": {
"properties": {
"productName": {

}
}
}
}

ElasticsearchkRA~>7 xf9&55

PUT /my store

{
"settings": {
"number_of_shards": 1
b

"mappings": {
"properties": {
"productName": {
"type": "text"

"size": {
"type": "keyword"

}
' }
FKibanafl{Tas L ESNEUE, LISA—FEERG, HITHT5H<,

ElasticsearchhRAN<7 xH9a5 <
POST /my_store/products/_bulk
{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn","size":"L"}

ElasticsearchfiRA>7 xp9ap <

POST /my_store/_bulk

{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn","size":"L"}
IREIZERUNE2-15F7R, SREIZERESF “errors” FERAYES “false” B,
RRESANHIEI
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2-15 iR[EEHE

i
"took": 42,
"errors”: false,
- "items": [
- 1
- "index": {
" index": "my_store",
" type": "products",
" id": "AWTGbHt7BwpN-hb3LKau",
" version": 1,
"result”: "created”,
- " shards": {
"total": 2,
"successful™: 2,
"failed": B
- }_1
"created": true,
"status": 281
“ 1
]
=

7 ECS PR&Z2E H#FFFJE Elasticsearch APl SAEIE

TEECSPRSE 28 E3745@1d Curldp S fEEFFFREELlasticsearch APISIAJSONEIESC A,

AEFILUIEL 2 EREEEAGINBCurl S EANSIE, NRELSERAIEREHT
ERNmSIES @I Curlin $1Ti#E N Elasticsearch &%,

BRZHERRSEEEHS.

EEMSAiET, ®F “EREE1TE > Elasticsearch” , HNEREETRYIRRM
EEREIRIERNE, ERESASIENER, T “WMNipaitit” FI3REF e
SERIIRM Pt <host>FNikO<port>, —fBE “<host>:<port>”
“<host>:<port>,<host>:<port>" =,

HEHIAE— I A, WMIER N TE=a9IPHiERNIROS, il
€10.62.179.32:9200” ; HEMBBZM TR, HWERREABET SAYIPHEEFR
05, a0 “10.62.179.32:9200,10.62.179.33:9200” ,
BRI EEF B RIRSSERECS,

M RIRSSESHIFERIESIES N REWSEFERLinux ECS,
FISONEHES 4 EIEZEECS,

fBlan, BT EYERERjsont& IS S, EEFIECS,
ElasticsearchiR AN <7 xA9EE

{"index": {"_index":"my_store","_type":"products"}}
{"productName": "2019FKZEFI AL ZA4T 2L 2", "size™: "M"}
{"index": {"_index":"my_store","_type":"products"}}
{"productName": "2019RKZEFI AL ZAT 2 LT 2", "size™: "L"}

Elasticsearchkr2A~>7 xB9E3E

{"index": {"_index":"my_store"}}
{"productName": "2019RKZEFI AL AT EE", "size™: "M"}
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{"index": {"_index":"my_store"}}
{"productName": "2019R}EEFR TR SATH2 LT 2", "size": "L"}

6. TEECSHFHMUSONZURIHRIIRET, HITUI T amSiEISONEIESXHENE!
Elasticsearch£EE%,
curl -X PUT "http://{ Private network address and port number of the node} /_bulk" -H 'Content-Type:
application/json' --data-binary @test.json
Hrh, {Private network address and port number of the node}EEn /95
BT RAIRMIGEI I NEOS . 2Z0 OSSR, BEHmRSHITE
W, MNBERBESNTE, ALUE{Private network address and port
number of the node}&i& AP S —T SRAMIGEIIIF KOS, WNRE
BREE— TR, UFEEZTRIEEZEEXINTHSHITENEIE.

“test.json” HENHIEMjson3 4.

(11 588

Hrh, XB8HI28EHIGS, W “-XPUT” , -HEHISEEEEL, W “-H
'Content-Type: application/json' --data-binary @test.json” . #IDAY-kSEES, BDIE-K
SHMETESHSSHEZE.

TBl: 45 “testjson” FURNIHFRIHIES N\ EElasticsearchEERE, IERBERHIT
BENZ, Eh—P P aAMNiGEtits “192.168.090" , iwOSH
«9200” .

a. WITUTHS, el “my_store” &5,

ElasticsearchiR A <7 x@a5%
curl -X PUT http://192.168.0.90:9200/my_store -H 'Content-Type: application/json' -d '
{
"settings": {
"number_of_shards": 1
I
"mappings": {
"products": {
"properties": {
"productName": {

ElasticsearchiRA&>7 xf9an <
curl -X PUT http://192.168.0.90:9200/my_store -H 'Content-Type: application/json' -d '

{
"settings": {
"number_of_shards": 1
h
"mappings": {
"properties": {
"productName": {
"type": "text"
"size": {
"type": "keyword"
}
}
}|

b. HATUTES, BN “testjson” EFAIEIE.
curl -X PUT "http://192.168.0.90:9200/_bulk" -H 'Content-Type: application/json' --data-binary
@test.json
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AEFIEZINHMER, RTREUESNEI.

{"took":204,"errors":false,"items":[{"index":
{"_index":"my_store","_type":"_doc","_id":"DJQkBIwBbJvUd2769Wi-","_version":1,"result":"created
""_shards":{"total":2,"successful":1,"failed":0},"_seq_no":0,"_primary_term":1,"status":201}},
{"index":
{"_index":"my_store","_type":"_doc","_id":"DZQkBIwBbJvUd2769Wi_","_version":1,"result":"create
d","_shards":{"total":2,"successful":1,"failed":0},"_seq_no":1,"_primary_term":1,"status":201}}1}

2.5.4 {§FH CDM & \Z3EZ Elasticsearch

HERRSXIFEL = HEERIRSCOMIIRSAE, SFEEOracle iz FERY
SIFEIRSSOBSHAIEIES A\ ElElasticsearchalOpenSearch &8, R4 S735

HEETIE

JSON#EZ( .

% 2-38 {5 CDM SNEUEZE CSS RS

ESEE= PN 7 REE Btr&ERf
BOracleFIEERNEIES | Atthek5E=750racle¥dF | ElasticSearch 5.5, 6.2,
AZICSSIRSS EE 6.5. 7.1, 7.6, 7.9, 7.10

RS
OpenSearch 1.3.6hRZs

JEOBSHIHIRES NZICSS

ARs5

OBSHEHAJISONEIE

ElasticSearch 5.5, 6.2,
6.5. 71. 76, 79, 710
IR

OpenSearch 1.3.6hRZs

1. HANREEE.

Bugn, JREHEIIU0 T jsont&TCRYSS o

ElasticsearchhR A <7 xB9%UE

{"index": {"_index":"my_store","_type":"products"}}
{"productName": "2019R}EEFR TR SATHZ LT 2", "size": "M"}
{"index": {"_index":"my_store","_type":"products"}}
{"productName": "2019R}EEFR TR AT LT 2", "size": "L"}

ElasticsearchiRZ~>7 x8{OpenSearchhr ABIEIE

{"index": {"_index":"my_store"}}

{"productName": "2019RKZEFh AL Z AT LT 2", "size": "M"}
{"index": {"_index":"my_store"}}

{"productName": "2019RKZEFI AL ZAT 2L 2", "size™: "L"}

SKEUREIRIEE

- HEHUBROracleUEERS, FTEFRENOracleFUEERIP. ¥iEES. BAFPS
AN TE

- HRHIBEROBSHEFAISONEIERT, FEFRENOBSAAIEE S . w, UK
AK. SK,

WEHIER Oracle$URERT, TEH{ROraclenl @EITAMIPIAE], & CEEIIIF

T W REEIERORIE ST ERVPNBIESREE

N#5hRA 01 (2025-01-23)

IRIERE © LATITERAGIRAT 100



=IERRS
ERER 2 {#FH Elasticsearch £ REIE

SR

. BERTERRSEEEFS.
2. HEEMSHES, EREMWERFEE, HAEFEEIIRRTE,
AEREIRYIRNE, ERGSAMIERER, & “ARIGEbit” SIEREFC

FREEFRIA M P <host>FimO<port>, —&E “<host>:<port>” B,
“<host>:<port>,<host>:<port>" ¥z,

LEFRE TR, ’MXETI N REIPHIFIIROS, g
€10.62.179.32:9200” ; HEFESIM TR, WAERET RAYIPHELEFG
0%, fifn “10.62.179.32:9200,10.62.179.33:9200”

. EERYIZR, BERSFSAZUBIERHE(ESIR “Kibana” , EZKibana,
5. fEKibanaf9ZEMISAAHIERE “Dev Tools” , HNRIER@E-,

6. fEKibanaiTHSEEEHEREFAERSI.
GET _cat/indices?v

- SEFSAMENSHCFAEYRIRSIN, WAREBLIZRS|, BRT

LIRS,
- SRHSAMENERAFETRIRS I, UERRTF—eIERSI.
7. TEKibanaff{Tan SEUIBRFRFSABIRNRS|, FHEEEE XIS HRE MR,
flan: NITAITES, EERRS| “demo” .

ElasticsearchiRA<7 xp9ap <
PUT /demo
{
"settings": {
"number_of_shards": 1
}

"mappings": {
"products": {
"properties": {
"productName": {

ElasticsearchirZ~>7.x8OpenSearchhir AR5 S

PUT /demo
{
"settings": {
"number_of_shards": 1
L
"mappings": {
"properties": {
"productName": {

PATRINE RN
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{
"acknowledged" : true,
"shards_acknowledged" : true,
"index" : "demo"

}
8. ERZHIREFBCOMEREFHIE, BIZCDMEELEOraclegt OBSHIEHES A
Elasticsearchz,OpenSearch&E%,

- LEHUEROracleFUEERT, 152 Oracle BT RIEEIRS AR

SN
- i;ﬁ%ﬂ&%OBsﬁqﬂE’ﬂJSONiﬁEEﬁ, I52E OBSHIRTR A= RIRSS 5T
RSN

9. HEUETETHE, Efm#AElasticsearchfOpenSearch&E£AKibanai®{EXR
mH, ERESAHIE.

?)»’C\Lgtg'ltﬁ‘ﬁ@, BRYE. EERRER, MRYWESFYE—R, £r8ES
iy o

GET demo/_search
“demo” NBIHIEEIEH, BIHBETIFERAS.
PATRINE BT :

"took": 18,
"timed_out": false,
"_shards": {
"total": 1,
"successful": 1,
"skipped": 0,
"failed": 0
T
"hits": {
"total": 2,
"max_score": 1,
"hits": [
{
"_index": "demo",
"_type": "products",
"_id": "g6UepnEBuvdFWWkRmMn4V",

"_score™: 1,
"_source": {
"size": """"size":"L"}""",
"productName": """{"productName":"201 R EEFFRL ST 12 L2
}
b
{

"_index": "demo",
"_type": "products",
"_id": "hKUepnEBuvdFwWkRmn4V",

"_score™: 1,

"_source": {
"size": """"size":"M"}""",
"productName": """{"productName":"201 R EEFFRL ST 12 LT 2

}

}
1
}
}
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SIERRSS

ERiSR 2 {&FH Elasticsearch 1EZEEE
2.5.5 0% Elasticsearch EEEFEUES N\ MRE
FHENE

RS AMREER AT RRRSZ B EARNFIE, BIMABulkIEH .. ARSI
&, DENESFHI, BRIRASAMREUNEEENELRER. ERTRIISH
BRZ. XARSIEKR. SABHESTS.

& 2-39 RS A MRS
B ThgefiA R

BulkEH{L1t | fR#EElasticsearchBRIARIEEEHFIN, BulkiZsk® | BulkEEH{i{L
NE—RHESHRHAEIARRRshard, XRS5
FRZ0, SFEEASERNREERBR, TN
BEEANDS TaZMASIES ., BT, TR
b, KEMNESHBulkigaRITERS -
BIEEREIN “index.bulk_routing” BILAFFR
EEREAYBUIKES AL, ZMACRTLUR D EREE A&
AUIEkEE, EshardHRZBAFS=T, BEEEX
RIS NMSRELAR R/ D ENIEL
AR
FEBulk&EMILE (BN “index.bulk_routing” i&&
73 “pack” 8 “local_pack” ) , HIEEANRBIRE
“id” #HTEEA, SEANBXINEERSZR,
AHRIE “_id” HHTAEGETIER AT AL o

BulkBB&ftit | @idigEEEIN “index.aggr_perf_batch_size” BulkSR &1t
ALUFEERIAIBUE St . BulkBEMIL2
Bt ESNEBulkiEkPEIdoc NENMEIRB AN
TAMEEN, ZARAILIBRUEHLHERIS.
giRIE. NEMERFE, NMEAEESA Y

P
BEo

NAZSIMNE | BIISEE SR “index.native_speed_up” AILA | XAZKS|INE
HEXAZRSIINR. RH5IINENEEBIIAAES]
MEURNEFEERER M, WFXAFE
(text. keyword ) BEIEIRAIEH RS I1A3EATM
BE. HABNARSIINER, ZFETIEEEkE
Il “index.native_analyzer” ERSFHRE5a0
R, WTFHBEDENNAFE (text) , ST4F
AR A LA B2 iannEEH o tEse .
48R
o NEFBXARSINE (B
“index.native_speed_up” iI&&J “true” ) BT,
A EDEmER (BD
“index.native_analyzer” i&&A “true” ), BN
DIANNERER

o %r—g “nested” FRRAVRS|FAIFFHRBXAERSIMN
L.O
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s IngEiA =P ]
E5|mergel® | FBRUL=MEIESN TG, EEEES| | ES5|ImergelT
el R mergefIS=IEN, BidigEEhcEIN S

“index.merge.scheduler.max_thread_count” &J
LABEEZR S ImergefES FHHEIT SN HRERIZZNN o
5 |mergefES AL LAUENNshard I & FHLLFE
#H, ROSHIHIBRSEANAIRR.

£95R PRSI

{¥Elasticsearch 7.10.28E&¥f10penSearch 1.3.6EEEf T IFHIES N HREIER

HURS
FHEREIBRS A MEOERL T “AIA” RS,

Bulk ISRk
BIgfEEBCEIN “index.bulk_routing” ATLAFFEEERFAIBUlkESERIUIL, ZALRTLAR
DIEREEANNE R E, EshardESHIGSET, SEBEURAS SRS
NIE4
(11 %88

FEBulkEEHBtILE (BD “index.bulk_routing” I8&J5 “pack” 2% “local_pack” ) , HiES
AFRBIRE “_id” #17EA, SHEHRNEXINERESIR, FIMRE “_id” #IT3XEGETIS

RAJRER M
1. & “SREE” mE, GEAANER, RERFY “Kibana” , ZRKibanaf
Ho

2. fEKibanaZMISHE=, #EEFE “Dev Tools” o
3. 7£ “Dev Tools” THE, HITUITas<SHEBUlkiZBAM o

PUT my_index
{
"settings": {
"index.bulk_routing": "local_pack"
}
}

BeEIR “index.bulk_routing” RYBUESEEIMN FFAo-

- “default” : BR&EE, [FRAEEAREBYE, BulkiBkPHE—RKICR
SR EMIIIEE.

- “pack” : BEABulkiEKAIEIESRENEEEZEIE—shardH,

- “local_pack” : EEABulkiEKAVEIESFISHEEEKGZBUlkiERAIBIET =
A9ARMEshardh, WMRiZTIRABEXIMindexfIshard, WEHITHENIEEZ!
HthB R R5 shard B = L. ZARKBMEFinBulkiEsREIBENFTEFIE
shardB99E 9 .
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Bulk RELMA

BT EREIN “index.aggr_perf_batch_size” AILAFFREREAIBULkER &1L . Bulk
REMHEBITHESNEBUlkiERPIdocMEBEMORBATHEBN, 15D
LAESUR/CRTFRIS . SIS, REMIBRHE, MNMRAEIES AL

1. 1£ “SEREfETRT mE, E®IFUHOERE, BHIREY “Kibana” , EZRKibanaR
Mo

2. fEKibanaZEMISAt=, E#E “Dev Tools” .

3. 7t “Dev Tools” IH, T Ta<SHEBUkREMIL.
PUT my_index
{
"settings": {
"index.aggr_perf_batch_size": "128"

}

ECEIN “index.aggr_perf_batch_size” RIBVESEEIS[1, Integer. MAX_VALUE],
HREERT, TRIFABUKRESHMK . JBEUEAXTF18T, FRITABUKEESMKE
H#EEYEIMIN (bulk_doc_size, aggr_perf_batch_size) .

MAZR5 | IE

BITIgEACEIN “index.native_speed_up” BILAFBENAZESINNE, ZE5|INERINELE
SHAERSIRIEURREFEFERSH LM, WFXAFER (text. keyword ) BEIEHRK
IRAES FEEAIMRE . BB ARSINNERE, ZFEidiEEEER
“index.native_analyzer” RIRSFBDIEINR. WFHEESENNAFER (text) , X
TAFFR SRS RIS B LAFF B S 1a IR F Dia i RE o

MR

o NHEHABXAZESINNE (BN “index.native_speed_up” &€& “true” ) BY, AZIFHED
{Eh0E (B “index.native_analyzer” &8 “true” ) , BN EIHERER .

o 87E “nested” FRIERSIAISHBIAESINNE,

1. & “SREE” mE, SIEAENER, RERFY “Kibana” , ERKibanaf
Ho

2. fEKibanaZEMISAt=, E#E “Dev Tools” .
3. £ “Dev Tools” A, YT THSHBXYAESINNE,

PUT my_index
{
"settings": {
"index.native_speed_up": true,
"index.native_analyzer": true
}
}
BcEIN “index.native_speed_up” #0 “index.native_analyzer” HYEUESEEIEtrue

FOfales, TrEg({EEfales.

3| merge {EB4L

FRELAE=MEUES N\ IEREILE, EEFRIRSImergeESAIEMN, BITEEEEIR
“index.merge.scheduler.max_thread_count” BILABR(EKZRS ImergefESHHEITENGE
BERISZIN . RS ImergefESML AT LUE IIshardiISFHELTRE, B EHTEIESAN

PR o
1. £ “£EEEE1ET @, mIFUBIERE, BEIR(ES) “Kibana” , EFEKibanaR
Mo
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2. fEKibanaZEMISAt=, E#E “Dev Tools” .

£ “Dev Tools” WA, T Tar<LB6NZ5ImergelESit.
PUT my_index

{
"settings": {
"index.merge.scheduler.max_thread_count": 8
}
}
BeEIR “index.merge.scheduler.max_thread_count” RYEUESEEIZ[1,

node.processors/2], FREERE4, BILRENS,

2.6 {5 FH Elasticsearch EEEHEZREIRE
2.6.1 {5 DSL iE=7% Elasticsearch iEZHEEIE

DSLIE= RElasticsearch#lOpenSearchB18IFAMSFEIES , = FimSElasticsearch
FOpenSearch&EBF X BHIRIEIES . Elasticsearch DSLEEFISONIBHAVES, Hith
1B S WSQLAR Eth25E4E1 ¥ HElasticsearch DSLE SElasticsearch#10penSearch&e
BXH,

DSL {sE 75l
fEKibanaBIDevToolsHHRSIERABHISONFHAITERIER .
BN, $UTIRES, 7 “test” 3| HILERIEXR,

GET /test/_search
{
"query": {
"match_all": {}
}
}

EIFERIREIIIHERISONEIAIEIE .

HEFIY DSL EifgiEa
TEFIE T EEDSLEIMER, £EIDSLEERIEST ( ElasticsearchSE ) .

o IRETAFRMEIR, FETFTSQUESFHIwhere,

WTmSH, BEFRAE “_search” BIETIEZRS|, FALAREIEREZES|. booly
£i4a), filtersgHidE “status” FE&J “published” FH “publish_date” =
E& “2015-01-01" LASRYSZAY, mustiliE “title” FEREHE “Search” #H
“content” FEEEH “Search” .

ERTY::

mustFifilter BRI X BITEFfilterFERFSQLEIWhere RIS IEF RABEAS SESIE RAYF T DML
i, musttBEFITIEVNRHEIEY, (BERSRETIONLEZEE SRR EHTIT
5, TEIREIVER PR ESEERIER.
GET /_search
{
"query": {
"bool": {
"must": [
{

"match": {
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"title": "Search"

"content": "search"

}

Iy
"filter": [
{
"term": {
"status": "published"
}
i}
{
"range": {
"publish_date": {
"gte": "2015-01-01"

o R&HNH, EMITSQLUESHRIGroup by,

ZEIEZEREgenre XN FEERHITRE, SRIEtestZRS|Badtitle=FEHITHESR
1+, wNRtitleHtext ( Skeyword ) 2£8!, FEFH(FR “title.keyword” H17RE,
EAER FElasticsearchflOpenSearchTTiZ EiEx I text R BINFERHITREG . H
FtitlesfY ARG, AILURIEZEEd & titlesaiEtitleaggs®H .
GET /test/_search
{
"aggs": {
"titles": {
"terms": {
"field": "title.keyword"
}
}
}
}
L EREETIFEE TtestRS IAIFFEXHE, Blmatch_all& @A ARIE
%, TR SRETEEMETEFTHNEIIRETEISEN X EHITERS

2.6.2 {£F8 SQL iE=7E Elasticsearch =%z

fEElasticsearch£8¥ 6.5.4% 2 [EhRA+12{itOpen Distro for Elasticsearch SQLIF A7
HFEERASQLMIARElasticsearchEi@IF4FEIES ( DSL ) RE&EIF.

HESQLIESHIAR, ILAFERASQLIESEElasticsearchF RIS REE

SQL {EARH
e 7EKibanadP{FRISQLIESIEREIRE (1= )
7EKibanafdDevToolsHiGiEk &i1%Z “_opendistro/_sql” , BILMERIERSHEL
BRIEX
Ban, BATEI TS, M “my-index” &3 |iEEH505E1E .

POST _opendistro/_sql

{
"query": "SELECT * FROM my-index LIMIT 50"
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FHANBRT, E1EERIREIAYZISONIEAIEIRE . HBFEIREICSVIENAIEUE
BF, MEEEHSHISformatS T TNRE:
POST _opendistro/_sql?format=csv
{
"query": "SELECT * FROM my-index LIMIT 50"
}
HIERIREICSVISURIEIRERT, BTN —1X, BN —1MFE.
o TEECSH{ERCurlapSHITSQLIEREREIRE
fian, HITan TS, M “kibana_sample_data_flights” ZR5|PIEZRH105
"=
curl -XPOST https://localhost9200/_opendistro/_sql -u username:password -k -d '{"query": "SELECT *
FROM kibana_sample_data_flights LIMIT 10"} -H 'Content-Type: application/json'
localhostRREERFHIAEIELE, usernameFpassword D BlFRRLEIETER
BFRa%Es,
TS0 SQL #RIE
THEAISQUREBIERR. &4 . BEEREL. IncludeflExclude. EBEREL. &Ejoin
FIRTRFIRIE,
e 7 =HBHstatements

& 2-40 78 statements

Statem | Example
ent

Select | SELECT * FROM my-index

Delete | DELETE FROM my-index WHERE _id=1

Where | SELECT * FROM my-index WHERE ['field']="value'

Order SELECT * FROM my-index ORDER BY _id asc
by

Group | SELECT * FROM my-index GROUP BY range(age, 20,30,39)
by

Limit SELECT * FROM my-index LIMIT 50 (default is 200)

Union | SELECT * FROM my-index1 UNION SELECT * FROM my-index2

Minus | SELECT * FROM my-index1 MINUS SELECT * FROM my-index2

(1 #%eA
S ugaEii—i#, KBIUNIONFIMINUSIEG IS (FErtaEEkEERE,
£{%Conditions
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& 2-41 %14 Conditions

Conditi | Example
on

Like SELECT * FROM my-index WHERE name LIKE 'j%'

And SELECT * FROM my-index WHERE name LIKE 'j%' AND age > 21

Or SELECT * FROM my-index WHERE name LIKE 'j%' OR age > 21
Count SELECT count(distinct age) FROM my-index

distinct

In SELECT * FROM my-index WHERE name IN (‘alejandro’, 'carolina’)

Not SELECT * FROM my-index WHERE name NOT IN ('jane')

Betwee | SELECT * FROM my-index WHERE age BETWEEN 20 AND 30
n

Aliases | SELECT avg(age) AS Average_Age FROM my-index

Date SELECT * FROM my-index WHERE birthday="1990-11-15'

Null SELECT * FROM my-index WHERE name IS NULL

o EXE&EHAggregation

& 2-42 BEHE Aggregation

Aggre | Example
gation

avg() | SELECT avg(age) FROM my-index

count( | SELECT count(age) FROM my-index
)

max() | SELECT max(age) AS Highest_Age FROM my-index

min() SELECT min(age) AS Lowest_Age FROM my-index

sum() | SELECT sum(age) AS Age_Sum FROM my-index

o IncludeFiExclude=E%

28 2-43 Include #0 Exclude

Patter | Example
n

includ | SELECT include('a*'), exclude('age') FROM my-index
e()
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Patter | Example

exclud | SELECT exclude(*name') FROM my-index
e()

o AE{Functions

& 2-44 ! Functions

Functi | Example
on

floor SELECT floor(number) AS Rounded_Down FROM my-index

trim SELECT trim(name) FROM my-index

log SELECT log(number) FROM my-index

log10 | SELECT log10(number) FROM my-index

substri | SELECT substring(name, 2,5) FROM my-index
ng

round | SELECT round(number) FROM my-index

sqrt SELECT sgrt(number) FROM my-index

concat | SELECT concat_ws(' ', age, height) AS combined FROM my-index

_Ws
/ SELECT number / 100 FROM my-index

% SELECT number % 100 FROM my-index
date_f | SELECT date_format(date, 'Y') FROM my-index
ormat

AR

WRTE S A RRET RS Ffielddata 7 BEfE A S HF IR REERE TIE,
o IERIE(Floins

& 2-45 JERR(E Joins

Join Example

Inner SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s
join JOIN school sc ON sc.name = s.school_name WHERE s.age > 20
Left SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s
outer | LEFT JOIN school sc ON sc.name = s.school_name

join
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ZEIER(E Joins

JDBC 3KzH

Join Example

Cross | SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s

join CROSS JOIN school sc

TBXLIRFRSHI, SEEREE(E)oins,
E~Show
BrshowiB{ES 5 1R ILECAYZR S 1FNAREY . eI LAER 3 % (F B EC T -

=X 2-46 B/ show

Show | Example

Show SHOW TABLES LIKE logs-*
tables
like

Open Distro for Elasticsearch SQL3z#Finner joins, left outer joins,#cross joins,

JoinR{FBIFZLIR:

TREEIMARIT S

BN ERS (EMRIE (fI8people p) o

FONFaH, EHRBEERANDSEM

AWHEREEEGH, FE2EES2S1MR5IINESERE. fi, UTEIB:

WHERE (a.typel > 3 OR a.typel < 0) AND (b.type2 > 4 OR b.type2 < -1)

AR ABRZERY

WHERE (a.typel > 3 OR b.type2 < 0) AND (a.typel > 4 OR b.type2 < -1)
A BE{FEFHGROUP BYZ{ORDER BYXRIKEER,
LIMITRIOFFSETASZIF—e(ER ( AIZ0LIMIT 25 OFFSET 25) ,

JavaFiEFRERE (JDBC ) IREHFZEFFFIFENEOpen Distro for Elasticsearch 512 f9gl

4|
e

(Bl) NZFBRERREERY -

BXTHMERIARERIER, 1B2HGItHUbBEE.

2.7 &8 Elasticsearch SEEHEZEEN

2.7.1 Elasticsearch EEEHE RIS/ B

=PRSS AYE asticsearchEEBE T FREE lasticsearch Bl _HISHN TiF2iemidif, g
MRITHREFISTIER MR ARIE S I &R2-47
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5t 2-47 Elasticsearch SEEHEZRIZRIF TR

igeEdEE | AFERR %%Egﬁﬁﬂﬁ =P YL =]

MERE | AEREZIFOEIG. 5T, 1BREIE | Elasticsearch | BtE
SRRSO ERIEHITRE | 7.6.2. Elasticse
IEEBE IR I SRHE R Elasticsearch | arch&g¥

7.10.2 mERE

FEPE | FEOEXIFEERMENNEIEFME | Elasticsearch | BCE
ESSDRIARIRENE IR MRS, 8H | 7.6.2. Elasticse
SPHIRFMEZIOBSHIREEIEAI/FMERL | Elasticsearch | arch&E&#
x., 7.10.2 FEIE
FELEMSHREIELL, EERT
SHERMREER A SIS, SEEF
BTEOBSH, FERLATE—LE,

REREE | RERHE2.0RHT RRKAREIEHITN | Elasticsearch | BL&

2.0 gt, TIRHEINMTSETEQRZEMS | 7.6.2. Elasticse
[AIPR& . HTTPSH A IEIZEEFI. HTTP | Elasticsearch | arch&&f
RANEEHRE, EFHaREFENER | 7.102 EERE
IS ANREREES, —HErNREE. FEHISRRE
GRS s 151 PEEIHFIURLAYSE LT 2.0
B . AREFIREAREREEFIIN
g8, SEPRENFEI AR EIEASEK
BATROERAF, BRT RS, &

W ep = N=1p =S

izl
2023%F02B R 2 [56I#£HIElasticsearch 7.6.2
FMElasticsearch 7.10. 28NS izt
2.0hRA, ZBiuBliEElasticsearch 7.6.2F0
Elasticsearch 7.10. 2&BHY 2 inmaiasl1.0
IR

REEE | REEEN ORHD RKREIEHITN | Elasticsearch | L&

1.0 gE, TIRHEINTSETEQZENS | 762, Elasticse
BpR&]. HTTPH AEEEPRE]. HTTP | Elasticsearch | arch£Eg¥f
BREEHIRE . EFi5KkPathi9iER | 7.10.2 EERE
EeXEREREED. EFCPURK IR
S AERRIERE, —HEkTREE D, EhY 1.0
IR =iAIEIPS LT FIURLAY SRS LT
g8 . FERENsEEEREAOL
BiEFBE, JUEEDRSHATRSET
ROEEREE S, F&(EPOORTIE, T AR
ATARIXEE .

WA
2023F 028 &2 [56l32A9Elasticsearch 7.6.2
#NElasticsearch 7.10. 28T iT a4
2.08RA&, ZBitliEElasticsearch 7.6.2F0
Elasticsearch 7.10. 2884 ¥FmE1EH1.0
hRA o
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[y 2 (&M Elasticsearch {ZEEIE
HeEtstE | ASFERA %%E@J%Eﬂﬁ =P YL =]
KEAIE | KEAREISFOEEERHITHIE | Elasticsearch | BE&
= 2, B¥aREFE. KENNEEEKRHT | 76.2. Elasticse

(B, REITRRNEFERE. EORMR | Elasticsearch | arch&EE#
FERRISR, Mgz, 7.10.2 AETR
RGP RIS HP—FZKEG B
Bk TR, BUEHIETETHES
1155 . KEBRERINSZIFEEEITE
HECE, PO ECERREEIIEK
ROABRIASE], SPHTBRTEIESEK
REigE | RIS HIER&ENERT, FIBM@ | Elasticsearch | Bi&
AR, HIE=LEHE, NMEAER | 7.10.2 Elasticse
Bise, AN SRED T arch&g#
B8EH, REtEs
EEDE | EENBEXIFEBEANTEEE (Leader) Elasticsearch | Fic&
EEB RIS EIMNERS 7.6.2. Elasticse
( Follower) , SCIREEEHFIBENE Elasticsearch | archE&&f
55, NEEHRIEERES. EEHE" | 7.10.2 EESE
LUSIESENS T, 12eEanuttas,
HEERTAIRMIRSE, LB E
MR N EBHIR B NFIE IR
%, RIESaLUERE#RT,
IS | BRI EE, TLUESoMEE | REBEERES | ik
iR KRR EIEIERES eSS L | BUET =3z | Elasticse
VERREEE, WFHBHIEERDHER | . arch&g#
SRENHEIENERBE /IS RE ISRERE
FSEIRE . ISREURIDIRAT LU RS
BA, RFHERE,
S REIRINEE D ELL, EEATF
IHERMREERSITS, SEIEFHE
EERAHANSEIET =P, FEAYE
BEX/IMKBSHIET REF IR ES
2, FEMAESILOBSE—L,
Ro|Ele | FBo|EWILSZIFEMERAOERS 1FMEIR] | Elasticsearch | BcE&
uh Weubkdr, B7iFMELERIRRERSE], 7.10.2 Elasticse
LR ESEHEUESMIER, HmiEr arch&g
R RVEUE T M :?%IENSZ
U

2.7.2 B2E Elasticsearch EEEf[&KEEH

2.7.2.1 A=EERFENR

MERTEIGER .. R, BRI FIFE SRR O S8R TRIE L

LA SRS ER

o
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JRIRi5EA

MERTNRELH, EREERMERICRGIEREX5. ATRARSINERR

tHgE, BEFBEBRRIUTENE:

o EMEEDIEE
MUERRIN AL, MERROFTERMRS |G RESERIHIE LM
ILhe, ERNAOREEI AR IRITIBELXAE, MRSENREEIIE
SEVRS|IEMREITERNIEE, RNFEERIGTE.

o [RERITEEHENERE
EERERFRHRE, SWNRERERTEAMENNE, Mt —EsiHh
WRBREIRSE, ARETHIEHNSEEHTERANT BT, N5ERE
EXFEREHHTERTE, TLUAMRSRITNE,

RERRITE— M EENEEHIEET, EREMESHR, RRESEAQEHEE
AYKAMEE ( K-Nearest Neighbor, KNN ) , EHHFKNNITEEZ X, BERX TR
{LLESR ( Approximate Nearest Neighbor, ANN ) [FJR%,

ThRENA

SIERRSHOERES|1ZERTRIRE. BERS| (HNSW) | FFREHL. IVF-
HNSWESHMEEZRS|, ZEFMR. AR, K%, XBESSHEMUETESR, 3E
FIMCRMUIIMN T RS2, R ESHRE. SRE. B, SESESHN
BmsEkEK.

BENETIFFESElasticsearchfIFFBREN, BIESHR. SEIR. EiRIKE. HREE.
PRI HIS; FRBERESElasticsearch&ER, BIFERISNIT ECerebro, AJ#{LT
HKibana, SERT¥#ERET Hlogstash<; $&ftPython/lava/Go/C++EZMEFimE
=150

SRR
e {XElasticsearch 7.6.2. Elasticsearch 7.10.2. OpenSearch 1.3.658¥715CSSERSS
MEERERSE,

o MRERTHHINRENRFITE, AFEXRLEBRSIS, BNERHERE ‘W
FRACEL” BOTHERIS

o ERNIETRICHETRIIATIREXRT16G, BUTEAERCSSIRSHIEE
MY, IRFEFBNIBRKERAR .

[E SRS

MERRAIRS MESTIINEREINAT, PIUEREESRSIEE. QEIMRE
KNEFERFEX . BIFEEERSIFIFEINAEFER), JLUERSIERIERR
Fé* g%ﬁ%ﬁ%lmﬁﬁﬁﬂﬁ%, CSSXITFRFMIEN8GCBR LA TRIERFRIAZ A T @
SRTIEH

FRZEENZRS FrBEINAFEFANITRGEARARRE, HEAXUT:
e GRAPHZ5|
mem_needs = (dim x dim_size + neighbros x 4) x num + delta
AR

WRELREHESINER, TEEEEMEERS MWEMBEsimergefFERIHESINATETFF
i, ®FHMETHEE1.5~2Emem_needs,
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e PQEFR35|

mem_needs = frag_num x frag_size x num + delta
e FALT. IVFZE5S|
mem_needs = dim x dim_size x num + delta

= 2-48 2E0HA
2% Lzl
dim LE4E,
neighbors BT RBEL, EAER64,
dim_size B—HEERSNFTE, HiASfloatskEl, FEIFH,
num ﬁ%l&\%%ﬁ o
delta TCEUREK /N, ZIUEE R LARES .
frag_num EHRBNINEESRE, SIBRSINNRREEXE,
NHESEHEE “dim” RE.
if dim <= 256:
frag_num =dim / 4
elif dim <=512:
frag_num =dim / 8
else :
frag_num = 64
frag_size SmBIHORRiESHsize, BIAR,

BEF LAt EL %, UJiEE=ERERSIFIFEINATFRIRN . EEREREE,
EFEE DT RIERTTHE,

%;,ﬁﬁgiﬁm??ﬁm%ﬁ%: B TRNERFENNATSIEREFN—F, BRXTHE
1331GB,

fBIan, EFSIFTIOMEURESIFZEGRAPHES|, H “dim” B “128” , “dim_size” H
“4” | “neighbors” RFZKIAME “64” , “num” 73 “1000R5" , BRERANLIR
AT5ZEIGRAPHER S IFREHINNFEKR/NA N7 .5GB, HEANA “mem_needs = (128
x4 + 64 x 4) x 10000000 = 7.5” ,

ERTEREIHERFIFE, 24 “8U 1667 SRR LIHEZIARIIFER. IR
M RIEE LB ASRERIER, WEBRERHBTERIAFNE.

2.7.2.2 £ Elasticsearch £t @ =35|
SRS R5 AR ERIZIN !

1. (=) EBEIE: RBEVSEE, SHEHFSREE.

2. (\Ngk) FfeESEmPORRE: HiEEER “IVF_GRAPH” BY
“IVF_GRAPH_PQ” &5 |&ZEIZMERSIRY, WFEXH O ROEH TR
FiERR -

3. glEEERS!: ETUSH=R0IZ[RERS].

4. SAOEHE: BRASHESNER.
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5 (Hi%) BAI0R: HREFRARTRSITERTE, WKEEEEATHE,
FENITEEMEAPIZRELIREEERSIEH.

6. fEElasticsearch&EEH{FAMERSHEREUR: HITREEE,

ARSI
BESERENREEIISHIRISSRERCIE, BER#MRAEE asticsearch 7.6.2,
Elasticsearch 7.10.28OpenSearch 1.3.6,
(aNE ) BEETIE
FERIEmERSET, BIRBUVSES, THEHSREE.

o TEEXSANHIEFSET, ATRSHESANMEE, BIEERSIY
“refresh_interval” SEIREN “-17 , BEIXABIRIFZERS,

o EINEEMDE “number_of replicas” IREN “0” , BREHIESATHE, B
IRENFERNE.

o HWSRINEEHISHECEIRIBIESNR2-49,

& 2-49 £ REES LA

2% 5B
native.cache.circuit_ | EEFBEHEINNTFIEET
breaker.enabled BRINME: true,

native.cache.circuit_ | [SZ5|HINAFEFER LR

breaker.cpu.limit | fesi(ep 1 28GBRFAON S LRI AN RI31GB, BIA
HESMNTFEER LBR/9(128 - 31) * 80% = 77.6GB, HESH
AFFEREEZZEESMAEENGH

EIANE: 80%,

native.cache.expiry. | EAHBEFBIIRE. Y, NRFLEFIU<AY
enabled B BHRIBIITEEBER

EVESSE: true. false,

BHANE: false,

native.cache.expiry. | #BATATL,

time BRIAE: 24h,
native.vectorindex_ | BIi2EERSIBTFMFERINEIES, B\ shardi9&FERHZ
threads MARBELIE . ZERNABIREITK, BRTEISH
MR AETEER
ZUANE: 4,

(Tik) e SiEmPOmmE

LIRSS RHERER “IVF_GRAPH” #1 “IVF_GRAPH_PQ” RIZ3|&%, NIE
FEyhi) = TR
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EasERs|IINEGEEH, “IVF_GRAPH” #1 “IVF_GRAPH_PQ” iEHFBAMIEA
5. XRMEEEEBINFTEEIGENEIEEE, FRERKSEERARSE
SEBEN RS . EFEREZE], EEBERESEENFESIIRBH 0 R
A=, BTSS0S FTeE M GRAPHEEGRAPH_PQZS|, [ERYF
ARZEICSSEREN, TMAES/N T REHZES |, F0 =25 |EshardBIE LTS
BRURMIERRIFFE . PORZES IEIERE, EASAUREIEIMLEE.

EEREEREOSNRINERE, 2HIRFY “Kibana” , ERKibanaRH-.

BAFEAMISHIEZR “Dev Tools” , HNEERHE.

BlEFORREIE,

- BIERERS|aRAmy_dict, FEIZZERS|AInumber_of_shards#Ww R E S
1, BUEEFEM.

-  SAREFAIVF_GRAPHES(RY, FulmZE5|AYalgorithmigEIGRAPH,

- HEEFERIVF_GRAPH_PQZ5IRY, Fbm=Z5(RJalgorithmigE s
GRAPH_PQ,

PUT my_dict
{
"settings": {
"index": {
"vector": true
}

"number_of_shards": 1,
"number_of_replicas": 0
L
"mappings": {
"properties": {
"my_vector": {
"type": "vector",
"dimension": 2,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"

}
}
}
}

BEAFOREEHE.
i%«%)\ﬁ%%ﬁ&ﬂ%%’fﬁﬁ%f—é%’%ﬁﬂE’\JEP/L‘,\,%-EF@%E)\J:‘LK@UEE’\J my_dictZ5|
EREMEO .

& EiRBIEAImy_dictZRS [EMEEEBBE—IRRETR (dict_name ) AIDictXd
Ro

PUT _vector/register/my_dict
{

"dict_name": "my_dict"

}
ElI%IVF_GRAPHI}IVF_GRAPH_PQZ5],

1E632IVF_GRAPHELZEIVF_GRAPH_PQZ5 Y, B EEfSEdimensionl A
metric(E8, REIBTEZHIEMIFAIdictZFRENA],

PUT my_index

{
"settings": {
"index": {
"vector": true,

}
b
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"mappings": {
"properties": {
"my_vector": {
"type": "vector",
"indexing": true,
"algorithm": "IVF_GRAPH",
"dict_name": "my_dict",
"offload_ivf": true
}
}
}
}

2= 2-50 Field mappings &#{

2% ]
dict_name EBEERBIIPOSZERSIBIR 1ZR5|IFRANQ=4HEF
EEHESdictREIRTFT—H, TBFEFTIMEE.
offload_ivf BEEZRS LBV EIHERS | EIEEIESIRSCHL, ATLAR
DIESMNNERIER, USRI BN/EFRISREFE ., &
WU E Htrue,
BUESSE: true. false,
ZRINE: false,

BlECER5|

ERTRERRSEEEFE.

2. £ “EEHE1R U, EERFTECHESNRVERE, BEIR(ES “Kibana”
EFKibanaRmE .

3. BFEAMSHZE “Dev Tools” , HiTHITHSEIEZEERS,

BlE—ANEJ “my_index” BIZE|, HEBIBA—EH “my vector” KR
FEFI— SR “my label” FINATEE, Heb, MEFEOIETGRAPHER
31, FHERRRIERENREER.

PUT my_index
{
"settings": {
"index": {
"vector": true
}
h
"mappings": {
"properties": {
"my_vector": {

"dimension": 2,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"

B
"my_label": {
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& 2-51 RS |ISHRA

it 2% 1588

Index vector HEEFREERS IR, FE2REIZEN
settings& true,

%5

vectorexact_sea | BFIREEERIEF, MNEIBEIDFIERHR
rch_threshold HENERVPELEREXRNREEHS
ﬁ o

X SegmenthidiEEHIFBERENHENT
ZSHER, WHITENHEE,

BUMES “null” , BIRSIRARIER.

Field type FEFER, “vector” BRZFERAODEF
mappings 12°8
2%
dimension MEHIEHEE . BUETBE: [1, 4096],
indexing EAHEEERINNER.
AlEE:

o false: RRXAMERSIINR, MEEIENX
5 Ndocvalues, Rz#FERScriptScorelA
KRescore#fTRIEEIA,

o true: RAFBEERSINNE, RFKEIE
MIMIEERS|, F5IEEH"algorithm”
FERIEE, BAYUIERTILUER
VectorQueryi# {781,

BAE: false,

lazy_indexing {X1Eindexingotrue, BERFIRARETF

Elasticsearch 7.10.2. ERESRIRASHET
7.10.2_24.33_*WIER T, BcElazy_indexing

FEEH,
EEHERER5EREE, (NATFELE
AlEE:

o false: AHRE.

o true: HEIEIR{IE, ATEANQZEEIRE
BY, SEREASCRICIZERERSIZ4HE (thunE
£5|) , MEEHEEANBRITEEEE,
B AtIREaER5|E8 .. WETHEA Y
f$FAVectorQueryi{T&ifl,
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£

ol

algorithm

R5|&%, (XH “indexing” A “true” Bt
o
Al E:

o FLAT: ENUHE, BiROEMRXFIER
SHTIERHE, WEEAtEEX, BER
100%. ERTXIAE B EHRERL SIS

5o

e GRAPH: EIZR5|, RERREMLAIHNSW
8%, TENAENEEIIREIIEREE
KESshard P AEHERET B MNARRIE

o

e GRAPH_PQ: JGHNSWEIESPQEXHTT
THES, BEPQRRRIRCIERIFETT
H, BETBEHNSWERIASTIE HIZAIRATIEER

=

e IVF_GRAPH: &iEBIVFSHNSWLES, X
eETERTHS, 8—1BEROEER
XT—1NF=NE, IRAHIRTHERER, |
A ESmRMNNCEBERS , ERTEIE
ST HZUA LRI R M REE RS HIH
=
2o

e IVF_GRAPH_PQ: PQEX5IVF-HNSWHY
#£E, PQEULUBIE EIEIESHNSWES
FIVFES, #—RARFZNSSEHIFE
RFEF, ERFshard XXM EETZ
AR IEREEEERRSIINE

ZRA{E: GRAPH,

i5iRA

LiEIRIVF_GRAPHEZIVF_GRAPH_PQZS|RT, &FE
BN TP OSSR EMESE, B
AKRBFESE (TN%) RS FMRPOREE.

L{FAMEZE5|INERS (B “indexing” 79
“true” B9) , AT EESHITIIMERELR

EAEE, CSSIRMTY 5mEX5[18Xa0n]iE

SHERE, SERBIEE2NFE2-52,

metric

TREOEZEEENEELN.
aJi%E(E:

e euclidean: BRZIEE .,

e inner_product: RFRIEE.,
e cosine: HRIXIEE.,

e hamming: NBRIEE, (NFRE
"dim_type"9"binary"B{#EH .
ZRIME: euclidean,
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dim_type mEHEERIEE,
Ali%(E: binary. float (EA) o

& 2-52 AlIE SR
ESid] 28 il

GRAPHZE | neighbors EIZR5 |8/ mERIMEE, FINMEN64,
R5|EE ERAEIBEERS. R, WEEE
2% LR RERNERERETE,

BY&ESEE: [10, 255],

shrink FEEhnsWATAIRID R EL, EOAE.0f,
EUESEE: (0.1, 10),

scaling fai2hnswhY_ERET mERIGERELEl, BAIA
{850,

EY&ESEE: (0, 128],

efc HZhnswHTEZREBET RAIBATIAR/N, FOA
{B79200, [EEXBENS, WEEREBRE

rx o

EESSE: (0, 100000] .

max_scan_num HiETH =R, EAAES10000, E#AR
Eus, R3IERETIE.

EYESEE: (0, 1000000]

PQEEZS] | centroid_num B—BRIREPOSEE, BIMES255,
FESH EVESBE: (0, 65535],
fragment_num ¥, BAMERO, IEFBMMRRERERER
BRIEIRE,

BY&ESEE: [0, 4096],

SAEELE
BUTHR®S, SAMBHIE. @ “my_index” R3|IhSAASHIEN, BEIEEH
EFRAMAMENE.
o BEMBEBANEXNESHRIE RN

POST my_index/_doc

"my_vector": /1.0, 2.0]
}

o [EEHEWMNENNGF T FRIZRIBase64F T AT

ASA_EOE, REHERS. EBRIRSH, (EABasecRIIEIE
. BRTEIIS
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POST my_index/_doc
{
"my_vector": "AACAPWAAAEA="
}
o HEANKHIEEYERT, E(FRBulkiR(E:
POST my_index/_bulk
{"index": {}}
{"my_vector": /7.0, 2.0], "my_label": "red"}
{"index": {}}
{"my_vector": /2.0, 2.0], "my_label": "green"}
{"index": {}}
{"my_vector": /2.0, 3.0], "my_label": "red"}
(A% ) B

BARMZEAPIVER TS TERMERNGS , BERERIRAKTFSHET
Elasticsearch 7.10.2, BERHBFRIRAS K FETF7.10.2_24.3.3_%,

Elasticsearch{#FIZELSM-TreeENIREY, FIEIFEBENEHFNZSEFRSERKE/N
MRS, HEIEASHMIESARMSHMAAINZESIR, LURKRBEMREIMNEE. B
FREFRSIEERITEZERN, MEHREATEIENEHESSEIEESH
CPURIR, AL, IR MERATSnS, BINREREFEN
“lazy_indexing” 28 “true” FIRRSIIEIREE, He=¥IEEATHKE, BE
HESMZEAPISSRAEES IHIREZIEE . (FHESEENEET GRS SFHiZiES
BEXRSINESHE, AlsiRTiRIEABSAFMES|EFHAMEAEE,

BHAEBRITRESERINSER:

1. AaHESIE.

2. EFRZNRs|IBEERSEERS.
BEAIEAPIRIEEOREANT:

POST _vector/indexing/{index_name}

{
"field": "{field_name}"
}

Hrh, {index_name}hEBHEES|IFERS|ZFR, {field_name}IREFERIZREIZ
FRVWICKREET “lazy_indexing” A “true” ,
(mEEiY::

BB T lazy_indexingZERMEERS N EFER, EEANKIERFREARELEEAPI, NES|EX

IEIEEMITVectorQuerytfnEEIE, ZEIFIERIESIREIEIRIE500, HIREEHEE “Load
native index failed exception” . IttAY, EBINEHITRAEEBE.

2.7.2.3 1£ Elasticsearch SE8¥(E A @E %5 IR IR

EREERs ERYEIFZMHEH.
o IREEN

o SE&5HENH
e ScriptScoreZif]
o HITNEIT

e PainlessiEixy E&if)
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REEE
HYEEETHERS INREFE, BEHTIFEQEERE L, TRAEAGSBRRE
FrEEiRTh SEIaEHIEsize (topk ) &R,
POST my_index/_search
"size":2,
"_source": false,
"query": {
"vector": {
"my_vector": {
"vector": [1, 1],
"topk™":2
}
}
}
}
* 2-53 tnEEIENSHUR A
8% 4B
vector (—1") | BRZEIEZEE HVectorQuery,
my_vector BT EEEINREFERAR.
vector (EEZ=4) iﬁx’ﬁﬁi@ﬁ%ﬁgﬁﬁiﬁ, XIEFHBR R AN Base644RA3AZTURY
AN o
topk topklY BB E Ssizel®iF—H.
Hihn[iZpIEi8S | BOREAERSIHESSH, JLASEsHEaMeeaE
# EORE, Hitsiissh&E2-54,
& 2-54 TENEIESER
2% F2H 5iBH
GRAPHZ | ef BEINERBETRAINIIK)N, EEXEITE
%ﬁlﬁﬂﬁ Eds, ERRESTIE. BIAEF200,
25 EV{ESBE: (0, 100000],
max_scan_num HET LR, BEXEENS, EOERER
1. BRIAE/10000,
EUESEE: (0, 1000000] .
IVFZ£Z5| | nprobe \EIERPOSPHE . EBEXBEENS, &if
=3 RETIE. FRAEN100,.
EU&ESEE: (0, 100000],
SR8

MEREYIE5EElasticsearch FERESHITESE N, SIFEHIETEEE. H/R
ZiEFEsH.
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(MARY:
BB EE X Elasticsearch 7.10 2k RAHIER TS,
T REAINERZS: EifTop105 “my_label” BYES “red” HILER,

o HIETRENR: SSHTTREMHOR, MEEFSRUNER, RE, WXER
GEERREERHTRERMERR, LIHRBLINRE.

BRI

POST my_index/_search

"size": 10,
"query": {
"vector": {
"my_vector": {
"vector": [1, 2],
"topk": 10,
"filter": {

}
}
}
}
}

(1 %88
YR “filter” TESREEER, SEENPEGRER/), NTLIEDIEERS|I2H
“index.vector.exact_search_threshold” , ELHEIB L EE YRR HETELIEF SIS
HIBEER, 2N BiE2NeERERS|.

. FREN: FRSONE EEEESESALR. SRS SHREMERES
BIHEIZHIT, BITRBRENREINRERHITEFH, &FZERmMust.
should. filterZigSiaRE.

SERATT:

POST my_index/_search

"size": 10,
"query": {
"bool": {
"must": {
"vector": {
"my_vector": {
"vector": [1, 2],
"topk": 10
}
}
b
"filter": {
"term": { "my_label": "red" }
}
}
}
}
ScriptScore &if]
BANOEHIEG, X aExERalLUERScriptScoreit{TRIESFEf, BTEEXENT
FR7Ro

FIEISREETLUNESENM, script_score{NE X IRIBITRNERBITER, 1TEE
SHEMEHHIFRE . EMSESINMERRERSIEE, HEBRTRIBETIREH
[EERENKR/), BRIETIERMES match_all'lf, HEFEBEIER.
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POST my_index/_search
{
""size":2,
"query": {
"script_score": {
"query": {
"match_all": {}
}

)
"script": {

"source": "vector_score",
"lang": "vector",
"params": {

"vector": [1.0, 2.0],
"metric": "euclidean"

2 2-55 script_score S5

2% izl

source scripti A A, (FRRERIEIT oI AEEE
"vector_score",

lang scriptiBiEtmid, EREIEE"vector",

field LEFREIR,

vector HigLEEE.

metric EE8h, aNEES: euclidean. inner_product.
cosine. hamming,
ZRIME: euclidean,

SIS EE

S{EFIGRAPH_PQZ 5|5k & IVF_GRAPH_PQZE5 (Y, EifHEREREPQITERIIEITR
IEEHITHER . CSSXZiFRescorelS NI EINERFITEIIOHEHE, BABMOER,

Bigmy_index;2PQEEIAIZ S|, Rescorerr~BlIalT:

GET my_index/_search

"size": 10,
"query": {
"vector": {
"my_vector": {
"vector": [1.0, 2.0],
"topk": 100
}
}
b
"rescore": {
"window_size": 100,
"vector_rescore": {
"field": "my_vector",
"vector": [1.0, 2.0],
"metric": "euclidean"
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& 2-56 Rescore SEiH B

2 15488

window_size mERREEIREItopkRER, (XEXFIwindow_sizeZk4E
RrEHE,

field MEFERER.

vector BigmEEE.

metric EEAI, A%EN: euclidean. inner_product,
cosine. hamming,
ZRIME: euclidean,

Painless 153 E&Ei8

CSSH RSLHl T SMRSEBITEREY, TEBENXMpainlessfIAREZER, ABLA
HMERENET DRI,

T
POST my_index/_search

"size": 10,
"query": {
"script_score": {
"query": {
"match_all": {}
}

"script": {
"source": "1 / (1 + euclidean(params.vector, doc[params.field]))",
"params": {

"field": "my_vector",

"vector": [1, 2]

& 2-57 FRIEREITE R

RS2 Ll
euclidean(Float[], RR=UEE S RREY -
DocValues)

cosine(Float[], RIZEUERE
DocValues)

innerproduct(Float[], AIFREREL .
DocValues)
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RS izl
hamming(String, XABRE B EREL . R374F"dim_type" 8" binary"fI@E=F
DocValues) R, MANEAREEE HBase64miIZFEFTHEIER o

2.7.2.4 EREFRPERARERSI

ZYSR PR

BlECERS|

SAREHE

ERREFRUUSEIARFR ISP EZSROEHIE, WINTERAGIZES, 4
REERERERENRIKERITSD, DAHTRENSIIZSRENDE, BERE
FE (Nested ) AJLUGIXLERESNE—RESHINIEH . MTFEESHKOEHURIN
i, SR EE—FREESERRERESIREIZEIE.

{XElasticsearch 7.10.2iR A ERESIFEREFERPFHRIERS .

SIE— NS EREFRIREERS], R85 —idFE, £EHkeyword, 88—
Tembedding=Eg, ZEE!Hnested, embeddingixEFERE S N FFERchunkil
emb, Erfchunk/gkeywordZ:EY, embjgvectorz£EY,

PUT my_index
{
"settings": {
"index.vector": true
}

"mappings": {
"properties": {
"id": {
"type": "keyword"

b
"embedding": {
"type": "nested",
"properties": {
"chunk": {

"dimension": 2,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"

{ERBUlkiRE, LIMEBEFABAYIE, SXXIEEST28REHE.

POST my_index/_bulk

{"index":{}}

{"id": 1, "embedding": [{"chunk":1,"emb": [1, 1]}, {"chunk":2,"emb": [2, 2]}]}
{"index":{}}

{"id": 2, "embedding": [{"chunk":1,"emb": [2, 2]}, {"chunk":2,"emb": [3, 3]1}]}
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{"index":{}}

{"id": 3, "embedding": [{"chunk™:1,"emb": [3, 3]}, {"chunk™:2,"emb": [4, 4]1}1}

RERR

NestedFERRFEE(EAnestedEif), EHIFEREEpathSHLISIPESARIRERR

=, URw/migEscore_modeAmax, FRNEED Mz ETREaE5E1EM

SRUERIRKAE,

o IREEN
ESEEN, 11&EHRYTop103HE,

GET my_index/_search
"_source": {"excludes": ["embedding"]},
"query": {
"nested": {
"path": "embedding",
"score_mode": "max",
"query": {
"vector": {
"embedding.emb": {
"vector": [1, 1],
"topk": 10

ERERTRAIAT:

"took" : 2,
"timed_out" : false,
" shards" : {

"total" : 1,

"successful" : 1,

"skipped" : 0,

"failed" : 0

)
"hits" : {

"total" : {
"value" : 3,
"relation" : "eq

b

"max_score" : 1.0,

"hits" : [

{

n

n

no.on

_index" : "my_index",
" _type" : "_doc",
"_id" : "Hc4Vc5QBSxCnghau22AE",
" score" : 1.0,
_source" : {
"id" o1
}
B
{

n

n

n.n

_index" : "my_index",
" _type" : "_doc",
"_id" : "Hs4Vc5QBSxCnghau22AE",
" _score" : 0.33333334,
"_source" : {
"id" 2
}
B
{

n n.n

_index" : "my_index",
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"_type” : "_dOC",
"_id" : "H84Vc5QBSxCnghau22AE",
" score" : 0.11111111,
" source" : {
"id": 3

}
]
}
}

o HIBETIEES
gﬁ%ﬁﬂjidﬂwﬁﬁg[”zm "3"|RIAE, BIREISEE@E, 115&8{UATop103Z
GETo my_index/_search

"query": {
"nested": {

"path": "embedding",

"score_mode": "max",

"query": {

"vector": {
"embedding.emb": {
"vector": [1, 1],
"topk": 10,
"filter": {
"terms": {"id": ["2", "3"]}

ERERTHIAIT:

"took" : 2,
"timed_out" : false,
" shards" : {

"total" : 1,

"successful" : 1,

"skipped" : 0,

"failed" : 0

)
"hits" : {

"total" : {
"value" : 2,
"relation" : "eq

b

"max_score" : 0.33333334,

"hits" : [

{

n

n

n.n

_index" : "my_index",
Il_typen : "_dOC",
"_id" : "Hs4Vc5QBSxCnghau22AE",
" _score" : 0.33333334,
"_source" : {
"id" 2
}
B
{

n .

_index" : "my_index",
" _type" : "_doc",
"_id" : "H84Vc5QBSxCnghau22AE",
" score" : 0.11111111,
"_source" : {
"id": 3
}
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}
1
}
}
2.7.2.5 i EEREREANSEGEEE
=P NET-1E) R

o XIFREIR, FHIESATHREBFEEIA, mMOBIAEGENFTHE.

o A% “refresh_interval” H120ssBE KX, BEINERIFHZRSIERAKE/EY
segments, [EATEI>mergemRAIAEZRS VIFEFFHE

o JEYIAX “native.vectorindex_threads” Y& ( BKIA4 ) , LSS |HEEN
PUT _cluster/settings
{

"persistent": {
"native.vector.index_threads": 8

}
}

EiEREiL
. T;Htl:%%)\b%%?, HIREATHE, HiTforcemergelR{FREERIRFEIAN

o
POST index_name/_forcemerge?max_num_segments=1

o WRMEBRS|INFHINAGFEL TBIE, B9 RSINEFEERSITHRSI
AU, SHERTIE, LI nESIAXEEIECE.
PUT _cluster/settings
i "persistent": {
"native.cache.circuit_breaker.cpu.limit": "75%"
}
}

o WMRF|ERMOIPIFERER/D, BiYkeywordaf EHBHEREIFES, nJLAUEIL
docvalue_fieldsBcEREBIFEMNFE, BRPEKfetchERRIFFHE.

POST my_index/_search

"size": 2,
"stored_fields": ["_none_"],
"docvalue_fields": ["my_label"],
"query": {
"vector": {
"my_vector": {
"vector": [1, 1],
"topk": 2
}
}
}
}

2.7.2.6 SIEEMEXRS|EE

CSSRIMENZRS |ZERC+HLH, ERIREIINAT, ZBtHRE TRONRERS|
HEFHITETE,

o BEZREFHRINER
GET /_vector/stats
FEOSHEGLHG, MEFR5|SLuceneBfthZERIRS|—, B—segmentidi&
HEFE—HRE 13U, EEERT, 1ZR25 | XEHSEINSREINRFR . EEHER
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FEENBIXIXLEINNFHITER . LRAPIREEEIGLRIINNEFERE. EF
UREL. IIEREFER .
o FUNEHM@MERSI

PUT /_vector/warmup/{index_name}

{EA_ bR OREISIEEIndex_namel[@E 5 [FINEEHINAFHEIRIER .
o FiRESR

PUT /_vector/clear/cache
PUT /_vector/clear/cache/index_name

EERMERS I, EFIHSIREIEINAFERE. SRRSIXIMEHEFK
INREBIRY, BRRERSIMAYRHRT, EIPESKMERRIMRE. BiTiBHRE
FAPIEEISIS A BERNRSIEFRT, RIERMERSIEMNEE.

2.7.2.7 AERENZFiriE5H ( Python)
ElasticsearchiZ2ft THRERIRESTHZA, LAKJava. PythonFESHENIE K.

AGiRM—DEIZOERS|. SARSHENERRESIEIPYthonfCERE, NMA
IfIERE PRI REINER

EFiREEZEpythonfkiiE . NRARZEAILHUTIN ISR

# IRIEEERFSCARhRAES , LhAbLA7.62545)
pip install elasticsearch==7.6

(RN

from elasticsearch import Elasticsearch
from elasticsearch import helpers

# BlEElasticsearchZ P
def get_client(hosts: list, user: str = None, password: str = None):
if user and password:
return Elasticsearch(hosts, http_auth=(user, password), verify_certs=False, ssl_show_warn=False)
else:
return Elasticsearch(hosts)

# BIERS|%R
def create(client: Elasticsearch, index: str):
# F5|mappinglE2
index_mapping = {
"settings": {
"index": {

"number_of_shards": 1, # ZR5|5 ¥, RIELrREKIEE
"number_of_replicas": 0, # R5|EIAZ, RIBLFFKRIEE
}
b
"mappings": {
"properties": {
"my_vector": {
"type": "vector",
"dimension": 2,
"indexing": True,
"algorithm": "GRAPH",
"metric": "euclidean"

}
# WRIERRINIEFER
}
}
}
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res = client.indices.create(index=index, body=index_mapping)
print("create index result: ", res)

# SNHUE
def write(client: Elasticsearch, index: str, vecs: list, bulk_size=500):

for i in range(0, len(vecs), bulk_size):

actions = [
{
"_index": index,

"my_vector": vec,

# TIRIESRSRIRINE=FER
}

for vec in vecsl[i: i+bulk_size]

1
success, errors = helpers.bulk(client, actions, request_timeout=3600)
if errors:
print("write bulk failed with errors: ", errors) # {RIEERIFITHIRIER
else:

print("write bulk {} docs success".format(success))
client.indices.refresh(index=index, request_timeout=3600)

# FEERs|
def search(client: Elasticsearch, index: str, query: list, size: int):
# EEEG, RIBESERERSENEILR
query_body = {
""size": size,
"query": {
"vector": {
"my_vector": {
"vector": query,
"topk": size
}
}
}
}
res = client.search(index=index, body=query_body)
print("search index result: ", res)

# MipRZES|

def delete(client: Elasticsearch, index: str):
res = client.indices.delete(index=index)
print("delete index result: ", res)

if _name__=='_main_"
# WFERS SR, E:
es_client = get_client(hosts=["http://x.x.x.x:9200'])

# SFFB T httpsHIL £ ERE, H:

# es_client = get_client(hosts=['https://x.x.x.x:9200', 'https://x.x.x.x:9200'], user="xxxxx', password="xxxxx")

# FARFEhttpsHIR SR, R

# es_client = get_client(hosts=['http://x.x.x.x:9200', 'http://x.x.x.x:9200'], user="xxxxx', password="xxxxx")

# WXZRS | =FR

index_name = "my_index"

# BIERs|

create(es_client, index=index_name)

# BNEUE
data = [[1.0, 1.0], [2.0, 2.0], [3.0, 3.0]]
write(es_client, index=index_name, vecs=data)

# EEES|
query_vector = [1.0, 1.0]
search(es_client, index=index_name, query=query_vector, size=3)

# MERZRS|

delete(es_client, index=index_name)
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2.7.2.8 AERNENEFIRABRAE (Java)

Elasticsearchi2fft TAR/ERIRESTIZO, LAKJava. PythonFESHRENIEZFin.

AoiRM—MHEIEZOERS|. SARSHENEREHIE)avaUiERfl, NEN
AfEAZEFinSCREERR.

HRIBEERFSEPRARAZINZN FMaventkift, IEAELA7.10.22561,

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>
<version>7.70.2</version>

</dependency>

(e =rN]

package org.example;

import org.apache.http.HttpEntity;

import org.apache.http.HttpHost;

import org.apache.http.HttpStatus;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl.NoopHostnameVerifier;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.elasticsearch.action.admin.indices.delete.DeletelndexRequest;
import org.elasticsearch.action.admin.indices.refresh.RefreshRequest;
import org.elasticsearch.action.bulk.BulkRequest;

import org.elasticsearch.action.bulk.BulkResponse;

import org.elasticsearch.action.index.IndexRequest;

import org.elasticsearch.action.search.SearchResponse;

import org.elasticsearch.action.support.master.AcknowledgedResponse;
import org.elasticsearch.client.Request;

import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.client.RestHighLevelClient;

import org.elasticsearch.client.indices.CreateIndexRequest;

import org.elasticsearch.client.indices.CreateIndexResponse;

import org.elasticsearch.common.settings.Settings;

import org.elasticsearch.common.xcontent.DeprecationHandler;
import org.elasticsearch.common.xcontent.NamedXContentRegistry;
import org.elasticsearch.common.xcontent. XContentParser;

import org.elasticsearch.common.xcontent. XContentType;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

import java.io.|OException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.X509Certificate;

import java.util. Arrays;

import java.util.List;

public class ClientExample {
private final RestHighLevelClient client;

public ClientExample(RestHighLevelClient client) {
this.client = client;
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}

/] BB ER 2 ERHAHITE il
public static RestHighLevelClient getClient(List<String> hosts, int port, String scheme) {
HttpHost[] httpHosts = hosts.stream().map(p -> new HttpHost(p, port,
scheme)).toArray (HttpHost[]::new);
return new RestHighLevelClient(RestClient.builder(httpHosts));
}

/] e A= P
public static RestHighLevelClient getClient(List<String> hosts, int port, String scheme, String user, String
password) {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new UsernamePasswordCredentials(user,
password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

}
HttpHost[] httpHosts = hosts.stream().map(p -> new HttpHost(p, port,
scheme)).toArray (HttpHost[]::new);
final SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc,
NoopHostnameVerifier. INSTANCE);
RestClientBuilder builder = RestClient.builder(httpHosts).setHttpClientConfigCallback (httpClientBuilder
> {
httpClientBuilder.disableAuthCaching();
httpClientBuilder.setSSLStrategy(sessionStrategy);
return httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);
b
return new RestHighLevelClient(builder);

}

public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) {
}
@Override
public void checkServerTrusted(X509Certificate[] chain, String authType) {
}
@Override
public X509Certificate[] getAcceptedlissuers() {
return null;
}
}
Y

/] BIER5|
public void create(String index) throws IOException {
CreatelndexRequest request = new CreatelndexRequest(index);
request.settings(Settings.builder()
.put("index.vector", true) // FFE B4t
.put("index.number_of shards", 1) // &3I9S HE, RIESLIRERIRE
.put("index.number_of replicas", 0) // T3 |BIAE, RIELFREKISE
)
String mapping =
"{\n" +
" \"properties\": {\n" +
\"my_vector\": {\n" +
" \"type\":\"vector\"\n" +  // REZFERAMELE
" \"indexing\": \"true\"\n" + // FIIRZE5|NE
" \"dimension\": \"2\"\n" + // QIS%E
" \"metric\": \"euclidean\"\n" + // IBILEES
" \"algorithm\": \"GRAPH\"\n" + // &5|&3%
" An"+
" An" +

n
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}

T
request.mapping(mapping, XContentType.JSON);
CreatelndexResponse response = client.indices().create(request, RequestOptions.DEFAULT);
if (response.isAcknowledged()) {
System.out.println("create " + index + " success");

}

[ BN, —HERIAR/INESGESHIES 005 AR

public void write(String index, List<float[]> vectors) throws IOException {

}

BulkRequest request = new BulkRequest();
for (float[] vec : vectors) {
request.add(new IndexRequest(index).source("my_vector", vec));

}

BulkResponse response = client.bulk(request, RequestOptions.DEFAULT);
if (response.hasFailures()) {
System.out.println(response.buildFailureMessage());
}else {
System.out.println("write bulk to " + index + " success");

}

// @i, Elasticsearch&EIARIET
client.indices().refresh(new RefreshRequest(index), RequestOptions.DEFAULT);

/| EgmE

public void search(String index, float[] query, int size) throws |IOException {

}

String queryFormat =
"(\n" +
" \"size\":%d,\n" +
" \"query\": {\n" +
" \"vector\": {\n" +
" \"my_vector\": {\n" + // BRAEFRENR
" \"vector\": %s,\n" +
" \"topk\":%d\n" +
"Rt
" Rt
" Jn" o+
W
String body = String.format(queryFormat, size, Arrays.toString(query), size);
Request request = new Request("POST", index + "/_search");
request.setJsonEntity (body);
Response response = client.getLowLevelClient().performRequest(request);
if (response.getStatusLine().getStatusCode() != HttpStatus.SC_OK) {
System.out.println(response.getEntity()); // {RIE SERGIEEIGEIR
return;

}

/] TRIR SRR E R IR EIZE R

HttpEntity entity = response.getEntity();

XContentType xContentType = XContentType.fromMediaTypeOrFormat("application/json");

XContentParser parser = xContentType.xContent().createParser(NamedXContentRegistry.EMPTY,
DeprecationHandler. GNORE_DEPRECATIONS, entity.getContent());

SearchResponse searchResponse = SearchResponse.fromXContent(parser);

System.out.println(searchResponse);

/] HIBRERS|
public void delete(String index) throws IOException {

}

DeletelndexRequest request = new DeletelndexRequest(index);
AcknowledgedResponse response = client.indices().delete(request, RequestOptions.DEFAULT);
if (response.isAcknowledged()) {

System.out.println("delete " + index + " success");

}

public void close() throws |IOException {

}

client.close();
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public static void main(String[] args) throws IOException {

[ TFIEREERE, (M:
RestHighLevelClient client = getClient(Arrays.asList("x.x.x.x"), 9200, "http");

/*
* YWFFB T httpshL £ &RE, FF:

* RestHighLevelClient client = getClient(Arrays.asList("x.x.x.x", "x.x.x.x"), 9200, "https", "user_name",

"password");

* ST RFFEhttpsiIR SRS, H/:

* RestHighLevelClient client = getClient(Arrays.asList("x.x.x.x", "x.x.x.x"), 9200, "http", "user_name",

"password");

}

}

i

ClientExample example = new ClientExample(client);
String indexName = "my_index";

/] BIEZRS|

example.create(indexName);

/] BNEE
List<float[]> data = Arrays.asList(new float[]{1.0f, 1.0f}, new float[]{2.0f, 2.0f}, new float[]{3.0f, 3.0f});
example.write(indexName, data);

/| EEERS|
float[] queryVector = new float[]{1.0f, 1.0f};
example.search(indexName, queryVector, 3);

[/ BERZRS

example.delete(indexName);

/] RAZFik

example.close();

2.7.3 BicE Elasticsearch EEE¥FEHE

FEOBSIFEERTE NRIEIRFETESSDRARIRENEIINRMEE, BHEHE
FERIOBS R EREURERIFMERLA

SR

FEOBREIAERS SR REIEIEMEEIOBS, LULRRERRIZMERNA .

MTEEEHEENNFEINLR, BEEHENSHKXS, MEANSE—RET
PR, FRETESSDHRSERERISER, BENERIER, HEHEFABEN, &
QPSHFEE, XAHRASEHFEMFR CEIE, BEFEDBRSEIRIEMEERIOBS, ME
PEIKIBFRAESSDH, HEREEE,
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2-16 ZENE
Fo|EmRHRER E'rl}g ZZEIJEE
‘ I N N " N . N 1
FIX | BKK | BXK | BX+H1X [ ENK |
log-*(eg:l0g-20191011) _E- = I=PNSIF ¥ x4 IEV= migE
‘Node | e o
¥ Local disk OBS
one of replication for shadow replication for
index and doc file index and doc file
BEFESBEALILIERS IHiENEmEREE.
o MRESMIRSIHIEIFEN, BAILIREMVRIGE.
o FREEINSHIRSIEUE, RISSKIAAERNG L EELIEEICSSARSSAIOBSHEH
(ZOBSHEAF LA, BEEZEOBSIZHIEES, (BFHEEOBSHETHNEERE
EIMNGER ) , PREURRIEAERL A, 12FHSSDRITEERE D, LAY, #IARLERIZRS]
B RIRRRMEREIRD /DRl o
o LHAEOBSHRIGSEHUIEA BN, AJUUXARSIERE, WIASHERSIEIRS
TIERIO R
o OBSH#KIARIZRSIEWE, ATLUBELHEOBSHFiEZER, MinEFiEiEIRn)3
1ETFE, H—EPHEL R EIERTFERA o
EVIENERS IRARTHIGR, BB IRE)IEES|, FREIEREER
HARBILAMKIERIG R .
o  OBSHRINSTFIERIR S IEIRTIFEHAMIRR, BMFEEIR.
A iBidKibanaifalgeRt, NBUAFERFESE.
£9RPRH

{¥Elasticsearch 7.6.2. Elasticsearch 7.10.2. OpenSearch 1.3.658f215F& 0
B, Heh, 134K REEEIRARE asticsearch 7.10.2, BEIRAAFETF
24.3.0.CO0RIEEREA 745

ERITHREREIR, RASBHRENRS|IBEENRIZRE, AMEERSI¥ERE
fiZZIOBS/E, RSIWRERIERE, FZIFENHIE.

ERERSIIREPR, BEEKRAZT. FEAETHE, S25FR5|5%CloseH
Open, 7EXERRIEIN, R5|AnI&EE, EEFAIEEEEHIIRedIRZ:, ZR5[0pents
REEBHREIERE,

B SR ES | HIEEEMERIOBSHYT IR S H MG TS .

FERS R, RoISWERERIOBSH, FENAHEFNRS I HIESHEMIR. =
E@i}fiﬁ%ﬂ’ﬂ?%ﬁﬁ, FESIEIN, ARAN, BTFEasd. HEZE, i
ETRESHIAE,

EHEMEZIOBSHRIZRS I RS2 FH# A, BIAAERAIAIERIZRS].

g@@%%‘é@% DEIERY, NEFLENHEEHESIRNERS IHERER
oEo
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o HMTFESBAMFEKIOBS, FILUERIESREETOBSH “HE” M “81
i5RE (QPS) 7 AYERIRE, 5= MOBSERIRS]. B IIRFIRS, &aF
W RFIOBSEIRRIMREEI R T IE, HIUIRE D FRVEERIE. ENiUERTE

=t

=J o

Al
. BRTERRSEEESS.
2. 1 “HEEET @, ®&EEEH0NER, PHIRMES “Kibana” , R
KibanaZdH.
3. EEAMSAIZRY “Dev Tools” , HNERIERMHE.
GRS
HATUI TS, BIEERSIFEMEEIOBSH, FERAINIREFME,
POST ${index_name}/_freeze_low_cost
* 2-58 15 KS KA
SHE i5A8
index_name BEFRENREIBMR,
IREIZERIANT:
' "freeze_uuid": "pdsRgUtSTymVDWR_HoTGFw"
}
& 2-59 IR[EIS#5EA
BHA 1588
freeze_uuid FRERSESWID, ERRAEBEKREEEI—1FEHE
55, BRIRENESSID, (ERZIDEILAERFRERS HESH
HE,
BEAFERS TS

WITU T e, BEASRSIESHHRE.

GET _freeze_low_cost_progress/${freeze_uuid}

& 2-60 15RSHIHAA

283 i=l:]
freeze_uuid HRERS(ESHIID, 1ZIDHREEZRS [RFFAEL,
REIERINT:
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"stage" : "STARTED",
"shards_stats" : {
"INIT" : 0,
"FAILURE" : 0,
"DONE" : 0,
"STARTED" : 3,
"ABORTED" : 0
1
"indices" : {
"datal": [

"uuid" : "70S-G1-tRke2jHZPlckexg",
"index" : {
"name" : "datal",
"index_id" : "4b5PHXJITLaS6AurimfQ9A",
"shard" : 2
h
"start_ms" : 1611972010852,
"end_ms" : -1,
"total_time" : "10.5s",
"total_time_in_millis" : 10505,
"stage" : "STARTED",
"failure" : null,
"size" : {
"total_bytes" : 3211446689,
"finished_bytes" : 222491269,
"percent" : "6.0%"
h
"file" : {
"total_files" : 271,
"finished_files" : 12,
"percent" : "4.0%"
h
"rate_limit" : {
"paused_times" : 1,
"paused_nanos" : 946460970
}
L
{
"uuid" : "70S-G1-tRke2jHZPlckexg",
"index" : {
"name" : "data1",
"index_id" : "4b5PHXJITLaS6AurimfQ9A",
"shard" : 0
h
"start_ms" : 1611972010998,
"end_ms" : -1,
"total_time" : "10.3s",
"total_time_in_millis" : 10359,
"stage" : "STARTED",
"failure" : null,
"size" : {
"total_bytes" : 3221418186,
"finished_bytes" : 272347118,
"percent" : "8.0%"
h
"file" : {
"total_files" : 372,
"finished_files" : 16,
"percent" : "4.0%"
h
"rate_limit" : {
"paused_times" : 5,
"paused_nanos" : 8269016764
}
L
{
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"uuid" : "70S-G1-tRke2jHZPlckexg",

"index" : {

"name" : "data1",

"index_id" : "4b5PHXJITLaS6AurlmfQ9A",

"shard" : 1
}

"end_ms" : -1,

"start_ms" : 1611972011021,

"total_time" : "10.3s",
"total_time_in_millis" : 10336,
"stage" : "STARTED",

"failure" : null,
"size" : {

"total_bytes" : 3220787498,
"finished_bytes" : 305789614,
"percent" : "9.0%"

h
"file" : {

"total_files" : 323,
"finished_files" : 14,
"percent" : "4.0%"

}

"rate_limit" : {

"paused_times" : 3,
"paused_nanos" : 6057933087

% 2-61 iR[E12#07HH

285

ol

stage

SRR .. BUEELE:

o INIT: RISEIEE EEHIEIL,
e FAILURE: %,

e DONE: 52f.

e STARTED: BBz

e ABORTED: EViH, EEFE.

shards_stats

SEZMRERIshard ML

indices

BIERSIIRSFS.

% 2-62 indices ix[ol{&i%EH

285

iz

uuid

freezefYuuid,

index

F5[{(5BHshard(58.,

start_ms

FHARTIE]

end_ms

Z5RAYE), MNRIRBERNEBTRA-1,
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B¥ A 158
total_time EEE,
total_time_in_millis | EXZEIEZMNE,
stage HaishardFrtAPIRS
failure EMIREE, RKBEBUERInull,
size.total_bytes BHEZREIHIFTEH.

size.finished_bytes

BEFTMFRENIF T

size.percent

ZSTAURERIF

THESL.

file.total_bytes

PDHBERERISE

file.finished_bytes

IREERISIE L

file.percent

BT ERIN N EES .

rate_limit.paused_tim
es

REPRIESBUFRE L FHIRE

rate_limit.paused_na
nos

AR PRI SEUFRLE E S AIRT EIZNFDEL

IREESERERYR S | RIBINLA Fsettings, AI&E3&R2-63,

% 2-63 K45% 5] settings

24

i5EA

index.frozen_low_cost

RIZRSIRIREZRS . BENtrue,

index.blocks.write

HFERNRSIZELEB AN, BiEStrue,

index.store.type

FRIRIZZS |RYFEZRE Jobs ., BY{E Iobs,

BETFRENSERRSFIF

HITIN e, BT AERSERERSIFIR,

GET _cat/freeze_indices?stage=${STAGE}
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& 2-64 BRSHRA

SH& il
STAGE RE|RFRGIRE, AIEEINT:

o start: FHRFGEERIERTHAIERSIFIE
o done: BETHAFENRSIFIE
e unfreeze: FBEGKLEIRS|FIE

o TENEHEME: [EEKEIIETNE SR KSR
BR5IPI=E

IREIZERINT:

green open data2 ObNtxWDtRbOSkS4)YaUgMQ 30 50 7.9kb 7.9kb
green open data3 oYMLvw31QnyasqUNuyP6RA 3 0 51 0 23.5kb 23.5kb

(1 #%e8
SIS HANRE{ESHFRElasticsearchfy_cat/indices—E],

R EAERIZRS|
(3388

o RBEERFRAZELasticsearch 7.10.2, {RIRIRAKTEFT24.3.0.C001RILERFA 37 H5IHEZR
5lo

o RBEFREELT closedAEHIZRS 1A IFIFHZERS].

o R3|FEfE, EERFIARSISEBINHSEHRSIred, FEEIREIFERS], BRIIBENE
LR NIAET BRI B E, S5BFTH.

E}j@’é?ﬁ%lﬁé EHROBSHEREAIRS IBURAIFMEZER, MiREFMEEISR)T
SFE

POST {index_name}/_freeze_archive

K 2-65 15 RkSHUNAA

B2 1588

index_name BEIHENRE|BR.
IREIZERINT:
{

"task_uuid" : "XJTn3hsHSaCjPnvigv-FFw"
}

SRR 01 (2025-01-23) WIS © AT BRABRAT 142



SIERRSS

ERSR 2 {#FH Elasticsearch £ REIE
7 2-66 IR[EIS 5B
SH 2 otz
task_uuid IS |A9ESSID, EREXRAEBEKRES[I—1E2E
55, BERIREUESSID, (FEAZIDELAEIEAEZES {ESHY
HE,
REEFERYZES|

HITLAT A<, $EHROBSHE RIS I BIRAIFMEEER, NS MEEIRIRET
fiE. WEERIIIEZRSISEnKopen, HEIERS|IFEIRETREIRRILMKIEEIRERE.

POST {index_name}/_freeze_archive_restore
{

"days": 1,

"tier": "EXPEDITED"
}

& 2-67 [BRSHRA

S¥ 2 izl
index_name FERERRS|IBR.
days REIAEESIE, SXNZRSITHINENRER— TR

fREFHEEIR, HSEIEEREEHEE, BIfREFEE

ARREFRE, EBETKEEVHIE, R5ITRISEXT

RSB RLIEFME, HFERS|ISTEBERIREBHEA

Bificlose.

EESEE: 1~30

INME: 1

B X

tier IREKE, Ti%(EHEXPEDITED. STANDARD, FEMIit

BLBER

e EXPEDITED: HURIKE, kEFEAISHH, R5ISEWK
SRR BT

e STANDARD: tnEWRE, WERERIS/NEY, Ral&HEK
SRR BETH

2RA{E: EXPEDITED

R[EIZERAT:

{
"task_uuid" : "FA2a5hWgQ66MQ7ENCFKjCg"

}

M #%hRA 01 (2025-01-23) AR © AR BRABIRAS 143



SIERARSS

ERSR 2 {#FH Elasticsearch £ REIE
7 2-68 IR[EIS 5B
SH 2 otz
task_uuid IRER5|89ESID, TIEXRIKEBKEEE—1FEE
ﬁ;_i%*i&@&%l D, {ERzZIDALERKREZRS{ESZH
H=E .

EERIFERSES
YT T®S, BEIMIRSUIS. IRGIFERS HESHRTES.

GET _freeze_archive_progress/{task_uuid}

& 2-69 53R SHRA

SH& 1528
task_uuid JAEZRS ESIRE IR ESSRIID, ZIDRIFEEFE

R5 (ISR E B IR {ESRIIREL .

R[EIZERIT:

"id" : "archive:XJTn3hsHSaCjPnvigv-FFw",
"indices" : [
{
"index_name" : "log-1017", // &5|&=F
"index_uuid" : "HXjhvo9QTwSvjzGBBZBCTw" // Z&5|ID
: }
"stage" : "ARCHIVE_DONE", // LRSS
"type" : "archive", // 28, BJaE varchive (31 ) Skrestore (#KxEIAY )
"node" : "css-dOe8-ess-esn-1-1", // HUTIESHIT S
"start" : 1729222604074, // FraAtE
"time_in_millis" : 788, // 2FERT
"files" : {
"total" : 30, // B3T{HE
"success" : 30, // BRIOSI4EL
"incremental" : 0, // BIRHITHS, EBDNEAIREELATIIRTS, HFEARRIXEIEN
"bytes" : 0, // FTEXHFT#, REIKSEARRSINASEXE
“fail" : 0 // SRMOZIHEL
}
}

ETRERESEARFIE
PUTUTHS, EFISREEOR3 5%,

GET _cat/archive_indices?stage={STAGE}
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& 2-70 [BRSHRA

SHE

il

STAGE

RS |HYAIEIKRE, AEEWT:
e ARCHIVE_INIT: EWEIEES, @RS

ARCHIVE_STARTED: |3#4{ESEFFH8
ARCHIVE_PARTIAL: 34{ESSER AL
ARCHIVE_DONE: 3T mIhsssk
ARCHIVE_FAILURE: J3#4{E53%M
RESTORE_INIT: BEiEWEIRE)IHES, =RFIA
RESTORE_STARTED: {kEIIHMFZSEFA
RESTORE_PARTIAL: REIFESERH RLLY

RESTORE_DONE: &kEI=HESMII, LAFAIZRSIK
HIREMTEE—EIATE, B

RESTORE_FAILURE: &SI ERLW

RESTORE_OPENED: Z5|&EFEESESR, &5l
EFTF

RESTORE_CLOSED: ZE3|HyFEHIEURE LA IKE
BYHE, RalExA

IREIZERINT:

health status index uuid

pri rep docs.count docs.deleted store.size pri.store.size

close log-105 MOURAWj_SKydjgOdFzyJow

MR

Lt S RIS IR [E{E SFFRElasticsearchfd_cat/indices—%% .

[E0FHETE OBS PIQEIBHIRFEE

5| HUERAERIOBS/E, T RARERYRXIOBSRNLIEER, FiZAERRIEME

B8, BREFEIHERE,

FREWREIER, ERISEIRIGIIO0BS, IRENEIRIE

BREREFEENATD, REENRANEREREFNE.

ERENIAENM, BANRART R, BEEERTIGZSRET, RERATE
R/NEIblockREEF BRI, HlanfdxiltipS 4= EEFASERI/)\blockERE, XFfdtSZ
HERRDIIAblockETF . BEFEREXIFETISEREITEN, BERESIE

2-71,
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& 2-71 EFRIRCEIN

e.expire.duration.secon
ds

BcETIR 358 15488
low_cost.obs.blockcach | Array BERFZITZRERF, PDIBAXREFEARES
e.names AR ERIEEE . LWEESIHFIEEFNEE,
BEAREE, EABESHIANE—1ER, B8F
Hdefault, MNRBEXEE, BHEE—1A
FHdefaultlVER, HiBZFER.
ZXIAME: default,
low_cost.obs.blockcach | ENUM | BfFR9358Y, ZiFmemoryFQfile,
e.<NAME>.type LfEFImemory K BINETZRT, S EA—E
REFEAN . BEfileXBNEFN, SFEH
WEENIER . BERESIOBRIMERT
EiF%aE,
ZHAE: memory,
low_cost.obs.blockcach | Integer | 1Z& -/ blockB9X/\, NETHEFEE, BI2*
e.<NAME> blockshift =3, BB H16, FRblockA/NF216=
15, £F65536FT, HN64K,
ZAME: 13 (BPSK) o
low_cost.obs.blockcach | Integer | BIFHXE .
e.<NAME>bank.count BRINE: 1,
low_cost.obs.blockcach | Integer | B NMEFESXFEEAIblockE]
e.<NAME>.number.bloc BEINE: 8192,
ks.perbank ’
low_cost.obs.blockcach | Array REFNNHEHERE . IRFLERREAES
e. fEexcludedlz, tBABEEEincludedlzE, T
<NAME>.exclude.file.ty £(FAdefaultEF,
pes
low_cost.obs.blockcach | Array EENNHERS . NRELEREAEESE
e. <NAME> file.types exclude?ZR, BAREEEIncludedZE, T&
{EdefaulttEZ,
index.frozen.obs.max_b | String | REEIFEPIFOBS HAEX KRR . shSEe
ytes_per_sec B, EBXEIZRIEY.
ZHAME: 150MB,
low_cost.obs.index.uplo | String | AFEEIFEPERNEZ I ECESFFOBSH
ad.threshold.use.multip PEREE,
art BHAE: 1GB,
index.frozen.reader.cach | Integer | ttS¥i8EBATATE,

RNTHDEERIRS | S BIERE, TS|
shardi3z0fE, readeraEF—ERAYIE], B8R
IEENZIR

ZHAE: 300s,
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index.frozen.reader.cach | Integer | BeEEFRAE.
e.max.size ZRNE: 100,

THE—MELINEFERE, ZEEFRARKER, |BFD5N “default” F1
“large” . B, “default” E7FEAA/NJ64KRblock, —H&30*40964 block,
“default” EEFHBTEFRIMERVEMIE, “large” EFFERX/NG2MEY
block, —3£&5*10004 block, “large” EFRAFEFdx. dvdFtip/FZAIS{E.

low_cost.obs.blockcache.names: ["default", "large"]
low_cost.obs.blockcache.default.type: file
low_cost.obs.blockcache.default.blockshift: 16
low_cost.obs.blockcache.default.number.blocks.perbank: 4096
low_cost.obs.blockcache.default.bank.count: 30
low_cost.obs.blockcache.default.exclude.file.types: ["fdt"]

low_cost.obs.blockcache.large.type: file
low_cost.obs.blockcache.large.blockshift: 21
low_cost.obs.blockcache.large.number.blocks.perbank: 1000
low_cost.obs.blockcache.large.bank.count: 5
low_cost.obs.blockcache.large.file.types: ["fdx", "dvd", "tip"]

EIFHEE OBS RIRLEHRIEFIRE
HERS|ZE, HOMEERREIIN, RESOMITHIRED, £HYEN
FRETEOBSRISSURMERIRS . URBEITER AT, BAUEBEFRS.
1. BTSSP EEOBS S BIBIERTS .
- WTNTHS, EEFETRRSEIRNEFER.

GET _frozen_stats

- BTUTSS, BilEETRPREIENEFER.
GET _frozen_stats/${node_id}

& 2-72 {5RSERA

257 15i8H
node_id =D,
IREIZERIT:
{
" _nodes" : {

"total": 3, // FFET=HE
"successful" : 3, // BRI mEE
“failed" : 0 // KWHIH=EE
L
"cluster_name" : "css-zzz1", // EEB£¥ZIR
"nodes" : {
"7uwKO38RR0oaON37YsXhCYw" : {
"name" : "css-zzz1-ess-esn-2-1", // FHEZFR
"transport_address" : "10.0.0.247:9300", // T mtransportiZEiEitiit
"host" : "10.0.0.247", // T=host
"ip" :"10.0.0.247", // T5s2IP
"block_cache" : {
"default" : {
"type" : "memory", // cacheZt8!, memoryzKxA7Fcache
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"block_cache_capacity" : 8192, // cacheBE

"block_cache_blocksize" : 8192, // cachemR&a{ block A/, B Jgbytes, tNtAbZRR8k
"block_cache_size" : 12, // cacheE# 5EBHIA /N

"block_cache_hit" : 14, // cachefp%{

"block_cache_miss" : 0, // cacheZap&

"block_cache_eviction" : 0, // cacheifiZ R

"block_cache_store_fail" : 0 // tNZcachei T, TEEERF M IcachelFiEEN, AT RIFHELEM

"obs_stats" : {
"list" : {
"obs_list_count" : 17, // JAFBOBS listiZOHIREL
"obs_list_ms" : 265, // EFAOBS listiEORY2FERT
"obs_list_avg_ms" : 15 // JEFAOBS listiZRYF195ERT
%
"get_meta" : {
"obs_get_meta_count" : 79, // AFBOBS $REXTCEURIEOIANREL
"obs_get_meta_ms" : 183, // JAFIOBS FREVTEIERE RYSFERT
"obs_get_meta_avg_ms" : 2 // JAFIOBS FREVTEIERE ORIFITFERT
%
"get_obj" : {
"obs_get_obj_count" : 12, // IEIFFOBS getObjectiZAIREL
"obs_get_obj_ms" : 123, // JAFIOBS getObjectiZ I Z2FERT
"obs_get_obj_avg_ms" : 10 // JAFHOBS getObjectiZHIFIIFERT
%
"put_obj" : {
"obs_put_obj_count" : 12, // iAFOBS putObjectiZ[AYEIXEL
"obs_put_obj_ms" : 2451, // iAFHOBS putObjectiZRISFERT
"obs_put_obj_avg_ms" : 204 // AFBOBS putObjectiZIHIFIIFERT
%
"obs_op_total" : {
"obs_op_total_ms" : 3022, // JAPAOBSIEOIRY S SERT
"obs_op_total_count" : 120, // EAFIOBSEEHEIXREL
"obs_op_avg_ms" : 25 // AROBSIEORIFIIFERT
}

by
"reader_cache" : {
"hit_count" : 0,
"miss_count" : 1,
"load_success_count" : 1,
"load_exception_count" : 0,
"total_load_time" : 291194714,
"eviction_count" : 0
}
B
"73EDpEqoQES749uml)gx0zQ" : {
"name" : "css-zzz1-ess-esn-3-1",
"transport_address" : "10.0.0.201:9300",
"host" : "10.0.0.201",
"ip" : "10.0.0.201",
"block_cache" : {
"default" : {
"type" : "memory",
"block_cache_capacity" : 8192,
"block_cache_blocksize" : 8192,
"block_cache_size" : 12,
"block_cache_hit" : 14,
"block_cache_miss" : 0,
"block_cache_eviction" : 0,
"block_cache_store_fail" : 0
}
b
"obs_stats" : {
"list" : {
"obs_list_count" : 17,
"obs_list_ms" : 309,
"obs_list_avg_ms" : 18

3
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"get_meta" : {
"obs_get_meta_count" : 79,
"obs_get_meta_ms" : 216,
"obs_get_meta_avg_ms" : 2

1

"get_obj" : {

"obs_get_obj_count" : 12,

"obs_get_obj_ms" : 140,

"obs_get_obj_avg_ms" : 11

1

"put_obj" : {

"obs_put_obj_count" : 12,

"obs_put_obj_ms" : 1081,

"obs_put_obj_avg_ms" : 90

1
"obs_op_total" : {
"obs_op_total_ms" : 1746,
"obs_op_total_count" : 120,
"obs_op_avg_ms": 14
}
By
"reader_cache" : {
"hit_count" : 0,
"miss_count" : 1,
"load_success_count" : 1,
"load_exception_count" : 0,
"total_load_time" : 367179751,
"eviction_count" : 0
}

h

"EF8WoLCUQbgJl1Pkgqo9-OA" : {
"name" : "css-zzz1-ess-esn-1-1",
"transport_address" : "10.0.0.18:9300",
"host" : "10.0.0.18",

"ip" : "10.0.0.18",
"block_cache" : {
"default" : {
"type" : "memory",
"block_cache_capacity" : 8192,
"block_cache_blocksize" : 8192,
"block_cache_size" : 12,
"block_cache_hit" : 14,
"block_cache_miss" : 0,
"block_cache_eviction" : 0,
"block_cache_store_fail" : 0
}
b

"obs_stats" : {

"list" : {
"obs_list_count" : 17,
"obs_list_ms" : 220,
"obs_list_avg_ms" : 12

1

"get_meta" : {
"obs_get_meta_count" : 79,
"obs_get_meta_ms" : 139,
"obs_get_meta_avg_ms" : 1

1

"get_obj" : {

"obs_get_obj_count" : 12,

"obs_get_obj_ms" : 82,

"obs_get_obj_avg_ms" : 6

%

"put_obj" : {

"obs_put_obj_count" : 12,

"obs_put_obj_ms" : 879,

"obs_put_obj_avg_ms" : 73

}

n

obs_op_total" : {
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"obs_op_total_ms" : 1320,
"obs_op_total_count" : 120,
"obs_op_avg_ms" : 11
}
by
"reader_cache" : {
"hit_count" : 0,
"miss_count" : 1,
"load_success_count" : 1,
"load_exception_count" : 0,
"total_load_time" : 235706838,
"eviction_count" : 0
}
}
}
}

2. PUTIITFE<, AUEEEFRS.

POST _frozen_stats/reset
MARTY::

HSETERTFERMANTHR, fNESEFRSEE TS ETLIEHEAREE
HEFGSER. EISIZTMERAZTERNTITGS

IREIERINT:

{

" _nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0

L

"cluster_name" : "Es-0325-007_01",
"nodes" : {

"mqgTdk2YRSPyOSXfesREFSg" : {
"result" : "ok"
}
}
}

RFSEIRIIEIDERE

ikl

12023502 B f58#HYElasticsearch 7.6.2. Elasticsearch 7.10.2%10penSearch 1.3.6
ERFIRREIENEIT AL

fEKibanafDiscoverREENAEIGSEIENT, AT TIEUESE, SRR
FEMOBS LIREY, HaphaIFIERZH, EEFEZHASAVATEMNOBS LIRERIRAY
A B ERUAR S TTEE . INRSIX—EnEERREFEAN, BIe KIgEAES
tEE, fEADiscover RHE/AEIHENIM, ~ERIRSHEE DL SEIRIIAE
7, SCUSHIENEIGHELET . AMEFEREEMERN, ARaIUETFISEIFSE
KEeE, tHall&Eia. TRAMEFEEE.

1. (B HIEN T EFEE.
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£ 2-73 A EFEC SRR

EcEIN KA | scop | 2BH | iHHA
e A&
(4
low_cost.lo | Inte | nod | 2 TaLl, BEEBITHNSHIREFNR
cal_cache. |ger |e A#HE., (B sharddIR—MEERT
max.capacit %)
y BY{ESEE: 10~5000
ZKINME: 500
izl
o HMAFFRER—ERSHN, TS
FEEZE,
o AT SHIBEAMEFAIEXFIHEIR
fiload_overflow_countF{E—EiF4E
PRIRIENNRY, BIEKZE.
index.low ¢ | Inte |inde | & BERASHIEAMEENEHE.
ostlocalca | ger | x o ZidateSBIFERIA LT LA
fge'thresho B, FEESHIRAETF date 2Ry
FE . BUAEER,
o WIRUEIZES|MIdateERIFES HiE
HEIRS|INE IS EESZE, UR
RN fERBILEINGE o
BB %
EYESEE: 0~100
ZRAE: 50
index.low_c | ZfF | inde | 2 REIRINAKEFAEARTE), &
ost.local ca | &8 X EFRtaKFZE, EFEEBER. 1B
che.evict_ti #Bindex.frozen_date ( RZEEKINAYRT
me i) HIE, HESIE
index.frozen_datefd, NtEIEZES|6
FEAYEFITE o
B X
BYESSE: 1d~365d
ZAME: 30d
izl
giﬁi’fﬂﬁﬁ%ﬂﬁﬁ%ﬁ%i@%wﬁ , e
Ti ?I:Qrajo

- WHITUNTHE, 1BH “low_cost.local_cache.max.capacity” o

PUT _cluster/settings
{
"persistent": {
"low_cost.local_cache.max.capacity": 7000
}
}

- WiFTHS, M “index.low cost.local cache.threshold” .
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PUT es_write_pref2-00000000021/_settings
{
"index.low_cost.local_cache.threshold":20
}

- HiF TS, BH “index.low _cost.local_cache.evict_time” ,
PUT es_write_pref2-00000000021/_settings
{

"index.low_cost.local_cache.evict_time":"7d"

}
2. EERHIENAMERFES.
- HITUTES, EERET SRR A EFAXISR.

GET /_frozen_stats/local_cache

- HTUTES, EliEET STREIER A EFEXISR.

GET /_frozen_stats/local_cache/{nodeld}
“{nodeld}” AT EID,

R[EEERINT:
{

"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0

h

"cluster_name" : "elasticsearch",

"nodes" : {

"6by3lPy1R3m55Dcq3liK8Q" : {
"name" : "node-1",
"transport_address" : "127.0.0.1:9300",
"host" : "127.0.0.1",

"ip": "127.0.0.1",
"local_cache" : {

"get_stats" : {
"get_total_count" : 562, [N A B FEIGEIRI SR EL
"get_hit_count" : 562, [N SR A B FESHIER P ANREL
"get_miss_count" : 0, [N R A B FEHIER G PANREL
"get_total_ns" : 43849200, [N IR A EFEGHIEN SRS
"get_avg_ns" : 78023 [N SR A B FEEIRIY RS

"load_stats" : {
"load_count" : 2, [IIRELS BB AR EF AR EL
"load_total_ms" : 29, [/IRELS BB EF I ST
"load_avg_ms" : 14, [/INESEUR A EFAITIIRHE
"load_fail_count" : 0, [IINELS EIRA B TF AR MUK EL
"load_overflow_count" : 0 [N EE A B F AT BT B F YR L

L

"reload_stats" : {
"reload_count" : 0, [/ RS EIR A B TFAIREL
"reload_total_ms" : 0, /IR EIE A BRI S ATE
"reload_avg_ms" : 0, [ EFRER S EIRA BRI
"reload_fail_count” : 0 [ B R S EIR A AR F AR MUR L

L

"init_stats" : {

"init_count" : 0,
"init_total_ms" : O,
"init_avg_ms" : 0,
"init_fail_count" : 0

/RIS IR R AR
/RS E IR R SRS
[ EIR A MR AITIRTHS
/RS EIR A R RIS OR
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EREEIQEIER) OBS SLATESR

ikl

120235028 [56l#HIElasticsearch 7.6.2. Elasticsearch 7.10.210penSearch 1.3.6
SRR REUERIE ARE

N T EBEWR T BEIFEE S BHREEEOBSHAIERIER, CSSERSSHE T OBSSLATE
KWFIHED, HEELRHERICRANERSHES| “ freeze_obs_rate-YYYY.mm.dd”
F,

OBSERTERZEMHEL: B5MITE—IR, ERRISH ARITFIIOBSIRIEERR,

RHZERG| “.freeze_obs_rate-YYYY.mm.dd” FIFTEHOBSIRIESLATEFRFNOBSIRIEL
1B, BT 7REESEIEAIOBSHNIREREE . 1ZR5IRIBAREBRIERE30K,

1. EAFESEIERIOBSSERIRE,
- HIETUTHS, BERETEPEESEIBAYIOBSIAERE,
GET _frozen_stats/obs_rate
- PITUTSS, EEiEETSHPEFESEUBAIOBSSERTIEREE
GET _frozen_stats/obs_rate/{nodeld}

“{nodeld}” AT EID,

M Rz 7431 -
{

"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0

o

L
"cluster_name" : "elasticsearch",
"nodes" : {
"dfIDvcSWTI-fkillT2zE3A" : {
"name" : "node-1",
"transport_address" : "127.0.0.1:9300",
"host" : "127.0.0.1",

"ip" : "127.0.0.1",

"update_time" : 1671777600482, /] SRt HERIEFTAYE .

"obs_rate" : {
"list_op_rate" : 0.0, // obs lisR{ERVERSR, Bfy: R/,
"get_meta_op_rate" : 0.0, // obs get metaiR{ERUERSER, BBfy: IX/F.
"get_obj_op_rate" : 0.0, // obs getiR{ERGER, By R/F,
"put_op_rate" : 0.0, // obs putiR{ERNIREE, Bf: X/,
"obs_total_op_rate" : 0.0, /| obsFREIRIERIESR, B X/F,
"obs_upload_rate" : "0.0 MB/s", // obs HEEIEAYERER, MB/FP,
"obs_download_rate" : "0.0 MB/s" /] obs FEUEIRAYERER, MB/HP,

}

}
}
}

2. (BMTFfEOBSSCAHEZRMZS| “ freeze_obs_rate-YYYY.mm.dd” BYRERATIE], &=
SIRENAREBATIEIR30K .
WITIN TS, BES|IREBIEMAE7XR.

PUT _cluster/settings
{
"persistent": {
"low_cost.obs_rate_index.evict_time": "7d"
}
}
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& 2-74 BeEIR A

[iT=101] 28 | scop | 2B/A | HEA
e Mg
54

low_cost.ob | Strin | nod | & FATFi=#1ZE5]| “ freeze_obs_rate-
s_rate_inde | g e YYYY.mm.dd” A9RERRTIE],
X.evict_time o EYESEE!: 1d~365d,

e FIAE: 30d,

o H{y: X,

.

2.7.4 B2 E Elasticsearch EEHEE = HIEES 2.0

IRk

mEEH2 ORI RRARIREESIINRE, TRERI D LETEARRINLIER
Hll. HTTPSHLEZEIRE . HTTPRAEEHIRG, ETHToAFRIZERREANRE
[EES, —H2EmREES] . IR SiBaIPSRITFIURLARITEED . FREFiG
SENREREEFHINE, SEDSERFEANELEXRERBATROEARE, BR

=

= sisch
T RBRiE, BT

RABT AN .

& 2-75 REEHIRE

R

fEk

BRI

HTTP/HTTPS

:t}fz
DLl

e HTTP/HTTPSEBRRBIREIPFIFMIEH]
ERinlPisE, NRTRIPEREZEH,
NiZZEPIiGHNEREEIETRT, Tafs
BB R . BREMNTETEZR
N, NRZEFIHIPEREAZEPEH
W, BERImERERSFEIES,

o HTTP/HTTPSHAEZE RIZBIIIRET
REVHRIHTTPEE SRR T =R
BHo

e HTTP/HTTPSHEEZERIZBIIIRET
REEAEEHRIRT T ERE

FFBHTTP/HTTPS
TR

AFRE

ETHREAFERAERFIBENRE, 5
REBZNWABREEEZ iR, &FEK
RYEI . EITRDMAIIREN, RERE
M= RERELEENEK

FEREFRE

IEREEST

BILAUERE PinI PRIE A1 FimadiERE
&, ARALETRIHERME ikIPRI
TiRE, ShEmEFRNSANEDHE

BEo

FEBERFES
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REE 27 B>z
—HERTR LIS BB & FiniErE, A8 Fria—RElmim

Kibanais[af1CSSIERIa4E. InizsiEO.,
BFRRAREDS FTHERRE, 1XE
HRIRREERAIERY

e RHPIMRRESITED, ICRIME in | EEREEHER
EEHUREFinR EEEN, BRAILE
FHRIHEIHME R B E G EEE

VAR
BIEAE AILACR— AT BT iU BIHT TP/ FEHEEHOH
HTTPSiEkURLF1Body, AAFHLIEFiHE | &
::5 _‘_Eﬁj\*ﬁ'él HUH’JUILEJ_jJ °

BHEOHEFCR | BEFRmHUEET R, SICRA{ERS A =171 C11 = iy e
_access_log.loghplaEEN M, BERESE | BN
DINBERTLAEOBSIEAEE HIIAE.

£YSRPRH!

o 2023F028B N2 E6liEHRIElasticsearch 7.6.2F0Elasticsearch 7.10.2&EBH N
=i5H2.0kAx, Z8ieliEElasticsearch 7.6.2F[Elasticsearch 7.10. 288X 3F R
==H1.0hRA

o FHREREEFIINESEFEND T RIERE,.
o FHEREEFISEEEEBIRENAFBER.

o FHAREREFRIERBFEDIERIERE, FERAFRESSHKibanagIakssearchis
REM

o FAEIHIARTERINERF R,
J gzlﬁ TRETIBERPathiiftE, PathiKEMNMANIZRETE, BUFNE
E Hbo

F/E HTTP/HTTPS T =ifitis

1. HITUTa<, FBHTTP/HTTPST Siftiz.
PUT /_cluster/settings
{
"persistent": {

"flowcontrol.http.enabled": true,
"flowcontrol.http.allow": ["792.7168.0.1/24", " 192.168.2.1/24"],
"flowcontrol.http.deny": "792.7168.1.1/24",
"flowcontrol.http.concurrent": 7000,
"flowcontrol.http.newconnect": 7000,
"flowcontrol.http.warmup_period": 0
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%= 2-76 HTTP/HTTPS ii=RIBCE IR ER

=10

RE

1588

flowcontrol.http.enabl
ed

Boolean

HTTP/HTTPSRIZF X, EIAXA, F
=32 IRER=Nl = 3=

BYESEE: true. false

ZRINME: false

flowcontrol.http.allow

List<String
>

Fegichil Ryl SE=1==18

SISEE SN PHENEFIMERD, sE P

WFIFRAR, PEIBEGESEF. 6

U0 “XXXXXXXX/ 24, XX XX XX.XX /247 B,
XX XX XXX XX XX XX XX FZT, o

AINMERZ.

flowcontrol.http.deny

List<String
>

IPipEIEZ R,

IFEEZIPFIER, sEIPIERR
i, PERERESRET.
AINMERE

flowcontrol.http.concu
rrent

Integer

HTTP/HTTPSIERAYFH AEZETE -
BOME: TR BJF#Ex600

flowcontrol.http.newc
onnect

Integer

HTTP/HTTPSIERAVEF BT LACIZEAYSR
EIEEHEE,

BIME: T =rJ #2200

flowcontrol.http.warm
up_period

Integer

HTTP/HTTPSHTERIEEEUA R R AIRE
HFRERYATE, GN5R
“flowcontrol.http.newconnect” BtE&
7 “100” B
“flowcontrol.http.warmup_period”
BeEJ9 “5000ms” , FRRSSLUEERS
BUFiERIEEE A T LUAZEIEF 100,
EYESBE: 0~10000

B ms
BIAME: 0

MERiTY:):

LRESHERERN “null” BF, BRIKEREHKIME.

BT T &S, XFHTTP/HTTPSTS

PUT /_cluster/settings
{

"persistent": {

"flowcontrol.http.enabled": false

}
}

532

1L

2o
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FERFERE

1. PTITaS, FERERE,

PUT /_cluster/settings
{

"persistent™: {

"flowcontrol.memory.enabled": true,

"flowcontrol.memory.heap_limit": "80%"

}
}

& 2-77 RERIERIECE TR AR

n_flight_factor

BoEIR it 15488
flowcontrol.memory. | Boolean | Rf&FEREFX, HREFEKIENFFER
enabled B
EVESEE:
e true
o false (BAIAME)
flowcontrol.memory. | String TRENFNEE, RETREBEHERE
heap_limit ERE, BIEEHITRERE.
EYESEE: 10%-100%
ZOAME: 90%
i5iBE
o ENANEOUNZR—MURIRTRISHE, BN
HAEFEXTFI0%(FERHEM S LEEENE Pig
HBId64KBIIKIEK, BEEHNTF NE. W
HERTF FREEIB5%, SFHARITFREZ—IX
BN “5%xMERNFERAE" NEFmEE
2. NEHERTFFEBIT0%, NFEEK
FEFPimEZANERIZE, Wita=it
AGCEAHITIIREMW, BRIERNEFRT
FrigEfI=E.
o HEFERITILUE
“flowcontrol.memory.heap_limit” F{E
RENBO%ILAT, RIFTHAE— e
AEFERE, HEANHREFEUSIMNITTHER,
bban: ElasticsearchZEif]. Segment
mergess,
flowcontrol.holding.i | Float RIEEMEF, REELTEKES

“network.breaker.inflight_requests.over
head” &%, WFIAZIRFIERT, ZEH
KRE#E, EAREBZR.
EYESBE: >0.5

ZAE: 1.0
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[{m=10i] E it 15488
flowcontrolholding. | TimeValu | B8 MEKExIKAVIEIRATE], HIEREBIILL
max e 1\EET_JL/U§§|$E¥F1,<1E‘RJ§J_ Eak ki FHEK

G FI
“flowcontrol.holding.max_strategy” &g

%0
EVESEE: 2155
ZANE: 60s

flowcontrol.holding. | String B R AFEIRRT B SRS TR
max_strategy EVESEE:

o keep (ZRINME) @ MNRBHFES
7, SIRMEERIE - [RHTERIIE
RS REI R NEE R RE,

o soft: WIRERFNBESL, B
Iﬂxuaj? WIT/HEEN IR LSinFlight
JBHTEE .

e hard: MIREREFNHESM, EFZ
5K, BEIMAZERIEFiRERE.

flowcontrol.memory. | String HEEENERAG—R e K EFHFT Y
once_free_max Iiﬂ'_ frlbiEEASE FREE RN EISR
IRIEIIEEERE

EWE:}E5 1%-50%

ERINME: 10%

flowcontrolL.memory. | Boolean | EANEIIT KA ( 1si€E—RRIFERE
nudges_gc i, FTENEEEIREET AT

BENEK) , RERDMLIRON, &
IESNEE. BUE:

o true (EIAE)

e false

(11 588
ZFESHERES “null” i, RRERERIME.
2. PUTIIT&<, KHERFRTFRE,

PUT /_cluster/settings
{
"persistent™: {
"flowcontrol.memory.enabled": false
}
}

FHESRFR G
1. BUTAIR&<S, FERIBERFRESRIT,

PUT _cluster/settings
{

"transient": {
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"flowcontrol.log.access.enabled": true
}
}

F 2-78 {ERFHESIHHIECE U

=0 it 5i8e
flowcontrol.log.access.e | Boolean BERFHERITFX, Fitsibainhi
nabled ElasticsearchEEE$89% i | Pitetk &R E

BEREE, £FbulkB N
search. msearchZEiEiERKEINEL

EESBRE:
o true

o false (BRIAME)

flowcontrol.log.access.c | Integer

St A PHEES D SRR RYE Fim sk

ount BN PG IERSER et F0
HEEEHX,
EESEE: 0-100
ZHAE: 10

(11 388

LFFBESHEIRERN “null” i, BRIKEREME.

2. WIFWTSS, XAEKRRESRILT,
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.log.access.enabled": false
}
}

FE—REnR
1 PTITSHS, FFR—RER.

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.break.enabled": true

}
}

2. WU, XEA—BENR.
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.break.enabled": false
}
}

BEERERTIER
o BEMETERARERFIER

GET /_nodes/stats/filter/v2
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o BEEMMETRAIREEHIFMARGER

GET /_nodes/stats/filter/v2?detail

o EERNTEADRNREREHIER
GET /_nodes/{nodeld}/stats/filter/v2

“{nodeld}” HEBEEREIZFIITRID,
Mg 75 :
{

"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0
L
"cluster_name" : "css-xxxx",
"nodes" : {
"d3gnVIpPTtSoadkVOLQEKA" : {
"name" : "css-xxxx-ess-esn-1-1",
"host" : "192.168.x.x",
"timestamp" : 1672236425112,
"flow_control" : {
"http" : {
"current_connect" : 52,
"rejected_concurrent” : 0,
"rejected_rate" : 0,
"rejected_black" : O,
"rejected_breaker" : 0
}I
"access_items" : [
{
"remote_address" : "10.0.0.x",
"search_count" : 0,
"bulk_count" : 0,
"other_count" : 4
}
1
"holding_requests" : 0
}
}
}
}

& 2-79 WS

2= pLol:fz
current_connect TRELAAHTTPEZIIRER, REHRRIEX N EET

2185, %[BT GET /_nodes/stats/httpiE[current_open
&, LEIDRIRNEFimERE.

rejected_concurrent | HTTPRIEHEER, XABEAES, HREMIHAEELRY

FREEH

rejected_rate HTTPRIEFRER, XAEAES, FRmizHiiElELay
ATEEREE

rejected_black HTTPRIEFRBRER, XAEAES, kERBRRIELME
KREL

rejected_breaker —RETRAE, ERFEEREE.

remote_address IPHBLtRTT, BEFEEESITT RihERYIPiEEFNiEREL
%O
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S¥ 3 Lol
search_count ZZE gLl _search. _msearchifalfxEL

Z%=
bulk_count ZZ sl bulkifalggeE]
7%=

PixEfEERAAEIREL .

other_count Z

FEAEFHEIRE
1 AFITRS, FEAEEE.
- FRERRETRNEAE

PUT /_access_log?duration_limit=30s&capacity_limit=Tmb

- HAEEHPE—TRRNEEEE

PUT /_access_log/{nodeldFduration_limit=30s&capacity_limit=1mb
“{nodeld}” ATHID,

= 2-80 1/ HERIECETURES
BB it} izl

duration_limit String BIa BEICRATE .

EESEE: 10~120

Bfi: s

ZOAE: 30

capacity_limit String inE HEIERK/)N . FitARIBEEEEICR

RUERA/N, SFETHIRNATZEEE, 5
B HSICRELL,

BYESERE: 1~5
BA{: MB
KINME: 1

[0 i8R
e “duration_limit” 01 “capacity_limit” RBEE—MSHATRE, HARTCRHE
fEiE.
o LFESKEREN ‘null” B, TRINEREIIAE.
2. PITNTES, EFHTAE.
- EEEEMETSRRREEEAP

GET /_access_log

- BEEHPE—T<ANEIEREAPI

GET /_access_log/{nodeld}
“{nodeld}” AT=ID,
M 7131 -
{

" _nodes" : {
"total" : 1,
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"successful" : 1,
"failed" : 0
L
"cluster_name" : "css-flowcontroller",
"nodes" : {

"8x-ZHu-wTemBQwpcGivFKg" : {

"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.98",

"count" : 2,
"access" : [
{

"time" : "2021-02-23 02:09:50",
"remote_address" : "/10.0.0.98:28191",
"url" : "/_access/security/log?pretty",
"method" : "GET",

"content" : ""

"time" : "2021-02-23 02:09:52",
"remote_address" : "/10.0.0.98:28193",
"url" : "/_access/security/log?pretty",
"method" : "GET",

"content" : ""

= 2-81 IS5 AR

BH=2 iER
name TRBEMR.
host T3 RXS M ATIPHERIE
count FITERAA, BT RRIEREE.
access FITEEN, BHEHRNEKFE. SHREESNE
2-82,
3 2-82 access
e e 1588
time ICRIEKATIE,
remote_address B3RS R AGIRIPHEEFNIR ] o
url THERAIRIAURL
method XIROEKPathRYF A
content XRAERAE o

3. BT HIBRAEIER.

- BERERIPTE B <AYAII EHEAPI

DELETE /_access_log
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- MRERFPE—T RRNSEEEAPI

DELETE /_access_log/{nodeld}
“{nodeld}” AT =ID,

fﬁ=ﬁmﬂﬁmﬂ&§§WI¢F
(1 5 8A

o FBRIHENHEECHEEIXEE, BRIHHUERTR, SICFA{&EEFE _access_log.log}X
%, B3 AEEH I LEOBSIEMEE HIIAE.

o ZINEE—RRATEITM, DMBBRE, BT X,
1. BT TES, FRiBaEFRCREINGE,

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.log.file.enabled": true
}
}

& 2-83 LB HEICREINHFRIBCE IS

¥ i) 5iAe
flowcontrol.log.file.enab | Boolean EEEEMERNBETFECREE
led BHESU .

HWE?EI-

e true

o false ( Z0AE)

2. BTUTHS, XABIEEECREIE,

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.log.file.enabled": false
}
}

2.7.5 ficE Elasticsearch EEEH B n=icHIEE 1.0

Im=RTER

RERH.0RHT ARFRERFIINEE, FJREEIN T SETEERRM95ER
ﬁéJ HTTPHARIERZEIRS] . HTTPERAZEREEIBR! | Eﬂz ExkPathAVHER FE A
%/)lb Iﬁbjj g:.FCPUH_jCIEﬁHKIﬁ ;ﬁg ’ %LLﬁmuﬁgjj ﬂﬂj‘iﬂ?ﬂﬁ*ﬁlﬁllﬂlmﬁ
ITTFIURLAYREESITRE . FAERIERESEEREAOGEREIEZE, TUAERBET S
BHASSETHISERES, FREPOORIRE, /DT =An] RN
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£YSR PR

& 2-84 mEEHIRE

R

>

R

BRI

HTTP/HTTPS

:t}fz
Ll

o HTTP/HTTPSERRZRIZEIPFIF M=
ERFigIPILE, MMRTRIPERZEF,
NizE FisRNEREEEZFR, TEAS
IR(HEIER . BREMULLTEZE
N, WMREFHIPEEZAZEHEL
W, EFmEREASHIER,

o HTTP/HTTPSHAEZE RIZEILIRFT
R HPRIHTTPIER DHER IR =R
B,

o HTTP/HTTPSEEEIEIZE RITIBIIIREI T
HATRRNEIRECRIRHI T SRS .

FFBHTTP/HTTPS
T RifiE

AFRE

ETHREAFERERGIEKPath, 3§15
REANFREESE. £BAFEREE
ET B PathixBRAFEREE. £8A
FREEEMNE TR PathRFERE, BE
BECEPath A2 ERERE

FEREFRE

Path£BF%iR
ERZE

AJLRIEEFERE, IREPathBRREE[/R
iz, SRPRERENXENG, iESk
EO

FiNPath2B&sn
==

IEREEST

AILUCRE Fin| PRYLIIEEFIRFE AP
i5kPath, BPALEFRIHEIRAIZ i
IPRYIG IR E R D AT PEIE K Pathif Bl &
Ko

FEBRFHES T

— R

AL SEFRILIERE, ~8E

kibanaip|a*elasticsearch monitorZ&iz,

FE—RER

nEEd

RUEPHBIRESRITEERO, ICRMEAR
ERVEE, AFRLETSRIHEThREE
BRENEEERFED.

EREEHER

IBEEE

BLUCE—ERATEI AT iU AIHT TP/
HTTPSiERURLFNBody, AAFEILAETF 5T
F!:\ ;:%ﬁj\ﬂ'_l' él BUE’J/MLEJ_ jj °

FEFHEEREA

&

IBEETICE

ERImAOERTR, SICRA{ERHS
_access_log.logypialAEN S, BISAES
PINEER LAFEOBSIFAE R FIDHE

an =111 = Fr
Epal

P (=3

CPURIE

EF U REENSEACPU S BEERFIT =
IBIEiRE .

FECPURE

o 2023F028B N2 EtliERIElasticsearch 7.6.2F0Elasticsearch 7.10.2&EEHNTIE R
=i4%2.0krA, ZFitliEElasticsearch 7.6.2F[Elasticsearch 7.10. 288X iF R
S1EH1.0” A,
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o FAEREBIEFIINESEEID T RIEE.
o FHEREERFISEEEEBIRENAFER.

o FHEAFERESHEERDEKXLRE, HEAFERIESSEKibanafygBasearchis
REM

o FHREHEATETIIEE TR,

o  AFRIEFICPURIZEIERE T 1B KPathgUifRiE, PathiKEFANEAMIZECED
%, BN ImERF4ae.

F/E HTTP/HTTPS TS =iftis

1. HTITES, FBHTTP/HTTPST =iz,
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": true,
"flowcontrol.http.allow": ["792.7168.0.1/24", " 192.168.2.1/24"],
"flowcontrol.http.deny": " 792.768.1.1/24",
"flowcontrol.http.concurrent": 7000,
"flowcontrol.http.newconnect": 7000,
"flowcontrol.http.warmup_period": 0
}
}

%= 2-85 HTTP/HTTPS i mIfc B it e

[0 E-Sit) 15488
flowcontrol.http.enabl | Boolean HTTP/HTTPSRIEFX, BAIAXE, FF
ed == A REE=AE 1

BUESEE: true. false
ZRINME: false

flowcontrol.http.allow | List<String | IPH#EhBIRIEZE,

> TIFELE SN PHELLFIREAD, S IPit

n3ERER, PEARESHEF. fl

T “ XX XX XX XX 24, XX XX XX.XX/24” B,
XX XXX XK XX XX XX XX T o

E NN =SS
flowcontrol.http.deny | List<String | IPIGIE)22RE,
g S HECES MNP, EIPYIRRE
i, FEBAEESE.
HANMERT
flowcontrol.http.concu | Integer HTTP/HTTPSIERAIFH A= 51E -
rrent ERIAME: T5Rm FAEEIx600
flowcontrol.http.newc | Integer HTTP/HTTPSIEKAVSZFO AT LABISERYSR
onnect BERHSE.

BOME: TREIFEx200
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BoEIR St

1588

flowcontrol.http.warm
up_period

Integer

HTTP/HTTPSHTEEREEIA T R AR
HF=ZRIATE, AR
“flowcontrol.http.newconnect” Bc&
yg “100 ” E_
“flowcontrol.http.warmup_period”
BeEJ “5000ms” , FRRSSLUBERSR

AUFERIER S A T LUAEISZF 100,
EVESBE: 0~10000

BA{: ms

FNE: O

AR

LFESHERER “null” i, BRIRSEREHIAE.
2. PUTAIRaE<, XAIHTTP/HTTPST R

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": false
}
}

FERERE
0 #888

Elasticsearch 5.5. 1HJ§ZISE’JEE$9?FW??U.LE
ALUETIE “_mget” 3

1. ABERERE.
- HITWTES, FEAFRE.

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory.allow_path":

}
}

- RTWTES, FEET

“

ERIEIZEL, KibanaihlalR&E,

_mget”

Y?Jl])\l%?l‘:’l%%ﬂ &, o

"/index/_search",
"flowcontrol.memory.heap_limit": "85%"

BKPathfIAFRIZ

SETFHENERS|FNIEKPathiREERFERREN, ATLAETFIHRINIISE

A
PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory": {

"flowcontrol_search": {

"filter_path": "index1/_search",
"heap_limit": "50%"

h?

"flowcontrol_bulk": {
"filter_path": "index*/_bulk",

"heap_limit": "50%"
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}
}
}
}

3 2-86 AERITHIBECETUSAA

=10 i) 15BH
flowcontrol.memory.en | Boolean AEREFX, BAX
abled 4, FERFERENT

I=tEa=Z=pgns=An N
EESBE: true. false
ZRINE: false

flowcontrol.memory.all | List<String> AFERIEE&EPath,
ow_path BLBNKRETS5HE

R, JLSTIFEERST
BiE . ERHEHINER
EEOARE, 72
5nERE, BeRE
XEISE, FeeEiasE
BHEE,

fan:

e "flowcontrol.memor
y.allow_path": "/
index/_search",

e "flowcontrol.memor
y.allow_path": "/
index*/_search",

e "flowcontrol.memor
y.allow_path": [/
index/_search", "/
index1/_bulk"],

IFERABE10T

Path, 8 \Pathiz ki<

ERHI/NF32,

L VIN =SS

flowcontrol.memory.he | String REH a2 BHRERN

ap_limit BRAFRER, FedETF

HAFAY10%,

EVESGE: 10%-100%

ZAME: 90%
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BoEIR ESid) ol

flowcontrol.memory.* fil | String FERZHITHERE
ter_path BYi5iEIPath, fEHIEA
1BE3KPathAYERZ(E R
&,

ERNME ", R IECET
BRIRE. RREE
THIRRR
“flowcontrol.memory.
heap_limit” , ;EBEE
“flowcontrol.memory.*
filter_path” , FxR&
EBBRIMIFrEpath
#Hn, HZ2BHUML
SETF AN, g
— N EBERENEE T
“flowcontrol.memory.
allow_path” #0
“flowcontrol.memory.*
filter_path” , ItiEKER
REEWRIT
FlNERECE T
“flowcontrol.memory.
allow_path” #0
“flowcontrol.memory.*
filter_path” , Erp
flowcontrol.memory.* fil
ter_path="abc/_search"
B
flowcontrol.memory.all
ow_path="abc/
_search", LttFhiEabc/
_searchig A iRti= o

ERAKE: 32

flowcontrol.memory.*.h | String Ao EiEkPathAUERTE
eap_limit HE, HERFELERE
AR o

BYESBE: 0%-100%
ZRIAE: 90%

AR
LFFESHEIRERN “null” i, BRIKREEREBIME.
2. PUTINTEr<, KHEBERERE,
- HITWUTES, MFRENERPathRIARTFREE .
KARFRZEN, EEMPREMERPathRIAFRE .

PUT /_cluster/settings
{
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"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory": {

"flowcontrol_search": {
"filter_path": null,
"heap_limit": null

}

}
}
}

- EFUNTSS, XARERE
PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": false

}
}

0N Path £ FRRIEHE S

HATUN TR, iRMNPath£RBRIMEAZE.

PUT _cluster/settings
{
"persistent": {
"flowcontrol.path.white_list": "xxxx"
}
}

% 2-87 Path £/ R iIEAR LAYBCEINRA

BoEIN E-Sic) 15i8H
flowcontrol.path.white_li | List<String | Path2 B ®RIEHRE, BEENKREARS
st > 5. CPURIEII—HERTR, IPRIER
Gho
YIFRABCE10 Path, B PathEF KK
ERHI/NF32,
EIAMERZT,
i8R
—RARNECEIE, (EBEXIEHIIRE
WEERRE.
(MERTY::

LERBESHEREN “null” B, RRIKEEREIME.

FEERFEST
1 PUTHIT®S, FRERRESLH

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.statics.enabled": true,
"flowcontrol.statics.threshold": 100,
"flowcontrol.statics.sample_frequency": 50
}
}
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FE—Ehn

F 2-88 {IE RIS HHIECE IR

=10 3t} dAH
flowcontrol.statics.enab | Boolean BRI R . FHEIBERFES
led AP ORFI=UE T =F-A ]

EVESEHE: true. false
ZRINE: false

flowcontrol.statics.thres
hold

Integer

FitmIEAENGERNEKRHE . BiE
79100, ®REFITHRITIBORZH
100N PHENEF N E FREFITHAYG 05
ZH91001NURL,
=/ME: 10
B=XE: 1000
ZHAME: 100
izl
o IPFITFIURLE ST EFI5aAT 845
FEEE, TRSICRRITIBaIPFIE
3KURL, MNREFTEAZIZENRE
(Bp “flowcontrol.statics.threshold”
EEE) , HaaEEmERANIS
REWERE.

o URLFHFITHAIETURL hash{EH
INiBElPathRI—El4E .

flowcontrol.statics.samp | Integer
le_frequency

PathSRHE5TR . BLE 100, ®=-E
100 MBERFRESIT—IR

=/ME: 50

ZXIA{E: 100

(1 588

LFFAESHEIRERN “null” i, BRIREEREBIME.

WITINTasS, XABERFERIT
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.statics.enabled": false
}
}

T TS, Fa—REmnR.
PUT /_cluster/settings
{
"persistent™: {
"flowcontrol.break.enabled": true
}
}
WATU TS, XEFA—REnNR.
PUT /_cluster/settings
{
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"persistent": {
"flowcontrol.break.enabled": false
}
}

§E ;ﬁzj:lﬁjﬁﬂlus
o EEMATRIREEFIER

GET /_nodes/stats/filter

o BEENTEATSRIRERFIER

GET /_nodes/{nodeld}/stats/filter
“{nodeld}” AEEEEREITHRITRID,

a7~ :
AR

IREUELANodeRAISTF, httpieFmH A IFEEEHIRSIT, memorylﬂililﬁum =T
ip_addressic RERIEHRZIHIENZEFiRKIP, url_samplelcRREFEIRIERZ1ERURL, cpulcx
CPURESLT

n

_nodes" : {

"total" : 1,

"successful" : 1,

"failed" : 0

I

"cluster_name" : "css-flowcontroller",

"nodes" : {

"EIBRNCMbTj6L1C-Wke-Dnw" : {
"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.133",
"timestamp" : 1613979513747,
"flow_control" : {

"transport" : {
"concurrent_req" : 0,
"rejected_concurrent" : 0,
"rejected_new" : 0,
"rejected_deny" : 0

by

"http" : {

"concurrent_req" : 0,
"rejected_concurrent" : 0,
"rejected_new" : 0,
"rejected_deny" : 0

b

"memory" : {
"memory_allow" : 41,
"memory_rejected" : 0

b

"cpu": {

"rejected_cpu" : 0

}

"ip_address" : [

ip":"/10.0.0.198",
"count" : 453

B

{
ip":"/198.19.49.1",
"count" : 42

}
1

"url_sample" : [

"url" : "/*/_search?pretty=true",
"method" : "GET",
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"remote_address" : "/10.0.0.198:16763",
"count" : 1

X 2-89 WS 05

BH 7 pizhilz
concurrent_req TREIFRITCPEREIRER, REABREX M IED

£1I0%, 2% GET /_nodes/stats/httpiZ[Jcurrent_open
B, BER&£0XME/), XBZEE THRRIPHIRIT =

IP,

rejected_concurrent | HTTPIRIEHBER, XAEAES, FRanizHAElEL
FrREEH

rejected_new HTTPRIEARBREX, XABRES, FariziBaE%aY
iR

rejected_deny HTTPREFBEN, XAEAEE, RERRRERINE

memory_allow AEREFEER, XARTEE, BERERITFINEK

#H, MARERZEERIFINEXREE, allow_pathBRE
BT IERAESEWICR, WRallow_pathEc&EH “*” , Br
BIEKREFASHWICR

memory_rejected AEREAREN, XAEAEE, AFEREEERYER
H, MAEREFERIEEELINEKEE, allow_pathBHEE
FIESIERASIHICR, WRallow_pathfe&EH “**” , BT
BIEREBASWICT .

rejected_cpu CPURMEHRBEN, XABEFESE, BIICPURIRSIEIES
ANEREL

ip_address IPHEdESE, BEFEEESTT SiEaRYIPHEERIEREL
2. SHRAIESN#&R2-90782-90,

url_sample iBEKPathFZiESt, ETFAENBMRFEIRSITERIB

SKURLEE ., S¥RBIESN3E2-91,

Z 2-90 ip_address

SH& ol
ip 51875 R BYRIPHbIE o
method X Rz I PHEYERGIGENIRE ST
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2 2-91 url_sample
2H 2 yizl:lz
url BRAEEST, 1IER6107T =A953KURL,
method FRIiERPathfI5 % o
remote_address BRI R AYRIPHENEFNIR O
count XTR B PathBYSRAESITIREL
FERHEEHEIARE

1. THTH<S, AEBERE.

- HEEEAETRRIANEES

PUT /_access_log?duration_limit=30s&capacity_limit=1mb

- FAR&EEPE—TRENLEAE

PUT /_access_log/{nodeldRduration_limit=30s&capacity_limit=1mb

“{nodeld}” AT EID,

& 2-92 I8 HERIEC BT AR

(=107

sE)

il

duration_limit

String

BIaHEICRATE .
BYESBE: 10~120
Bfi: s

ZANME: 30

capacity_limit

String

B ETIERAN, FitHBRBDETEICR
RUERA/, SR RNATZEEE, 5
B HEICRELL,

BESEE: 1~5

BA{: MB
IAME: 1

AR

e “duration_limit” 1 “capacity_limit” REF—MSHIXZEE, HEATCRME

=1k,

o HFBSHEREN “null” BY, TRKSEERIAE.

2. PTWITERS, EENEES.

- BEEHEETRENLIEEEAP

GET /_access_log

- BEEHPE—T<ANEEREAPI

GET /_access_log/{nodeld}

“{nodeld}” AT =ID,
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M) Mz 7351
{

"_nodes" : {

}

n

n

"total" : 1,
"successful" : 1,
"failed" : 0

cluster_name" : "css-flowcontroller",
nodes" : {
"8x-ZHu-wTemBQwpcGivFKg" : {
"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.98",

"count" : 2,
"access" : [
{

"time" : "2021-02-23 02:09:50",
"remote_address" : "/10.0.0.98:28191",
"url" : "/_access/security/log?pretty",
"method" : "GET",

"content" : ""

"time" : "2021-02-23 02:09:52",
"remote_address" : "/10.0.0.98:28193",
"url" : "/_access/security/log?pretty",
"method" : "GET",

"content" : ""

& 2-93 MRS H0HAA

e e %88

name TIRER,

host TS RIAYIPHEALL .

count SERAN, BETRRIEREE.

access iﬁ;ﬂ@,ﬁﬂ A, BETREKRFR. SHIRBESIER

2 2-94 access

SHE 1588

time ICRIBKRESE o
remote_address BRI R AYIRIPHELERNIR ]
url BRAYEIAURL

method XIRIIERPathAg 7%
content M RIERIINE
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3. BT HIBRAEERS.
- BERERPTE B <AYAIIHSAPI

DELETE /_access_log

- MEREEFRE—T AL HEAPI

DELETE /_access_log/{nodeld}
“{nodeld}” ATHID,

FEhIEASICREINH
(11 588

o ABKIATICREINMGE, BEFRHIIEFTR, SICRA{ERFE _access_log.log}X
%, B AEENIIERLIEOBSIHEREERIDIIEE.

o ZINBE—MRATENMTE, WEFRE, EWKHALFX.
1. PTATa<S, AEHEERICRENG.

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.log.file.enabled": true
}
}

& 2-95 i HERICREI M HRIBCE LN

8% i) 588
flowcontrol.log.file.enab | Boolean EEBEEMNMERNETEBCREIE
led aBeEXY.

EEE:

e true

o false (EAINME)

2. WFUTHS, XABLEGCREINX .
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.log.file.enabled": false
}
}

FHi= CPU /2

1. BT TS, FRBRCPUMRE.
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.cpu.enabled": true,
"flowcontrol.cpu.percent_limit": 80,
"flowcontrol.cpu.allow_path": ["index/_search"]
}
}
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% 2-96 15[ HEAIECE TSR

[T St 5iHH
flowcontrol.cpu. | Boolean | & FBCPURE.
enabled EVESEE:
e true
o false (EAINME)
flowcontrol.cpu. | Integer | fiEAYEIE, FECPUERAZREIIEENEA
percent_limit i ol
EUAME: 90
flowcontrol.cpu. | List<Strin | CPURZH&Z & Path,
allow_path 9> RENKETS5CPURE, SHBRIE
&, SEEFNERREORARE, 725
CPUME, BECPUREISESHTREEIIE
BEE
fBign:
e "flowcontrol.memory.allow_path": "/
index/_search",
e "flowcontrol.memory.allow_path": "/
index*/_search",
e "flowcontrol.memory.allow_path": ["/
index/_search", "/index1/_bulk"],
SIFRAEE 101 Path, B PathRAKER
HNF32,
BINMERZT,
MERTY::

LFESHERER ‘null” Y, RTRSERERIME.
2. PUTAI TS, XHICPURE.

PUT /_cluster/settings

{

"persistent": {

"flowcontrol.cpu.enabled": false

}
}

2.7.6 BicE Elasticsearch EEEF AEIFIRE

ImRER

AEHREGFERERETHEZEE, BeRfF. KENNEEERETRES,

FEDRRFRE. AT AERTFERARISH, fkHii=ER, RIEEFENH
HERESEP—SATRERE TR, BEEIEAIETHEES . AEEREE
X iFEEEEENERE, AFSHEREMEERERAENE, PEiENES

iBKo
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KEHRE BRI NGO, BAERIEREN.
o IHoBWHATREESNTRENTE, SEWIEEIIZ Garbage Collect, EE5|&
OOMEE,

o $i%Garbage Collect ST AME, TURELEMMEZLMY
o BERIASHMCPURH, & ST,
£JRPRE]

{XElasticsearch 7.6.2. Elasticsearch 7.10. 28 iF KEHHRE .

BEXEARE
z;ﬁf@B%%##tﬁn@%Eaﬂ#@ﬁ!&m*ryﬂ, APTRESRESIRE, RERIRE
o

ERTERRSEEEFE

2. £ ‘SR U, &FRFREAEARENERE, BIIiR(ES “Kibana” ,
EFHRKibanaRmE .

3. fEKibanafIZEMISHTFRER “Dev Tools” , YUTHI TR TFBATIRENLS
EITEBAITANFEF X
PUT _cluster/settings
{
"persistent™: {
"search.isolator.enabled": true,
"search.isolator.time.enabled": true
}
}

U ERANFFRZIRIINRE, SFXRITHFE, SGFEERISHIEESNR2-97,

& 2-97 AEHRBETIEEENNSHEE

L SE ST S BESH SHIRAA
search.isolator. | search.isolatormemory | £ EEIAESHEN AXES
enabled task.limit ESHSE
search.isolator.time.ma
nagement

search.isolatormemory | A IRE BAEIEESSHUTAYS
.pool.limit =18

search.isolator.memory | 88

.heap.limit S

search.isolator.count.li
mit

“search.isolator.memory.heap.limit
7 BN T T LR R FRIERR
#l, SIEEATEOSRE, BER
%UEEE%&HQBE%?&WE’Q*E@E%E
M,

search.isolator.strategy

search.isolator.strategy
.ratio

FRiffE R it R — R EIRESAE
BNERHEE -

ime.enabled

search.isolator.t

search.isolator.time.lim
it

EREESEINRE,
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4. EEATARS.
- HPUTWITe<, REBND REEESKEN AAEDESHIEE.

PUT _cluster/settings
{

"persistent": {
"search.isolator.memory.task.limit": "50MB",

}
}

& 2-98 2#15 P8

S 7 ¥iE | WA
il

search.isolator. | String | E1AESHETFREFRFOT RERIBEHKA
memory.task.lim 7, RIERFEILERERSHTIREWE.
It o HUETE: Ob~TiEmAHRE

o ZAIAME: 50MB

izL:ld

gL)EH&D‘Fﬁ%Ei@%EﬁEPﬂﬁ@ﬁﬁ‘%&*ﬂ%k

GET _cat/nodes?
&h=id,ip,port,r,ramPercent,ramCurrent,heapMa

x,heapCurrent
search.isolatorti | String | EIAFERIEESHIATK ( BEIFFAFRERER
me.managemen EHTES ) , BEEREBHEREME.

t o EVEEE: > O0ms

e ZFINME: 10s

- BTN, MAREIERESESHIRNEE.
PUT _cluster/settings
{
"persistent": {
"search.isolator.memory.pool.limit": "50%",
"search.isolator.memory.heap.limit": "90%",
"search.isolator.count.limit": 1000
}
}

& 2-99 SRR

BHH2 HIE | AR
E5i]

search.isolator. | String | HEIPTRRAHENZFEDLL, JREMRFAEX
memory.pool.li ESES BN AR L RES A s
mit EEJ‘%’ , BUBthTlREittEP—EXE 8

o

o HYESBE: 0.0~100.0%

o FIME: 50%
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e ¥R | 58
it
search.isolator. | String | HAIT AHERFNLIMERSE, ATRER
memory.heap.li FERBEEEER D i E PRI,
mit EUE TR E P —Z X EIAES .

o EUESEE: 0.0~100.0%

o ZKIME: 90%

search.isolator.c | Integ | HEIPRMREHIIXEIESEERDE, HUR
ount.limit er MEIEESHEE R ES M A PR HTE
F, FEESHNAED. NRHREMARE
\iEk, NEZEEZEK.

o HYESEE: 10~50000

e EHAE: 1000

AR

IRIBAVS3I8E “search.isolator.memory.pool.limit” ,

“search.isolator.count.limit” 20, AT&ES
“search.isolator.memory.task.limit” , “search.isolator.time.management” &
SHIEHIESESHAIIREIHNEE.

- HITUTES, RSt E—SEISESHISEERES
PUT _cluster/settings
{
"persistent": {
"search.isolator.strategy": "fair",
"search.isolator.strategy.ratio": "0.5%"
}
}
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SHH

8

7

ol

search.isolator.st
rategy

String

A& chiTiE IR Y KEaEENAYERER . RYE
RGN —Z BT
izl
AEAREOEUHRE—R, EEHERF FEIIR
2BE .
EESBE: fair. mem-first. time-first

o mem-firstiRE§ 21EALA PURRT, IEENRE

iﬁqﬂiﬁmﬁ{?ﬁﬁﬁ%kﬁ’ﬂ—%ﬁﬂﬁ%ﬁﬁqﬂ
I‘-ﬁo

o time-firsttREGEIERNA AT, EERE
P EE T ERKN—&EESHITH
B o

o fairfRIEREZEEE RAFINERMER,
MRS FERANERFRIBEAXIMEERED
“‘EAREREFTR
search.isolator.strategy.ratio” R9AR/N, T
INARERAKIIEIEENZ TR . BUIAK
HREFERRANEIENZ M,

ZRINME: fair

search.isolator.st
rategy.ratio

String

fairskRERYISHE, X=X
“search.isolator.strategy” {84 “fair” &
WM. FEERAEONGETHERAE, HKX
EBIESAFEERBIIERER, ZRi%E
IEfTRTEHKAY R E G T, HEIBRFE
ZREIRER, EERARFEAESHTEH
o

o EUETE: 0.0-100.0%

e EME: 1%

5. BLEEEETEN.

PATIN <, REEZBEEESETE,

PUT _cluster/settings
{

"persistent": {

"search.isolator.time.limit": "120s"

}
}
B A HES | WA
ic)
search.isolator.time.li | String | = BETBININALH BT, FFEERIZNE

mit

EES B L ATISHEVERT
o EYESBHE: > 0ms
o ZHAE: 120s
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2.7.7 BtE Elasticsearch EEE¥ER S 105

InRTER

REERAMIERENERAT, FBARENKK, HELMELE, NMEARSMHE
g2, AT SHIRE HTEES

EAMEEENERESTZRET, SNEEEPAENEIENSERS.
A ARSI FREERRR

o HiIFHE: HUERIRHIFRINFZE.
o R EHIFERRRTE, HRRRERERERETE k.

REERENNERnRIESNR2-100,

% 2-100 BEtEB(ERIFS
= R EP VL]

REFRERS T EAEROAEEIIHGTRES, | BREFRIERS
MAF—PERBIRIFHITRE

SEFRES RGEERZEAEERIHITREG, | SEFRESER
ZIDS(]‘—/\T_ fERSEIRSS A TIZRRAYRTE) | &

’RI:IO

REZRIISER | TR LA ﬂﬂﬁgéélﬁér — ﬂiEE?—Eﬁﬁ.ﬂ%%A
=t =) i, AEHEEZRMSERES, RE | BAEEFRES
BUSEFRMERERS. BRS

9 RPRH

{¥Elasticsearch 7.10.2&ERf7 152 S1%5,

EEFRSERS

REFR—MRANDERS, AHIFNERTESRFIEIEREE, FTosLit
Ekiﬂéﬁigo

flan, EEESWN TR

POST testindex/_search
{
"size": 0,
"aggs":{
"groupby_region": {
"terms": {
"field": "region"
%
|laggsll: {
"groupby_host": {
"terms": {
"field": "host"
P
”aggS": {
"avg_cpu_usage": {
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avg {
"field": "cpu_usage"

HEEXT “region” F1 “host” X MEEFEHT

=&,
/] F5IRE
"settings" : {
"index" : {
"search" : {
"turbo" : {
"enabled" : "true" // FFBEH
}

b
"sort" : { // {EEHEFHE
"field" : [
"region",
"host",
"other"
1
b
"cluster" : {
“field" : [ // {EEERFERE
"region",
"host"
1
}
}
}

(MERITY::
RiRU IR RAYRISR T

EEFRELERS

ER
TR0\

B3R, MWBEENRS|H

SEFR—XAELENERS, FTHEEXERRIEE.
Blan, EEESIN TR, XEEREMIEFRtimestampf{ESES4E,

scorefYF1I9(EH,

POST testindex/_search?pretty
{
"size": 0,
"aggs": {
"avg_score": {
"avg": {
"field": "score"
h?
"aggs": {
"groupbytime": {
"date_histogram": {
"field": "timestamp",
"calendar_interval": "day"

1780

REK
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HREXNHENSEFE “timestamp” HTRAEEN, WHFEEXNRSFHITUW TR
Ho
/] R5IgE&
"settings" : {
"index" : {
"search" : {
"turbo" : {
"enabled" : "true" // FFEIL
}

%

"sort" : { // {EEHEFR
"field" : [

"timestamp"

]

}

}
}

REFRIERGEGSEFTRELERS
EREFRISEFRESNHRT, —REVEEFRUSARS, AREHSE
FRUESERS.

fiRan, EEEDWTER.

POST testindex/_search
{
"size": 0,
Ilaggsll:{
"groupby_region": {
"terms": {
"field": "region"
}

"aggs": {
"groupby_host": {
"terms": {
"field": "host"
}

"aggs": {
"groupby_timestamp": {
"date_histogram": {
"field": "timestamp",

3
"aggs": {
"avg_score": {
"avg": {
"field": "score"

HEELEXT “region” REFEHITHH, BT “host” (REFEHITHH, REXT
“timestamp” SEFERHTEHESE, BEEENESIREWNT.

/| R5IigE&
"settings" : {
"index" : {
"search" : {
"turbo" : {
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"enabled" : "true" // FFEAL
}
L
"sort" : { // {EEHEFRE
"field" : [
"region",
"host",

"timestamp”,
"other"
1
}

"cluster" : {
"field" : [ // {5ERFERE
"region",
"host"
1
}
}
}

AR

o REERVIEHIFRABIRFE.
o SEFRUNEHIFEYD, BSEFRUNIRE—MEEFREH.

e W
MR
o HUREE: esrally nyc_taxisEiEes
o EEEHIIKR: 4U16G 100GBFIO * 3T

AL
1. EERPEIRRSIER, EEHIFRIMXARGIERE,

PUT /_template/nyc_taxis

"settings": {
"index.search.turbo.enabled": false,

"number_of_shards": 3,
"number_of_replicas": 0
}
}

2. {EMesrallyfiiTnyc_taxisEEEEAINIE, SEIXHRSIERATAVIES
3. ER—EHPERSIER, EEHFRIMIARRSERE.

PUT /_template/nyc_taxis
{

"settings": {
"index.search.turbo.enabled": true,

"number_of_shards": 3,
"number_of_replicas": 0

}

}
4. {EResrallyfiTnyc_taxisBIRERINIE, BEIFERSERITAIER
MiEER

AR EE XS “dropoff_datetime” BREMEALER, BIRXET
“autohisto_agg” #0 “date_histogram_agg” W MESHIER, UTHIZIESHINS
EERXILL .
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Metric Task |Un | XFAREIE |HBEREE |Xx |F |op |&Fie
it | G M |/Z |en
=R |/
a8 |& |
|18 | os
R | R | e
U U U U R - R =
A A o I o I < A I A R =N =
% ||| B
RAR IR |R|R|R
1 2 3 1 2 3
Min autoh [op 4. |4 |4 [11 |11 |11 |4 |11 |26 |FHMHE
Throughp |isto_a |s/s |42 |44 (43 |6 |9 |9 |43 |8 |8 [iEH25
ut ag 6 |4 |6 5 =L
Mean autoh (op |4. |4 [4 |11 |11 (12 (4 |11 |26
Throughp |isto_a |s/s |50 |46 |44 |8 |9 |.0 (47 |9 |7
ut ag 1 9 |0 3
Median autoh (op |4. |4 [4 |11 |11 (12 (4 |11 |26
Throughp |isto_a |s/s |51 |46 |44 |8 |9 |.0 (47 |9 |7
ut ag 3 18 |0 4
Max autoh (op |4. |4. (4 |11 (12 (12 |4 |12 |26
Throughp |isto_,a |s/s |54 |48 |45 |9 |0 |0 (49 |.0 |7
ut ag 0 |7 |2 0
100th autoh |ms [21 |- |- |- [84|80 |21 |82 |03|B%EETF
percentile | isto_a 6. 513 |64 |8 (%60%
latency ag 30 6 |8 |30 |7 AL
100th autoh | ms | 21 | - - - |84 80|21 (8203
percentile | isto_a 6. 5 13 |6. |4 |8
service ag 30 6 (8 |30 |7
time
error rate | autoh (% |0 (0 (O |O (O (O |O |O (O |-
isto_a
gg
Min date_ |op [4. |4 |4 [12 |12 (12 |4 |12 |26 |&ME
Throughp | histog |s/s |72 |67 |65 |5 |.4 |5 |68 |5 |8 |#EH25
ut ram_a 7 [0 |9 2 =y
gg
Mean date_ |op |4 |4. |4 12112112 4. [12 | 2.6
Throughp | histog |s/s |73 |67 |67 |6 |4 |6 |69 |.5 |8
ut ram_a 1 6 1 6
gg
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Metric Task |Un | XFAREIE |HBEREE |Xx |F |op |&Fie
it |® SR M |B |en
RIER |/
g8 |d
B [ |os
5| | e
/1 L U 1V O = >
? | (il || || E|E
| |8 | | |5
RIR|R || &R |R
1 2 3 1 2 3
Median date_ (op |4. |4. (4 |12 (12 (12 |4 |12 |26
Throughp | histog |s/s |73 |67 |67 |6 |4 |6 [69|.5 |8
ut ram_a 2 6 0 6
gg
Max date_ [op |4. |4. |4 |12 (12 (12 |4 |12 |26
Throughp | histog |s/s |74 |67 |67 |6 |4 |6 [69|.5 |8
ut ram_a 4 9 3 9
gg
50th date. [ms |20 |21 |21 |77 |76 |82 (21 |78 | 0.3 | RH3ET
percentile | histog 2. |8 |3. |6 |.0 |6 [1. (.7 |7 |B60%
latency ram_a 61 (09|43 |4 |2 |3 |[38]|7 LAt
gg
100th date_. |ms |20 (22 |24 |77 | - - 22 |77 |03
percentile | histog 7. 13. 16. |.9 519 |5
latency ram_a 35188 (63 |9 95 |9
ag
50th date. |ms |20 |21 |21 (77 |76 |82 |21 (78 [0.3
percentile | histog 2. |8 (3. |6 |0 |6 (1. .7 |7
service ram_a 61 |09 (43 |4 2 3 38 | 7
time ag
100th date_ |ms |20 |22 |24 |77 |- - 22 |77 {03
percentile | histog 7. 13. |16. |.9 519 |5
service ram_a 35 |88 (63 |9 95 | 9
time ag
errorrate |date. | % |0 0 0 0 0 0 0 0 0 -
histog
ram_a
ag

AWHLEE

AR ERERER T, AERGIERE, REMESERA, EREtEEA2.5
&AL, EERIEE FE60%LL L
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2.7.8 B2E Elasticsearch EEEHEEHE

IR

2YZRPRH

RIS

EIEE MRS

EENBXIFESNEEE (Leader ) UEIEBERIRILSZIMNESRE ( Follower ) , SCH

FERRKIEENES, NERRIETES . E59BEIIMSEEENSF, BeE

IROMERE ., MEERTIAIRMRSHS, FTLABSEMDRERMNERHREENIIEA
%, FRIEVSTTLUIEERHT,

B 2-17 Z5 5B TEE’JB’@'*EPEJEH%%

cssi% i

mE— (EX) : EEBHEAN, NEEFES, 9BEEEEN.
= (Bf) : IR, NERAR, ERRMERSS, BRlShi.

e {YElasticsearch 7.6.2. Elasticsearch 7.10. 285 HEEHE,
o EERFAIMER IR AV IRIF—H, BURSIERE.

ERIRER MRA—EAIERE, —MERTERE, B—MENNERE, NEEEVRBEH
B FEEEFAIRESTIZO ( EAIAIRA/99200) S

BRZERESEEESS

£ “sEEE F-_'ELSELF}‘AEE$ BATHIR(ES) “Kibana” , ZSKibanallm.
BFEAMSHERY “Dev Tools” HNIRIERE

WITU TS, ENERRETERRIER.

PUT /_cluster/settings
{
"persistent" : {
"cluster" : {
"remote.rest" : {
"leader1" : {

"seeds" : [
"http://10.0.0.1:9200",
"http://10.0.0.2:9200",
"http://10.0.0.3:9200"

LN =

"username": "elastic",
|Ipassword|l. Mkdkkkk !l
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}
}
}

& 2-101 B3RS EUKER

2832 15408
leader1 FEHREISHBIR, HRAFEENX, BEEEED
BEENESREIZEIR.
seeds FERANSITBlE . HERFHFEHTTPSIAEAY, URL
schemaBEXI M FAhttps.
username FEHARR, NEEHRETEEHNATENRE.
password FEREE, (NEEHERLREEHNTRTERE.,
WAEIARIR
{

"acknowledged" : true, // 2&BIN
"persistent" : {
"cluster" : {
"remote" : {
"rest" : {
"leader1" : {

"seeds" : [

"http://10.0.0.1:9200",

"http://10.0.0.2:9200",

"http://10.0.0.3:9200"

15
"username": "elastic",
"password"; "

}
}
}
}
}

"transient" : { }
}

5. EESmE, EMNEEHITN N ar AN ERFFIEEEANERIINR
GET _remote/rest/info
IR[E7RA:
{

"leader1" : {
"connected" : true //RRNEREEE
}
}

EC |k
R5|ELE2M5H: BERSIRBLHNERSIES .
FERSIRALE, NEFNRSISTARTRS, AEEHSEERRSIELS. @5
FEHAEGIA30R), WNRFBEIEKES WENRLZEHA .
RERS|EL
o HENEEHITUITES, BEEHIBRNRSIRLSEIMNER:, TMEKESIRE.

PUT start_remote_sync

{
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"remote_cluster": "leaderT1",
"remote_index": "datal_leader",
"local_index": "data7_follower"

}

o HENEEHITUITa<, BEEBIBRNRSIRLEINER, FHERBERDRSIE
8, FERS|IkR&ERL.

PUT start_remote_sync

{

"remote_cluster": "leaderT",
"remote_index": "datal_leader",
"local_index": "datai_follower",

"settings": {
"number_of_replicas": 4

I

"settings_sync_enable": true,
"settings_sync_patterns": ["*"],
"settings_sync_exclude_patterns": ["index.routing.allocation.*"],

"alias_sync_enable": true,
"state_sync_enable": true

}
AR

LIRS R EARSIFER:

“creation_date” .

% 2-102 iERASEURE

“number_of _shards” . “version.created” . “uuid” .

“soft_deletes.enabled” .

285

ol

remote_cluster

FEMEEISHBIR, mEEENEMITZE, K
MIZERIE “leader1”

remote_index

FERGRZ RSB

local_index B EIMNEEFRIRSZR,
settings BLR5IRRSIRE

settings_sync_enable

HREEERERSIIRERSE, BN “false”

settings_sync_patterns

ERIZHFEBRSIREIR, AL 7, H
“settings_sync_enable” J3 “true” BF&ERL,

settings_sync_exclude_
patterns

“settings” PEENERSIREFSRE,

AHEZERTNEEERSIRENR, AT,
“settings_sync_enable” J3 “true” BF&4ERL,

alias_sync_enable

HFRFERES|IFIBRE, BiAA “false” o

state_sync_enable

HEEERHRSIRNEEL, Bl “false” .

Ui | e

o FENEEHITUN TS, BIRNREXRLRS|, BEERFFIERNERSIFELE

MEEEE,

PUT auto_sync/pattern/${PATTERN}

"remote_cluster": "leaderT",

"remote_index_patterns": "log*',
"local_index_pattern": "{{remote_index}}-sync",
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"apply_exist_index": true

o FENEEHITUITES, BIZIMEEXRLSRS|, BEERFFIERARSIFLE
MEERE, HEMBEPNREIECE, ARRSIEERS.

PUT auto_sync/pattern/${PATTERN}

"remote_cluster": "leaderT",
"remote_index_patterns": "log™',
"local_index_pattern": " {{remote_index}}-sync",
"apply_exist_index": true,
"settings": {

"number_of_replicas": 4
}

"settings_sync_enable": true,

"settings_sync_patterns": ["*"],
"settings_sync_exclude_patterns": ["index.routing.allocation.*"],
"alias_sync_enable": true,

"state_sync_enable": true

}
AR

U TZS|RBALIFEH: “number_of shards” . “version.created” . “uuid” .
“creation_date” . “soft_deletes.enabled” .

% 2-103 i5KASEURA

283 15iAH
PATTERN G ER AL ENpatternBE, BFRD BN ERIILELE

Eﬁo

remote_cluster

FEMEESISHBIR, BIEETNERELSE, BiNE
WESZH “leader1” o

remote_index_pattern
S

FEHFRSRSIRR, B 17 .

local_index_pattern

B EIMERNRS IR, IFERER, GIRNEEN
“{{remote_index}}-sync” Y, FREEZHRSIA “logl” ,
BZERBESIA “logl-sync” .

apply_exist_index

AR EERF LEFERIRS], BAA “true”

settings

ELRSIRNRE

settings_sync_enable

HEEERRSIIRERSE, BiA) “false” o

settings_sync_patterns

ERITNFERBRSIRETIR, BAS 7, H
“settings_sync_enable” J3 “true” RT&ERL,
“settings” PECEMRSIIREARREL

patterns

settings_sync_exclude_

ATHREZERSHNEERRS IRENLE, BMAST,
“settings_sync_enable” J3 “true” BF4ER,

alias_sync_enable

FEFEHRSIBIEES, BikKs “false” .

state_sync_enable

HEEERHRSINEEL, Bk “false” .
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SIERARSS
5z mEi=1e2)
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EIERs AL

EMNERFRITUH TS, BRIERS|IBIRINANES(ESS, REEERNZRSI8EN

SRS EINERE, FENERFPZRSINRIDINEHERR, SIFHEENSA

PUT log*/stop_remote_sync

BerF, WHIRIELELL “log” FFLRIRSIIRL(ESS .

EHMEREEF AR

1.

FEE#ELS

(B

FEMEREFIIT TS, ERNELIZAITARRN.
- FIXREE

GET auto_sync/pattern

-  EEsRESs
GET auto_sync/pattern/{PATTERN}

EORERAIEIT
{

"patterns" : [
{

"name" : "pattern1”,

"pattern" : {
"remote_cluster" : "leader",
"remote_index_patterns" : [

l|log*ll

1

"local_index_pattern" : "{{remote_index}}-sync",
"settings" : { }
}
}
1
}

EMNERHITIN T <, IBERETRmIREC.

DELETE auto_sync/pattern/{PATTERN}

FEEHRS

“‘log*” FRTESIB, TFEESIRS| ( SANRIIZEAENESHR ) FERE

HHEROAMRIE TR R NSRS R ERURRE R BRI TR, S
ERRSHITEHR ENEHAT, WEASRSZEMEINERF . STHHE

HEE, R, 81RSENERHISEHIRS EERRIRS TR

BRREINT (FEEERE ) :
PUT _cluster/settings
{
"persistent": {
"remote_sync.force_synchronize": true
}
}

(Ze R EHA
EILZREEIRGA30RY, STHHEN .
IBRRBIGIT (1EXELEEERI 27 )

PUT {index_name}/_settings
{
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"index.remote_sync.sync_interval": "2s"

}

EHRIRE
o FINBRPRE
ZIEO R LASRER LR R 5 | R APIRTES .
ERRGI0T:
GET auto_sync/stats
EORERAIENT:
{

"success_count" : 3,

"failed_count" : 0,
"failed_remote_cluster_state_requests_count" : 0,
"last_fail_exception" : { },
"last_fail_remote_cluster_requests_exception" : { }

}

o FREUSERSINBRIPRE
BRI
GET {index_name}/sync_stats
ZORERAIEIT
{

"indices" : {
"data1_follower" : {
"shards" : {
"0": [
{
"primary" : false,
"total_synced_times" : 27,
"total_empty_times" : 25,
"total_synced_files" : 4,
"total_synced_bytes" : 3580,
"total_paused_nanos" : 0,
"total_paused_times" : 0,
"current" : {
"files_count" : 0O,
"finished_files_count" : 0,
"bytes" : 0,
"finished_bytes" : 0
}
L

"primary" : true,
"total_synced_times" : 28,
"total_empty_times" : 26,
"total_synced_files" : 20,
"total_synced_bytes" : 17547,
"total_paused_nanos" : 0,
"total_paused_times" : 0,
"current" : {
"files_count" : 0O,
"finished_files_count" : 0,
"bytes" : 0,
"finished_bytes" : 0
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FEMI%

SEERFLISIRRT, BT EMNRRIESSIEEHTT

1. FIFENERFRIRSIEL L. EUNEHESERSIFLHNEERN, wds
EEAFHMIFREERTERT
- MREMERDN, WRFRENEHREERSIRALZXER, MHIT3,
- RBEEEN, WRRENEHREEALRRSIREXR, WiRiT2,

2. MFMERFRIRSIRSHINERT, <SS EEIHMRERF AR .

3. MEBHEIERSIAZE, BiZERENRIIMNER ., MRENERHRELRRSIES
KR, FLERSIRALHLERBRAFILERS].

4. iiig%gﬁ,ﬁiﬁﬁMEMﬁﬁﬁﬁ,EmﬁﬁiMﬁﬁ,ﬁ%%%ﬁ%
5. MR, BTEE ES SN ERSIEN TSRS, SN,
2.7.9 tJJ#a Elasticsearch E£ELSHEIE

SRR X5 RElasticsearchEERFECEIRMIE T =, SRS I EURH TSI

SRR
BT RSHEIR, LSS MBEE RV RIREIN SRS EREN 28 EEIEAR

iR, MTFHEHFEERDHEARCIEEREATERIS T SERSERE. ©
PEIRIIRALUBRZAE A, IRFHERAER,

2-18 RIS AEIERIE

HIET R
(ess)
HIETI R
(ess)
( ess-cold )
Mastero & e
( ess-master ) YRS IREHE
— Masterfig
( ess-master )
Cliento s
( ess-client )
ClientTo s
Elasticsearch£8# (ess-client )

Elasticsearch£E*

ECIERERRERY, BRRREIET RaEIT L “cold” 155, FRFHSEIE, HED
RERATLE “hot” 152, BT EFRIAENE. BRAILIBESEERERS|, BHIESE
FRMIET R L. REERFELCHET R, METRASWIT LR,
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BEIET R REECIEERI T LUSIRER, CREMAIEFMNAHIET S, R
ERRESHIET SIS HENE, TJLUMEREFEESBRINEE, BEINFE2 A
EeElasticsearch&EHEEHE .,

REET R EDRNET BRI EFESENT &, BENREESIY B8
Elasticsearch&EEf,

£JRPR]
(SR TR EUET ISR A ST O ARG . QTR OISR AT LU IR
SHIET S, DREREAISRINSHIET S,
RIS

1. BRTERRSEEEHS
2. WANERRSCERRREIET R,

£ ‘EREET H, BEREFEERHITEESBIER, BHEEFITRENERF
BR, BF ‘TRER PREARYETRIIER.

2-19 BEERSHIET =

TRER

TEANE €s5.5 |8 GB
TR 40 G

TREE 1

S EOETS S ess.s |8 GB
REIE D RS 40G

SR RN 3

- B, EEFEELSHIETS, UHiTTT—,

- B, EEAFELSHIET R, WASHFIRERNSHEIR, NRBEHE
HIREX NSEIE, RIEFEAK, BFHERYE, oLEREESED
gt, BAIE(ESESEcEElasticsearch&EEFENE

3. ERTREERHR(EYI “Kibana” , EFEKibanallm.,
4. EREMSHAFEZR “Dev Tools” , HNIZERE.,
5. fEKibanaigfETumiREtemplate, Bidi8 B EEHEIRISHENNESIEIEEMEENS

PEIET R L.
fign, piTa <R Etemplatel§LA “myindex” FLRIRS [FFMERISEUET
=L
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- ElasticsearchhrA~<6.xg90 @2 1ER S

PUT _template/test

"order": 1,
"template": "myindex*",
"settings": {
"index": {
"number_of_shards": "3",
"number_of_replicas": "1",
"routing.allocation.require.box_type": "cold"
}

}
}

- ElasticsearchixA<>6 xg98 @& iENR B S

PUT _template/test
{
"order": 1,
"index_patterns": "myindex*",
"settings": {
"refresh_interval": "30s",
"number_of_shards": "3",
"number_of_replicas": "1",
"routing.allocation.require.box_type": "cold"
}
}

OIFEREEARSIFHRISPAET = L.
fFlan, WATITHSNE “myindex” RS |[FEREISEIET =L,

PUT myindex/_settings

"index.routing.allocation.require.box_type": " cold"

}
“myindex” FRZESIBIR. “cold” AILAEFEZEEX “hot” ,
6. HBJELONRSHEURET, TLHT TGS, MERSHEIERE . XIMEERS|E
EEWEREERS|, BYBSESHELSHEIET =T,

PUT myindex/_settings

"index.routing.allocation.require.box_type": null

}
“myindex” FREKSIRR

2.7.10 B2E Elasticsearch &2 |[O]IKN,

Elasticsearch S8 EHRITIIBRERS RUIRIFRY, SERISRSIMIER, RBRIKIARIEET] .
ATRLEEPIRIRIESEEUEWMMER, CSSIRM T RS IEIIAINEE, IFBMIBRRIZRS]
FEIEEF, BN RIRRRS], Mg SRR S

£9RPR S

o {XElasticsearch 7.10.2&8f5 1525 | [EluLINEE .

o HFABEWILEZIG, FEFDELETE APNEZES BN EIKLET, ERFAVNIRESRIRES
IEEHRIRED, X2HTFESIFHNERKILITEIEZES|ICLOSE, #EElasticsearch/r
CLOSEZRS I H AT ERIREDIRE .

o H(FEAIRRAPINEMILEFIRRZRS AT, ERFAPKESAIEESEIiEERIRED, X2
HFERZES I EZEHFOPENZS|, TEElasticsearchfPOPENZRS |RFSEH#IE
o lE, SRUGEERIREDIRZ,

o  FHUEEIMILFAIZRS SRR ERE TR —E8 , EICERE T EFEEFOEIMuL
FRIEIRERIZRSI
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FEZER5 | [OMus

HITUI TR a<S, BRAZRSIOULATNEE.

PUT _cluster/settings

{

"persistent": {

"index.trash.enabled": true

}
}

= 2-104 FeE iR A

BCEIN

1588

»

“index.trash.enabled | Z5|EUILFFR, FREEERE “false” , TRABHAZXRS|[E

HﬂZJEI}JﬁE, %ﬁiEF,ﬁElastlcsearchEﬁEl’J ENFES, H

RERL “true” BY, RRFBRSIEIMLINEE, HITHIER
?\EIE’JE@{’E}E, =5 B ERERILT, EEZEXNT
fHBRZR 5 |ROIRIEA BERDIEMIPRER S | BURE

»

“indices.trash.keep.ti | ES|EEWIAFHIFERENR, BREER “1d” , TRES|

FERWIAPEFER KB ERTERR . &/IME
“14” .

me
AR
PITI T,

IBRZR51,

DELETE {/INDEX_NAME}
Hrh “INDEX_NAME” JIEEMIFAIRS|IBTR, SFFEEH .

BEEIWLFRIZRS]

WITATm<S, EERS|EuEPRIZES],

GET _cat/trash?v=true&s=index

3 2-105 S5 A

SBR izt

v HIREERX 2FER AT, sk
o true: BRFEL,
o false: RAERFEL,
HREER “false” .

s IBERSIFHIFEFER . aiREA “index” . “uuid” . “pri” .
“rep” . “trash.ts” . “delete.time” ,

format REIREEIZIIHEL, BAAFERE, 2iFjson. yaml.
cobr. smile, Efcobrflsmiles —iH#HH&=

h REEFEZRRYE, BALEER, BREEEREHYIZET,
LB ESREHSIE, Ff0 “h=index,uuid,delete.time” ,
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REHEM AR, HAEERA, (MtSE, BULRREEE,
index uuid prirep  trash.ts delete.time

index1 CMD3FCLzTOyTg4RUekWNNA 1 1 1714465116615 23.6h
index1 6ATijuu6SfgamVI-WMyOKg 1 1 1714466233898 23.9h

£ 2-106 \REENSHIRE

IE= 158H

index | &5|&¥Ro

uuid #5|Auuid,

pri EC] Dbl

rep R5|9RIRE .

trash.ts | &5 |FMERIMLARIAIE] o

delete.ti %al&@uﬂzﬁﬁh%ﬂﬁ%ﬁﬁﬁzﬁjﬁ, HZRKORY, [EMIA-RRYIZR S ISR
me B/\o

MEMS A RERS|

im = [o s

HITUI A<, MEuEFERERS] .

POST /trash/recover/{INDEX NAME}

Hrp “INDEX_NAME” RAEELFEHERSIZIR, IFBET .

HMITI TS, BEE.
POST trash/empty

wiTiza<E, BHRMREMESFRIRSIEE, FTIRE, BERRF,

2.8 BicE Elasticsearch SEEFMER

2.8.1 Bt & Elasticsearch E8¥, /3510

SERART “2&E” 1 “HTTPSIfE” B, AJLURERESERE “AMiBHE” o
BEAMIGIAE, BRALERE— 1 RRMIGEAIIPHILE, BTiXNPHEIERT LA QRIS
WizReERf. B, EXIFREHTEH, RERFAMILITERFAYIPitbiELRN

ERO

ElasticsearchflOpenSearch&EE$ 1Y A MiA 0 2@ = B R #ii9E s sSLIINi5E]
HS=RIGHIIERRRTRSHMLAIHZERR, NRISERBRREIERR, #
FERMER A HIIEIIBENERE, BEEH X152 NECEElasticsearchEEEHIHZAIT
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£9RPR
o CSSHEAMIAREGE, &FERFEIPHHRENR, $RIEXERER.
o {YElasticsearch&EB¢hRA<>6.5.4F10penSearch B A THFFS “LeER” .

o  AMIHIIFIRIET RIRSFERIRR—MREINE . HEHEART AMIGIEOEZ
B, BFEREEEREREIYEG LM, KBS RAIRSIAMIGIREEF0 P MED
VPCEPiHa)EEREAYIPHELL , AT EEAMIBIDEREFIRIN—PNEEZE
“198.19.128.0/17” , ETiZAREHERMESEIVPCEPHIRE -

BB SRR ECE ARSI
1. BRERERRSSEEHE.

2. HEOIEERETNH, AR ‘RE2ER . REBEREN, FEBHTTPSIHE,
3. “RMipE7 iEE ‘BfE” , EEAMIGREXSH.

&l 2-20 Bl ERFIIECE A ML

HTTPSAE] FRHTTPSIAT, WHIERRGHTERIE.

i () 1 Moit's

& 2-107 ~AMipin2SE05 8

£ il
™ B IREAMIHERHEER

Ll s P S NRXABIAEEFITFFR, WATHEDIPES AMIPIGaE
&, WRFABBEESIFX, WRARIFERRIIRPHIIPE
S 2MIPIHIEEERE

SE= IRESVPAIERYIPHEINIEEMER , FEIREIGESFEI. (N5
I7F “piEERIAR” A EERE.

EREHEE RIS
GEILIEAIRERNARBEWTIEN, BE, B4, BAREARLE.

1. EBERTERRSEEEHE.

2. EEHEENH, PEFELRELMINDAIERER, BEAEHEASRRH,
BEAMIGEEXEE
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BPiEm 2 ([ Elasticsearch I ZREIE
2-21 (B L MiBIaBXECE
BREES
e
B2 1ER
EHfAE = vpe
< subnet
=i dwe BEiEZsE
ZEiER =12
EETE 5=
A= default
yNEPalE] BEER
el F=HE|EE
Hen 5 Mbit/s &R
HTTPSifA] B | FEIES

PIRITR Pyattitit

[V NEIL

INROBLEERRT, FRB THTTPSIHIEHERECE ARG, SERFCIEMIN
&, ALESREFEREENEECEAMISIE.

BE “2WipE” SHAMR ‘4’ , REDEUWEER, BF “wBE” .
RHBERY, RRAUUSFFOHE, BRRAERPERMILE,

(5

MELEE T AMIBITRIERF, JLIBZRE ‘w5 SHAMR &
B, EHEA), BELIBERE “piEiEd” AN RE” , RE
IHIEESIFRIILERRE.

85
£ “BXMER WH, ALEEERIERIENARMIPIELIL,
fRy0

MNFELUPENAMIPHEILL, ATLIBIERE “AMiEE" SHAMRY “6#
487, BREPARIPHEIL
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(AR

B ARIBIERE, BLRBE A MIPHINGRERE, HXAEHNAMIBEEBEHR
175, SERFRIAMIIIRTRES R AT, BEIRRF,

BIF 2R 1P dhibige NSEB¥
AFUBIERESRIE, EEHSRHE— “ARINE” HIPtt, FBFEIIUESARIP
MU RIS 13\ BB o

BN, BRAHTTPSHZ S ERHI A MIAEItbIES “10.62.179.32” , iwOH

“9200” , MHFTCurlisSEBRERIFIIREIER .
curl -u username:password -k 'https://10.62.179.32:9200/_cat/indices'

Hrhusernameflpassword &~ L& EE IR BT IEE .

2.8.2 Bi2E Elasticsearch E£EF R SRS

KigT =RSS (VPC Endpoint Service ) @IIEEMX, AILUSVPCHAIIRS H{ERVR
HAEMVPCHAVERER, SCWMEBVPCHIIAE, MANREIRSIHEXHINEEE,

FERFOENES. %R, EABRIGETRIRSH, ERASHIALSAFBIE—E

imha, INEZHAFRECHEREEE, BT aIPEEERME=, BFRALL

BEVPCipanZERE

KigT RIRSBII =R IERTMANIS A, HERREIYERRIESHE ST

FIRZERR, NRISEREROREHIIERE, HEERRERIGIHIYERBENE

Bt BB A RS2 A EElasticsearchE BN =RIGEIYE

£YSRPRH!
o EBMFARRIRTRIRSESZE, RigT_BEHHITIRE, RigT<ZBSHA
F#TAS, FHAHESNESE LR Rt EikiA.

o HEHIMEBEETR, “mRIMERT BENEHZVPC, “FN7 EERL
ZVPCTRHIFM, MIZERFA TR E LR T <ARSS -

o BIEZFETDREFEEEEXIMIR, BESEVPCEHDRIREE.

o  AMIHIIFIRIET mIRSFERINRR— MRS . HEEART AMIGIEOES
B, AFERRERERELENE LR, BERIIRSI M5 DEEFFN A MiED
VPCEPiHQ)EERFAYIPHELL , AT EEAMIBIEEREFRII—NEEZE
“198.19.128.0/17” , BiTiZBREARKIESIIVPCEPHIRE -

o RiFgPRIRSHERE, ERAMBITRIETRIPERMIEZILECSSIEAZERFEE
EMNPRE, FERESEIRTRASHIBRRINEEHTIHES .

BB SER IR T IR SS
1. BRRERRSSERIAE.

2. ‘EALSSEE “CUIRER .
3. HEEERNmE, “‘SREE’ EFE ‘BEX’ B, FREZRTRRS.
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SIERRSS
5 =12

2 {§FH Elasticsearch IEZEUE

B 2-22 FE&iET =RS

ERDIRS ? @

& 2-108 BeEL IR T = IRSS

2% ol

BIZRIMIESZ ’jL “CIRAMIEE " , RABRTER— “‘TRIP7

~BMEE— “AMEE ", BEXNMEEZ LA

H—AVPcmlﬁltﬂﬁ%ﬁ FAEINERSER—
“+|-I_|__I—IP”

BEEWRRGTR | EREEERIEEWERIRT R,

o Rk, NEIBZEMBRIFTR,

o ik, NBELIWERIFTIS,

15488
HERERIGAIFERE W R LZIRT R, 1SS
W. BUALIZRIBERBRIRT <.

IPv4/IPV6 I+ M £

IR EBTFEIPVA/IPVEIUL LS , (NHEEEFHIVPC
“FR” EFEIPVE6, HEAiE “AIEEWELLIRTS
=7 B, A STIFEEFEIPvA/IPVEIE ML .

Bin T RIRSZEHER

£ ‘BT RRSAZR RIRINAREE T RIPRA

PIE 2 5 ERF RIS

o BBE I MAERUKSID, FNKSIDECERY

7, NRRAFEIAFIBIENZER,

o BEHIR(ESIRY “MER” , STLAMIBRASSIFIaIAonk
=ID,

A8
“FIIKSID” AL “BRVEIE” hiHTER ‘WSID”
ﬁﬁyo

EREETRA R T RIRS

ﬁ%@ﬂ@%ﬁiﬁﬁ%ﬁ%é&ﬁ#ﬁ%

=IRSS, SERCIEMINE, JIABETMTFERHETH

. BERTERRSEEESS
2. (EEHEENH, SEREARZRTRIRSHERSIR, BAEHERSER

Mo

3. R ‘BT aRS
=PRSS INEE

, E “BIRTRIRS T ANSBEFR, FTFFERIRIRT
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% 2-109 BLBERIFET SRS

e 15288
BIEZ A M ’jL_ “BlEEAMEE” , BRRERTES N ‘“BRIP”

~HItIE— “AMiEE ", BEXMEELAE
H—AVPCW15I@1§§E<E$O Z_/j EIJlE/\KﬂEEE_

“-I-I—£IP”

BIETWRRGET R | GEESEIETWESERT

o Rk, NEIZEMERIFT

o Aik, MEIEELWRILIRTI =,

A8
HEREREAIFERE W R LRIRT R, 1SS
Mo BACIEAREMBRIRT M

IPv4/IPV6 I % ML IR R B TFEIPVA/IPVEIUL LS , (NHEEEFHIVPC
“FM” 2FEIPve, BEaik “tIEE BRI
=7 B, FISERFFEIPVA/IPVeXEMLE

KRirHRRSHEE | £ ‘BEDRRSESER” PIRIIHFEE T RIPER

P3E 2 5 ERF RIS

o BBE “ININ” MAERUKSID, EKSIDECERY
7 MFRAVFEERRFILEZ SR .

o ERTEIR(FHIRY “MIRR” , RILAMBRARSevFARAONK

=IDo

i54H8
“FEIIKSID” AL “BRVEIE” hiHTER ‘WSID”
ﬁﬁyo

4. BEEIRTIS,
ARRETRRSNE T, BRFAEEEISRERNERT R LRI i
TRAY “PRSSHbAE” A AR .

2-23 ERRIFT

YD Kas Bttt & WS € BAERS S nas & alzfiE & =3

192 .
6c6c  -03be-4 Qe vpeep- 03be-439 3000 b a0e 2024/08/30 15 ET)

BERIETIRY ‘27 sE B AILUESHRRY “RET o INRMEAN R
RETSURE LN 1’EZJ=, H A4 RIS A RERILaE S aTEEE .

KAZIRTI RS
mafl:
ML, BTRBLT S0P RIGZ AERE . MR TS
FEHITH, Lo EHIPIA RIS TR S BT, BETRSE.
1. ERZRRRSEEEHE.
2. (EEHEENH, PEREARRRT RIRSHISEEER, BASRHEREER
Mo
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ERSR 2 {&FH Elasticsearch JEZEEIE
3. IR “BigTRRET , £ ‘BRinTaRET GRS X, XS RIRT
= ARSSIHEE,
BT R IP bk ek RisZ 5 e e R
1. IRENEEERFRIAIMIZZ o E T =IPHBLLE
EFTEERRSITEES, HANERYIXR, BRERISTR, HANER ‘BEXER
NmE, #% “RigTRRS” , &F “RSHE” 5 ‘IS .
2-24 BEERiRT R RS sk P9 M3
2. 1EEM=IRSEEY, BB Curlis$iAElasticsearch APIEIRI{EFEEEE,

B RRSSEREREN TEK:

- MRS S EEBN#EETE.

- RN RRSESENVPCEESERER—1VPCH, FBZRiRTRRSE, ©
PASCEREEVPCiA|a)

- LR RRS NS AT ENER T 2EEE .
WMRAE, BEE RSB E R mIRGBEELEHNIENAN
N FER B =S ENAE, EXUREEEIREZSEMN .

- HENBICSSEERF, HEZ2ANHABEFASL mFEIFTCPIMY A 9200,
8E& iR [SEE & &9200iw [ o

fBian, WATEI TR CurldS, EEEHEPIRSIER, EEPRIAMIAEEIE

“vpcep-7439f7f6-2c66-47d4-

b5f3-790db4204b8d.region01.huaweicloud.com” , i®[A “9200” ,

- MEREBAEEERERZE2EI, BABRA:

curl 'http://vpcep-7439f7f6-2c66-47d4-b5f3-790db4204b8d.region01.huaweicloud.com:9200/
cat/indices'

- UIRBANEECEHET2E, WEEERttpsHNAE, FHnARZF
28, fEcurliSHiRi0-uiEln,

curl -u username:password -k 'https://vpcep-7439f7f6-2c66-47d4-
b5f3-790db4204b8d.region01.huaweicloud.com:9200/_cat/indices'

2.8.3 fgE Elasticsearch SEEEPIM S RY A F 1916

ERIRS A T HZRI I ESRAIEE], SIFHE AMIGIEMA S Ein T =k

S

5o

A=A HISESR, IMSRARDERINEEFS . HEER, AEEEN

BN EC B ERFRIRZ R AR

EREER AR EREANERERNTMR:

o FLRERAERBITERSRIE R RIIEIRSSAIBES .

o IFRPERBENERHITHTTPSIEIAILE,

o MHIERERENGZELRE, HERFENEERERR.

FRZERANERFI =R AHIIERL G ARARSAS, FERSEES
RZAYELBEESIANZR2-110F7, SFMABASRIECERISEIIZR2-111F 7.
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F 2-110 REIEEREXIAAY ELB &8

LTSRN | ELBREZNIMEMAY | ELBREIIE | ELBREMSEE | ELBYNEIAIE
RSB
|57 TSINIE ZE ZiE ¥
EAEIAIE ZE iE 35
W EAILE
ZE+HTTP ZROIAIE ZiE iE =¥
BEPAE+ZRRIAE | X35 ZiE 35
W EBAIE+ZZRBIALE
LZL+HTTPS | BBENAE+ZRSAE | 2 ZiE 35
W EIAIE+Z R8I AIE
£ 2-111 A[EEEREXI1E ELB B9BCE RS
8 | ELBRAXTSM | ELBYSIFES [EiniRSEE4H
Ze | RHORSE FOR
B | & Hligth | Blimim | SSLRE | Riwlh | EERE | BREE
Y | AN | X g0 | B2
EZ | TIAIE HTTP | 9200 | FGiANiE | HTTP 9200 /
= EAEIAIE HTTPS | 9200 | BB[@EIA | HTTP | 9200
Uk
S [EIALE HTTPS | 9200 | @A | HTTP 9200
Uk
Ze | BEIAIE HTTP |9200 | FIAIE | HTTP 9200 /
HT di
o | BEBAESZ | HTTPS [9200 | SFA | HTTP | 9200 gfop}en s
FBIAIE iE “security
WEBME+E | HTTPS | 9200 | WA | HTTP [ 9200 | /health
fBIAUE Uk
Ze | BEIAE+Z | HTTPS | 9200 | BEHA | HTTPS | 9200
+HT | 83IAIE Uk
TPS
WERAIE+E | HTTPS | 9200 | XX[@iA | HTTPS | 9200
fOIAIE Uk

CSSEREF IR Z R A HINERVIRIELRUNT :
1. WNRMKIELBEENTERAIBIIRIMNZEHTTPS, NFEEEFERIEPH LIEEELBEIR

=Ha:

EEH LSS
2. {EELBEIREHSeIE M= AR TS

: BIEMEEI G ISR
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3. ElasticsearchzfOpenSearchEER$ B EI0E: SEEFXEREIIEEE
4. BIIMFRIGHINGLANERE: B Curlin$ENEE

RO 7B IR = B AH DG SLAIIE N EER A ava = FimfUASnfl: B REiY
ERRAHTTPSIUEAES TR NERFROMEE A (Java)

£YSR PR

o NRELBHET AW, MAEEFRANIFLZ LRI . IFRSEAIERHER
HTTPBEBEAFTEZEIMERALGE, WMRSRAMIGEFEELZENE

o FRETHITPSIHENR SRAAIERASIFHTTPEEFIRIMIOAIE, NRFE
{ERHTTPEEEIRIRIIRINY, FEGERN “‘Z2te” TEH kR’
BirREISS I E L ElasticsearchfEHR 2R . HEXBEL LR, 55X

HINET  REBEALTERNEETRE “AHi9E” .

HEFH LERERIES

HAKIAIELBLE I 2R HIBIIRIIMYCAHTTPSHY, BESEATERBEERIER, EHRS
SEFPECAIEE H{EEELB,

[MARY:E
BWERTIEBEERSCCMBSLATIES, sE BB IEIURRIES .

. BRIFE—EZREFOpenSSLT EFIDKAILINUXZE Fif .
2. WU THSHIERERIER,

mkdir ca
mkdir server

mkdir client

#{$FHOpenSSLAIWECAIEH

cd ca
#BFZECAIEBAYopenssIBCE X {4ca_cert.conf

cat >ca_cert.conf <<EOF

[req]

distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]

= ELB
EOF
#BIFZCAIEBFATEN 4 ca key
openssl genrsa -out ca.key 2048
#BUFBCAIEF A csriFR {4 ca.csr
openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf
#EIEBEZRICAIEBca.crt
openssl x509 -req -in ca.csr -out ca.crt -shal -days 5000 -signkey ca.key
#HBcalE B 9p 121850
openssl pkcs12 -export -clcerts -in ca.crt -inkey ca.key -out ca.p12
#BcallE P& HjksiET
keytool -importkeystore -srckeystore ca.p12 -srcstoretype PKCS12 -deststoretype JKS -destkeystore
ca.jks

#HERACAIEBE LIRS EHIER

cd ../server

#BIEAR S 2P RYopenssIBcE I fFserver_cert.conf, CNFERIERREOIRSSEXIMAYISZ . IPHbit
cat >server_cert.conf <<EOF

[req]

distinguished_name = req_distinguished_name

prompt =no
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3.

[ req_distinguished_name ]
= ELB
CN =127.0.0.1
EOF
#BEEBRSSENERFATH N M serverkey
openssl genrsa -out server.key 2048
#BIEIRS BIEPMIcsHERZ M server.csr
openssl req -out server.csr -key server.key -new -config ./server_cert.conf
#HERACAERERIRSFIEHserver.crt
openssl x509 -req -in server.csr -out server.crt -shal -CAcreateserial -days 5000 -CA ../ca/ca.crt -
CAkey ../ca/ca.key
HERRSIRIERIS N Hp1 2480
openssl pkcs12 -export -clcerts -in server.crt -inkey server.key -out server.p12
HERRSUEPIE L FjkstEL
keytool -importkeystore -srckeystore server.p12 -srcstoretype PKCS12 -deststoretype JKS -destkeystore
server.jks

#FERACAIEPE LR ZFImED

cd ../client

#OlEE= PiIEEAYopenssIBLE S fHclient_cert.conf, CNFEMRIEERE RS SEXIRIATHZ . IPHbit
cat >client_cert.conf <<EOF

[req]

distinguished_name = req_distinguished_name

prompt =no

[ req_distinguished_name ]

O = ELB
CN =127.0.0.1
EOF

#BUEEE FIRIERFATSHS fHclient.key

openssl genrsa -out client.key 2048

#BIEE FIRIEBAYIcsHERI {Hclient.csr

openssl req -out client.csr -key client.key -new -config ./client_cert.conf

#HEFACAIEBERE FimiEHclient.crt

openssl x509 -req -in client.csr -out client.crt -shal -CAcreateserial -days 5000 -CA ../ca/ca.crt -
CAkey ../ca/ca.key

#HEEFIRIERE RS2SR BIRIp1 28820

openssl pkcs12 -export -clcerts -in client.crt -inkey client.key -out client.p12
HEEPIRIERIE I jksi&=

keytool -importkeystore -srckeystore client.p12 -srcstoretype PKCS12 -deststoretype JKS -destkeystore
client.jks

LEEERIES, BEMHMESSIEETS.

ellfE 2 LR SRk AL T

1.
2.

EFREMRHEEREFIS.

SE UM ARIIERR, CIBIRZRIRIIERR, CSSERFIRMZ=RIAZY
ERPTBEXIRISHAUR2-112R, EttSHBERELGEERERS.

R 2-112 =R A HIYERAIECE R

e iRl BB
LR ricie L= LA Jh=EY
ITEEE MRS R EIOE BRI ERERY | IRFEITER
X1 IR CSSEERFFRTERIX I3, o -
HEVPCISis FREVPCIRIR A REERZCSSEERY FiE
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e BcEixH EEHEA
p£ESEEY R EERXI IMR AR SS R ERAIR | IPvAFARY

4R A HY

A== o

CSSARSS 245 “IPvAFAR” #N “IPVER

B=] o

o LK “IPveMLE” BY, CSSARSS
SR HIDEREE, SRR
HIYELHI=ETR “FABIP”

“IPveitiilt” . REXMERIGE
ERET “‘HEwR , I8
R “AMIP”

o IR “IPvAFAN” BY, CSSERSS
SHEREISERRE, SRR
HI9ELHEER “FABIP” 1
“RMIP7

Ll

CSSHRSBIN “HeZmR"7 Xidz#F “IPveRy
&, HXI RS “IPvAFAR”

FRriEVPC FrBE A E = . TTICEZRMFmLEE | -
2R, TR BN,
EERIRINCSSEREFE—VPC,
FM ERCEAHIELANFN, e |-
PRI pLRRTY | HERCEIIN,
EERIRFICSSERER—FM .

HAE EOEIRTIAEANMREEMMAIN R | KB (HTTP/
o HTTPS)
“ /J\gg I”
SRR BIIEES

1. BRTERRSEEEHS

2. & SRS MEGRFEMNRAIIERAER, PEEFSMHNERS
‘BEXMER WH.

3. AEAMESE, &% “AHgE” , ITHREEHRX, EeEhicERIE

HEitEE,

= 2-113 B EREIYE

2% WiRB

RE e IR EIE AR =R G 191E8E . CSSERIRTIEE
TR, PmENREgEsRymFARE “BBVPCRIR" BEN
T EEIEEER
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2 izl
it iiﬁﬁlAMéﬁ, HBIMSIENCSSERSS A A N(FEFELB
=il

HERECERIERT, TLARE “‘BmtliERE i
EFIT “css-elb-agency” EIEFMA.

HEEBEMCIENEZIT, TLRT ‘SRR
R, BshiRrZzIEE “ELB Administrator” R4
fataay “ELB FullAccess” RFRISHISUR, FHEDD
BT B E MR EIEE IR/ MR -
"elb:loadbalancers:list",

"elb:loadbalancers:get",

"elb:certificates:list",

"elb:healthmonitors:*",

"elb:members:*",

"elb:pools:*",

"elb:listeners:*"

AT “BshtEET” 1 “EIR—RENRT AR
w2 T ERAMIBR
"iam:agencies:listAgencies",
"iam:roles:listRoles",
"ilam:agencies:getAgency",
"ilam:agencies:createAgency",
"iam:permissions:listRolesForAgency",
"iam:permissions:grantRoleToAgency",
"iam:permissions:listRolesForAgencyOnProject",
"iam:permissions:revokeRoleFromAgency",
"iam:roles:createRole"

(EREIERRP B2 T /IR
"iam:agencies:listAgencies",
"iam:agencies:getAgency",
"iam:permissions:listRolesForAgencyOnProject",
"iam:permissions:listRolesForAgency"

2-25 FERHEINE

HitfEs
EtyEs elb-6fb7-MQW-2
’;Eﬂi CSS-

v | Q tEasmses O

v Q aEsk @

4. BE HE, FREASIE,
5. 7 “MSIFSEEIE” Xid, EElllEmia B s seaiEREa .
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£ 2-114 BB S8

e BCEiRA
R IMY B Fin SR EIERITREIRE D AERAIMNN . STHFE

B “HTTP” 8§ “HTTPS”

HRIESERR L SSREIER N o

Bilimim O] EFiR SRS SRR IR E D REEN R .

RIESLRSHEEBEN -

SSLEEtR U ERRIIRSERFIAIESL U, X “BliRMY i
“HTTPS” A HERE.

HRIESEPR L SR BRI 0o

RS 2RIET RS =RIEB AT SSLBF A, FBIRLEPASHIFRE. X
“BlimiMY” 1EF “HTTPS” A BEEERSIES .

EFEEH HEEEZIEBEIZIRSI/IESR.

CAIES CATEBXAREFIHCAMBTS, ATFREERHIRNS
%, (X “SSUBITAT iR WAL’ B, 4 HEA
ECATES,

R EEH HEBERIEBOIEAICAIES.

FEFBHTTPSEAIEINRERY, RESEF iR HERRE
CARARRNERRS, HTTPSIEREARERIN.

2-26 FeE InITES

LA T

LT
S

i nly Sl

BlimimL]

SSLEET AT EAEARE W EIiAME
BEIETFS server-new Q
CAIES ca-new Q

6. (Hik) FEMIrzREcEX, BF “paEdl” Fr “RE” PEEEIREDEss
AOMEIrEEPIsR, SBEEITepRiEEsIng “RE" , BEERITEE A& LH
IIIERFRYIPHILIAE, FMRERINARCARIFRIERYIPHELESE .
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7. ARREERXE, SRLUEES T TRIPHIRRIGESSR.

& 2-115 REEEESFINEIRP
R EER 1588

FE TRIPIEEIEE,
=3 TEIPEE, 7B

BT Curl spSENERF
1. ERERRSEEEHG, PEANSHEN EHEE” .
2. EEMEEIIRNE, PERBHONERSE, BAEHENMEERE.

3. HEEMESERE ‘A’ |, REFHCRABIIELOIRY “FABIP” |
“IPveithiit” B “ARIP” , LARISIFEECERY “BlinthY /RO .

(1] %83

SNRELBHFET AW, WAHEFEAIFLZ RS RIER . IFRERARIERHERHTTPERS
BABELZSINEAARE, MRISEAMGEDFELZENXE .

4. FEECSERSZZ=FPHITUI T Curlap SMHRER BIT M= R AHITESLONRNER .

£ 2-116 FEAEEEANGS
SR eEL | ELBREXI | BASECurlid

RHAIIRS T
&

;”;ﬁ@ %iAiE curl http://IP:port
%rﬁ]i)\ﬁE curl -k --cert ./client.crt --key ./client.key https://IP:port
yyr.‘jji)\ﬁE curl --cacert ./ca.crt --cert ./client.crt --key ./client.key

https://IP:port

§'$+HTTP %"ﬁgi}@ﬂf curl http://IP:port -u user.pwd
%Iﬁli}\iﬁ+g curl -k --cert ./client.crt --key ./client.key https://IP:port -u
53 )G user.pwd
Yyrﬁ__li)\ﬁE"J.fH.‘ curl --cacert ./ca.crt --cert ./client.crt --key ./client.key
ﬁE_'J'I«AiIE https://IP:port -u user.pwd

ZE+HTTPS B[ AIE+2R curl -k --cert ./client.crt --key ./client.key https://IP:port -u
TG )G user.pwd
yyra]i)\ﬁEq.il_E‘? curl --cacert ./ca.crt --cert ./client.crt --key ./client.key
ﬁEﬁ«AﬁE https://IP:port -u user.pwd

M #%hRA 01 (2025-01-23) AR © AR BRABIRAS 210



SIERRSS

ERiSR 2 {5 Elasticsearch R #iE
& 2-117 ZERP
TER il
IP CAEESEAIRYIPHELLE
port WIFERBCERY “BimthY/ixO” o
user SRAPE, NZEEHFERE.
pwd RAFEMNNERL, (NZ2EiFER0E.

SAUESROERFHEENT, RRERKIN.

B REHIIEERAT HTTPS IERAES TN SERHAMLERSG (Java)
ElavaZ i, BT REIEEIHTTPSIUAIERS o N RO LRO I .

ESSecuredClientWithCerDemo A5

import org.apache.commons.io.lOUtils;
import org.apache.http.auth.AuthScope;
import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;
import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.HttpHost;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.elasticsearch.action.search.SearchRequest;
import org.elasticsearch.action.search.SearchResponse;
import org.elasticsearch.client.RequestOptions;
import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.index.query.QueryBuilders;
import org.elasticsearch.search.SearchHit;
import org.elasticsearch.search.SearchHits;
import org.elasticsearch.search.builder.SearchSourceBuilder;
import java.io.FileInputStream;
import java.io.|OException;
import java.security.KeyStore;
import java.security.SecureRandom;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.KeyManagerFactory;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSession;
import javax.net.ssl.TrustManagerFactory;
public class ESSecuredClientWithCerDemo {
private static final String KEY_STORE_PWD ="";
private static final String TRUST_KEY_STORE_PWD ="";
private static final String CA_JKS_PATH = "ca.jks";
private static final String CLIENT_JKS_PATH = "client.jks";
private static final String ELB_ADDRESS = "127.0.0.1";
private static final int ELB_PORT = 9200;
private static final String CSS_USERNAME = "user";
private static final String CSS_PWD ="";
public static void main(String[] args) {
/] B E PR
RestHighLevelClient client = initESClient(ELB_ADDRESS, CSS_USERNAME, CSS_PWD);
try {
/| B8 match_all, #85F {\"query\": {\"match_all\": {}}}
SearchRequest searchRequest = new SearchRequest();
SearchSourceBuilder searchSourceBuilder = new SearchSourceBuilder();
searchSourceBuilder.query(QueryBuilders.matchAllQuery());
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searchRequest.source(searchSourceBuilder);
/ query
SearchResponse searchResponse = client.search(searchRequest, RequestOptions.DEFAULT);
System.out.println("query result: " + searchResponse.toString());
SearchHits hits = searchResponse.getHits();
for (SearchHit hit : hits) {
System.out.println(hit.getSourceAsString());
}
System.out.println("query success");
Thread.sleep(2000L);
} catch (InterruptedException | IOException e) {
e.printStackTrace();
} finally {
IOUtils.closeQuietly(client);
}

}
private static RestHighLevelClient initESClient(String clusterAddress, String userName, String password) {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new UsernamePasswordCredentials(userName,
password));
SSLContext ctx = null;
try {
KeyStore ks = getKeyStore(CLIENT_JKS_PATH, KEY_STORE_PWD, "JKS");
KeyManagerFactory kmf = KeyManagerFactory.getinstance("SunX509");
kmf.init(ks, KEY_STORE_PWD.toCharArray());
KeyStore tks = getKeyStore(CA_JKS_PATH, TRUST_KEY_STORE_PWD, "JKS");
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509");
tmf.init(tks);
ctx = SSLContext.getInstance("SSL", "SunJSSE");
ctx.init(kmf.getKeyManagers(), tmf.getTrustManagers(), new SecureRandom());
} catch (Exception e) {
e.printStackTrace();
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(ctx, new HostnameVerifier() {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}

N;
SecuredHttpClientConfigCallback httpClientConfigCallback = new

SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);
RestClientBuilder builder = RestClient.builder(new HttpHost(clusterAddress, ELB_PORT, "https"))
.setHttpClientConfigCallback(httpClientConfigCallback);
RestHighLevelClient client = new RestHighLevelClient(builder);
return client;
}
private static KeyStore getKeyStore(String path, String pwd, String type) {
KeyStore keyStore = null;
FileInputStream is = null;
try {
is = new FileInputStream(path);
keyStore = KeyStore.getinstance(type);
keyStore.load(is, pwd.toCharArray());
} catch (Exception e) {
e.printStackTrace();
} finally {
IOUtils.closeQuietly(is);
}

return keyStore;

SecuredHttpClientConfigCallback B

import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.elasticsearch.client.RestClientBuilder;
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import org.elasticsearch.common.Nullable;
import java.util.Objects;
class SecuredHttpClientConfigCallback implements RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;
/**
* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/
private final SSLIOSessionStrategy sslStrategy;
/**
* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been supplied
* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied
* @throws NullPointerException if {@code sslStrategy} is {@code null}
SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,

@Nullable final CredentialsProvider credentialsProvider) {

this.sslStrategy = Objects.requireNonNull(sslStrategy);

this.credentialsProvider = credentialsProvider;

}

*k

* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

*k

* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.

*/

SSLIOSessionStrategy getSSLStrategy() {

return sslStrategy;

}

/**

* Sets the {@linkplain HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider)
credential provider},

* @param httpClientBuilder The client to configure.
* @return Always {@code httpClientBuilder}.
*/
@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy (sslStrategy);
// enable user authentication
if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

pom.xml {XF87=41

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/
maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupld>1</groupld>
<artifactld>ESClient</artifactld>
<version>1.0-SNAPSHOT</version>
<name>ESClient</name>
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<properties>
<maven.compiler.source>8</maven.compiler.source>
<maven.compiler.target>8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<elasticsearch.version>7.10.2</elasticsearch.version>
</properties>
<dependencies>
<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>transport</artifactld>
<version>${elasticsearch.version}</version>
</dependency>
<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>${elasticsearch.version}</version>
</dependency>
<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>
<version>${elasticsearch.version}</version>
</dependency>
<dependency>
<groupld>commons-io</groupld>
<artifactld>commons-io</artifactld>
<version>2.11.0</version>
</dependency>
</dependencies>
</project>

2.9 1951 E Elasticsearch EEE¥EUE

2.9.1 glEE|RBB&Z{D Elasticsearch EEEEEE
AN BCSSERFRIBEMBIAM A : BantlERIBFIFRNEIFEREE,

2YSR PR

. ﬁ{ﬁ'—i'fb‘kﬁﬁﬁlmﬁﬁt?ﬁZEﬁ (BP20185F 33108 2R ) BIERYEERY, Tkt
BB

o EFBRIBESSHCPU. HEIOLHSZHMN, ENAEISRIERHITERF,

o HERGT ‘A" IKTHY, IRERINEEHRIRT IS IRERINEESN, HARIRIBER
SINRERBEER, TiRHITHRIE,

o BINSIRERRED, SUFERT A (NREBREEARER, NASERFRIF
A ) . ipiEKibana, EEWEE. MIFEMREBAGRIE, FIFERULERE. BFk

BEEERE . IS EAEOIRRORIRSOtRER , R CIRRaE IR RABAOIRIE . SUCHERSTE
PR TSI RIR RS RABITAE R, FRIRET TSI R ARSI .

o CSSERFIXRREELE, FHBENRBEEZAIREEM LIRS, CSSE
BERRZE, REBZERNGSEER.

o HERETHFESBRISET, HKEREXANRS I BIEARIFED .

HURRER

J @UL%?T— fi#IREBRIOBSHE . REBTAETEOBSIEPHBZRINIZE, BIAKNZES
OBSi+Zi5AA .
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