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B, pHAINASEE, BASENAERR, ARAEEEDE, el
Bk, JEAOMAEEERE, BERNESIHESE,

- KIBTE: GRFTRENETS, FFohAlS| BZTE., KETER
RN BIREIR KR IENE, Sl ENAEFPERRNETE, T6IESREM
IHETERE, BRETINZEETSAE, NMHEIRENES, M
AREBREEHRSNEREFFERR.
FMARFEEERANTERIRIIT2E.

T E5|FA%ESIEPodIP ( PodRYIPHENE ) . PodName ( PodBIZFR ) LAK
Secret, MANZEZIR, EIFS|AXEE. S|AE. HEFSecret5 | HIEIEES
D{ESecret,

-  EEFEi BTEEMNBEENGEKNE, NRKEELW, =FE2LENEXE
gg* ARERIERANEGRERAERR ERER . FHALTEESIEE
wWwHE o
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pe S n
FFisr 4 TEGAE

- HapEHE: EaREHAEN, AERNEGEBIMSEMRITER. ¥
MERESNARERER.

- EIme: WASSHENNS, FRENERVAT. BHaINNTE
225 |ZRYENTRYPOINT/E&NER S, FHABTIEENSREHS .

- EESME: ISR ConfigMapfiSecret, ConfigMap#iSecretdlzEis
2 DfEHEConfigMap#{&EfESecret,
B3 BF ‘T2 BRiRE’ , #HTESEREE.
ES TR I—REESFIEENES -
o —IXIHES: —IRMESBIXEE—Pod, EE—""PodIIH1T, E55HK.
o HTEMES: BENIESHINTREFRSRFFITHTIINE . UTIXEISESA
EITE RS HE ERIIIITHIPodHE . FITEUSESHITEREF RIFRATCIE
HIERAPod#, HITHR/NFHATIREL .
ESPITIILUR EERTITE, SESHITEBHIZATERT, [ESESERRAMITE
W, (E555E TRIFRE PodLfIEB=#MIbR . NIRRT REETETE.
TB4 BE T2 BRI, BE 1R, B2F “REESIIER .
EESBIIERP, FHMESKER “iTep” , ES0IEMIN. Bl HaEZHENE
Si¥ERE, KRFSEEESLIRE.

e

{858 kubectl Sl3E(FSS
{ERkubectlB)Z (3152 W el ob,

4.4 ERF{ESE (Cronlob)

ERFESS (CronJob ) EEFEIEHZHIAMESS (Job) , FEMLTFLinuxFRSGHcrontab,
EiEERREEERE TIEERESS -

BIZERTESS

SR ERTARLOEEEFEG, ZNSHEPERE “ TERE > ERHMES
(Cronlob) 7 , AAMRESE “REOIE" .
2 FMEFRER.
o [ESBBWR
BRAALVNSFEHMFAL, NEFE. #HF. il (-) . = (L) Bk (H
PRRAERE, RARESHHEEE) , NEFERMFERN1RIS2F/HFRIF
freh o (ESBMASTHHEN, WMFELER, FEEMOIE,

o WRTH
EEGETE, IREREIEGZTE, BFeERITHOE,
o (TSR
BRMER, DFEF2500MFER.
o Pod#Ik&
EATLOERMERAGPU ( RAEEGPUBIRZ AT ) sk AMERGPU,
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pe S n
5z =12

4 TIEGE

BFRRSERIEESELURSIRE TR “Podfifg” .

BeRicE

— M PodAJLABE— NS MEITARRGINESS, BEER F—1PodhRE—
TER, NMRECHNBEFFESIER, BRI “FNaR" , AEERE
&

ks

[E— PodEfIPH A ERRNREIT THEERIRE, WESEROMSE, Poda]
RERBEIRM . BIINTEPodFRIRIN Y — P nginiZ (RS 8E, fBa0780ikM, aNRix
Pod 55— httplRSZ ARG EBE180iR O, IPAXPodftaHIlin M,

- BYEGR: B TELEIISRBERIRSIER.

AR
WERIAMAR, BFESE (HiE) HERGHKSIRRERT IERKSHITAS
BB

COYBIEASEHEE=F R CE.

- FEEGHD: BRT7TERPONATLER,

- HEHKR: BERT7TESBEGERSPMHAEZNER.

BRIEETHE, SEEFEHRINRA. RESHEITR. RESZ= G AAICPUF]

RENE ( BPMNEBSER/IEER0.25#. 0.2GiB) , HiEREEHBERENE

H3E (FBE, MAEHEEAOMBIRIELLMEBEHTITE ) »

SR AR M TERRE:

- HBEXRE: FRECRENETRERER, RENARE, BBTHES
B, BREMINEEEE, MASSRNEEERRER, FERASEETE., fEel
#ExE, JEAOMREEERE, BENEsIHEERE,

- KBTS EARTRENETSE, XEFMRANGIBETE., METER
N FRHR AR R AN, SrIL I ENBREFRPERTETSE, ERI#EAET
FIMETEMWE, BRaTHEEMETERE, NMHMEIREEE, ™
AEEBREEFRENARERTIEER.

Fm AR ESEEENANTEZIRNTSE,

23| HiE5|FAPodIP ( PodgyIPitBit ) . PodName ( PodB9&#R ) LAK
Secret, MAZERZTR, EFS|IHEE., S|BE. HFSecret5|BRIEIEIES
Di{EHSecret,

- FERE: BTERMNEEXNGENE, IREEEXW, =B =LHNExF
;‘%E%%, RERIERAER R A ERRERRSE . FHSEESIER
ALVA = I}

- nfEER: £ EHHAEN, ERSENEmERFEMERITER, #
MEBES WA EDEE,

-  Buhdd: BABRRBNS, aRBEHESMEMIT. BamSNNTE
225 |ZAYENTRYPOINTE DA<, IFHARTBES WBREoIHS.

- EEESE: FRYEFHEH ConfigMapfSecret, ConfigMapFlSecretfytliEis
2 IEFHConfigMap#{&EHSecret,

$|3 BE ‘T2 BRI , #HTESSRERE

FRRE
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pe S n
5 =12

4 TIEGAE

- Forbid: EBI—MEEKRTHATS, FEIEHES.
- Allow: TERMESAEFEIOb,
- Replace: BREIFHESCIEE S, (Bai—MESERTHK, FRUESSEUL

ﬁlj_ﬁ\'fi% o
o ERN: REESEMEHIT,
o (EFBICHR: REEFRBHITHINMESHNHAREHITEVESHTE .

SRA BE T MSHLT , BE 1R, BF REESIIERT .

EESIIERTD, FHESIRSH “BEs" , ESEEEMIN. SR HRREHNE
SFERE, RFSESESIRRES.

e

{$5F kubectl SIEERES

{ERkubectl8lZERHES B2 EI#ZE Cronlob,

4.5 BEREERE

SR ITRREE, BEIFRIEEX OB PodRIRIRFIAR,

nERLOIRETEECPU/RF. GPU/EENRE, BRFBELRERE. 5.
EIHESSHPodFIRAY “ M Tab FEIRTEERIRERR, ME4-7FR. EthalL
FEPodEEFEEFIAPodIIRIRIERZR,

4-7 EEGEER

4.6 BRBENWL

BEARMEREHE, BBz, BihEiRizEs], FE—WESTIE. ki
MySQLEERIEIRE, TJReHFE—LHIEFELRE. VB ITE, XETIEEEREN
MySQLARSSZIZ1TZ BURRR . IXLEIRIE, RILAEFRWERGA @I EDockerfile3Z {45
IZREENTRYPOINTECMD3K5ERE, W1 ~Fr<A9DockerfiledRiZE TENTRYPOINT
["top", "-b"]4<, SR RBIINHMIT,

FROM ubuntu

ENTRYPOINT ["top", "-b"]

ik
B S UMABRRIRESFBS, AUESHERENEY.
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pae S n
5 =12

4 TS

EnBRLAFRFTLURESRNEEGS, B0 LEDockerfiledpiyan<, REE
BIERAHNEESRNERRE, KBE M7 , WA “top” B¢, BRE R
m” ., WMASE “-b7 , WTEFR.

Zilh TSRS
15TER= top
ETEH s EnBTE N e
-b
TS IBETRHRZIE—RENTRYPOINTSH S, ZRRLHFRENBIHOS

EiatlfERRRT DockerfiledriR BRIENTRYPOINTFHICMD#E S, ELAIMIAN T2
TNo

4.7 BeEEmEHA
RESBEEHE

=R HHBCmMD DERIETHS | BRETEY | REHT

Entrypoint

[touch] [/root/test] REE REE [touch /root/
test]

[touch] [/root/test] [mkdir] RKRE [mkdir]

[touch] [/root/test] RKRE [/opt/test] [touch /opt/
test]

[touch] [/root/test] [mkdir] [/opt/test] [mkdir /opt/
test]

=REELBIE FKubernetes, IRt TARRREMEARRW T, ESSNERBIRIVEEM

BRITIEA, LINBREEIERAERTEIURE, MaILUEMBNAYEFERE. B
AU AR Ap B HAt F R &N T o

o [SENIERLIE (PostStart ) : BEBEMA.
o (ZIEFHIAME ( PreStop ) : Fes=IERIAMA
(MARY:

LRI BRSNS Fan S1TREL (Exec ) BFRE

ERAR/LOIEHE, FeIZAHSEEEwEBERED, &F “EENE” 5E
YSIERILEE” TE .
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pae S n
FFism 4 TEGaE

BIIFEEREPHIT “/postStart.sh all” &<, NERB MU TEERR, £—
TRMBITHAREIR, FITE2H.

4-9 S THIA

£ SaREEEEY, TSN ENESEESG N AR RS ERER ~

il SiEsPSE bashEE
/postStart.sh
FIHT®HS [T frunistart
all i
E-Fad [T —port=2080
[OFzi]

(M8 kubectl g E R EdnFHA
{FERkubectiR BER A M ARG NAEGEIEE,

4.8 ERKEE

RERtaERIERRETIRET, RIEFE, ENNERRPNBERINT,

=REESLAIEFKubernetes, 12T RMERIEES:

o WA EIRE (liveness probe ) , IRNNARETEELR: ZEEARBTE
NBBEBREE, BUTFRINPTpsHi SHREHRHIZEREFE. NRBRNEIR
BER LN, =BRRLOSZBRBNITERRE, NRBRNEIRER

DA TR TIRIE

o NS5 #RET (readiness probe ) , HMMAVSEECERE: ZEHH
TRNSREZER EFTFHRMIERFIEK . —LiZF0ERTER R, thil
BN AR E BRI E MERBIITR A SR MRS . XAHRIZF
BHZTE, BEHTEERIIMEMIRSS . XS MzeEAXHMIEEER.

BEIEEL
e HTTPiERAR

g‘%ﬂiﬁ%ﬁE%HTTPiﬁi, ANRIRETU R 2xx8R 3xx AR EMAZSES, RSS2
o HSITHIA

REITERESEPHIGSHICERSIBHAVKES, MNRIRSAEH0NHBERREE .

Bign, EANREBLEER “cat /tmp/healthy” <18 E/tmp/healthyBREEF

=, WAL rERE.

4-10 {8&E

i HTTPERAR.
cat
fmpfhealthy ez
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=R

FPigr 4 TEfa%
~HESHGRAE
£ 4-1 BEEESHIRB
2¥ SEIRE
FEIRATE] FEIRATIE), BAAR. B0, IREFN10, BRNAREIE
10F>FFEaIR
FBATATIE] BRTATE), LA, BN, REA10, RARITREERES
AORBATESATIE 107, WRBTXAATE, RXEREE
?}LT&?JJJQEM tn%;%jjoﬂﬂ” 28, BUABIESEN
’I*/\

5[ kubectl G ERHRET
o NAFERINEEESIGF TR (liveness probe) .
o WAWSKRIHEEIES NI SRET ( Readiness probe) ,

4.9 InfERiR

iERiR (web-terminal ) IRHLEEASRRIEE, HENEHRER XSS

I:IO

LR SIRE
e web-terminal EiARLAsh shelBRA2E, BRAEZIFsh shell,
o RBRETN “1B74” NERTEIRER.
o BEAY, iB7Eweb-terminaldhIAN “exit” , BUESHshiHIZIXE.

B IR R imiEE S 2T

SR ERTERLOIEEEFE, ZNSHEEPEE “ TERE > TRE
(Deployment) 7 , £ ANRES BB TIERE.

H$IR2 TEPodLf FEIEE “Kin” N,
SHM “#7 SiY, RPEER.

Bl 4-11 58k

5 e =]

O - VEAETEEEETERER, S0T s S8 BEEER
« EERERE 1 BRETEE. T EESshs, 2 Ewindows B L, SHEHEREERCul + Insert (B5) |, Shift + Insert (35

) .

EEEF | container-0 v Command (7): (@) /binfsh fbin/bash

Welcome to Cloud Conmtainer Instance.

e
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mA=REf
FFisrm 4 TESaE

4.10 FréRtaEk

%iﬁ?&@ﬁﬁlﬂﬁ, LA GREEFHNFAR . SRIT CReIAR M “BIRART T
* 75_1‘0

o RIAR: BESHIMRARISEOIEIE BIRARISES], ARRISREF, WSBRE
SRR REISE S HEIFERISLE L, ELbSA=FER,

o BT BERETFRRNESIRAIOMG, BLEEENMRES, A
LRl
FrRRE

B ERZBRLHEEREFE, ZMSH=FiEFE “ TR > TS
(Deployment) ” , HENEFLFERE, BEALAE “FR .

HE2 (EEPodiE
A LAUEIRERGPU ( REEEGPUEIGZZE T ) SAERGPU,
BARAISERIBESELIRSREIFRY “Podiits” .

$I3 BNEREE.

1. BE “ERRGR” JLUEERSRG, TEMR.

4-12 EIRRHB

@j’ nginx

28| 4GB
REEW nginx |=
FEmE latest v
EEEEFR container-0
CPU (&) — 2.00
R (GB) — 4.000

- BRRRG: BT ELEIEREGRRSIIRESR.
- FRRGPO: BRTREHONRHRER.
- HERK{: BERTEREGRRSPHEAEZINESR.
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P n
5 =12

4 TS

BBIEERRE, SEGRFERIRA. REBRZBWR. RESRHHOCPURD
AEE ( ENMNERE/ECER0.25%. 0.2GiB) , HiEEEE B RERE
H i (FBE, NBEHEEAOMSIRIELIMERASHTITE ) -
(11 %8B
FNMEP— 1 BAS0MREHEFETE, #Bid500MATAOMISIRIBESEIRERSFHITIL
2, HENNES I RNEES.

R AN BRI TR E:

- i STHESRANERIRSED, UUSSHEEX IS AKEFE, S
BFoERFEETIINRNGFRES . BE “RIIEREFMESE” o 7Rk
BYHEFES” , BASIR. B2, BRNIERRE, BEHMEEE, af
%g%ﬁmﬁ , ANIFEEESHTER, BAESNzREFREDNENEF
E5 o

- TXRE: XFRIEFRENEHETHEEER, XENABE, B81ThIEY
B, BERNIBEEE, ASSEAEERRER, AREEETEFETE ., Rt
ETfE, JEAOMAEREERE, BERNESIHEERE,

- RETE: aEFPRENETS, FFRATISIATE. KETEN
N AR K RIEY, SN BREFPERTNETS, T0EAE
PREBETEWE, FRETEBIMETSAE, NMMEIRENEE, M
ARG EHRENAREFTERER
FANRFTEERBATSATIITEE,
25|55 |APodIP ( PodRYIPHELL ) . PodName ( PodB9ZFR ) LUK
Secret, MIAZERFR, EFS AR, SIHE. H¥Secret5|HRILIEES
DifEaSecret,

- BEEREEE: ERKERIESRETEEYS, RBEEEE, ENNESERE
KR FHEBEESNEEREE,

- H&GEE: &GEBHAEN, ERENEGERINTEMBRIITER. ¥
HEBES WA EmAR.

- B BMASESERHS, BRENEEUZENT. BiImSNNTE
255 |ZAYENTRYPOINTBN® S, HHAT BN SEEBEGHS .

- EESME: IESiEEHConfigMapfiSecret, ConfigMap#iSecretdylzEis
2 I{EEHConfigMap#0{&EHSecret

$RA BE T, GIEAREE.

iﬁﬂu?‘aﬁiﬁ%ﬂﬁﬁlﬁﬁiﬁﬂgﬂéﬁﬁﬁ, BEES “RMAR B gt
—&”

RINAR: 5F L FIFTRARISCAIEHRIBARARISERI, FHERRGEES, WSRE
SENAEISE S HEIFERISE L, RIS REFE.

ERATCREEGIE : BIRXRNFHRATFRIR AT, INRETLOIEERR
MBS ( BRAMFESEGIEL = SEHIE - RATHSEGIEL ) -

EiAR: BB TFRERIZIRALOIMPR, BREEEMMRA, Ak
RSl

SWS BF T8, BF BR7 , FERE.
R

{&F8 kubectl A%,
{EBkubectlF+faZiES W DeploymentET5HY “FHLR” 535
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=R
5z mbi=12)

4 T{EGAE

4.11 {RFEREL

s {raE

AT EBRHE T FRABCRIH A F N HRBRIEE S . IFIRIESCIRILS5IEE

o SEMHBYE: XIFHE. Y. FHI=MRE. RETHKEIETRREZMN. BE
A3E). EIEEEIE aR A SLAIRIIRR .

o FahfhdE: BeEScRUEBIARASCAIRIIEIR .

A

T HEH T RERFHEEAIPd, LOEBSHAELMEAER . BEREIEERES
TRAIPodRY, TTiEERTIEER

AR
SRR R ER I YE

ERILARIBA SR BITE N MGaskEs, BERANRSRESRLANIISTEHIS
EEADNIIEE, BEETERFIANINR . SEISH G = @t RgE R :

HEXR: IFRIECPU/MFAIERR, #ITTIERENBRE . TIERHECIES
pU/ERNANIRE, ECPU/AFEBT S T—EER, BaMgRsEdl,

TERTRES: SIHESER R T TFRARNEMRGE . ERTHRAEXRFSM,
BINTERY RIX A B I —EEERISE BN L

[ERASRES: ISR B BAEHBRIRIERES . ERTEHMATRER K.

o HERER: IFRIECPU/MFRIERR, #HITTIFRIAIB R,

a. EBERnARLOUTHE, ELMSHEHIRE “ TERY > TRE
(Deployment) 7 , BETERFZIRHNREHIFE.

b. f£ “Mgs” fh, Bd UGS , BE IRIMBGEREE .
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pe S n

FPiEmE 4 TYEfRA%E
4-13 FINEZERE
AR RS :
FEEERR policy-01
SR e b= SRS
reaty CPUfEFEES v Fi5E M v 0
FEERETH GO -
EETTLRA 3 -
HATIHE =10 - 1 et
*4-2 FINSEE
¥ SR
REEEIR BN RIERREAIETR
RmEEE R CHERE .
fibe S XH5 “CPUERR" Ml “WEFERZR .
RN “REFFERZER" B9 “FIHE>T0%” , BREX
S TR RTEREE
[EHART < BRI AR, B FRORTIUH TIRRE
WMRIRE 60T, TREBEOWFHIT—IR,
ELEHIURE | MRIREN3, NRREREIEEL=1 31T ERXE T
IREREIE, WAL SRREEIE .
PATENE REERA FEHATRITHIE . 1BINEKRL D STHIEL
c. BFE “ME’ .

Rt RE T, IERIREEE.
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pe S n
FFisrm 4 TESaE

4-14 RERERN

e

FRI RISt \ETIEIER (0-0099%) , MEL4SEMTEIANERNENGSS. SETHDEE, FROFSL, ZUBEEEsBR, SRRE, UINAEH,

[O)= = EESALFESTESE. IEENIEREE, BEEs T14&, BRGNS SERE. ENNENER108
1= SEEER 1= mEEsER R L et WATAE 1= BEEEE -1
~ policy-01 ETER BER CPUEFETISE=T0% . bttt 2020/07/15 14:43:21 GMT+08:00 e | Ex v

FEIMASHRER, BItHRERIESBIE.
o ERTRES: IFEATEMERE T TIFRARBIEMHYE .
a. B UMEHEgE” , ST IRIMERERERT , IR “ERTRERT .

4-15 ERTREE

RN AEERES

iy

SRRETR

test-policy

BRI 2020-07-15 14:44 X
HiTaE = . =

& 4-3 FINERSRER

2¥ S5

SRERETR BRI B REEAIE R

SRERER R ERTERER o

fih 2 BE] SRERARA AT

HWATIR(E RESANAR S HATRIZIIE . 1ENNSRISEGIEL o

b' EE “E E” o
EettagE T, AIREIREER.
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pae S n

PSR 4 TEfa%
o [HHEREG: IFLIK. B. BAEHIRHLERES
a. BBy “iEMHB4E” , By CRINBRLERER” , ®IF “EHIRER
B 4-16 EHISERE
AI{EYETERE )
EREERR

FagE

test-policy-period

EEEE 2020-07-15 14:44 — 2021-05-11 14:44 x
s % v
REERTIE 14:44

WATaNE =10 - 1 A5ef

& 4-4 FINEHARES

e S5

REZETR BRI RAERIERIRTR

SREREE 10e 1 EIHATRES o

i =i |1 iR SRS AR A RIRTIE o

MATER(E SRESRA IEHRATRIEDME .
b. & “HE” .

Rt gE T, AIERRIRIRER.

SR ERTERLOUTHE, ALMSHEIRE “ TER > TIRERE

(Deployment) 7, BBETIRRAEEIR,

S 7 e > Fann” HIET, Sh (SMpE, SlaERoy <37, B YR

77 EEPRaER PRI £,

SRBLOAMANRIRG— YEE, WEASEMTEL AN TS
©. MBBLHMEE, BRIKEL, HRBEREHBR .
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pe S nl

)i e 4 TEfa%
4-17 {ZcSEHIEL
{48
HRFERMER—TEE (0-9099%))  MEAESERTEIAEENRNTES. SEDHAES, BENREL. RUAREEsRR. 588, NELEER08,
HIEE (5) 30 HiiE
mom  [—] 3 |+ o
£E;3 £ “PodFIR” At, ITEFTFRISLAIELIEG, FPRESNETHEY, FREMINTHK

SERRAEIRIF o

4-18 FN{e4s

=(Pod) = #E Pod IP CPUBEE() FFEEE(GB iETEE (¥ A =iE

v nginx-6985c584f-c5djg BT 162168 39.152 2.00 4.00 0F O-hET 0%5¢h 198> - =EA%F | ke

v nginx-6985c584f-n2bpf BB+ 2.00 400 -

v ngink-6985¢584f-gnucr ETH 192.168.44.24 2.00 400 OF 0WhET 0555 1980 - =E0= | B

R

4.12 ZPix DNS &

CCIZHF@Id dnsPolicy¥REE N Pod B E A RIHIDNSERES

e None: 7IFPodZHEECCITMERIDNSIRE . X#MAHR—ARATEZEEE X DNSE
BEfAE, FEMdnsConfighic&—iefFER, XZIBEENXDNSEIBE/.

e Default: {FRECCHREAIAMDNS, e8RS ZFIIEE /M ie 3 A7
#r, B{RiE2https://support.huaweicloud.com/intl/zh-cn/dns_faq/
dns_faq_002.html,

e ClusterFirst: {FAMBEZTTLERN CoreDNSHRIEIRS HITIHZMRT. (HISHEHE
ROEERHEE4R ( .clusterlocal ) APLECRIIHZ &1 (H%0, www.kubernetes.io )
BEERE LRSS ES (BAIMMIDNS ) o
Ao EFRIZFAN Liisg A RS 2200EImB 152 £ https://

support.huaweicloud.com/intl/zh-cn/usermanual-cci/cci_01_0057.html,
(0 #5488

(FERZRIEAIEIE R B P PodiEm B B EE L4 CoreDNSIHE, BNSHEES
DefaultZ:Hg .

ANERFKRAAFEIEEdNSPolicy, NISIRIERE L% CoreDNSIRHRBEIANE ., BIRET
CoreDNS, BRIAEH “ClusterFirst” , &/NA “Default” .

dnsConfig=FEgi5AR:

dnsConfig AN IR EDNSSH, 1REISEIEEHEIE FdnsPolicy SRE& A AT 22 #7
M3 A, HdnsPolicys “None” , RiFAEE /R XX 45T 2B dnsConfigigE; X

dnsPolicyA~73 “None” Y, SEETF dnsPolicyErkAVIHZ T SCERIERL E, 1B

dnsConfighhBc ERIdnsS#] .

e nameservers: DNSHUIPHENEFIZR , X ARIdnsPolicyi® & “None” B, Fl&E
REDEE—NIPHELE, BNLEMERAER . 7IHAIDNSRIIPIIRIEEFHEIE
FdnsPolicy4E B HYIEZ R ST iEBnameserver=Esdh,, FHIFRESRIMbAL
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e searches: FHEZEIEATHIDNSIERITSIZR, WEMEAER, §EfE, RIEAE
RIFGIREEHEIET dnsPolicy £ pRIE R BETI (HRIsearch=F ke, FHIFRE
SMHE . KubernetesizZ 716 MER .

e options: DNSHELE IR, HPESNWRALIEBname Bt (4FE ) Fvalue
Bt (A% ) . ZFERPINBEEHEIE FdnsPolicy4 A& BT SR
options=E&H, dnsConfigAJoptionsfYRELLiEIRIN R S5E FdnsPolicyd BAYIE 2
BRI SRR RS, NStHEdnsConfighiE . & WAYECEIEIEBATATE]
ndotsZ,

BT antIEAZACE DNS K

4-19 Z i DNS FL &

EFtwDNSECE

DNSHEES BN EERER v

(® Empiak

e .:-:h". SI0AES

3
|
+

o EMRGZMNECE: XINNonesRlE, HERIIPHIIE, B3I, HEAIESE. ndots
FRABRCERBIFAdnsConfigdRL .

o BINHBMEFECE: IR ClusterFirsta{&Default g, RERENATEERLE
CoreDNSHfE . IEEHIEAREEIZ{EdnsConfigdEl, SEETdnsPolicy&ERk
AYtE 2 AT RO ERE |, 1ENNdnsConfighhECEAIdNsSE .
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kA el

5.1 LSRR
REGHEE D AN TGS
o AIMIAIE: 1HITAMEIR,
- {FHA “Service” FipN: ZAHRESCCHE— MR EFRGREIEES
ri]o
- {FHELB (FAN ) i51a): ZHAXBEE=IRSAEER ( =B==LAILIIMIE
B, WECSE ) BS5mamER—1VPCRERIAE, BIMER—IPVPCRELD
ZFENRE DT LUERLM AR . BT ZEELBAY “IP:Port” J9IM
2RSS, IFHTTP/HTTPSFITCP/UDPHMNY , MR ERNNB SHRE AR
—/NVPCH, tEJLUEIREIERVPCIIEERE, FEMINVPCZEMEEIE.,

o  AMiAIE): BPLATRESITEELB ( ELBM RS REER—VPCA ) , WBIZELBMAA

MG g g o
o MNEB/NTAN: BIIENATRXIRSHECESNATHIN, (BSSFR[EEBE DR
E8
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5 GBI MIERIIE]

5-1 MEipIaREE]

DHE=EZ AERSeviceBiaRS:
@VPCZAIEITFARELBSEmS: Y
AVPCZETTStEE | ETFARELBAASE FA
@FEBELBEIT A FIEL BiIAl GRS _/
T NATRIZE M S g Ia 2l =/ /

@
&

5.2 RRiAIE

ARIEEE I TSR

o fEMServicenzUiAa: ZBRESCCFRE— M RZEFHRABETILD.

o (ERFARIELBISE): ZHNESZRSARER ( =BREHILIIMIZFIR, UIECS
%) BSGa#ER—1VPCABMRSLME, BIMEE—IVPCRREBEZERIAHT
ATLUERI SR . B PIMIHEEKELBRY “IP:Port” JAAMIRMHIRS, XiF
HTTP/HTTPSHITCP/UDPIMY . MIREBRIRSZSATBESABAER—1VPCH,
AL VPCHEERE, F5MNVPCZEIMEERE.

P R/NIRRRUHZEPd, HERHEFEHEREFRIPod, TAEFRIPOdEETS
sFSHEBIEERNHER, BN, FREBSEPTRIFR, XEJPodaItII SR AT, X
79IEPod &R T AME

FRRRZEER, =BEELEHRM T coredns ( WBMHE/ET ) Hhi4, PodRIZ{LHIfAE,
B8, SRR,

HERHERFRED ‘RIS AEHTIKO " BIE, ERRaEisoisCmetEIsE
iw. NTFEFR, BIEHaPoddNIREHAEEHRIPodEY, RFEZEIAIE
“nginx:8080” BNAT,
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5-2 {$M Service ATViAIT

a
If

pd

[/ wEIServicefalP:Port

|

{FRselecton&E: S f,/ I
A= "app:nginx” E@Eﬁlpod/’ ‘
/ |
/ /
Ea  /Esmsn /
i 20

#RE app:nginx

{5 Service A ipE- BB TEREIZE

EnERLAF, BRFBRECEATR, EERSAMMAEROEEE, BAE
g “IRSBSEIRGENTIRA” HERZAE.

o [RBEFR: IRSBBFRENServicefIZFR, ServiceZBTEIEPodiBEAINIR .
ServiceHUiFLA{S 2152 MW https://support.huaweicloud.com/intl/zh-cn/devg-
cci/cci_05_0007.html,

o ZFcoredns: corednsii{FNERIEMRATIRMEASDIGZENTIRS, NRFLE
corednsM T %@Id “IRBBFRAFHIHTiKO” HDGkE,

o fRAFIKOEE
- MY IpRIGREREENY, BIEETCPELUDP,
- raFpEiRO: REERHEERO.
- ARRO: AeEBIFARO, GEpanOMEEIRERO.
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mA=REA
FFisrm 5 GEM%EIE

{£F Service FUiGE- TIFRARBIESMIGIRE
ET{ERHCIRSERE  ServiceH{TRE, WWREN TIFRERETHN, ALt
o BFRENT:

TR ERnARLOIEEERG, ZNSHI=FEE “NEEE > IRSS (Service) ” , &
AMRmEmREE “RINRS” .

B2 £ “INIIBRSS T R, HIaEENER “ERFMIAEIClusterlP”
B3 REEENILESH.
o [RBEIR: ARSZATRADServiceAIZFR, ServiceR AT EIEPodIHIARINIR .
o mEFTE: T{ERAFEMEGETE,
o XEXT{Efazk: ERNNServiceTIERE:
o RHFHIROERE
- MY IBIERERIEBENNY, RIEETCPEUDP,
- ipEwO: REGERERYEERO.

- AHRwO: FRNFE0, REhEkOREEIERRO.
$R4 BE IERT , TIFREEHRN “&E8#MinE ( ClusterlP )” BIBRSS o

R

{#H kubectl €13 Service
{EEAkubectlBliServiceis 2 M Service,

{sEFAFAM ELB /(2]

MREFENGHEGETEZI) ( ZRFZEMER. =82 LHEMbmRTERR
) ok, JTLUBSSPEFAMSERIRIHZEIELBSLA) ( BNEIZRELBATSEEYIEIZFA
W) , BITFARELBAIVIPISIEIRAZ, o

WRIRBIEEAMELBLS, HREESEZSAMNARNTE—H,
5-3 £ ELB i315)- g2 TEaaY

e

{$F Ingress iFEA

EOLETLERECETAENERMIngressSRERYIF RGN, MECEY TIERER
ST, BSLifE . BARRIENT:

SR ERnARLOISEEFG, ZMSHI=FiEE “MNEEE > IRE (Ingress) 7, &
AMREmREE “RINEE" .
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2 REBHESH.

REEIR: BEMXIngress&EFR.
mRTE: EEFENMOIngressAIf AT
REE: JLLBEEERMIBORERMNN AR TERHRENZI T RL,
SFohmE: FAER SIS RS EIANRO, A{EEIEE.
RISMIINL: SEHHTTPROMTTPS . NSAIEHTTPS, WAREGIES, S
SIIEHER .
(1] %88
- EIRHTTPSHNYAY, A EELIFEZSFIEBingress-test-secret.yaml, BIERZAINTG RS
ZDl(#EHESecret,

- B—ELBEAIRIE— N iwOEEHTTPSE, — MR R E— NS, W
BEABENFAENZHIEBISEE N IngressiimINEIE— N ELB TFHIE—1YEIEE, ELBMY
SEPRRERRVAIER

BHELE:
- 14 AnEiE. SCRRAaRES i, —BES TN, MR E R

Zipial,

- IRACCEHIN: HEMSISREIRRITAD .

BULRRRAPTED : fBIaNARETURL A /healthz, REZGSILATEAIURLIAAE
f5lan/healthz/v1, /healthz/v2,

- BREYURL: FBEFMENAHIDEER.
- RSEFR: IEIFEFBERIMIngressAIfRSS -
- IRSIwO: BEEBEPESELREINEE, SHAPHRE.

B3 BEETRE, Bl ‘B .
BlESRkE, EIngressfIERAIEERIECIZERMINATINngress,

Al AfE R INsEServicelg, EilttServiceUim OB S, BIESEBUNT:

T EZEI=-ARLHSIBEFE, ENSHERIER “NEEE > RS (Service) ” , &
Service AP, EFITNAFETIE, BEEEEHMicOECERIService/[FAY “8F
%ﬁ” o

S22 BEIRERRILETSH

BaTE: TEREMEGITE, HEARAEH.

XECTIERE: ERNServiceTIERE;, tHbARATIEH,

IRBEIR: BRSZZFRENServicelIBRFR, ServiceRFITFEIEPodifITIAYINISR, Ltk

NI R

iROBCE:

- Y IBIRIBSAOMMYSERYIER

- RERO: TEGHEFIFEIFNKRD, ERAPHRE. nginkiEFLhRSIT
Riw480,

- ipiEiwsO: BetinOMETEIEREEIIP ERYIRO, FBEIIPIHE TIEREAIE
B, i%O5BEIA1-65535, A{ESIEE.
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3 B BT, TIERAZEEHService,

SR LAERINSEIngressfg, E#ttingressiyiml . BEAFIBHEAEE . BIEWNT:

TR ERTA[LOIEEEFE, ZMSHI=FEE “MNEEE > IRE (Ingress) 7, &
BEXNAYE R, BEAFEHIngresslFHY “BHT o

S £ “EIEH NE, BTSSR
o XSMmO: FMTERHIIERSHIAIRO, TESEE.
o [IRHEE: TIRE “FINRST" IEINHAYREAE.

- & ANEE. SERRBENEEb, ZIREFERFWE, HRRITEDE
BERRTRIFTIE R EIIESTEIRIARSS b . —BECE TN, NeRER
t&=i50E.

- EXEITECHIN: SRS IFRISRES A PLAC

BISRESEAPCAC: BUGNBRETURLA/healthz, REBFFEILEISRAIURLIIRTIGIE
f5la0/healthz/v1, /healthz/v2,

- BMSTURL: EEFMAGHIEERRER, FIE0: /healthz,
- IRSBEMR: EEFEFEEHIngressAIBRSS -

- IRBIwRO: FREBGPI[RLFEINRO, FHAPRE.
B3 BE BT, TIEREEEHIngress,
5.3 2MiA1E)

AR RIS RIMNRMEIAIIRE;, EaILIARESIEHZRELBSLM ( ELBR/RS

RFER—NVPCH ) , BIJELBLAIARIGAE, HeisMbhasiFNEtEREA

I

o [UEAMISTZIETCPFIUDPEEFIMMNY, RESAEIILUEE “elbAMip:elbif
A7 iplatai.

o  LERAMIFEZIFHTTPAIHTTPSIMIMGAE, REKE, ALAEE “http://
N (elb 23Mip):elbim[/METERZ " ihiEIAE

ServiceREFPUETCPFIUDPHMNEE AT, Ingresse] LARFHEERIHTTPAIHTTPSHMY
ek, AILAUBISEZFRAMEIEMERERNLD, NTEFR.
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5 T MEiAE

5-4 Ingress-Service

www.example.com/foo

www.example.com,/bar
—_— Ingress

foo.example.com

TER—MEIHTTPIMYA R SRR o

Service

Service
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FBFisE 5 GAEMLZIAIE
5-5 2KiAiE]
http://E=(gkelb ip):elb
il /BT
http://10.10.10.10:6701/
HizEELB
EESERAA
xﬁi@ ISR : elb-cy
Ingress IPHEHE @ 10.10.10.10
MY - HTTP
\ im0 : 6701
x/ BASTERE : /
Serviceix[
\‘”‘R\susu
{EHselector&iz s I/ \
& “app:nginx” & /
gmmai//// \
Ea /ﬁﬁ‘%ﬁﬁ”ﬁﬂ \
K 20 .
Pod
e appinginx
LJRSIRF

{EFREMERMIP ( Elastic IP, {EFREIP) B, 55 7 #REIPRIGEFEPRE

FEEAMBIE-E TERERINRE
ERZBLAIR,

EREZACERHINER “AMiER7 , ARREINTSH.

o [RSBEFR: IRSBBFRENServicelIZFR, ServiceRBTEIEPodiBEAINIR .
ServiceHUiF{S 2152 Whttps://support.huaweicloud.com/intl/zh-cn/devg-

cci/cci_05_0007.html,

o L&coredns: corednsi{FNBRIEMBAEIRMEASMGZEITIRS, NRFZE
corednsM T %@Id “BRSBBFRAFIHTIKO” HiDRkE,
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5 GBI MIERIIE]

%Bi{ﬁﬂr WERELBSE, WRBELBLAIAILARE “CUZHE=AIELBSLA” el

i

LEALBIERRYELBE B St g i fEis & =IaER—1VPCAH .
CCIENAZ IR =B R I9E, BNECIEHLZ=RELBSLHA,

ELBINX : BIAMIGIEEFERYEESHNY, SZFFHTTP. HTTPS, TCPFIUDPHMY o

IngressZ#R: IngressEATESIE-CEMNGAHITIINSR ., MNRFEE, =52

LHISEOAREBIRMEAINgressBEIR . IngressYFEM(E 2152 I https://

support.huaweicloud.com/intl/zh-cn/devg-cci/cci_05_0008.html,

NEE (EREHTTP/HTTPSIMY A AIECE ) « BEERIARE, AMNEEE

ZRBETWE, FBIEZETISOAmERIELBIEBsEELMIP

IEH (ERHTTPSHMYATAME ) © SSLEBHIS NG EESISSLIES,

ELBi®[: iE#FEAAVELBIA AR EAIMY AN

REIRAMMY: HRREANEEMNY, RIEFETCPEUDP, WNRELBHMWIEFESN

HTTP/HTTPS, Wfa#umEHMYATCP,

REIRORE:

- fREpEnO: AEdREashEwa.

- BEEmO: A=ErEiR0, REHEEOMRSEISEERO.

HTTPEEHECE

- BRETERIR: URLIGIEIAVERER, ®imld “/7 Frk, a0 “/api/web” , tAILIZE
RE&=E “/7

- REEEO: AIERENREBERO.

ATFEFR, BRYWELBSEHIRYIPHEAEYS “10.10.10.10” , NIE@T “http://
10.10.10.10:6071/” FEATLAMNARIGIRIZIRE .
5-6 ECEAMIGIESE]

kel

FEcoredns (D) [ @] EEordsELEETEES
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5 GBI MIERIIE]

ECEARGE- TFRAE IR EIRE

gz

$ER2
$LE3

R4

T eSO RS Service BTRE, ILELEN TIRRERATEA, ESTRE
. ERREIT:

BREABLOISEIEHE, ZNSH=FIER “MEEE > BRSS (Service) 7, &
ARmEE “RmmRs” .

£ “ININARSS” TR, HIOZERIER “ a9 LoadBalancer” ,

RESE M REIYEHIESH.

o [RSBEIR: IRFZATRADServiceAIZFR, ServiceR AT EEPodIFIARINIR .

o wRTE: TIERHMAEREZIE,

o XKEXT{Efazk: ZERNMNServiceRITIERE

J ﬁé‘éﬁi’ﬂfﬁi: R AMELBSERY, YIRBELBLAIRILASE “BURELBSES)” XE!
2.

A

LA BIEERVELBRE E S AR e A TBIER—1"VPCH
CCIENAZ PR = B R I9E, BINEEIEHLZ=RIELBSLH,

o DFIKOEE

- UMY IBEIRERNEEMY, BIEETCPEEUDP,

- iAEEO: EERERsIEEO.

- ARikO: FRVIFAEO, GREFEHEREOMEEIERKO,
B BT, TERIEERIN “ 9% LoadBalancer” BIARSS .

700 DNAT BT A =

gz
SER2

TERAZEIREE, NRBEFRLMIGIEPod, RTEERELB, ERJLURINDNATIAIE
B BAREFNT:

BIEE— 1 NATRIX .

{FERkubect|8ZDNATZERRYService, BAEIEHN1ES%E Service, TH=Z—1
DNATZEBYHYService =51 :

apiVersion: v1
kind: Service
metadata:
name: nginx
namespace: default # FAF&@&=IE, EKilJdefault
annotations:
kubernetes.io/elb.class: dnat # ERIDNAT
kubernetes.io/natgateway.id: 4b8cda3d-3543-4ebd-a55e-ca610b3b3c43 # NATRKID
spec:
loadBalancerlP: 100.85.218.195  # DNAT{EFRHY EIP
selector:
app: nginx
ports:
- name: serviceO
targetPort: 80  # Pod RERGIHO
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port: 8080 # DNATIAENRC
protocol: TCP
type: LoadBalancer # ServicefJ38Y

$I¥3 BIFEING, FHkubectl describe <service_name> -n <service_namespace> AJLAZE

EServiceBFIRE

----45R

BIZFHEFRING, #AILAEREIP+PortAy75z0iEPod T 6
LRSPRHE:

1. BT —SDNATHINReett & — 1 ais, EIt—5RDNAT Servicetb RAEXREA—1
[GifPod, #Bid— NEIDNATHRNILPELLM .

—/N NAT RIERESRNN 200 22 DNAT #10, EAIRSISENATIIEIRY,
DNAT ServiceBliZ2/5RIIRAI I BEIEE, (BRIBEAEERIRFITIERIRE
FRFERIEEIA R RBEEEX M IRHARPRIINATRXAIERH

WNERTESNATIIN{E BRI X FBCEDNAT Service, iBHIFDNAT Service{@HRY
EIPSSNATHINZBERIEIPAE] o

6. NATRIXAYER, BATSENATRKIE,

0 Ingress iFEA

A LATE TERE IR =S RE R MNIngressZEBIAIAE], RS TEREUIREST
=0, BSCATER. BERENT:

TEB1 ERTAHBLABEETE, ANSHEHEE “‘MEEE > BBA (Ingress) 7, &
ARmeE “RmmnEs” .
T2 REEBSH.
o IRARTR: BENXIngressBEiR,.
o WMBETE: EEFERMIngressIMmEZ=TE .
o GAHIYE: TILLBEEMIGERERMNSD AR TIERFEFRENZS MR L.
o XtHNRO: FRMEREIERSBUAYIRD, AIERIEE.
o XIIMPIN: SZIFHTTPFIHTTPS, SNSRIEEHTTPS, BAFERIEH, 1&UiHAIBE

vk N

SIIEFBEE .
(0 588
- IEEFEHTTPSIMYAY, A EECIEZEBIEBingress-test-secret.yaml, SIEZHIIS RS
2 Dl(EHESecret,

- E—ELBELAIIR—MNHOEEHTTPSE, —NAIFE R SisiE— S4BT+, W
RFREFENRRNZHIBERE NMngressiRNZEIR—NELB FRIE—NAIFSE, ELB(
SRR SRR .

o IHF: TNKE., LFRFAMEZ I, ZISZERPWE, FHRRFTIEEZ AR
WEIFME R EIYESLEIRRS L, —BEE TN, WS RERESZA
ia,

o [EHEHE:

- IREICECHIN: ECIF RIS R ITELD .

BIZRERERPLES: BIGNAREYURLIY/healthz, REFFSILRISAIURLITENIAIE,
f5ltn/healthz/v1, /healthz/v2,
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- BRSJURL: EZFMAGHIEIERE.
- RSBEFR: EFEFBERIMIngressAIfRSS -
- BREBik0O: SREGPIELMREFED, SHAFEE.

B3 EETKE, B 1B .
SIS, EIngressdIEFAIEEEIEIZERMINAYINgress,

TR

AMETAM B A RITEiEGIa)

1. AMEEEFEHONEHREREARELTIZTHIRES, NRENGHLTRMEDE
BRE, AMIBEEEEESER.

2. MAEFEEIEEI AN LAIEE SN HEE 15235 #a9AT8E), TELLATEIAIR
KIRHERTHEE, BEIEES.

3. GHEHSIEINDHUURNPALIERD,. BHCIENAEENFBR, mFBEREHS
QEETEN ‘S8 58, EELHUEY, BERSESESEN .. ITHRHE
THISEE,

- Listener port is repeated: ELBYIFSEinESE, EHFZRiAHAMIAITH
%k, WkRZE 2zt FERERELBIH R MIAEIfRaE;, ELBLFRRIiRIS
AFE—ERIRTE, BELrEReIEREM, JLUEERRAEERCIEZE, tha
PASERES-1008, ARG IEREfER.

- Create listener failed: BUZEELBMAIFZELIN, CIEMIFEEMNRE —EE
IS ECEIRE, 1SR EtbECENFE BHIELBSLH

4. AHCIEIDHLUSHBATLZ ARG, BEESEEH, FEERERFPERENSRiR
OsEir DR BANEEERT, BRIaasRmLlIRS LN HIZEERRE,
FRCHERGEEANINZER R . NRESRIwOEITIER, WISXELE
RIRE AT EENELBLGI A B AR, IEHFEELBSLAMAE.

{#/ kubectl SLELZAMi5(0)

NRHEIFEEE S ServiceFlIngressF N KubernetesXd S sLl, E{XiE=N1Servicef(]
Ingress,

BT Service
eI LATERINEServicefg, BE#ElttServicefViw OB E . RIEUNT:

T EZ=ARLPISREHE, CMSHEIEERE “WNEEE > IRSS (Service) ” |, &
ServicelWAYP, EFEXNNAIGFETE, BEEEEHinOECERService[F/Y “&
%ﬁ” o

T2 EHRBIHESH:
o WmRFTE: TIERHFAEGITE, EMITLHARETER,
o XEXT{EfA%;: EiRMNServicelTIERZ;, EHFHATILAATTIEK .

o [RSBEIR: IRSBZBFRENServiceIZFR, ServiceRFTEEPodipIAIRINIR, &
AT LA AR BB

o fAEIYE: EFETIATREIEN.
o in[fEcE
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- MY HRIREANEENY, EEETCPEUDP,
- ipEwO: AEEREMHAEERO.

- ARk FRVBIAKO, fEFEHEEOMREEIERKO,
$I®3 B B . T{EREEEHService,

-

BB Ingress
eI LATE R INSEIngressfS, BlttingresshUim . 12 NIREEE .. BIENT:

TR ERAR[LOIEEERFE, ZMNSH=FIEE “MNEEE > IRA (Ingress) 7, &
BEXNAIasREE), BEfFEHIngressfRY “BH o
$B2 £ “EEH NE, BERNTEH:
o XSNmO: FMERHEIIERS UKD, TESEE.
o INF: ANGIR. SKERSORYHEMIL, ZIRRFTAFMSE, HIBRITIEES R
WEIPTIE G HIESLAIRIARSS bt . —BECE TEEMN, U mEmESZ
&,
o IREAECE: TTRE RIS IEINFAVIRBRCE.
- EXAICECAHRN: SRS IFRISRER R PLAC,

BIRIREITED: BIRNRRETURL A /healthz, REFSILHIZEAIURLIYETIAE ,
f5ltn/healthz/v1, /healthz/v2,

- PREJURL: EEZEMASIHEERE, BIE0: /healthz,

- RSB EEEEEHFIngressHIIRS .

- IRSBIKO: BARBEGPARLRETRO, SHAFHRE.
|3 B BT, T{ERAZEEHIngress,

-

5.4 \NB=Eih1EIAM

o] LUMERANATRISCIRSS , 1ZARSBS8E029VPCHRY A 2ESL AR (M 4Z i1t & 1A

( Network Address Translation ) fRS%, SNATIHREIEIS4PEE M/ SMIP, SLIMFABIP
AABIPAYEEHR, AISCHIVPCHRYS R L= M IPiGEInternet, EIRIEINE

5-7Ff~. BIINATRIKAISNATINAEE, BIfEVPCAIRIAZESLAIAREE R MIPHEALL
B#Fipidinternet, IREBAHEHENERZRS, EHETEREX. EEHSHIRS.
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5-7 SNAT
@ EIP
1 MAT 7
[ ]
VPC
Namespace

AT I R S ST A 2 sE Al iE Internet .
BIE I BWHARIP,

1. BREWEHA.
rEEEsaE eesilER, ERKEGHRE.
ERGEE, BF “WE > EHFAES" .
NS, SBE “WBHARIPHIEE > WHARIP” .
1E “WHARIPT RE, BE WSREANIPT .
RS RRESH.
(0 388

b4t “Xig " Tk sLHIFREXE .

O v AW N
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5-8 ML IP

pese aF/maR
it Lb-dbmE— v
FELRIPC R TR R aE EEEEE

o) BEBGP @
RIEE wawtEe || E EhEts
FERAARRENES SRR RIS
srwE R, RS, ST,
A 1 2 10 100 200 @ B=x | —
BT IEDDoSERH
muER bandwidth-test
pr=llinl=] default v | C HFEREWEE @)
BEEE v e
e 1 t | B SRR LRI 494 SRt

2 WENATRX, BiKiE

1. EREEESS.

vk W

AR

S IWENATRIX .

S AL e ElER, ERRHRE .

ARFER, BEF “ME > NATHE”
ENATXRE, Bd “MISENATRE” , HANATRXEMELRE

RIEREIERERES

LA TR A R AR R = A1 HREAIVPCRIF N .

ElERELESHRE

, MEsEEERSEREERET A,
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5 GAEMIERIIE]

H£IR3 ECESNATAIN, AFHIERIERMIP, BFRSSILFIISNATAN
1.

o v AW

5-9 TS NAT M

* i gb-AbE— A
FEEEMEFE AR AR, SEERASEFNESR, 7]

# =ZFR nat-test

* EfFAE TR CCI-VPC-1022346792 v C EEEliET
VEEERIRENATRFZ LIRS FERAIVPC

* Fl

* HtE hE R ]
NATRF S s TEES

* BB default > | C FEEUWE )

EREEEHA.

remEas HyerlE, ERRERE.
ERGET, B WS SNATRE” .

ENATRIXNE, BEFERNSNATARAINATRIKER

FESNATIIITRES R, By “IARIOSNATHIN”
RIERERTERES

AR

LAt TR AR LA PR TE A R = EERIATF M o

e
=)

it
ot
i

i
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FFisrm 5 GEM4EIE

5-10 & SNAT M

i
k3

nat-test & RINSNATERM

a7735f74-04b2-

D

B

CCI-VPC-10223¢

cci-cnnorthla-11

default FH cci-cnnorth1a-1022346792(192.1... v

BHAMIP Bl WRER #738 (Mbit/s)  HBERL g | 5G]

[=] E

SNATHIUECESSRkfE, ATLANARRIBEAMN T, tTFERAG, NAEPEE
pingi@ A o

5-11 NEFSE=HiHER

Z

O-
- . = FEHEEEEECH] + Insert (£5]) . Shift + Insert (¥ c
E3EE#R | container-0 hd command @ (@) fbinish Ibin/bash

elcome to Cloud Container Instance.

/ # ping www.huaweicloud.com

PING www.huaweicloud.com (123.125.46.118): 56 data bytes
64 bytes from 123.125.46.118: seq ttl=55 time=4.196 ms
64 bytes from 123.125.46.118: ttl=55 time=3.370 ms
64 bytes from 123.125.46.118: s ¥ 55 time=3.329 ms
64 bytes from 123.125.46.118 55 time=3.325 ms
64 bytes from 123.125.46.118 55 time=3.403 ms
64 bytes from 123.125.46.118: 55 time=3.394 ms
55 time=3.322 ms

64 bytes from 123.125.46.118: s

-
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6 FEEE

TR

6.1 ittt

A LHSTIFZMERNISAWEE, BEERRGSE THEFES K. SIEI(ER
AT, sJLUMERLATEERIEE,
o ZXIERTFIEE (EVS)
SARLHTIFEEVSEIEN ERFEESEHIBTENE—BET . HaRTB
BY, EHNREEFEEE—ETE . XMFELSNERTFHEEXRAMREFIE
B, FBEN=EEFES.
(1] %488
{FEREVSEEREFEER, BTIRUTER, SNSSHPODLAITEIE T
o AT IFBAPODEHIARAIEVSHEER .
o AREHFBEANPODEMEHZNTRHRNAIERS,
o RENHF(EL ( SFS Turbo)

AR LAISTIFOIESFS TurbotfiE X FEEHIEHEIBRNE—RET, RE
N EFEEEAREHRE, REMES, Wit R, HEREFHR, ERT
DevOps. B&MIRS . EWHRNENEHR. FIEMREHFHES .

PersistentVolumeClaim ( PVC)

ZALAIERPVCERISHEIRSA W, PVCALULEEEX UREFER RN
Bl BNFNF, MAFERPEFEOUMPEENFERIR. SKEFHETIE.,

ELFMERS, EalLlUEidPodHagVolumeSkXEXPVC, BIdPVCERIZALTFE,

E=BRLOEHE, BTLLSABERLIZERIEVSFISFS Turbo, SNXLEERIER
FAItEEIE— N PVCHF XL EE,

RO A E A R H S EIEWEEVS, MEMERAMXWLLFREFE R, AT
E£EEPVC, iR EXEWIMEEIRSANEI =R LA+,
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6 IFEETE

6.2 RIBRFES

HHEHEAFFANTER, R EOIIFERER (EVS) EHIISHEP, BERE
2, JIRBEFRRFENTREERESTIEHEF, ESPHBRSBRARE,
BIEMIPR TR, RRBEHH THHEES, MESTHREIRRAREFEFERSRT,

EVSEREISIFEIEI/O ( EI—/=& ) . BI/0. EB5|/O=Fltg,

o TEEI/O(L—K=R) : BiRfFERSATAFENRIZEM, EBATFTARE, 5
BERERAS, BSMHAER/OPNETS, W FAliX. DA ANA,

o 31/0: BinfFEHESASTFEN IR, ERTHEENRS, E5RREKRS,
BLNEIREESRNAGS, W SIBEXYEHRE. DHhANEHE,

o BBI/O: G FESSDFENRIRG, ERTSMHEE. SIEEREER. HIEE
ERNAGS, W: NoSQL. XFREHIERE. #IECE (iNOracle RAC, SAP
HANA)

{5 FAPRH
o FHANTEERRRENE, BSEE, BEASEETHE,
o EEBLATESNUTEGAOME: FUTEAK. KSR, K8, B
CCEXBE. JESCSIE., H=f. TR, HER. HANARSBERENS (5
|OMERE LB BRI OREAALAL ) o
o EEEFEERMS—FERA, NT ARSI NSRS
%, RERFESPNAETEETTL.
o WFESANEER, NREREREHOTHREESR, SERLOFFE
f, BNEHREREREERNBRRER.
o —AEERFESREEHII—NIOT, TNAHEMIEERIER.
o TEBLAGETIRASERYS, NRBEIS, BEESSBIAEHNA
1 EEEFIEE NEREHHNORER, By SREERSA.
s IN=iEE
SB BRESBLOUDHE, SIENSHIZN FESE > ZREFHE" .
o NRGERBRPULT R, TUXBSAEER, BTSE.
o NREEIWIREREHES, TUSEEXEUE, EHTSES.
SB2 BF SN, WA ‘SASER’ TE, WEEESANTER, AREE ‘S
A
(0 268
—REBRRMESN—AHEEE, FHANSASIHEEE, NE—REERCERSNE
— P E=TiE, WERMGEZETATN, FEEREAN . RFESACERAUHERS
(ext4) NEVSEER, REMRRBEIAFRESX, BURREFEREEENER.
SN, BALMEBEINRIE.
|3 5 WRRWEGFIEE , ASEXSY, AESE CAWT , BAEEE

e PVCEFR: PVCHEFR,
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o WETE: PVCEAERZZIE,

o WHK: EFMEMENTBX.

o R REAUMAY TILUKIRESIO. ZEIO ( E—K=R ) MBS0,
o WERA=E: BUEBTEN[10, 32768], B{IAGIB,

-

(ER=EE

FoIZAHAERES, ERNSRE, B ‘SRRE > FiE” , &R ‘SERFHE
&7, BE “ININREREFHES .

(1 %88
HEIERFES(N IS EHEPOd,
RAHCIERING, TLMIE “FEEE > ZEEEES” PEEI=RESRENF
{s5F8 kubectl S =EEFES
{FBkubectlBiE=IFRFiEE 152 WEAPersistentVolumeClaimERiEFALFE -

6.3 RN (HFEE

ARSI 1503 M SR (E SFS Turbo ( MRIRSIATENE ) FHEHFISEME—
BET, RRHFEEFIZERE, ERHS, SR, FEREEER, EF
FDevOps. BEEHRS . BB ANENBIHS.

0 #a8
SFS Turbo MBI} IFBREN MRS, FSZIFHPCERINGR A,

{sEFRBR
o FERNREIHERITRERNER. BESER, BEUREXHEMITE.
o (ERAREENHFEIRE, TAUEMIREXHEMXBVPCRERS, BNCCIH
BEERBIRE L
o IBEERTIRES SRR, IBRIERCCIRESETTMA.
SRR 7
EEBLOIIESNCBRIRES A

SR BERnARLOIEHE, REENSHER “FHEEE > IEXXH=EE" , a0
mEGIEFEGETE, BE ‘N7 .

$E2 MNIIREBEEFEESNIREAFE, 2E ‘SN
SNRFTRI BRI 7 hE, BT “ CIBIRESUHAFAE (SFS Turbo)” X8l

%@?‘EE‘ZE, HEN SR T, EEHOEAREN GFE, ARE
l{_%_)\ » o
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=R
FFisrm 6 FHEEIE

6-1 SAREN B FES

‘ O =RE=ENESSAVPCERY CCI-VPC-1064538705 AOTRETTHFRESUE. ‘

WP R EIEERS AARECH TR 2R U= 4TFIE(SFS Turbo) Q C
= BERHFES EE = = = B2 (GB) = #iEE
sis-turbo-1051 lendbl3x-fedy X R 500 2020/07/15 16:31:35 GMT+08.00

H$I3 JITFSFS TurboBiTZ R, YEFEEFIRER, SSHREEZIGEER . WIRFEL
AHZENEHE, RJASARISFS TurbotgEHEHSE .

THSHANEEmountar SIEEN R FIEHAIEIR, Hpi{ZiFnoac, BIETFELE
RSB RER, SHEEPIRSEATMITHSFS TurboiZEEEE

AR
AN ERTER S SR 2 =@ N eIZAMRE X FEEE .

6-2 i85 SFS Turbo 5%

#E I= REHFRE = BE R =8 (6. = = =2 Iz eEaE B

-

(ERNENHFES

SHRFTRE0E ( Deployment ) SBIE(ESS, ERIBRRE, B ‘SHRE> =
fig” , R “RENHEEE” | BE IFIMREX RS

6-3 MIIREN (- FiES

FiE: SSEERs A RERIEEE. DIslSiE s A R
CEEFEE pratact o] RE e

LEEE, H BARETHFRERNEE C

£ EE(GB) EREAIEERE BEETHE =3 B=fE

EHEEE - coi-efs-import-kcndd...  « ftmp/sfsTurbol/kendc e 3

®@ HILET S

AR
o CUERENHFETETTECIRPMAVEIN, FTRIK. BLSERNIHEREHRIR
B HFES

o HEHFRENUEHFHIRIE TRFIRE, IRTFESENEHFHEPEIRE . %I
RIRITHEXIIERR o
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FAFiE 6 TR
RIS IS

SNREIHFEERINE, MRTFEERRERSUG0E, ST LARRREMRIERS 4
FEE. BXEKZE, SR TFRBITAERZIE HFE.

AR
INRWEX MRS CR TIFRRGER, WEEHEREX.

B ERZBRLFEREG, REEMSH=R “FHEE > MEXHFEE” |, ERE
NHFEEYIRD, BEREXEFEERR “BXET .

SH SERGER, B WE .
R
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7 ACEEE

TR

7.1 {§H ConfigMap
ConfigMapE—FAF M AR RREEENARELE, WERERE, TES
SRR ER S AHER.

tlJ#E ConfigMap

SR BERnARLOUTHE, REEMNSHER “BEH0 > BEcEIR ( ConfigMap ) 7,
FENREPEEGSTE, 2§ “SIERER” .

CCIEflE L IFERERYAMLA R AR BN, Ta LAREIEYAMLEIE, WA
ConfigMapfIYAMLEEM NS, BFE “HAE” BIA], YAMLEMXAILASEyamlii&=.

S22 ZBAR[RLOF ‘FITERAN M “XHLEE” w7 kelEC ConfigMap.
. Hiﬁg: FTHA. SBRR7-1IREMGRESH, HpbT 7 mSSHHe

& 7-1 A ESE0RA

2% S5
EXER
“BCEINAR #ERIConfigMapZ iR,

BRAUNEFEHMFIL, NEFE. HF. il
£ (-) . = (.) Bpf (HPHmSAEERE, R85
VEARE ) , NEFERHFERN1Z253FHNFH

£R
fik ConfigMapAJfEIR E = o
A B TR ConfigMapfrtigRIECERE. Hp, “f#” RFRXH

7; ‘87 KRXHFRIRE.
1. BE “INMERE" .
2. WAE. B,
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AP 7 R
2H S
BB FRELUKey valuel BT MBI SHRTS L (205

#H. RSF) -

REEN T IXENRAIRAIEN, AREE#TE
£ =

1. B “NINRE”

2. WA, B

o B[R ML,

(1 #5488
EREELAISTHEsongyamli&=t, BEXEXRNEENFIMB, FMi52 R ConfigMap3Z{¥F
BREK,

BE NI’ , EEREEEIEAIConfigMapRRURRNME, BE “TH .
B3 BEETHE, BE ‘IR .
----45R
ConfigMap B9
BcEGIESTE, TTERIZGHBMNTRETERIIRSEERET, NTEMR,
1&& Hcci-configmap01 B ETUEFE] “/tmp/configmap1” &R T,

7-1 {#H8 ConfigMap

Bl (2 = @
EEEW C
=il EEEE IR EE
coi-configmap-01 v ftmp/configmap1 O ks
@ ENEER

GEEEE, £ “/tmp/configmap1” BIETISCIREENH, EREWRY “#7 A%
XHE; BT RERXEPRIRE .

ConfigMap X {4H&=EK
ConfigMap&RiRX 437 1Fjsonflyam Ffig=l, BEIREX/NFSEBIZ1MB,
e jsoni&zt

X{H&FRAconfigmap.json, EoEREIENT:

{
"kind": "ConfigMap",
"apiVersion": "v1",
"metadata": {
"name": "nginxconf",
"namespace": "cci-namespace-demo"
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FBFisEs 7B EEE
L
"data": {
"nginx.conf": "server {\n listen 80;\n server_name localhost;\n\n location / {\n root
html;\n index index.html index.htm;\n  }\n}"
}
}

e yamlig=

X{EZFRAconfigmap.yaml, BCERBIZNT:
kind: ConfigMap
apiVersion: v1
metadata:
name: nginxconf
namespace: cci-namespace-demo
data:
nginx.conf: |-
server {
listen 80;
server_name localhost;

location / {
root html;
index index.html index.htm;
}
}

{£F3 kubectl €lJ# ConfigMap
{$Akubectltli®ConfigMapisZ Il ConfigMap .

7.2 {8 Secret

Secreti@KubernetesH—fINZEFEIRIENSR, EALUSIAMEER. iEH. fAEE
Eﬁ&@%ﬂﬂlﬂ, EAREIUMETEMHEIARE D, SAELIEHEIS=R

(MARL:
o Secret5SSLIFHBHAR—MERE.
o ENAFIT LIERYSecretiHITINZLLIE
BlJZE Secret

B BERmARLhEHE, BEEMSH=R “‘B&EHO > &8 (Secret) 7, EAMN
WEPEFRETE, 2E "SRR .

$H2 ZBARLOT ‘FIRAN M “XHLLE” mroUkeESecret,

o AFR—: FIHA, SBEERI-2ZKBENEE, B 7 iIzEHNSHANIES
%= 7-2 ENSEIRB
2 SR
HEARER
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FFig’E 7 BeEETE
2 S
*ERBTR $heESecretlIZFR
LUNEZB#HFEFL, NEFE. #F. dil%k
(-) . = (.) Bt (HEPFaAeeliE, mfees5+L)
i*ﬁﬁ) , INEFBHFERE253FFNFER
P ZEARIEIAE R
“ZEREE SecretfIEIERILAER SR HER, Hb, “#87 FX
H3;, “B7 KAREFHIAS.
1. BB “TNIEE” o
2. WA, B (SiFbase64BmNERS, MREAE ‘B
BNEERS” , MATLAMIAREETBAYSecretE )
AR oy LlKey/value&{EﬁEﬂﬂ/ﬂBﬁ?]D |ZFhds (908
B. 7=, RSE
& /‘TEXTLZ‘“XJ‘%E’J_IIR%JJ: %, AR Ei#
IBFMZEEE
1. B “THNIRE”
2. Eﬁ?)\ﬁ%\ =R

o BRI ML

(1 %88
?ﬁﬁ%ﬁi{ﬁﬂiﬁjsonﬁyaml*ﬁﬁ, BXHARNREBE2MB, FMiEE W Secret TR
1588

B RIS, EIRE OB Secret X EVAEN MG, B TR .
STIE3 BLETHE, BF “eI” .
Secrety||ZFZh = HIFHEIEAYSecret .

Secret B9{sEF

Secret@liZse/a, AILMECIZRHHITERFANERESIA, L TUEREIR

2o

B 7-2 FRETT SR Secret

2 | A ZIEE B

=554 - cci-secret-01 v || key - fiRe
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& 7-3 45 Secret ¥ £EFIZ_ et

EEEE ~
SR ® =8 O
=3 E=EE 1R =E
cci-secret-01 v ftmpfsecret1 B el
) EmEs

Secret M{4H&T iR ER
e secret.yamUERIEIRI 4
BINIER— N AR ZIRE FEATkey-valueFINEE, AJLAEIE SecretSksLIn:
key1: valuel
key2: value2

ENXRYSecretXfhsecretyamlIAIN T . EFValueEBi#H{TBase64477,
Base644wi5 /55155 W al{Ti#{TBase644wtS

apiVersion: v1
kind: Secret
metadata:
name: mysecret # secretfIZFR
annotations:
description: "test"
labels:
label-01: value-01
label-02: value-02
data:
key1l: dmFsdWUx #EZEFHBase649mi3
key2: dmFsdWUy #FEZEFBase644mig
type: Opaque # WRAA0paque

e secret.jsoniFiEEIAI 4
E X HSecret{Hsecret.json IS T o
{

"apiVersion": "v1",
"kind": "Secret",
"metadata": {
"annotations": {
"description": "test"
1
"labels": {
"label-01": "value-01",
"label-02": "value-02"
1
"name": "mysecret"

h
"data": {

}
ntype™ "Opague”

YN{alii4T Base64 4R35

IF R TBase64 1%, AILABIE(FER “echo -n BRMBAIANZE | base64” dp<ED
A, RHENT:
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FRFERE 7 BEEE
root@ubuntu:~# echo -n "3306" | base64
MzMwNg==

{$5F8 kubectl BIJZ Secret

{EkubectlfliESecretifZ llSecret,

7.3 SSLiFH

SSL EHME

(ERE=

s NIEH

SER1

S£IR2

I3

SSL (Z2EZE, Secure Sockets Layer ) @—fhZ2thy, BHRANEEEMNERS,
Rt e N HIRTEMRE,

AR LHISTIE HESSUES, EERHTTPSIAERNT, =ASEsLANSSSUIER A&
FtEREISERE, SCIERERINE .
AR

e Secret5SSUIFHILARE—ECER .
o NP HERSSLEEHITIIZAE,

SSLIEPFMBEFSSL ( Secure Socket Layer ) #M¥, HASZEEAIEFIERANIIL
CA, FEIIERSHEE M EMEA, BERZESMHIGEIIEIEEHmINZINEE ., RESHE
L2 SSLIEB A LASL IR E B EE PinfliRSS 22 2 BHINNZER, aILABLEEIRE
BHUHE, R TG EEREENZEY, MELUEIRSSSIEBIEEETAEEY
Muh R A EEL A,

SSLIEB D ANEIEBEE RIS . NEIERBENENSFIEBANEEEL, &0
AE=FIEBAIEBWE, ERNEIERRIWebMiL, FIAEFiREEEEN. BE

ZIBEHEAFECMASLBECH, —RAILUERopenssl4Ery, FIAZERinERMEE
B, RSERNENSEHEE, ERZREEAHREERL,

ARSS ERBIT L SSLIEH ] LA SR E BEE FPinfliRS 2R Z@aIIN=ER , AL
IEHHRERRTHEE, RIETWHEEERNIREE . SEREHRLAIIRSS LaEWeb
NRAFELZEAMIGIER, SRR AREIRYAIEETUEEAMIAE, ELBID
BUEEHTTPSHIMY, B AMIGEASES .

BERnARLEHE, PEAMNSHIZR “BEHO > SSUESR” , EANRESIE
FapR=E, BE “NINER” o

RS SSLIERATRFERMEE

IEPERER: BRALUNSFESHFHL, NEFH, HF. PL (-) <
(.) Bpk (HPRAR A GERE, R SHUEEE) , \SFSREFEREN1E
253FFFRIFFF &R

ERMER S FIFATAS S

o EPEIEIZIF “art” F0 “.cer” 8BzL, BANFREIIMB, NMEHRBRGESXIR
BYCRT. CERIMY .
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o FASASMHSZEF “key” F “.pem” B, BRNREIIMB, FAHAREENMNE .

7-4 & SSLFH3E

WEEEIE
RN SRR i bl
& CfE P IMERIRDE, SR == o, cerfgT.
WFH £ berEmaEsE =T
i HEDTIMBRISE, &S key, pemiash

$BA BFE N7, e EE.

-

{EFA SSLiE$

LIRS EAMIBEAT, BTLMERSSLIER, &EELBAHTTPSHMNY o

FeIEGFAIEES, AHILASEINER “AMiIGE” , ELBHMNGEE “HTTP/

HTTPS” , JEPBIERIUAESSUES, AHEIEERPESSUERBMZEE B IR
Higge £, MNiSEElEHRERINE

7-5 {&F3 SSLEH
ELB=sl @ elb-test > | ¢ HIEZERERRA, SRESSREETEEN
ELBH#HY TCP/UDP
IngressEFR

cci-deployment-20207151

LA

SETEAMESTEENAS, FESMETELE EPHENnS: SSCRTAFSS, NS SEMERtELER
ELB#O HTTPS v | 7094

FEEVARI2EHTIPSIAR, BEEHTTPS SETELBEP HzRAEAnE
IR test C I

FRPIHEESEEREES b, SIESENE. MAERHTTPSIES

G tERNE, ZBREIISSEELBHEIRSABBZFERIES . =BR[LOIIRSS

BUZELL “beethoveen-cci-ingress” FFLZFRAGIES, BZMBRHEFNZEES, B
5lEIBEFE

EFTSMIRR SSLIEH

o TEUFBIHARIATLAEFEMAGES, FRZIEBNRARKSELSER.
o EZMBREEMABERINED, BNAIESHNBEIESLE.
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pee S n

FPisE 8 HEEIE
=
HEEE
ZARRLHTIFEZAEEEERERE, BREEEEREIIMERNBEFE

%, R BHTEANIIREFHEET,

WEETIHREARIATRHEE, tJRER BT ANER, FMIESRAMAWSETIHEE
ILTRHA

A BELHIXHE T RAIE4ETE ( Application Operations Management,

AOM ) , AOMEAREREFETRY “log” SR BT, EigFIAOME, HE
EEENEER,

RARRZEEPoIIFZFREERRS, ITEERT.

E 8-1 &#&HE

PodZIZE Q

~ cc-deployment-20211141-6f:

I SESEER
AR ARHRRE NSRRI TS

o FENHATER: ESFEESIIERAEHIRE, FERIENHERERR
THEBRESZEE—N, XFEATTEEAZIAEEFEET.

A
1. BHRATEREEREEINERARTEER, BNSIEERERXTERT
HREBE.

2. BRIRXIFATRIETAY “log” . “trace” . “out” BEXH,
3. RERERE20MEEXH, tHMRRENESHEZ RetmbE HERETH
203 fHHR

o AFEFMETE: AEHFFE=EAN.
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pee S n
FFisrm 8 HSEIE

TH
1. AOMBAEIXE/MEFS500MAYRZE AEFETIE), Bid500MANSIRIBERR
1@5@;)_ TWE:, TTENIES W mint&iEE.

ASFE=EEESHR 152, EaiEapiEOCERARAET, SHRREVES
1G|Bj?,2G|B

3. Z=ENRETE, BIITRE, MRATXHEE2G, BIRRIMIFEE.

8-2 (EF T
FERs: TSEERFESURTEHES. FEUESE. SOCTENE NASRREE ~
zEndzEg @ BEFEESH (GB) B
tmpiiog 1|+ 2

BEHE
THlETRE, ELEERHEAT.
BEOOIERE, EERLPFRET, B “§F8EE .

B 8-3 ZEFHAE

il

i 3 nginx ®ETE (3 gene-container-avng

3 =5

0.000178 TR IR
2
PodglsE Q
SH(Pod) EwE PadlP CPUBEE( AEEERCE)  EETE N EE
~  nginx-6ig75c8478-x5698 ETE 0)at 05355 47

FAOMAEFRIAIEENNERAIAE, AOMPATERGAFENEERET K.
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mA=REA

=)=k =] 0 MMinEIE
Il fraess
NS
CCIEEEAOMITPod RiIFiH T HEA MIE, BEEMSIEE S CPU/NFE/MES ., EaLA
ECCHzHIEEEPod S IRIEIREUE, tLJLATEAOMPEE,
SEIENR

FAOMizHIE, AILIEERRLAIRIER, BIrRETEENER-1,

x 9-1 Miisin

IBix | I8I2IR | IBIra Y BEBE | B

ID

cpuUs | CPUER | iZdBIsATFARITNEXNRAICPU | 0~100% | BDEE

age | X %, BRSEIRMERSIRE (Percent)
RICPURZHIELLER,

cpuCo | CPURHZ | iZISiRBTFFHITNEXIKIEFIAT | 21 # ( Core)

reLimi | 22 CPUZEE,

t

cpuCo | CPURIZ | ZISIRBTFFHITNENREEZFE | 20 % (Core)

reUse | 5 FARICPURZANEL

d

memC | ¥IBRE | iZBRBETRITNENREFIE | =0 k=T

apacit | 28 YIEREDE, ( Megabyte

y s)

mem | YIERE |ZBFETHRITNSNREFER |0~100% | BHLE

Usage | fEEA= PE?? HIREMIEREFESENES ( Percent )
t o

mem | YIBERE | ZBFBETHRITNENREIRE | 20 k=T

Used | {FRE L(FRYIIEAF (Resident ( Megabyte
Set Size ) o s)
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FFisr 9 iixETE

BEEBHRLAI Pod ROMSEEUE
FECCHEHIA |, BEPodISREIE.

HNCC, EMSi=hiER “ TRz > TIKE (Deployment ) 7 , FEGMITIEE
FEIBONIERE . BEEPodILAITEAY “IEiE” ME, ZREERPodii—/ N \iTHY
CPUFRH=FINFE AR,

CClHEHa AR REEERNERCPURRRMNFERR, SHpENAIs4HEE
IRSSAOMEBE S Ini=EiR.

] BEUERE O “BFEE" , EAAOMEHIS,

L= BN 05
ity E a8
B )
B|EER: container-0
CPURERIZE(%) B/ T BX AEERE%) &/ Ty 8
o o0 o oors 0075 oors

_.N,_
£ER2 EEEI;:' , FEMEREIR AN o
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9-3 HIEHEHR

BHTIE | IR | SPRHE E30nE - c

ez |+

cCl-Cluster

nEEs O aEEE

Instance Template
cpuUsage (Fi3{E) BE~ memUsage (FEH9fE) Eve.

SEBKSR: cci-deployment-239-1660811981485-79869¢9. SEFHSFR: cci-deployment-239-1660811981485-79869¢9.

$|3 EENEENRESER, fla: &R “CPUERZR" , RfEfiA.

9-4 RFHEIR
BIEREE

=5 | CPUERE=

N
4

s | EE - s SN | 144a -

. Q TisRE (TESFEINSANET) =
CPUfEFIEE *

.|||||
i

£ =&
@@ cruEEx
CPUREER

HHE

CPURHEEE

_tiTBps

_#7Pps

LiTiEtaE

TTBps

TTPps

TrEaz “
F= i

EEFAR

MEEREE

SLFIEFR: cci-deployment-239-1660811981485-79869¢9...

T4 NEFBPEIEFPodIEIEEIE.
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5z mbi=1e2]

9 iixETE

9-5 st

ns=EE Q W

ssnEaR Q

Instance Template

cpulsage (FE9(E) e

SEfFHER: cci-deployment-239-1660811981485-79869¢9.

.

memUsage (FE(E) .

SEfpHETR: cci-deployment-239-1660811981485-79869¢9.

EE‘ I;g Re= OF

l

CPUERR (F9(E) B

SEMEFR: cci-deployment-239-1660811981485-79869¢9.

MAERRAS 01 (2023-05-20)

WRIERE © LEARITERARERAF

73



pee S nl
FFisr 10 fRHEIE

1 O R EE

kubernetesfR T W ERYSIFAEMLAIN, EMRIBHEZLURHFIIFZRIZET, U

Kubernetes DNS, Kubernetes DashboardZZs,

TR

HREENMEINEEY B, HalnaseLHlRM T corednsifHtIE(FER, ErJAE=
ALK E FEETERG, NMmAERERBAHREAITEE .
coredns }HEEFN B

corednsiff /9 iZRIE b ATAR M N EPIRER BATARSS . BINEAREXI AR TMIR .
FHRIRE, SUSSHEREREEETIRS TXEIESER .

TR
BB BRARETOISEREE, ANSHSREE EEEE > BHTET , BEa
FE® .

10-1 coredns ¥&E{4

e .
: v coredns
3,-"‘-~
058 | 1GB
EFETE] - 202000304 20:04:55 GMT+02:00 @

$2 T HRURAT , BE IRERT wREH.
1. Z$E259K A EARAR corednsiffdiT, ATEBIMTSH:

- FRE: BE RINT, SR BENEERENERSE, B —1
B2(EXY, #HIDNSFRIES, [EH—1a—2HDNS IPibiE, #0"acme.local --
1.2.3.4,6.7.8.9",
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=R
FFisrm 10 fHHEIE

- LbiisgERSes: BITIRERNIRSIHE K BE Xt & 2 /M0t 2 it 18
X A—1a—2HDNS IPHttit, 5140"8.8.8.8","8.8.4.4",

2. ZER2510% LA EARA R corednstff4AY, RRIBCEIITESE:

- BEEbE: SAREWSEE, RiGhEFEITEIRYERETESSE
A, EFEIEE, Fl0 “WH@EfiRIAE” . “BHESTERET
EEATHHERS Y

¥reRlE, BELME ‘ISR > JBEsf)” PEIIERRAEY, WE.

z
10-2 coredns }E{4-Z2ERLIN

I:I coredns

250
Version - 1
EEHE
SEERTIE] © 2020/07/15 17:17:03 .. ®a T
35 CoreDNS ER BRI

£ R LUER CoreDNS CorefilefConfigMap A B IRZ A TIESA R . (F
FRiEH 4 proxy AT %3 Core DNSHITEAR IS I THCE -

WREREERE—MIF10.150.0. 189 Consull Z BT IRSS 28, FHBFTE Consulfild;
ZEBtA.consul.localfI/F48 . ECoreDNSHIConfigMapehizRinin = S BRI G i%ts3
ARSZ2E Bl B 7ECoreDNSH:

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

ERERZRIConfigMapil FE&:

apiVersion: v1
data:
Corefile: |-
5353 {
cache 30
errors
health
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa
}

loadbalance round_robin

M HGRAS 01 (2023-05-20) WA © EARTERABIRAE 75



pae S n
FFism 10 fHHEIE

prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

}

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

}
kind: ConfigMap
metadata:

name: coredns
namespace: kube-system

SR ETERATLUMEM CoreDNS CorefilefConfigMapl A B MBREZ E M TIES . (F
FBff{4proxyal X4 Core DNSHITEAR IS H I THCE -

79 CoreDNS B & HEHR kIR
CoreDNS{ERloglif{HSieE Etr HEITENEIfnEmY , n@dfcE B M SR E
EVHEHATAS, JEAOMPEERITAE. TSRS RERANIEFS
T, SHEFTEDIF AT HER R ER S rTsE ST Core DNSHI M BEIE B BB RIS o

SEIlogiff STIFEMTERT . R KA IE IR = AT kI E, WE:

10-3 IEINECE

EHERATNEE || BHENEMET | | BHBRTEREr

X NMAYfEiRBC BRI T :

log [NAMES...] [FORMAT] {
class CLASSES...
}

(MERIY::
CLASSESZFRRMICRAIMBMNZER, B—MATED RAITIE .
B E RS AT

o HRETAIIES:

A RIS 1ElogiBECLASSESHiZsNsuccessIfi 2%, CoreDNSEIEEEMALINAIE
SITENERER L

o BHETEAKEE:

AIESIEE logifE{tECLASSESHiRINdeniallIf 2%, CoreDNSEISEEITEMAIE
&, BISINXDOMAINZgnodatalgi ( BFRFFTE, EEAREFE ) FIENRRERL .

o HHEEFEIRAE:
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https://coredns.io/plugins/log/

mA=REf
5 =12

10 fRHEIE

BERTES

gz

LLaizk

log . {

REEIGTEogiFfFCLASSESH iR Nerrorifiz 241, CoreDNSEIEMRITIEIRMAE
FTENZEIFRERE, BINSERVFAIL. NOTIMP, REFUSED=‘=1IH§§TL$EHI§;UMT
ETROERER, EFRATATIDNSIRSS A 0] A AR

ERQE:
NRAKIZF DRME—ECE, WISKHABEESE

A E=

e SEil=F }ﬁ#HRE’HI']CoreDNSE’J%-H‘EW»E% MCoreDNSARSSHIZAI A EICRIKA
28R, AdizEpo BEERN, WltsexEn .

“EHBETRINES” 5 ‘BB AWEES” Hfl, BEiklogiEHECES:

class success denial

}

B AL INAICoreDNSXI M AIConfigMapili T :

apiVersion: v1

data:

Corefile: |-
5353 {

}

cache 30
errors
log . {

classes success denial

}
health

kubernetes cluster.local in-addr.arpa ip6.arpa {

pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa

}

loadbalance round_robin
prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

kind: ConfigMap
metadata:
name: coredns
namespace: kube-system

FEERERTESEGE, JIUBZAOMIRSEERITES.

ETBRLASEEHE, ENSIEER “EEHSTE > HELF)” , GikE
“CoreDNS” i&f4, A\ CoreDNSHR{FTIMH
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10-4 JH(HSEBIFISR

P @ | DsEzE ghtesw ~ IR EEHER | vpogsh 192168.00/16

SIREHE £ 2021/04/15 11:41:39 GM. [OR:Na

T2 BHEEFESIFEFAIcoredns Deployment i ApodFlZ.

10-5 CoreDNS Deployment

coredns

T

coredns coredns

£E3 fEpoddIRAVMRIE—I=hikE “BEFHE” BN, BAAEAOMAESEScorednsiIH

==
JTOSYY

10-6 Pod %13

e
kubernetes I FITZ1E

DNSERBEAILATEE N podBEht_ LT8R E, BRI, KubernetessziFDefault,
ClusterFirst, ClusterFirstWithHostNetfINonePUfDNSZKHEE, BE{AiEZS Whttps://
kubernetes.io/docs/concepts/services-networking/dns-pod-service/, XLEERAE
fEpod-specificiidnsPolicy ZFERHIEE -

e “Default” : #NERdnsPolicy#iRE “Default” , NZFREFEEISMpodiz
TP R4ER, BENX LiHSEZRS B INFREA S SIX A RIE—iEFER .
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e  “ClusterFirst” : gNERdnsPolicy#ig & “ClusterFirst” , {HISHEcEAIEEE
1S4 AILECAIDNSEIA (a0, www.kubernetes.io ) &4 AEIMIZTS mA4HRT
EhraiRIRSES . SRR EENCE T AYMIFIRIGFN LiiFDNSIRSS2E -

e  “ClusterFirstWithHostNet” : XtF{FHhostNetworkiz{THIPod, &NiZAR%HE
IREEDNSEERE “ClusterFirstWithHostNet” .

e “None” : BERFPodZEEKubernetestMEHRHIDNSIEE . Mi{FFdnsConfigPod
MR ZERIRMHFTEDNSIRE o
(MARY::]
e Kubernetes 1.108 LA ERRA, iEFDefault. ClusterFirst. ClusterFirstWithHostNetfINone

POFhEERg; {KFKubernetes 1.10kRA, {XZiEdefault. ClusterFirstfl
ClusterFirstWithHostNet=#4,

e “Default” REERIARIDNSEERS ., A1RdnsPolicyfdFlagi&B45RIIS08, MBKIAER
“ClusterFirst” .

BERIERE:

o RECEFRN: @A AR ENERHESRBAYE TSR, Flin
“www.kubernetes.io” , BEEWHEARIMRBT =AY LiHEZRSEE.
o CEEFRE: WREE 7 FHRIEFN_EHF DNS fR5S2E, DNS EgEETFTEH
TRIEXHEREI TSR
BB LR EIET coredns B DNS E£EE,
NEEFE, BEIEKRNEER, FRIETENBERELZIXINA DNS L:

» BEEHEZNZF (1 “.clusterlocal” ) : EREEAIEET
coredns,

» BEEFRIEEHRNSEFE (FIa0 “.acmelocal” ) : ER#EAXEZIEERN
BN DNS f#Eres (fFlan: YSIRTE 1.2.34)

" ReelLEe LEERIEF (B0 “widget.com” ) : iERIEEAT L
DNS,

10-7 BHIEKRIE

coredns

kube-dns
* cluster local

DNS cache
(dnsmasq)
Pod
dnsPolicy:ClusterFirst
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pe S n
5z =12

10 fHHEIE

[REERLIE

iEHRIEAINE, SR ARSI R

= 10-1 EfthieE

HR{F

il

FHR

O mEsRmmERREs, ABRE T8 , AT

REER, BE “RBR7 .

BES, BREERNERRE, BF BX .

wEll, KESmE WL

750

MPRRELERE, BERIEF.

CoreDNS B2 ETIEHFRA L HICR

2 10-2 CoreDNS g ZE iR RAIC R

TR

STRFHOSERFRAS

EHTFE

HXARA

1.29.4

v1.21
v1.23
v1.25
v1.27
v1.28
v1.29

1&HCCCE v1.298:8%

1.10.1

1.28.7

v1.21
v1.23
v1.25
v1.27
v1.28

SIFHEERENEE, £F
RENFHR

1.10.1

1.28.5

v1.21
v1.23
v1.25
v1.27
v1.28

(2=

1.10.1
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TR STRFRIEEEFRAS BT HEXhRA

1.28.4 v1.21 1&ACCCE v1.28558% 1.10.1
v1.23
v1.25
v1.27
v1.28

1.27.4 v1.19 - 1.10.1
v1.21
v1.23
v1.25
v1.27
1.25.14 v1.19 o MBS ERSN | 1.101
v1.21 H&EXZN

v1.23 o IHHESTRIX—E
v1.25
1.25.11 v1.19 o TIHBHMSLAIAZRZEFD | 1.10.1
v1.21 =i

v1.23 o HAREMXIRA 1.10.1
v1.25

1.25.1 v1.19 1EBLCCE v1.258E8 1.8.4
v1.21
v1.23
v1.25

1.23.3 v1.15 IR EITTF R 1.8.4
v1.17
v1.19
v1.21
v1.23

1.23.2 v1.15 R REBI TR 1.84
v1.17

v1.19
v1.21
v1.23
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FAF¥sr 10 FREESIE
1REARAS TIRFROEERER A BEIS #HXhRA
1.23.1 v1.15 1EBLCCE v1.2358% 1.8.4
v1.17
v1.19
v1.21
v1.23

1.17.15 v1.15 1EBLCCE v1.2168% 1.8.4
v1.17
v1.19
v1.21

1.17.9 v1.15 KRB BT TR 1.8.4
v1.17
v1.19

1.17.7 v1.15 EE£ETX V.84 RA 1.8.4
v1.17
v1.19

1.17.4 v1.17 1EBICCE v1.198:8% 1.6.5
v1.19

1.17.3 v1.17 IV1175EERE, BEFR 1.6.5

il
1.17.1 v1.17 vl .1 7TEEEE 1.6.5
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=ARELH
BPFPigE 11 §|it

17

11.1 =EHITIRFE 2SI CCl #B{EFIZE

CCliEE =®1HARSS ( Cloud Trace Service, f&FRCTS ) AR RIRS ZIRAR(EIC
F, ICEABTEEENZEEET 8T E AP RSB F IR EERIAR IR
ERER, HEEa. FitFeER,

xF 11-1 =HIHIRSSHFH CClHRETIER

BRIESR SHER

BlE— N ServiceXdR createService
Hp&—ServiceXdHR deleteService

gj Br1EEENamespace FAIFBServiceXd | deleteServicesByNamespace
BHigERIServiceXI R replaceService
EFTEERServiceXIHR updateService

& — N EndpointXdsR deleteEndpoint

fpatsENamespace FHUFFEENdpointd | deleteEndpointsByNamespace
3

EitatgENamespace FHYENndpointIgHR replaceEndpoint
EFisxENamespace FHYEndpointiJ5R updateEndpoint

EllEZE— 1 DeploymentXFHR createDeployment

p&— DeploymentXd5R deleteDeployment
HiFRIEENamespace FAYFRE deleteDeploymentsByNamespace
Deploymentids:

EitatgENamespace FHYDeploymentXd | replaceDeployment
ES
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BRERTR

SHER

BE#EENamespace FAYDeploymentXy
E3

updateDeployment

BliE—StatefulsetId5R

createStatefulset

fRIBR—Statefulset d5R

deleteStatefulset

MiFRIEENamespace FHIFRA Statefulset
PUE

deleteStatefulsetsByNamespace

EiigEENamespace FHIStatefulsetITs

replaceStatefulset

EFIEENamespace FHYStatefulsetITHR

updateStatefulset

BlIZE—"NobXIHR

createlob

fIBR—NobXFSR

deleteJob

fHpRIEENamespace FAIFAEJobITR

deleteJobsByNamespace

BiatgENamespace FHIE N obXd5RAY | replacelob
EHfgxENamespace FHIE AN obXI5AY | updatelob
K&

BlE— 1 CronjobXJ5R createCronjob

fHIEE—Cronjobisr

deleteCronjob

fIBRIEENamespace FRIFTE CronjobXd
®

deleteCronjobsByNamespace

EiatgENamespace FRIE A Cronjobd
KAV

replaceCronjob

BEFiEENamespace FRIE Cronjobxd
KHMRE

updateCronjob

BlIZ—"Ingressids

createlngress

HBE—NIngressIT&R

deletelngress

HIERIEENamespace FHIFRAIngressIy
R

deletelngressesByNamespace

EtgENamespace FHY4FEIngressXd
R

replacelngress

EFigsxENamespace FHIE N Ingressxd
KPR

updatelngress

tlE#E— 1 "Namespace

createNamespace

HB&—1Namespace

deleteNamespace

ElE#— Pod

createPod
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11 &t
BRERR EHER
EHrgEPod updatePod
g EPod replacePod
flBER—~Pod deletePod
fIE&Namespace FERAEHRIPod deletePodsByNamespace
fHIBRIEEEVent deleteEvent

BlEE—~Configmap

createConfigmap

E#iEEConfigmap

updateConfigmap

EitatgEConfigmap

replaceConfigmap

fiER—~Configmap

deleteConfigmap

fIERIERENamespace FEFARIConfigmap

deleteConfigmapsByNamespace

BlE—1Secret createSecret
EFiEESecret updateSecret
EBirigESecret replaceSecret
fRIRRIERESecret deleteSecret

RS ENamespace FErEHRISecret

deleteSecretsByNamespace

fRIpREENetwork

deleteNetwork

Bl#E— " Network

createNetwork

HiER+EENamespace FEFERINetwork

deleteNetworksByNamespace

EiisENetwork

updateNetwork

EiaigENetwork

replaceNetwork

BlliEnetwork-attachment-definition

createNetworkAttachmentDefinition

Hip&IEENamespace FErGHRInetwork-
attachment-definitions

deleteNetworkAttachmentDefinitions
ByNamespace

HIERtEENnetwork-attachment-definition

deleteNetworkAttachmentDefinition

BllEPV

createPersistentvolume

fHipRIERENamespace FETBERIPV

deletePersistentvolumesByNamespac
e

BiatgEPV replacePersistentvolume
EHTEEPV updatePersistentvolume
MpRIEEPV deletePersistentvolume
BlEEPVC createPersistentvolumeclaim
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5z =12

11 &t
BRERR EHER
SANEEPVC createPersistentvolumeclaimByStorag

elnfo

fHipRIERENamespace FEFEHIPVC

deletePersistentvolumeclaimsByName
space

BinigEPVC replacePersistentvolumeclaim
BEHEEPVC updatePersistentvolumeclaim
HipsigEPVC deletePersistentvolumeclaim

ElEEKubeflow job

createKubeflowJob

MR ENamespace FErEHRIKubeflow
job

deleteKubeflowJobsByNamespace

EiatgEKubeflow job

replaceKubeflowJob

E#FigEKubeflow job

updateKubeflowJob

fIERIEEKUbeflow job

deleteKubeflowJob

Bl Volcano job

createVolcanoJob

IR EENamespace FErEHRIVolcano
job

deleteVolcanoJobsByNamespace

EatgEVolcano job

replaceVolcanoJob

EFgEVolcano job

updateVolcanolob

Ip&3g%EVolcano job

deleteVolcanolJob

El#2EAgency

createAgency

SEHTECER

modifyQuota

BlEE—NimagecacheXd5:

createlmagecache

fHIBE—NimagecacheXd5:

deletelmagecache

EisERIimagecachelds

replacelmagecache

FEifisERIimagecachelds

updatelmagecache

EEER createChart
EITEERIR updateChart
pRFEERNR deleteChart
LS createAddon
EHEEE updateAddon
MpRFEE G deleteAddon
BUZAEARSES createRelease
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BRIESR SHER
BEHTRIRSCH updateRelease
FRBRAE R L1 deleteRelease
Bl RS createAddonlnstance
EHTRISCH updateAddoninstance
R BRI deleteAddonlinstance
BlEiE {4 readme createAddonReadme
fIpRIE(+Readme deleteAddonReadme

11.2 BEE=HITHE

B’rn=

BET R
ZE
L2

43

$R4
HIR5

gz

FRTZHEIHRSRE, BRFRICRCARIRRIEF. ZHITRSEEBES SR ERA
TRAUFFICR

SEREEEHA.

pamaz - ranllER, R,

BENE LS “RBIIXRT , EF EIESKHE > HITRST , HAZHITRS
(ERH.

BEAMSHMRY “SHIIR" , EANFHIIREERHE.
SHFIRIFBISEEREIRX NANRM S . SRSMIIRSFNNMEENEASE
i1, FREEAT:
o  SHHRE FHKR. RREEMFIRRE,

ETHAEPEEEERMG . Hp, SMRFEEE “‘ca”

SR BIRERE AR, EREEETBRNEEER.

EERRIDE, BREFRSEFHNMARE T EFRIEIRID,

ERERREIRE, EFRERIFIRMAE T BARIRIRER.

o RMFAF: ATHETEREE—BFRERR, WRERFEBFERSEI, mik
HEP%H .

o EMHRF: ANEIUAN “FTBESEMAREI” ¢ “normal” . “warning” |
“incident” , RIANEFEEAP—IN,

o fCYnRYE). L5IRAYIE): AIEITIGER EREIERIESGE.

EREETENCRAN, BF ¥ BFHZICRFEMER, EFHCRUMEN -1k,
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11-1 RFCR

Spsm | mmma v | BemE |« v EEEE | gamEmn v | wmE
sEEs | pameEs v | mama FESERE  ® Nomal Warning Incident

S £25: FHE #=EID ) REEE D FEER D)
A deleteDeploym..  deployment [ed] nginx normal

request
code
source Ip
trace_type
event type
project id
trace_name
resource_type
trace rating
senice_type

response

{"kind""DeleteOptions™,"apiVersion":"v1" "prapagationPolicy""Background"}
200

185.176.76.254

ConsoleAction

system

066a1343de0026402fc6c01a5b6282d

deleteDeployment

deployment
normal
ca
{
"kind": "Status”,

“apiVersion™ "v1",

"metadata’: {

FraiERsER v

=) 25

BIER D #fetiE

2020/07/15 11:50:25 GMT+08:00

$R7 aFEEEENCRAMN, BE “EFFH , BE— 80, WEN-2FR, ERT
ZIRFRHEERIEAER

11-2 BESHH

EEFH

"request™: "{\"kind\":\"DeleteOptions\",\"apiversion\":\"vi\",\"propagationPolicy\":\"Background\"}"
"code":

"200"

"source_ip™: "185.176.76.254",

"project_id":
"trace_l

"resource_type
"trace_|
"service_type
"response™: "{\n
"tracker_name":

"time":

"ConsoleAction”,

"system”,
"@66a1343de@@26402fc6c01a5b6d28ed”,
"deleteDeployment”,

name" :
: "deployment”,

rating": "normal”,
"CCcI”,
Wkind\t:
"system",
"2020/07/15 11:58:25 GMT+83:80",

\"status\",\n \"apiversion\": v

"resource_name”: "nginx",

“record_time":
"user":

"20820/87/15 11:50:25 GMT+a3:88",

r
1

"domain": {

b

mid":

"name™:

ngdn

name

"bbaca76@ect74a3basfadf55f2@8d759",

"37e1696222284422895be3448db22896",

e

WwINT,\n

¥

\"metadata\": {\n An ), \Ustatus\”:
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1 2 ZJ54E bursting

12.1 CCE S&458 145|588 ( ¥34% CCl)

12.1.1 bursting #HR{FINEERESS

i
AEBEBENAburstingiRHHIIRSS IIREMN . RIRERRIFIIBEE X TR .
IHREHREYS

{FHACCEER +burstingBETFUITERE, APFEESE XTI TALHITAE,

CCESERY } CCESEEY } CCE®BE | ggp | ccigey

VR
ne L am ) | burstin | \_ .
Ne ot ! - ! g 7‘@ e
= | I

—RREt —FRAE—

A ER
TREHERIRFERAKHTIRER, IRAFESNLSSERX.

T{EfA%L | Theglik ThRENIE FRRSA
=il R

AE |BPanmiswenEEs o seeEses. | AEGE
CCE*E‘ 9T U ‘7 K ?E I,\ =+ SETHE RBFEE EICCI

BEBICCIRS . BUAEIRE | © s B
ERREE, SARRRER | Toone
AR ¢ SEEEEE
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FBFisE 12 =[E4 bursting
TEfa%k | IngeHng InEERIAR MR
[i=a0 ¥aRE
BB ARPEIEGEEEEISE |« HiFENEGEES | BiR

1%, H%EEEJHJL%EEEEEE o
=, ‘
FARCERRCCWB L. | o wmAREe.
=% Eggﬁﬁﬁggﬂﬁﬁﬂﬁgi o WIFBIMFMEATL, | FiE
REIMNEF ,L\)\;':c Al + %3 25k
BRHEBAGHIRE. | e T
P92 FFEEMEEEMLICCESERE | o iFCQMfAz@mYT | M
FNCCIEERE Z [BRIMILE AT o service & o
o ZIHFCCEEEfpod5
CCI&B#shpodiEid
serviceBiB .
o TiFETECluster-
dns,
o ifpod4fELiEiE
23 Mip o
= BPILAEIRAZREECCE Log | ¢ TiFMMCAMNRE | BE
Collectorifi{&FNburstingdffs, #®iZCCE Log
SRECCM TERERIEE. Collector HRAE,
o SFRTEMEHE.
Wi %PEL)EHEEE?@#NI%H’E o ZIFXYIZAOM, et 22
=S, BHEMCC IR Lyt
T " THEREEAE
AiRERREE

CCEESRF+burstingfIEBIARIE N EIL N R EIOIRSSRIERCER, W TREEMEA
TEREIRIEIARSS .

SRR
£

RiRiAE

&iE

Ccl

RS ECCIRSHE— BN
“cce-burst-” + “CCE£EE¥ID”
RECEAAEIR

o TEWEREAECCRS(EMRIZS
=E), WNFEEACCIRSS, B3R
R TE,

o CCIERSSmpRATEAFEITE.
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SRR

RiFi5ER

&t

CCE

CCEMIRY T {Efa%,. Secret.
Congfigmap. PV. PVCE[RIE
EICCl, Rt SACCET mRYE
o

o CCEEBHRIREMAE1000 pod+1000
configmap#ZiX BRIE2UAGT =#ll

Ho

o CCEEEHARMIE2000 pod+2000
configmap#2iX FRiE4USGT5 il
%o

o CCEEEHARNIE4000 pod+4000
configmapfZiX FRIE8U16GT5 Al
%o

ELB

FFE “Z3FCCEEREpod 5CCIsE
Bfpodi@idserviceEi@” ThRE
burstingifi{t= B &IEIFEELBER
o

o BIEHZAEVLEERIEMISAIELB,
BFR B cce-lb-xxx,

o ENFIHEAT, ZELBRIBEHSWH
Bahiakk.

VPC

SR CCIRY ARt = FICCESEEY
FR7EVPC,

CClanZ=|aServiceMEE
10.247.0.0/16, CCEEEEfHIVPCFMIM
iRt FHZ M ER o

SWR

IS MEEICCIRI TIER Rk
E{%Ei, BEXELE I =SWRIR

FJo

BIZARBINRGERKIER LIEE
BHISWREEE

Pod annotation

CCEEER$+burstinghVERZFEREIBEN M, BXEHS XA TERAR.

annotation key e GEE ]
scheduling.cci.io/managed- FricZHaipod#EHE i profile | EAEGREZICCI
by-profile REEE,

coordinator.cci.io/inject- CCl podHEXRERX, H | BHE
volumes EREREEN

logconf k8s.io/fluent-bit- CCl podHEREEX, B | B&E
configmap-reference TREBIEFEN
logconfigs.logging.openvessel. | CCl podHEXREHRX, H | BE

io EREREEN

sandbox- CCl podHEREHREX, B | BE
volume.openvessel.io/ SREREEN

volume-names

coordinator.cci.io/image- G EIRE IR . 1
replacement
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12.1.2 RiEEA
[=v1y

CCESTARSEMS|S (X2 CCI ) fEI—FELIAkubelet AISRIER KubernetesEEBHFNE
{ESHIAPI, BurstinghyE B2 2% Kubernetes AP REITIRS LB LETE
(#Accal) .

EFizidtt, IFAPEERNSa8m=T, KB ERE55ECCELNTIRESRE
( Deployment ) . Bk RE, (StatefulSet ) . EiB(ESS (Job) . ERHMES

( CronJob ) MUFETRERIRVZS SRS (Pod ) , FEMHEIEEEIZEERSLFICCIRRS L,
LURDEEBHT B RATHERE o

1. BRCCEZHIE.
2. IEFECCESSRF, PHHNCCEERI RS NE.,
3. ESMvEAMSD “WEEh0” , EANEEPOER,
4. &P “CCE o382 (Wi CQl)” Hl, BFE ‘&7,
5. BcERESE,
e :

1
i
il

CCEs=&iIiS|ZE (W CCl) =mgssize
—EATISCCERE13REEICCIETEE

I 150 v
MRS

B =AA ==

= 1

2HESR

O =EE4E, WRTIEREsE (Pod) AEZICCIREST, BIEECCHEIRERTIIE

MEEE TS CCERRTAIPodSCCIRIPodiETKubernetesfiSenice BB
FH subnet-3833 (192.168 240.0/20) v | O FHEIAEIPE: 4,084
| CCl 9 Pod o SREFTETRI T4 1P, EAEMLRE, &2 1P EEAE

& 12-1 {H4S A
B8 | RA

EIRARA | IEEROMRA . IR AFICCEEHEFEEREXR, ESEEALS
ECCESRRBMS|Z (IHECA ) BFRANICR .

MSECE | AT ECERRGRERISTHIE .

MEER | AEEEHFECCEERFICCRMNpodEiILRITNEE, AFEILURIER
B SIRERRIT . (FAENEESENE.
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TFRE TR

RENE

vk N =

AN =

© ® N o

BRCCEEHIE

ERCCESRS, BREHACCEERFSHNH.

ESA=EEMSE “ TR , EATFEREER.

BE “CIRIFAY , BRRESRFBESNEIETIERE.

HEEKEE, “CCERMRZ” R “aFAERE" . XTREERIRES(E
B2, BsERAERFTIC,

. FHEHESE h EEES N EEES
DaemonSe CronJob

A EE
CCEERB I TEfAERY, FERMEICA, RENEARSIFAETCPIRIRE .

AT o o/l == |

HITEEE0E,

BeEhkE, B “CIBTIERE .

HEIraEnmm, EREITEREER, PEHATFREEERME.
TEGREFET R ACCIERE, HEAREMINEEEZRICC,

BRCCEEHE

EIRCCEERF, BEHANCCESERF RIS,
FESEAENSE “EEP0” , ENEGPOER,

WEE “CCE SRRRMES|ZE (X4 CN)” i, Sd “HE”
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CCEz==EZ381%31Z (J7#= CCI)
CCE Cloud Bursting Engine for CC
O &7
== 150 EEEE 2958
@ BEiss (es )| (=)
= 12-2 {55ias=iR A
SR SEA =R =i5ieE
CCEERY LT =, HE | IRHHENHRM burstingfi{4ENEITSTE
] SR EENobATEIEE
8, ENERAENSRIESE
BHPELE—ELURAE
=,
R EZMPREES, BRECCRYdsE=E | BTEEMRER:, 26
RENEAE PERERE, MRGE | MITHEEIRIREER ob,
TEBITERR, Sk | ERRIEXRE. BRALL
BIMTER . FniEREBmETER
HTANTERIRERE AR
SMTER
i;?CC)Ea’*e?iﬁﬁ'rEI% (XI$ECCl ) BEENFFFESM: CCEREMEMS|E (X
CCl)
12.1.3 FAEREE CCl
&

X TFERCCEERFFICCIRERZ =, APRLURER TIFAHIEESRICCEER T Rk
EXRCAREMT R, ANGFAM AU CCEER TFRAEIEREEICCI L,

bursting#f {4 RE NS N SR CCEER AIpod, (FHEABEHEIAEZRICCI:

o FHI—: EidEHElabelsi=HIpodiEERICC
o AXT: fHMprofileiZfipodiAEZICCI
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HRSRH

LEFIRE R EEIRESREIE I ScheduleProfilePTHE, {HfAEAEIS#EScheduleProfile
B, BCCEEEFAIPodIAEZICCI, flan@EIExtensionProfileiIE %k _ERIFREEABE
izt ScheduleProfilelTtES, FEtAFS#ScheduleProfile EIRIEREINAEE

RS
CCEEERf TR AR RICCIERIEB M T =:

RS RISERE ER%=

E%r&ﬁﬂiﬁlg% I — CCET{ERRZ R MERICCI,

(El enforce )

Wi 2 o  — TEREIAERICCEEERE,
EREE o SRR B TEREGE R
( localPref CCl,

er)

= Y - TERFASIEMERICC,

( off) o

BH—: BIAECE labels 24l pod BEZI CCl

o EIICCEERHZHIE (console ) EIEpodiAEZRICCl, BISCCERRFCIETIELAE
B, EERCCERMASBRIGACE, 1B “FHE" LISMIESRES.

o EiTyamIS{HFECCEEEF T =@ podifECCl, FIhZEEburstingifiitg, BF
CCEERf T =, EILERFEMyamIS4i7hNvirtual-kubelet.io/burst-to-ccifr

AV o
apiVersion: apps/v1
kind: Deployment
metadata:
name: test
namespace: default
labels:
virtual-kubelet.io/burst-to-cci: 'auto'  # 3EMHZFICCI
spec:
replicas: 2
selector:
matchLabels:
app: test
template:
metadata:
labels:
app: test
spec:
containers:

- image: 'nginx:perl'
name: container-0
resources:

requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
volumeMounts: []
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imagePullSecrets:
- name: default-secret

BN _: {#EF profile =4l pod IEEZ CCl

1.

2.

EFREMT S, B&profile®iE,

vi profile.yaml

PRAEICCEER R ARAES, Ai&Elocal maxNumilscaleDownPriorityfdprofilet&iti
NN :

apiVersion: scheduling.cci.io/v1
kind: ScheduleProfile
metadata:
name: test-cci-profile
namespace: default
spec:
objectLabels:
matchLabels:
app: nginx
strategy: localPrefer
location:
local:
maxNum: 20 # HEIEAZiF ocal/cciFAtEEEmaxNum
scaleDownPriority: 10

cci: {3
PRHICCIEERF TR ATz, BLEcci maxNumiscaleDownPriorityAdprofileAYt&ER
RN

apiVersion: scheduling.cci.io/v1
kind: ScheduleProfile
metadata:
name: test-cci-profile
namespace: default
spec:
objectLabels:
matchLabels:
app: nginx
strategy: localPrefer
location:
local: {}
cci:
maxNum: 20 # HBIEAziFlocal/cciERTEZEmaxNum
scaleDownPriority: 10

A EE

localzE&Fcciz R AR LARIATIR EmaxNum,

SHRAE:

- strategy: FEERIEEE, TEERIEE: auto. enforce. localPrefer, ¥
HEE NEERR.

- locationIAJELE L FIDCFHI = _EpodiRFIE EmaxNumFlpod BAM LK
scaleDownPriority, maxNumBUESBEE[0~int32], scaleDownPriorityBY{E
SEEI[-100, 100],

TECCEEEF Bl profile B,

kubectl apply -f profile.yaml

SUIEBRTIRES R, (FselectorFIEIEEHE “app: nginx” B9pod, XKEX EX B!
EHprofile,

kind: Deployment
apiVersion: apps/v1
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metadata:
name: nginx
spec:
replicas: 10
selector:
matchLabels:
app: hginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- hame: container-1
image: nginx:latest
imagePullPolicy: IfNotPresent
e
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
imagePullSecrets:
- name: default-secret
& 12-3 15K =ERR A
IS ERESR | FARA
pod[EIAT{sEFE {5 labeli=HIERE CCIRY L AR Sehis T-E R profiled=HliE
labelF0profiletz® | ECCIBIA L,
HIEECCI @Jﬂﬂlabeltlﬂ%ﬂﬁjjoff profilef95E & Joenforce, F&#&pod
SFEZICC,
podEIEI#Z ™ | podBBIXE—1 KEkprofile, Zpod#Z profileXEX, 1R
profile><Bx EprofileltEipodiilabelf9%i =, EHEAKE profile, 7=
FEZMY, &R E/\RIprofileXEX
podExZZ K profileAXEX
12.1.4 $Fg
&
RARALIBEEAREERCRE HEQSWR:‘Z%’“’*_H%'R{%@F REBIWEEGR. XS
BNMBECCE+burstingffifF s, W REUREHEXIIERZENAIE. @uﬂl*zlia
FFRILATE CCE+burstmg?ﬁ1fFiﬁ%E|J
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o fEASWRIIBNFEFISSEIR
o (FHE=FHENEVERISER
o RBEAFERALHIATZSWR + F=HFEECHEEPISEER

{5 SWR HIBY B SSRE&
o AI—: @EIconsoleikENSWRER
a. FP#H&LEESWR, FRBHIESE: SWREAS X,
b. FEHEARCCHEHGEIRRABIEFERR.
AERE

FHER

1

BHES
EEER container-1
4aEER
Ei =t E=FEEn e S
CPUEER = 025 cores; Rl 025 cores (3
GPUEER EFRTEGPUEN, TEFREID =SS
=EE

C. YHERISWRPHER . iBFEREHSWRESEREIER HETEG, SWRIRS
FERIFIEESN: SWREH K.

o AIT: BITTECCEEE nodeiBEISWRER
a. EFRCCEEET=,
b. BESWREBRGCEFRIEKIMELL,

SRENSE G swr.cn-north-7.myhuaweicloud.com/cci-test/
nginx:1.0.0.x86_64_test,

c. EEIERZFyaml,
apiVersion: apps/v1
kind: Deployment
metadata:
name: test
namespace: default
labels:
virtual-kubelet.io/burst-to-cci: ‘auto’  # 3#MEZICCI
spec:
replicas: 2
selector:
matchLabels:
app: test
template:
metadata:
labels:
app: test
spec:
containers:

- image: swr.cn-north-7.myhuaweicloud.com/cci-test/nginx:1.0.0.x86_64_test
name: container-0
resources:

requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
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volumeMounts: []
imagePullSecrets:
- name: default-secret

d. BPEIFRa%t.

kubectl apply -f dep.yaml

FERE=HRGREVRRP W SHER
1. {FRCCHRHIT ECIEE=FE&REEIAiEsecret,

imagepull-secret-generator --ak=$ak --sk=$sk --private-user=$user --private-password=$password --
output-file-path=my-imagepull-secret.json --project-name=cn-north-4 --secret-name=my-imagepull-
secret --swr-address=swr.cn-north-4.myhuaweicloud.com

TRCCEERfT =, NEEFEiEsecret,

kubectl apply -f my-imagepull-secret.json

2. GUEEfRAZ, {EMAsecret,
fEspec.imagePullSecretsigESE = B EIAiiEsecret,

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: test-imagepull
virtual-kubelet.io/burst-to-cci: enforce
name: test-imagepull
spec:
replicas: 1
selector:
matchLabels:
app: test-imagepull
template:
metadata:

labels:
app: test-imagepull

spec:

containers:

- image: xxx/my-image:latest
imagePullPolicy: Always
name: nginx
resources:

limits:
cpu: 1
memory: 2Gi
requests:
cpu: 1
memory: 2Gi
imagePullSecrets:
- name: my-imagepull-secret

BEEHEE AT SWR + B=HEGCHREEPWSER
BIES:
ARLERT, ARECCEHITEAHIEE=FEGECENES, RERIEGETLARE
ERISWRIRSS, HAEWSRKIERS, #EHERICCIITERAE ERSWRER, TLIKRKIR
SERGRERER, FBEBPEZBNINSFIE,
BEES:
HELE T{EfAsyamlBc&annotation, RENHEIITFIR:

"coordinator.cci.io/image-replacement": '[
{"repositoryPrefix":"harbor.domain","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org1"},
{"repositoryPrefix":"","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org1"},
{"repositoryPrefix":"harbor.domain/a/b/c/d","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org2"}

]|
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(AR
o EERINITEEEINT.

o HRRIEOILIEKESSR, &1

S B&repositoryPrefixX{BRAIFEE .

g FEREX FERiHAA
key
repositoryP | FIP#HEHWITES | o ZFERAZ, LEFFEIMageFBRAE"/"NE
refix FREERIRG 250
BIB=FEg > Mg H = ELE
RIBEFRL . o ZFRANZ, LEFBimageFREE—
" F R RISHERR SRS
o ZFERFHRIGHINSEEHHRBHN—EL,
BEABELL""FHERE .
replaceWit | FBPHEEIE | o ZFBRZFHEAsE5repositoryPrefixtEE]
L = s i—] o o -
h WRBRIET | SRR SRS SN,
Xo BEARBELL" "FREERE

2 12-4 annotation 1588

annotation Sieay Bitim 15388
"coordinator.cci.io/image- containers: containers: reposit
replacement”: [ - name: - name: container-0 erPref
{"repositoryPrefix":"harbor.do | container-0 image: 'swr.cn- Z_@_EE
main”,"replaceWith™"swr.cn- | j5ge: north-4.myhuaweiclo | &=l
nortl"1'—4.myhuawelcloud.com/ 'harbordomai | ud.com/org1/ =iz
org1"} n/ ubuntu:latest' =
] ubuntu:latest’ -
"coordinator.cci.io/image- containers: containers: reposit
replacement™: '[ - name: - name: container-1 prfof
{"repositoryPrefix":"","replace | container-1 image: 'swr.cn- 'Xjéfﬁ
With""swrcn- image: north-4.myhuaweiclo e
north-4.myhuaweicloud.com/ 'nginx:latest ud.com/org1/
org1"} nginx:latest'
]I
"coordinator.cci.io/image- containers: containers: reposit
replacement™: '[ - name: - name: container-2 | OryPref
{"repositoryPrefix":"harbor.do | container-2 image: 'swr.cn- 21'7{@3
rrlllalln/a/b/c/ o image: north-4.myhuaweiclo 21—_@%
d","replaceWith™:"swr.cn- 'harbor.domai | ud.com/org2/ = vif
nortI:1'-4.myhuawelcloud.com/ n/a/b/c/d/ redis:latest’ nE=
org2"} redis:latest’ %%
]I
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SBMRICCANTIERBIFSMIENTFHECE, BT RESFPSHEUNFETER. B
SRR ERFALL:

o  THEMMCCIRIRESTITFAIFMEIEEL,

o THRTEMCCIAYRAE HostpathZERIRYBARUZ = A R A (E o
TIFRIFESER

BRPEEEREFEIEENT, CCERconsole BN TIEIR,

ARiE

ﬁ
H
= | 5
i
[
E 3
)
ll
i

S CCIRI SRR TFAE BRI F BRI T :

volume3&aY =A% | SHRIASREA
o
HostPath B o CCIERHZ=EEE, FEEHMHostPathggd,
o 159K EhRARAIZFECE pathfy/etc/
localtimeHYHostPath?Zfig, BcERCCIIEEEH
THN XS 5CCET SR X —H .
ConfigMap = -
Secret = -
EmptyDir = R EmptyDir R F IR o
DownwardAPI = -
Projected = NBCE 7 serviceAccountTokenzEEfsource, M4
ZCCIFEEL I N service-account-token secretdh
AYtoken, ZtokenII<HEER, Htoken;ZBTHHA
AR, BlexpirationSecondsflaudiencefIRELE AR
S5,
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volume3aY BAY | FH%I5SKEA
¥
PersistentVolumeCl | 2 R #5SFS. SFS Turbo=7zigkEY, BRTIFER
aims CSIZEBYfStorageClass,

fazk Hostpath &5
BEiss

E(EFCCES EH EIK8SEERERT, AP {EFEHostPathZEBZ %, (ECCIRHZ=ERE, &
FritHostPathgE, Et{FFHEHostPathAgPodi@idburstings®Z|CCIRY, S#ki=ZE:.
ToiEZPod spec.volumesHBic &ERYHostPath, ALE@EIECEAnnotationfIfst, RIF
1H{EFIHostPathAIPods# 4 ZICCI L, burstingfEREGATEEEIEPodHAYHostPathsy,
Z¥EHostPath& i glocalDir. emptyDirgi&flexVolume,

BFER

BEZ EPod. AnnotationsH NN E&E T LA E hostPath#&localdir. emptydirg®
flexvolume,

o Ei/ M hostPathBiaAlocaldirfieBA T :

"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}}]

e B hostPath&ia AflexVolumeleB AT :

"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume-1","policyType":"remove"} {"name":"source-hostpath-
volume-2","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}},{"name":"source-hostpath-
volume-3","policyType":"replaceByEmptyDir","emptyDir":{"sizeLimit":"10Gi"}}]'

EVSHREISZIFEEI/O. |1/0. #B=El/O=FMIE, volumeTypetRIELIREIE
5,

2 12-5 EVS ##&

gsim KB | NAG= Ivizzh7 =]
=@ |sata | BREF 11%EEISATAT_ fENERM, & | AR, &I
I/O }Eﬁa:k‘ﬁ'i) 1*‘_?’ Z‘E—RTI—J, $ m%o
S BRI/ DN S
31/0 | sas [EiRTEERSASTEIE N IR, 1 BB IHRSRE . D
FHEEENRS, 1*'5@?%‘}%, AXHH=,
B HIRFRESE RN ARS
#8re | ssd [EiRfFESSDIFEN R, &/ NoSQL. XZEBIHIE
1/O SlteeE. BIES %zgjz M}Efﬂ’% . URCE (a0
ir‘ Bir=. Oracle RAC. SAP
HANA) ,

o EEBHostPath&FZ2HE

"coordinator.cci. |o/hostpath replacement": '[{"name":"*","policyType":"remove"}]'

o B HostPathZF{L IR
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"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume-1","policyType":"remove"},{"name":"source-hostpath-
volume-2","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}},{"name":"source-hostpath-
volume-3","policyType":"replaceByEmptyDir","emptyDir":{"sizeLimit":"10Gi"}}]'

AR

XtFpathfa/etc/localtimefHostPathfFfi%, S#E M HostPathEHaaI5EES ( #Ei&namel
B{&f9volume name ) Eifh, A EEBHostPathEHEAIERES ( HRE&namels™" ) Eifk,

Z#deployment yamUfl:

apiVersion: apps/v1
kind: Deployment
metadata:
annotations:
description: "
labels:
virtual-kubelet.io/burst-to-cci: enforce
appgroup: "
version: v1
name: test
namespace: default
spec:
replicas: 2
selector:
matchLabels:
app: test
version: v1
template:
metadata:
labels:
app: test
version: v1
annotations:
coordinator.cci.io/hostpath-replacement: '[{"name": "test-log2", "policyType": "remove"},
{"name": "test-log", "policyType": "replaceByEmptyDir", "emptyDir":{"sizeLimit":"10Gi"}}, {"name":
"test-log1", "policyType": "replaceByLocalDir", "localDir":{"sizeLimit":"1Gi"}}]'

spec:
containers:
- name: container-1

image: nginx

imagePullPolicy: IfNotPresent

env:

- name: PAAS_APP_NAME

value: test

- name: PAAS_NAMESPACE
value: default
- name: PAAS_PROJECT_ID
value: 0b52a6e40b00d3682f36c0005163a82c
resources:
requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
volumeMounts:
- name: test-log
mountPath: /tmp/log
- name: test-log1
mountPath: /tmp/log1
- name: test-log2
mountPath: /tmp/log2
volumes:
- hostPath:
path: /var/paas/sys/log/virtual-kubelet
type: ""
name: test-log
- hostPath:
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12.1.6 4%

k)

YR SR

path: /var/paas/sys/log
type: ""
name: test-log1
- hostPath:
path: /var/paas/sys/log2
type: ""
name: test-log2

BTSN E T ALY #:

AT/ HECCIAIpod Bt EENAERAVEEdNSIRS2E
CCEEEfpod 5CCIER Fpodi@iTservice Ei@RIEARIES:
sEMECCIllpodi@idservice 2% o

(B CCEEE R PAYBuUrsting H{4RTHECCI 2.00RSS, IFECEIRZ=EIELBAYIngress, A2
FECEELBSEEAYService

ACERUAGEFBRIFERE dns IRS538
BFa=

ERtn=t, BPEERMECCIAPodr LUFERIEERIdNsIRSS 2L . burstingdfifd
IRHECEIEENIdnsIRSS == 1ELAYEE , TTHEES I Pod_LEBECEdnsConfig, MimmkE
AP MBIz A .

BRIELR

1.

ERCCEERfT =, fwigburstingfazifyaml,

kubectl edit deploy cceaddon-virtual-kubelet-virtual-kubelet -nkube-system
BEISHPIEIN--cluster-dns=x.x xx2%{, BL& dnshRSSSetbit,
RFECEIEN, FfFvirtual-kubeletRAFHEE.

IEREC,

BEidexecH N ZICCHE{THHIARSER, BE/etc/resolv.confEEnameserver
S5 Hcluster-dnsECERIHBE

% 12-6 (FHIZSAFEIES

FEne AR
IEMERBRIAERIECC | o (EAEE SOl CCIBpodER .
H9pod . ERERENEpod EEER S EA LY.
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m=Rin= £Y5RPRH

cluster-dnsEZ & LR e k8s dnsConfigigZ A iFHECE3IN
nameservers.,

e {RilEcluster-dnsEERInameserver#=5Pod
dnsConfigeh i Bfnameserveri 8 2 A i#Bid 3
PAS

"o

CCE £8% pod 5 CCl &8 pod i#id service HiBHIFEHBES
1. ZEiEHE, Ik’ NEEE “IbEE.

freSings

AT
il
it

CCESSAZMMSISE (BB CC)  mmmmsee R
—FFETIECCEsEENAERICCIAEL

EIERRE 150 v
SRR

=6 1

EHRE

O ==EEE. NEIEREEG (Pod) AEACCIESS, HEECCHNSEEETITE

FHEER FISCCEEETHIPod SCCIIPodiE T Kubemetes i Service Sl
O FEHs CCEREE—MEFRNAREHEnRISE=A, FTCCERRICCERERSE (Sevice) {58, B
HpfesRRsR S ER AR aTie EES T EERE, SR . SENSIEns g iEE .
fiiEEtE
FH subnet-3833 (192.168.240.0/20) v | FREIEPH: 4,084
3 CCl 4 Pod SohlS SRS TRI T IP

ZEBINGEHEFPKS TaBmtIRREIYE:E, TLUBTMEEHEHTES.
2. BUEEMHECCIlipod, FHEicEservice&fno
- ATHERIE, BBEEEERES0IKOAINgINX,.

- AIfra#EcEservice, #HEFBMCIEMRAHIYEE, LIBREGE
BlIERYelbF=4ihzE,
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BEERS  veLel

i

Service &Rz A Service B

i

SEAR

0 SEhnTETEErREnaER

2]

monitoring

WAEN Bl
T =
BOES R wwa0 @ EBERO @ LIRS @ #2HE

TCP v 80 30001 TCP v

B CCEERHEHIE, RBUZRERIBEAR .

BUEECCEMIpod, FhcEservicekh. HiABSELE2, FEFRMECCHRE,
IIEMZE RS

BUEEEMCCIR T EfAZ:, BHREFEEBcurlinSHIER, Weentos,
BECCMFNZERE, HITEPEGS, WMRCCIHAEICCE service L& TiE

12-1 i5i8 CCl pod AY service

sh-4.2# curl -kv testcci-ng.default.svc.cluster.local:30601
* About to connect() to testcci-ng.default.svc.cluster.local port 30001 (#0)
Trying 10.247.174.56. ..
Connected to testcci-ng.default.svc.cluster.local (10.247.174.50) port 30001 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: testcci-ng.default.svc.cluster.local:30001

Accept: */*

HTTP/1.1 266 OK

Server: nginx/1.16.0

Date: Thu, 11 Jan 2024 06:39:17 GMT
Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 23 Apr 20619 15:11:11 GMT
Connection: keep-alive

ETag: "5cbf2bbf-264"
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12.1.7 BE
BT

2RSSR

& 12-2 i3] CCE pod A9 service

Welcome to

sh-4.2# curl -kv testcce-ng.default.svc.cluster.local:30601
* About to connect() to testcce-ng.default.svc.cluster.local port 30001 (#0)
3.

* Trying 10

sh-4.2# curl -kv testcce-ng.default.svc.cluster.local:30002
* About TO connect(j TO Testcce-ng.deTault.svc.cluster.local port 30002 (#0)

* Trying 10.247.90.173...

* Connected to testcce-ng.default.svc.cluster.local (10.247.90.173) port 30002 (#0)

GET / HTTP/1.1
User-Agent: curl/7.29.0

Host: testcce-ng.default.svc.cluster.local:30002

Accept: */*

HTTP/1.1 200 0K
Server: nginx/1.16.0

Date: Thu, 11 Jan 2024 ©6:37:40 GMT

Content-Type: text/html
Content-Length: 612

< Last-Modified: Tue, 23 Apr 2619 15:11:11 GMT

< Connection: keep-alive
ETag: "5cbf2b0f-264"

6. EIEGIZECCEMIpod, $HIRIER

BB8curlespTHIER, Wcentos, HITHEERIE

%, ILNICCEIBIaCCI service &3 TiE o

CCEESBF R IR AR RICC

izfTRAEE, APYLUEECCER “CCE Log
Collector” 1@ RMEpodfIHE, BH TIEREZAITVNME, &

SFEARERFALL

HURIBZEHEFRS, ECCERREMUCCUBZE,

fEFRIAS {5 3R
CCEREEEHEREE + CCI&E CCEEEW\]E’\JI{’Eﬁi‘iiﬁEWEIF’F\T'E*EE'
HAEATRE o BEITLEY: REEHNIEERSRAE, XX
StderrfOStdoutfBE -
. {EEES‘Z{#EIEE: REERNIEES=NAINEH
° ¢ mAERE: REEENIEET RREINX
5.
5N
WUBICCORN TIRRBINTS “BRHAR" LRIR
.,
podi=# ZHEEEFEER podiBITISER . 1855 . cgroup. tmpfsEiEEHE
FTHHEL IR RE
SEMCCIApodkBAZNHEE | ATHEIFAIRERE, BN ApodiBFREARF,
SREETRHE pod#FE— N HERIE XENETRE = /P50MiBA
=, BIEIN— ) XEHERERE, BINSTRE
5MiBATF.
BikHAERE BEATERABEN250KB, BITESHER.
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ERE=

{sEF3i5AR

i) N = P =

o FRPKEEI 1900 HEXHTEREE
o AERERERF, mIKMHBAEERIT255,

1 PodBR1THERERLABIL100005/%, £
1T EREABIT 20008 /7

ERASREEN M

B PodFhE HERERIE GRS AEE
20001345

BRIEL R

i REEASRERM I “CCE 32REMEE (HE CQ)” FHi.

IR CCE&EEY, %EL)\CCEEE RS TRHE

ESmEENSE “EEP0” #)\TﬁfFEP'DE‘ﬁ o

EHE “CCE sRAEMS|EE (W CCl)” #lf, B “F” .
ELRREPZTENIE “MEGE IhEE.

=z

a. BRCCEEHA
b

C

d

e

SRt

CCESRAMITEIE (W@ CCl) mmmmoe EREE

—E AT ECCEREENREERICCIATSE

BEIERR AR 150
RS

=k 1
SHES

fill
~

0 =#E4E NETiERE=E (Pod) BEZICCIERSS ., HRECCIHMEIRERTIIE

R subnet-3833 (192.168 240.0/20)

3 CCl 1 Pod Sl RRTET

HERESH PR AEISERP. BT CCIERmMCCERE
e (FESMEEAR, THSRE) . SaeEEss

Sevice) EE. 1=
SREAERITE.

v | (3 FHAHEIPE: 4,034

0P, BEEAURS, B8 P EEAE

f. & ‘ZREQTRERE , B2E ‘LK
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=REHTEEREN
E CCE Log Collector

log-agent2EETHiEuent-bitfopentelemetnia BN =E4H

=. kBs=EHEEEN. log-agentZEETCRDMHEEE . .

=3
gqﬂ.ﬁb

. P
@ Bt (==)

2. GUEEMRICCHIRE .
a. TESmEAEMSE “TERE , EATEREER.
b. B “CIET(ERE" , BENRMESBRIFEESWNEEITERE.
c. HEEEXNEEHTHIIERHLIE. ESOIE@EMEICCRIBEIA, BEE

AERHEICC,

HAER

nERR ‘/ é FRERE | e BRERE ) FirERE B HEES P EEES
*¥*  Deployment StatefulSet ¥ non Set Job € Croniob
iy EEHLENTES ERES, BEEDR

DEER EEAREER

sESE [ detaun v ] Q szez=p

=REE 2

CCISHEES AER TSR EHEE

TEEEMENERGET, 1§ Pod (NESEABEITERETR CCI RS, LI SRy Sk,

3. EcERSRERE.
a. ESMEEMBRE “‘AEH0” , EABTHROER,
b. B “HETRERE , HARTRERIKOIENRHE.
¢ EEERATRERE, ThERE ‘HE” .
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SR HSAEREE
SRERIER EE VRS
EEER
EEAERF
HEsE
b= e T Bra it H=E Tt E O]
BEE
FaEsR EELERE IEEEARE
= TS v
INEESESE, NSTHaaasl
HeEtEs
BTk EiT3E ©)

HREI=HERS (LTS)

{EREGAH=E/H=E BEMBZEHER @

o T,

(11 #%ea
SEMERICCIHPod AT HERIEAEHT, BEFHERERKETESHIPEHIEE!
CCIf9Pod A AT &R -

4. BERMHEICCIHIpod yaml,

T T e Fom v/
irtual—kube

HZFFCCl pod HEMERERIBHEHL, CCEHEHFCCE Log CollectorapodiEFNT
0 ~PY9Nannotation:
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annotation THHE
coordinator.cci.io/inject-volumes '[{"name":"log-agent-

conf","configMap":{"name":"log-
agent-cci-logging-
config","defaultMode":384},"namespa
ce":"monitoring"},{"name":"log-
agent-cert","secret":
{"secretName":"log-agent-ca-
secret","defaultMode":384},"namespa
ce":"monitoring"}]'
logconf.k8s.io/fluent-bit-configmap- | monitoring-log-agent-cci-logging-
reference config
logconfigs.logging.openvessel.io '{"testcci001":{"container_files":
{"container-1":"/var/test/*/
*log"},"regulation":""}}"
sandbox-volume.openvessel.io/ log-agent-conf,log-agent-cert
volume-names
5. #HEHROLEFRE LK.
CCEEBFHTH O EFMIAIER LASE CCEIRE4CCE Log CollectortBXI154E
=
=<Jo
12.1.8 Ys#=
i1y
fECCESERY RIS bursting B3 CCI T ER B ST B R A R O s e
0o B REAE T AP o LARREECCEER PR ISR, Mt CCIAYpod,
LIRS RE
metrics-server GiARER @I burstingtdi{H3E 4 EICCl 2.0 EAIPodRYMSIZEIE, AJEE
SFMIHPATIE, SIRHPATEIERET(E, BESE BB EHITAE,
EMELR

ERCCEIRFE

ESMEAMEE “iEEdi”
B “SZEIFE” .

I R R

IR CCEEERS, $5..t )\CCEEﬁEIﬁ

M o
NEEROER,

SHEAENSE “THERE” , #EATFAHER.
BETFRBEXINAIAMIRE “Bix” %,
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7. EERENEER, FERSERRERERE.

XFEShE

DA%, BEENAEHETE (AOM ) IRSSHEINA.

X
LI (gengxin) FEEs
0 LEnEERETEREEEHES AOMELNLEEEESE, IESEETRE PoUSERLEIRET. SSLRNE D SRR
EEBEE
FtAR | BXE 0 v el E12:F E1X Q  EERE
CPU EEE WA R A HES e
0.00 «ass 0.00 kess
€
L7 Bps 4T Bps B
HE 0258 fiF 050GB
LR 0258 L 050GiE © 0.00 kess © 0.00 ki ,
c

O =E==sniRESE, RS HE

| cruisssiF

CPU EF%E (%)

1320 13:36 1343 13:50 13:57

12.1.9 3%(sg

k)

REESE 14:29:13

CPU AIt&:SH (2)

14:04 14:11 14:18 1425 13:20 13:36 13:43  13:50 13:57 1404 1411 14:18 14:25

HfsEAburstingifif4Pods# 4 EICCI 2.0_EAY, metrics-serverifif oA R EXER D PodlY
1B EURE, TeESEMHPATIE. BEFEAET, JMERRELEISEEGET

metrics-serverifi{t, LAEHPAINBEIEE .

i ‘TREBEHRE .

1. BRCCERHIE.

2. IEIRCCEEER, BHRFANCCEERRKERMHE,

3. ‘ESMmEANRS “WEEh0” , EANEEPOER,
4. EE ‘mE&EBEERGT , B TR
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12-3 ZERREGIEREN

FEE
LR GEIEEE
9 kube-prometheus-stack

kube-prometheus-stackiE= {FHPrometheus-operatorflPrometheus, 12

{HiEE S AT imKubemetesSE T s iEaE D, T2 kube-prometheu.

@ fEfHFE (=% )

5. TELEMEEGRE, HTWEESE, HERLEE “Serverf®” .
MARL:
HREBEAGentHBIE FERHPAIIRE, BRRRATIFAR,

$2 BERFERESEHG, RERERRETR.

o WNERCCEERfHPRZEmetrics-servertfift, i5FFEMetric API, ¥ EE2ET
Metrics APHRLITIRIEHR. BCETAS, RIfERPrometheussRERFRIRIS

FRo
o WNRCCEERfHBEZEmetrics-serverilift, ATLUEELA MEE—FBENHITL
H:

- BR—: BEHE “Kubernetes Metrics Server” {&EHfE, FFEMetric API,
i. ZERCCEEFHSE.
ii. EPFCCESERY, PEHANCCEERIRISIH
ii. ESIEAMNEE “EEP0” , ENEEPOER,
iv. I%EF “Kubernetes Metrics Server” i@, B “EE” .

BE=is
Kubernetes Metrics Server
fmEhE O =fTF
R 1.3.60 EERHA 195488
@ S (m= ) (=% )

v. FEMetric APl, FIEESNIEE Metrics APHRLEFFIEIR. BiER
&, Bl{$FAPrometheusRERFZEIRIEIT

- AR (EXAPIServicelTR,
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EEEFAPIServiceXIZxR “vibetal.metrics.k8s.io”

apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
labels:
app: custom-metrics-apiserver
release: cceaddon-prometheus
name: vlbetal.metrics.k8s.io
spec:
group: metrics.k8s.io
groupPriorityMinimum: 100
insecureSkipTLSVerify: true
service:
name: custom-metrics-apiserver
namespace: monitoring
port: 443
version: vibetal
versionPriority: 100

TLM—;@EU;%{*T' A, d58 Ametrics-apiservice.yaml, AEHITLATE

kubectl apply -f metrics-apiservice.yaml

H4Tkubectl top pod -n monitoringds<, IMRERINT, NFE=Metrics

APISEIEE 18

# kubectl top pod -n monitoring

NAME CPU(cores) MEMORY (bytes)

custom-metrics-apiserver-d4f556ff9-12j2m 38m 44Mi
N

ENEIRERT, FEEITLA Tkubectldp<, RERIMIBRAPIServicexts, B/NiZ
BEHIAPIService BRI S metrics-serverififf 3 LK .

kubectl delete APIService vibetal.metrics.k8s.io

LR
12.1.10 E|D&R

Bf—: APGREFTEEES CCl, BF CCE Fm{T kubectl get node &1
virtual-kubelet P EIRS AR __ﬁF_U"_

% kubectl get node
ROLES AGE VERSION
il 8.182.101 ea <none> EED| EN:E
virtual-kubelet e edulingDisable virtual-kubelet 4d5h v1.19.16 vl 3. 4 145-g8114c8a-dev

$ kubectl uncordon virtual-kubelet
ed
$ kubectl get node
JLES AGE VERSION
<none> EED| v1.23.0-CCE23.0.1
virtual-kubelet 4dsh  v1.19.16-v1.3.4-145-g8114c8a-dev
e:~$

BRREE: CCIRRERSHTEMEE UCCIEI’J TERELRM, burstingTs SmE e/ AT
(Jk,uyjchhedulmgDlsabled) , HlaTiREEZECCl,

RS E: BFPEICCEERHEFS, ([FRkubectl TEEAburstingT R,
REEHRiE, FJFERIESiburstingTI = .
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=B RS
FBFisE 12 =[E4 bursting

IR 3 CCI IigEArIH

HERERE: AP CCEERETEFME510.247.0.0/1682, 5CCIE5Z=E THIServicel
E&imse,

RIRTER: EFTIASCCESRFFRIMER o
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pe S n
5z =12

13 mAEERS

1 3 RIEEE AT

13.1 {£ Linux 9% SACK BAAS

IR

e RKEXELB. EIPRIEEESLA, RATHAMRE, FRizFmENE, THLE.

o FTIREHRE (Deployment) @ iFRIEEZE (7TB1THORZIE) SIEAITIRE
G, Az, KRRIEEZE (7A11H0RZAT ) BIZRITIRESRE,
R SAZRINAIEED, MERFHENRCIEREARIPodSAI.

o {E55 (Job) /ERHESS (Cronlob) : HFNESS/ERHMESHITRAE, TIXES/
ERHESFENPod A BEZZFRER N, THELE,

o i@t corednsiiEE AT iZmERND, THAE,

20195E6H18H, Redhat&HhZE AL, LinuxRIZMIESETCP SACKIEIREEI N LS
JRE(CVE-2019-11477. CVE-2019-11478, CVE-2019-11479), XLRBRASHRANDER
K/ (MSS) FOTCPIEEFMERBIA ( SACK) IHEEEX, WEE TR RIEFHFEIEAIIN
EEEMIEERSZHE, SHIRSZHEATHEIEE SR,

SEEE:

https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-001.md
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https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md

pe S n
FFisr 13 mAEERS

*13-1 ®REEE

bS] CVE-ID 55/ R TAiE) HH=IESRTE
BINKIEEEIR CVE-2019-11477 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11478 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11479 | 2019-06-17 2019-07-11

NEE
220HLinux H#%2.6.29% A EARZAS .
BRI

7B11HORIEEZRBIZIITINS RS, BIERWSAZLMEED, BiRH
EHeIERFAIPodSLSl .

TB1 BI=FRLOISEEE, ENSHEFIEE “ TERE > TRS
( Deployment ) 7 , BHERAFHZIR,

S ATIKEREIFIBIRERIPodSIZE, SEPod/ERY “MFR”™ , EREANEEFRE

=R
= o

13-1 MIBFHEX Pod

=EE=E

B

PodFIE

PodMifff=, Deployment&iZHBalelZ— 1 #RIPod, FHFBREEHITHE, WHE
13-2ffi7R,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11477
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11478
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11479

pe S n
5z =12

13 mRIEERS

ikl

FES PodiY, BEMYERPod, FRI— 1 PodEFEIEMINGE, BRIFRT—
Pod, BRAVSSEEHHT,

-

Mi: TCP SACK 748

TCPREMEZANMNY . HWHHEBITCPIERHITEISHS, B TCPIEFATIE
RUESBELER, PINARE—1TCPIER, BIISYNAIEIIGRFSIID, H#IAID, &k
ERRAEIRERA/N (MSS) | INEEEFIEIEEMEIA (SACK) F. (R
TCPIEEEE FMNARN RBFREE

TCPEE — IR BEITAXFIZWAR RS . TCPEIEERHRTCPL. EIFIAFEL
EER . BINTCPERERERYIS (SEQ) FIHEIAS (ACK) o

EIT5 8 SEQSHIACKS RIRERALINIZIL T IPLEER . ACKS F— M THBIERZRYER

<l

< I -

FEFAFPABIE 13N 00FBRIRAETKFHRIEE, 81MEREG20FHAITCPL,
SRR3R EiEn, BPBIEITR1,2,4,6,8-13, MER3,5M7EXK, BiRBEI

£

BISERACKS, AFBEIFA, MIFRER3, BPAZINEBRKIEREWEIS, AR
BfREEEER, REBELINEIT4,6f18-13R . XS T RBIMERER

13.2 kube-proxy Z£imildl CVE-2020-8558 &

i

I=CCAFABAELZF7H 108 5Ikube-proxyZ £ifFiEICVE-2020-8558 H X HiHt1T 7
FMOHT, DIFEICH: EFCCRSHIFES, ARSCARSHEASANRRNE
M, TEiTabiE,

KubernetesBE A & frLaiRiE ( CVE-2020-8558 ) , KubernetesTy sf9is & i8S
FNGT A ENIBRHITIHD

Kubernetes&EB¥H & FANIERBE4PEE127.0.0.1 FHIIRSS, MiZIRSEZAILA#E—LAN
F—EME ERENIGE, NmRBUROER . IRBETiRE LIRS REIRES
MIIIE, WeSHZERSZEZZIKE.

SEGEE:

https://github.com/kubernetes/kubernetes/issues/92315
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pe S n
FFisr 13 mAEERS

imiRtRE

kube-proxy ASCEIINEE, FFE T netipv4.confall.route_localnet=1R1#Z2%, 122
FIF AR R B BT SR FAlocalhostAIMIZEIEK o

AMETFIT R & B sl
o (FRATZEIMAVEERA
- kubelet/kube-proxy v1.18.0-1.18.3
- kubelet/kube-proxy v1.17.0-1.17.6
- kubelet/kube-proxy <=1.16.10

o EHNOE. FuETEHE—ZEMEE (F0, B—LAN)
o EEAARTERSHETAITESCAP_NET_RAW ( KubernetesEEB¥ZRAE 2148
73)

o TR (BEFEAENNENSE) LFENTlocalhost BRFFERAIIRS

BZ¥M R RRRINEISES Whttps://github.com/kubernetes/kubernetes/
issues/923155 “Am | vulnerable?” .

IR TSR
HALLEDHT, CORSTERRRRAMIN, FHh:

o CCIHgI&ERfE T Kubernetes 1.15hR A, {Ekube-proxyfR{4-{ERELE, it
Knet.ipv4.confall.route_localnet=12%{,

o CCOREREESSEEkubernetesEEfAE . CCETREARRHEEN=MEZR
SZREEE, AFRVPCNESCCHPBENMERER—2EEH . CCIARSSMZ
BERMEXE.

o  FFPARMZBINZEEFEnet.ipvi.confall.route_localnet=12%, FIF4EE
localhostHIiE T 1 TREIVPCHIEET =ihid . APREEERXE .

13.3 CVE-2020-13401 i REAS

R ECCIFNERF7H22Hi1R5 Kubernetes 22 REICVE-2020-13401 HXTE 1T
THEFMDHT, DFEICh: ARSCARSPHEAZANRRNTN, TEHTUE,

e

KubernetesE 5 & fh&Z2imiECVE-2020-13401, CVSS Rating: CVSS:3.1/AV:N/
AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L (6.0 Medium),

TBEETIPVeEIES D ECRR IR T IPVEHIDHCPII RSN, £ #FRouter Advertisementds;
R, BHRSTHOTRBESENEBRES, SIEEAICE. ERRSEBEINDPHITES
MILEECE

TREREYLEREN RIS FNASHIPVeIRHICR, SEMAEARSE.
EMEIMER S Z RS LR A B IPveitibH TS RIBE], (BE2UEDNSE

[T A(IPv4)FIAAAA(IPVE)ICR, IFSHTTPEE=EIRIPVeRH TIERE, WNRBEIRE
IPv4, XAWEERE T NS

2E451% . https://github.com/kubernetes/kubernetes/issues/91507
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mAREA
FFisrm 13 mAEERS

IMITFI TR A R

Kubernetes RS AZZimERNT, {EKubernetesFrfEFRICNIEM (1FSH)
containernetworking / plugins#484 ) £, LA FkubeletiRA&#EE TS0
AICNHEFIRSS -

e kubelet v1.18.0~v1.18.3
e kubelet v1.17.0~v1.17.6
e kubelet<v1.16.11

IR TSR
CCfRSBAZ A TR, REWNT:
CCIYFIERFE T Kubernetes 1.155RA, {BRFFFIPV6., FRLACCITS i@ BHIEHRIN
14

W o

13.4 CVE-2020-8559 RN
R ECCIFANEZRF7822HiREIKubernetes Z £ EECVE-2020-8559H W ELH T T
EROHT, DrgiCh: BPSCCIRSHEAZSA N EENS N, THEHTLE,
RS

i HKubernetesE 751 1 kube-apiserverfB{4 % £iR@iECVE-2020-8559, CVSS
Rating: Medium (6.4) CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H, & A]
PUBIS B BN RIX E T mkubeletfIFRiEK, BIEKRFEEGHIHDEREE AKX
EHEBITR, WEETHRZREREA R

2E451% . https://github.com/kubernetes/kubernetes/issues/92914

PUL BB Py 2 & hiE|
(BT SR IMAYEERFIRA
e kube-apiserver v1.18.0-1.18.5
e kube-apiserver v1.17.0-1.17.8

e  kube-apiserver v1.16.0-1.16.12
e all kube-apiserver versions prior to v1.16.0

IR HTEER
CCRRSSAZARBREM, FRMT:
CCIRTEEBHE T Kubernetes 11504, BEMEETFAFVPC, EAMPEXAITT

=, tEiEE#Ekubeletiszk ., EtP 8B EREHXEE .
13.5 CVE-2020-8557 BI AL E

= CCIFNEERF7822Hi1R5IKubernetesZ £ RiIEICVE-2020-8557H 3 EL 7%
Motr, PR ARSCARSBSHUASZRNRIERRD, THHTHE,
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https://github.com/containernetworking/plugins/pull/484
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pe S n

FAFiER 13 EREEAS
e

KubernetesE /5 & ZEimiaICVE-2020-8557, CVSS Rating: Medium (5.5)
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/CR:H/IR:H/AR:M ,

iR T kubelethIIKZE ETERS ( eviction manager ) FiRBEE A XIPodHiEHAY/etc/
hostsXHRVIGASTZNE S FBEETE, FIEISENEIASET, —MES T /etc/hosts
AIPod A LABIE I HZ MK BHIRE N GH D mAIFEZE, WS SiELs

i@ ( Denial of Service) .

2E451% . https://github.com/kubernetes/kubernetes/issues/93032

WA R EE MiEiRE
AT SR IOAVERRA :
e kubelet v1.18.0-1.18.5
e kubelet v1.17.0-1.17.8
e kubelet <v1.16.13

IRREDHTEER
CCRSBASZA TR IN, REWT:
o CCIHBIEREET Kubernetes 1.15 iy R, BIzTHNER Kata Z28FEE, T2

£ hosts XHFHREZFERZITHAR .. Rt TRISBHEEERIXEE .
o AFREBEFNISERTERSE, TRAPEERITEMAR.
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