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HIRR SR

14

MR EHFEXNEIMAENEER R TABSRKBNNIRERE, BoFERsE—5
{2IAIERRSS ( Identity and Access Management, E#RIAM ) , EiZIAM, &EaJLA:

o RIBEWAINSEZAER, EERIENRKSH, LRI FAREIREERR IR T EIE
IAMAFR, iILRTREH—REFEIE, HERATEERR,

o RIBEVWAFRYEREE, REFERIHIANIR, LUXEIBRZERIRIEE

o RBREERFEREFLN . SHHEMENTKRSHERRS, XEKSHE
RS AT LMRIE R Tz

MRFENTWSELEHEERIER, FTHFEUEMIAIAMAR, ERILIBEAS

T, FRENEERTEERSAIEMINGE,

AEDAHENEABSREINRIIE, BIERENE-1FR.

LLAPAEENZE, BETEBFPEATLURNNEERSNR, FES Rk Ridt
TR, ZERRSSIFNRGNR, FENABSKRIBREE . SEFEMRA
EREIRSS Z SN EMBBRSSIEAN, IAMSZIFIRS AV B RIES WARGAUR -
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https://support.huaweicloud.com/intl/zh-cn/usermanual-permissions/iam_01_0001.html
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1. BIEERPAFEN
FEIAMIZHIGCIZBPA, HIEFEZRSBUR “ Cross Connect

Administrator” ,
2. GIEBPHIIANRFRSH

FEIAMIZHIGEZAR, FBEMAN1PEIENEFA,
3. HAFPEFRHRIENR

HEOBNBRERIEHE, REENXE, RIENR:

- 1E IRSBIIRT ik ‘ML > miERT , EATEENTRE, BEA LA
“BlEmERE" , S tIE=IERESLA, ﬁﬂ%@ﬂ@ﬁ‘iﬂ], F= “Cross
Connect Administrator” B4,

- £ YERSBAIR” PiEERTIEERS (BRIZHEIPR{XE & Cross Connect
Administrator ) A{F—BRSS, WNRIRTRAE, FR “Cross Connect
Administrator” 2434,

EZRIREE X RIS

MRAGMENTIEZRS TR, FNREEENER, JULIEBENERE. BE
MERBEHRTLARINAEANIR ( Action ) IEEE & ( APHED ) PRIRERIEINSE

BRI SHFIA TR e B E MRS
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https://support.huaweicloud.com/intl/zh-cn/api-cc/cc_02_0003.html#section0
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1 m&EESLpRFiER

AHMCIRE B E X RS TH 7HERIEEE, EURAIESI=EERESR
5. BF. BR. FMERIBRE, JEIEMRE .
JSONMREIBIEZ B E X R : JIMEEERIBRRG, RIEEAERRIERIEA
B, EALEEAEREENRSISONSIUIRIBEBRE .

BREIZLRESN: SEBENERE. TEANENEERIICCEE RIS,

B AP &R
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cc:cloudConnections:delete"
1
}
1
}

wf2: EERFRREES

EEREEERNESEMRERER, SWIRBEMRMER. BPEETRIRE
B, —MEIRBERINR BRI FEAlowdIDeny, NiEfEDeny{f5EREM

WNRIBEEFFIEFCC FullAccessHIR SRS, (BAFLERAFIHAECC FullAccessH
ENXHIMRRFRENR, St —&IEERRTRENBaEN R, REE

BPISCC FullAccessFIEL RIS TP, RIEDenyft5cEN, NP =IZE
BT T RS = INIETBIRIE. IEERIERAIWT:

{

"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cc:bandwidthPackages:delete"
1
}
1
}

I3 SRR

— M EEXRBERI UGS ZSMERI, BT IS S RRSAERIIN, iE
AILIGSEMRSZAUENIR, TS SIEMIRS CRIRARSEENE, BIERE
MBEARSZEZERRRS . SMENEDREHARNT:

{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ccbandwidthPackages:create”,
"cc:cloudConnections:create",
"cc:bandwidthPackages:delete",
"cc:cloudConnections:delete"

1

I

{
"Effect": "Allow",

"Action": [
"eps:enterpriseProjects:enable",
"eps:enterpriseProjects:update”,
"eps:enterpriseProjects:create”,
"eps:enterpriseProjects:delete"
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0605.html
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}
]
}

1.1.2 @ 1AM S5 RE&R FERZIERESEAIRISIR

MR EEENCHRENEER R TEMORBISIRETE, ELUERSZE—S%
INIEBRSS ( Identity and Access Management, f&FRIAM ) , BZIAM, EaTLA:

o IRIEEWAINISEZAER, EERIEARKSH, LEIWFREIREERR IR T EE
BPEAFE, ItRTRAEE—ZERIE, FHERTERRIR.

o RIBELEVWAFRYEREE, REFERIHIINIR, LUXEIBRZERIRIEE

o RREERRRERAELTI. SHHEMENZRSHERRS, XEWSEE
ARSI LARIEIR PR T %

MREANZWRS ELEREENER, BRILIEARET, FENEERAEERS

RIEfBINEE .

AEDAENEBHRBAIRNIZE, BEMENE -2,

HURS
ERRIURERT, BT HAIIUFIINEEERSIUR, HESIRBRTTER. =
RS ISR SRS, S NS RIEIIREE ., BCEEWRALEEIRS 25
MIEAEIRSSIZIN, IAMSHSIRSMFEIIRES IBNSE

I S

1-2 FAPRFREERSAIRRE

g

BIEERFeAFA

ANZEEA (BliE)

LT
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https://support.huaweicloud.com/intl/zh-cn/productdesc-cc/cc_01_0008.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-iam5/iam_01_1107.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-iam5/iam_01_1107.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-cc/cc_01_0008.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-permissions/iam_01_0001.html

TiEE
5 =12 1 m&EESLpRFiER

1. GIERFIeIERFE
FIAMIZHI G EIEZBFARA.

2. RBERGEEHINZERFIAFA
HEBFPSBFPEEFEZERIESIRINR SRR “CCReadONlyPolicy” , ZpiER
B&FIINZERFEBFE.

3. FAPERHRINR
FHEENNAREREHE, IESPR:

- E YERSBAIER” kiR ‘WK > miERT , HAZEENTE, BE6 LA
‘BlEmER” , EltIETEEELA, MRLELERERE, TR
“CCReadOnlyPolicy” B4,

- & IRSBIIRT PEERTIEERS (BRRAESIRNER

CCReadOnlyPolicy ) B9E—HRSS, MRETRAE, TR
“CCReadOnlyPolicy” B4

TEERFEBE X RIEES

MREFTNENTERRSRGRE, FREEIURNER, JUEIBEENBHR
E’g‘; EE%%H%EPEJ%NDH’\JEWID‘E (Action ) IB2EREE (APIZE ) PHBHR
§ yé o

BRIEARIHFIA TR eI B E MRS

o AW MERIZBENRE: THETHEREEL, KUNCIRESHZIEERR
5. BF. AR, FUEEREBRE, TBMNEMKE.

e JSONWIEICZBEENRE: JLMEEERIBRIRG, RIEEAERIRIERIEN
B, EALEEAEREENRSISONSIIRIEBRE .

BACIZSEESN: SIZBEE CREEFHMINEER.

SR LATECIZR B E X ARERRT, aILUBIT&IRZEEY ( Resource ) TTEFRIEIRIFERR,
AR 154 ( Condition ) ToERIZHIRIMTATER . TIFHRREEBMNEFRIESE
=iEE ( APIZE ) B HRISENRSE,

THAENEERINCCAE X ERIEHES
o RN RANEIEMMPFRIERAIUR
{

"Version": "5.0",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cc:cloudConnections:create”,
"cc:cloudConnections:delete"

1

}
1
}

o A2 SRR
— I BEENXREPOILUS S MENIR, BiR T oI LIEERRSAVMEAISN, &
AILAB S EAARSSAUIRANIN . S MEAGE QI RIEHIAU T :
i "Version": "5.0",
"Statement": [

{
"Effect": "Allow",
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iam5/iam_01_1144.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam5/iam_01_1153.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam5/iam_01_0912.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam5/iam_01_1146.html
https://support.huaweicloud.com/intl/zh-cn/api-cc/Permission.html
https://support.huaweicloud.com/intl/zh-cn/api-cc/Permission.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam5/iam_01_0917.html
https://support.huaweicloud.com/intl/zh-cn/api-cc/Permission.html

TiEE
5 =12 1 mEESLPRFIERE

"Action": [
"cc:cloudConnections:create",
"cc:cloudConnections:delete"

1

i}
{

"Effect": "Allow",

"Action": [
"vpc:vpcs:create”,
"vpc:vpces:list"

1

i}
{

"Effect": "Allow",

"Action": [
"ecs:cloudServers:createServers",
"ecs:cloudServers:listServersDetails"

]
}

Z=iERESLH ( Cloud Connection ) AIEEIAPEARBXIHVPCZIE]. VPCSARMBEIES
OZEEEBEEE, ESMEXIEVPCZEIRE ESVPCSETESEIEROZERIMN
KHE,

mIEELAIN RIS
o IEBRIRIHIVPCRILE (FAEMLE )
S E FERE A RIX Y PCZ EBUARIE,

& 1-3 X1 VPC BBz 2E

VPC-AD3
P
SHERE-REA b
©—
-
VPC";AN VPL-AO2
1 IR

. #
X ;
,_7__:_5/_ ‘:_

VPC-AQ4

o IEBEARXIFAIVPCHLE (FABML )
U= FEPMXIBRVPCZ AEEIE XIS TIAMBSES, =iEEsLfa] LIARRG
ML, BRINTHSMEREVPGEBRIZS, 2ESMBRINIRIEME,
NIRRT ERIFARE(S .
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TiEE
5z =12 1 mEESLpiRFiEr

1-4 X% VPC BiBiF=E

VPC-AD1
VPC-BO1
h ' i !
| ERE-KIEEA i ; @ 3 ! Eh=-KEB,

. = NN -
o P N e

VPC-AD2 VPC-BO2

o EBARRXIFHNZ/NVPCHIZFIDCHIME (RET=MLE)
LARKRMISNMHIEFOEESE SN XIERIVPCGHITFAMIBEESET, &aTld
BT R E &SI A SRR OEANS FVPC, Bl mEELfNsgEE a8
VPCHIEUR R OENRIEIAM X, SLIAthEEREDO 52 XIgRVPCRIFAMIE(S,
TMEZ o2 MBS,

1-5 X1 VPC 5= F IDC BiEig=E

VPC-AD1 h
¢ VPC-BO1

B — /5_. ﬁﬁz—gm N

P,  om - _lm

pca WEEZ [ O cumeen EHMEED pce ¥PEH IDCB

VPC-AD2 VPC-B02

ZIEESLAIECERPR

& 1-1 EEAIRCER A

R EIABSR | EENISEE
BR2

—MESTISURITE | 6 2

E2R 123 T BB IE AR
—ANREFTAITIEME | 6 2

HIB 18 B3 T B ERiES FHAER
PRI | 6 2

LR X ig B EATR R TS ERiS ISR, =

ZATERIE104
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https://console-intl.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/serviceTickets
https://console-intl.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/serviceTickets
https://console-intl.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/serviceTickets
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HEEIBEM,

FEmIERLGR, ERSINEVPCHERSLE, FEITHEMMERSINEENXCIDR
RS, ABESIAEMMtELL, BiFEtbital &bk,

FEE— mEEEAIEINEAIPTEVPCRILESLAIE, WIREANVPCEIEIZE T NAT
MK, REERIEIEIZVPCMLESEAI BB S HRECE B EX FMAISILSINEIA
&M “0.0.0.0/0” ,

TEELASTHFHRES N AR EERIHRE
HBEAXRITZERAERDIHFER, — M mEELHIRESE— N TEE.

mERAIEERE
TR AR E R INEN -6F R .

1-6 mIEELAIRERIE

BetEeE (BRI ) IR EREEI IngEmLESLe] ML (HREE) ERESEEE (BRE)

£ 1-2 L NEE B RIEIRA

F | B izl BIEES

=
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NATR BIEm BRI R EE A EI—INATRIE .

XS IERE BIEQ BRI AR EE AT — I IEEE

BEHLP BiEm BRI AR SRR A TI— N EILPHELE, FTLL
BTz E P IbS RS A EIERECS,

VPCRimT &= BiEm BRI RER A EI—1NVPCEITTI R .
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E?Eﬁ BRItBIRIRER R — 1 = E =85 1 ETH
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| izg=2 Kism BRI R B AR — PRI IRESR
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eSS P S F15E B RIHIERTR S R 2 — 1 I BB R

Xo

& 1-18 BE ISR T F—BiEa

T—BkkEs izl

ARS5 2Ll BiEa Bt RERAZIENAE=AN—
ECSSEH

T EM-E BiEa BNt RER L ZIENAE=AN—R
ECSSLHIAYY MR .

BEERSBFEATY NG | BiEnBtItIREE AT — MEEEIRSEE
TEM L,

VPNRI% B m BRIt IR ER A EI—1NVPNRIX

=EEMX BiEaBEBIIRER AR — = EENX,

iEE BiEm BRI RER LRI =ERE
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ECSSEBIRIHHENSEMAER R o
NATRIK fsam BRIHENEATR B A EI— T NATRIX o
X FiEE ftam BRIHIRTR B AR — T FEE .
REHAIP Fam BRINERTR SR A EI— P EFAIPHEIE, 7]
LUBI iz PG R S R R E|ECS,
VPCEimTI = Fam BaIt AR S AT — P VPCEIR T =
pae S Kem BRIt RR SR AT — 1 a5 |ERT
Mo
eIl FREHES ftam BRIt URR SR AR — P L IgRER .
=Bk S Ktem BRItEIRTREE R B — P =P KIE
S EEKR R Fam BRIHEUERTR SR AR — P I B EXR
Ko
AR
;E;”:U MRZ NRRRBATEHAFIELNE, XEURTEIZTIRIRSIEEERERMIM
fUan, CEENATRIREY, RSB TRA—REENEEMNIEN, RHBEMisEB Nt
(B£1A90.0.0.0/0 ) ,ItAIFEFEIMESOZ B RIMBIL . MEIERVPNIIKES, BILUSERiATF

M, thEiERMBAIEMI, REETRRARXIRE . INRERBRUEESIREE
f@é&'—iiﬁﬁﬁ”ﬁ%ﬁlﬁ?ﬁ—ﬂ, SR AR IRARSS TUH{E eimin 7 MR E IR R P AV IR R
U8

AXIFFEVPCEERPIRIT—HEEN “VPCERIRT R HE ‘AR5 1E” 1958
M, BRECEREVPCRIFT RHE=E 5 1 ERSH, MRS EFIEVPCIER
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B FR S FEBR

SIZERVPCH, RBESEZLNVPCRIE—IFUABERE. FRILZ5h, SEaLASEE

EXIBHZR.

o HE—NVPCH, REFAIXESNIEEAR, SF1TEABRRN4INTEEXEER,

o HE—NVPCHRRIFFBRHEET, RESHUBMI000KIEH. REENEIZERIKEEA,
BIZEED “R&R” RIBSEA S RZECER

EVPCERHERT, FERFFIIAILocaliBRLINRBENXIZH.

o BERRT, BEMBHNBIMIIAESRESHNNAYLocaliRHAYBAIENIE
2. LocalIRFHAYB AU —ARE FRIMERIIE, LK RSERERBERIMERIE .

o [ELAEVPCEAFRTRIIBRIMUIERNMEEEXISH, BMEIRHAYT—BE

REARREAT.

o TEVPCIRHZERTF, BHAMLERIRBIBESIERI-19,
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= 1-19 VPC I8R5

IS | WA

Localig&HE& | LocaliBHATFVPCREBIEHNRZINIAIEH, HEKkEzS .
LA ITES

EARTRISE | BRELocaliil, HIRARFERIIIASFIEEMNTLALEBR
{L5EICES P sE4ERT, IR ERRISILECRN, EMUSERABERIS, &
FSHRPCECAY—RIRHFHAE F—Bk.

il

o MEAIEAYMENEF192.168.1.12/32,

o BEARIERUHENE192.168.0.0/16, T—HkFIECS-A,

o REBRYBRIMELLS192.168.1.0/24, T—HEAXISEEERE,
NRIEEAS LR RN, ZREMEHEBIN BN EEES,
BEFNEEE.

SEMEAMIP | HERARBPEEARR (BHAREBREE0.0.0.0/0, FxR
(EIP) fise | CEMHTRE ) , FEFMARAIECSKELTEIP, MEIPAILS LR
RSTEIN | STFHRAER, REBSEIEIPIHEIAM .

zzjzs T

o [EAARIBERIMELEJS0.0.0.0/0, T—HEANATRI

e VPCFMMIHIECSKEXTEIP,
MECSHAEASREBIEETFAM, FEEENATHK,

1.8.2 (ZEER N\ ZERSLHIRY VPC MEZ

R{Ein=
U SSERESBISSNERARSS ( NAT/DC/VPNES ) EiEht, TIDEREsNPIRSSHIFLEsLf
RIMEEMER, SSIEMNREESS.

AEEIN

IEBUENEZLAIRIVPCER (VPC CIDR ) HHRIER ReR M mEE LI S4MEE
BER, BRESEIRSTERIZERF.

VPC CIDR{EFENNEF =LA LI ME EIBAVPCRIIMERIRH . FAFRALABIT
A INC R SR FMELIFVPCEE RRYF MSEEL B E XM ER S =& LA ERAYETE .

VPC CIDREFEFARE: FRMEMMWE . SENEMHEEREZLAIRIMESSLA]
VPCECE 7 FMAIEMMNER G, RAEXLEMBEAIIRIEZLS, HetETmiEiEse
PliE(E, MREBATERLIEANXLEMER, WA ETTEZLHEE.

ANl R

Ebal EiEid Sl — =i AL T A B X IR AU LS SL5IVPC-AFIVPC-BEIE, EHA
VPC-ABRNFR, DRIRFMIFIFM2, ANRHEIVPC-ARIBENT 7M1, BBARNIF
M 1F#IVPC-BEIE, FM2FIVPC-BAE , WNIREFELHVPC-ARSFM25VPC-BE
B, MFBE(EKVPC-ARYVPC CIDRAFR2AIMER, LAY FM2F1VPC-BEIE,
FM1FIVPC-BAIE .
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BUUE N\ =IEEZLAIRY VPC MER

BN ZIERESLAI5IZRTTME

BEBERRIEZELAIER, HAEAEERHE.

Bads “MILESEf)” TR,

BT B ARMIZESLBIEFR

Eomai, SHEANMSERIEF, BF “/8KVPC CIDR” ,
RIERMEIER, (82VPC CIDRsHY “FM” sEiFN “HibmEE” 58,
BF ‘HE”

1.8.3 BEE=EEELAIRRAER
RGeS

No o~ wDdh =

SHPFEZETHREELANERETS, JUEERAER.

BEIEELAINREBESE
1. BEAZEREHIFIRTH
2. BEHEBRmEESAIZTR, EAENSERHE.
3. BF “EBHEERT IR, ERIpizEEIfINmEIEHaIIE.
4

Fﬁgitgﬁ’%&?&iﬁ, BT B FEEMAXEFERIILN, 58
TRHER .

1.9 5T
1.9.1 {s5FE CES IRSZM4ix CC =EIZsLAIRIMZEigtn

1.9.1.1 s =il

WERRIFRERLOIR R . IRMAMRENEZEAD, BENE, APTLANER
SIERLOIRR . AERPEFNZREECHTEELIEITRES, AEFaRM
Tos . SO LMERZIRSS s RIERRSL, FITERNSERTEE . SEREA
B, BEUEEF T BEELAIRIFINEREEIR.

BEEEET, SHUTHUTAS:

o RIEELAILRISTHRISEISIR

o YHMUBEEXZERELAIEENN

o SRR EELAIEITRESHHITHE B
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1.9.1.2 REESLAISTFFRIE ISR
ToREIAR

AEEX T mIEEEN HIR AN EIRS A StrAIm 28, WNEERIRM%ERE
EX, AFRLIEE = EERS RIS IERIEH S R RIE LA R S = EIRA

iﬁ_{lﬂ 5N 0
AR RZSiE

SYS.CC
BB

& 1-20 ZEELAISTFRIEIE ISR
BiRID | BRI | BiRaX BE |8 (& |IEuR | GEEES

SeE i (#HE)

network_ | PR | =I&EELfl (20 bits/s | 100 | &)/ | 199%h
incoming | B 1B N uhZg 0
_bits_rat EROLLSS (sl
e N )
network_ | MEERE | =iEESLH) [ >0 bits/s | 100 | &/ | 199
outgoing | T2 18] H AN 0
_bits_rat TEE’JI:IC#—: (sl
e —|—o )
network_ | PIEZRAN | =iEESLH) [ >0 bytes | 102 | &5 | 1998
incoming | iRE ﬂZIEﬂ)\Jﬁéﬂl 4
_bytes E= (1

. EC

)

network_ | &AL | =&EELH | >0 bytes | 102 | &5 | 1998
outgoing | & iJZIEﬂH:'.J:E%ﬂZ 4
_bytes E= (1

. EC

)

network_ | PIEZRAN | =iEESLH) | >0 packe | & | &R | 198
incoming | BERE | kB NIAEL ts/s %7
_packets BaEE=R, &
_rate
network_ | PR | =IEELA (20 packe | &~ | IEHiEwmes | 198
outgoing | BRE | fEE)HuLEL ts/s 7
_packets REER, &
_rate
network_ | PSRN | =iEESLH) |20 packe | &~ | & | 19
incoming | B8 AIEIPANES ts %7
_packets BEH, 34
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FAF¥sr 1 =IEELHRVEISR
}gtRID BREIR | BfRa X BE |8 |# |[WENx | GEEH
BE il (HE)
network_ | WAL | =EEELAE | =0 packe | A~ | IHiEwEE | 198
outgoing 2 19k 8] Uk &L ts %7
_packets B, K
network_ | M&&HEs | =IERELA| | 0-100 | % A | FEws | 198
bandwidt | {EFE= T T 57
h_usage BER=E, &
network_ | WM& ®E | =&EEE | >0 bits/s | 100 | fFiE)tE3s | 19>
bandwidt | {& T BalE o 0
h (Sl
)

(MR

BB KIFAGEIMD TS D PRI EEE, BLUEHI LR ETR .

HE

Key Value
cloud_connect_id =IEREID
bwp_id HE=eID
region_bandwidth_id O EI A )

ricgs

NFEESTNERENNENR, EREOSEEEERE, EUSHEYIY

o EHRNEIRISIRRT, SHEdIMERESG:
dim.O=cloud_connect_id%2Ca92ab2f75d844dbebbc3fcc7871d1136&dim.1=bwp_id
%2C625db750db7b1447d0c9d1a447¢11903&dim.2=region_bandwidth_id
%2Ce2cc9dc0b4954fbbaf1299f2727felca,

o WEEAmITIERET, SHEEJImEREG:

"dimensions": [

{

"name": "cloud_connect_id",
"value": "a92ab2f75d844dbebbc3fcc7871d1136"

)]
{

"name": "bwp_id",

"value": "625db750db7b1447d0c9d1a447c11903"

)]
{

"name": "region_bandwidth_id",
"value": "e2cc9dc0b4954fbbaf1299f2727fe1ca"

}
1
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1.9.1.3 EEEELAIREEER
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GEAILLES ¢ RMSIRS " NESE S ELOINRRIEIT.
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ST HARIERIRS S WRE.

$E2 EEMNSHEERE “ZRGSEE" , ARRE “cEE CC7 SMEBHHE

HAN TGRS IEFIBE A,

$|3 £ “WREE® RE, REEMEA “BRE” JIM “EELERER" , EETEEE

1.9.1.4 Bl

Brin=

BRIEL R

BIRYSERT Ma =R o
AR
ENIEENEEITUE, SHFARE, BN EERIRS EINER.

TR

=Ry

AEGIESAPATEEZLAICIZSEMNFAE .

SENEEAEIRHISIERIRISEERSS . SIS IR EZHNREN SER 5N
SRR, FEmEEERESERIEIAXIREEN .

MERITEERCIREEMNE, EEF—HEEHETSREAERE, TUERLGIE
Eﬁﬂ%o

1. HARKERSSEMNISIRTHE.

2. BE “QUBEEMNT TR, SEERESHNSEENMNETIEN, RIERE
RRBEIERLAIRIEZERN .

3. MNsHigEsRklE, B “ZEEIE” .

ZIEELHISENNIREME, SHEMNNEESEN, REcEmMRTE
o

MAERLY::
ESXTEELFEEANNGES, B2L ( ZEEAFER) -

1.9.2 {EH CTS IR EHIT CC =EEESLHIRIKHRIR(E
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1.9.2.1 ZERLBISFRFRITRIREIR(E
BEmSR

SEARETZEHITRS . BERHIRS, STLUCRERIERLOIBERAIRIES
%, EFRENES. S=itFIE.

HURS
EFEREITRS

SZRFELTRIREIR(FYIZR

& 1-21 ZHIUSFITEESLAIRFIIR

BRERR RiRER EHRIR

elfEpay ot cloudConnection createCloudConnection

BT IEEsLfl cloudConnection updateCloudConnection

IR =iz =L 5 cloudConnection deleteCloudConnection

Ji[IEsA eS| networklinstance createNetworklInstance

EHETPERSL networklInstance updateNetworkInstance

FIRRPIZE 451 networklinstance deleteNetworkInstance

elfES O E oy interRegionBandwidth createlnterRegionBandwi
dth

R pedEI R interRegionBandwidth updatelnterRegionBandw
idth

BRI Ia) 2 interRegionBandwidth deletelnterRegionBandwi
dth

IR bandwidthPackage createBandwidthPackage

iRt bandwidthPackage updateBandwidthPackag
e

i) bandwidthPackage deleteBandwidthPackage

PETEE bandwidthPackage associateBandwidthPack
age

R4 E) bandwidthPackage disassociateBandwidthPa
ckage

BB IKS SLAHRAN authorisation createAuthorisation

EFTEEIKSSEBIE authorisation updateAuthorisation

B ES MK S SLEIHSEAR authorisation deleteAuthorisation
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TEERETZHFIHRSE, REHRICRERSTRVRIF. ZHIHRSEEENS
REF&IA7RAVRIFICR .

AL NANUERFEITHRS EEE S B 5SS ERIE7RRIRFICR

BMELR
1. BREESHE.
2. EEERtlasrfes Y | ERERENRE.
3. ERELLAEE =B, FRSIE, ®E CSE5EE > =ETRS”
HAZEIHESEERE.
. BEAMSHNN “SHRE’ , HASHEEERE.
5. BRSBTS RIARIESM . LRSS RS R4 AE
AT, HEEEEIT:
- EMERT: ANATTN CEIESMT . CHIESM .
- EERR. BRERAIAER,
E FRAE SIS S,
Heh s BLSERA ST, EESEENERESTR.
EIEEEIDN, EESIERE FRBNE N ERZTED.,
EERREHN, TESERTNRNENERTERSR.
- BFFR: E FRAEDSER BRI, HRERFS RS,
TAERE AR .
- EHERR: anslh ‘PrBESEHRE)” ¢ “Normal”  “Warning” |
“Incident” , RANEFEEF—IN,
- RENEE: AAEEE BRI . BIEIRT . “BIE1E” UREE
1 I B 22 S A B ER AR R S
6. EESEEMCIEN, BHEHLRFHCSIEMEE.
7. gigggmmiam,§$“§§$#”,ﬁmMEuﬁﬁﬁ@¢$wﬁmm
1FMISS o
1.10 XTFECER
4 2BcER?

AMBERREGRAE, FaRE T SRFTFEEHR, MAPNKFRMENSEM TR
Hl. MERSALIEIEZZS D aRERIRSSE. SORAER.

RS RFERIIRFI T EHEERTE, ELIRIST A,

B ERRIEE?
1. BREEEHE.
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2. #EREALMA, &F ‘TR > HAYEH .
REHN “IRSSECE WM.

1-14 FAIECER

3. EEILE “IRSECER IE, EESMRFRNSEMRERBER.
NRIARTECENFBER B SZER, FSEREUR(F, HiFT KEE.

M ERIEY KECER?
1. BREEEHE.
2. EREALMA, HE SR> RMEE .
RN “IRSEAR” T,
1-15 HAYEAR
ERSHE  ER

3. ERNEALA, BE “BiST KEEH .
1-16 BIEH KECHR

BRSSEER ©
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Y cPuR
TR
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EEE
HEN
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4. £ “HEIR” @, RIEERIFER, ESBEXSH
Hep, ‘O BESERRENRSHHBRE.
5. EEREE, AEmFHFREL BT .
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PR 2 PR IRIFISE

IO MZSR(FIERD

2.1 181 IAM 5 {ERFORIZEAI R
2.1.1 B |1AM FB BRI F RO MZEAIIR R

MRBEENEAGNRONERRH THRESRIBIINIREE, SaLliFERsE—
BIANEIRSS ( Identity and Access Management, fEIFRIAM ) , EiZIAM, &a]
LA:

o IRIEERWAINSEZAER, EERENRKSH, LRI FREIRGERR IR TEE
IAMAR, iItRTREE—%EFEIE, FHERFONERE,

o IRIELRIWAFREREE, REAERIHIINIR, LUXEIBRZERIMRIRE o

o RBHROMNBRFEEELEELI . SYRIRMENZKSEHERRS, XEWKSDY
A RRSALURIESIRHE TR .

MRFENTWSELERETRIER, FREEMIZAIAMABR, ERILIBSAS

T, FEIREERTEERSSRIEMINEE.

AEGAENERBSRIINRITSE, BIERENE2-1FR.

14

HURSR

SLRAPARNZE, BERTERFPEATLURNNZEERSNIR, FESERmKid
TR, RERRSIFHNRGNR, F2IABSRIENIREE., SEFENRT
EREIRSS 2 SNIEMBARSS RN, IAMSZHEIRSSRIFME RIS S IURINSE .
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FAFiER 2 B FIRAEIER
TBliniE

2-1z ﬁﬁ)jix%EhtE}xHER*yBEmu S

i

BZRFLBFFIRIN

BEERPHIIARF
izl

RPERAIRIENR

ﬁ?ﬁ?ﬁ(?ﬁ)

AR

1. BIEERPAFEN
FEIAMIZHIGCIZBPA, HIEFEZRSBUR “ Cross Connect

Administrator” ,
2. GIEBPHIIANRFRSH

FEIAMIZHIGEZAR, FBEMAN1PEIENEFA,
3. HAFPEFRHRIENR

HEOBNBRERIEHE, REENXE, RIENR:

- 1E IRSBIIRT ik ‘ML > miERT , EATEENTRE, BEA LA
“BlEmERE" , S tIE=IERESLA, ﬁﬂ%@ﬂ@ﬁ‘iﬂ], F= “Cross
Connect Administrator” B4,

- £ YERSBAIR” PiEERTIEERS (BRIZHEIPR{XE & Cross Connect
Administrator ) A{F—BRSS, WNRIRTRAE, FR “Cross Connect
Administrator” 2434,

R4 B B SR B

MRAGMENTIEZRS IR, FNREEERNER, JUIEBENERE. BE
MERBEHRTLARINAYEANIR ( Action ) IESE & ( APHED ) PRIREIEINSE

BRI SHFIA TR e B E M ERES:
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5 =12 2 LRI ISR

o TMUUERIZBEENRE: THETHERIKEL, BHINMHNESHEIEERERR
5. BF. BR. FMERIBRE, JEIEMRE .

e JSONWIEICZBEEMRE: JLMEEERIERRG, RIEEAERIRIERIEA
7, UYL ERAREBENRSISONBIRIREBAS

BACIZSEESL: IZBENERE. THASNEEREROMEEEE N R

i,
o AN IEREB BRI RILE
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cc:centralNetwork:delete"
1
}
1
}

o B2 IEHRIFMIR R ORLSES
I AR BRI A S B RS (ER, BNRESEIT/ER . P IE T e
th, —MEAITA/EFNE AT AEAlowAIDeny, NI{EDeny(tsEEMl .

WNRIEELEFIF1% S CC FullAccessBIR GRS, (BARABERAFABCC FullAccessH

TE M AOMIBS AR O MILESRISINPR , & aT LA — S A MIFR - O M & SR EESSRAI R

ENEEE, ABRRIRPECC FullAccesstIEALRIEIRFHF, 1RIEDenyL5c/EN,

EU%PEIL‘,{S(U‘EPIC.\W]%‘H?-‘;B%THHU FRAPIO LR RERIMNOFRBIRIE . 1BBIREEBY
F:

{

"Version": "1.1",
"Statement": [

"Effect": "Deny",
"Action": [
"cc:centralNetwork:deletePolicy"
]
}
]
}

o RI3: BARIINERER
— M EEXRBERI UGS S MERI, BT RIS SRRSAERIIN, iE
LIS SEMRSZ AR, TS SIEMIRS GRIRARSEENE, BIERE
MBEARRSZEZERRRS . S MENEDRBEHRNT:
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"cc:centralNetwork:create",
"cc:centralNetwork:update”,
"cc:centralNetwork:delete",
"cc:centralNetwork:get"

1

I
{

"Effect": "Allow",

"Action": [
"er:instances:create",
"er:instances:update"”,
"er:instances:delete",
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"er:instances:get"
]
}
]
}

2.1.2 @i 1AM B SREEER TR /O M ZSRIABR

I

S

(o5

NREFENEEFIAENHONERRHITEMDRIBONREE, EULERZE—S
DIAIEBRSS ( Identity and Access Management, EFRIAM ) , @iZIAM, EFJLL:

o RIBEWRINSSAER, EERIEARKSH, HiklpAREERRERR IR T olZE
FRFsARSE, ItRTHEE—%EFIE, FERCCERSEIR.

o RIBEVWAFRYERRE, REAFBRIHIANIR, LUXZEIARZERINRIEE o

o BCCERFBRFZLLELN . SBHIRMENTKSHERRS, XEWSIL
ARSI LRIEN R Tz .

MRENZWRSELEREENER, BAUBEIAET, TEWEERCCRIRSH

HithTnge.

AETHENBRHRBIURDOTIE, BERENE2-2M7R.

TERBUR(FRT, B THEILIRIINZIERRSNR, AESERHERETER. =
ERIRS SR AR, FENBOREUREE, SEFENRTERRS 25
AIEhERSS AN, IAMSZIFIRSSAIFT B RIES RIS E
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