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T EIZE2NERS.
S YR CHEEE > MEEE > NEAT , SENSENEOHEE.
3 BEREEE.
R FEERIETHALET, RERRSTRESINERE.
WA EEEFNTER, B S, HADSHERE.
IEENSNAOERAEE. NEARSER.
B84 BELHELHS
e
THEHEERE
S BRELHRS.
T2 EEFE RS > WEKEE > WEHE , aETEENZEHETICR.
W3 BE T, HATHEEOEHED.
A TEHA.
1. (Ei) RENSGEE: HELE. FEE, TRANEERNRMENCY
Rt REED, RN O EAIEZIPRR A
2. (@) APEE: BANNBRNKSSSEE, WEBTS A FEXEa
%, BRARKPSERS.
3. EE CHET , B NHCSVISR M EAOZIPRE SRR
.
ERE®E
S BRELHERS.
S IR RS > B > MEAE , EANEEFIIERAE.
I3 B KR, AWRIZTES
WA ENDESENGEE, BRIIFTSN W7, TLUHENBRS MEES

TR

8.6 kP EIL R
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8.6.1 ¥k [EL RIS

KRR RBATHENZEKFBEIRES, SEENLERFREKF, RETRIMERK
FERMERS, TEEXSRIRAVER

M [R5 SR SZ #:5 LA T IDRETR :

o iFEURWF. BN, FHELZEN LREKS,

o STHFHIBRENLEWRS, FEKFNTRER, AERRESERFIRE.,

o XIFRRFTRFEWRFERRLZIEN, BHENLKFZD. FEENKF . H

FRENABEIEF .
£RPRE
o REWRELHNZIFHITHAENES .
o INSSHIMMERIMEN, ISEIHIHHTATIKFRLS .
o BIBIFRRRENUR— AR BRI THEKAES
BRI

EIREN “MKFREILEHRER” BEERIRIEAIR

HTEEK [R5 SR
SE BRELNEA.
SW2 WEF RS > KPR > HIEFIR” , HNKIRIIRRE.
S BF HERT BHFRKPRSEEED.
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8-5 FEMF EILRES

e x
EREERE
AT, FIELT .
R RIEER
O =S
WEF—TE, £EEFEECEE
EEAEETEN, airslEEEs
THEEIERERS, miFkksslrs
=zt 10

X 8-7 kKRR RIEEKNSESEIHA

28 izl

REEZIR BEXHKFRILERIERTIR, REA “SHRIEZR FEEE.,

T B ‘H&iimﬁ)ﬂlﬁifmﬁﬁiﬁ, AR “FapiT” . ‘BRI . B

HHIT”

“ERHIT” 1 “EERNT SR EEERITATEZEER

o FEIIT: FEIAARES, EXURERFZEN.

o TERTHIT: EHIBAIASRKES, EXEREKFZER, (XTI,

o gﬁf}ﬂﬁ: [BEE shit A 5RlE , (EXGRIEMRFZRE . oL EENIT
Ro

WATEIE | EHBAITSREBRIRHA. BUABTEIZIABENERRE R
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8 RERETE

SH 1588

WITER | PUTREEE, FRAELE.

o HIZESEHM. /T, BX. 88, BR.

o FEIASESE “G5RAYE)” , BUISTIRIBNITEINE .
BEE | BERSHI, AR “REUKR” .

J g{H}mKF': PAEEFRENRERIBKS, HSRIARIEE. SEK

o MEXMKF: BREWFPELEBIREN, EREVZERD. oFhiE
FHK, . SBRENIAEEKR,

izl
Bl IR HEX K P AT AT % oI = NEIRIAE

- WER—HAEY, RFEmMZKFESE.

- WRAREFETEN, RFEIERZRF.

- FNEEIESNERF, RIFRbRZRS .

EERZAERY B X EZBRENRERIATE, EEER &R, FEKFRES
1£55,

o EFIAA10%L,

$|S BE “T—F7 , BRERGTIKFHIKFAE, EEEOIEERWAKFE.

o  BNBEFRENIREE —MKFHITRIESES

$|6e BE “taE’ , ROREKIIRRE, EENMENELIWARE

[REEER

KPESEEITE, TUTEMTES, RRESORERMISE.
- fER

IKFEIZRESCIEZS RS, PJAERIBIIRIE, SECOIERE, SEEEXIKE
R, MPRRER . BIEREE. ZBIHITREES

o EFWREXEKRR, HJBE “XEK” , REXKZFEKF. WFHE,

o ETMRRE, FEEERKREE, S& “MER” , SZEIMERRES .

o EFEARBRZIKR, AIAR— %S ‘ERAT IWERIRE, BF ‘%
A’ , REREEEN “BFA7 , RIEZEIEK.

o EFVAIEFENIKF, AIRE “ZEHYTT , ZRHITIKFEZSES.

8.6.2 EIRFHENKF RL RER

ERFEERIBEEE, INEERSSNENE. IEENIENC IZRIRIBEE,
BREREENSE . EHRSHN. BXESEH. BUREEER. B8KEE
B KPS o

IEXCERIRECE, BHREIRES ‘EEA" i, REEMNA LK
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FAFiER 8 FEEEIE
ARSI
ERREY “IKPEISHES EHRIBEUR.
ERNESRIEEE
SE BRELNEA.
S VEIT RS > IKPEISERES > SRESSUR” NP RS SIS RE .
$E3 TAKFES RS
o TREHI
EEREFAAXET, RIBRIESR. BESR. TR SREE D5
. BRER

SR
LIRS

FENEEHEREFSFIXEF, BHEIRE.
PEHEBEFRIREMR, ERE ‘G , HEARBFERHE.

BEEESCRIEERER
£ BEAMERT X, BE “wiET  BUHENMSERETD, RITESERISHES
{l:l /5N O

o TENEREE ‘WM . ‘NIHRXT . ‘ESMET F
o BRI AEMEX.
EEFNESERIEREXAIRIRIKF o

o E HITIKF” X, BE “wiEET , BEXKEEREWFAED, WJXZENRNEEE
PRABXAYRRKF o

o THHENRFEMFIT, B “BiR” , ol ZBIEUEMZRREKFRIES
BEESERIE BRI A

o & “BUTIKFA” Xig, BE “RE" , PHXBEWKFERTO, FJZENRINEEE
PRIEXAINKFH o

o THERIKFE(, B R, TAENEZER SRS
.

8.6.3 BEEHITHE

HURSR

SEHEFE
g2 4
SIR2

WP EIZREEHITRFERIHRITES. JUTESHIEERFELER, SRS
WPER . FEKAER. BRINKFEES.

EIRE “MKFREIZERER ™ RHRIRIEIR o

BEREZNES.
e “REE > IKFRIPHRE > iTEE” . EENEERTICR.
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|3 FgHITES.
REEI: EEREFRAXET, RERESRRETINT

$RA PEEMNITES, HERE “FE7 , #EANBSFBERE.
JEEENMEE. ENMTIHBER . BSEBINRFEKFYIZER. B2SSH KeyRIRR
KPFIRFEE

8-6 EEHTEANMER

TS

sync001

| E=fam

| =t

| &g (=)

| &EES (SSH Key)

-

TETEE
FB BRESHRS.
S R CHRE > WRRSHEE >ITET , BENEENTETCR.
S| EREFATES, BE TE , YA TFEITAFRCVIRSIHREEIAIE.

e
il[E =P
S| BRESHRSE.

S IR I > KPESEE > JTAR , HABSIIRRE.

S EEEREE, BE WR , BEMRZTES.

WA ERDESENGEET, BHRFIFT W7, TLULENBSMGES.
.
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9 1 E*}'L/ﬂs éﬁ
0.1.1 BEEESFIEI R AR

B FREENZRAHEENIRE, BIREENEHIIREFERINER, H8
BRIFIRE

NN\GEENRINMOTEEEENER, URNTRERFRE

£JRPR
o STRPTEENARRE, BETHNENAKSER, TaESRANMFL
A
o CBREETH (UESSHIEHNZR.
RIS
o EFKER “ENUEM HREENR.
°  CRRARAIRHIR, WEHREAHRRLAI LeCRE
o
BIESER

SR BREBHRE,
S ER ot > EHSH , HAENIEHGIERE.
$m3 EGEHIEE,

E;}E%iﬁﬂ: ARREPBAXET, RIESNRA. ENBR. ENHIIEFREEE
LR o

SRA FINFRE
1. EEEFER, FEN 587 J8E -, BEREREED.
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9 Rzt

2. WAGRERBOFERERS, SitReainsxs,
3. BE “HwN” , REENIE4IIR, BIRTEFE MRS,

£ES HERIMFE .

1. EES/PERRR, BEIRATHE RIS , SRS HEED.
2. BWANTEIRBOEGRERS, SRFEEmEEE,
3. BE “#wN” , REIENUE#IIR, BIRTEFERMIATRES.

£E6 MIPRIRE

1. ERE—ESITBESRRR, BEIRATH “BRRE" , BERMREEAE
Ho

2. WMSREIRE, B2E ‘WA, BREENEHIIR, FEEMR.

TR

9.1.2 i#id Web NG ERRRHITIZH

ZYER PR

BISWeb ISR EREN, Rt “MESE" . “XMHEm” . “HEER” M ‘T
Bin®” FIRE. APEEN EHTRIEIERE, RE2ICRAEREHITEIE.
o ‘MESE’ BERIECIEERINIEHELXGINEE, MEBIIEHEER
BIRENIRIEFSEIEH, LISHIDEIRIE
o ‘NHER BEESSRERIAFRIRFNIRE, EANEEERAIXZEN
FNMEPE I GRIHITER
- TRk
- FHESCUE SR BR
- SHSHEERRR.
o ‘NHEWm” IESESRIERNAFIREUEENIRE, I ENFIENMERIG
BT L& .
- ST EE/REN
- XEF ek,

- Bty “mENNET , ZIF EESARMERENGEIREN, XiF
NZENTFHENEE AT M ERT

- BRI “ENMNET , S EESAIEE— N HREIENMNE, X
FEMENME TR EI AR T o

NNGEENBIMTEBIWeb R SRS REN, LARFEFIMNSEELREIREMINEEEY
FNSTEREERIFGRE.

o NEFFMNEER! (SSH. TELNET ) FOEIRSEIMNSERY (RDP, VNC ) FHZHHE
TWebISNEER

o  TELNETHMMEEENASZIF “iHHEH” 1 “XHER” That,

o WIFEHI/FMEAEFZFAEL, AMAITRESSHFR, mikslAittEHzZ1004
F,

o  FHlEHWindows KRS, MRERELZVARAZadmin, EE “iz4 > FH
" WEPA LA “Webiz#ilE” FEGHAIIE “admin console” i%EIR,

SASRRZS 06 (2025-02-14) WA © LR ABIRAE] 150



=EZH
FFisr 9 RiFiztE

o XHEHE
RFF BRI
o {HfEH

- REBAZIF LERAT100GRISEAN M, (BLfR EERIHRN, F ‘4
AREZSE” K/NFIERNIEEERE o

(00 88
FEAFESSHLELY, FEEHENT RHESS.
- TR THME.
- ROPHNUERENMEIRBIIRE “EHME" .
RO
o DHE “ENUEE HREENR.
o CREEEATRHINR, BERXBONDEHRIESADRN TR S
2.
o HEENRMBEEER, BAFKPERKSHEBLR.
BAESER

B BEIEL20ESR
2 EIR izt > UG , BATYIEHYIRRT@E
I3 B ‘BF7 , EERSIEEHTERE.

e RDP/VNCHMYZERIFHSIEEO

e SSH/TELNETHMYEREIEHSIEEO

9-1 SSH FH&iEFEO

Last login: Mon Nov 18 10:52:09 2019 from S—

Welcome to Huawei Cloud Service EEcls

EHENE : root

[root@ecs ~1# |}

UTF-2 ® ssen L TEse W7 A B =

LR BEMESE, TEBRESSLRE, —RSSRE, FARBESRNESE.
1. BE “DESE" , BFMESIERE.
2. BiBEFES5R1E, BF ‘BiBFRHALERE .
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FAF¥sr 9 FRiEH

AR
- HEERAEHRESEE A,

- PAZE2NKFBENIRNAR, FRIESITERE, SWES EREEER, =#5
¢ Eﬂ??ﬁﬂﬁkﬂj@%ﬂﬂf’ EECHH, BIREZRIIMEHEI (Code:
T.514) "

3. Sz, RXSREE2TIKFIURRIER, R, FIFHRIRNISEEE
M, ks,

4. BE ‘UBEN SERIEEF.

& 9-1 SERIFSERA

24 152AA

BB IEHI BEERBIBEHIN, BFERERE, JLURELRIE.
e BEIERIE .

£S5 %%EZ{’—F%E@, AR ENSENMEPIHT EES TR, FHREES

1. BE “XiHHEm” , BAXHERFE.

9-2 M {HEH

44444

44444

11111

44444

44444

44444

2. BOAAR “mENXMHT , BE ‘TENET AINRERIE] C ENNET .

9-3 ik BFxritbit
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FFisrm 9 Rzt

3. BE - HEER, HEXHt.
4. GEESHE, BE S THEM, FEH.

9-4 HEXH
[ES— =
e
>
B LiEkETE
3
bin 4.00KB
boot 1.00KE
cgroup 4 00KE
dey 3?" KB
etc 12.0KB
home 4 00KE
lib 4.00KB
3
(MEEY::
- “ENNE” BFE2NBPANATE, EERPATR, BPOLUE “ENMET X
4 HERIZANEN
- WindowsIRSZ 2 SEMAIBUAIRIRIEGEE, LinuxBRS B EHFHHIEUAIRRERB
o

- WindowsRS3 88 LIE &Y, FHTFRSR[MHEER, MNetDiskilIGE EXHE
FI/KENE, SEHIRSSTHRY L&/ T Ho

SIB6 BT ESIE, A= RS e S T TR,
1. B SUEERT , B SHEERE.
2. mEUlasmEss,
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=ERE2H1
FFig’E

9 Rzt

& 9-5 #E43k

H ==f=i%
Bl .
S ERi
R a
dbus 4.00KE
bin 4.00KE
boot 1.00KE
cgroup 4 00KB
dev 371KB
etc 12.0KB
home 4 00KE
lib 4.00KBE

3

3. AE—HBAIHEGE, pE MIRERR, AR
4, WE—AEEXE, B RIEET, TIERRSEER.

5. HEC RIFERR, AIRFFSIXEES.
----4ER

SSH/TELNET thisERLFHEiE

& 9-2 Linux =42 {Fi588

2H 18

UEHE FRAM TSRS

SHI/HE | 1BPFRF, 17 “Cul+C” HITEH, & “Ctrl+V” i1

THANS o

& | MTFHRIK,

BEEmANGS, JLURRTIE.

<
R | FECTFIRRIRSER, BiELinuxFIXtermfFEEL
B

HRE | AREAUENNSIRIERITHSHEAN
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FF{Em 9 BiRizHE
SH ol
T\ﬁik IREFARAI KL L
%%U AEHISERIEEL.
=R AJAEEOZRE.

9-6 SSH EHZIEEO
Last login: Mon Nov 18 1@:52:09 2019 from U

Welcome to Huawei Cloud Service Tl

EHEF : root

[root@ecs ~1# i

RDP/VNC MY ERIEN SR

2 9-3 Windows EHli=#4R{EiH B

s | xE

SHIkE | TIEXA: R, ERER CCtrleC” S5, 1 “CtrleV T,
s TEARHLSE S M A SOAREESR, “Ctrl+B” S, “Ctrl+G” #&0k.
Ad

Web S 28Iz 15 E 4/ MG KEFFAELLE, Ath2inisemZ8hFERN, Tkl
AHERZ1005FH,

DY | RN ERES PR, MikithaERoEEE,

DR | AT B A A BRI AR o

FR
Windo | iERTFWintRiEEIRE,
wsHE

iFgE “Ctrl+Alt+Delete” ,

EHE | IERSESEEL.
H

=R AJAFEEOZRE.
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9-7 RDP FH&IEEO

28.08 2019-12-16 10:52:22 drvptree

29.08 2019-12-16 10:54:43 drwrx—

0B 2020-03-03 17:05:27

15.0KB 2020-02-21 21:30:01

044E 2020-01-10 11:34:06

1088 2020-05-29 14:23:14.

2) 1688 2020-05-29 14:12:40

1688 2020-05-19 16:30:54

71.0MB 2020-05-19 16:32:11

16.8KB 2020-04-23 15:03:36

9.1.3 i&id SSH BB R R RHTIEE
BIYSSHERIRBERELZ2IMNERER, EAXTHREFFERASSHERigJIBrYaE
T IHHENR=EN R RH TIEHE IE HHES RGNS EE RIS a1

Hbo

AN LAXshellZERSSHIMYERUS RG], NMBRUNEEESSHE FinE R RRHITIE
#, UNRNETTHEFIRNEEX .

ZYR PR

e {XSSH. TELNET#ORloginfMYEHZHFEBIISSHEFinER, HFRlogintMYE
WU ZHFSSHE FInE -

o IESSHIMYZuETHR: SecureCRT 8.0% LA EARA. Xshell 5K LA EIRAS .
PuTTY. MAC Terminal 2.0 LA ERRZA o

o FRASEENTAHELSIRSEERNT:
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R 9-4 SSH Iz 1FIRSSEE1BE R

e hmac-md5-96
e hmac-shat

e hmac-shal-96
e hmac-sha2-256
e hmac-sha2-512
e hmac-ripemd160

e hmac-
ripemd160@openssh.com

EiRER | HSImiEk SSHEFimz4E
Key e diffie-hellman-group- e diffie-hellman-group-
exchange exchange-sha256 exchange-sha256
e diffie-hellman-group- e diffie-hellman-group-
exchange-shal exchange-shal
e diffie-hellman-group14-shal | e diffie-hellman-group14-
e diffie-hellman-group1-sha1 sha1
o ecdh-sha2-nistp256 . g;fgze'he“ma”'group1'
e ecdh-sha2-nistp384 e ecdh-sha2-nistp521
e ecdh-sha2-nistp521 .
e ecdh-sha2-nistp384
* curve25519-sha2s6 e ecdh-sha2-nistp256
e curve25519-
sha256@libssh.org
e diffie-hellman-group14-
sha256
Encryption | e aes128-ctr e aes128-ctr
e aes192-ctr e aes192-ctr
e aes256-ctr e aes256-ctr
e aes128-cbc e aes128-cbc
e aes192-cbc e aes192-cbc
e aes256-cbc e aes256-cbc
e 3des-cbc e 3des-cbc
e blowfish-cbc e blowfish-cbc
e arcfour128 e arcfour128
e arcfour e arcfour256
e cast128-cbc
e 3des-cbc
e rijndael-cbc@lysator.liu.se
HMAC e hmac-md5 e hmac-md5

e hmac-md5-96
e hmac-shal

e hmac-sha1-96
e hmac-sha2-256
e hmac-sha2-512
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FF{5rs 9 RFIzH
EiXER | HSImiakE SSHE PimizH
Host Key e ssh-rsa e ssh-rsa
e ssh-dss e ssh-dss
e ecdsa-sha2-nistp256 e rsa-sha2-256
e ecdsa-sha2-nistp384 e rsa-sha2-512
e ecdsa-sha2-nistp521 e ecdsa-sha2-nistp256
e ssh-ed25519 e ecdsa-sha2-nistp384
e ecdsa-sha2-nistp521
I3 as
o BEIREX “EHizH” EHREENR
o EREERIRAHIEHEFINIR, BIERKENIDEHIZRIREGh RN TR E HHtE
o EEMETEREFIKIA.
o RTEINNEBEEZIERE, BRFERFPERKSIHEBRLIR,
BEPR

$B FTAAMXshellEFIRT R, &R “X > #i2” , EAFRIE.

]2 ERERIERFEE.
e HH—

a. IEEMMNEERISSH, RMANE2YLHREIPHLE, isOSHEE 82222, BiF

“ E%‘LA » o
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FFisr 9 Rzt

9-8 BcERIERM

FESE (12 |2 ||
RO
B =
= AP SHhs )
EFRN): FEsE (12) o
[
HIE: [5sH -] T
FHH:
- RLOGIN UREH@
- SERIAL
- R
it
o SR it
e VR R RS
s =T = | i . -
ERTe iEhR - e S RHO: o = g
B0
SRE=x1t] TCPi%IR
- REs .
B [ fEFANagl B L)
- ¥R
- XYMODEM
.. ZMODEM
[ e || @ |

b. EEIRIE, WAEZYABFE, 2& &g .

9-9 EERIE

BP oF X
O -@ % 2R X @ o (B3 - o
i & [2
P EZ) O iy AEE

[ Bzt 2T S ES) i

e BHHT

EFN=ESEEN, TSRS HNEE AFERE@FZERIPHUL i
[, BIERITssh admin@10.10.10.70 2222,

e BHH=
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FEEEETHOLINENSIEEO, BITER®S: PKEER FFERS@FRAE
RIPHEAE -p #5007, BIENITssh admin@10.10.10.10 -p 2222,

(MARIY:
RHAZRIPHAAEE2VRIPHELE (FABIPHELESER M IPHENE ) , BARMPCSIZIPHBIEAIMLEIE
BEE,
ZHIER © BT © ZpEm o
CBH-1bdc-test31 Q ET 2 1SRN LS
CBH-cjg-Tec2 O =T =4 1RGO Rle. v

$I3 E2ABFRBHRIE,
o IEEREMER, MAERZYAFED, B “BE” .
o BEERXIPER, & WK PIEERAFER, BAER, B8 ‘HwmE” .
BERWIENINGE, BXERINZABPAESSHEFIRULUSEER .

9-10 E2HBFSHIIE

SSHEEPSHIRIE LB
IR =
TEE test },rjﬂ
i hait eI S5H2, OpenSSH_4.3 *’0

A FEERRIMS R A E ST EMEE -

" Password(F)
@) Public Key{U)
PR |id_dsa_1n24 v| @, <]
ERH):
“1 Keyboard Interactive(l)

TR BRIEZNRR,

SSHEFIRERNEIFZRER . FIEE. FINSHMEIESHEER . HPF
125 FHRBNNSSEAR, FREAFZSEFANLE, FEFSERFPERK

B

o FHEE: AUEBLRERE, &F “EEWIED” , BAFVIRERIED.,
o FHIOH: AMERANERE, &R ‘FHSHOTP” , MAFHSHEIGIE

)
o ESH: AMERHNERE, &R “‘hSSHOTP” | MASNSSHEIGIE
3,
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9 Rzt

5 HWESNE2YEEKF .
BEREXHERES (XMHFEEETHANESETHERERSE ) ,
“readme.txt” X, HESEBESESNETRKF.

6 ERERKF,

EEFERITRRF, WARRBPER, ERTFERFHITIZHRIF,

9-11 BERFIE2HTFEKH
Copyright (c) 20802-2017 NetSarang Computer, Inc. ALl rights reserved.

Type “help' to learn how to use Xshell prompt.
[c:\~1%

Connecting to 12222, ..
Connection established.
To escape to local shell, press "Ctrl+Alt+]".
Welcome to SSHD
SSHEIR(3)

[1] root@

[2] [Emptyl@

[3] root@ .160 [55Hﬁ

TelnetiEE (0]

namefaccount/label

Last login: Sun Aug 26 21:40:41 2618 from
[root@byp ~12 i

THEREE

AESSHEFIRHESANEHRR, AFPE TRRFREN 4.
£ BIWebBREREZNERE.
$I2 E1F T > EESE , HAEHISEHEYIRRTE,
$|3 BE ‘BREETH , BHERETERED.
TRA AFENEFHRIOEREXY, BE “HE” THEEXHEIAL,
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FIF¥EES 9 BHREHE
9.1.4 183 FTP/SFTP ERinE R NIRRT
BN HHEREZEFIRERELVRNERR, EANEZHPEREREFiRIRIEIR
T, 5(9‘?5*2—EIHL&‘?)EL?-}J:&SZ#H%EHJEIEO BPRPEEN EHITHREIRE, BE
2 ICERHEKFEITEIE.
ANBEENBUNIFKEPIHRERER, HESNHEREERR,
SIS PR S

{XFTP, SFTP. SCPIMYENZFFBIIWebHILizrE R, BERZIRIIZFin LEAMR
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o (NEBRELAISZIFHIR FEEHIRIESEIT
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(0 588
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MySQL 55, 5.6. 57, | Navicat 11, 12, 15, 16
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MySQL CMD
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It ASIREE, FRMERIZZREEEREES.
BIHESR(H
o EIREY “FHlzH” EREENR.
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MR ‘i’ kREEMENRIRAIGE .
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Last login: Thu May 28 14:46:38 2020 from 192.

Welcome to Huawei Cloud Service i 192
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$BA B5F T2

S5 IREMINEERS, F FhEEHIEIFE “Windows Server 2008 R2” , B “TF—
1=
v o

H$IR6 Ak “DNSERS3=R” , B “T—27 .
SR7 RETXR ‘TEOEDNSEIR” , BF ‘27 , AR%kE.

SIS IEFHIEEXHIATXHBER, RARAERERY, 8% “T—27
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18 REMN R MRS ==

B9 REARTFEERIER, EFEEXRIAdmInistratorZBAETRERENR, B2 “T

TR
44 o

F]HI10 REEREEME, 8F “T—27 .
TE11 @ik ‘TREEHE .
B2 BRE, FREAPER.
TE13 ADIBIREZ T -
18.5.3 ZIRIntE R mARSSFN RD 54X

SRR EIRS ZRMECE
FE1 EFE “RSREER > AR > FMIAe” .
£B2 Ak “TERAERST , BE T2 .

SW3 BE T—H .
SWA BE T—H

SIS HF “IRRRRITERARIEEN , BE ‘T2 .

$I6 HF “MERS’ Yt ‘TERERIEEN M ‘TEKEER” , BE T

ey
24 o

SWT BE T4 .

T8 EFE ‘FREEAMBRFISMINE , BF “T—27

£]9 EF ‘LIERE , BE ‘T 27 .

FBE10 REBAZERAY “Administrators” BEISIE :EtURD’%lEEEULHEQDD (MNRBEF5IE

E, ERIRENAPRA) , gE T
$B11 Pk T8
S|I2 BE T8,
$EI3 IR REASSLINIEBIRIES” , BE “T—”
SEI4 R LU, BE T8
SEI5 BN, 8F T8 .
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18 ZEMN AR MRS ==

+IR16
£R17
L$I]R18
£H19
H$R20

H£R21

$IR22
H$IR23

E ‘ABIRST , Atk ‘MERERSRT  B2E T2 .
IS, BF “T—2F7 .

BN, BE ‘T2 .

BN, BE =R

FEBTREIRE, 5FF.

Lxsohkla, B “XHT , BUERRSHIETE, & ‘27 BERRSS,
BE ‘T2,

RERERRE, ERERHACRSRESEN, BaicETmERE “Xil” .
wEE R > SIETH > nERERS > TERERIEENES” , FAMNEOPN

& ‘IRESTAPREERIT—IRIE" , & ‘B PFEEYIE ‘REISTBRREE
HIT—MRIE” , BE HAET .

e

AR R ERZ A AE

G2y

SR

H£}]10

SN

IR TR > ST E > iniEEAERSS > RDIBINETESR” , HTRDEBIIRSSERIAR
&, LIRS SHEIRG TARTRIexsS, EhiRiRSsE , fERAGAHE,
weE MERSR .

BF ‘27,

BF ‘27,

MNEMER (BESER ) , 82F “T—27

BN, BE ‘T2 .

A\@iEk “IRIEMFAIEREES” , BF ‘27 .
BF ‘27,

VFENERIIUER “llihi)” , 8F “F—27 .
MAMYSE, 8% “T—27 .

IERFERARA:  “Windows Server 2008aWindows Server 2008 R2” , i%&IRiFolilE
ZERY: “TSE{RDSBHARFCAL” , MARIFHNERTIEEEHNE.

BE “5ER” .
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5 =12 18 RN AR MRS
S$ER12 S:ED&WE?ZE%EEE ZRGE, BIfREEL <7 TR VT, EERERSIEENRS
M-BTU o
R
18.5.4 {2 4H SRR
ZIN A S S

gz

SER2

ER TR > 13177, HiAgpedit.msci T AR

R “IHENEE > BIEENR > WindowsZE(4 > iIni2RERSS > 2R ESIEEN
> FI, WEANN “EREENTREREITIERSSR .

-

B XS0 RD SIEEHLARSS2RAY RD AR II=RATEAN

117 “IREA XNMRDEIAENIRSSZRAIRDIENTRAVER " IHEE, i&F “BF
B’ , 8E “T—MRE” .

IRE T REEAREL

£ "IRETEREENRN WiEES, &% "R’ , £ EERDRIEEHRSS
SHOEIET FRAIETIEE “REAF’ , RS ‘BE , THRE.

BB ZiRIRSZ AP
1 ®FE TR > 15177, HiAgpedit.msciTHLARES
T2 ]E? TENES > SRR > windowstAH > ITiERERSS > TR EmSIEE >
I3 BN ‘IRELEENIHE" HFEBA, AIFHEAEZEETIL999999,
T4 BH “ RiFTiERRIIEHIER" RERBA.
5 BE ‘BT .
HIE6 EIR I EES > SIRENR > windowstAE > ITi2EERSE > miESmaiEEl] >
SIEATERE” .
TIE7 2%;%1 “RECHISIERATERE " AERA, X ‘EREMTEENSIE" A1H
I8 B ‘AT’ o

e
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RIS
B XAARMERIERIEE, ®F “Fh > 3177 , HifTgpupdate /force,

ST RIFTAMRERES
SW3 MAARTIRSSEDER, BEURNEEEHIRSSRNTIE2Y,
TR

18.5.5 %% RemoteApp 125
V3.3.26.0% VA EIRAFZEEMN B A HIRSS 8L ERemoteAppProxyBktik TE .

HIRS
ERERS R EEAKS S,
BIFP R

FE1 FRHEERKSERRSEE.
2 7EIRSSEEP, THRemoteaProxylnstaller_xxx.zip ( xxxIRAS ) [E45E6 .
T#;RemoteaProxy1.1.11.0iRZA ( iEHC3.3.26-3.3.61.009E2 2 hRA )
() 588
IRSBEFEFLAMIFANIR ( GBERIEEIP) o

$I¥3 ENARSSET, ERemoteaProxylnstaller_xxx.zip ( xxxWRAS ) [E4aEH1THE
[E

4 W “RemoteaProxylnstaller xxx.msi” (xxxHARAS ) Bifges,
BRAINEIEERANZRIER .

LW LRETME, B2F ‘XA
----4ER

18.6 &3 Linux N AR EE

IS EK
o ZEKZEK: EulerOS 2.9.8% LA RFIRA
o MBENK: RB[BEEBLMIFITNIR (4FEHLMEIIP) o
o  PHMIEER: FFH2376 ( dockerfRsS ) i%[F035000-40000i% .

HURRSR

BE3RENLinuxfR552ErootIkS%513
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18 M R MIRSS ==

BIFSR

1 (FRrootlkSERLinuxiRSS2E .

T2 7ELinuxPRsSEEH, TELinuxiRiZapp_publisher_x86_64_xxx.tar.gz ( xxx BARAS )

[E%88

2 18-2 app_publisher E{4hR A5 BB

REZNIRA bz 22 | app_publisherfd | F#kithht
{HhiRA
V3.3.26.0 X86F0Arm | V1.0.0 R TEE
V3.3.30.0 X86F0Arm | V1.1.0 R TEbE
V3.3.38.0 X86 V1.2.0_CentOS7 | ER4E TEHbhE
Arm V1.2.0_U0OS20 R4 TEtbE
V3.3.40.0 X86 V1.3.0_CentOS7 | FR{-E FEhtE
Arm V1.3.0_UOS R4 TEdthE
V3.3.43.0 X86 V1.4.0_CentOS7 | R{4-E FEtbE
Arm V1.4.0_UOS B4 T EdthE
V3.3.46.0 X86 V1.5.0_CentOS7 | $R{-E bt
Arm V1.5.0_UOS BiGE T EdtE
V3.3.52.0 X86 1.6.1_EulerOS R T Hitt
Arm 1.6.1_EulerOS R E T EdE
X86 1.6.1_CentOS7 Wi T E b
Arm 1.6.1_UOS Wi T E
V3.3.60.0 X86 1.7.0_EulerOS WiE T EE
Arm 1.7.0_EulerOS LIS S = aiihil
Arm 1.7.0_UOS W6 Ttk

FI3 FELinuxRSSEEH, HITLAT <, app_publisher x86_64 xxx.tar.gz ( xxxJIhRA
5 ) EREEOHITRIE.

# tar -xvf app_publisher_*.tar.gz

# cd app_publisher
ZEid firefox N B & fBRSS =%

LA MBZRIER

o E, ITUT®L, £2Z
# docker rmi 127.0.0.1:5000/psm-firefox:0.2
MBRfE, BREEMITEIRS.

Sy

BUZZ 3

BYfirefox dockeri={&irs: .
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https://all-image.obs.cn-north-4.myhuaweicloud.com/apppublish/app_publisher_V1.4.0_UOS_B1_aarch64_2022111021.tar.gz
https://obs-cbh-cn-north-4.obs.cn-north-4.myhuaweicloud.com:443/apppublish/app_publisher_V1.5.0_CentOS7_B1_x86_64_2023022415.tar.gz
https://obs-cbh-cn-north-4.obs.cn-north-4.myhuaweicloud.com:443/apppublish/app_publisher_V1.5.0_UOS_B1_aarch64_2023022711.tar.gz
https://all-image.obs.cn-north-4.myhuaweicloud.com:443/apppublish/app_publisher_V1.6.1_EulerOS_B1_x86_64_2024010906.tar.gz
https://all-image.obs.cn-north-4.myhuaweicloud.com:443/apppublish/app_publisher_V1.6.1_EulerOS_B1_aarch64_2024010907.tar.gz
https://all-image.obs.cn-north-4.myhuaweicloud.com:443/apppublish/app_publisher_V1.6.1_CentOS7_B1_x86_64_2024010906.tar.gz
https://all-image.obs.cn-north-4.myhuaweicloud.com:443/apppublish/app_publisher_V1.6.1_UOS_B1_aarch64_2024010907.tar.gz
https://all-image.obs.cn-north-4.myhuaweicloud.com/apppublish/app_publisher_V1.7.0_EulerOS_B1_x86_64_2024082216.tar.gz
https://all-image.obs.cn-north-4.myhuaweicloud.com/apppublish/app_publisher_V1.7.0_EulerOS_B1_aarch64_2024082223.tar.gz
https://all-image.obs.cn-north-4.myhuaweicloud.com:443/apppublish/app_publisher_V1.7.0_UOS_B1_aarch64_2024082223.tar.gz

=RE2H
FBFigfE 18 LN ARG 2L

o B, HITTES,

W5 HITUTHRS, AERA.
# /bin/bash install.sh

£;6 HTATEHL, BERSRKS.
# service docker status

[root@localhost fire
Redlrectlng to /biny

Loaded: 1 : / 1 : em/docker.service; enabled; vendor preset: disabled)
Drop-In: /Jusr/lib/ : m,f r.service.d
Ldocke
re: active (runnlnq] since Fri 2021-82-26 14:30:25 CST; 3 weeks 6 days ago

;. docker.com

CGroup:

in/docker-proxy -proto tcp -host-ip 0.0.8.8 -host-port 8908 -contailner-1i

active (running) & RN AR MIRSZEELZEMIN -
S£E7 GlshareBF ((NETXIELHV3.3.26.0MFK ) »
# mkdir /opt/autorun/share
£R8 (k) EENARMRSEE.
.
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19.1 CBH LHIBE N F1E

NRAFERICBHARSZAR, FidEERVEINER, AJLIBEBEENREE. BEX
SRAEHRETLURINAYIEAIR ( Action ) 155%E CBHILFIR R RIS o

BRIEATSHFA TR A CZE B E X RE:
o AW MERIEZBENRE: THRTEREEE, RUNCIRESIEIRERRR
5. BF. BR. FMEEFRIBRE, JEIEMRE .

o JSONWMIEICZBEEMNRE: JLMEEERIBRIRG, RIEEAERRIERIEN
B, ALEEAEREERRSISONSIUIRIBRE

%@@UE%E%%%J’EZ BTN R . AENENEERIICBHLAB E X RIEHE
5l

CBH B7E X SREEHHI
o R IBNAPEENECBHELEIMIG . FHRCBHELAIRRA
i "Version": "1.1",
"Statement": [
{ "Effect": "Allow",
"Action": [

"cbh:instance:upgrade”,
"cbh:instance:alterSpec"
]
}
]
}

o 2 IEEAFERCBHLA]

EBEREERNESEMKIGER, SURELRMER. APHIE TR
th, —MERIRAYERRIIRERIFEALlowFIDeny, NEEDeny{£5ERN
WNRIFEBFAFPIES “CBH FullAccess” KRS, (EARAFEHAFIEE “CBH
FullAccess” FEMMERZEL2VAIBUR, ALl —RIELERE2YH
BENKE, AREBIE “CBH FullAccess” FIEMARIZIEFHAF, 1RIEDenylft
S'EJFELU , WA LA CBHEEFIMATIR Y ER=E 2 IMIFREIRIE . BB REE
A BlEnT:
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19 NRETE

"Version": "1.1",
"Statement": [

"Effect": "Deny",
"Action": [
"cbh:instance:reboot"
1
}
1
}

o RI3: BARAINERER

— P EEXRBERIUSS S MR, BIRT LSS NRSAERIN, iE
LIS SEMIRSAUENIR, TS SRIEMIRS URIRARSEENE, BIEZE
MBEARSZEZERRRS . SMENEDREFANT:

{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"cbh:instance:create"
1
h
{

"Effect™: "Allow",
"Action": [
"vpc:subnets:get"
]
I
{

"Effect™: "Allow",
"Action": [
"ecs:cloudServerFlavors:get"
]
}
]
}

19.2 CBH LA PR B2 32 AR I

SZIFHIRINIR

NBIEFEIHEFIRBII=E 2] ( Cloud Bastion Host, CBH ) IRSZHITHEMAISUR
B, SHLUERK—SHINERRS (Identity and Access Management, 1AM ) ,
MRLENZRSEREREENER, FRECEMIMNIAMAR, EaLIBNIAE
T, FEREFERCBHELFINEEINEE .

BANBRT, FHENAMBRREEUNR, BHEEEEINABRAE, FERPAER
FREGEAE, FaeERPEPRIBFRISHENAMIR, X—IEMIRN. &Y
&, BRHAILETEBRRY RS HITERIF.

PRRIERINAEEIER, DHMREBHREE. AELURSHNE, RIAMRIMHEMEY

—FARIE A B TARERBERE MAXBRAVHEAL Z RN LH] . SRESIRIEINEHE, AILUSH
FIEMEE. BRAISM, e ERISIREIMUINZEEIRTEK,

KBS RGRBEIEENRE, NMRAFRBRAHERNER, EERALISIES
EXKEE, FEISERPARTBE N RIS THRMINAEES .

o MUR: RITSIEBEIUR(F,
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19 NRETE

o IENIN: BENFEEPZIEFHIAction, FEBEEMNRIEFHIActionshE NN,

BT LASCHRANIRRS R AT BRINAE o

% 19-1 IAM3 AR

PR XIRZAPIEO IR IAMIGE | EMLIR
=

BEIHECSES | GET /v2/ cbh:instance:getEcs | v x
I {project_id}/cbs/ Quota

instance/ecs-quota
BE=E | GET 2/ cbhiinstance:getAv | v x
2MeJA | {project_id}/cbs/ ailableZones
X available-zone
BFE | POST Iv2/ cbhiinstance:login | v X
21 {project_id}/cbs/

instance/login
XA=E | POST v2/ cbhiinstance:stop | v X
2 {project_id}/cbs/

instance/stop
BER=E POST /v2/ cbh:instance:reboo | v X
2 {project_id}/cbs/ t

instance/reboot
FHR=E | POST fv2/ cbhiinstance:upgra | v X
2485 | {project_id}/cbs/ de
kA instance/upgrade
BEE | PUT v2/ cbh:instance:resetP | v x
HMadminF | {project_id}/cbs/ assword
P53 instance/password
Bii=& | POST /v2/ cbh:iinstance:start | v x
21 {project_id}/cbs/

instance/start
Ira=%8 | PUT /v2/ cbh:instance:alterS | v X
2448 | {project_id}/cbs/ pec

instance
BIEZ=E | POST /v2/ cbh:instance:create | v i
224 {project_id}/cbs/

instance
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PR XIRZAPIEE] BRI IAMIRE | {EykIR

4BTETKRE | @ POST /v2/ cbhiinstance:eipOp | v x
4BEIP {project_id}/cbs/ erate
instance/

{server_id}/eip/bind

e POST /v2/
{project_id}/cbs/
instance/
{server_id}/eip/
unbind

ZAEIEN | POST /v2/ cbh:agency:authori | v X
£4CBH {project_id}/cbs/agency/ | ze
authorization

HRA=E | GET /v2/ cbh:instance:list v X
24151F | {project_id}/cbs/

instance/list

tIiEL2 | PUT /v2/ cbh:instance:switch | v x
MERIRY | {project_id}/cbs/ InstanceVpc
EHIFAT | instance/vpc
=
BRER2 | GET /v2/ cbh:instance:loginl | v x
Hladminiz | {project_id}/cbs/ nstanceAdmin
wa instances/{server_id}/

admin-url
BB, | PUT /v2/ cbhiinstance:chang | v x
R2HL | {project_id}/cbs/ elnstanceType
ESis) instance/type
SREVERZ | GET /v2/ cbhiinstance:getO | x
MIREF= | {project_id}/cbs/ mUrl

iEHEHEE | instance/get-om-url

& 19-2 IAM5 ZIFROIZHUIR

PR ITRZAPHEO IR R BR IAM | 22k
B | mH

ByaEa GET /v2/ cbh:getEcsQu | ecs:cloudServ | v x

ECSHIEEC | {project_id}/cbs/ | ota erFlavors:get

EA9RPR . | instance/ecs-

quota

ByEE | GET /v2/ cbh:getQuota | - v x

2HNLBIES | {project_id}/cbs/

ERIRBR . | instance/quota
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PR XIRZAPIEC IR HRBUIBR IAM | &)k
mBe | H
ByEAE | GET /v2/ cbhiinstance:g | - v x
BHVIAESHY | {project_id}/cbs/ | etinstanceStat
BUR o instance/ us
{server_id}/status
IBFIREUE | GET /v2/ cbhiinstance:g | - v x
LHREFE | {project_id}/cbs/ | etOmUrl
EHEHEERY | instance/get-om-
R o url
S FIRENFE | GET /v2/ cbh::getAuthor | e iam:agenc | v x
FEREEZN | {project_id}/cbs/ | ization ies:listAge
IRSZZIERE | agency/ ncies
%%,%'\ESW authorization e iampermi
o ssions:list
RolesForA
gencyOnP
roject
ByEAE | GET /v2/ cbhiinstance:g | - v x
BHSLHIE | {project_id}/cbs/ | etlnstanceTags
ERORRE(S | instance/
BRIBSPR., | {resource_id}/
tags
B BEE | POST /v2/ cbhiinstance:st | - v x
241N {project_id}/cbs/ | artInstance
MR instance/start
BFRAE | POST /v2/ cbhiinstance:st | - Vi X
2419 {project_id}/cbs/ | oplnstance
PR instance/stop
BFERE | POST /v2/ cbh:instance:re | - v x
ZHAIN {project_id}/cbs/ | bootInstance
PR o instance/reboot
BFFHRE | POST /v2/ cbhiinstanceu | - Y x
L1189 {project_id}/cbs/ | pgradelnstanc
PR instance/upgrade | e
BFERE | POST /v2/ cbh:instance:ro | - Y x
29 {project_id}/cbs/ | llbackinstance
PR o instance/rollback
EFLAUAM | POST /v2/ cbh:instance:lo | - i X
BREFEE | {project_id}/cbs/ | gininstance
289X instance/login
PR o
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BFEr 19 RS
PR XIRZAPIEEC IR HRBUSIBR IAM | {2l
e | InH
BPEEE | PUT /v2/ cbh:instance:re v x
2280 | {project_id}/cbs/ | setinstancePas
PR o instance/ sword
password
BERiIigE | PUT /v2/ cbhiinstance:s | vpcsubnets:g | v X
LML | {project_id}/cbs/ | witchinstanceV
HFAB =AY | instance/vpc pc
R -
IBFEER | PUT N2/ cbh:instance:re v %
2iNBFA | {project_id}/cbs/ | setinstancelog
AR o instance/login- inMethod
method
SMIBREL | DELETE /v2/ cbh:instance:d vi X
FEERZ2HAY | {project_id}/cbs/ | eletelnstance
R o instance
IBFTEE | PUT /v2/ cbh:instance:al v X
22HA9T {project_id}/cbs/ | terInstance
R o instance
IB¥EERE | POST /v2/ cbhiinstance:cr vpcquota |V v
22HA91 {project_id}/cbs/ | eatelnstance s:list
R o instance vpcisubne
ts:list
vpc:subne
ts:get
vpc:securit
yGroups:g
et
ecs:cloudS
erverFlavo
rs:get
By e | POST 2/ cbh:instance:bi eip:publicl | v X
M4BEEIPHY | {project_id}/cbs/ | ndInstanceEip ps:list
R . instance/ T
! . eip:publicl
{server_id}/eip/ .
bind ps:update
eip:publicl
ps:get
eip:publicl
ps:associa
telnstance
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FAFiERS 19 HURETE
BUR XTRZAPIEZO =R WREAN PR IAM | Bk
B | e
By e | POST v2/ cbh:instance:u eip:publicl | v x
HUERSBEIPHY | {project_id}/cbs/ | nbindInstanceE ps:list
R - instance/ ip N
{server_id}/eip/ S'SPJ:)L:};[;I
unbind ’
eip:publicl
ps:disasso
ciatelnsta
nce
BPEHE | PUT 2/ cbh:instance:u vpcports: | V X
2H1%24H | {project_id}/cbs/ | pdatelnstanceS update
HIHBR mstance./CI ecurityGroup vpessecurit
{servgr_l Y yGroups:li
security-groups st
e | POST /v2/ cbh:operateAu iam:agenc | v x
BUGEEZ2M, | {project_id}/cbs/ | thorization ies:listAge
IRSSZEAER | agency/ ncies
WHIRPR, | authorization iam:permi
ssions:list
RolesForA
gencyOnP
roject
iam:agenc
ies:create
Agency
iam:agenc
ies:delete
Agency
iam:permi
ssions:gra
ntRoleToA
gencyOnP
roject
iam:permi
ssions:rev
okeRoleFr
omAgenc
yOnProjec
t
BYBRPE | GET /v2/ cbh:instance:lo v x
REZ2H {project_id}/cbs/ | gininstanceAd
adminfz®#l | instances/ min
BHIBER. | {server_id}/
admin-url
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P15/ 19 NREE
PR XIRZAPIEC IR HRBUIBR IAM | &)k
mBe | H
BFEPE | PUT /Vv2/ cbhiinstance:ch |  vpc:quota |V x
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