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#ETFE
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=
1
H
H
- . i 123456789
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value * GARSHEEED, 1] 123456789

2018-09-08 10:58:03

[CIGKig send data to kafka success. [DeviceData{ reporiType=
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20180308T025803Z, hasMore=false }]

123456789
2018-09-08 10:58:03
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123456789
2018-09.08 10:58:03
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= 3 123456739
2018.09.08 10:58:03
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123456789
2018-09-08 11:02:00
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[servic STATUS, paras=""""
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2018-09-08 11:02:00
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RIS o
‘J“ME'J?g ¥E} zhaojinyong1536377412910
2018.00-08 11:30:21
RN SRS [CIGleig received message from device, ueld = 2hao™2910

Zhaojinyong 1536377412010
2018-00.08 11:30:21

[CIG]eig et plug-in success. { key

0830 2077035849¢784cb02623202830 588 Waterhlet

zhaojinyong1536377412810

2018-00.08 11:30:21

[CIG]cig decodes data success, DecodeReportDTO [identiier
=null, msgType=DEVICEREQ devicelnfo= ==+
hasMore=0.tag=null, data=List<DecodeDataDTO> is
[DecodeDataDTO [senviceld =Batery

serviceData="""" eveniTime=null 1

zhaojinyong1536377412910

= v
L Battery 2018-00-08 11:30:21

[CIGLig encode ack message success! encodeResult = [-66.
£ CHANGE_STATUS v 6.0

zhaojinyong1536377412910
value * A REICERD . 1 2018-00-08 11:30:21

[CIGeig is ready to response to ue. Ready to encode the
reponse o device, msgType - cloudRsp, input {identifiernull,
"request’"=*=*=" “errcode™0, "hasMore"

BEAFOR T

zhaojinyong1536377412910

2018-09-08 11:30:21

[CIGleig send data to kafka success, [DeviceData{ reporiType=
DATA, service= Battery, datas= (batteryLevel=1}, time=
20150808T033021Z, hasMore=Talse }]

zhaojinyong1536377412910

2018-09-08 11:30:21

[CIGlcig send ack message success. Response have beed
posted to device, response - [-86, -86, 0, 0]

zhaojinyong1536377412810
2018-09-08 11:30:21

[I0CMIiocm receives data from cig by kafia.
UpdateDeviceDatasDTOGW2CIoud [header=Header
[requestid=null, method=POST, timestamp=null hasMore =
false], body=Body [services=[DeviceServiceA [serviceld=Battery,
even(Time=20130808T0330212]]] templateld = ruleEnging

HE6 (£ MBI XBEATHS MR, £ iR XEEFRERERNGS (U
FoNHERIRGOABD AR T EERER” XA B WM G M H &

SaEE
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VAL 2 JF R

BeTE B =
i e 1 EOI0TES
@ RIFBEEEE o K BOIoTER Zhaolinyong 1536377412310
2= iR = 2012-09- 33:3¢

HiEE | BORE

BELE |
| ®eFE

I 3
[ 2

()=

callbackUrt
serviceld™:“Battery”,

HEAE SR

#3 E:{ “serviceld": "Battery", "method"”
"CHANGE_STATUS", "paras™ "{l'value\1}" }

e Battery

Ly CHANGE_STATUS
zhaojinyong 1536377412910

2013.00.08 11:33:39

ush command to kafl Platform get one
to CIG module

value * SARISEETERID . 1

attery
=], callbackUri="null’
a6f3542e32dd5a

BEA RN

zhaojinyong1536377412910
2018-09-08 11:33:39

sults, The platform handies
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®  “FRANRY FEELEST S N RERME—, W& WIMEL. mact.

®  “IRIERYINE " MRAE B AOSEPRIE DLEEAT IO B SRR AN I R B A
CoAP/UDPHM BRI G5 e FI0# M R B % CoAPS/DTLS P3N
PIELINT- &

HEETS R
o

“EEE

testdevice001

-

PO @R ING, BRI “BEAID” F “PSKEL” . WS 448 FHDTLS Pl B A
YIS, TE 2B RAFPSKAY .
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i ZE2E X

EREEESRET IRERERE  EEFNE , TRREE , NEs
BEESHMEARTS | ISHEREEEE (online ) RrRzECEATIAE
MNEFFE , BEsnILIBEEniEE. LITREENEEEE 850!

=EID
C2c3ffb2-f3f5-4811-Dd4e-5943ect4d575

PSKE ( ERDTLSHHUAIEZEREZpskEs . S 850! )
ceb85d32c2dab2b4acf0530096b172d

HR4 AR CERTYE, WS TEE VR RN RN A A

eEE Q +FEEERE  +FEElEE
#E  EEEE A0 R RS ] #E
| @ =4 testdevice001 e4bd6610-8065-47ef-a3b4-b4abd60ec53e WaterMeter01 WaterMeter01 WaterMeter I L iRz

® ERIIRT, LEFH IR, HEANRETEE, WUEEREER. L
B, W HE. et EER,

FEENEE > testdevice001

i T EuR i HE [hsan I
BEER bz
testdevice001 123456739
gEEID BERRE
e4bd5510-8055-47ef-a3b4-b4a0d50ec53e 123435739
ipEm I 1]
WaterhMeter e08ac2b770334%c784cb0ae23e0283c5
IssR e
Huawei CoAP
=
Shenzhen

® EBRINIERT, midrHrOUERA N WM, HENTS SRS

P BRI SIIIRM- &, JFEAT R B, 72 B BES XA 5
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iRk 2 It

ASIRE AEF
A F 551
.mei}iég 123456789
2018-09-08 10:58:03
SRR CIGlcig received message from device, ueld = 1289

123456789
2018-00.08 10:58:03
[CIG]eig cecades data success, DecodeReportDTO [identifier
=null, msgType=DEVICEREQ gdevicelnfo= ===,
hasMore=0.dtag=null data=Lst<DacodeDataDTO> is
[DecodeDataDTO [serviceld
seviceData="""""* eveniTime:

LR
2018-08-08 10:58:03

{batteryLevel=1}

123456789
2018-09-08 10:58:03

[CIGleig get plug-in success, {key

='608ac207703849¢ 784c D0ae2360283c5 &8 WaterMatert

123456780
2012-00.08 10:58:03
[CIG]eig is ready to response to ue. Ready 10 encode the
®e CHANGE STATUS v reponse to device, MsaType : cloudRsp, input {identifier”null
@ SRS TequUest” =" "arrcods™0, "hasMore”

£ Battery v

value * SNASEEEEE0 | 1) 123456789

2018-00.08 10:58:03

[CIGTcig send data to kafka success. [Dewce_ata( reuor\T,:e-
DATA, service= Batlery, datas= {batteryL
20180908T025803Z, hashore=false }]

123456789
2012-00-08 10:58:03

[CIGleig encode ack message success! encodeResult = [-86,
-86,0,0]

123456789

2018-00.08 10:58:03

[CIG]cig send ack message success, Response have beed
posted to device, response : [-86, -86, 0, 0]

123456789

2015-09.08 10:56:03

[loCMJiocm receives data from cig by kafka,
UpdateDeviceDatasDTOGW2Cloud [header=Header
[requestic=null, methed=POST, timestamp=nul, hasMore =
false], body=Body [services=[DeviceServiceA [serviceld=Battery
£yenTime=20180903TOPEANAZI templateld = nuisEnain

£ “BIREAES " XIEEAT Ar & N, AR I RERER” XA A YT & Ab
HE, RS EEERREI a4

itz

sty

.ﬂm&}uég 123456789

2018-09-08 11:02:00

[IOCMjioem starts to send command to cig by kafka using

immediate strategy. CommandContextiapplication=Application

SHE018-00-08 1:02:00 lid=503323aa1b59ec6a7f3ea4d, user=zhavinyong,
zhaojinyong, name=Quick_Star, createTime=2018-09

ime" "Sat Sep 05 11:02:00

GMT+08:00 2019", “requestid™: "¢ 16adD1b-0eg3-6fle- piPackage{common=or, home="null

4€33-844624112817_1184" “callbackUrt". null nulf, car="ul, nbiot="nulr}, lock=Talse, certificate=null,

‘expireTime" 0, "command’; { “serviceld": "Battery status=test, proxySenerAdcrList=nu,

“method": "CHANGE_STATUS", “paras™ "{\"value\"0}" null

i

SRR B

DataService

hist

| K BbodyfE8 { "serviceld™ "Battery
"CHANGE_STATUS", "paras™ "{I'valuel

. N hasMore=false, callbackUri="nulr,
BE Battery v | BETR commandDTO=CommandDTO [serviceld=Battery,
— method=CHANGE_STATUS, paras="""""], expireTime=0,
Pos CHANGE STATUS v ® munEsE maxRetransmit=null, deviceld="7f2*"6863", resuitCode=null:
123456789
value * A BSEEECSEID 1) 2018-09.08 11:02:00
{loCMicem push command to kafka, Platiorm get ane
0 command, the command will be posted to CIG module.
command: PostCommandDTOCloud2Cig,

command=CommandDTG [serviceld=Battery,
method=CHANGE_STATUS, paras=""*"*"], callbackUri=nul’
commandid="T1e5010639a54345b0392d558 2d 1a7ef
maxRetransmit=null};

123456789
2018-09-08 11:02:00

[CIGlcig receive command from kafka,
PostCommandDTOCiaud2Cig{comma
[serviceld=Battery, metho
callbackUri="ul', timeout:
maxRetransmit=null, commandid="T1e5"*a7ef}

123456789

2015-09.08 11:02:00
[CIG]cig generate payload success. null

ommandDTO

123456789
018:09:08 11:02:00

® ERRINIERT, midrHrCIER AN MR, R RS
B BRI &, JFEAT 4R B, #E “ToT Platform” XA A
R55daE s RS R, /£ “THEIRER” XIEEEWERM-F 5L HE.
K B AR 55 SR N BV T &, IR T e Tk, £ “IoT Platform” X4sA1E
WA BE ML TROGER, £ “HEMRER” XIREFWRMF & L8 H E.
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HERE
P
& WAESHE 123456788
18-09-08 11
smEeE

123456789
2013-09-08 11:09:11
[cI¢ in success.

123456189

2018-09.08 11:09:11 123456789
: 2018-09.08 14:09:11
MELR o i
@ EEISE
paTE 123456789

;23455789 . 2018-09-08 11:09:11

123456789

il

R

BRI &
S AR T > REHEY L SE MBS

HR2 RGN ORISR EW I, R R0 .

MRS

WaterMeter01
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HR3 EL A CERDYE, BT EE VER . RN RN A A

eEyE Q +FIEESAE  + EEREE
W& BEER BEID FifEra FRES Framsesl =3
| @ FEE  WaterMeter01INBSImulator 8d4a5fes-8e66-4419-8bd7-6a7d37 5060 WaterMeter1 VaterMeterD1 iater | BT RN ik

® {ERAIIRT, EFEHOIEN B,
B, & HE. EadEEE.

FEEEE > WaterMeterO1NE Simulator

|ﬁ§ﬁ% [shEiR EEHE [shasS
EEER
WaterheterD1NBSimulator
=D

3d4aifee-3e66-4419-0bd7-6a7d37c Sdbce

iaEEm

‘WaterhMeter

sk
Huawei
=

Shenzhen

® ERZIIRT, sidvHOIERA R M,

BEN B S A

WA B VER . DSt

SUHS

zhaajinyong1536376702276

RETRE

zhaojinyong1536376702276

&
e8ac2b770334%c784ch0ae23e0233c5

R
CoAP

BEN 7 b R S

FE R AR X3 AT N EE R E TSONEE (LA a3t il iy
B, i CRIET, AE RIS Y XIEE B EARAEER, R R

B XIEEYRM T 6 AL H H &

BsTR
BRFERE e ©IoTFL
=R
23 Bl T
— B HRLE |
| #SRE
FIRs
o EEEE
=T

BuEAE

Bs Battery v
= CHANGE _STATUS v

value* AMSEECEED, 1]

BEA TR

=]

FE“ MLIREUAS X IHEAT A &

TR, T“ﬁ%&ﬂ%”EﬁﬁE%%ﬂ%n

THERE EF

zhaojinyong1536377412910
2018.09.08 11:30:21
[CIGlcig received message from device. eld = zhao™**2810

zhaojinyong1536377412910
2018-09-08 11:30:21

zhaojinyong1536377412940
2018-09-08 11:30:21

[CIGleig encode ack message success! encodeResult = [-86,
86,00

zhacjinyong1536377412910

ue, Ready to encode the

zhaojinyong1536377412910
2018-09.08 11:30:21
{ reporType=

zhaojinyong1536377412810
2018-09-08 11:30:21

2Zhaojinyong1536377412910
2018-09.08 11:30:21

4
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iRk

2 JF R

o R

235 el
E3

EEE018-00-08 11:32:43

AEEBEE{ time". "Sat Sep 08 11:32:43
GMT+08:00 2018", “requestid™ “fcfb519b-0d58-c6b3-

ec7c-e19e50ae0632_4376", “callbackUrt™: null
“expireTime": 0, "command". { “senviceld": “Batery”,
‘method": "CHANGE_STATUS", "paras’ "[Ivalue\":1}"
1t

{ "senviceld": “Battery", “method”
‘CHANGE_STATUS", "paras”: "(I'value\"1}"}
BE Battery v
L3 CHANGE_STATUS v
value * S AFTEESCEEID

1

BEsE | BOEN
-

2018-08-08 11:30:21

BN REEER

R

EF

zhaojinyong1536377412910
2018-00.08 11:33:30
[1oCHjiocm starts to send command to cig by kafka using
mmediate strategy. CommandCentext{application=Application
lid=sba22aaa1b59echaTidleatd, user=zhavinyong,
subUser=zhaojinyong, name=Quick_Start, createTime=2018-09-
03709:49:30.696+05:00, description=null, indust
2piPackage=ApiPackage{common=ron', home="null,
[medical=nult, car="nuir, nblot=nulr}, lock="alse, certificate=nul
status=test, proxyServeradarList=nul,

nfig=n

g=null
service Config=ServiceConfig [dataService=DataService
[historyDataExpirationTime=7], mailService=MailService

e s el )}
ull, ipWhiteListRequestinfo=r
£ deviceData=null
commandName="nulr, serviceld=nulr, timeout=0.
hasMore=false, callbackUri="nulr,
commandDTO=CommandDTO [serviceld=Battery
method=CHANGE_STATUS, paras="""**"], expireTim
maxRetransmit=null, deviceld="ecd1**

zhaojinyong1536377412910

2018-09.08 11:33:39

[l0CMJiocm push command to kafka, Platform get one
[command, the command will be posted to CIG module.
[command: PastCommandDTOCloud2Cia{
command=CommandDTO [serviceld=Battery.
[method=CHANGE_STATUS, paras="""""], callbackUri="null",
command|d="9636859009b34cida6354ae3M2dd5a"
maxRetransmit="nul’y;

zhaojinyong1536377412910
2018.09.08 11:33:39

[C1G]cig receive command from kafka
[PostCommandDTOC loud: j{command=Comman o
[servicelc=Batiery, methad=CHs \TUS, paras==++],
callbackUri=nul, timeout=D, expireTime=null

9 ‘dd5a’

1536377412010
2018-09-08 11:33:
[CiGIcia handies the command resuits. The platform handies
Jthe command resuits, the

commandld=065685:

3dcidgabias4ae 32dd5a, the mid=2

jtne 16Df5-11c

423b-b393 e deT156520. the

® ERRINERF, mdrHr G R AR CRMINI 7, R RIS .

E “BA B K, TSRS EISONSR (WAt bR
€ “10T Platform” DBUAINIFI M6 88 204 H0HR R 1025

B, middy “KRIE”

R, A HERE” XEEEDRMT 5L H &,

(O NBIgE S

B s | aseu
2018-09-08 11:39:27

0001

app-debugger.south-equipment. commandSend
2018-09-08 11:39:27

AAAADODD

o RIFBRSS RS

mETE

M--------4

oT Platform

BiEEl | SRR

HERE

zhaojinyong1536377948894
2018-09-08 11:39:27

[IOCMJioem report data to application but callbackurl is
null, ServiceData s ready to be pushed to app server.
but callbackUrl is null.the nofify Type is
deviceDataChanged, the appld
VWIBRyB_ZHNFTLSW2UWSFx2G.I8a

zhaojinyong1536377948894

2018-09.08 11:39:27

[I0CMJiocm report data to application but callbackurl is
null. ServiceData is ready to be pushed to app server,
but callbackUr is null. the notify Type is
deviceDataChanged, the appid
VWIERYS_ZHNFTLSW2UWSFX2GJi8a

Zhaojinyong1536377943804
2018-09.08 11:39:27
[CIGlcig received message from device. el

nag* 3804

zhaojinyong1536377945894
2018-09-08 11:39:27
[CIG]cig decodes data success,

CodeReportDTO [identifier
devicelno= """
st<DecodeDataDTO> is
[DecodeDataDTO [serviceld =Battery,

serviceData=""""" eventTime=null, ]}

haojinyong1536377948804
2018-09.08 11:39:27

[CIGleig get plug-in suscess. { key
='808ac2b77035496784cb036 23602830588 WaterMetert

haojinyong1536377948804

2018-09.08 11:39:27

[CIGleig send data o kafka success. [DeviceDataf reportType=
DATA, service= Battery, datas= {batteryLevel=1}, time=
20130908T033827Z. hasMore=false }|

7948884

2018-09.08 11:39:27

[IOCMJiocm receives cata from cig by kafka,
UpdateDeviceDatasDTOGW2Cioud [Neader=Header
Irequestid=null, method=POST, imestamp=null.hasMore =
false], body=Body [services=[DeviceSarviceA [serviceld=Battery,
eventTime=20180908T033927Z]]] templateld = ruleEngine

Zhaojinyong1536377948894
2018-09-08 11:39:27
[1OCMJiocm find out there is no command in the queue.

triggered by kafka topic "CIG.DEVICE V1. Data ruleEngine”
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Zhaojinyong1536652327728
9

EREEE

BEFE

29 loT Platform

wiEEN | BOmEE

zhaojinyong1536652327728
2

maxRetransmit=null, deviceld=

haojinyong1536652327728
2018-09-11 16:12:59

ma;

t="nul};

zhaojinyong1536652327728
2018-09-11 16:12:59
LCIGIig tacelve command ok
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Zhaojinyong1536377948894
2018-00-08 11:39:27
[CICTcig received message from device. Ueld = 2hac™<ga94

Do

. zhaojinyong 1536377948804

2018, 3:0; 113827 2018-00-08 11:39:27

o [CIGTcig decodes gata success, DecodeReportDTO [identiier

=null, msgType=DEVICEREQ devicelnfo= 77,

hasMore=0.dtag=null, data=List<DecodeDataDTO> is

loT Platform [DecodeDataDTO [serviceld =Battery
senviceData=""""*" eveniTime=null

app-debugger south-equipment commandSend
2018-09-08 11:39:27
AAAADD00

s zhaojinyong 1536377948894
HURSL | WERE 2018-00-08 11:39:27

[CIGeig get plug-in success, { key
=08ac207703849¢784cb0a62380283C5 88 Waterhlets

znammyonm535377948994
2018-09-08 11:
[OGMJoem report dala to application but calloackurl is
null. ServiceData is ready fo be pushed to app server,
but callbackUr is nul. the noifyType is
deviceDataChanged, the appld
I6Ry6_ZHNFTLSW2UWSFx2GJI2a

zhaojinyong1536377948394
2018-00-08 11:39:27

[CICTcig send data to
DATA, servict

success. [DeviceDatal reportType=
i 1}, time=

zhaojinyong1536377948394

2018-00.08 11:39:27

[IOCMJiocm receives data from ¢ig by Kafka,
UpdateDeviceDatasDTOGW2Cloud [header=Header
[requestid=null. method=POST, timestamp=null hasMore =
false], body=Body [services=[DeviceServiceA [serviceld=Battery
even{Time=20180908T033027Z]l]] templateld = ruleEngine

/0ng1536377948894
2015.00.08 11:30:27

[IOCMjiocm report data to application but callbackur is
null. ServiceData is ready to be pushed 10 app server,
but callbackUrl is nul. the notfy Type is
deviceDataChanged, the appid
VWIERyS_ZHNFTLSW2UWSFX2GJIza

zhaojinyong1536377948894

2018-09-08 11:39:27

[I0CMiiocm find out there is no command in the queue.
triggered by kafia topic "CIG.DEVICE V1.Data.ruleEngine”

o P R 55 s AT iy N AR, AE “ B AREINER T KA I Bl ar & (BLEN
BERSROAED B ERER” Eﬁ%ﬁ%ﬂ%ﬂ%‘*kﬁﬁ,m

B GEF

7y X =, £23
(o) NBREEIRR & WHESE zhaojinyong 1536652327728

2018.09-11 16:12:50

[IOCM]iocm starts to send command to cig by
immediate strategy, CommandContext{applicatios
li¢=6083233a1b58etEa7I03ea4d, user=2naojinyong
subUSer=zhaojinyong, name=Quic
08T09:43:30.698+08:00, descriptio

pomss | SeEK

app-debugger south-equipment commandSend
2018-09-11 04:13:00

01000200

app-debugger south-equipment commandsend
2018-09-11 03:53:52

01000100

ulr, car="null, nblot="nuir}, lock=Talse, certificate=nul,
est, proxyServerAddrList=null,

TimeConfig=nul,
serviceCanfig-ServiceConfig [dataService-DataSenice
InistoryDataExpirationTime=7), mailService=MaiService

BEEN | RS

subSenvce=n, accessType=nul iphieListRecuesiino=nul,
**J182, test=false], deviceData=nul
zhaojinyong1536652327728 cummandr\amﬂ- null, serviceld="ulr, timeout=0,

2018-09-11 16:13:00 hasMore=false, calloackUrl="nul’

I6CMfiocm notify application about command status commandDTO=CommandDTO [serviceld- Ea“gr,
change, but the callbackurl is null! method=CHANGE_STATUS, paras=""***"], expireTime=0
UpdateCommandNotifyDTOCIoud2NA maxRetransmit=null, devic 623444326, vssu\' ‘ode="null}

[deviceld=e6237***32c6, commandid=8650°"e68f,
result=CommandResultForDevice Ihaojinyong 1536652327728
[resultCode=! ERED, resultDetail="]] 20180911 16:12:50

[I0CMJiocm push command to kafka, Platform get one

iR LR command, the command will be posted to CIG module
"""" command: PostComMandDTOCIoUA2Cig,
4o o command=CommandDTO [serviceld=Battery
BoTH method=CHANGE _STATUS, paras=""""] callbackUri="nu"

045531c814:
maxRetransmit=nul;

zhaojinyong1536652327728
2018-09-11 16:12:59
\CIEleig teveive command Fom kafk:

"
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