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FullAccess KRS
{

"Version": "1.1",
"Statement": [
{
"Action": [

Wkokok 1l

1,
"Effect": "Allow"
}
1
}

IAM ReadOnlyAccess REEAS
{

"Version": "1.1",
"Statement": [
{

"Action": [
"iam:*.get*",
"iam:*list*",
"iam:*:check*"

]I

"Effect": "Allow"

}
1
}

Security Administrator GBS
{

"Statement": [

"Action": [
"ilam:agencies:*",
"jam:credentials:*",
"ilam:groups:*",
"iam:identityProviders:*",
"lam:mfa:*",
"ilam:permissions:*",
"ilam:projects:*",
"ilam:quotas:*",
"jam:roles:*",
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"iam:users:*",
"iam:securitypolicies:*"

1,
"Effect": "Allow"
}

]
}

Agent Operator RS
{

"Version": "1.0",
"Statement": [
{
"Action": [
"iam:tokens:assume"

"Effect": "Allow"
}
1
}

Tenant Guest BEHE
{

"Version": "1.1",
"Statement™: [
{

"Action": [
"obs:*:.get*",
"obs:*list*",
"obs:*:head*"

"’Effect": "Allow"

b
{
"Condition": {
"StringNotEqualsignoreCase": {
"g:ServiceName": [
"iam"
]
}
h
"Action": [
"**get*”,
e list,
"**head*"

"Effect": "Allow"
}
1
}

Tenant Administrator B8R

"Version": "1.1",
"Statement": [

"Action": [
"ObSZ*Z*"

1,
"Effect": "Allow"
b
{

"Condition": {
"StringNotEqualsignoreCase": {
"g:ServiceName": [

kR 01 (2024-04-15) WRAERE © HERRARBIRAT

15



H—BDINIE

FRFERE 1 @&
"iam"
]
}

B

heton L

J"Effect": "Allow"

}
]
}

1.6 LR SIRH

IAMARRIFEF# . BPAENEEIRENRE, HP “‘BEIFEL dirxr V7 19,
RZIRFIATLUER . UIRZRIR ﬁ@ﬂ%ﬁ%lilﬁiﬂxm , ISR LARRIEY A
g, BirsiEiEsl: (IAMARFER ) rY “BREE E15.

PR#EISZE | BREIIN PRE&IE AXIFES

<H|]]

AR IAMEB %L 50

RRENFHE | 32

x

FFEIIARIAR | 10
EES

x

BFPatEAE | 2 X
248 ( AK/SK )

FAFAT4BERIEIL | 1 X
MFAIZ &

— P ARETFEI | 500 Vv
I B eI 4B ERIA R
H (BIERERR
FBEX R )

R4 FAFZE%] 20 Vv

RFERFFTE | 128 X

— P AFPEFER | WS TRIAMABRE X
INRYFFEL

— " EBFPHEETF 200 J
IAMIR B AT 48 ERY
MR (BIERS
*%B)Eﬂ] BHENXE
i

— 1M HEREETFE | 500 Vv
VIR E AT4BERYAR
PR (BIERFAN
PRFNEE X REE )

InH IS 10 v

kR 01 (2024-04-15) WRIERE © HERRARBIRAT



H—BDINIE

BFfEr 1 F=aEN
PRI PRI FREIE BEHER
REE REEZIRAERTEL | 128 X
HEMNKEE | BENRIENE 200 v

FIFE 6144 X

Statement 8NN R X

Action 100N /Statement Action#§ | x
4|

Resource 101™/Statement Resource | x
#4H

Condition 101 /statement Condition | x
#¢H

it F1EH 50 i
ZIEBMIFERGEL | 64 X
— I"E5EaI48ERY | 200 J
BIRE ( BIERS
RFIEEN R
B )

S | = 10 v
AR 64 X
WSHMESHIE | 10 v
HESRYBRETFAN 2
%

M A4hRAS 01 (2024-04-15) WRINERE © LA ARBIRAE] 17



Bi—BHINE
AFisE 2 MR

2.1 NIJBUWAMEE
ISAT LB AN 7 HE
o N AESIEIAMAR
o WIWEIFTWIREEREECIZERFA
e WM HAP4EIEIR
o WAV RTEIFEIAMAR
o FEIZENIAMABRIIUER=RSZS TS

HURSS
BRRCEHEKS, BOEREKS, BEHTER.
Rl

ARBE—HKAZTWUTTRIIANE], REPE=ERERN. BTHEARTZR—E!
2. PERXEFEASERR, ARFENARTEESAILIMKS, MEALTNEER
EM—IKS, ERXPMKS FEIZIAMBRHSERR, AEBIEZNAMBRS RS

RERIARMER.

ANUIARENERIAMEIZBRRAFERG], BENERETHE, I INEERIAMSE
PiBRSSURAYECE o

ARTANRER

o RETENIPARUNRZREIERFP (XIME2-1589 “admin” ) , #1741
Rofc, RERESE. B REiEIamesflAlice,

o RAEFEANTMILAIFLZEZBA (WNE2-1089 “FHEAARE” ) . FARRZEE
CharlieflJackson .

o  MFABIBAFFA LI UL TUHASUNLERN ( XIRE2-199 “MiX AR
H” ) ., BIARkRBE)acksonFlEmily, ErlacksonERt A& RNR, FEit
HHBERIOAN “FEARA” & “MIARE” , LASBIERERAAPENR
PR

SCRGREA 01 (2024-04-15) IS © ERRAGIRAT 18



H—BDINIE

)il 2 BRIENI]
2-1 FFEEEE
=)
admin FEARE MA A RE
James Alice Charlie Jackson Jackson Emily
ART)I SR
o adminBEBAFTATARMIRSE, FEERIAMIRS .
o FHRARBEMILFIRIIETR, FEERRERIRSEE (ECS) | BRI
(ELB) . EHFAB= (VPC) . XRBHUERE (RDS) . =iE# (EVS) AR
SIFERSS (OBS) .
o M AREZLEMULAITIRERERENIN, FEEAMAMEEIE (APM)
FRFEERE

ARBNEERERIMIKSERZRSEFEE, S “FRARA” & ‘WA
RB” , FERPAEEN. BELEESN: S8 IZAPEFEN
ARBRIEIE RS =M EREEFIAFRIB R EZIAMAR, FriLfthfi JERHEEIZRIA
FERZRSTE. BELRBEEN: £R2: QBIAMARPHER.

2.2 R 1: QIERBPEFHEIN

ARBRIEIAS SEIRE (admin) . ARARBIIMKARE. BFRRAKARET
adminfl, ATABKSHERFEINERREENR, RLARTRIBEAIFEEIAM
BB AEARBNRNEARABRIE

SCRGREA 01 (2024-04-15) IS © ERRAGIRAT 19



H—BDINIE

FFiEE 2 HRIEATT
A4S

$B ANTRERERRGE, FHEE “G—SHAIRS” .

BB EH—SHANTRS, ZNSHEET, B “BRE” > “lRARE” |

$W3 F “OQRARE” BE, B\ CERESHR , B “RE’ , SREFEE,

Sl RIREEAIEEINTE, 2 RARE” .

-

£8P 4R1EIY

ANBNAEANREEFEBIN=IRS HECS. RDS. ELB. VPC, EVSFIOBS, EEH
“FEARA” BFXANRSHEEIBIR . X ARBEEHARIRSAPM, T2
B KA RA” BFRIRSHISIR . TRAFEANENE, BRAESIEBERATLL
FRXLERIRS . IFEEEME=RESNESHIR, B2N: PURE.

B HEFRBR .

HEREAMRINER . Hep “1EFSEE" mizRSAMIERNSMERE . TN
BRRSS, MREENTXGRREFIRERE, WREREZINEFER.

X 2-1 FFENR

)z2) =E 4| FERIIRS FriE X1 IRERENAE
FEANRH ECS e BXIGIMIE | ECS Admin
fthX1a;
RDS fr2BXIiG/MIE | RDS Admin
fthX1a;
ELB (R BXIFIMIE | ELB Admin
fthXig;
VPC R BXIEIMIE | VPC Administrator
fthX1a;
EVS bR BXIgIMIE | EVS Admin
fthXig
OBS =BHX1E OBS Buckets
Viewer
i A RH CES e BXigsE CES Administrator
fthX1g;

£|2 ERPASIERF, RERERFE “FRARA” , AURY “#1R7
$I3 IREXERIMEAIR .

1. HzFR1TH, FROBSH, HERSZHEMBRMKSS . AEHERTAFANER
RSIPR, BE “T—27

2. IEEECEEARRN ‘KEMB” , FEREENNKEINE, 8% “wmE” .

NH5hRZA 01 (2024-04-15)

WRIERE © HERRAREBIRAT

20



Bi—BHINE
AFisE 2 BRI

;EE%EEE ; FRARBNEERIIXEEHDR, HEEEXESERRE
PR o

TB4 REEBERSIINR
1. AEFERFHFPENEBEIRSIR “OBS Buckets Viewer” , B “T—

i
v o

2. IEFIENCCREBEER ‘“2BIRE7 , BE ‘“BE”
ZB5 2EF2-5095%, 44 MK ARA” 15F “CES Administrator” FIRIR .

R

23 £ 2: 8lE IAM AIRPHER
E—"ETERRAFPENEE, AORBERARTEREEMIIKS, LREMRE!
ZIAMBRFHIMANBFERIRIE, EEMIHREIRIANBFIIERS, JLRYERS
RS FaFERBIREENAIRIR.
Bl 1AM 3R
B ER—SMANERS, ZNSMERS, BF ‘AR > ‘AR .

$E2 BREEANSE. & QAR FREES ‘AFPERT M “HiEs” o ERE
ZZTEF, JLURE AR #TitESIRE, SXESTLIE10MEF.

MR

o FAFRILUERAMSENAFE . Bt FINSES—MAABERTRSFE

o SAFTICEEN, HJLABILISERIEREEFIBTEERE, WRAFIRESIELrE
FHSHE, RechEEREEZE.

*2-2 BPER

BFER A8

BFRZ WiE, IAMARPERERSZFEHAERE, 1AL “James”
“Alice” Jaffl,

mR{e ittt “CENFEBY” EIR “EXNEBERMNLE” IWIE, EIREAMEEE,
IAM B F4BERRREBLE, s{EREREIE, BoJHIAMABARES
H4iE .

FN=S EEH, IAMAPRPEENFNS, rAERSAMBRIEREIE, Be]
HIAMARBECYE.

A EE, ICRIAMAFEXER,

SMEREHAID EiH, 1AM SSOERRBXMAFRBERERTD, SHRISLFIAMAR
XHERY, I BESAFRISIIDE.

JAMAFECEIAM SSOXBIEXFB AR RERAY, “SMEEH
ID” JESHE ( FBI1281MFF ) -

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 21



H—BRINIE

PSR 2 BIENI]
o fRiZHIN: AIAMAFERIBOZHESEE, SZIFAFEIZAPI. CLI. SDKERE
TEIFE=RS
o EIRIZFIAIIE: NAMAREEEN, IFHAPERESEEISHNERS
(1 #5488

MRAVARRESREERHABERRS, EsastSEEREsanE, &
R,

DRI REREIRIRS , RIS, SRS
EO
MRIAVMAFBEERHEBIENRRSTINEE (BOAPIER) , EHasTikE
WA, FUENTE.
MBIAMFIFEREA RS, BEALUSHAKIESTEN (HAVMBREA ) |
I R RIERRE A, SNSRI fILIAM
AIFERH AR SIRTE COMES RSIRTE, BBEHREETSNE
iE,

& 2-3 e EFIEEBFERIRIP

e

FIERBSERR | 77

el BRI T HARBIZRIFRE PRI ER

(AK/SK) o
— P BRPRSAERLIEER.

BEX BEXARER, FitERFEXERNECETEEEY
3,

MREZAPIERER, EiEEFZ5H, REBC
HNEFREN, BEFIRERERNEEER.

Bai%Erk | REBMERIAMAFRIERER, IZ<HFRIT T
excellZZCAIZIS 4 . EIDXHRMERF,, BPER
IZERBER .

RfECIZ SR RFEER .

BERER | RREUMGAREERIEEGHAR, AREREHE
RhRE FIREER.

WRIEAZAFRYERERE, EEFZAE, RITEA
FRPRIEBHEUEFNFNL, AP BT —R IS
RSB TFE, BITREER. ZHETRABY

B2F
(ES7

B FAEERFFE, IAMBRERE, BRTESRREBA
RiF (¥ | BRSMERS (FREMHKIE) , EREEESRGIE
=) TEBANIGIEY ( $XSMHIGIE ) , ZIER—MRE
ii’é, BWFFRERRF, SIXBMINETLUESKSE
ERLUsEET FL. mRfE. EPAMFARITERIGIE .

= BliEserkla, WEABERKRF, 521 BAFiER>IAM
BP>B&5ZAMARER.

NH5hRZA 01 (2024-04-15)

WRAERE © HERRARBIRAT 22



B—BHINE
et 2 BRI

£|3 85 ‘T2, BEFPIMAZRBPA (7iE) .
o BRFIARFA, BFBEERFAINNIR, X—IERNERFEN.

o UWNFHOUEFAIAAAE, TJRE “CIEAFAR” , HERPEIIRIEA (7
&) , BlEAINERIRSAFINARIFEIZRIBFAY

MR

“admin” ARFRERMAAFE, BEEEEARUNAERRSZREIHEENIR. ARTIA
REAPANNXREESN: BE2-1,

B4 BE “T—%7 , IAMAPGETHK, BRPIIEXTERIFCIZENAMABR ., 1R “iaid
AR ERT ‘“RiEHD7 BR2 BEEESIEPEREIEAA%T “HaE” , aIfE
I IRE FEGHIEZSA .

$I5 SELF1-EBANTGE, I Charlie. JacksonFIEmily, FHANAIIRAIFFA .,

R

IAM FIPER

BERHEED, ARTIERA “A-Company” FIKSHEIFE T & James. Alice,
Charlie. JacksonFIEmilyRIIAMAR . TRIAMBEFEIZES, AREEERFERKS
Z. IAMBRERBZHEMNMNNRT, XERTHILERECHBERENRS
BihE=RSFES

B AERTE, PEER AN IAMARER” , & “IAMARER” T, BA “IK
S8BT . “HARA/ME” M “ERT .

W BE CBR , BRERETFA.
.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 23



H—BDINIE
FFisr 3 FFisEm

3 P15

3.1 {EEFERIRME

IAM BY(ERAXISR
IAMBS{E TSR NSRS

o KS: WKSELMERMERS, 8EIAM,

3 ?dmin%PéﬂﬂFE’\JﬁHP: IAMBGAFFHadmindh AR, AILAERRERSS, &
HIAM

o IBFT “Security Administrator” A RRIAAF: BERZAERIBEFHIAMEIE
5, AJLAERIAM,

s
WSERFENEE, MERBENEREES2EHNIR, JLULEMEZRRS
IAM FHF

REEREIAMPRIENAER, IAMBRHLUERKSE. IAMARZHIEBRERR
4, FRIESNIRERFREKSFHIRR. IAMAEEERER, IAMARPISIRIIZRIRBRT
BISH—=H .

KE5 1AM BPRIXER
KSSIAMAFEILIEIEAIRFRR, WSHERBHNRIRERTEEHINR.

:FAMﬁHPEE%iEEﬁUE, PIREEERSE, SEROLAMIHERSEREEIAMAFRY
PR

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 24



H—BDINIE
FFisr 3 FFiEm

3-1 ISH0 IAM BBFRIXER

AMARF1 IAMRAIF2 IAMAF3

R4

RFAEZNREFIRIG/NRN, ERTLMERRBPERAIAMABRRN . FOAMBRT,
FEZIIAMBRIREHINR, F2HEMABRAR, HEBFAREN, BRAY
IR FISASAEPENIR . #1E, IAMBARPHATUE RN = RS HITIRIE

“admin” NREMAFE, BERAERRSTRRRENUR. SAFINANZBRE
&, BRIULRFRERMERRR, SFRENMURTEIZRAFERAR. 2R
AR EERRS.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 25



H—BDINIE
FFisrm 3 FFiEm

3-2 fF4A

E
Ul

o 2 A
SR EHEN NG k|

AFHE
PR
IAMFRE T ZRFAVERLIR, GINEERNIR. REUR, SR EERIXLAR
fR. FUAERT, EEREZRIAMBRIREHINR. FEFEMABRAE, 45
RPAERTRIBNHAE, FaESAPETRIBFRIEMNAMIR, X—IEMRI0R
o #iNE, BPHAILETHRIEFRINRS =ARSZHITERIF
o AR IAMEIRMII—FMRIER PRI T(FEREEE XA PRATER EZH . 1%
MBILARSS 9RIE , RUBIRAIRSEXACATEN . ATSRSZEFEL
SHHAR, BIEEBAPETHAEH, JRFEE—FEFRBNEMAE, 78
IEff5ERIlSS . ABHARERHERFXIRBMUENIER, TixEREIEId
PR/ IMURIREEEER,
o RER: IAMEFTIRMAI—FMARIEIZINAYEES], FILUGHAZIEAIRSAVRIE. &
RUARIEREMNS, BETRBAENE—FENRIEAIENG, EBSHERI
MRV ZEEIRTE R, FIa0: FHIIECSHRSS, EIEREEEIEHIAMAR{X
BE R —R RS =R RHTIEEREIERRF
3.2 IAM A

3.2.1 8l IAM B

IREREER, EoRSFEUETSHRR, IUIEERRSH. cEE. &
BIRSHE, CEBRRRRSRECWPFEANRISENRRERER, ATERD
EEEE’\JNK%&‘TEE, ZRILMERIAMRI R SR8, LR TENAREREIZIAMA

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 26



H—BDINIE
FFisrm 3 FFiEr

BANBRT, FEIENAMARSEEHUNR, SEIFENER TR, SBEN
NBFE, FERFEZIN, BFRETIRPEREAERAEIMNR. IAMAFEEXR
PRE, IAMAFHAILAE TR = IRSEHITIRIE

“admin” NIREMAFAE, BERMAERRSTFEIRENR. BRAFMANiZBRE
&, BRAULRERERMERRSER, SFRENMURTEIZRAFERAR. 24
RFENR. EEBREF.
MARIY:

NRMFFFHEFCIRZRZABF, WEEEFHEN.

BMELPR
£H1 BEEIEFIAMIZHIE
$B2 EANSHERS, ®F “BR” , 2EALE50 “QIZBAF7 &
I3 7 “CIEAF” TELE ‘BPERT . IE—XEIEZS EF, JLEE “HRinA
7 #THELE, BXRSRIE101MEF,
*3-1 BFRER
¥ ik
FBFR& BEX, Fa5kS. IkSHEMAMBRES.

mREE | BENX, AUSKS. SKSHEMIAMARES .. IRTIAMABRS
PIIE. EEEG,

FHS BEX, AAIS5KS. KSHEMAMABRESE. TEFIAMARS
PIGIE. EEED.

SMEREHD | IAM SSOREUEXF AR B RERT, SSRISHAIAMARER, &
ID WBSREFISHIDE,

HAMAFEEEFSAMLIMYBIEISEDIAIERS, “IMBEMID” B
RS E ( FEBT128NFEF ) o

SBA mFE pEBRT .

£ 3-2iHEAE
wmas i5EH
hEvalle] SIEAFIEITAPI, CLl. SDKERFATEHIFO=RS .

EIEEHE | MFAPEREERNSNARRS . WAHEIEEE “B8” Sk,
L)

SIS EFE EIEE

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 27



H—BDINIE

e 3 P
% 3-3 RESELY
S 185
hiEEEsR SRS R A KR035
AK/SK) o
— B RSAER MR,
TR | EE | AENEPEE, FERRPE SRS EEEETE.
X | mpeemPnEmst, BNEEELsR, REACHES
%, BARDSEASRIEREE.
HE | RESEERAMBFIEREE, SRRERF A Fexcel
ERE | BB, BEBXHRMARS, BRERERER.
{RAEQIEESE A FIFRHER.
R | REBH A RIEERERARS, BREREHaHeR
B2 | 2.
W2 | mReTLmPEEEE, BRI, REHABRL
B | aHEAEN, BRBE R — RS R RS T
&, BTRETE. HEEIRNEH.

xR 3-4EEEN

SE | R | HESE EGHE | BIEIT

el | imiE DoE=y R

aih

1]

D | FE | TASHER, s | 0

% a

i@ Dk | TAEHER, HwIRIHE | iR

pray]

G | A | EEEEREERESONEE (25 | HEmE | 560

ik APIEKR ) o

%k | Dk | EEERHARIESTEE (MAMER | HiEEE | SEmE
BN . MEEE | A
Flan: FINAMABRIESSIGER=E | 78
FECOMIRS OB EIRITE, EEE
AR TS I

$6 HF “BRFEIP RE. (NHIARAEEREHSBEN, TUFS.
o FHARERFF (EEF) : FRERFIFE, IAMARERE, KRTEERTEE
ANRRFEZMZERS (BREMEIE) , EREAESRIERNEBANIRIED (5
—RBRIGIE) , ZWRER—MREXE, BNFRERRFIF, SRSMHIAIER

LiREZEM,

SOOI EIT F . BRFE. EHIMFARITE R,

NH5hRZA 01 (2024-04-15)

WRAERE © HERRARBIRAT

28



H—BDINIE
FFisr 3 FFiEm

o AFRE: BIEmME, MFEARERRFR, B2H: BRFEF

$£B|7 BE ‘T2, (Ik) aGEMARNBRA, BRAFMAZIBFSE. IIABFRAE
&, BRBEERFERNIR.

(MR

o WMIFCIEIAIAFAE, FIRE “CIZAFA” , IBRTAHAIEZAFE, AFSIMAZH
BIERIAFEH.
o MRZAFEEER, AILUSAFIMARIABFA “admin” &,
o — T AF&EZSHLIERIAI0TERA,
$IR8 BE “SIZAFT , IAMARtlEE, BRYIRPERIHEZEIAMABR.
o UNR “S>EIEXRE” Wik “IHAEA” , SIELRE FOAEER,
o MR “S>EIERE” Wik “BHE>BmEMNT , FJELCRE FHEE.

-

[REERIF

o UWRBTEIETCIEIAMBRE, RESEINTTRFAE, fFrelZiNAMBR
BHURR, SERULIEIAMIZHSAEIS TR, 185, FFRIARIEN
PREAKSHIIEIRSER. 1£552%3.2.2 [IAMAREIL,

o IAMAPHERARSEKWSHERTHAAFE, FEESMK3.2.3 IAMEBERES.
3.2.2 £2 1AM FAPS#Y

MREEXECRIAMBRE, REBENMNMHITBFE, #FEIZNIAMARREE
PR, SERATLEIAMIZFIGAER TR &ZiXfE, BFEIARIENIRERK

SHN=RS SR
EJRSPRE

—MRAPETFEWIRETSEIIRE (SERGURMEENLHE ) LIRA5001
BAEDER

SR EERERIAMIZFIS .
$2 EEXREAPYIERTD, BEHEAF, AR ‘B0 .

H$IR3 ERINTE, EEENG VIR

. i&ﬁﬁﬁiﬁﬁﬁpéﬁﬂg%%: BIAMBFIIANRFE, BRSREFmERPAENEE
SR

E “AORPTIERFERRE  BAEAREEMANBREA,
o EERAAFER (EATHRUVREER) | BERAEIAMARETFRRSR.

wiE “HEERGRAPEN , BAGREERFEFINR, FREREA TS ‘T
—£7 , B\ “IERECEE RE, SE3RETHIRE.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 29



H—BDINIE

FFisr 3 FFiEm
AR
o WMBRBIAMAFIARARFA “admin” , WAMABARAEESR, FJLERRSHT
E=IRME.

. iiﬁ\ﬁﬁ):'ﬂﬂ)\gﬁ\ﬁﬁlﬂéﬁﬂj, LEARFRERBZRAFEIR, BEZS M RAFPENRNE

<o

o FRIBEERIAMEBRNRIRSNRRER, B3N PURE.
o WMREFETRIWERE, BAERIAMINE, HEEERF,

S|4 (NG REE “WRFMERAPAERNREE” , THRATIEER) £ “RESIMEIN
SBE” I, EEFEENAMBFERNEWIE .

L|S B “BE” , THRIAMARER.

BINGERE, EERIULE “NIREE-ZINEE RHEEE. E5ZIAMAFIIR
I}EO

-

3.2.3 IAM BR&S

SEEREZAMARE, XTMHENAMARTUEREREFEES . EFHABEES
WERM “IAMBRER” , URIAMEFISIRMY “IAMBRESRE"

BEFHiE1: ERERREH
$IB1 EEZNBIENME, BEEITHN “IAMBRPRER” |, & “IAMARER” 1Tm, @
ANKS2, IAMBRPE/HEFEF %R .
o WKSZ: IAMBFIBIIKS . IIRAFEKSS, BaSERIKEL

o |IAMAFE/HFE: FEIAMBIZABFEY, BARIAMARZ/HE. NRAFHERF
BRADREN, BOoEERIKRE.

o FE: IAMAFHIZERS,
TE2 B2 ‘BR, THER.
AR
o WRBIBAMAAN, IAMEFEEMNETREAE, WAMBRRESHTLUR, Faext

SRSHTIRE, SEBFREERSE3.3.1 SIZAFEFHEINGN3.3.2 BFHEFIN/ERA
PEEIAMBFIERL,

o WMREIBIAMARFE, IAMAFIIATEUABFA “admin” , MIAMBRAEER, LA
B TRSITESIRE.

R

BRBE2: 1AM BFREEHEE
S ERERSERRNEBERE, RERNGREZIHE, HERERED
F. FRAVBPEEBESRN, RASOMRIAPNKSE, BPNEEES
FAPEMED, HEAPREESR.

$H1 EEREAMEHNS, 8% “AMBARERIEE" , FRBEERXSERF.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 30



H—BRINIE

FIFiET 3 T
S FIFTERSEERITITE AL, A RS N fD (B, S B
2, BB,
-

ER75i% 3: {#/ USB KEY &EF
HNEMRTUBEUSE KEY, TILABITIARER, FIEE2M: USB KEY,

$£IB1 EEZNBINME, BEEITHR “USB KEYER” , BALRIUSB KEY, 7£ “USB
KEYER" @, &% &, iIFBEREFEMAPING,

SE BE CBR, SHER.
R

3.2.4 EEEEN IAM AFERE

BIEREIAMARYIERG, BEAFS, EZREHAaMN ‘22RE” , AILIEER
EAMBRIEREE . FIBAREHE. 2IRE, AEESMIIMERICR.

EERBHEREAGNLN ¢ ©l, , JLUMERRFYIRRETRINE, BR&. K&, B

EREOARTINE . HiERE: Ed. RE—REREYE. UIZEE, HEn. &
FIIEAN. MFA (AT ) « BIRERRHS. HEERIRE. SMEBHID.

BEXER

REEIAMBRIIERNER, FREENIKSHIERNER . AR, AFID. eI
RIEIZISEER, THEN.

o AT EAMARFRPRE, IAMRAFRPRSEOANER, NRF2EFILERZ

IAMAF, RAILUSIAMRFRIIRSIRES “2R7 . FRE, RIAMARBLEE
SE—HBRPA=KSTE, SEEEESSHIMRELD.

o IHIEEIL: EeiamAFRIIBIESER .
MERLY:

o ESEWITHER, EXHaE:
o WMRBIAMAFPNEEREEIEHAHO=RS, ENHAERERREIAN
ia, SRR NRE,
° ﬁuiéMﬁPaﬁﬁééﬁﬁiﬁﬁﬁﬂﬁ%, ENGHOANERERERE, EIEEE
a4 .
o MRIAMBFEEFERERIEAREBLNNEIE (SFHAPIER ) , BiAEA
EIRRIEAIN, ENrEEEIAE,
o  WMRIAMBRERIS=RSET, EEFEEEFHIAKEIRANZA (HIAMABRE
AN, BiIGHEAE SR EELIOFIS IR &6, SR NZIEFNE0EE
A, BIANAMBRPEEHSFER=HIETECOMRSCIERIETE, TEETh
AR TRDIGIE
o MNRLFIAMAFRBIER AfRESOsRES DSBS ST, BiEREh
AIRERFIAMABRPTEBORRS , BEBEEK.
e imiA: BXRIAMARFIIEAEE

o IMREDID: IAM SSOEREMEXFAFRRERT, SSHRISHAAMARZE
A9, I BEERBFRISSIDE.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 31



H—BDINIE

FBFigfE 3 FFi5E
FrigAF4
FriEBPEAZXRTRAFREZISER, BiZEXIAMARIATRERFAERTLUES RN
PR, MNFEXNBREAERAFANIR, 52l 3.3.4 EETEXARH.
REERAMBFRIFFERRFAE, WSETFEABFA “admin” , REEEX,
o BF “NMIANFABPAH” , 7 ‘BEERPAH’ 1iEEFEEMANEFRE, — N ERF
AN 221 EPE, BFRFIMABRAR, BERFPEFRENIR,
o HFIAMEAFFTERFAGMN “Bik” , 8F ‘&7 , BHE+PEPA, B
PEABIEEZEPANER.
ZEIRE
SERULIZTEEXAMARNZREZRINLRSE . BREIE. BFRFEIPGO%E
B, IAMBRPIIEEXBCHFNS.. fpEmit. EIIMFAIRSE, 52%3.7.1 £¥2i8
BfhA
o ZARANERSE, REHMENMNAMARHNZERRINERS, FREXKSHIZEE
MBS
- (EXEFPBYFEY. BpABLL,
(MARITY::|
EXIAMBPEREFN SHEMHEI AT SWS . EftIAMBRES .
- EIMFAIRS: LAFREEELMFAIRS ., EZEXZESINELURMFAL
NB, FFEEN: 3.9 SETAIESEIRIMFA,
- USB KEY: £5IAMBF4BETAREBUSB KEY
o EFREIL: EBRNAMBFHNERZER, ¥EE2R: 3.2.6 ERIAMBRER,
o EZRFF: BRAMARPHNEREIEST, SIFEIMMFA. FHLFIHME
EFFRIPERRAFPESITHEN, RTYEESNEBNBRINER (5—R5
MINIE) , BREERE “BFRIWIE" WEMAIES ( BRBMIGIE ) , ZIhEE
BIAKA
) ;El‘:ﬂfﬁ\%}%: SRIAMARREOZESE, FEESR: 3.2.7 EBIAMAFIHNE
H o
ENCHE

EERIUUERNMIRAMBFERERINIR . T ELZIAMAFIRIR, ESEA
RRAP4H,

WFEBWRS FEAEREINCR, 55%: 344 BERINCR.
(0 %8R

MPRESICE, BRRZIAMBRATERFAEIIR, ZAFATREIAMARABRBIZIN
R, BERERE.

HEZLIAM AFER

IAMSZFHILEIEIAMB RS . IR CFISGIE S T, 122050, LUERIAMA
FREAAI, =Rt EESAMBRERIIGE.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 32



H—BDINIE
FFisrm 3 FFiEr

£E1 BEANAMEHS, FEMNSHEEE “BR” ’E.
$|2 FRHPYIRS, DEFRELIBR . AikThE, RPERPIIRLEEGR “RE”
L3 EEREFEEINAMABRENE, LUESIAMBRIRERMI, &R RKE” .

$R4 EFELAMARERENBIFRE, EEERIAMARUEE “EB7 , BRIAMAR
Wik “BA” .

[0 #88
EHEAP R GRS GRIEER, SREEERNAF TSR,
SH|S BE ‘HE” , BEAMBREE.
$He BE “HN” , STRPMEIAMAFIRSAYEN

3.2.5 fifi® IAM FHP

A E&E
EEERRIAMAR, BREZIAMBRELEES, ZARPNIAMARRA. IAMZE
3. pa%E. RERBIAMBREREHE SHRERTRE

o FHIEZEMFNIAFRRSEHEMIRSSIASRERER, EXEME, BNTER"E
A"1gE, R SiasiThkMELEMER . IFEMHERIAMAR, E2EZEXE
2, #tEEHEESEHERSIAMABRER

o WBBAMARPNENBRARE, B2K: BPERIN/BREF

BELR
SE HENAMBHE, EEUSHISEE “BPR” 1%,

£ %EE—EEEHHUB%’E;EIAM}%PET%{’E?UEQ “‘WER” , FRETRIREFIESR, BE
‘B, WBRELIN.

R

HLEMIES 1AM BB
ST SHNAMIBEIS, HEAMNSHEEE “BP” 75,
S0 EAPYIES, DEEEMRMERN. GEsRE, REEPSIELEAN ‘BT .
$I3 wEhpE ‘27, SRFMSIAMBRRE.
R

3.2.6 1824 IAM FPZ5E5

MRAMABRFGIE T ERER, FRIRAHEIMFitisEFI, JLUREEREIAM
hEEE,

SEREIAMARSIES, BHEANY “BRRE’ |, 7 “RLRE" 18, BF
“BRE-SRTN” ANNL | EEAMBRIBE S,

SZHERRAN 01 (2024-04-15) WRIERE © HERRAREBIRAT 33



H—BDINIE
FFisr 3 FFiEm

MR
o IAMIZHIIZSIREINNE, ERTEERBEAMAFNES.
o IAMAFTLEEMERREEHECHED. .

o BEUmMMELNRE: MPETHGTR—XEEHEEREN AN, BT
3.

. Eg&EEJZ: ARG EMEMRENER, SIBRAFINENUIATEFBHERRES
AR,

o BEX: BEERBEXAFIER, FRHEZEEAIEERAF.

3.2.7 &1& IAM HPi50%4E

H181Z2$HBIAK/SK ( Access Key ID/Secret Access Key ) , 2FiEIHATE (API,
CLl, SDK) FO=IRSZFERBMEIE, FREERITHE . RRBIAKGREGEA
FHS%, BIdSKHTERWIE, BEIIEEZETLRFRERINZELE. TE#HE
FEREBDHIEME.

MRAMARAREEREF S, AEEFERHOZFPEREHUZREELENERT, T
LHEEREIAMAPE ﬁlAMﬁﬁPESi}il‘@u’é@Ho

?EEEEIAM%P?U%EP, BFEAMNR “Z2RE” , MENERRBFIVEEE
Ho

0 #a8
o IVEXFRFEFARERIZEIL DA, Ea]LACIZIGIHHIAEILE (IRETAK/SKED
SecuritityToken )

o IAMIZIHRY “R2IRE” IhRE, ERTEEREEIAMBRANLAER. ARAIEIEFHE]
LIEESaESR, RNESIEERTHRERFEILUEREHENERT, BITEELEE
%HO

o KSHIAMABFRIBZEEHERRIRISHEIE, BIKSHIAMABFXEEERECBIIER
EHITAPLEF o

o FRIEIFIOIZEAFH TH
a. BFE “IEinaEE” .
2 ¥ A8
BTAPRSTLIRAB2MEAZEE, BREINXA . ATKSZ2, BNEERE
LR ERIBEEA,
b. EHFBIREFIF, NEERFWALIEBLZERS,
¢ BFE ‘BT’ , £RHTEIBDZERE, BipaEBiRMLsEF .
o MIBRIFITIZESA

a. B HIRRT .
b. EHFEEFEEFRIF, NWEERFWMARIERIES.,
C. %E “E [ o

o EH. =EIpIOEH
FEIZROLIDERRANCRRE, MHFEMLHaERE, SRNT:
a. & “piIER” mEH, ER2EANHIERGNEE ‘S8

b. ?FF‘? SIERIF, WEBAWIELSED, ARRE ‘R , {*ﬁﬁlﬁllﬂﬁ.
Ho

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 34



H—BDINIE
FFisrm 3 FFiEm

BRBEERLRASEREMN, B5FULLSER.

3.3 FHFHMNIRIR
3.3.1 SIZHFPHFFEN

EERAULCIERFA, HERFARTFRIENAE, AEBBRFPIARFE, #5
FRPEFRIBFIRISHENAIR . IAMIRE T SRSAITERBIR, FIINEERNR.
AR, SERUIUERERXERFNREAPERN, #a, BRHMIUE
FHIR =ARSHITIRIE . iFIEESM3.2.2 [IAMAFIEN . IEBEERE=RSH
REPIR, B2N: PPRE.

AU

EOIZMAFER, ENEERIRN TR TRE:

o THRIURMERESRS%.

o FIEHRAIAMBINSIRSNRS R, E2E: TRE.
BIZERFA

TB1 SEREZIAMEFSE.

£IR2 Eg—%fﬁiﬁﬁﬂﬁ%, ENSHMERT, &F “BAPA” T8, BFA LB ‘e
FFAE” .

$I3 & “CIEAPAR” FE, WA “BAPAERR .
$R4 BE “tRE’ , APECIESTE, BPASNRPETRIHCIZNBFE,
AR

BERSTLISIE0MNAEFE, NRIpRFEMTEHREWNSZFEFE, EILIHET Kikca, B
FIEEBESN: MRS KEH? o

R

LR

TEBRNERTERFEFIENIR . IFEBRIUR, 520 3.3.5 BIRHAFAN
PR

S8 ERPESIERD, BEIEZAFEAMR ‘B .

$R2 TRPEERERBERNET, aGFERTFAFRAIR. 8F “T—27 .
WRRARB B EENER, JLUIBHNRIIREG LAY ‘IR SZAENX
SRER, FAIEHCEIRERETHEANNIRES, BEXRBENRSERISAT B
Hh7e. 1¥1EIES%E3.4.5.1 BEETE RS,

SR|3 EEDIRAERTEE . RASIREGMERAIREE, BiEFECEELE, ETH
FRPEFESEISIERTE, R1AAMBHIREEICEERZ.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 35



H—BRINIE
FFisrm

3 FFiEr

£ 3-5 BIEEAE

QY ES

HERiA

PrERIR

BEE, IAMBRPELURENRRERWSHEERIR, SEERIWIRE .
XEINENEBREZER,

wFEEEWINE, IAMAFELURIERRERIZEWINE FRITIR .
FFEEIWIRNE k.

MREERFBEINIRE , BASHFETEIWIREREN, THEWIRE
i52%: (GBWSERFED) .

EFEEXIHINE, IAMAFETLURIERBRERIZ KSR FRIRIR .
RIERFRSEES ‘X" , B AERIREBEES 2[R
IR, RRAEMEERRSTURMNIERCERBENMERIR, AiErIXE
IR B SRR E RSB A E XA .

IAMBRFALUIRIESIRER2EIRS . £BRSZHEHNAX SYIEX
o, HNEBERESE, FEEYIMXE, INTREFERS (0BS) |
ABEDAEMLEE (CDN) &,

WMRIGREREER “2BKRsS" , BaidiREiRESIBERIRSIY
R, REBMSMBESERIERCEIRENAEHEIR, QAEiIEBEIRSI
FREERSEEIN AEBERSE .

SEA BE “HAE" , STRAPERN.

R

3.3.2 FHRFEFIN/BEAR

BERCEZAFERENE, BAFPIMABFRAYS, ERFESHAFENR, ST
FRFRIEN . SERRIRAFEARRINSEBRAR, RESTHAFINIRESE.

FRFEFRINAR

£} EESTERPAESRS, RERENBPE, fii ‘FRARE” , AR “BFPAE

g

$E2 & “TEAR” PEEEENMIZERFPARIAR.
$|3 BE “HE” , TRAFEN.

e

RPFERIRRF

SR SIEREAPAESERS, REHENBAPE, il ‘FRARAE” , AR “BPE

BE”

£ £ ‘BEAF” F, REAPSRENIMRERR, BE “HBE” , THBIRAR

-

NH5hRZA 01 (2024-04-15)

WRAERE © HERRARBIRAT 36



H—BDINIE
FFism 3 FFiEm

3.3.3 bR
IR

LIEEEMISARE, EEEUTRIE:
ST HNAMEHIG, EENSHEEE FBPE” TE.
$W2 ERPEFIETS, SRAPEEN0 W
U3 AR 27, WREHRPE.

R

REEMPREFHE
LEEB RIS SRR, BEEUTRE:
SE ENAMEHIE, EENSHESEE ARE” 1E.
S DEBENRAOERE, BhEFEIE SN BB .
3 FERET, HE R, MREPE.
e

3.3.4 BEESEXARA

BERFARER

EEEEEH%P%H?U%EP, PERAFEEMR v , TLEERFENERSE. SR
gﬁﬁ):lo

IZ AP ZEER
ERILUGENBRAFE, & “FINcR” REEFNENAFEELBERMIR,
(D %8R
o EXNAFENIR, BIWzAFEATRERFINIR, SEREREEF.
o TXENFAEERAFHadminAINIR
1. BEAPANER, i “FRARAE” , HNBFRAFERE, & “#c
R’ NEEERFHEREIIR.
BEF2EIRAMAT “MER” .
FEWARES, 28 ‘27, MRIRENR.
BE “ERER” REFRY ‘B , HASRAPARNRTE,
ERNNEEEYNAIR . (FREE, BE “HE” , STRAFERRIEN.
BE IRET , PEEE “AFE-ENCRT TE, WMEERRFANIR.,

(R T EE A NG S
ERREMPESIET, RERAPEENN HE"  EXBPESTImA.

S e

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 37



H—BDINIE
FFisr 3 FFiEr

AR

MR ZAFESMELREESDRERNSNEEANG, ZBPABRRESENINSHIEHR
MR, BEERF.

B FAPEF AR
S EERERPESIET, BHRAPAGNN APEEE” .
W 7 CEEAR REERERNER.
SIS 7 AR R
.
(0 5488
RSEHEHRFA “admin” , REENHEHSBENER, FTeEStERERERIR .

3.3.5 BIRAFAENRE

BIESR
LEREBHRAPARIEMUR, BSELUTRE:
SE HNAMEBHE, EEMNSHEER “BPE” RE.
SB2 PEMPEEHR, HEABPEIFERE.
$H3 £ “EINCR” RET, DEBEBRURBGNN “HIR”
SWA EHETR, 2F 27, BREAPEUR.

TR

HLERIRRAP AR
LEFEBRAPERSMUR, ESEIUTRIE:
SE HNAMERS, EENSHIZEE AFPE” TE.
SR BEMFASR, HNBFEEERE.
S| 7 BIUER RET, IEBERIRIIR, PEAURIIZE L5H B
SR fERES, BE R, BIREFERR,

e

3.3.6 KB BRRNTE

AT RRSZFESRBZEFEWEREXR, MHRSFHIHEKRBMEMIRSRIAE
SSHINEE . EEERARTABERINEG, YTARKBUFEERTFHRMNAed2E
Mo RIEAFEMRBMAR, FHEEHITREURN

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 38



H—BDINIE
FFisr

3 FFiEm

BIFSR

+1%6

BEREFZIAMIZFIE,

ERFEYIERF, PHIERPEAAM “#17

TSR TIRNET, BRRENRIIRIERIETERFENAE,
EERE, RREENIEKTRE,

BEAFESIRTAN v , EEAEHKHTRXR.

0 “DNS Administrator” , FBEBRBHTFE “Depends” FE, TR RFEMKEIX
R, BFPHEET “DNS Administrator” fARY, TEEERNBREF “Tenant
Guest” 1 “VPC Administrator” fats, “DNS Administrator” A 82438,

PiE R, SRS,
R

3.4 NREE
3.4.1 S REFHES

U

PRSI EE

Rl R G RMG

AIANBRT, EERIZNAMABRKEEOUNR, FTRSEMANBREA, HEHEF
EIETFRIBNAE, FREESAAEAPIIBPREXNNAIIR, X—IEMRI9RN.
BIE, RPMALETHRIRFRINRIS AR5 HI TR

BRIB IR HIEE D N A IR .

o AR IAMEYIRMAI—FMRIER AV T(FEREEE AN RATAE L RN . 1%
MBILARRSS R, IRMARAIRSEXAEATEN. ATERSZFESRS
ZIEFEISEIAR, RILEARPETHAEN, AREE—FHRFRBAIED
e, AeEERTMILSS . ARHTERERFIBEUENNER, TiExE
EE USRIV R 2 EIEE R

o RER: IAMESTIRMAI—FMARIEIRINAYEES], HILUSHAZIEMFIRSAYSE. &
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{
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}
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}
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BER “Zone” MEEEE; “*7 NBEAT,
FRXIZone B REB AT LINITER B
E.
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BPiEfm 3 APPSR
28 ax =]
Effect: {E | EXActiondh | o Allow: RIFHIIT,
B ARENR 2 ) et =
N ,— D . N o
T M SRS
HE—PActionAEffectBEBAllow X B Deny
AT, BiEDeny{ft5chOEN,
Depends | catalog KA ERT | IRSETR. Blan: BASE. VPC,
: BiRSS
?;gﬂgm display_n | KEBIMES | MBS,
AR ame R o
BRAPEEF AR “DNS Administraor”
AEr, YWARRARZASKTINAE
“Tenant Guest” 1 “VPC
Administrator” , “DNS Administraor” 7
25,
THRESABIKIRIXR, 5% RE.

3.4.3 55B%

3.4.3.1 REEAS

SFAFEIEEERISRT, PERIERIEAY v , OJLIEERBIIFARS, LURRRE
“IAM ReadOnlyAccess” i,

{

"Version": "1.1",

"Statement": [

{

"Action": [
"lam:*:get*",
"lam:*:list*",
"ilam:*:check*"

]
}

]
}

3.4.3.2 RE&E;

"’Effect": "Allow"

THELIOBSHBEEX RIEAG, HBARIEANEX.

{

"Version": "1.1",

"Statement": [

"Effect": "Allow",

"Action": [
"obs:bucket:ListAlIMyBuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation"

]

"Condition": {
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FFisrm 3 FFiEm

"StringEndWithlIfExists": {
"g:UserName": [
"specialCharacter"
1
T
"Bool": {
"g:MFAPresent": [
"true"
1
}
1
"Resource": [
"obs:*:*:bucket:*"

]

}
]
}
RERLEHS
FREEHIBEIEVersion ( FER&ARAES ) FlStatement ( FBIEHUEESD ) FEPyD, Heb
Statement®]LAEZS, FRRARAIEEIR,
3-3 RE&EM
Version Effect
Action
Statement 1
Statement 2 > Resource
Statement ... Condition
REESH

REESHE B VersionfIStatement®ERD, THENMABRIESEIFMRIE ., TREIES
HE, EULURIBZSEEN R, 113.4.5.3 BENRIEFERES

3 3-7 FIRSHIRA

2 X =]

Version RESHIRRA 1.1: RERETREEAGAEEE .

1
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FFisr

3 FFiE’E
¥ =34 =]
Statemen | Effect: {E | EXActiondfJiE | e Allow: RIFHIT.
. B A3 >
E- ~ H 'I/E$EBEZEIIIﬁ'L£FH:L o Deny: FAFHAT.
ﬁﬁﬁ%ﬂ’ﬂ?ﬁ 170 -
BES HE—"PMActionfIEffectEBEBAllowN B
Denyft, &1&EDeny{ft5caIEN
Action: RIERUR - B RSB REEBIRET
IR BB R S, BhcfaS R

8.

B

"obs:bucket:ListAllMybuckets": &

TEAOBSHESIRIIE, HAobsk

AR$3, bucketyiBEZLEY,

ListAllMybuckets 9124

BRI LAEXINIARSS “APISE” &R

FEEH RS AR,

Condition | ESREEEMBNFE | BN “SHEBERA{EMERE: (£
D & %‘:1’—:& BIESERE | 4HE&EE2]Y .
=8 MREIRES R, FRGHEA

BEMERT, ZRIEA R

~fal:

"StringEndWithIfExists":

{"g:UserName":

["specialCharacter"]}: FRXAP

ENHIFFZ L "specialCharacter"

FEERiZ S statement R,

Resource: | ZREEPR{ERHYIE =R “BR35] region:domainld:&
HEER | R, REBLRRIRR” | RREEIRE

Ffrs*, BEAS*RTNE.

B

e "obs:**bucket:*": XRFFIEHY
OBSH& .

e "obs:**:0object:my-bucket/my-
object/*": F&xmy-bucketfEmy-
objectBR TRIFFIBEXIR.

o K(HE

FHEFTRRIBETRY Condition TTEFRIR(E. RIFERTEE, DHERHEM
EFARS SE
- =REFME (A% hg ) ERTHEIRE, AMEHBMERRME: B

ERFHRMEMEREFMER

IAM¥E B ENERENFFEM , 14

BRER&MHE: EENIEYD, cRBSIEFERUBABHER,
FEZ

n: BREE&HER
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" f!ﬁﬂé%%’z{%i: AEENIESR, IAMBEI RS IRFMHEEFFE
o

- RBHREEE (FIBARERES, Wobs: ) (NERTFXMNIRSHIRIE, 1B
B2 N =RBSAEFIEE.

= 3-8 BRERE&MHRE

LERMHE | X3 15488

g:CurrentTi | Ata] EWEEROERARTIE] . LA 1ISO 8601 #&XNER, I

me : 2012-11-11T723:59:59Z
g:DomainN | FFE | KSEIR

ame

g:MFAPrese | fiZRlE | RBFEAMFAZEZRINIES VKB Token
nt

g:MFAAge | B BEIIMFAZ R ZIMES TUIRENRY TokenAYE AT
ZFK T EFg:MFAPresent—ite{#

g:ProjectNa | ZfFs& | BB
me

g:ServiceNa | ZfFE8 | REBMR
me

%= | IAMARID
%R | IAMARZ

g:Userld

g:UserName

o ZHFF
BEFSEEE. SHE—EURTENSGHINES, HEREEHERZEG
B, SRESAREERL, FIEESN: BEF. SERFALUENGEE “IfExists” , &
TR NS REAN T BRGNS REIEREER, W
“StringEqualsifExists” FRIEREANSTHIERES T SHEIIFRIEEL
& 3-9 8/ (ZTRYZERF, MKRIEBIMEE, FXHKNE, )
TR il
StringEquals BEXRESFTEHE (KPANE)
EREFAETENHE (ROKNE)
ERESTREE

i

2
i

StringNotEquals

F | F | CE| K
&
b

2
i

StringEqualsigno
reCase

StringNotEqualsl | & IBREAEFTRMHE
gnoreCase

StringLike FRE BXREBSRMHE
StringNotLike FRE BREFABEEMHE
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3 PSR
EEA =il pizkilz
StringStartWith | & IERELFRMHEFL
StringEndWith FIE IEREURMHHESE
StringNotStartWi | & BERERURAEFL
th
StringNotEndWit | & IBRENARMHELEE
h
StringEqualsAny | 5 OEEESINERME, BRESEE—FHE
of HE (KPKNE)
StringNotEquals | 5 AREZNRME, BRESHERMEERT
AnyOf B (RHKNE)
StringEqualsigno | & & EEESIERME, BRESEE—FHE
reCaseAnyOf BE
StringNotEqualsl | & OJEESIMRME, BRESHERMHEET
gnoreCaseAnyOf [=
StringLikeAnyOf | {4 OEREESIMRME, BRESSEE— &N
=
StringNotLikeAn | & AREZNRME, BREFEEMERMHE
yOf
StringStartWithA | 5 AEEESIPRME, BRELMEE—FHE
nyOf FFk
StringEndWithAn | {4 O RESMRMHE, BREUMEE—IFRMHE
yOf 2R
StringNotStartWi | 5 AEESINRME, BREFUMEE—NFEH
thAnyOf BFk
StringNotEndWit | & JEEESINRME, BREFUMEE—NEH
hAnyOf BEERE
NumberEquals #HE BREFTERMHE
NumberNotEqua | & IEREAEFTRME
ls
NumberLessThan | ¥{& BERENTERHE
NumberLessThan | (& BRENTFHETEMHE
Equals
NumberGreaterT | #({& IERERTFEHE
han
NumberGreaterT | #({& IBREATFTHETEMHE
hanEquals
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FAFtER 3 FFiEm
EERF 5] 15288
NumberEqualsA | #{& ARESMEME, BRESEFE—IEHE
nyOf 183
NumberNotEqua | #{& EESINRME, BRESHBFRMHEET
[sAnyOf Ei
DateLessThan A8 BEXRERETFHRHE
Dalte LessThanEq | Bd/& BRERTHETRME
uals
DateGreaterThan | &) IEREETREE
DateGreaterThan | &) ERERETREFETHRGE
Equals
Bool mRE | BREFTRMHE
IpAddress | Pttt IBREERMHEFMIERIPIHBIEEEIR
NotlpAddress | Pt IBRENERHEFTMRERIPHIEEEIR
IsNullOrEmpty =E BEREANUIEEZFTEH
IsNull =E iIEREANul
IsNotNull =E IEREARSInull
3.4.3.3 SREE=EAMN
RPEARLIEERE, RERERFPHIETFRIHERERactionHTENFIM . £
AN DT :
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3-4 RFENEIEE]

E5HE

EREER © Deny

Usiperm - Allow kA EmEAlow

IREIDeny

FAF&EIBEIEK,

2. RATHPHEIEFIISRIRSIIRIBEKRIIMNAYaction, 5c3HDenyigs ., WNRL
EIJ— EHKIDenyiE<S, EHAIGIREIDenyRTE o

3. WERREKEIDenyigS, EFEBIHEBRATERINEDTAloWISS . IIRLEI—
PMlowiES, RFUIGIREIAIOWRTE

4. WMRHAZFIAlowWIES, RERENDeny, ENER

3.4.4 EERNICRE

WREFETELRIS FROPEERCCR, JLUEAN “NIREE-FINEE” M.
IAMBUREIEAEE2MRSHIMERINKR, XIFER ‘“RIEE" . “ARS/ARF
PH/FEE” . ‘WBARE” . ‘eWmB (EFEEWImE ) 7 “LpRHE Jid
BRI EEISEEIER.

o WMREEFEHEREIWIRE, ATLUERIAMIMEWE. W IRBERE, 23E
BIAMINB .. IIRBEANSIEKR.

o MREERFEEWINE, BENERAMITERE

IAM INEE]
FEIAMINEMET, EaLUEERIN M iERMEREYNEICR .
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3 FFiEm

TR RE

RERE: BURAIETR. RENRBIRALIEENRFR.

MFEEEENRARNICE, EFSRFEN “RIER” , MAISENRS

Z\, BENRAIRINICE . WREEMBRRSHRSTIR, 520 R

<o

BAFPE/EPHE/EEE: IAMABR., BFRA. ZEIER.
NEEEIBEIAMAR/AFH/ZEIEHIAMIRBIZNCS, EREREMN “BF
£7 . “FAPER T ‘87 , BABENNETR, EEEENCHE.
mEgl
EFIAMIRBENR, s/IMSIREMAEFEH, S8IAMIIENE EEIAMBFIENICRE
B, BERZIAMERERRENEIIES
%EIXEE: IAMIRB sk XIgZFR, EISCRAERTEE . EEIAMIMERENER, 1B
pri
- Z2BIRS: EEREEBRRSBENCR.
- FhEINE: BEEETHRERBENIENNER. EF “FrEIB” 81, N
IRXIFAEIMBEEN, SIELBERBFFAEME (8ERKEIENIRE ) .
-  IBERB: sEETRAXE . FIRBENEENICRE.
AR BEOTSREE, aLUSEAR .. BFPA. 63 W. IAMIERET,
AILUSIREMARERS “BREA” .« “BIET , NEREER ‘AR7 , HRERR
=,
®IWImE: tIIRBRIZIR. IREEAMBRUET, #F “‘tWmE” kil
TR, FHRMASWIRBEEIR, SamiigERIIRBENE .

FEERIVIREMET, STLASEIN MRS EENNRNICR .

REER: PURAIETR. RENRBIRATLIEBRFE.
MFEEREENRIENICR, BERLRFMS “RIKEZ” , MAISENRS
R, BEEZMIRAMEINCR . FEFEWINBSIFNRRSIR, B5H: &
WERHARERTH “IRSIIRILE” &5,
FRP&/RAPER/EES: IAMER. BPA. £IEHNER.
MEEEIEEAMABR/AFRENEIIRBFINCSE, ERLREMR ‘AP
27 . “APET’ , BIARBEYNETR, EEEEINCR.
AR

o EFHRIWMBEN, s/MENRMARAF, EEEWIRENE MEEAMARZEIICR

i, ERZIAMABRRERERFPAERCSE

WIRE : EWIRBAIETR, BURAERTEE . BEEEEWINBRURINC
F, EEREXESEEMGN ‘BUIRE” , BATWIRERR, EFETZEIIR
BHRIPTERINCR
FRRER: FIRGRER, FJLUREAR. BPE. F4E31.,
MAKE: IAMIMEZxXE, MREECWIREHET, ®F “mAKXKE" A
IS, FREFEEIE, BEIHREIAMIBERE

3.4.5 HEM KM
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3.4.5.1 BIEEBE N
B RGERTHEENER, SERTUNZREENER, FETLAPAETE
BN ST MBI, BEE N SRR BN .
EBTAMZI I TR AR B K
o THWWIE: BTATMAMELREENER, TETRISONEE, Bl
ESfEEaRsS . BE. SE. SHSEIRNE, JEMERER.

e JSONMIE]: EiTISONREBIZEEN RS, ALMEERRISRRG, RIBEERF
FERRBERIEAS; BALERERBENRSISONBRIRIERE

MR EBCE B E N R
FE1 BRIAMEHIE,
T2 EHR—SMINERS, ZNSMEES, EF “DUREESR e, BHA LA
“CUEEEENREE .
$I]3 WA REEEIR .
WA “REEERN” EEF TRAIE .
S5 T “REEND” TEERE.
1. HEF R sk “ERT
2. R “mRS .
(1] 588

- LS REERE—TIRSS, WFEERES P ERFZIIBENRE, BETHRILEFERES,
BE IR, SIS MIRSAIESIED; SiEFRISONMIERCE B E X RS

- BRI EERERNES 2 BRARSTIRARARS . IRFRERES
BRIRSTIRRRIRSHEE LR, SORRMREENEE, EFRNNRER/ME
BT
3. I BMET, RIEFERIEBNUR,
4. (FJh) EEREIESEE, Wik “BERRT ALBE ‘BURRREEE X
IBEREENIIRIR,
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3 APPSR
£ 3-10 BiEER
E it yial:ls
BEZXR | BFRIAMAPYSFERREIENBSR . ?ll]?x%IAMFﬁF'LlTestBucket
np%ﬁ;&ﬂ’]ﬁ*ﬁf’ PR, FEbucketigBENBIRRIBFIEE, K
IS : OBS:**:bucket:TestBucket*,
ﬁﬁﬂﬂ
- BEEER:
[ #2 ] OBS:**:bucket: #F5#H7
WFEEE, IAMBNERSERZEIE “obs:**bucket:” , BIIHEZIR
IBEEMRIRIRIERER, STIFEELAT . FIa0: obs**bucket*FR{FZOBS
o
- IBENgER:
[ #8= ] OBS:**.object: FSH/XIREH
JWFIRER, IAMBERIERZRIZRE12% “obs:**.object:” , EIHES
RINRETIEEEARORIRIRE, IF@ERT. HI40: obs**object:my-
bucket/my-object/*3&7=my-bucketifi Fmy-object BF FHHEEITR .
FrE&RE | EFRIAMBRFERERIENENR

(| ) ANFEG, BE

RIISEE | YEE CREHRT , MR EERT 18

RIS fFEEURSENAYE .

% 3-11 £43%

SHEWR | 2ERA

it FHEFRRKRIIETAY Condition TTEFARE. D AEBFEH
EIRSRE MR, SRREEHE (AI%hg: ) ERTHREIRE,
FEBEEW: ERREREY; RBSEFERE (FIRIRSY%E
5, flobs: ) (NEATFITMIRSENRIE, FIBES NN =IRSAY
BPFiERE.

EERT S48, KHE—RER, WREENEEHIMED.

=] S5&48. 285—EER, HEENEER I XEFN, T8
MIANKEFAE, MMREEOFREFINED .

x 3-12 £BRIEKRE Y

LR KHER | WA

g:CurrentTime | /a8 FEIEMUERAYATIE] . LA 1ISO 8601 #8TZE
a~, Bgn: 2012-11-11T723:59:597,

g:DomainNa | Z=F& MKSEFR,

me

g:MFAPresent | #a/R{E ERFERMFAZERINES U EAE Token
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FFigr 3 FF1ER
=RFEHE SR | B
g:MFAAge g3 (=] BidMFAZ EIZIAIETS TUEREN A TokenAY 28BS
K, ZEHFEEMg:MFAPresent—ie(E .
g:ProjectNam | 5= IRB &R,
e
g:ServiceNam | &R ARSZATR
e
g:Userld FiE IAMFIFID,
g:UserName | &= IAMEP .,
$W6 (ANk) £ “RISEES” EIFISONME], Sl E R ERICRIE B iEIR
JSONIEH], R LATE)SONYLEI PSS SRER B TIESL
AR
MRHELERNSONIBAFEAER, BLACEREE, TLIBTINEEBHNA SRR REE
BhH ‘BE” , BISONXHIREZIFRIELIRES .
$B,7 (ONE) MFRCIERSEZEENREE, BRE “FIR” ; LAECEERIRIEREG
iR “+7 , SR,
T8 WA “HRESHA” (ENE) .
L£H BE “ME” , BENKRCIESTMK.
FE10 BHOIENBENKBEFRFA, HEAPEATINAFRESEERE X RIETHIIIR.
(REELY:
SAPERFEEN KBS RARBIRE—, #IEESE: 3.3.1 IRFAHEN.
----455R
JSON MEFRE R E X R

T ZRIAMBEIE,
T2 EHE—BMINERS, ZNSRESS, ©F “SUREESHIR” 1E, Bha s

“BIEZBEMRE o

£E3 WA “REEWR .

$4
SIS

“RERECETSIL” 1 “JSONWE”
(ONi%) £ “HRIEAE" Xi%, 2F “NSEREEH” , FINiEE “EVS Admin”

1ERER .

(AR

LEAEETLARIRS R Z N IRSSRISRES, XLRIRAWERSBELN—, BEMEERERSZSHERE
KRS . MRFERRIHREEBRFTMERRINEEN R, BLIERREENRE, EF
RN ER/IMNERCEE

$],e BE “HBAE” .
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FTIT (BRERPHRIEEIUED .
o {ER (Effect) : #IF (Allow ) FN3EL ( Deny) o

o IPRE (Action) : EAZIRSBAPHENINZIZES “EHIR" FRAZE, FI0:
"evs:.volumes:create", SRSCINZAHKEIZIN

(11 e
BENKEMRAS (Version) EEN1.1, AalfEK.
T8  (mlik) WA “RESHA” .

£ BE ‘M’ 5, RRSEIRIIEL, WERIRERSIR, WEEMREEEIEMR
I0; WRR REBASEIRT , IBRBIEEIGEHITIEN .

FR10 BHIZNEENRERTHFA, #EAFRATNRFRESEENXRIEPIIR,

(10 5288
BRAPAEZFEEN RS RARBIRIE—, #EESE: 3.3.1 SIEAPEFEN.
-

3.4.5.2 1220 MIFREEMREE
RENEN BTSSRI LIRS E X S .

BB E XK
IEMEE Y EWEIR., MATIRE.
1. EESEAMBHAENSHEES, 2 “DUREE-RR" RE.
2. TEISEEMRIESINEE ‘G, REBRERDIEMOERSH, AR
BT,
3. ERIEEEEN CEREH M CEIEAT
L A ERE A N RS TSRS
5. B R SRIEK.

MR B e X ks
AR
HISRMBIE E M RIS ARF AR ST, R . BRixArEREErNEEE
BE, TR E R .
1. EEIFEAMERHSENSHERSD, E&F “IREESR” .
2. FEIEEREERORIESIREE WL .
3. B “HE” STHMRR.

3.4.5.3 BEN RE&HERES

AeEBRENR RS REE(ER

WRIBLIAMBRETFREMNRAIRESRES, fIa “FullAccess” , (BARFEIAMAR
BEENRSHIMUR, AIUIREHITRS . SBFUGIE—TBEENRE, FEEENR
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EAYEffectiRE AADeny, ARRBRSIIRNASZRBIIEE X RIEEIEFRF, R
JEDeny L5ERN, NIRNAIAMAFRT ZHITIRSS, LASEMEREIRS TG

HE.
VAT ERESEEGIRTR: ERIAMBPERREITRS .
{

"Version": "1.1",
"Statement": [

"Effect": "Deny",

"Action": [
Ilcts:*:*ll

1

}
]
}

(D) ieA
o Action/giEtUIR, ERXA: RSBZRIRELEELIRE,
"ctsr: RNIZEITRIFTEIRIE. HPctsHRSS; “*7 HBER, RRIFIBRIITRIR
ER LI TR EIRIE.
o Effect’I1EF, DenyZRIEH, AllowRR7IF,

LR IRS RSt RIS(ER

o MNRELBIAMAREFENIRSESHREE, F120 “BMS FullAccess” , {BRFHE
FIFEBMS FullAccessHHIEIERR £ EIRSS2SNR ( bms:servers:create ) , A
LIEIE—FtERActionfIBEX KREE, FERTENX RIERIEffectiRE ADeny, A
EERFEREBMS FullAccessHNBE M KIEREIHETFAF, 1RIEDenyL5/EN,
NEBFAI LAXIBMSHITIR T Ui R & B IRS 22 /MYFREIRIE .

PATRERRS SR ERIAMBFRIEEEERSE.
{

"Version": "1.1",
"Statement": [

"Effect": "Deny",
"Action": [

"bms:servers:create"
1

}
]

}

o NRIELBIAMAFIETF “OBS ReadOnlyAccess” R, {ERFLELDBEFREEE
TEOBSER (f5Ian, RELERAFELL “TestUser” FFLRIBEREELL
“TestBucket” dp 2 FFLEV4E ) , ATLABEIE—FBEN KR KISEIFENE
B, HEEENEKIEAIEfectiRE HDeny, AFHEOBS ReadOnlyAccessFIBEN
REEEIHEFHF . 1RIEDeny(L5c/EN, WAFTTLAIILL “TestBucket” @2 FF
SLZ MR ITEERE

;‘ﬂtﬁﬁﬁﬁﬁ{%%ﬁn—v B4 TestUsertp A LA P EETestBucketdp A LAY
Fo
{

"Version": "1.1",
"Statement": [

"Action": [
"obs:bucket:ListAllMybuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
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"obs:bucket:GetBucketLocation"
1
"Resource": [
"obs:**:bucket:TestBucket*"
1
"Condition": {
"StringStartWith": {
"g:UserName": [
"TestUser"

AR

SRXERD AR5 SHFRIRHRIZIN, BIUNOBS MRIFHEARSS; X FASIFRIRRAIRINAIIRSS ,
EEHENRBHESERREE, WEEIZMI.

EFABREN R
0
WA RNMERRSSREE, REEEENREE, SSMIAMARISERSEN .
o  LUITREEHEGIFRR: (NFIFIAMBRF{ERECS. EVS. VPC. ELB. AOM
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow"
"Action": [
"ecs:**",
"evsr!,
"vpcrrt,
"elb:**",
"aom:**"

]
}

o LITZREEHAIFRR: RIFSEIAMAR (LATestUserdas & Tk ) MIBRISEOBSXISR
( my-bucketf®my-object BR FRIFIEITR )
{

"Version": "1.1",
"Statement": [

{

"Action": [
"obs:object:DeleteObject"
1
"Resource": [
"obs:**:0bject:my-bucket/my-object/*"
1
"Condition": {
"StringStartWith": {
"g:UserName": [
"TestUser"

]
}

o LUITEREEHEAIFR: RIFIAMABFEERBRTECS. EVS. VPC. ELB, AOM., APM
SMIEMEEREIRSS -
{

"Version": "1.1",
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"Statement": [

{

}

3.5 InH

BMXFANN—PIRE, XTIMEBRRAME, AXEEPEXEENER (it
BRE., FHEIFEMMEEER) , DKSEABRAIBRTEN, IAMARELLIE
(K S Pz X ERITE SRR

NREHBHTENNSERIDIRES], TLEXEEOARNEFRIZFINE, HEF

IMEFRIERR, ARLUFRENBMARTEN, EE5AMBRXEELEEFIRE
PRRIR, SRR RSN

3-5 INEREER

EA LiHB
MEA1 TEA2 mEB1 IMEB.2
EiA EisB

(0 ¥
IAMIRE SRR AESETS
el EATE]
SE EAMERIERNAENSMERS, ®F ‘8" T8, BE “SI8mA" .

S 7 “FERE” FHAIETSRESCIZFIRENXE.
£B3 WA “TREEHR” .
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FFisrm 3 FFiEr

AR
o IMBEEMAVER: KEFUAMBZM_FIEER, XEEUAREZRFRIHER

o IMEZMAILAMRFE. HF. T (1) . RI% (-) . ‘KSR IMBER” A2
KETBERTFO41NFR

£R4  (FLE) mA “HER .
$|S BFE “BE” , MBIIRPETRIHCIENRE.

TR
ETIESAFHEEN
I FIRE R EGEFHEN, (EEIAMABF XSS ET E FATE, (AR
BRI S«

$B1 EAFESERS, BERFPAAMR ‘B , HARNRTE.

$H2 ERNRES, JEFEEFHEPENKERMBERR, F8E “T—2F7
L3 EEREATE. MEERKIFIE, WEHESIEEFATNNmE .

S|4 BE “HRE” , TN

(10 488
BEZHXAFAEIINS, BF513.3.1 SIERAPEFHE
R
YIH5aTR B ok X 1a,

BREFEEIDBXKIEEINE, ZaenaHERRINNERS, SNRFEBIERRE
R . 2RXERSEFDE .

B BRIEHE

SER2 E)\Eﬁkﬂ’\]ﬁﬁﬁ%ﬁﬁ, ERRSHAMERMRS, WEHFREA LA TAE, EEX

e

3.6 &%
3.6.1 ZEHMIKSERBRR

3.6.1.1 EXHTE

BISEIEEERE, ERLUSE CKSHIRFRFNREEET .. SRV D
RS, WEENKSHLURERIRABEGHITRIRZHETF,

(0 %8R
REEIWSHITEIE, FREIIAMARHITEE.

SZAERRAN 01 (2024-04-15) WRAERE © HERRARBIRAT 56



H—BDINIE
FFisr

3 FFiEr

£IR3

WTLUAKSZFEBIKSEERIFEAM, HAEERRIENTTIE. AIKSHEIETT, BK
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IKSACIEZEE.
(TJi%E ) IKSBREEIENR

1. CIZRPEFEFREFPESEREIINR.
2. SUIERFFBAFIAZIRFES,

WKSBHEIAMAFREERITRIR.

1. #KERHERBCHKS, JRASEIKSA.
2. {HREERINHXIZA, SEWSARNEIR.

.

3.6.1.2 Q2 EE (EEHERE)

HURSRF

BRAFERR
SE
2
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BISEIEEFE, AILRBREEZEEMKS, HEEELTWRIASBEAKLAHEERR
iR. WEEHERECHKSERE, IRIETHKS, NUSERELETNE
R, BREEHHZACHRZEEIE (FiR/ZR ) StA, BRIKSRE.

EeZEEERT, ENERRIEN VAL TARS:

o  TESIRINEREESRSE.

J imﬁﬂ%ﬁ%‘%%ﬂ’ﬂ’&m%, FAMUREEEMKE, MRE, FEEIREKRBRY
PR o

ERIAMIZHIE,

Iféﬁ—%{ﬁiAiEHE%EgE{ﬂU«%*%EP, wiE ‘EIET WE, BEALSGH ‘elEE
£ .

AEIEEIENE, RE “FEEEWR .

‘EEER B “BEKST , £ ‘ERENKST PRATERYREXREM
KSHIKSE o
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o TENKS: BREHZLEEMIKSHFLELWHAIBARNAAEEKRSHIIRR. ZE
MIKSREERIKS, TRERIKIBAF. IAMAF,

o RS BRIUSEDRSBEARMIIRS . (FEESL: 3.6.2 EREMTRSEERR.
R “HFEERTE)” , EE Wik E8.
BE ‘T2, BEANEEEENTE,
AEFERZFEIEINR, B “T—2F7 , BENRIMERTEE.
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o SLEITEMNBENAEMIKSIZN, LRPARNEEKSHIIAMAREN, MERFESLER
B, (NEERASUIRNEAE, BIUREESN: SAPERIN

o ATREBENKSEZE, EERARERINSecurity AdministratortXfR, EINEIRERWSIHE

AEERF R/IMUR.
SH]8 B e , ZItelETK.
[0

RIESIRIETR, BEHCHKSER, SIBRIEIEEIR. EEIDUNREENRFEIRSAHNET
hlE, #ERLULESRABERELKSHEERIERR.

R

3.6.1.3 (\i% ) SHEEESUR (#HEEHEE)

SHMKSSEZOIETEREXR, BIRERETS, FABR FRERATIRRIAEH
(MSAFLAKadminFFAFRIAR ) AILIEEERIERR, NREFESEIAMAR
HBPEEERT, JUSEEEENNRDESIAMAR

NREESNEIEXR, JLUEFRIAMBRPZERNEIENIR, ENSIEFRENEIE, 1B
LS FIAMBFBEMEONIR, (XEBIEENER, BNAMBRHTHREIIRT, X8
UIHREIHISNIRIES, FREDiEMEBIE, EaILACIEMAENZIERIR, 181X
IAMBRFREBIEENEIT.
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o DHEEMKSSERTEEXR.

o CEEFNEBTHANKSSER. RURNEESIIURERED,
BRIESER

LB CIEAPEFEN.

1. ERAPARE, B2E “QIZAFPE” .
WA “FRPESBR .
BE ‘B’ , BPEESH.
BEIERFEAEMR ‘IR .
BB E MR

AR
MRF2EFIAMAFPRBENEIENR, (NEREENEE, BT TS REEME
HEFR . MRAFZHTHRANZICEIN, BFAMAFEERENEENR, 5k
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BN “EREREIR o
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{
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"Action": [
"ilam:agencies:assume"
1,
"Resource": {
"uri": [
"/iam/agencies/b36b1258b5dc41a4aa8255508xxx..."
1

1
"Effect": "Allow"

]
}

AR

B "bh36b1258b5dc41a4aa8255508xxx..."EEEIR NEBINEIENID, EEZEHIT
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7. EEENCCERLRE.
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TE2 SIEBRIAMBRHIMANRBRA.
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FeRIAMAFEUEE .

(1] 5288
SESERRBEER, FOROAMBRTLE IRAeEREAKSS, BIEE
BEEER

-
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R
[REEP IR
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3.6.2 ZREHM=IRSZEERR

AT =IRSFESRBZZEAFEVSREXR, —ERRSHFESEMARSIHE T
1, FELCRRIRZEL, BRFNIRERRIZIRSS, IHZRS VSRS HERE
fb=BRSS, REBEHT—LRRzETIF,
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1. FEAMEEHIGEERRSERE
LAISRIFHEARSSOBSJ9fl: ISIRIEARZAELL08BS, SIFOBSLAERISH{ERE
ARSS, BIENBIIAOMIEEIEIEEIE .

2. EEHE{%};&?%NE‘@%E@%?EE?, RFRNEEEIEERE, S =RSER
V |E_II o

£ IAM EHS IR RIRSZET

SE
SE2
13
$B4
W5
£B6

EZRIAMEFIE
EHE—BIMAERSHANSRERS, ®F “ZI8” 1L, B “CIEFE .

AEIEEIENE, RE “FEEEWR .

‘EIEER BE “TIRSST , E ‘TIRST PiEEREFERNIERS .
R “RFEERTE) .

(Tt ) 115 “Femd” . EESHERER.
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|7 BE “TF7 , EANSEERNTE.
SR8 WGRFERTFEEINR, BE “T—F7 , EESRIERER, ST
$| BE ‘e’ , TEERM.

4R
3.6.3 MIPRELIENZFIE
IBMETE
MNEEZENFITHNIR . 1FEATE. A, TJLIESRITIIERS, REEREMNY
“UeK” , BHER.
(MARL:
o EREBFNIELIFENZIRS . FHEME. A, WR, TEZR. BERTIFHEK.
o BRERSEINIRERIREaINZ=IRS SIS THARIER, BEIEIR(E.
BIS ST
NRARABEEFEREE, JLAESITIIERS, BEZITANR “BR” , BRET.
HEMIS ST
tu%%%%ﬂﬁ%%’hé?& AIEERY R AIEFZEMIRIIEIE, ARBRTHIIERLESHN
“ﬂﬂl B/\” R
(AL
MAERR, SREEREITEWSHIINIR, HETH BT EEEENETRR, MWREMISS
=X ENERZ=ANS
3.7 Z2IgE

3.7.1 ZEigEHA
SEFEMWSHRZEEEHRTREN, JUBT ‘R2RE™ #ITRE. “Z2R
B’ 8iF “BEAXMER" . “373 8RRE" . “3.74 SRMIERMEE" . “3.7.5 B
REET . “3.7.6i5[WiEE" . “3.8.5 ZEXBEEM" . AEAENE ‘RERE K
ERNRIAMEHEN “Z2IRE”

ERANR
xR (EAMSRAIZEREPAERE FYNAIREERER.

& 3-13 (EAMYR
Ihse ERYR
EAXER | FiBIAMARFTTLUER .
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WRERF | BERTLUEN, EBAMBRAIES,

gi&ﬁiﬁ EERTLIEN, EBIAMARXITES.
L

mERE | SERALEN, EEBAMARNIES.
ipEEE | EERALEN, EBAMARATES.

IHTHANLZEIRE
S EERERSE—SHANDRSENA.
S HEEMSHIES, HIE REE TE.
-
o FERPUTETEHAADEA ‘RL8E" .

BERIAMEFIA
£ ‘=87 HE, BRHEALBNBRE, & MIIRFER ‘22

an---§’]

XE o

3.7.2 EXRER
AREAFIEERESFKRSFIIAMBFPIER .
(MARY:]

o FHSHEMFENREEHE—TBF (IAMBRHKS ) , TAIESEHE.
o — AR (IAMERPZHKS ) {XBE4BE— P FHL. mReHttt . EEIMMFAIRE, BIOBURHR(E

AT RIGIERNIRE o
BREW. XEKFS. FEnpfisit
IENEREL. KBTS . GEEMHEIEENL, LUEKEEH.
SE HARERE.

$E2 £ ‘2L2RE’ TEF, KF ‘BENMERT TE, BE ‘BEREN” ANy ‘e
BT, BN “IEERST WH .

SI|3  (Fik) EBESHIESE, KREFHRNLIES.
[0 52
INSREBAHHEAFIFNEBRESE, MBI,
SH]A MAFRED. MERFHHAED,
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o ETEERAFENERFBER, flil: AFREAA12345, NEBAREENA12345,
a12345, 54321Af154321a,

o ERHGESSEE, ANEBNSIMIES, TIANEERA.7.5 BEEEHTRE.
S|W5 B WET , STAETBIEN.

-
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NESERLIRESRE, SBIAMABRIREEENR, TRENERTIRE, W
HE, BRREIERDCRIFERIIR .

AR
B PRI TEURIRERY, AREHITEMHRIE.

FEHA MFA

EAMulti-Factor Authentication (MFA) 2EEF=E6{HAINIEBANIRE, BREETFH
BR—XRIEZRS (TOTP) R, MFAIRETILIEFEEHHEAIUETFRE, BaisiF
HEFREREIMFA, EIMFAR BREF ] LAEB IR S ( BIESEF ) bz
17, IEEHE, EMFARSEZIAES R FRI—F,

AN EIMIGEEMIMFA, IIREELREMMFANRIER, BIRIENRERSS]
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ERLIET A 4518 . FahmARI L UPEMFAIRES
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o  FEEIA
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SIS £ “PEEMMFA” WEMNESHNREAOS, ARREE “BE” , STHEPEEN
MFAIZ EZHIIRE .
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SEREF

FREFRFPRE, BE8KSHRIAMAREERZRSFER, BT EERTEBA
RPEMEDRS (E—RBHIEIE) , EHEEESIRIERNERAIGIED (E2RS
ﬁj‘gg) , ZIRER— TR ELE, BNFFRERFIR, SXBMANETLURSKS
ﬁ | o

KSREECHRERRFF, WSHEERETUNAMBARFRERRFF.

o BHEFAIAMBPRHEERIFR
BEREIAMARYIERG, BEEFEIIN “22RE” , & “BEREP>IIES
X7 BN <L 7, EEWEATAF. BHEIEELMEA, JIAMBRF
BERFIF

o KEFRERMFIF

HAZ2IRERE, WSHAILIE “L2iRE > BURRIE > BRERP > 7 hiE ‘2
BhgE” , & ‘AR, FRERIESN, AERERFEP.
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o  FIREF&RF

FERE, WSLURKSHRIAMBFEITEUREER, fInBFRetmiksSaaR
R, BEHARIESHTIE, BRIRIEETRIOXEIHRE. “BRIEFRP7 2
INAFFERES, ATENRRZE, EXFRETERE.
FREBIERIPE, BOAMEBURRFIRIERINERIS DR, HITEURRIFLS
BRI,

SR EEREARERE.

L2 £ BURRIE > BERIP > 7 B, BE ‘URER” .

$I|3 FANEERIEE “FR” , Gk “BERKE" 5 “EEARIE” .

AR “IEEARKIE , FRRERIF, SEHTVIXBMHZE, WREEAR
BAES VAT

SZHERRAN 01 (2024-04-15) WRINERE © HERRARBIRAT 64



H—BDINIE
FFisrm 3 FFiEm

3-6 E{FRIFIRE
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HRIEEFRP, JREREEFBEEmOEREZS

TREERAE, SRFAFTEESHTEEREN, ISETSIMrA. SRR TSR
B, FEENRSES.

(&) EfEREE EEAREIE

o BRFRIGIE: MABUBRIFRIKSIIAMAFHIT RISIE,

o BEARRKIE: KSKIAMAFRANSERFIYBEEEAREITIRE. S2FF
NS, BpHEhE, RZIFEMMFAIGIE.

£RA B “RE FRBRIERI
o KIARIELRIF
KAlE, WSURKSHRIAMABRSEITEREER, AREMAIIESHITINE
TH1 EEREARSIRE.
S EERTE “SURRIEBR(FRP > 7 o, BE “ZEMEXR” .
$B3 EAMEEPIER ‘X" , HRE “HwBE” .

R4 7 “‘BHWKIE" BEPRARIED.
o BFRIGIE: XARFFRIPEERIAARITORGIE, IFFIS. BRI,

EHIMFA,
o IEEARRKIF: BISEARMHTIE, FFNS . apAbit, RZEEIIMFA
IR,
TS BE BT, KIEREFRP.
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o HRRFHESNRRSEMEN

o MFMRHITEUREIE, BHA “BRIERIP” E, SBRPNES, SEaRTIE. FHA0
EHAMFA=FMSAIES R

o WRAFPRFETFIS, WNESHXRBEEEF.
o UIRAFPRYPE THRIRIE, NAIES TR BEIEEMRAITL

o UIRAPKRISERMFENE . FHNAIEIMFA, SHITEURIRIER, IR P48 Empit
Uk FHEEHMMFA,

o (EFIERAHbIL . FHHITINET LI AR HIE, EIEERMFARRIES .

o FRERMFFRIFE, HITEURRIER, FTEMARIEESHTIIE, WIS RIEEHITIE
{ERYIAM BB P EREBRERI FHN S Sk bbAibit, MARIZIAMBFFERNKS .

IBIEE AR
o  FEIHIIEBREFRLP

FEE, (XREBRATLCIE. BRE/(EESMERIAMBRIGEZEHE. BF “i5
[@E‘%ﬂﬁﬂi‘ 7 BOARRIIIRES, ATREZREZS, BNTRIHOEHEEFERPD
BE o
EERFANLZERER, T ‘SRR HIOZRARF > 7 h, B ¢ 7, FF
BB HEERP

o XA AGRP
xiAfE, FrEIAMARTILIEIE. BR/(ERMERE CANERZER.

BERHAZLIRER, £ “‘BURRE-HOERRP ~ 1, gF ‘@7, X7
IBIAERERF

BEXEEAFEY
s HEBEXEERAFREM

FEE, FMEIAMARELUEESCHERER, IJLUREZGSGEREIAMARELL
ENRIBIEER, JLLEREREL . FIS. bt FAFE, BXE
IAMBFZERBEM

BEREAZERER, & ‘RERE > WIS P>-BTEERFEE > 7 F,
BF ‘YAER" . & ‘BXEERAPEMRET BER, &F ‘AR Haik
FIEHAMBRETERAEE, B BT FRAMBRETEERREL.

o XAEEEIEAFREM

KilfE, (NEERULE IEEE'.EI’JEZM"' B IAMAFUFENEREL. Fl
5. BpHitElE, BEAREERSE3.24 BEEWERIAMAREEHTIRE,

BERHAZERER, £ “R2RE > SRR EEAFEL > 7 $,
BF “UEMER” . & ‘BEEERFEILRE” WEH, &R XM’ , BE
‘e’ , XMIAMBAFRBEEEERFEN.

USB KEY
RIEARELIAEREITEE, BN EH SRS,

USB KEYZ—FhBITiE 4= AP EIERYIRE . EFUSB KEYBTRRIGIE, TFEHA
D, AILUBRERRINERE RIS ZETHE ., WS IUAEKSHKSHIIIAM
FAF4BEUSB KEY, IAMRAFZEZELEHE Eﬁfd&)\ﬁﬁ@ﬁiﬁ%ﬂ%ﬁ@ﬁo
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THAENBWSHECEIEMMBREBUSB KEYRIRIES X, IKSWNERIAMAEFEBED,
BR4BUSB KEY, BN “G—BMINEHESIE>HER” THE, RERFPE, ERFFRE
“REIRE” WETAY “USB KEY” HitfTiR(F.

HERE, ZWSHAMBF REEFAUSB KEYE S, LAIZEEAIL, WS
IS TEE BB EXIEE.

SR EERHARERE,
S & “RL2IRE > BUBIRIF>USB KEY > 7 i, B “RIESEE o

STE3 EENEE IIE “498E” , AUSB KEYIRE, ERUSB KEYELS, F4BEAIUSB
KEY, BINIZIREAIPINGG, BENIEBETRE.

EXRBNEBETE, RFEEEER, ENEA.

B4 B ‘BiBITERT . IEBEE, A355USB KEYEE, BEEREIEERZFPIN
18, BEEERUSBIRS. IFBERZBFPINIBESR,

SIS Bk IR, SBERY. CHOEBTIAY, TAEHEBEREHE.
R
RV, IS TIAMBR LB EEEREHE.

£ ‘R2igE > GURMEF>USB KEY > 7 1, BFd; “SZRNREE” , FEAUSB KEYIRH,
REBEMRAEBETRE, BAPINBHREME, BE “BE” , THHEYHE,

3.7.4 BRI

HENREIREE, W SRR [, JLSIEERERR . WSHER
. KSISMEE. RESERIPR. ERMIERTHTIEN, SRIERBEIWSH
MKSHRIIAMABFERK

REEEROLIREEFIIERE, SBAMARREEENR, FREXIEHITIR
&, WFEEN, BRAEERNBIREIRIR

S1EEATRE
MRAFPBIDZEENKREERE, SIEEEEY, FEEFER.
3-7 SIEEATRES
SiEHERN SR
BT 1 e v | HIEEEE ERSEES.
SERTLURESIRBINAIIE, SIE@EITITREIARTANNE, BJLATE155 #~24/)\
B Z B TIRE -
S BIE R

RAEIRERERERREIERERE G, BRSEIE—RIE. 9iElt, KS
FRENECEIAMARFEE, WEREERE, TREEMRER.
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BERVLUREREEH<E .. [REMBRNEREIMORE .. KSHETK,
o [REBIEHLE (%80 ) : BHAAI5DE, BILIFE15~600 502 EHITIRE
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o NKSHIERHES (98) : BUARISHSH, FLAE15~300ZEHTIRE .

WRAMARERENGIHRNRBBEIREES SNEAPIHIRRSFE, BXE
FIPESIEA.

WSIERRIEAXT, EERTUEERE, FE1~240RZEHTIRE

ZREEOOIS FRIAMARER, MWKSESAER . IAMAFHIERE, JLEX
REERENEA.

WRARREERIER, APERMNE, BE ‘BRRIE” THFEE DXERK
NRdiE, RIAERETIUENAREEERFEFEERER, IRFEFRESTA
HNERES, BINZEMENE.

RITERETAAKRE, EERATLUEEFE.

BERALUERIAERETRHITAS, fIIIRIEE, sEZR-AFZERRSER
&

=Fo

ERIIEHRTAAKRE, EERATLUEEREFE.
HFERE, BPEE ‘ER0E" RAFEIILEER.

USB KEY iFH &1

RIEREEERETEE, BN EH SRS,

FAFTEUSB KEYIEBRIBIEIALREFERIS, HUUSB KEYBRKN, TEERAIRSS
8. USB KEVIEREUABIEIEN105, REIEBIHRERIREERTE), IEHIEAR)
REZFF ARG, (RIEWSSELSH

1£2ZUSB KEYIERREE, BXNKSLARIKS FAIAMBRIZEIAEX

3.7.5 RS

HAZEIZEG, ®F “ERXRE RE, JLUXTEBRIRERE. SBEEHIRE.
L e R AR EH 1 T2
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NESERLIREZERE, SBAMABRIEEENR, TENERTIRE, W
wERA, BERRIAMEIE R AEIRIESRIIR .

FEWAMEIERIRETRRE, fIIER&/IMKE.. B E—FMEL B IR
X BIRARESHEERER, REBFEERERN, MERHEHEEERE
HNEREESHGEEN

o EHEEVLEEFMHME (XKEFE. N\EFE. HF. B5FF) A2, 7
LAE2~AFZ [ENRE

o  ERER/IKERIANCNFR, AILIE~2MFHFZERE

o (H&) HRE “REFMBHNE—FMARLELLEN , REBBEPRFE—FF
EEHIMAIRARORE . FIINMRE, RREBPARIFHIEEFH

o (H&) HE “HEBRARESRENHEEDER" , RENEBIESRIAL
IXAIAREEER . HIINIREN3, RRAEERRE=IXRIHEES, AFRER
BEEEN, NRMEESHEZEHER, RABSIERRARREERRE=IR
RILSEERD, FEEIMREE.

IEEIIR EREE, B RIS AMBRHIEEIENEBIKS LARKS THIIAMA
P&

A HARES

RAFPERERINEAYIIENER, SUERBEEN, TEERERSFES, IAM
SEZBEINR SRR RFIESER . ZiESHARITLAEESIRAIENE
i3, EekSEElt.

EIREXHAREEROAKE, EERULIEEFR, £1~180XZEHTIRE
(EEIBERARES, BRSNS FRIAMABFIZEIER .
MY
TREHE, BEUHEHERENTD, MEETIS BRRER.

FiDERraE FARTEsRES

SAPERENE, BRIELEBNREEREZRERENIEETEIEN .. Zibikx
A2 AR A SRS AT AR LEFB SR EERS, SEISICEE.

EREAE A ERERIAKRE, BEERFTLUEEFE, T0~1440010ZEiiTiR
B

(BB L FRRYEIRES, B S LIRS FRIAMABFIZENER .

3.7.6 imlalEEl

HAZEiIREG, &F paEd” RE, JUXIRTHAERIPHHIEXE. 2IF5E
BYIPHBLEERIER . SRIFISIERIVPC EndpointiffTIZ2 .
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Q%A
o IHOEHIRIERZAIRE2005,

FEFRIEIAY 1P HBhE 8]
3-9 AVFIHITAY IP HBAFR|

FVFIHIRAYIPHHEE )
HRERRAE | BAE0.0.0.0-255.255255.255
IPHEbERIE] ik e

o - 0 .- 0 - 0 - 255 - 255 - 255 - 255 i

@ &Em

FREIFE P REEMIREEERNRIPHBIEA IO =IRSE S, RILATE0.0.0.0~255.255.255.255
ZiERE . EBIAEH0.0.0.0~255.255.255.255, 1A BRIEE HIIAMESKREEY
IAMARR LN EE BT RS ES .

FVFIAIEIAY 1P HhitakRIES
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3.8.1 BpiR e
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SZAERRAN 01 (2024-04-15) WRIERE © HERRARBIRAT 70



H—BDINIE

FFisrm 3 FFiEm
o FAAPIHEO: FARTE/NAREFFEAHBIIEN, Hli0penStack Client,
ShibbolethECP Client, ERTEIEAFEIAPIERELNILAERSFS.
B

x 3-14 RS

A
N

1508

BD1RHtE (Identity
Provider, f&FRIdP)

REKWE. FEBERBHER, WBEFE. BRE, £AF
BREARFNEAPNRS . EEWVSRRSFESEIS M
INERIEREF, SMHREFERLVESNSHIZHE, Bl
AR =751dPEMicrosoft Active Directory (AD FS) .
Shibboleth,

RS IRMERS ( Service
Provider, fEFRSP)
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IHIRBR .
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@ DEEES
18
E
"l
7 ) .
o DEUESERGHEA
18 SRR RERIPEA
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BRIBEK,

2. EFRPEFREZPIETER, BEHIAMBDIREREPIIRAIMetadatasZif,
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BT
[
{

"local": [

"<user> or <group> or <groups>"

"<condition>"

SHLRAR:
o local: FREFBAFMSEIAMPHBMDES . AILARSMAT “{0.n}" , {0}F&R
remotePAFPEENE—NEM, {11F T remoteFFEENEZNEMH-
e remote: FREFFAFPEIMPHRIEFER, HSEMNRZEFAMNTER,
BB S RE.
- condition: BXfBAAFIREIZEIAMATS, BHDEEMEMINIAYERSRM . HEiis=
FhER (5

" empty: TIRE, BIRMH—EEN, REBABMEIE, ETLUBTE
FelocallRAFRI AT o

" any one of: MINBMHEFRBEE—MEEMEREN, FiREMR
8, REWEAREEATlocallRAPRI SRR o

" not_any_of: WMARBEETFESHTIEEESEN, FREGRE,
IREHEABER FlocallRARAY ST
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BARgeLAHFFL
empty S4B
empty & HFRF R 2eeBIRE— 1 BIRFEE, ZERTER locallRAAISMFF
“10.n}” .

o LUITRHIFRREFEFEAMBRIERETRA “remote” BE—NEME+TIE
+E N EMH(E, BlFirstName LastName. FR@RF4EA “remote” HIE=1E
t4{&, BlGroup, GrouplgttRIBEREEE—1 .

[

{
"local"™: [
{
"user": {
"name": "{0} {1}"
}
b
{
"group": {
"name": "{2}"
}
}
1,
"remote": [

{
"type": "FirstName"

h
{
h
{

]
}
]

RRENUTHES, WEXHBEPEIAMARIFER&ZAJohn Smith, John SmithfE
IAMFRRETF “admin” FIFH. (A7THEER, EHTISSEE, ZBIR
B MEMRENL, FEESRR)

{FirstName: John}

{LastName: Smith}
{Group: admin}

o WIREBAFRFEEAMPETZSTRAFA, SHOERANI TR,

AT RBIFRREEIBFEPEIAMABRIERETRA “remote” BIE— N EMHE+TIE
+E N EMH(E, BlFirstName LastName. FR@RF4EA “remote” HIE=1E
t4{&, BlGroups,

[
{
"local": [

{

"user": {
"name": "{0} {1}"

}

B

{
"group": {
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"name": "{2}"
}
}
1

;
"remote": [

"type": "FirstName"

|||||

]
}
]

RIRENUTHS, WEIHRAPERFFRIAFEAohn Smith, John Smith/g
F “admin” 1 “manager” BB,

{FirstName: John}
{LastName: Smith}
{Groups: [admin, manager]}

any one of, not any of {475/l

any one of. not any ofSempty&4AE, XA PMFFREINE— 1 HRE, %EFR
geFFiEFtlocal PRI S RIFF . FREALATRBIF, (RE— 1 ERFF “{0}” BF#remote
RAPPE— N EmptyRI4HET, E = groupA— M EEREadmIn,

o  LUITRAIFRREIBAPEIAMABRIFEREA “remote” RIE—NENE, BD
UserName, FRIBFF4EA “admin” . iZMUNNIITEIdPHETF “idp_admin”
FFHENBRER.

[

{
"local"™: [
{
"user": {
"name": "{0}"
}
B
{
"group": {
"name": "admin"
}
}
1
"remote": [

{

"type": "UserName"

"type": "Groups",

"any_one_of": [
"idp_admin"

1

}
1
}
1

o WIRBAFRFEEIAMPETZSTRAFA, SHERRNITHAR.

AT RBIFRREFEF EPEIAMBERERSEA “remote” HIE—1NEME, BD
UserName, FRi@AP4E} “admin” 1 “manager” . ZMUMNIIEIAPHETF
“idp_admin” FAIFHENABREY.
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[
{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name":"admin"
}
b
{
"group": {
"name":"manager"
}
}
1
"remote": [
{
"type": "UserName"
b
{

"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}
1
- BRBEANLUTHS, BT John SmithEF “idp_admin” AP, FRLARSIF
ZAFBEERES¥ES .
{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}
- BRZENUTEIS, BFJohn SmithAEF “idp_admin” FIF4H, BTLAZ
MNFIohn SMithARERL, AFiFlohn SmithifiE=RBFES
{UserName: John Smith}
{Groups: [idp_user, idp_agency]}

BEENRERISEETB
ERILAERMEEBIEE— “"regex™: true” ARFREIRZFEEIBLAEN LEHIH LR
HEER,
AT RBIZRFZANIIEIdPHRAPABLUEREFL, “@mailcom” FEAARE
R, FEIAMFBRIFERE I UserName, BRIP4 “admin” .
[

{
"local": [
{
"user": {
l|namel|: H{O}H
}
)
{
"group": {
"name": "admin"
}
}
1
"remote": [
{

"type": "UserName"
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{
"type": "Groups",
"any_one_of": [
" *@mail.com$"
1
"regex": true
}
1
}
1
FIFASRB

ZEHE, L YEEST ERNES.

AT REIFRTZIRNRITEEARETFIdPEY “idp_user” B AEFIdPRY “idp_agent” F
FERERIBEFEN . WTFEMBF: TIAMRBRIER& R UserName, FRIEBFA

“admin” ,
[
{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}
]I
"remote": [
{
"type": "UserName"
{
"type": "Groups",
"not_any_of": [
"idp_user"
1
b
{
"type": "Groups",
"not_any_of": [
"idp_agent"
}
1
}
1
PAEFRNZE R T
[
{
"local": [
{
"user": {
"name": "{0}"
}
)
{
"group": {
"name": "admin"
}
}
1
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"remote": [
{
"type": "UserName"
L
{
"type": "Groups",
"not_any_of": [
"idp_user",
"idp_agent"
1
}
1
}
1
Z1MNE SRA

ZIMNES, BRESAFEERERARE.

RRPERE—ESIUNBRE, FERNPREIE— 1 RPEMNER, &
N=RSFERRIFILARESR; MAFPANBREESIUABRARIRINES. —
MR LRANZEMNEES N EERFRERESAPERED B . XHENEESIERE

BHRE.

LA TFRAIFRREIIIdPHETF “idp_admin” FFAMBFEY, EIAMPHBREHR

UserName, FRERBR4EA “admin” ,

{
"local": [
{
nusern {
llname ||||| {o}
}
}
1
"remote": [
{
"type": "UserName
1
L
{
"local": [
{
|Igr0upll {
"name": "admin"
}
}
1
"remote": [
{
"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}

]

BRIRIEALATHIS, BFJohn SmithEF “idp_admin” FBFE, ELLIAINISSIohn

Smith&l ., FEIAMPEIEREZ9John Smith, FRAEAFPES “admin” .

{UserName: John Smith}

{Groups: [idp_user, idp_admin, idp_agency]}
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3.8.5 =EXEBE M
BT LMERIRSIREE S EAWIdPESI BB DIAIE, aJLMERTWIdpSIEERIIR
SR ( BEZIS s ) B EFSAMUMYIEEREMINE. LI TEREEAETF
AREFEREWIAPET, HITEXFRAIEEXEE .
NS EMEER
1 EFIAMIZFHIS .
B2 £ “‘BHIE" NHE, BIAMEEIEEEANBRE, ENAIERDER ‘22887 .
I3 %R ‘mEREREMET ¥,

TR

RIREZE S SRS IR RRITTEIREN G

ZIS%%;}GE{’E%/JE&IMP, HESRSEME ( BRCHTENT ) TRTHIENY, #i7
BEX%.

FB1 TEHARGTEIRME ., Bt “https://RFHauthuifRSSHIIEZ /idp/
metadata.xml?unsigned=true” , BHEAE, EFR “‘BirBER" FHREXESR,
fBlaNidp-metadata.xml,

FE]2 LEARFTHENEHERSREE . FRRMFSURSREMEESIE, WA

%_'gﬁo
$I3 THIRSRHBTEIE S . FRIFFSURSRERESIGE, WERMERR.
SH4 CERSEHBETHIEXHERRS, BRERAT

SISHREXERME
{ERRIIdP, ARAZIFRENBIELENTE:

#+ 3-20 THEHNRBAEREN

Blt& =8 | BiHE

WAIE
IAM_SAML_Attributes_ | &2 iam::SPMIK=ID:identityProvider:SPIl| S {5124t
identityProviders BEWR (2 MEASS ;7 RH)

ERIGIE
o RAdPIIRIEIRER

ERIHEHEHE: https://KREFRauthuilRSSHIIEER /idp/sso/SAML2/Unsolicited?
type=user&entityld=https://BRSZI2HEAYauthuilRSZ A2 /&service=fa EHERIIR
Sieribit
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o [REEHBNARKHBER
BRRF2URSIREHBESXE, W EER.

3.9 ZEZI\IUESEHL MFA
3.9.1 ZEKRIAILE

HARZRERFTIAL

ZRRNER—MIEFERBILELETSE, CREBERPRMAIERZINETIMNE
I—E&F. BRZRFAEG, BPRETERFEN, RTEERMBAZFZEIN
(B—RBMHEIE) , EHFZRMIIG (FTIXRBMHIIE) , SERSMNEES
ERGAEHNIKSHRREHESHNZ 2R

ZRTNEEZBNAEERRIFRMERIPD, FETERKIENRERE, ARERE
HIaH, BRTHEEMANBREMNERLS, THREEEERWIERNEBARIEE; FE7T
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PEEIUMFAFFEERFRIFSIRERIPE, BPEHITERIHITERRIER, F
EHEAMFARN TR FRIENSIZIER o
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$B EH—SPINERSEHATUSHERES, B AP .
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