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record_time = Number | #RIREEITIRSBICRARSEHHIRTEIEL
trace_id = String FRRSEER0ID, BHRSERMAIVVUID,
NiSkRAS 01 (2025-03-21) RS © EARITERARBIRAE 37



=EHIHRSS

BPiEm 7 =HITIRSSEHSE
FEREM BRIk | ER iR
code B String ICREBFBERANLE, fRRSEEXIREEO
IREIFHTTPIRZERD .
request_id & String IERARIERAIrequest id,
location_info | & String IERARBEKREEE, BEEMEEZER
HANMER.
endpoint S String ZIREE R R EIFIBERERY
endpoint,
resource_url | & String ZIREIP R =R R B IREAA D 5
( &A&endpoint ) ,
enterprise_pro | 2 String FRREIRRFEREIIREID,
ject_id
user_agent & String BREFIRCEINR,
content_lengt | & Number | iEXKBEEAHEAHKE.,
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o WIRZE IAM EXI S0, &
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W7, EEAEIEREAL “KSIDY .
access_key_id | & String LEEAID,
id =) String FIFID., BFIDRIE: TEEHlehaLA
FRPENTHOEIA, &F “‘FHE
W, EHRAVEIEREE “IAMBR
ID” o
name = String BR&#R. BREREE: aEfaaL
BARPZN TRDEIA, & “BIE
WE”, EEAYEIETTEAIREY “IAMAR
a7,
domain 2 BaseUser | tRiRfitAZEHAIEFdomainfEE.
object
user_name & String HP&%R,
iBA: user_nameS5name=xEHIE X —
.
principal_is_ro | & String =aeRAF,
ot_user o {EA “true” Y, FTRIBEERIRA
Fo
o {EF “false” B, XRIZEEREN
SESD . IS M IERERAFRY
IAMFEF
invoked_by e Array of | RHIEKAIIRSZSHIRTR. 1=HISRIERS
strings ["service.console" ]
session_conte | & SessionCo | IGifZE2EREEM.
xt ntext
object
OriginUser & String REFEESIENREBBFER.

2% 7-3 BaseUser

FERER =AW | FER N

id = String WKSID, KSIDEIE: EEHlea LA
BRZTHROEIRP, ©®F “FEaE
W7, EEAEIEREAL “KSID7 .

name = String WKS2R. WSRIREE: TEHeat
BEPSI TROERG, SR “BIE
W7, EERAEIEREAL ‘S8 .
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£ 7-4 SessionContext
FERBWR =AWk | R iR
attributes & Attributes | IFFTZ2ERNEM.
object

2 7-5 Attributes

FERBM BRIk | R R

mfa_authentic | & String EEERIEIMFABDIAILE
ated

created_at & String A IRt Z 2 EIERTAIATE o

7.2 {55

AR R BRI ARSS PN EE SRR TTEEGY, FXIE AP E BRI 1T 7 i
JgE, LS ERFREEMIEREMHHES . EttIRSEErRISHAISRIATEAIE
#o

FHANFRERUSESMENET

o BIERMRSSIELH
o =EEELHI

B = AR5 2TSLHI
{

"trace_id": "cbdd4480-2e03-11ef-82de-cf140e2a70fb",
"trace_name": "createServer",

"resource_type": "ecs",

"trace_rating": "normal",

"api_version": "1.0",

"source_ip": "124.71.93.243",

"domain_id": "7e0d78c85**d0b9b7cba",
"trace_type": "ConsoleAction",

"service_type": "ECS",

"event_type": "system",

"project_id": "07066c6fc90025a02f6dc01e105b286e",
"read_only": false,

"tracker_name": "system",

"operation_id": "ListSubscriptions",
"resource_account_id": "7e0d78c85***d0b9b7cba",
"time": 1718777931170,

"resource_name": "ecs-test",

"user": {

"access_key_id": "HSTAZVL6WYSOJ5MYE2GA",

"account_id": "7e0d78c85**d0b9b7cba",

"user_name": "IAMUserA",

"domain": {

"name": "lJAMDomainB",
"id": "7e0d78c85**d0b9b7cba"

b
"name": "IAMUserA",
"principal_is_root_user": "true",
"id": "f36972ced***d619f1214",
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"principal_urn": "iam::7e0d78c85***d0b9b7cba:user:IAMUserA",
"type": "User",
"principal_id": "f36972ced***d619f1214"

B

"record_time": 1718777931170,

"request": "{\"server\":{\"adminPass\":\"********\" \"extendparam\":{\"chargingMode\":\"0\",\"region|D
\":\"cn-north-4\"},\"count\":1,\"metadata\":{\"op_svc_userid
\":\"f36972ced***d619f1214\" \"__support_agent_list\":\"hss,ces\"}\"availability_zone\":\"cn-north-4c
\",\"description\":\"\",\"name\":\"ecs-test\",\"imageRef\":\"7d940784-ac0a-425f-
b3fa-8478f1a1df70\" \"root_volume\":{\"volumetype\":\"GPSSD\",\"extendparam\":{\"resourceSpecCode
\":\"GPSSD\" \"resourceType\":\"3\"},\"size\":40,\"metadata\":null,\"hw:passthrough\":\"false\",\"cluster_type
\":null,\"cluster_id\":null,\"iops\":null,\"throughput\":null},\"data_volumes\":[],\"flavorRef
\":\"sn3.small.1\",\"personality\":[]1,\"vpcid\":\"250ad46d-9c89-44ec-a97d-293da771b06b\",\"security_groups
\":[{\"id\":\"3bb87748-e387-42e5-ad7a-4331638f1321\"}],\"nics\":[{\"subnet_id\":\"1a02d 148-e7f9-4a3c-
ba58-18099dfbf752\",\"nictype\":\"\",\"ip_address\":\"\",\"port_id\":null,\"binding:profile\":
{\"disable_security_groups\":\"false\"},\"extra_dhcp_opts\":[1,\"ipv6_bandwidth\":null,\"ipv6_enable
\":false,\"driver_mode\":null,\"allowed_address_pairs\":null,\"efi_enable\":false,\"efi_protocol
\":null}],\"publicip\":{\"id\":null,\"eip\":{\"bandwidth\":{\"name\":\"ecs-test-bandwidth\",\"size\":1,\"id
\":null,\"sharetype\":\"PER\"\"productid\":\"\",\"chargemode\":\"traffic\"},\"extendparam\":{\"chargingMode
\":\"postPaid\"},\"iptype\":\"5_bgp\"\"ipproductid\":\"\"}}\"key_name\":\"KeyPair-ebbe\",\"isAutoRename
\":false,\"server_tags\":[],\"batch_create_in_multi_az\":false,\"spod_enable\":false,\"user_data\":\"\"}}",

"message": "success",

"response": "{\"job_id\":\"ff8080828fe9028a01902f2542df1b10\",\"job_type\":\"createSingleServer
\"\"begin_time\":\"2024-06-19T06:18:09.5027\",\"end_time\":\"2024-06-19T06:18:51.169Z\"\"status
\":\"SUCCESS\" \"error_code\":null,\"fail_reason\":null,\"entities\":{\"server_id\":\"7285ea5d-
f15c-4d9c-9ede-37d37023f2f4\"}}",

"resource_id": "7285ea5d-f15c-4d9c-9e4e-37d37023f2f4",

"request_id": "null"

}
FEULERF, ALUERXTEINTFR:

o time": WRRFMFERIBTEEL, ABIFJ91718777931170,

o user': IR TIREBFER, AMITRERP AWK, (domainzER )
IAMDomainB TFRIAF ( name=Eg% ) IAMUserA,

e request": iER T BIFRECSERSZEEANIER, HILUMEUZECSERSSSEMERER, W
nameJgecs-test-bandwidth, FiRid ( vpcid=2EZ ) 79250ad46d-9c89-44ec-
a97d-293da771b06b,

e ‘response": ICR T GIERECSIRSBHREIZR, ofLUHEEARIXEER, WelE
£ER (status=FER ) ASUCCESS, $Hi=f3 (error_code=rEg ) FIKLMIRE
(fail_reason=E% ) 9% (null) ,

=iEFRSEA

"trace_id": "c4ddaaOb-2e05-11ef-bdc6-e1851d8cb7fb",
"trace name": "deleteVolume",

"resource_type": "evs",
"trace_rating": "normal",

"api_version": "1.0",
"source_ip": "124.71.93.243",
"domain_id": "7e0d78c85**d0b9b7cba",
"trace_type": "ConsoleAction",

"service_type": "EVS",

"event_type": "system",
"project_id": "07066c6fc90025a02f6dc01e105b286e",
"read_only": false,
"resource_id": "bc661a99-3088-4e86-899f-fb4f46c2bb71",
"tracker_name": "system",
"resource_account_id": "7e0d78c85***d0b9b7cba",
"time": 1718778778419,
"user": {

"access_key_id": "HSTAA8960GPIROJGW19L",
"account_id": "7e0d78c85***d0b9b7cba",

"user_name": "IAMUserA",
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"domain": {

"name": "lJAMDomainB",

"id": "7e0d78c85***d0b9b7cba"
B
"name": "JAMUserA",

"principal_is_root_user": "true",

"id": "f36972ced***d619f1214",

"principal_urn": "iam::7e0d78c85***d0b9b7cba:user:IAMUserA",

"type": "User",

"principal_id": "f36972ced***d619f1214"

1
"record_time": 1718778778419,

"request": "",

"response": "{\"job_id\":\"defe9cf7b5ca4566860edbebb181e17a\",\"job_type\":\"deleteVolume
\"\"begin_time\":\"2024-06-19T06:32:53.018Z\",\"end_time\":\"2024-06-19T06:32:58.411Z\" \"status
\":\"SUCCESS\" \"error_code\":null,\"fail_reason\":null,\"entities\":{\"volume_type\":\"GPSSD\",\"volume_id
\":\"bc661a99-3088-4e86-899f-fb4f46c2bb71\",\"size\":10,\"name\":\"volume-d64d\"}}",

"resource_name": "volume-d64d",

"request_id": "defe9cf7b5ca4566860edbebb181e17a"

}

FLIEEBS, Al lESK TN TFER:
o time": FRRBHEFERANER, AFIhS1718778778419,

o user': IR TIRMEBAFPIER, AMIFTRERAPAK, (domainzE )
IAMDomainB RFEIEEF ( name=E& ) IAMUserA,

e "request": IEMIEFER, LALHT,
o 'response": iCR I MIBREEANREILER

e trace_rating": IERTHHBIKSI, ATXBresponseFEARTHEPIREER, K
fflshAnormal, 1IEFEEEEET LR, BMCEIRIERIDD
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FSHH A HE TR

BEa=
MEAFEESNSEXREHHTR—EE, TULEEEXERRES IMKSICRERN
EHF—EEEEI— N OBSHE. AT f”ﬂl]ﬂ@ﬂ%ﬂ*%ﬂ)ﬂiﬁhﬁo
A ESTE P iE i
1. THFBEREEEHE
() %88

o HPANEEEEERFHEENKS, HFPBNOBSHERENKS
o OBSAZ#FiSregionitfif, HEIOBSIHEATA XY REERARFEFBIRE—" region,

2. rmEmEsiarrfes ¥ EE, ERERKSNES.

3. MEALR T, HE T > WRERHES0BS”  MANSEES AT
&

4. EMSHIZIEE “WBIIKR" . ERFIREERHITIRS TR EEEIRER,
HAN ‘R WHS

5 #EEMSHEE, BE ‘BRI’
6. EREALFGIEE “JSON$)”b” B “RiET , REBITEINGTEFARY,
He A R R B RE LR E RS,

RIFEPAZRHENARE, BRIEERRMENNSR, 88UTHEs: UEER
PEFRHEFPAKS . DBHERPERIEFAKS . DEESHTREIEFAKS
L,LlAM%ﬁ:‘EPIU FPERHEPAKS

- UEBRPEREFARECTSERR
{

"Statement": [{

"Sid": "xxxx",

"Effect": "Allow",

"Principal": {
"ID": [

"domain/#FAfldomainid.agency/cts_admin_trust"

1

L

"Action": [
"PutObject"

1

"Resource": [
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"exampleBucketName/*"
1
W
"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
HID”: [
"domain/ A domainiduser/*"
1
by
"Action": [
"HeadBucket",
"ListBucket"
1
"Resource": [
"exampleBucketName'"
1
}
1
}

LABXF R R E RIE P AR ECTSIERRES:
{

"Statement": [{
"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#FAfldomainid.agency/cts_admin_trust"
1
B
"Action": [
"PutObject"
1,
"Resource": [
"exampleBucketName/*"
]
JRt
"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
"Federated": [
"domain/#FAffldomainlididentity-provider/ provider-name'
1
B
"Action": [
"HeadBucket",
"ListBucket"
1,
"Resource": [
"exampleBucketName'"
1
}
1
}

LIS DIIREIFEFPAKSEECTSIEERES:
{

"Statement": [{
"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/ A domainld-agency/cts_admin_trust”
1
b
"Action": [
"PutObject"
1

)
"Resource": [
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"exampleBucketName/*"

1

W

"Sid": "xxxx1",

"Effect": "Allow",

"Principal": {
I|IDII: [

"domain/#FAfldomainidagency/agency name'

1

by

"Action": [
"HeadBucket",
"ListBucket"

1

"Resource": [
"exampleBucketName'"

1

}
1
}

- IAMB M OAREREFAKSEECTSIERRSS:
{

"Statement": [{

"Sid": "xxxx",

"Effect": "Allow",

"Principal": {
"ID": [

"domain/#FAfldomainid.agency/cts_admin_trust"

]

Uy

"Action": [
"PutObject"

1

"Resource": [
"exampleBucketName/*"

]

A

"Sid": "xxxx1",

"Effect": "Allow",

"Principal": {
"ID": [

"domain/#FAfldomainidagency/agency name'

]

Uy

"Action": [
"HeadBucket",
"ListBucket"

1

"Resource": [
"exampleBucketName'"

]

}
]
}

= 8-1 HRIRSHIHA

2 A
Sid statement Id, ¥EiRstatementf9=FE

Action IBEAFstatementfEFIAYIRIE, ActionZEERNOBSSIFAIFBE
E&ES, UEFBEEAER, AXOKRNE, CTSRFE
“GetBucketAcl” . “HeadBucket” 0 “ListBucket” =14
Action,
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FFisr 8 FETHFHEA#EIRIR
2 R
Effect IEEARSstatementfIREZRIFIEEIES, EffectAYELRA

10.

11.

12.
13.

14.

15.

AllowzkZ&EDeny

Principal | #SERAEISAEFA, domainldBlLUBIZIEHIETE “BAVEIE"

TREIXREY, Principali&=t:

e “domain/Mk=ID:agency/cts_admin_trust” ( FRRISNETH
FATRIcts_admin_trustE$E, BICTSERSAIEIZEITREE
i#AEZIOBSHE ) -

o ;%omain/mK%ID:user/*” ( BREERUATAPATRRIEFH

e “domain/IKSID:identity-provider/provider-name” (&R

RIS EPATRIEES D RERER) -

Resource | jExEstatementifFAIN—ERIE, XIF@lFH 7 , TRB
TR, CTSECEBWKSIEERTEE exampleBucketName/*Fl]
exampleBucketName,

BE “REF7 , THIERIEECE.
YNRFAFBTRIOBSIBECE T 1RINETIIRE, BEMNEEPLRBIKERT “BENE
87, WREREHIEINZRSS (DEW)SHEFARTIRIN

ARy

EEFBEENERN, RNERBENER. BARREIEEREFATIOBSEINE R
1700, SFEHEFBLIETEEEMEMHAIXE .

HPABRESIBIEEA
EEERsar Faes Y @R, SEREHRE.

BEHA LR — , &R CERSHE >EHIHRS C1S7 , AZHITRSHES
T

PEAMSHING “BIRE” | BAEREEERE.
CEESERREaAN, BERETMN ‘RE” , BF T8 .

ez “ssizmions” prc@l) . OBSEFERFEEY ‘HiER” | BB
NS TR B IS OBSIRAIE S .

BE BB, SHESGEE.
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9 RIEREHIT T

9.1 AREH B IERIaTIRE

BMEIn=
ELZENEHAED, BERTSEHSHEMREERFATENR, MSBURIFICRAY
BECZEIRN, X EEREENESLAIKIE . SR IERIGTIESER
Hﬁé%ﬁ%ﬁﬁfﬁ#ﬂ’ﬂﬁ?&'fio =EITIRS T B E T OBSHERIBIRSRIR BRI
1 N ;‘T-'U.T.E‘ ;Egﬁo

F RS X2 I8 T08E
1. BREEEHE.
2. EEERaEfRs Y B, ERKERE.

3. BEALA — , %F ‘EESHE > ZHIRS (757, BAZHITRSER

Ho
4. PEAEMNSHMA “Bixsg” , EANBERHREERH.
AR

ERFEEFITRS, BF ‘FRE=EHRE" .
5. HBEEIERERRSEsystemAlIg “BeE” iR, R “‘EEBiRse” O
BET—%, TESEETEITF ‘XHRE” FFX, IaFESH =T

RRIGINEE -

9.2 HENH

RWEMHHE T RFEER

BWEXHE SR —/\IT IR EIOBSHEF S HRIZIR . FHHRIIEHRELINE
;?ﬁ%ﬁf—‘r—ﬂ’ﬂ%&?ﬁ% o FRBEN G FERFHEREENRITTEIREREE
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OBS#FS/CloudTraces/ X fir/HliEtnr: &/FEkr: B/ fgta: B/
trackername/Digest/fR55 5 HR
f51%0: User Define/CloudTraces/region/2016/5/19/system/Digest/ECS

WEX(Han 28
WEHSmEEUT:

HRIEELEX4Ei4% CloudTrace-Digest_ Xt/ Xidtkna-TTEkma BEHHERS
FEOBSHIATEm: £E-/5-HTBT-5-#Z.json.gz

f51%0: File Prefix_CloudTrace-Digest_region/region-
project_2016-05-30T16-20-56Z.json.gz

B
+ 9-1 HEHHIXEFE

FEREWR BEwiE | K8 R

project_id = String WEHCRIEH/IERID,

digest_start_time | 2 String HESUH RIS SHAUEIRUTC
Ejl‘aj o

digest_end_time |2 String WEXHFCRAISEHXUFRIZERUTC
Ejraj o

digest_bucket = String HE X HERZEIRIOBSHERIRTR

digest_object = String HESHFEEOBSHHRINIE -

digest_signature_ | 2 String AT EEN I TEZ2NE X,

algorithm

digest_end 2 Boolean | IZWEXHEEIHELERIE

previous_digest_b | & String BI—HE MR R EIAIOBSHERYRA

ucket FRo

previous_digest_o | & String BI— R E X 4R ETEOBSHE A

bject B,

previous_digest_h | & String BI—EZE SR+t RDNe %

ash_value 8.

previous_digest_h | & String FFXIei—RE )T IER

ash_algorithm BHEExE.

previous_digest_s | & String BI—HENHNHFEA

ignature

previous_digest_e | 2 Boolean | BI—HREXHEENHELERIHG .

nd

log_files & Array WEHCRIISEEHXEFIIER.

MAHRRZA 01 (2025-03-21) WRINERE © EARITERABIRAE 48



=EHITIRS
FFigfE
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B

RENHES

FREMR BERwE | 8 fEA

bucket = String EH SRR FIRIOBSHERIRAFR

object = String EE N TEETEOBSAEFRINIE o

log_hash_value |2 String SRR T RIBIE R {E

Log_hash_algorit 2 String E?FR]‘%#‘FSU’-‘F‘ TIEFIBHINEF
m &%,

BWEXHE SR —/\IT IR EIOBSHEFH S HRIBIR . SHHRIIEHRELINRE
;?ﬁ%BZV—‘FE’Jé&?\_\L% ERHEE M AR FE R FHEERE AR TTEIRERE T

BB T
AP FEIRBFIESERI-1,

{

"project_id": "3cfb09080bd944d0b4cdd72ef2685712",

"digest_start_time": "2017-03-28T01-09-17Z",

"digest_end_time": "2017-03-28T02-09-17Z",

"digest_bucket": "bucket",

"digest_object": "CloudTraces/{Endpoint}/2017/3/28/Digest/EVS/mylog_CloudTrace-Digest_{Endpoint}/

_2017-03-28T02-09-17Z.json.gz",

"digest_signature_algorithm": "SHA256withRSA",

"digest_end": false,

"previous_digest_bucket": "bucket",

"previous_digest_object": "CloudTraces/{Endpoint}/2017/3/28/Digest/EVS/mylog_CloudTrace-
Digest_{Endpoint}/_2017-03-28T01-09-17Z.json.gz",

"previous_digest_hash_value": "5e08875de01b894eda5d1399d7b049fe",

"previous_digest_hash_algorithm": "MD5",

"previous_digest_signature":
"7af7cbef4f3c78eab5048030d402810841400cf70eb22f93d4fedd13b13a8208a5dc04ce2f8bd0a4918f933ca3fc
b17595ae59386a2dc3e3046fa97688a9815a2d036fa10193534c0ebbecff67221e22ac9cf8b781cbae3a81eaccfc
0a2bd1a99081b1e4fe99b19caa771876ba7cce16d002feb4578cd89bc6f1faaca639ab48f3cb56007bcc5e248968
f4a17a95b8cdbc7d8bbd7c63630da878cd4d471fc75c60bac5f730d94fefe8fdd2f2fa8accd62dbe100eab7773e79
15e91bed474291b9dacea63a8267390bcb4855b5825554ebb07d4a29ce077¢c364213c575c461d1e9fafa0c29fde
1c6de1d5630e015200821b2f3ae91e53cd8591433dd7c0b4c8bc",

"previous_digest_end": false,

"log_files": [{

"bucket": "bucket",

"object": "CloudTraces/{Endpoint}/2017/3/28/ECS/mylog_CloudTrace_{Enapoint}
_2017-03-28T02-09-17Z_0faa86bc40071242.json.gz",

"log_hash_value": "633a8256ae7996e21430c3a0e9897828",

"log_hash_algorithm": "MD5"

H
}

HEXHNEZEEMNTREYENSIORE N THIERET . BNMNEEXEEENT
R TCEIEIR :

e meta-signature

BENAZZR T \HEREE. TERTAES:

7af7cbef4f3c78eab5048030d402810841400cf70eb22f93d4fedd13b13a8208a5dc04ce2f8bd0a4918f933c
a3fcb17595ae59386a2dc3e3046fa97688a9815a2d036fa10193534c0ebbecff67221e22ac9cf8b781cbae3
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FBFisE 9 R HITEH U =EM
a81eaccfc0a2bd1a99081b1e4fe99b19caa771876ba7cce16d002feb4578cd89bc6f1faaca639ab48f3cb560
07bcc5e248968f4a17a95b8cdbc7d8bbd7c63630da878cd4d471fc75c60bac5f730d94fefe8fdd2f2fa8accd
62dbe100eab7773e7915e91be4474291b9dacea63a8267390bcb4855b5825554ebb07d4a29ce077c3642
13c575c461d1e9fafa0c29fde1c6de1d5630e015200821b2f3ae91e53cd8591433dd7c0b4c8bc

e meta-signature-algorithm
BEXHEENEE. THERAIEE:
SHA256withRSA
==
BEX(FESEIN
o [BEEENH

BRISA I eBIERIGRT, BER— T EREN . ERMREXEF, 5
BI—RE AR T FRIG !

- previous_digest_bucket

- previous_digest_object

- previous_digest_hash_value

- previous_digest_hash_algorithm

- previous_digest_signature

‘=7 WEY

BMEERE R — /IR B RENK PRI E S ME, EHIHRER
THENE, ZRENEABERENlog files:[|FERIEIZE . IREERTEEHE
YAHHCRA—/NTARIRRZ M, XIEEBA.

WEHE

WEXHESI—RHEXY (NRFE ) HFESENEHRE, XFETSH—
‘487, EIEEEEERAEESX R N RIAFHAERIELRE o

B
RE MR RIS UG BRI SIREREE REXAIOBSHEH
WEN A

BENAEFRAESSHXEHRRNXEEF, DHAREETERITENEZER

i

9.3 SRR

B’rn=

B{FRIRE

BT REFEIRATITARE. IRAFHERNEREEMIEHEE, Fit, S8BT

SR TFRIEEITEHFEZEENTR., FEU TR SRS EFE
time. service_type. resource_type. trace_name. trace_rating. trace_type, Efth
FEAZKRSESENX .

ERSEMA X TEERLE, REIPSRHESUHREREERIOBSTHEF, ErILUERIX
L HSLIMBE CRIRIEMRL R BXHEXHNESER, BSURENH.

EHTERE G RMRIGR], BB T BRRIHRENHRIERS:
THIHEEXHERRSARFESR, WTFEMEIENY, ZEHIHHUTIATERE:
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1.
2.

3.

IR FEZFTE ( HISEHENXE=ERMAL ) , IKEXRSAFATH.
BHFEEFHRIEHEIFABERERSAE R, ERHMFER, BHFESS
RAOR 7 IS o

BZHFEBMARBEX AT REIMeta-signatureTTEIEE S

HFEBFHEREBUTREXHFR:

UTCH RASTURE S5 2R AT a2 (2017-03-28T02-09-17Z)
HRIREZE S HRIOBSTRERRTR .

LRIEHEN M ([E4EER ) REHE (HNHHEIRE ) o
BI—REX I NHEIHFER .

B SE FeR M

%ﬁ%ﬁiﬁ%ﬁ'm&gﬁfiﬁﬁi BHEBARGHMEN Y, ARBREHSIBNSEG

1.

SREURE S

a.  MOBSHEHIREN R ZIIERIAT BB E RIS R E

b. KMEIZHEXMEOBSHFIIEFMHEE RS SHEXHHICRAIOBSIETF
& THC,

. MEEIXEITRAI meta-signatureTTEIER IEFIKEUHE M FSZ .

SREN A TR EIFEZRIRSARIA

HEIEHITRAHIRSARIAR

MIIBIJANBgkqghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEASjQDKIBCOPRhOCVmM7Z18sYZ200jl+ay/

gwRSk9g0gkY3pPORrAhSsEzgYdYjaMCqixkmbpt4AH9AROJU4drnoCAZSMqRxgvObGC9kVd4q95l4zibsw

AsksjuNQo/XoljBl+rRAqCa+1uetgVU4k4Yx8RryYxYx/timvMe/O4mGAlaTf+rsqt3VXR1QIj5lYR/nx41BEgC/

Kb1elYAfDaaab8WS5INRprj7qdu6oAo4Ug47WabecvEtG3JRpj5+0qLyW41Fvse30sCOh5DQAxTt4x00/rVZ
+gH7Kua00y7gC8YOXFVpYbfn/oW61PUDeHG/NOhUjOrigDDJpD2YbCIQIDAQAB,

R FEZRFHE,

BTREXHNHFEERRARBRE, BHEETEHFEEFHEH, itEHE
FEEBFHERE, BHE TRIERFEEFAFEAYEmA .
HFSEBFHFERBUATHE:

signature_string = digest_end_time

+ digest_object

+ Hex(hash(digest-file-content))
+ previous_digest_signature

THEHFERF TR

2017-03-28T02-09-17ZCloudTraces/{Endpoint}/2017/3/28/Digest/EVS/mylog_CloudTrace-
Digest_{Endpoint}/
_2017-03-28T02-09-17Z.json.gze280d203da44015e0eda3faa7a2ec9612221cc0dc8b0fe320dbafebe6014
2350641ad19da18cb6d3f5e7faad792c3efe98836c6d6547f5e5c7a48f7088000a057af26cc3bb913cae163
7befa9e4231b7d1fd6d98eaba735e509e7c5ea3c6757f732b4468f7418ef18e3312ac696dd786ec5792eacf
94aee27cd7be76bf23b641c5e9a686cca6414745787254100c2bee31e584a15c2229270f9dee81f9043574

RRGTE S

B3R FERZFrT . MEXARHFERANRIES RSA ERIIEE
%o WNREIEA true, NEHFELRILE, HEXHER.

BRGSEMA
RERWEBXHBEYE, EALUBRIGEICRAIEH
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BEMMHCR TS XHRIERE, Xt EEFI0OBSEREHE ETagrtiliE 7k
R ARE, WRENSHHERHITERZIOBSHEEAEZXN, WEIS
RESKRELZMN, BREXGNHFEZ BT,

TR NIRRT E:

MEEHEEFIRENEE S FAIbucket Flobject 58,

b. EAROBSE FimiE RENF XX IFR L (EEFAIETagToEIRAYE

c.  MBESHITNEHAYlog_hash_valueFERSRENE S HIRIAIA AR E .
d

EURETag e 8RRV EMEEN M EHHHFEIRERE, NRIEHET
fio, WEHHER.

156 Z BIRIRZE S RIS S
EETRENMATD, ITFRERTEI—REGRIENES:

- previous_digest_bucket

o

- previous_digest_object

- previous_digest_signature

ZRATSRIG B MEE X HIEZ REICRISEH

SFORIEEN Y, BABTENFEHIIRAIMeta-signatureTTEIEE 14E-FIREX
HFE R, previous_digest_signatureF AR TRI—RENXHIIHFE S . &0
Eé;ﬁﬁﬁﬁ&ﬁﬁ?ﬁﬁ%s‘dﬁﬂ%@iﬁ, BREARIRAREN S, SHRES
THATREABERIREMRIE R ITHREMS A SUHRIEST, 2B RERR
jarBANS, #EE(ER T Ejar&hkAs:

- esdk-obs-java-2.1.16.jar

- commons-logging-1.2.jar

- httpasyncclient-4.1.2.jar

- httpclient-4.5.3 jar

- httpcore-4.4.4.jar

- httpcore-nio-4.4.4.jar

- java-xmlbuilder-1.1 jar

- jna-4.1.0jar

- log4j-api-2.8.2.jar

- log4j-core-2.8.2.jar

- commons-codec-1.9.jar

- json-20160810.jar

- commons-io-2.5.jar

RAIREGAREER :

import java.io.BufferedinputStream;
import java.io.BufferedReader;
import java.io.ByteArraylnputStream;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.security.KeyFactory;
import java.security.MessageDigest;
import java.security.PublicKey;
import java.security.Signature;
import java.security.spec.X509EncodedKeySpec;
import java.util. Arrays;

import java.util.zip.GZIPInputStream;
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import org.apache.commons.codec.binary.Base64;
import org.apache.commons.codec.binary.Hex;
import org.apache.commons.io.lOUtils;

import org.json.JSONObject;

import com.obs.services.ObsClient;

import com.obs.services.ObsConfiguration;
import com.obs.services.model.ObjectMetadata;
import com.obs.services.model.S30bject;

public class DigestFileValidator {
public static void main(String[] args) {
[ FEESHFRTERRSZIR
String digestBucket = "bucketname";
/] WENEFEIRR, ¥45): CloudTraces/eu-de/2017/11/15/Digest/ECS/tGPYa_CloudTrace-
Digest_eu-de_2017-11-15T10-12-10Z.json.gz
String digestObject = "digestObject";

ObsConfiguration obsConfig = new ObsConfiguration();

obsConfig.setEndPoint("***Provide OBS EndPoint ***");
ObsClient client = new ObsClient(ak, sk, obsConfig);

try {
/[ SREEE IR
S30bject object = client.getObject(digestBucket, digestObject);

InputStream is = new BufferedInputStream(object.getObjectContent());
byte[] digestFileBytes = I0Utils.toByteArray(is);

/[ SREEE S IR FE

MessageDigest messageDigest = MessageDigest.getinstance("MD5");
messageDigest.update(digestFileBytes);

byte[] digestFileHashBytes = messageDigest.digest();

StringBuilder outStr = new StringBuilder();
GZIPInputStream gis = new GZIPInputStream(new ByteArraylnputStream(digestFileBytes));
BufferedReader bufferedReader = new BufferedReader(new InputStreamReader(gis, "UTF-8"));
String line;
while ((line = bufferedReader.readLine()) != null) {

outStr.append(line);

bufferedReader.close();
String digestinfo = outStr.toString();

/1 MNOBSHRHAIEE S (4L REV TR meta-signaturef(E, EMZHENHIIHFESR
ObjectMetadata objectMetadata = client.getObjectMetadata(digestBucket, digestObject);
String digestSignature = objectMetadata.getMetadata().get("meta-signature").toString();
JSONODbject digestFile = new JSONObject(digestinfo);
/] BB /EOBSIEFR 2 &Y
if (!digestFile.getString("digest_bucket").equals(digestBucket) || !
digestFile.getString("digest_object")
.equals(digestObiject)) {
System.err.println("Digest file has been moved from its original location.");
}else {
[ SREEFEZF R
String signatureString = digestFile.getString("digest_end_time") +
digestFile.getString("digest_object")
+ Hex.encodeHexString(digestFileHashBytes) +
digestFile.getString("previous_digest_signature");

String publicKeyString

"MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEASjQDKIBCOPRhOCvVmM7ZI8sYZ200jl+ay/
gwRSk9q0gkY3pPORrAhSsEzgYdYjaMCqixkmbpt4AH9AROJU4drnoCAZSMgRxgvObGC9OkVd4q95l4zibsw
AsksjuNQo/XoljBl+rRAgqCa+1uetgVU4k4Yx8RryYxYx/timvMe/O4mGAIlaTf+rsqt3VXR1QIj5lYR/nx41BEgC/
Kb1elYAfDaaab8WS5INRprj7qdu6oAo4Ug47WgbecvEtG3JRpj5+0qLyW41Fvse30sCOh5DQdAxTt4x00/rVZ
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+gH7Kua00y7gC8YOxFVpYbfn/oW61PUDeHG/NShUjOrlgDDJpD2YbCIQIDAQAB";

VA /N

byte[] publicKeyBytes = Base64.decodeBase64 (publicKeyString);

/] ¥EX509EncodedKeySpecXds

X509EncodedKeySpec x509EncodedKeySpec = new X509EncodedKeySpec(publicKeyBytes);

/] FEEINEEE

KeyFactory keyFactory = KeyFactory.getinstance("RSA");

/] BXASHRERS SR

PublicKey publicKey = keyFactory.generatePublic(x509EncodedKeySpec);

Signature signaturelnstance = Signature.getinstance("SHA256withRSA");
signaturelnstance.initVerify (publicKey);
signaturelnstance.update(signatureString.getBytes("UTF-8"));

byte[] signatureHashExpect = Hex.decodeHex(digestSignature.toCharArray());

/] BREEREBEN
if (signaturelnstance.verify(signatureHashExpect)) {
System.out.println("Digest file signature is valid, validating log files---");

for (inti = 0; i < digestFile.get/SONArray("log_files").length(); i++) {
JSONODbiject logFileJson = digestFile.get/lSONArray("log_files").get)SONObject(i);
String logBucket = logFilelson.getString("bucket");
String logObject = logFileJson.getString("object");

/] MOBSHRAHRRYSE A Sk FPIRETHURE TaghY(E,, RISSHSUGRIIE % (E

ObjectMetadata objectLogMetadata = client.getObjectMetadata(logBucket,
logObject);

String logHashValue = objectLogMetadata.getMetadata().get("ETag").toString();

logHashValue = logHashValue.replace("\"", "");

byte[] logFileHash = Hex.decodeHex(logHashValue.toCharArray());

/] W E S PIREN S (A M NG 18
byte[] expectedHash = logFileJson.getString("log_hash_value").getBytes();
boolean hashMatch = Arrays.equals(expectedHash, logFileHash);
if ("hashMatch) {
System.err.println("Validate log file hash failed.");
}else {
System.out.println("Log file hash is valid.");
}
}
} else {
System.err.println("Validate digest signature failed.");

}
System.out.println("Digest file validation completed.");

/] SREXNEI—E &R previous_digest_bucket, previous_digest_object,
previous_digest_signature, JREXEIZIBE X4 ERERBEHIFEREFES

String previousDigestBucket = digestFile.getString("previous_digest_bucket");

String previousDigestObject = digestFile.getString("previous_digest_object");

/] WNBEST 5 Sk hfImeta-signature TR B I PIREUZHE T =SS
ObjectMetadata objectPreviousMetadata = client.getObjectMetadata(previousDigestBucket,
previousDigestObject);
String signatruePrevious = objectPreviousMetadata.getMetadata().get("meta-
signature").toString();
String signatruePreviousExpect = digestFile.getString("previous_digest_signature");
if (signatruePrevious.equals(signatruePreviousExpect)) {
System.out.println(
"Previous digest file signature is valid, " + "validating previous digest file hash value---

")

String digestPreviousHashValue =
objectPreviousMetadata.getMetadata().get("ETag").toString();
/] ETagre8iBIERSU X HIIEHERNG S5k, XBEFIENE|SER

String digestPreviousHashValueExpect = "\"" +
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digestFile.getString("previous_digest_hash_value")
£\
if (digestPreviousHashValue.equals(digestPreviousHashValueExpect)) {
System.out.println("Previous digest file hash value is valid.");
}else {
System.err.println("Validate previous digest file hash value failed.");
}
}
}
} catch (Exception e) {
System.out.println("Validate digest file failed.");
}
}
}
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1 O SIFERITHIKER(F

Z=H1HIRSS ( CloudTrace Service, LATREFRCTS ) AR H RS D RAVRIEICR,
HiEEs. B FIEER .

%LK HIHIRSS , EALUCRZHITESRSEXNRESMH, BEFHENES. &
L0l

& 10-1 ZH RSB B RS ERIFTIE

BRIESR AN <] SHEMm
ClERIEIRES tracker createTracker
(EMUEERES tracker updateTracker
(ZFIBIRES tracker updateTracker
[EFRIEERES tracker updateTracker
ilESENEES tracker deleteTracker
elfE S SEEE S R notification createNotification
il S eSS R notification deleteNotification
(EErESIELEISERN notification updateNotification
(BB SR EBRMATS notification updateNotificationStatus
(ERXERIEBA notification updateNotification
B SREBA notification updateNotification
SHEMIIERSHE trace getTrace
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1 1 IFEHITHIARS BIRIFSISR

& 111 FRITRIBRS RIFMIEEII=

mE2 =R HIHRESE
e = ARSSEE ECS MRS AP ISR > XIFH
THHIRIESIZE
$EIRERSE IMS BIRIRS PSR > SFHFEIT
RIEYIE
S HE(ERAEARSS AS St EIRS SR > iFH
THHYRIESIZE
=& Z=IE#L EVS =IERZ APPSR > STIFHEITHHE
WZTES
IZIFEARSS OBS JNZEFMEIRSS BFISR > SXiSH
THHYRIESIZR
=% CBR ~EMEFISEE > SIFHEITHE
WZIES
4L EIFAB = VPC EFAE =g > SZiFHE
AOIRIETIZR
e IP EIP SN MIPAFIER > STIFEITHY
IRIETIE
st A EtSE ELB st REISE RIS > SXFH
THHYRIEIZE
NATRE NAT NATRXFEFER > STIFHEIHRY
IRIETIE
VPC£LifT5 5 VPCEP VPCHEIG T 18R > STiFELT
HOIRIEDIR
SE5EE =EITARSS CTS =EITIRSBFER > SZiFHEl
RUIRIETIZR
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o

RS

HiHRFSE X

FE—BDIAILE IAM

H—BMNERFiER > XI5H
THROIR(EZISR

=iaiEpRSS CES

=R AP e > IR
RYIRIEFIR

= HERS LTS

= BESIRSAFER > XFFRLT
;SIS

Rz FRBRSS

N Fiz4EEIERSS AOM

NG ERRS APPSR > X2
FFETHRYRIESIR

HEIEANARSS SMN

RSBk A FER > XIFH
THROIR(EDIZR

£

Z=HIERE RDS(for

=H#WEEZE RDS(for PostgreSQL) A

PostgreSQL) FiER > SIFRRITRIIRIESIZR
RDSforPostgreSQL

Z=HIRERE RDS(for MySQL) | =##ERZE RDS(for MySQL) HF4E
RDSforMySQL B > IFEHITRAURIESISR
HIEEHIARSS DRS HIESFIRSAFSm > XIi5H

THRYERESIZR

A FHZE HSS

W ENZEBFER > 58
THROIR(ETISR

Web iz FEBA X5 WAF

WebR BRI KISFAFiER > S2HF
EHITRIBR(FYIZ

Anti-DDoSiE A% Anti-
DDoS

Anti-DDoSREBIRBFIERm > X
FEITTAVIRIETIE
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1 2 PRELE

MREEBNEFHAEN ZFIHARS ( CTS ) HTRANSIREIE, SYLUFR%—5
INIERRSS (Identity and Access Management, {f&FRIAM ) , BiZIAM, &AETLL:

o IRIEEIWAINSAR, FEENKSH, [P AREIRESR IR IEIZIAMA
P, itﬁlimﬁuﬁ_ﬁé%iﬁ5 #fiFﬁCTSo

o IRIEEWAFRIEREE, REARRIGENIR, LULZEIBFZERIRREE -

o BAOSKEZRLAETW . SMIEMKSHERIRSS, XEKSHERRSSOILL
R REI TRIEH

MRS ELEEHRETHIER, FRECERZAAMAR, SIS AET, &
HEERCTSIRSHIEEINRE .

TR

HIRER

LLRAPARNZE, BETERFPEATLURINAICTSINR, HES IR Rt TikiE,
CTSSZHEHMIRFNR, BEEW: ( ZHITHRS=mNE ) SIREEST
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Bz
12-1 LRAFEF CTS IR
FriG

BIEEFAFAFHEN

BEZRPHIIARFA

AP SRR

&xR

1. BIERPAEFAFREN

FIAMIEHIGOIZAFE, FE “BF’ JITEE ‘B , BFHIHRSE

BEBPE “CTS Administrator” .
2. GIEREFPHIANRFA

FIAMIEHGRIEZAR, FE “BE" JITEE “Z0 , BEMAFeIZE

P4,
3. FARPEFRHIERR
EIBZNARERIERE, RERINKE, IR,

XH5ERA 01 (2025-03-21) IRIERE © EATITERARGIRAT

60



	目  录
	1 产品介绍
	1.1 什么是云审计服务
	1.2 基本概念
	1.3 工作原理
	1.4 使用场景
	1.5 计费说明
	1.6 权限管理
	1.7 约束与限制

	2 快速入门
	2.1 入门指引
	2.2 在CTS事件列表查看云审计事件
	2.3 查询云审计服务转储事件

	3 管理类事件追踪器
	3.1 创建追踪器
	3.2 配置追踪器
	3.3 停用/启用追踪器
	3.4 删除追踪器

	4 数据类事件追踪器
	4.1 创建追踪器
	4.2 配置追踪器
	4.3 停用/启用追踪器
	4.4 删除追踪器

	5 创建关键操作通知
	6 云审计服务应用示例
	6.1 安全审计
	6.2 问题定位
	6.3 资源跟踪

	7 云审计服务事件参考
	7.1 事件结构
	7.2 事件样例

	8 跨租户转储授权
	9 校验云审计事件文件完整性
	9.1 开启事件文件完整性校验功能
	9.2 摘要文件
	9.3 事件文件完整性校验

	10 支持审计的关键操作
	11 支持审计的服务及操作列表
	12 权限管理

