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1 {FHBIE

1 {E FARTHAIEE

1.1 #iR

Anti-DDoSTREiE RS ( LATE#RANt-DDOS ) JIAMIPIRHINZEICERIDDoSKH
BAIFFNILRSERT 25840 . [BAY, Anti-DDoSEILURFRF T EEAIAR, HiRAF
BIREEIT

Anti-DDoSiBII XS BEXRi73 [ 2RI PRI S5t Ed TSERT il , MRS RIS FEDDoSIY
THinE. AANESWSHERT, RIEAFRERIMGIPRE, BEERIRE.
[ERY, Anti-DDoSHHRFERITIEIRE, BMRTRMESRENZ 2RI,

BRI AMER A AR APIRTAnti-DDoSHHTIRRIRME, WN&E1E. EFrAnti-DDoSHRSS
%, XIFNSEMRIESES NAPIES

FiAFANti-DDoS APIZ R, 1BIRRESRE 7D 7 #EANnti-DDoSHEXIEE, 1¥HEE152
W { Anti-DDoSREE RS ) 19 “FmNE” &ED.

1.2 E A

Anti-DDoSIE#t TREST ( Representational State Transfer ) XIF8API, SZiF&iET
HTTPSIERIER, BAR7EES WITREAPI,

1.3 Bigpea

&%t S (Endpoint ) BDERBAPIESERBIE, FRRERSFAEXIENRiHT SRR, iS5
M T SRR X AR S E

1.4 295 5R

FARILIRIRHIES W EIFAPIRDRAR .

1.5 EXRHELE

e [Xif (Region)
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MR EFNMERTIEAE XD, B— 1 RegionJHEZ M IHE . RIFE. IR
FiE. VPCRIZE. B AMIP, BIEEATIRSS . Region iEFIRegionf LR
Region, 1BFIRegionisEMAAHIHF IR ERE=IRSSAIRegion; E/ERegionfER
FEEE—RI S R atF e PR SRS A9E FRegion,

e TJAHKX (AZ, Availability Zone)

—PAZR— MRS MIREIRPONES, BHYAIKIOKE, AZRiZiE EBIS
HE. M. FHESRRYDRESNER . — 1 Regionh RIS NAZEIET SIEFE
H18iE, LIBERFPEBAZIESTRMRANTERK.

e InH
KFEOAMN—PINE, XTIMEHRRARE, AXEEMEXEENZR (it
BXIR. FEZFEINERE) , UECARBABMAETIEIN, BRI
IKSHIZKIHAIFFERIR . WREFEHITEINBAIIRES], FJLAEXIEE
INWIBHEIEFIME, FAEFRERCIRRR, ARLUFIENBAEITE
X, EEAFPNXERHTEFRETRIR, FESEIRARZSIEIIREEE.
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API oS

BIg{ERANti-DDoSIZMAYED, el EAIFERIANti-DDoSHIFREINEE

S izl

Anti-DDoS API#E | Anti-DDoS#[, S1EEiE. EFAnti-DDoSERSZEEO .,
IS REAPIEE £ZIZREAPIEL, GEEREEEEEEEO.

i
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3 W{aliE R API

3.1 HiEIEK

AN EUNETHEREST APIFGIER, FLUERBIAMARSSHISAEL A P TokeniZBBRN{EliE A
API, iZAPIREVEFHIToken, Token®] AT AAEMEAPIRTLEEN

153K URI

15 KURIBBAN &R 4HAY o

{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

REBKURIEBEEEKBEELP, EXZEESHIERIEREMNEKRBEFRMIE

BT, AL SRS .

e URI-scheme:
FATEEEKRAIMNY, ZHBIFTEAPIIREHTTPSIMNY

e Endpoint:
1EERFRESTIRSS In=AIIRSEIHBEKIP, FRERSARBXIEHAIEndpointR[E,
ERI AN EE R FREY .

e resource-path:
RIRKE, HRIAPHEEIEERE ., MEMRAPIRFJURIEERIKEY, a0 “3REXAEF
Token” APIf9resource-pathi “/v3/auth/tokens” .

e query-string:
T2, 2riEED, HAEE N APEIEEISH ., S ¥EEER—
27, BERXh “SHE=-SHEUE" , fla0 “limit=10" , FREBAFEBIZ105
iR

(1) #eA
FEEHE, T8 TEERAPIRIURIERS, R#&Hresource-pathEfsy, HBIERAZEHE—IC,
XEEIURI-scheme&B2HTTPS, E—NRFZAYENdpointER— N XIF 48R, FrLAELSRER
BXAE DB

BXREE

HTTPIERTS A (BFRRIESENE ) , ERRIRSIREABRMAALKEARE,
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IEREISES

ERIHRE

e GET: iBRIRSZH/EREHEERIR

e PUT: BKRIRSZH=EHIEERIR-

o POST: IERIRSSZEINERIFEHITIFIR IR

e DELETE: iSXIRSZ=EMIFIEERIER, WHFFRETRE

e HEAD: iEKIRSZHEIRLEL.

e PATCH: BRIRFHREFIFRINDAE . SRFEAFEREHE, PATCHEIRES
EEE— I HHIRIR

EIRENA F TokenRYURIERS , ABILABRIEIERAGIES “POST” , MEIBEKRI:

POST https://{{endpoint}}/v3/auth/tokens

BEAMERLFER, AHEERIURIFIHTTPIIARERIFEL . BHIANE N BEEAREEANE
kL “Content-Type” , B RENEEZE,

M AHEBEELFBRRINZNBZRF,

e Content-Type: HEMFRAIEE (18 ) , ©ik, BABYES “application/
json” , BEHMEUENSEEAEOSEJiIRAE,

o X-Auth-Token: FHFToken, ai&, X{FEFRTokenH/ININIERT, VIUERIZF
E% . FAFTokentt 5t 2iEARENE R TokeniEZEOMIMA(E, ZIEOE2HE—FREZIA
RSO

(0 88
APIEIRTSZHFERAK/SKINIE, AK/SKINIER{FERSDKITIEIRHITER, SR TiES8mF
BERARI0Authorization ( BZIAESE ) F0X-Sdk-Date (53R A&EHIATE ) B3Rk,
AK/SKIAIERSIERIRBBIE S WAK/SKIAIE .

ST IRENFAEF TokentZ 1, HFAFEIALE, FILAREIN “Content-Type” BIET, NN
HRSLERIERIN TR

POST https://{{endpoint}}/v3/auth/tokens
Content-Type: application/json

IR AEREUEMUEIIAL, SEKERkHContent-typeXIRz, ZIHEIRER
HELZIMIAS . BEKBEERFSHIFPNL, WRFFURAUTF-84D .

BMEONBRERARABTRE, EHTESNEOBFZEEERERAE (HERHE
BA9= ) , GET. DELETEERMERENIEOMATERER, HEAREAASTEER
EEAEOMmE.

XHFIREVEFTokeniZz O, EeJLANEORNIEKREBD BRSNS KRSH RS EIRE,
BEEERIIANGENERN TR, IR FREERBLAMEES, H
usernameAAFE, domainname/JFBFFREINIKSEZIR, *****HRARPERE
13, x0000000000xXXXXXAprojectiIZFR, EEJLANSIERAMIKEY,

0 #a
scopeSEEN T TokenfWWERLS, THEREIFIRENHIToken{XEESiElproject FAYERIR . 44 E]

L)i}jﬁﬁmkem’ﬁﬁﬁﬁm%’l\m&%‘ﬁﬁﬁ BREKSHIE N project FHIZEIR, FHENIES WK
AR Token,
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POST https://{{endpoint}}/v3/auth/tokens
Content-Type: application/json

"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
”password" " s('s('s('s('s('s('s('s!',
"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX"
}
}
}
}

FIXBEAILXMEREENABTHERTET, ZalLlEMcurl. PostmanziEiEdR
ERBERRNLXEKIEHEAPI, X FIREVAHEFTokeniZO, IREIMIGNEESkF “x-
subject-token” FiEEEIRENAIAToken, BT TokenZf5, EtaTLAEHTokeniA
IEEAAEEAPI,

3.2 TAIEE

Token IAE

BREDENTRMAESR, GaTLUEEER— M TAES.
o TokeniAiF: i@idTokenAIEARIER

o AK/SKIAIE: i@ITAK (Access Key ID) /SK ( Secret Access Key ) TIZZAMAIER
HEZFEBAK/SKAILE, HZE2 M TokentAIEES -

(1 588
TokenfBEXER24/N\0d, FEEA—NTokenEiNAT, AILASEETFER, BHEINEEA,

TokenfEH BHLRFHHAERSHE (R8T ) IR, BBTokenfiRIBEEMUR.
TokenIAIERLEERFAAPIRYEEIG TokenINFIBERIEEL, NTIEIHHDIAIE, %15
ERAEAPIRIAR

Tokent] @1 E FARENFI P Token#Z 3KEN, ARAIRSZAPIEZE projectdi5lIAYToken,
BDiE FBSAEN I TokentZORT, i&kbodyHauth.scopefIEVBEEE EFEproject, T
Frimo

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
"password"; " ##HHEEEA

SASRRAS 01 (2024-04-15) WRIERE © LEARITERARERAF 6
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"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project": {
"name": "xXxxxxxxx"
}
}
}
}

$REXTokenfs, BEREMZEOR, BEEEBEKERLPFIRI “X-Auth-Token” ,
H(&BNHToken,, fFlaNToken{&Fy “ABCDEFJ ?, MARBEORNE “X-Auth-Token:
ABCDEF)...” NNEIEIEESLENAT, HDTFETO

POST https://{{endpoint}}/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)J....

AK/SK IAIE

Bid{FEHEAccess Key ID (AK ) /Secret Access Key ( SK ) INZRYFSERIGIERE MEK
KRIEEBMD . JIBEBAK/SKINESRXNTRHIMESENEY, SEBIIERERMIEIAE
FRFHEMENSEOBEKRERL,

AR

AK(Access Key ID): ipia)&$RID, SFABHIIERREKAE—IRIRRT; IHAZRIDIFAGIHE
BR—RER, MERETNEES.

SK(Secret Access Key): SifaZ$AIDESERNZA, MEKFITMNZEES, AtmRgIET,

HBLEERIBIES -
LATFEEE—1 DemoRKMBIMI— MERHITER ,, FHBITHTTP Client&Zix—
HTTPSIEKAUZZ

Demo F&iitiik: https://github.com/api-gate-way/SdkDemo

NRIEAERADemo T2, tBAJLAERMOEIEERIRENAPINXEZ TREEMTE
$351H.

BETHNEREE, SE—NjarsF. BREL R jars45 | BEIKHERES. T
Bl
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3-1 5|\ jar X4

[.]for SdkDemo ?@
type filter text Java Build Path M Ty
> Resource T
Builders *® Source | = Project5| B\ Libraries |G{,> Order and Export|
JARs and class folders on the build path:
» Java Code Style > e commons-codec-1.6jar - D:\apiSignDemo ’ Add JARs... ]
» Java Compiler > e commons-logging-1.1.3jar - D:\apiSignDemo
> Java Editor > o httpclient-4.3.6,jar - D:\apiSignDemo ’ | Add External JARs... | ]
Javadoc Location > o httpcore-4.3.3jar - DA\apiSignDemo Add Variable... ]
> Maven > e jackson-annotations-2.2.3jar - Di\apiSignDemo
Project Facets > o jackson-core-2.2.3jar - D\apiSignDemo ’ Add Library... ]
Project References > o jackson-databind-2.2.3jar - D:\apiSignDemo
Run/Debug Settings > oo java-sdk-core-2.0.1jar - D:\apiSignDemo | ’ Add Class Folder.. ]
» Task Repository > e joda-time-2.7jar - D:\apiSignDemo '\ [Add External Class Folder...]
Task Tags > m, JRE System Library [J2SE-1.5]
» Validation > =, Maven Dependencies ’ Edit... ]
WikiText

’ Remove ]

1 ERRAK/SK. IREERITAK/SK, METHHEARLE, HEIRKE TEAIAK/SKIE,
MXEBE—MRJ9: credentials.csv, BIEFHNITEE2,

1. EBEREEESS.

2. BEARFY, ATRSIRPEREE “HRFEILE” .

3. BE “piaEsR” .

4. BE “MEHEEAT , &N ImERRERT TE.
(1] #88

AER—BHRSPEZENAR, MRZISRIESHENEFNS, WRAFREERE
ﬁgo

5 BE ‘A’ , eIEipEEBAMINE, BE BT, THRIHTER.
(1 588
ARELESEEEHE, BWEERERIREMNUE.
SH]2 FKEURBICES, MREZE.
£R]3 B import 5 TIZS A EEclipse.

3-2 EEEFAENTIE
%] Import o e

Select \
-
Create new projects from an archive file or directory. H

Select an import wizard:

type filter text

4 (= General -
| Archive File
| [=5 Existing Projects into Workspace

) File System

m

[CJ Preferences

SASRRAS 01 (2024-04-15) WRIERE © LEARITERARERAF 8
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l 3-3 IEERERAIROITHT

Eﬂ Import = @

Import Projects e )
Select a directory to search for existing Eclipse projects. L .;4
@ Select root directory:  Di\workspace\SdkDemo - |

1 Select archive file:

Projects:

SdkDemo (D:\workspace\SdkDemo) Select All
Refresh

3-4 SN TIEEN Y

(= SdkDemo
4 B gre
4 1 com.cloud.apigateway.sdk.demo

» [J] AccessServicejava
> )] AccessServicelmpljava
: [J] Demojava

> =) JRE System Library [jre]

> my commons-codec-1.6.jar

» [»g commens-logging-1.1.3.jar

» (g httpelient-4.3.6,ar

» (g httpcore-4.3.3.jar

» [y jackson-annotations-2.2.3.jar

= o Jackson-core-2.2.3.jar

» [y jackson-databind-2.2.3jar

= o Java-sdk-core-2.0.1.jar

» oy joda-time-2.7 jar

> = lib
S ERHITES .

BATEENE ,JJ&H%EI)\E’JJarSZ{iT-EP Elila?ﬁﬁ, FENERABTHITES, 155
E’J S RERBIEAhtp YR —e A

Demofti3 o B =S TiE
e AccessService: i3, JEGET/POST/PUT/DELETEY3—RYaccessfHi% o
o DemoizfT A, EHARF#HITGET/POST/PUT/DELETEIEK

e AccessServicelmpl:3Et#accessFi%, BIRSAPIMESAYCIBEREaccessHiE
+.

SASRRAS 01 (2024-04-15) WRIERE © LEARITERARERAF 9
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1. #w4§ “Demojava” MHHEImainfik, BLATABEIRILIRREEIRYE.

WTFAR, deNEisEE8mstirE, NMRFEREMTE, wWPOST,
PUT, DELETES, BE2EWMNFREGIX,

iE=&#fregion. serviceName. AK/SKFIURL, Demo{$ T 5#EXVPCAIURL,
BRI AEFEENURL,

URLARproject_idikERIES WIRENIRE D, Endpointiial Il SR RFKE

//TODO: Replace region with the name of the region in which the service to be accessed is located.
private static final String region="";

//TODO: Replace vpc with the name of the service you want to access. For example, ecs, vpc, iam,
and elb.
private static final String serviceName = "";

public static void main(String[] args) throws UnsupportedEncodingException

{

//TODO: Replace the AK and SK with those obtained on the My Credential page.
String ak = System.getenv("CLOUD_SDK_AK")

String sk = System.getenv("CLOUD_SDK_SK")

//TODO: To specify a project ID (multi-project scenarios), add the X-Project-Id header.

//TODO: To access a global service, such as IAM, DNS, CDN, and TMS, add the X-Domain-Id header to
specify an account ID.

//TODO: To add a header, find "Add special headers" in the AccessServicelmple.java file.

//TODO: Test the API
String url = "https://{Endpoint}/v1/{project_id}/vpcs";
get(ak, sk, url);

//TODO: When creating a VPC, replace {project id}in postUrl with the actual value.
//String postUrl = "https://serviceEndpoint/v1/{project_id}/cloudservers";

//String postbody ="{\"vpc\": {\"name\": \"vpc\",\"cidr\": \"192.168.0.0/16\"}}";
//post(ak, sk, postUrl, postbody);

//TODO: When querying a VPC, replace {project id}in url with the actual value.
//String url = "https://serviceEndpoint/v1/{project_id}/vpcs/{vpc_id}";
//get(ak, sk, url);

//TODO: When updating a VPC, replace {project id} and {vpc_id}in putUrl with the actual values.
//String putUrl = "https://serviceEndpoint/v1/{project_id}/vpcs/{vpc_id}";

//String putbody ="{\"vpc\":{\"name\": \"vpc1\"\"cidr\": \"192.168.0.0/16\"}}";

//put(ak, sk, putUrl, putbody);

//TODO: When deleting a VPC, replace {project_id} and {vpc id}in deleteUrl with the actual values.
//String deleteUrl = "https://serviceEndpoint/v1/{project_id}/vpcs/{vpc_id}";

//delete(ak, sk, deleteUrl);

}

2. wmESETEOBEA.
EAM| “Package Explorer” #3%F| “Demo.java” , G#EIEE “Run AS >Java
Application” HEEFIEIT,
AEEHSEERHREE.

—---4ER
3.3 IR[O|%

N
EREEIUE, CRUEINN, SERTE. MEHEEAEEE.

MHGRAS 01 (2024-04-15) WA © EARTERABIRAE 10
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IREBE2—EHMIXXEISxxBIE AT, IREBRRTIBRMMAMRTS, TEIIREG
HIESE N

X FIRENF P Tokeniz O, WMRIAAGRENRSEA “2017 , MFRFIEKRHEIN.

VaREES Sk
RROEREEL, MREHRARSk, 2 “Content-type”

X FIRENAF TokentZ [, IREIMNE3-5FTRATESL, HH “x-subject-token” Fi2E
EEIRENAIAFToken, BT TokenZfg, &FirAILAERTokeni MEEREAPI,

= 3-5 FREVAF Token IRE Sk

connection —  keep-

content-type — app

date — Tue, 12 Feb 2

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEQRIGIN

x-iam-trace-id — 218d45ab-d674-4995-af3a-2d0255ba41b5

x-subject-token

x-xss-protection —  1; mode=block

MREEZRA (BNE )

MaALE SR ERELIERWENRE], SIHLNESkF Content-typeXdiy, (EiEFRIEN
HESLZIMIAE

X TFIRENVAEF Tokeniz O, REINTEEA . AREEL, XERREFTDAS.

{
"token": {

"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"

1,

"catalog": [

{

"endpoints": [

"region_id": "XXXXXXXX",

SFOERALEN, SIROERBRERESIRNE, EXMNAIBody SN T
o

{

"error_msg": "The format of message is error",

STRERA 01 (2024-04-15) IR © ERRBRABRAT 11



Anti-DDoS & i5%

APl &% 3 AN{aTiEFE AP
"error_code": "AS.0001"
}
Hrh, error_codeFXRiBIRIG, error_msgRRBIREAEE
SRS 01 (2024-04-15) IRBFRE © AT BRABRAT 12



Anti-DDoS i &i&i%
APl & 4 APl

API

4.1 Anti-DDoS API [

4.1.1 &if Anti-DDoS ELEH 1% CE

TORE TR
BRRFZRFAIANt-DDoSFHIFRIRACERITIEEE, AFRIEEEIIREFRESH
B SESHIBEIR R IH{TANti-DDoSRE Bk
URI
e URIE
GET /v1/{project_id}/antiddos/query_config_Llist
o SHIHMA
¥ ERWIK -] il
project_id = String BEFRIID
EXIHE
BRSH
%
NALHS
o EXIRMA
28 ALk | KB i5EA
traffic_limited_List = FIRERSEH nEPREIZIZE

STRERA 01 (2024-04-15) IR © ERRBRABRAT 13
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e 2Rk | KB il
YR EREN HTTPRREIZIZR
HREIELE EEIREPREIT 2

http_limited_list

fD | A

connection_limited_Li
st

o traffic_limited_list=EREURELEFTIREH

e BEWI% E-Sic) izkil:

traffic_pos._id 2 Integer | REBSDERID
traffic_per_second =8 Integer | B¥MRE (Mbit/s ) BE
packet_per_second 2 Integer | BRMRNEL (1N/s) BE

e http_limited_list=rER &R AR
2 =EWI% St 1588

http_request_pos_id | 2 Integer | HTTPiERE o ERID
http_packet_per_seco | 2 Integer | BRPHTTPIEREL (1N/s)
nd SHE

e connection_limited_list=FERE0ELE 15

¥ Py p i 2EE | 5EH
cleaning_access_pos_i | 2 Intege | i&EBSIGIEIREISERID
d r

new_connection_limit | & Intege | BB—RIPFRIEIEZ N
ed r

total_connection_limit | 2 Intege | B—IRIPIEZEE SN
ed r

ANl

o IFKHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/query_config_list

LI v =271
{

"traffic_limited_list": [
{
"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000

b

{
"traffic_pos_id": 2,
"traffic_per_second": 30,

STRERRA 01 (2024-04-15) IR © ERRBRABIRAT 12




Anti-DDoS R&5;
APl &% 4 AP

"packet_per_second": 6000
h
{
"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
h
{
"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000

’

"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000
h
{
"traffic_pos_id": 6,
"traffic_per_second": 150,
"packet_per_second": 25000
h
{
"traffic_pos_id": 7,
"traffic_per_second": 200,
"packet_per_second": 35000

’

"traffic_pos_id": 8,
"traffic_per_second": 250,
"packet_per_second": 50000
h
{
"traffic_pos_id": 9,
"traffic_per_second": 300,
"packet_per_second": 70000
}
1
"http_limited_Llist": [

"http_request_pos_id": 1,
"http_packet_per_second": 100
I
{
"http_request_pos_id": 2,
"http_packet_per_second": 150
I
{
"http_request_pos_id": 3,
"http_packet_per_second": 240

’

"http_request_pos_id": 4,
"http_packet_per_second": 350
I
{
"http_request_pos_id": 5,
"http_packet_per_second": 480
I
{
"http_request_pos_id": 6,
"http_packet_per_second": 550

’

"http_request_pos_id": 7,
"http_packet_per_second": 700
I
{
"http_request_pos_id": 8,

MHGRAS 01 (2024-04-15) WA © EARTERABIRAE 15
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"http_packet_per_second": 850
h
{
"http_request_pos_id": 9,
"http_packet_per_second": 1000
"http_request_pos_id": 10,
"http_packet_per_second": 1500
h
{
"http_request_pos_id": 11,
"http_packet_per_second": 2000
h
{
"http_request_pos_id": 12,
"http_packet_per_second": 3000
"http_request_pos_id": 13,
"http_packet_per_second": 5000
h
{
"http_request_pos_id": 14,
"http_packet_per_second": 10000
h
{
"http_request_pos_id": 15,
"http_packet_per_second": 20000
1
"connection_limited_list": [
{
"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
h
{
"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
I
{
"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200
I
{
"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
I
{
"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
I
{
"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500
I
{
"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600
I
{
"cleaning_access_pos_id": 8,
M A4hRAS 01 (2024-04-15) WRINERE © L ARITERARBIRAE 16
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"new_connection_limited": 80,
"total_connection_limited": 700

}
1

"extend_ddos_config": [

{

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 1000,
"packet_per_second": 200000,

"setID": 33

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 2000,
"packet_per_second": 200000,

"setlD": 34

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 5000,
"packet_per_second": 400000,

"setlD": 35

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 0,

"traffic_per_second": 0,
"packet_per_second": 0,

"setlD": 36
}
]
}

(MR

“extend_ddos_config”
IR[EE
BSEREB.
4.1.2 7B Anti-DDoS RS

FEERAPRIELIRERKIZEAYANt-DDoSEHIPRIZE R

FAFPFFiEANnt-DDoSRERIEMIF . (FARLED, BRI, REIRBIRS T RIL
AT HEEK, FEEEANFEREIESERRAOTSIHZESIIITRE, BIfS

SEBEFAnti-DDoSIES

URI
e URIKET

POST /v1/{project_id}/antiddos/{floating_ip_id}

o SHIHMA

MHGRAS 01 (2024-04-15) WA © EARTERABIRAE 17



Anti-DDoS R &i&i%

APl &% 4 API
2% ERWIE =it izl
project_id = String FHPFPAIID
floating_ip_id | 2 String FBFEIPRIRIAYID
IBKRHR
R 4-1i5ksY
e BEWYIE St 4B
enable_L7 & Boolean | R&HBL7EF
traffic_pos_id = Integer | RMENERID, BUEEE: 1~
9
http_request_pos_id = Integer HTTPIERE S ERID, BUBESE
El: 1~15
cleaning_access_pos_i | 2 Integer | iEEATIAEIRHISERID, BY
d BECE: 1~8
app_type_id B Integer | R AEZEEYID, AIGEEVE:
e 0
o 1
N AziH R
* 4-2 IS
B i) 5iEA
error_code String AEREEIRED
error_description | String REREIREIA
task_id String 531D, BEAMRIEZIDEERESIKE.
AFBRAEENIESHITT E, GNAEE, %
=&,
Nl

\E —

o BRI
POST /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc c-
ba46829f57b8

"enable_L7":true,
"traffic_pos_id":1,
"http_request_pos_id":1,
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"cleaning_access_pos_id":1,
"app_type_id":1

o IR
{

"error_code": "10000000",
"error_description": "Task has been received and is being processed.",
"task_id": "94e17e18-5b2c-40c6-a218-8ec5134e32a5"

}

REE
BESEREE.

4.1.3 &) Anti-DDoS [R5%

ThEe T 4A
EECERIANt-DDoSFHIFRES, FFEILAEIHSEEIPAYANtI-DDoSRIIFERER o
URI
e URIKEZ
GET /v1/{project_id}/antiddos/{floating_ip_id}
o SRR
2 ERWIE St 1538
project_id = String EHFRIID
floating_ip_id | & String FBFEIPRIRZAYID
ERIHE
BEREH
¥
N AZEE
* 4-3 IS ¥
28 =A% i) 1520H
enable L7 =2 Boolean | EGFHEBEL7ERIF
traffic_pos_id 2 Integer | REBSERID, BYEBE1 ~ 98k
BR{E99
http_request_pos_id = Integer HTTPIERE S ERID, BUESE
E: 1~15

STRERA 01 (2024-04-15) IR © ERRBRABRAT 19



Anti-DDoS R &i&i%

APl &% 4 API
2% ERWIE -t Lzl
cleaning_access_pos_id | 2 Integer | iEEANBIEIRFISERID, BUE
SBE: 1~8kEME
app_type_id 2 Integer | NZFEZEEYID, BIEEYE:
e 0
o 1

Pl
o IERTHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8
o IR
{
"enable_L7": true,
"traffic_pos_id": 1,
"http_request_pos_id": 1,
"cleaning_access_pos_id": 1,
"app_type_id": 1
}
R[EE
BSEREB.
4.1.4 B Anti-DDoS RS
IhEEN A
SEHHEREEIPRIANtI-DDOoSBSIPSRASECE . IRAIALT], RERERS T RIEIT XHAE
MECEIEK, BMERERIEEEIESESROTHZESZINTIRES, BfiES
E#iFAnti-DDoSIES .
URI

o URIKRT
PUT /v1/{project_id}/antiddos/{floating_ip_id}

o SN

e =A% it 5iEA
project_id = String FFRIID
floating_ip_id = String FEFEIPIIRZAYID

SCHSERZS 01 (2024-04-15) WRINERE © ARITERARBIRAE 20
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iBERTA

T 4-41FRSY
2¥ R R it 15488
enable_L7 & Boolean | 2BHBL7ERF
traffic_pos_id 2 Integer | REDERID, BUETEHE: 1~
95KEV{E99
http_request_pos_id = Integer HTTPIESRE D ERID, BUESE
El: 1~15
cleaning_access_pos_i | 2 Integer | i&EATIAIAREISERID, EBY
d ESEE: 1~ 8zKEUE99
app_type._id B Integer | NZFEZERYID, mJEEYE:
e 0
o 1
IaRzHZ
& 4-5 MRS
BiR i i8R
error_code String NESEEE
error_description | String REREEIRIEIA
task_id String {EB1D, BEERIRIBZIDEIAMESIRE.
ﬁ?—ﬁﬁ?ﬂ)ﬁﬁﬂgﬁ%ﬁiﬂf B, BRNAEE, &R
Bo

ANl

o IERTHI
PUT /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/ee0c854e-082f-499e-
b7d8-1b42c22781af
{
"enable_L7":false,
"traffic_pos_id":2,
"http_request_pos_id":1,
"cleaning_access_pos_id":1,
"app_type_id":1
}

o [IRN7RA
{

"error_code": "10000000",
"error_description": "Task has been received and is being processed.",
"task_id": "4adfefe7-34a1-40e2-a87c-16932af3ac4a"

}
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IR[EE
BEEREH.
4.1.5 &if) Anti-DDoS 1£5%
ThEeN 4R
FEFEISEERANt-DDoSHHFELEES, BEUESIRMITIRE.
URI
e URIER
GET /v1/{project_id}/query_task_status
(1 A8
ALEURIEEA “?”7 1 “&” FIIRENEEEMGES, B8EEREN,
o SN
8% BERWIE =it izl
project_id = String FHPFPAIID
IBREE
* 4-6 iI5ksH
2% BEWYIE ESid) 158
task_id 2 String {E531D (EFREEE ) BIFRTER
RGEE
o EZHHH
E=2 E St eBH
task_status String EFSRE, BLAT LR
e success
e failed
e waiting
e running
e preprocess
e ready
task_msg String ESHIIER
SCHEhRZAS 01 (2024-04-15) WRINERE © L ARITERARBIRAE 22
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Al
o IFKIHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/query_task_status?
task_id=4a4fefe7-34a1-40e2-a87c-16932af3ac4a
o ARl
{
"task_status": "running",
"task_msg": ""
}
R[EE
BEERSH.

4.1.6 &if) EIP FHiPIRASIZE

ThEE TR
HiGRAFBEIPAIANt-DDoSIHIFIRSER , FAFPHEIPTICEEHERI=iRSS=E, #D
AILUHITE .
URI
e URIHEZL
GET /v1/{project_id}/antiddos
MERE
AILAEURISEMA “?” M1 “&7 MIIARNESRMGES, BSEBEREM,
o  SHURHA
2% BRI - i ol
project_id = String FHFRIID
ERIHE
F4-7BRSY
2 ERWIE -3l 1588
status & String AIiEEE:

e normal: F¥RIEE

e configging: FREEH

e notConfig: ®RKIRE

e packetcleaning: FRiEi%
e packetdropping: FRZEiRE

REt S EOARRBSIZE, Lineutron

EIRIRIIRFIDIE

NH5hRZA 01 (2024-04-15)
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2% BRWIE i) pizkilz
limit B Integer REIZERNHRS, BUESTEE:
1~100
offset 5 Integer w2, BUESEE: 0~2147483647
ip &H String IPHBE, S73%IPvARSTURNIPVEIST A
AN, XFEHEE. Flan “?
ip=192.168" , &IR[E]192.168.111.1
#110.192.168.8FTXI RZAIEIPRHHFIK
IAGEE
o EXIHHA
B it} L)z
total Integer St IP %Y
ddosStatus FREHEE yatim IS
e ddosStatus=FEREIELSFER
2% EEWIE =it pizkilz
floating_ip_addre | 2 String | iZ&hIPibE
ss
floating_ip_id = String | EIPRYID
network_type = String EIPERESEEL, nli%oHE:
o EIP: RYBEFIECSHIEIPTLHP
EFIECSHIEIP
e ELB: ZBEZIELBAYEIP
status = String | BBIPIRES, ANEEE:
e normal: FRIEH
e configging: FRIZEH
e notConfig: RRKIZE
o packetcleaning: FRi&i%
e packetdropping: F£REiE
B

o iERTRAI

GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos?status=packetdropping
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o MY
{
"total": 5,
"ddosStatus": [
{
"floating_ip_id": "1867f954-fc11-4202-8247-6af2144867ea",
"floating_ip_address": "192.168.42.221",
"network_type": "EIP",
"status": "notConfig"
b
{
"floating_ip_id": "49c6af49-9ace-42e6-ab89-1eee1f4ac821",
"floating_ip_address": "192.168.35.152",
"network_type": "EIP",
"status": "normal"
b
{
"floating_ip_id": "7a8dc957-083b-499d-b7cf-6fa48f4880c5",
"floating_ip_address": "192.168.42.222",
"network_type": "EIP",
"status": "notConfig"
b
{
"floating_ip_id": "7c6676a0-b281-4163-9d0d-cb6485ae9860",
"floating_ip_address": "192.168.44.69",
"network_type": "EIP",
"status": "normal"
b
{
"floating_ip_id": "969¢1d48-6a92-4ef1-b66c-b17c7e7d7ce7",
"floating_ip_address": "192.168.47.192",
"network_type": "EIP",
"status": "notConfig"
}
]
}
R[EE
BESEREE,
\ (Y ] AL
4.1.7 EITHERE EIP fEtPIRES
ab
ThEENR
EIEEEIPAYANtI-DDOSFHIFIRTS o
URI
o URIFEZL
GET /v1/{project_id}/antiddos/{floating_ip_id}/status
o  SHURHA
e BRI - i) Uz
project_id = String FHPFRIID
floating_ip_id g String FBFEIPRIRZAYID
MHGRAS 01 (2024-04-15) WA © EARTERABIRAE 25
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=R =15
BRESH
x
I AziER
o EXINA
28 ERWIE E-Sid] 4R
status = String PRI, mlEeE:

e normal: FRIEE

e configging: FRIZEH

e notConfig: F‘RKIEE

e packetcleaning: FRiEi%k
e packetdropping: F®RZEE

il
o iEKTRHI
GET /v1/67641fe6886f43fch78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8/status
o IR
{"status": "normal"}
R[EHE
BSEREB.
4.1.8 EifETE EIP BHIFRE
IhEEN 4R
HEEEIPEE X224\ Z ARG IFREREE, MENEMRATER A5
URI

e URIBR
GET /v1/{project_id}/antiddos/{floating_ip_id}/daily
o  SHHHA

¥ =Wk =it 1548
project_id = String FHPFPRIID
floating_ip_id = String FBFEIPRIRIAYID

SASRRZS 01 (2024-04-15) WRIERE © LEARITERARERAF
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BRER
BRSE
7
i 2
o EXIHH
&R SR 5488
data iR 24/ NIRRT AR
o dataFEREIELSIDER
8% =AWk i 5488
period_start = Long integer | FFU&ATIE]
bps_in 2 Integer A2 (bit/s)
bps_attack 2 Integer KEiwE (bit/s)
total_bps = Integer BRE
pps_in 2 Integer NRIGRE (1N/s)
pps_attack = Integer WEHEIOEZE (1Ns)
total_pps 2 Integer BIRSOE=R
Al
o IFRTHI
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bc1c-
ba46829f57b8/daily
o IRIRBY
{"data": [
{
"period_start": 1472713370609,
"bps_in": 0,
"bps_attack": 0,
"total_bps": 0,
"pps_in": 0,
"pps_attack": 0O,
"total_pps": 0
L
{
"period_start": 1472713670609,
"bps_in": 0,
"bps_attack": 0,
"total_bps": 0,
"pps_in": 0,
SRR 01 (2024-04-15) WRIERE © ARITERARBIRAE 27
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"pps_attack": 0O,

"total_pps": 0
|
}
R[EE
BSERESB.
4.1.9 TFSTE EIP RESH
IheeNA
BISEEEIPEE R 24/ ZANRESHER, FESHEEEAEHNERSE M,
BEEERESDHZA .
URI
e URIKEZ
GET /v1/{project_id}/antiddos/{floating_ip_id}/logs
(11 #%e8
ALEVRIGEA “?”7 f1 “&” FIIRRNEESEEES, B2 EREM,
o  SHHHA
e =AWk | k8 izl
project_id = String FFRIID
floating_ip_id 2 String FEFEIPXIRIA9ID
IBKER
*4-8 BRSH
8% =ApiE | K8 5i8H
limit & Integer REIZERNHRS, XS RG]
HEFKE, BETEE: 1~100,
SoffsetEc &fFH .
& “limit” 5 “offset” 94T
u REIFFBENIIZE
offset ES Integer wREE, “limit” EHEFEE
o
sort_dir & String ANEEE:
o desc: FAJEIER
e asc: FRHIEHF
MBS “desc” ,
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N Rz

o EZHINMA
B SR 158
total Integer st IP R
logs HIREEN SEEMHIIE

o logsFEREIELEIIRD

e =Rk | KB 1538
start_time = Long integer FroaEE]
end_time = Long integer £ oR A E]
status = Integer BAiFIRZS, BIESEE:
o 1: FXIEE
o 2: FTER
trigger_bps = Integer AR RE
trigger_pps = Integer i B3R SRR
trigger_http_pps | 2 Integer A RTHTTPIS KR

<l
o IERRH

GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/1df977c2-fdc6-4483-bclc-

ba46829f57b8/logs
o [IBRN7RA
{

"total™: 1,
"logs": [
{

"start_time": 1473217200000,
"end_time": 1473242400000,
"status™: 1,
"trigger_bps": 51106,
"trigger_pps": 2600,
"trigger_http_pps": 3589

)
]
}
iR[EHE
EESEREB.
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4.1.10 EGEMRIFFEITHER
INREN4A
EIGFFTEANt-DDoSEAFESITHER, Bi5F—ERDDoSIZEREFIKEHIREL. LA
MBI REH TR EEEFERITEUR . RS ~FHaiitazeiliBENES T
HiEEH, BIEX N EERNEREEEAEFTH IR
URI
e URIKET
GET /v1/{project_id}/antiddos/weekly
(1 %8B
ALEVRIEER “?7 1 “&” RINARNEEEMES, BaEEKE0,
o SHUHHA
8% =AWk KR 15488
project_id = String HFRIID
BRER
*4-9 5k3H
2 =AWk i 15488
period_start_dat | & String BEROFCIRETE
e
HIAE]S]
o EXHiHMA
2R i 15488
ddos_intercept_times | Integer —[EIIDDoSH=EL N EL
weekdata BN — BT RE S EE
top10 RS WILTEIRE 2 B010891PHBLE

o weekdata=FEREELE AR

¥ BEWYIE ESid) 154EH
ddos_intercept_times | & Integer DDoS#=#REL
ddos_blackhole_times | 2 Integer DDoSZERIXEL
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2l BRWIE =it izl
max_attack_bps = Integer BRAYGERE
max_attack_conns = Integer BRI THEEE
period_start_date 2 Long integer | FFARTIE]

o topl1OFEREURLEIIINAR
B85 =Rk il 15i8H
floating_ip_addres | & String SEMEIPHBLIE
s
times 2 Integer | DDOSI=ERXEL, BIEEIEAN
NG

gyl
o IEREM

GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/weekly?

period_start_date=1006510306
o ARl
{

"ddos_intercept_times": 23,
"weekdata": [
{

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474214461651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474300861651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474387261651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474473661651

"ddos_intercept_times": 0O,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474560061651
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"ddos_intercept_times": 2,
"ddos_blackhole_times": 0,
"max_attack_bps": 16375,
"max_attack_conns": 0,
"period_start_date": 1474646461651

"ddos_intercept_times": 1,
"ddos_blackhole_times": 0,
"max_attack_bps": 0,
"max_attack_conns": 0,
"period_start_date": 1474732861651

}
1,
"top10": [
{
"floating_ip_address": "192.168.44.69",
"times": 23
}
1
}
,
IR[EE
BEEREB.

4.2 FEIZEE APl 0

4.2.1 EHEEREEE

THREN A
EEAFEEES, ARPTUBTHEOESSSENERSE, EINTLURER
MIEEEZEFIMHE S ERER.
URI
e URIEL
GET /v2/{project_id}/warnalert/alertconfig/query
o  SHURHA
¥ ERwWIE St il
project_id = String HFRIID
ERHE
ERSH
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N Rz

o EEHIFHA
2% S 15488
warn_config HIREREN HEREER
topic_urn String HEBHANE—IRR
display_name String FAF&EZHISMNERSZ
FRo
e warn_configFEREIELE AR
e ESis) 38R
antiDDoS Boolean DDoSKH
bruce_force Boolean | Z1WME ( RHAER, FTP, DB)
remote_login Boolean FRIERIZEE
weak_password Boolean 50O<% (R%E, #REE)
high_privilege Boolean HUEEHENEYS
back_doors Boolean MREIT]
waf Boolean RBFE,
send_frequency Integer B BESEE:
o 0: FRBX—IX
o 1: FRRFNIF—IX
X FHIDRAIE

ANl

o IFRTHI
GET /v2/67641fe6886f43fcb78edbbf0ad0b99f/warnalert/alertconfig/query

o [IBAZRA
{

"warn_config":  {
"antiDDoS": true,
"bruce_force": false,
"remote_login": false,
"weak_password": false,
"high_privilege": false,
"back_doors": false,
"waf": false

h

"topic_urn": "urn:smn:region01:67641fe6886f43fcb78edbbf0ad0b99f:test_soft",

"display_name": "group_1"

MERLY::
FIPR—MAZERIMNY, ATRIELIEERIRESM, BIERSFTPRILEFTP,
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iR[EHE
iESEREME.
4.2.2 BEHEERERER
TheEN4R

EHAFERERES, ARFTUEBZIZEOEMERENEXRSE, RNTLIERERF
MEEEEBE FIMHENEEER .

URI
o URIFETL
POST /v2/{project_id}/warnalert/alertconfig/update
o  SHULHEA
2% B WIE it pizkilz
project_id = String HFRIID,
IBREE
o EXIHEA
2% ey Ay 28 15488
warn_config = FREURLEETS EEREER,
topic_urn b String EERARIE—FR
R
display_name 2 String RFSZRISMNE
RAEFR
e warn_configFER ¥R 15 AR
2% Py Ay E it 5iBH
antiDDoS & Boolea | DDoSIH
n
bruce_force &5 Boolea | NWEE (RHAER, FIP,
n DB)
remote_login | & Boolea | RMIEFRIZEE
n
weak_passwor | & Boolea |55M< (&%, #iREE)
d n
high_privilege | & Boolea | #UEEEHENIRES
n
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2% BRWIE =il i8R
back_doors &= Boolea | MTREIT]
n
waf & Boolea | {REB=FER
n
send_frequenc | & Integer | BUESEE:
y o 00 RRER—K
o 1! FRIRF/NIT—IR
FFHIDAIE .
MARY:
FTPR—HM ALY, ATHRIEMBERNZSM, BINERSFTPRAEFTP,
N RzH R
BH xR 5EA
error_code String AEREEIRED
error_msg String R EREEIRTEIA
task_id String {£531D
5l
o IEKRRAI
{
"warn_config":  {
"antiDDoS": true,
"bruce_force": false,
"remote_login": false,
"weak_password": false,
"high_privilege": false,
"back_doors": false,
"waf": false
T
"topic_urn": "urn:smn:region01:67641fe6886f43fcb78edbbf0ad0b99f:test_soft",
"display_name": "group_1"
o IR
{
"error_code" : "10000000",
"error_msg" : "Ok",
"task_id" : ""
}
REHE
BSEIREB.
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A Bg=R

A1 RS

IE%
IR[EHE 15888
200 IERNZAYS
=
WSS | 4weS 15388
400 Bad Request RS EEREEIRIEK .
401 Unauthorized AR NEREZAFPEMZESE,.
403 Forbidden XIRIE R NEANAEHREELE o
404 Not Found RSS2 R BB KAITUE -
405 Method Not Allowed IBRPIEEN T EE I o
406 Not Acceptable ?Ejj 234 PRI N Toi A4 2 P i s
%,
407 Proxy Authentication FAFR®RE S ERRIERSRHTIC
Required IE, XFERA SR,
408 Request Timeout BB 7 RS sSRYERFATIE
409 Conflict BTz, BRILERTTH
500 Internal Server Error BRARTH, REFE.
501 Not Implemented ERAKRTH, RSB AZIFMERAIIN

ab
BEo
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KEB | RS izl
502 Bad Gateway BRAKRTH, BRSFEM LIRSS EFWE!
— AN
503 Service Unavailable BREKTH, RAGIHNRE.
504 Gateway Timeout I KABAT o
° tt\n
A.2 Anti-DDoS i51=f5
RSB Ei=E eSS R QL IBHEE
200 Anti-DD0S.0 Succeeded A} THEA TR
200 Anti- The task has | {FSBE1EU, THEA TR
DD0S.100000 | been received | IE{ERME
00 and is being
handled
400 Anti- Enter avalid | BKBEERX | ESH
DD0S.100000 | request E| 37 S
01 message
400 Anti- An incorrect AIFHRIES | RESH
DDo0S.100010 | task ID is ID
08 used
400 Anti- Invalid time SIEIEISFS wESH
DDo0S.100010
10
401 Anti- Public test NNIRSBHAE | BRIEAN
DD0S.100000 | service denied | %4
04
403 Anti- Failed to 15KErHHEY EFERIEToken
DDo0S.100000 | authenticate | TokeniAiFsk
02 the token in 54
the request
403 Anti- The account | kPSR ERIEINR
DDo0S.100000 | is restricted
09
403 Anti- The account | MK RE, ERiEREAR
DDo0S.100000 | is frozen
10
403 Anti- Unknown FIAPEE | BBENR
DDo0S.100000 | user type
12
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RSB =i=B HIREE A AL IBFETE
403 Anti- VPC access BIEVPCESR | XREER

DD0S.100000 | failed or EIP is | B K EIPARTE
16 not exist =
403 Anti- You have not | #&EFIAILE, SLRZIAIE
DD0S.100000 | been IBEHITER
30 authenticated. | TAIE,
Perform real-
name
authenticatio
n first.
403 Anti- The operation | {EMIRZIR | BRIBHAIR
DDoS.100010 | permission is
09 restricted
403 Anti- Access to the | BUBEIRIOE | KREER
DDo0S.110000 | database is bS]
01 rejected
500 Anti- Internal RERNEZ BESER
DD0S.110000 | system B, BEER
00 exception. AZHFAR
Contact
technical
support
engineers

A.3 3REXINH ID

iR APl 3REXIRE ID

B IDTLLUBISARIAMERSH “EEiEESRE THIREBER” APIZREL,
SREVIRE IDRYIEOS “ GET https://{Endpoint}/v3/projects” , ELF{Endpoint}JIAM

IR,

=, AL

IIR~BIEN T, Erbprojects Y “id” BPARIREID,

{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,

"parent_id": "65382450e8f64ac0870cd180d14e684b",

|||||

"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

BERMIRE, EORSAEESRIESIAESEN
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}
1,
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MEHIEIRENRE ID

EREREONEHER, SBoURLPFEENNBRS, MUFEREEMBARS . A
TRSIRENE BT :
1. EREEESS.
2. BERFE, EMDIIRDPREE “BRHNEE .
£ “HAFEIE" NEAmBSIERFEERRID,
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y-Zisl= ) &St Ee
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