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1 package com.huaweicloud.sdk. test;
2
3 dmport com.huaweicloud.sdk.core.auth.ICredential;
4
s
Region @ 6
TrEs s
9
Headers 10
1

UpdateBucketAuthorized Authorization @

UploadMetaDataByUrl 13
14
. X-Sdk-Date @ 15
6 cation are hard-coded or stored in plaintext,
Parameters
project_id @)
20
size (@ 21 ICredential auth = new BasicCredentials()
22 .withak(ak)
- 23 _withsk(sk);
mas @ i
- 25 VodClient client = VodClient.newBuilder()
26 vithCredential(au
=E - 27 .withRegion(VodRegion.valueof("ap-southeast-2"))
28 .build();
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import org.apache.commons.codec.digest.DigestUtils;
import org.apache.commons.lang3.StringUtils;

import javax.crypto.Cipher;

import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.security.SecureRandom;

import java.net.URL;

import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.time.lnstant;

import java.time.LocalDateTime;

import java.time.format.DateTimeFormatter;
import java.util.*;

class AuthUrlDemo {
// url2RE s BREIAERurl, key 27 SR QB BRIKey(E
/] MEEEEA
public static String createAuthinfoUrlByAlgorithmA(String url, String key) {
try {
checkParam(url, key);

long timestamp = Instant.now().getEpochSecond();

String randUid = UUID.randomUUID().toString().replaceAll("-", "");
String uid = "0";

String tmpRandKey = timestamp + "-" + randUid + "-" + uid;

URL originUrl = new URL(url);

String string2Md5 = originUrl.getPath() + "-" + tmpRandKey + "-" + key;

String md5Hash = DigestUtils.md5Hex(string2Md5.getBytes(StandardCharsets.UTF_8));
String authinfo = "auth_key=" + tmpRandKey + "-" + md5Hash;

return StringUtils.isEmpty(originUrl.getQuery()) ? url + "?" + authinfo : url + "&" + authlnfo;
} catch (Exception e) {

e.printStackTrace();
}

return null;

}
/] INEZEEB
public static String createAuthInfoUrlByAlgorithmB(String url, String key) {

try {
checkParam(url, key);

URL originUrl = new URL(url);
String filePath = originUrl.getPath();

String dateStr = LocalDateTime.now().format(DateTimeFormatter.ofPattern("yyyyMMddHHmm"));

String str2Md5 = key + dateStr + filePath;
String md5sum = DigestUtils.md5Hex(str2Md5.getBytes(StandardCharsets.UTF_8));

return originUrl.getProtocol() + "://" + originUrl.getHost() + "/"
+ dateStr + "/" + md5sum + originUrl.getFile();
} catch (Exception e) {
e.printStackTrace();
}

return null;

}
/] IEEEC
public static String createAuthlnfoUrlByAlgorithmC(String url, String key) {

try {
checkParam(url, key);

URL originUrl = new URL(url);
String filePath = originUrl.getPath();

String hexTime = Long.toHexString(Instant.now().getEpochSecond()).toUpperCase(Locale.ENGLISH);

String str2Md5 = key + filePath + hexTime;
String md5Hash = DigestUtils.md5Hex(str2Md5.getBytes(StandardCharsets.UTF_8));
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return originUrl.getProtocol() + "://" + originUrl.getHost() + "/" + md5Hash + "/" + hexTime +
originUrl.getFile();
} catch (Exception e) {
e.printStackTrace();
}

return null;

}
/] NEEELED
public static String createAuthinfoUrlByAlgorithmD(String url, String key) {
try {
checkParam(url, key);

URL originUrl = new URL(url);
String urlPath = originUrl.getPath();
String pathInUrl = urlPath.substring(0, urlPath.lastindexOf("/") + 1);
String data = encodeUrl(pathInUrl) + "$" + getUtcTime("yyyyMMddHHmMmss");
String encryptinfo = aesCbcEncrypt(data, key, true);
String authInfoStr = "auth_info=" + URLEncoder.encode(encryptinfo, "UTF-8");
return urlPath + "?" + authInfoStr;
} catch (Exception e) {
e.printStackTrace();
}
return null;

}

private static void checkParam(String url, String key) {
if (StringUtils.isAnyEmpty(url, key)) {
throw new lllegalArgumentException("url or key is illegal");
}
}

private static String aesCbcEncrypt(String data, String key, boolean hasPoint) throws Exception {
checkParam(data, key);

byte[] realKey = get128BitKey(key);

SecureRandom secureRand = new SecureRandom();
byte[] ivBytes = new byte[16];
secureRand.nextBytes(ivBytes);

if (hasPoint) {
return aesCbcEncrypt(data, ivBytes, realKey) + "." + bytesToHexString(ivBytes);
}else {
return aesCbcEncrypt(data, ivBytes, realKey) + bytesToHexString(ivBytes);
}
}

private static String aesCbcEncrypt(String data, byte[] ivBytes, byte[] key) throws Exception {
SecretKeySpec sk = new SecretKeySpec(key, "AES");
Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");

if (ivBytes != null) {

cipher.init(Cipher.ENCRYPT_MODE, sk, new lvParameterSpec(ivBytes));
}else {

cipher.init(Cipher.ENCRYPT_MODE, sk);
}

return Base64.getEncoder().encodeToString(cipher.doFinal(data.getBytes("UTF-8")));
}

private static byte[] get128BitKey(String key) {
byte[] result = null;

if (key != null) {
result = new byte[16];
byte[] origin = key.getBytes();

if (origin.length > 16) {
System.arraycopy(origin, 0, result, 0, 16);

SASERRAS 01 (2024-01-15) WRINFTE © AR ERABIRAE 5



ABTUt

RS SDK &% 3 SDK F&i5BB
}else {
System.arraycopy(origin, O, result, O, origin.length);
}
}
return result;
}
private static String encodeUrl(String str) {
try {
if (StringUtils.isNotEmpty(str)) {
StringBuilder encodeStr = new StringBuilder(32);
String[] tmpArray = str.split("/");
for (inti = 0; i < tmpArray.length; i++) {
encodeStr.append (URLEncoder.encode (tmpArray[i], "UTF8")).append("/");
}
return encodeStr.toString();
}
} catch (Exception e) {
throw new RuntimeException(String.format("Encode fail %s", e.getMessage()));
}
return str;
}
private static String getUtcTime(String dateTimePattern) {
SimpleDateFormat foo = new SimpleDateFormat(dateTimePattern);
java.util.Calendar cal = java.util.Calendar.getinstance();
int zoneOffset = cal.get(java.util.CalendarZONE_OFFSET);
int dstOffset = cal.get(java.util.Calendar.DST_OFFSET);
cal.add(java.util.Calendar.MILLISECOND, -(zoneOffset + dstOffset));
String time = foo.format(new Date(cal.getTimelnMillis()));
return time;
}
private static String bytesToHexString(byte[] src) {
StringBuilder stringBuilder = new StringBuilder("");
if ((src == null) || (src.length <= 0)) {
return null;
}
for (inti=0; i< srclength; i++) {
int v = src[i] & OxFF;
String hv = Integer.toHexString(v);
if (hv.length() <2) {
stringBuilder.append(0);
}
stringBuilder.append(hv);
}
return stringBuilder.toString();
}
}
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