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PPEX TS f2 I FAISDKANIREMISDK, FSEREEITERMSDKIENEIFS, NARE
SR FESHIAPI, THZEEN. RESE . HEXRE. S TRFWST
=

"REE /i35S TR
RIFBMIFFE Java | Java SDKigfitlavassi=i@ERA | Java SDK
SDK MAPISSEEIEE . EFAIERIR

L& )ava SDKIERIER

RIFMIFFA NET | .NET SDKIZE.NET/AIEERRA | .NET SDK
SDK MAPISTEAERE. (ERSE
&% NET SDK{ERISR .

N AMIFF A& Python | Python SDKi2{tPython75i%iEF | Python SDK

SDK NAMNAPISESEBE. (FAE

faa]LAZ&%E Python SDK{ERHE

o
RZFMIFA Go Go SDKiZtGo XA AM | Go SDK
SDK APISELGBEE. ERERALL

£#Go SDK{EMIER .
Rz B FF A& Node.js SDKiZ{tNode.js/5i%iE | Node.js SDK
Node.js SDK FRAMAPISEEBE. FH

18R LAE#Node.js SDK{EF

18/,
N FAMIFF A PHP PHP SDKi2{HPHPF S LIERARMA | PHP SDK
SDK MAPISFEBE. [FRERA

LA&EPHP SDK{EBISE.
REMIoT Device | IZRFAILUBIZEERLIOT Device loT Device SDK(Java)
SDK (Java) SDK(Java)iEANYEEMES,

DemoiZfit TR AASDKIZEOAYEE
BIRS ., (FRESESE

loT Device SDK{EFR{SES
(Java) .
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RZEFMIoT Device | &FAILABIIEERIOT Device loT Device SDK(C)
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=M TR ASDKIZEORIREGIL
8, FHIESESE
loT Device SDK(C){EFBISREE .
12 &MoT Device | IRFBAILUBITEERLIOT Device loT Device SDK(C#)
SDK(C#) SDK(C#)ENYIEXMYS, Demo
=M T IEASDKEORIREGIL
8. FHIESIFESE
loT Device SDK(C#){EEiSE .
12 MIoT Device | IRFAILUBIIEERIOT Device loT Device
SDK(Android) SDK(Android)#Z \¥IEXM¥S, | SDK(Android)
DemoiZft TR FASDKIZOAYEE
BIRS ., (FRESIESE
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{8/,
12 &MIoT Device | IRFAILUBIIEERIOT Device loT Device SDK Tiny (C)
SDK Tiny (C) SDK Tiny (C)ENMIBEANES,
Demoit2ft TR ASDKIZOAYHE
BIHs . FRIESESE
loT Device Tiny SDK(C){ER3g
o
12 &MIoT Device | IRFBRILUBITEERLIOT Device loT Device SDK(ArkTS)
SDK (ArkTS) SDK (ArkTS)IENYEAMER,
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BIHs . FRIESIESE
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2 [ Al SDK

2.1 Java SDK (&SRS

YIEL M &2t avaiE S RN FEMISDKIt AR &{FER . AN 4BJava SDKRIZLZEFNED
&, N{EFava SDKiIEBRAMAPIRSRE .

SDK 3REXFNZ%E
|1 TRlavaFF IR,
ihialavaBM, THEFAFIRAZRE avaFF RN,
AR
f59=)ava SDKz$5)ava IDK 1.8 RRELLA ERRA
FE2 ZxMaveniR it

BT Maven ZEIRNBE K2 Java SDK BIIEE AL, BABEETH S
Maven , REZREZRELE Java IRBHY pom.xml STEINNE R AKERIRED AT .

F$IE3 Z&f)ava SDK
hIMaven{Kif :

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-core</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-iotda</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

-
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(e HR]

S$IR3
SR

A E=
Maven{kEhRANBERMRAXE, NEEREFIRAS, 15EA3.0.608%LE

LiEREmg&SIFREO G, IUTREREIaEERERava SDKNEELE:
BIEIAIE.

B2 10 TDAClientSLHIFFHIIE1L .

STHNLIBERITR .

ERAEaREIFREO.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.core.region.Region;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.iotda.v5.%;

import com.huaweicloud.sdk.iotda.v5.model.*;

public class ListDevicesSolution {

// REGION_ID: WMERZE EiF—, {BEEE " "tn-east-3"; MRIILTEM, BEES" "cn-north-4"ANR2LER I, 1B
ES"cn-south-1"

private static final String REGION_ID = "<YOUR REGION ID>";

// ENDPOINT: BEEHEH 2" REN " FaEAL thEE “BAM" fOhttpsiE LB,

private static final String ENDPOINT = "<YOUR ENDPOINT>";

public static void main(String[] args) {

" /! %?\iftﬁﬁg’ﬂak*ﬂskéﬁ—%ﬁmﬁﬂﬂPﬁ BRNLZENE, BNERENERENETENENIFN, FH
ER, TRIRES;

] BflLAakFIskiRFEREZERHM, BETANEIESEERMEFIRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

String ak = System.getenv("HUAWEICLOUD_SDK_AK");

String sk = System.getenv("HUAWEICLOUD_SDK_SK");

String projectld = "<YOUR PROJECTID>";

/] BIEAIE

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk)
/] ¥R/ IVREEERTA S, EiRiSHfEcE" "withDerivedPredicate"
.withDerivedPredicate(BasicCredentials. DEFAULT_DERIVED_PREDICATE)
.withProjectld(projectld);

// BUE210TDAClientSEBIFHIIAIL
loTDAClient client = loTDAClient.newBuilder()
.withCredential(auth)
/] tER/RVVER: FEE{TAIERegionIR, EilthR: 5 IoTDARegionfregiontIR, 40
"withRegion(loTDARegion.CN_NORTH_4)"
.withRegion(new Region(REGION_ID, ENDPOINT))
// .withRegion(loTDARegion.CN_NORTH_4)
/| BEERARRESSLEPRIRE, AR
// .withHttpConfig(new HttpConfig().withlgnoreSSLVerification(true))
.build();

/] EHNHLIERITR
ListDevicesRequest request = new ListDevicesRequest();
try {

SRR 1.0
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/] AREEgEIIEEO
ListDevicesResponse response = client.listDevices(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}
}
}
----45R
8% Lzl
ak BRI =W SIHIDESRID (Access Key ID ) , IBTEEN=ES
& “HRYEIE > ihaEE” RELeIEIIESER AK/SK, B
SRIBEEEHTESR.
sk B ARKSHEILDZESE ( Secret Access Key )
projectld IREID, KEGEBEEN FKBIRBEID,

loTDARegion.C | iIBE R AEEHORMIEAMESHXIE, SaiBAMNEErTLAIR
N_NORTH_4 BRI, ESDKILIBloTDARegion.javaflE2EN .
ARSI S L EESRIRSEXEIR, XIGER, X
MDD RN XR, BERLSRESEMXNZRTR.

REGION_ID WMERZLEBE—, 1BES"n-east-3"; WNRZ2ILEMN, BES"cn-
north-4" AR 24/, BIEE"cn-south-4"

ENDPOINT BEEH AN RN REN FEEA I hER “NMANT 59
httpsiZ Bt

AR
RERENESHFANERIESESEEATIavaREFFATRSE (Java SDK) .

2.2 Python SDK {15

YA SR PythoniE SN FAMISDKIt A EFER . A/ 4EPython SDKAIZREE
FIBCE, RfEMAPython SDKiEFERFAMIAPIAYRG]

SDK 3REXFIZ
£B1 LIRPythonFFEIMER
ihiEPythonER, TEFIZIHIBLREPythonFFEIME .
(MARITY:
#H97= Python SDK 37#% Python3 RLA LR,
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TE2 LRpipTH
BEpipEM, THEFIRIAZEpipTE,
FIE3 Z%EPython SDK
WITAN T i S L= LEII R Python SDKIZOELARAEXARSS

# ZERBOE
pip install huaweicloudsdkcore

# ZEIoTDAIRSS =
pip install huaweicloudsdkiotda

-

(8 EER
LUEREmg&ESIFREOAG, IUTREREIaEERERPython SDKINEELE:
ST BIBIAILE,
$£E2 BIZIoTDAClientSEFIFHHIAK o
T3 LHMFKRIIR,
B4 BREEgEsIEREO.

from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcore.region.region import Region

from huaweicloudsdkiotda.v5 import *

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcore.auth.credentials import DerivedCredentials

n

if _name__ =="_main_":
#w‘iﬁ)\{iﬁﬁﬁgak*ﬂskEﬁEéMﬁﬁ%qﬂﬁ?ﬁkﬂ’ﬂ?ﬁélﬂﬂﬁ, BNERENHHENETSEPE TN, EHR®
5, RREE;

#ATRBIL akFIskiRFERBEZEFAA, BETARORIEEERNIMNETRENETE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

ak = os.environ["HUAWEICLOUD_SDK_AK"]

sk = os.environ["HUAWEICLOUD_SDK_SK"]

project_id = "<YOUR PROJECTID>"

# region_id: $IRE LiB—, BES"cn-east-3"; MRZEILRED, i5ES"cn-north-4"; TIRZELErE M, B
E5"cn-south-1"

region_id = "<YOUR REGION ID>"

# endpoint: BEEFISH" S REMN "FAEALL thEE" R AN YhttpsEE\ it

endpoint = "<YOUR ENDPOINT>"

# bEEhR /R IvhR : EB1TEIERegion TR
REGION = Region(region_id, endpoint)

# BUERIANIE
# B3 BasicCredentialsSEFIFH#IMAY
credentials = BasicCredentials(ak, sk, project_id)

# tiEhR /IR EERTAERE, BERISMERECE" "with_derived predicate”

credentials.with_derived_predicate(DerivedCredentials.get_default_derived_predicate())

# Bt : 15%iFIoTDAClienthfRegionsd5k #l: .with_region(loTDARegion.CN_NORTH_4)
# fER/ R : BEERETRENRegion IR
# MBEEERIESSLERILE, BHUARZBE: .with_http_config(HttpConfig(ignore_ssl_verification=True)
client = loTDAClient.new_builder() \
.with_credentials(credentials) \
.with_region(REGION) \
build()

try:
# SEHNLIBRIIR

SASRRAS 1.0 WA © EARUERABIRAE 6
(2025-02-26)


https://pip.pypa.io/en/stable/installing
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0048.html

IREEEN
SDK 2% 2 M A3 SDK

request = ListDevicesRequest()
# AREaREIIEEO
response = client.list_devices(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

2% 5iAH
ak IRRIFE R =KEIHEZ4AID (Access Key ID) , iBEERI=IEH

8 “FRVEIE > ipaER” RE LEIEMIERERI AK/SK, B
=SEIBEERBIEH.

sk BRI SHZEIRDZESE ( Secret Access Key )
project_id IRHID, REVGEES I REIREID,

loTDARegion.C | 1B AEEHOAIIBNFEEINXE,, Hal¥IBMNEERLIA
N_NORTH_4 BRX1E, ESDK{tiGiotda_region.pyREEEN .
EOLERSIE LEELRRSAEXIGEIR, XIZSEIR, Xik
LG T RN XR, BEASHiESEHRNEHE TS,

region_id MRRLE—, BIES"n-east-3"; MNRZILRM, BES"cn-
north-4"; WNERIFLEFE M, 1BES"cn-south-4"

endpoint IBEEEI S 2N RENEEEAIHEE “REBN” A9
httpsiEE L,

EE 2
R B RES EANEMRESES T LNETEE Python KEFATEE

( Python SDK) ,

2.3 .NET SDK {EFH$5Fa

YIEX M SR CAHE S AN BEMISDKIt A B (FERE . AXNEA.NET SDKAYZEFNET
B, MEA.NET SDKiIERRBMAPIEIRE .

SDK FRENFNZL %
$IE1 LRENETHEIME,
BIEL.NETER, THIHZRBZENETHARE,
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_1001.html
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IRERN
SDK &%

2 N FAMI SDK

(AT
#3597 NET SDKERTF:
e .NET Framework 4.5 BRELI FERA,
e .NET Standard 2.0 RELL FiRZAS,
o C#4.0 RELIEIRAE,

S$D (FA NET CLI TEZRESDK

(AN

dotnet add package HuaweiCloud.SDK.Core
dotnet add package HuaweiCloud.SDK.IoTDA

e

LURREaR&SIFREO A, IATRBRAIEERERERNET SOKNEZLE:
BUERIAIE .

Bl#&BasicCredentialsSLBIFH IR o

SLHMLIERIIR

EREeREIIFREO.

using System;

using System.Collections.Generic;

using HuaweiCloud.SDK.Core;

using HuaweiCloud.SDK.Core.Auth;

using HuaweiCloud.SDK.IoTDA;

using HuaweiCloud.SDK.IoTDA.V5;

using HuaweiCloud.SDK.IoTDA.V5.Model;

namespace ListDevicesSolution
{
class Program
{
static void Main(string[] args)
{
var listDevicesRequest = ListDevices();
var res = JsonUtils.Serialize(listDevicesRequest.Result);
Console.WriteLine(res);

}

private static async Task<ListDevicesResponse> ListDevices()
{
[ INEBRIakFIskEEEEIR BT ERANZENGE, BNEREXHHENETEPEGFH, FH
IR, RREE;
/] BrflLAakFlskiRFEREZEF M, ETARGENEEERRERRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
var ak = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK",
EnvironmentVariableTarget.Machine);
var sk = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK",
EnvironmentVariableTarget.Machine);
const string projectld = "<YOUR PROJECTID>";
// region_id: ¥1RZE Ei8—, BES"cn-east-3"; MERILREM, EES"cn-north-4"; NIRRT
M, BES"cn-south-1"
const string regionld = "<YOUR REGION ID>";
// endpoint: EEEHSH" 2" REMN " EFEEAMIE hEE" NAMN" B httpsiE At
const string endpoint = "<YOUR ENDPOINT>";

/1 BIEINIE

var auth = new BasicCredentials(ak, sk, projectld);

[ tRERR/ R FEEERTER L, EitRiENRZERE

SRR 1.0
(2025-02-26)

WRIERE © LEARITERARERAF 8


https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0048.html

IREEEN
SDK 2% 2 M A3 SDK

auth.WithDerivedPredicate(Credentials.DefaultDerivedPredicate);

// EUE2I0TDAClientSEBIFFAIEA ML
var client = loTDAAsyncClient.NewBuilder()
WithCredential(auth)
[ tREERR /R E B 1T8EEregion
\WithRegion(new Region(regionld, endpoint))
/] EEHRREEFIEAIA 1oTDARegionHfiregiondtsR
// WithRegion(loTDARegion.CN_NORTH_4)
// net framework AR SziFfEgetigRLFHHcontent-type
/| BEERERRESSLIEPEE, BARREE
// WithHttpConfig(new
HttpConfig().WithlgnoreBodyForGetRequest(true).WithlgnoreSsl|Verification(true))
Build();

/] SEFUEERITSR

var req = new ListDevicesRequest
{

Y

try

/| AREagEIEREO

var resp =await client.ListDevicesAsync(req);

Console.WriteLine(resp.GetHttpStatusCode());
}

catch (RequestTimeoutException requestTimeoutException)

Console.WriteLine(requestTimeoutException.ErrorMessage);
}
catch (ServiceResponseException clientRequestException)
{
Console.WriteLine(clientRequestException.HttpStatusCode);
Console.WriteLine(clientRequestException.ErrorCode);
Console.WriteLine(clientRequestException.ErrorMsg);

}
catch (ConnectionException connectionException)
{
Console.WriteLine(connectionException.ErrorMessage);
}
return new ListDevicesResponse();
}
}
}
2H jizkilz
ak BRI =2 H1a2348ID (Access Key ID) , iBTERERI=IEH

& “KAYEILE > pEER” NE LEIEMEEERY AK/SK, B
ERIREENIIER.

sk BN TR SHELIEZESA (Secret Access Key ) o

loTDARegion.C | iIBEIRAEEHARMIEANESHXE, SaiBAMNEErTLAIA
N_NORTH_4 EfgX1s;, 7ESDKXAZIoTDARegion.csHEREN o

AT LRSI e L EESRIRSEREER, XIEER, Xig
MEHDRINNXR, BERSEESEHXNEZRTR.

R

BE
MEERNESFHNERESIESEEAT Net REFRKTEE (.NET SDK) .
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2.4 Go SDK {&5FHiERg

YIEX N SR GoIE S AN AMISDKItFZEFER . AXNBEGo SDKINZEMELE ,
R fFEFIGo SDKIEFE R FIMIAPIBYRA

SDK SREXFIZ <

LR

(RN

gz
$IR2
43
£R4

TIERGOHRKIER,
BEIGOEM, TEHFHRIGIALEGoFHAINE.
AR
A= Go SDK X#F Go 1.14 RLAERRA,
RERENRGoE

go get github.com/huaweicloud/huaweicloud-sdk-go-v3

LRI

go get github.com/json-iterator/go

e

LIBREaig&sIFEORM, IUTERERERERERGo SDKNEZLE:
BIEEINILE .

B2 10 TDAClientSLHIFHIIEML -

SEHMLIBERITR

AREIREIIRED.,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
/] tEERR/ B RIEER  "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region"
// EhthRiE{ER"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region"
//"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
iotda "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/model"

)

func main() {
" 1/ %){\%iftﬁﬁgﬂgak*ﬂsk@%—%@mﬁ%qﬂﬁ?ﬁﬁcﬂ'ﬂ?ﬁémﬂﬁ, FBNEREHSENRTEPEFN, EAE
B, HRES;
/] ARBIAakFIskRFERB T EF 0, ETARPIRIESEAIMEFRERETSE

HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

ak := os.Getenv("HUAWEICLOUD_SDK_AK")

sk := os.Getenv("HUAWEICLOUD_SDK_SK")

projectld := "<YOUR PROJECTID>"

// regionIDF0endpointFBFHrERRE IR E1TEiEregion, EREAREIMIFR
// region_id: ¥N1RZE Lig—, BIES"cn-east-3"; MNRZILHEM, BES"cn-north-4"; WRI2LRE M, &
ES"cn-south-1"

SRR 1.0
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regionld := "<YOUR REGION ID>"
/] endpoint: BTEEHIGHT" S REN " FEZNMI " FEE"NAN"BhttpsEE\ it
endpoint := "<YOUR ENDPOINT>"

/] BEEINIE
auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
/] IR AREREESERTESE, EhRiEHERZECE" "WithDerivedPredicate"
WithDerivedPredicate(auth.GetDefaultDerivedPredicate()).
Build()

// CIZ210TDAClientSLEIFH¥IA
client := iotda.NewloTDAClient(
iotda.loTDAClientBuilder().
/1 ¥R/ IR EEETEIR=Eregion, EfithREFAI0TDARegioniIregion y5k
WithRegion(region.NewRegion(regionld, endpoint)).
// WithRegion(region.CN_NORTH_4).
WithCredential(auth).
/| EEERRBMESSLIEBRES, BAFRBEE
// WithHttpConfig(config.DefaultHttpConfig().WithlgnoreSSLVerification(true)).
Build())
/] SEFUEIERITSR
request := &model.ListDevicesRequest{}
/] AREagEIIEEO

response, err := client.ListDevices(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
B8H Lkl
ak BRI ZKEHIEIZRBID (Access Key ID) ., BEE NS

8 “KAVEIE > pEER” NE LEEMEEZRY AK/SK, B
ERIEEENEER.

sk MR SRS ( Secret Access Key )

loTDARegion.C | iBE& M AEEILTAIYIEEMESRIX, HEIYBEMESRILS
N_NORTH_4 [BRYX1s;, 7ESDK{i8region.gohEEEN .

Ea LA EES S LEELHRRSAEREZIR, XIgEFR, Xi
RFT RN XR, BEARLSEESEMXIIKIETR.

-

BE

IﬁEi))?ﬁ%&%%iiéﬁﬂE’\Jﬁ)ﬂ?ﬁ%i%%%@?ﬂz_zﬁﬁ% Go BMHFERTES (Go
SDK ) .

2.5 Node.js SDK {$F35Ea

MIEX 12 Node jsiIE S HIMN FBMISDKHALZEFH . AN 4ANode.js SDKAIZREE
FACE, R{EMNode.js SDKIEARMFEMAPIFIRA .
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SDK 3REXFIZ %<

gz

g ¥

(e mN]

gz
LER2
43
$1R4

ZEENode. jsFFEIFE,
ihENode.jsEM, TEFIZIHALZENode jsFHRIAE
AR
#59= Node.js SDK 3735 Node 10.16.1 KL EARA
RHMRGR

npm install @huaweicloud/huaweicloud-sdk-core
npm install @huaweicloud/huaweicloud-sdk-iotda

-

VURREES&EIIFREO 6, IATRIERERERERERNode js SDKRIEELE:
BUEIAIE.

B0 TDAClientSLHIFF#IIEH

SCHNLIERIISR o

EREaREIFREO.

const core = require('@huaweicloud/huaweicloud-sdk-core');
const iotda = require("@huaweicloud/huaweicloud-sdk-iotda");
/é %\iﬁg HakiIskEIESRUCHEHPERANZENG, BNEREXHHENRTETEGFH, FRHRINFEE,
HiREE;
/] RBIAakFIskRFEMB R EF 6, ETARGEIEEEAMIKMEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
const ak = process.env.HUAWEICLOUD_SDK_AK;
const sk = process.env.HUAWEICLOUD_SDK_SK;
// endpoint: BETEEHIER" S REN"FERAMU " FEEF “KAM" A9httpsEEAbLE,
// const endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";
const endpoint = "<YOUR ENDPOINT>";
const project_id = "<YOUR PROJECT_ID>";
// region_id: #NSR2 Fig—, iEES"cn-east-3"; MRZILRM, EES" "cn-north-4" MNRZ2 LR M, HES
"cn-south-1"
const region_id = "<YOUR REGION_ID>";
// EeEHS AR S IRIERIGIE ( ATk )
process.env.NODE_TLS_REJECT_UNAUTHORIZED = "0"
// BIEBIAIE
const credentials = new core.BasicCredentials()
.withAk(ak)
.withSk(sk)
/] ¥RERR/ RV R EERITERL, EMAREHEREIE "withDerivedPredicate”
.withDerivedPredicate(core.BasicCredentials.getDefaultDerivedPredicate)
.withProjectld(project_id)
// €& 1oTDAClientsEFIF4MRL
const client = iotda.loTDAClient.newBuilder()
.withCredential(credentials)
.withEndpoint(endpoint)
.withRegion(new core.Region(region_id, endpoint))
.build();
/] EHNGIERIISR
const request = new iotda.ListDevicesRequest();
/[ BREEREIFREO
const result = client.listDevices(request);
result.then(result => {
console.log("JSON.stringify(result)::" + JSON.stringify(result));
}.catch(ex => {
console.log("exception:" + JSON.stringify(ex));

b
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2% jizk):
ak BRI R =2 H1a234BID (Access Key ID ) , iBTERE RIS

& “KAYEILE > pEER” NE LEIEMEEZRY AK/SK, B
=SEIBEERBIEH.

sk BN RS ELIEESA (Secret Access Key ) o
endpoint BRI AEE BN RS FIEXKIFAIZHE T =

ERILEEH S LEEIRIRSAEXEER, KA, X
MR RARINK R, BERLRESEMXINERET R

project_id BERRINEARIRSEAEIRE ID , RIEERIRIENINEFE
X g EXS R AYIRE 1D
region_id MR=Z2LB—, BEE"n-east-3"; MRZITM, BEE"n-

north-4";301R 2%/ M, 1BES"cn-south-4"

.

2

INBEBREZSFMNERIESIESEENZHAE Node js RGEALETES
( Node.js SDK) .

2.6 PHP SDK {EFE+5FE

YIEX P SR HPHPIESHIR FBMISDK A E{ER . KX NMAPHP SDKAYZEFNED
B, &ERAPHP SDKiERARM AMIAPIHIRE .

SDK SREXAIZ=
FE LEPHPFAINR.
HIAPHPER, FHFHRRBBREPHPF RIS,

MR

1= Php SDK 3255 PHP 5.6, PHP6. PHP7hRZA, A3ZiFPHPS IRA, FEIZ{TRIRIHIT php
--version 19EHFY Php FUARAER, WMRLETPHPEMIESAIMA, ZfT7PHP SDKAJEERIR
#o
T2 ZEEcomposer
curl -sS https://getcomposer.org/installer | php

FI®3 ZIEPHP SDK

composer require huaweicloud/huaweicloud-sdk-php

#F184 5|\ Composer BIEENINEH

require 'path/to/vendor/autoload.php';

e
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(e HR]

g2y
g ¥
43
T4

LURREmR&EIIFREO G, LA RGIRERERERPHP SDKRIEZLE:

BIZIAIE .

Bl 10TDAClientSLHIF#DIEH -
SCHHLIERITR o
EREaREIFREO.

<?php

namespace HuaweiCloud\SDK\loTDA\V5\Model;

require_once "vendor/autoload.php";

use HuaweiCloud\SDK\Core\Auth\BasicCredentials;

use HuaweiCloud\SDK\Core\Http\HttpConfig;

use HuaweiCloud\SDK\Core\Auth\Credentials;

use HuaweiCloud\SDK\Core\Exceptions\ConnectionException;

use HuaweiCloud\SDK\Core\Exceptions\RequestTimeoutException;
use HuaweiCloud\SDK\Core\Exceptions\ServiceResponseException;
use HuaweiCloud\SDK\Core\Region\Region;

use HuaweiCloud\SDK\IoTDA\V5\loTDAClient;

[ NERRIakFIskEIESRINIEHERANRZENG, BNERENHRENETENE TN, EHRES,

HWREE;

/| BB akFIskiRFERERE 6, = TATGIRIECEA MG IR EMNETE

HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
$ak = getenv('HUAWEICLOUD_SDK_AK');
$sk = getenv('HUAWEICLOUD_SDK_SK');

// endpoint: EEEHIGR" D" REN"FEEAI"HEE ‘KA AhttpsE b,

// $endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";
$endpoint = "<YOUR ENDPOINT>";
$projectld = "<YOUR PROJECT_ID>";

// REGION_ID: #WR2Z LiF—, iBEEE" "cn-east-3"; WRIBILTEI, iEES"cn-north-4" 3R 24N, BE

B"cn-south-1"
Sregionld = "<YOUR REGION ID>";
// BIEBIAIE
$credential = new BasicCredentials($ak,$sk,$projectld);
/] ¥R/ VR R B TESE, EMiRiStERECE" "withDerivedPredicate"
$credential->withDerivedPredicate(Credentials::getDefaultDerivedPredicate());
[/ MESBRAELE, BRI IRSSImIE-BIGIE
$config = HttpConfig:getDefaultConfig();
$config->setlgnoreSs|Verification(true);
/1 BIEZIoTDAClientSEGIFHAIIAMH ( BEBMABLETIE K configa] AiFRiN )
$client = loTDAClient::newBuilder(new loTDAClient)
->withHttpConfig($config)
->withEndpoint($endpoint)
->withCredentials($credential)
->withRegion(new Region($regionld, $endpoint))
->build();
/] EHNCIERIISR
$request = new ListDevicesRequest();
try {
/| BREEREIFREO
$response = $client->ListDevices($request);
} catch (ConnectionException $e) {
$msg = $e->getMessage();
echo "\n". $msg ."\n";
} catch (RequestTimeoutException $e) {
$msg = $e->getMessage();
echo "\n". $msg ."\n";
} catch (ServiceResponseException $e) {
echo "\n";
echo $e->getHttpStatusCode(). "\n";
echo $e->getErrorCode() . "\n";
echo $e->getErrorMsg() . "\n";
}
echo "\n";
echo $response;
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2% jizk):
ak BRI R =2 H1a234BID (Access Key ID ) , iBTERE RIS

& “KAYEILE > pEER” NE LEIEMEEZRY AK/SK, B
=SEIBEERBIEH.

sk BN RS ELIEESA (Secret Access Key ) o
endpoint BRI AEE BN RS FIEXKIFAIZHE T =

CRILEEH S LEEIRIRSAERIEEMR, KIFER, X
MR RAIRINR R, BRCRIBXKAIZET <.

projectld EEpERIEARRSEIERE ID , RIBEEIRIFRIINEFRE
XIS MAIIRE 1D

—---4ER

:2E 2
IﬁE;Jjaagxz%%ﬁzmagﬁﬁﬁ;ﬂa%i%%%ﬁﬂaz—:ﬁaa PHP X{4FFETHE (PHP
SDK) »
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15228l SDK

3.1 loT Device SDK 43

NTHBINEEFREEZZIENES, LR T 10T Device SDK, SZIFTCP/IPHMY
AR EEERI0T Device SDKfE, AILAEIESYIEXMESIEE . ASZIFTCP/IPHMYL
AIREE, BIANEETFIRE . ZigBeelR BEFEF AMIERE IR LEYMBHNFES,

AT X EEE RS EER 0T Device SDK,
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IREEAN

SDK &% 3 12 SDK
$HEHE
B /Bt EE
2
OTAFHER (AR
EEIEN 2=R/oT
Device
SDK)
EEYTOPICHE
NN
iﬁ%h‘%)\ﬁﬁ, FelErF=m (ETEE St E AR N BNAPIEO6IE
[u]] o
2. FmeliEstE, FFmeE (AETERaFME MR E(FRNENAPIE
iEMEE ) -
3. IREFIMTREE, KEEPRELINER/EBMLIR. BKisS/EHE/EE. OTA
A& BENXTOPIC, ZimiEAN (#8XDemo ) FINEE,
FERMETRMSDK, BilzaXalinTE:
SDK#hk SDKEERIFSR SDKSZHFHI4DEXRY
BN
loT Device mEIEE . FEEENRBAIEBRANIZSE, fl | MQTT
SDK WK, KEEE,
loT Device HEXIIFE. FiE. TERRETZIRGE | LWM2M over
SDK Tiny Kimgtg, FINER. &4E, CoAP. MQTT
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SHENRBAEEHEK
SDK&EFR RAM | FLASHZ | CPUSTiR | B{FRSHE FFEiE=
B2 =
loT Device >4MB | > 2MB > 200MHZ | Chk (Linux) . C.
SDK Javah® ( Linux/ Java.
Windows ) . C#hk | C#.
(Windows ) . Android
Androidkiz . Go
( Android ) . Go
#HXkR ( Linux/
Windows/2&
unix ) .
OpenHarmonyhR
( OpenHarmony )
loT Device > 32KB | > 128KB | > 100MHZ | i&#Z 7 LiteOS/ C
SDK Tiny LINUX/MACQOS/
freertos, BJLAEIE
{BEISDKFRIEHE
fthIrts .
EIFE AFFHESDK
HFENEFHESDK
* Bf%#5Java Python Php
* EEERIENode.js C#
E=RHYBERES
SEMEZFESDKERSITS
Device SDK TinyBFitE8E a5 Device SDKBFitE s IaATEaSESFHERRE
e = @
TR HERE ZEHAM
Device SDK Tiny Device SDK
* TIFMQTTHNY, 12U EMCoAPHRN, IFEMSILH * TRFMQTT(E) . HTTPSHRY
® S5 wM2MIEERT £ 9SSR SREEE o REEEE
* BEHDTIS/TLSSSEEHRL *ZETR
® ZiSFOTA, SOTA S ZEIIELR
® Sftthootstraplilas, FSclient. server. factory =FHER * FRESEYN (FERFRERS)
o iiCER » FHERIE LE
:;;%f?: CiEs. o
 FEERISSTiS Android/Node,s/Python/10S
FYHSDKfERtER, BE&%:
e loT Device SDK{EFERE (C)
e |oT Device SDK{#FE#ERs (Java)
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e loT Device SDK{#EFESRS (C# )

e |loT Device SDK{#EFER5 ( Android )
e loT Device SDK{EM#EE ( GortXAR )
e loT Device SDK Tiny{#FE#g8rg (C)

e loT Device SDKfER#ERs ( Python )

SDKEEINgEI %, 152%E:

% 3-1 SDK = EINRLERE

FEI | C Java C# Androi | GO pytho | C Tiny | Ark
g d n TS
BHELE |V v v v v Vv v v
#
HEL |V v v v v Y i v
k. T
Y2
EBHE |V v v v v Y v x
k. T
.2
weT |V v v v v Y v v
& i
\_\L
RER |V v v v v Y v v
?
OTAFH |V v v v v Vv v x
LY
bootstr | v v v v v v v x
ap
AfEE | v v v v v Vv v x
7
xS |V v v v v v v x
FIRE
=§id
uwRfUEL | x v x x x v x
T
JVa v x v x X x x x
SSH
8. |V x v x x x x x
gl

SCASHRA 1.0 RIS © AT ERABRAT 19

(2025-02-26)



IRERN
SDK &%

3 18 M SDK

FEI) | C Java Cc# Androi | GO pytho | CTiny | Ark
g8 d n TS
W |V x v X X % X X
ESGE
(2
%)
M2M v X v X x X X X
Ihae
Ayl v v v x v x x
EA

3.2 loT Device SDK {&H5r ( Java)

mvn 5|

HEETE

<dependencies>
<dependency>
<groupld>com.huaweicloud</groupld>
<artifactld>iot-device-sdk-java</artifactld>
<version>1.2.0</version>
</dependency>
</dependencies>

o FARMIBEER: BLLHEIDK (IRA1.8LA1L ) Flmaven
e 5OSDKFEHITME, THSDK, BNTREGEUTFIRE:

]

R oe

]

iot-bridge-demo
iot-bridge-sample-tcp-protocol
iot-bridge-sdk
iot-device-code-generatar
iot-device-demo
iot-device-sdk-java

iot-gateway-demao

iot-device-sdk-java: sdk{t#3
iot-device-demo: EBEEIRFIIdemoftis
iot-gateway-demo: MXig&EAIdemoftis
iot-bridge-sdk: M#FHIsdk{XED

iot-bridge-demo: M#FRYdemoftis, FRIERAIIGtcpIREIFEEIFS

iot-bridge-sample-tcp-protocol: Fi& & {FEFItcpiMy Sz M AIRER
iot-device-code-generator: RFIBEMSS, ATLURIE=MIEEBIERIRER

iz

o YHEZTE: HAZFISDKIEEZR, HfTmvn install
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I~ m
RNTHBEER, FRIMEEHT—MARIFMER, ARS HIRESE. BE. 2E.
WEIRE . TF0IREDS . LUMARSG, MIGEE LR, Bt LIREFINEE,
1 IHEEREBEARS, B ‘SEEHET #NRSBANEHE, SIRELE, BE

IFIRAHN. BEMQITSIRERENGES, REFXML,

S22 BEAMNSHE “Tm” , BEREANUN ‘elE R .
SR3 RENERTESSH, AREE “HE”™ Sl miIelE.,

FErmiEs
B2

S22 HEILEICEAm,

BEARER

FiEeRET | FEEmEHtIZN~RITBERAREZE T . NFEEEE M

=1 RRE=ET, TROEREFENRIFETE. MEMNAIRFETE, 15
FelERFE=E.

FERER BENX. XIFFE. HF. &k (1) ( EFF (-) NFE/FES

INESE R “MQTT”

#ErgC #E#E “JSON” ,

IRERERNE | KR BENER

%

IREFRE 1S “smokeDetector”

BREE

F=mmlD NES

= iR IBIRIELIRMERIES .

----455R

BETH R RiER smokeDetector, KBV

1REIS 4,
BEFmENTmIFEBR.

S|3 mFE BEAMERT RE, BE  LEEENMT , HESRIREFmREEN G
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3-1 Fm- EEF miRE

C w—t——

. st %
EFES  meRE SR TopcEE

w2

BEES REEERS

BEKERRER KE KB RKE w5 smem 08

L nER
GTPR) MEBH)

TR

EhRE
SB EEEMSHE 8% > IERE" , BF TS .
$H RERERTMEEESSH, ARRE “BE” .

SHEWR 5iRA

FrERR=E | BIFNSE3CIENRARER— M ERETE.

FhiErF=m IR R 3CUEAIF M

IREIRRG }Eﬂ[z], nodelD, RFHE—IEIRR, ATEEX, HREXFEHFHE
IREBR Bldevice_name, ATEEN .

IRBINESER | R ‘=507 .

4B ;%%%’?%H , AIEEX . ERESEH, MEKNFEESEERE

IREFIEMAINERFREITRG. IRFID. .

.

IRV

1. CIERER, FESANEIHREIREANREID. BiD, LUIKR1PIREASLEN

BER, TR ssl//BEE54m005 5% ssl://IPHAL ]S
/] SREGEBEER: MNFiotFERIcalE, #HITIRS ARG, (EAsdkBXIARca.jksBIHT .
URL resource = MessageSample.class.getClassLoader().getResource("ca.jks");

File file = new File(resource.getPath());

//BINEiot-device-demo3Z{E MessageSample.javaEMIA TS

loTDevice device = new loTDevice("ssl:// & {=E-8883",
"5e06bfee334dd4f33759f5b3_demo", " mysecret", file);

SRR 1.0
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A EE
PrEiS R E I DIERRI UGB ZIZ NI NAER -

2. EIOEE. BAAIntED, ZEOEMEERR, NRENEENINSIREO,
if (device.init() '=0) {
return;
}

NSRER I =FTED:

2023-07-17 17:22:59 INFO MgttConnection:105 - Mqtt client connected. address :ssl:// & 15/5-8883

3. BIEBIRBINEEMINE, YJUAFHSEREEHITEE. lﬂﬁHIOT DeV|ce =]
getClientiZFRENEFEFin, BRIt TER. B, sdFETEO.

HE LR
R HRREREETA HRER.

MdevicedP3REXZE Fir, EAFBloTDevicefJgetClientizOBNAIRENEI = Fif

2. JARERFxAreportDeviceMessagez R EIRIZHIBEE . f£MessageSampleiX
Mol FREA B HIRIE S

while (true) {
device.getClient().reportDeviceMessage(new DeviceMessage("hello"), new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("reportDeviceMessage ok");

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportDeviceMessage fail: " + var2);
}
b

[/ LIRBEX topicER, TRFEHREFERERE X topic
String topic = "$oc/devices/" + device.getDeviceld() + "/user/wpy";
device.getClient().publishRawMessage(new RawMessage(topic, "hello raw message "),
new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("publishRawMessage ok: ");

@Override
public void onFailure(Object context, Throwable var2) {
log.error("publishRawMessage fail: " + var2);

}
b

Thread.sleep(5000);
}

3. {EMMessageSampleZfimain, BiaHCHEESHEET

MessageSample3t, &EEBEFTENERNEZMINFNAIXESRIFTED:
2024-04-16 16:43:09 INFO AbstractService:103 - create device, the deviceld is
5e06bfee334dd4f33759f5b3 demo

2024-04-16 16:43:09 INFO MqttConnection:233 - try to connect to ssl:// & 55-8883
2024-04-16 16:43:10 INFO MgttConnection:257 - connect success, the uri is ssl:// & 15/5-8883
2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
success","timestamp":"1713256990817"},"service_id":"$log","event_type":"log_report","event_time":"20
240416T084310Z","event_id":null}]}
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6.

2024-04-16 16:43:11 INFO MgttConnection:140 - Mqtt client connected. address is ssl://L#& 1558883
2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"device_sdk_version":"JAVA v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info",
_type":"sdk_info_report","event_time":"20240416T084311Z","event_id":null}]}

2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =

{"object_device_id":" 5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl:;//i&Z(5
H:8883","timestamp":"1713256991263"},"service_id":"$log","event_type":"log_report","event_time":"2
0240416T084311Z","event_id":null}]}

2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":null}

2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/user/wpy, msg = hello raw message

2024-04-16 16:43:11 INFO MessageSample:98 - reportDeviceMessage ok

2024-04-16 16:43:11 INFO MessageSample:113 - publishRawMessage ok:

FEREENERE, &F RS > FARE -EERERLHEEK.

nn

event

3 2 IREYIR-REEL

s sE © g O 880 & FiEE O FiEE O e o 3

-4

EENNIRE, BE BT, AREFRRERMREREIRER.

3-3 JHEIRIZ-BaHEIRER

IoTDASR! | ZEEE | B&IFE

{ = e emarecsss @

BEER mRETHE i PR BEHT THERER BERE FiRE =

HERETAR AREE HES, i L« . TEES
HEASEESHE SRaE PHRREEss, TaR  BAHBRE

-
a

SASEE ToEk LSRR EatE, SRS ETEES

* SRR | 0 x |0 Nt | 30 e

KR TIRERNHER .

BIRER-BE device_sdk_java B EIRER

@)
(@)

TREIE &

19:47:22 GMT+08.00

19:17:22 GMT+08.00 o =

191721 GT+08.00 o

19721 GMT+08:00 oy

19:17:18 GMT+08:00 oy

19:47:17 GMT+08:00 o

19:47:17 GMT+08.00 L))

19:17:16 GMT+08.00 o =

191712 GIT+08.00 oy

EEE LR

BEETE FalHEROEE LR 194712 GIT+08:00 oy
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=

i HRIRGRSE—EER, MRLBEIEE, BEFEERF.

HJ:FPropertySamplex, XM FhEERAY EiRalarm . temperature. humidity .
smokeConcentrationiX9/NE 1 .

/BT E3REE
while (true) {

Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[AZRERYIEENS B

json.put("alarm", 1);

json.put("temperature”, rand.nextFloat()*100.0f);
json.put("humidity", rand.nextFloat()*100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");//servicel dEFHPIEE—EL

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {
@Override
public void onSuccess(Object context) {

log.info("pubMessage success" );

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
b

Thread.sleep(10000);
}
}

(& PropertySampleddmainERE G EiEiz{TPropertySamplezt, EEHEEEIAIXRL
THRIFTED

2024-04-17 15:38:37 INFO AbstractService:103 - create device, the deviceld is
5e06bfee334dd4f33759f5b3 demo

2024-04-17 15:38:37 INFO MqttConnection:233 - try to connect to ssl:// & 1558883

2024-04-17 15:38:38 INFO MgttConnection:257 - connect success, the uri is ssl:// L& (558883

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/events/up, msg =
{"object_device_id":"661e35467bdccc0126d1a595_feng-sdk-test3","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
success","timestamp":"1713339518043"},"service_id":"$log","event_type":"log_report","event_time":"2024041
7T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:140 - Mqtt client connected. address is ssl:// & 1=5-8883
2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"661e35467bdccc0126d1a595_feng-sdk-test3","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info",
"sdk_info_report","event_time":"20240417T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =

{"object_device_id":" 5e06bfee334dd433759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl.// &5
/E:8883","timestamp":"1713339518464"},"service_id":"$log","event_type":"log_report","event_time":"202404
17T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/properties/report, msg = {"services":[{"properties":
{"alarm":1,"temperature":55.435158,"humidity":51.950867,"smokeConcentration":43.89913},"service_id":"sm

nn

event_type"
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okeDetector","event_time":null}]}
2024-04-17 15:38:38 INFO PropertySample:144 - pubMessage success

AFaREFERNEULER &R ERINEIHE:
3-5 SR Bt LR

PEEE -
. ( ememm= )

EE R S (S), Schar - EHAASCITA00RS, 2FEERR

<mokeDetector

alarm temperature humidity smokeConcentration
temperature umid eConcentration

1 55.435158 51.950867 43.89913

RiLES

)i

A% FiwiYsetPropertyListenerf5i&RKiIR BRI EIERE O . fEPropertySampleiX4

BT, RATEM7TEHESED.
SEMAND: STHTalarmEMOSEE, BtEERSISSRIE.
EEIEAD: AR R SR TR

device.getClient().setPropertyListener(new PropertyListener() {

/RS R

@Override

public void onPropertiesSet(String requestld, List<ServiceProperty> services) {
// &@Fservice
for (ServiceProperty serviceProperty : services) {

log.info("OnPropertiesSet, serviceld is {}", serviceProperty.getServiceld());

[/ BB
for (String name : serviceProperty.getProperties().keySet()) {
log.info("property name is {}", name);
log.info("set property value is {}", serviceProperty.getProperties().get(name));

}

}
[/ ESA IR IEE
device.getClient().respondPropsSet(requestld, lotResult.SUCCESS);

}

*MPEENE ., SEFST, APTUERNFERIZRRSERF, WEORHASEH,

*ENMRFEIFNEEIANEENS, WEESEHItEA,

*/

@Override

public void onPropertiesGet(String requestld, String serviceld) {
log.info("OnPropertiesGet, the serviceld is {}", serviceld);
Map<String, Object> json = new HashMap<>();
Random rand = new SecureRandom();
json.put("alarm", 1);
json.put("temperature", rand.nextFloat() * 100.0f);
json.put("humidity", rand.nextFloat() * 100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");

device.getClient().respondPropsGet(requestld, Arrays.asList(serviceProperty));

bk
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P o

1. BESiEOEEEBrespondPropsGetilrespondPropsSetiz 3k _FiziR(FL:
.

2. MRBRBAGFFELEMNFNREIE, onPropertiesGetiZ[AJLAZ LI
1&{TPropertySamplest, ARIEFE LREH FREASELdalarmEEEN1:

3-6 IRBF-BE alarm Bk

OTOARS | REEE | REE

e

s [ = meE © e

(i BEalarmEHEIEX0:

3-7 REFF-EHBCE alarm
I0TDARH / ZEETE / iB&iHE

(| m—" —

0]
BEER FIRETEE FR A REHT HERER BEGE FiEE wE

EEREARSAS MEEANNEEYF . BT A ERE

| RRET -

:
0 WFESRaz TS WEE. TEETER.
BsE v Eft HE3E @
Bs En HEE
smokeDetector alarm
smokeDetector alarm
‘smokeConcentral

temperature

humidity

FHEREMNEE, BERBWEIBMRE, alarmiF{EA0:

INFO MgttConnection:66 - messageArrived topic = $oc/devices; _demo/sys/properties/set/reque
INFO PropertySample:53 - OnPropertiesSet, serviceld = smokeDetector

INFO PropertySample:57 - property name = alarm

INFO PropertySample:58 - set property value = d

IRECRITRARRTFE TGS, EREEOE, FENGOHTLE, 7
LRI .

fECommandSamplefflFHLI T s SHIMIE, WRIGSB{NHITITED, AEREB
respondCommand_t3RIER .

device.getClient().setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName, Map<String,
Object> paras) {
log.info("onCommand, serviceld = {}", serviceld);
log.info("onCommand , name = {}", commandName);
log.info("onCommand, paras = {}", paras.toString());

STERA 10 IR © R ERABIRAT 27
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/B S
[[RE AR
device.getClient().respondCommand(requestld, new CommandRsp(0));
}
b
E}%‘éﬁCommandSample” BEEEES L TAEGS, s HIserviceldiB
smokeDetector. #p v%iﬁrmgAlarm\ SEER duration 9 E#20,
BEHT, BRREWEIGSH IR T Im:
EEIEERIE
RIENE 7 EEERREEPiRhE OIS HTERNGE, XMALERRE,
BERAFEEZENEE—EO, THMRES.
SDKigft T —FEEm RS, BIEEYIEEYRE . EaYEERIZIEE T SDKIRMAAY
IREIHISREE S, IREBNBRBYREENIRERS, ARULIEZLIORERS
(BMARRSERSINELESEO ) , SDKHEEmTIFaBN, SlEHERIRIZH
AN
SRV
B EEEREFREOITeETEN, R EEEESR, Bt 7l
RIEBHNERE, LJ:m%ﬁﬁ%,\m%?é,IiL , MARXENFESNENERE. XM5
NESZHIn=.
SmokeDetectorffl &R 7 WA E RIEE RS :
1. ZERYIEREMIRSENRSNEN (NRESMRS, WREEENSITIRS
7l=) .
;:blic static class SmokeDetectorService extends AbstractService {
[AERBIRERENEY, TREMENnamefIXEREMER—5, writeableRNEBHENEAE,
nametsEBHEE
@Property(name = "alarm", writeable = true)
int smokeAlarm = 1;
@Property(name = "smokeConcentration", writeable = false)
float concentration = 0.0f;
@Property(writeable = false)
int humidity;
@Property(writeable = false)
float temperature;
F@Property¥fEskFzne— 1B, aTLifnamelsEELS, MRAEENE
RFEE.
BHERTLANN EwriteableSRIZHIRIR, tIRBHERIE, WD Ewriteable = false,
WERFRI, BHAARTIES,
2. ZEMHE%E’Jﬁ/V\o RBKEIFETRIGSH, SDKEBEMERXEE XIS
7 o
FEOANSHRLCHERIEEZETENAREEN, BUSEIETIHEIR.
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XBEEMHE— M NRIEZLESR<S, edBhringAlarm, TESEHA
duration” , FRITEIREAIIFLERTE]
/[N S, FREOASTREEREREENAEEEN, BNSHIETIER
@DeviceCommand(name = "ringAlarm")
public CommandRsp alarm(Map<String, Object> paras) {
int duration = (int) paras.get("duration");
log.info("ringAlarm duration =" + duration);
return new CommandRsp(0);

}
3. ENgetterfisetteriz ]
- HRBRRIFETERNEARELIRESE HIREMR, SBaERHgetter/s
%o getter I EREXEURBRIEIHE, ATLASSRIRIE e ENa & At
HEF
- HRFWRIFETERIREREMNY, SBaiiEBsetter5iX, setter5iExTH
EINRKBAMRYE. RBUAITEERE, setterfREBTXH

//setterflgetteriZ ORYARRAMIZ T &java beanfiiE, sdk&BmNERXLEEO
public int getHumidity() {

[EHAM G eSS ENEUE
humidity = new Random().nextInt(100);
return humidity;

}

public void setHumidity(int humidity) {
//humidityRRER, FRESLM

public float getTemperature() {

[EHAM L eSS ENEUE
temperature = new Random().nextInt(100);
return temperature;

}

public void setTemperature(float temperature) {
[|REFERAFES T setiEz
}

public float getConcentration() {

[HEHAM R eSS ENEUE
concentration = new Random().nextFloat()*100.0f;
return concentration;

}

public void setConcentration(float concentration) {
[[REFERATELsetiZ ]
}

public int getSmokeAlarm() {
return smokeAlarm;

}
public void setSmokeAlarm(int smokeAlarm) {
this.smokeAlarm = smokeAlarm;

if (smokeAlarm == 0){
log.info("alarm is cleared by app");

}
}

4. fEmainEKE IR SEAIFHFINENRE o
/IelEiRE

loTDevice device = new loTDevice(serverUri, deviceld, secret);
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[1BIEIR B RSS
SmokeDetectorService smokeDetectorService = new SmokeDetectorService();
device.addService("smokeDetector", smokeDetectorService);

if (device.init() '=0) {
return;

}

5. FEEHLR:
[/TEsEshEE R
smokeDetectorService.enableAutoReport(10000);
8k NRAFEFEER LR, tBeJLAEBfirePropertiesChangediEOF T itk &
R

HiFizfTSmokeDetectorzs, BEEREELLIREMG:

INFO MgttConnection:148 - try to connect to ssl://. ~myhuaweicloud.com: 8883
INFO MgttConnection:147 - connect success ssl://»
INFO MgttConnection:87 - Mgtt client connected.

.myhuaweicloud.com:8883

INFO MgttConnection:213 - publish message topic = $oc/devices/Se@6bfee334dddf33759F5b3 demo/sys/properties/report, msg = {"service

TEralsdREs

3-8 1RBF-BF alarm Btk

IoTOAR | EREE | S

0 ==

w28 Q o

4 HeMEtEalarm, BEEEEATKRIBEHEES:

INFO MgttConnection:66 - messageArrived topic = $oc/devices/test_testDevice/sys/properties/set/request_id=2, msg = {"services":[{"prc
INFO AbstractService:187 - write property ok:alarm

FEEE T AringAlarmip$:
Eéiﬁ HEEBEringAlarmisS#AR, HE LR 7oA :

INFO MgttConnection:66 - messageArrived topic = $oc/devices/test testDevice/sys/commands/request id=1, msg = {"paras":{"duration":20},
INFO DeviceServiceSample$SmokeDetectorService:53 - ringAlarm duration = 28
INFO MgttConnection:213 - publish message topic = S$oc/devices/test_testDevice/sys/commands/response/request_id=1, msg = {"paras”:null,

{(EFRARAERLRR

sdk?% t 7IRERBEMRE, ARPREERMTREENY, HetBEmhEmMmIRELIEIE
o {XRBAE AR EE AT LAREAT: %’fi B, ARAEIEEEE NS NIRS EEESUF‘ 5]
serwce% ARBERR—MEEESE, EmainRHPEIEESZHFMR BRSO

(EFRCHREE R E R IR BRSS!

1. TF#huaweicloud-iot-device- sdk-JavaI&, fEE%s 5 Nhuaweicloud-iot-
device-sdk-javaBFZ#4T “mvn install”
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Reactor Summary for huaweicloud iot device sdk project for java 1.
huaweicloud iot device sdk project for java ........ CE [ 0. s]
iot-device-sdk-java ......... .. ... ... ... ... ... CE [ 3. s]
iot-device-demo CE [ 4. s]
iot-bridge-sdk [ 17. s]
iot-bridge-demo [ 4. s]
iot-gateway-demo [ 2. s]
iot-device-code-generator [ 2. 1
iot-bridge-sample-tcp-protocol [ 4. 1
BUILD
Total time:

Finished at:
~ A
Mame Date modified
apidocs 6/16/2023 11:24 AM
classes 6/16/2023 11:24 AM
generated-sources 6/16/2023 11:24 AM
Javadoc-bundle-options 6/16/2023 1124 AM
maven-archiver 6/16/2023 11:24 AM
¥ iot-device-code-generator-1.2.0,jar 6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-javadoc..  6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-sources...  6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-with-de..  6/16/2023 11:24 AM
ISP RSB HRIZEIA N, LEANEAOERLSZ¢E “smokeDetectorzip” HEID
#,
HIBISDKIREH, 1T “java -jar .\iot-device-code-generator\target\iot-device-
code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip” .
PS D:\git\huaweicloud-iot-device-sdk-java> java .\iot-device-code-generator\target\i
ot-device-code-generator-1.2.8-with-deps.jar D:\smokeDetector.zip
2023-06-16 11:308:47 INFO DeviceCodeGenerator:147 - the file generation path is :D:\git\h
uaweicloud-iot-device-sdk-java\generated-demo\src\main\java\com\huaweicloud\sdk\iot\devic
e\demo\smokeDetectorsService. java
2023-96-16 11:30:47 INFO DeviceCodeGenerator:73 - demo code generated to: D:\git\huaweic
loud-iot-device-sdk-java\generated-demo
fE£huaweicloud-iot-device-sdk-javaB R &% Rigenerated-demofd .
MAghRAS 1.0 RS © ARITTERARBIRAE] 31

(2025-02-26)



IREEAN

SDK &% 3 1R&M SDK
DA\git\huaweicloud-iot-device-sdk-java‘\generated-demo
A 5,
Name
S
target
| mvnw
mvnw.cmd
0 = pom.xml
Eitb, RBEABERLEN
mIFIEITERACE:
hiE “huaweicloud-iot-device-sdk-java\generated-demo” , #1417 “mvn
install” , fEtarget N4EnRkjarE.
PS D:\git\huaweicloud-iot-device-sdk a> cd .\generated-demo\
ava\generated-demo> mvn install
Total time: 4.386 s
Finished at: 2023-086-16T11:31:47+68:00
S D:\git\huaweicloud-iot-device-sdk-java\generated-demo> dir target
Directory: D:\git\huaweicloud-iot-device-sdk-java\generated-demo\target
Mode LastiWriteTime Length Name
6/16/20823 : apidocs
6/16,/2023 : classes
6/16/2023 : generated-sources
6/16/2023 : javadoc-bundle-options
6/16/2023 : maven-archiver
6/16/20823 : 29924 iot-device-demo-ganerated-1.2.0-javado
c.jar
6/16/2023 : 6728 iot-device-demo-ganerated-1.2.0-source
s.jar
6/16/20823 : 11530020 iot-device-demo-ganerated-1.2.0-with-d
eps.jar
6/16/2023 : 8031 iot-device-demo-ganerated-1.2.0.jar
HiTjava -jar .\target\iot-device-demo-ganerated-1.2.0-with-deps.jar ssl:// L&
15518883 device_id secret, = NS D RINEFIBAMAL . IRFIdFIZED, &
fTERAIdemo,
D:\git\huaweicloud-iot-device-sdk-java\generated-demo>java -jar .\target\iot-device-demo-
ganerated-1.2.0-with-deps.jar ssl:// & /5/5-8883 5e06bfee334dd4f33759f5b3 demo secret
2024-04-17 15:50:53 INFO AbstractService:73 - create device, the deviceld is
be06bfee334dd4133759f5b3 demo
2024-04-17 15:50:54 INFO MqttConnection:204 - try to connect to ssl:// L& /55-8883
2024-04-17 15:50:55 INFO MgttConnection:228 - connect success, the uri is ssl:// & 1558883
2024-04-17 15:50:55 INFO MqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":" 5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
SRR 1.0 WRINERE © ARITERARBIRAE 32
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IMITFFA MK

success","timestamp™:"1713340255148"},"service_id":"$log","event_type":"log_report","event_time":"20
240417T075055Z" "event_id":null}]}

2024-04-17 15:50:55 INFO MgttConnection:111 - Mqtt client connected. address is ssl:// L& 1558883
2024-04-17 15:50:55 INFO MqgttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info","event
_type":"sdk_info_report","event_time":"20240417T075055Z","event_id":null}]}

2024-04-17 15:50:55 INFO MqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl.// &=
/E1.8883","timestamp™:"1713340255496"},"service_id":"$log","event_type":"log_report","event_time":"2
0240417T075055Z","event_id":null}]}

2024-04-17 15:51:03 INFO smokeDetectorService:78 - report property alarm value = 50

2024-04-17 15:51:03 INFO smokeDetectorService:104 - report property temperature value =
0.3648571367849047

2024-04-17 15:51:03 INFO smokeDetectorService:91 - report property smokeConcentration value =
0.679772877336927

2024-04-17 15:51:03 INFO smokeDetectorService:117 - report property humidity value = 15
2024-04-17 15:51:03 INFO MqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/properties/report, msg = {"services":[{"properties":
{"alarm":50,"temperature":0.3648571367849047,"smokeConcentration":0.679772877336927,"humidity
":15},"service_id":"smokeDetector","event_time":"20240417T075103Z2"}]}

(Eo R RRIACES
ERRINIEEEM T IRSHENINEM, ARREEHITOERVERET
1. <0, FEFNEANSSIZE

¥

2. getter/5ik, EMANUCIBREROEIVE, FTEKIMERIZEEIE.

3. setter5i%, EMAINIBRT R T BIERVESIRT, EHEERINESLRNZELIE,
teanafERas FRIES .

MEXB—MFHRINRE, MREZF—RIREINEZIH, TEEFREFEE. FIREHR
R AIINEE . SDKIZM T AbstractGatewayf ISR SR EHMKHISEI . R TF=
HEEEE, FENTEESRNFREEEHRT (FEFERMFREHFANE
A) . FRETTHRERRE (FEFEIIFELLEED ) | LR ERFIRET
x. LikFeEEE. ERFRERE. ERFRFHEFEO.
e ({HFHAbstractGatewayzt
gFizz, THERHMBRUFRBEEHFAMED, TMETTHER AR
S#EO:
public abstract void onSubdevCommand(String requestld, Command command);
public abstract void onSubdevPropertiesSet(String requestld, PropsSet propsSet);
public abstract void onSubdevPropertiesGet(String requestld, PropsGet propsGet);

public abstract void onSubdevMessage(DeviceMessage message);

SRR 1.0
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e iot-gateway-demofti3 43
T #ZRiot-gateway-demoE FAbstractGatewaysCHl 7 —MEERAIMK, Bigfit
tepIREBIEANBES ] . KL
SimpleGateway: ##/F&EAbstractGateway, LI FISFEEN NMTHEE L
StringTcpServer: EFnettySLI—/NTCP server, ANFIRFIREFATCPIMY,
FHEFKEENENER
SubDevicesFilePersistence: FIRBEEIFAN, FAjsonHRIFEFFREE
B, AERFHHTESF

Session: BRBAIELE, FF 7i8FIdFITCPHchanne BRI E
e SimpleGatewayzs

NS bR Fig Rt 12
HINFIRE: AbstractGatewayfJonAddSubDevicesiZEE R 5K 7 FIREEE

AR EF. BMNIAZEBENEIMAE, FittSimpleGateway R EEES
onAddSubDevicestz[

prFRE: BINTNEFEESUFANER, EEEMAITIFRENEE. i
LAFE(IJES T onDeleteSubDevicestz [, EINTHRFIEMIE, AERARZERN
onDeleteSubDevices,

@Override
public int onDeleteSubDevices(SubDevicesInfo subDevicesInfo) {

for (Devicelnfo subdevice : subDevicesInfo.getDevices()) {
Session session = nodeldToSesseionMap.get(subdevice.getNodeld());
if (session != null) {
if (session.getChannel() != null) {
session.getChannel().close();
channelldToSessionMap.remove(session.getChannel().id().asLongText());
nodeldToSesseionMap.remove(session.getNodeld());
}
}
}

return super.onDeleteSubDevices(subDevicesInfo);

}
o TITHBEL R
MEWEIFETITEERN, BBEERAFIRE. FAMTEHEDA=M: 18&H
B, BHEs. 5.
- IRFEHE: XEBHIIZERIEdeviceldfkBlnodeld, MimFkEsession, M
sessionZ2jkEXchannel, FirlLAEchannelXBEE . FEEABER, AJLIR
EEEHT—ERVERLIE,

@Override
public void onSubdevMessage(DeviceMessage message) {

//FEEEOWRERRdeviceld, deviceld2HnodeldFproduct|difaE4pad, BN
//deviceld = productld_nodeld
String nodeld = lotUtil.getNodeldFromDeviceld(message.getDeviceld());
if (nodeld == null) {
return;

}

//@iEnodeldfkEYsession, #H—iEFkEXchannel
Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
log.error("subdev is not connected " + nodeld);
return;

}

SCASHRAS 1.0 IRBFRE © AT BRABRAT 34
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if (session.getChannel() == null){
log.error("channel is null " + nodeld);
return;

}
[[EEEEEERETIRE

session.getChannel().writeAndFlush(message.getContent());
log.info("writeAndFlush " + message);

}
BHES:
EHESaERERENELETE,
BHRE:
@Override
public void onSubdevPropertiesSet(String requestld, PropsSet propsSet) {

if (propsSet.getDeviceld() == null) {
return;
}

String nodeld = lotUtil.getNodeldFromDeviceld (propsSet.getDeviceld());
if (nodeld == null) {
return;

}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
return;

}

(X EHA BN RN string &G FiRE, LhnasrlseREf T —EIREREIR
session.getChannel().writeAndFlush (JsonUtil.convertObject2String (propsSet));

[IATEHLRNIE, BIEXEEREENLN, EEEMEREFRENEREHEEINR
getClient().respondPropsSet(requestld, lotResult.SUCCESS);

log.info("writeAndFlush " + propsSet);

}
EHEA:

@Override
public void onSubdevPropertiesGet(String requestld, PropsGet propsGet) {

[[FRNFEERZFRENENE, XEERREXK
log.error("not supporte onSubdevPropertiesGet");
deviceClient.respondPropsSet(requestld, lotResult.FAIL);

}
e LIEREFHEEML, LIMpRPIEREEARRIRRDEE.

@Override
public void onSubdevCommand(String requestld, Command command) {

if (command.getDeviceld() == null) {
return;

}

String nodeld = lotUtil.getNodeldFromDeviceld(command.getDeviceld());
if (nodeld == null) {
return;

}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
return;

}

[XEEATEEEcommand 3 REERstring /R 45 FiRE, LhrARPAIRERERT —ERIRE

25
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session.getChannel().writeAndFlush (JsonUtil.convertObject2String(command));

[IATEHRIE, BIEXEEREmSIN ., ESEMEEREFREGIETEB LN
getClient().respondCommand(requestld, new CommandRsp(0));
log.info("writeAndFlush " + command);

}

o LITHBAE
470187 StringTepServerfiichannelRead03 8 . MRSFAFE, FTELE

EAE:
MRFRFEEAFE, XERCERELY, EEHERIER
@Override

protected void channelRead0(ChannelHandlerContext ctx, String s) throws Exception {
Channel incoming = ctx.channel();
log.info("channelRead0" + incoming.remoteAddress() + " msg :" + s);

[IANREEEEE, BlEsession
[ANRREEEE, tliEsession
Session session = simpleGateway.getSessionByChannel(incoming.id().asLongText());
if (session == null) {
String nodeld ='s;
session = simpleGateway.createSession(nodeld, incoming);

[IBIBRSTERMY, IEMERE
if (session == null) {
log.info("close channel");
ctx.close();
}
}

MRZEFE, WHTHREA:

else {
//ANREE HREMHENIEAreportSubDeviceProperties
DeviceMessage deviceMessage = new DeviceMessage(s);
deviceMessage.setDeviceld(session.getDeviceld());
simpleGateway.reportSubDeviceMessage(deviceMessage, null);

}

FIXE, MXAIXEBCBNET T, BRI oERENR. B4 demoEiERY,
AFPALURERZHTT B, taZssAHn=. 5’5&@%!]5%%*%:‘:%9%
. SCMEMFREEAMN.

e iot-gateway-demof{EFH
a. BIEFEENFTm, SBUSEETR.

b. TEEIEAIFRAENER, FINIRS, IRSSIDAIparameter, FHEHIEalarm
Htemperaturef &M, WTFEPTR

& 3-9 IRBVE N -FIREF o

EERBE

SASRRAS 1.0 WA © EARUERABIRAE 36
(2025-02-26)



IREEAN

SDK &% 3 12%&{l SDK
{Ee&StringTepServerfImainiREy, BiREIESE, ARIETIZE.
simpleGateway = new SimpleGateway(new SubDevicesFilePersistence(),
"ssl://iot-acc.cn-north-4.myhuaweicloud.con.8883",
"5e06bfee334dd4f33759f5b3 demo", " mysecret");
FE¥FEe LBRZMXELZRE, FINFIRE
3-10 RF-HINFIRE
e mw o S ® [
% 3-2 7IRESH
SHEBWR SR
FriEr=am FIREMEN G, EELERI1CIEN~ .
REBIR BNdevice_name, ATBENX, #lsubdev_name
IRBIRIRED Blnode_id, $#ESsubdev,
REID Bldevicee_id, AINES, B4R,
AT _E BSFTED:
2024-04-16 21:00:01 INFO SubDevicesFilePersistence:112 - add subdey,
the nodeld is subdev
1&17TcpDevicezk, EBINEEE, WALTEIREMAIFRERInodeld, 0
subdev,
3-11 FIREIER
Run: StringTcpServer . TcpDevice
fes "C:\Program Files\Huawei\jdk1.8.0_222\bin\java.exe" ...
= INFO TcpDevice:108 - initChannel...
— _ ] INFO TcpDevice:81 - input string to send: o
%'_" subdev °
=3 s . s
Hh = o o INFO TcpDevice:81 - input string to send:
5 =
- .i-
IR IR s HEFTED:
2024-04-16 21:00:54 INFO StringTcpServer:196 - initChannel: /127.0.0.1:21889
2024-04-16 21:01:00 INFO StringTcpServer:137 - channelRead0 is /127.0.0.1:21889, the msg is
subdev
2024-04-16 21:01:00 INFO SimpleGateway:100 - create new session ok, the session is
SCASHRAS 1.0 IRBFRE © AT BRABRAT 37
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Session{nodeld='subdev, channel=[id: 0xfo9b89f78, L:/127.0.0.1:8080 - R:/127.0.0.1:21889],
deviceld='subdev_deviceld}

f. AFEeLEIFIRELEZ.

Bl 3-12 igB I R-IRFHEL

[ Ry ——

WETEE MBI WEEF SRR ABORSIEE  XeLe

wEaws ¢ R 6 w0 o FrEmBA 0 HEFE © B 0 s

o ms _ e —

g FIREFLIRER

3-13 FIgR LIREE
StringTcpServer » TcpDevice
"C:\Program Files\Huawei\jdk1.8.0_222\bin\java.exe" ...
INFO TcpDevice:108 - initChannel...
INFO TcpDevice:81 - input string to send:

subdev ° e

INFO TcpDevice:81 - input string to send:

= hello
[]

INFO TcpDevice:81 - input string to send:

(S I cﬁeﬁ' EQ g
< Yl

BERTET LR

2024-04-16 21:02:36 INFO StringTcpServer:137 - channelReadO is /127.0.0.1:27889, the msg is
hello

2024-04-16 21:02:36 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":"subdev _deviceld']

2024-04-16 21:02:36 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/gateway/sub_devices/properties/report, msg =
{"devices":[{"services":[{"properties":
{"temprature":2,"alarm":1},"service_id":"parameter","event_time":null}],"device_id":" subdev_devi
celd"}]]

h. EHEIRER

Eilzéujjz IRk, R IRBFH-EHRRE, JHERIRER. #EiFRE
RiEHE, FHERAEERIERIRE:

B 3-14 [ERIRER-EERE

Q®

USSR & st & EEEERS HEHE & 3
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3.3 loT Device SDK {&EH$8mE (C)

loT Device SDK ( C) RS FZIBEANEA=IoTHIEAMFEEHICHRASHISDK, 2L EF]
EaZE@EngEn, MUREERS . MXIRS . OTAFSRRSS, HEHXISHGS
BT EERIdemofiB, HXEMIESIEZS%E 10T Device SDK ( C) fEREIERE.

sEFRIREH
e SDKEE{TELINUXIRIERZ L.
e SDK{k¥fiopenssiZFHpaholE, MNIRHAEBBECRIRmENE, TEBTRIF
openssl/paho/zlib/4e 9% £ REEZF 34
o X FFERAMCUHEARIZANRIZBDIRE, BfEAC Tiny SDKEITHA .
(MARY:
BiXERARiIERgitHub EAIREADME
y-Zidlerrd
£ 3-3SDK C &%
RAS | TEAYE BRI
1.2.0 | IhgetEaaE FIESDKNLKALIE Az Demo, ALALEE(ER
1.15 | ThRgiE:g EROTAFHRIEHIET
1.1.4 | IheetEsa EEIRZERIRI L HRiEATE)R
1.1.3 | IHEeiga BE#fconf\rootcert.pemit$H
1.1.2 | #7Thee BRI [EE. M2M. gnfmiEXF. BEQN. BET
ENAYIE)&%. MQTT_DEBUG. EZE%. inf2fiE. Ifx
ZEBfE (2% ) Thee
1.1.1 #Inee T SSHITIZIEZ4ETRE
1.1.0 | #HThee IBAIMQTT5.0Z088, A, EERTFEL R
1.0.1 Iheetgss BIIMatts ARG FEE RNBm=. TLSARARVI.2. B0
BEEFEEGE=
0.9.0 | #hINge BN E T FREIRSEO
0.8.0 | INgEiZim EIRFAYEANGE (iot-mqtts.cn-
north-4.myhuaweicloud.com ) FIfRIE$ .
WNRIREFEAEEE (iot-acc.cn-
north-4.myhuaweicloud.com ) &\, 151 v0.5.0kx 2
AYSDK
050 | IheeiEsa sdkFRE 7 IR B MR S BX N S ECERICAIE
B, EHEEATENFES
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3.4 loT Device SDK {§5FHi8f (C#)

loT Device SDK ( C# ) 12U BIBNEA=IoTYIBAMESRICHIRARISDK, 12HHEE
MEEsZiaEEiEeh, URIEEIRS. OTAZSSHRRSE, HEfXNSMiZEEH|TE
EH9demoftid ., 1BXRERIESIES#I10T Device SDK ( C# ) {EF38R .

{s5 R AR
e %3t DotNet SDK 8.0,
- SHIEE NET 2EES
-  HIETFE .NET 8.0
o DOLEXINIDE ( Visual Studio Code 2017+, Rider 17.0.6+ ) . IFig_EARSDKA%K
#IDE, FFAEUIRIESFIEIRIDESEBEIZ(FRACL,
(AL
B{MERARiEEgitHub -AYREADME
WA EEFi5dBH
% 3-4 C#1ES SDK fRAEFi5HAE
RS “%E?é IheeHnA SR
EI:
134 IneetE | 1. B EITED;
5% 2. ocHkSubscribeTopiciR[Eltopic;
3. demoffift;
4. M*¥EObugiEE;
5. AR BIRESE;
6. HEMi.
133 HHEIL | OTAFHERSIEM IR
e
1.3.2 INeelE | EiRE 2R iEB
G
1.3.1 E35] BEETIEHRE, MQTTNRAFEMNEF DA,
1.3.0 HINRE | SHBITOBSHEERELE
1.2.0 #Ihee | EINZthXINEE
1.1.1 INeetE | iR MIBR AR B INEE, TERIEIEA,
CE
1.1.0 #hae | FIBMXSYIIEELTNAE
1.0.0 F—X | RHEMANREIEANEES, sdkE TIRBIEAMIIR LN
=2} loTDASESECERICAIER,
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp
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RBEN
SDK &% 3 1% SDK

3.5 loT Device SDK {£F8rm ( Android )

loT Device SDK ( Android ) I2HHZEIENEN=IoTYIELMFEAYANdroid iR ARY
SDK, EMUSSEMNESZEEAEL, URIRERS . OTAZERIRS, FEXNSEH
IHSERM T EERIdemo{iE ., HXEMIESIES% 10T Device SDK ( Android ) fiE/

8@,
{sEF3iAA
o BEZZEAndroid Studio,
(RERLY::|
BixfERARIEEgitHub_-AIREADME,
hR A S #risd AR
% 3-5 TERAEFHAA
RAS KR IngefARI<AR
1.0.0 F—IRKkH RHEMENR BIENEE

3.6 1oT Device SDK {&F#8rm ( Go )

loT Device SDK ( go ) 128 FIENEA=IoTHIE M ESHIgolRAHISDK, 1218
MEszEEREEH, URIEERS. OTASESRRS, HEHWSMIFEIRETE
EH9demoftid ., 1BXERIESIES#10T Device SDK (go ) RIS .

{SEF3iAAR
o B%%go 1.18+ hRA&,
o EiREBgo.modL LXK,
(11 %88
BixfERARIEEgitHub_-RYREADME,
WRASEFi5 AR
& 3-6 go IEShRAEFT5AR
MR =i it 1488
v1.0.0 FIEIHEE REXRE AR OTYIEANESREN, HERFPIIZE
BA. RSB, HIEXRE. w9 TR RBE. ik
UFERN =375
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md
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3.7 loT Device SDK Tiny {#f3+gErs (C)

loT Device SDK Tiny: 2B EE & 1HMEE . NINFE//FE/1TERRE T ZIRHIAY
Himg g LR EREBEEREY, SRFEEBAPIZO, [ELIREREENE
;@%ﬂ“ SRR LIRS SIEWEINRE . HXERIESBES NiR=EBAEFE
=] o

(1) % 8A

loT Device SDK TinyR] LUSTTFRlnuxiRERFRNS S, BATLAFIRAELER, BEARMEMK
AR5 -

(Ed== etz
o &AL T LiteOS/LINUX/MACOS/freertos, AILUBITEMSDKRIEEEMIFE,
o EREEARBEAEANERT, INSDKIFEIREEBTE.

3.8 10T Device SDK {F3+5E3 ( Python)

loT Device SDK ( Python ) 2R EIEAN LA =IoTHIEXMF EBIPythonkRAHISDK,
IRLgEIEaZE@EREEN, UREERS. MXIRS. OTAZSHRRSS, HEH
WEZFFSIRM T FEFERIdemofLi3, *E?&%EZ?E@%’E%IOT Device SDK

( Python) {&FEtER -

{EFRIREA
%EPython 3.11.4
FZEEEpaho-mqtt: 2.0.0 (45FE)

=

EJ

LAREE =% FEschedule: 1.2.2 ()
z

z

)

E=
B=

U @@ m

KB =J5ZEFapscheduler: 3.10.4 (5E)
FE=FFEFErequests: 2.32.2 ( Tk, ENXSFREEREdemoE=+E

o CEXEFE=FZEEtornado: 6.3.3 (Hik, ENEXEFEEZEEdemoiERP(E
B)

(AL
E{fAFZ45 AT 10T Device SDK ( Python ) (&SR .

hRAi5¢HE

% 3-7 Python kAN
R LEER | A

1.2.0 FriZIhEE EANFINIG |28 | RBENINEE. BEMMEAEIEINGE. H
RABIRRA

1.1.4 FiEINEE | OTARRSZIEMKIE
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https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/os/Readme.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/docs/SDK_Demos_List.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python
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