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1 {§5F8 client-go i5]a] CCI

AN BINTIECCHAE T Bcci-iam-authenticator5client-gof5 & {E AL B
API,

Z4E cci-iam-authenticator

B2%#ERkubectl, THZERIZEcci-iam-authenticator,

224t kubernetes client-go

Py

#1&B52 % Installing client-go .
AR
o LFICCIIRSZBFHHHIAPIFIM AIKuberneteshfAJ91.19, RiECompatibility: client-go <->

Kubernetes clusters, ¥EF{ERRISDKIRAJIK8s.io/client-go@kubernetes-1.19.0,

o CORSEHZER, FXiFwatchERF FTEENHETHUREEHETA THRIR, XiF
watch{SEa & =8 TR

{£H Go SDK
(AR

TEIEEI LA TMRAFINI :

1. k8s.io/client-go@kubernetes-1.15.0
2. k8s.io/client-go@kubernetes-1.16.0
3. k8s.io/client-go@kubernetes-1.17.0
4. k8s.io/client-go@kubernetes-1.18.0
5. k8s.io/client-go@kubernetes-1.19.0
6. k8s.io/client-go@kubernetes-1.20.0

(EARRRA/ZEHRITIAIE

import (
"fmt"

"k8s.io/client-go/kubernetes"

"k8s.io/client-go/tools/clientcmd"

"k8s.io/client-go/tools/clientcmd/api"
)

const (
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https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_kubectl_01.html
https://github.com/kubernetes/client-go/blob/master/INSTALL.md
https://github.com/kubernetes/client-go#compatibility-client-go---kubernetes-clusters
https://github.com/kubernetes/client-go#compatibility-client-go---kubernetes-clusters

paeas SN
SDK &% 1 {$H client-go 518 CCl

apiVersion = "client.authentication.k8s.io/v1beta1"

/| =BEELH CCl, &Fhttps://developer.huaweicloud.com/intl/zh-cn/endpoint
cciEndpoint = "<fFa0%E1t-1E52PY: https://cci.cn-north-4.myhuaweicloud.com>"

/] B—BDINIERSS IAM, £&%https://developer.huaweicloud.com/intl/zh-cn/endpoint
iamEndpoint = "<{Ia0%1t-1b52PY: https://iam.cn-north-4.myhuaweicloud.com>"

/] WXL =, & https://developer.huaweicloud.com/intl/zh-cn/endpoint
projectName = "<fFlan%edt-165P: cn-north-4>"
)

// userName, domainName, password D BIFTRAFSE . WSEREE, FRPBTEN, BRAFE. kS8
FRATANE, FEZENKE, BRFTEFERZSE;

var userName, domainName, password string

// NewClient i@idusername/password @l Clientset
func NewClient() (*kubernetes.Clientset, error) {
config, err := clientcmd.BuildConfigFromFlags(cciEndpoint, "")
if err !=nil {
return nil, err
}
var optionArgs []string
optionArgs = append(optionArgs, fmt.Sprintf("--iam-endpoint=%s", iamEndpoint))
optionArgs = append(optionArgs, fmt.Sprintf("--project-name=%s", projectName))
optionArgs = append(optionArgs, fmt.Sprintf("--token-only=false"))
optionArgs = append(optionArgs, fmt.Sprintf("--domain-name=%s", domainName))
optionArgs = append(optionArgs, fmt.Sprintf("--user-name=%s", userName))
optionArgs = append(optionArgs, fmt.Sprintf("--password=%s", password))

config.ExecProvider = &api.ExecConfig{
Command: "cci-iam-authenticator",
APIVersion: apiVersion,
Args: append([]string{"token"}, optionArgs...),
Env: make([]api.ExecEnvVar, 0),

}

return kubernetes.NewForConfig(config)

}
{EAAK/SKEITIAIE

import (
"fmt"
"k8s.io/client-go/kubernetes"
"k8s.io/client-go/tools/clientcmd"
"k8s.io/client-go/tools/clientcmd/api"
)

const (
apiVersion = "client.authentication.k8s.io/v1beta1"

/| =ABESLHI CCl, &% https://developer.huaweicloud.com/intl/zh-cn/endpoint
cciEndpoint = "<flaN%E]E-d65TPU: https://cci.cn-north-4.myhuaweicloud.com>"

/] Z—BRINERRSS IAM, £&%https://developer.huaweicloud.com/intl/zh-cn/endpoint
iamEndpoint = "<fIa0%Edt-1bZ=PU: https://iam.cn-north-4.myhuaweicloud.com>"

/] WXFNRiFT =, SZhttps://developer.huaweicloud.com/intl/zh-cn/endpoint
projectName = "<fln%edt-1b52PY: 'cn-north-4'>"
)

// 3RBXAK/SKZ%E: https://support.huaweicloud.com/intl/zh-cn/devg-cci/
cci_kubectl_01.html#cci_kubectl_01__section17023744719
/I ak, skDBIFRTEFAK/SK, BAFBITEN, BAK/SKBFINE, FEZENKE, EREFTEERZE.

var ak, sk string

// NewClient @iFAK/SKIAIEBIZEClientset

func NewcClient() (*kubernetes.Clientset, error) {
config, err := clientcmd.BuildConfigFromFlags(cciEndpoint, "")
if err !=nil {
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FAQ

return nil, err
}
var optionArgs []string
optionArgs = append(optionArgs, fmt.Sprintf("--iam-endpoint=%s", iamEndpoint))
optionArgs = append(optionArgs, fmt.Sprintf("--project-name=%s", projectName))
optionArgs = append(optionArgs, fmt.Sprintf("--token-only=false"))
optionArgs = append(optionArgs, fmt.Sprintf("--ak=%s", ak))
optionArgs = append(optionArgs, fmt.Sprintf("--sk=%s", sk))
config.ExecProvider = &api.ExecConfig{
Command: "cci-iam-authenticator",
APIVersion: apiVersion,
Args: append([]string{"token"}, optionArgs...),
Env: make([]Japi.ExecEnvVar, 0),
}
return kubernetes.NewForConfig(config)

}

& pikubeconfigfe B3 AT IAIERCE, &% EMHcci-iam-authenticatorfJFar <
generate-kubeconfig& pkubeconfighic & M 14

import (
"k8s.io/client-go/kubernetes"
"k8s.io/client-go/tools/clientcmd"

)

// NewcClient i@idkubeconfigft & {4 elfE Clientset
// kubeconfigfe BN HEAESINERFXER, BiRiES%E ( cd-iam-authenticator{EFZ% ) tEpikubeconfigh
B4 https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_kubectl_03.html
func NewClient() (*kubernetes.Clientset, error) {
config, err := clientcmd.BuildConfigFromFlags("", "/path/to/kubeconfig")
if err !=nil {
return nil, err

}

return kubernetes.NewForConfig(config)

}

8: BRI RS FEEREREEHEH4011ER?

. —MRIERT, WMNERZBLHAK/SKECETIR, client-gotRHaIEHRARIFTtokenAIHLH
( BNEHAE A cci-iam-authenticatorfflgftoken, BE{ASLIISZ https://github.com/

kubernetes/client-go/blob/master/plugin/pkg/client/auth/exec/exec.go ) , &E
ﬁﬁﬁtokenﬁ%ﬁ,ﬁﬂﬁﬁ%?& (tokenfIBXIHASI24/0\0T ) , Mg RiEKERIREIED
79401,

(BAKSINRLEZER], tokenAIREEER, FETEBHALKBIER, EXIEF
T, PeEIERERIRERDH401891ER .
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https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_kubectl_01.html#section6
https://github.com/kubernetes/client-go/blob/master/plugin/pkg/client/auth/exec/exec.go
https://github.com/kubernetes/client-go/blob/master/plugin/pkg/client/auth/exec/exec.go

paeas SN
SDK &% 2 {FH client-go i/3/a) CCl {9 CRD &R Network

2 £ client-go i5ia] CCI fY CRD FHR

Network

IR IE

LI HEexamples.com/cci-examples.
(e

InB#&#fik8s.io/client-go. k8s.io/code-generator, LA FhRAAI IS E

e k8s.io/client-go@kubernetes-1.15.0. k8s.io/code-generator@kubernetes-1.15.0
e k8s.io/client-go@kubernetes-1.16.0. k8s.io/code-generator@kubernetes-1.16.0
e k8s.io/client-go@kubernetes-1.17.0. k8s.io/code-generator@kubernetes-1.17.0
e k8s.io/client-go@kubernetes-1.18.0. k8s.io/code-generator@kubernetes-1.18.0
e k8s.io/client-go@kubernetes-1.19.0. k8s.io/code-generator@kubernetes-1.19.0
e k8s.io/client-go@kubernetes-1.20.0. k8s.io/code-generator@kubernetes-1.20.0

mkdir -p examples.com/cci-examples

cd examples.com/cci-examples/

go mod init examples.com/cci-examples

go get k8s.io/client-go@kubernetes-1.15.0

go get k8s.io/code-generator@kubernetes-1.15.0

TEX CRD & Network
B3 {43pkg/apis/networking.cci.io/vibetal, EFnetworking.cci.ioJCRDEFIRER
group, vlbetal5CRDZFIERAS
mkdir -p pkg/apis/networking.cci.io/v1beta1l
FERTE S T PR LA T 304
doc.go
// +k8s:deepcopy-gen=package
// +groupName=networking.cci.io

// +groupGoName=NetworkingCCl
package vi1beta

types.go

package vibetal

SASRRAS 01 (2024-01-16) WRIERE © LEARITERARERAF 4
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import (

)

metav1 "k8s.io/apimachinery/pkg/apis/meta/v1"

// +k8s:deepcopy-gen:interfaces=k8s.io/apimachinery/pkg/runtime.Object

// NetworkList is a list of network resource in container.
type NetworkList struct {

}

metav1.TypeMeta “json:",inline"”

// Standard list metadata.

// More info: https://git.k8s.io/community/contributors/devel/api-conventions.md#metadata
// +optional

metav1.ListMeta “json:"metadata,omitempty" protobuf:"bytes,1,0pt,name=metadata""
Items [INetwork “json:"items" protobuf:"bytes,2,rep,name=items""

// +genclient
// +k8s:deepcopy-gen:interfaces=k8s.io/apimachinery/pkg/runtime.Object

// Network is a network resource in container.
type Network struct {

}

metav1.TypeMeta “json:",inline"”

// +optional

metav1.0bjectMeta “json:"metadata,omitempty" protobuf:"bytes,1,0pt,name=metadata""
// Spec defines the attributes on a network

// +optional

Spec NetworkSpec “json:"spec,omitempty" protobuf:"bytes,2,opt,name=spec""

// Status describes the network status

// +optional

Status NetworkStatus “json:"status,omitempty" protobuf:"bytes,3,opt,name=status""

// NetworkSpec describes the attributes on a network resource.
type NetworkSpec struct {

}

// network type

NetworkType string “json:"networkType,omitempty" protobuf:"bytes,5,0pt,name=networkType""
// 1D of the VPC to attach

AttachedVPC string “json:"attachedVPC,omitempty" protobuf:"bytes,4,0pt,name=attachedVPC""
// network 1D

NetworkID string “json:"networklD,omitempty" protobuf:"bytes,7,opt,name=networkID""

// Subnet ID

SubnetID string “json:"subnetID,omitempty" protobuf:"bytes,8,opt,name=subnetID""

// available zone

AvailableZone string “json:"availableZone,omitempty" protobuf:"bytes,9,0pt,name=availableZone""
// The CIDR of the network

CIDR string “json:"cidr,omitempty" protobuf:"bytes,3,opt,name=cidr""

// NetworkStatus describes the status of a network
type NetworkStatus struct {

}

// State describes the network state

// +optional

State string “json:"state" protobuf:"bytes,1,0pt,name=state""

// Message describes why network is in current state

// +optional

Message string “json:"message,omitempty" protobuf:"bytes,2,0pt,name=message""

const (

// Networklnitializing means the network is initializing

Networklnitializing = "Initializing"

// NetworkPending means the network is processing

NetworkPending = "Pending"

// NetworkActive means the network is available

NetworkActive = "Active"

// NetworkFailed means the network is not available

NetworkFailed = "Failed"

// NetworkTerminating means the network is undergoing graceful termination

SASRRAS 01 (2024-01-16) WRINFTE © AR ERABIRAE 5
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NetworkTerminating = "Terminating"

)
register.go
package vi1beta

import (
metav1 "k8s.io/apimachinery/pkg/apis/meta/v1"
"k8s.io/apimachinery/pkg/runtime"
"k8s.io/apimachinery/pkg/runtime/schema"

)

// GroupName is the group name use in this package
const GroupName = "networking.cci.io"

// SchemeGroupVersion is group version used to register these objects
var SchemeGroupVersion = schema.GroupVersion{Group: GroupName, Version: "vibeta1"}

// Resource takes an unqualified resource and returns a Group qualified GroupResource
func Resource(resource string) schema.GroupResource {
return SchemeGroupVersion.WithResource(resource).GroupResource()

}

var (
// localSchemeBuilder and AddToScheme will stay in k8s.io/kubernetes.
SchemeBuilder = runtime.NewSchemeBuilder(addKnownTypes)
localSchemeBuilder = &SchemeBuilder
AddToScheme = localSchemeBuilder. AddToScheme

)

// Adds the list of known types to the given scheme.
func addKnownTypes(scheme *runtime.Scheme) error {
scheme.AddKnownTypes(SchemeGroupVersion,
&Network{},
&NetworkList{},

// Add the watch version that applies
metav1.AddToGroupVersion(scheme, SchemeGroupVersion)
return nil

BIEMSERIA
#EZhack S S FRLATE IO R A SR RS

mkdir hack
fEhack STAERrRBIR LA oSz

tools.go, EIZIZI{FFKKFicode-generator
// +build tools

/-k
Copyright 2019 The Kubernetes Authors.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

SASRRAS 01 (2024-01-16) WRINFTE © AR ERABIRAE 6
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// This package imports things required by build scripts, to force ‘go mod" to see them as dependencies
package tools

import _ "k8s.io/code-generator"
update-codegen.sh

#!/usr/bin/env bash

# Copyright 2017 The Kubernetes Authors.
#

# Licensed under the Apache License, Version 2.0 (the "License");

# you may not use this file except in compliance with the License.

# You may obtain a copy of the License at

#

#  http://www.apache.org/licenses/LICENSE-2.0

#

# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,

# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

set -0 errexit
set -0 nounset
set -o pipefail

SCRIPT_ROOT=%(dirname "${BASH_SOURCE[0]}")/..
CODEGEN_PKG=${CODEGEN_PKG:-$(cd "${SCRIPT_ROOT}"; Is -d -1 ./vendor/k8s.io/code-generator 2>/dev/
null || echo ../code-generator)}

# generate the code with:
# --output-base  because this script should also be able to run inside the vendor dir of
# k8s.io/kubernetes. The output-base is needed for the generators to output into the vendor dir
# instead of the $GOPATH directly. For normal projects this can be dropped.
# generators deepcopy,client,informer,lister
export CLIENTSET_PKG_NAME=networking.cci.io
export CLIENTSET_NAME_VERSIONED=v1beta1
"${CODEGEN_PKG}"/generate-groups.sh "deepcopy,client" \
examples.com/cci-examples/pkg/client examples.com/cci-examples/pkg/apis \
networking.cci.io:vibeta?l \
--output-base "$(dirname "${BASH_SOURCE[0]}")/../../." \
--go-header-file "${SCRIPT_ROOT}"/hack/boilerplate.go.txt

# To use your own boilerplate text append:
# --go-header-file "${SCRIPT_ROOT}"/hack/custom-boilerplate.go.txt

boilerplate.go.txtFai2 HRAYS4L, BIES!

/*
Copyright The Kubernetes Authors.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/
Elt, TAFIBESIERE, WITRRAISHEENT:

go.mod
go.sum

SASRRAS 01 (2024-01-16) WRINFTE © AR ERABIRAE 7



=ERLH)
SDK &%

2 {#EA client-go iAia) CCl B9 CRD &i&E Network

hack

E boilerplate.go.txt

tools.go
update-codegen.sh
pkg
L apis

networking.cci.io
L— vibetat
doc.go
register.go
types.go

5 directories, 8 files

TR B R
AT &SEInudRE 4T

# tEpfvendor3z itk
go mod vendor
# BUTHIZMIA

chmod 755 hack/update-codegen.sh

# hack/update-codegen.sh&#fTvendor/k8s.io/code-generator/generate-groups.sh

chmod 755 vendor/k8s.io/code-generator/generate
./hack/update-codegen.sh

-groups.sh

WITRINE, BeEmEE, BREWEN

go.mod
go.sum
hack
boilerplate.go.txt
tools.go
update-codegen.sh
pkg
— apis
— networking.cci.io
L— vibetat
doc.go
register.go
types.go
zz_generated.deepcopy.go
— client
L networking.cci.io
vibetal
— clientset.go
— doc.go
— fake
clientset_generated.go
doc.go
register.go
— scheme
doc.go
register.go
— typed
L— networking.cci.io
vibetal
— doc.go
— fake
doc.go

fake_network.go

—— generated_expansion.go
— network.go
— networking.cci.io_client.go

fake_networking.cci.io_client.go

N5k 01 (2024-01-16)
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THALEDS: B Network

(MR

izt hR AR :
k8s.io/client-go@kubernetes-1.15.0
k8s.io/code-generator@kubernetes-1.15.0
import (
"time"

metav1 "k8s.io/apimachinery/pkg/apis/meta/v1"
"k8s.io/apimachinery/pkg/util/wait"
"k8s.io/client-go/tools/clientcmd"

"examples.com/cci-examples/pkg/apis/networking.cci.io/vibetal"
clientset "examples.com/cci-examples/pkg/client/networking.cci.io/vibeta1"

)

const (
name = "test-k8s-client-namespace-cn-north-1-default-network"
namespace = "test-k8s-client-namespace"

)

// CreateNetwork BlENetwork, FHEFELRESTE HActive
/] % { NamespaceFINetwork ) https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_05_0023.html
// APIZ%: https://support.huaweicloud.com/intl/zh-cn/api-cci/
createNetworkingCciloV1betalNamespacedNetwork.html
func CreateNetwork() (*vibetal.Network, error) {

config, _ = clientcmd.BuildConfigFromFlags("", "{path to kubeconfig}")

cs, err := clientset.NewForConfig(config)

if err !=nil {

return nil, err

}

projectld := "<WSID, FLAEIRAIEIEIREL>"

domainld := "<IRHID, BILAERAIENFFAE>"

securityGrouplD = "<Z£4HID, AJLERSEIEHQIREL"
availableZone := "<az&Z#R, fHlalcn-north-1a. cn-north-4adkcn-east-3a>"
vpclD = "EIFAB=AYID, mIfEVPCEHISIREY"

cidr = "<FRIFER, ff41192.168.128.0/18>"

networkID := "<FMEIMLEID, FIFEVPCIEFIE > FRIAIREL>"

subnetID := "<FMID, BI{EVPCZHIE > FMFRE>"

network := &v1betal.Network{
ObjectMeta: metav1.0ObjectMeta{

Annotations: map[string]string{
"network.alpha.kubernetes.io/default-security-group": securityGrouplD,
"network.alpha.kubernetes.io/domain-id": domainlid,
"network.alpha.kubernetes.io/project-id": projectld,

%

Name: name,

%
Spec: v1betal.NetworkSpec{

AvailableZone: availableZone,

CIDR: cidr,

AttachedVPC: vpclD,

NetworkID:  networklID,

NetworkType: "underlay_neutron",

SubnetID: subnetlD,

by
}
network, err = cs.NetworkingCCIV1beta1().Networks(namespace).Create(network)
if err !=nil {
return nil, err
}

/] BEiBNetworkiR7Z, FHFEIRETE Active”
err = wait.Poll(time.Second*5, time.Second*30, func() (done bool, err error) {

SASRRZS 01 (2024-01-16) WRIERE © LEARITERARERAF
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network, err = cs.NetworkingCCIV1beta1l().Networks(namespace).Get(name, metav1.GetOptions{})
if err !=nil {
return false, err
}

if network.Status.State == v1betal.NetworkActive {
return true, nil

}

return false, nil

b))

return network, err

}

SEE
Code Generation for CustomResources

code-generator

sample-controller

SASRRZS 01 (2024-01-16) WRIERE © LEARITERARERAF
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https://blog.openshift.com/kubernetes-deep-dive-code-generation-customresources/
https://github.com/kubernetes/code-generator
https://github.com/kubernetes/sample-controller

paea -]
SDK & 3 {#H kubernetes B75 Python SDK ifia CCl

3 {{£F8 kubernetes 75 Python SDK i5ia]
CCl

ABNBITE i IE T Bcci-iam-authenticator5kubernetes-client/python4s &1
FALAERAPI,

L4 cci-iam-authenticator
52Z(#EAkubectl, THZENIZECC-iam-authenticator,

%% kubernetes-client/python
&2 ZInstallation, TEi&ZEkubernetes-client/python,

MR

2FiCCIAYkubernetes APIRIRATXERA91.19, $RIECompatibility, HEEFEFERRISDKIRAT
client 11.y.z,

{s5F8 Python SDK

BB B RkubeconfigBt B, &% cci-iam-authenticatorERE%, {FRF
#n< generate-kubeconfig& A kubeconfigBt & 3744 .

(MR
o XERUREULIZRA T EHIRIFTtokenfI S K FH LEtokeniZ H ( EfF{EtokenB XA 924/
) , EETLUBINSREVCMEILAIRIE, LRI,
o TEHARIFtokenfI B X AER XK SRR ETEAIER, MRKSTIRAETE (0E
KSTEFKSIUIR, SHFWSRRETE ) , TEFIFREATtoken&K, BEEH
FREX
# -*- coding: utf-8 -*-
import logging

import time
import threading

from kubernetes import client, config
NAMESPACE = "test-k8s-client-namespace"

logging.basicConfig(
level=logging.INFO,

HSERZS 01 (2024-01-16) WRINERE © ARITERARBIRAE 11


https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_kubectl_01.html
https://github.com/kubernetes-client/python#installation
https://github.com/kubernetes-client/python#compatibility
https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_kubectl_01.html#section6

par Sl

SDK &% 3 {#F8 kubernetes B 75 Python SDK ifia) CCl

datefmt="%Y-%m-%d %H:%M:%S",
format="%/(asctime)s %(levelname)s %(message)s",

)

def create_namespace():
flavor = "general-computing"
pool_size = "10"

namespace = client.V1Namespace(
metadata=client.V10ObjectMeta(
name=NAMESPACE,
annotations={
"namespace.kubernetes.io/flavor": flavor,
"network.cci.io/warm-pool-size": pool_size,

1
labels={

"rbac.authorization.cci.io/enable-k8s-rbac": "false",
}

)
)

logging.info("start to create namespace %s", NAMESPACE)
client.CoreV1Api().create_namespace(namespace)
logging.info("namespace created")

def create_network():
name = "test-k8s-client-namespace-cn-north-7-default-network"
project_id = "{project_id}"
domain_id = "{domain_id}"
security_group_id = "{security_group_id}"
available_zone = "{available_zone}"
vpc_id = "{vpc_id}"
cidr = "{cidr}"
network_id = "{network_id}"
subnet_id = "{subnet_id}"

body = {
"apiVersion": "networking.cci.io/vibetal",
"kind": "Network",
"metadata": {
"annotations": {

"network.alpha.kubernetes.io/default-security-group": security_group_id,

"network.alpha.kubernetes.io/domain-id": domain_id,
"network.alpha.kubernetes.io/project-id": project_id,

1
"name": name,

h

"spec": {
"availableZone": available_zone,
"cidr": cidr,
"attachedVPC": vpc_id,
"networkID": network_id,
"networkType": "underlay_neutron",
"subnetID": subnet_id,

}

}

api = client.CustomObjectsApi()
logging.info("start to create network")
api.create_namespaced_custom_object(
group="networking.cci.io",
version="v1betal",
namespace=NAMESPACE,
plural="networks",
body=body,
)

logging.info("network created")
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def create_deployment():
app = "test-k8s-client-deployment"
image = "library/nginx:stable-alpine-perl"

body = client.V1Deployment(
api_version="apps/v1",
kind="Deployment",
metadata=client.V10bjectMeta(name=app),
spec=client.V1DeploymentSpec(
replicas=2,
selector={"matchLabels": {"app": app}},
template=client.V1PodTemplateSpec(
metadata=client.V10ObjectMeta(labels={"app": app}),
spec=client.V1PodSpec(
containers=[
client.V1Container(
name="container-0",
image=image,
resources=client.V1ResourceRequirements(
requests={"cpu": "500m", "memory": "1024Mi"},
limits={"cpu": "500m", "memory": "1024Mi"},
),
)
1
image_pull_secrets=[
client.V1LocalObjectReference(name="imagepull-secret")],
priority=0),
)
)
)
logging.info("start to create deployment %s/%s", NAMESPACE, app)
client.AppsV1Api().create_namespaced_deployment(NAMESPACE, body)
logging.info("deployment created")

def get_deployment():
app = "test-k8s-client-deployment"
resp = client. AppsV1Api().read_namespaced_deployment(app, NAMESPACE)
logging.info("deployment detail: %s", resp)

def delete_deployment():
app = "test-k8s-client-deployment"
logging.info("start to delete deployment")
client.AppsV1Api().delete_namespaced_deployment(app, NAMESPACE)
logging.info("deployment deleted")

def delete_namespace():
logging.info("start to delete namespace: %s", NAMESPACE)
client.CoreV1Api().delete_namespace(NAMESPACE)

def main():
# Configs can be set in Configuration class directly or using helper
# utility. If no argument provided, the config will be loaded from
# default location.
path = '{path to kubeconfig}'
config.load_kube_config(path)

# EPtokenBMERS924/N\8F, FRLAXEIRE T —N8 12/ i 3REXHATtokenBIERTESS
#iFE: NERSHIRAETE (MNERSTEFKRSIIR, SHFWRSRAETE ) , THAREUN
tOkené\gEW, %gi?ﬁEWO
# 598, EAILUSIMRENCMEILAHRIE, LURAAI R
def _refresh():
while True:
time.sleep(12 * 3600)
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try:
config.load_kube_config(path)
except Exception as e:
print("load_kube_config error: %s" % e)
t = threading.Thread(target=_refresh)
t.daemon = True
t.start()

create_namespace()

create_network()

# wait for namespace and network to be active
logging.info("waiting for namespace and network to be active")
time.sleep(30)

create_deployment()

get_deployment()

delete_deployment()

delete_namespace()

if _name__=='_main_"
main()

FAQ

&

19: LA ERFIESRERATFHEAMRA A kubernetes-client/python?
» bidRAIE@EEmiE, MidiiEpython3.7.4, Wik AEiE:

9.0.1

10.1.0

11.0.0

12.0.1

17.17.0

18.17.0a1

19.15.0

¥

No v~ wDN =
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4 (&8 kubernetes E 5 Java SDK ij|g] CCI

AN BUNTIECCEAIE T Ecci-iam-authenticator5Skubernetes-client/javats &

EARLLURRAPI,

Z4E cci-iam-authenticator

i52Z(MHkubectl, TEHZENKI&&Ccci-iam-authenticator,

224 kubernetes-client/java

¥5i5&#Installation .
MAEY:

L EICCIIRSFBIVIAPIIT R AIKubernetesik2<91.19, tRiEVersioning-and-Compatibility,
HEFERISDKARAT911.0. 2R LA L

W E(FFGenericKubernetesClient ( £#%Code-Examples ) , NIZEZ9.0.0+LA EhRAS

{£H Java SDK
(MARL:
T EEI LA hRAAS |

1. 11.02
FLATREGRINZIIRE AIPOMIZ -

<dependency>
<groupld>io.kubernetes</groupld>
<artifactld>client-java</artifactld>
<version>11.0.2</version>
</dependency>
BT kubeconfiglit & X {FElI#EApiClient ( 2&{#cci-iam-authenticatorfyFa<
generate-kubeconfig4ERkubeconfigBe & 3214 )

public class CommonCases {
// ...
public static void main(String[] args) throws |IOException, ApiException, InterruptedException {

// file path to your KubeConfig
String kubeConfigPath = "<path to kubeconfig>";

HSERZS 01 (2024-01-16) WRINERE © ARITERARBIRAE 15


https://github.com/kubernetes-client/java
https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_kubectl_01.html
https://github.com/kubernetes-client/java/wiki/1.-Installation
https://github.com/kubernetes-client/java/wiki/2.-Versioning-and-Compatibility
https://github.com/kubernetes-client/java/wiki/3.-Code-Examples
https://support.huaweicloud.com/intl/zh-cn/devg-cci/cci_kubectl_01.html#section6

pae = ou]]
SDK &% 4 {8 kubernetes B75 Java SDK ifjial CCl

// loading the out-of-cluster config, a kubeconfig from file-system

File file = new File(kubeConfigPath);

KubeConfig config = KubeConfig.loadKubeConfig(new FileReader(file));
config.setFile(file);

ApiClient client = buildClient(config).build();

/] ...
}

public static ClientBuilder buildClient(KubeConfig config) throws IOException {
final ClientBuilder builder = new ClientBuilder();

String server = config.getServer();
if (!server.contains("://")) {
if (server.contains(":443")) {
server = "https://" + server;
}else {
server = "http://" + server;
}
}

builder.setVerifyingSsl(config.verifySSL());

builder.setBasePath(server);
builder.setAuthentication(new CCIKubeconfigAuthentication(config));
return builder;

CCIKubeconfigAuthentication.java
package com.huawei.demos;

import io.kubernetes.client.openapi.ApiClient;

import io.kubernetes.client.util. KubeConfig;

import io.kubernetes.client.util.credentials.Authentication;
import okhttp3.Interceptor;

import okhttp3.0kHttpClient;

import okhttp3.Request;

import okhttp3.Response;

import org.slfdj.Logger;

import org.slfdj.LoggerFactory;

import java.io.|OException;
import java.time.lnstant;

/**
* Uses a {@link KubeConfig} to configure {@link ApiClient} authentication to the CCl Kubernetes API.

* <p> Only try to use AccessTokenAuthentication mechanisms, which is enough for CCI.
public class CClIKubeconfigAuthentication implements Authentication, Interceptor {

private static final Logger log = LoggerFactory.getLogger(CCIKubeconfigAuthentication.class);
private final KubeConfig config;

private String token;

private Instant expiry;

public CCIKubeconfigAuthentication(final KubeConfig config) throws IOException {
this.config = config;
this.expiry = Instant.MIN;

}

private String getToken() {
// get access token every 600 seconds
if (Instant.now().isAfter(this.expiry)) {
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log.debug("Token expired, get new one from kubeconfig");
this.token = config.getAccessToken();
if (this.token != null) {
this.expiry = Instant.now().plusSeconds(600);
}
}
return this.token;

}

@Override

public void provide(ApiClient client) {
OkHttpClient httpClient = client.getHttpClient().newBuilder().addInterceptor(this).build();
client.setHttpClient(httpClient);

}

@Override
public Response intercept(Interceptor.Chain chain) throws IOException {
Request request = chain.request();
Request authRequest;
authRequest = request.newBuilder().header("Authorization", "Bearer " + getToken()).build();
return chain.proceed(authRequest);

iHIalCCIARSS
public class CommonCases {

/] ..

private static void createNamespace(CoreV1Api api) throws ApiException {
String enableK8sRbac = "false";
String flavor = "general-computing";
String warmPoolSize = "10";

Map<String, String> labels = new HashMap<>();
labels.put("rbac.authorization.cci.io/enable-k8s-rbac", enableK8sRbac);
Map<String, String> annotations = new HashMap<>();
annotations.put("namespace.kubernetes.io/flavor", flavor);
annotations.put("network.cci.io/warm-pool-size", warmPoolSize);
V1Namespace namespace = new V1Namespace()

.metadata(new V10ObjectMeta().name(NAMESPACE).labels(labels).annotations(annotations));
LOGGER.info("start to create namespace {}", NAMESPACE);
api.createNamespace(namespace, null, null, null);
LOGGER.info("namespace created");

}

private static void createNetwork(GenericKubernetesApi<Network, NetworkList> networkApi) throws

ApiException {

String name = NETWORK;

String projectlD = "<WKSID, FILATEFRAVEIFIREL>",

String domainID = "<IREID, BTLATERAVEIFRES",

String securityGroupID = "<Z£4HID, ALERSAEH SIKE>";

String availableZone = "<azZ#R, ff/4lcn-north-1a. cn-north-4agfcn-east-3a>";

String vpcID = "RAUFAB =MD, RITEVPCIZHIEIREY";

String cidr = "<FMIMIEE, f5I%1192.168.128.0/18>",

String networkID = "<FHEIMLEID, TIEVPCIEFIE > FMIRE>";

String subnetID = "<F®ID, BJTEVPCIEHIG > FMIREL";

String networkType = "underlay_neutron";

Map<String, String> annotations = new HashMap<>();
annotations.put("network.alpha.kubernetes.io/default-security-group", securityGrouplD);
annotations.put("network.alpha.kubernetes.io/domain-id", domainID);
annotations.put("network.alpha.kubernetes.io/project-id", projectiD);

Network network = new Network()
.metadata(new
V10bjectMeta().name(name).namespace (NAMESPACE).annotations(annotations))
.spec(new NetworkSpec()
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.availableZone(availableZone)
.cidr(cidr)
.attachedVPC(vpcID)
.networkID (networkID)
.networkType(networkType)
.subnetID(subnetID));

LOGGER.info("start to create network {}/{}", NAMESPACE, name);
networkApi.create (network).throwsApiException();
LOGGER.info("network created");

}

private static void waitNamespaceActive(CoreV1Api api) throws ApiException, InterruptedException {
for (inti=0;i<D5;i++) {
V1Namespace ns = api.readNamespace(NAMESPACE, null, null, null);
if (ns.getStatus() '= null && NAMESPACE_ACTIVE.equals(ns.getStatus().getPhase())) {
return;
}
Thread.sleep(WAIT_ACTIVE_MILLIS);

throw new lllegalStateException("namespace not active");

}

private static void waitNetworkActive(GenericKubernetesApi<Network, NetworkList> networkApi) throws
ApiException, InterruptedException {
for (inti=0;i<D5;i++) {
Network network = networkApi.get(NAMESPACE, NETWORK).throwsApiException().getObject();
if (network.getStatus() != null && NETWORK_ACTIVE.equals(network.getStatus().getState())) {
return;
}
Thread.sleep(WAIT_ACTIVE_MILLIS);

throw new lllegalStateException("network not active");

}

private static void createDeployment(AppsV1Api api) throws ApiException {
String app = APP;
String cpu = "500m";
String memory = "1024Mi";
String containerName = "container-0";
String image = "library/nginx:stable-alpine-perl";

Map<String, Quantity> limits = new HashMap<>();
limits.put("cpu", Quantity.fromString(cpu));
limits.put("memory", Quantity.fromString(memory));
V1Container container = new V1Container()
.name(containerName)
.image(image)
.resources(new V1ResourceRequirements().limits(limits).requests(limits));

Map<String, String> labels = new HashMap<>();
labels.put("app", app);
V1PodTemplateSpec podTemplateSpec = new V1PodTemplateSpec()
.spec(new V1PodSpec()
.priority(0)
.imagePullSecrets(Collections.singletonList(new
V1LocalObjectReference().name("imagepull-secret")))
.containers(Collections.singletonList(container)))
.metadata(new V1ObjectMeta().labels(labels));

V1Deployment deployment = new V1Deployment()
.metadata(new V10ObjectMeta().name(app))
.spec(new V1DeploymentSpec()
.replicas(2)
.selector(new V1LabelSelector().matchLabels(labels))
.template(podTemplateSpec));
LOGGER.info("start to create deployment {}/{}", NAMESPACE, APP);
api.createNamespacedDeployment(NAMESPACE, deployment, null, null, null);
LOGGER.info("deployment created");
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}

private static void getDeployment(AppsV1Api api) throws ApiException {
V1Deployment deployment = api.readNamespacedDeployment(APP, NAMESPACE, null, null, null);
LOGGER.info("deployment metadata: {}", deployment.getMetadata());

}

private static void deleteDeployment(AppsV1Api api) throws ApiException {
LOGGER.info("start to delete deployment");
api.deleteNamespacedDeployment(APP, NAMESPACE, null, null, null, null, null, null);
LOGGER.info("deployment deleted");

}

private static void deleteNamespace(CoreV1Api api) throws ApiException {
LOGGER.info("start to delete namespace: {}", NAMESPACE);
api.deleteNamespace(NAMESPACE, null, null, null, null, null, null);
LOGGER.info("namespace deleted");
}
}

FAQ
ia: LA ERflREEATEbMR A kubernetes-client/java?

% BFLALERBIERT GenerickubernetesClient ( £#Code-Examples, &
9.0.0+LALERRA ) , FRLAANIEFE9.0.0LA FRRASDK

BIMEFARMASDKZ BfFE—EES, LIRREARIBEEE—LMHEEREA S
BFARBERASDK, BBTEI.
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