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app_key = System.getenv("APP_KEY");

app_id = System.getenv("APP_ID");

signature = HMAC256 (app_key,(app_id + room_id + user_id +ctime))
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Timestamp

X-Rtc- HRIBRLPHNES
Signature
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String content = X-Rtc-Rand + X-Rtc-Timestamp + msg;
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String key = System.getenv("KEY");

String signatureStr = hmacSha(key, content, "HmacSHA256");

static String hmacSha(String KEY, String VALUE, String SHA_TYPE) {

try {

SecretKeySpec signingKey = new SecretKeySpec(KEY.getBytes("UTF-8"), SHA_TYPE);
Mac mac = Mac.getInstance(SHA_TYPE);
mac.init(signingKey);
byte[] rawHmac = mac.doFinal(VALUE.getBytes("UTF-8"));

byte[] hexArray = {
(byte) '0', (byte) '1', (byte) '2', (byte) '3',
(byte) '4', (byte) '5', (byte) '6', (byte) '7',
(byte) '8', (byte) '9', (byte) 'a', (byte) 'b',
(byte) 'c', (byte) 'd', (byte) 'e', (byte) 'f'

b
byte[] hexChars = new byte[rawHmac.length * 2];
for (int j = 0; j < rawHmac.length; j++) {
int v = rawHmac[j] & OxFF;
hexChars[j * 2] = hexArray[v >>> 4];
hexChars[j * 2 + 1] = hexArray[v & OxO0F];
}
return new String(hexChars);
} catch (Exception ex) {
throw new RuntimeException(ex);
}
}
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