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BFPRR
AR
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£E1 SRARBHEFEERHE.
2 BEARFME,

<AR651>system-view

TE3 mEAMZEORIPHEI, ARAIRIZAREHZEGiIgabitEthernet 0/0/8 8 AMIE .
[AR651]interface GigabitEthernet 0/0/8

[AR651-GigabitEthernet0/0/8]ip address 22.xx.xx.22 255.255.255.0
[AR651-GigabitEthernet0/0/8]quit

R4 EEIARH.

[AR651]ip route-static 0.0.0.0 0.0.0.0 22.xx.xx.7
Heh, 22xxxx THAREEHRZEAMIPAIMKBIE, {ERIESCREE,
FB5 FESHA-2BEFRBRFCINERIEINRE

[AR651]IPsec authentication sha2 compatible enable

$£186 ELEIPsecH IR,
[AR651]IPsec proposal hwproposal1l
[AR651-IPsec-proposal-hwproposal1]esp authentication-algorithm sha2-256
[AR651-IPsec-proposal-hwproposal1]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposal1]quit

$IB7 BBIKERZLEW.
[AR651]ike proposal 2
[AR651-ike-proposal-2]encryption-algorithm aes-128
[AR651-ike-proposal-2]dh group14
[AR651-ike-proposal-2]authentication-algorithm sha2-256
[AR651-ike-proposal-2]authentication-method pre-share
[AR651-ike-proposal-2]integrity-algorithm hmac-sha2-256
[AR651-ike-proposal-2]prf hmac-sha2-256
[AR651-ike-proposal-2]quit

S8 FLEIKEXIEA .
[AR651]ike peer hwpeer1l
[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 22.xx.xx.22
[AR651-ike-peer-hwpeer1]remote-address 77.xx.xx.717
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit
[AR651]ike peer hwpeer2
[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 22.xx.xx.22
[AR651-ike-peer-hwpeer2]remote-address 77.xx.xx.72
[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer2]rsa signature-padding pss
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F£IR9

F£IE]10

SR

[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit

BXm<SiRBEIT:
e pre-shared-key cipher: FAIHZZ$A, FEMVPNIEZAERITIHEZZRFRGT—
8

o local-address: AREEEZ2RYZ.NMIMBLE
e remote-address: VPNRIAYZEEIP/ZEEIP2,

EcEIPsecZ£HEER,

[AR651]IPsec profile hwpro1
[AR651-1Psec-profile-hwpro1]ike-peer hwpeer1
[AR651-1Psec-profile-hwpro1]proposal hwproposal1
[AR651-IPsec-profile-hwpro1]pfs dh-group14
[AR651-1Psec-profile-hwpro1]quit

[AR651]IPsec profile hwpro2
[AR651-IPsec-profile-hwpro2]ike-peer hwpeer2
[AR651-1Psec-profile-hwpro2]proposal hwproposal1
[AR651-IPsec-profile-hwpro2]pfs dh-group14
[AR651-1Psec-profile-hwpro2]quit

FoEEiEEZRO.

[AR651]interface Tunnel0/0/1

[AR651-Tunnel0/0/1]mtu 1400

[AR651-Tunnel0/0/1]ip address 169.254.70.1 255.255.255.252
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/1]source 22.xx.xx.22
[AR651-Tunnel0/0/1]destination 77.xx.xx.77
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit

[AR651]interface Tunnel0/0/2

[AR651-Tunnel0/0/2]mtu 1400

[AR651-Tunnel0/0/2]ip address 169.254.71.1 255.255.255.252
[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]source 22.xx.xx.22
[AR651-Tunnel0/0/2]destination 77.xx.xx.72
[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit

Bxa<SiRBBIN T
e interface Tunnel0/0/1. interface Tunnel0/0/2: FASEVPNIEZEITAAYTunnelfx
B,

AEHR, Tunnel0/0/1X3RZVPNMEEEIPERTERIVPNIESRE; Tunnel0/0/23F /i
VPNRIZEEIP2RFFERIVPNIZESRE

e ip address: ARIEEIZERYTunneliZOMthl
e source: ARIERHISERYLNRIMELE
e destination: VPNM<RYFEEIP/EEIP2,

FcENQA,

[AR651]nqga test-instance IPsec_nga1l IPsec_nga1
[AR651-nga-IPsec_nqgal-IPsec_nqgal]test-type icmp
[AR651-nga-IPsec_nqgal-IPsec_ngal]destination-address ipv4 169.254.70.2
[AR651-nga-IPsec_nqgal-IPsec_ngal]source-address ipv4 169.254.70.1
[AR651-nga-IPsec_ngal-IPsec_ngal]frequency 15
[AR651-nga-IPsec_ngal-IPsec_nga1]ttl 255
[AR651-nga-IPsec_nqgal-IPsec_ngal]start now
[AR651-nga-IPsec_nqgal-IPsec_ngal]quit

[AR651]nqga test-instance IPsec_nga2 IPsec_nga2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]test-type icmp
[AR651-nga-IPsec_nqga2-IPsec_nga2]destination-address ipv4 169.254.71.2
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[AR651-nga-IPsec_nqga2-IPsec_nga2]source-address ipv4 169.254.71.1
[AR651-nga-IPsec_nqga2-IPsec_nqga2]frequency 15
[AR651-nga-IPsec_nga2-IPsec_nqga2]ttl 255
[AR651-nga-IPsec_nqga2-IPsec_nga2]start now
[AR651-nga-IPsec_nqga2-IPsec_nga2]quit

HEXaRLIRAT:

e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQA&ZFR,

AREE, IPsec_ngalXFR7VPNRIFEEEIPERERIVPNIZESRE; IPsec_nga2X$R7VPN
X FEEIP2FTTERIVPNIER o

e destination-address: VPNMZEBITunneliZOiB1E,
e source-address: ARIEHIZEAYTunneliZ[OblL,
TE12 EEFHSIEHEXEINQATIEE,

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_ngal IPsec_nga1
[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 track nga IPsec_nga2 IPsec_nga2

EXSHRBIT:

e 192.168.0.0: VPCHIUARIHFM
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VPNBZEECE .

3.5 BeEXImiIR R
BeENImEEEEES N ( BIEEMESERRISE ) , %8R Ei &Rt
HVPNiIgEE, LIEANESENRVPCFRINERKER.
HFHEERGITS:
e Rffl: HUAWEI USG6600FLE
e ~f5l: Fortinet KIEFGXIEVPNECE
o ROl FEIREAKIGECE
o fl: {ETheGreenBow IPsec VPN ClientfitBE= = TFHIE
o fl: EFOpenswanitE= L=TEHIE
o fil: EfstrongSwanftE= EZTHIE
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