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o I ZEHAREBISHILZEMNSIBINE SN, B, BN —ILEEN
AR 2ERNFBIL505 .

o BEIRUA— DDSEHUR AFHE—ILEH.

o DDSYIF—EPIHESNLEH, ERAILUREWSHEERIETE. I T7EFH
MILEIERE, BN —NEPHERAEBISNLEE,

S EREWSEHAE,
s mEempsaz b Y ERRKIEIRE.

I3 EREE LRPBE T, HE MIRE > RUIREIRS DDS” , HAASMIRER

SIEERHE.
SRA £ “LOIER NE, EFEENERES, REXHIBR, #EA ‘BRMER T
Ho

L5 £ “‘BEREE > NBER > Z2AH” &, PELR2EER, #ALTEERTH,

2-9 24

Fitsi=2
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MASEEREARSS
ESEINI)

2 EERFIRENI]

A LEAMNSHE, BE EREET , £ "INEE > 220" &, pERe

HAR, EANZE2HRTHE.

2-10 &£

A i1

ATTEHIRI(T) HAEFR(T)

wyEn @ i (D)

== Sys-default

$IR6 ARAEARHE, PEHIRFY “EEMRN”
;7 EAFEMURET, BE “Rmmn”
SR8 IRIEFAERRECEREEMN

2-11 FIATS EFEN

BMAGERN  sseE

, HAZEHFERE,
, BERIIAGERNED .

‘ O =) FERIREER (hiF) | KEASEMERS.

=248 default

n

wxlk @ 5]

w0 @ =] Bt @ o3 -1

Tce v Pt
Pvd v
‘ | | 000.0/0

it

@ mmsan
g
& 2-9 AL ASHIHA
2% Uz BNl
55k LZEEMUITTR 1
sk eTiEsEE 91-100, ERAMERT,
RIS Rk. MIEREFHN, MUK
FRKRS
RHE LZEHEMNIZRRES FEVF
MARERNERT, BERBITETR
VFERES
iamE | RSN . BRisdF “TCP” | TCP
“UDP” . “ICMP” *u “GRE” %T[j}
o
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MASEEREARSS
BRIENI] 2 SERFIRENI]

2% ol ANl
im: AFmimthibER M AAEEERS | 8635
feEiwO. BAAA8635, B NiHOE
—EeENZNROMESN:

2100~9500, 27017, 27018, 27019,
KR IPHBESERY . BEISZ#FIPv4FIIPV6, IPv4

vkl BILAZIPHbIE . Z£4H. IPHELEE ., FBF | 0.0.0.0/0
RUESR B Pt ek 55— 2H I RYSEBIRY
i, fBian:

o EE/NPHEdl: 192.168.10.10/32

e |PHENFES: 192.168.1.0/24

e FRAIPHELE: 0.0.0.0/0

o LLfR: sg-abc

o |PHBHEEA: ipGroup-test

HiEitiIt hZeE, NEELEEARNN=
AR5 23 ENE M S RIFRCIERATHRN o
BEZIPHHAES, ESWIPHblEA .,
R ZEEAMUEARES, FFHEIR, -
EAEENBAEEEE2551MNFR, BR
%\E@’/E\ “<” *D “>” o

S ik IR .
-

2.2.3.2 i&iZ Mongo Shell EEEERESTHI ( IRIIERE )

Mongo Shell2MongoDBEHAIShellZ i, EaILAEAEMongo ShelliEiEEiERsE
Bl MNEIREHTEIEEGIMERH .. PITEESIRIE, DDS3REMongoDBHMY,
Mongo Shell2MongoDBZEFiml—&B57, EFE5E FEFl1ELEMongoDBE Fii,
HE{EAMongo SheliEEEIERESLAI

DDSEHIBRIARERRIPHELE, SR BEPEEEM=RSeE L, Bz =RSE5
NSRS FRI—XE, F—VPCRY, BILAERAMIERE X SEEESLE, %
BXALUREERAEMRFNESHNREE M.
AEDLSESEEM RS R ENRAHS= 6, N ENEEEREMongo ShelliEid A/
B SRS

IR R SLAIRY S TN A SSLEEANAESSLIERMMN 5%, EARSSLiEZiEd 7 INZTINRE,
BEEESHZEN . ATRABBRENSERIETHIZEME, ERASSLE.

BUiRSRE
1. SIEHERBEURRSEE, BRNRMESS UL RN RRZS=NEREN=IRS
%0
2. MRS L, £%EMongoDBEFIR, ATIRIESNIN, BRESHIRE
IR A—EHIMongoDBE FikhR AN o
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NISEIEERRSS
ESEINE 2 EERFHUEAN]
Z#MongoDBE Fif, 152 WilfalZ%%MongoDBE Py
3. EREEU=IRSEEFDDSEFISLIMEERE, FEEsNigEZSAMN .
SSL i&E#E
Bl
EASSLENERE, BB UHRSSLERE, BUSIRE . XTFUWEHAHFSSLERE, 52l
FF*D?EWSSLJ_E
TE1 EIREEEHE
T2 BHREEEFESAELEF 0 , EEFEXIGFNINE .
T3 EﬁEEL%EE&E , IR CEUERE > AEEUEEIRSS DDS” , HANXEEURER
LZZETHE,
FIR4 £ “LHISE” TE, RELAIKIR.
TS NS, BE “EEEE”
$I¥6 £ “BAESR” XY “SSL” &, BE L, THRTEE.
ZR7 ERIEPESEEELAIREE=IRSSSE
RIEE FPinERINTENRSRERE, EFENYEERE.
o LinuZERSGT, O2EW TS
scp
<IDENTITY FILE><REMOTE USER>@<REMOTE ADDRESS>.<REMOTE _DIR>
(1] %88
- IDENTITY_FILEAFHERIEBISEE R, 1Z3EERIPR600,
- REMOTE_USERNE M RIRSe2IRIER A,
- REMOTE_ADDRESS 9384 7= AR 53 889 E A ML .
- REMOTE_DIRJISHRIES L EZ M =IRSZSERINEGBE R
o  Windowsi#ERA T, BERAIEiZERTE HERIES.,
1k

AEEFimLTEmongofifERIBRT, EEEURRELA.
BR—: ANSAEEE (#%F)
DDSEIRZH S RERRM T AMS A BiEzitit, EIeE T &L FRIFAds

mongos Ty RIPHEINIRIES., W izitibiEREERFsLfl, AITLURHERFLAISH

}Eﬁlﬁzﬁbo
gt

.Jmongo <AIWZ ol FHEE > --ss| --ssICAFile <F/LE_PATH> --
sslAllowlnvalidHostnames

HXSERBUT:
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https://support.huaweicloud.com/intl/zh-cn/dds_faq/dds_faq_0018.html
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AR EERSS

BRIENI] 2 EERFIRENI]

o ANSHAEEIL: ETLIECAISIENE, REBRLAIETR, HAERNE
SRE. BE “EHEEE > ANEE" , £ “ANSHEEEbI” 2BIRI3REY

B EUSEAIRTERRIBL .

2-12 ZREXA W= B] ARt

PIBI

it
firt

= RliEE

siEEED 8635 ERMEE dds-st-test-vpc

s 4 E] dds-st-test-subnet-2 (

SRR Y mangodb://rwuser: @ 8635/test?authSource=admin [ iFHiEEE

EE reeFesaTasn, SASESRREnETsN, SarssSnE s,

SRENZEIRIR S AT AR 0N T, izt R A E ERIMK S FEWRRETIA

iE, BIKSZrwuser S EEIEZEadmin e84,

mongodb://rwuser: <password>@1792. 168.xx.xx:8635,192. 168.xx.xx:8635[test?

authSource=admin

BEEXTNNE Attt PRI TS HIER:

% 2-10 2HY=E

SHER 588

rwuser EREEERSE

<password> FRHIBEKSYNAZERS, SEZMNELER
ﬁg o

MREBHEEE®RFH ‘@ « “17 . “$7
“%” FBED IR MNAI+7SHEIRIURLIRAS
(ASCIEZ ) “%40” . “%21” . “%24” 0
«%25 » .

Bl BRI @% S, IFRAJURLIRES ST
%40%25**%21%24 5

192.168.** ***.8635,192. | FHEIZERFLHIAYdds mongosTs ;I PHBE K im

168.*** ***-8635 =5,
test FrMWXESR, IRIELRENIZE
authSource=admin rwuserMKSINEEIEZEXRA “admin” , B]

“authSource=admin” ABEERFoIKZE .

e FILE_PATH: 7ZRURIEBAIEERER.
e --sslAllowlInvalidHostnames: 37T {RIEERENEREIA G BB PN

S, ERATBERINMSIE PR . B NRSSLERERSAN, BER

in “--sslAllowlnvalidHostnames”

S#5ihiRAR 01 (2023-01-30) WRIERE © HERRARBIRAT
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MASEEREARSS
BB

2 EERFIRENI]

EZAR S RA):

./mongo mongodb://rwuser: <password>@192.168.xx.xx.8635,192.168.xx.xx.8635/
test?authSource=admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

B AMSTAEE (AFREEXBEFERKS )
A B!

.Jmongo <= ol FHEZE > --ss| --ssICAFile <F/ILE_PATH> --
sslAllowlnvalidHostnames

BXSEBI T
o ANSHHEEE N EALELASIERE, PEEFRIOIEIR, HAEKRES

BRmE,. $& “EEREE > ANEER , £ “INSAEEEENE” EIRTEREY
BI=RISCAIRGERZIBLE .

2-13 SREXA WS BT Attt

PafRd;

it

2 A

firt

ERfET dds-st-test-vpc

HEEED 8635

dds-st-test-subnet-2 (

mongodb://rwuser: @ 8635/test?authSource=admin I 40508

EE vreerenTase, ERCRESRERETEN, BATSTEEnIEN wER .

SRENEIRIA M = F] AR EUAN T

mongodb://rwuser: <password>@792.168.xx.xx:8635,192. 168.xx.xx:8635[test?
authSource=admin

BFEEXTANS A PRI T SHER:

& 2-11 2HER

SHEBIR izl

rwuser HIEEMKSSE, BRASN “rwuser” . OIfRIESCRRIS
SUER BRI S S .

<password> EREIBERSYNANZER, SESIRNELE

3.

MRFRBPEIEHFN ‘@ . U “$7
“%” BEDBIEIRAIMAI 7 HHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [
“0/025 » o

B B @% S, IFRAJURLIRRD ST

%40%25**%21%24,
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AR EERSS

BIEN] 2 EERFIRIEN ]
SHBIR =l:z]
192.168.*** **.8635 192. | {FnEiFEEEESLIF9dds mongosfﬁ,ﬁl Ptk Az um
168.*** ***-8635 =,
test FRMNESR, AIRIESLIRENIZE -
authSource=admin rwuserMcSIAIEEIEZE “admin”
izl
ERFPERREN IR TALE, NESETA
EER A IEEE U 0 SRR ERFR. B
BIZERENE—1T8H “BIREKSS” BXHaEE
ETRENKSE,

e FILE_PATH: FHURIEBHIIREZR,

e --sslAllowlnvalidHostnames: AT {RIEERINEREITA S BB PG RSE
RE, ERHIBFERASEIEIPHIAR , BT AMSSLEZERFSLAIRT, FER
in “--sslAllowlnvalidHostnames” ,

}ﬁﬂijllj]ﬁﬁ):' BEX B2 EEEDatabase HEIZEIEE T eliZ K Stest1, WiEZp<SR
5179 :

./mongo mongodb://test1:<password>@192.168.xx.xx.8635,192.168.xx.xx:8635(
Database?authSource=Database --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

BR=: ERAAMIPHEIERE
A8
./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --

authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames

HEXSERBUT:

e DB_HOST: fFERZERFLAIAIdds mongosTs mIPHBLIL

BB ELFIETR, HABKNEERE, 1EB1F “EEEE > IEE” , &
“FIR(EE > dds mongos” T F3REXdds mongosTs A AR IPHELERD AT

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 27



MASEEREARSS
BRIEANI]

2 SERFIRENI]

g )

e DB_PORT: fHERLAIAYRO,

E] 2-14 FREXAM 1P btk

bl T =2
BEXz2
faEEEn 8635 £ EfEE dds-st-test-vpe
S5t & TR dds-st-test-subnet (192.168.0.0/16)
R
FEMongeDBRIAMS I FEiEEiE  mongodb:/inwuser: @l'm n fiest?authSource=admin [T EiHEH

LibEgrnanase EREFRESRERNSTIEN, BAFSSmnEy kg ass,

TRiER

dds mongos shard config
Q
EFID DL [ HEIP AHFEE P B
dds-og-1_ _ . o i =
B — A 192 54008dc @ FeE sHAminYE EE
dds-log-1_ N o P
8b12902a0 - FHE 192. & 801290 @ F4E sHmm | EE

ZIAI%[48635,
#)\EZME. TR, #EF A
w7 2FRENEENROER .

ERILASRESLAIATR,
£ “BEAXNMER > #EE

2-15 3RENR O

AIRLER iR
ExiEE
| siEEEn 8635 | EHREE tvp
SsL ) F dds-st-test-subnet-2

e DB_USER: kS, BIEUIEEMKS, BXiASarwuser,
e FILE_PATH: ZRRIEPAIIER.

e --sslAllowInvalidHostnames: ?JT{*iIEEﬁPEIﬁBLiﬂT S AP RN
R EERESLAIAT, m%

=3 ,*Eﬁft:l%ﬁﬁﬁm“ﬂéﬁwﬂﬂiﬁiﬁko 13 ARISSLIZE

N “--sslAllowlnvalidHostnames”
I TEREY, BIAEIEEKS X RAYZERD
Enter password:

EZAR L RA):

ERETE > AMIER” NE,

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase

admin --ssl --sslCAFile /tmp/ca.crt --sslAllowInvalidHostnames

MEERER ., HINNER, RIBERNIN.

mongos>

s
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MASEEREARSS
ESEINI)

2 EERFIRENI]

3E SSL /5=0

gz

A

ERIESSLAHiERE, B XASSLEE, BUSIRE . X TFIMIXASSLERE, 52
WHBRFAXASSLIERE .

TR RIRSS R

$;2 EEFinLEmongoffiERIBRT, &EEEIERESLA.

BFR—: ARSAERE (#HEF)
g
.Jmongo "< o] FEE >

NSRRI SR LIESLAIEIENE, REEFRLAIER, HARKMEER
Ho. & “EEREE > AMER" , & ‘WNSTBEZIE" 2RI A]RENEIZRI5E
BIRGZEERE .

2-16 FREXA WS BT Attt

&z

tmEEEl 8635 EffER dds-st-test-vpc

SsL & FH dds-st-test-subnet-2 |
it

PR R Fsket mongodb://rwuser @ 8635/test?authSource=admin (J i¥45iRE8

EE cumerensTmasn, SASRESTREsTSN, SETasnsniEay itmhng s,

SRENZEIRIA NS e BRI T, izt R A E ER M S EIREHITIAL,
BNk S&rwuser &IAEERZEadmin R el {EX

mongodb://rwuser: <password>@7192. 168.xx.xx:8635,192. 168.xx.xx.8635[test?
authSource=admin

BEEXTANS Bttt TSHIER:

x2-12 2H1ER

SHBIR 152AE
rwuser ETREEERSE,
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MASEEREARSS
BRIEANI]

2 SERHRIENT]
SHEIR 15488
<password> ETRHIBERSII AR, SESIRAELER,

MREZRBPEIFHRFN ‘@7 | v “$7 0
“%” BEDBIEIRAIMAI 7 HHIRIURLIRTS
(ASCIIFE) “%40” . “%21” . “%24” 7N
“0/025 ” o

Bl BRI @% S, XFRAJURLIRES g
%40%25*+%21%24 ,

“'”

192.168.****.8635,192.1
68.4** ***:8635

REIEEERESLfIAYdds mongosTs sIPHELE R iIR OIS .

test

FRrWNHER, AIRESCRERRE.

authSource=admin

rwuserfkSINIEEIREZEXRA “admin” , BD

“authSource=admin” ARBEIEEIAFOTHZ,

EZA L RA:

./mongo mongodb://rwuser: <password>@192.168.xx.xx.8635,192.168.xx.xx.8635/
test?authSource=admin

BT ANSEAEEE (ARFEEXHIEERKS )

g

./mongo <2/ o] R EE>

MMNE R AR S LAESCAISIERE, 2EEREAIEIR, EAERAEER

Ho. & “EEEE > AMER" , & ‘WNSTREEZIE" 2RV AIRENE] ZR05E
BIRTEZ AL o

2-17 3REXA M= B ARttt

FrEEE] 8635 ELFVET dds-st-test-vpc

dds-st-test-subnet-2 {

PSRl st mongodb://rwuser @ 8635/ O i 4HiRER

?authSource=admin

E=l vreernamese, SESRESTREUSTEN, SHTSTSmEN SR S,

SRENEIRIAI M = R At AR AN T

mongodb://rwuser: <password>@1792. 168.xx.xx:8635,192. 168.xx.xx:8635[test?
authSource=admin

EEEXTANS A Bttt TS HER:
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MASEEREARSS
BRIENI]

2 SERFIRENI]

x2-13 2¥ER

SHBR 15488

rwuser HIBEWKSSE, BRAR “rwuser” . TIIRIBSCFRE RIE
WP BIZEIIKS S .

<password> FREIEERSYINAYZRS, SESMAELRL,

MREBHEEE®RFH ‘@” « “17 . “$7
“%” FBED IR NAI+7SHEIRIURLIRRS
(ASCIEZ ) “%40” . “%21” . “%24” 0
«%25 » .

Bl B @%™ S, XIMAJURLIRAS S
%40%25*+%21%24 ,

192.168.4** ***:8635,192.1
68.7** ***:8635

R EER¥LAIRYdds mongosTi sIPHIE iR S .

test

FTWRER, AIRIELRERIRE

authSource=admin

rwuseriKSINEEIEZES “admin”

izl
EFRPEREENX CIZRIEIEERTIAE, NESSe BiEE
ot NIEEIR R D SR BIRRISIRERTR . BIUSZERS
HIE—1T28 “SUBREKSS” BB AeiFIEE T IZERIMK
S8,

Bl BE X eIZ# iR FEDatabaseF EiZHIEE T EIE K Stest1, NiEZap<SR

B3

./mongo mongodb://test1:<password>@192.168.xx.xx:8635,192.168.xx.xx.:8635]
Database?authSource=Database

BR=: ARIPithhhEss

a8

./mongo --host <DB_HOST> --port <DB PORT> -u <DB _USER> -p --
authenticationDatabase admin

X SHORIAUT:

e DB_HOST: fFiEiE&EE¥sLAIAIdds mongosTimIPittt .

BB ELFIETR, BAEXNEERE, E1F “EEEE > IMERE , &
“TREE > dds mongos” TAE T¥KEXdds mongosTs mAYAIMIPHELIERIA] ,
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MASEEREARSS
BRIENI] 2 SERFIRENI]

2-18 FREXAM IP Bt

P RHEE

BHER

saEEmEn 8635 £ ERfER dds-st-test-vpc

S5l & FH dds-st-test-subnet (192.168.0.0/16)
estihl

FEMongoDBRVAF SR EiEEEiE  mongodb:/inwuser: @1'm n fiest?authSource=admin [T :¥40i7E8

LEEFaamase ERFRESTEAETIEN, BETssmmnim HERT s,

TRER

dds mongos shard config
Q
EHRID AR AP AREEE Hihp B
dds-log-1_ _ . o e
540080CC weimm AR 192, 54008dc " © Fa= sHAMiE B
dds-log-1_ _ . o e e
8b1e902a0 - ARE 192. & 801090, @ FiuE SRt | S

e DB_PORT: fn&EZLHIANRO, BAiAinO98635,
B ABREELAIETR, SAERKXEERE, #HFE EESE > ANER 1L,
= “BEAEE > #RERO” MREEmiREAER

2-19 FREiwm

PIRLERE iR

ExiEE
| siEEEn 8635 | =EHfETE dds-st-test-vpc
SsL & T dds-st-test-subnet-2

e DB_USER: kS, BNEIEEWKS, BXiAArwuser,
HIAITRRAET, MIAEEER ST R AYZERD

Enter password:
Bz

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase
admin

$I|3 MEEERER. BMUTER, REEEMA.

mongos>

-

2.2.3.3 iiid Mongo Shell EIEERELHIRIETH S

Mongo ShellZMongoDBE®RIShellZFifm, RAILA{FEREMongo ShelliEiEEiEREsE
B, JWHIREHITEHIEEOMEN . HITEEFIRIE. DDS3EEMongoDBHMY,
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MASEEREARSS
BRIENI] 2 SERFIRENI]

Mongo Shell2MongoDBEFi#fI—ERsy, EHEEL THFNLEEMongoDBE ik,
H{#FFAMongo ShelliEiEHIRRESL,

DDSSLAIRGAMB At AR IPHELE, SN AREERIERRSE L, I8 RSEHS
SRS T E—Xis, E—VPCRS, RJLAERAMERSGEEIRRESLS, Z
BRI LRSS ERAERERNESHIZEM

AETLLRBEERMTRRS R LRINBH=RIE, NEITERMongo ShelliEd AN
AL ERERSLAIRIET = .

R AR SO Rix T AV TUA SSLERANFSSLIEE MM 5L, EARSSLiERSEE 7N
ZIsE, BRESHNERM. NTRAMEEMSEREIEFNZEMN, BINRASSL

Hito
e
1. SIEHEREMTIRSE, BERRESSIUT S RIRSS=NIEZEERIRS
g2
2. 1EEMRIRSEE L, ©REMongoDBEFiR. AT RESINAI, BRESHEIRE
FBIRRA—EAIMongoDBE kR AN .
Z4MongoDBEFiw, i5E A{aILEMongoDBE Fif .
3. EFRME=IRSEMDDSELAISLIIMEEE, #i552 igEXR2EMN .
SSL iE#E
i1
{FRASSLAER, BEUHBSSLIERE, BUSKRE. XTFUNEAFBESSLEE, w5l
FFIEFNXHISSLiZERE

S F ‘LHIEE TmE, BEEIETR.
$|2 EEMSHN, B “EEEE

$W|3 £ ‘ENMEE" XIGHY “SSL” &b, BE S, THRES.
R4 CERIEPERTEEELAREERIRSS S
RIEE FiRERRITT RN RFEE, BFEENAY_ EESE.

o LinuIBERA T, AISEWNTmS:
SCp<IDENTITY _FILE><REMOTE_USER>@ <REMOTE_ADDRESS>:<REMOTE_DIR>
(1 %88
- IDENTITY_FILEATERIEBIER R, ZXEBRIRA600,
- REMOTE_USERJTIEM=IRSZSEHIRIERF AR, .
- REMOTE_ADDRESS 9384 7= IR 55 8RS A itk .
- REMOTE_DIRABIRIEP HER MR REZH=ONIER R,
e  WindowsiRERHK T, BfFERiEERT R LERIER,

SIS EERHIERFL] . DDSEIREFIGRERM T Rimmikstit, #EidizibitiE
ERERLAIRIET <.
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MASEEREARSS
BB 2 EERFIRENI]

a8

.Jmongo " <Readonly nodeiZEfEHfif>" --ss| --ssICAFile<F/LE_PATH> --
sslAllowInvalidHostnames

HXSEIRBUT:

e Readonly_nodei&fZithtit: ERJLATESLHIEIENE, SEBEFREAIEIR, HAR
ANMEENH,. BE “EEEE > AMEE" , £ Gt SERIEREE =
SEAIRIETS AL

2-20 ¥XEXAI Readonly_node iE#ibilE

wREE  AFEE
sl
#dEEsaT] 8635 £ EEE
SL & FR
L
SIS EIbE = iy mongody://rwuser: @192.168.203.61:8635,192.168.193.150:8635/i=s1?authSource=admin [T {55568
mongodb://rwuser: @192.168.203.61:8635,192.168.193.150:8635/les17auithSource=admin&readPreference=secondaryPreferredareadPreferen
Db
ceTags=role:readonly [
mongodb://rwuser: @192.168 203 61:8635,192.168.193.150:8635/iesi?authSource=admin&readPreference=secondaryPreferredireadPreferen
DEsistih?

ceTags=rolereadonlydreadPreferenceTags= 1

E=E rRATaaTsTh. SRFRESFERSTEs. R sEsRini S S mant s, DEssnno T iERTMongo Shel. R

EEHEEAR: RETS. TR REEERDERENAR: RETR. §U8. T

$RENZEIAIReadonly_nodeiEEitbEICANT, iZziEE bR AEERK SR
EEHITINIE, BIKEZrwuserZINEEIEEadmin Aa1EX .

mongodb://rwuser:<password>@ 792.768.xx.xx.8635,192. 168 xx.xx.8635[test?
authSource=admin&readPreference=secondaryPreferred&readPreferenceT
ags=role:readonly

1REE X FReadonly_nodeiEiEtbi RN TS

= 2-14 2HuRA8
SHBIR 4B
rwuser S8, BIEIREKS,

<password> HIREIKSWNAERS, SESIRANESIENE,
MEEZBHERFHFR ‘@7 « “17 0 “$7 F
“%” HBESBIBIEAXIRAY7HFIAIURLIRRS
(ASCIES ) “%40” . “%21” . “%24”

“ %25 ”» o

Bl BRI @% S, XIRAJURLYRAD S+
%40%25***%21%24

192.168.xx.xx:8635,192.1 | {HiEiEERFLHIRImongosT = I PHb R im S .
68.xx.xx:8635
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NHEHURERSS
BRIRAI] 2 SRR
SHRWR izt
test FrlidESR, IRELRERIZE.
authSource=admin rwuserfk SINIEEIRENVRS “admin” , Bl
“authSource=admin” AEEBAATHZ,
e FILE_PATH: FHIRIEBAIEEER.
e --sslAllowlInvalidHostnames: 7T {RIFERIHNERENA G BABEF PRI
AR, ERHEBERNEEIRIPIIIER . B ARSSLEZERITOIN, BEF
N “--sslAllowlnvalidHostnames” ,
EEmSRA:
./mongo "mongodb://
rwuser:<password>@ 792.768.xx.xx.8635,192.168.xx.xx.8635/test?
authSource=admin&readPreference=secondaryPreferred&readPreferenceTags=
role:readonly” --ssl --sslCAFile/tmp/ca.crt --sslAllowInvalidHostnames
(11 %88
1BidReadonly_nodeiEtZtblihERELAIRY, SEMERESRIEMIENXWE|S,
REENTMER, LIS ERZRIN:
mongos>
-
4E SSL &
B

{ERAESSLA TNERESLAIRT, BB WRIASSLER:, BUSIRE. X FUMEIKEAISSLIE
%, B2 NFFEMXASSLIER .

BREMRIRSE

GRS EIERESC . DDSEIREH S RERM 7 RiZt szl @izttt
RERFLAIRIET R,

S
.Jmongo " <Readonly nodeiZE#EHtHF>"

Readonly_nodei&fZithiit: ERJLAESLAIEIENE, SEBREAIETR, HARNE
SR, & EHEEE > AREE" , F EEithit” QBEDAIRENE SRIsEIRi%
T RAGEREIRE .
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AR EERSS

.. N iy e I
1 1
ESEINW 2 EERFHRIENI]
] oy > v .m
2-21 ¥XEYA Readonly_node jE#zit
el = =]
xR
Homesan] 8638 £ ERREE
S8L & FW
e
ISR st mongodb:firwuser: @192.168.203.61:8635,192.168.193.150:8635/1=ci?authSource=admin [T 158708
mongodb://rvuser; @192.168.203.61:8635,192.168.193.150:8635/1esi?authSource=admin&readPreference=secondaryPreferred&readPreferen
Hizssiit
ceTags=rolereadonly [
maongodb: f/irwuser: @192.168.203.61-:8635,192.168. 193 150:8635/esi?authSource=admin&readPreference=secondaryPreferred&readPreferen
Il s vl ed
ceTags=role readonly&readPreferenceTags= [J
EERERIRELETEN. RETSEESRRE SERE ST, REEEniNERTMongo Shell. RiEE

EEEIERER: RETR. BTN, O

$REXZIAYReadonly_nodeiEEttE AN T, iZoEE ISR A E BRI SFIEEZEH
TINIE, BIkSRrwuser SIAEEIEEadminA~m{E4

mongodb://rwuser:<password>@ 792. 168.xx.xx:8635,192. 168.xx.xx.8635[test?
authSource=admin&readPreference=secondaryPreferred&readPreferenceTags=

role:readonly

BEEXTANS RIS

& 2-15 SR
SHEWR 15388
rwuser S, BIEUEEKS .,
<password> HIREKSHNAIER, FESWRIELED.

MREZBPESHHEFH ‘@ . U . “$7
“%” FEDBIEIRAIMAT 7 HBIRIURLIRED
(ASCIEZ ) “%40” . “%21” . “%24”
“OA)25 » o

Bl B @% S, ISRNAJURLIRES ST
%40%25"*%21%24

192.168.xx.xx:8635,192.168 | fFiEtE LR LAIA9mongosT = IPHBIE R iw S .

XXXX:8635
test FrlidESR, TRELRERIZE
authSource=admin rwusertK SINEEIEZEX R “admin” , B]

“authSource=admin” AEERRXARTHKEZ .

EZAR S RA):

./mongo "mongodb://
rwuser:<password>@ 792.768.xx.xx.8635,192.168.xx.xx.8635/test?
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AR EERSS

HRIENI] 2 EERERIEANI]
authSource=admin&readPreference=secondaryPreferred&readPreferenceTags=
role:readonly”

REMITMER, FLfIeEREmI:
mongos>
-

2.2.4 REREEFSLH]

2.2.4.1 45EsE LR IP
ERSTRIOIRRING, SHSUERMARIP, BITALMEISIEIERES, HEE

O AITRIEFR RS
{SERZEEN
o EMEAMIPEMIPRETIEIEEELS .
o HipOEEREFR, BFBEEUAEBRIBE—TRERIMIP, FEIHIREIERERIIP
ok, SEIPRINZEHENSERYHIERN, $#EEENREREH,
o EBFSLAINZIFdds mongosTI REBERIEAMIP, (3T EHPEEELMIPAITS
=, BEYE, AUEMHEEMREAKIP,
HERHELR IP

SIE BREEEHE,
S mEemEEpsaz s Y, ERKEIRE.

SIS EREL LREE T, HE MIRE > STRIREIRSS DDS” , HAASMIRER
SEENHE.

$RA £ “LOIEE E, EFEERERLS), BELHIBMR,

SRS ETEMSHN, B “EEEE > AWER" . £ “EXME58" X1gAdds mongosTs
=, BE “9REsEiEP” .

2-22 4fEEiE IP

Pl RliEE

BExEs

HiEEE0 863 =
it

PRt FHIE

BF/D ARE AP e BE
ed772m00 HOFEE4 182.168.20.190 ® FaE
FIEE4 192.168.22.171 ® F#E HErEsszIp

if71eebno02
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MASEEREARSS
BRIENI]

2 SERFIRENI]

B LIESLS) “BEAXERT TENTSEEXE, it
BRIFFIRY “EZ > ghEseitIP” .

2-23 4f%E EIP

FEEE

© sz

£IR6 R HEREMEAMIPIIRS, B
ri/\nlp $$ “E%'_‘_‘ ”

HEIP” , BIEFAEIEAMIP,

] 2-24 1FFRMH 1P

HEigEP

RIP £

© T

T ARGEE INSHERERRIP, EETR
,TxescfinEE% MRLETREERAMIP, B “BEE

E18Edds mongosT =, BF

S4BERTE

EE2it.

HEtIPE | BIEHERSSL o TUEEEEERE | FHERS BTSRRI G | LInsEEE

TEEE TRER BTHRES
‘mongos_node_] =
PTESEEIP
P W AL
® © = 5 Mbit/s
@ FEE 5 Mbit/s
@ == 88 Mbit/s
=EEIP

SI¥7 7Edds mongosTirafy “sEMEIP” 5, EEHPEMINAYEEAMIP,
yuﬁﬁ%;%lﬂ ] iﬁ?mﬁngﬁﬁ/A\swlp o

/N
$B SREEEHE

s mEemEEsaz s Y, ERRKIEIRE.
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MASEEREARSS
BRIENI] 2 SERFIRENI]

SIS FEREA RS, IR CBIRE > SRMIREARSS DDS” | A RMIEER

SIERWHE,
T4 ?B‘HZE,%BI’E%E'TE/AWIPE’\J%FE, £ LRIEE” N, SEREEERSLA), BEsE
HIZFR

W5 EAMSHE, BE “EEEE > QMNER” . £ “BXMEE" Xighdds mongosTs
=L, BE “EmEREEP” .

2-25 fR4REME 1P

ZF/ID oA ArEIP P B
’ a7 .1 7 = e EEHREEIP
b76d 1700203 azlpo.. 192.188.106.237 ErrFRIEnE | EEHmEEEIP
B 921 1 R IEMAREE | gEEsEEIP
65fddc23421 azlpo.. 19216811199 ® == A MR {EIP

EELE “ENMERT TENTRERRXE, &FEEdds mongosTim, BEHERF
SRy “EZ > RYREEIPY .

2-26 fR4TTEM P

#Ehimongos

E4=dD] BTHS RS AR AP e BE
h=3 #EOE |2vcPUs |8 TRE1 192.168.0.60 159.138.235.185 s B2
EESRET
= IEEOE | 2vCPUs | 8 AR 192.168.0.128 © FEE A st

W6 (EBLIET, BE HE , RIEEARIP,
BB, BESNGBEBMARIP,
TR

2.2.4.2 gERPH

ZRHEHR—M2IE LS E jjﬂ—/\r"?uﬂ\ﬁ zREAHERZEFIPER, FHEE
[SEH0RR M AR 2S SR FIDDS LAl S

AT RESREENZSEFREM, EERADDSEAZE, BEBREBENINZEH
AN, FHEFELEHERERY PibIEFTIR O o

{ERAAMIEREDDSLAIRS, FENDDSAEREHFEEMAY “NAE” M,

{sE Rz
o BUABRT, —MEFELICIZS00RZSEMN.

o I ZEARBISHLZEEAMUKIBINESLEN, B, BU—LEEHR
LBV EII505%
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MASEEREARSS
BRIEANI] 2 SERFIRENI]

o BRIFA—DDSEAUNARIFHE— TR EH,
o DDSYIF—EPISESNLEH, ERILUREWSFEERIETE. I T7EFH

MILEIERE, BN —MEPHERAEBISNLEA,
FTE1 SREZHS.
S8 premEslarsmn Y, ERREARE.

I3 FEREALREE T, IR CBIRE > SRMIREARSS DDS” | MARMIEER

SEENH.
$RA £ “LOIEER NE, EFEEERES), REXHIZR, #EA ‘BERMER T
Ho

B 7 “BERER > NBER > 22A” &, SER2EENR, #EATEEHTH,

2-27 £H

FItsis2

dds-st-test-vpc dds-st-test-subnet-2

Sys-default & 2635

I

A LIEAMNSHE, BE EREET , £ "ANEE > 22H” &, pERE
HAR, HANLZEHTHE.

2-28 £

o]
=2
FEIRAL ik c
AFTERII(1) HAEFR(1)
msEn @ BElt () s

£ Sys-default

$]6 TXREAETH, PHRMFY “BRENMN” , EAZEHFBERNH.
$B|7 EABEORURET, B RO , BEFIAGEANED
S8 IRIEFRERTECEREEMN
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MASEEREARSS
ESEINI) 2 EERFIRENI]

2-29 AN TS @R

RMATIEHN  #EeE

‘ O =smAlihaES P | HEATARERS,

ul

sk @ £ w0 @ 2] s @ = =13

B

TcP - IPHEHE

* 2-16 NS RZSHi%EA

2H iz Nl
e ZEEMNLTTR 1

SR ANIEBE1-100, FIAMERT,
BIESIMER . MATHE TN, MU

SRR SIS

5505 L AR . i
HRARIERMIERT, BHEIEHETA
VRS .

RO | &Y. BRI ‘ALY . “TCP” | TCP
“UDP” . “ICMP” *D “GRE” %1’}]‘
o

wO: AFmiEttbARIAAHIRERSS | 8635
fEEimO. BAIAA8635, BNIROEHE
—EeENEMNEOTESA:

2100~9500, 27017, 27018, 27019,

%A IPitEiItSERY , EEISZ4FIPv4AFIIPVE, IPv4

it Al LAZIPHEIE . Z44H. IPHBLEE ., F3F | 0.0.0.0/0
Bk B Pl E S —% 2 HRRISLAIRT
iplE. flan:

E/NPHENE: 192.168.10.10/32
IPHEHEES: 192.168.1.0/24
PRAIPHtElE: 0.0.0.0/0

o Z%4H: sg-abc

e |PHbIFEH: ipGroup-test

HiRIE AT 2H, WitELEHRNE
IS5 E=ER8 SRR AN .
EZIPHIMAESR, B2 IPHEIEE.
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AR EERRSS

BRIEANI] 2 SERFIRENI]
SH 1588 BNl
iR LZREMNAGHERMER, JFER, -

HIXMERRBAREEBE 2551FFF, BA
%\E@ﬁ “<” *D “>” o

WO BiE W .
R

2.2.4.3 1ET Mongo Shell SEIZEERESLHI ( 2ARERS )
1EATLASIDDSSEFISBEE AP, Bid M AT iIHIaIDDSILA

pR— ANAREEEATRESRSSE L, Bzt iR S S EUERESLS)
TR HELEEE]‘ R SR A PiZEZDDSSEA o

2-30 A[EX1g; ECS i/31a] DDS

I I
I | 1
L Ewpe ! i D vpe2 i
L T ST
i i ! i wLEP i i ! |
| | ome R .
: ! ECS | | ! ! ! |
: : : l — : : DDS | !
o pmemr EE L pmem2
| | : : 0 |
I

| B 1 | ! I DXk 2 |
““““““ [ [

| NEAM _

Eh=

=" NRREEEM BHERSSE LR, EiET R MIPEZEDDSES,

B 2-31 Eftt=fR352815i0) DDS

@ wec

B EIP :’ ____________ !
. 1
— | :
aEuEE i s i
= i

EHit S ERSE &

| | EHRE
' N o '
e o N

AEGLSEERERIRS R LN RZ=EAE, NEIEERMongo Shell@E AR
B UEEERFSEA
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SASEIREERRSS

BRIENI]

2 SERFIRENI]

HUIRRSR

SSL 5=

R R SR S VA SSLEIEANAFSSLIEEMF 5 1%, HASSLIEEEIE 7 INEINRE,
BEESHNZEM . NTRAMBEEMNEZEmIETHNRZENE, EERASSLAEH.

EFHERENRIRSS, BN RRS SR RIRSE

2. %Eii}ﬁﬂ%fﬁ?@&’ AMIP, FREZEEMN, HERITUAETEERIRS ST
EERESLHI

3. EEME=IRSRLE, ©EMongoDBEFif .
ZHMongoDBEFin, 152 ifI%E3EMongoDBEFi

ikl

(EFSSLAHiERE, RSV IFRSSLERE, BNSKE. XTFUMHESSLERE, FER
FF*D?&I%SSLL}%

BREEEHE

prgEEiartan Y EREREEE.

E{Eggéﬂﬁaf, VEIE “HUREE > RYSUREEIRSS DDS” , N RASIEETR
7 TP WA, HHETHSH.

EEMSHR, B EEsE”

£ YERERT XIERY “SSL” &b, B, TFEIRIES.
BEBREFIRRIED HEEEEEELAIRE T =IRS R
RIEEFinERATENRFSEE, EFEENA EERE.
o LinuxiRERAT, of&EZWTand:
SCp<IDENTITY FILE><REMOTE USER>@<REMOTE_ADDRESS>:<REMOTE_DIR>
(1 #5488
- IDENTITY_FILEAHERIEBHIXEBE R, 1ZEBRIPRH600,
- REMOTE_USERBEMRIRSe2IRIER A,
- REMOTE_ADDRESS /9314 = IRS3 28R EH LB o
- REMOTE_DIRJIISIRIEH HER B RIRSENEB R
e  Windowsi#ERA T, isFERTEERZETE HERIER.,
AEEFimTEmongoffEMIBRT, &EEHURELA,
FR—: B AREREEhHERE A
g
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MASEEREARSS
BRIENI]

2 SERFIRENI]

.JJmongo <Z\WEFELf> --ssl --ssICAFile <FILE PATH> --
sslAllowlnvalidHosthames

HEXSERBUT:

o RMEEME: SEILIESLAIEIERNE, SEEFEAIETR, HA ‘BEAER
NHE. PEAMSHRR “EEEER" , BE ‘AMNEE" [E, £ ‘S5t

HE > L ZE5REY

2-32 RER Wizt

Rz LRGERE

EXER

tmEEED 8635

[«

AT vl mongodb:/{nwuser: @ 8635/test?authSource=admin (I 248

]

EEl reerenTmevn, SRFRERMEIETIEN, AT SsssmE R s,

SRENEIRI N MEZIR TV T, ZiEEtE R ABE ERIMK SFIEIRERITIA

ik, BNMKS&rwuser &IAIEEIEZEadminAm[{E4

mongodb://rwuser: <password>@192.168.xx.xx.8635/test?

authSource=admin

R ETAMEEIPAIN T SEER:
& 2-17 2H0KA

WRERDEEFHRFH ‘@7 |

“%40” . “%21” . “%24” *D

2%40%25***%21%24,

SHEWR 15488
rwuser S5, BIEIREKRS.
<password> HIEEWKSNAYERS, SESMNETIEE,

“!” . “$” *D “O/O” ﬁﬁg

BHRIE AT NAI7SHEIRIURLERTS (ASCIED )

“%25” R

Tl BRGA@%HS, IIRIEIURLED I

192.168.xx.xx.863 | FHEIZERFSLAIRIdds mongosTs 4R ERITE M IP Rz im ]
5 S,

test WK ER, ARELRERRE .
authSource=adm | rwuserMcSIAIEEIEEX T “admin” , BP

in “authSource=admin” BEERXATHIZ,

e FILE_PATH: FHURIEPBHIEE.

e --sslAllowlInvalidHostnames: 77 {RIFEEENENENA S BERIPHBIFIR
ERE, BRI BERARIETRIPHERL . Bid/AMSSLERZERF LR, EE

7shn “--sslAllowlnvalidHostnames” .
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MASEERERSS
BB 2 SERFIRENI]

EZAR S RA):

./mongo mongodb://rwuser:<password>@192.168.xx.xx.8635/test?
authSource=admin --ssl --sslCAFile /tmp/ca.crt --sslAllowInvalidHostnames

BRT: BT R ARIPHhEERESLEI
a8

./mongo --host <DB_HOST> --port <DB PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames

HBXSERIAIT:

e DB_HOST: fREZSLHISTERIEMELRMIP,
1&?@&&%5@&1@%%3 HEAEAXEETH. EANShNREESTE,

RIPHBLIE
WNRFEZ 1N dds mongosTis, SRENEE—T5 s A58 23 i | PRI BT ZERESLfA
2-33 FREGEMENM IP

IRl LFEE

HEaxze

miEEED 86 st =

kb

PNT =5 mongadb:/frwuser @ 4:8635/test?authSource=admin [T 3£4H5ER

EEl vrearesTaTe. SRESRESRMENETIEN, SATSEETnIE i ERE-es,
ZFR/ID aAx AP HHP B
EE= 115 914 BB
t4ed772n002 e 190 1 RRUTREIP

TER4 171 @ F=4EE arEEEIp

d8f71eebno02

e DB_PORT: fH&EZELAIRROS, BIARLSI8635,
B LAREBREAIER, SAENMSENE. TEUShNPREEEERE,
IMRAMIEERE, £ “BEXNMER > #iEFERO” IREERROS

2-34 FEUROS

RFEE NG =

[«

#rEEEl] 8635 ssL

e DB_USER: #UEEKS, BKiAJSrwuser,
e FILE_PATH: FHURIEPBRIIERER.
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MASEEREARSS
BRIEANI] 2 SERFIRENI]

e --sslAllowlnvalidHostnames: R T{RIFEEENEPENA S BB IPHNIFESEER
R, ERHIEBFRANESIRIPHIIIARL . BT AMSSLEREERESLAIRT, TERM
“_-sslAllowInvalidHostnames” .
A0 ERAY, WAEIEERS X RAYZRD:
Enter password:
EE ARSI

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

R NEEEER. ISR, HIEEER.

mongos>
R
JESSL 5=
A
{EFAESSLATNIER:, BSLXHASSLERE, BNSBIUREE . MEAXEFASSLIER, B5
RFEFORASSLIER: .

W1 ERRURRSRE

L2 EEFimLEmongoffERIERT, EEEURESLA,
BR—: B AMEREbIERESCA)
gl
.Jmongo <Z\WiEEEIE>

NEEIE: ST LSEBRREAIETR, H#A ‘BEAMERT TE. BEAMSH
Y “EEETE , BE RWEET TE, £ Gt > QRERE 7 ik
HRO

2-35 FREX A WiZERhE

[«

sEEED 8635 sst

PN TS mongodb://rwuser: @1 :8635/test?authSource=admin [T iE&H5RFR

E=l v reeFmamEye, SESCRESTENS TSN, AT STuEmiE R s,

SREVRIRI A IR AN T, iZiEiEttit R AE eI SR EHTIALE, BD
KSArwuser SIAEEIEEadmin A4
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MASEEREARSS
BRIEANI]

2 SERFIRENI]

mongodb://rwuser: <password>@192.168.xx.xx.8635/test?authSource=admin

BEREEXTAMEREUPRIINTSHER:

£ 2-18 2¥1%AA

SHBR 15488
rwuser W=7, BEIREEKS.
<password> HIREWR S NAYERS, SERMPIESLER,

QD%EﬁSEP@é.\ﬁﬁ*?ﬁ «@” . «!” . «$» *D “%u ﬁ?g
D RIE RIS RIATF-7SHBIRIURLERRS (ASCIES ) “%40” |
“%21 ” . “%24” *D «%25” .

ZI_TWU r&"‘\ﬁgﬂg****@o/o***!$, Xﬂﬁ_\["ﬂ’\]URLéﬁﬁE’ﬂﬂ****%40%25***
%21%24,

192.168.xx.xx.863
5

REIEEERESLAIAYdds mongosTs m4RERYEMEIPRIROS .

test

RTWRER, AIRELRERIRE

authSource=admi
n

rwuserlkSINEHIEEXRS “admin” , B
“authSource=admin” FEEEX AT K,

EZAR S RA):

./mongo mongodb://rwuser:<password>@192.168.xx.xx.8635/test?

authSource=admin

B BT 0 IPEESL

g

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

X SERIAIT:

e DB _HOST: fH&EZLAISRERRIERMIP
T LAREBREAIER, SAENMSENE. FEMUShNPREEEEE,

RIPHBLIE

ANRFAESNdds mongosTIm, FREVEAME—T5 AR 23 W) I PRI ETZERESER .
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AR EERSS

BREENIT] 2 SRR
= ooy
2-36 FRENGEMENM 1P
FIRdiE ARiERE

Hizs

HuEEE0] 8635 - =

EREIE

AT =l o mangodb://rwuser @ 4:8635/test7authSource=admin [ 3FEHRER

E=El ureernaweie. SRCRESTERETEN, SHTSTESmEN HHREEE,
HER/ID AR AP P B

f4ed772n002 FIREs 150 ! SliP
daf71eebno02 AR o ® FzE s

e DB_PORT: F&EELHINIKOS, EAiw[98635,

B LAREBREAIET, SAENMSENE. FEUShNFREEEEE,
IMRARIEERE, £ “BAXNMER > #MERERO” EREERROS

2-37 KBRS

RFEE NG =

BAER

srEEEl 8635 s5L

e DB_USER: HIEEMKS, EXIAJrwuser,
SN TERET, WMAEIRENK S X AY R :
Enter password:

AR SR

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

SE3 KEEEER. BNTMER, HIBEER.

mongos>

e

2.2.4.4 i@ 3 Robo 3T T E&EiEEEEsCH|

[+~

SEBREAIIREE R SRS, SR LAERRobo STTELARMBISTNE

B EURERESEA o

AETLAEPin At ERRIWindowsit BHUIRERF N, M EINEETRobo 3TT

BAEAING FERERFSLA.

BiTRobo 3T E&EZLAIRY S VA SSLEZANIESSLEZEMFR, HASSLiEEEE 7N
EIee, BAEESNREM. ATRAMEEMZEREEPNREM, BIRASSL

Bo
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BRI 2 SEBHIENI]
EETREE
2-38 EETREE
e :
| 7 |
SR IP : i : :
= L | | L
Gl - | w
| | k== S B
| | 1
| | | :
| _ b 1 -mmmmm-e- '
Lo mowmmazs ]
BUIIRSR(

1. BB ERIEAMIP, FRELTEENN, HERAILIBIIRobo STTHRIAE,

2. Z%ERobo 3ITTH.,
FMREE2 N A{g&3ERobo 3TTH,

SSL 5=

ikl

{ERSSLL iR, BSWFRSSLER, BNk XTUM@HESSLEE, F20

FIEFIKHFISSLIERE .

1 $JFRobo 3TTH, mEREERME, BE “Create” ,

2'39 E;ﬁ{%:%\

¥ MongoDB Connections

. . . .
Create ) edit, remove, clone or reorder conmections via dragz n drop.

Hame Addrezz

Attributes duth. Databaze / User

Cancel
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MASEIRERERSS
BRIENI] 2 SERFIRENI]

L2 TEEHEAY “Connection Settings” &M, REMEERNSH.

1. 1£ “Connection” T1%&, “Name” EHEEBEENMIFIEIEENZFR, “Address”
BESERFSLAI4BERYE I PANSLAIRI BB EiR O

2-40 Connection

O Connection Settings

Conmection puthentication S5H TLS Advanced

Type: Direct Conmection e
Hame: |te5t |
Address: | | © |a638 |

Specify host and port of MongolE server. Host can be either
IFv4, IFvE or demain name.

From URT Import commection details from MongoDE UEI conmection string

0. o

2. 1£ “Authentication” T8%, “Database” IEEadmin, “User Name” HE
rwuser, “Password” IESZEIEERLHINZENSERE,

2-41 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |
The admin databaze 1z unigue in MongoDB. Uszers with
N T P SR N IR SRR D S

User Hame |rwuser |

Password 290008080 ||

futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1E “TLS” I, 4k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .
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AR RERSS
BRIEANI] 2 SERFIRIENI]

2-42 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
£33 EEREERME, P& “Connect” , FHIAEZERESLH,

2-43 ERHEE(ER

= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

cacs
T4 RINEEER, TERAESRNE2-44F7R

STRGHRA 01 (2023-01-30) IRRTE © ERRABIRAD 57



AR EEARSS
BRIEANI]

2 ERFHUEAN]

3E SSL /=0

g2y

&l 2-44 Eﬁ RN

File \View Options Window Help

2. H b u
¢ M i .
) t=a3) # Meloome ® W b getCollectionl’ systen s ¥ @ db getCollectiont zysten =+ %
e System z = -
V Q S =" tast & 10.154 Z71. TB:B&3E | adnin

~ Collections (4)
» System

system.k..
5 system.r.
system.u,
system.v...
Functions
Users
» % local
% config

R

ikl

{FRIESSLAIEE, BRYXASSLERE, BNSHIIRE. WExE, B2HFE
FNEAISSLiERE .,

$JFFRobo 3TT R, mEREERME, B “Create” ,

| 2-45 EEER

= ) .
¢ MongoDB Connections

. . . .
Create ) edit, remove, clone or reorder conmections via dragz n drop.

Hame Addrezz Attributes duth. Databaze / User

2 EEAY “ Connection Settings” B, IREIREBEENSH,

1. 1£ “Connection” Ti&, “Name” HEBENMFEEZENZFR, “Address”
BRI HI4BERISR M IPAISCAIR SR ZE iR O o
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2-46 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

2-47 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |
The admin databaze 1z unigue in MongoDB. Uszers with
N T P SR N IR SRR D S

User Hame |rwuser |

Password 290008080 ||

futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

oxest Cancel
3. RESHRE, BE “Save” .
FE3 EEEEERHE, BE “Connect” , FHIAKEREERFSLA,
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2-48 ERHEIE(ER

¢ MongoDB Connections

. . . s
Create, edit, remove, clone or reorder conmections ¥ia drag n drop

Hame Address httributes Auth. Databaze / User
[H] test 8635 TLS 6@ admin / rwuser

o
TR pINEZERELA), TEREERWE2-49F7-
2-49 EEEHEREIN

* Robo3T-14

File \View Options Window Help

Sk >
L] v
W test (3) B Weloome % B &b zetlollection( systenr ¥ B db. getCollectionl systen. " %
=, System E ! o
“ g i B & test & 10, 164.221.78:8636 | adnin

~ Collections (4]
» System

system.k..
» [ systemur..
SyStem.i.
system.v...
Funchions
Users
» B local
% config
-

2.2.5 BT ISEREERF LA

2.2.5.1 Java ;<f5l

81T JavaiE L BRI VA THE FaSSUIEBEEF AR T SSUIEHiEEmM, Hep
{ERSSLIEREEEIE 7 INEINEE, BEAESHIREM . DDSHSEGIFIAXASSLENE
NZ, FESSLESEIRESSLEIRING . SSUERESCH 7 HURINZINRE, (EETtS
RN EE RN N AT EIFICPUIERE, AEINFFRSSLEIRINE .

AU
APEERSEI TR
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AR EERRSS

BRIENI] 2 EERFHRIENI]
o AFEITENEMIHR,
o TiRlavalRiZiES.
IXRIREN R fsEFE
o JariRKzh FEMEE: https://repo1.maven.org/maven2/org/mongodb/mongo-
java-driver/3.0.4/
o (HEFIERIEZS%E: https://mongodb.github.io/mongo-java-driver/4.2/driver/
getting-started/installation/
{53 SSLIEPERE

(AR

o ZARETFSSLEZES, TETHSSUES, BINTBRIGTHEELIRRE .
o EEILME “LEIZIE” TE, BHTAISTEN “BEAEE" TE, BF “MEEES” &
Be “SSL” ghiocts, TEARTHIRLE.,

o SSLiEIEIERGIEE%: MongoDB Java DriverE/A M : https://www.mongodb.com/
docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl,

i JavalEiZ B sL IR, (LB RYJavaid &z tan T
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&ssl=true

% 2-19 SRR

S8 15488
<username> ET=):Z mE=
<password> HBIEPRED.

<instance_ip>

MRBTL B =R E51ERE, “instance_ip” 2FEHIP, B
“BAEE” NmEZELEIRY “ ki’

WNEEITIEE T AR EIAE, “instance_ip” FZELHIE
HIERY “oHEAMIPT

MRFBEOCES ML, %07
<instance_ip1>:<instance_port1>,<instance_ip2>:<instance_p
ort2>.... U EAMBIEEIAT . fI40: mongodb://
username:*****@127 *** *** 1:8635,127.*** *** 2:8635/?
authSource=admin

<instance_port>

w0, FAIA8635, HElikO, &5 “BEXMSR” EIZEGIAY
“EIRERERO .

<database_name

HiEER, BIREEEREIEES .

>
authSource ENFEREIERE, BYEadmin,
ssl EEE, BEAtrueNR2ERSSUEEEL,
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MASEEREARSS
BRIENI]

2 EERFIRENI]

fEFBkeytool TEEECAIET, B35S NE2-20;

keytool -importcert -trustcacerts -file <path to certificate authority file> -keystore <path to trust store> -

storepass <password>

7+ 2-20 SR

SH

Lz

<path to certificate authority file>

ssUIEBRYFRUEL

<path to trust store>

SIEERNFMitN . BEXEIA, 4
¥n: ./trust/certs.keystore

<password>

EREFTE

FEREFRPIREIVMARGEE LSO ERREEEZERE:

e  System.setProperty("javax.net.ssl.trustStore","<path to trust store>");

e System.setProperty("javax.net.ssl.trustStorePassword","<password>");

EREEE R RYavaftil, aISELITRA):
public class Connector {
public static void main(String[] args) {
try {

System.setProperty("javax.net.ssl.trustStore", "./trust/certs.keystore");

System.setProperty("javax.net.ssl.trustStorePassword", "123456");

ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?

authSource=admin&ssl=true");

MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)

.applyToSsl|Settings(builder -> builder.enabled(true))
.applyToSsl|Settings(builder -> builder.invalidHostNameAllowed(true))

.build();

MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("admin");

//ping¥iErEE, WNREMIIHFE

BsonDocument command = new BsonDocument("ping", new BsonInt64(1));
Document commandResult = database.runCommand(command);
System.out.println("Connect to database successfully");

} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");

}

}
}

TS
(00 %88

ZH B TIFSSLERRR, FIRSmHITIERRE, APLHE FHSSUER.
Bid)avaie R B RFSLAIRT , (CABRRY)avatEEigzlan T

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?

authSource=admin
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x& 2-21 2E0RH

2 15288

<username> SEIARE

<password> HBIFAPRIZER .

<instance_ip> NRBE LM SRS EEIERE, “instance_ip” 2FAIP, B

“BAMER TWEIZSEGIRY “AmithiE” .

NSRBI EE T AMANREBE, “instance_ip” JiZEAIE
HPER “BHERRIPT .

NRFERES N ENMUL, 1R
<instance_ip1>:<instance_port1>,<instance_ip2>:<instance_p
ort2>.... B FTEEAMUENAT . FI%0: mongodb://

username:*****@127 *** *** 1:8635,127.*** *** 2:8635/?
authSource=admin

<instance_port> | i, EAIA8635, HREIwH, &% “BEAXMEE” WEIZSLAIRY
‘HIERERO” .

<database_name | #iBER, AIEEEENEIRES

>

authSource EWNEPEEE, BYEadmin,

EREERE)avaftis, AISELAITAI:
public class Connector {
public static void main(String[] args) {
try {

ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin");

MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)
.retryWrites(true)
.build();

MongoClient mongoClient = MongoClients.create(settings);

MongoDatabase database = mongoClient.getDatabase("admin");

//ping¥iERE , WIREMHFH

BsonDocument command = new BsonDocument("ping", new BsonInt64(1));

Document commandResult = database.runCommand(command);

System.out.println("Connect to database successfully");

} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");

}

}
}

2.2.5.2 Python 74l
ASETHEBENBBIPythonESHIMongoDBE Pk BEsL A5 % .
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AR EERRSS

CoINE 2 SEBHRIEAI]
HUESM

1. EEHIEERE M IR R RFIDDSELAIZ [BMEEIE, ATLAERcurld$&EE
DDSELfIpRSZimAYIPHIiR S, MIXREIEREM
curl jp:port

IR[E “It looks like you are trying to access MongoDB over HTTP on the native
driver port.” , IRBENEEIE.

2. 1EEMTIRS SR L EPythonARE=H%%EEpymongo., #HEFFEH
pymongo2.8iR7N .

3. WMRFAFSSL, FEARELTHRIED, HLEREMRIRS=SE.

EZALB
o SSLFFE

import ssl

from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls,connectTimeoutMS=5000,ss|=True,
ssl_cert_reqs=ss|.CERT_REQUIRED,ss|_match_hostname=False,ss|_ca_certs=${path to
certificate authority file})

dbs = connection.database_names()

print "connect database success! database names is %s" % dbs

e SSLxA
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls,connectTimeoutMS=5000)
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

(MR

o URLAFSIANIEEIEEMRS “admin” , BI “authSource=admin” ,
o SSLAERER, FEFERtrustStore3it,
o SNEEUEEMAA “admin” , ZEBINRENSEIRERE.
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MASEEREARSS
ESEINI) 3 BIREREA]

B RS IRIENI]

3.1 WILRIAE=SLH)
3.1.1 HREWL

AEDNENOEE S REWIRI AELG] . REWIRIERA I SHRIEH T L
MERBESFRE, TLRSEESELSHZAREWSIRIARESLS, BINSERE.

RS
o EMEAKSHIFEENT
o TKPRIFATHETOET.
BRAESER

SE HENREESL AL EEEDDS T .

$E2 £ ;Mi?ﬁ%ﬁ%ﬁﬂ T I, EFEITERR, BEFRELAIEXERSE, BE ‘2
BIMASE”

3-1 EiticE

BitEE
i v
R"E w
A B TRE:
= @
EViongoDBRZE A S =5

B SGHE

S|AUEEET 1,000
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MASEEREARSS
ESEINI)

3 BIREREA]

% 3-1 EtfEeE

2%

190

el

WiE “OF/ER" W EEITE
. 85/88
- APHUERSRES, TUREESRENTNK, RG
SRR SRR %
- SRR, NSREEMSAIRRE T IMERAE, &
% “BE/BR7 TOREH “EEIR , NIRRT
FHELA . BARES T ORMLAREE .
i%H3
‘BF/8R" HRWIAILAIFEEEMIR, (NIFSREBITEE
&, WIMTRITRRIES WIBIT & EHASEA .
. BEUR
- FPENEESRES, TREEUTHK, ROESREN
B PR TR
- CREYE, MESBKBERAE, T BEHR T
Blsth “EEF/AR" , BEFRXLRENERN, 2560
REIOIEAS . BUNES TR BAs RN,

X1

RIREPFTERIX
1588
FRKFNANAERE, BWEEAREEER, BEREE,

InH

SIS NAIIRE , AIETIR.

AKX

EER—XKET, B, MEEEIIEXE, sTHXKREERMES
BE, FTREUTBXZEERS.

BRI LAIEE AR T AXESTAX,.

o MNERAVSEZERLAZ [BRIMLSIERTRIE, NEINEEER
X, FLBIRNEBHSEER—TBXA ., SEFEFERETAKX
EEN, SRARENRFHEE. RENBEELETSIA
HEE, BERPrimary. SecondaryfHiddenT = BlIEIETE
AEHYIEN L

o MNRUBSHFERSHNAREE, BINEEEITAHARK, LAY
HTHED R, FHRMRETE235BE3TTAXA,

jizLilz

BeI3BXAIINEEREXIEBo X K, MREESFIXIGIIEERETS
LRBEIBUEK, B EEMTIFBXINXIGHTEE,

wE “BIARE .

BIAELPIRET R, FP~HRBTRER. SETREE
i, REENHEFNETR; AFHTLATRN, RBEHRE
Bk, RESTA.

FZ&MongoDB
AR

o 44
o 472
e 40
e 34
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ESEINI)

3 BIREREA]

SH

)

CPUZEEY

ISR EESL BRI CPUZRH ST 35X 86 FNER ISR AL RY

A
MongoDB4.0. 3.4hRAAIiE, EfhRATITRIERE, EAIAGRMS.

e Xx86
x863EBUAYCPUSIIR IS ZESEE (CISC) , CISCIESERY
BNMMESH BT —LREMAELHRE, IESHB2mMA
EZ¢, BRIBSHKEHTHEE . ATIESHITRAEZERLL
BRIBSHENRERE

o HEME
ERAISSERYAYCPUZSHIR AARISCHETEIIESEE (RISC) , RISCER—
F TR/ D ERITE IS SO IERE, SatiBLATERAYERE
PUTIRIE, FEHHENNSHEINERESERESETEE, 18
ST FX86EEAICPULLH BB INIIEAIIERETHEELL o
ERSSERICPUZREIIL R R B ERINGE, JLURHESHIMN
Nk, FBREDISIHSER,

x2J36 CPUZRMT, $HNARRINAGR, AILUEEARRRIRSSE

g‘:o

o BAE (s6) . BREANEES, BEFHASFESESN
{EFACPU, (BEREFERSIT MR TIERIINnS, &
BERRT: BERAIWebIRSZE . &k WHIMELAR PR
MREEIREES .

o B2 1B (c6) ., BIRAMM, HEMRERIRE, BE
25GE(FIRLAA M) SErESEM £, RIEBSMETEMPPSI
RBEEH. BEERHm=EE, WTIHHESNEEESMRE
KAIMUGFIWeb AR . BREIEFEREEFRSE, FEHE
N RFENER.

Zediv=]

BeiZiFHiR SR EREFIE R BENXIME,
1588
o SCHIHME/INTF16URT, FiE=8)E/\10GB, &xX2000GB,
o SLAIHIENI16URLLERT, Fi#EZSEER/\0GB, &RA4000GB,

3-2 MR EFNMWLITREHE

FIEISE

AWIRE

v EEERIIEER
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BRIEANI]

3 BIREREA]

% 3-2 MBZgE

24

110

EMIER

SASHHRERESEOIFTERI RIS AMES, AIXIARESSHITMNERE
HEMEE. KBRS, HITEE. REAIMEEE,
R CENEEMFENEIAE R, ITRIRENINE R, BER
( EFAE=BF1ER ) PRI EIFAB T FN . FIBEUFAE
“HYERREIESNEAIERESNE
!ZE%Z:@UEEE;‘QE AIRREUAE R, MEHREERSEAESE
1583

LA EASIFNIREMIAE R, BEREEMREILES.

®EWIRE

ZSEEIEEWAEFER, MBERZIRE, BHREERBIETE,
TWIMER—MaRREES, CWIMBEERZERE—NTZR
RRIMEEE, UIRMERNRREEE. RREE.
B FRAERIGEERNEIINE, 2, default hBOAIE. &
ZEWIMBHEXER, 521 (2 WVEERAFER ) NRESE,
MRFEEEXEWIRE, BEEfIeaLARE “hl” , #A
‘WIRE " WmEelE, BiEER (I EERFER ) B “elZ
WIRE " RS

& 3-3 WLIHREHE

24

fiik

MERFH

ERFIFRRIRS, RSBt EMNAIREER.

SluLsey

o AT @k, FHITENEE.
o Hik[RLBIBnNEE, BNEEFRSRITREREE—.

ML E

WL ESEIAELPIEEEX, PRBILEEEHLAIEER
BY, AIRIEREE RIS KEcii. EWIH “BF/887 &
B, BRCBIZFRFNLAIIDIN, HREEEE—H.

SI|3 £ USHIAT TE, SXIEAIER.

o HF/8A

- MRFREL, BE ‘L7, EHZOIEE.

- BYERRE, AREATRSFRMY, BE “EXMLT , HA IR T
H, EEB, .

o EEItE

- WMRFREQ, BE ‘27, EHZHIER.
- BNERE, GEEARRSERMN, BE BT, FReIEssl,

£R4 BE IREISLEBIRT o LEICEMINE, BRYLE “IHIEE” TE, EEHE
EHCRIEIERZESLA .

N5k 01 (2023-01-30)

WRIERE © HERRARBIRAT 62


https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-em/em-topic_02.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-em/zh-cn_topic_0108763964.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-em/zh-cn_topic_0108763964.html

MASEEREARSS
BB 3 BIREREA]

o QIELAIIRES, LONSTREETA “CIEHR” , WEIRY159, SIETM
AR TREETA “EE” -

o CUESLAIRY, FOATFEEMEMHRE, FHAIEN. SIEMINGE, MISEUERFR
S=BEtIE—EEED.

e TR
3.1.2 HENXBL
AN BN A BT EE LN TR, 5 AL E

Rif, EAXAILURIESHEE BN EEDFE=EREIAESS, mEY
PAEEsLhIRt T —LaRkiE, W BAT. BM&EHF.

{sE Rz
BMEP TRIAELAIBABERET501 .
HURSS
o HMMEAKSHITELHE
o WPREATFHETOET.
o MBFELABIRSTNFNIR, GALESREHAR A, HT T8> K
BT, RFEERLAIFIF NSRRI
o NMREFEMZUEZENMERE, BRI HETRmITEERE
R, BOEXRMIEESA. FERE, Bramnsastsn ¥, aRtEs
XA .
(0 #:88
B TR AW AHIEELAISWER—ERRS M. BEl, FRERRECHFUEHET
ZRAYRIAEESAI.
BAFTHR

1 HABENEEEEIEEDDSRRMH .

T2 En;m’@?k%ﬁﬁrﬁiwu 7 TUE, EFRTEES, BEHIEELEEXEER, B ‘L
BIEE”

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 63


https://support.huaweicloud.com/intl/zh-cn/usermanual-account/account_id_001.html
https://console-intl.huaweicloud.com/ticket/?region=ap-southeast-1&locale=zh-cn#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?region=ap-southeast-1&locale=zh-cn#/ticketindex/createIndex
https://support.huaweicloud.com/intl/zh-cn/usermanual-dcc/dcc_03_0002.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dcc/dcc_03_0003.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dcc/dcc_03_0003.html
https://console-intl.huaweicloud.com/dds/?#/dds/customCreate

AR EERSS

BRI 3 BIASEREN]
3-3 HiticE

TEE amE amEs TEE TER AR

o=

R CPUIRE BAERN

* 3-4 itEE
2H R

THEEE( ®iE “GF/8R7 5 “EEIE .
o SF/8AH

- ﬁHPL*ﬁnHE&EEEE; AJLRIEREIREWLK, RE
— R MEIZ BB STN SRS MK REUA I THIZE
- @UEE‘ZIJJE, NREEHASLIZIRIEABRKBERRIR,

¥ “BF/8R" LN “EEITET iJHHFJ—:%jJBz
FHESLA, BNEESIBRARAEAEERITE.

1588
‘GF/887 HRWLAIEAIREEERMIR, (SHFRIRRITR
£, WTRITRRES NIBIT & EHAEA.

. EHITE
- APMUSBERES, TRSEUIEK, RESIREY
BRI PR THIR
- OEENINE, MRGEIEMAN, T ERAR %
Bl “BE/ER7 , BEERRLARNEN, T3
IO . ST A,

STREFRA 01 (2023-01-30) IREUE © ERREARBIRAS 64


https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0081.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0065.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_instance_mgmt.html

AR EERSS

ESEINE 3 BIRERIEA]
2 fhiA
Xid; RIBFFERIX 1
WiBA
FEXIGHNNAER, BUEEFEEEE, HERIEE,
=] LHEIXIFEITRAIIRE , ah#ETiE,
1) BER—XIGT, B, MERSAMIEXIY, oTREXPERMZE
HiE, FAETHXZEYIERE.
BeisiFSLpEB R AKX 3T AKX,
o WNRIVSZERILAHIZBRIMLEIERTRAE, MBI IEEEETA
X, BELANAHSBEER—ITTHAXRN ., SEAERETHAK
BN, SRARENRFENSE . RFEHNSPEEHTF=TA
HZE, BERPrimary. SecondaryfHiddenTo = BIEIETE
AEYIEN L
o MRWSFERSHBEREEH, BINEUEZFEITHKX, HAYSE
BITHETR. FHRRET R REBE3 T TEKA
jizLilz
Bai3a X AIIIAE REXTER D KI g, MREESIXIGESEEHS
LRBEIBUEK, B EEMTIFBXNXIGHTEE,
SLRIZFR o ZSLBIZIR AL a1 TEIZRILAIBIR . LHIBFRKE
FEANEIANFT 28, BRAFEBSHNFFL, KoK
B, agl8a=xs. HF. ik, &P (— PP
FRAGENED ) , FEEEHEMITFH®RER.
o LAIZMRAFHNEBRIREE,
o MEBNHURESLBINY, ZFRBMENMFEERDE. Flu:
#iNinstance, Minstance-0001F4%Z, &EE8
instance-0001, M Minstance-0002FF14453 . BIRIEZ N
BELAIR, SENEBLAFPERRAEELEEM, HEM
FEHTFAFERNEE.
o CUEERKINGE, AMEXELAIZIR, B IUESMELHIZTR,
SMYE=id] ERE “RIAE” .
BIAELHRETR. ETSAMREET AR . SFEHAME
Y, EFEEMNPERHTNET R, SBFD =AM, REDRE
ERS, RIS,
FZBMongoDB | e 44
hRA o 42
e 40
e 34
TR AJLBIE=TR. APRMNtTHaREIARELA,

N5k 01 (2023-01-30)

WRIERE © HERRARBIRAT 65



https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0075.html

MASEEREARSS
ESEINI)

3 BIREREA]

SH

)

CPUZEEY

ISR EESL BRI CPUZRH ST 35X 86 FNER ISR AL RY

A
MongoDB4.0. 3.4hRAAIiE, EfhRATITRIERE, EAIAGRMS.

e Xx86
x863EBUAYCPUSIIR IS ZESEE (CISC) , CISCIESERY
BNMMESH BT —LREMAELHRE, IESHB2mMA
EZ¢, BRIBSHKEHTHEE . ATIESHITRAEZERLL
BRIBSHENRERE

o HEME
ERAISSERYAYCPUZSHIR AARISCHETEIIESEE (RISC) , RISCER—
F TR/ D ERITE IS SO IERE, SatiBLATERAYERE
PUTIRIE, FEHHENNSHEINERESERESETEE, 18
ST FX86EEAICPULLH BB INIIEAIIERETHEELL o
ERSSERICPUZREIIL R R B ERINGE, JLURHESHIMN
Nk, FBREDISIHSER,

MTFIFERZAIAR, FHEEETISESIOFMRIERISSD,

E??J%z_:ﬁ’ﬂﬁ%)ﬂ, RIBERNRIREREARE, SZIFRIFESRE
AE.

o LRFRBVARRIFERAS, FIEEESIFSSDRE,

o IRERXBIGRTEEMIT, FEEREITEREIO. SI0F
SSD=#,

FiEs|Z

e WiredTiger
WiredTiger@DDS 3.4#14.0BARIFHES 128 . WiredTigeri@{it
TABRERIFRIEHIREGETLSG, BET8 AR RN AR
H T RIFAMREIIFAEE .,

e RocksDB
RocksDBZDDS 4.2ZKARIFAiES 28 . RocksDBTZ(i#S |ZEAY4S
RSN AERUSEEE. XIFeREAS.
RocksDBEILAE/IMongoDBHEEEIEFES |1, EEAE
MNEIRIEA=.

an36 CPUZRMIT, $ARRRINAGR, AILUEEARRRIRISSE

B,

o B (s6) . BREARELA, BEFHASIFESESD
{EFCPU, (BEREERESIH MR TIERENTnR, &
RERIRT: BERIWebIRSEE . Fk . WIXIAELAR HE
MEREEUEES .

o HERIE (c6) . BRI, IHEMREREINRE, BE
25GE(FHRLAAM) ErESEM K, RIEESMEHEMPPSI
KB . ERREmRER, MTIHESNEEESMLEE
RAYMUEFIWeb AR . BRHIEFEREFRSSSE, FEHEI
NAFEINER .

N5k 01 (2023-01-30)

WRIERE © HERRARBIRAT 66



AR EERSS

3 BIREREA]

)

SEAIRICPUFIRFRINET IR, 155 WEHRRESEHIAAS o
SLOIREIRSAIMEREENE, 5SS IDDSHRERRH

SRAFeIZAYSEAIRICPURIRFAS T AR B WS EENT, AILL
FEHSHTCPURIRFRINMIRERE, B IRERIARESLAIRY
CPURIRZAIE -

SCHFIAS/NF16URY, FfiE=ia&/N0GB, &xA2000GB,
SCAEIFE 16U LA ERY, 7FiE=SiEl&/N10GB, B A4000GB.,
FA PR/ INILR91 0BVBR £ (%

SUIEBRINERIHITY &, BE Y BRIRELFIRIBETE.
iR

o FAFWZAYFE=SEIEIZ600GB, HFIARAIRIAFE=E18GBRT,
SEFPRSEIRE N RIE

o FAFMIMFETENTFETF600GB, HLFrMFERASEISFIEZERY
97%RY, SLAPRSHBHWIRENRIE.

LR EBIE S RAR RS TT &

BRI
8
(eIl
FiE=iE
R E NN

o RINE: RFFBIEINEE.
o NE: REHFEZEM, BEUNHEFZEHEELEXN,
FIRE: FNEEER, ZEREREHEFPER,
188
o SLEIBIERING, FAEMENHENMERTS, BREELNZNR. EF “#
BINE" , FRAENSEMHEIRS CREOBIERASENE, URETES
REEINE, BERRENZERARBS.
o LHIRABME, AILMELAISIRPEE “MER" .

o RETHEINFENEHIENERS, RECRFEEH, —BEBPHRE
g i ﬂ;ﬂﬂ%@k)ﬁfz& SSMHIBEARTH, HERLEREHE, B
=T
BN, SEHMBEANENGR: TIUBESEHRERIFTEIR
B IREEHIE.

HN@ENE, FESOEENZENTS: TEREEE.
o OIEZBBESN (MIENERSHFERE) B ‘%R EPRE.

3-4 EERIRE

ERRIEE
RS rwuser (3)
EERE b
Si5kRAS 01 (2023-01-30) WRIXERE © LR ARBIRAT 67


https://support.huaweicloud.com/intl/zh-cn/productdesc-dds/dds_01_0037.html
https://support.huaweicloud.com/intl/zh-cn/pwp-dds/dds_pwp_0002.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_0104721795.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_0104721795.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0132.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0042.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0178.html

MASEEREARSS
ESEINI) 3 BIREREA]

SH faik

IREE o IfERE
MANEERXREEMMAEL . LEeEMINE, SRLiEE %
EDEESLA o

o BIEFIRE
BENREEERES. LOIENINE, MFTERESE, BF
RIEPELG) RE7 JITRY “EE > EEER , RIERE
1’7, AEPIRERNE, BEZEDEESA.

BERWKFE | BiArwuser,

EERER PMRERIERS, S/AIMKENSN, &RARENI2ML, BRERIK
NEFE., HF. HHRFE~@#%N-_=+?2()$HAS .

RAXTFRWCRENED, BZERTEN.
HIAEERD VISR REEERE

3-5 MERBFIMNEIHKSHE

REEE
[TE=2 f: bf1 C ssrE=2E @
= e o)
s AEE nEaE sEERE ®
ZE sEESEsIsES CEES S e FEs == = s
SUIAR
BUIRE C s=smE== @
7 3-6 M4
¥ iR

RIMFAE R | MISEIRESEAIFTERIEINE AMNLE, IR ESHITMERE,
HIEMEIR. BeBEAEIME, #HiTRE. RERNIMEETE,
SRR CENEEMFENEIAE R . WTRIEENINER, B2
( RMFAE=AFER ) P “SIZEUMETERSERIATF
M7 . PTEEIAE =RIERREIES REMEES N E,
&E%Xﬁﬂ@ﬁﬁiﬁﬁ IEREMIAE R, MISEREERS A NG
%;l\iJEO
1588

AR ERSIFNIRENAE R, FEREEMEEIAES.

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 68




MASEEREARSS
ESEINI)

3 BIREREA]

A

Lgﬁmhﬁﬁﬁ{mﬂfﬂmgﬁﬁ ALIRZAIMERR, LARSME
3
SERIRIERLINE, ATLMERFMSECRIAMIELE, BIMESIENR
PPttt .
i5488
lgl*aﬂi;%ﬁ&wvemﬁﬁag?—m, SR EERE AR SRR PVAR RO F
X o

g

A ZEHE

ZeARFIZEBEMN, NEXEESIEERSSHERSENEE
ias.
MEACESZEIENEEE, MEHIRERSIIANEDEE
I}?o
i5iR8
o ERRFMENNZEARIFE PimihIEEESLAl ( AHMGEFEATCP,
Egii'ﬁ};%?a)\ﬁﬁ'ﬂ, IRIRE 98635, RMBNHE & FSLAIF/E FMEkFr/E
Zef
o @UE:&WJE]‘ TLAJ&?¢§A§@E(t?@ﬂ?ﬂﬁﬂ”‘fiﬁb, FEINHBIZS
M) o RS, SEEIBSHITMNETRE LN ZEEMNEIFHE

SSLEZ &k

SSLIIE:BZE_*EIJLTSSLT)J"LXE’JHERDDé&%IIE:F-", BT FimilIRSS
In Z B INZEE, RIESEE 145591)1&433' WEAENEE N

EEJLJ\FESSLJ-_‘EB:, ReEREMN, LAICEMING, ®BISSL
BEESEA

R

IR IRIFAIA8635, SLAIBIZRINEEN . SISEURERSS A
@Eﬁ%ﬁgf lﬁg{%ﬁ%ﬂ?&ﬁﬂ%ﬁﬁ@%ﬂ, BEEZSEPRIMENETL
W, LAgmfER .

izl
o UNFHEXIES NIEXEIBERO .

eI
=

o MEIRE
BT I REERIARSESLHIRT, HEFiRHE AELFIEEEARR
WEZRT, BZEFiRFRrERIMERATE “192.168.0.0/16" ,
“172.16.0.0/24” %1 “10.0.0.0/8” BY, EEHITEMER DA
B, LSCINERE,
1588
- EIRECSER AR R 50T SNEIBESES, MEMERE,
BIASENESEREHTIEXRS.
- ENEHUEE N RS SIS E30MNRIEMER, RIENEZIE R
rEB(ERAES ., INEENERMEZ AR AR EEBRE=E—
B, ZIHER127FFSL0MER, F0iFRIPHERSSEE98-32,
o RIERIZE
B ERimA I NAIMER . SLAIBIERING, NBEE, 52N
ENMEAEEREET .

EWIRE

126%5(%5(]‘11:1%):'@% INFEFIZINEE, BHRAZRBIEHE.

TEWIREE—M=E iETi‘t miLIﬁEEEEHERkELé}E =&
EJ?}EIHE'”IE L‘,U?ZIHE RHRREE. REE

B MRAERIEEE EI’Ju:iLIﬁE, HA, default9ZHAIRE .

N5k 01 (2023-01-30)

WRIERE © HERRARBIRAT 69


https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0070.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0070.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_change_database_port.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/zh-cn_topic_0046655036.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0100.html

MASEEREARSS
ESEINI)

3 BIREREA]

3-6 SREE

SREE

SIAE SR Default-DDS-4.2-Replica v | C =ssmiEE
s [ @)e)

BEX - + | EESHEEEN. ESEEs X

x3-7 =hEkE

2H faik

BINESHIR | BIAESHIERRPISHN AT R AELA . SEFICIZRING,

R AL ESLAIRSEIRER, MTRAFEZRSEHRR, XIFEN
SHIRIRFSE, LISHRXEEIREFRS &iFH RIS
BN NRESHIER.

EENEH | RSN, WATREIhEnEE, FHTEN. RN
&, MEEEFRSSBMEIE—2EFM0
FEESNIRE BaEH R

REXY | REXMBIRENEHTRBONE, EINRERMTRA NS
oEl, BREFRIRE.
{%%%éﬂgﬁ%'l "“‘7329&0

BHEEER FHEERERA 1N .

MA4RRAS 01 (2023-01-30)

WRIERE © HERRARBIRAT

70


https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_configuration.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_backup_restore.html

AR EERSS

BRIEANI] 3 BIAREEREN]
SH fiR
R ik E . ERJLAJIDDSSEGIRINNGE, [REEEIREIRE-EER

AR, S DDSEAIRS TR0 MFE.

AMERAABZISREDDSIURKITS R, MBI S

WASEBHFINTE o iFEMBRFEITEEIAN, WaTses

SHTORIRAN, BHRARSER TRITSEILE.

. HRITE
EAILIEDDSEHI SFTRITE . FHEInEh, BEREANN
R g7 Kl M8
f: WIEHLESE,

- HFEILH, SMREHRE—.

- KEFBIINFH.

- REBAME. KXFE. UG, PULHNEY.

: FERAESH,

- KERBIT4NFH.

- REEART. mYFE. THS. 8. PH%. Y.

o RIFRERE
e Win AT A — MRS RATIRS M R R
CEBLIFEEIERS (TMS) SRIMENIRS, NEEE
IRIITERT, (EHRaSHE NERN TSRl B iR e ol
MRS, EBBNTEN ‘@75 “@” .
pin, ECRFENITE, Hih “Usage” , fE
“Project1” , EENENZARSE @7 5 ‘@@ B, T
S HIE SIRRATRE AT -

SCOICIRRINE, GRIUSESLAISH, £ 58" RETEAE

XIRTITE , EEALMESEIISE . FRY, EERT LB

R R IR ETA

INRIGAEMLSLHIRIRRINTE , ATLASFSEAIRIZMING, B
SEBIARDNARE o

iﬂ%@iﬂﬂ’fﬁﬁ‘iﬁ@, LR “BREER” &R “TERITEFRE RKTHRRMN
(1 #A

FAFFRERIESEAIRIERE, BURTERISSEAIFMERAEE, ATHAFEEAEGE BRI
BIRIHISFIF RS E.

$I|3 E PUSHIN” TUE, ZXIEOER.
o BF/8R8
- WIRFEEL, BF 27, EKEHER

- BNERE, GREARRSEFRMY, BE “EXMAT, #HA MY T
|, EEIBI, .

o IEHITE

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 71


https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_add_tag.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0041.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_add_tag.html

MASEEREARSS
BRIEANI] 3 BIAREIREA]

- WMRFJREY, BE ‘27, EHLHIER
- BNERE, GREARBRSFRMY, BE BT, FReIEsEdl.

$BA S REISLEIFIR” o SEEIOIEMRINGE, AFPPLIE ‘ISR Tm, EEHE
2 H CRIEIERESLA .

o GIESBIIER, LASITRESERA “CIEFR” , ERN1558 . SIESH
RISEAIREITIREETA “IEE” -
J gﬁttgmﬁ*m ‘BF/8R7 xf, FREFIZTRFILEIDIN, BEREERER—

-
2 EiRI ALl
3.2.1 schiliEREE =

MR ARSS IR E R A AN A MRYIER ST

% 3-8 i&EEAR

s | Pl | (AR 5208

st

DASE | EBEM | BUNEERRSEENE, BEE |« B8, 22 &

B | Pl | BRERARE, BRERNALE | & S,
MR, TERGNTOL B |,
SRR, mAEORESTE, L |C
S, 22, SHBEELEE. °

AR | RIP | RABOARBUIRIPEIL RLNER, AT

i LR FEE RIS L, By | DDSHUBIFIERE.

SR ARSS 2 S SR ESL IS T
F—XiE. JRK. EUMbAEE M
A, EEIXERIR{E AP PitbtlE T 33 1%
ZBRSS BRE R A E RSB

R | BIEAR | o HMFMEEMIEREEL, B | o BEZSHE,
TSRS BSTRAIRETE) | o 5 roremi
ST ARG, BN | AT
M2 I PEIT B =BRSS5 85 1EiE o EIVIRIGR
ARSI TSRS

o UNPEBEEEMERSHRSLE | DDSTPHER—m
o, ENERERREARIPEL | AIAEETR,
S IS R ERAEE.
bl

i
=

3.2.2 BUHIEEERSERRIAESLA (#EF)

SZH%RRAN 01 (2023-01-30) WRIERE © HERRARBIRAT 72



MASEEREARSS
BRIENI] 3 BIREREA]

3.2.2.1 ik

BEEARYIEESERSEENE, BRERIFNVERMARE, BEE ?:%J“J:l_ﬁ_]
AR, AIERISHITSQL. SRMIEEFEEIE. ErENizHEIN6E, MEIZMA.
£, ERtEIRNER.. EFERREERNEIREIERSEELA.

Kﬁﬂ RIMOUTEEH EWSLRIANESLA . ANWEEIMuE S SR SRR E R
3]
{ERTAE

MSEFEZRI AN EESLAIRRIFL IR T :

1. MSCEIZAREESLH
2. IBIDASERRIARESH

3.2.2.2 i@id DAS I A ST

H}E 2RSS ( Data Admin Service, B#RDAS ) 2—REWAELEIEESIET
g, ?mﬁi\ﬁcﬁE’J_Juﬂﬁ*{’EﬁE ARIRS TIERR, tHIESETENLENE
B, S IBSHIRSIERSIEEHFHSELA . NEHIBERSSIANEGIHE Tixi2
EHL%‘%WBE S ERAE L2 EENHIE SR IRSIEELA,

BMESR

S8 SREEEHE

s mEempsaz Esmn Y, ERRKIEIRE.
W BN A ENEAE, EEFEESRE NEE B EERaE, 7
BE, EELEEEEAXSHRE .
5@3EFEEL@%EEE,&&“ﬁﬁ¢>zﬁﬁﬁ§W%Dm”,#Azﬁﬁﬁﬁm
=

$R4A £ “LHIEET TE, SIEERE, RERFIIR ‘BRT , EAMIEEERSH
EEERFAME.

et LiE “SIPIEIR” M\, REEFREAIER, EREALS, B ‘SRR
BE” , ENMIEEERSHIEFEERAME.

3-7 sEfIFIZE

IS FREASERKFASMNESL, B ‘27, EANSHEIEEF#HTEE,
B HIEEERESEIEHIEE TS UDDSEIESIE .

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 73


https://console-intl.huaweicloud.com/?locale=zh-cn
https://support.huaweicloud.com/intl/zh-cn/usermanual-dcc/dcc_03_0002.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dcc/dcc_03_0003.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-das/das_07_0002.html

AR EERSS

BRIENI] 3 BIREREA]

3.2.3 AMiERRI RS

3.2.3.1 &EZLSHMNY

LZRHER—MZELLNSHE, NE—EWAEZREEHERRZE2FIPER, FEE

(SRR R ARSSREFNDDSE IR IR SRER -

AT IREHEENZ SIS EM, FEEMADDSKEAIZRE], BFEBREREAHMN,
FHEBL LRI PHBIEFNIR ] o

BT AMEZDDSEAIRY , IREZEBEIMND I TFREHER:

e ECSE5DDSLYIFEIERIZEAERT, EMAECSSEDDSELHIEE, TEIRELZEEM
), HiTiEEIMongo ShelLZEERIAESLH ( AMLERE )

3-8 tHRZEH

e

|
|
| |
| |
| |
| |
L L
| : mm&% B
|
i : e
| | ' |
| |
| I | :
| | : |
| ! | |
| |
| |
| |

DDS

e ECSS5DDSELHIEARRIEZEABRT, FTENDDSHIECSHIREZEHMN

3-9 FRIZEH

————————————————————————————————

S|z
L
w

- REDDSZEEMN: HDDSFAREHEEMRNA “AT5m@” .

S#5ihiRAR 01 (2023-01-30) WRIERE © HERRARBIRAT

74



MASEEREARSS
BRIEANI] 3 BIREREA]

- IRBEECSZEEMN: Z2EFAMNIE 5@ EHIRR 2T, LR,
THEXIECSECERZEEMN . AEECSFEREAENIBAZEHB LM
NAEEHERS, FENECSHELZSHEERNA “HAm” M,

AL EBNEIMII9DDSEFRREENAT “N75@E” N,

{sE Rz
o BUABRT, —MEPEILICIZS00RZSEMN.
o HIRLERESESHRLENVSILNEEE, FHit, BY—IREER
MZREMNTHBII505
o BRIENA—NDDSEAURAFHE—MREM.
o DDSEHF—ANLHIMTESARLA, ERILURBILSEERBETIE. JTEIF
FIEEIERE, BN EFISBETEESNZRM.,
BFZ

SR BRI
s mEempsiaz bamn Y ERRKIEIRE.

SIS EREE LREE T, HE YRR > TRIREIRS DDS” , HAASMIRER

eSO

$RA £ “LOIER TE, EFEENERES, BELAIBR, #EA ‘BEXMERT T
Ho

SIS 7 BERER > WEER > 22E” &, BHEEEAEN, #AREENH.

3-10 224

[EEE

dds-st-test-vpe dds-st-test-subnet-2

EORILEEMSA=, B “EEEE" , £ ‘IMEE > 220" &, 25%e
HAR, EANLZE2HETHE.

3-11 ££4H

FEIRAL ik c
AFEHII(1) HAFEIR(1)
msEn @ BElt () s

23 Sys-default

S$R6 TZXRRAEWHE, PHEFY “BRENN” , EAZEHFERNH.
$B|7 EABEORURET, B RO , BEFIAGEANED .
$R8 RERAERTRELZZEAN .
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MASEEREARSS
ESEINI)

3 BIREREA]

3-12 OO TS @

RMATIEHN  #EeE

‘ O =smAlihaES P | HEATARERS,

sk @

ul
4

w0 @ ES st @

TcP - IPHEHE

& 3-9 AL EZSHiRA

f B

i}

2%

iz

Bl

e

ZEEMNLTTR

SR ANIEBE1-100, FIAMERT,
BIESIMER . MATHE TN, MU
SRR LS o

R

L REANIREE

RERERRIBERT, EBRIEMET R
VFERES o

FUF

iNiw O

Pz . BRISZES “TCP” |
“UDP” . “ICMP” *D “GRE” %1’}]‘
o

TCP

O fiFimimt b RS AL SR RS
fEEimO. BAIAH8635, BNImOEHE
—EeENEMNEOTESA:
2100~9500, 27017, 27018, 27019,

8635

IPiBiIFRREY . BaEisziFIPv4FIIPYVE

IPv4

it

BILUEIPHENE . =24, IPHBIEE . AT
Bk B Pl E S —Z 2 HRRISLAIRT
ihlE. lEn:

E/NPHENE: 192.168.10.10/32
IPHEHEES: 192.168.1.0/24
PRAIPHtlE: 0.0.0.0/0

o Z%4H: sg-abc

e |PHbIFEH: ipGroup-test

HiRIE T 2H, WitELREHRNE
IS5 2= ER8 M S RIFIZAIAN .
EZIPHIMAER, B2 IPHEIEE.

0.0.0.0/0
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AR EERSS

HRIENI] 3 BIAREEREN]
SH 1588 BNl
iR LZREMNAGHERMER, JFER, -

HIMEEABFREET2551FRF, BFR
%\E@/E& “<” *D “>” o

SWo Bk “TE" .
TR

3.2.3.2 iBiT Mongo Shell FEZRIARSESLHI ( PIRIERS )

Mongo Shell2MongoDBBE®RIShellZFifk, RRILA{EAMongo ShelliEiZ#iEEsL
Bl JWEIREHITEIEEIOME . HITEEFIR/E, DDSFEEMongoDBHMY,,
Mongo ShelliZMongoDBE FimiI—ap5, BHFEEL FHF1LIEMongoDBE Fi,
H{$FFAMongo SheliEiEHURRESLA

DDSELAIRGARA AR IPHELE, SN AREEEIERIRSEE L, B8R RSHES
S EHRESL I FE— s, [E—VPCRS, RILAERAINERSEERRESLS, Z
B A LRGSR RAVERIERNESHIZEM

AEGLBEERE DRSS LN RZ=AE, NEIMEERMongo Shell@iEARN
RIS UEERI AL

ERERI AE LGRS A SSUERANFESSLEERMTIE, HpSSLEERIT TN
B, BEERHNREME. AT RABIEEMEEHSETNZSME, EMCRASSLS

™o
BRI
1. RIEHEREMRSEE, BRIRESS NELEMRRSENERTEESIRS
=
2. TEEMEIRSSEE L, REMongoDBEFiR. N TIRESIKID, BRESHIRSE
FBIMRA—EHIMongoDBE FikhR AN o
Z#MongoDBE i, 152 WilfalZ2EMongoDBE Fif .
3. CiHFREMSIREZEFDDSEEFISLMMERE, FIEE2NiRELLEMN .
SSL &E#E
T
{FRSSLERiERE, BSYIFESSLEE, BNSRE. XTFNAHARBSSLIEE, B2l
FEFNXHFISSLIERE

SB BRTEEEHE,
s mEemEEsaz s Y, ERKENmRE.

I3 EREL BT =, HE “HURE > SRSUREARSS DDS” , M\ SASSIRER

SERNHE.
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https://support.huaweicloud.com/intl/zh-cn/qs-ecs/zh-cn_topic_0030831985.html
https://support.huaweicloud.com/intl/zh-cn/qs-ecs/zh-cn_topic_0092494193.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0074.html
https://console-intl.huaweicloud.com/?locale=zh-cn

AR EERRSS

BRIENI]

3 BIAREIREA]

SR4 £ “LHIEET TmE, BEEAIETR.

gz

L6
ST

L8

EEMSHN, 2E “EEEE .

£ CENSET XigH “sSL” &b, g, FERIER.
R B EEEEZELAIRE =R S
RIEEFinERATTENRSRSEE, EFEENA EERE,
o LinudRERZT, AISEWN TS
SCp<IDENTITY _FILE><REMOTE _USER>@ <REMOTE_ADDRESS>:<REMOTE_DIR>
(1 e
- IDENTITY_FILEARERIEBHIER R, ZXEBRIRA600,
- REMOTE_USERIFEM = IRSZEEHIRIERF AR, -

- REMOTE_ADDRESS9# =R 8RN
- REMOTE_DIRABIRIEE LEF M IRSFB =GB R,

o WindowsiERSG T, BERIEIEERTE LIERITES.
R EERESEA .
hR—: SuUREE (EF)

DDSEEEFIERmZM TS ol BiEEttit . BTzt hEZERI ARESLH], FMUEFH
THIERES e, MARR TEREFSESHRUIESE, NERIHEANFIERELIE
A

g

.Jmongo " <= Gl fEiEEL>" --ss| --ssICAFile<F/ILE PATH> --
sslAllowlnvalidHostnames

HXSEIRBUT:

o ANSEAEEIL: ETLIECAISIERE, PEBREOIETR, HEAERE
BRmE,. P& “EEEE > ANEER , £ “INSE AR SEIETEREY
B EISEAIRTERZIL .

3-13 SREXA WS A FAsbiE

PRl R

sEEED 8635 ERAER default_vpc

SRENEIHI AN S o] BRI T , iZiEE it R A EERN MW SFIEIREHITIA
iE, BIKSZrwuser S EEIEZEadmin e84,
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MASEEREARSS
BRIENI]

3 BIREREA]

mongodb://rwuser: <password>@192.768.xx.xx:8635,192.168.xx.xx:8635/test?
authSource=admin&replicaSet=replica

BFEEXTANS IR PRI TS

= 3-10 S¥0xH8

SHEWR izl
rwuser WS, BIEIREKS .,
<password> HIBEKRSXYNAZERS, FESMANELFD,

MRFTIRPEIEFHFE ‘@7 . 17 0 $7 M
“%” BEDBIBIRNXIMAI 7 HEHIBIURLIRTD
(ASCIIFE) “%40” . “%217 . “%24” 70
“%25” o

Bl BB @% S, ISRAJURLIRES ST
%40%25"*%21%24

192.168.xx.xx:8635,192. 1
68.xx.xx:8635

ERRAELAIT [RIPHN R IR S .

test

FrAESR, ARELRERRE.

authSource=admin&repli
caSet=replica

- rwuserlkSINEEIEEX A “admin” , B]
“authSource=admin” AEERRAAT K,

- “replicaSet=replica” #f9 “replica” 2EIA&
EREBIR . FI=DDSHRIRERZ AT

“replica” .

e FILE_PATH: FHURIEPBHIE.
e --sslAllowlnvalidHostnames: 1 T{RIFRIAERZERASBEBF PN S
E£XE, BIASEITFRFERREIEIRIPHEN AR . BiT R MSSLEESIAREESLFIRT,

F=EARIN “--sslAllowlnvalidHostnames” .

EZA L RA:

./mongo "mongodb://

rwuser:<password>@192.168.xx.xx.8635,192.168.xx.xx.8635[test?
authSource=admin&replicaSet=replica" --ssl --sslCAFile/tmp/ca.crt --

sslAllowlnvalidHostnames

MR

o EIAMNSA AULERSLAIRY, FEMEREERERMIEXNEIS.
o XTESUREEARNNESER, B2 “NEEERIFRELFIUTMRESBENSIA”

ARE.

REIITMER, FRRLAISERMNI:

replica:PRIMARY>
HATU T aS, HAlocalfE:
use local

EEERNT:
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https://support.huaweicloud.com/intl/zh-cn/bestpractice-dds/dds_0003.html

MASEEREARSS
BB

3 BIREREA]

switched to db local
WITIN T ER<, BEigE|AEoplog:

db.oplog.rs.find()

BT ANSAAERE (AFREEXSIREERKS )
A8

.Jmongo " <A ol fEIERENA>" --ss| --ssICAFile<F/ILE PATH> --
sslAllowlnvalidHostnames

HXSHIRBUT:

RS REEE: SR UAESLAIEIERE, SEEREAIZIR, HAERE
SRE,. BE “EHEEE > AMNEE" , £ “ANSHEEEb” 2EIRT3RE
B S EUsEAIRTERRIBL .

3-14 SREXA WS BT Attt

IEEED 8635 ERfAER default_vpc

PIRSRI =St | mangodb://rwuser @19 5/test?authSource=admin&replicaSet=replica [T #4868

SRENEIR A WS A AR TCAN T :
mongodb://rwuser: <password>@192. 168.xx.xx:8635,192. 168.xx.xx:8635[test?
authSource=admin&replicaSet=replica

BEEXIANEE Attt T HER

& 3-11 2HER

SHEBIR izl

rwuser HIEEMKSSE, BRAS “rwuser” ., OIfRIESCRRIS
B AR EIZENKSSE

<password> FREIBERSYNANZER, SESIRHNELE
Ego

MRFRBPEIEHFN ‘@ . U “$7
“%” BEDBIEIRAIMAI 7 EHHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [
“ 0/025 » o

Bl BRI @% S, XFRAJURLGRES g
%40%25**%21%24 ,
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AR EERSS

HURAIT 3 BIAREREN]
BSHEIR 15488
192.168.xx.xx.:8635,192. | {HEEERIANESLAINT |IPHINE RIS .
168.xx.xx:8635
test FrHES, AREIRERIZE
authSource=admin&rep | - rwuserlcSINIEEEEES “admin” ,
licaSet=replica - “replicaSet=replica” I “replica” {£FELH
FEHRIAE, BEABEERTIEY.
i5E8
ERPERABE N CIEAIEIEREHRTIAL, WEESTA
TR AR SR SRR SR ERTR . B
BZRIENE—1TESH “BIBEWRSE” B IR
ETRIZNKSE .

e FILE_PATH: FHURIEBHIIRE.

e --sslAllowlnvalidHostnames: R TIRIEEIAERZLENA AR IPHWFIFES
E£RE, BIAETIBEANIPSIEIPHNAR , WS AMSSLIEZESIARESLFIRT,
FERAN “--sslAllowlnvalidHostnames” .

ﬂijllj]}fﬁ)'—“' B X lZEEEDatabaseFEIZHIEE T EIZKStest1, MiEREF<SR
lysK

./mongo "mongodb://test1:<password>@17192.768.xx.xx.8635,192.168.xx.xx.8635/
Database?authSource=Database&replicaSet=replica" --ssl --sslCAFile/tmp/
ca.crt --sslAllowInvalidHostnames

BRE: BMURERE

AT LAEIS AN E T e & T AR PHENE A R RI AEESER, ZMTsiEEAEE
B, SRNEIEINESHEEE.

A8

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --

authenticationDatabase admin --ssl --ss\CAFile<F/LE PATH> --
sslAllowlnvalidHostnames

(EES Ol IR
e DB_HOST: fHEEsLAIET Rk =AM MIPibIL
T BIPrimary TS, LTS SIS AT HATHIRAE SR .
&5 BlSecondary T, EERNETS SN ATHUTHIBAOIRIE .

ERILELAIEENE, SEEREAIEIR, BAEXEERNE. £ “EHEEE
> RIRIERE” T TERBI N 15 AYIPHbiE .
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MASEEREARSS
BRIEANI] 3 BIREREA]

3-15 ZRENTS == IP bk

Pabl itz AZSE

Hiizm
EEED 8635 2 ERRET dds-st-test-vpc
L = FH dds-st-test-subnet-2 (
T
L
EREAEEE #TE  FUTE
ARSI AEEtit mangodb:/frvuser: @ 1635/test7authSource=admin&replicaset=replica OV iZRiRAR
B reeFmsrese. SRSRESRETSTEN. SITssmsmEn Rt
E#/D BeE SRR AP P B
dds-7cad_replica_node_1 N - .
- - - con 22 il T EWARIELE | SEEEeE
9280 0bacsafs asbdstor.. oo 4l PR 1 ® =4 PR P
dds-7cad_replica_node_2 N - .
- - = mary ==] 0 FHE e I Tl e
62f8B4al Toeddbtaziashez.. A AR | " © Fu= SEPINIRE | STEEHP
dds-7cad.replica.node_3 Hidden FRBR4 192.168.16.41 - PR

e361b47466040328794b731...

e DB_PORT: #EFFix[l, FAIA/98635,

TR LBREBREAIETR, EAENMSENE., FENSHNPEEEEERE,
ERMEERE, £ “BENMER > FEFRD” SRR OS .

3-16 3REUR O

PIRliERE LR

E&iER
= 8625 | ERRE R s
SsL & T dds-st-test-subnet-2

e DB_USER: #UEEMKS, BKiAJSorwuser,
e FILE_PATH: FHURIEPBRIIERER.

e --sslAllowlInvalidHostnames: 9T {RIEEIAERZREIA SFE AR IPHHEFIFSS
SR, BIAETHERRLSEIPEIER . B3 PIRSSLEERIANESLBIRT,
FEERIN “--sslAllowlnvalidHostnames” .

HEUNTETRES, WAEEEKSYI AR
Enter password:
B S

./mongo --host 792.768.xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

REIITMER, FREMINERSNAT TR
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AR EERSS

BRIENI] 3 BIASEREN]
o HMBRIRETTSRIERERER:
replica:PRIMARY>
o HWREIRESTRANERER:
replica:SECONDARY>
.
3 SSL &
A
{FRAESSLA TIEIELAIRY, 1B UXRASSLIERE, BUSIRE . XFUHIXFSSLE
B, B UAEMXHASSLER
TE1 BRHEMERRSEE.
I IR SUSEIRESLA .

HR—: SUREE (EF)

DDSEIREHI & REEMH 7S Attt . BihizthibERERIAELS], FMURFH
THIEXSME, MR TAEREEETRIERE, NEFPIRSAEIERERD

&,
oI
.Jmongo " <A ] FEIERE L

RMESA] AL SR LIESLAIEIENE, REEFREAIER, HARKMEER
Ho. & “EREE > AMER" , & ‘WNSUBERZIE" 2RV AI3RENEI ZR05E
BIRYZER L .

3-17 SKEVA S el ittt

BHER

HEERED 8635 =ike= defeult vpe
ssL & FH default_subnet
RS

bt

EMEREEE FIE UAIFE

PR R FisiE |m:mg:x9:*'.-’-,‘.'Jser: @19 5/test?authSource=admin&replicaset=replica If'-.'EéE-%EEl

SRENZEIRIA NS T BRI T, izt R A E ERN M SFEIREHITIALE,
BNk S&rwuser IAEEIEZEadmin Re[ &4

mongodb://rwuser:<password>@192.168.xx.xx.8635,192.168.xx.xx.8635[test?
authSource=admin&replicaSet=replica

EEEX TSR BB R R R
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MASEEREARSS
BRIEANI] 3 BIREREA]

* 3-12 SRR

BHBIR 5488
rwuser WS%, BIEIREKS.
<password> HUIRERSITNAZRL, FESIRIELEN,

MRFBPEIEHFHE ‘@7 . U “$7
“%” FEDEIRAIIMAT 7 B HIEIURLRES
(ASCIEZ ) “%40” . “%21” . “%24”

“ %25 ” o

B B @% S, IFRNAJURLIRERD S
%40%25*%21%24.,

192.168.xx.xx:8635,192.168 | {FiEZRIANELFIR T =IPHI RIEOS

XX XX 8635
test FrUiESR, RESRERRE.
authSource=admin&replica | e rwuserlKSIAIEEIEEXA “admin” , Bl
Set=replica “authSource=admin” HAEIEEAATHZE
e “replicaSet=replica” #fY “replica” 2RIAFEN

AR FN=DDSHIRIARER—EINS

“replica”
TRz A Sl

./mongo "mongodb://
rwuser: <password>@192. 168.xx.xx:8635,192.168.xx.xx.8635[test?
authSource=admin&replicaSet=replica"

REINTMES, FrsEhIEiEEmI:
replica:PRIMARY>

HWITATas<, #HAlocalE:

use local

ARSI

switched to db local

HWiTaNTFas<, EigEIZAEoplog:

db.oplog.rs.find()

FRZ: INSAAEE (BFEEXEEERKS )

CEegi=5a

.Jmongo " <A o] R A >"

AWS iR S LAESLAIEERE, SEERIAIRIR, HAREREER

H. BE “EEEE > AMER” , & ‘ARSI REEEbIE” LRV IRENE SRSk
BIRgZEZBIL o
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MASEEREARSS
BRIEANI]

3 BIREREA]

3-18 FXEVA S a] ittt

ERFAER default_vpc

FE default_subnet

PIRligts AFliEE
Baiz=
EEEl] 86
L &
SRR
=L
ENEREES FTE
ARl a] st | mongodb://rwuser:

@19 5/testPauthSource=admin&replicaSet=replica [T i%&Hi5F8

SRENEIRI AN S RT ARt ELAN T

mongodb://rwuser: <password>@1792. 168.xx.xx:8635,192. 168.xx.xx.8635[test?
authSource=admin&replicaSet=replica

EEREEXTAMS T AP TS HER:

& 3-13 28R

SHBW 15488

rwuser HIBEWKSZ, BHASR “rwuser” , SIHRIBSLFRERIE
NP EIZEIKSE

<password> FTRHIBERSYINAIER, SEEEAELEE,

MRFRBPEISHFN ‘@ . U “$7
“%” BEDBIEIRAI M7\ EHHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [
“%25 ” o

Bl BRI @% S, XFRAJURLIRES ST
%40%25**%21%24 ,

192.168 xx.xx.8635,192. 1
68.xx.xx:8635

FEERIAELHNT RIPHIT RGOS

test

FrLESR, AIRESCRERRE.

authSource=admin&repli
caSet=replica

o rwuserlkSINIEEIEES “admin” .

e “replicaSet=replica” #fY “replica” FXFRSLHIZE
BREIARE, BRXEEARTEN.
i5EA
ERPERAEENXIZNEIEEHITIAE, WRESHIRiERE
kI IFEUREE S SR GV EIRERTR . BAUSIZHRIE
ME—T2H “BUBEWSE " 1800 HRiEiEE T elIERIMK

S8

BINA R B X QR SR Database HTEIZAURE ROl Stest1, MIEEHOR

A
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MASEEREARSS
BRIENI] 3 BIREREA]

./mongo "mongodb://test1:<password>@192.168.xx.xx.8635,192.168.xx.xx.8635/
Database?authSource=Database&replicaSet=replica"

FR=: PN T RERE

SR E LUES BN T s & T SRR PSRRI A ESLHI, ZF A REALET
BN, SEHIEIIES ML,

g

./mongo --host <DB_HOST> --port <DB PORT> -u <DB_USER> -p --
authenticationDatabase admin

XS HORBER

e DB_HOST: fFEESLAIET RaEkET =AIAMIPibIL .
EBR: BPrimaryTi, EELT S EATHTHIRGE SR,
& BDSecondary s, LTS RSN ATHATEBATIIRIE,

EELMEAISIERE, SEEFLASH, BARNEENE. £ R
> RIS T FHRBUIRLTS sRfOIPHESE .

3-19 ZRENTS == IP bl

BHES
#rEE] 8635 2 S ET dds-st-test-vpc
SsL ) FH dds-st-test-subnet-2 (
TS
ittt
EREAAES B ZETE
PRI el A mangadb://rwuser: @ i635/test ZauthSource=admin&replicaSet=replica [T i=HinER
EEl reeFmamsse, SACRERTERLETIEN, SNTsTERE EERE s,
BER/ID 1= DL AP TP BME
dds-7ca4 _replica_node_1 P . . -

- - - condary B 4 FiE ARt | grEiis
028ff10b4cBaf5 1305 1b7.. o oo FAIREs 1 ® s SR | 4P
dds-7cad _replica_node 2 P . . -

- S mary ] 0 s ARt 4EEiEs
16288431 T60ddbaafssben. R ] " & FRATIERL SrEsEp
dds-7cad replica_node_3 Hidden Gl 192.168.16.41 - o

ce361b47466040328794b731

e DB_PORT: #iEFEI®O, EAIAS8635,

B LABREBREAIET, SAENMSENE., TENShNHREEERERE,
ERMEERE, £ “‘BEXEE > HEERDO” RN OS .
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MASEEREARSS
BRIEANI]

3 BIREREA]

&) 3-20 FXENI®

T

O 8635 | ERRER dds-st-test-vpc

ssL S Fi dds-st-test-subnet-2

e DB_USER: #EENKS, BXiAArwuser,
EZES SR

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

HIAN TR, BASUERERS XN AV :
Enter password:
BREINTMER, FRUNAIT RESERZMI:

o HBIAEEFTSRIERER:
replica:PRIMARY>

o  HMBEIAEST RRNERER:

replica:SECONDARY>

et

3.2.3.3 i&id Mongo Shell iEERIASESLH RiEFH =

HIRR SR

Mongo Shell2MongoDBE®AIShellZ= Fif, RalLAERMongo SheliEiEHIREST
Bl NSEURFHTHIEEIEMEN . ITSESRIE. DDSFEEMongoDBHNY,
Mongo Shell2MongoDBEFimiI—&k5, EFEEETHINLREMongoDBE i,
HBfFAMongo Shel GEEHURERESLA .

DDSELAIRGARAE AR IPHELE, SN AREERIERIRSEE L, B8RS HS
SRR T E—Xis, E—VPCRY, RJLAERAIMERSGEEIREESLS, Z
B A LRSS ERAVERERINESIZEM

AETLRETRERRSSE LRINAm=AM, NEIaiERMongo ShelliEid AR
BT R AL IR <

R AN EESLPI QI AL VA SSLEIRAIARSSLIER MR 5%, HApSSLiERnmd 1
bﬂ%ﬁ%ﬂ_@‘é, BEESHNZEMN. AT RAMFEEMSEREETNRENE, BNCRA
SSLBE.

1. SIEABSREMRRSSRE, BRREESIEEMRRSHNERBERRSS
BHo

2. EEtEmIRSE L, ©EMongoDBEFiR, AT RIEESNEIN, BEESHEIRE
IR A—EHIMongoDBE kR AN o

Z#MongoDBEFin, iE2 IiN{I%E%MongoDBEFi .
3. CHEREERIRSEFDDSLAISLMMEEE, #BEESIREZSERN
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AR EERSS

HRIEA] 3 BIAEBEN]
SSL &z
A
{ERASSLARIER:, IBEMUTFESSLIERE, BUSRE . XFAFESSLERE, 521
FHERNXHFISS LR,

B 7 ‘OISR mE, BEEAIEIR.
S22 EEMSHK, B “EEREE

H$£IE3 £ “BEAREE” XY “SSL” &b, g, THIRES.
R4 FERIEBESEEELAREME=IRSSES.
RIEEFinERATENRSFSEE, EFEENA EERE,
o LinuIREEA T, AISEWTmS:
SCp<IDENTITY FILE><REMOTE USER>@<REMOTE_ADDRESS>:<REMOTE_DIR>
(11 #=eA
- IDENTITY_FILEAFHERIEBHEBE R, 1Z3EBRIPRF600,
- REMOTE_USERJT#M=IRSZBEEHIRIERF AR, .
- REMOTE_ADDRESS 93t = IR S22 A0EA LI ,
- REMOTE_DIRABIRIEE LB MR REZH=ONIER R,
e  Windowsi#ERHK T, BfERiEERZT R LERIER,

SRS ERHIEELA] . DDSEIREFISRERM T RIxm ikttt EEidiztbiie
BRI AELAIRIET R,

g

.Jmongo "<Readonly nodeiE#Et1f>" --ss| --ssICAFile <F/LE PATH> --
sslAllowlnvalidHosthames

HXSHIRBUT:

e Readonly_nodei&#itbtit: RoJLATESCHIEER M, PEHEERSEHIEIR, HEAE
AMEERNHE., B EEEE > AMERE" , 7T “Ektbit” QRIRT3RENEI =80
SOOI SRS R AR L
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MASEEREARSS
BRIEANI]

3 BIREREA]

& 3-21 $XEXI Readonly_node iEf#ZbiE

EER dds-st-test-vpc

86335/test?authSource=admin&replicase

lies Wiz

BHRES

HEEEn 8635 £

SL L

=kl

L

EREERE SR EhE
mangadb://rwuser

PRI Attt
t=replica [J' =808

~
TRER

Readonly nodeiEiEimit

Readonly_node2:E=iEintt

skl

mongodb://rwuser: @192.168.21.134:3635/test PauthSource=admin [ #0708

mongodb://rwuser: @192.168.17.45:8635/test?authSource=admin [ =88

SREVEIAIReadonly_nodeiE R TUAN T, iz IR A EIEAIMK SFIEEE
FEEHATINIE, BIKSErwuser SIAIEEIEEadminA<aJ{E24
mongodb://rwuser: <password>@192.7168.xx.xx.8635[test?

authSource=admin

1REE X FReadonly_nodeiE Sttt PRI TS5

% 3-14 SR
AW otz
rwuser WS, REREKS.
<password> HIBRERSXTNAZER, FESIRNETER,

MRFHEPEIEAFN ‘@7 . 17 $7
‘%" BEDBIBIRAXIRAI7HEHIBIURLIRS
(ASCIEZ ) “%40” . “%21” . “%24”
u%25 » o

T BB @% S, IRAJURLIRES ST
%40%25**%21%24 5

192.168.xx.xx.8635

FEREAELHRETRUIPHIII R IR O S

test

FRURER, AIRIELRERE

authSource=admin

rwuserMk SINIEEIRENVRS “admin” , Bl
“authSource=admin” REERX AT HKET,

e FILE_PATH: FHURIEBHIIRE.

e --sslAllowlnvalidHostnames: I TIRIEBIAERZLENA AR IPHWFIFES
£RE, BIAETIBERANIPSIEIPHNAR ., WS AMSSLIEZESIARESLAIRT,
FERAN “--sslAllowlnvalidHostnames”

EZA L RA:
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MASEEREARSS
BRIENI] 3 BIREREA]

./mongo "mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?
authSource=admin" --ssl --sslCAFile/tmp/ca.crt --sslAllowInvalidHosthames

(1 %88
iBidReadonly_nodeiEtEtblihERESLAIRT, EEAERERSRIEMIEXWE|S,
REIINTMER, RLAIEEERIN:

replica:SECONDARY>

R
3F SSL &

ikl

(EFIAESSLUERSERIRS , 1B55 i RISSLIERE, BNRIRE . XTMARHASSLE
%, BSIFEFXRASSLER

TR BERRUERIRSR

SR ERSGEEIERESEA DDSE"*’IE? G RERM T ST ik, BidizitbihE
ERIAELARIET R

anSigIt:
.Jmongo "<Readonly nodeiEEb1f>"

Readonly_nodei&fzithiit: ERJLATESLAIEIENE, SEBREAIETR, HARNE
%’EE ;Eiiji EEEIE > AMER" , £ “EEE” BDRTERENE SATsEE) Rk
TR

=] 3-22 ¥XEXAI Readonly_node jE#Estit

PR R

zeEmEl 8635 £ EHREE dds-st-test-vpc

b=l

EEE

EFESREE FFHE  ZEFE

ARSI R
t=replica (O ¥¥4Bi%85

TRER i
Readonly_node &8t mongodb://rwuser: @192.168.21.134:8635/test PauthSource=admin [ 1$4HRER
Readonly node2iEiEitit mongodb://rwuser: @192.168.17.45:8635/tes PauthSource=admin [ %4

$XENZIAYReadonly_nodeiE S HHEAN T, &z IR BRI ERIK SFOEEZEH
TINIE, BEIKSZrwuser&INEEEZEadmin A< a]{824 .
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MASEEREARSS
BB 3 BIREREA]

mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?authSource=admin

BB XA A AR RS

K 3-15 S5

SHEWR 15488
rwuser KS%, BEIREKS.
<password> HIEEK S NES, SESRANESIEN,

MRFRBPESEHFE ‘@ . U “$7
“%” BEDBIEIRAI M7 HHIAIURLIRTS
(ASCIIFE) “%40” . “%21” ( “%24” N
“0/025 ” o

Bl BRI @% S, I RIAJURLARED S+
%40%25**%21%24.,

192.168 xx.xx:8635 FEERIARESH RiET RIPHEAE IR S .
test FrMiES, AIRIESLIRENZE -
authSource=admin rwuserMKSINEEIEZEXRA “admin” , B]

“authSource=admin” ABEERFoIKZE .

EZA L RAl:

./mongo "mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?
authSource=admin"

REIIMER, FRLAISERMI:

replica:SECONDARY>

-

3.2.4 &R A ESLA)

3.2.4.1 4BEs8 LM IP

BIANEESLHICIERING, SXITRPYERMEARMIP, BT ATMEILIEIERSLS,
R AITRIETERS

A\

{SERZTEN
o SEMEMIPHINERIETTIRIEE RS
o HEINAHIEER, BEEAEIMAEZHBE—RIERAMIP, FFHRIEIERERIIP
ik, SEIPRINZEEANTSGEATHEMAN, BEESRNRERTEHAN .

MIPRYTIR, RS, FHEHMIHEEMPERIMIP,
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AR EERRSS

CoEINE 3 BIALEMENI]
ZoEFRELN IP

£B BREERES
S mEemEEsaz s Y, ERKIEmRE.

S£IR3 EFEEL%%&E , IR CHIERE > SAEEIERERSS DDS” , BENMAEEIERER
=SS RH
$RA £ “LOIER NH, EFEENEIAESLS, RELHIETR,
S|S EEMSHN, B “EEEE > AMER” . £ “EXMER7 RgBr=sL
B “4iEsetiIP”

3-23 4fEEtE 1P

AR yaThE=E

Hazg

wuEEED 8635 £ L =

EEEA

R

PRt SFHEE

BHD e AR PFIP P B

node_1 - —= R
a5bas1b7. Secondar y EXa @ F#EE
node R R
fa3f5 P EET) © =4E
node_ . R
3287940735, AR ekt

EHAILESS “BEAXER” TENTRERKE, RHERTSRIEFIR “45Es
|~$IP”

3-24 4fEEtE 1P

FRiEE
EETS =&i0% ENRETS
Z#/ID 1= BITHES RIRHE FIFIP P B

Secondary R TAEES © == SEUIRGG | SHPpiEE | SR

Primary s EIRK4 © == SELESEG | St | SEsE

Hidden s TAEES

$ER6 ERHERBREAMIPIIRSP, BiR “REE” INSHBEERMIP, GEiEFTHESIERIE
HEAMIP, BE “HE” %’mﬁfiﬁxEEE o MRLETHRTEEAMIP, BE “BEFE
HEIP” , UIEHHREARIP,
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MASEEREARSS
BRIEANI] 3 BIREREA]

3-25 &R IP

x>
HEREIP
HEREIPE | BINSERASSLAIUEEEHEE | FrssEhia s EpaH AN | LInsEEds
==
T=EE fE)-rxic BT
_replica_node_2 FE
TEEEIP c
P s A
® e 5 Mbit/s
@ =iiE 5 Mbit/s
® == 88 Mbit/s
Enig

£]7 EBEFDRAY IR 5, EEFEMINAGEIEAMIP,
TR, BSAELRERELRMIP,

R

RGBT IP
S BREWME.

s mEmEEpsaz s Y, ERKEImRE.

SIS EREL LREE T, HE MIRE > TRUIREIRS DDS” , HASASMIRER

Z{EENA .
TR4 Xﬁﬁg?gfﬁ??ﬁ’&lﬂlwﬁ’ﬂ*ﬁﬁ, £ ‘LHIEE NE, EFEENEIAELS, BE
ggﬁl N\ o

SIS EEMSHN, B “EEEE > QANER” . £ “E8E87 REMNEFRL=L,
B “REERMEIP”
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AR EERSS

HRIENI] 3 BIASEREN]
3-26 fR4GRsEE 1P
SER/ID BE al... PapdIP P B
1f36302h. Secondary azl.. 192.168931. @& F#H=E Enrapistt | giESEP
imar Q7 1 7K =T F R e e T ]
€32805¢4.. Primary azl.. 192.18B8.125.. ST | AREEEIEIP
A0fc049de. Hidden azl.. 192.168.120... - ErrA Rt

‘r; MOATLATESES) “BEAER” TEMNTRERKE, BREERTSBRIFFIR “ e
IP”

SSIEe TEBIIET, Bk T, REBHEARIP,
BB, BETLEREARIP,
.

3.2.4.2 igBELSHAMN

LZRHER—MBELNSHE, NE—EWAEZREARERZ2FIPER, FEE
(SIERTR = AR SS 2R FIDDS LR A B ZRRE

AT IREHIEENZ SIS EN, HEEMADDSEAIZE, EFBRERZEH, FiB
B HEEERY P FNIR O

BRI PiZEREDDSIBIRY , FHFEHIDDSHEL AR EHEMNA “ANBE”

ml.lo
sEFZ%A
o ZFABRT, — M EFALICIES005Z 2B,
o I NLZREREISHLZEENNSISINE IR, FEit, BN—Z2HR
AL EHMNAEBIT505:,
o HBRIZKA— DDSELHUNARIFHE— ML EH
o DDSTIF—PLHIHEZSNLLH, EolLREVSEEREFE. ATEFHN
MIEZIERE, BIN— LA EARBIISNEZEH
BEL R
1 EIREEEHE

s mEemmpsaz s Y, ERRKIEIRE.

I3 EREL BB =, HIE “HURE > SRSUREARS DDS” , M\ SASMIRREER
BEENHE.

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 94


https://console-intl.huaweicloud.com/?locale=zh-cn

MASEEREARSS
ESEINI) 3 BIREREA]

SR4 £ “LEIEET TE, GRSV, BELAIER, HA ‘BEXMERT T
Ho

SIS 7 BERER > WEER > 22E” &, BHEEEEENR, #AREENH.

3-27 &8

[EEE

A LIEAMNSHE=, BE EEEET , £ “ANEE > 2R &, pERE
HAR, EANZE2HRTHE.

& [
3-28 Z£H
=224
==
IR e c
ATTEARI(1) HAEHR(1)
msEn @ Eeht (3 i
25 Sys-default

$Re ARLANHE, REHREY “REMAN , BARLEFERH.
FB,7 EANGERURET, S “FNRN7 , BHRIIASEANED.
SR8 IREFRERRECEREEMN

3-29 RN TS [E@FEM

BMAGERN  sseE

‘ O =2 FEHUREES (R8P | REASERERS.

F238 default

SRS EESNANESHES
wxlk @ 5] w0 @ =] Bt @ o3 -1
TCP v [25: 51 o
i Pvd v =
[OF=iE=u]
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MASEEREARSS
BRIEANI] 3 BIREIREA]

£ 3-16 AN @2SE5A8

28 Ll BN
ek ZEEMNLTTR 1

SR aliEEE 1-100, EGAERT,

BESMER . MichkEi=e)y, MUK

?E—&—&HJLI_J o

4 ZEAMNIREE I

MARBERERT, IEERBMLTR

FEREE

RO | MEMY . BRisZE “All” . “TCP” TCP
“UDP” “ICMP” *D “GRE” A—k—.I_jJ\

o

imE: FmimttibG R S ASEIEERSS | 8635
fgEiw . BAIAA8635, B NiROE
—EEEMNZMNROTESN:

2100~9500, 27017, 27018, 27019,

E il IPtESERY . BEISZ#FIPv4FIIPV6, IPv4

EbE TLIEIPHELE. Z£48. PR, FBF | 0.0.0.0/0
OB B Pt o 55 —= £ 4HAIRISLHIAY
Bial, fFlgn:

o EE/NIPHEdl: 192.168.10.10/32
o |PHENEES: 192.168.1.0/24

e FRAIPHELLE: 0.0.0.0/0

o LLRA: sg-abc

o |IPHEHEEA: ipGroup-test

HiFh%2H, WItELEHRIS
ARS3 =R EE M S BIFREIZRIAN o

Eglptﬂj’ﬂt—ﬂ'fm ) 1%5)L1|Pi‘m1.“:—ﬂo

LZREMNAGHERAMER, IR, -
HIAMEEAS T EEBIE2551FF, BFR
%\E@/E\ “<” %D “>” o

2
4

S0 BE .
s

3.2.4.3 BT Mongo Shell JEERIAREESEH ( LNMIERE )
IZBI LA DDSSEASBERIEAMIP, EiT A A iAaDDSEA,

nm— ANBEREEEATRESRSSE L, Bzttt RIRS 85 ASEUERESLS)
TR r.lEi.EEE]‘ I st I PEREDDSSER
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AR EERRSS

BRIENI] 3 BIREREA]

3-30 A[E X1 ECS 1518 DDS

! |
1 | !
 Evee ! i &> w2 i
b e [ T
i i ! ! LR P i i ! |
. 1

o | omee S o
| ! ECS | | ! ! I !
| e ! | EEvEE : ! bos ! |
! == N l | . | R2E2 | !
| | : | 0 |
]
| R 1 | i I DXk 2 |
““““““ [ [

| AEEm _

Eh=

=" NAREEEM BNRRSE LR, BT EME L MIPEZDDSEH,

3-31 Eftt=fR532815(a) DDS

& wee
ELEIP : ____________ !
]
a CL_ I SN :
e ]
= Y '
aEuEE i s i
| B2H i
= x
| | EHRE
' “ A" R '
e e e e e e e e e e o e e e _I

RKEDUSBSEEM=IRS R ERINAFS A, NRINE{FERMongo Sheli@id 3t

ARIPRIS AR AL
eI A ST BIN75 S ANIESS TR, ELchSSLERIBIT T INZEINae,
EERNZSM. ATIRFNIBEMSEMIRRNZSNE, BURASSLER.
AU
BIRHBRWURIRSS, BN RRSBNESRMERRS S,

=

2. BIRESLHEREAMIP, FHEERSEMN, WIRTLIETEERIRSRN

a8 AEESLHI .
3. TEEM=ERSSEE L, ©3%MongoDBE Fif.
Z#MongoDBE s, 152 Wil{aZ%%MongoDBZE i .
(11 88
ZHIMongoDBE FikhR A TE EFISLHIRA—E
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AR EERSS

ESEINE 3 BIARERIENI]
SSL &R
B
EASSLENER:, BB UHESSLER:, BUSIRE . XFU@HFSSLERE, 52l
FEFNXASSLiERE
=1 EREEIEHS,
S mEEmsarz s Y, EERKENRE.
T3 Eﬁﬁ&tﬁ%ﬁ?z , IR B > SEEUEERSS DDS” , AN EEUREERR
SEETHE.,
T4 7T “LHIEE” TmE, BELAIBRFR.
TS EAMSHN, BE “EESE
$I¥e £ “BEAESR” KR “SSL” &, B, THRTES.
T HERIEBEEEEEIREMRIRSES
RIEE PinERNTEN RS EE, EFENYEERE,
e LinuIBERA T, AISEWTmS:
SCPp<IDENTITY _FILE><REMOTE_USER>@ <REMOTE_ADDRESS>.<REMOTE_DIR>
(1 %8B
- IDENTITY_FILEAFHERIEBHISEE R, 1Z3EERIPRH600,
- REMOTE_USER DM R ARSZEEHNIEERZ A, -
- REMOTE_ADDRESS 93t = ARSS 22 A0 ANMELE
- REMOTE_DIRASIRIEH HER R IRSSEHINER R .
o  WindowsiEERZ T, BERAIEEERETE HERIES,
T8 EEFin LEmongoffERIERT, EEEIEZETLA,

BR—: RREEbERE
a8

.Jmongo " <Z\PliEElblE>" --ssl --ssICAFile<F/LE PATH> --
sslAllowlnvalidHostnames

EXSHRAINT:

o RGN EETLAESLAIEENE, PEBEFREAIETR, BEAETMERER
Ho £ “EEEE > QWIEE" NE N RENARZEE I
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MASEEREARSS
BB

3 BIREREA]

[ 3-32 FREN A& B

[«

AT b= il mongodb://rwuser:

@1 4:8635/tes7authSource=admin [ i£:8588

EEl oreeFpaTern. SASRERRERSEmEN, RaTsSimsmtEn e,

SRENZURI A B UEAR VAN T

ZIEEI SR R E ERIMK SFIEIRERITIA

iE, EMMKkS&rwuserZiIAEEIEZFadminARa]{&4,
mongodb://rwuser: <password>@192. 168.xx.xx:8635[test?

authSource=admin

BEEXTAMEEIFRIIN TESHES:

& 3-17 SHRHA

SHER izl
rwuser W=, BIEIREKS .,
<password> HIBEKSXYNAZERS, FESMANELFD,

MRFZRRPEIEFHFE ‘@7 . 17 $7 M
“%” BEDBIBIRAXIMAI7HEHIBIURLIRTD
(ASCIIFE) “%40” . “%217 . “%24” 70
“%25”

Bl BRI @% S, ITRAJURLIRES
%40%25**%21%24.,

192 168 xx.xx:8635

=
So

authSource=admin

rwuserMSINIEEIRENVRS “admin” , Bl
“authSource=admin” AEERRXAT K,

e FILE_PATH: FRRIEPAIEER,
e --sslAllowlnvalidHostnames: I T{RIEBIAERZLENA SRR PRI FIFEE

oy
= —R Ay
T DA

BIAREIEBERREIEIRIPHIIE AR . B AMSSLERRIAEESLHIRT,

FERAN “--sslAllowlnvalidHostnames” .

EZA L RA:

./mongo "mongodb://rwuser:<password>@192.168.xx.xx.8635[test?
authSource=admin" --ssl --sslCAFile/tmp/ca.crt --sslAllowInvalidHostnames
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MASEEREARSS
BRIENI] 3 BIAREREA]

MERGLE
o EITAMER FAIHERSIAIN, BEMEREERERNENNEIS.

o ATRANMEIEMRES, BRTHEREETETINERE, NEFPRSNMIERE. EE
B2E “OEERAELFILIIHEESENETA” ENEdsUBISERSA.

BRT: AMIPibEZERE
CESgi=5= %
./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --

authenticationDatabaseadmin --ssl --sslCAFile<F/LE PATH> --
sslAllowlnvalidHostnames

EXSHAINT:

e DB_HOST: {H&EESLHIT mxI 4B ERIGEEAMIP,

ERILELAIEENE, SEHEEREAIER, BEAEXEERN@. £ “EHEEE
> NRERE” TE TIRES R T AR IEARIP

e DB_PORT: #iEFixO, BiAix[OS598635,
SR AR BEIRLHIZIR, SANERNEERT., ELNSHMPREEEEEE,

ELAMIEERE, £ “BEXNMEE > PEERO” SRINTIREOS .
3-33 SREUROS

iz Rl

|
1
[+~

==l 8635

e DB_USER: FEENKS, BEXiAArwuser,
e FILE_PATH: =ZRURIEBRIIER,

e --sslAllowlInvalidHostnames: I T{RIEBIAERZLENA SABFIPHIFIFE
Z£RE, BIAETIBERANIPSIEIPHNAR ., BT MSSLIEERIARESLFIRT,
F=EAEAIN “--sslAllowlnvalidHostnames” .

HIANTETRRS, BAEE ARSI AT :

Enter password:
&z S

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

$R9 KWEEEER. LMINTMER, HIBEERI.

o INRIAREFTRANEERER:
replica:PRIMARY>

o HWREIRESTDRANERER:
replica:SECONDARY>

-
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AR EERSS

BRI 3 BIAEBEN]
JE SSL iz
A
{EFRAESSLIERE, IBEMEISSLIERE, BUSLIURE . (MTXFASSLIERE, 52 LFF
SIS SLiERE
SR BFWHEIRSE,
SIED EE SRR RS

BR—: ARiEEtbiER:

g

.Jmongo " <Z\RliEREEL>"

NREREIE: ST ARSI E, RHEEREAEIR, EAEXNMEERA. &
“EREIE > AMERE" TS TIREN A MIEE B

3-34 FRER Wi tE

RRbERE DT

BHER

| 8635 & ssL =
RIS

it

SN TS o mongodb://rwuser: icy 4:8635/test?authSource=admin 3 i=48iRE0

=l vreeTesaTsese, SRSREEREDETEN, AT TESnEN SRR RS,

IRENZEIBI AL AS AN T, izttt R A E eI SR ERTIAIE, BD
WSErwuser &IAIEEUIREadmin R E] {4 .
mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?authSource=admin

BREEXTAMEE I PRI TSHER:

% 3-18 SEURAR

SHBR 48R
rwuser WS2, BIEIREEKS.
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AR EERSS

ESEIND 3 BIAEEA]
SHEW 588
<password> HIEEKSINAIED, SESHMIELESD,

MRELPEEEH®RFH ‘@ . “17 [ “$7
“%” BEDRIEIRANRAI+7EEIIURLIRRS
(ASCIEB ) “9%40” . “%217 | “%24” F0
“0/025 ” .

T~ BT @% S, ITRAJURLIRRS S+
%40%25***%21%24 ,

192.168.xx.xx:8635 FEERI AREESLHIAY TS 4P ERISE I PHBIE R ik ]
o
authSource=admin rwuserlkSIAEEIRZEX A “admin” , B]

“authSource=admin” AEBEIEEIAF K,

&AL

./mongo "mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?
authSource=admin"

(AR

o BEANSAAMIHEZSLAIR, FEEERERRIERIENEIS.

o ATRAMIEXSHEES, B TAEREFEDRIEE, NEFHRSANMIERE . =
BeE “MTEERAELPIATMEE RN A ENEdsU RIS UERSLA.

B ARIPibIEERE
antEl:

./mongo --host <DB_HOST> --port <DB PORT> -u <DB_USER> -p --
authenticationDatabase admin

HBXSERBFIT:
e DB_HOST: fF&EZSLAIT =X NEAPERBRIERMIP,

ERILELAIEENE, SEHEEREAIETR, BEAEXEERNE. £ “EHEEE
> ARERE TE TRBXI N AR RRIP,

DB_PORT: #iERinl, #ilim1S5/38635,
AL B BREAIER, HAEMSERE. FENSHMPREEERERE,

EAMEERE, £ “BEXNMEE > #iEERO” REELRROS
3-35 SRR S

iz Rl

|

t

1
[«

==l 8635
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MASEEREARSS
BRIENI]

3 BIREREA]

e DB_USER: ¥IEEWS, EiAArwuser,
HIANTEREY, BASUERER SIS NAYZD:
Enter password:

RS

./mongo --host 792.768.xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

FI|W3 OEEEER . HIWNTNMES, RBEERI.
o HMRIAEETRANEREER:

replica:PRIMARY>

o HWRIRESTRANERER:
replica:SECONDARY>

-

3.2.4.4 & Robo 3T T EiEiZRIANEESLA|

SEEEAMMIREERSEIREESIAIRY, S LAERRobo STTRELARMAYSHE

B EURERESEA o

AELUZEFinAthERAWindowsHHEHURMERF 96, N BIMIEIIRobo 3TT

BAEAING FEEERFSL.

iE@idRobo 3T T Bi&EEsLfIRYTS VA SSLIERFNAFSSLiEZmMM, HASSLiEREIE TN
ZIsE, BERESHNEEM. ATRAMEEMSEEERETNZEME, BINRASSL

B,
=g REE
3-36 EETREE
AR iR
= "3
EANEREEHIPILAESSE
BURSES

1. SBEseAMIPFEEZ AN,
a. XIERRINELAIGBERIERMIP,
FZFAMILPEEEAMIP, 152 4PEHEEARIP,
b. FRENAIIREZAIIPHELLE
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¢ IREREEHMN.
$1.bZREX AP N BARSE ARSI OMA R EH RIFHIERSEEF
XFUMTREZEENN, BEURBEREABHIN .

d. {FEHpingf S EE1.aPGIEAGREEARIP, BIRAMZETLUGENZEEER
RIIP
2. Z#Robo 3TTH.
a.

FAIRFEZ Wal{T%%Robo 3TTH,

SSL /5=,
M
{FRASSLAERE, BEUFFESSLERE, NSRS . XFUTFESSLEE, B2l
FEFIXEFISSLIERE .

FIB1 $JFRobo 3TTH, mEREERME, B “Create” ,

3-37 iEEER

& MongoDB Connections b4
edit, remove, clone or reorder conmections via drag n' drop.

Hame Address Attributes huth. Database / User

L2 EEEAY “ Connection Settings” B, IREFEERSH,

1. 1£ “Connection” T1&, “Name” EEBEHENMFIEIEENZFR, “Address”
ES SR AI4BERYR M IPAISL AR SR Eim [ o
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MASEIRERERSS
BRIENI] 3 BIARERIEN]

3-38 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

3-39 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |
The admin databaze 1z unigue in MongoDB. Uszers with
N T P SR N IR SRR D S

User Hame |rwuser |

Password 290008080 ||

futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1 “TLS” T, 4%k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .
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3-40 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
$I¥3 mEREFEERME, P “Connect” , FHAEZRIANELS,

3-41 ERHEE(ER

= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

co
T4 RINEERIAESS, TEREERNE3-42F7R.
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AR EEARSS
BRIEANI]

3 BIARERIRANI]

3E SSL /=0

3-42 BRI

File \View Options Window Help

2. H b u
¢ M i .
) t=a3) # Meloome ® W b getCollectionl’ systen s ¥ @ db getCollectiont zysten =+ %
e System z = -
V Q S =" tast & 10.154 Z71. TB:B&3E | adnin

~ Collections (4)
» System

system.k..
5 system.r.
system.u,
system.v...
Functions
Users
» % local
% config

R

ikl

{FRIESSLAIEE, BRYXASSLERE, BNSHIIRE. WExE, B2HFE
FNEAISSLiERE .,

H#B1 FTHRobo 3TTH, HEZEERME, BE “Create” o

E 3-43 IEEER

= ) .
¢ MongoDB Connections

. . . .
Create ) edit, remove, clone or reorder conmections via dragz n drop.

Hame Addrezz Attributes duth. Databaze / User

2 EEAY “ Connection Settings” B, IREIREBEENSH,

1. 1£ “Connection” Ti&, “Name” HEBENMFEEZENZFR, “Address”
BRI HI4BERISR M IPAISCAIR SR ZE iR O o
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3-44 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

3-45 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |

The admin databaze 1z unigue in MongoDB. Uszers with
S B RS TR WU DIl AR TR BN R S

User Hame |rwuser |
Password 290008080 ||
futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

oxest Cancel
3. RESHRE, BE “Save” .
£H3 AEEESNE, BE “Connect” , FHIAERRIARNESH,
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3-46 BIREEREER

¢ MongoDB Connections

. . . s
Create, edit, remove, clone or reorder conmections ¥ia drag n drop

Hame Address httributes Auth. Databaze / User
[H] test 8635 TLS 6@ admin / rwuser

cond
T4 pINEERIAESS, TEREERINE3S-47F7R,

3-47 BIREEZRI

* Robo3T-14

File \View Options Window Help

Sk >
L] v
W test (3) B Weloome % B &b zetlollection( systenr ¥ B db. getCollectionl systen. " %
=, System E ! o
“ g i B & test & 10, 164.221.78:8636 | adnin

~ Collections (4]
» System

system.k..
» [ systemur..
SyStem.i.
system.v...
Funchions
Users
» B local
% config
-

3.2.5 EdER A ERR] A5

3.2.5.1 Java 7=:f51

81T JavaiE L BRI VA THE N SSUIEBIEEF AR T SSUIEHiEEmM, Hep
{ERSSLIEREEEY 7 INEINEE, BEAESHREM . DDSHSEGIFIAXASSLENE
&, FESSLESEIRESSLEIRING . SSUERESC 7 HURINZINEE, (Bt
RN EE RN N AT EIFICPUIEFE, AEINFFRSSLEIRINE .

ElE==S e
APEEREI TR
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o FAFENEMINIR

o THRlavalRigiES,

IXROEREN A {2 A

e JarIRKzh TEt: https://repo1.maven.org/maven2/org/mongodb/mongo-
java-driver/3.0.4/

o (FFIERIEZS%E: https://mongodb.github.io/mongo-java-driver/4.2/driver/
getting-started/installation/

fEFE SSL IE43iERE
[0 88

o ZAXBETFSSLEFER, FEFHSSLIER, BTIEBRIEFHERSIRRE.

o FEJLIME “LAIEIR” WHE, RELAIZTHRHN “‘BEXNMER" WH, BE: “HEEER &
1R “SSL” gt FEAREBIURLE.

e SSLIEEHERIIEZ%E:: MongoDB Java DriverE/AXAY: https://www.mongodb.com/
docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl,

Bt avaiEtZElA s, AErYavaiHEENT:
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica&ssl=true

K 3-19 245

2 Lz

<username> SEIARE

<password> HBIFAPRIZER .

<instance_ip> MRBL B =IRSZEEERE, “instance_ip” 2FAIP, BD

“BAMER TWHIZSEGIRY “AmithiE” .

WNREITIEE T AR EIAE, “instance_ip” FZELHIE
HITERY “IEMEAMIPT

<instance_port> | i, #AIA8635, HREIwH, &% “BEAXEE” WEIZSLAIRY
“HIERERO” .

<database_name | #iBER, BIEEEENEIRES

>
authSource EFEPEEE, BYEadmin,
ssl EEER, ERtrueRE2EMEssUEFER,

{FBkeytool TEEECAILEY, 25152 NEK3-20:
keytool -importcert -trustcacerts -file <path to certificate authority file> -keystore <path to trust store> -
storepass <password>
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MASEEREARSS
BRIENI] 3 BIREREA]

% 3-20 2057

S L)z
<path to certificate authority file> sSUIERRYFRUbIE o
<path to trust store> SEENERMEI . BENXEIE, 4l

a0: ./trust/certs.keystore

<password> BEMEE,

FEFPREIVMARSE LIS QIERREEEFIZRE:
e System.setProperty("javax.net.ssl.trustStore","<path to trust store>");
e System.setProperty("javax.net.ssl.trustStorePassword","<password>");

EIERIARER)avaltil, AIEELITRA):

public class Connector {
public static void main(String[] args) {
try {
System.setProperty("javax.net.ssl.trustStore", "./trust/certs.keystore");
System.setProperty("javax.net.ssl.trustStorePassword", "123456");
ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica&ssl=true");
MongoClientSettings settings = MongoClientSettings.builder()
.applyConnectionString(connString)
.applyToSsl|Settings(builder -> builder.enabled(true))
.applyToSslSettings(builder -> builder.invalidHostNameAllowed (true))
.build();
MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("admin");
//ping#HERE, MNREWHHFE
BsonDocument command = new BsonDocument("ping", new BsonInt64(1));
Document commandResult = database.runCommand(command);
System.out.println("Connect to database successfully");
} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");
}
}
}

TP ERE
MERY:
ZAHETFAESSLERE, FURSHBHTERRY, AFLHE FHSSUES.
B JavalEZ Rl ASELA], AIBPRY)avatiEZszian T

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica
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% 3-21 S¥u%A

“BAMERT TWHIZSEGIRY “AmitbiE” .

2% 15288

<username> SEIARE

<password> HBIFAPRIZER .

<instance_ip> NRE LM SIRSEEIERE, “instance_ip” 2FAIP, B

HPERY “IRIERRIPT o

WNREITIEE T AR EIAE, “instance_ip” FIZELHIE

“HIERERO” .

<instance_port> | w1, FAIA8635, HmEIwH, &% “BEAXEE” WEIZSLAIRY

<database_name | #iBER, AIEEEENEIRES.

>

authSource ENFEPEEE, BYEadmin,

EERIAERavati3, AISELITRA:

public class Connector {
public static void main(String[] args) {
try {

ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica");

MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)
.retryWrites(true)
.build();

MongoClient mongoClient = MongoClients.create(settings);

MongoDatabase database = mongoClient.getDatabase("admin");

//pingEURE, NSRS FE

BsonDocument command = new BsonDocument("ping", new BsonInt64(1));

Document commandResult = database.runCommand(command);

System.out.println("Connect to database successfully");

} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");

}

}

}

3.2.5.2 Python 75§l
AEBEENBERPython B SIEERIANET BN E .

RIS

1. EEURERR Y ARSS 88 /NANDDSEFI Z BB ERE, AJLAEAcurlis &R

DDSSEAIRRSS imAYIPFIIR DS, MK MEEE M .
curl jp:port
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112



MASEEREARSS
BRIEANI] 3 BIREREA]

1R[8] “It looks like you are trying to access MongoDB over HTTP on the native
driver port.” , IRBEMEEE.

2. 1EEMRIRSEE EREPythonlARE=F T pymongo., HEER
pymongo2.8hRZN .

3. WMERHABSSL, FEARELTHIRIED, FLEREMRIRSES.

RS

e SSLFRE
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?
authSource=admin&replicaSet=replica"
connection = MongoClient(conn_urls,connectTimeoutMS=5000,ssl=True,
ssl_cert_reqs=ssl.CERT_REQUIRED,ssl_match_hostname=False,ssl_ca_certs=${path to
certificate authority file})
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

e SSLXA
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?
authSource=admin&replicaSet=replica"
connection = MongoClient(conn_urls,connectTimeoutMS=5000)
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

(1 #E8
o URLAFINIESUREMIA “admin” , BI “authSource=admin” ,

o SSLEIERE, EEFRIERtrustStoreS{F,
o NEEUEEMAA “admin” , ZEBIIRESEHIERE.
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4 BPHRPREN]

4,

RREANI]

4.1 EZET RSLA)

4.1.1 EBEZEFNTA
SRR IR S5 R PRI A RIS R

x4-1&EEH

ZEER | 1Pt FRES =l:z]
=
DASHE | BE(EH | BINEEERSSENE, B8K |« 20, 22, 5
i Pttt ﬁmg%%ﬁﬁ,éﬁgEﬂaLE . Ehe,
{TAIIMLIRIE . ATRRISHITSQL. B | , \
WIEEEE, EUGERTIRE, B | o
DS, L. SEtEENIRE., °
ARE | FIPHE | RSB ASMELARI P LR, PIH]
U U REERE R IRSE b, Big | DDSHIBIFIERE.
IR 58 5 RYEIR ST IR T
F—Xig. AKX, ELFAE=FM
PO, 3ERiN ey s P oI Pt B 2t
RS SR R SR ST,
gwﬁ BIEAR | o URIFEMEERERIRSEL, B | o REZSH,
IP WA ARLR 5% 5 SRR ST e
ST AR, BSRERs | * ATAe T
TN IPIEIS S M = IR SS 2 E S BIVIRIGR
*ﬁéﬁi&’ﬁ‘_g@u o ﬁﬁ&*gﬁu‘—ﬁfg‘(ﬁg
o YN FENEEEMAIRSIRS - DDSSLEIER—iE
B, 2N EAYh{E Rt AN PEIT BIAESTFMNA,
MRS SR S R T (EFRRREE,
1,
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4.1.2 B HIES BRI EREPE T AsLf (#HEF)

4.1.2.1 fiha

BEEARYIEESERSEENE, BEERFNVERMARE, BEE }I%J“J:J_FJ_J
WARIE . AERISHITSQL. SRBIEEEIE. ERENIzHSINGE, MEIZMA.
£, ERERNER.. EFERREEENEIEEERSEELA.

AEN B IESHIEREERSIEER T m3Lf),

ERRE
R T AL BIRREL BT
1. EISDASZEREEATS s L

4.1.2.2 iBiT DAS R T sl

H?Eéﬁﬂﬁ% ( Data Admin Service, fEFRDAS ) B2—AAEWAIBEHEIEESIET
H, hﬁiﬁnﬁﬂﬁ‘]u%ﬂ’ﬁﬁ@ KiRe TIERER, RSB ERLZENE

oL UBIE HIREIEIREZIEEHEIBL , XREIRERSZKANETHE T iziz
Em_’éi*ﬂﬂﬁ HEMERE L@ BN EEIRSEELA,

TE1 EREREHE

S mrempmEar e Y, ERRKEHES.
NBEFEDHEHEBBNREAE, BATFESR RS R HERAR. 7
BE, GRLLAREEEXISRE.

£E]3 E?\?EEL%EEE , IR CHIERE > SAEEIERERSS DDS” , BENMAEEIERER
SEHE -,

$R4 £ “LOISE” TE, SRS, BHEMEIIN ‘BRT , SABIEEERSH
EEERRME.

S RTLATE “SCIEIR” WE, PEEFEAISR, EREG LY, B “BEREE
", HANMREERSMEEERAE.

4-1 s£fIFIR

P - Q|| =z v \z

[

]
=5 S = db/imuserss@192 . BR | BELE ES v
e5b9940b1 2ad464a9dce63ed38a8e875iN02 = R0 = mongodb ser @192 =

S5 ERHANSERKFSNED, B ‘B2 , WS NESIEERHTEE.
BT R RS IR RUR A £ DD SHIEIE.
e
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AR EERSS

BRIENI] 4 PP RPREN]

4.1.3 AMERER T R5Lf)

4.1.3.1 IRELRLH

ZRHER—MZELNSHE, NE—EWAEZREEHEERZE2FIPER, FEE

(SRR = ARSSREFNDDSEGIR MHLIAIDSRES -

AT REEREENZ SRR EN, EERDDSEAIZEI, BREREENNZEH

AN, FFEFE &R R PHBIEA R ] o
BT AMEZDDSSEAIRY , IREZEBEIMND S TFEHER:

e ECSSDDSIEREZ S4BT, EMAECSSDDSEHIERE, TEIEEZTEAHM

T, $#i7iEiEMongo ShelUERERET =LA ( ARIERE ) .

4-2 HEZ2H

e

|
|
| |
| |
| |
| |
L L
| : mm&% B
|
i : e
| | ' |
| |
| I | :
| | : |
| ! | |
| |
| |
| |

DDS

e ECSS5DDSELHIEARRIEZEABRT, FTENDDSHIECSHIREZEHMN

4-3 FEZ%=£E

————————————————————————————————

S|z
L
w

- REDDSZEEMN: HDDSFAREHEEMRNA “AT5m@” .
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- IRBEECSZEEMN: Z2EFAMNIE 5@ EHIRR 2T, LR,
THEXIECSECERZEEMN . AEECSFEREAENIBAZEHB LM
NAEEHERS, FENECSHELZSHEERNA “HAm” M,

AL EBNEIMII9DDSEFRREENAT “N75@E” N,

{sE Rz
o BUABRT, —MEPEILICIZS00RZSEMN.
o HIRLERESESHRLENVSILNEEE, FHit, BY—IREER
MZREMNTHBII505
o BRIENA—NDDSEAURAFHE—MREM.
o DDSEHF—ANLHIMTESARLA, ERILURBILSEERBETIE. JTEIF
FIEEIERE, BN EFISBETEESNZRM.,
BFZ

SR BRI
s mEempsiaz bamn Y ERRKIEIRE.

SIS EREE LREE T, HE YRR > TRIREIRS DDS” , HAASMIRER

SEERNHE.

$RA £ “LOIER TE, EFEENERES, RELAIBR, EA ‘BEXMER
Ho

SIS 7 BERER > WEER > 22E” &, BHEEEAEN, #AREENH.
4-4 22

[EEE

dds-st-test-vpe dds-st-test-subnet-2

EORILEEMSA=, B “EEEE" , £ ‘IMEE > 220" &, 25%e
HAR, EANLZE2HETHE.

4-5 £

FEIRAL ik c
AFEHII(1) HAFEIR(1)
msEn @ BElt () s

23 Sys-default

S$R6 TZXRRAEWHE, PHEFY “BRENN” , EAZEHFERNH.
$B|7 EABEORURET, B RO , BEFIAGEANED .
$R8 RERAERTRELZZEAN .
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MASEEREARSS
ESEINI)

4 BPHRPREN]

4-6 N5 AN

RMATIEHN  #EeE

‘ O =smAlihaES P | HEATARERS,

sk @

ul
4

w0 @ ES st @

TcP - IPHEHE

& 4-2 \BEZSHRA

f B

i}

2%

iz

Bl

e

ZEEMNLTTR

SR ANIEBE1-100, FIAMERT,
BIESIMER . MATHE TN, MU
SRR LS o

R

L REANIREE

RERERRIBERT, EBRIEMET R
VFERES o

FUF

iNiw O

Pz . BRISZES “TCP” |
“UDP” . “ICMP” *D “GRE” %1’}]‘
o

TCP

O fiFimimt b RS AL SR RS
fEEimO. BAIAH8635, BNImOEHE
—EeENEMNEOTESA:
2100~9500, 27017, 27018, 27019,

8635

IPiBiIFRREY . BaEisziFIPv4FIIPYVE

IPv4

it

BILUEIPHENE . =24, IPHBIEE . AT
Bk B Pl E S —Z 2 HRRISLAIRT
ihlE. lEn:

E/NPHENE: 192.168.10.10/32
IPHEHEES: 192.168.1.0/24
PRAIPHtlE: 0.0.0.0/0

o Z%4H: sg-abc

e |PHbIFEH: ipGroup-test

HiRIE T 2H, WitELREHRNE
IS5 2= ER8 M S RIFIZAIAN .
EZIPHIMAER, B2 IPHEIEE.

0.0.0.0/0
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AR EERSS

HRIENI] 4 BT RIREN]
SH 1588 BNl
iR LZREMNAGHERMER, JFER, -

HIMEEABFREET2551FRF, BFR
%\E@/E& “<” *D “>”

$R| BE “HAE” .

R

4.1.3.2 i@ Mongo Shell iEZET5 5L ( IRERE )

Mongo Shell2MongoDBEHAIShellZ P, RalLUERAMongo Shel iEiEHUEREST
Bl NSEURFEHTHIEEIEMEN . MITESESIRIE. DDSFEEMongoDBHMY,
Mongo ShelliZMongoDBE FimiI—aB5, EHFEEL FHF1LIEMongoDBE Fi,
HBfFAMongo Shel iEEHURERESLA

DDSELAIRGARAt AR IPHELE, SN ARREERIERIRS R L, B8RS HS
SIS EHRESL I T E—Xis, E—VPCRY, RJLAERAIMERSGEEIRRESLS, Z
BRALBRIGERAVERERINESHIZEM

AELLREELinuxRGE MR IRSS 28 LRAINAIZ=G], MMEIMEEERMongo
Shelli@id MRS TR T = SEh

TR TS LGRS A SSLIEREANFESSLIEERMS L, HApSSLEEEIT TN
B, BEESHNREME. AT RABIBEEMEEHSRETNZSME, EMCRASSLS

o
BUIRSRY
. BIEHEREMRIRSEE, BN EY R RSSEFNESE=IRSSEE
2. TEMEmIRSEEE L, Z%&EMongoDBEFif .
Z4#MongoDBEFi, 152 Wil{d%3EMongoDBZE i .
3. CRFEEHIRSIEFIDDSLAISLIMMEERE, FHEESNIRERZ2H.,
SSL 5=,
ikl
EASSLENIEREE, BBV FRSSLERE, BUSIRE. X TFUMEHAFSSLEE, 52l
FriEFAsciFASSLiER: .

SIE BREEEHE,
s mEempsaz Fam ) ERRKIEIRE.

I3 EREL BB =, K “HURE > SRSUREARSS DDS” , M\ SASMIRREENR

SERNHE.
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AR EERSS

BRIENI]

4 BPHRPREN]

SR
gz
+LE6
SRT

£ “scpIEE” m, SEEAIER.
EEMSHN, 28 “EEEE” .

£ BEAMERT XY “SSL” &, gE <, TEIRIER.

BRIEBE NS =IRE2EAIWindows/LinuxdR{ER S, 152 WEHRIEBEAN
Windows/Linuxi2{EZ& %t .

R EERESEA .
B PRI Pt ZE 2 S5 -
a8

./mongo --host <DB HOST> --port <DB PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile<F/LE PATH> --
sslAllowlnvalidHostnames

HXSHIRBUT:

e DB_HOST: HEZAVHIRZELAIRIAIMIPHELE
AAIEERE, REERA, SAERKNSERE. £ EEEE > ANE
%" B NRERT N T = AYIPHBAL

PR LREE

ST dds-st-test-vpc

dds-st-test-subnet-2 (

mongodb://rwuser @1¢ 5:8635/test 7authSource=admin O 45788

EEl wumerpaTere. SRSRERTERNSTIEN, SOESESmnE R s,

ETF/ID alfE AP e BE

dds-91d8_single_node_1 HERs 2155

602bb83600734325807714658051.. o & Fme

SRl | deEsep

e DB_PORT: #iEFixO, HKiAix[1=S/98635,

EAILAREELAIETR, HARKMSENH. FEMSHNPREEREE, £R
MIEERNE, £ “BEAMEE > HiEFRD” IREEEIRROS .

4-7 FRENIR O]

A LTliERE
EXfzE
FEEE 8653 | =EfETE dds-st-test-vpc
L 4 FE dds-st-test-subnet-2

e DB _USER: HUEEMKSS, BEHiASgrwuser,
e FILE_PATH: FRURIEPAIERER.
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MASEEREARSS
ESEINI)

4 BPHRREN]

JE SSL /=E

gz
g ¥

e --sslAllowlnvalidHostnames: A T{RIEET SREBETA SBRFIPHEIFIFR =
£5E, BOSIFBERARENSIE PR . EidMSSLIEZEE T s sCBIRd,
F=EARIN “--sslAllowlnvalidHostnames” .

EE SR

./mongo --host 792 768 .xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

BN T RRES, BASIEEK SIS NAIERD
Enter password:

MEERER ., LHUT™ES, RBEERI.
replica:PRIMARY>

R

A

{FRRIESSLAiERE, BRWKASSLIERE, BSNSHIRE . WIXFSSLEE, 525
WFEFAXASSLIESRE .

EREHERIRSSE.

R SIS EE S5 o
BT PRI PSS -
g

./mongo --host<DB HOST>--port<DB_PORT>-u<DB _USER>-p --
authenticationDatabase admin

EXSHAINT:

e DB_HOST: REZAIHIEZELAIRIA M IPHBLE

ALPIEENE, BHEEGFES, BAEAEERHEH, £ “EHEEE > INE
17 B TR R 5 mA9IPithit o

PR LREE

BXEs
s o635 & ENET
SsL + FH
e
ARt mongodb://rwuser @1¢ 5:8633/test 7authSource=admin O i£4Ei7AR
EEl wumerpaTere. SRSRERTERNSTIEN, SOESESmnE R s,
ZE/ID AIFE AP P B

dds-91d8_single_node_1
602bb83b90734325897714658951..

FERES 21.55 ® FaE S ARiE | deEsEp
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MASEEREARSS
BRIEANI] 4 BPHRPREN]

e DB_PORT: #iEZEixO, EiA\ix[S/98635,

ZRILABELAIETR, HARMEENEH. FEMSHNPREEREE, &R
MIEERE, £ “BEAMEE > HiEFRD” IREEERROS .

4-8 FREXiw[]

FEEE 9635 | ERfAVE R dds-st-test-vpc

S5L = + dds-st-test-subnet-2

e DB_USER: #IEEWKSE, EASrwuser,
EZE AR SR

./mongo --host 792768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

BN T RRES, BASIEEKSIINAYERD
Enter password:

£E3 NEEEER. TSR, HIEEER.
replica:PRIMARY>

R

4.1.4 R MERZPT [P

4.1.4.1 4BEH8 LM 1P

B RsLPIEIRBRING, STIFRPEEIEAMIP, BT AHMESISDERERESLA,
HPEE R AIRIEFZEAEL .

A\

{sE 23RN
o EMEARIPEMIRETAE RS

o HINAHIEER, BEEAEIMAEZHBE—RIERAMIP, FFHRIEIERERIIP
bhk, SEIPRINZEEANSEAGHEMN, BIEEENIRERSH.

o NIFCUPEIMEARIPHTS S, BRYE, AT EHPEEMEMEARIP,
4Rt M 1P

SB BRSEEHE,

s mEmEEsaz s Y, ERKENTRE.

I3 EREL BB =, HIE “HURE > SRSUREARSS DDS” , M\ SASMIRER

SERNHE.
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MASEEREARSS
BRIENI]

4 PP RPREN]

SR4 £ “LHIEET TE, GBIFEENRTRES, BELEIBR,
SIS EENSHN, BE “EHEEE > ANEE” . £ ‘EXER7 REMNEFTRE,

BE “4iEsettIP”

4-9 4% 1P

PRl el

BEXER
zEEEED 8635 &£
et
LR FHIE
ER/ID AAE
je 1 N
197714658051, Do

= el B

@ FuE

EBHAILESS “BEAER” MEMNTRERKE, BHERTSRIFFIR “45Es

HIP” o

4-10 4BEogfs 1P

TiEE

EE/D WTHRE

16580515814n002 =

6 ERHHEREMEAMIPIIRS, BR “ARED

E " IRSHIREAMIP, R SEERTE

HERMIP, BE “HE” , RXPERES . WRRBTBATEEANIP, BE “‘BEE5H

HEIP” , SUZEFAGEERMIP,
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MASEEREARSS
BB 4 BPHRPREN]

4-11 &0 1P

x
BEFRHIP
HEREIPiE , BIESHERASSLATUEEEIEE | HiE=sEmasEaHAFN | LInsEas
ETEit,
TRIEE TEEER T TS
=
P c
EHEIP s HEAD
® ® =i 5 Mbit/s
© F=8E 5 Mbit/s
® == 88 Mhit/s
EEEEIP

ST FETAR “BIIPT 5, EEMERINIEBIEARNIP,
WX, TS MARGREIEARIP,
R

FRGREETEL IP
S BREERHE.

$B premEslartsmn Y, ERRERE.

I3 ERELE LRPE T, HE “MIRE > STRUIREIRSS DDS” , HASASMIRER

F{EERm.
g 2 Xﬁ?g?ﬁﬁfﬁ?@ﬁ’&@wﬂ’ﬂ%ﬁ, £ ‘ISR UE, EEEENETREA, 8%
;—Eﬁu N o

SRS EEMSHN, B “EEREE > QANER" . £ "EX8ME87 KEvRL, 85
¢ BRykeEtEIP”

4-12 fEGREE 1P
FER/ID IREE AP P 24

If el t— —.fEEE ]
bh76d170c293. azlpod. 192.168.10... e | Samsep
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MASEEREARSS
BRIEANI] 4 BPHRPREN]

‘r;ﬂ_ﬂ,__rlzﬂ_ T “BAER” TEMTAREERXE, 2EBrDRIEFIN “mynE
IP”

SSIEe TERIIET, Bk T, REBHEARIP,
BB, B TLSEREARIP,
.

4.1.4.2 1 gELTEH

LZRHER—MZELNSHE, NE—EWAEZREEHEERZERIFER, FEE
(SRR = ARSSREFNDDSE IR MHLIAITSRER -

AT REHIREENZSUFREN, EERADDSEAIZE, BEBREBENINZEH
AN, FHEFELEHERERY PibIE AR o

BT 3R WIPiZEFEDDSLAIRY , FEADDSFEREAREHRNAY “NF5@E”

s,
{ERZEN
o EANBERT, —IMEFAELIEIZS00ZZEEMN .
o I ZEHARBISHLZEEAMNSIBINESLEN, B, BN —LELER
LBV AREII505%
o BEIRUA— DDSEHUR AFHE—NLEH.
o DDSEIF— I EPISES N LEH, ERILUREWSFERIETE. I T EFH
MILEIERE, BN —NEPHERAEBISNLEA,
BIFSR

SR BREWREEA
S mEempsaz bsmn Y ERRKIEIRE.

SIS AL LAPBE T, HE MIRE > TRUREIRS DDS” , HASASMIRER

SEENH.
SRA £ “LOIEE” UE, EFEERIERLA), BELAIBR, HA ‘BAMERT I’
Ho

L5 £ “BERERE > NBER > Z2AH” &, PELR2ESR, #ALTEETH,

4-13 Z£4H

[EE-IE)

dds-st-test-vpe dds-st-test-subnet-2

A LEAMNSHE, BE “EEREE" , & ‘ANEE > 220 &, BERE
HER, EANZE2HERTHE.
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MASEEREARSS
ESEINI) 4 BPHRPREN]

AR s c
AFSTEHII(1) H7sEAR(1)
wyED @ —E @ e

25 Sys-default

$|6 TLXREAETHE, BHRMFY “BRENMN” , EAZEBFBERNH.
SR|7 EABEORURET, B RO , BERIAGLRANED .
£R8 RIERERTRELZZEMN .

4-15 RIS SRR

RMATIEHN  #EeE

‘ O =smAlihaES P | HEATARERS,

=218 default

sk @ £ w0 @ 2] s @ ik =13

I
t
o
]

@ mmean
e B
x4-3 A\BASHIRA
2% ] AN
ek REBMNNERK . 1

RAERATEBE/91-100, BRUMEAT,
BIESMsER . MAHREFH/N, MU

SRR

5585 AN . iF
PARIERMBRT, IEBEItET R
i¢%m§ o

MmO | NS, Brisss ‘Al o “TCP” (| TCP
“UDP” . “ICMP” *u “GRE” %T[j}
o

im0 SAVFERBINAESASEUERERSS | 8635
fEEIRO . BiA98635, B NKONE
—EEENZS N ROIES):
2100~9500, 27017, 27018, 27019,

et IPHEESERY , EEIS23FIPv4AFIIPVE IPv4
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MASEEREARSS
BRIENI]

4 BPHRPREN]

SH

1588

BNl

Nkl

BJLAZIPHENE, Z24H. IPHBIHEE ., AT
WERE Pl E S —R 2 HRRISLAIRY
ipE. flan:

o EE/MIPHtiE: 192.168.10.10/32
IPHELEER: 192.168.1.0/24
FrA|Pitit: 0.0.0.0/0
Z44H: sg-abc

IPH#tEZE . ipGroup-test

HiREhZ2H, WitELREHRNE
ARS32=ER8 NS RIFTEIZAIAIN .
EZIPHIHAER, B2 IPHEIEE.

0.0.0.0/0

Z2EMNAIERAMES, IR,
HIMEE RS ARERBI 2551FRF, BAR
%\E@,/E\ “<” *D “>” o

$,9 BE “HBE” .

R

4.1.4.3 1@ Mongo Shell JEEZER T Ll ( 23MERE )
1ZaT A9 DDSELBI4BETEMELAMIP, BT M AR i518IDDSSLA .

hR— SNASEEENTEERIRSSE L, BiZeMaiRS S SRR LS)
REFARXIER, ZINET R AMIPIEREDDSEA.

4-16 REX1F ECS /i8] DDS

____________________________________

! 1

! 1

i Ewvec ! i & wpe2
———————————— | coccoooooooy

i : ! : BHLEIP i i !

L e ! | AR L !

[ | | | — | |

1 ! 1

i : = | | oEyEs | : oos |

i =N ! | - ! B2 !

| ._____l _____ | | = N

! 1

| i1 ! | I S BRI 2

: “ANFAE"
A=

= NANESEEM BmRRRSSR L,

BT SR 2N I PIZERZDDSSE

N#5hRZA 01 (2023-01-30)

WRIERE © HERRARBIRAT

127


https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/vpc_IPAddressGroup_0002.html

MASEEREARSS
BRIENI] 4 PP RPREN]

4-17 Hfth=BRS58%1/18) DDS

%

o\ #
@

L J
T
|
I
5@ |
2 I
I
I
I
i

AEHLE ISR 2 FHORFIAE RG], NALIIEREMongo ShellBid i
RIPHI7S =t e 5 RSl

IR R SLAIRY S TN A SSLERANAESSLIERMMN 5%, EARSSLEZEY 7 INZTINRE,
BEEESHNZEN . ATRABBRENSERIETHIZEME, BNRASSLE.

BSR4
. CIEHERBEURRSE, EE WL EHRRSSENEREMRIRSSE .
2. BPALAEEEEANMIP, FHREZSLAMN, HiRaTLIBEEE=IRSEEH
[EIE: N8
3. EEM=ERSSEE L, €% MongoDBE Fif,
Z4#MongoDBEFi, 152 Wil{d%&3EMongoDBE i .
SSL 5=,
ikl
FRASSLERNIERE, BSUHRESSLERE, BUSIRE . XFUETHFFSSLEE, B2l
FEFNFASSLIERE
TR SREEEHS.

s mEmmEEsaz s Y, ERRKISITRE.

U3 EREA AT — , IR HIRE > ASSUERIRS DDS” |, HARSEIRER
SEERE.

$UB4 75 “SLEISIE’ TE, SPEsLAISR.

S5 EENSHN, BE “EEEE ,

(5,

$B6 £ “EAER” XigH “SSL” &, gt , THIRIES.

FIB7 BIRIEFBENEERIRSEEAIWIndows/LinuiR{ER %, 52 IBIRIEBESAN
Windows/LinuxiE{ER %t .

~N
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MASEEREARSS
BRIEANI]

4 PP RPREN]

I8 EEFinLEmongoFfERIBRT, EREEUERESLA.

BTS2 o | PSS B -
a8

./mongo --host <DB_HOST> --port <DB _PORT> -u <DB_USER> -p --
authenticationDatabaseadmin --ssl --sslCAFile<F/LE PATH> --
sslAllowlnvalidHostnames

HEXSEBINT:

e DB_HOST: fF&ZRIEREESLAIRIEMERMIP,
ALHIEENE, BHEEFLA, BEANEAEERH. £ “EHESE > JWE
%7 & FIREVI R T AR R WP,
4-18 SREGEMEM [P

RRhEE AREE

EFEE
== 8625 £ =
ezl
TS mongodb://rwuser @ 18635 test?authSource=admin [ 23
BEEl ureersmnmads, SACRESRETSTIEN, SOTamssnm i Rmng-aas,
E®/ID AIEE ArEP =P 1PE

node_1 e L Rk | DR
325807714658051 ARxE4 P 914 BlrIREl | ARSEREEIP

e DB_PORT: #iEZEIKOS, BHKAKOSH8635,
BRI R EEEFIZIR, HARKEERE . EENSINGREEEESE, &2
PHIEZERE, £ “BEXMEE > HEERO” ASKEECiRiEAS .
4-19 KBRS

Pl NG =

[+~

FEREEl 8635

e DB_USER: HIEEWKSE, EXIASArwuser,
e FILE_PATH: ZHURIEBAIIERER.

e --sslAllowlInvalidHostnames: T {RIEET 2 RIENA BB IPHEIt RS
TR, B S BERRSEIEIPHIERL . Bid/AMSSLIEREE T SsLfRt, &
RN “--sslAllowlnvalidHostnames” .

EZA LA

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

HIN RS, BWAEEENK SIS NAYEERS |
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MASEEREARSS
BRIENI]

4 BPHRPREN]

3E SSL 550

FIE1
$I2

Enter password:

MEIEEER. BINTMER, WIBERERKI.
replica:PRIMARY>

R

ERIESSLANiERE, BSYWXASSLEE, BUSHINRE . IMaXASSLIERE, 52
WFEFAXASSLIESRE .

EFREMRIRSEE.

TR S AR BUR S
BT 2 R PIZESZE S :
B

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

XSO T :

o DB_HOST: fFiEZRIEIERESLAIRIEIERMIP,
ALPIEENE, BHEEFEA, BEAEAEERH., £ “EHEEE > AWE
27 WE TR N5 AT AP
4-20 SREGEMEM [P

alhes: Il

AR
EEED 8635 2 - -
ittt
A=y mangodb://rwuser @ 1:8635/test?authSource=admin [ 455 ES
B vreermaTsss. SRSRESREUETEN, AT e EsnE rERees.
E#/ID BIBE AEIP =P BE
node_1 e — -
| . = 3 914 Erminht  RRERREE
2580771465805, oot 914 SEARIGE | BEREEIP

e DB_PORT: #iEZEixOS, BHiAix=S98635,
BRI BB RELAIZFR, HEAEKREERHE . ELNShNGREEEESE, EQ
MIEERE, £ “BEAXNEE > #iRERO ™ IREELrgOS .
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MASEEREARSS
BB 4 BPHRPREN]

4-21 KEIROS

RFEE NG =

BAER

FEEED 8635

e DB_USER: HUBEEWKS®E, BiASrwuser,
&SR

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

HIANTERAY, MAEIEENK S XS M AY R :
Enter password:

£E3 NEEEER. TSR, HIEEER.

replica:PRIMARY>

TR

4.1.4.4 i@ T Robo 3T T Ej&Eizep+ rasLfl

SEZEARNIREIEE SRRSO, SR LUABRSEAISIERIEAMIP,
FARobo 3TTELARMAYFS TR A EHRRESLG) .

AEB LR iR ERRIWiIndowsiHENIRIERF A, NMBUTEIZIRobo 3TT
BAERHIMG FEEERFSLA

iBigRobo 3T E&E LIRS VA SSLEZANAESSLEEMFR, HASSLIEREEE 7N
%{}%ﬁu, BEESHNZEM . NTRAMBEENESEmIETIZEMNE, BERASSL

B 4-22 1 EEREE

| 75
LRI ! oo |
TR @ e p) () |
T ! LA |
I w ! I |
I
gevwm | | oDS |
| | |
|
I
|
I

E=)NERESIPIAESE
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MASEIREERRSS
BRIEANI] 4 PP RPREN]

RIS

1. BHESLAI4PEREANIP, FHEELREEMN, HIFRaJLLEIRobo 3TT iG]
SEEMELNMIP,

2. ZIERobo 3 TTH,
Z#Robo 3TTH, 53 {gZ&3%Robo 3TTH,

SSL /5=,
A
{FRSSLEiER, BBV FESSLERE, BNSIRE. FTFUNAHABSSLERE, B2R
BNk AISSLIERE

#FIB1 $JFRobo 3TTH, mEREERME, B “Create” ,

4-23 EIEE=E

¥ MongoDB Connections %
edit, remove, clome or reorder comnections wia drag n' drop.

Hame Addrezz Attributes duth. Databaze / User

2 1EEEAY “Connection Settings” B, IREFFEEZEIISH

1. 7£ “Connection” 71, “Name”’ IEEEETENIFEIEEZNZFR, “Address”
BRI HI4BERYSR M IPAISLAIRI SR ZE iR O o
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4-24 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

4-25 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |

The admin databaze 1z unigue in MongoDB. Uszers with
S B RS TR WU DIl AR TR BN R S

User Hame |rwuser |
Password 290008080 ||
futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1 “TLS” T, 4%k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .
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4-26 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
$I¥3 mEREFEERME, P “Connect” , FHAEZPET =LA,

4-27 B HEEER

= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

co
T4 RINEZBET LG, TEREERNES-28F7R.
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4-28 BTSRRI

File \View Options Window Help

2. H b u
¢ M i .
) t=a3) # Meloome ® W b getCollectionl’ systen s ¥ @ db getCollectiont zysten =+ %
e System z = -
V Q S =" tast & 10.154 Z71. TB:B&3E | adnin

~ Collections (4)
» System

system.k..
5 system.r.
system.u,
system.v...
Functions
Users
» % local
% config

R
JESSL AR

ikl

{FRRIESSLAiEE, B RFSSLIERE, BSNESHIRE . WTXFSSLEE, 52
R BFIKASSLIERE

H#B1 FTHRobo 3TTH, HEZEERME, BE “Create” o

| 4-29 IEEER

= ) .
¢ MongoDB Connections

. . . .
Create ) edit, remove, clone or reorder conmections via dragz n drop.

Hame Addrezz Attributes duth. Databaze / User

2 EEAY “ Connection Settings” B, IREIREBEENSH,

1. 1£ “Connection” Ti&, “Name” HEBENMFEEZENZFR, “Address”
BRI HI4BERISR M IPAISCAIR SR ZE iR O o
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4-30 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

4-31 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |

The admin databaze 1z unigue in MongoDB. Uszers with
S B RS TR WU DIl AR TR BN R S

User Hame |rwuser |
Password 290008080 ||
futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1 “TLS” T, 4%k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .
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4-32 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
$I¥3 mEREFEERME, P “Connect” , FHAEZPET =LA,

4-33 B HEEER

= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

cacs
T4 RINEZRBET LG, TEREERNES-34F7R.
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Bl 4-34 BT RIER RN
P

File \View Options Window Help

|
BT - H lb -
¢ [ FRET
B test (3) £ Weloome . § &b getCollectionl’ systen s ¥ @ db getCollectiont zysten =+ %
5. System 2
v 8 el o test & 10164221, TE:8636 adnin

L Collections (4]
b Systemn
system.k..
i system.r..,
system,.u...
system.v..
Functions
Users
-F_E local

E config

455
4.1.5 BT EFIBIERE R T =LAl

4.1.5.1 Java =45

Bid)avalE L I N TR FESSUEBERA A FESSLEBERERM, Hb
[EFSSUEERET 7S, BEERO%EM . DDSHZAIBIAXTSSLAIE
1%, FESSLESEIRESSLEIRING . SSLEESCH T HIRINZINGE, (BRIMES
KB INMEE RN RIS EFICPUIRAE, RERNFFRSSLAURNZE .

HUES
APREREU TR

o EEITENEMINR,
o THElavalmizIES.

IR ROEREN A {5 A

o JariKzh FEMEUE: https://repo1.maven.org/maven2/org/mongodb/mongo-
java-driver/3.0.4/

o (FHISEIES%E: https://mongodb.github.io/mongo-java-driver/4.2/driver/
getting-started/installation/

{EF SSLiFHi&EE
() #5288

o ZARBFSSLEREER, FETHSSUER, BLiERRIGHERHIRRE

o FAEILIME “LHIBIE” INHE, RELOIZHHN “‘BEXMEE" @, BE “é‘SZ}EF ER” &
B “sSL” ahrgts, TEAREBIIRGIE .

e SSLIEEHERIIEZ%E: MongoDB Java DriverBE/AXAY: https://www.mongodb.com/
docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl,

BidavaiEER T RsEhl, AiBFRYavaiHEEIUNT:
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mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&ssl=true

* 4-4 SRR
2% iRA
<username> HEIARE
<password> HBIFAPRIZER .
<instance_ip> WNER@BIT M= IRSZ2RiEE, “instance_ip” 2FHIP, BD

‘EAERT TEZSEAIRY “ Rttt o

WNEREITIEE T AMAYREIGE, “instance_ip” MIZELAIE
HITERY “EEAMIPT

<instance_port> | w1, FAIN8635, HREIwH, &% “EAXMEE” REIZLAIAY
“HIERERO” .

<database_name | #iEER, BIBEEEENEIRES

>
authSource SEWNFEREERE, BYE)admin,
ssl EFEL, EAtrueRER2ERSSUEREL .

{EMAkeytoo| TEEECAIFH, 252 N%K4-5:
keytool -importcert -trustcacerts -file <path to certificate authority file> -keystore <path to trust store> -
storepass <password>

& 4-5 SHURA
351 5iEA
<path to certificate authority file> ssUEBAIFRUbL .
<path to trust store> (SEERFRIBIE . BENXRDE], B
U0: ./trust/certs.keystore
<password> BEMNZE,

FEREFPIREIVMESRBHELSE R RIS EEZERRE:
e System.setProperty("javax.net.ssl.trustStore","<path to trust store>");
e System.setProperty("javax.net.ssl.trustStorePassword","<password>");

EERTRAavaltil, AISELITRA:
public class Connector {
public static void main(String[] args) {
try {

System.setProperty("javax.net.ssl.trustStore", "./trust/certs.keystore");
System.setProperty("javax.net.ssl.trustStorePassword", "123456");
ConnectionString connString = new ConnectionString("mongodb://

<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
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authSource=admin&ssl=true");
MongoClientSettings settings = MongoClientSettings.builder()
.applyConnectionString(connString)
.applyToSsl|Settings(builder -> builder.enabled(true))
.applyToSsl|Settings(builder -> builder.invalidHostNameAllowed(true))
.build();
MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("admin");
//ping¥iiERE, WIREMMEFF
BsonDocument command = new BsonDocument("ping", new BsonInt64(1));
Document commandResult = database.runCommand(command);
System.out.println("Connect to database successfully");
} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");
}
}
}

FUEBiERE
(388
ZARMFIFSSIERER, FHRSHHTERR, FAFEE FRSSUES.
Bid)avaiEZB TR, RiBPaYavaiHEEUanT:

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin

* 4-6 SEUHA

2¥ jizl:lz]

<username> HEIARPEZ,

<password> HBIFAPRIZER .

<instance_ip> MRBIL B =IRSER1ERE, “instance_ip” 2FEHIP, B
“HAEE” TUEZSLHIRY “ Rmateir”
WMRBIILEE T AMANEEEE, “instance_ip” J9IZEAIE
48Ry “BEMEAMIPT

<instance_port> | ixH, BAIA8635, HaliwH, &F “BEXEE” WEZELHIAY
“BUREIRO”

<database_name | #iBER, AIEEEENEIRES

>

authSource ENAPEYRE, BYEHadmin,

ZE#ZEMongoDBEEZERY)avaitil, aI8ZE L TxRA):
public class Connector {
public static void main(String[] args) {
try {
ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin");

S#5ihiRAR 01 (2023-01-30) WRIERE © HERRARBIRAT
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MongoClientSettings settings = MongoClientSettings.builder()
.applyConnectionString(connString)
.retryWrites(true)
.build();
MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("admin");
//ping¥iiERE, WNIREMMEFF
BsonDocument command = new BsonDocument("ping", new BsonInt64(1));
Document commandResult = database.runCommand(command);
System.out.println("Connect to database successfully");
} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");
}
}
}

4.1.5.2 Python 7=:45
AEDEENAFERPYthonBESIEERE T msLFIlTE £,

HIRRSRM

1. EERIEERE M RIRS SV RFIDDSIAIZ ML EIE, AILUERurlim$iE:E
DDSELfIpRSZ imAYIPAIiR S, MiXRLIEEM .
curl jp.port

1R8] “It looks like you are trying to access MongoDB over HTTP on the native
driver port.” , IRBENEEIE.

2. TERMmBRSSEE LR PythonlA R E=F R4 pymongo., HE(FH
pymongo2.8kRZN .

3. WRFRESSL, FEEFRELETHRIES, FLEFRMERIRSSE.

Ay b
HERHAHD
o SSLFEB

import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls,connectTimeoutMS=5000,ssl=True,
ssl_cert_reqs=ssl.CERT_REQUIRED,ssl_match_hostname=False,ssl_ca_certs=${path to
certificate authority file})
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

o SSLEA
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls,connectTimeoutMS=5000)
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

(1] %88
o URLAFBANIEEIBEXARS “admin” , BI “authSource=admin” ,

o SSLETVERE, EEFRIEMtrustStoreX {4,
o NEEUEEMAA “admin” , ZEBIRESEIERE.
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BRIENI] 5 BEREFHMEHIEERSEHE

5 EREEHNAERIEERSEH S

RO
MBECAMERTAKS, TERSSEREHG, HIEEIRERS
MRELERFOKS, FERNEH. FERNE, ZKSISRETENAER
5, IENASEIREIRS
BRVEHREERS RS
S STFERREN.
$E2 BHEREALS “BHE"  BANENSEREHAERRE.
ST RERERT, ASKSERFEE ‘B .
AINEREEEHE

sl pREEEsaramn Y, ERRENRE.

MREHREMZHERFIINERR, BrHEERaAREERITESERFRR.
@E, 1LJ: jL)JiE;:.:%FZII:tZ*DIﬁE o

Bid TR WL AR FE LA S W —ERIBR S5 22 A

SIS EREL BB =, HE “HURE > SRSUREARSS DDS” , M\ SASMIRER

SERNHE.

-

M ESRERSS RS
S EXRRIREIRSODSEHAEERE, SERNEE LACERNKS.
S ERIETR, BF REBR .
-5
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BRIEANI] 6 I MISEFEHE DDS SLf)

% DDS S5

B: RESEFHEE

6.1 i®iT Mongo Shell &z DDS L4

ARETNBNGEELEERHMIEIMongo SheliEEERESLHIFH X N AEIRFERHTIES
HIRRURIEL R .

o T WEERFLHI

o EIED: MJSLECS

o I3 IRETAMN

o FIE4: jEiTIMongo ShelliEREDDSEEFLH

o XI5 QIRMIEEHBAIUE

STE1: WEEEFSLHI
1. BHANBEMWEEHIEEDDSITH .

2. £ “TOLEIERESCR” W, EFiHEEN, BESHRELAEXERRE, B
“SZBIMASE”
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AR RERARSS
ESEINI) 6 =~f: WISLFiEsE DDS SLf)

6-1 EitficE

ERERE
s
=1
0T, FTLUHEREAIEE.

=]
TER TR TRE3 ARE ARR2ARES

s ARES TR, BESATRR, T 0
SBRER | doeTass | ®

SRR RS RHER IR mongos. shard. conf == 5, sharcHlconfg =T SEISEEN. BSOS RS TS

IR N RAESERY. B AR

EEMongoDBIER 44 [ 2] 40 34

REE EEAEAARE

mongos
B crumE B
2 vCPUs | 8GB 2,000
4VCPUS | 16GB 4,000
8 vCPUs | 32GB 16,000
16 vCPUs | 64GB 16,000
32vCPUs | 128GB 16,000
Bl s4vcrus | 25608
SEFEEAME  dds.mongodb.c6 large 4. mongos | 2 vCPUs | 8GB
smEE | efeutDDS-4 2:ongos v | C sssmer
shard
= cPUTE ExiEEn
2vCPUs | 8GB 2,000
2 vCPUs | 16GB 2,000
4 vCPUs | 16GB 4,000
4 vCPUs | 32GB 4,000
8 VCPUs | 32GB 16,000
8 vCPUs | 84GB 16,000
16 vCPUs | 64GB 16,000
1068
=
i)
b 250 500 750 1000 1250 1500 1750 2000
ES) EHETEE16,
SHTE | etautDDs-4 2-5ar v | C sssmes
config

e 2vCPUs | 4GB

#i% dds mongodb.c6 large 2 config | 2vCPUs | 4GB

2068

s ‘ Default-DDS-4 2-Config - ‘ C szsmer

& 6-2 BIERIRE
mEEE

=ESEAE rwuser (2

EEnmE \ ®

AT -
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NEHIRERS
HIENI] 6 ~: MEEFFiZERE DDS L4

6-3 MR E R MWL

[EErgh e =,
EFET default_vpc -
A DDSEfIEESEE TS ELIET
F default_subnet(192.168.0.0/24) ~| C &7 ®
FafZs4g Sys-default{b6f16cee-e859-47e2-ad1.. « | C =ZAmM=sE @)
| = WIS o | = [ SatEE SE Al
L=aEE
#rEE==l]
EAVInE
AT v C =zmE==E @
6-4 SECE
R
A [ )6}
75 - + | EEE Ffr, TESTE x
TR 00:00 — 01:00
R —
= PIETCES o o o SRESSTEREEAET e muE - [

3. £ “FAUsHmA” WE, BXIEOER.
- 8%/8R

" MRFEER, BE £, EBRIHER

" EMERRE, AREARRSSRMNK, BE EZMG7, HA Y
M mE, EEZAHBH, s,

- EFEE
" MMRFEENR, BE 27, EHEHER
" BNERE, AREARRESEFRIMY, BE BT, FHALEST

B,
4. BE “REISEGIFIR . SEICBERING, AAEULIE ‘ISR E, EF
FEEECRIERRESA,

- BUELfIERES, TEETREETRN “elEd” , IELN155. Bl
SRAISEGIRNEITREETRS ‘IER” .
- Rﬁg?kt%ﬂ@;&ﬂﬁ ‘BF/8R7 XLh, FRLAIBRFRFSLAIDIN, HAREES
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6 ~B: M9EFERE DDS L4

£ 2 WSE ECS
1. HANGELEME=IRSSIETMAE

2. EBEEERE, BF “T—2: NEEE" . ECSSHEZAIDDSEAIRIX

ATAX—H.

6-5 EitficE

Q@ =umm @ memn e
= . o
<<<<<< o

6-6 IEFRIRIR

£ e uERe =5me
£ cen
e Faznze @ @uEs
EZES =0 - 4 |+ G topstm20, oSz HES000 @

BRE 1 [+] e EE2R
STHE, RENBHIEEE, TRITEHE

3. BERSESRE, 2 T

ZEHH,

6-7 MIZEED

Dz ——— @ mm @mem=
rane @ musme saTum R

SREE" . ECSEHERZAIDDSLAIRIVPCH]

VVVVVV
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https://console-intl.huaweicloud.com/ecm/?#/ecs/createVm

AR EERSS

ESEINE 6 ~f5ll: MEEFriZEsE DDS L

6-8 EIFEMELN IP

EELFIP ® RWEE =EEE =T @

P P
: FUEFERESHES
FRAM 5 10 20 50 100 BEY 1 + | FEEE
FFEDDoSER
EiH mxmEn @

4. WREENFERDE, BF ‘T2 WAKE” .

6-9 SREE

e

muEE

-3 suEm 2
B =
B
0,4
sEE 2
s 2
‘‘‘‘‘ mrmves | ©

20, & s,

6. BEWELRLINAYECS,

D IREREENN
SB BREWSHAE.

N
S
w

s mEmEEsaz s Y, ERRKIEIRE.

@

=
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https://console-intl.huaweicloud.com/?locale=zh-cn

AR EERSS

HRIEA] 6 5l WaEFHiEE DDS £
I3 Eﬁﬁ&tﬁ%ﬂiz , G CHUREE > SEEHRERSS DDS” , MNSUEEUEER
ZEEXNMA .
B4 £ “THIBE NE, EFEENERI6, RHEIFIEIR, #A ‘BRMEE” R’
MHo
TES 7 ‘BERER > NBER > 22’ &, RHLEEBIR, #ALELERNH,
6-11 Z24H
A LAEAMSMEE, B EEEE , £ “INEE > 220 &, R
AZIR, HEANLZELHETA,
6-12 T24H
\;;ﬂjj ) Q;ﬁmﬁmmt (1)
wEn @ ) ik
FH6 TLEENME, BHRMEY “BREMN , #ANLLEFERNHA.,
LB7 EABEMURET, BE “HRmHN” , EHFIMALERUEC
T8 RIERMRREEREENN .

6-13 FOINTS RN

BMATERN  seEss

‘ O =) FERIREER (hiF) | KEASEMERS.

2,300
ek @ Ei] a0 @ ES1] Eutt @ i 13
TCP - IPHERE
FriF IPv4. =
‘ | | 0.0.0.0/0
[OF = ES0 ]
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MASEEREARSS
BRIENI]

6 <5l MISEFFZERE DDS 345

& 6-1 AL ESHiHA

2H il Nl
55K LZRERNLTER 1

RAERATEBE/91-100, BUMEAT,
BIESMER . MAHEFH/N, MU
FTRER S o

i
==
o

L EEMN R FUF
RIRERRIERT, ERRENLTR
TFERES o

YA W& . BRISZIEF “TCP” | TCP
“UDP” . “ICMP” *D “GRE” %T[j}
o

im: AFmimthibEe M AAEEERS | 8635
fEEiE0 ., BAIAH8635, B imOEE
—EEENEZENREOES !
2100~9500, 27017, 27018, 27019,

et IPHEESERY , EEIS23FIPv4AFIIPVE IPv4

pES oAl aLARIPHELE. Z24H. IPHEIEA, AT | 0.0.0.0/0
HUER B IPibhE ek 55— £ HAIRISLHIAY
ni. fIgn:

e EBNIPHENE: 192.168.10.10/32
e |PHENFES: 192.168.1.0/24

e FREIPHEUE: 0.0.0.0/0

o LTIH: sg-abc

e |PHBYEZH: ipGroup-test

Rt AEeE, UEEZREEHNN=
RSS2 EME N HBIRTEUERAIFRN .
EZIPHIMAER, 152 WIPibiA,

)% ZEEMNRIERAMES, IFEIR, -
HIAMESEAS 8B 2551MFF, BAR
QEE/E\ “<” *D “>” R

£, BE “HBE” .

R

X 4: 1@1d Mongo Shell &% DDS SEE£5LH

o  SSLi%EHE:

SR SREHEHS.

£ PHEEEHeAE LR Y, EBERKEFMNE .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/vpc_IPAddressGroup_0002.html
https://console-intl.huaweicloud.com/?locale=zh-cn

MASEEREARSS
BB 6 =~I: WISEFiZEE DDS Sl

H+IR3 Eﬁg&tﬁ%ﬁz , FE CEIERE > MASEIERERSS DDS” , BMENMAEEIERER
SIERWHE,

R4 £ “THIEE” TE, PHEEHIBR.
SIS EEMSHN, BE “EEREE

$'6 71 “EAXMSE” KigH “SSL” &b, BE L, FHRES.,
TET ERIEPBEFEEEAIRE T =IRSEE .
RIEE PiRfERT BN R SGEER, ERENAY EESE.
e LinuRERZT, AIS2EWN TS

scp
<IDENTITY FILE><REMOTE USER>@<REMOTE_ADDRESS>.<REMOTE _DIR>

(1 #88
- IDENTITY_FILEATFMERIE BRI HFE R, %X HFBERINE /9600,
- REMOTE_USERI# M =IRSHEIIRIERFRHF .
- REMOTE_ADDRESS 95t = RS 22A AN Mkl
- REMOTE_DIRJIISHRIER L EZ e =IRSZHRIIEBE R
o  WindowsiERA T, BFERAniEEETE HERIER.

£ EXEFinLEmongofifERIBRT, EEEIERESES.
BR—: ANSHEERE (#E)

DDSEEITHIERmiEH T I7§ W= n] BiEEit, RNEE TSR TAIFREdds
m? £gosw TRIPHNI NIROER, EiiztthhEEeEsssLfl, TR &R LIS
}Eﬁ ﬁb o

g

.Jmongo <A o] fEiE i ELl> --ss| --ssICAFile <F/LE PATH> --
sslAllowlnvalidHostnames

X SR T :

J WHHT%E Mtk SR LAESCOISIEDE, PHEBRSLAIER, EANERE
SNH. BE “EEEE > ANEE" , £ ‘ANSHREEbIE” 2EIRIIREY
éﬂéﬁﬁiwﬁ’]&}%ﬂﬂiﬁ

6-14 FREXA NS B Ftthilk

RFlERE AR

BEFRER

= 8635 ElET dds-st-test-vpc

EIE R

AR st maongodb://rwuser: @ 8635/test?authSource=admin O ERiEE

= uteersnssss SESEELTERETEN, SOTSTESNEN T HERE R
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BB 6 -l MISEFEHE DDS SLf)

SRENEIIA NS e BRSNS, iZiEEti R A EERN KSR ERTIA
ik, BIkSErwuser i NEEIEZEadmin AeJ1E24

mongodb://rwuser: <password>@192.168.xx.xx:8635,192.168.xx.xx:8635/test?
authSource=admin

BHEEXTAMS BRI T SEER:

& 6-2 2HER

SHBWR 48R

rwuser FTRHIBERS A

<password> FREIEERSYINAYZRS, SESMAELR
ﬁg o

MRBBHEEFHRERS ‘@ « “I7 ¢ “$7#
“%” FELIEMATNAI+7SEHIFIURLIRR
(ASCIEE ) “%40” . “%21” . “%24” 0
“0/025 ” R

Bl BRI @% S, I RIAJURLARED S+
%40%25*%21%24.,

192.168.%** *+*.8635,192. | H&EiZEER¥L5IAYdds mongosTs Pt Kz im ]

168.*%** ***-8635 =
test FrMWidESR, AIRIESLIRERIZE
authSource=admin rwuserlkSIAEEIRZEX A “admin” , B]

“authSource=admin” AEEBRRXAT K.

e FILE_PATH: FHURIEPBRIIERER.

e --sslAllowlnvalidHostnames: T {RIEEEEHEPEINA G HBF P ITEESE
R, EEHIBFERASEIEIPHIIAR . BITAMSSLEZERFSLAIRT, FER
n “--sslAllowlnvalidHostnames” ,

EZAR S RA):

./mongo mongodb://rwuser:<password>@1792.168.xx.xx:8635,192. 168 xx.xx.8635/
test?authSource=admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

AR AMSTAERE (FAREEXEIEERKS )

g

.Jmongo <A el FHERENEL)> --ss| --ssICAFile <F/LE_PATH> --
sslAllowlnvalidHosthnames

HXSHIRBUT:

o MANSEAEEIL: EATLIESCAISIERE, PEEREAIETR, HEAERE
SNHE. 2E EHEEE > ANEE" , £ ‘IS EEEENE” 2EIETEREY
B HRISEGIRTERL .

S
I
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BRIENI] 6 -l MISEF&EHE DDS SLf)

[l 6-15 FREXAIM S F] Atk

||rf

PRl AR

1=

O 8635 ELiET dds-st-test-vpc

S5L = ! dds-st-test-subnet-2 (

RS St mongodb://rwuser: @ 8635/test?authSource=admin OO iF&0iEE8

EE teeFeaTmass, SACESSREnETSN, SarssnsnE s,

SRENEIRIA M S F] At EAREUAN T

mongodb://rwuser: <password>@192. 168.xx.xx:8635,192. 168.xx.xx:8635[test?
authSource=admin

BEEX TN S Bttt P FSHIER:

£6-3¥=8

SHER izl
rwuser HIEEKSSZ, BAA “rwuser” , OIiRIESLFRIE
B AP EIZENKSSE
<password> FRHFIBEKSYNAER, SESMAELE
ﬁg o
MRBEHEEFHERS ‘@ « “17 ¢ “$7#
“%” F A”JE*?%#JXJ‘F’ETI’/\ HEIAIURLGRRD
( ASCIITﬁ ) “%40” . “%21” “9624” F0
[11 0/025 ” R

Bl B @% S, XIMAJURLIRES S
%40%25*%21%24

192.168.%** *+8635,192. | 5B SLAIMIdds mongosTs &I PHbtiE R i ]

168.*%** ***-8635 L=

test FrlidES, TRIBELRBERIZE

authSource=admin rwuserfKSINIEEIEZER “admin”
el

ERPERABEX CIZIEIREREITIAE, NFEKESIUA
R FRIAIERUR FE R0 SR e BRIV EE TR . BN
BiZRIBNE—TEH “BIRERSE (E208HpiEE
BT 2RSS .

e FILE_PATH: FHURIEBHIIRE.

e --sslAllowlInvalidHostnames: b?{xlEEﬁI’\JE‘BJ‘EiﬂZ:;EﬁHﬁHPIPﬂiﬂ,ijtﬂ]*r?:"x’%’
RE, EERTBERANEPEIEIPHIIER , BT M SSLEEERISLAIRT, BER

0 “--sslAllowlnvalidHosthames” .
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MASEEREARSS
BB 6 =~I: WISEFiZEE DDS Sl

}ﬁﬂ?—_’]}fﬁ)ﬁ' BEX eI EEEDatabaseFHEIZEIEE T RlEKStest1, WiEZp<SR
51179 :

./mongo mongodb://test1:<password>@192.168.xx.xx.8635,192.168.xx.xx:8635(
Database?authSource=Database --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

BFR=: ERARMIPiHHZE:E
apPigt:
./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --

authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowInvalidHostnames

X SHORIAIIT:

e DB_HOST: fn&EE&ERFSLHIAYdds mongosTs = IPttidlt .

OB ESLAIZIR, HAENMSER®E, &F “EREE > IRNER" , &
“TrR{EE > dds mongos” Ta% T3KEXdds mongosTs s A I Ptttk BIAT

e

6-16 FREXAIX IP tthilk

= RiERE

BExeER
rEEEn 8635 £ =GR dds-st-test-vpc
SsL & FH dds-st-test-subnet (192.168.0.0/16)
i
FEMongeDBRIAFSR] FEiEEEaE  mongodb:/nwuser: @1 n fest?authSource=admin [T Fi7EE
LEEFEREETE, SRFRESTERETIEN, SRS ERinSar AR Es.
TRER
dds mongos shard config
Q
FERID AR RFIP RS P B2
dds-log-1_ [ U .
S L FHLE i T | E
54008dCC IHE 192, 54008dc © FaE wAmiEE B2 v
dds-log-1 b2 o i &
- BEES FAEE EHARiE | EE v
801290250 = I 192. = 801690 S % T

e DB_PORT: fFiEZLAIRIRE, BIAiRME78635,
ERILABRELAIETR, EANEREERE, EF “EHEEE > IMNEE" T,
£ “BAER > #EERO” ARG OER .

6-17 XEURO

R AREE

Exize
siEEEn 8635 =EHiETE dds-st-test-vpc
SsL & TR dds-st-test-subnet-2
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BRIEANI]

6 ~f5: WESEFZERE DDS L4

gz
$ER2

e DB_USER: kS, BIEIEEKS, BXiASrwuser,
e FILE_PATH: FRURIEPAIEER,

e --sslAllowlnvalidHostnames: 1 T{FIFEEENZLE A S HEEPIPHEIFIT S
FRR, ERHIBERASIEIEIPHIUIER . BT M SSLIEZERELAIRY, FE
Zshn “--sslAllowlnvalidHostnames”

HIANTETRAS, BAEE ARSI N ATERS :

Enter password:
EZAR S RA):

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase
admin --ssl --sslCAFile /tmp/ca.crt --sslAllowInvalidHostnames

MEEEER . HIINTNMER, HIEEERI.

mongos>

o JESSLiEsE:

TR MR IRSSEE

FEEPin LEmongoFfiERIERT, 1EREEUERELA,
BFR—: INSREEE (#EF)

B

.Jmongo <A Al FER N>

RS R S LAESCAIEIERE, PHEBERTAIRTR, HAERNSER
Ho. & “EEREE > AMER" , & ‘WNSTREEZIE" 2RV A]RENE ZR05E
BIRTEZ AL o

6-18 FREX A WS o) At

FrEEE] 8635 EfFET dds-st-test-vpc

dds-st-test-subnet-2 {

PSR A mongodb://rwuser @ 8635/test?authSource=admin [F #4788

E=l reernamase, SESRESREDSTEN, SHTST ST SR s,

SRENEIRIA NS T BRI T, izt R A E E M SFEIREHITIALE,
BNk S&rwuser IAEEEZEadmin R el {EX

mongodb://rwuser: <password>@17192. 168.xx.xx:8635,192. 168.xx.xx.8635[test?
authSource=admin

EEEXTANS A Bt TS HER:

N5k 01 (2023-01-30)
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BB

6 ~f5: WESEFZEE DDS L4

x6-4 2HER

SHBR 15488
rwuser FREIEERSE
<password> FREIEERSXINAYERS, SESRPELRE,

RFRBPEISHFN ‘@ . U “$7
“%” BEDBIEIRAI M7 HHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [
“%25 ” o

B BB @%™ S, XIMAJURLIRFS S
%40%25*+%21%24

192.168.xx.xx:8635,192.1
68.xx.xx:8635

i EERESLIRYdds mongosTy SIPHBIERZ iR S,

test

FrdER, AIRESCRERRE.

authSource=admin

rwuserMKSINEEIBZEXRA “admin” , B]

“authSource=admin” AEBEEEIAFOTHE,

EZA L RA:

./mongo mongodb://rwuser:<password>@1792. 168.xx.xx:8635,192.168.xx.xx.8635/
test?authSource=admin

AR AMSTAEE (AREENEUIRERKS )
aoig:
.Jmongo <A Al FFEER >

RS &L S LAESCAIEERE, SHEERTAIRTR, HAREKREER
H. BE “EREE > AMER” , £ ‘“ANSTUREEbIE” LRV SRENE SRIsE
BIRgEZBIL o

6-19 FXEX A M= o] Rttt

PRt EHES 3
BHzE
EEEO 8635 EHFETR dds-st-test-vpc
L = FH dds-st-test-subnet-2 (
i
RITEEI = vl mongodb://rwuser. @ 8635/test?authSource=admin [ #4555

EEl wimesnansre, SECRETEASTIEN, SOTSEEEIEN TERE S

SRENEIRIAIM S R AR AN T :

mongodb://rwuser: <password>@1792. 168.xx.xx:8635,192.168.xx.xx.8635[test?
authSource=admin
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MASEEREARSS
BB

6 5l MISEFFZERE DDS 3451

EBEREEXTAMS I AP TS HER:

# 6-5 SHIER

SHEBWR A8

rwuser HIEEWRSE, BOAR “rwuser” . BIIRYELPRERIE
W ABF IS .

<password> FREIEERSXINAYERS, SESRPIELRL,

MRFZRBPEISHFN ‘@ U “$7
“%” BEDBIEIRAI M7 HHIRIURLIRT
(ASCIEZ ) “%40” . “%21” . “%24” [

“ %25 ” o

B BB @%™ S, XIMAJURLIRAS S
%40%25*+%21%24 ,

192.168.xx.xx:8635,192.1
68.xx.xx:8635

R EERELBIRYdds mongosTi sIPHBI KRS .

test

FrdESR, AIRECRERRE.

authSource=admin

rwuserliKSINEEIEZES “admin”

izl
ERPERAEENIZIIEIRERITIAME, NESSrHiEEZ
ettt MIEEE R D SR SRR EIRER TR . BIUEiZER
HE—1T2H “BIREKSSE” B HaiEIEE UMK
S8,

PIaNAF BE X e IEEDatabase H EIZ #IEE T olZ K Stest1, NiEZap<SR

B3

./mongo mongodb://test1:<password>@1792.168.xx.xx.8635,192.168.xx.xx:8635(
Database?authSource=Database

BR=: AMIPihlih&Ess

g

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

HEXSHRBT

e DB_HOST: fFiZEiER¥SLAIAYdds mongosTimIPHEAL .

oL R EESLBIER, EARKNGENHE, 1EF EEEE > IMERE” , &
“TSR{ER > dds mongos” Ta% T3kEXdds mongosT5 maAYPIRIIPitELEBIAT
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MASEEREARSS
BRI

6 ~B: MOEFERE DDS L4

$EE3

6-20 FREXAM 1P it

=0 8635 £ EiEE dds-st-test-vpc

dds-si-test-subnet (192.168.0.0/16)

E=MongoDBRIA M=l FEiEEEE  mongodb:/inwuser. @ 1 o flest?authSource=admin [ F5ER

U EEEFEATEFE, SR RESMSRHTIEN, RUFSTERInlEar s,

BalE2

dds mongos shard config

Q

E#ID pL: I ARIP AMES P B

dds-log-1_

L FEE = s BAATDL BE
54008dCC THE 192 54008dc © FE o S

dds-log-1_

FRE FeE GRARm BE
Eb18802a0 - 1RE 192. & 801290 © s MR | B

o DB_PORT: {EHSCAlRIO, BACINS635,
RIS HRAIETR, MNEAEERE, K R > ANEE’ TS

£ “BAXMER > #iERERO” RIS OER .
6-21 3RERim M

BExi=g
| — . | ENREE tvp
S5L = ¥ dds-st-test-subnet-2

e DB_USER: TkS%, BIEIEEWKS, FiASIrwuser,
BN ERES, BABIEEKSIINAYERD

Enter password:

&AL

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase

admin
MEEEER, BINT™ER, HERERERI.
mongos>
R

LRS! CIBREIREREHBENEE

gz

BIEEURER

use dbname
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MASEEREARSS
ESEINI) 6 -l MISEF&EHE DDS SLf)

“dbname” RIFCIRBEIRERIZIR,

6-22 CUEEEIRERE
replica:PRIMARY=> use test@fl

switched to db testfO1l

$R2 EEVRAEEIEEBEASE, ZeeEiiEENIRPERFCIZIEIERE.

6-23 AR

replica:PRIMARY> db.user.insert({"keyl":"valuel"})
WriteResult({ "nInserted" : 1 })

replica:PRIMARY=> show dbs

admin 0.000GB

local 0.004GB

test B.006GE

testOBl 0.006GB

replica:PRIMARY= [

AR

REET=ANEYERE: admin, local. test, WNRAFCIEEFFAIEIERE, BHiFEAEYE, NEIERL
INEAEltestEA,

El 6-24 EEHIERE

replica:PRIMARY> show dbs
admin ©0.000GB
local ©0.004GB
test B.000GE

$IR3 EERHIEFEPIIEIE.

6-25 BEEHIE

replica:PRIMARY=> show collections
user
replica:PRIMARY=> db.user.find()

r

{ " id" : ObjectId("5dal880d2b4ccf2ellb3adld"), "keyl" : "valuel” }

R

6.2 iEid 34 IP 3% DDS L

AR HELADDSEI ARESLFIFIWindowsIRIER ZE B, iRBBANa7ERHISMSESLE), 45
EHEMIP, REZREE, LUIKRiEZRobo 3STTEEARIIAEZEZDDSLA . BEIfgEE
BT

o UE1: WIESLH

o TR2: HRTERMEIP
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MASEIRREARSS
BRIEANI] 6 =~BI: WISEFiZEE DDS Sl

o HIE3: GBLEHE
. W4 EEDDSLH

LB 1: ML)
1. EANBENMSLHEEWERFDDS A -
2. £ “MILEIERESS)” NE, BFHERL, ESHEELGEXERE, 8

“SZBISE” o
6-26 EitficE

aF/mA Eve @

B MG

AEEEAEE, FRRAGE. ERERAeE K, rIUPENSERNE. &

SEE.

B azlpodigz azZpodigz az3podigz az2podigz,az1podigzazipodigz ®

FILESRERSE P EEN TR, BEAEE, ARiR R A AR EsnSs.

SRER dds-8f79 @
MEZ M NEESNT, SREMRFENAE. S5 HRGATEE. MI: SEAinstance, Minstance-0101-120101-01F4%4&%, SE&instance-0101-120101-01, WM instance-0101-120101-02FF4a4%,

S .

TETRE =R AER tER

CPUZR x86 “ @

=] 2vCPUs | 8GR 16 vCPUs | 32GB 16 VCPUs | 64GB
mEsE v

I:H:\ 0 +|l e @

10 500 1000 1500 2000 2500 3000

FRPERNESET, TEESHISESRNNE, LEFSMIEMRSSEES, e NITHAENE, ASSANEN, By SFEEsirRikieis. SREESAEmo6h.
B A Pt @ =7 &, BOHEEE:

6-27 EIERIRE

EERRE

EESKAE rwuser (3)
SEREE ® | EEETETE, ISA TRSEENEEAS
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https://console-intl.huaweicloud.com/dds/?#/dds/customCreate

MASEEREARSS
BB

6 ~B: MOEFEREE DDS L4

6-28 MR BFMLIHKSHE

FatEIRE

ARE

pesllzats)

LR SEE

o

6-29
nEEE

ElEESInERE

SaERE TR A SETE

1 +| @ SFEILRESO M RER. AREEE SRS SSAE AR,

BREE

Default-DDS-4.0-Replica v | ¢ EESuER

£ “AMEHA” N, SXILEER.
- 8%/8R

RFHREL, BF ‘7, EXEEHER.

BXTIRE, AIREATRSEFRMY, BE “EZL”
M WE, EEXABR, TR,

N AT

- IHHITE

B i

MRFREL, BF ‘87, ESEEOER.

;f?iﬂ':laei: WRENTRSFRMN, BE B, FHRtIE
Al

REISEGIFIZR" . SEBICZRLINGG, RAHELIE “IRIER” E, EF

FEEECRIERERESA,

- BIELfIERES, LEETREETRN “ﬁULEF'”
SERHYSEGIRDIEI TR

32155 . Bl
J.LTjj “J—_E.au. »
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BRIEANI] 6 =~I: WISEFHiZEE DDS Sl

- Xﬂgiﬂsiﬂ’@é_’kﬁg ‘BF/BR7 Xhl, FRSLEIZFRFISLAIIDIS, EREEEER

T2 HEEIP
1. BREERHE.

2. mEmmEsastan Y SERIGRE.

3. EREELARET, HR HIRE > SREIREIRS DDS” , MR
[ERRSS (52 E o

4. 1F “SCOVETR’ T, WIREIRSER), BETOISH, MALH ‘EAEE" T
&.

5 &) ‘BEAMERT NEM ‘TRERT RIR, EEMAEHPrimarylITR, BE
“EZ > HEtEIP”

6. TERHIER, BEFE—CWLABREIP, BE “HE” .
HEANG, T ‘TRER" BREEHELER

T3 RETEH
1. ESC) “EAMEE” REN “MEEE” S, SETAKEERD.
2. 1E “RIEESE” S, BERSASR, HARLERE.
3. ERLDETE, PERLESHR.
4. R CNBEN TE, BE CSRINT , EREEOP, FINRONEE

Bl IO IR o
J&E#% DDS L4

1. ¥JFFRobo 3T &L https://robomongo.org/download, B8 “Download
Studio 3T Free Today”

N
%
=N

6-30 TEITH
@ rovosT Blog

Robo 3T is now Studio 3T Free

Studio 3T Free extends and replaces Robo 3T with:

DB C

FREE FOREVER

Download Studio 3T Free Today

2. EEHEESIESIEXERERE, B “Download Studio 3T for Windows” T&;
“studio-3t-x64.zip” .
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https://auth.huaweicloud.com/authui/login?#/login
https://robomongo.org/download

AR RERARSS
ESEINI) 6 =~I: WISEFiZEE DDS Sl

=] s
6-31 T&HITH
”3T TOOLS ¥ SOLUTIONS RESOURCES ¥ CONTACTUS v STORE v MY LICENSE Q

Download Studio 3T Free

Serving the global developer community since 2014.

Download Studi for Windows

‘ Other platforms ‘

3. BESTHEHEEE, WHEREEFTH “studio-3t-x64.exe” X4, FA
HiT&RE,
4. ﬁ%;’bﬂﬁﬁré; ?TFIE) ﬁﬁgﬁyu6'32Fﬁﬁo

& 6-32 TEXRM

o x
Fle Edit Database Collection Index Document GridfS View Help
= * i (d N )
. B AEAe - B O H &6 X H © . &1
Connect Collection  IntelliShell  SQL ~ Aggregate Map-Reduce  Compare Schema Reschema  Tasks Export Import DataMasking  SQL Migration Users Roles  Feedback
Search Open Connections (Ctrl +F) [an < kam“‘
2
8 B & =
New Connection  New Group. Edit  Delete Clone Import  Export  To URI
[click here to filter connections | 0 matches.
Name DB Server Security LastAccessed  Shortcut
automate common tasks.
[Hshow on startup Connect Close
Help and Learning
. [P Getting started
Quick Options Knowledge base
Theme (requires restart): Free MongoDB courses
E& Join the 3T ity
[ Show What's New tab sfter updating Studio 3T ES) Join the 5T community
W) Automaztically open Conmection Manager 2t startup o studio 31 features
Operations 2 A W e G e & Studio 3T tips and tricks &

5 EEEEIEEERME, B3 “New Connection”

6-33 IEiETEEE
< | Quickstart

Manager

= | = B B

New Connection | New Group Edit  Delete Clone

X

5]

m

B

Import  Export  Te UR|

Click here to filter connections 0 matches

If you have a connection string (SRV or standard), e.g. for your MongoDB Atlas deployment, you

can paste it here and Studio 3T will auto-configure your connection settings for you. utomate common tasks.

(@) Paste your connection string (SRV or standard) here:

URE: |

(O Manually configure my connection settings

Show on star|
Carcel

Getting started

Quick Options
Theme (requires restart):

I show What's New tab after updating Studio 3T

Knowledge base

Free MongoDB courses
Join the 3T community

. Studio 3T feat
%} Automatically open Connection Manager at startup ueie estres

[ Enable session Restore ST ORAR LIS

#
s
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MASEEREARSS
BRIEANI]

6 <4

WISLHiZEE DDS LA

6.

EZSLAIEMME N BRI UERESLEIFIF RN 5 RS hl .

HR—:

Bahs TUEEsEsl .

FESRIERHIAURI,
(1 #5ER

URIBREXA = :

BELE “SIplE
;&AIE ” ?— [3 /\

6-34 IE URI

L5 B o " e EH & = E=EER &

Connect Collection  Intelishell  SQL  Aggregate  Map-Reduce

Quicketart

Compare Schema Reschema  Tasks

H, BHELAIBREN “BHME
G R “ERERthIE” SPIREX ML

Export Import DataMasking  SQL Migration

it “<password>" f5, B “Next”

—‘—E ”»

(=13

mE, BE ‘&

Users  Roles  Feedback

S confi
& local i
E 1F you have a connection sring (SR or standard) e.g.for your MongaDe Atias deployment, you

> g = A R P e e e )

> 8 testoot

aie! U Ct trial

@Paste your connection siring (SR or standard) here:

URI: |

10,154, in|

aturdthat helps you automate common tasks.

O Manually configure my connection settings.

b

Next Cancel

Task Manager

fanevrtask

# Create a free MongoD8 cluster in the cloud

Quick Options
Theme (requires restart): [ Same 35 system |

i show What's New tab after updating Studio 3T
& automaticaly apen Conneetion Manager at startup
[ enable session Restore

Operations &~ & st

Help and Learning
EF Getting started
] Knowledge base

[ Free MongoDB courses

he 3T community
37 features

3T tips and tricks

Power User manuzl: hidden gems that will

£ “Server” U, TE¥iEH, B “OK”

& 6-35 &% Server

le Edit Database Collection Index Document GridfS n
— = . Connection name: [ E o 2 =)
. B H e 2 & . &N ©
onnect Collection Intellichell  SQL  Aggregate | Connection group: | <root level= v Migration Users  Roles  Feedback
arch Op ] ] ah ¢ [ | Server | Authentication | SSL | SSH Proxy | Intelishell MongoDB Tools | Advanced
B mm set: replical direct]
S Comnection Type:  Standalone v
& admin
> £ bbb Server: [10.154.218.10 | Port: [8635 JCt tﬂal
B e
> & config
> 5 lecal
> S test
A= (@ o conmecton s e sty autoconfigured.
g R fe that helps you automate common tasks.
k Manager
new task
learning
[JRead-Ony Lock @ red
| base
From UR. Use this option to import connection details from a connection string 7 URI OB coures
community
@ URI.. e this option to export complete connection details to a connection string / URI
To UR. Use this option to export plete ection details to ction string / URI Lo
ips and tricks
tperations = Test Cannection Cancel | 1ower user manual: hidden gems that wil

g “Authentication”

o
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6-36 iE#EE Authentication

. . e : L Tl -~
Y R Connection name: [ I =
<D - g i . & A=
Collection  Intellishell  SQL  Aggregate | Connection group: <roat level> - ligration Users  Roles Feadback
Search Open Connecti +F) an < [l se Aut SSL | SSH  Proxy | InteliShell  MongoDB Tools | Advanced
~ [ [replica set: replica] [direct]
S e Authenication Mode: Legacy (SCRAM-SHA-1) 7 R
> & admin
= MongeDs -
e t trial
= @ a
» & config User name: [rwnuser ]
> B local Password: o @
> Stest
> B test001
Authentieation DB: [admin |
The database here the user is defined & that helps you automate common tasks.
Ik Manager
ew task
earning
A Alwrays show the authentication database of the user account
Akrays show all databases and collecions defined in roles of the user account fred
[ Manually list additional visible databases by their names @ base
D& courses
Dstabases: [admingest ] .
community
non-admin users. S
s and tricks
R Test Connection Save e User manisk hidden gems thet wil v

iv. EBAE “Test Connection” , & NEEEEKIN.

6-37 iz

e Edit Database Collection Inde

[ e Cormecio

Document  GridFS

} E; i @ -" Connestion name: | | @

Collection  IrteliShell  $QL  Aggregate | Connestion group: | <raot levels <

. 8 H S

Migration Users Roles  Feedback

carch Open Connedtions (Cir +F) an < [ Sewer | Auhentication | Ssi | SsH prowy intelishell MongoDB Taols | Advanced
& Treplica set: replica] [direct]
O aa Authenti -
e Vouhard Testing connection e
= Plaase e .
> St I —— t trial
e Ict tria
> B confia User naf | Operation status
> 8 local Passwor] | M6alizing connection oK ©0
> B rest Connecting to server oK.
> B testd0t Authenticating as rwuser ok
Authentil | Reading server status from connection oK 1
Detecting accescible databases ox e that helps you automate commen tasks.
Detecting MangaDB server version ok
Detecting MangeDB sarver festurs compatibiity version  OK
Connected ox
s & Manager
new task
—— | Learning
Al
D Aluay| | Hide details Cancel Fted
o {base
T -
D8 courses
Databases: |admin test
L community
non-admin users o e
ips and tricks
Iperations o Teet Connaqion El ErE tower User manusk: hidden gems that will

v. BB “SSL” , @ik “Use SSL protocol to connect”
MARTY:
WSEFIRISSLEUEINERTTS, Bpkd g, EEhTER RlKRINE, BE

“Save” .
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6-38 j&EHE SSL

M New Connection %

Connection name: |

Connection group: | <root level=

Server | Authentication | S5L | 55H | Proxy | IntelliShell MongoDB Tools | Advanced

e

[ Use S5L protocol to connect

() Use own Root CA file [ --ssICAFile )

(O Accept server SSL certificates trusted by the pperating system

®)Accept any server S5L certificates:

[JUse Client Certificate ( --ssIPEMKeyFile )

Client Certificate:

Passphrase:

My client certificate is not protected by a passphrase

Qe

RO
ON i}

Select SSL/TLS:  TLS e
[ allow invalid hostnames (--sslAllowlnvalidHostnames) o

[JUse Server Name Indication (Advanced) o

SNI Host Name:
Test Connection Cancel

vi. 1%3E"Use own Root CA file (--sslCAFile)", BANIEBE, @ik “Allow

invalid hostnames” .

AR

AR ETFSSLERE, TETFHSSUED, BB HEEREE.,
EEILAE “SCOVESTIR” 0@, BEsoAISMEN “BAMEE" @m, Bk ‘Y
RE(SE” 1St “SSL” hpocts, FEiRIFBaiRga.

SASRRZS 01 (2023-01-30)

WRIXERE © EHRABIRAE]

165




AR EEARSS
BRIEANI] 6 =~I: WISEFiZEE DDS S5l

6-39 {HE SSL{E8

™ Edit Connection

Connection name: | | ="

Connection group: | <root level= w

Server | Authentication | SSL | 55H | Proxy | Imellishell | MengoDB Tocls  Advanced

Use 851 protocol to connect

® Use own Root CA file [ --ssICAFile )

ChUsers\mmn B o \annloads}._ra.crt | Q 'ﬁ

() Accept server S5L certificates trusted by the operating system

() Accept any server SSL certificates

[[] Use Client Certificate ( --ssIPEMKeyFile )

Client Certificate: [

Passphrase: -
My client certificate is not protected by a passphrase

Select SSUTLS: | T1S Lo

[ Allow imvalid hostnames (--sslallowlnvalidHostnames) a

[[] Use Server Name Indication (Advanced) o

SNI Host Mame:

-.Tast Connection [ Cancel
vii. B “Test Connection” , #&MIEZEEEKIN.
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6-40 &l SSL &%
[ cdit Connection

Connection name: | | B

Connection group: | <root level= v

Server | Authentication | SSL | S5H  Proxy | Intellishell MengoDB Tocls  Advanced

™ Connechi ng

Use
(@ Use of Testing connection
oy I | o @
\ | OAccep | Operation Status
) Acceg | Initializing connection OK
1 Configuring 55L connection oK
I | [Juseq | Connecting to server oK
- Authenticating as rauser OK =
| Client Cd . . - o8
Reading server status from connection oK
Passphr. Detecting accessible databases 0K @& &
My el Detecting MongoDB server version oK
¥
Detecting MongoDE server feature compatibility version OK
Select 35 | Connected oK i)
1 Allow
[JuUse s
SNl Hos - -
Hide details | Cancel

:T-t.a-st.Cnnnm:Ii.un [ .C,uncel
viii. 1QMREINE, BE “Save” o

6-41 EZER
Quickstart

= B B = [ t trial

New C:;l;ecﬁon New Group ‘ Edit Delete Clone Import  Export  To URI
|_('.- k here to filter connections ) | 1 match
Name DB Server Security Last Accessed Shcrlcul_
Ea 'w g B 0 rwuser @ admin

it helps you automate common tasks.

nager

ask

Show on startup Conpect Close 3
ming

'l Getting started
E «nowledge base

Quick Options

Theme (requires restart): [ Same as system V|

M show What's New tab after updsting Studio 37
™ automatically open Connection Manager at startup

Free MongoDB courses
[ Join the 31 community
& Studio 37 features

& Studio 37 tips and tricks

<F Sstudio 3T Power User manual: hidden gems that will

ix. EEREERME, S8 “Connect” , FHRIEERIAESA, BIAESH
EEpE, TEREERNEES-42F 7.

[ enable Session Restore
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6-42 Bl ANESLAIER I

=) ., W am B B B T & Tl =
- A3 e . e EH @ & E m m = = B e
Connect Collction Intellhell  SQL  Aggregate Msp-Reduce  Compare Schema Resthema  Tasks Export import DstaMsasking  SQLMigration Users  Roles  Feedback
i gres p-Reh P 2 po q a
| 3R | Quickstart
A
tarted with the tool using our detailed Knowl
2 5 tae0] Recent Connections o} Tasks
e ey Tasks is a feature that helps you automate comman tasks.
Lt sccemes moments o 0 tasks set.
€ Open Connection Manager ol L
- Creste s new connection e e ek
# Creste s free MongoDB cluster in the doud
Help and Learning
£ Getting started
Quick Options 3 nowiedge base
Theme (requires restart:[Same as system V] & Free MongoDB courses
B soinan communty
& Show What's New tab after updating Studio 2T
o # studio 3T features.
& Automatically open Connection Manager at startup ©
D] nable session Restare # Studio 3T fips and trcks
Operations 2 Studio 3T Power User manual: hidden gems that will N

- AR FASTEREEA.

TE384ES, E8FE “Manually configure my connection settings” , Bk
1 Next ” .

6-43 FafiEEHH

@ sudio ongoDB -
Fle Edit Database Collection Index Docum few  Help
- 3 6 X EEB B © .80 ¢
. B e H H & X H= E| = N S > 2L e
Connect Collection Intellhell SQL  Aggregate Map-Reduce  Compare Schema Reschema  Tasks Export Import DataMasking  SQLMigration Users  Roles  Feedback
< | Quickstart
Qo ~
 New Connection
1f you have a connection string (SR or standard), e.g.for your MongoDE Atlas deployment, you
can paste it here and Studio 37 vill auto-configure your connection settings for you. tomate common tasks.
OPaste your connection string (SRV or standard) here:
URL
@Manually configure my connection settings
[Ashow on star|
] Getting started
. 9
Quick Options B Knowledge base
Theme (requires restart:[Same as system | B Free MongoDB courses
T Join the 3T communit
Show What's New tab after updating Studio 3T ‘f Y
) Automatically open Connection Manager at startup Studio 3T fectures
Operations 2 A Ol # Studio 3T tips and tricks v

£ “Server” Rm, EBServerflPort,

AR

Server: TEMIP,
Port: #REEIRO.
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6-44 i%EE Server

™ New Connection

Connection name: | | B

Cannection group: | <root level= w

Server | Authentication | SSL | SSH | Proxy | IntelliShell = MongoDB Tools | Advanced

Connection Type: |Standalone w |

Serve: B " mipgD Port: |t o
| port |

[JRead-Only Lock €W

From URL... Use this option to import connection details from a connection string / URI

To URL.. Use this option to export complete connection details to a connection string / URI

Test Connection Cancel

iii. BTE “Authentication” , i%&#E “Legacy(SCRAM-SHA-1)”
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6-45 i%E#EZ Authentication (S8

# New Connection

Connection name: |

Connection group: | <root level=

Server | Authentication | 5L S5H | Prowy | IntelliShell  MongoDB Tools | Advanced

Authentication Mode: | Legacy (SCRAM-SHA-1)

Vou have chosen an aut|None
Please refer to the Mong Basic (SCRAM-SHA-256)

Legacy (SCRAM-SHA-1)

X.509

User name: Kerberos [GSSAPI) - Studio 3T Ultimate

LDAP (PLAIN) - Studio 3T Ulimate

AWS Identity and Access Management (IAM) - Studio 3T Ulimate

Password:

Authentication DB:

The database where the user is defined

[] Always show the authentication database of the user account

[ Always show all databases and collections defined in roles of the user account

[JManually list additional visible databases by their names  €)

Test Connection Cancel

iv. 1S “User name” . “Password” ¥] “Authentication DB”
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6-46 iE#E Authentication

™ New Connection

Connection nams: | | E
Connection group: sroot level= w
; Server | Authentication | SSL . S5H  Proxy | Imtellishell MengoDE Tecls Advanced .
Authentication Mode: I.e.g.ar;y [SCRAM-SHA-1) ~

You have chosen an authentication method which might make your MoangoD8 instance wlnerable te attacks.
Please refer to the MongoD8 Securty Checkiis! fo help secure your databaseys).

User name: |I'WLI5¢E |

Password: |uunun"" |@ o

Authentication DB: | admin |

The database where the user is defined

s

Always show the authentication database of the user account
[] Always show all databases and collections defined in roles of the user account

Manuzlly list additional visible databases by their names  §)

Diatabases: !admin,test |

Databases visible for non-admin users (comma-separated)

:I'ast .Connedic-m Save i
v. EAtE “Test Connection” , ¥MEZEEEKIN.
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6-47 Mz

m Mew Connection

Connection name: | B

Connection group: | <root level= ~

Server | Authentication Intellishell

SSL | S5H | Proxy

MongoDB Tools  Advanced

™ Connecting
b
Vouw have TEsting connection Iacike
Pease o) |
User narl | Operation Status
Errn Intializing connection OK ] @ o
Cannecting to server oK
Authenticating as rwuser oK
Authenti Reading server status from connection oK :I
Detecting accessible databases oK
Detecting MongoDB server version 61,4
Detecting MongoDE server feature compatibility version oK
Cennected oK
[ Alway] . _
] Alwa Hide details Cancel
[ Manu
Databases: |admin.test
Databases visible for non-admin users (comma-separated)

e

Test Conneﬂ:\n

vi. BfE “SSL” , Ak “Use SSL protocol to connect” o

AR
ANSCRIRISSLEURINEARFTS, BENIILLSER, BENITER RRE, 8%

“save” .
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6-48 jZEHE SSL

M New Connection %

Connection name: |

Connection group: | <root level=

Server | Authentication | S5L | 55H | Proxy | IntelliShell MongoDB Tools | Advanced

e

[ Use S5L protocol to connect

() Use own Root CA file [ --ssICAFile )

(O Accept server SSL certificates trusted by the pperating system

®)Accept any server S5L certificates:

[JUse Client Certificate ( --ssIPEMKeyFile )

Client Certificate:

Passphrase:

My client certificate is not protected by a passphrase

Qe

RO
ON i}

Select SSL/TLS:  TLS e
[ allow invalid hostnames (--sslAllowlnvalidHostnames) o

[JUse Server Name Indication (Advanced) o

SNI Host Name:
Test Connection Cancel

vii. %&£ "Use own Root CA file (--sslCAFile)", BANIEBE, @ik “Allow

invalid hostnames” .

AR

AR ETFSSLERE, TETFHSSUED, BB HEEREE.,
EEILAE “SCOVESTIR” 0@, BEsoAISMEN “BAMEE" @m, Bk ‘Y
RE(SE” 1St “SSL” hpocts, FEiRIFBaiRga.
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6-49 IHE SSL{E82

™ Edit Connection

Connection name: | | ="

Connection group: | <root level= w

Server | Authentication | SSL | 55H | Proxy | Imellishell | MengoDB Tocls  Advanced

Use 851 protocol to connect

® Use own Root CA file [ --ssICAFile )

ChUsers\mmn B o \annloads}._ra.crt | Q 'ﬁ

() Accept server S5L certificates trusted by the operating system

() Accept any server SSL certificates

[[] Use Client Certificate ( --ssIPEMKeyFile )

Client Certificate: [

Passphrase: -
My client certificate is not protected by a passphrase

Select SSUTLS: | T1S Lo

[ Allow imvalid hostnames (--sslallowlnvalidHostnames) a

[[] Use Server Name Indication (Advanced) o

SNI Host Mame:

-.Tast Connection . Cancel
viii. B3g5 “Test Connection” , MEEEERKIN.
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6-50 &l SSL &
[ cdit Connection

Connection name: | | B

Connection group: | <root level= v

Server | Authentication | SSL | S5H  Proxy | Intellishell MengoDB Tocls  Advanced

™ Connechi ng

Use
(@ Use of Testing connection
oy I | o @
\ | OAccep | Operation Status
) Acceg | Initializing connection OK
1 Configuring 55L connection oK
I | [Juseq | Connecting to server oK
- Authenticating as rauser OK =
| Client Cd . . - o8
Reading server status from connection oK
Passphr. Detecting accessible databases 0K @& &
My el Detecting MongoDB server version oK
¥
Detecting MongoDE server feature compatibility version OK
Select 35 | Connected oK i)
1 Allow
[JuUse s
SNl Hos - -
Hide details | Cancel

:T-t.a-st.Cnnnm:Ii.un [ .C,uncel
ix. MKINE, B “Save” o

6-51 EZER
Quickstart

= B B = [ t trial

New C:;l;ecﬁon New Group ‘ Edit Delete Clone Import  Export  To URI
|_('.- k here to filter connections ) | 1 match
Name DB Server Security Last Accessed Shcrlcul_
Ea 'w g B 0 rwuser @ admin

it helps you automate common tasks.

nager

ask

Show on startup Conpect Close 3
ming

'l Getting started
E «nowledge base

Quick Options

Theme (requires restart): [ Same as system V|

M show What's New tab after updsting Studio 37
™ automatically open Connection Manager at startup

Free MongoDB courses
[ Join the 31 community
& Studio 37 features

& Studio 37 tips and tricks

<F Sstudio 3T Power User manual: hidden gems that will

x. EEEEERE, BE “Connect” , FHAEREIARESLG], BIAESLE)
EEpE, TEREERNEE6-52F .

[ enable Session Restore
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6-52 Bl AREESLAIiER I

Cannect Collection  InteliShel

3 config
g focal
S test
> 5 =00t

Operations

Aggregate

5 as
& =] Eal
hEes (e o ey e

Quickstart

Export

= & Tl
= s ol
Import  Data Mazking  SQL Migration User: Roles  Feedback

Welcome to Studio

Recent Connections

B (usere0150218108635)
a5 ccesed moments g0

€3 Open Connaction Manager
4 creste s new comnection

# Creste s free MongoDB cluster inthe cloud

Quick Options
Theme frequires restart: [same as system V]
& show whats New tab after updating Studio 37

&4 automatically open Connection Manager at startup
[ enable session Restore

3T - Full product trial

Tasks

Tasks is a feature that helps you automate common tasks.
0 tasks set.

Open Task Manager

[ Create a new task

Help and Learning
£ Getting started

Ed #noviedge base

[ Free MongoDB courses
(& soin the 37 community
# Studio 3T features

Studio 3T tips and trcks

Studio 3T Power User manual: hidden gems that will
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INPES

HIBTR T XESURELAINCIE . EESENRER, JLURIERBHSERKE
FEDDSIRMHAY— &I FE L

xR 7-1 EHRESLK

SCR% AR R

HiEE | REAMEN | VEHIEERSKRBIRENBINSMHREE, SEIEEH

%) SRR 1TEED . BNEERNEREEHITED, SEUERE
SR EIRIRIAET, ATLUBE &M IREEIERE, Nk
PIE- =R 0N

BN EIRREESLAIRY, BOAFF R EMEDRES .

BIEFHES | EHEERS SIS BRIEAIeZSED, AP
B EDREEE, RIEEIETSEN.

HiEk | REEOTIN | SEHUEERS HERE AR B &S F IR
g2 ]| SLBIEERIFESLS), KRS RRIEIES ZE M MRS
AYSCHIEE—2 o

R EE FH N HIREEISLE] £, SNOBSEH=EH
Bz & 0 X T EEISR b T e ERE, RERHKHN
SLHIREIRERX, FIIREERIA0MB/s,

WERMES | EHEERS SHEREBRNEME N FNEH I
Ensll SLAIFRERISRISES], KERRIEIRE S S D RS
AYSCRIEE—2 o

R EE FH N HIREEISES] £, SNOBSEH=EH
Bz &M T EEIE ERiTEERE, IRERHSHD
SHIREIRERX, FIREERHA0MB/s,

KEFIHNENE | EEHIEEIRS SIS ERIEEN 8= L&D, IREE
yiai i E1f=1 Bf. BIARELAIREIE.

SRR EEEERTE S, SMOBSEMD T BHIEE—
ZAt B mEwRIE 28D THEIELA E#iTeEIRE,
BEMIZEEMIIEEE S, REKFILAIRIEIE
25X, FYKREEREI30MB/s,

SASRRZS 01 (2023-01-30) WA © LR ABIRAE] 177


https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_backup_restore.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/data_restore_time.html

AR EERSS

ESEINE 7 NIJECEE
SO & =L fR
#HiEx | Ed mongoexport¥lmongoimport@MongoDBEFixBET
® mongoexport | NFMIRETE . EoJLAEARMIRFIECSH LA

0 MongoDBZ Fii, i@iImongoexportfimongoimport

mongoimport | TEISEEMongoDBEIEE E it =##EEMongoDB

TEHIEBHEE | EFBELHI=DDSEH,
E5E2BRIMongoDBEURFFIFREISASEIERE, FTEE
{EEFmongoexport T EXS S itfiEliE . BEIT 4 =RS
25 AIiAIE) S EIEERYIZ S, A mongoimportTE
YGERNE S SRS EIR AR SS -

iy 0 mongodump#Imongorestore@MongoDBE FimE T

mongodump | IFHDIKETE ., EoJLAEARMISEIECSHRE

1| MongoDBZ i, i@idmongodumpfmongorestore

mongorestor | TEIi$EZEMongoDBEIEESE M =EIEZEMongoDB

e TRIFBHIE | TBELHNZDDSLA,

Hib=#iEE | #UEE4IIRSS ( Data Replication Service, f&#RDRS)

MongoDBiT | SZiFiSHEh=MongoDBEUE EREIEITIS IR = SN

BELA= 1EFEBRSZ ( Document Database Service, LA T&R

DDs DDS ) sEfll, 1813 DRSIZHAISCATIFS(ESS, LR
%ﬁﬁ%ﬁ&¢ﬂ%ﬂﬁﬁﬁxﬁm,ﬂ%¢%W@%
I\,

FibEgE HIEE4IBRSS ( Data Replication Service, {&FRDRS )

MongoDB%{ | iFIEAHEMongoDBEEEHIEIE T EARA R ILEIE

EETBRESL | ERS ( Document Database Service, LA T{E#R

JIZ=DDS DDS ) 3£fll, i8I DRSIZHAISCRHIERS(ESS, TINTEH
EEEBEREPWSTIEIEERET, WSHkhdiEes
ME o

ECSE# HIEESHIARSS ( Data Replication Service, {&FRDRS )

MongoDB#l | ZIFEECSHEHIEFEEIETREI AT X EEIRER

BEITEERL | %% ( Document Database Service, LAT{&FRDDS ) 5C

J9Z=DDS B, B3 DRSIZHAISTATIFRB(ESS, LIMELIEEFTE
IR STIEIREAE, WSHEiTEE&RIME .

£H=DDSIE | MTADDSELAIFEERFixMongoDBEIEERNES AL E

BERPFiR o

MongoDB#{

YERE

TEL | BUMELHIER | IR ERS SOHESEIRFELAIEIR, B EEX
15l S FIRBISER .

EAELAIRY HFPCIEERYEERE. BIAEMET SSLAIRICPUFINTE

CPUFIREFM | AR EW ST R, ATLAEEHIG#HTCPUTIN

= FHIEEE,

T awE FEE W SSHIRRIIEIN, FEREABHNEIRERES ST EE
WERK, XY, BEBEALOIHITHRET F. ¥'&X
flZE==EANEREHTEREEZT K.
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