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9-1 LHRZEREHBIRE

PFHE On-prem laas PaaS 5aaS

BFRS
EFSHHUR
iz
FREl
R
BT
RERG

Hiliie s

EFEE EARSEE HBEE

ZLREHEETEHIN, LA, IBRFERRR. AZF ERpIERES, &~ (41
9%, B, B MR B BMERS. MEF ) AEFREeiEfnER 5%
AHEEHET, XU EREEFPEERENREIURTEFETEERIZIRSS
WNE HEARZERELEEER, ZERALETESISEREFRRINRRS
%35! (HlENlaaS. PaaS. SaaSPRSS ) » FNEIMNTIRSZERIF, BMEMAUEEINA
@, XEHTEAZESEZFPHIFIERERE.

o TEOn-premiz=T, AFEFZ=EMEHG. TEFEIESERILEMEHIN,
=y S V= PO g SR LS e

o HlaaSim=RT, EFEHIEMREMIRMEIMIPTEEN, RIEAFEEMUFIRERM
IRIEIMIPFFEEHIIZET(E, AIMINAERNGEGRE. FRRITZE, LA
RABXAEM (a0hiE. BEERIERS ) WRREE. BERE. ZEHF

BhEF.

o fPaaSip=T, EFRTHESMENNABRAE, WEMTFESEHIPEMLE.
HiERE . MEEFINESREMRBIE.

o fSaaSip=T, BEFMEFAS. WSTINREGEHIN, EFRFEMTFEEN
BRRIFLARGZEM . WSHBURRIEENRIPS

9.2 BmAIEShiaEE

IARATVPNIEESZFFBE T Z=ER (PSK) BRXIXJURMKEHTRMHIIE,

REiRMXEENFAEZZAFIVPNIEEE BN = 2BEENN, S{HIIEAEE
Bid, VPNIEZEABERINGEE o
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A %%
9-2 BHFNKIAEE
PSR B

i

Eﬂ E 1| PSKEbiEER
o
=l [ 1-'

St 5

axakE:
==

9.3 HURRIFRIAR

o APl
VPN

VPN % VPC

o IHEAZRVPNEETFIKE/IPsecthi¥ik, RIEIPEZEHIFFER A, HIPEIECRME
NIZ SR E MY, BRBPHIEEATENS (Winternet ) E#FHEL. tHRFAE

o

o MAPHEEIEBUSAZRVPNIERR, FJLEREEEFNEERHITIIEIAERE

RYECE

IR AR VPNIER RS ERIELZ 2 NS ENRHEFNER R = VPNERERET
BSHRBATR.

% 9-1 it A\ = VPN HEEECE S HI5 R

8% izl
IKESRRE | hRA o 2
o vl (IRALZEMRE, MRAFIREX
FV2RRA, B2, EZEEVPNE
B RAXEYT )
FANBCE N v2,
INIEELE INIEHEREE, IEHNEE:
e SHA2-512
e SHA2-384
e SHA2-256
e MD5 (WEZEZEMRIEK, BEER)
o SHAT (WELIZZEMRIK, BER)
BUAECE . SHA2-256,
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FERNE SRE
S5 ol
n=&x m=E&xE, ZHEEE:
e AES-256-GCM-16 ({X{MhRVPNZ
)
e AES-128-GCM-16 ({X{MhRVPNSZ
)
. AE§—256 (LtEEZ2MRK, BIE
FB
. AE§,-192 (LeEExZe MK, BIE
FB
. AE§—1 28 (ItEXZeMRIK, BI1E
H
e 3DES (IWEZLZEMRIK, BEA)
ZRIABCE N AES-128,
DHEX TEHNEE
e Group 21
e Group 20
e Group 19
e Group 16
e Group 15
. Gro)up 14 (IHEEXZ2HRIE, 1BE
=2
. Grc))up 5 (kExEZeMRIR, BIE
FB
. Gr(;up 2 (tEEREMRE, 1BE
FB
. Grc;up‘l (hEZZE2MRIK, BIE
FB
EIABCE S Group 15,
IPseciE | INEEX INEREHREX, IFNEX:
i e SHA2-512
e SHA2-384
e SHA2-256
o MD5 (ItEiXZ2MRIK, BIER)
o SHAT (WEIZZ2MRIK, 1BEA)
BRIAECE . SHA2-256,
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24 15488

IR mEEx, NG
e AES-256-GCM-16
o AES-128-GCM-16

. AE§—256 (EEELZEMRK, BE
H

. AE§-192 (B ELZEMRK, BE
H

. AE§-128 (EEELZEMRIE, BE
H

e 3DES (ItEXZ2MRIK, BIER)
PRIABCE 9. AES-128,

o BIgANZ=VPNR2XRFSSL ( Security Socket Layer ) /TLS ( Transport Layer
Security ) tMYINZRISIC, (RIETHUBRINBIEREY, BRAPHBRERR
248 (Winternet ) EFEFEN. tHRFIEK .

HLITAZVPNZISHIEAEREIENER BIRAZVPNEERESHIRAMT.

% 9-2 Rix \= VPN EiEAESHIHA

2% 15288
INEE X e SHA2-384
e SHA384
mzEgx e AES-256-GCM-16
e AES-128-GCM-16

SENRIEZ 2 PFS
PFS ( Perfect Forward Secrecy ) 3§— M PsechRiBHIZBRIEAR , s/ ImEbEFIERY
Zet, AAXEERENERZEEEEXME . R AZVPNEIAFFSPFSINEE
FMPsec VPNIEZHEZE/D—NPsechHBAHR, BN IPsechBEFRH—EMIIAYZEHAR
RIPAPRE.
IHRAZVPNZIFRIBEN T :
e DHgroup 1 (WEXLEMRAE, BIEA)
e DHgroup 2 ( WEXLZEMRIK, 1BIER)
e DHgroup 5 ( WEIZZE MBI, EIEM)
e DH group 14
e DH group 15
e DH group 16
e DHgroup 19
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e DH group 20
e DH group 21

9-3 PFS
f:? I I IPSECI.Eﬂl [ 5A1) I'JIFJM
S 5 1' [PrechEMz [ 5A2 )
HiEh) wis VPN VPNFI% VPC
NEW
MERKE R X IPsecIZRFFISEIFH—MEI, BLEEERFRETESRX
HREIREIEEHITIG . VPNIRS AT BIEKINEE .
9-4 ERITERIE
FHEEE L Hhe
O REIHHT
g | {EstiEs |
ﬁE@u
................................................ © HER/
IS
RFEE

g}N%ﬁ%ﬂa’éﬂ\ﬁiP@UEﬂﬁﬂ’ﬂVPNM%, RMEFMXIREIEIFES, WIREF
5 E§ o

ZAFIEN W ARVPNZ IS, RERRVPNASZ S,
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F=ENE o %L
9-5 HiERE
HEFIUA HHE
el )
ol |2 [ | UFN
oEHI = NI VPNERE N4
EPA BPA FEPA BPA
SR o e VPNRIS VPC
EHERIB
= AT 3
HE—C ®
= "/ VPN N4
FFB RFB B FiFB
SRR GRS

VPN 3 VPC

an_EERBIF, FAFARIVPNRISK & EHEXS A BRIVPN X A= o

9.4 Hit5HE

VPNIZTHFCRAFPKS A HIFTERIREE . MERFMENEH, LIBEXHEHHSAIE
FI=EHITARSS (CTS) , LMERFES. SRitFiBE.

9-6 Hit5HE

SN O FitEs —

E =il it )
(UPn ) L b{

." W —
A/ —
VPNIESE CTSEFiHES s
HESChERE:
MEEEFITEE, BE2RBEEHITAE.

9.5 IRSZHIE

VPNIZHINAZAREES, BN EIZRVPNMXRT, TiFEYHFIregion FRIFNAZEIEE
VPNRIX, FMENAZEIE—RRIXTiRMIAIVPNIEREE

ZAFE N ARVPN R, REARVPNASIFF o

MA4RRAS 01 (2025-06-30)

WRIERE © HERRARBIRAT

26


https://support.huaweicloud.com/intl/zh-cn/qs-cts/cts_02_0002.html

FEILE AL

PR 9%

9-7 EEH=

i EFEEL R

, HEe | = T, VPNiEREL A AZL

el S 6 ) _®
i [ IS NS VPNIER2 S/ An

| e RIS VPC

| VPNRI%

HEA—PAZTRIVPNRXSVPNERZ A EHIE, RE=BiERETREIS—
VPNiEE L, RIEBAFPWSIEEET,

9-8 HIfENIF=

HFEEL LSy
VPNIEEL
EEEE FPI N
3 E SN AF2
#Higdly Tt VPNigz2 VPC
VPMNREIZ

SASRRAS 01 (2025-06-30) WRIERE © HERRARBIRAT

27



BT ML
=P 10 NRETE

1 O PRELE
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10.1 EF IAM HTIESIE

MREFELENZ EWIRIVPNER, SEWHRIRTIRERRRYHENER, LA
FTERTZERMURIES, EALUERS—BDIMIERSS (Identity and Access
Management, &FRIAM ) BATHEHARIIRELE . ZARSEHAFSMHINE. RS
fo. inaEHIEIEe, TSNS R St RIRLIE.

BIIAM, SRLUEKSHERTEEIAMAR, FENEHRTXHENTEIRENAE

SEE. FINEHNRTHEARREFAIIAR, SREMIIFEVPNRIERNR, B

AR EMIIBERIRVPNESCRERNINIR, BBAETLUERAMATEAZEIE

EF', BIIRFNEEERVPN, (BEARRIFHIFRVPNEIIR, ZEHIEMIIVPNEIERRY
RSB

MRFAKSELEHEEHER, TFZ2CFIMTIAAMBRHEITIRERE, &0
LIBKEAET, A2mEERVPNIRSHIEEINRE.

IAMZHENTRHAREIZRVEAIRSS , THAERATER, BRFENERSHRY
RFHITHEE

KTFIAMBYFENE, BSRIAMFmITaE,

VPN #XBR

AINBRT, EEREIZNAMARKEEHUNR, FTRSEMANBRE, HEHEF
EFTFRIBNAE, FREESAAEAPIIAPREXNNAIIR, X—FEMIsRN.
BIE, RPMALETHIRFRINRIS AR5 EHI TR

VPNEREITEIMIEX XS, NIRBRRS . BN, “BICEE" BE®RR “i5
EXFMEER" , AREEEXE (WMITX-24 ) WRAYIRE (ap-southeast-2 )
FIREEFR, HEIZBIRILIREER; MR “ISHCcHE " &g “raR
B, WZAPRERE XERE P&E . HEVPNRT, BEAIIREENXI

RIERIUSHEEE D NA BRI,

o AR IAMEYIEMAI—FMREIER A0 T(FEREEE MAPRATAE R AN . 1%
MHLABRSS ARE, RIEBIRARSEXAERATEN. BTENEZRSZE
FEWVSEKBAR, RILEAFRETHEN, FREE—HEFRBAVE S
&, ZFREIEMsTRIlSS . AEFAREHERPIHERLEINIER, TETEiX
BB RV Z 2 EEE K
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10 NRETE

o RER: IAMEIIRMHAI—FAREIZINGIRES], AILUSIHEIEAIRSSAVRIE. &
BLARISREMS . ETRIBRENE—MENRIEAIRNGI, sEgmErl
MBPRE/IMUII R EEEER, FIa0: $HXIVPNERSS, EIERREEBESIAMBR
XBEXI R —RVPNRIRH I TIEERIEIRRIF .

gNZR10-1F7R, B4E 7 VPNEIFE RAEIR .

% 10-1 VPN ZFZR

Aot/ Rg | Bk ki R
2R
VPN VPNERSHIERZ MR, B ZNRERY | -
Administrator | FBFPBVPNIRSZSFRIEHRITIR
(THFE | zaearn, SEERRETER
/) MAVMAE: Tenant Guest, VPC
Administrator,
e VPC Administrator: ITBEZRERE,
ERIRB Sk,
e Tenant Guest: ITBZHKER, 1£E
IMEA A%,
VPN VPNIRSHIERE TR 2R3 A%actionF!]
FullAccess 88 regionZkfYactionAgefL
(#E=FER ) FraEgsEMNactionFIFAWIRERE | EER—RE, FE
N, BEEIAMUETEMES. £ Baction:
e "tms:predefineTags:li
st"
e '"scm:cert:list"
e 'scm:cert:get"
e '"scm:cert:download"
e "iam:identityProvider
s:getldentityProvider
e '"iam:identityProvider
s:listProtocols"
VPN VPNIRSHIENR, BB ZSRAIAR | £BRs3A%actionFl]
ReadOnlyAcce | {NBEEEVPNERS FTHIRIRIEE . regionZkHYactiongEHL
ss 588 BER—%E, T4
FraE gl action T3 (e IR EE £ Baction:
W, BEEIAMUE TRMEE. e "tms:predefineTags:li
st"
e '"scm:cert:list"
e 'scm:cert:get"

X VPNERBRESRESEIPRNX R E Titm AR VPNE B ES KRR RATRINK
R, BAILISRIZRERSENRESIR
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£ 10-2 ih:5 A= VPN EFIRESRSGNRAIIXER
BME VPN VPN FullAccess ( # | VPN
Administrator | ZF#E) ReadOnlyAccess
( FHEFERER )
BIRVPNRIR v o MUBRVPN: v | x
o LRHFRVPN: x
BEifVPNR X i
EiGVPNMXFIZE i
EETVPNRIE o {™IARVPN: v x
o ZZHARRVPN: x
o ZZBARRVPN: x
BUERVPNER: v o ™IARVPN: v x
o ZZHARRVPN:
HFiFVPNIERE: i
HifVPNIERESIE i
EHVPNIEREE v o 1VRRVPN: v x
o ZZHIFRVPN:
MIBRVPNZERE v o IRRVPN: v X
o ZZHFRVPN:
EUFESOPTES v o IVARVPN: X
o ZZHRRVPN: R
737
EREINOP RIS v o IVARVPN: v
o ZHERVPN: AR
K
B fimxFIE | vV o IVERVPN: v v
o ZHERVPN: R
K
BEFXTumMI < v o IVARVPN: X
o ZZHARRVPN: R
JE
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AR B X i Pl > v o IVARVPN: X
o ZEMPRVPN: K
N1
124
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BME VPN VPN FullAccess ( # | VPN
Administrator | F{EHH ) ReadOnlyAccess
( FEE=ER )
ellfE LS e AR A v o IARVPN: v x
o ZZHERRVPN: x
EEREE v o IARVPN: v v
o ZZEARRVPN: x
BiEEmsE | v o 1BAIARVPN: v v
o ZZHARRVPN: x
fRIpRIZERZ I v o ™IERVPN: v x
o ZHARRVPN: x

ST RISATVPNEBIRMESRENIRAIEINK R, BAUSRIZFEZESERNIR
FAUR

= 10-3 ZBig\= VPN ERRIESRANRAVXER

BME VPN VPN FullAccess VPN
Administrator (3EEFFEER) ReadOnlyAccess
( FHEFERER )

Ve EERZRIRAN |V i x

ZVPNRIE

TLHEEFEAZIRN |V i x

Z= VPN Y S

BEHRIRAZVPN |V i x
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HFRIKEANZVPN |V v v

ESEIS]

HHRIEAZVPN |V i v
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BHFLRIKEANZVPN |V i v
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BME VPN VPN FullAccess VPN
Administrator (3EFFEER) ReadOnlyAccess
( FE=ER )

BUERVPNIRS % v x x
£ BEiR35H%actionFl
regionZkHYactionA~
BEBcETER—ERER,
FEMNTES
action:
scm:cert:get
scm:cert:list
scm:cert:download

'EF—PMRXTE |V v v

RBIREE

EHISERELR | x x

i 2BIRSMactionf!]
regionZzAYaction4~
BEECEER—REE,
FEWTES
action:
scm:cert:get
scm:cert:list
scm:cert:download

SHREIRXINAY |V v x

ERiGcEERE

REGCAIEBRIEE | V v v

{3

SEANERIRCAILES | V Vv x

1B Z= FixCAIES | v x

BERAEFIRCAILES |V v v

M= FiwCAILES | v Vv x

=EGHEPTRRE |V v v

RSBiIREE

BlEEVPNERF v v X

BRVPNAERSIE |V v v

{EVPNE v v X

EHiFVPNARF v v v

HIpRVPN v v x

XH5hRA 01 (2025-06-30) IRIERE © LA/ ARBIRAE 32




FEILE FAMIES

22D 10 IUREE
HRIE VPN VPN FullAccess VPN
Administrator ( EE=(ER ) ReadOnlyAccess
( AHEFE(ER )
{EeXVPNEEFZEDS | v x
SEVPNAEFEDR |V v x
BUIZVPNAEFH v V x
BiFVPNAEFAHES |V v v
x
VPN FH v v x
&HifVPNARFAH v v v
fHBRVPNAFE v v x
WIIVPNARPZEIE | v x
MFRERVPNER |V v x
EiGHEHAVPNER |V v v
BUEBVPNILERE] | V v x
BFVPNIGIEERE | v Vv Vv
IES
{EZVPNIGEEREE | V v x
EiFVPNILaHRE |V v v
FHBRVPNISEIREE | v x
&EP2C VPNRIX | v v
AKX
MERINRIFIRE v x
HEMIRFRRE | Y v x
BEREREES |V v v
RRLHIFIER
BORE FRRE |V v v
s
BERFELHES |V v v
RIRIREIIER
BORFEIREIER |V v v
X

e IAMFRNA
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10 NRETE

10.2.1 VPN RJ><

PR

XIRZAPIEL]

IR
(Action)

HREREIHRAR TR

IAM
g
(Proj
ect)

EALIR
=|
(Enter
prise
Projec

t)

ellE=S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcpcs:get

e vpcisubnets:ge
t

e vpcsubnets:lis
t

e vpc:isubnets:cr
eate

e vpcisubnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:c
reate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:ports:.creat
e

e vpc:quotas:list

e vpc:bandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

v
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Fma

10 NRETE

PR

STRZAPHEC

EIR
( Action)

AR RAR

IAM
InH
(Proj
ect)

TEALIR
=|
(Enter
prise
Projec

t)

e vpcirouteTable
s:update

e vpcrrouteTable
s:.get

e vpc:bandwidt
hs:get

=4
VPN

GET /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:get

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:bandwidt
hs:list

e er:instances:lis
t

e erinstances.g
et

e vpcvpcs:list
e vpcpcs:get

e vpc:subnets:.ge
t

e vpc:subnets:lis
t
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FERNE 10 IUREE
AR X RZAPIHEC =R I AIIZAR T IAM | 2IVIR
( Action) mB | 8
(Proj | (Enter
ect) | prise
Projec
t)
&#if GET /v5/ vpn:vpnGat vpcpubliclps:g | v x
VPN | {project_id}/vpn- eways:list et
XK3UZ | gateways vpc:publiclps:li
st
vpc:bandwidt
hs:list
er:instances:lis
t
er:instances:g
et
vpc:vpces:list
vpc:vpcs:get
vpc:isubnets:ge
t
vpc:subnets:lis
t
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STRZAPHEC

EIR
( Action)

AR RAR

IAM
InH
(Proj
ect)

TEALIR
=|
(Enter
prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpcsubnets:.de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpcrouteTable
s:update

e vpcrouteTable
s:get

v
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STRZAPHEC

EIR
( Action)

AR RAR

IAM
InH
(Proj
ect)

TEALIR
=|
(Enter
prise
Projec

t)

i3
VPNRY

DELETE /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:delet
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpc:ports:delet
e

e vpcrouteTable
s:update

e vpcrouteTable
s:get

v

i

VPNRY
XA
X (V5)

GET /v5/
{project_id}/vpn-
gateways/
availability-zones

vpn:vpnGat
ewayAvaila
bilityZone:li
st
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PSR X RIAPHE IR AKRARIHA I IAM | fRAVIR
( Action) mE | B
(Proj | (Enter
ect) | prise
Projec
t)
&if GET v5.1/ vpnivpnGat | - v X
VPN | {project_id}/vpn- ewayAvaila
X0 | gateways/ bilityZone:li
X availability-zones | st
(V5.1)
=3 POST /v5/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- eways:impo
XiEH | gateways/ rtCertificate
{vgw_id}/
certificate
&if GET /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:getCe
XiEH | gateways/ rtificate
{vgw_id}/
certificate
B PUT /v5/ vpn:vpnGat | - v v
VPN® | {project_id}/vpn- | eways:upda
XiEH | gateways/ teCertificate
{vgw_id}/
certificate/
{certificate_id}
& GET /v5/ vpnivpnGat | - v v
VPN | {project_id}/vpn- eways:getR
XHI9EE | gateways/ outingTable
BxE {vgw_id}/routing-
table
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AR X RZAPIHEC IR I AIIZAR T IAM | 2IVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec

t)

TEIE | POST /v5/ vpnivpnGat | e eriinstances:lis | v v
ZF=VPN | {project_id}/vpn- eways:upda t
MK | gateways/ tePostpaidS
15 {vgw_id}/update- pecification
specification

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpcsubnets:.de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:ge
e vpcrrouteTable
s:update

e vpcrouteTable
s:get

Fekud | POST /v5/ vpn:vpnGat | - v v
BmAZ= | {project_id}/vpn- | eways:upgr
VPN | gateways/ ade

x {vpn_gateway_id}/
upgrade
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PSR X RIAPHE IR AKRARIHA I IAM | fRAVIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec
t)
&ifuh | GET iv5/ vpn:ivpnGat | - x
=AZ= | {project_id}/vpn- eways:listRe
VPN | gateways/jobs sourceJobs
X155
SlIES
flpRuL | DELETE /v5/ vpn:vpnGat | - x
=AZ= | {project_id}/vpn- eways:delet
VPN | gateways/jobs/ eResourcelo
XL | {job_id} bs
10.2.2 Xl
BER | MRZAPHEDO =R AREROIEARIN IAM | 7Nk
( Action ) g | mA3
(pr| (E
ojec | nter
t) pris
e
Proj
ect
)
IEEXS | POST /v5/{project_id}/ | vpn:custom | - v x
imMIE | customer-gateways erGateways
:Create
HiFXS | GET /v5/{project_id}/ vpn:custom | - v X
iwmME | customer-gateways/ erGateways
#15 {customer_gateway_id} | :get
ETEX | GET /v5/{project_id}/ vpn:custom | - v X
imME | customer-gateways erGateways
SIS :list
E#¥S | PUT /v5/{project_id}/ vpn:.custom | - v X
imME | customer-gateways/ erGateways
{customer_gateway_id} | :update
p&XT | DELETE /v5/ vpn:custom | - v x
w3 | {project_id}/customer- | erGateways
gateways/ :delete
{customer_gateway_id}
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=P 10 BRETE
10.2.3 VPN &}
LR JTRZAPHE] IR PRI IAM | &
( Action) g | A
(Pr|Ig
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
ellfES POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v v
VPNIZE | vpn-connection nections:cre a:list
v
= ate ces:currentRe
gionSupporte
dMetrics:list
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTabl
es:update
vpcrouteTabl
es:.get
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FmNE 10 NREE
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
( Action) e | W
(Pr|Im
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
=14 GET /v5/{project_id}/ vpnivpnCon | e vpc:publiclps: | v x
VPNE | vpn-connection nections:list get
=5 e vpc:publiclps:
list
e vpcbandwidt
hs:list
e eriinstances:li
st
e erinstances.g
et

e vpcvpcs:list
e vpcvpcs:get

e vpc:subnets:g
et

e vpc:subnets:li
st

=if GET /v5/{project_id}/ vpn:vpnCon | e vpc:publiclps: | v
VPNE | vpn-connection/ nections:get get

F¥B | {vpn_connection_id} e vpcpubliclps:
list

e vpc:bandwidt
hs:list

e er:instances:li
st

e erinstances.g
et

e vpcvpcs:list
e vpcvpcs:get

e vpc:subnets:g
et

e vpc:subnets:li
st
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=P 10 RS
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
( Action) e | W
(Pr|Im
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
B PUT /v5/{project_id}/ vpn:vpnCon vpcvpesilist |V v
VPNiE | vpn-connection/ nections:up .
£2 {vpn_connection_id} date vpcvpesiget
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTabl
es:update
vpcrouteTabl
es:get
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ERNE 10 I REE
BUR STMZAPIHEC =RIm HRERIBAIR IAM | £&
(Action) Img | Ak
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
iliES DELETE /v5/ vpn:vpnCon ces:metricDat | v v
VPNiE | {project_id}/vpn- nections:del a:list
= Eonnectlon/ tion_ id} ete ces.currentRe
vpn_connection_i gionSupporte
dMetrics:list
vpc.vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update
vpcrouteTabl
es:get
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=P 10 NRETE
BUR STMZAPIHEC =RIm HRERIBAIR IAM | £&
(Action) Img | Ak
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
#tE26 | POST /v5/{project_id}/ | vpn:vpnCon ces:metricDat | v v
VPN | vpn-connections/batch- | nections:bat a:list
1EE create chCreate ces-currentRe
gionSupporte
dMetrics:list
vpc.vpcs:list
vpc:vpcs:get
vpc:subnets:g
et
vpc:subnets:li
st
vpc:subNetw
orkinterfaces:
update
vpc:publiclps:
get
vpc:publiclps:
list
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTabl
es:update
vpc:routeTabl
es:get
=i GET /v5/{project_id}/ vpn:vpnCon v v
VPNiZE | vpn-connection/ nections:get
#HE | {vpn_connection_id}/log | Log
EZh=1 POST /v5/{project_id}/ vpn:vpnCon v v
VPNIE | vpn-connection/ nections:res
£ {vpn_connection_id}/ et
reset
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10.2.4 VPN i&EiEsts
LR TRZAPHE IR KRRV IAM | &
(Action) mB |
(Pr | IR
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
tlIgiE | POST /v5/{project_id}/ | vpn:connect | - v v
$ZI5#E | connection-monitors ionMonitors
:Create
&Eif)iE | GET /v5/{project_id}/ vpn:connect | - v X
ZI532 | connection-monitors ionMonitors
IES :list
fI&ZE | DELETE /v5/ vpn:connect | - v i
#EI84s  | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
& | GET /v5/{project_id}/ vpn:connect | - v v
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}
RNIN] —
10.3 &I A= VPN EUR5IZE
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FEERAE 10 I REE
10.3.1 VPN =K
BUR XS RZAPHEC] AT BRI RZARTN IAM | f2)IR
( Action) mB |H
(Proj | (Enter
ect) | prise
Projec
t)
TweeE | - vpn:p2cVpn | e vpn:system:list | v X
[EJHRZZ Gateway:su AvailabilityZo
BN bscribe nes
\;GPNW e vpcvpcs:list
e vpcisubnets:ge
t
e vpc:bandwidt
hs:list
e vpc:publiclps:c
reate
e vpc:publiclps:d
elete
e vpc:publiclps:u
pdate
e vpc:publiclps:li
st
e vpc:quotas:list
TEEL |- vpn:p2cVpn | - y x
[EHA Gateway:up
VPN dateSpecific
FHE ation
B | PUT /v5/ vpn:p2cVpn | e vpc:publiclps:c | v x
WA= | {project_id}/p2c- Gateway:up reate
VPN | vpn-gateways/ date o VDC e
. pc:publiclps:d
x {p2c_vgw_id} elete
e vpc:publiclps:u
pdate
e vpc:publiclps:g
et
e vpc:publiclps:li
st
e vpcbandwidt
hs:list
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PR XERIAPIEN NI BRI IR IAM | VIR
(Action) ImH | H
(Proj | (Enter
ect) | prise
Projec
t)
Hig®& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
igAZ= | {project_id}/p2c- Gateway:ge
VPN | vpn-gateways/ t
XiFE | {p2c_vgw_id}
HifE | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
WA= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways
SIS
BHiFL | GET /v5/ vpn:p2cVpn | - i x
igANz= | {project_id}/p2c- Gateway:list
VPNIE | vpn-gateways/ Connections
®=51%& | {p2c_vgw_id}/
connections
W POST /v5/ vpn:p2cVpn | - i X
pP2C {project_id}/p2c- Gateway:dis
VPN | vpn-gateways/ connectCon
XiERE | {p2c_vgw_id}/ nection
connections/
{connection_id}/
disconnect
FiR#E | POST /Vv5/ vpn:p2cVpn | - i x
igA\z= | {project_id}/p2c- Gateway:up
VPN | vpn-gateways/ grade
x {vpn_gateway_id}/
upgrade
HiFL | GET /v5/ vpn:p2cVpn | - v x
igA\z= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways/jobs | Resourcelob
X155 s
SIS
fIp&eE | DELETE /v5/ vpn:p2cVpn | - v X
wAZ= | {project_id}/p2c- Gateway:del
VPN | vpn-gateways/ eteResource
F*{£5%% | jobs/{job_id} Jobs
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10.3.2 fRS3im
BUR XIRZAPIEO =AIm IRERATHZAR I IAM | &
( Action) g | A
(Pr | Im
ojec | H
t) (E
nt
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ct
)
UL | POST /v5/{project_id}/ vpn:p2cVpn | e scmicert:get | v X
IKAZ= | p2c-vpn-gateways/ Gateway:cr o
VPNAR | {p2c_vgw_id}/vpn-servers | eateServer o scmicertlist
s e scm:cert:dow
nload
e vpc:publiclps:
get
e vpcrouteTabl
es:update
e vpc:isubnets:g
et
e vpc:quotas:lis
t
&Eifj— | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
WX | vpn-gateways/ Gateway:lis
THIAR | {p2c_vgw_id}/vpn-servers | tServers
FEimls
S|

E#iE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | e scm:cert:get |V X

TEMX | vpn-gateways/vpn- Gateway:u ST

. scm:cert:list
AYARES | servers/{vpn_server_id} pdateServe * ¢ '
it r e scm:cert:dow

nload

e vpc:publiclps:
get

e vpc:routeTabl
es:update

e vpcsubnets:g
et
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t) (E
nt
er
pri
se
Pr
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)
SHihk | POST /v5/{project_id}/ vpn:p2cVpn | - v X
Simxd | p2c-vpn-gateways/vpn- Gateway:ex
MNAYZE | servers/{vpn_server_id}/ | portClientC
FiwEE | client-config/export onfig
B5ER
BE&CA | POST /v5/{project_id}/ vpn:system: | - v X
IFBHY | p2c-vpn-gateways/vpn- | checkClient
AiElE | servers/client-ca- CaCertificat
certificates/check e
SAZE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:i
P servers/{vpn_server_id}/ mportClien
client-ca-certificates tCa
8z | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FimCA | vpn-gateways/vpn- Gateway:u
iuEh servers/{vpn_server_id}/ pdateClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
HifZE | GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
FimCA | vpn-gateways/vpn- Gateway:g
iuEh servers/{vpn_server_id}/ etClientCa
client-ca-certificates/
{client_ca_certificate_id}
iB&Z | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
FimCA | p2c-vpn-gateways/vpn- Gateway:d
uEh servers/{vpn_server_id}/ eleteClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
& | GET /v5/{project_id}/vpn- | vpn:p2cVpn | - v X
FTH | servers Gateway:lis
FrEik tAllServers
FEimfs
1=}
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)
BrFFZZ | POST /v5/{project_id}/ vpn:p2cVpn | - v X
iGNz | p2c-vpn-gateways/ Gateway:di
VPN | {p2c_vgw_id}/ sconnectCo
FKiEHE | connections/ nnection
{connection_id}/
disconnect
BEHLE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | e lts:logGroup:l | ¥ x
igA\Z= | vpn-gateways/ Gateway:u istLogGroup
VfNJ‘-_‘E {p2c_vgw_id}/log-config pdgteConn e lts:logStream
BHE ectionsLog listLogStrea
[i=1 Config : g
m
Big4& | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v x
igA\Z | vpn-gateways/ Gateway:g
VPNiE | {p2c_vgw_id}/log-config | etConnecti
e = P onsLogConf
=1 ig
flERZZ | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v x
IBAZ | p2c-vpn-gateways/ Gateway:d
VPNIE | {p2c_vgw_id}/log-config | eleteConne
e = P ctionsLogC
e onfig
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)
Bz POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:create
= servers/{vpn_server_id}/
users
#t26l | POST /v5/{project_id}/ vpn:p2cVpn | - v X
##2VPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Create
users/batch-create
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:list
P%IZE | servers/{vpn_server_id}/
users
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:updat
= servers/{vpn_server_id}/ |e
users/{user_id}
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:get
= servers/{vpn_server_id}/
users/{user_id}
illiES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:delete
= servers/{vpn_server_id}/
users/{user_id}
#LEM | POST /v5/{project_id}/ vpn:p2cVpn | - v X
FRVPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Delete
users/batch-delete
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EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:updat
%3 | servers/{vpn_server_id}/ | ePassword
users/{user_id}/password
ES= POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:resetP
FZRG | servers/{vpn_server_id}/ | assword
users/{user_id}/reset-
password
elzE POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- Gateway:cr
PH servers/{vpn_server_id}/ | eateUserGr
groups oup
718 GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:lis
P4B%\ | servers/{vpn_server_id}/ | tUserGroup
= groups
5 PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- Gateway:u
P servers/{vpn_server_id}/ | pdateUser
groups/{group_id} Group
&#if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ | etUserGrou
groups/{group_id} p
IR DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ | eleteUserG
groups/{group_id} roup
s POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:a
FEI4H | servers/{vpn_server_id}/ | ddUsers
groups/{group_id}/add-
users
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HpReE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
AVPN | p2c-vpn-gateways/vpn- Gateway:re
=)= servers/{vpn_server_id}/ moveUsers
groups/{group_id}/
remove-users
&Eig4H | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
AVPN | vpn-gateways/vpn- Gateway:lis
=)= servers/{vpn_server_id}/ tUsersInGr
groups/{group_id}/users | oup
10.3.4 5[R0S
PSR X RIAPIE IR IRERATHEAR I IAM | &
( Action) mB |
(Pr | Im
ojec | B
t) (E
nt
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)
elbEd POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNij | p2c-vpn-gateways/vpn- Gateway:cr
[a)5ER& | servers/{vpn_server_id}/ | eateAccess
access-policies Policy
=Hih GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ5 | vpn-gateways/vpn- Gateway:lis
[B)5ERE | servers/{vpn_server_id}/ | tAccessPoli
e access-policies cies
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EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:u
iBEkRE | servers/{vpn_server_id}/ | pdateAcces
access-policies/ sPolicy
{policy_id}
&b GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNiJ3 | vpn-gateways/vpn- Gateway:g
BERkE | servers/{vpn_server_id}/ | etAccessPol
access-policies/ icy
{policy_id}
DilES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNiJ | p2c-vpn-gateways/vpn- Gateway:d
iBEkRE | servers/{vpn_server_id}/ | eleteAccess
access-policies/ Policy
{policy_id}
10.4 fRS ATLEORAINGIZE
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&if GET /v5/ vpn:quota:li | - v x
VPN#CE | {project_id}/vpn/quotas | st
4
10.4.2 VPN {53
BUR XTRIAPIEO =R KHRRIIEAIR IAM | &
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(Pr | I
ojec | H
t) (
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ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags.create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vpn:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
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HFE | GET /v5/{project_id}/ vpn:resourc | - i i
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&R | POST /v5/{project_id}/ vpn:resourc | - v x
JBESLA5) | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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https://support.huaweicloud.com/intl/zh-cn/bestpractice-vpc/bestpractice_0006.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-ecs/zh-cn_topic_0130995884.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-er/er_03_0001.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-natgateway/nat_bestpractice_0001.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/vpc_plan_0004.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-cc/cc_04_0001.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-ces/ces_14_0002.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-iam/iam_0426.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-tms/tms_10_0002.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-cts/cts_01_0003.html
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https://console-intl.huaweicloud.com/vpn/?locale=zh-cn#/vpn/s2cVpn/vpngw/create
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_10_100.html

EINERMLE
A 12 EAMEE

12.2 SSL VPN

SSL VPNER—FhETFSSLIMYRIEIME BMERAR . AIFZERPEINZNSRESE
sl A ER AR TR o

E= FEIRIHEAEVPN, NRFEEMWSLEIFAZVPNRE, EafLIEHEIZEIESE,
FAChEE:
LI ANZ=VPN

12.3 VPN <

VPN EINE FMESER FRIEIMMK, SAPANLE . MR ORISR
B EFNEER . VPNMXFEESBPEEP ORISR XE SR .

A

o BIEIASAZVPNRIX
o BIERLEZBIRVPNRIE
o BIEZIRAZVPNRIX

12.4 VPN E#=

VPNIEEER VPN XA iR X Z BRI EBIE, (EFHIKERIPsectMYIHERmEIEHIT
nZE, RESEREE.

EP SR

o SUEDIERVPNIERE
o GIFELEZBRVPNIERE
o {HARVPC. VPNRI¥E. VPNIER?

12.5 VPN KT 5
VPN Bl R = A ais s, BINVPCAFRAPMEIEFRORNTES.

o UIRFIEGHEEE <=10Mbit/s, WA EFE—IREII10Mbit/s,
o UIRFAWHEE >10Mbit/s, MAZSESHAEERIFTE .

RRERRITEART, VPNMXATHEX/NEION, ENEIRIESIRRERRR
BFEX), UREAEFERIESIHaSH~EXETERS.

12.6 Zim+M
AHFFUETVPN SRR TER, SRMEAT.

o FNEI : FATRSIREEZHTVPNBEEHNFN . MIREFHITVPNBEAIF
MEBFEIZVPCH, EINRAXMTS.

SRS 01 (2025-06-30) IS © ERRAGIRAT 63


https://console-intl.huaweicloud.com/vpn/?locale=zh-cn#/vpn/p2cVpn/vpngw/create
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_10_102.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_04_0421.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_04_0421.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_ug_p2c_00002.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_04_0441.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_04_0605.html
https://support.huaweicloud.com/intl/zh-cn/vpn_faq/vpn_faq_00032.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vpn/vpn_04_0431.html
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https://www.huaweicloud.com/intl/zh-cn/global/
https://www.huaweicloud.com/intl/zh-cn/pricing/index.html#/vpn
https://developer.huaweicloud.com/intl/zh-cn/endpoint
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