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dwsk2.8 | AR [ 32 |25 | 100GB | 800 100 | 640 |2
xlarge.k | M 6 ~ 0
m2 16000
GB
dwsk2.1 | AR |48 |38 |100GB | 1200 | 100 |960 |4 | BERHAIL
2xlarge | M 4 |~ 0 g, ERTS
24000 FirEem
GB T, SHEE
ZEAEFIA
dwsx2.1 | X86 | 64 | 51 100GB [ 1600 | 100 | 128 |4 =
6xlarge. 2 ~ 00
m7 32000
GB
dwsx2.1 | X86 |64 |51 | 100GB [ 1600 | 100 | 128 |4
6xlarge. 2 ~ 00
m7n 32000
GB
dwsx2.1 | X86 |64 |51 | 100GB [ 1600 | 100 | 128 |4
6xlarge. 2 ~ 00
m7 32000
GB
dwsk2.1 | AR |64 | 51 100GB [ 1600 | 100 | 128 |4
6xlarge | M 2 ~ 00
32000
GB
dwsx2.2 | X86 |96 |76 | 100GB [ 2400 |[100 [192 |4
4xlarge. 8 ~ 00
m7 48000
GB
SMASRRAS 01 (2025-09-23) RIS © ARITTERARBIRAT 14



HIRCERS

RN E 3 BB CEMIS
ks |CP |[vC | A TR | A | K | #IY | DN | ERG=
R U (PU |F |TFHiES (& | (G | 7FiE | &
() ( |2 B) =]
GB
)
dwsk2.2 | AR |96 |76 | 100GB | 2400 |100 |192 |4
4dxlarge | M 8 ~ 00
48000
GB
dwsx2.3 | X86 | 128 | 10 | 100GB | 3200 | 100 | 256 |4
2xlarge. 24 | ~ 00
m7 48000
GB
* 3-2 FE—K 114 ZEIME
MBI | CPU | vCP | BFF | BBRFE | K DN¥ | ERA=R
et | U (6 | fARE (GB) |E
B)
dwsx2.h.xl | X86 4 16 | 20GB~ |20 1 DWSEINI I
arge.4.c7 2000GB 1%, —RBETN
i, ZIREY
dwsk2hxl |ARM [4 |16 |20GB~ |20 1 AR
arge.4.kcl 2000GB g,
dwsk2.hxl | ARM | 4 16 | 20GB~ |20 1
arge.kc2 2000GB
dwsx2.hxl | X86 |4 16 | 20GB~ |20 1
arge.4.c’n 2000GB
dwsx2.h.2 | X86 8 32 | 100GB ~ | 100 1 BERFHNER
xlarge.4.c6 4000GB Bl EREE
CEEEEIRE
dwsx2.h.2 | X86 8 32 | 100GB ~ | 100 1 S
xlarge.4.c7 4000GB
dwsk2.h.2 | ARM |8 32 | 100GB ~ | 100 1
xlarge.4.kc 4000GB
1
dwsk2.h.2 | ARM | 8 32 | 100GB ~ | 100 1
xlarge.kc2 4000GB
dwsx2.h.2 | X86 8 32 | 100GB ~ | 100 1
xlarge.4.c7 4000GB
n
AR 01 (2025-09-23) WS © EARUBRABRAT 15



IR CERSS

@A 3 IR CEME
AMBRIR |CPU | vCP | AFF | BHRF | K DN¥ | (EFZ=
224 | U (G | ERE (GB) |&
B)
dwsx2.h.4 | X86 16 64 100GB ~ | 100 1 WETEFINE
xlarge.4.c7 8000GB T™ER, EATF
FAREB A K
dwsk2.h4 |ARM |16 |64 | 100GB~ | 100 1 HIR20LAPS
xlarge.4.kc 8000GB &%, BIR
! =, TR
=41
dwsk2.h.4 | ARM 16 64 100GB ~ | 100 1 AR
xlarge.kc2 8000GB
dwsx2.h.4 | X86 16 64 100GB ~ | 100 1
xlarge.4.c7 8000GB
n
dwsx2.h.8 | X86 32 128 | 100GB ~ | 100 2
xlarge.4.c7 16000G
B
dwsk2.h.8 | ARM 32 128 | 100GB ~ | 100 2
xlarge.4.kc 16000G
1 B
dwsk2.h.8 | ARM 32 128 | 100GB ~ | 100 2
xlarge.kc2 16000G
B
dwsx2.h.8 | X86 32 128 | 100GB ~ | 100 2
xlarge.4.c7 16000G
n B
dwsk2.h.1 | ARM |48 | 192 | 100GB ~ | 100 4 BERERIME
2xlarge 4. 24000G g, ERTSE
kel B HEHENT, 5
HEREZERE
dwsk2.h.1 | ARM 48 192 | 100GB ~ | 100 4 ===
2xlarge.kc 24000G
2 B
dwsx2.h.1 | X86 64 256 | 100GB ~ | 100 4
6xlarge.4.c 32000G
7 B
dwsx2.h.1 | X86 64 256 | 100GB ~ | 100 4
6xlarge.4.c 32000G
7n B
dwsk2.h.1 | ARM 64 256 | 100GB ~ | 100 4
6xlarge 32000G
B
MAERRAS 01 (2025-09-23) IS © ARITTERARBIRAT 16



IR CERS

FERNE 3 BB CREAS
MBER | CPU | vCP | AFF | B H =T | K DN¥ | EH#HER
8 |U (G | ERE (GB) |&
B)
dwsk2.h.2 | ARM | 96 384 | 100GB ~ | 100 4
4xlarge 48000G
B
dwsk2.h.3 | ARM | 128 |512 | 100GB ~ | 100 4
2xlarge 64000G
B
& 3-3 FE—IFTHENE
BB | CPUR | vCPU | BTF BHAfFE | DN | ERES
1 (GB) BB #
E
dws2.olap. | X86 16 128 1490GB 1 EEELEFMET
4xlarge.i3 5, ERT®EX
R KREIESE
dws2olap. [ ARM |16 |64 2980GB |1 | QLAPIMFRSE,
4xlarge kil BIiRSE, ALK
dws2.olap. | X86 32 256 2980GB 2 FEDR.
8xlarge.i3 BEIREAIERE,
ERTFEELHE
dws2.olap. | ARM 32 128 5960GB 2 T, SHEES
8xlarge kil BRI TEINS
dws2.olap. | X86 64 512 5960GB 4
16xlarge.i3
dws2.olap. | ARM 64 228 11921GB 4
16xlarge.ki
1
FEOENE

FELSBRENNE, SRR, TIREND. BREE, IKFEEEsIE
3-4,

FEOBARENE, ZMSFESEEE, TS THET STIMEERE,
REERTH=T s, WBFBEENRS-5.

AR

PIEEED EERITMBNETREEEES (Ha04U16G.4ADPU ) , FIIMMEHIZRDRIER
( dwsx3/dwsax3/dwsk3 ) R FEFESEIIRAICPUZEH,

STRERRA 01 (2025-09-23) IR © ERR BRABIRAT 17



HIRCERS

ERNE 3 IR CENR
x 3-4 FELBEEIME
HIUESZTR | CPUZR | vCP | BEF BEEE | K | DN | EHESE
4 U (GB | ZRE (G | &
) B) |£
dwsx3.4U | X86 4 16 20GB~200 | 10 1 DWSHIANII#M
16G.4DP 0GB 1, —RRFEF
U i, FEIWNIED
EINBIDRE
dwsk34U | ARM | 4 16 20GB~200 [ 10 [1 |z &
16G.4DP 0GB
U
dwsax3.4 | X86 4 16 20GB~200 | 10 |1
U16G.4D 0GB
PU
dwsax3.4 | X86 4 32 20GB~200 | 10 |1
U32G.4D 0GB
PU
dwsx3.8U | X86 8 32 100GB~40 | 100 |1 EARFHNER
32G.8DP 00GB B REREYE
U CEMENIRE
oo
dwsk3.8U | ARM 8 32 100GB~40 | 100 | 1
32G.8DP 00GB
U
dwsax3.8 | X86 8 32 100GB~40 | 100 | 1
U32G.8D 00GB
PU
dwsax3.8 | X86 8 64 100GB~40 | 100 | 1
U64G.8D 00GB
PU
dwsx3.16 | X86 16 64 100GB~80 | 100 | 1 WEELEINE
U64G.16 00GB ™ER, EBTF
DPU AR Al K
HIESOLAPS
dwsk3.16 | ARM 16 64 100GB~80 | 100 |1 ,fﬁgﬁ, B,Héj
U64G.16 00GB = AW AR
DPU 17} =3
dwsax3.1 | X86 16 64 100GB~80 | 100 |1
6U64G.16 00GB
DPU
dwsax3.1 | X86 16 128 100GB~80 | 100 |1
6U128G.1 00GB
6DPU
dwsx3.32 | X86 32 128 100GB~16 | 100 |2
U128G.32 000GB
DPU

MAERRAS 01 (2025-09-23)
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HIRCERS

ERNE 3 IR CENR
ISR | CPUZR | vCP | AF BEEfE | K | DN | ElHiES
| ] (GB | fERE (G | &
) B) |£
dwsk3.32 | ARM 32 128 100GB~16 | 100 |2
U128G.32 000GB
DPU
dwsax3.3 | X86 32 128 100GB~16 | 100 |2
2U128G.3 000GB
2DPU
dwsax3.3 | X86 32 256 100GB~16 | 100 |2
2U256G.3 000GB
2DPU
dwsk3.48 | ARM 48 192 200GB~24 | 100 |4 BEREAE
U192G.48 000GB ge, ERTEE
DPU HEMT, &
IE RS
dwsx3.64 | X86 64 256 200GB~32 | 100 | 4 ﬁ%}{f
U256G.64 000GB
DPU
dwsk3.64 | ARM 64 256 100GB~32 | 100 |4
U256G.64 000GB
DPU
dwsax3.6 | X86 64 256 100GB~32 | 100 |4
4U256G.6 000GB
4DPU
dwsax3.6 | X86 64 512 100GB~32 | 100 | 4
4U512G.6 000GB
4DPU
dwsx3.96 | X86 96 768 100GB~48 | 100 | 4
U768G.96 000GB
DPU
dwsk3.96 | ARM 96 384 100GB~48 | 100 | 4
U384G.96 000GB
DPU
dwsax3.9 | X86 96 384 100GB~48 | 100 | 4
6U384G.9 000GB
6DPU
dwsax3.9 | X86 96 768 100GB~48 | 100 | 4
6U768G.9 000GB
6DPU
dwsx3.12 | X86 128 | 1024 | 100GB~64 | 100 | 4
8U1024G. 000GB
128DPU
XA%ERAS 01 (2025-09-23) RN © EARIHERARBREAT 19



HIRCERS

ERNE 3 IR MR
ISR | CPUZR | vCP | AF BEEfE | K | DN | ElHiES
3] U (GB EaE (G |#
) B) |£
dwsk3.12 | ARM 128 | 512 100GB~64 | 100 | 4
8U512G.1 000GB
28DPU
dwsax3.1 | X86 128 | 512 100GB~64 | 100 | 4
28U512G. 000GB
128DPU
dwsax3.1 | X86 128 | 1024 100GB~64 | 100 | 4
28U1024 000GB
G.128DP
U
x 3-5 FELBEAMENE
IR CPUZE | vCPU | AFF BEmEE | DN | FRlnS
22 (GB) | &= #
=<1
dws3.16U1 | X86 16 128 2980GB 1 WEEEFINET
28G.i7.16DP FH, ERATFEX
U oW KEIES
OLAPS &S,
dws3.16U6 | ARM 16 64 5960GB 1 BB, mIilLk
4G.ki1.16DP Fitin e
U 2o
=] E*&%E’J’Eﬁ% ,
dws3.32U2 | X86 32 256 5960GB 2 iﬁﬁﬁ?_.%_%ui%ﬁz@
56G.i7.32DP NI, sHAEX
U BIEINE,
dws3.32U1 | ARM 32 128 11920GB 2
28G.ki1.32D
PU
dws3.64U5 | X86 64 512 11920GB 4
12G.i7.64DP
U
dws3.64U2 | ARM 64 228 23840GB 4
28G.ki1.64D
PU
M H%RAS 01 (2025-09-23) WA © EATTERABIRAE 20




HIRCERSS

A

4 it

HIECEIRSS DWSFRESANSI/ISOFRERISQLI2, SQLIIFISQL 2003iE%, FERIFERE
PostgreSQL/Oracle/Teradata/MySQLEHIEELR:, NEITWPBESEXREIELTIE
HEZSFHBRE R,

DWSSIESRHIRCEFRLL, EEAUTHRSEEMNS, THRRSTIBANIREE
WESERFaEE !

ZiEF

— iR BRI

DWSILHEREIS ZAN TN IR B SR F= 2B IR MITE . B FRDWSETEE
FE, EREERENBECERY, EAFENEHIBCERSSE, MAILIENL
D2 NIKES M. SAUENEWEEIECESR.

BRAZREILTRIR, HUUBNSRNBREFSHIECENER. HIRSEM0.
HIRERES . BIRCER BNt RS aHEETIE,

S5KEIBETIEER

o] LA FRARESQLEIHDFS . XI5 7Fi#ARSS ( Object Storage Service, OBS)
FHIEERE, IRTHERT

RHt—REARUHEFTRITE
DWSIEHECERFETH, nJz#FOraclefITeradatafISQLEIAIFEEIDWS,

ST
DWSRELFHIHIMPPIRIHIERE, USSR MFHES TRL, HES
ITES IR EBIRFERERIENAT, FHTIEAAIEASIRRET(E,
TS ER B REIAL

SIBIERE, MR R

DWSIEBSEFFHTNGT . BTSSR ESFRITIT, LRLVM
ISREAS SN TURIRBEAN, BBIESIEEH .
DWSEISTBIRATE, AIUERAMFIREEHAMIRRERLY (5177 ) . BiF
WS (50 ) . BIFOREIFISEN (1777 ) fHAE.

5, DWSET (BT ITS| SRR TIROINESRE, it Turbo
318, {RLLEBIEHTSIEE, IFHE. numericCEEIN T RAFRIRIETHER 2L
6, B33 Fsort/aga/join/scanS Tl TIRBILEELAL , (ESIITRREAHILA
BRIEES, ARERRISITERA.
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HIRCERSS

A

A€ IESAPS

DWSHRH 7 GDSIRERFH 1T ARMEHUEME TR .

HIF ISR ESE

M TFIEFR BRI LA EERR/D=a G, BERWMISHERA
DWSHI7#i E45s7 35 Delta Value Encoding. Dictionary. RLE | LZ4. ZLIB&E
HEEL, BeeBRIBSIBIHIEEMNAERERES, FEGRE71 . EHESRE
aTEEAE, XEEE, RAGEEH L EIEANAESE.,

2R

1ZFTY R’ Shared-NothingFFrZta, mIfERTIRIB S ERIENT =, T RES
HEIRFERE LT IE DT tRE.

" BEMRELHRT: S=MMAEMEERMIELIEIRA, &KIEtb0.8,

V' ARGESS: I OEhIFEEE. M. 2. &, &DDLE{E(Drop/
Truncate/Alter table), FRRFIT B, I SHIESAFRRT. TRH,

SIFEEFR: 8.1.1RLAERRASIFRIRAELF R, 8.1.3% LA EiRMRANSTH
T HEZHR, ARBERREHEILWSS, WSEENRDET.

(SEIEH

EEEHE

- PRSI, AFEILUEEstart transactionin S EXBE—1MNESR,

-  ZIEPEGES, APAERBHES, UBKEAGME—1FS.

- SoHhAEFEE. FEREFEHFEREE, Bifgxid. snapshot.
timestampfIEIE, DHXESNRSERE, gxidimbaItE,

- HAESIFACIDEE ( Atomicity, Consistency, Isolation,
Durability ) , #iEE—EUFIE.

- XEoHIUSEHTRLL, FIUEEHIISEERT B iR Sk & TafhIEH o

eHHARLT

DWSFrERIRIFHIZIIB ERRIE, EEIMNAEATS (CN) « #HiET= (DN)

FZEANEEEESHRIE, EBRFRIIEEERESESIENER FRFKARE

IBRIEEIET S . —3, RINEEEXTIMEHIRSS .

ze

DWSSZIFHUEERME, BT SEIEEZ 2RSS (DBSS ) X, EFMERE

Rz2EHN, FRIPRFEMBAPREIANREIELZS .. DWSEXEHEEESS. 18

S5, EHEETEN.

(7273

BRFEME: DWSIESLIREREMERIKITE . BFEXMERRE, IFN
SEFRHFERRIRTE

I SEFBRIHRARSEEMA, JLUMERERIIEIECESARS, &
ZRERTRIEL S BRI RAER R R IR, BB
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HIRCERS

5 NAn=

5 M ARiz=

IR TR

HECERRWHIEBRMIESTERES, MEWSEERK, BEMNCIHRENTEEH
ELPRER, RIS RMEE. AT, BET SWAEE. DWSFAZ Lk RElE
%Fﬁ, BEESMEE. BRA. 2 EFHE, BERHENREVERECELSF

5-1 HRCET®

DS
= | s \
& l|_|
ZEEHEEIN L HEET
1'2?%1’1%5{-:“{5%4_%5
MELHIREE
Oracle Teradata Irnpala MySQL SOL Server Greenplurn FostgreSQL

o FEIR
DWSIRHELERTFE T B, nlz#5TeraData. Oracle. MySQL. SQL Server.
PostgreSQL. Greenplum. ImpalaZEBHIESTFRFIIFBITE.

o FRBERHIECE
DWS3Z#5SQL 2003tREE, FEAOraclefIEIMEEFISURLGEHS, XiSFMEERE, o
5EABI ( business intelligence ) TET4EXIE, WS IBELRER/N,

o ZREAE
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HIRCERSS
A 5 M=

DWSSIFEUEINE, RRTSEREELZERSE, REn LHERE. B
DWSisHIEEmIEE. B8R, EAMETRE.

RYGERS D
MEESRANERINES, MREFEEEMATUMROEE. BARRAR,
RAKIRTE, RUERNME, MATUESSNREALaTER. MNENSEH
IRERPREISHE “NME” , AABD AP SEIFRUE DI ERER
B 5-2 RHIERA DT

FEES MRS (FRlE=xi Bibuseyiny fsnlingicid

SERE BrE(g BRIt a2 =t Fijbeic S ELRITmHE R e Jie=s cte 3
SR A BrEhE ZETOT Atk RO =obagiy TSR =i

RALHIEFS
DWS
e

Cae ]

Q =
oLl

BIHER

o

COM

|
Eloatteegi=] E Sl i) il vei=) b

R
o Z—othAO

LADWSHISQUIF A EENM ARG —ALD, NAFEARERRERISQLESEIH
AP EEE .

o EEFREDH
FIEIRIRID TR, DIFTARASERNKEEFE LREER.

o BIH(MGE
BT R, BIEY RRGNEIEFEEEHMEROAIMEE, ISTFPBREIEN
FErt R,

t8smBY ETL FOSLRY BI 51

HIRCEEEZNBIRZTER TIHNAR, EREEHIRKE. FiE. DFHIZ
ity NEFL. #HE. BahEEEM. 020 ( Online to Offline ) T R ARIETI
REDTZE .

s
o HiEE
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HIECERSS
A 5 MEm=

SRR, SYHE. EIHEESA
o S48

PBEREIR IR AN RIFIE S TSI R EHRREX DR RIDR o
o LAY

WS EIRREES, REMEERRATHUSEE.

5-3 #58EY ETL+SCAT BI 547

Bl
OLAPST Eiice HUEESE 2HEizE STETRRES
S
ETL I
© 08w
ETLTE COM DLF DRS
Ars=4tEeE I

Oracle Wy SEL SCL Server PG

SCRYEEE S

B HEMZR FRF-ERSLEIE, N7 IREREEIENE, FEGEREHRITE
B35#T, DWSHIRIE N EEANEIRIRE AT ST SERTEHE DT
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HIECERSS
A 5 NMEm=

5-4 SCRIEUREDHT

SRR

e

o RIEYELHINE
BEMNEHIERISRITERARSAMNER, AISERASADWS,

o SCRTISIERSTRN

ESEURHEIT oI, MREHITEE, WTAHTIN, SEIEEFFNML
%o

o AIRMEOHT
AIRSXTEIGR . X AEEIRN DT ERAEDWSHSE SHIEHITREES
Hr, SCHIRLEEURD T

HE—&
o FEEBINLIEH

- XdfEHive MetastoreTHIRETE, BEAIDMIENNEIEREN, £EAF
BlEEINR, REBIEEexternal schemalBe],

- TIEHEEHIEKRIL: ORC, Parquet,
o HISHEN

- REEOHIRBITICHNEREIR.

- BEF—SIRERICR/AIER, TREAIMNUEFEEN,
o IREEAMRE

-  (ERHesRENETITIIISHNTEIZ,

-  [FRHCHNREESEFE, BEEH.
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HIRCERS

=P =
Fmha 5 NAAS
SELECT*
FROM ex3.T1
JOIN CREATE EXTERNAL SCHEMA  ex3
internal_schema.T2 WITH SOURCE hive
on T1.col = T2.col DATABASE  ‘default’ server server1
WHERE metaaddress *10.11.11.45 CONFIGUARTION
T1.col >3 ‘/home/config’

AND T2.col <4;

@ MRS Spark
-CN e -CN |

DWS [ Z=mrEm |- | At |’ lv l
TR Hive
‘ A MetaStore ...

[ |
Virtual Warehouse Virtual Warehouse @ 1'(?
DNO DN{ DNx DNO DN1 2 Spar
Cache Cache " cache 1| cache Cache |~

a ORC Text Parq Ccsv Json

RAtH-Storef7 4319, BUMAURGRUEAN, FMIAIEIOBSIFE, SISEEITSA
EASEH, BNFANEEAGE.

HEENBEAAZSEEZE, JUBTFER AR S, SERTEERE. SERX
=, SERHEE.

SEREHEIEN, SERSR

————————

f 1

HiEaBSics @ DataArts Studio E HiRR !

1

| - = 1 ! 1
1 ] 1

: SCRISIEIR : WIREN : !

1 ! H 1

' j Fnam | ' d

! ! Biaka ! H

1 ! Kafka ! |

* 10T !

i THiNGs HiE : e i :

\ 1= BA h 1

@ e -3

1 ! 1
1 ! 1

18008 Emm | O ! |

R ! DRS i H

H i sEEEE i !

i @ HoRRE | SRS I '
1

N ! ; :

______ o e i d

i X86iH85hI g

1 mé, i3, Fl 1

EEE EeC e !

1

1

1

SHRAZFISREMREGENE (FEOBERY)

o BIFZitE4H (Virtual Warehouse, fEFRVW ) SCEVESRVREIRE, BELER
%IEEI’\JE)’(BE%, HEFVWHIEIN KBRS B o LAR A AR SSIaIR B 1EES
Mo o

o  HIEZBLEZEMVWHIZIHMEVW,
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HIRCERSS

A

5 NS

ERERIRD

[ | e

Cache Cache Cache

|
: ERVWI— W1 |
| DNO DN1 DN2 !
0 | i || e | e [ [
| |
| |
| |
| 1

|

. I
1 [RI— - 1
f:::@lﬁ__\@ﬁzﬂﬂ_ﬁl__l — I J
N - EEWL2 s 0 T T T T T mmwaa Y L
e ST T T mEwe s |
II:II: DNO I: DN1 I: on2 == T meeds =y |
i | | ¥ I N T
11 (Feshen] | | cacher] | | Fcaehel | | “JI: I | | I
o gt
E FEF ORC Parq Ccsv Hudi
OBS

o EIZHVWIEISEIES:

;;&}EM%%%%, AEEBZNVW, RFRNMSHERRNVW, SLEVWRITFE

VW2 a&EERE, SIS ZaaAREm,
VW2 B ERSCATH =,
EEVWHIA/NMEMPPZAY T RE 7B SQLI4EE LR o

BIEVWIESAHSCRTRAN . SERIIN T HieE s/ (RATE(Fl, fRIESS3E
CIRRTAREI RN

o BITEMEVWELHIF AT R:

VWESH AT S FISSHITHBAR, sHSs8HEMEVW, s8HEVWIZHFHE
5, *xFHEXR.

HEAE @B EREREVW,.

BITEEVW, EDETHBA, BAHISBEHAE.

WSEHATRERE, BahEEEEVW,

sEEVWELIIH B RRIEHR M, APiEett LR,
ETHEVW%F‘U%EIEEVW@E, e VW EIE{TRISQL, HRESEREVWER

SEPEVWIRRIR(ERRTRITEE
SEMEVWIEGAHSIE .. BEIERIER. TR,

tean: ZREZMNSEERN], BBATLUAEMNISEIHE— M EHEVW, SRR
SZENRFERE, MRWSVER—I3TRVW, WSE2(ERA—M4HRVW, 21
551, E8XAY10:00-12:0068 W 5FE, BRARILUASS1ECERIEVW, ESIEERE
VW, ESEETEHES
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HIRCERS

A

0 -z

DWSHRFRHDWSEIRIZHIGS . DWSE iR, REST APIEZHH A ERER . A&

™H

BN EDWSHIEEINRE .

R H IR CFEFINE SQL AYSZHF

LeRIFOWSEE G, FFPMOLUERSQLE Fin T BIEREest, REiTeIEEuRE
. EIEHEE. SAN/SHEREUNREEEIEIRIE,

DWSHFF1RHTPB ( petabyte ) HiStEREEER, 2RI

MPPAFURFHTAMIENESR, STHHTIIIRTF . MEBMHIT, SEIBZEIEREXDHT
MRNTRL

W7FiTE, EFBloom FilterfHash Joinffift, MERHEFH2~10Z,
TIFEXIRD HAYACtive-ActiveZ T EERESEH, RATHRAMHIE,
EFBRERAMANAINEERBEE, BHTEDT REREREE.
%?1’6%8’\]%%5%%%%, IRIBEEHIE .. BUEE. £R&EMITR, BESHTH

==,

DWSEB=&EAISQLEES:

FEANSI/ISOFRAERISQLI2. SQLIIFNSQL 2003iEiE Nk, SIFFEIZIE, 5
GBKFIUTF-8FFFEE, IFSQLIREREISOLAPSHTERES .

F A PostgreSQL/Oracle/Teradata/MySQLEURELERDS, SERE=FHIEE
ETL, BI ( business intelligence ) TR BIXHEAILE

5 Eroaring bitmap#iEEBIRXIN ENRE, EEEN. BE. HE. i
HET, IRENVBFYHIE. BRPEGSEZSE ZNB.

EMBEBES X (Range Partitioning ) Ehifi F, #iEyiFlistoXA:
PARTITION BY LIST (partition_key,[...]), i##ERFPER>IE,
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BIZBPFHZERDWS,

N L= e
A i @Yl D aa
| o SR 1 BR e

N ; @
. A OENOREENE

~ -

9.2.2 HHEEEADSLIBR D B

DWSHETLA{EEFDatabasef1SchemasLI I EHIfEE, XEIETF:

DatabaseZ[BC/AEZE S, BITEERELIMMEIINIRIEE . &1 Database
ZIEH=FFEWRLD, ISLILEERS. SIRREESE.

SchemalfgBRIA XL ARIFERZ, AILUEIZGRANTSREVOKEE A{EEIEHEIA
BIRAFPEESchemaRETEIIRANIE, NMlELWSESHITIEHE.

MERHIRBEREEZER LEE, HEFERSchemaitTIBRE . BNEAEERG
##2Schema#fiDatabase, BIEFEXAFIIRAISIE -

1.

BNMUEESIE— 152/ Schema, 8 SchemaB&%x. WE. REEHthZE
BIRIRIR

BREREUEENNSR, YRERST EEXNRNER.
BREtIEmEMIRSchema, FEEHTHIE FDatabasefICREATERSR .

BRFREipEg&ESchemarhfitablel, EEH IS FDatabaselJCONNECTHN
IR, F#IESSchemaJUSAGERR, &GS table1AISELECTANR o

TREZES IDWSIHTLIIERE .
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HIRCERS
A I%E

9-2 IRDE

data base CONNECT| TEMPORARY | TEMP

CREATE |USAGE | ALTER | DROP
schema - | | |

[ |
table1 table2 view1

SELECT | INSERT | ... | ALTER | DROP

9.2.3 GRANT #Z##0 REVOKE H3H#5%1X
1
DWSEIZGRANTIE AN A BB HTIENURE, STERFNERLaEKE, MR

RERAEERdbadmingiZ ERAJowneriH{TGRANTIEIN, RFEEBITAY, LELEIAHL
HlBERt=H BRI EIERAE, BHIEEETEE .

{EFIGRANTaE L IH{TRFPENEELU T =Mz=:

o RRGESURRINGAEIAF

RANRNFRAEBFEY, B35SYSADMIN. CREATEDB. CREATEROLE.
AUDITADMINFILOGIN .

RHENPE—RRIEIICREATE/ALTER ROLEEXERIETE . HA, SYSADMINFEATLA
BITGRANT/REVOKE ALL PRIVILEGEIZFaiitiis . (BERFANRTEBITROLEF]
USERAIBR#E 4R H, thICiAIEFPUBLIC,

o BHIEENRIENEHELAEF
BEIRENSR (RFWUE. IEEFR. #iEE. RE. BXF ) (IBEXSURIEF
SEABIARF;
GRANTH S B EIBENRANSERRIEF— TSN AE . XESIRSIEMEIE
BHISPR L.
DWSEIG R LRI _FRISRIEFPUBLIC, BRABRT, Xk, XFEB. &
Fl. SNEREURIER. SMERRRSSEE . B R AT RANRAEIEFPUBLIC, LA
TIXLERTRAIB PR S1ZFPUBLIC: FIEEEAICONNECTHRFICREATE TEMP
TABLERIPR . BREIRIEXECUTESFIN . 1ESFIEIESEEY ( B8l ) AYUSAGESFIL,
LR, WSKIBEE T LSS FPUBLICHR R HE NI FREGEHM A,
RNTEZE, BNFER—IESTOENKHEENR, XtEEMBFHREN
BEOERZNR . B, XEANIARIZIARBE R LUFERALTER DEFAULT
PRIVILEGES#SEK

o RAGHAFNSIRRRGEMAGIHAF
B— 1 Aes BRI RETF— S EttmesAr . EXMERT, 81
el APHIRARE— NS T EIEENRIES

HFEBETWITH ADMIN OPTION, #ISNAIEFRRILUSIZNRBAIEFEMBE
FHEF, UREERERiZAEHBPHESINR, SiSNAtesBrAsE
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HIRCERSS
A %%

TEHEIMIBEN, FrAdRiZAEsRFRIIBFPAERINIRTSEZ 2 E%
&,

HIEERGEEXY ST UABEAFRT/AUETER. B CREATEROLE
MRAY AR LR F & B TIFR A EER A SR

THREZIEZSMGRANT,

HREH IR

ENAPHESBRISHENAEIEENSINRE, WREHABFZZIRNREBT
WRE, FEBIERN, J@IIREVOKEEESLH .

THREZIEZS WREVOKE,

9.2.4 1TRipIaEEE]

W SHFREREY, FESNAFPRERBOMEFE—KRNES, FEHIARER
PR ERRTHIRRNBIENIR . FIMNR I FRPAEEIRE SEXTEME, BIEXTF
EHNETEREEEDSEPREUEMS, AP AMITSELECT * FROM table_nameHIRTRE,
HEEBRIE21TEUR, TEEBRIFE, LMTRETEIEREES], XDWSITHiAE
IEHISESCEL 7 IX—I08E . ISEURE L IOIETIASTRZIEIRRITRA, BHEIBEIXEIT
RipaEHIRIEES . ARBPHITIEENSQLEIGRIE, EEEINEREARRE.

ID Name Card Time Email City
12456 | Lily 45807565 2002-08-20 1224458hotmail. com Shenzhen
View 3 14:20:18
¢— 23566 Liming 42297565 2002-09-20 1346458hotmail. com Shanghai

3 11:20:18

23456 | Lucy 42297458 2002-01-25 1356668hotmail. com Shanghai

- \
{ 3 10:20:23
View 27556 | Yuyi 42204568 2003-02-25 134576€hotmail. com Nanjing
('::I 3 00:18:23

AR ELATESUR R BIZRITIAEE% (Row Level Security) 5ERE, iZ5RIRE2IEFTIMSEE
BEARP. S ESQURBEERAIERAR . HEIEERFPXEIERISION, BESQLEEE
IEFRIFTERIROW Level Security3Rlg, EEIEMRMAMBEHESRMUNTRIAR, KEEE
(PERMISSIVE | RESTRICTIVE)Z8Y, j@ITANDELORS R HHE, MAZHITITI L.
FRIpEIEFBRRIEEIRPITREET LMY, BEEHIER LTUE X Filter, £8
BN ERISHEREIFRARNNAE T L, EMEEIHITER ., JaISE
IIEYSQLIEI B ESELECT, UPDATE, DELETE,

TERESES RG]

9.3 MBLE

WEERERE
T Fi588
CTEQIERDWSEERSNY, RASEINNEROIRIITIKD, ATARRERH=ENE
BIEHEIERS .
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HIRCERS

A

I%E

dbadmin: RASIERMKF, BEDREZRDWSHIBEER, AT SEIEECIZE.
EBERAPAIE. NRDEE.

WRFBET =D, WiRTRZAEERdbadmin, ME4EMEZEEER. Bt
BERWF,, WRSTHAFEENX, #1E&.

Ruby: RFAEANZHK,, IF=RSBIRUBEEARTAFER.
om_user_EEEfIDEI8 : EfizHMKF, HRAMW T T gs_role_analyze_any,
gs_role_vacuum_any, gs_role_read_all_stats, gs_role_signal_backend<Ffi&1X
IR, ATHIEEN, IFRSBEMFHIZHEARNAER, FIES NN DWSEERE
EHKS

KFERERERE
HIRCERSHNHIEERSEERdbadminZRBECIZEDWSERITIHITIRE, B
DWsiEHlGAdbadmin R R TERERNERK, REFEY, TERER
3,

HEREZRIES N EEDWSEHFH AN EEENEE R,
HitEBHIEFERFENRE T BREERE, RRMALZERIGUT:
- KEHN832PFERF.
- ELEEAEFE. N\BEFE. YFEUWFHRFHR=MES,
- TEEEAFPATAPERF, WEERAIEXNEEK,
- TREERSAIER. SRIEBNRF.
N
HEBREEARBRZREENEIREEER, FREBRRERTIERREEBER

EER, FEiEN.

B X ZhEREE
U ERUAZERIEIFAFEN, FI52NEENEERE .

P EITE N IR B R RO HASR R

HIEERPZEEYEE: Bidpassword_effect_timeizdl, —BEZEBETEY
HA, WRFSIREREMERD, BRI SHIBH R AT,
HIREFAPEEMAEIRAE: @idfailed_login_attemptsizdl, AR
HBSZREHE, WRSEMHE, SEXAEIERHTHEI, ZSEAIEDWS
EREHIEHTEE, REHZSNENDWSEEGUCSEL,

MK FSE S EahiRsiata: @idpassword_lock_timeizhl, $iERtEBSiRE
B, KPSETHEH, EBRUSEIBHREATZS,

EEKFED

RpEERdbadminlK PR IIESTICERE, AEdDWSIEH GHITEEE
BRIE,

EERAFEEEENEIRAEERdbadminEEEEBISQLGSEER, E&Wm
ST . SUEREEN .

ALTER USER joe IDENTIFIED BY 'password';
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HECEIRS
FRNE e 2

[il= ke =2z |
ZEEAR—NMEE LS E, HEEHRZEFRIPERHEEEENCRSSE. =8
28, ~EUEESTORMIAINREE . Z2ACER, BRUUERZSESENEML
IHN, HLHIINZZEAHE, BISRIXLHEMNIARF
LZREREIEANSEMUFANES IR0, ETLERTERASEMIISERR. O
Y, FXTEFEMUIEEBRIM. iwOFIMY, BREHZEHENLHIAN BB
A ERINERE
HUREFHGREMEAMEIPS, MNRAM_EATEE A RIKENZEIZAVEIP DNSFHIEEELR
O, BBAEIEEEENEIREFHTH WA, Fitt, BZERINERIPIFEIP
DNS. ¥iEFIRO. $EEKSHZEBREEE, HEBIDWSHLZEARTEIRIP, RIE
RS RIEZSIERE
T RATECIEDWSERINEE, FHAILIERRAKANEENZESH, BKARKFF
80008YimOl, EERFCIEE, SIFERZEENMN, thTiFNitHEMbEEA,
FRGTIEMEZLN I 1P IMNERSEE
S PE/NMIP ( Elastic IP, fEFREIP ) ATLURAIMIIAIAMIPEIR, SIEARIPHELFIA
WO e=iRSS, H@EINERAIE, {EEHEINTY SEIEMIEHERXE . EREIEM
IPEZFISMEBAYDos/DDosIE .

MRRBAMIGERTAER, EWSEIRFFEAREMEM, BISARRIPHTIEE,
eI =2 /N T

i
£} SROWSEIRIEHIS, ENIEE “TRERt > £RIIR .
L2 EAMEESIRY, PEFRIIEIPIISRIZIR, HAEEHFIENE.
$I|3 B EERERT KR “RiE7 , ERHANE, BE BT .
(22) (aemn ) (warws ) (=2 ) [0

HIERRRREAMIP

SO RPN EEO AR, SEILUGE 1 SSENRIPSBISERAE TR, 5 2=
FRREEE S E TR SSERIPRIATRT . SR mP R

BHARP © L3 =E

#5E THESERAR dbadmin

w0 8000

BRASHREE gaussdb
aIAK B2

o lEan sl - SEERHEREISE

AR

ESURER, WRERPE TRMAHITE (ELB) , —RIFR MR MIPEESIELBIR,
NEZMRYPELBIRXI R AV WIPRIRT, FIESEELBAFFM.

s
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HIRCERS
A I%E

SSL {Ehhn

DWSSZ#FSSLAREIMY , SSLIMY EZ 2 EESAIGRE, SIIIIANTHEZE2F05
FUFBRELIME FinfliRS2IN @ EMIGIE, (RIE T BENS BINLE0HIEE
Wi, FEIFSSLEEAT, DWSELRMCAINER O EHIERIEXRRSSE. ZEFIHAYIE
Pi=A (BRgIRSSEEAIFASE Iserverkey, EHHservercrt, ZEFinAIFAIES
clientkey, iFHAclient.crt, CAIRIEBEZF R Icacert.pem)
SSLEEARANZEMETEEERR, EREEATESSLINEERIFREE PiRAISSLEZ
S AESSLERE, NLZeMEE, BNAPEEFin{ERSSLEEH L. FEDWSHIRSSES
IHHIER .. FASBLARABIE B REARE MK -

THREZIES NERSSLH{TREMTCP/IPERE,

(EREIELZ 2RSS DBSS (&Y )

HIEEZ 2RSS ( Database Security Service, DBSS) @— 1" ErEAVEIEELZ SR
55, BEFNREZINGFRIAREIESRA, RHEUEERIT, SQUEANBEHEN, X
PRIRIEIRBIEINRE, (RIE= LHUEENZZ.

IV EFADBSSKIRML RRVMIEZ 28, FBERSEHEERLRS
(Vr
o BINBIHEFFRENEK,

- REFRUTEIEERITRR.

- BEERNREEREMTR, RUBEHIEZEINE (fli0Sarbanes-
Oxley ) FOGARES -

o HRMIINEHIEEFRITES, HEFITEIREFREHRER.

o NS, KESRLT. RIESH. SQLOHRISERTSIEREN .

o IERMXISITHFIET LIS EEREN, REMNEREERS.

o HENEWAIENMAESRFHITEMESR, REMES~Z2.

HEEZERITRAMEESEHELSRN, AEAZARWSHERET, JLXIEEE

et T RIERIERLT

o ETHIEENKIRE, WNMIEESSR. BEXE (MEENX. HREIFNEE
=) FURMENR, BRIEIEREHITHIT.

o MK, SiE. SQUENFZSNMERHITON, BRI T BRETEERRR.

o RMUEIHRFERE, JUEMBR. FERSBIRFIHERE (ANRERFERIR
) . B, XIFREREFEMAISTISHEBH, FHEIERASIRENEIHRE

9.4 FHRMRIPIRA
9.4.1 YWEED

DWSWI S EIREH SIS BT RERINEESCIL . RIBEXIDWSERFHERE —BYE=AI—IX
SEHIEMNBEHIENEMD, ICR T AREENSEIURERFIEXER, HbE
BETSHE. TRASHSEEEERARERE . DWSHIET EEEF 81T IR
Q;JU?E}J%E XIFEEX EIRIBREE, LMEETEEEREEIZREE, LABLE
HHEEKX
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HIRCERSS
Fmi A I%E

LBIDWSHIRE IS EFOBSATRIIEH SIREAT, HIHHES MR .
9.4.2 iBEEANNZE

DWS#5EREIENINZE ( Transparent Data Encryptionf&l#RTDESERRNNZ ) , XIEL
B TSCATINEFNRERS , (RIPFPEUERRFA

EAREIENNZ: ( TDE ) 2IEINZEDWSHIEIREX . BEEISIREENZEMHIPEER
M, LR —YERIEEREERIPEIEZE.. fIt0, RiIt—1MZE2E%. IIE
BAFUREHIREERS SESNEEMRES XS, B2, WREFWIENE (aNELE )
FEEoENITAIFEIER, RN E REEES M I0EEZERN e s P 5
B, B— MRS EEINNZEIEEPRISRREIE, FHMRIPINZLIEEE, ZHEA
E%%Ei%@iﬁﬁg‘gﬁﬂgkﬁﬁﬁﬁﬁéﬁﬁ, (EIXFMRIPIRESTITR] . DWSIRIH T 522
VRS ZTDE,

TDERJRSEUESLRT|/ONNZFRE, RBFTEHIZEFXR, MEREBNRARETR
B9, XFINZERSURENZRSR (DEK), 2P BERFHEESIRERST.
DEKZ{ERFHETEKMSIRSS 2SAVEEEFEA ( CEK ) (RIPRINIFRETH, HIREEARSSESNIN
REEEN ., THIREEEHMER, SIREFEEREKMSIRSSS:, HEBZDEKEX, M
IRENEIZSRRAN, BFAEATD. —Bilss FEEESRXTE, BRABSRSE
Itt, FREFRPEFERFRIZRIG, RA—BEKL, WSIEHFARERNEE.

(ERE=R

eEiERSERD, BPEIRIMNEREETEF/SIEX T, EHIEPARNETR
W& A OS EH SR #E FE RIS BRIz BN S s B SR R BIZ L I A 23E . DWS
;E‘ﬂigﬁfﬁﬂﬂ£ﬁiﬁﬂﬂﬁﬂﬁ%ﬁg"£‘$ﬁ§ﬁKMS, BISEEEIERYIEIANNG , (RIEFFEL
EE o

DWSEREHERINE, S DWSEEBE—"CEK, B HiEFRIRECEDEKIIER
1P, DEK{EFHCEKINZ{RIF, (REFEDWSEERHI, Z5HEITKMSIRSS BRISFINNRES:,
nEEFEIEENRE—AE. BEIXIFAES. SMAEX,

SRS EIEERBIRERNNE, EolEERFRRHERHITINERE .
TREZSIES NEIREENZREN

TDE %R

ERNIZFE NSRRI EIIEAFRIRT, AFPRISIERENX, HETHER
BN, BIEENERALSRIERE, ERNEASMEIENTIASQLINT
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HIRCERSS

A

9-3 TDE IR [RIE

——————————————————

9.4.3 SSL {&&hn=

EER
A
el
1 —_— 1
= |
| SR OERS ' i
! DwWSs F7F (EiEERE !
! |
| 1
| | !
| | |
: - O J Shsy ELEE i
] ]
l B () !
] ]
! | Fnu@ﬁ%—- i
1
! SHREA (0EK) i
| — - |
]
!  wE Gwemm :
. R (FHREME)
| ]

_________________________________________

DWSSZHFSSLREIMY, SSLIMNEREMESRIMMARE, BIIIANTHFEZME

FIUEBRLIME FinFIARSS S[AINEBHAIGIE, fRIE 7 BIENSEINEEAIEIEE

i, AXTIFSSLIEEHL, DWSERMCANEF ORISR FRAIRSSE . ZFiRHNE
HIZ4A (BRIZPRSBEEAVFASAIserverkey, HEBJgservercrt, ZPinAFASAS
clientkey, iFBAclient.crt, CAIRIEBEFRIcacert.pem)

SSLEZLNZEMSTEERI, EREROAFRSSLIRERIFREE PinAISSLIERE
BiESSLiERE, NZ2EEE, BXBPAEEZFRERSSLERS . FFEDWSHRSE
IRHSER . FASBLURIRIEBEEARETK -

THREZIES NERSSLH{TRENTCP/IPERE,

9.4.4 FHIERHEY

DWSIRMHFIRBIRIEHEREL (Dynamic Data Masking)IgE. $IRELHRER (415
RITRS%F) , BENARBRIEI TSRS NS, LT
BURISAAEIRRIATSERIP, AMIE R mERIRL £ RFARIP S HAYEES .

PIES. FINS.
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HIRCERS

=@M E 9%
R
[ @@ '| =i kT

— view name lemail . obile

1 Lucy 0 wxxxrxclhuavel. con 130xxxx0012

— 2 West 0 exxexxerrerdhuavel. con 138xxxx3814

3 Bryant [0 EEXEAXEAXIWEXAXXAAXAE. COR 158xxxxB203

4 Jordan |0 fxxaxxyxrrare@rrrrxwrcy. con |18Bxxxx2223

select

mask

llucy 10006 |iv busved. con 13801230012

1

2 West 12500 Lookl23ves t@huavel, con 13B8T6253014

3 Ervant |24000 narbalout@instagran. com 1581 2088203

% Jordan |23000  |aichealread23@Instasram, con (18823402223
THREZES NEERE .

9.4.5 {ERIREUHITING

HIRNZE R BB LERIESORRFIBIPEUIREENN AR, EEMEERRF ZF
. EREERSAYZ L, DWSH CHIRHEIEINZTINIEE, SiEEBNZEFFERSQL
EREINZ

DWSEER M T e A R EFIXIFREZRD &AL HURTIBINNREE . IRHRESHF
sha256, sha384, sha512Ff1EZsm3, HFREIEE ;X Faes128, aes192, aes256
FIEZEsm4,

o AR

- md5(string)
¥stringfEAMD5INE, FHLA16HFIZERIREE. MDSHIZEMHRIE, &
EIER .

- gs_hash(hashstr, hashmethod)
LAhashmethod&ZXthashstrEfFRHITEERE, REEEREF/AS.
FiEMhashmethod: sha256, sha384, sha512, sm3.

o XJTREREEIE

- gs_encrypt(encryptstr, keystr, cryptotype, cryptomode, hashmethod)

K HcryptotypeflicryptomodefBpAIINZE EE LA hashmethodigERY
HMACE%, LlkeystraZiExdencryptstr=fF BT iNg, ROIINZRHZF
R

- gs_decrypt(decryptstr, keystr, cryptotype, cryptomode, hashmethod)

S HcryptotypefcryptomodefHREAINNZE LA hashmethodigERY
HMACEX, LAkeystra@iAxddecryptstrF iRt THEE, IROBZFAIF
e, MREEARIkeystriRIES IIZE R EARkeystr— A REIEE /RS

- gs_encrypt_aes128(encryptstr,keystr)
LAkeystrAZsBxdencryptstr=2fF B 7I0%, IREIINZEHZERE . keystr
NKEBEA1~16FT,

- gs_decrypt_aes128(decryptstr,keystr)
LAkeystrAZsAxddecryptstr= fF SRt TR, IREIBEENFAER . BEE
FARgkeystrit UFIE SINZRHERERIkeystr—E A REIEE R . keystrRiS5A

zZ
T o
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HIRCERSS
A I%E

T B ZI52 NSCIEERS RIS .

5 Hit5HE

EHEEHaRREEE

DWSEETEIREI & FRURERRR, HIaneIEsMFRDWSERHNAEFICR, Bd=HIT
AR%% ( Cloud Trace Service, CTS) 3L, CTSREATRERRAEPEWHHEH
RS, RS R RISFCENOKE. FENEgNEE, TRTERES
#r. @ELT. JRRIFURENFENNBZS .

ﬁHF'F?EEL‘I'HE%#@UENEEEL&?%%F, CTSHIICRDWSHIEIE S AFIHIES 4
BF&Eit.

BIRRE . '
Bign: tlELMERDWS

SESH

¥

(4 R ’\/\)

HUECEERSDWS ZHITRSECTS

k J

THREZESNEEENSHITEE.

HEERRAETTAE

DWSHEURERAK B, SEHEFEHAE (CNTE. DNTRMRERSERE)
FIDDL/DMLEUEEHITHEICR, LLEEI:':HE%(LOQ Tank Service, f&FRLTS ) 5L
M, TSHTFRERBENN=RSVAEHE, B EEEEHIRNOTSLHIE,
L,UI—;EHE%WF“ RIEFTRMMERERAN, PIEIRMER. S8, Z2fPEk
% , FHEERIES I TSIRNRESHT . IRBEHEIR. BPSEERS

LPIDWSHICNT 5. DNTIR. 2ER % messages HELA N EIEERIDML/DDLER
EIL:\_..I-LQJ:FFILTSE UL'fTEEo

st , ATHRIERERREBIE, FIRESITEEEZOBSH TS . WEgEM
BEEESNHIEERITEE.

9.6 fRFZHIE
EEmZEINE
e TomcatflE: 7EDWSEEHARELT, X TomcatEFHIEM 7 INEEEE,
e JRENNE:
- }I—%I—Iﬁu;aweljreSP\J*?H&ZKjﬂ .8.0_262 (XEBOJRELtL EESLARANMEE, LASERRRRAR
=/J1
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HIECERS
A I%E

- BJREFIPATHIRETEREFRAIPATHEE, MEBAHIAR AR ( PATH=
$PATH:$JAVA_HOME/bin )

o EHRFRFNME: DWSHEREREIMNETE T ZEHEXSH, BIRECS/BMSEKER
OSZEMIR,

HIRESHNBMERRE

DWSTERIHRIEINFAB =ZVPCRILEH, BVPCZEIEEIRE . BUBEIEA—EH,
R KIEZ 2 XIS 2R TR AP ZEOMSXER, BIZEERXE, FPR
HttXiFa9%9 . EPiRFINIMESTRCNZEEE (ST TR. GUI Tool &
gg)ﬂﬁﬁfﬁﬂﬁﬂ’ﬂﬂzﬁﬁiﬁ ) BFFSSLHITINE . SERFREI T RIEITTREERMF,
SENTTES

HiEESESTR

LSO (HA) 2FEEURESL K Write Ahead Logging(WAL) B8, @id&ZHMEME
BHIERD . G, EESNG, FEHIEELMNESKIERENREEEEN, FIE
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Apache Log4j2 2.0-beta9 through
2.15.0 (excluding security releases
2.12.2,2.12.3, and 2.3.1) JNDI
features used in configuration, log
messages, and parameters do not
protect against attacker controlled
LDAP and other JNDI related
endpoints. An attacker who can
control log messages or log message
parameters can execute arbitrary
code loaded from LDAP servers when
message lookup substitution is
enabled. From log4j 2.15.0, this
behavior has been disabled by
default. From version 2.16.0 (along
with 2.12.2, 2.12.3, and 2.3.1), this
functionality has been completely
removed. Note that this vulnerability
is specific to log4j-core and does not
affect log4net, log4cxx, or other
Apache Logging Services projects.
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https://support.huaweicloud.com/intl/zh-cn/mgtg-dws/dws_01_0083.html
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https://support.huaweicloud.com/intl/zh-cn/mgtg-dws/dws_01_0815.html
https://support.huaweicloud.com/intl/zh-cn/mgtg-dws/dws_01_0815.html
https://support.huaweicloud.com/intl/zh-cn/mgtg-dws/dws_01_0037.html
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https://support.huaweicloud.com/intl/zh-cn/mgtg-dws/dws_01_0171.html
https://support.huaweicloud.com/intl/zh-cn/sqlreference-dws/dws_06_0173.html
https://support.huaweicloud.com/intl/zh-cn/sqlreference-dws/dws_06_0173.html
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