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https://support.huaweicloud.com/intl/zh-cn/usermanual-ims/ims_01_0329.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-sfs/sfs_01_0042.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-rds/rds_pg_05_0025.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-rds/rds_pg_05_0025.html
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https://support.huaweicloud.com/intl/zh-cn/qs-dds/dds_02_0063.html
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o FFERKMSEREEN IS REHITHIRERINZSHRE, FEMEMSDK, B
K152 DISDKAA .
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+
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o YW REHIENINEZGS, BIEUSNINEEAEEIE.
3.6 {#F KMS INZHN=RS
3.6.1 OBS RS3iHINZ

e FFf&EFOBS ( Object Storage Service, OBS) fRSZimMNZEH L _EIERT, AILAE
1% “SEE-KMSHIZE” , Mim{#EAREKMSIZMAZARING HERISE, WNE3-7FF
. BEEEEEN ( NREFERSIEHEERE) -
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) BUSTENE, BOiEERS, MESFEEKMSIIFER, BIaSRSouRiENSER. NMETHE

SSE-KMSHIEEt S ERESTEKMSBS T SMIEEHE
EENER KIMS-03ce v | C gi@KmsEs

AR AR E A S L TR
- KMSHfEFOBSAIFF B —NEAIAZSE “obs/default”
-  FAPBEKMSEEEIZRIBENER.

o HPFPEILUESIEROBS APIEO, EFIRSZIHINZSSE-KMS T ( SSE-KMST
L EI5OBSERAKMSIRIHAIIZHERTIRS IRINE ) EEXHE, FIBESE (HUHR
FERSAPIZE ) |

3.6.2 EVS RSZimINE

o HFEIEMER, FJLULE “‘SRECE > NE™ , ERAKMSIREAZARINEZ
B2 FRMEE, WE3-8FR. ESERIFEN ( mERAFER) .
AR

LEPEEFERREINEINEN, TESNAEZHOFEEE. IRBPEIEIERE,
MATBEFEN . MRBRARE, FFEBAZR Security Administratorf BRI FZRINSecurity
AdministratorffR, REEFHRIE, EMERIESN ( =EEAFEE ) .
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KMSJ9{#R3EVS ( Elastic Volume Service, EVS) BIFFEIEE—BRIAZEEA
“evs/default” ,

-  FAPBEEZKMSEEEIZRIBENER.

o ﬁﬁ);mﬁjuiéiiﬂaﬁﬁws APIZOCIEINZEE, #BEESE ( =ERAPIS
) .

3.6.3 IMS [RSSimhNzs

o FF{EAOBSIEHE LIERISIMIREHCIEFABIRRRT, TJLUEE “KMSHI
B7, [ERKMSIRHAVEZARINERG, WME3-9FR, ESERREN (RER
SHRFERE) -

3-9 IMS fRSSimNNEE

N

KMS IIZE ()

EHEEH | KMS-93ce
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i
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ZAID 497 19

AR AR E R S LT

KMSH{ERIMS (Image Management Service, IMS ) BIFFEIE—NERA
48 “ims/default” ,
- APFBEKMSHEHEEIENEEN R

. Fﬁ);mﬁjl«‘iiéiiiﬁﬁﬁms APEOBIENERL, FHEHSE (RERSAPIS
Z)o

3.6.4 SFS fRSSimIN%E

FBPET 3z {4BRS% ( Scalable File Service, SFS) QUEESHZR%ZAT, aILLEIE

‘KMSHNE” , (ERKMSIRMAIZARMENHRE, MNE3-10fR. EZER
52 (MRS PSR ) o
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RFEEFETKMSAEEZN B E X ZREITINE

o  FFRILUBITIAMASFS APHEOCIEMBIER S, 1£HESE (B4R
SAPIZE ),

3.6.5 RDS RS3imhNgs

o MPEEII=EHIEZE (Relational Database Service, RDS ) NSEEHEEZESLHIRT,
AILAERE “HEINE" , (FRKMSIRUERIZARMZEEIRELAREE, B2E
S50 ( ZHIRBERDSAHFIER ) -

3-11 RDS fRSZimINE

THEE KMS-25f3

it
i
i

SHEEEFIRT RS, HRNEs, SNesSiE

RFEEFETKMSHREmeZN B E X ZREITINE

o FFtHEILUBITIAMARDS APIEOAMSENNZHURELS], 1£15152%E ( =8UEE
RDS API&E ) |

3.6.6 DDS RS5imINZS

o HPFPEBEISHEHEEERS ( Document Database Service, DDS ) WISLIZR4%8
IBEESLAEIREE M ESERS, BJLAUEERE “HENE" , ERKMSIREAIZEERN
BV EIEELONI#HE, ESERIES N ( XREIEERSBFIERE ) -

3-12 DDS BRS5imINE

EEEH | KMS-2073 v | C ===Ens

A T = =R ==

AP REEETKMSRE B E X ERHITINE .
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4.1 TDREfHE

EIREHE, I EREETERS ( Cloud Secret Management Service, CSMS ) , 2—

fhZe. OJE. BREZENEREITERS . AR NBREFETEREERS, €

B KR, B, MRERE, §§$Q§IEXTEQW‘E}EE'J§§E$HHJ§E’Jffﬁ—”"’ﬂ, BNk

RIEFERIB A X AL B F 0 S MV EURE B EE LU RN PR IR AV L S IXBE o
EREAg—E18

NARGHEEAENEREREES, BEOEEIFRWSESEIINRRSE, SERAL, &R
ZEHEETHE,

BT EREEERSIERERR TR, BR. ERFEEwEBER.
BRI ZRIRAFAT :
1. BAP%EERMNAgRERERTIRE

2. PWERBRERE LEERIEES IEHE;UO
3. BUIAMABRIEINRE, B EIEAYHIMERECEX NAMKPRIRES .

FRZEER

I FEAE i SR FEa 2L th AR SS AT mghﬁiﬂﬂﬁﬁ%\ ShE. EP. SSH Z5H. API
FIRSFEMEENZREEHTEMNIE, BEEERERBNGIVE LRFERRA
;" ENFARRFINEEN Y, ZsFEEREERERD . PNEFEZHEIRZEMER
EE J_LB_LllﬂiE_o

B EREEERS, AARTLUSAIEPRIERISERIXIAP BOER, LUERRwER
PRASENEE, BFZEENTEANMES, RESERTE.

RIS SRR T :
R FEENECERY, EREREEERSAPHERIZINER (AEEREIIANER) -
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1. BEREIEESERHSHAPIEOMNEERIRA, BEHEFREERS.

2. NMATREISERAPI/SDK SREVEHERIRA, SEERMSINEHNER, Kz
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3. TEHESTNIIERERRE.
4. MEZRARERRE, EEFEREH.
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A REIETE: RIEMRARCIE, FERATE, SEMR, SRR, GiBEF
BHE, AFALAEEERE TERIRSS (FunctionGraph) P EFHHIKENATE RECK
Bt ER.
BRI
1. BB RETERS BRSNS GEIEH ST E A RAPREOMIESE G,
2 SIS BT, XEOTRFrEISENR,
3. AFPESERSEENZKEISHEIER, HoERHSTIERRS
(FunctionGraph) FECEEREL, EI%EEIE',‘;%?EEEHE‘%EZH HEINEE
EESIEEARINEE
x 4-1 EEESBEEAKINRY
IngE RFZRE
EiRE4GEEE o SliE. BE. ERHIER. BUERIRER
o BXUEIRAIINZZFHINWAER
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o TIRIRAZIEIZE
ERRARESEE B, &8, BIRERIRARES
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o BRUEIRFHE
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(FunctionGraph)EcER%, SLIVEIEBIEHZECiEEINEE.
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5CCEEpL, BIECCEHEHRIFAPEEREERZEWSPodA, NMEERMEESEERF
INBRRAE, BB REFEREIA R EF R SHAIBRE RS
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DASERRIEIEFERF B REREENTA, NENREREEERSETIERD
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EprBRERE, BIMERRENEL- 1R,
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SR BEAFTEAZTREESERSPEREFGNEAPIRIZ—EIRE, RARFHEIEEIE
KER (HlEN: FEREIE, KA. 265 ) .

$E2 JINERNRAEFDOSEEN, SREERSSEZENEERBISEIREIZNE
FERFENRE .

$]3 FREEERSURFABERREN, BREEPRENEREBIEEEIEAPIZEMIRE]
FINFRERS

S|4 IR R IR, (R SRS RATAIREE.
-
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5.1 TOREHFIE

FIANIETE, RIEEXIEIERRSS ( Key Pair Service, KPS) , B2—M&ZE. AJFE. &
zﬁﬁﬁﬁﬁswﬁ%ﬁmﬁ’éﬁﬁ%, AP EHREIESSHEZRXY, RIPSSHEEXTAIZ

SSHESAXY, EFRAZERY, BRARFREMITEEERLnRRS[IVAEL, 2
— X5 FEFRIARBMEZERERIPTAESL R .

FAX2BIINZEZEMN—XEE, 88— RPBHN—1 AR, [PEMNFREE
KPSH, FASBHFBFREEAN., APBILURIES CRIFEISTABIEEEKPSH, H
KPSH—ETE . MRAPBABREEELINnUux=IRSSEF, NeJLAERFARERLinuxs
IRS5EE, MAZTERMAERL . BTFEENTLULBREEMAZRIBEREILinux=iRS
i% ;Ehégﬂﬂﬁtﬁa?%ﬁg%&}é@\ RIS R AU P EE, NmiESLinuxz=iR
SReEtt.

RFREESZRNEERIEIEN, YERFHITLATRIE:
o BIE. BA. BEE. MREHEXY

o EHH. B 4IE. BYEEX

o IEE. BA. BH. BFHFAH

KPS TS0 &E%

o BTSSR AOEISSHEAN LIS IR E Y
- SSH-ED25519
- ECDSA-SHA2-NISTP256
- ECDSA-SHA2-NISTP384
- ECDSA-SHA2-NISTP521
- SSH RSAERILES: 2048, 3072, 4096

o BITIMBEAMSSHEERT SISHINBREE LR
- SSH-DSS
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- SSH-ED25519

- ECDSA-SHA2-NISTP256

- ECDSA-SHA2-NISTP384

- ECDSA-SHA2-NISTP521

- SSH_RSABRU<E: 2048, 3072, 4096

5.2 Fmii%E

. BRRLE
FEREBEREIINNEIRSE, ALEHPILRRIEE . RS
i, NTEBLnERESNZSE.

. BIEE

Xﬂ;&“jﬁiﬁﬁ’ﬂﬁﬁﬁ%’ﬁ%ﬂ%_ﬁiﬁﬂ?’i‘%ﬂ&EIE‘iﬁﬁﬁ, FFEPEFEMREESTA
3K,

5.3 (EARZ=

B EWLE M =pRSS 22 ( Elastic Cloud Server , f&FRECS ) A, iERE4ENI IR
55 ( Key Pair Service, KPS ) 12tAYSSHEZZSAXIRI B FiE M = IRSZ IR PHEHITEMDIA
iF, SiEEITIRAHIZEITIREIWindowsiRIER Zrid i = IR B 2RI RETT

ER Linux IMER SRR = RS 28

RAFPWEZLNuIRERFRGEERIRS ST, TLUER ‘AR BR, #
WERFEEN (GRERRS|AFER ) -

MLt =BRSS5 RRAT, AHIERAIEANE LA TR

o HAFBEIRSHERSFREEEIESNERT

o FPBEIEHENEEIRSS (Key Pair Service, KPS ) RESIESESANZRXT
PAMEZRRBXS, RRSANRERE.

¥REX Windows {ERX G = IRF NSRS

NRAFIESLRIZWindowsEEFRZRBRIERIRSS 2R, FEERERNIAIFATRIRENE
FEE, FAEEESL (HE=RSHEAFERE) -

MaSCaett = ARSSERAT, AIALGEIRRAIZANI B S LI

o FAFBEZRSREHaREmEBEIESANER,

o RFENEAXEEMRS (Key Pair Service, KPS ) FREEIZENEZSNERI .
PAMEZRRBXS, RRSABNRERE.
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6 TRINE

6.1 TORE4FIE

Z@IN% ( Dedicated Hardware Security Module, Dedicated HSM ) 2—fhz= E#
BIZARRSS, TN R . €8, BE . FESPENZATEFRERE,

Dedicated HSMAEIRERINNZEIEAE, FHIIEFERPEMTRSSE T HIENZEHSR
B, FEFIPS 140-2R2EK, BT, BRI EBINELHEMIZIEHITZSE
AENEE, MeEERSMINEE LRI HIRHITUEAINEEEE .,

Dedicated HSMiZ®LATINEE:

o 4. FiE. S SHMEEMEER (QENTREHRFIENTRER ) -
o (ERNTIIEAEIMREIEZINIERE LR .

o (ERMZRAHREEESRHBNETIRAINERSDIIE LS.

o WHIERHITNEER (BREARESE ) HRIELEE,

o LUNELREMZEREIEIE.

Dedicated HSM ZiFHZ B &%

XFEEEEURBSENEREZEREE, BERPSMINEZEREEETR.

2% 6-1 Dedicated HSM ZiHH0ZRF0ES %

nEEED % BREREX

FRERLEIE AES

SRR EE RSA. DSA. ECDSA. DH. ECDH
BWERX SHA1. SHA256. SHA384
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6 ZEINE

Dedicated HSM SZ3SH9Z5 104,258

% 6-2 Dedicated HSM ZiFR9ZZROH1 KLY

RO | Thak ERGS
IRSZEEZME | o %SHE?J[]&/%@ iﬁi%ﬁlﬁ?ﬂliﬁ_\iﬁﬁﬂlﬂﬂ’ﬂgﬁﬂj&”
= %E{ﬂ)j ssm%ﬁ%mgﬁﬂﬁz
° Q}E}ﬁg &,
o ZIFMACHIAERLFNISIUE
SEEONL | o STRPINGHILER/ME/ L | HESRTEEENES
ik M1l =2 4N POS%@E%O
o HIEMACH R RIGIE
o HIFCVVAERLRIEIE
o TIETACKHRRISIE
o ZiFEHMRacallg$E
o HIEPBOCI.0EHIESE
EEGIER | o SEME AEERLSIEEES, il
Ex . I CAZRSE, IEBIIE. KBHIE
R BRI RS RIS AT
o RID/REIBTFEANNEE
o UFPIGIE

6.2 P mii%E

o = I{FHH
Dedicated HSMB7Ei#ERAFIS& TINZEIRBEENHER R = ERIER, REizH
B

o HIEYH
LA LEEINZNHE, HEARSHOINEZREEER,

o LEEHE

LENZFLAIEEEESASE (BRYEE ) EEMRDE, AFPEAREERE
SERFIZENTE. & 11%*[11»15@&*2, Dedicated HSMR A F B EIRIRE
REBFEMEKISHE . Bl{FDedicated HSMAIZZEA RBTGZIXENZIFBFRYZ34A .

PRIAIE

- BIRMBESZIFpERUEEl, B LIEEAITA

- YERAPZEOSANE. HFEBAESESHBERIANESR .
E‘HErE

- ETFFIPS 140- 283K IERIEHINENL, MEREMUEERINBFIREHSEEE
TRINEZRSS

-  TEMELIZEIRZMNET, BESSEE SR RIAEAINGER .
- ETFINENRISEHE R ERISHEEINEZEN SR E.
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o REEM
Dedicated HSMSBRM T BINESLAY, FENERIFEMRIRSS R LHENZ S
MEFIRSFAMEER, HERESHER.
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SHREFHEIRSHIXE

WS F#EIRSS ( Object Storage Service, OBS ) E— MNEFWSRINEEFMERS, K~
EPREMEEE. 2. BUR. REANEIEFIEEE] . KMSHOBSIREARE%4H
EEIEHEEN, NMATHREFERSOIRSIHIIZEINEE ( SSE-KMSINESTL)

SREZIXER

=t@#2 ( Elastic Volume Service, EVS) AILAATIRSSHRIZMUS ISR, SIEE. Mg
FEHEGENT BIOREERS, TEHEARBSEOWVSER, ERFLHAANE
5. AR, SIRCEUNSHRETESFITS . KMSHEVSIREAREZREEE
HIgEH, NMAATFT=EZAIINZEINEL.

SRERFHXHR

$HRBRSS (Image Management Service, IMS ) 12 REAVEGEEIEEEEND . KMS
RIMSIRRP PSR, NATEGRSHFAEEGINIEINE

SEMEXHIRFZHIXFR

s3I 4ARSS (Scalable File Service, SFS) IRUHZFT RAISHEREX 470
7J( NA;) o KMSHISFSIRtARPEZAEIRZHRE], NAT MRS HISXGRSE
NZTIRE

SHIXR

=HERE (Relational Database Service, RDS) —MEF=ITEFAHIEIFEIA.
RENTSE. BIEHGE. EESENEEASHIEERS . KMSARDSIRHAREZIHE
BiEHge D, NATF=EIRENEENZIIEE.

St RIRS==RIXR

= ARSS 28 ( Elastic Cloud Server, ECS) 2HCPU. RF. RER%K. =IELZHRK
EMANTERE, BMME=IRZEECIZEAINGE, EFaLUGERB CAIAREPCE IR
IRSS—HE, En bFREE=IRSES.

KPSAECSIRILZ AT EIRZEHIRES), NATRFPEREMZIRSRET, WHRFRSHD
INIERYINEE
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Dedicated HSMIZIRIE BINESLAIATLAs B E R = ARSS 22N ANW S RFINZEL
%ﬁ?@;ﬂ@??%ﬁﬁ%%ﬂ@%ﬂﬂgiﬁﬁ\ HEFIBIEN, RIESIEEER . FiEdE
\%E’ N %%—;\' o

SXEEIEFRSZRIXR
NHEEYEEIRS ( Document Database Service, DDS ) 223 ZAMongoDBMY, 12
H=ze, SH. S5, BIHREIIZEEIEERSS, EiHeM—ETE. @4
Ira. 8k &5, k8. KENEEEINEE. KMSHDDSIRAREZAERET
BE], N XHEEURENHENNZEINEE

S5=®HITIRSBHIXE
=EITRSS ( Cloud Trace Service, CTS ) iCREUBINZRSHEXAMRIESME, HER
FPHENES. RItHE, BREsR ( =#HitRSHEFER) -

F 11-1 =EHITIRSIFY KMS 1215z

BRERIR RRER EHEWR

BUEEESA cmk createKey

BlIEEEIE= A cmk createDataKey

U EIANEUEZH cmk createDataKeyWithoutPl
aintext

[ER%H cmk enableKey

ZHZH cmk disableKey

IZEIEER cmk encryptDatakey

R HUIRER cmk decryptDatakey

THRUBRZER cmk scheduleKeyDeletion

EUEITRIBRZ A cmk cancelKeyDeletion

BUFRFBH1EL rng genRandom

(&= EARIE cmk updateKeyAlias

(B SRR cmk updateKeyDescription

ZIAMBRX PSR cmk deleteKeyRiskTips

SENESEMH cmk importKeyMaterial

fhIRRZE A% cmk Flelletelmported KeyMater
ia

BUEHZIN cmk createGrant

IR1&HFY cmk retireGrant

HsHIEIY cmk revokeGrant
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BRIESR RRER SHEW
IR cmk encryptData
R cmk decryptData
NIMRES cmk dealUnifiedTags
RS IREE cmk dealUnifiedTags
HEERIIFRE cmk dealUnifiedTags
HEEMERIRES cmk dealUnifiedTags
HFEZReHE cmk enableKeyRotation
(&AL RR cmk u {odate KeyRotationInterv

a

x& 11-2 =EITIRSFH) CSMS 1#1E%1%

BRIESR AN i SHEMR

Bl ENE secret createSecret

BER secret updateSecret

R EE secret forceDeleteSecret

THRIRIBR R secret scheduleDelSecret

EGHTH KUM= secret restoreSecretFromDelete
dStatus

BIRERINE secret createSecretStage

BT ERIAS secret updateSecretStage

RIRR IR secret deleteSecretStage

SIZERRA secret createSecretVersion

TEHERESD secret backupSecret

REEIEED secret restoreSecretFromBackup
Blob

B EIENRAR secret putSecretVersion

EiErE: secret rotateSecret

SIEEREEH secret createSecretEvent

B EIESEG secret updateSecretEvent

B EIES secret deleteSecretEvent

I RIRIRE secret createResourceTag
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11 SEM=RSAIXE

BRIESR RRER SHEWR

FHIRR RS secret deleteResourceTag
& 11-3 ZEIHIRSSSIFAY KPS IFFIE

ERERR KRR EHRR

BIEREL S SSHEREARS keypair createOrlmportKeypair

THIBRSSHEZ$ERS keypair deleteKeypair

S NFASA keypair importPrivateKey

SHFAA keypair exportPrivateKey

HEESSHEREART keypair bindKeypair

FRERSSHEREART keypair unbindKeypair

iAPRTASHE keypair clearPrivateKey

% 11-4 =HEITIRSS 21509 DHSM 121EFIZR

BRERTR RiRAEE EHER
ME=NNZSEA hsm purchaseHsm
ST = N =LA hsm createHsm

BR = NNZE L5l hsm deleteHsm

55&—SINERSHXER

F—BPINIERRSS ( Identity and Access Management, IAM ) AHIEINZIRSIRM T

PREEAIINEE .

FEEKMS AdministratortfRAIAE 7 8EERADEWIRSS -
EEEAHAAEKMS AdministratorflServer AdministratoriXfRAYFF 7 Re(E AR RS

BIRINEE

WMEFBZIR, BECERIAESecurity Administratori [RISAR,, #FHAABIESE
(B—BMIANERSHPIERE ) -
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AEIEHEE, FRIEEHNAIERS,
KESEE
DEWISEE R =4 HIN A BHEUNZR 2-1 Fiv:
xF12-1 PASIEEESIE
R WEH ZA/ALL | REYR
B
FHFID o TEIEHIEHITIHIR/ERS B 2, AP IDERF
Token/R9FEFID HNEMmIRRER
o 7TEFAPIZORSToken® Ry
izl=ll)
=FEr
TR IDAETEREIE, IAXTFE,
I PRSI
BRReEERCISIEXEE.
HEICR

RPN ASUERERBIERE, BifE. EnfMicrs, DEWHSICREFEITATH LE
ERHIRS (CTS) , ARFUAHBNXIUEERCHHEITAEE.
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