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1.1 42 Web ARG XIS

WebR 5K ( Web Application Firewall, WAF ) 2—fE [ JlIWeblHIEFLZE
BE?F‘IEO EEPEEWeb g, BTN EEXMNSWebiFZBJRIHTTP(S)
mE, RIEFUENXAIRRRN, IRBIF=ESQLIEN . BuAARLE. WF*E};J:
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o JHEER: WZKIP ( AMIP/FAMIP) , = EAIWebIISS

1.2 lRSSREER

WebM A KIS IS AR AIRZE I E S, SERANERIHBUNEE
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IBIEARIE SEREFERARNSIEZE, SR ERARMPEL, Wi
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£ 1-1 & (FERIRA
=] =& M=iEs
TEAR BHEITE BHEITE
FERm= WEIRSEEETE R Ektk | WSEIRSBIPEAET L
o KEIVRSE, BEBRARL
SHEEET I SRS
EMELIHIFNZ 25
*0
iE/abSES f#E o IHE
e |P
S o BN R/EESIE, uiﬂ o HERIE
TIE AT LAY BSEHiPsE o E;g s S ER A
o EL‘ABEi?:J:%Hz‘:TE’\J =
Webil33 o FUHEEANMERBHT
SHIPER
o HMES|ELHIEREEVPC
A, MEHEIEATIER
BARA STV SSHAE
=ER . MEEREAR SRR -2
% 1-2 EEHYIL SR
WSS =R m=ES
EESEERIEE - AT SR B SLAIRE :
o WAFSLAFIAZIEIEWI-500, SE AL
- HTTPAKSS: #iXQPS 5,000
- HTTPSAIES: ZEINQPS 4,000
- Websocket\l'55: SiERAFHEIEE
5,000
- ExAKBIERKERE: 60,000
gl
WIRERDIRENNE, SHRlSBIUASThRL S
RHUEFME ., TRRQPSSSIEREIEA/N. BEN
B IPHINIFRSE R S a5
WEHEHRE (R | - o WAFSLHIFIAZIEIEWI-500, SEMHaE
RERAEET=L) &FIt&: 500 Mbps
o WAFSLFIAZIEIREWI-100, SE4aE
&HMtE: 100 Mbps
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SRS =iER m=EL
EEZAN ') 301 (32 | 2,0001 ( 32#52,000—RiH43 )
F3P—
PR )
EIRIP ( BB NBAiRsE | 204 -
B IFHEIRIRSS 22
IPNER )
AR O - o FRfEIH[: 80. 443
o JEfREEIRO: FIRFIEE
CCHIRRAPIEE - o WAFSLHIFIAZIEIEWI-500, SEHEE
FH#FIE{E: 20,000QPS
o WAFSLAIFIAZIEREWI-100, S 488
FH3FIE{E: 4,000QPS
CCIZTRBIPALMY 200%% 100%%
FE R IEI AR 10005 100%%
5| FAZ=RALM 10005 100%%
IPEBZ 5N 20005% 100%%
st va=E S 200%% 100%%
) SRR E SRR 200%% 100%%
PHERE Rt EE 200%% 100%%
£ =E===F U] 20005% 1000%%
BEFA RGN 2005 100%%

1.3 ThEesF1E

BIZWebRI BRI XIS, BFAARXTEFMWebZ £ X, WebRFFSKEESZHFINBEANT

o
Sl Thaeiies
AVSSECE

e (ZEE . —RiE
B R RERRE

WAFSZ I AR IR R E R, SHEE
SFFRIIPRIRIRIZARAN T -

&) /IPHHF o HiET: B, = IHETFHWebIlS
. Zﬁzﬁ‘t IHZaIP (ARIP/AARIP) , = HIWeb
HTTP/HTTPSWVSEBEIR | STisadMukiOHTTP. HTTPSTHE TR M.
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Thgeies

T iFWebSockettiy

WAF3Z$FWebSocketti¥, BERAAFBIRZE.

HESSEHMY

WAFSZ#ESSEtNY , HERVARFBRIRE.

IFRim L BEiR

Web Rz AR KRR 7 AT LARGIFFRERY80, 443iwm5, i
¥FAFmER O AIBEIR o

Webl Fi%z £R53H

WebEFitifHiF

BZ=OWASP ( Open Web Application Security
Project, fSF#ROWASP ) TOP 10FENLL R, @BiZTh
EFENEERE, WG . WRARSERHITEN
FOEE
o FEHUTN
FHIPSQLIEN . XSSEBULHIA . XHEE . BashiwiEX
&, miEeSHiT. BRER. 8UEXXEAE. 58/
RIBEANER T
o Webshell#&;m
PpiFEE EEEOBANRAS,
o RFIFEHE
- WEIBXYSH+IENNGIEE, ZRAZRESE, ®kR
E(K,
- ARk, BIRERERRR, R5IS IR
HE=E,
FIANSHFHRADEIREZEEY: url_encode,
Unicode. xml, OCT ( JU##l ) . HEX (+75if
&) . htmliEX. base6d, K/NBRE.
javascript/shell/phpSHERE .
o REIN
RERBRIRE (SZFREEMARES. Bocfr2rm
#43EN. UTF7. Data URI SchemeZ89F5iF )
e headergt&ill
Y iETiE Rk Eheaderf FrEF I TIERE

CCHIRFHFARNY

FR#IE2 /N P/Cookie/Refereriz|alE& XTRRIMYL _HAEEIRIR
(URL) HIipIaRER, WAFSIRIBIFECERINN, iR
B CCTFIAR BYEECCYE .

KEELIE RGN

152BA
BiFznfEse “PEMR” B,
AT AR
g6, BISEEIERBI=&
Y, STERIEEELRE—
ERATIE]

ITEEIHTTPRER (40IP. B8R, Referer. User
Agent. ParamsZ ) #{THRMES, BERANBEERD
IR, STERSHEAIP . FREESHIPGS .
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InRESER IhekeisiaA

ZRZ 80N BCEEAIZEMN, AT, (UCHReEMITIEEIPAIAIEE

iﬁﬂﬂ S.R, Eﬂiﬁﬁlp/aggo

BRIAEIER ‘187 B,
AFER TSR

g8, BIHTRIEREES
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EZATIE],

MR EIHOEFMN | HEEER. XAKRIPEENX HIEES .

Pl AR B AR éjﬁﬁ):'%%ﬁﬁ?)ﬂﬁ%?ﬁﬁ?&%&ﬁi BER=ATbYERs
IS

P fsz TEFR AR NP SRR, EE AR ARFIERENIZF
E?, fEERBICRTA,

SRS St EE A ZHN AT INER AR R RS B S St ZEE AN -

o HRMESETIE. BERNREITESE SIS
BEHFRRIE, FHIERPISEEE (Ha0: Bk
=, HiESH. BFHRES ) HE.

o MINAZI=E;. EeEEr=8IgEHTTPIOLASRE -

S =E=a== %ra‘%x’ﬁi%ﬁ?@H%i%lﬁlﬂﬂﬁiﬂﬂ%mu, BT IERIRS
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BEFA AL EEW%%U%@, B AP ZRSEEENESERE

SREE

PCI DSS/PCI 3DSERIA | ¢ WAFSZ#5PCI DSSHIPCI 3DSEFIAIEINAE

UEFOTLS

BEWGETAIRER | WAFRIEE EREIRNRIRBIZ FiFIP. SessiongkUser

i3 ¥R, P BISCHIIP. CookiedfParamsEEiE KIS
ETIINAL

HithIhag

[apiaktha =gt o HWebM ARG XEEI=EEE (NC RN EHERIRR

AY, FAFANEITWebR B XIBAMEIRIRSE . BE
EHFS,

o FFPALAEIIWeb N AR XSRS TESKXANEE
PEEEIRE.

o WAFSIFEEREINEE, ZalLUSKEEE. HiaE
HICRE=HERS (log Tank Service, f&FR
LTS) &

HEEH LIEEENEEHEE—ERMERT, WAPKEIEERE
WoExNA T (FIANEBETE S ) , BHEFXATENEF,
FAFRERFPXEIRERR, REEGEBEHESRE, BR
MG EEIE T o
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Web R BRI KSR Rub Il S5 Edt T SR NFIFGIR, FESERENR. KEFIX

B o

EESEI R BE N
o SRAEMMFIAINGISLH, BUAERMSIINIPMUAILELE.
o MIMEAPKEE, SEHREEENL. SRNCCHIRIERE. S2IP
BEHE, ERIEHPEBE.

RIF R EUESFA
o XEFAFPUKEHTFHRS. BEEHREEHTHEL.
o X #FHPCI-DSSHREMISSLLZREE .
o  HEFTLSHMMARAFINIZEHRIECE

1.5 NH=

E AR
HUFAPIPEIIWebRZ ST, LHSEN. SR IHESSaKE.

FERSIEIR) R B

S SR ERHOWA FRIERIES, LSBT EFIEXEAIREIER, Web
R ARG ISR AR & IR ECCI R IPRIPRIESRES, RESRIE SRS AR AERFH
KRipOmasR, FROTEEELAITEERFIREWSIRS

ODay iwiREAFGE

B =K WebtEZR, EHHRESRIRE, WETEREARIES, WebiFHFHXIEH
INGEFE—IEARFRERNFRN, FREWSZEIBE. WAFRBSATE= M5
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M7 —EFIFR, FERESFE=SRAVREMELL, WAFRIZARIHNIEEE RItEH)

i
BLEEit 2
TRAOEBISQLEN, MNRASEREFE, NEMuGHIEE, HESEHIED
HIBURMER . BB Webi L X ISR EFHEIEHEAMN, LASTH:
o HEHEIRA
fﬁlﬁ)‘(ﬁn"fﬂEﬂU%ﬁiﬂi&%l SRERHITSHEHERBEN, BERER
Ho
o TN
SIFTMRIBAR, ARRERZTHIGE, FEWeb ARG XIEHESUIRINEG .
s

KHEEFAEZ/A, ENGRSSE B TEIISHENMRAS, EREFIRETE
Sk, FAFEEE WebR FRRS X EECE M RBHESHERN, LASEI:
o DM
RS SIEEENEIRS SEFANESRE, FRIPNGisEELe.
o TWHAMEENX

H&F‘Fﬁmﬁﬁﬁ BRNEETEENHE, B NEEREEMI EAHA
E{m SNy unnllﬁﬂﬂﬁﬁﬁ/%o

1.6 P ARIRCRIFHLE

AT HIERMuGHREN N AR (FINRAFE. Zi5. FHISHEEF ) FERETIA
iE. RANAISTASE N AIREY, WARBEINZEFE DN ASIE. 28 ASRHIENR
DIRICRIBERTEL EBLE DT ABIEIEE, RECRTASERZE.

MNTFRAIESEERNER, WAMESHASHRICEBXRBRICE, WENRFERIT
AEIEINR -3 o

& 1-3 P ALEEEI=E
ESiS &R

BERIRIP WEMHIFEZRT,
WAFEE B E IR
EEIP,

URL g o= B[t iR S =]
URL, #WAFiZ&ia=
1ICFAYBAPI A%
URL,

i

iy
]
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i WS %E‘EJL‘M; AWM
HTTP/HTTPS BRELRECCIEE. ES &
HeaderS2 ( 83F | HBiEHEIBGIFHLNAT, =85 o0oki
Cookie ) HFECEFREBARY yHDe%ES?;%\%%%*%
Cookie{&#IHeader PSS, n)
f&. WAFIZRATHERIER
PARSWENR=ERBF
BN AR
BkESH ( Get. P EEE, WAFER | & B
Post ) ABKIFE. NBERSHEREES
BFETAEER, T
WAFICRAIEXIEK
PARSEN=4ERF
BN AR
FEr
B FERIRE TIRSE S, EittrRERTPIENERE.
I PRSI

RARReEEEEBR I SHIBEXES.

1.7 WAF fREH

WAF #XBR

AMIANBRT, SIZRIAMABRREEUNIR, S2SEMANRRE, FERFERET
RESELAE, ZFRESAPETBRIAFIRENANIR, X—IEMRAEN . EIX
&, BRHAUETHRE TR RS HITIRIF

WAFERERTEE IR XL, SNIMERRS . XA, “(FREE" FEEF ‘K

HRIRE " , AREEEXENAIMBEFIRERXINR, FRZINRITITIEE

X WRE “PrAIE " PIRENIR, WZARERE XA ERE . HRIWAF

Y, BEEIRERZNKI,

RIERIUSHEEED NA BRI,

o AR IAMEIRMII—FMRIER A T(FEREEE XA PRATER EIZNH . 1%
MBILARSS IR, —HBIRAIRSEXABHATEN. ATSRSZEFE
SUHIAR, FItEEBAPETABH, JREE—FRTFRMINEMAE, 78
IEHf5ERILSS . ABHARERHERFXIBMUENRIER, TixE AR I
RERIMUIREEIRER,

o RER: IAMEFTRMAI—FMARIEIRINAYEES], FILUSHAZIEAIRSZAYRIE. &
RUARIERFMNS , ETRBAENE—FENRIERIENG, EHERI
MRV ZEEIEER, FIa0: FIIWAFIRSS, EIEREESEHIAMAR
NBEN R —ERIRSZHR/RIRHITIEERIEIRIRF . SHMUERIRLIAPIZCI %
EHTIRFS, WAFSIFRIAPIHRIINISZS W WAFA PR A% 1 o
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R -4F7, BIETWAFRIFTBRARRAE

* 1-4 WAF R /RE

Eafpte/R | Ek 251 iR

2R

WAF WebR R MIERSSHY | A | (kifiTenant Guestf1Server
Administrator SESNE, & Administratorf@ts .

e Tenant Guest: &3

?;@, EEBmMBH4a

e Server Administrator:

ME%AE, ERINE

4k,
WAF FullAccess | WebR G KIERRSEHY | BRFER | Lo
FRETR i3
WAF WebRFEBGXIERIRIE | RFtk
ReadOnlyAcces | iAEIAR o i3]

S

1.8 SHMERIRSHIXER

REBNMBEWeb A KBS EMMRIRSZAIXER

SEHEITRSHIIXER

Z=H1TARSS ( Cloud Trace Service, CTS) iB5 T WebRZ B X IEHEXAIRIESHE,
ERFRENEE. HiHFEA,

S5RBEERSHIIXER

=IEIRS A LA = We b FERA KISRITEXETR, AP BILABIE SRR AT 7 #EWebhy
;H;%?X%BE?F%)R, HFEgXLIEng ERPRE . BEfEsN ( =i5zkRSAFE
= ) o

St R I ERI R
Web7 FBBA X i@ Id 4P s i 21918 ( Elastic Load Balance , LAR{&#RELB) , f&#
E@EEHELBE%E%%WAH@M, BARXAENAR, LURFBHPERErfaR I SIaE
1517,

5% —B4INERSHXER

Z—BPINERRSS (Identity and Access Management, EFRIAM ) JIWeb ARG K
EIRSBIRH TRUREIEAIINEE . FEMBWAF AdministratorilBRAYEE 7 8EfE R
WAFBRSS . INFEFHEIZANIR, 1BBERAB Security AdministratorfRAIAEF .
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S5=HERSBRIKE

=HEMRSS (log Tank Service, EHRLTS ) BFWERBEN=RZPHBEEIE.

WebMN AR S LIRBRKERE . HIEHTICREILTSH, AERE—DI. &
M. ZEESLIENRE.

SHRERNRSHXER

JEEIEHIARSS ( Simple Message Notification, fEBIFRSMN ) 124t ,ﬁELﬂJI}JHuo Web
N XIEFREIIRES, MNRBIFIEEZREHLERN, SEEESBTAR
RERERKBEMANAIXEEHEF .

1.9 EAXREES

1.9.1 IYSE WAF

TRe

T BEASEAWAFREAEMERIMITIRE, SEE2T ERE. QP EREMM
Wi Ee, JRTREMHEE. WSEiEKR, WEFER. IPEARBEMNEE,
AR

IXESCARERR . EAARFNEIARAIBE/ BB ZEAWAFE, SIFWSL RE.

iru;_iz%?FE@%??#EEE&E%M’JWF@%%Wf%o — MBI EE8E10MEBER
QPS REBATY REMEEIMIISER. ISTHENFTE. — 1 QPSY EEES:
o ISiESk: 1,000QPS
o IBHE:

- RIARSSESEPEELE A=A 50Mbit/s

- RIAIRSSESEPEBELE AP 20Mbit/s

MY FEE BrX 82 IPEBREMIFRMATHE . — M BRE8510%IPER
LRI o

QPS

QPS ( Query Per Second, fBIEI—AHTTP GETiEKRFE—Query ) IETHEELMNERY
Bk E, RIISHLEYR, XTFARRSIRASIFHQPSHIE, BER,

I
i

T sate WAFBHIPRIFT IS . imRIERWSRERIAN (BALAMDIt/s ) , REH
EROERAES] . KT ARBRSIRASIFAIHRRNES, B2,

WAFFRYSEPRIV S5 e HWAFEIMITE , SEMSEI=™m (WCDN, ELB. ECSEH
e E =R IR EO XL,
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1.9.2 PubiEAN
BAFiEE

BA#P1EE I EEE A WAFBBIPEIWe bz FBEk /IEHIN il Fian
“www.example.com” , ZIHBZ AT LR BRI Z a2 o

yat milo W
FAiRus O AWAF S IFHEW AP RENRO . WAFSZISIAIF80. 443tRERO, B
1EBHIPER80. 443LASMYIENRIRO .
TRuh R3S EE
TR IRSS 2R 2 SLFREEWeb M . MUtz OIRSZHIIRS S, SRERAFPIERIIRE
BHIHE, tB2WAFBGPRIZLRRIPBIR.
Mz A\WAFRT, =& -CNAMEBRANEZESRIGAIITIMMY . TRGHMNY . TRkt
it RIGROER . MERIBAG T BESRGAIXIIMMY . RGN . JRubitb
it RihiRO{EES, TEBEEEVPUEE,
o FIAMINY: EFIRIERIGEIMGIFEZATAIMYEERL, REWAFLUTFMGEK A
gk, IEHTTP. HTTPS,
o RULHMY: TRUAARSZESSTIFAOINNEEE!, tHRWARBEPIRERERATRILIRS
SEAUPMMEEEY, ZIFHTTP. HTTPS,
WR XM 5 CRIGHMY T A—E, WAFSIE “XIOMY” i “IRuG
", {FER “TRubEMY” RiEAZEFIRRINER
o EuLMENE: ZEFuUFIHIAAIMLEIRSS EEAT M IPHBIEERIE S .
- ARIPHBLE: —ARXIRZIZ EDNSIRS AL EERIAICR .
- EHEg: —BAZIEZEDNSIRSEANE ERICNAMEE .
o EuLinO: WAFEEARZEimiaREIRSEEW SR,
e VPC: HM=5|EESLHIFRERIVPC,
MUEANWAFS, BAPIGEEPEERT, ERESFIIWAFEN, ARBIERBEREL
HRILARSSEE . RULIRSZEEMIEE KRG, BEIEREIZAWAF, WAFETHRZEITIE (41
WRREY ) fE, REZREISARF,
DNS &t

MG AWAFET, FBPIBIaEZRIE KSR 2 AL RS EE . BAWAFS, £
1515 ZHIDNSERATIS MWAFIZHAICNAME/ELE, MTISEPIB A ZaEKES|E
WAF, @FWARHITZEMIF. E2ER, B2,

1.9.3 Web I SHiFECE

CC Kk

CC T2 I WebfRSSSEe M BRI, FIAFKESERVRERNGET/POSTIS
K, WMESS REIEZERIEAIURI ( Universal Resource Identifier ) Sy B EFER R E
JERIURI, IERIRSZERTRIER, TiEMMIEFEBR.

2025-09-11 12



Web Rz FERA K IE

FAPiSE 1 F=ERNE

EihiE RS
IR ISR E— R MAOWEBKEF L, HEHBIhEI S EEEEER
HiE, FOSEHIST, NESEHNSERSEIRESINANESE, NSEEES
[ EISHREE URLIIEIRT, 5 E CHAES M Birut At 7 IEEN
SERHER o

Fi#ze
AR e — R AN A T TN RSB EIRR, Tass Rt A T
BRI A ERERRESR,

I TR B E R
RSB B0 F RS HEBHRIRTAE, BRiSEERPMIME. BREA. EE.
MRS RRIN S HEE . meSIEEE SRR

STy P NG
—F RN RN R SRS, HEEHISTERIGEAFING L, APENSRN
TATEEREAEIT, AR EEAIEPEEnEN.

SQL EA
SQUEANKHE— RS IAIWebKE %, KEEBHESQLASIENTIWeb/EASIRE
BT EET, SEXISRRRSEHITEESQLASHBN . FIIITTIAMNEIE
ERENBURE S, &R SRR HITRINER . S HE—RIITER
E, BEEETaSEIRE R E RSB RS IR .

WmSEAN
FIEEMERRASSHWebNAED, BIHSHHE. RTBSRESRIERSH
FRt I SRS HENR SRS, NS SRSHEE .

REZEN

FIRWebNREMARIE FRNZIEIRG, &SRR AIBFERINERITR
i\, mEMRIEFiE.

IS5 imim RIS

)=

— M EE SR ERS iR ARIERII— & 2ilkwiE. —RERXT, SSRFEHRY
Bt NINITEBIEDRNRERR . SSRFZAAIRERIRS inte it 7 NEftARSS 23N
ﬁ%ﬁ%ﬁﬂzﬁﬂ’ﬂl}]ﬁ‘é, FERPITERERT, RYBEirEb#FTEIRSRE, SHUtR
AR o

Webshel2—MWeb N\ERIIAKETHE, WEEENMET—TMubfE, Hasp.

php. jspEE cgiFM AN HSIEERIMIHRE—I, AEERRISEsERKLEasp
g&php/ai], BEI—PaTHITIMG, LUAEHEFIMIAERSS BB . FELtthB AR
ZHAMusRIEII TR,
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FAFiER 1 RN

=

EHEREX S MU EEHE ML FRM A, MASBEETHCRIRS:E L. —iR
=, HHRNRASHFETERIRRRG, MER. W5F. NEREX LR,
&R T IHEAEIRERESLR, MUSHIIRSFEFEMEEMEREEE, MAEE

SERKREE LS MIEAYEIEEE .

B ek
THEXFHTTPIE RIS N ER=ZEE (URL, IP. Params. Cookie. Referer. User-
Agent. Headers ) BFIBEENMIGNERREE, FHEZIFZSZIENNSEE

BHRE
IPERZRGEIPARRMHIPERZREE, EhIPERZEEMNEEIPARIEIP, EFimIP
HAEIPEOREAHITHEHEN . IPERZEEMNSEIPAEEIP, EFixlIPAEEIPAIR
SEEIRIES RN TERAIEE.

=es

;ET.SE’\JHEE HiEEE, LNEFMERIRICR (R51E. AR, HATHR, HihE
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2 WAF 1#{F$55]

FriEWebFBGAIE ( WAF ) BRSZSEFISEAIMISIEZIZAWAF, ERLGATHEIRE
R TREEEIWAFBHTRAIR

(EIeE VIS
ECTARAIER-1, BARSAAMIR2-1FTR.

2-1 WAF {EEiRiE

FHA

l

ERiSWAFZLH

FEMGENBIWAFETT
BaiF

BRI RRg e PR LR RS

& “Bir=d" R, &8
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IRIPEL

£ “WebM AR KISRIEIRIPMER ” IHERE, Sd “SRIPKR” , SFIFFEEIRIP.
FIFRuABRSS 28 LR 28, BEHIPERFNZEIBRE,

e
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4.1.4 ZH=" ZRHIGIF
ISR, HTIRRWARSRIES, BNEBIE AR E—]
EREER.

EATICIRIERD, IRAINAIRGIFERE (FIE0: www.example5.com ) ASRIABRSS 251
ek, URCIECELEHS, SAR “XPIMHN” EFET “HTTPS” |, /iR H1E8Y
IEBFIFATAIER

i
0
i
@

BT EIA T BN AThosts S, BILURE AR ENAYEZ IR, RISt
THENEXAIDNSERTICR . AHISIEERSERITH B DERubis= rfETis R

WAFRYIPHBIL , IXAFRLET LAEIS At EALIGIERIRAEE , SRIEWAFSRZINAYE,
BENRERERIEHEN, BREZZNLRERESHENULNEDSE.

RIS
ERIIRGPES, BESHEREER.
LIRF

CNAMEBZIRIBIHE LMY, XYTFRE—MEHE, ECNAMEER—HH.

ARibiEE N\ WAF
FIE1 FKEICNAMEE,

I BREEEHE, EREELS, $E—EF, B ‘RS > WebHAHKE
WAF” ,

EEtlar L, BElER, EEREKEE.

EAMNSHE, B “NHE" .

EEIRESFETR, BHEERESST, BAGSEAEERE.

1E “CNAME” 5817, &, S “CNAME” (&,

2 ping “CNAME” {BEFCE “CNAME” XIRZATIPHELE

EWindowsFTHcmdap 1T TR, 1517ping CNAMBREXWAFAIENIP , TENWRES
Rl LAEE BRFGIPE I ZAIWAFZAIP,
(e
R ping cnameiZBIREXNEIWAFRHENIP, TTRERHTEINERISE, BRERENNEZIET
IEE, BT LRE,
$IB3 [EARMER hostsIE, BiFZ K “CNAME” SIRZEIWAFENIPIARINZI “hosts” 3T
%,
1. PN AYRIESEFTFrhostsSTE, hostsIAHIRZRUNT:
- Windows: “C\Windows\System32\drivers\etc\”
- Linux: “/etc/hosts”

2. fEhostsM{RINMNE3 EBIMCRAE, BIEAYIPHELIEITESER2IRENAIWAFEE
NIPHELE, FRTEROIEZ BIAEBRIPAIEE o

ok W
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Copyright (o) 1995-2009 Nicrosoft Corp.
Thizs iz a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IF addresses to host names. Each
entry should ke kept on an individual line. The IP address should

ke placed in the first colum followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#° symbol

# source server
i =B = # x client host

localhost name resolutlion is handled within DNS itself
localhost
il localhost

+ FH A

24.11 www.exampleS.cumI

3. [EKhostsXHalRE, ARESTHIMPEERITEESENT.

& 4-7 ping 1333

C:slzers. B6Cping www_exampleS.com

Pinging www.exampleS.com [ 24.111 with 32 hytes of data:

FRHALLC AT AT RIRYIPHtbE B2 2 2P 40 ERIWAFRIEZ N IPIBIE . ANSRIKSARRIL I
i, ATERXRIFHFAIAIDNSERE ( WindowsHIcmd FaJ LA{EAipconfig/flushdns
&<, Linuxfgbash Fa]LA{#FEIsystemd-resolvedds< )

-

IS WAF i 5 1FE
SE EIBSSEETE, NSRBI, RS 2 EaeEEiAa .,

gnRhostsPEELEX (HZELARN MR AWAFLLRIP ) BWAFRIECEIEH, 713
1Z18%2, TRHAMUAREISIEETT I
2 FRIEREIIWebIEHG <, MikWebITHiEK,
1. 1%V\jeb§E$BE}PE’\J%§i§§?S ‘R B, BRGIEES LEEWebEL 5
L o

2. RENESRES, EXRNREPRNEUSQUENKEIMIRES, WiXWAFZ
?“ﬁ?lﬂ: W, AE4-8FR.
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BPiErm 4 PubiE N WAF
& 4-8 i5iai=E;
MBEEEK, SULaEWAFSHSHTRBEREZS, (M T EREES
3. EEMSHMT, EF “fHREE” , #A “BBPEA mE, EEhPEE
INHIZIREIE
4.1.5 TIRPY: {Eciddk#3 DNS f#tis
HEZIBEAWAFS, WA EA— N REREBEETEFinMRSEZE, IRSEIESE
IPHEBRTEACSK, WebifialE REEEZIWAFRIIPHELL, FRLAES A IEIE 2 RIDNSEETIS
CIWAFRHAICNAMENBYE, A RTLUFEHZAIWebiEKETZEIWAFRR TR 2P
2N, ATHEFERWAFEERIEE, BEESELR= APIGIEEE AISIES
F—YEELES.
BUIRSRG
o EEHIFIEZUSEHICNAMEZN S IURIIZEIWAF, BFRNIRIEES ISR
—: psPEE (=EX) .
o TIHBEIZAIDNSIRSHAMERIFZEIMZ ERINIR
o EERULIRS R EMITWAFEIRIPEL
o (H%) BEIAHISIFHRIEAFEEE .
LR
AN\ Web Rz FERA A SRS E(EAICDN . =INESEZEM-EEWeb{IBRI~ R,
HTIRIEWAFIZ 2 RSB YT ESLE PRI PER, FRIIIREXWebihaE S RIVE
SEIPHBLE, BRENIEAY ‘RREFERRE” BEEN “tERE .
SR E
B AWAFS, MubEISE EEIEKRIREIH10G,
T{EFIE

o I R{EMRE

LML R EENEIWAFE], DNSEIEMEHFTEIRIEAYIP, FRLAZMIGENWAFE,
EEEDNSEFTEIWAFRICNAME, IXIEREA SEEZIIWAF, WAFBEREEE
FjEuG, LTS RER AR EIZE .

o (FATDDoSEMLENIE
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LG EEANEIWAFET, DNSETEISHERIE, REAZXISHERE, 5
hERIEEEREEEETIRG . MIZEAWAFE, EEESHEERLIE L
IBEAWAFH] “CNAME” , XHEREFEWEHERIEELTIWAF, WAFEIE
mEEREL, SCMuGRERNFIREEE .
(0 #88
o ATHRWAFEAEIESR, TEISHDNSHIRELERT, BiES BAMISIE{TAMISIT
HiE—tIREES.

o ATHLEMAFRISEIESEEEIWeb R ARG L, NSRS BHRER
Fif, ENEZIDNSIRSEAF “FiEE" , HAHEEE “TXTiER” . WAFRIELL
FIRTIR = RO B EE R T EF.

BRIELR

SR EREEEHE.

$IF2 BiEERIaA AN, BRXIESRIRE.
FIE3 NSNS, &F “WHgE” , HA “WhigE" RE.
B4 EEREBRETS, BHigE, #ANBSEXEERH.,
FIE5 £ “CNAME” 177, o, EHl “CNAME” &,
mEALAEE “SHIN” , NFERCNAMEESHIRKIT.
£I86 HZIEAN,
o KRIFEAMKE
FiZIHZRIDNSIRSS AL, BLEIFIEERIBIEMENT, BENSESESEEMESZ
IRSSIRMHR
o (FRHTHKIE
BFERIIEZREIRSS (SB5. CONRSSSE ) HIEIRtHEX A EFIRIB iR Z/9
CNAME,
(11 88
7 B LEEth B PR RS R S BB I We bR BIHXIE E, MR EA0EG RIS R T
i, EIERIDNSERSEARIN “FHE” 1 “TXTIER”
1. i*ﬁ_ﬂﬂ “FiFE” M ‘TXTIER” : EEKENSEREIREE, B “FRENT B0
0| gD, S5 “FEE” M CTXTER” .
2. FIDNSIRESEANAI “FiEE” , HATHES “TXTIER .
WAFSIRIRELS “FH&” F1 “TXTIER” HfSSmmasETEA B,
$B7 IHFTERCNAMEES BRI .

1. EWindowsiERSH, EiF “FHa > 15177 , ERERRA “omd” | &

“Enter” ,
2. #ifTnslookupiss, HiFCNAME,
WNREEa0EZ 2EEAICNAME, NFRRECERKI-
LAEZwww.example.com 794l .

nslookup www.example.com

-
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[REERLIE

o INEAFPHIIRSRAEREMMWEIIAE, BISEXHAEISWAFRIPRERIN
ZIMZEREKIERIIPER RS, BN, EffpXIEEZBWAFRIPIRCERIP,

o MMEAFPHRSEE LELRDARZENYE, BREEERARIIRZ SR,
FHRBWAFRIPR BN INERZ AR HFRYIPE B R .

ERFEM
o FUAMBERT, WAFSR—N\NMEBEIMENENHPEEN “EHEBENEE .
o —RIBRT, MREHWAETHEHZEN, “HBZBANHE" B “BEN , &
BNCEZEEIN AV

4.1.6 BEcEHI: ADNRIFE=
ISP, TIRBEHLSERE S TR TRE.
o TOI—: BFR— RO ARRSIPRR AR S
o FOIZ: BRI HON RSP ER S
o TOI=: BPRERLSHD
o TOIN: FRISHEANEEN

T5l—: FEiFRE—imOMAREIRL, 1P B9%REROW S
1. & “PpPrERis0” THRES, @&F “trEiwO” o
2. “SFOMMN " F—ikiR “HTTP” g¢& “HTTPS”
(1 %8B
“IFIMINN T IR “HTTPS” BY, EEREIFH.,
3. ipAMusEY, HEETUARINROS#HTIAE. fla0, EX5EEPEEmA
“http://www.example.com” 5[a]id ,
B BpiRE—mANARREEL IP MIEtRERONS
1. 7 “Brigaiw0” THiEP, EEEERFIIERERO
2. “XIIMMNT EEREE “HTTP” & “HTTPS” o
(MEELY::
“IFHMINN T SR “HTTPS” BY, EEREIFH.,

3. ipiERuSRY, EE RN EEERIFRERD, SNISIRA04EIR. RIECERY
IFR IR 798080, NIFERSERE-REZEMARIMIES “http://

www.example.com:8080” ,

TBI=: PRI SSiRE

RGP SiHOF—R, WREESBIRINIEZETHRE, W: 33
www.example.comZEZE [ERTEAIP8080uxmF1644 3% .
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BT ARGEELCAIMYEC BRI

RIEERSIASIAR, WARRHRIEMIMMEEREEE . RIgErIRuL
www.example.com, WAFB]JECEINTPOFpiGa&ED:

e HTTPIBOER,, EFIRIMYEEPECEAHTTP,

k|

IR B R AP RES@E T http://www.example.comijai, WNRAFED
https://www.example.comifialfud, SUEI302HkEENN, NsizdBkEEElhttp://

www.example.com,

e HTTPSIHAED, EFIKIMYEEPECENHTTPSES, HERHTTPIMGHIGIRSS 2
BF, SIEFIBEESHTTPSINY

k|

o FIFEE@iZhttps://www.example.comifalig, MIHREEEHRNE .

e FPi@Eidhttp://www.example.comifia®id, FAFSUEI301 BREENTIR, XI5
2EHEER https://www.example.com,

e HTTP/HTTPSH Bl A& .

EERFRRSHREE, —REF RN EEEERHTTP, —REFintMYEERE
BAHTTPS,

SN
o FFEiZhttp://www.example.comijamit, MIhREIIFENS, REHEE,
RIS A INZE L6

o FPFiEidhttps://www.example.comifaMiud, MibiREIEFERNS, 285
%, MUGRSINEER

o (HFEAWAFMHTTPSEIEER .

“STHMINK” HEIE “HTTPS” , “IRESHHN” &8 “HTTP”
|

FAFiEiZ https://www.example.comifzial®id, {ERWAFEIRIGARIAERHTTPI

o

4.2 Bid “MEEEN" BN WAF
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421 BAGRE (B=ER)

RIBWARREENE, BE2EBIPEREAWAF, FERNULEEEIRESEPRER
WAFRHITIEIEREIR

{EFnS
WAFSR = 552t AT AP 15 5K P 1 9 We b R FB /i o

It IANG Y =t
EIEWAPERRE, SRSREI-OFTRIEERE, REFERWAF,

4-9 MUt WAF RYIR(ERIZE-MZRT

FHi&
o . IR S /| PRI,
— {EFEHTTPS? —« FSMEERHTTPS

. ERFIRAS (HTTPSIE
HEIFBHIFAH =)

RSy !EEELE'EIEE&% [k=2r:04

4RI B LR

FEPRETS [ E T R
HiTie=5 | ZEoRIP zggmﬁmmm

IWEBHIPER /1P VECEER
TERINRGIFER/IPRT, E3RERRGIFIELR /IPAlZRA4-6FIEXIER -
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FAFiER
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x 4-6 HEZBFIPEZ/IP HXEER

REUSR

e

1588

Nl

EESH

BAiFYIR

o 157 H—BHADIBAIEX
FRAR (L IZFFBRAIAR
ZRIRSERIP) , BFPE TS
3% 1 1= A

o |P: ipia)MIuSFEr{EREAYIPHELL

www.example.co
m

BRiFR IR
A

EEHIPROE X MR SR
o FrfEiwO
- 80: HTTPXIIMIMYERIA{EFE
im
- 443: HTTPSXIIMIMNYERIA
fERIRO
o IFimEEIRO
80/443 A5 MY
N
SRR ERIRERD, 5

BEEWAFISHIRCIEE, iR
WAFMRASZ 5Bz PR o

80

XFHMIFIY

ZFum (FIa0NEEEE ) iERiAIEM
UHAHIMNEERY , WAFSZHF
“HTTP” . “HTTPS” FEFhHMXY
2R

HTTP

RGN

WAFEEAZ Fim (FIa0NIEEsE ) 15
SREGUMYEERY . G3F “HTTP” |
“HTTPS” FEFHIMYEEEY,

HTTP

VPC

e iR ERIBRYIR S 5 | ZESLAIFRFERY
VPC,

vpc-default

b kil

duh AR 33 25 A9FAMR I PHELLE
EFRECSSRELBIEFIE, 7ESLHIFY
ﬁ hEEXINARSSEEHIFATIPHE
{88

B R B SIS —3

192.168.1.1

(HJiE )
IEH

IEBAN

SFIMPINGEIRE “HTTPS” AY, T|E
EWAF LECEIER, BIEB4IER
BAFIEE o
iyl
WAF Y BN ZIFPEMIEIES . TN
IFBRIEPEMIRE, BSEMTIEIE
PEMIBRESERHEIRIIPEMIG? &
LIEPBIEI .
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BNKAEE

IRIFZRIEANRY, BIEZENREN “KREN” , BEEEHB/IPEANREER “FK
N7, WEE? HEEE,

4.2.2 £F—: AL (JEEERR )

NRERNV SRS =BT L, EHLUSMUGAIRZEIPAINRIWAF, (ERuSiRE

TIAWAF,
HURS
EFRIBEWAREE3 36,
EJRF
o MBEWAFRTAREACON. RS CEAZIRSSE, ‘STCEMRE” Sk
#CERE , &R “CERE" F, WARSNEEHeadersk hFERFIRET
FIFEAIP.
o C“EHPNIS EEN 47 S, RELEIPRRS0. 443iROILASMGIRRE .
o —MRZ3|ELAIRBIPAEE M EIR2,0000
BELR

FR1 SREEEHE

S BETNELLSN —, F ‘2L > WebRRAIFKIE WAF” |
$I3 EANSHNS, &F “MsgE” , #A ‘MNiHRE” RHE.
S|4 ERuLFIRA LA, BE RINPERRLL”
SIS HFE WERR HeE wmE .
L6 BE “HEER7 .

o ‘MULEFR” : FESHE, BEMXMUEETR.

o  ‘BHFXIKR” : FEIFRUEEEIP, HE ISR ZIITEHSE

MERLY:

- WARERAFN “*7 21838, FRraLBpAMESRIEE. “BiraR” B&R “*7 B,
HBERGIFRR80. 443iwOLASMYIFRIRO

- WNRFBFHEXIMNAYIRSS R IPHELIER : WAMGIFRYZESZ . Fli0: FES3
a.example.com, b.example.com#Jc.example.com¥TRAIARSSS8IPHELIAEE], ATLAR
ERINZig & . example.com,

- RSB FEHEBNINAPRSSZEIPHIULAAER: BEFEHZR RS BREERM,
o  MIAEE" : AESH, MIEHEEER

$R]7 RIGECE, SHIRAUIRA-TEIR.
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% 4-7 EXEESEIRAB

2%

SR

BB

BRiFITR

iz W

A THHERERERIFAYRO .
BcE80/443ux 0, EFHAEFIEE “bmiERO”

81

AR5 ==EC
=1

ML ARSSEEUAYECE . BIEXTIMIMY . RGN |

VPC. BubttthtFNiEiLiR O

o XIIMIMNY: EFimiaKibHInIRSZS2SAIMNSEEL
BIE “HTTP” . “HTTPS” FRFPHMYERY,

o JRULHMY: WebRi R KIS A Z Finia KA
WEERY, B4E “HTTP” | “HTTPS” HFhiMYE
B,
iAE

WAFSz#EWebSockettinX, BEVARFBIRE,

e VPC: i&IFIM=5|ZESLHIFFERIVPC,

i5AE
NTCIVENGE, Bl SRSiiE, EiNER—
VPCTRERIEMNWAFSLHI .

o JRuLHBHE: WULARSSEEAYFATIPHBLLE
ERECSTLELBIZHIE, ELHIIRPEEITIMNIR
SZEER9FAE IPHELL
i5AE

TR RBE SEEIP R —H .
ST LA T AFIPAR L :
- IPv4, fBa0: XXX XXX.1.1

- IPv6, fian:
fe80:0000:0000:0000:0000:0000:0000:0000

o Rukim]: WAFIRZS| &R FinisRKEIIRSS
ZRAY S5 o

SIFMIHY -
HTTP
IR :
HTTP
TRkt
XXX XXX.1.1

iRiuhim: 80

IEBRFR

“XIIMMX” IRETT “HTTPS” BY, FBEEFIES.
ZAILAIGEE CRIZANEBERESARFNES. SA
FEBRIRIEBESLENRIES
BRI ANBGHRES, KRNz “SEHEE” REAYE
BIlxRP . BXRIEBESERRE, BERLEES.
il

o WAFLFHNZIFPEMISINES . INEIEBFIEPEMAR
&, BEEESANMIBEIIPEENPEMIRE, BL
%,

o WMBEHREBEMSENE, N T RRIRHIER, Y
(EE R B HE AR AES, FEWAFRRES EHN
SRR o
WAFSIITE SIS HIRS X S EmA, 1EATLIE “ 5 EE
4" RERELBOHIEE, BANREESIAES
%ﬁﬁuo

o BEMFBEE——XN, S AR EET
B, WRERE SIS, JEPEEIRANES,
gﬂagﬁwmmﬁaﬁﬁgagﬁztize%muﬁﬁzﬁﬁnﬁ
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IR

SHRERE.
o &F “‘BEREEARE"
- LtEARHE: FATDDoSER (tEMAIE) . (DN, =IIEFEWebIE~m.

- MEARHE: FERTDDoSER (NEER ) EWebIEm.
- FRE: KMERERTREFR.

kil
#EE “tERE B, WARSMECERIHeaderskRFEEHIRENE P ESLIAIEIP,

o IEF “RIBECE : BUAN “RABEMEMKE" , SR LUEEE AR
RESEEE R IR NS RIERIFF KECE RPN o

RSB ohE R AISRISIRBAIN T :
- WebEMF ( “NcR” B Fa )
{UERSQLIFEN . XSSEUHA ., iInfEatE. XHEE . BashimRKE.
IZEmSIT. BRERH. 8EXEAE. S /BEANZREIT.
- MuhRMER ( “eR” &, 1388 )
%LE%E,HEITEE\ RS EWebIIE(ESS, WOpenVAS. NmapHITEHR1T
(1 #88

“UER” B RUKEITHEWAFRISRIES MRS .

59%9 %a-__l “E%i 7 ’ IJ }Jnmgmﬁzo

T*E?E%E?ET , SThXECE AR, jJ?E LRSI SRR S W PROA TR =5 |
IRIPRIIR(E, BINBRE ‘W7 . SBRSR " REREDNE. PE=: 7
§¥ k=L AR N PﬂLvB%I Eﬁlﬁﬂ;é |ZEElRIPSe R R IR -

TR

ERFMH
PAiFmIsARIRNIE “BNIRE” 0 “RENY , EEFRREIGELIN SR EIE4]
EEMEIPE, HiATERERKIZMEHIWAPEES 20T, ZBHPMEEENRSEE
shiliEA “BENT .
SNIIES
5 XM IRETS “HTTPS” BY, RILASAFNIES,
1. BE “SAIER” , {17 ‘SAHER” WHEE, ABRRA SEBER” , 7
REBARASFIRAB AT NGRS N AISCARET
MERLY:
WebR BRI IERBIFARHITINE RS, RIEEBMBNEEME.,
WAF SR SZIFPEMIEZUIER . ANSRIEBHIFPEMIET, 1BSERA-SEARMIGIIE
FIEHAPEMIER, B LG,
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& 4-8 IEPEIRBS

= Ea i 320 Y b

CER/CRT ¥ “cert.ert” MEPMHEIZEWRRN “cert.pem” ,

PFX o IZEVFASAES, LA “cert.pfx” i)y “key.pem” Jfil,
openssl pkcs12 -in cert.pfx -nocerts -out key.pem -
nodes

o IREUIEHAS, LA “cert.pfx” & “cert.pem” 96,
openssl pkes12 -in cert.pfx -nokeys -out cert.pem

P7B 1. UEPEEHE, LA “cert.p7b” a9 “cert.cer” B,

openssl pkcs7 -print_certs -in cert.p7b -out cert.cer
2. & “cert.cer” IEPXEEIZEDRZN “certpem” ,

DER o ZEVFAHERS, LA “privatekey.der” EiaAy
“privatekey.pem” J3fil,
openssl rsa -inform DER -outform PEM -in
privatekey.der -out privatekey.pem
o IREUIEHES, L “cert.cer” )9 “cert.pem” B,
openssl x509 -inform der -in cert.cer -out cert.pem

() #eA
o HiTopensslin$al, BFRAEEZEopenssl,
. !}E%Zﬁtﬂﬂgwmdows};?ﬂ’ﬁ%éﬁ, BHAN ‘ORETRRT WEER, BITIEPEiEG

2. BE BN, HSED,
4.2.3 TE": BEREIYE

IR MLL S, SEEFERT MR EI9% ( Elastic Load Balance, &FRELB)
FIWAFRE S | L FIEC B R EIIEFIRREE, LIBHIRWAFRIa S IR E k.

k= as
o EiRNIIEEAEICFHIR ML
o CRINERIBELBLA,
o EZIN=5|EXfIFrEREEFP S I THEXKRO,
AN EEL AN :
- AT MmN
RREWSERFHEEHROANG AN, BBEEROANSENERE. Fl
M, HBERE “807 imOAd, ERILURI “SREE” B “FiF” B9 “TCP” |
“80” tHMXIHOFIM
- AN
RN, BUBEEBL A EMNERE .
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BPiErm 4 PubiE N WAF
LR EG
o HERBRNER, ME=5|ELARY “BEIEEER” 19 “IKE” &8 “IE
B, BNESHMILREEIEEIZAWAF,
o [FimiRSEEN “WEiwO” EESWAPMES | EEsLfsLiriairaol SimO—234,
BSEEB—: HmpGIPRLL (HEEDR ) igER ‘RPN %Ris0” #®F—H.
e HMTFWAFRtERIE M, ECEWRITEEAT, “AlsthY” REEEEHTTPEEHTTPS
‘I-IjJ\.‘Lyo
R4
“OECREESEEL” EIR IIMEIEEL” 1Y, 1BXHE “‘SRFRET , IRABRSIERE
15, HENERSEAZIEERIWARMES 506 E, HWAFHES|ZESLE) B IgkE
BY, BREIAZEIZAERESTE .
IBMEER
TE1 EIREEEHS,
T2 REEERHEeEEAR  , ERXKEEIE .
I3 BEREA LS E, IR LS > s EE” , HA “LEhEEs” M.
T4 ERFIIERAESTE ‘B 3, REBERREIERESIR, FHER ‘EXER7
m%o
£B5 £ “BVPCEIR~ FFfElT, BE “BVPCERIR~ , HEREFESE “BE” , ARE
VPC/Gi o
SIE6 g&% “UEIrER” MERE, B RINERSET , BEKNIFESTR. BlintMY/ig0E
FTR7 Bk ‘T2 BEERESERE" , GiERIRSECREE.
ikl
“OECREESEEY” EIFE IINIIELT /Y, 1BXHF “‘SEERE , IRFERSIERE
1%, HENERSEAZZIERAIWAFIMES [EE506 E, HWAPHZS|ZES04) B IEiE
BY, BRELIAZS | ZRiERESHE
T8 ;ﬁé‘lz—i: RINEIHIRSER” |, HER “BVPCEIE 1L, HINBVPCHEIHGE
ikl
BEREERETR, “PMY REE%R “TCP” , TUNREINESLM, ELBREEATR
SEEIFIRWAF,
T

BE “RMBVPCEIR" , fEEHATEEF, BRE “BVPCAIREIRIPY F1 “ W S3in
D ”

o
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BPiE/m 4 PubiE N WAF
e EVPCiTiRIP: WAPMMZS|EERIIP (1E “IE=5|E" FIFRPIREL)
o WBiwO: S5ET—: HFMBAIFMLG (HEEDS ) FRENKOERST—. R
PP uhEC BRI RN EIRO, NMHTTPIMYSIFiROEER “80” , HTTPSHMYYE
IrisCOBCEA “4437
SE]I10 BFE “IHE” , BeESM.
BN BE ‘“T—%: WAERE" BRE 18X
EREE
?JWAF?E;?l EIFIR “BEREER” A “EE” K, RIBEMEREIYEEER
e
4.2.4 FTB=" JpEREISEEIERIELAR IP
MBWAPHZS | ZELFIEEE R EIE, BRYNRINIRSS 2208 2AMIP ( Elastic
IP, EFREIP) , {SER4IRVIEE/NMIPHBERIWAPRES | L pIf BRI EIE £, 45
EfE, BRRESLLDIWAPRES | EHITIEHEN, REHEARIRILIRSES, N
BiFRRLZe. 12E. 9JH.
AREFHLUBLPEILIRSZ LI MELNMIP ( Elastic IP, EFREIP) , SHELPHIEIPHIEE!
WAFM =5 | 2295814 2191 ( Elastic Load Balance, f&#RELB) L afliiEE, B
REBLASCRR S
BB
EAWAFME 5 | EEL IR B RIS
BMELR
T BEREEERFE
T2 PREBREHEA LA, ERXESIE.
I3 BEREALE LSRN E, IR Mg > SRt “TEIYEEE” TME.
T4 7T “REI9EE THE, BYNRIGIRSSEAEEAMIP,
o FRYBIPVALMIP, TEBFRRIGAIREIIESEFRTET “IRE” 51, &R “EZ > &
#BIPVALNRIIP”
o FRUBIPVEAMIP, TEBFRRIGAIREIIEZEFRTEIT “IRE” 51, &R “EZ > &
#BIPV6LARIIP”
$IE5 ERERRHEES, Bt ‘27, BEYEEIP,
$1%6 E ‘AEIYEISE” T, HEIWAPMES | ERIELBRIGEIYESE, 4PERubpRSSSEAYE
1 /\l__“P
o  HIEIPVANMIP, FEWAFIMES |EEAVELBRYMAEIDESEFRTEST “IR(E” 31, %8%
“BBZ > gfEIPVAAKIPY
o HRFEIPVEAMIP, TEWARPHES|EERIELBRIRAEIVESEATTEIT “IR(E” 5, &%
“EBZ > 4EIPV6AMIP”
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FAFiER

4 PuiiE N\ WAF

ST EREIHEEF, IEFRLRAPERIAGEIP, BE “HBE” , FBEEIP,

R

4.2.5 ZRI: BITIHR=S |2 IP

RIzALL =R pIIEAWAFS, ZINEAEIRIAIRSS 88 EACE RYTIR=5 20
;‘gl Pﬂgiﬁ IEHEHIERES, BHLEREIRENRLIPERISWAFE R EIRLG, LARRIRIAZ
A *’U‘E\ ﬂﬁﬁo

ikl

REELL “HETIEE” MUEAWAFS, MS5ERMESTEHINs02/504iR, BE
B RIS 2R D ACE T M TS | SR PROVS I ISR .

At AFEEBITELR IP

AR

[EliEE! ECS

PusLL =G0 RINEAWAFS, FrEMibiEEEREEEISIR= 5| LA ERIELB
AR RIS 5 | LI TS, M= 5|ELPITREHREERGRSSES, R
SIRZ 5| ELPLREIRIGAISIEIRAEIR, FERZ2H[ER, BAWAFGEEFiR
IPERS T RIS |SESLAIRIEIRIP ( BDIR=ZS 1SESLAIRI AT FMIIP ) , LABSLERSIPE
ERWEREERE.

RuAARSS 8% LR REZINAMZS | ZRIEIRIPRERIP, BrRIsEMARR
WAF[EIRIPRIIRIE. —BWAFRIEIRIPHEFR, WAFRIEISEESEFSAIER
Rz, EiE, Musld “IRZRE” MAWAFRGIFGE, SEEERGIRS R DIREMNITE)
ERIRZ 5| ELPIRINAIFMIP, FAATESHIMuT AT R EEIEEFE

;RO

MusLA “IRZAEEL” IR WAF,

INRIERIRUEIRSS R EZAPBAECS L, BEEIUATRFSRIRERT2EMN, BITHH
ERIEEIP,

BREEEHS

BEREEEHaA LAY -, EEREKEEIRE.
FEEMSHE, &R “RREE > M=5|27
£ M=51%" UH, BEERESIZLEEE.
EM=5|E5UZRA0 “IPHBIL” 1=, FRENERACIEAVIREZS | XS MATF M IPHtEIL .

BEREELAN =, HIE > BHSREE" .

TEBEFRECSERTEITHY “BFR/ID” Fldh, BB BEIRECSLAIFFR, HNECSEAIRNFBER
Mo
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BPiEm 4 PubiE N WAF
ZTIB8 ®iF ‘e’ ¥, BE ‘EXETeAT .
B9 £ ‘EZeA” WiEiES, R AT eEHRE “HBE .
TE10 BER2AEID, HAZRLEEANEERE,
SR BT SN B, Sk FIAN , EA FMASEN NE, S5
EcE 1 ARINZR4-90 7 o
xE 4-9 NF NS HEE 1<
2% il 2]
MmO ZEEMMERIMYFNRO . ®F “‘BENXTCP” &, &
TCPAE T AmNIRuLAYROA .
it BN BRI S ST A FRIPHELL .
158
’ —SMNEE—NP, S “ENSHAN” , TRESEIN, &
LRI 05N
12 BFE “IBE” , TEHENNRIISA.
BIAIIZ2EMNE, Z2BMNEIFHR=5 |1 ERIPHIRIFEASERE
] LAERTelnet TENNK 22 A WAFBGIPAYRLG PSR AV 55 O 2 S eeR IhiEIE
EIIFR ER T ER .
flgn, HITATaRS, Wil S AWAFGIPAYTRLLIPXIIMTAY443in O 2 B EERIhE
MEE, NREREOLEEREE, BMuh S BeiEEifE, NERRZSEMRN
=18
Telnet JEZ4/P 443
S
[E]iE% ELB
WNRIEAYRLL RS 2S(FERELBHITRED &, BESEUTRIELBREIHIIES (B&
B ) REE, REBUTHREAELERIP,
B BEFEERFS.
T2 BREESIEEHeALALAN  , EEREXKEERIE,
$IE3 EﬂiﬁEEJ:EE’J —, %R “Z2e > WebRAEPAXEE WAF”
B4 EENSHE, &% “‘REEE > M=5(%7
5 £ “M=5|8" @, EEMESIELEE.
TIR6 TEMHZ=5|ZYIRAY “IPHENL” #2, IRENFRACIEAYIRZES | ZERS M AT IPHELLE
ST BEREL LS =, SR R > BRI .
FIR8 EMZS|Z4IERIELBERTEITRY “&FR” Fh, BRELBEZR, HAELBAYIEIBER@E,
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Web R FERG K5
=z =] 4 uiiE N\ WAF

£ EERRITSAETR “nEEs” 5, BE RET .
$E10 EREARHEES, “HlEEd” BF ‘BARE7 .

1. B “QUEBIPHENEAR” |, ISEREFIWAFRENIPHEIERINE “IPitbitaR” .
2. f& “IPtbtbaR” RO TP ER10.1h AT PHENEAR

SR BE ‘W’ , BRRINUESRIRERINT .
PNEEEAIHEHISRERIR , IIERRER S IR 5 | R e P AT B N TS iR
EO
ZRLUERTelnet THNX ERAWAFRIFRIELE PR ATV S5 in O R S RERINELE
BN EERE .

Blan, PATLATES, MK ERAWAFRIFRYIELIPRSSMTIRAY443im 2 S RERINE
X‘ZJE;:‘;}J MRERHOLEERERE, EMEISHAIIERRE, WRRZEHRN
=125

Telnet JE74/P 443

R

4.2.6 TER: HME5|EARHDIGIT

AIBRIPRuEfE, AT IRWAFRRIER, BG5S REbiF s —i]
BCELIEE.

HUESM
EMSE— RSP (ASER ) ~SBIN: KT EERIPRIRLE.

(93 ) MEH= WAF RRIEETLE
$B Sl SMSWAFSSHHER—VPCFIECSATRZER.

$ER2 BIEEPEIEAIECSERZEWAFRIXIBER

o &M
curl -kv -H "Host: (FINEIWAFEIBPIRY" (AR53 28RRE-RAOXIS MY/ RS WAFAQIPY (B 1P RIS OT)

g0

curl -kv -H "Host: a.example.com" http://192.168.0.1

IR[ERS79 200 M5 BAEE & A0 o

o IFHEFEEIN.

IRIRMISLXT N SR RS EFF S Bt Rav=EE .
WITUAT RS
curl -kv -H "Host: {iFRINEIWAFRIBEIPIR}" {IRSS23ECE PRIXTIMINK://{IRZ=WAFRYIP}{F51PSIR
iw[} --data “id=1and 1=" 1”

f5uan:

curl -kv -H “Host: a.example.com” http:// 192.168. X.X --data “id=1and 1=" 1”
R[BIREH 418 MRBR=#RI0, MEWAFTIEIER,

s
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=z =] 4 ufiE N\ WAF

ISUFR= WAF ] ELB EAEPEFETE
o LI
curl -kv -H "Host: {iZRINEIWAFRIBEIRRTSR}" {ELBXSSMBNY://{ELBFARIAYIP}{ELBYE i}
WNSRELBFNNTEIP, RILAERER AR EEREH T
curl -kv -H “Host: (ZRINZIWAFRIBEIPRIER}Y” {ELBXISMIMNY://{ELBAMIAYIP}{ELBYE Ifriz 1}
f51an:

curl -kv -H “Host: a.example.com” http://192.168.X.Y
curl -kv -H “Host: a.example.com” http://100.10.X.X

IR[E1AZ 7920005 BR4E & B Ih o
ERFEMZESIZTEEENBERT, NREAELXK, WA EELBEEREEEIR
(WERELBE B ESE TS X FELBREREBEEFNITUALAEE) .
o IZFHIZELNNN
a. TRRMULIR RIS EFF B EMBFIFaEEER .
b. WATLATARS:
ch{ré_-liv Hd ';Ij?st{ ”{iﬂiDDEUWAFE’\JBE?F'XB‘%}" {ELBXF9Mins}://{ELBFARIAYIPY-{ELBYSIFi% M} --data

SNSRELBRINTEIP , AILMERERAMYLZRERHITI.

curl -kv -H "Host: {FINEIWAFEIBSPYTSR}" {ELBXISMIMNY://{ELBARAYIP}{ELBISIFi% ]} --data
“id=1and 1=" 1”

fIan:

curl -kv -H “Host: a.example.com” http:// 192.168.0.2 --data “id=1 and 1=" 1"
curl -kv -H “Host: a.example.com” http:// 100.10.X.X --data “id=1and 1=" 1”

R[EF3 941 8N AR =&k T, IM=WAF. ELBIITIEIER.

4.3 WAF sZ5im[SEE

Web[ZFIFGK S ( Web Application Firewall, [EFRWAF ) SzERatRimtEim O F03Finin
A, SEMLEENEERRIIBP LS R A9$3i%0, WAPKBISEIE BRI S IS
AAMILIREREBRNSERERS . AXNBWAFSISIHFPE R &R OF03EfRR
DO

Web Rz R K S R B iR RYIR 203 4-10F 7 o

% 4-10 WAF 3755h9iR

HE | wOoE | HTTPHMNY HTTPSHMY Ok

&= PR
#

:Zrtffﬁ frofEwO | 80 443 BRI
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FPigr 4 MIEEEN WAF
HE | wOoE | HTTPHMNY HTTPSH#MY w5
=L 1FERF

#
EfrEELR | 81. 82. 83, 84, 86, 87. 4443, 5443, 20
(86 88. 89. 800. 808. 5000, 6443, 7443,
™) 8000. 8001. 8002. 8003. 8081. 8082,
8008. 8009, 8010. 8020. 8083. 8084,
8021. 8022. 8025. 8026. 8443, 8843,
8077. 8078. 8080. 8085, 9443, 8553,
8086. 8087. 8088. 8089. 8663, 9553,
8090. 8091, 8092, 8093. 9663, 18110,
8094. 8095, 8096. 8097. 18381,
8098. 8106, 8118, 8181, 18980.
8334, 8336. 8800. 8686. 28443,
8888. 8889, 8999, 8011. 18443, 8033.
8012. 8013, 8014, 8015. 18000.
8016. 8017. 8070 19000, 7072.
7073. 8803,
8804. 8805
W= | fnfEiwO | 80 443 BRI
=X

2025-09-11 50



Web Rz FERA kI

BPiEm 4 PubiE N WAF
HE | wOoE | HTTPHMNY HTTPSH#MY w5
=L 1FERF

#

EtmfEis | 9945, 9770, 81. 82. 83, 8750, 8445, BRI
(182 |84, 838, 89. 800. 808, 18010, 4443.
M™) 1000, 1090, 3128. 3333, 5443, 6443,

3501, 3601, 4444, 5000, 7443, 8081,

5222, 5555, 5601, 6001, 8082. 8083,

6666. 6788, 6789, 6842, 8084. 8443,

6868. 7000, 7001, 7002, 8843, 9443,

7003. 7004, 7005, 7006. 8553, 8663,

7009. 7010, 7011, 7012, 9553, 9663,

7013, 7014, 7015, 7016, 18110.

7018, 7019, 7020, 7021, 18381.

7022, 7023, 7024, 7025, 18980.

7026, 7070, 7081, 7082, 28443,

7083, 7088, 7097. 7777. 18443, 8033.

7800, 7979. 8000. 8001, 18000.

8002. 8003, 8008. 8009. 19000, 7072.

8010. 8020. 8021, 8022, 7073. 8803,

8025. 8026, 8077. 8078. 8804. 8805,

8080. 8085. 8086. 8087. 9999

8088. 8089, 8090. 8091.

8092. 8093, 8094. 8095.

8096. 8097. 8098, 8106.

8118. 8181, 8334. 8336.

8800. 8686. 8888, 8889.

8989. 8999, 9000. 9001,

9002. 9003, 9080. 9200.

9802. 10000. 10001,

10080. 12601. 86. 9021,

9023. 9027. 9037. 9081.

9082. 9201, 9205, 9207.

9208. 9209. 9210, 9211,

9212. 9213, 48800, 87. 97.

7510, 9180. 9898. 9908.

9916, 9918, 9919, 9928.

9929, 9939, 28080. 33702,

8011. 8012, 8013, 8014.

8015, 8016, 8017. 8070

4.4 MUt GHEFEE

4.4.1 f2& PCI DSS/3DS §#l5 TLS

ZeEHEMY ( Transport Layer Security, TLS ) TER MBENEEFRZEIRMREE
MFNEIEEEM . HTTPSHMY 2B TLS+HTTPIMNM AR e TN EH . BIATER
PN . ZPFIPIARY “XIIMIMY " ERT “HTTPS” BY, E&AILAEITIWAF ML
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BPiEm 4 PubiE N WAF
IRERIETLSIRAFINNZEEH ( SHINZBEENES ) , W FHRTFRETLSIRALE
R, BLEESEROMEL, LGBETIEFIILZEER,
WAFEGABLBERIRIKTLSARAATLS v1.0, INZBEHANZBEH, A THIRNILZE
%, NS ML R TLSAR AT O TLSIIZEEH B E AR S ES TLSHRAFINNZEE
%,

BUIRSY
o EIRNNBHEIFRILL
o [HIPMILEAY “XFAMMY” {ERTHTTPSHMY .

LR
o UPHHFRITLEY “XIMN” F “HTTP” BY, HTTPARERTLS, B2IZET,
o NRPHIFNILELE TS M RSERET, “XIIMMN” EBECE N “HTTPS” B, A%

EHCEPCI DSS/3DSEH -

e  FFFPCI DSS/3DSEMIGE, BASZIFHENR “IIIMMY” , BARSIFRNRSSE

N FnS

WAFERABCERIERIRTLShRA S “TLS v1.0” , ATHREMILRSE, EIEIRIELSST
PraERitTECE, SFEENRIRTLSIRAINRA-11F7R.

F 4-11 STEHECERIER(E TLS iRAIHBE

X, BILAESEHEMLG

s BAETLSARAS (¥ FAHFER
=)

WihZ e HEEERRES TLS v1.2 WAFIEB =& TLS v1.0F0TLS
(f5Ign, fRITER. IE v 1MYASIAEER .

5. BFESEEEER

WS EFIEREIERT

Al )

WL e EEEER—AR TLS v1.1 WAFREBaI=ELTLS1.00MYAY
(fIgn, shiedlkiIPm BEER

ik )

ERFIHEAPPLTLREME TLS v1.0 FRrERITLSHMYERRT LA 18] Y

uho

AR

HEEETLSHI, ELISCEEMILTLSARES
WAREZESENIIZEEHR “INZEH1” , AJLIEENGSRESUNZS2MN, SIE

EHRXIRIRIIRA- 125
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Web Rz FERA K IE

=z =] 4 ufiE N\ WAF
X 4-12 INZEHR B
INZBEEZTR TIFNEEE AZiER0hn= | ik
Bix
FIAINZEH e ECDHE-RSA- e MD5 o FHM: BYF,
B8 AES256-SHA384 |  LNULL SIFHIE PR
W,;Fﬂyii)\;éﬁlﬂﬁﬁﬁﬂﬁ e AES256-SHA256 A&z
17, (BEMBER | e RCA ZEE: Th
L =R e NULL
EERERESNIE HIGH
B, WAFHiSkRae | © e DH
sL k “E\\ ;—2-{
E@po BAINEE o EDH
e AESGCM
NZEEH1 e ECDHE-ECDSA- e MEDIUM | E=ZFEE.
AES256-GCM- e LOW o FEAM: BT,
SHA384 o aNULL SEEFIRR
e HIGH NULL A&z
e . e
* o TR B
e DES
e MD5
e PSK
e RC4
e kRSA
e 3DES
e DSS
o EXP
e CAMELLIA
NZEEH2 e EECDH+AESGCM - o FHRM: —HR,
Iz Ui
EDH+AESGCM FRREPCI
* DSSEYFSEESK,
BRARAS N B 22
BIBETCEIAIE .
o 2§
INEZEE3 e ECDHE-RSA- e MD5 o M —8,
AES128-GCM- e aNULL BARKRA R 5028
SHA256 NULL AIEeTCIEIAIE
e ECDHE-RSA- * € o TR B, X
AES256-GCM- e NULL $5ECDHE.
SHA384 e DH DHE-GCM.,
e ECDHE-RSA- e EDH E,SA',&ES'GCM
AES256-SHA384 EHE X,
e RC4
e HIGH
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=z =] 4 ufiE N\ WAF
INFBEHB[IR ZIEFRIINEEL ASZHEFRINNEE | 1BE
g
nEEA4 e ECDHE-RSA- e MD5 o FAM: BIF,
AES256-GCM- e aNULL SRHVEFIRE
SHA384 NULL A&z
e ECDHE-RSA- * ¢ o LM —iR,
AES128-GCM- e NULL i iEGCM
SHA256 e EDH g%,
e ECDHE-RSA-
AES256-SHA384
e AES256-SHA256
e RC4
e HIGH
INZEHS e AES128- e MEDIUM | {XZ3#FRSA-AES-
SHA'AES256-SHA | ¢ | ow CBC&Ei%,
SHA256:AES256-
SHA256 e eNULL
e DES
e MD5
e PSK
e RC4
e DHE
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FAFigR

4 ufiE N\ WAF

IS
8%

INEEHBR SRINEEE 1588

INEZE46 . o FREM: R

o LM BT

ECDHE-ECDSA- -
AES256-GCM-
SHA384

o ECDHE-RSA-
AES256-GCM-
SHA384

e ECDHE-ECDSA-
AES128-GCM-
SHA256

e ECDHE-RSA-
AES128-GCM-
SHA256

e ECDHE-ECDSA-
AES256-SHA384

e ECDHE-RSA-
AES256-SHA384

e ECDHE-ECDSA-
AES128-SHA256

e ECDHE-RSA-
AES128-SHA256

WAFRHAITLSINZ BT T ShRANAIRN SR8 M 2 PinB Rl LIRS, FEERE D EhR

ARG RE, LATLS v1.0tAHI, IIEEEHFFRSINERNRE RS EIRPINER
4-13F7~o
A EE

BRI Pin MR B BRI, BRI

F 4-13 INEEHARFEDNNEE/ZFinsEiRA (TLSv1.0)

HEBE/ZFwm | FAID | NE | 0E | IBE | NBE | NEBE | 0%
BEH |EBH | EH2 |43 44 145 EiHe
Google Chrome | x v v v x v v
63 /macOS High
Sierra 10.13.2
Google Chrome | x X X X x v v
49/ Windows XP
SP3
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FPiEmE 4 WukiEN WAF
AR/ F i AN | DNFE | ANEE | INEBE | IBE | NEE | =
FEH | EH | E42 |43 #a 45 E146
Internet Explorer | x X x x x x x
6/Windows XP
Internet Explorer | x X x x x x x
8/Windows XP
Safari 6/i0S v v x v v i v
6.0.1
Safari 7/i0S 7.1 |V v x v v v v
Safari 7/0S X v v x v v v v
10.9
Safari 8/i0S 8.4 x v v v
Safari 8/0S X x v v v
10.10
Internet Explorer | v v x v v x v
7/Windows Vista
Internet Explorer | v v x v v x v
8 ~10/Windows
7
Internet Explorer | v v x v v x v
10/Windows
Phone 8.0
Java 7u25 v v x v v X v
OpenSSL 0.9.8y | x x X X X X x
Safari 5.1.9/0S X | ¥ v x v v X v
10.6.8
Safari 6.0.4/0S X | ¥ v X v v X v
10.84
R
e PCI DSS
- FFIBPCl DSSEHLAIEG, FEHERTLSERARMRAFIINZEY, BRKTLSAR
REIRER “TLS V127 , INEEHKENEECDH+AESGCM:EDH
+AESGCM,
- FEPCI DSSEHNAILEfE, MREFEENTLSRECIRAFINNZEM, BXA
ZIAIE
e PC| 3DS
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BPFPigE 4 PuiiE N\ WAF
- FFEPCI 3DSETIAIEE, FEEEHNTLSRIEMRA, BRETLSHIRAZIRE S
“TLSv1.2” o
-  FEPCI 3DSERUANIEE, BB ARERANZIAIE, BIRIE S ELrERIFITE
£,

EcE PCl DSS/3DS 515 TLS

S BREWEHG, EREALLS, Bk TER, EE %L > WebRARXIE
WAF” .

S EEHIAE LA, BEER, HERENEE.

SW3 EEMSHE, BE WHEE" .

SIA 1F RINHE” TE, BHHEREMEES.

BIBS 1E “BHBAE” 15, AILAEH “PCI DSS” 8% “PCI 3DS” FRAHLALE, tHAJLIZE
“TLSERE” FRTEfT, Bt & IBMTLSELS .
o Fi%k “PCIDSS” , RAME “EL” WHEE, BF “WE’ , FRZATHAL.

ikl
ERFFEPCI DSSERUAIEE, EUSARENTLSRIRIRAFINEES

e Ak “PCI3DS” , RGsEH “EBER” IHEE, BF “HBE” , FREEHIAIL,

A
- IEERFFEPCI 3DSEAVAILEE, RGN TLSERIRMRAS o
- IEEFFEPCI 3SDSEAVAILE, BRBAREEXRANZIAIL, BRIESSEIRFERH

1TI#(F

FIR6 LAY “TLSECE ™ XHEIES, EERETLSHRAMIIEEH .
W “ERIKTLSARA” , fBXHBAINT:
o BRANTLS vI.0BRA, TLS v1.0%LA EARAAGISERETLASENES
o EIETLS VIIERASES, TLS v1.1RLAEARAAGISRETLASEES
o EEETLS VI2BRASES, TLS v1.2RLA EARAAGISSRETLAISENES
ST BE ‘BN, TLSEEMK.

e

4.4.2 FFE HTTP2 X
MNRIEHINEEESZIFHTTP2IMYAYIAE, AISEAEDHBHTTP2HMY . HTTP21H
WAUERTFERIREIWAFZ8/0AE, B “SH9MMY” HBREEHTTPS A geSTiF(E
H.
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=z e i=1Ea] 4 PuiiE N\ WAF

RIS

ERINpFRMLEERER “ XFIMMY” BEHTTPS,

HREG
B ISHIEPEAE RN “FER .
FFE HTTP2 #Y
BB BRSWERG, TREALS, BE—ER, B ‘TS > WebRARK IS

WAF”

S EEHAE LA, BEER, HERENRE.

SE3 EEAMSHE, B NS .

SA 7 CRULSE” WE, BREFNILEHS.

SIS 7F “SEMAHTTP2MNY FElT, BERS, HF “27 F8E “BE” .
SR ERERE, (ERAHTTP2NYAEMES, BRES.
TR

4.4.3 {22=&R O] TImE

HipaE A WAFZERT, BOAREIWAF “ RSB0 " AEENREIRE, FHaLUR
EEHCHFE, BE “‘BEX 5& ‘B[’ AE=EREIRE

BUiRSR4
FtP RS 2 A\WAF
£9sR &4
o ‘HEN WEEIROIRESIFE Etext/html. text/xmlFlapplication/json=F%h
NEZEENRERNS.
o “EFEM@’ MuAVRINE MIFIHBEIHEIGIFRNES ( BiEZES ) RIF—. fl
al, #WFEHPEYEE JIwww.example.com, iw[1738080, MIEEMURLANZEN
“http://www.example.com:8080/error.html” ,
(EME=83REI R
B BREEEHE, EREALS, BETER, &F ‘22 > WebMAMXIE

WAF” |

S fEEElaE HE, BEllER, ERRKESRE.
S3 EAEMSHE, B MEgE” .
£ 1E SR’ TE, SEERRMES .

S5 £ “SETEN FETHREERERE, B, EHER “SERE HEE
B, EF “NEER” HITERE.
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" (RiCR: FEWRAVIPHBIITEIPHENEES, AIERE “IX
2R .

W AET

L “FEIPEtE” wER R BY, BoLiREREE
SuRl . IREWEAESIE, ZHEERIIP. Cookied)
ParamsTEEISKIEIZEAT, WARSIRIBESIMNIZER
EEEHSRHZINEE . X TFTREESTINAEXE
&, FEIEREREENERSERREEERK.

2025-09-11

76



Web Rz FERA K IE

5 =12 5 BEMIFSEN
¥ SR
A5 TP IREIZMNAIEEEE

seRklA EECESS, WARKIRIER AR SAMN=8E I TE FiwIP o

R
ERMEERIGIE
WNBRIRIE, 19, WIPEEHEETIE S R EHIUGRIE . GRS
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R CIhiPER RENSBOSERESE. X0, MRsEXiZ
1), BXRESREESMNFRAT, A5 IRESRERPMINRRE
13_-'Ll\ o
o IMERGDER, TEUER, BSBHENE,
5.3 THBEIPEH

ZE i SEEIS Web N AR5 KIERSS FEUNICRA=#RVINESHAEIE, AT FESX
NS EMHIPEHEIRE, SRABIPSAEE, TRRZRREREIBIFSEGEECVX

.
BRSY
o  [HIFRISEIEAWAF,
o EEMTIHIFSHRIESTE.
SR
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sip Webifia) &I R I PittlE
(EZIPHBLE )
time PR SE A ERIRTIE] . 2020/11/21 0:20:44
url FAFiZAIURL o /
2025-09-11 78



Web Rz FERA kI

5z =12

5 BEMIFSEN

5.4 B LTS icE WAF £2=H&E

BITESM

Rz

WAFSIBISHI A RS IFFE30RIBIFAE .. RIEHEEFEERITEAIIFE
E, IABWAFREHZE, BEHE. HioHEFICREIZHERSS (Log Tank
Service, &IFRLTS ) , BT =AEIRSELTS, BHETEEENSIFIEIRSOBSELZ 2L
IEEAIRSDISHIEIRTE

REIRS BEFERET:

e  WebRAPGKEWAF: HESEFE30XRMIGFE . ESERiIESNEaREH.,

o Z=ABMRSBLTS: FAFHERTRIEIEA30X, FHEEIELIAET ~ 365K a)iH
TIRE, BHFERENATHEESSHEINR. ESERESL.

MRFTERPEEBASTEE (ATSAWL) , AIERZBEIRSBLTSEMEINE, 1§
AR EENRFMHEIRSSOBSSE HURIENIRSSDISH IR

(1 588

FE=AERSICEWAFEEE, LTSSRRE8MmitER,

o EHIBWAF,
o [HIFRILEEEAWAF,

FEEEATNERZBWAFEEICREILTS, REMWAFEEE,

PP HSECEER LTS

o2y

BREWEHE, ERALLS, BH R, EE “BL > WebMBIKIE
WAF”

s Erslar e, axlEn, ERRKESEE.
S ELEMSHES, BE PR .
Sl #iE 2EAE TS, Aeeens O | MmEacanass, EXes
BBYNZE5-4Ff73s o
%54 2EATHESY
s SHHA EN{ERESI
EEETAE EREECENBAEAE, kFERE | lts-group-waf
“BEO®A” , PEERITSE
B4 OURR R A0 HRSAE
2025-09-11 79



Web Rz FERA kI

FPigr 5 BEMIPSEM
28 2658 BYEH5
ICREHEE EREOIBIBAER, SvEET | lts-topic-waf-attack

‘BERER Eﬁlsi? IJLTSa
EE}I?ﬁU“@UL?EE’J HER
IﬂzﬁEl FIEREB—NHEHEEE
B, SEWESEM3EE. BiPa
1E. WHRIPEEE,
ICFRBEAE EREOIEBIBEER, SkERT | lts-topic-waf-access
‘BERER E#ISE%IJLTSE
EEHatIEmRNEER.
BiEEEERE— 1 HTTPIAE
RXBEE, giFpnatE. b
[BZFFIP. HIEEIRURLES
B,
TS B ‘e’ , 2=HEEEMRD.
S LAELTSEREHI S EEWAFRIBEIREE.
£ LTS EEFH T WAF fFiFEE
LHIBEWAFIFIPESECEICREILTS LR, BEEUTRELRE, EUSESERHEE
E. P, THICEHWAFEEHIR.
B EREEEHE
FI2 BREEEEFIeAL AN, ERXESIRE.
SI3 BERMEA LS —, EiE ‘SESHE > zASES’ , #A ‘B5EE’ R
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n_id Fhiz
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access_log.enter |string | #RRIER | -
prise_project_id 2 FTE
AR R
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me AYRYE
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BREBERIZE
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e webshell: WebShellIZzs
e robot: EEEH

e cmdi: SLIFAE

o rfi: IMENXHEE
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e vuln: BEKE

e default_cc: BRIACCHHPHRNY
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e log: (Xicx
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attack_log.sub | string | TEHEAYFEEY | YattackHrobotht, ZFEBRAZE,
_type e script_tool: HIATHE
e search_engine: {5 |&
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e uncategorized: Hfth€s
attack_log.rule | string | ff&ASMMID | -
FEBENXR
RESSEEIA
attack_log.rule | string | fRRBEEXR | dePEMFHPANEHZFER AT,
_name REESEEN
Y
attack_log.loca | string | MAESRE | -
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attack_log.resp | string | Mgmzsk -
_headers
attack_log.hit_ | string | i EERE | -
data A= RFER
attack_log.resp | string | NRZ{A -
_body
attack_log.bac | string | fRRXBIEEH | -
kend.protocol 71
attack_log.bac | string | fRREHEIRR | -
kend.alive K&
attack_log.bac | string | fRiRXBIEEH | -
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attack_log.bac | string | fRRHEIEE | -
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us S5
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attack_log.reqi | string | BEHLIDFRIR FH5|ZEIPEL. BKATEEL. NGINXD
d BLhAYIERIDZERL
attack_log.req | string | FRIRIEKME— | NGINXSECHUIEKID,
uestid ID
attack_log.id string | &HID KHHYIDFRIA
attack_log.met | string | i&K73i% -
hod
attack_log.sip | string | ZFImIERIP | -
attack_log.spor | string | ZFimiEREE | -
t =
attack_log.host | string | iEKRIIRSEE | -
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attack_log.http | string | iEREVBRSSEE | -
_host 1
attack_log.hpo | string | iEKAUARSSEE | -
rt iwA
attack_log.uri | string | i&3KURL FEEHZ.
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decod
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json

table
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ipart string | header

decod
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el
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#
attack_log.upst | string | fFimBRSZSEEMN | BRIEKRINAIRTE], FRESHIR.
ream_response LIRS =W
_time MRS
iTRYATE), B
(VS
attack_log.engi | string | 3|ZER9MEE—tR | -
ne_id e
attack_log.regi | string | ¥RiRSIZEFR1E | -
on_id regionfig1D
attack_log.engi | string | ¥riR3|ZEIP -
ne_ip
attack_log.proc | string | S|ZRGNIA | -
ess_time A
attack_log.rem | string | FRiRiERAIIM | -
ote_ip BEZFimIP
attack_log.x_fo | string | fRiRiERLH | -
rwarded_for “X-
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For” A
attack_log.cdn | string | fRiRiERLF | -
_src_ip “Cdn-Src-
Ip” BIAA
attack_log.x_re | string | #mRigkKLp | -
al_ip “X-Real-IP”
ERIES
attack_log.gro | string | B=&4EID XHELTSIRSSRIBEAHID,
up_id
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B9 access_streamfyID,
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ectid HID
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attack_log.web | string | ¥REMELZFR | -
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attack_log.req_ | string | ¥RIRIEREK -
body (#8e 1K 18
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ﬁ*ﬁ' Ey“n\iﬁ*?ﬁj RN RIAHTTP/HTTPSIERIRY , SREUSR
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N i RIBERIR A R RS

BRAE IR EZ
SREXBHIR RIS RIBEKRER, REVFEPXIRAIFHIPERRS o
ST SEFKIEKRN S HITRENT, WRBIEER,
IRRPIERAT ST,
IRIEZERVRES, HTEEiEan, H
agiab WLl FTHRXBEIPEIE: pass. block. log.
redirect. captcha,
v
i Rz P B
g TRIEE EHY M TR E SRS T T &k
AL TR RIS, AR RsRE R A
T RIEEC BRI BURS Bt EE SRS TR
BRI EE R SRR MR RP . s{E: Elock\ mask o
'
BHEMER
BEFA SR A IRIBECE RIS FA MR N TN A2 BB
FPEEIRAEIN T :

e pass (Bf7) @ aFMUEEREHBITERIZR.
e block (#=8) : APHINEE=EIRER,

PoiPsi{FECE =Y, IFECEWNEETINE. BRENEESIE, WRHEE
B9IP. CookiedkParamsTEEiBEREI=EAT, WAPKIRIEI /&SR ERY=ERTK
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e captcha ( AHUBGIE ) : asP#NEHAT ANLIGIERDIE
o redirect (EEM ) : sFMUEEBINEFiHHITEEDNE.
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‘BRI B T ) N “WEAR

EELME “BOIPERER” WE, SEEFMIFRE, A1t “EONIRFERET  FrERIRIFRLS
BRWAFRSE IR FEFHER -
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EBZE (URL) AYIHIELRER, WAFSR
TRIGECERININ, FBHEIRBICCIELANR
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%ﬁﬁﬂ%ﬁlf&?&%ﬁﬁ)ﬁﬁ%ﬁﬁ@%ﬁi
E\ < o

yatias U 158 SEH
2EABE | HXHMFEBERZIEELIGHIEUMN, |EEEEZEMNITR
Ry BT IEIRRE R 1T R
EREEH | BEBEEZAILHN, [EE. (UCHESM | BEEIPEAZRMU=E/
il g?EZ"EIPE’\JiEI‘E—LIi%ﬁ?, EMZEIPE/BE | BYTIEEIP

YR E TR SaEIEE

Eqﬁo
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EMEIRE | EFEBHEMEIESC (Internet Data B E R MBS IRIGIEEHIR
EEzElF %Tnter' BFRIDC)MERIPEE#ITIAEE | NEEE/MITISEIPERIP
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BERIA | BELaRIPREERIIHTTPESR. B E RS R IEIBEIFANIE
E7as I Cookie. iA/EIURL, iERESHEHEZF | HILBHIPHRES

IRIPHITREAS, EHICBHIPEE,

RN LT KBRS ARSI

YR BT ERRSOEER

.
ML RIMCHR | ZIESSHMG SRR, L8 ANIRS | &ML /IERFHFN
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Ay Cookie/RefererifalEXHRAOMuL Hi% | CClrs
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P E SRR EMERGIE, BLE
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1. (HJik ) FrigRGIFREE . MREEARINEMIIRIFEREES, BEBIFAN, &
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S8 EElar L, palEE, EEREKEE.
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SIS ERIMREISHEE, MAEIRSHE, BF WA .

TR EREE, ERILIEPRIEIREFENMNIAIRES . BEZRIREIR, R
BIFE, BCERGHFRIN .

.

E—IIRE T EHIRE

BB BRSWERG, TREALLS, BE—ER, BT ‘TS > WebRARK IS
WAF?” .

S8 EEflar L, ealEE, EEREKREE.

B3 EEMSHE, B DHPER .

SIEA 1EEIRERSERIETA) “HRIE” B, ek,

SIS ESHEINEE, WAFERSHR. FFECWRES, BF “HiL .
R

EPSES LS

. %‘;‘ﬁ%%ﬁ%: BHEFEIRSHEN £, ERHIRIEED, ERRAER
N o
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NREMFREHEHZAIHIPRES, BERRAZMRBAOBEXR, BUEE

% .
6.2.2 FRINREE FERIFLIF IS
SIS SIS, ERERERISIEIS, e SRR MR -
A INREEE FARYBLIFIEE

BB BRSWERMG, TREALLS, BE—EF, B ‘%S > WebRAp XIS
WAF” .

S fEEslAE e, BEllERE, ERRKESRE.
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- ?Dii%EEIWEﬂIE%‘ﬂ%iﬁ%ﬁﬁ&‘ﬁﬂ’\]iﬂi, ey LA E=E NS
=BBHIF
- MREADNYEHEPFEERWSRE, BNWEARBIFEASERESREH
BERBRIEESHNRIZE .
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EIERREERSHE M S LE,
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B “WebEHtfHF " BLEIE, HHIASHEWebEFHFAIN .
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- g KRBT ARMEIEFICR.
IRE ‘87 B, GRLURES2RERECkENREES] . BXERERSE
ETIRVIFEIR(E, B2 BB G SR ERSLaE R
- (NiEZ: KM ETARERICRA B
2. BiPSRIRE.
FERE LT, EEBIFER, WebEMPHIFIRE T =MIGIPER: “=R7 .
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& 6-2 [HIPERIRAA

BiFER 15188

Bn PoiFRIERAE, RIEEEEIF LRI ZANERK
SIRRBERRSGRT, BNER ‘B &,
PE fﬁi\?\? “BhET BOIPIRT, BEASELS THIWeb:

E1& PR G, RIL=EEEERRIRITIFERIE
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FiE “BAEN" 5, WARSHREREUREIG IR
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FFia “WebsheliGll” /5, WAPKEIHED LEEZOBAN

Do TIA i TG
R PriFREFMARS . BEAEIAISIEAN. UTF7, Data

URI SchemeZFRERIEE .

FE “REREN 5, WAPEXHRERIGEFI TN
o

header&#&iN EIAXHA . XARESETWAFSKE I EREE TS
header=2E&, ®&User-Agent. Content-type. Accept-
Language#lCookie,

FiE “header2t&ll” 5, WAREITiERkEheader e
FERH TR

-

BoEfI-1=&k SQL iEANKTE

{RU0BAIFIEE “www.example.com” EEAWAF, ERJLISBEIATRIELSEIZESQL
EANBE

SIS “WebERMIHIP” REBIE, FIASFRWebERBHPHN .
O 5.

BB FIEWebERISIR BT | FEHIPEIIZEN B8 .

I3 FIEWeb BT,

S EIERISEER, EASSR R N EISQUENTE (B8, http://

www.example.com?id='or 1=1)

WARBH=EZIBIaiERK, =EREREINEE-2R.
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mPERI, ETLRHEWARSRSHTERERRS, IHEARTEEEEE

SIS IREIWebNARKIEEIRIZFIG, AAMSHMG, B “BIFEG” , &N “BHiP
S HE, BRLEEZBREG.
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6.3.2 BtE CC ERpiPAINIBATE CC IE

MubiE AWAFE, WAFEBRGAREICCIERIF . MIRMIsSRAEEAEFERER S
BY, AIECECCHERGIFAIN, PRENFRSEmESR, PH#HCCHE.

BURSRG
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YIREASF
o N YBIE XZAIR ‘BAEE— . ‘FEAFE’ . “STFEE— .
“REFFHE” . ‘BEAEIE—A" . BERARE . EENEE—
A S CEERARE B, TEAEEIRE, Rt BRI EEE R
SIS | BN ISR T B RS
o RIISERTHIMNE, NN EEEESm. MUERE, EaE “5
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Sl BREWEHG, EREALLS, Bk TER, EE %L > WebRARXIE
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S fEEElAE e, BEllERE, ERRKESSRE.
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SRR
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g2, REZMUNEEER.

PRIEEMETC

“IPBRIE” : RIEIPX S8 Webifa)

o

“FFBRE” : fRIECookieliE{HkE
HeaderX 9 EB™"Webif[al& .

“Efth” : tR¥EReferer ( BEMIBEKIS
BRKR ) FERX DB NWebihaE
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WEIR “Hth” B, “Referer” IFRAY “HA" &
ShEEIHZRIRURLEEEE, (NSHSaIZEItae
TS ELER2E, ‘NS BRREaEEEN
ZEMEES, W “///admin” , WAF5|Z%
4% “///” Egjg “/,7 o

Fa0: WWRBFAAFEIRTEM
“www.test.com” J5EIiuG, M “Referer” XGRZ
B “RB” BER “http://www.test.com” ,

FFRR

“PRIEEDR " ER “FBPRE” i, SR
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R
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BEMRE" . ‘STHEE— . “FETER
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<html><body>F
orbidden</
body></html>

e application/
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"Forbidden"}

e text/xml: <?xml
version="1.0"
encoding="utf-8
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<msg>Forbidden
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e EH ERINAYBFRALN

SEIERAHP R :

a. BIENRNERERE, ENSEEEhinaiFEECookieRHRY “http://
www.example.com/admin” TR, E60FARIFHREIORN, EEBRT,
AEF1UXBEZRE, REIEEXA=8NE; 60¥ERIFBERRE, 1’
HIHIEIEE

b. 7 “BHFEM” TumE, EEBIFEE.

-

A& - AAISIE

BRUNFBIFIEESE “ www.example.com” EEAWAF, ERILASERIATEIELRINEAN
IERHIFRR o
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RILEEEAWAFSS, WAFBKARAERGEELIEMGIR . SR LMRIESSAR SR, $HE
DHTTP=ER (fFIaNIP. B842. Referer. User Agent. ParamsZ ) H{TRMHAES, 7%
EIEEAIEER (FIa0, EEREREIEK. FEURLEK., IEEXHREE) , 7]
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i 11 5 HEIT
EIRID | FEIREIR | EiRa X BEE |2u |#HH | UE | 5
£3] xR | EHA
(% | (R
E) |twiE
=)
precise_ | {ERRIR | ZIEtRRTFSLT | 20 Count | &% | BBIR | 5%
protecti | MR IESTEPENE | (g &8 | #®
on_cou ERTIPAINEGIR | Ay’
nts HNILEHE. Float
REH: Fit
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RGP ARG
NG E
cc_prot | ccfpiFIR | EIBRRETRIT | 20 Count | /i | IR | 5%
ection_c | # IESOEAEACC | (g &8 |
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G Float
REBFR: At
IES I CC
FatPARNIBERRY
KEHE
pLREE]) SSMUI AL =
#+ 11-2 WAF =5 | 3L 5 1EEHR
BtRID | IBIRETR | IBiRa X NEE |[F |&# | UEW | S=[
E fu |# |®(% | #B(E
E) sats
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= MEXIRAICPU | (g W | BB
*Uﬁﬁi—?—‘o ﬁg: &
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100% A=A
CPUSEE
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*Uﬁﬁ%——‘o -)__:F'tJ: &
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100% A=A
WFSEE
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FPigm 11 BESEIt
f8fRID | BIREFR | IBfRE X NEE |$£ |# |UEXW | W=
3 iz |# |:(E|HB(R
E) yais
=)
disk_uti | &R | dEnAFRIT (0~100 | % | & | H=E5] | 1958
( = WESRAEME | g W | Expl
*Uﬁﬁg—(o ﬂ: &
REFI: Float
100%i@ =S H
e GLL
disk_av | BEnIRH | ZERBETRIT | 20 Byt | 102 | #Z=5| | 15%h
ail_size | =g WENREME | e. |4 ESu]
A=, Al KB
REH: =AH | Float |
BEASIEA N MB
GB
T8
PB
disk_rea | B{E2iEE | ZIBFRAT ST | 20 Byt | 102 | JHZ=5]| | 1954h
d_bytes | = WEXRBIOM | g e/s |4 ESU]
_rate HBERINFT | 7y .
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X&ERN: B8 >
MBI i
T GB/
S
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te_byte | = WEMREVE | g e/s |4 ESU]
s_rate NEENFT | 7 .
o Float KB/
X&ERN: B8 S\
BB MB
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GB/
S
disk_rea | M&EiEig | ZIBRBETRIT | 20 req | A | M=E5| | 198
d_reque | {EiE=R WENREOM | g ues |5 | ZE3LH
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W24 R AYISEEN
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XERN: 81
WELIENS AN
BRE
networ | PEZERAN | iZIBFRRTFST | =0 Byt | 102 | MZE3]| | 154H
k_inco |E= WEMRBR | (g2 e/s |4 s f5)
ming_b ANEMTREIN | 7. .
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et N
ANBRE -y
s
networ | PWEZERE | iZIEFRRETFST | =0 Byt | 102 | H=5]| | 1934t
k_outgo | = WEMREOR | (g e/s |4 &S5
ing_byt HMEXTRAIN | 70- .
es_rate BR=E, Float KB/
KEHN: B Ss
L ERR 28 /“QB
% N
HHYRE= -y
s
networ | PEZERAN | iZIBFRRTF ST | =0 Pac | &~ |H=5| | 1958k
k inco | BiEXR WEMREOR | (g ket/ | ;& | 85l
ming_p ANNETREIE | 79 nt | S N
ackets_r REHE,
ate Re&EH™: 5
MLIEECZE R
NBEIEE L
networ | MERE | ZIERATFREIT | 20 Pac | &~ |H=5| | 1958k
k_outgo | BiE=R WEMNRBIR | ket/ | ;& | ZELfl
ing_pac HEXIRAYEL | 7. |0t | S P
kets_rat EEHE,
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FAFiER 11 WSt
IBtRID | BB IR | BiRa X BEE |8
Bl v

concurr | H&EEE | ZiStEBETHIT | =0 Cou
ent_con | WEXNRIEL | g nt
nection B AERE | . nt
s =

REAR: B%

HEINFRIEE

H=
active_c | jEEKERE: | ZIBERETSIT | =0 Cou
onnecti | # WESIRIRIFT | (g nt
ons FGEREE. |81, |nt

KEFDR: BKE

HEIRERIEE

H=
latest_p | RIE—IX | & TS | 20 ms

olicy sy | SREERE | WEMRRIA— | g%

=S

nc_time | BY3ERT IXFIZEWAFSRES | 8u% |nt
AOEERT .
RKEHN: mik
—IREIEWAFER
BRAYFERYT

HE

Key Value

instance_id WAFH =5 | E25L411D

waf_instance_id WAFPBRRRLID

IR R IR EERS U
[

{
"metric": {
[/ SN
"namespace": "SYS.WAF",
"dimensions": [

{
/] EEEBTR, BIGNEEIR ML
"name": "waf_instance_id",
[/ ZHEE THIEIEXTRID, FIRNFHIRRL4AID
"value": "082db2f542e0438aa520035b3e99cd99"
}

1,
// $8¥RID
"metric_name": "waf_http_2xx"

h
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FBFisEs 11 BiESEIT
/] E7FRTE), FEFRTRE X
"ttl": 172800,
/] $EFME
"value": 0.0,
[/ $EFRERAL

"unit": "Count",
/] $EVNMEZEE
"type": "float",
// $EFRREERTIE
"collect_time": 1637677359778
}
1

11.1.2 B EEERN

BITIREWAFSZMN, ARTEEN MIZErSEIER, RESZMNZIR, 4
R, MiRiein. SZEHE. YEERMERAXBISSH, BEEKI T
WAFBBIPIKR, MM EIFRE(/ER .,

BT
PR RISEEIE A WAF
RE I EERN

S fEEslAE e, BEllER, ERRKESRE.

S BEREALSN =, %iF ‘BESHE > =4S CES” .
SIE3 EAMSHRE, B 58 > SN0 , #A “SE00° [E.
$W4 EREGLS, B CRSENN , HA CIRSENN BE.
SWs MEEXSH,
o EFR: EENIUEH.
o SEENAL: PEIR “ISIR .
o TFTR: AT “WebRIFERSKIEIRZSLAI” B “ WebRIERSKIE-FAEE”
. S STEIAESSIREE “WebRI RIS KIS SRS |
. PSSR “WebRRIMIE-IHPES” .
o MESEE: ISR,
o RUEHIN: M CXBHSIRS , REEEV ORISR,
o RNEN: MRAELAKEISEES, FEZER, HSEEmS.
o HipSH: WESFERRE.
$We E RO , AEMHIISTIED, BE WRE” , SEMNERI.

-

11.1.3 BEEKIEIER

ERLUBE CESEIRIERIG, ERWAFRIRXIER, RIS TREWAFRGIFRR, FEld
R ERLIFRER .
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FAFER 11 YE St
HUESM

WAFESZER NS, AIEARKENIRERESENN , EXRREEEEMNAY
TFIRE, B NREREEENN.

BE BB
S fEERslAE e, BHllER, ERRKESSRE.

S SEREELAN —, ®iF ‘SESHE > =ARIRS CES” .
BB EAMSHE, 2 SIREAE > WebRAIIKIE" |, A “SRSKE” &

Ho

$R4 EERIRZLEIEBGIFEERETR R ik, R ‘EEREERT , BN
SHVFEIRFR
AR

£ “MILIRE” SR, BREEETR “BRET 5, BE ‘mER” , JEEREESI NI

AIEIEER.

.

11.2 {§F3 CTS &1+ WAF

11.2.1 =®EHITIRFEZISH9 WAF #2(E5IZR

Z=H1TARSS ( Cloud Trace Service, CTS) 1B T WebR B XIEHEXHVIRIESHE, B
FEHEFPHBENES. =i, BfEsINHitRSHEPIERS.

x 11-3 =HITIRSSTIFHY WAF 18B(E5I3%

BREBTR RIRER EHEIR

U Webiz AR5 X FEBH1P LA instance createlnstance

IR We bRz B RS K EBH 1P SLA) instance deletelnstance
EFTWeb i AR K EEBHIP LA instance alterlnstanceName
E){E%Vj!ebﬁ_\‘z% B KPR PSLEIRYRS | instance modifyProtectStatus
(B2XWeb Rz FERA A AERAPSEFIRYE | instance modifyAccessStatus
NS

Bl Web R FAF3 KSR R SRR policy createPolicy

N FAWe bz FA R X IE RGP RS policy applyToHost

B HTWeb R ARG KSEHHFERES policy modifyPolicy
fIR%RWe bz FR R K RGP 5R RS policy deletePolicy
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FAFiER

11 W5

BRERTR

HiREE

EH2R

ENEEBIRE

alertNoticeConfig

modifyAlertNoticeConf
ig

DIIEF certificate createCertificate
(BHLERZFR certificate modifyCertificate
fHBRIES certificate deleteCertificate
BUERCCHIMY policy createCc
1EBCCHRN policy modifyCc
fHIBRCCRAMY policy deleteCc

ClIEAB RPN policy createCustom

1B RPN policy modifyCustom

il ==t aF A policy deleteCustom

I IPEEZEMN policy createWhiteblackip
(EIPEERZ 2N policy modifyWhiteblackip
fpRIPEEZ BN policy deleteWhiteblackip
B/ ISR ST PR E SHIN policy createAntitamper
bR P DI B E R policy deleteAntitamper
elfE e SISE=A==E policy createlgnore
il SIS E===E A policy deletelgnore
SlIEEFRFA AR policy createPrivacy

1B BRFAFEREFRN policy modifyPrivacy
FRIBRBRFA B ARRAR N policy deletePrivacy
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FAFiER 12 & D ja)R

12.1 =mE&EE

12.1.1 WAF EitsmA
AEFHHEZT) TWAFN IRV E o) 88

Web Rz RS KIS 2 a0 KA 2 AR K ?
Web/z FIRS A R RBE K o

B WAF SIRE SRS =i TER G ?

}SZ)\WAFTF'EEEPLEELEJJ—%a T%%&unlﬁlﬁﬁﬁﬂ nnE,JJé i-’{k 0Ny Eﬂzzﬁﬁ%ngfﬁﬁﬁﬁﬁ
SEHTHTRIE (PINRNKERS ) -

Web [z ARASIPIERTLABREEE VPC IRIIS?
LA, SRERRWAFAOIREES | SEEBIEREAEVPCA .

IM=hR WAF 28 VPC fpiR?
WAFME S | SR 5BV PCRS PRI S . NS WAFIRE 3| 2506) SiEiE AR ER—4
VPCHh, RV ARE RIS SRS ER—VPC FEIWAREE | SESE I TR .

Web [ FIRS KIS ST i LR ER 5 ?
WebRI RS XSS BE R, ASIBERSEER ., HMWebR Bl X ST HHTEIR
VERS:, TRIRIERS FAOt2 IRSS SeEBaT LU N\ WAFEAT o

Web N FEFG KRR ZTLERIR?

WebN AP XIERMIIELE (MIEE. HERIRE. WEE. FRE. RIEE. &
NEFMNAE ) B
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Web KBRS KIEIMI=EiERRE?

WAFXIERAYEBRFIbody (A EB = TIGN . HliNbodyAIZREE . xml. jsonFHIEE =
WWAFKEN, WARBISIE XS A SRR ENERASHTIEE

Web NG XIEE B SIF I ER?
WAFREEFEE T WRHEXAIESMNE, AFBEENREEXRIIMITUREIZEWeb
hiaE, LUARIBFERIER .
WAF £E7ZMubEIEn?
WAFHIM B ERINRE, RILAN B FIRMN FBERIBEIR, RXIMubaIssSMIuHITE
7, HEPBONGEHREISAPEFNEERE, FBYENINREEHEN .
Web NG XIER B ZIFRBINE?
WAFEBRISEASZISMRERENINGE, IREF ERSEEREMECENINEE, BINVE
Gl taEt9E (ELB ) FIWAFSELNER, ELBECE SRS, BISELBHYEIPIERARSS2E
ROIPHELE, BEAWAF, SCHZERE.,
Web W ARG XIERESZHF SSL WEIAIE?
AL, EAILAEWAF EREE B [magSSLIF+H .
(1 88
za;nummmm SNER “IIHMINN” ERTHTTPSHNY, BEE HEEBEEB RN
Ufo
Web R FEFG XSS E T M A RN IR S A aEHIE?
WAFZ 35N A EIMFIRBASAaEE, NEBEMYSZIFEHTTPAIHTTPS,

Web NG XIER B RILAXT A FPZRINAY Post B9 body #H1THEE?

WAFHIR B NISIE B PostEiE, webshell2PostERHISI(E, PostzEBURITIZE
B jsonEEiE, #SmWAFRIEUARISIEE.,

ERILUBIES B E R EL IR RN, XSRINAIPostAIbody I TINE o

Web [z FEFG XIS RTLABR SIS 5 1a)ER ENS?
ARS¥F . WAFSHFBEITEENX CCRtRANI, PRFIEENP/Cookie/Refereriial &I HiR
s E4FERE (URL) BUIBIESRER, BERBICCHEIARBREMCCILT .

Web R FRS XIEST A= E B 845 %20 URL i53K37?

WAFAR SRS G KURLF EBIFHRFEAEIZEEM, BIURLIBKRFEIEFGRE
7, WAFREEE, . WAFDTLAXTSRIRIPHI T FIPRS .
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Web R ARG KSR LARS LE R GEARFN = AT 2

WAFRAERS ISR E R E S REKEATH . BN R B AT
U, AR5 LSRRG B AR .

WAFREIEXHTTP(S)iES# TN, aTLURBIFFEETWebRSZHIMMZ T ( SQLiE
A BUHAE . WRAS EE. dS/AEEA. XEHEE . 8EXtIAE. =
BNARRBHE. CCE. BRI, BihiERMEE)

Web NS XEERTLAF=#; Web TmiEAE ORISR EIEIS?

L WebUEERAE OIS REIEEWAFSIPIEE R, ZEREIRISEITWAF,
WAFSASNFH IR EZ IS REWE -

AR WebEEBEMIZEOANSKEIEREWAFIRIPEERN, NZEREERRID
WAF, WAFARSEEIZIEREIE
Web Rz FERG A IERTLIS B FREGEE?

WAFA gL E B2 REAE . WAFSISFECEEZHAZ 2N (EMREIPE/BZ
), FEBf. (CRERBITIEEIPIKIPERATIAIEE K

EHLIETEEREREMN, BT, NiCRIBITERIINAYIPEIPERRYISEIER o

Web [N ARAXIEES IPS N EHHRSIERID?
Web R AR XEE S B IEF I NIERNIPSIELR, RSZIFIPSNEMHE, (SIEITHTTP/
HTTPSHMYAINZIE o

WAF 373558 48 TheENS?
WAFE A28 R 4EIHEE

HTTP 2.0 \'S3iEN\ WAF [GiP_RE S RibtERIm?

HTTP 2.0\l S35 AWAFBBIRIS RSB S2m ., HTTP 2.0V 533 AWAFRBIRERTRWAFRTLA
RREFIRAIHTTP 2.0i53K, MWAFBRHXSZIFLAHTTP 1.0/1.11MYEE & EIRIEK,
BEIWAFSIRULEJEARSZIFHTTP 2.0, Eitt, wNREISHTTP 2.0MVSZZAWAFRSIR, M
JRIERIHTTP 2.0 SRR, Fl0, JRIGHTTP 2.0 i8S IS RTREL,
BRI EiERE EF

{EF Web [ FBA XSS HM4 WA FNEBM G iR OB =2 ais?
WAF%NVF\]/ebMﬁHWﬁEﬁWP, LI UL ANWAFfS ,  XTHBAK A FOfRE-im A
SFEERL,

HAa_HZE?
HARBIER ZaLE RIS ROEE . WTFNGMS, FHAEINLFF AR,
BRI RIERIABEFHE .

WNSRMEBIEZE ELB £, WAF ofLURIBERADHITE=EID?

SNSRIEPHEEETEELB L, @IWAFRIISREBZINZRT . XIFTHTTPSHINLSS, fEIRREIE
FLEFIWAF E, WAFFBERIEREE Z RRIBKRAIMTEEHTI=E.
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AINEIWAFR RIS AYRG I PHEEAR S5 e iR R 2HfE, EWAFRAFERMUTDIRE,
(BEFEERSBITWAFRIEIRIPEESEAIIP

TEuhFF S gzip 3T WAF E=2Imi5?
BB R gzip, WAFETAESI S A A AR . MBI AR E R AT
Bk, B BANERRE S R NE IR, (MBS, WAPSREEE
ﬁf#iW“ﬁ?%ﬁ”ﬁﬁ¢hTELTuHE$ﬁ,C&TAWUﬁHE$#M
S29E50

ZMEZ XN E—]FLL, Web RS I IETTLABGPIX Lty 15?
L. FEEE MR —ANEEE, LSS £ A WAFS IS .
WAFBIBSEI RS ERIP, MRS MAEER T E— EIPYIMILIRS, SRE
£ N EE \WAF A BERIFTA T B

A 2GR 1P?
B4 PSSR S (P 0 P

Bk IP BEXEERAESNE CNAME H?
BT EHEWARE AN, JBILIPEXE, FEXZWAFSELSIZMISHICNAMELE.

BHi% P[5, SESHMSERRINE WAF 15?
WNERMUEFFERIPZR B R E TN TEEFFEWAFRERECE, WNREMULEETE T 5
IPREESEHECE

WAF EE485E EIP 187
WAFEIER TTESPEEIP, MEWAFEEMtEMMZEELBHITER], ELBEEEAN
W1 PIELEE /9l S5 1BAE

Web [z FEFA KIS 7 # it ning ?
WAFRI k52 TR BAIPTHEE AT LANY 58 = A imiE Wt E R T NFIi= a8 . EECEN
uh R TEHRBAFANET, WNREFE THEm3E, WARSXTIEEER, d0penVAS,
NmapZE# T4l

Web NP XIBEEZ#F Exchange BAVEIIY?

WAF3z#Fexchange B ER=MITwebmailAtAIhttpFihttpstiy ; WAFAZ$Fexchange
EHISMTP . POP3 . IMAP SR E4-HEFAIHNY

Web W ARG XSRS 735 XOR iFABE?
Web R FAFG XIS SZIFRAEIXORIEN .
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FAFiER 12 & D ja)ER

WN{IIEAR WAF BEER bind_ip 281?
MEEIEAWAFS, WAFEARARIBFEEPiHSELRSEZE, RITERER
H7E, Abind_ip (WAFRIELEIP ) S ESMRELEEHIEL, SEIMTRITE
EXWAFRIERIPEY? BEEWAFBIELEIPFHRSTELEIP,

BT IP N WAF [, WAF RJLABGIRPBRET RiX AN IP FUFRE 2157
FiE,
WAFHOI =S5 TEUAIPEEAWAFRSIR, BiZIPSHSFAMIPELE NI, {BWAF(X
SRS P IRSRE, e MRETEIX NP E, EPEE, S
ZIEAWARRITRHIF .

WAF 2EXH5851P CS ZRHanmiu,?
AR ML CSEEHI R EEHTTP/HTTPSHNMY , MIWAFETLARSIR, BUARSZISMR .

SMTEF =R WAF 133 QPS RIERIBERARARIRE?
fERILMERIS |, BERISIPHIAYHE/QPSERERANIRE

Web RzFERGXIEATLA=#k multipart/form-data {&=XHEHERIS?
WAFZ 2 multipart/form-datat& X HIEHES .

Multipart/form-data @il SasR(E RS LEHRIS . fIa0, ESHBHRT, 205RAR
ERINT RS, MiE@EFEERmultipart/form-datat&=t HERIIRS SR,

WAF S7$35BA{HEFLE CVE fFiE?

WAFZZB5HBICVESRR: CVE-2017-7525. CVE-2019-17571. CVE-2018-1270.
CVE-2016-1000027. CVE-2022-22965. CVE-2022-22968. CVE-2018-20318,

PuEERE 7 R ECERARSS RS, AMTECE WAF?
INERIEIE T RARIZIRSE, MISEAWAFSTSEIR AR,

2RI WAF 5, E&2EFTLUEX?

BriFE2 R INEIWAFfS, EAREIEIRBIFERZRIRTR . NREFRIE LRGP EHZRIZ
R, ENEHIRRISS SR EA NSRRI .

—AMJHZ WAF LT LAZAZ A ELB 15?

ZELBRILAEA— 1"WAPRE5 | 25261, 1§IRZWAFSEEZRINEIRS N AYELB/SiRARSS
2aZHR0T] .

12.1.2 Web NG XIEEEEERHIF IP?
WAFR LAXS 1P TR o
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WAFAEERBIRIP, ReeEFIHZ TR
FEWAFFREERYRIAIPRSTIFAMIP, RSZIFFAMIPTERIMIP
WMRIREE RO AMIPRIEE, TTLAWSEELB ( Elastic Load Balance, f&#RELB) 13
REHIYE, REBRBIRFARMIP, FISEIP ( AMIP) &SRB,

=R
WAFRJ AR IPE} 132 34T BH 4R o
FEWAFREL BRI PSZIFFARI P& FIMIIP,

12.1.3 Web N ABIXIESZHF RSB ITRIAI TR ?

Web R XIS (Web Application Firewall, WAF ) , BIZXHTTP(S)i&RiHiT14
M, IRBIFHERTSQLIEN . BUHAE . MRADS EE. aS/MREEAN. XEE
. BENEAE. FERNARERDG. CCd. EEMCHRAE. BihiskihnEsE
W, 1RIFWeblRBZZE2IEE-

WAFZ#xd1a 2 5k I P TBAHR, fBXi1BEIN T :

o TIEXAICNAMERE N\ REEETF i 23 1ThHP
EWAFHECERTRULIPRSZIFAMIP, g, RikiRSSEEE0E 7R REIaE
( Elastic Load Balance, f&#RELB ) B, RZEELB (RHA H=RIEHM=H ) 5
AMIP, =AEXFRILAXS S Z 1T .

o NSRRI AT AN Z kI PEH1TRAIR

12.1.4 Web NMABXIEZIFEEN POST $=#137
WAFASZIFEEN POSTIZEL
FXIHTTP/HTTPSIRIAIERK, WAFS|ZRERHIPANAE MR E12-1F7R .
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FARE R SRS IRIBERIESTHIARE K50 .
{

BRI ER
SRENPH1P SRS RIBERER, KEHEPX APPSR o
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Al TRIEED B RO T B E SR B T M TP e
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S roa e IRIEEL BERIRH SRS Bt E SRS TRk
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v
HEMER

B RA R RERL AR T HRIBECEAISRARF BN TSI R B33F o

12.1.5 WAF F1 HSS BIMIpAERETAXH?
HSSRPHE IR Z L AIBIES A ISR, SCRTISIEMuAER, HaJLAEI &R
WERELIHRER, REEZRFANMISEEFMESEL, 2EAF. Bk
W FHABEZ LIRSS .

WAFR TIBpE 9 B PR N FERIBAIR , SIMUARIsHSMIURITEE, SRFIEE
MR IREISE AP EFRIERRE, FHRETUSNMITESHEN .

P9 IR R I X 3
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R ESNSEIERNESITA .
o FHMNHIEEIE
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g ERNEIRGIF B R RS EAES, ASIZENfE
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o IMIRERIDIKE
HARMEN ERXHBRMEHBEREY, T&E
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Bripxd | MubpsiFERS, FalkEEKAES IS5 YRR EE SRR,
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12.1.6 Web RFEBGKIESZHFHPLE Web BRSZHEZS /MY ?

BrEe

FISERSIR+ S ERINET | WAFRIEIRS L3+ HS STy Ry

WebM FIFEKEERBEERIR, SWeblRSZIEIRIZRBXER .
WAFBIXHTTP/HTTPSIERE TN, IRBIFFPERISQLIEN . BBUAMIARITE . MK
ASEE, aS/RIEIEN. XHEE. SRUHAE. B=ANARERE. CCY
&, HECRITHE. BihiSRMEZFKE, RIFWebRBZLZEIRE-
WAFSZH5RiRROIMYEER S . HTTP/HTTPSHMY o
WAFSZ SRR AN SR J9 i BRGN T -

e WebSocketthi¥, BEVABFERE
e  HTTP/HTTPSHHNY

o  SSEWRY
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12.1.7 WAF BJLABS$P{ER HSTS SEA%/NTLM {(KIEIAGE50l A Py

15?

L. WAFSZIERARHTTP/HTTPSHRMNLSE .

WiLiEIR(ERIHSTS ( HTTP Strict Transport Security, HTTPIEAR{EIRZSMNY )
RIgE, SEHIEREPin (NNKEES ) FERAHTTPSHMY S Mub#TiEdE, LR
DRARMFFXPGE . BEcEHSTSSRERRIMUL(ERRIZHTTPSIMY, WAFELARGIF .
NTLM ( New Technology LAN Manager, Windows NT LANEIE2E ) {IER2
Windows& FHTTPALIRRI—FMAIESZC, EIAES NS WindowsimizgE A9
iéiﬁﬁﬁ%—ﬁﬂ'ﬂ, ERin (NNEes ) MKEZARE=EF A FHRESRE

MFEFIR (0REEes ) ARIEZAERNTLMIAERNNSS, WAFRTLARGIF

12.1.8 WAF ¥ #1 Nginx ¥ B AK5l?

WAF3 & FINginx3E R RIEZ X B ANginxZ B & ILIIEKERILIRSS 2, MMWAF
KECNFHTRTERE, BRITEEINNEERELREIFAIRSSSE, FMRIELN

T

WAFiE &

WUEAWAFIS, FRrEIAEERIGHEZRITIWAF, WARBIIXIHTTP(S)iERi#HITHE
W, SRBIFFEEFSQLIEN . BUtHAKSE . MRAD EE. dS/SEEN. XE
B85, BEEAE. F=FNEREREG. CCfd. EHaMCHTHE. Bk
PEFWERER, BEERERESREL, NMBERERWebEZE. I2E. A
=8

12-2 [iPIREE

E @ B EEREIWAF @ WAFEE 5T S SRR T, g

=R WA _-
@ WAFR R HEREEAE IS5
Nginx§&x&

BNz afLER ( Reverse Proxy ) Btiek . RIANRIEIRS[EZEFiRiHITER
&, BEEBNIEEREREWebIRSSEE, FIFMWebiRS32: DIRENAYERIROILS
EPiR. RAONERSHLREMIEIE, CIEWebIRSZZWLHIBER, FH3d
IBEERE T .

R E IR LARGLES MRS AR S5 2RO IS, B LA ARBRSS =R IES
TR LASEI R e i S a9 .
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12-3 Nginx &4 [RIE

| WebfRSSEa4ERY |

E MEPRinERER i CHEREREF,

ERiw RECIERS S

Q Q

12.1.9 Web N AHBGXIERTLAECE &1 Cookie 137

WAFAZFECE 1R Cookie,

WAFA LAIBIS B & CCIg Pl , BE%UE’u\Cookie?Eﬁﬁﬁzﬁﬁ?é ( URL) H9ifa)sR
R, BERCCEHIUNRBRERCCIE . Flin, TU\LLEEECCIQEEH.U {ﬁ
CookietriRAnameRI B F#E60R A IalE 2 /Y “/admln*” REEBT 10K, 5%
FBFiAia)E&2 60070 .

48 Cookie

Cookie=Mut A THBIEFRBED, #H1TSessioniRERTMETFEE R AR FaVEE
(BELZIMNE ) , CookieFAWebfRSZERIXZEINLERE, AILIAKRICRAFR ARG

e 0

CookieHH-—MEFR (Name ) . —ME (Value ) FIEE/L M ATFiEHICookie BREHA
Ze ., FEECENEN%EEAR . CookieDFEIEFCookieFIiF A ECookieFaFhzE
B, FMIRBEIN T

e =iECookie
EAYEYCookie, AEEFIHEHER, FHRERNFH ., HNLE2EXFTAT, CookiefsiH
AR o

o FXMCookie

@Jé{;ﬁﬂ,ﬁﬁ BHE, FHEEHES, JFREERIZIRIREARY, Cookiefg MR
BR

12.1.10 WAF X SQL ;A . XSS BEuhIAF] PHP 7F NSNS
I$?

SQL ( Structured Query Language ) i ANTEER—FMERAIWeb L L, WEEE
TIESQLEA S ANRIBIEENEAZG SRS, REXFNIRRSSEHITERSQLES E]’J
B89, fan, TLUNEIRERESUREE, SE&F BEIBREIUSFERITRINAR . &
EXHE—RIERIRME, EEEURRISIRENERFRFPRSNR.

XSS HB RS2 @I A AN AR E TRIRIE, Eﬂl’iﬂ"‘ﬁ’]ﬁ&&)\,uw\}ﬁ e
IBEIMIT, FERFIIEF N TREE ERHIENNIRER . XEEENIZFEER
JavaScript, {BCRR EthEIL B Elava. VBScript. ActiveX. Flash SfEEZEELE
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BHTML, WERIE, WEETERIERERETESHINR (a0HiT—LE
E) . FABNIRAR. SiEFCookieFEZMAR,

WAF £137 SQL iFENILEHRUHE NI RIE

WAFEISQLUEAN TR NRIERIGNSQLKRT . TS . BREAF. BIFF. X
RAFRIBXAESHFE, FitiTItEc,

e SQLXEE=Z (Hunion. Select. from. as. asc. desc. order by, sort. and .
or. load. delete. update. execute. count. top. between. declare.
distinct. distinctrow. sleep. waitfor. delay. having. sysdate. when,
dba_user. case. delay &)

o HEFS (7 7.,0)

o ZER (/%)

o BERF (= > < >=, <= =, +=, =)
o EER (-. /%)

WAF £ XSS KahEa94& NI =T

WAFS(]‘XSSEEJEHH]ZKIQEE’JEILJJ?EEEEEHXTHTMLHiI]ZMTé\ EHar R . BT
X HAFHTEN, BIEESARPETEFRERKENEEXSSIED.

o  XSSKHE= (javascript . script. object. style. iframe. body. input. form.
onerror. alertZ) ;

[ ] #ﬂ'ﬁ*%{j’(<\ > ’ N ? ) ;
o HNERHEEE (href= “http: //xxx/” , src="http: //xxx/attack.js") o

AR

MR SFELEEXA, aJLAAmultipart’5T0 EE, FHbodyST L&, MAERSE, BME
base64fmith 2MRT . DT SIAR, BIRFISIS. KIESHEA.

WAF §t33 PHP K94 RIE

MRBRPEEEMUTF system (xx) KT, ZXBEFEBPHPENEXE, Ft,
WAFSI=8 T Z2818K

12.1.11 WAF 2E0JLAB5P Apache Struts2 ii2 (LB TRIE
( CVE-2021-31805 ) ?

WAFRIWebE At MNI AT LABGIFApache Struts2imf2(LERHATIRIE
( CVE-2021-31805) .

SEL TRES AMEE.
&
S FHEWAF,

H£IR2 E)@\ﬁﬁiﬁﬁ%iﬁDDéUWAFqﬂ#%ﬁiﬂ%}ﬁ)\, FHIRIEIES DB IR RN GRS,
ZEAWAF,
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I3 BWebEALIGIFAPASIREN ‘=87 B, FHRIFES WEEWebEhH RN
BriElE MWebXid o

-

12.1.12 8\ WAF 581+ AlRsiai3fE T B H R @ Fin it
a?

EESEAES
BEBEAWARESE=FREAEITIESERE, FRERER T EHZRERD (5
9n443 ) FI4EFRAIRDO (51208000, 8443% ) .

AsEREH
HFWAFRIE R &R OS2 2R EHRERN, @SR =1k EEEIE LIS
MERERE S EWAFRERIEfRER O . BHEZR0s0EN, NEGRGIPFHERNOA
i, BIS | ZMinIENHARIERSLAYERZS, BWAFMRIEEF#ZITCNAMER[ERY
S|ZIPHLR L.

RLERFEIN

THIE

12.1.13 I\ WAF [EAt AlmiB3E TR E55FHRY RC4 7§
ie?

BN
SER-CNAMEE T, E&IBAWAFE, ERIINIEEENZBRUSENEM.,
(BE, BYE=rKEEETIESEN, ERERTESE2BIRGIKRE.
EIEEELES

FEHTTPSIEIFIENIIEF, MRAZPIHEITLSIEFMYAISNIT & ( Server Name
Indication, RFC 6066 ) [EARS5InFAEEIREE, WAFIRILLIUECYS M2 AITLSEREE
( BTLSIRAFINIZEM ) , FHERXTLSHKIE SRS ImEITINEG .
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12-4 HTTPS &%

= iR WAF BRSSif%

Client Hello ( &SNII'E )

[y
|

HRYESNI ALY Z XS RIAYTLSERRE

o

{5 FARS R A AT TL SERBE 1R

Y

E NN

EDEAIZET (61U, ERIE6HERNEE. EEBIIPIHRIWAF) , ZFiRA
SEHNIER, BEAXEFRANEZENNEENG. ATHREZWISHR, WAREE
FERCAIERHITING, MIISERERRITLSECB AN EBRER, AItEaRAFREBINE

:E—':—iio
Eit, HE=FREABTIEERIEWAF IPRY, BFEFImIBIRRSNIES, Fr
LA, WAFRHtESERRUMEBHITTLSING, EERM IS ERCEARCAR
e ZMART, APAELRISTmRS, NREAEHZZNLREPIERE T FZIFRCA
RINEEH, ERBREZHEE, WARSZFRUEE,

REEEEY

FARLE

12.1.14 A SFhciEGFa8 52847
ISAILAFEWAFRIIBIP S EE NS ST, REEMNIERIESE

1T

NHEERIEEFARAR—RSICESERNRMERR IS, FEERAED
HRERTERERAL M, MEFTBRRS, XMXHERSRE—REIRANEGE
B MHEEDNAMNAEESTTENHES, RPNT:

o  SNEEHIXHAERSHAME, AR HEEE,

o SWEIHHER=HIRSESHEN, MATEHES,

VB aREEEETRME SN, BTRAENESINGZHTERITIEL
2, WEEFANMSHTEE T WebiRBRUSMIS MR, SEUHERAIM
BEEEEIANTEESRE,

12.1.15 QPS BRI REBMHTAXE?

QPS ( Queries Per Second ) BNE#YIERE, FISI—PHTTP GETIHEXRHE2—1
Query, BXREZEIIRITEIRBEKRINEE.

QPSERENHIEBIIERIRSS 2RAIRLTIREL
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(MARY:
QPS = IEREYF> (req/sec )
‘RS REFQPSHITE A IRBRINE12-2F R,

% 12-2 QPS EYEIREA

ATE)RR QPSYIERHSLAR QPSIE{HEX{Ei5AA

‘BER” . S | ERaH, BUSHRTESE | ER1oH, BISHRRR

X7 PN

“3X” [EfE558, BNSORARRIFESE ;EEESQ%EF, 5 PRI

“TX” [EfR10538, EESOtPAFY | EfR105h, E10DHAR
[BERYSRAME KfE

“30X” [EfR 10\, ERE5ofrATIIE | BTN, BRVNREREX
AIEK(E =l

12.1.16 A4 Cookie b5 HWWAFSESID 5, HWWAFSESTIME
FEQ?

HWWAFSESID: £iFID; HWWAFSESTIME: £iE818%, XN FREBFIrcE
R, WNCCRHIFRNIAREF I

BhtPie 2 /IPEEAWAFfS, WAFSEZE &R CookieFilE AHWWAFSESID ( &i&
ID) , HWWAFSESTIME ( £iERT8E; ) EFE, XLFERIRSTWAFSITZ S5
M, FBRNXLEFENSSMCCANIISIE. WEHET .. shiSRICRAINEEER .

(MARIY:
UTEES, WAFRSEZFiEKCookieilE AHWWAFSESID ( &1&ID ) , HWWAFSESTIME
(2ENEE ) F&:
o [HIFEHIERRES “BUT” R9HM,
o EFHBHMNF “‘TIMEIR” IEEFET “FRIBRUER"
o [HIFERA “EiEHR” .
o RIFEWebERHIF

12.1.17 =&z, =R AILAEEYIHIE?

TREE R . RNIORGIFER/IPRY, (EFRRIEWSZLIRER, ERHEEL: =R
. ME=EH, FHPEERINEIWAFE, SEERATEETIR.

RIS EEE RGPS/ IPROSBES, BRFVEEEBZIINEL . FEWAFRIMN
shECE Y P MIBRAINAIRGIPERZ /PR, BLAXINAIERE SR EFNAINZMGIFEZ/ P,
STRERBIRTUIIR . FIEN, “www.example.com” [P LARIERFINZEIWAF, 4l
RIGHE “www.example.com” YIREPMZAET, 1BCBERIENSZIFMS=EED
EHT, BIEMEEXE, BHELMEE “www.example.com” [EiRESE, RAEBE
FLAMEER S EFHRIN “www.example.com” BhiPig .
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12.2 b
12.2.1 MEE TGP AR IFRI R ERO?

o2y

LA TIFP IR ER O, S LUESEEELBE RES IR
RAE—ZIFIEF RO, LABGPASIFNIERERO . BXRMEESISPa0E
RO, 52 IWAFSERRERE .

BN, EPimEREINZS |ZERRIMYAIHTTP, SFEEXY
“www.example.com:1234” #17f51R, MMEERAANSAFERERO “12347 , 1t
B, SaLlBdEEELBERES IREIMEAE I E—IFn&ERD (a0 “817 ),
LASCHRBGiPARREIR O 12347

ikl

RTHRINEEER, FIOBIPEZRT, “FHPigs” @RS AP E 3T RAZ
2, BN, BEEX “www.example.com:1234” #1TRHIR, N “BHIPES " EEIE
55 “*.example.com” ,

BERIA TR L RHITEE .
EWAFESI S INFEIRERS o

1. BEXRBEEHE, EREALS, BE=EF, 1&F “KE > WebRZFFEXIE
WAF”

2. ek LA, palEn, BEREREE .

3. EAMNSHE, BE “WMbiRE” .

4. TEMULFIRZ L, BE RN, EFE CHMEERXT 5, R’
“www.example.com:1234” JFRAYZIHZ “*.example.com” , £ “BHiPXdSRin
07 THAEFERE—IRO (20 “817 ) o

5. “RECSERRIE” , ®F “tERE , B2F ‘WL, PRI .

6. XHRHAIXHEIE
AT LATERA R b SR P E S SR INEEIR MY

SIE2 7EELBIEHI BB E R EITE

1. BEIEEALS =, %&F ‘Mg > gttaditas” , #N ‘YR’ |
Ho

2. TEREIIEEEFETH “‘S|IR7 5, BEBERAEIYEEZTR, HAELB “‘BEAE
2’ WA,

3. & “BVPCREIn~ FrfEfT, B “BVPCREIR™ , HERERRES “tBE” , 75
#BVPCIGiH -

4. 1R “WRWIRE” MR, B RNEREET , EcBIrERiwOA “12347

5 BE ‘T2 EERmRDEREE , GiBERiRDECKREE.

6. BFE “T—%: TGRSR , FikE “‘BVPCRiR” R, HIMEVPCEIR
EEIEE,
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53

7. BE “SNINEVPCREIR , fERHAYEETR, BB “BVPCRIEIRIPT A “fRikin
A’ .

- BBVPCiTimIP: WAFPMES|Z/IP (17 “Ih=5|8" 5IRFFREN) .
- EmkE: “817 (SHFB1.4+PEENIRO—) -

8. B ‘e’ , BERK.
9. BFE “T—¥: WARE” BRE =B .
BREBIRUGARSS BRATSEME N MIP, IS RESRRYRIE LM PHRERIWAFIRE S | ESLFIECERT

ak=A T

-

12.2.2 IN{EJ{ERINE A PECE RGP ?

EfEFAWAFRGRRT, SREREERIWebSSIHIRFER, TEWAFFRIBGFES ,
WAFSZHFRIIERIREMIZIES . AR NENEIMUEERIFES

E PSS
o ZiEE
ZIgZRET 1 BEA “*7 B 1 SRS,
fflgn:  “*.example.com” 2IEMAYZIEE, (B “**example.com” NEAIEH
A9,
(1 %88
—MNZEHEE—MEE.
o HEE
%géﬂﬁ\%@iﬁ%, EEZEE RN, 2—1TEANEERE RS EE
A -
fIgn:  “www.example.com” 3§ “example.com” EE— PRI,
() 88
n “www.example.ccom” 8§ “a.www.example.com” N BEHFIHZEE—MESZ
el prie 223 ezt
WAFSZHFRGHP BRI Z R0z E .
TEDNSERSS AL ISERYIEE S0 BR1E# ( example.com ) , WAFFRIRDNIATIELZAZZCaTLA
Fgexample.com. FigZ (FIE0: a.example.com) . ;&% (*.example.com) , A
IRIBLA =ik i B2 a03eE:
o INEHIFRIHZWSSERE: WMARESZ, Hla0: FEiPwww.example.compylss#s
=8080imARILSS, W “FriFigs” BiEEENRIHSZ
“www.example.com”
o WNRBFAIYZXIMNAIBRSSEIPHELIIER]: BWABGIPEYZIRE . Ha0:
a.example.com. b.example.com#Ic.example.comX3 N AIARSS 2EIPHBHEAER], M
“BtPiEE " AIECENIZIE “*.example.com” ,
o %D%%?H%NF_"ZE’\JHE%%%IPﬂi’,ﬂtz:*ﬁﬁI B FEER ‘BiRE” ARRR
No
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(AR
EUGRINAY “BhiPiEE " STEDNSIRSAMS BRI RIT—E.

[EIRSE WAF Fii IR & F iz, WAF S5 IR NMEE?

WAFSEISTIEEESRIESZ . #Ial, www.example.com. *.a.example.com.
*.example.com#&BRIIZIWAF, WAFBIREMIIRES: www.example.com >
* a.example.com > *.example.com,

12.2.3 gAY, BrtPRubinOEEMRubinOEGcE—HE1E?
IO SCRERpEIPMuSRYER O, BEihim OS2 WAFE A 2 Pigia KRS a9 ik O .
REARBEEN—F, wOEEIRBWT:
o “SHHAMN” iEIE “HTTP” BF, WAFBKGARSIR “807 triEuimOAINSS;  “XF4Mi
W IR “HTTPS” B, WAFERABGIR “443” trfEiwOrWSS .
o TNEBERR “80”7 / “443” LISMNIRO, fEMIFIRO T YIERFIEFIER AR
Do

12.2.4 AaRIT=A=EC WAF RIELE IP ER?
R “ SR FIDEAWAFIS, EE/ATERIRSS 2 LA E QAT WAFEIEIPLY
ISR, b5 BRI PRI WAFE RIS, LIRIRIEES . 18
. ATA.

ikl

MEEREINEEAWAFSS, SNRIAIERERE HIN502/504581R, BB FHIRRIRLG
IRSS2EEBCE 7 I T WAFSERI PRI A= 5588

A ZRLLE 1P?
[EEIP2WAFFRRIEZ FiniE kRS EATEIVRIP, EIRSZSEEER, EAWAFGER
EiﬁlPﬁBﬁﬁﬁEWAFE’\JIEIEJEIP, MESCAIZE sttt S INEHTTPLERAIXFFRER

MR

o WAFHIELRIPSREAY B/FEEMMIEN, WF—IEFPNEERS, —RERIPSEEE
2~ANEERFHY LA CEIPHELE ( 192.0.0.0~223.255.255.255 )

o —RIERT, EEARSIREMBAETIRERNZE=T, BRIPAEZE, BWAFRAH
ERHDIRN, SRR Z2ARE, BIFRFASEATEAERE S SEAKE,
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12-5 [B]i& IP

WAFEIIP EEE ()

VWAF

BT EREFAIL

EFEIP TRi5IP
{ ECS/ELB/IDCEHZ)

[ETTR 1P A4

EIRIP (ZIPEELRIPERH ) 2ENSENI. BIREIFWAFSMIZELIRIPAPIAZE, WNRiZ
IPRE, WAPEZIFRZBEIPFHIEN D ECIE EAIELRIPEK /42 2 B IEEK o

A AFEBITEIR 1P R?

BAFL R
I
2

$IR3
SR

HIR5
+IR6

WAFLHIRIIPHEEIR, BIRIGIRSZSINEIRFIEIEREREIXLIP, ERILIRSSSS
FHZE2REREBZANNXLIPREEIP, BaJRchlA BikWAFEIEIPRYIR(E, —B
WAFBIELRIPH Gk, WAFRIIBERIEL L SEIRGNIEERA, Eitb, EEAWAFR
e, BEEERLNRSENZESHE LIRERITIREWAFEIEIP, RARsESHI
MuEF AT TR EEIEEFER .

[MARY:E

MU AWAFS, B EEHEIRIAIRS S FAIE M2, SERERAITREWAFRIHE
BERIGEIERYERL, XEFBERIRIEAAARZRN, N ILRIIPRERKESERKE.

BREWEGG, ERELLS, Bh—EF, 2 ‘2L > WebRINIE
WAF?” .

aERsas b, pxlEn, SREREREE.
EEMSHE, BF “NEEs” .

EMuGTIFR LT, BE “WebMAPIKIBEIRIPME” , EEWebR A XIEFAE]
IRIPEL

£ “WebM AR KISRIEIRIPMER ” IHERE, Sd “SRIPKR” , SFIFFEEIRIP.
FIFRuABRSS 28 LR 28, BEHIPERFNZEIBRE,

e
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12.2.5 [RimfRSS Rt B2 RS AT RO E S ERIN?

o FE—MEBERIREESNRLIUET, EER:
- EHEXNAY S IR O FR R O
XFIMIK TR MY FNR LR ] 25 /ERAR E)
- EENNAWSIRO R ERO
SFIMDIN RIS MKAT R SR O R AR E
o RNINEZRY, WAFSZERRINZS MRS ERIP, SRS ZIE, WAFRBICIEAS
XENR, XEFEFMTRDIRSSEIESD, EEIRIPFSEER. fll, Fimasn
TRNIRSSERIP (IP-A, IP-B) , SH10NMERIBEZEZRS, SMERSWWAF
HRRIP-A, ERSMERSWWAFELEIP-B,

12.2.6 Web MGG FFicE ZiEHRA1E7?
EWAFFRINMGPRYE RS, AT LIRIE W SSEKRECE R E ek i, R T:

o HFE
BCEFRFRYERISE . fB0: www.example.com,
o ZHEE

BCEZ 18 AT LM Z 153 RIS RSB LIS WAFRGIF o
- MRS FEHEXINMAIIRSS R IPIBUAR: BCERIFRYZES . Fla0: FHE

a.example.com, b.example.com#/Ic.example.com3dizAYARSS 21 PithiAH
[, JUABEERINZEZ . example.com,

- E%%?ﬁ%ﬁﬁzﬂ’ﬂﬂﬁ%%ﬁlPﬂi’,iltzvfﬁﬁZ BEFEER RlgE” HRE
FEE.

12.2.7 ZiZFNeatsZEEN WAF, WAF (it &ifialissk?
B 2T 2 EMEAWAFS, WAFRSEISEEPMubigihialiE R & ZISREE, IR
FEERBBRE S, HITiEREHEREIZEHS.
f5lan, EBigEa.example.comfliZigZ*.example.comiZFAWAF, ihEhEIIGMIERE
EpffZa.example.comi#{THA o
iR ECE BN T :
o WNBEERAFZXIMAIIRSRIPHILIBRE: WABIPHZIEE . Fla0: FiE3

oo

a.example.com, b.example.com#c.example.comX3AYPRSS & IPHEAtEE], |
LABEERINZ 1% .example.com,

¢ WRETHEORSHPLATIEN: BETHAL BEE" SRERT
118
12.2.8 FINBGIPEER, 7R Bt AR TZi%E, Bl
ZHBERETIR” , dMTLIE?

4=
B

A INBRIPEERY, MRABEEERIES, Mir: EMABZRINTZEE, 5
INZEREGRETE, RE, BERRKRSARBEHER.
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PSR 12 BT
FE

AJREEH TSR EAEMIKS TIRIIEI TWAF, B—MEBAZIFESRME
WAF,

BRIDE

INREIERZIEZRNINE ZRIIKS P TER, FERZEZEEMIKS TRIEXE
BT, BEREBEIRKS FTEIGEZNINEIWAF,

12.2.9 iFINEHZRT, I ATBEEZEITIMIN?

ARIOBAIFIE AT, WNREE TIEtRERO, HXIIMMY (HTTP/HTTPS ) ASziAZIE
PR ORT, SEAREEEFERTIMIMY . BINISER B ERORT, AT IMMY
(HTTP/HTTPS ) z¥FizdEtrtEimO .

12.2.10 =&z RS EaYRuE N AT LABC & R CNAME [15?

LA, SNRARSSSAYFIGHIIACE ICNAME, RIS E RS EH—EDNSH#ET, D
FEECNAMERRHT/9IPHEIE, DNSERITSIENNRTRE, HUEFEEISRIGIBIIACE R AMIP
ik,

12.2.11 ERAEAN Web MARXISE, #EEE IP ipEmubIE?

RN IWeb M RBXIESS, AILABZRTENSRAI A= N RS PHEUE T
18, ERXFFZREEARGIP, EREHETIALSE Webi B KISERKEHER
IR

WebRzFAFEKIE ( Web Application Firewall, WAF ) 2—ME[JHWeb i BizF%E
fpirTHE ., EafEEWeb N ABIR, BIIoHail BB SWebiFBZ[@RIHTTP(S)
ME, RIEFUEXAIFERRN, IRBIFHIZESQLEN . BUtHALKE . MRAS E
&, m/MEEN. XHEE. BEXHIRN. B=FNARRKE. CCHE. =
TR . BihiEk{HEEWebId:, RIPWebiR$328. WebRFEFAS NERE,
ROBUREIERY =2 .
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PEECERIN

o JosRtE R EINEATE IR IE
IPl5, AILIEEHEREMER
MIIP, ERRERERLIN .

12.6.2 Ao R MuLEEN WAF [Si2FE15 0T -RiR?

E I
MG NWAF G215 0 TRE Rl .
AREMRE
— R T EERSERIRECE THTTPEEIBUEHTTPS, EWAFLERERE T —5%
HTTPS ( X39MMY ) BIHTTP (JRuAHMY ) B9EE%, mHEIWAREREPRYEREITHEE,
FRLAE&E R SEAEER o
RRINE
BRIMHTTPRIHTTPAOHTTPSEIHTTPSIX 248 & 1Nl . BT :
$I1 BIWARRHE,
$IF2 BEEEIaA AN, BRXIESRIRE.
$E3 PER@EALFN — , EF “L2 > WebRIFRSKIE WAF”
B4 EEMNSH=S, &R “WHRE” , HANIZERE.
TS EERANEZIIE, BEHERESE.
6 T “RubiRSSEE XiF, BE ‘RwiE7 .
$IB7 1E “IBMIRSZBEER" WHEE, FIHTTPREIHTTPAIHTTPSRIHTTPSIX 25545 A& iR
.,
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FAFiER

BXREERAMNAGFRIRSE, B2 NAUBREEMXEHIZS?

12.6.3 AT IRMIUGIREAN WAF [5, XHAgELE?

BRUGEAWAFE, MUGAISH EEEKRIRSI:

e IEIL-CNAMEEEN: 1GB

o JH=1RT(: 10GB

WNRFE HEBIRFEIRINE. P50, BINAERWAFRGPRYES E1E, aTRBLUT
=fE EfE:

o HIEFEIIPLIE,

o (HEISHEBWAFRSIPHIYESE HIE,

o RAFTPIMY E{E,

12.7 EB/INEEHDEHE
12.7.1 WO RIEPHEARTEE?

MRIEBNPRHEIGITEBERPFaNEEEETEERE, BIEBlRREmail
1, WEERZIEBRAFEANER . ERFTEINES, SRFIBERGFEEII N
NESERAS, EAZEEMAREER B FEHER NATRIEEES

BRI A R R E) R -

o  FrMIEEEIEREE, FEEIER.

o B LIEIEMRIIES

ChromeRFThRA—AREZIFEEIIGIEEENE, FIEREREHESRNT:

B BRIIEBHSHITES.

1. BENSH|AIHN, TEHERRR.
2. fE “EERREW FET, BT 2, HRE CEREYR .
3. R FAERT E, EREA TARE ‘B, BIEBSHEIAM,

S22 BEIBH#E. EAMITASERNES, Fkd EBER" 1E, IRHIERENTE

BIEBRE.

$R]3 F—RGIEBERFEIAI.

1. ERIEBEIR, BE “FHERT 1L,
2. B “SHENE , HBEREmER, B ‘T2 .
3. %R “Base64dmil” , BE ‘T—£7 , WE12-13F3.
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FFPiER 12 EaER

12-13 I PEEES

St
AL AARS e S EIES.

=S ERET

() DER {RRE—i## X.509 (.CER)(D)

(®) Base64 428 X.509(.CER)(S)

O IR EEEnE - PKCS #7 iEBLPTBIC)
WEAEE, NaHEREEFFEIEED

PAEERTE - PKCS #12(.PFX)(P)
WNEreE, NEFmEREEFRIRfrELEU)

MESHATT, #RREK
HErET EEEA)
EREHEERAE)
Microsoft ZEFREHFRE(SSTHT)

[ F—Emv || B |

LA EREN, IEBEESEEIAME, BIcSANMIFERNG, ZE12-148R/IEHIR
Fr, SSRGEPEM,

12-14 IFHEM

..... BEGIN CERTIFICATE-----
MITGPDCCESSgAwTBARTOARY170a1HS L TFEEVUNZT JANBgkghk LGowaBA)sF ADSe|
s QVIVOQGEWIVLIZ EVMEMGATUEC hMMRE InallN1 enQgShiS JMRkwFwYDVOQL ExB3)

| d3cuZa. 1 Y 29TMR OwGwY DVQQDE xRH; Mqu{n\bﬂfR L JAx0DAe|
uBXIFtLncdSBEqac T502ULOH vEbAFxL 30T ldJPtW{lLtX:vl—NKI—q.p:ﬂHknLPXI . B
xR gpyDEVKMpruyF 2rRUST z8REVIG b+ Dody A1 cE /2q+8sRIFaZIOMKPE thinawk]
ay@r10salnSrTBu/o haPQ== S ) EREE
----- END - CERTIFICATE- .-
BEGIN CERTIFICATE e B E) O
MITEd 2CCA3DRAMIBAGIQBUBS GCP3AZQd0S /OF MRhc 2AB ghghk {GSW@BAQS FADBN 8 Ly) DigiCert Baltinors Boot
MOswCOYIVOOGEWIVUZEVMBMEALUEC HMMRG EnalNLenQeSWS TMRkwEWYDVOQL ExB 3 =] A "GDigiCert dlckal Root CA 9
3G LN QY Z9tHS g Y OVRRDE I lidp2Vy dC G0 g UndhdCE0 ) Georeus 1A 04 2018 @y
ey,
15| 3PP erctRer PSR rhcrs PGP ccATIS Eerer Fiot oo / . 1]

09PuIHAKrC6VEmgiBs2sa /gbX1PCOIT24XUM: ) E1WTVTDUKBEQ4YMMLnpH /QChI4 P
BOAF s+ DUBNCO F78XF 7 2y
----- END CERTIFICATE-----
----- BEQLNCERTIFILATE----~ -
MITEYDCCAR] gAuIBAGIQD1vDaXbleldgIMeIPIFntDANBgkahkiGoWEBAQSF ADBa P
MOsHCQVDVOOGEWIIRTESMBAGATUEChNIONF sd61th3] IMRMWEQYDVOQL EwpDeiI 1 :
clRdeNWS]w!!\YD’W}QDE:].LYN;M1vcnrJgﬁ)lll)(]dc'\VdeﬂSbl?BMM)mI{Z
e By T b "l e g TEA T e i
_1_,J.._,-w T T I ruerEiiou e BT O I RO L Ry TETA Y
MgT1TZcus 2tqWultyXUT /1bz31 TWGIMBED TkybdVSLYiKURCATkxqiUDHeBHE / )
26 | dQtesFgaFjiUkidbSNrRevngFaMSUYGMKLGEL ]/ sobofiudavecXBIYGIN/XcC]
27 | +KgVQKBz7ABYUnk FMgnzZTES £1Q- HEPATS 620

B Lo END - CERTIFICATE----- LR EEini.
25 [-----BEGDI-CERTIFICATE----- /
3 | MITDAzCCAL+gAUTRAGTEAGARTANE gkahk 1 GOWRBADUF ADEaMYswC QYDVOOGEWT ] y

RTESMBAGA1UECAMIQNF5dG1th3 1 IMRMAEQYDVOQL EwpDel] 1 LRy XNBMS IWLAYD |/
VQQB: 1CMaH}.uclUgQ3liZX]Uch’d(BSbmmDTAMDMjEﬂBYMFaX TRIEERIAESER
,.r.r ol B A e IR g |/
% Re S JOURL ™ SRR Rl A 5
Epn?c@'k‘(d'xeW?etcie-FE?lpJBDCBRLn‘lntMsaY?lkEhriwI}ynyG?ETFyUIhz
ksLidxalmi1Cqd4Y IekQEeS+NauQrzdwlirQMz2n20/1/16eYsIHRCWEXDSAtTLS
RIT4LtD+gduyah61712V/0eBHRAD1ELGY zmp

END - CERTIFICATE- ----
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S5 B ST,
-

12.7.2 YIRS Z5AA Lol ?

fEDDosEfAiEHIE . WAFEHIG EEHTTPSIERE, WEREBFIZHAARLERIER.

R
Bl RERYRE BERIN
BEEERSMBARS | 1. BUTUATHS, 23IEFIEBIFAHEFRIMDS
A[Lfe B:
openssl x509 -noout -modulus -in <IE33Z{4>|openssl md5
openssl rsa -noout -modulus -in <FA$A3Z{4>|openssl md5
2. FIBHEBFOFASANERIMDSERE—, WMRA—
B, FRIEBIMEFIFAESREL 7 A RIS,
UERFNFABNE A ILEL .
3. WRAEBINFASASE A B AILES, BIEER
HEERANEBFINFASASE .
RSAFASHIE U ERIR 1. PATUA TS, ER— P HRTRIFASE:
openssl rsa -in <FA$A3Z{4> -out <FFFASESZIH>
2. B EEFAR.
HEREME

o UMURERIEBHERTTRE?
o WMTBRHTTPSIERELS FHIHTRE?

12.7.3 SNaIfER HTTPS ik E B FHIBIERE?

BfSENES

FFFNREEEE, HabhiriEs, mEBIEUINEN2-15FRIITE, NERRZFL
LEHTTPSIERIBAFE.
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12-15 iFlaSE

@) | Test Page for the Nginx HTTP Serv C

Welcome to nginx on Fedora!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it
means that the web server installed at this site is working properly.

Website Administrator

This is the default index. html page that is distributed with nginx on Fedora. It is located in 4%»
/usr/share/nginx/html

‘You should now put your centent in a location of your choice and edit the reot configuration directive in
the nginx configuration file retc/nginx/nginx. conf,

NGINX e

RE
IR T HIEHNEBHER SR,

RRRINE
TS RUNTRBIEBHEF5EE? R,

12.7.4 AR “PMNAZZR, EFmFIIRS A ZIF—RE SSL
PMMARASINZEM" ?

U1

WEZBEAWAFE, ReEIEFEHAML, 12R “NXASSE, ZERRMRSSERSE
—M& SSL MR AT INZES" .

RRRINE
RIVEETLSRER, 1§ “MEEE" T “BMIEEY , BNREESNRE
PCI DSS/3DSEMSTLS.

12.7.5 Aol “ Rub#iAeiilZEl : SSL/TLS £7E Bar Mitzvah

Attack &iE”" ?
SSL/TLS fZfE£Bar Mitzvah AttackiFmiEE2HRCANNZEjEZPh— MR SEHEY . i%Z/0)5R
BEIBE R LS R HEESSL/TLSIIZREFHIZEN, NTTEBWKFRHEPZE. SHREE
MEMSREEIHEREE,

fRRIE

EEETLSECER, 1§ “RETLSHRA” BEH “TLSv1.2”7 , “INEEH" BREN
‘INEEM2” .
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12.8 REEAREHE

12.8.1 Muh. NMFEN WAF 5, iAadil 404/502/504 HrisabiE
ik

Wik, RIFREAWAFESIE, QISRESAIAMSRIA . ERIECIRTHII404 Not

Found. 502 Bad Gateway, 504 Gateway TimeoutZiEiR, iESELUTAIERAE,
404 Not Found f5i1RHIE BIRFOAMIRFEEIN

gﬁ&i}%)\WAFra‘, i MuSAY 1404 Not Found§&iz, iB2EE12-161THEER

12-16 404 $EiRHIEEIR

EHEEERN CHREED, EREEs. fi,
" - le. comBAWAFEIEZE 7 “8080” 3¢
IAERE T IFRERD, ISR 0 RERO, NRisATaeEs: *hitps/
. www.example.com:8080” .

| FEAREIREEO, HERNEENTE EERERSGE. B0, hipss/
2R “WebMAKIE" FH404iE2 < -

I \‘ ﬂﬂiﬁmﬁE‘WﬂfﬂwAFﬁﬁWv HEDNSES®L, FHSHTEWAFMCNAMER,
BAWAFS, WHEINE#R4045E | momrme  SEEeTwARsmEs

| . SR, R

APSMEEER P WAPS BRI FERIR— N ERHTTPSEL 50 RRRE, it .

N

ESHEMER =

o MNRILEIMLEREINEN2-17F7RRE, REFIGIEZIEIFINT

12-17 404 T

0 404

[RE—: H OB 2EIWAFRY, BB 7 IFnEiRO, BI0ECE 7 anE12-18fr
TROAERREROW S, HRIMESATRINGOA “https://www.example.com” B§
Z “https://www.example.com:80” if[alpxid .
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FPiEmE 12 BIia
12-18 JFinEmOEE
InrE0
v | sETEmEn
EEEES
RN ESAHAN isakeht en] =
QMBI EihinsEEEIN LR RERO, BXIEAIELG, a0 “https://
www.example.com:8080” ,
[REZ: RMEGIRSEZEIWAFRRY, (sEEEIFfnERO, HRE R 7 IR Ein
A “RifinO” BcERARRERO, GIANEE 7 INE12-19F7RAIFGIPLSS,
A “http://www.example.com:8080” ij5ia]pid ,
12-19 REcEIFtRER O
lagisic M
R AHTTPI MR SOFHIHT TPSRT SN 443
BESEE
IS B sl AL B= e
HTTP v HTTP v IPvd e FIPHEHEEE S 30 1 iz =
HTTP v HTTP v Pvd v | ARIPEHE S 80 1 i3
MARY:
ZBEEIFNERONERT, WAFEGIABGIR80/443ixORNSS » Efthim RIS AEEIE
Finia, MREFERFEMIERERONWS, BERHITIHEEE.
QMIBERIN . BEEBIRIMLGEE, W “https://www.example.com”
FE=: EHZ@#TER.
SETBFERIN
- MRZEZERINEIWAFRHEITIGIR, ST (EU%ZDNSEmMgES
eI B IEANRRE, EREEEWAFRITER.
- R ZARFINEIWAFHITIER, FEEDNSIRS A E BT ERLL
BIP,
FEN: ARZMAEERNWAFERFEIREIE— N RiRHTTPSIRit+ix [, BT
WAFEEREKIEZSERN, BinBLTRLER PR MER ( nginxi@idHostFl
SNIDHE) , B —E/IXRENAGZRNEREATIBIYERGEIR, FrAsHil
404,
QEEREEI: (BB EWAFNEIRECE, ARANHEERRBVRELHG T
i
WNRHIEMELET, RERIAREE12-17FRAY404T0MH, [EEFIRIEEIGSEBLN
T:
[RE: MibdREAFERCSHIER.
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AIEERY B HEE MU

502 Bad Gateway $&imHEE B IRFOA RN

SERAWAFELE Z EMubiBaIES, (B3—ERATE), HaRmERES02, & AR E
502, BESEE12-20iTHELIE,

12-20 502 $EiRHFIE R

o FEEEEPIEEEWAREEIPSEESIPETIEE . WEWAMERIP, EIRSeEaiTEIR PASEIERIRE .
= BAASESEEEEETE, STERIERSE.
WAFE, % iz i N 2, MEETE <
BAWAFE, hFIRiR502681% P T RRIESS, ROEMRTR < aut ey P TSRO kv SO HTAEEEHA * hupy Bt B
- | WO MEEE TS
—  EHRETE - SERaSRErFEmEESHTER,

% 12-10 502 {EiR|a)AAbIE

ATEERE AbTEREIR

RE—: MusERTREMNRSE | RuGBRSSRECE MY T WAFELRIPAY A REHZR
PP (30360, M. = | BS.

HAREFZEFRY) , X |, =t =annEmss 9L
gi’X#HEWAFEg@fEIP*_—LiﬁET% ﬁ;i;to 1E/L§UHW1TEE_tWAFE'J@J§

P, H8 T WAFEAIER
= = o MEET: B NTHES | EEEP.

FRE—: MitEikREE 7 B4 | SHRMEIRGE I LIERBE,
ARS8, HPEANRSNE

RE=: MusiRS=REAETE | HFEMb AR ERIME SRR TR .

SMGRIRIRECE ¥ S RSEE, APENRISNERN, BERUTRELR, K8
MubRIBRSS BR R A ECE LEHf o

S

]]II|'

B, RAFE2DHREZE

W

5 B
mﬁ

BB BRSWERG, TRELLS, BE—EF, B ‘%S > WebR AKX iS
WAF” .

$|2 EEMSHEE, B “NibigE”
$I|3 EERERFAETS, RHEEREE, HASZENMSRRHE.

B4 £ “RuLIRSRT 2o, BdfRiE, HA “EXERSBEERERT HE, BERIIIMIY.
TRIAtMY « RuGBE . iInOF EEECEIEA.
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12-21 [RSBHRECE

EERSREE
PuEIritN] BB BB iErisl] 2
HTTP = HTTP - IPv6  ~ DF-fffF 80
HTTP = HTTP - IPvd  ~ 9 80

ZB5 g NREEREEEER IS,
o  EENEPITIATGHRSHEHTIEN,
curl http://XX.Xx.xx.xx:yy -kvv
(11 #eA
- XXX XXX RIRUA AR SS 2SRRI PHELE , vy RIRIAIRSS EEAYIRUGIRET, XXXXXXXX
FyyRERE—1 RS EEAYRL IR O .
- Tl SHNENEERHELATRG:

" RNEBEER.

" BREcurl@m$ . WindowsiIEERSGRIENEEFshZEcurl, EURERKEW
curl,

12-22 MR,

[root@localhost ~]# curl http:// .47.58:8080 -kvv
* About to connect() to .47.58 port 8080 (#0)

* Trying LA47.58. ..

* Connection refused

* Fail connect to .47.58:8080; Connection refused
* Closing connection @
curl: (7) Failed connect to .47.58:8080; Connection refused

- NREEREEIRREEIEEFRRALIEEISERL,
- WBEIEEEET “connection refused” FRIBIEAIE, AREEEIGTMN
uh, BHITEE6,
o TENISEEEREIN “http:// JRusttetl IR TR
- WERAILLAE, FRRMIGHEIES
- WRARGAE, TRBEWGEAE, FEEERHOIMLL, BHTEE6,
$I6 KNRSZEEE/IEITIER.
MRIETAESE, BELEDRS:E.

e

504 Gateway Timeout $HiRHFE BERFI BRI

SERWAFSZENEREZ G, WSIEE, EXSSBINRT, A4504581RA0BISR1E
N, BEEANELIPEE—EMRE 5045812, 55 E12-238THIEAIE,
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12 R a)RR

12-23 504 ${EIRHFEEIR

EAWAFG, WRIMiEsEE o

e iR

— FRREMEFRESWAFRIEIRIP

|
- EEHEE. readiBE O

- ERERSHMEEE (E2Y, CPURESBIEAS) ¢
1 “ISHMLT RHTTPS, FEWAF LREHTTPSESR, B "B EAHTTP, RHERR
|\ mssemmmn.

» EHETC B, uimitExSHieEs.

| meEsL

8, Lizzie:

|
\ ERCERAN, EREEER

HHATWAFBIE

. EIFLE BT R

s O
e 9

\ FAR SRS S22

LS, RREIEaRR, RBrdE

smsmerEk o

EREROEEAT, HEHREEE 60s REEE—REETE (M, addfiL. OBE.

keep-alive SHETRTLIFEREIRIRL )

I\ et premimitke ¢
A e G

RS, REEETE HEEE

| EwEBFreET LSS

| EEEIPLE, AEEDEERWAAGEPATE LS
|

| | mwaresgst, BEwARESEEEIA S 1805
‘ .

|\ mmmEz o

BERSIEESER

| _ IEFESETE.

% 12-11 504 5RO E

RIEEEES)

HERE

SRR

RE—: [RimiRsS=RtE
BE/ENR (&, CPU
RESATXE)

TRUGTERER)RE, RTLAAE
BiFugha BELARG
ERERER, EitD

o

o MIIRSHRAEXEE, &
ETCPMEZ S EAYILILED
B, ulimitiBxXs88a

o NMRERABXEESLIL, W
BR(HEF TELBRAZ G, 2
WIEELB EIEINEimbRSS 28
(AL BIZEFTRYELR, THEX
SEKIISEE,

o UNER “XFIMBIN” 2
HTTPS, ZBINTEWAFZE
HTTPSi%%, [EIEREHTTP
PXED “TRubtNY” IRE
HTTP, PERiRIRSSEHY
HEEH.
MEEEE@OR, BiNS
FRAN{a R E E R ENT
Z? iR,

(B IRSS RS E RV MR
}fé%’émﬂ%mﬁ%ﬁ%ﬁaﬁ

o {ERCCRHIFAIN, =EEE

B=
UILER o
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PSR 12 2 MER
EEEE HE s QMY
EE=: ENRAIUTAEHT | o B EREHITWARD
o ZLMEFIEWAFD HE&: TRIPESIGIEI = HISR S -
EIPEBANESE |« ESPEEEDE | o ENEEABXETRES
% S eati W 2Rl HKIE, R LRI
. EUATEXIES SRR,

&, BZBKESE | o EEPESWAFLE

S5 T WAF[E BITIE ST, HE

SEIP BT KSR S

SHWAFRIEE RS

BEEGNIS,
RE=: EEEN. | ZOEEUTHES o HiEEEERETE:
readiBfiy i - EERS, RER
3545 o LTWAF, EIES FERARHE, (iR

. ﬁéﬁ&iuﬁ]?ig@r‘gg? %Efﬁﬁﬁ, BENN K58,

504 ( HiRESH B - EMERARES,
E K i |« BELEASEES IEXFHSIERTE 605 P
) 5 A A R ﬁ(ﬁf—%éﬂfﬁé&ﬁ\ \

. WAFBIBEISFIRH | o ENEFSHIWAR l, ackisl, 435
EEHEAZ 0P | Ll HHem & \eep-alivesH{EAmT
EELSO%; PUES ) P HET A LAEESIERIIRIL ) o
M=REE504. o ASTH HERTIERTIK:

- ERGS, RE%
5S4 (ERTE

. EWERFTPA LY
#,

. EIEETIPLE, fEE
B8 B WAFFPEY1E
£ HiE,

o ELHRE:

KBS EERFE,

o MIELAFHIBIORALRIRIZ
B8R, ERILUEMWAFEE
SRR 53 SR RO AR AT AT
WAFZIRuLBRSZ 22 A0SR
RIRTIEIEE “EREEn” .
“THER . “EigE [
AiEl, ENMEXTSIRES T
BB WAFE R IR 52 2 H0E
e,
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HPFPigE 12 E gk
ATRERE HERx PISEEEIVE
[REPY: RubHaA ZIOBELATHEE RS ¥ EIRIERS 5 o
E, BEUREEKR, & | iE:
ES Rl o MEEPEEHIWAF
[Eim/97ZELB, MAT
LA?EELB -E550448%
HE
o WMREFHBCEAIWAF
[Eim/94EELB, Ma]
LATEELBEE “Traffic
exceeded the
bandwidth
threshold” ¥8X=Eg
HE
o WNRE=FHECEAIWAF
[EiwEIP, WITE504
SIEEEEIPREN
=
CIEZEFAYELB, SRBLA TSI RISELBAYEIPYENARSS2RAYIPHENE , A WAF,
BUIRSERER, RAOFE20MHELSER
B CIEHS=RIGREIDEE,
S BREEEHE, EREALS, BEER, EE ‘TS > WebRAR kIS
WAF”
£3 ERslarm, pElEE, EERESRE.
B4 EENSHE, BE “MuhigE”
FIB5 EBREBFRETH ‘987 s, PGS, HEABSEXEER@A.
FIB6 £ “RubiRSR” =, BdMRIE, B “BXIRSBEERT E, BE “iam”
B EiRIRSSEE .
FIBT7 45 “JRubbiE” RS IELBAYSE LN M IPHELIE
FIR8 B “tAE , IREBIFEEEBKNIN.

-

12.8.2 W{IT&bIE 418 FEiRFDa)Ra?

MRIERAFEE TR RBARWAF=EL, HAEHLEIWAFGIFRIEE R SHEI4180955
%, BRAILIEBIEEWAFRIGIFAE, BEEEERR.
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o MREHENZIBERAWSIEREEKRAR, TLABTIRRG BRI EXNZ AT R
MNH TR TR, BRREFEERERAE.
o WRMABIE, HBEIMILZE TS, HHEWAFZEL,
12.8.3 UN{TLME 523 $HiREL0IFR?

5231HIRIBZRTR—MAEERIWRERIE TWAFS |, 797 R HIITtREIIR,
WAFS=EZIE K . WNRETEHIMubETHIL 7 52385RGIT, 1BeiRiEREE
BHREHZEZSTWAFRREE .

JRE—: EE—MikiEN WAF 4 kLA E
BISWAFRISFES,, $§RE—MRuEEAWAF 4R E
RRRINE:
HIEREE, BAPRESRIZRWAF, BEHRRENT:
$E1 SFWAFEEBIEHE,

£ PHEEEHeAE AN -, ERKERIRE

$183 PENEA LS — , &IF “RL > WebRIFRXEE WAF”
$IA EEMSHMT, HF “MIHgE” , EANmEEYIE.

LIRS HEILBS23RRAIRIA ML, RE— 1 ECE, MFRZSRAIGIFML, BIRMEESSRH
FRIBRBEHF s

B LEMIBR LA fRIE R L S5 Rk, FEMIPRIILGRD, EESTALATERE:

iR BESEEIDNSERS SR E AT, FEaiRuGARSS=RIPHIE, Bz
BRIRER T EYIEIRSE, KMEELE,

=g (EELBRIRIRARSSZRE, FEIEAWAFEAIT R,

.

BE—: AR TE=GEOB8%=5E0O0MERT WAF

BRPHNEREE AL E =H1EONER Thost, Mheader. cookietflfT T [RiFEE
2, SHEUREB TWAFEGRITEEE,

fERIE:
MR ERESRFIheader=E, BRRIEINT:

ikl
FAFRREHIE L, EWAFRINRENGINX, ZaRALEE.

1 EIER “proxy_set_header” REEMN AFRIBIRSEANSRL, HITUUTHSH]
FnginxBcBEX 14,

2025-09-11 218



Web Rz FERA K IE

5z =12

12 R a)RR

PANginxZ#7E “/opt/nginx/” BRI, BERERFZEKIBELRERRE.
vi /opt/nginx/conf/nginx.conf

EnginxBe B 40\ proxy_set_header X-CloudWAF-Traffic-Tag 0;, =0T :

location A~/test/ {
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