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E{EHB

VPCEFR,

BIRREERPN . BNFE, #HF.
“_” “_” *D “.” —‘H’J—‘Z, E_;[:agﬁz\

18, KEARGERT641MFRo

VPC-test

IPv4PEZ

VPCHYttEESERE, VPCARRIFMItIEPARTE
VPCHIHtEIEBEIRN o

BRI M ESEE:
e 10.0.0.0/8~24
e 172.16.0.0/12~24
e 192.168.0.0/16~24

192.168.0.0/16

BIZEVPCHES, TTLUEVPCIDAE BRI
InH.

TWIRBE SRR M T — iz W InHEE
=ERRAR,, FEEESSIUATIIRE
BEXRBITHRERAZHNZ—SIE, A
InHSdefault,

X FeZEASEEWIRBNERS, 52l
(WIRBAFERE ) -

default

BE TR, AIRBVPCHISREH,

BEREE

NECE

EIFAE=AINR, SIEREIIE. BTl
REIAFAE = EIZ101MRE

o i#: vpc_keyl
o {H: vpc-01

VPCHYEIAMEE , JEMIEIN,

HIXMEENBERREBE 2551 FFF,
@‘/E\ “<” *D “>’7 o

B7EE

& 2-18 FMSERA

24

i

EV{ERAI

BFR

FMBIETR

BIRRBERPN . RXFE, #HF.
“_” “ _ ”» *D “ . ”» _‘H};Z, Ezzéﬁxgﬁz\

18, KERBERT64NFR
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T IPvARIEZ

FRAISERE, FEEVPCAIBISEE
m o

192.168.0.0/24

FMIPvEMIER

GRS AIETTRIPVG,

FEIPveIgEfE, BBmNFMDECIPVE
MER, EASIFREMIREIPVEME . 1%
NeE—BHFRE, BAR8EXE,
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e

15388

EERHI

KEXESEZR

FMBETHEERNAREEUABRZR, &
ORAILUBIS F MR E IR IR RZRIEE, TIHR
EBRENIBHZE.

EININ

BHRECE

BETHESEL, AREFNISRSH,
BiEMX. DNSERSS 2B,

FINECE

ZFS

FMBEIRIK o

BaE AP, FBFLIMSHE
FMAE(E

192.168.0.1

DNSHRS5 811
it

DNSHRSS Settlt o] SEM = AR SZ S8 1EVPCF
WA EEBETAMNEZBHEIRE . BT,
ESIFREZ NN, BEiEEidAMDNSIAIE]
= RS .
WNERIFABE(E R E A DN SHEITREMT,
A LUEKERIABIDNSERSS 2tbhE .
DNSHRSZ sttt 5 2 7 3F510MP, BLATE
ESEH,

100.125.x.x

DHCPFEZ9RT
18]

DHCPFHZIRTE]215DHCPRSZ 2B mhH R
£8%= PiRAYIPHEIEAYEEFBEARR . #BIdFEL
BfiE), IPHEbSHILE], BEEHOE
B RakE/AT,
DHCPIELIRTIENEXE, XITFFMAIRISLH!
( ELRNECS ) Rix, XL T™—IRLEFEAT,
HA9FELORTENS 4 . SLHILERD RE
SNEFHAFNFNEFFALIRFY, LHEA
ML S ETYIPHELE . YNREZEDHCP
FRLOSIBNER, IBESLHIhFEHFTEL
HEERLHA,

NTPARSS 21t
pil

NTPAYBIIRSS S8 IPHELE, JEAETR,

ARV RS, IREFMFEEHIERY
NTPARSS&aIPHbL, ZIBUEARZRZNEA
NTPBRS3 2=t o

RN, RRAFIENTPIRSSRIPIHE
k.,

BZATFRN NS ERBEAESHIIPHE
ft, SN IPHEIHER¥AESIE. g
ENEEFMEINTPIRSZ S, &=
BF W ARIECSEFTIAEN—RDHCPFEL,
SEERECS, FREER. B=NTPIRSEE
HohtRY, BEFMAAIECSEFHFLEN—IX
DHCP{EZY, ERECSTKIEER

192.168.2.1

FMARR, SEENE. RSTURAF
RIBUEE 10 MRS

o HE:
subnet_key1

o H:
subnet-01
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e 15388 EEHHI
faiR FRAERMER, JFIETN, -

HIAME BB REBE 2551 FRF, BAEE
@g “<” *D “>” o

& 2-19 UM B iRE a2 N

8% | AN =30

g2 o TEENZ, vpc_key1
o XWTFE—EMIAB=REE—.

o KEARBIII6NFH,

. E.J%ﬁf(?\ HF. TR, PRk, PXFRFE
(=] o KEARBIIAINZFRH, vpc-01

. EE%SZ?E« HF. THIE. =, PRI%. PFR
—H ~C)

7 2-20 FRIIRE AR 2 AN

2% | A =2

52 o FBENZ, subnet_key1

o XWFE—FMEREHE—,

o KEARBI3I6NFF,

o HEXFH. #F. THI&. HRI&%. X
FFAR o

(=] o KERBEI4INFH, subnet-01

o HEMFH. HF. THZL. =, ki,
R FRFEERR o

5 WEZREE, BE AR .

2.3.3 & 2: NEMIABE=CIZEFHEIFR

BEES
FBVPCETRBIREUA T, HBAFNFEEHERRES, EAIUCIRIAITM .

FMBARCEDHCPIMY, {ERIZVPCRIEMRIRSBEmE, SBIDHCPIMHY AL
YRENE!IPitbiL .
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EREEIHE,
ERAEL B — B, ITFRESE, EE CNE > BUMES" .
ENEFAERSIERRE,
EEMSHiE, &% ‘B E= > 7N .
BE ‘BlEFR” .
HA “BIEFM” .
RIERERREES A
£ 2-21 SHuHAB
¥ Lotz BYEH5
EIFAE= | &R ECIZEFMAIVPC, -
BFR FRIRIZTFR o Subnet
LMMAERTN., BEXFE. #=F.
“7 47 dBpg, BREERRE
1B, KERBEXTFANERF,
FRIPvAR] | FRAIHELSEE, FEEVPCAIHLETEE 192.168.0.0/24
24 A,
FRIPveR | IERERAEHFIPV6, -
> FFREIPVEINAES, BN FMOEIPVER
S, BATIEEENIREIPVEMES . %1
BE—BHE, BAReEXiA.
XEXIRHAER | FMEIERTHREEIAKEZNAREE, & | BHA
A LUEIT FRAYERERARIE(E, ik
EEEXBHEE.
(TS FRIAYRIE 192.168.0.1
BOEfFMAYIPHBNE, FFEMSHMF
MIAYIE(E o
DNSPRS52E | DNSHRSSESHB TSI = ARS32EEVPCFM | 100.125.x.x
bt NEEBTAMIEZERihE. B, &
YIRAEAN, BEEIAMDNSIHE=
RS
WNREAEEFRAE MM DNSHITRENT,
IS ERIARIDNSARSS 2ottt .
DNSHRSS MR Z STHF5MP, 1BLATEX
ESRIT.
NTPBRSS28 NTPRTEIARSS 22 IPHBLE, JEMAMETR, 192.168.2.1
st RS N F RN TPIR 53 221 Pith
ft, ZHHI AR SR ITEANTPIRSS 221t
ft, izl RT, RRAFIENTPIRSSERIP
btk
NiERAS 01 (2022-10-31) IRIERE © LA/ ARBIRAE 32



EMIFER

FBFfEr ( SREHRXIE )

2 BUEANIT]

TEEIN
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BB

DHCPFEZYHY
8]

DHCPFHEZIAYE] 245 DHCPIRSZ 2 Eth O B
8= PumAYIPHENEAY(EFREARR . BT FELORT
i8], IPHELEISHEWIE], FESEHHE. B
fi7: K& /NS,

DHCPFELURTENES, XTI FFMIPIAYSLE]
( ELUNECS ) 3Ri, LI T™—REEFEAT,
FAIFELIRTENE 4R . SEFIEERD IE
EFHFEAFIF o EFHRLOMM, EEHEAR
LML BIRYIPHELE . YNEREZEDHCP
FRLOSZBIAERL, BRI FIEFHTEL
oA ERLA,

FMEWRR, SEENE. S&SELA
FMIBIEE10 MR,

IrERREMNIESER2-22,

) %E:
subnet_key1

e {H: subnet-01

FRASHIAMER, JFRIEIR.

HIAMSEAB RGBT 2551, BEARRE
@'/E\ “<” *u “>” o

+ 2-22 FMtRE a2 N

24 | AN

=30

it e K

BENE,
o WWFRE—FMREH—,
o KERBIII6MFRo

subnet_key1

RN FE. HF. T
FRFERL

Rl P

=l

KETBII43MFR

RN FE. HF. T,

FRIFRFEERR o

LA S5 715N

subnet-01

B “HE” .

FREIEMING, B5TRSREMIHEAREEER . L1192.168.0.0/2489F MM, B
AR S REB N T :

192.168.0.0: MEEIRRTE, FABIPHILISEETR, FMEDE

192.168.0.1: pd>citiiit

192.168.0.253: Rz, FAFVPCIIIMERS
192.168.0.254: DHCPRRSZ b1l
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e 192.168.0.255: iEithht

NREEREFMETIER TEENEE, RAEFRBMUATEES FEEOARIRE, RE
SIRESNECEHTEIDE

2.3.4 2K 3: FRMERIRSS BB FISPERELN IP

BEnS
A LAEIS B AR PHSSE AR PHRE RS I RARS3 88 |, SEIBMERIRS B
BAARKER.

FRISSEIE R IP
1. BREEEHE.

EREL FRpE = EiR, FFRSIE, BIF RS > BEARIP
£ REAMIPT R, BE “EUIEBEAMIPT
RIEAERTRES .

> W N

& 2-23 SHIRA

2% ol BB
(X1 ARG RZ EAMAE -

B, FEEREEEFIXE,
AT LARHMEMIEERTEE . {RSiHI0E
. BUEEIPRIEmIZEEAIXIEEDJ

EIPRYAfEHE .
5 7ied 2ABGP: AILMRIEBIRENS | £375BGP

BE VMM SERT B E I ERLEH
LAGREF = F{E FRIM A5 42T

= By

E. @0
NTEEE T e e B 73 LA LA G
o ZWEITEE: IBEHELIR,

RERETER, SERRIR
EXXK. ERTRERATR
REDRER.

o ZREITEE: IBEHELIR,
RLPMERRIE AMRELT
%%, SEANEEX. ERT
mENNRERRARIS

o NIAHEZ=RE: H=HRAILL
ISR IPEH TEES
PRIEE, BILAMAZSA @R
IP, #ZS R MIPHELEEE
?;%Eﬂa?%ﬂ%iﬁ%%ﬁﬁ
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100
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SN IPRIETR o
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TR IPHELE . B
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R R ANIBESER2-24,

o i#: Ipvd_keyl
e {H: 3005eip

LE

SEMELNMIPEE

1

A=

FRiEAME LN IPAY, BT sE
~MIPAIAERENEIWIRE .
A IR B SRR M 7T —igidl
IMEEE=RENAI, BEE
SCHILAR IR B AE AR B THER
BERARNR—EIE, BAIE
Jdefault,
TFeIEFESECWIREAFE
15, B2W( EWEBRPIE

B o

default

5 2-24 3PHAR 1P HHHRES S Z N

28
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(=37

i .

FREN= .

XJFE—3E MR I PN (EME—
KETBII361MFH
RRNFE., HF. T, il
. PXFHFER
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(= .

KETBII43MNFH
HRENFE., HF. TUE. <. F
e RXFRFARM .

3005eip

B BRI
BE EBRT .

HEPHELR 1P

o

1. £ “SREAMIPT REFHERIEAMIPHIRE!T, B “HE” .
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2 BIEANIT]

2.3.5 $IE 4: BlEZ=EH

Brin=

L RHXLIREMN

=
EnE

IUTEDHRINZEERN, BREFEIRN/REZEHMSLE (90ECS ) E’Jmugo

BRFLRR

1. EREEESE

2. ERELE G = EiR, TFRSHIE, EE NG > BIRESR .
HENEMFAB RYIRITE

3. HEAEMSHE, &R “paiEd > 2287
BHANZEHIIERTHE.

4. FER2HEIIFRALTS, BE ‘ClERRA" .
HA “tliEZeB” TH,

5. REFRERER, REZEHSH.

% 2-25 SR

IGIAREE, BAABORUFILESERUERAR . SETUSE

24

SR

EE#H

BIR

BIEBH,
ZREHIEHR.
ZLEWEMREATY . AXFH, H7.
“ ”» . “_” *D (1) éﬂ}ik Ez— 1-\& _kr‘—z:
S TFOINTR .
12EA
ZEAFFREEFTLUEN, BINAEES,

sg-AB

BlEZ AN, ALISEZ2ENAERRRIEILIR
H.
IR EEREM T R EWIREE IEENJ? EI’J

B, HBENESSIUASWIRE AEARETTRIE
ARHZ—EIE, BAIRE ?jdefau [t

*FeEMSEESWIRBANFERE, B2 (U E
BAEPER) .

default

&R

BEiREHEEEMN, HESRERCIELZEH, 1B

HAN T UAER -

e BHENX: AFREEXZEHEMN,

o BFWebfREEE: HKASECEMUE22. 3389,
80. 443uxOFNICMPHMY .

o FHMEENRO: AMEBiKOBF—EZEN
B, ISEEEER,

BRAWebiRSS
s

[=1=]
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e S5 BB+
faiR Clpri 8 -
ZEETHERMER
HIAMESEABAREBII2557F R, BAEESE
“<” *D “>” o

6. TEASHIRETME, AILECIERE FAEERIRAIAG LTS =M,
HIATIRfE, B “HE” .

2.3.6 & 5: INZAHHMN

Birin=

LZRELIREMERENARE, BASGERNFLSEMNERER. ETUSE
UTEGRNZEBIN, AREHRN/REZEERES) (2ECS ) RIRE.

EREHARRINZEERN
1. BREEEHE.

2. ERELLfaE = EF, TFRSHIE, EIE NG > EIRAES .
HENEUFAB RYIRITE

3. HEEMNSHE, &F ‘e > 2287 .
HANZ2HYIRTH.

4. FEZR2HEIIFRF, PEEITZEEMMETIRESITR “EERN” .
HANZ BN ECERRE

5 & “ABEMN” [E, BE HMRNT .
s AN RN IHEE

6. RIEFEER, RENHDERUSE
BE “+7 12, ATLMRORIBINZSZANA BN,

= 2-26 AH NS ELREA
2% izl BB
il TRIELESZ 3FRYIPHBLIESSRY, 0T IPv4

o |Pv4
e |PVv6

s | KRB0 P AREREIMEIMYSER, Baisz | TCP
[ $TCP. UDP. ICMPFIGREMY o

AP ARG R=ENENKRCO, BUECE 228%22-30
¥9: 1~65535,

FENGEMNF, FRINRLRZEHASLAIRIEE
ﬁ#JﬁD o
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2 ol BYERES
JEitEhE | EMBUERTUARIPHENE . T2fH ., FATFRUESRBIPHbE, | 0.0.0.0/0

BS—ZeBANAILAIRYIEE .
o |Pitill:
- EBAMIPHBHE: EKE0192.168.10.10/32 ( IPv4ith
ik ) . 2002:50::44/128 ( IPv6itbtit )
- BRIAIPHBYE: BAIAIPHBYEETUAPCE(EEIPitbLE,
Eb$10.0.0.0/0 ( IPvAttELE ) | ::/0 ( IPv6itbiit )
- IPMIER: EL0192.168.1.0/24 ( IPvARBHEER ) .
2407:c080:802:469::/64 ( IPv6ItiLES )
LRI AZ2H, WEELZEERN=IRSZENE
MEBIFTEIEZEAIN o
P ZEEMNEAER, IERIEIR, -
R EE NS ABEBIZ2550NFF, BAREES “<”
*D “>” o
7. ANBEEMNW&ETRKE, BF “HBE” .
IREINGEMNFIZE, SJABEERIDAANSGBFLN
8. & “HrmMn’” mE, BE AN
S “RMNEA N mE,
9. RIEFRmMIER, RKELHEMUSE,
BB 47 1750, ALAMRORISINS £ SN .
= 2-27 B RS ELRE
2 Lol BUYERES
il BH9ttit 7509 IPHENESERY . t0F: IPv4
e |Pv4
e |Pv6
s | Z2EMNFARCEREMMEIMYEER, Baisz | TCP
| $TCP, UDP. ICMPFIGREWMMY o
ZEANMN B ARLERENBENIKRO, BUETEE 22822-30
$9: 1~65535,
FEEBEMN G, RrRTeEBERLHHEFMERIEIAY
EERO.
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HRYite | BROMUERTLLRIPHBAE . 2248, RIFAIEERIIPHELE | 0.0.0.0/0
il 55 —REHARISLS,
o |Pibil:

- BAMIPHBRE: EKEN192.168.10.10/32 ( IPv4itt:
ik ) . 2002:50::44/128 ( IPv6itbiit )

- BRIAIPHBHE: BAIAIPHENERTUAPCEC( R PitbhLE,
Eb%10.0.0.0/0 (IPvAttBLIE ) . ::/0 ( IPv6itBLlL )

- IPRIER: ELA0192.168.1.0/24 ( IPvARBHEER ) .
2407:c080:802:469::/64 ( IPv6iBHEER )

g | ZLEMUNHAEE, O, :
HASEBNETEEBIT255 FH, RS “<”
*D “>” R

10. HAEMMIRESHE, BE “WE .
REIHSERNIE, ALSE RIS
HMERSHENNZEER

EZEAMNFRAENROE, SEFEHFEIHIANNAROBESWE, 2£
LEMNZ 2IFSEHIERL

RIIEAERSECS EAFE T WL, FEAPEEEIIHTTP(80)imiGIEIZAIMLS, T
EBBSCEECSERIEREHIANTG RSP, HINR2-28FRIFMN, HBEEHTTP(80)iwH o

x 2-28 LZEMNRA

HE im0 iRtk
AT5H EITE X TCP: 80 IPtttit: 0.0.0.0/0

LZREMNFNTARE, BREFTIUTRE, RERRSZFRROFRER, HiE

BT,
1. EFE=RSHE, HBESRSSHRiROFRER.
- KBLinux=IRSZEiH0

HATLA TS, BEETCP 80ix2 B4
netstat -an | grep 80
HEIEZ{UE2-5, HE8IKOEHE,

2-5 Linux TCP 80 ix[3&iF4E R

-  BEWindows=REZ &R
i @ “FHATES > 1T > and” , FTHFGSHTED.
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ii. WTLUT®HS, BEETCP 80iHOREHEIT.
netstat -an | findstr 80
HEIEXEUE2-6, 1HEATCP 80imO2FHE.

2-6 Windows TCP 80 i [IIFLE R

LISTENING

2. FIFFNISEES, TEMBUMEERIMAN “http://=ARSSESATRIELMIPHELE” .
NRIBIERLIN, AR EBMNERE

SZH%RRA 01 (2022-10-31) WRIERE © HERRARBIRAT 40



AR
FBFfEr ( SREHRXIE ) 3 EMFAE =T

EHFAE =F0-F0
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3.1 EUFABE =T MIRRLI Y

FEBRIBVPCZHI, BRERIBEAFNWSESFRIMLIVPC, FMAIHERIPMEE, FikE
MEEEBESNE .

o WMEHRIVPC?

o WMETHARYFPR?

o WMETHRKYESEAZRR?

o UNMTEZEAMIDC?

o YNfEiEREInternet?

ARkl VPC?
VPCEEXIEY, BABRT, FARIVPCZEMNEARE, E—1PVPCHRAIIARREFMNZ
BINEERE,
e —NVPC
HERWSBZEREMNERESKEY, ETLURER—1VPC,
e ZANVPC

St TEESEWS, BFEREWSZEMNERE, WERLESTIX
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(MERIY::
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BeEm? .

o
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o IPHENEMIER: HEIVPCSEMVPC, R TNEIEFOIERERT, ZinIPibibifse,

VPCZHFRIMER BB a0ZR3- 1o
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VPCRIER IPHBLEEE BAXIPHhEE]
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172.16.0.0/12~24 172.16.0.0-172.31.255.25 | 2A20-2=1048574
5
192.168.0.0/16~24 192.168.0.0-192.168.255. | 2A16-2=65534
255

SR F g
FREEMFAE=RMIPHILE, STLMSEMERNNBRSRETR, FRIUST
RN S IRIPHAL 2R, NG =R = SR B PE T TR -

o  FMBIERING, FZIHENMER, BIRBISIEMEITFFRIMEL . B— N EHAFA
BANFRMNEBATES .,
FRIBIMEE A RTEVPCHIESBEIN, FMMERAEBIKECER: FrEVPCHIER
SEZE2807, ELaNVPCRIER/910.0.0.0/16, VPCHUEEE 16, N FMEYEIEEIT1E
16~283B Bk

EbENVPC-ARIMIER/910.0.0.0/16, MERRTLAEKIFMA0TAIMER/910.0.0.0/24, F
MIAO02RYMIEZ/910.0.1.0/24, FMAO03AIMEZ/910.0.2.0/24,

(0 #5488
— N APERNX IS A EFAS = FREEEIA 1004, MBEEEIRFARER,
ES A RERER? .
HITIKIVPCFMAT, BILASELAITRN:
o [EA—VPCHRISE, EoILIARTESEREISFM, ELIIEVPC-A, FMAO01

FAFWebE, FMARBETFEEER, FMAOBTHIREE. RIEWSLDFmiE
R, BRFEESMBACLIEITREERLIR .

) HD%WELQVPN/E%ELLELVPC*D%‘FIDCE'JH , WVPCF MM EZFIIDC
AN EEES, BEFEVPCRFMAIRHESS MJ&FIDCWE’JHERO

SMaTAR ) S FR R

FFeIEVPCE, RRESBMIEER—MIIARER, SIETFMNE, FMNEBX
EXFUARR R . IREBRE—RIIIRBEMNAR, BTFEFHIVPCRFMAILREED.
BRIARE R AT ARV PCAF N Z [E S EiE .

SR EZERERUABRRE, LUIBEAHEERBHEANFHEIZE—BENXIEH
i’%#%ﬁfi%j BEXEHAFNZIMFWAILREER, NREDALEROAR

SR LIERCARS R B E X BARPAIEE, Bttt B8, T—hith
HFER, RREMEREIED . BESARRKEMBEENIEH.
o  ERGIRH: REBEIMMNETEETMPRAVEE, FRVPCARSLEIERE.

o BREMIBH: FJLUSKFIMFRIIERE. BEXKHAIB ISR 5EMaY
BitbittitEE
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BTAEVPCIRERFRIIERIERNMRIEE, BMEIRAN TR
BT, RAICIERER TR @M, RERIMERISEBURT BRI
Uk, EfEEIIUERN, BMUciEF A EESIBAMIIHTIREER .

ANMENZEREARE IDC?

HIEBVPCEAMIDCEBRIERAY, FEMERVPCRIMRFEBIEAYIDCAMEZERR

PR,

WE3-1pr73, ELANEREAXEE—1NVPC1, BXIEFWINVPC, 9 5I8VPC2FIVPC3,
VPC1EEEEAPAXIFIDC, &EiFVPNEInternetBiE, VPCO2EE EiZAFBXIE
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5 RIERmRR, EEFESHRIRHEBERBEE.

WHEFRYISER A BirEBRPAFERIBE. STLLEE— S BREHE

AELIESHAFRRVPCIERRFRIBENXIZRHE, BIEES ‘BEX” AYEH.

BREL TR
1. EBIREEEHS.
HANEFAE=SIERH .
BfriEHE.
6, $$ “E I'_E” .
4.3.4 B8
BiEFS
SR SRS

o ZEFEBEMEBAIMSEASZISMIR, BIEEN “RE” BIRBAASITHER.
e HVPN. ZELRZ B FAEIVPCROIARNPHIREAEMR, KRBT —F

REISHIANT
- VPN: VPNRI3%
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EHIFER
FBFfEr ( SREHRXIE ) 4 IEAE

- &% TTEMX
VAVPNRRESERJ96), BSERINTFEIRR, MREFEMIFRIEEH, BRI T
NAYEHHE, BEHMRINEIR.

REL TR
1. EREEEHE,
2. EREAELMmEE —EF, ITFRSIE, SR ‘RE > BURES" .
HENERFAE =5 .
3. EAEMSHE, &% “EUES > BEE" .
4. 1EREEFIED, HIEIRIREE, FRRRAESTIBIHE,
HENREHEIEETE .
5. %ﬁmﬂi¢,ﬁﬂﬁﬁmmm%m,EEEE%EWEGMEWWTM“M
B/\” o
B RS B ARTEAE
6. HHIAEIRE, BF 2”7, MREENEA.
4.4 BiE SNAT RS2
BR{En=
LHISEFERAVPCRIRARINGERT, BEMEHM=IRSEE LEBESNAT, FHSVPCHREI
SR UNEEIPRR M = IR S ST LB Sipidinternet
ZEEIIVPCHRFTE FREY .
BUIRSR(4

o CEHBAREIENATHEEMRIRS S
o {FEPESNATRIEMRIRSSHRIER G ALINUIRIER S
o {FEPESNATRIEMRIRS MW REEENEN R

SNAT RZ2E5 NAT MXIREER

NATRIX ( NAT Gateway ) BESSAMEIMFAB ZRITEN (GRERIRS SR . RERER
FE. aRH ) NEEIZEL/VPNENEIAE AR AR ONIRSS =S, BiH
PILEUBIIEIRARSS , 2N REN AT LAHEZEMRMIPISEInternetadE IR E
BXMOBRSS

XIELSNATARSS2RSEHI, NATMXEBRERSE . RiGZH. FEFMERE. YR
IZ;E;E% IFZHMXAUEEMRE, EEILIESIEESISIEE “MNE > NATRX” #H
1TIKIE

BZAR/ESN ( NATMEAPIERE ) -

BIESR
1. BREBEHE.
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4 BEAE

10.

11.

12.

13.

EREAE LRSE —EF, ITHRSHE, SR 18 > Bi=REe” .

At CRSERT, BHEEERESNATIEMRIRSZEBEZIR, NS

RSB ES1EBIRME .,

Rt nRSEEREET ‘MR ’E,

BEM-RIPHE, EEFNM-EFERIEREE “B/BeE” REh “%X

i R

ZABRT, “B/BERE” RKEH “BR , RRSEESEMRRSSEAIEN

R FEIPHIN 2 IEH, BNARRF SRS SEAIXZIRT . XBETFHLE

IR, B REM ., (BIESNATIZEH, SNATSLAIRREEAVER, XFR

PHHIS SRR AR E TEEWRNR AR . XFRPYLE T LSS IR E

“E/BRRE” IRESHEZER,

4BEEIP,

- MRS ENFABIPHEEIP, FEEE RN = IRS S RIENER
HEARIP,

- B RIRSEEAIEIIPHIEEIP, BB R AEIIPHENEEEE/ MIP
MRS,

FIFEEC B SNAT M = IRSS2R1FIBETUHE, @idremote loginEFRIRSE .

HATANTSS, BArootZRE, HliaZEroot,

su - root
PITINTa<, WNEMRRSERETLUEEERE nternet,
MERY:

PUTAN T ap<SRl, KIASNATERSS =S EHERAYIPtables AN, FRZEHEIN
ping www.google.com
EBIEMN TR, FTroEtERIRSEEAILAEEER Internet,
[root@localhost ~]# ping www.google.com
PING www.google.com (xxx.xxx.xxx.xxx) 56(84) bytes of data.
64 bytes from xxx.xxx.xxx.xxx: icmp_seq=1 ttl=51 time=9.34 ms

64 bytes from xxx.xxx.xxx.xxx: icmp_seq=2 ttl=51 time=9.11 ms
64 bytes from xxx.xxx.xxx.xxx: icmp_seq=3 ttl=51 time=8.99 ms

WITINTan<, BELnuRMERRNIPERITGEEREHE.
cat /proc/sys/net/ipv4/ip_forward

RER: 1AFRE, 03KE, BIAH0,
- ZEEy };L?i-130
- &, HUT1, FBLnuxRIIPEERINEE.
WS RERRSIFRAIRN . BMFRARE R ARIRN ISR AR P L i
FHRERGRIIPHENE, ELE, RIFAVRNEBE AT REZRIPHbIL, MREIRIHRES
REBIRERIRE], XM IVIRASNAT, IR ERRHZIRERFEIRIT IPHINEAYIRSZ,
RIREIRRSHBRIIPHIPTLRES, BIRNEEEEAGRIBANIRN &IEE .
XL FERBIPRAINRE, FIRESNATHRN
{ERVIFTH “/etc/sysctl.conf” {4, {Enet.ipva.ip_forward = 1, & “wq” 1%
FEE
PATINI TS, EIEER.
sysctl -p /etc/sysctl.conf
BCESNAT,

PATIN T as<, FUFMER (fIa0: 192.168.1.0/24 ) WEFEEIE=IRS 22 MIHSMN
%o ;15”&”4'2ﬁﬁ7??0
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4 BEAE

iptables -t nat -A POSTROUTING -o ethO -s subnet -j SNAT --to nat-

instance-ip

& 4-2 BL& SNAT

[rootPhost-192-168-1-4 ™ 1#
[rootPhost-192-168-1-4 ~1#
[rootPhost-192-168-1-4 ~1#

/24 -j SNAT --to 192.168.1.

vi setessysctl.conf™C

“C

iptables -t nat -A POSTROUTING -o ethB -s 192.165.1.8
4

AR

NFELMEREMNUFES, NFLHUSTE/etc/rclocalstiF.

1.
vi /etc/rc.local

2. HIT13BCESNAT

3. BT T aRFH

'wq

HATLAT Airc.

# chmod +x /etc/rc

AN
HD<>£§

14. T TS, BEERD

192.168.1.0/24) .
iptables -t nat --list

4-3 GIFRE

[root@host-192-168-1-4 ~1#
Chain PREROUTING (policy A
target prot opt source

Chain POSTROUTING (policy
tarmaet nrot_ont _source
SNAT all

aMAL all

192.16

13 .1b

Chain OUTPUT (policy ACCEP

target prot opt source
[root@host-192-168-1-4 ™14

15.

192.168.1.4) ,

PITLA T @SN etc/relocal3l {4,

B

localSZ4AIHI TR o

.local

FCE I, S1E4-3PR, NIRRECERLLD (fU4n:

iptables -t nat --list
CCEFT)
destination

ACCEPT)

destinatinon
anywhere
anguncl'c

8.1.8/24

o.1l.b/741

t0:192.168.1.4

to.1J<.1bo. 1.1

T)
destination

INEENXKHE, 1FIRINEEXEHE.
Baottett20.0.0.0/0, T—

et 2 SNATARSSZEHIFAE 1P FEHLIP (fFI4N:

R ERMEECER, INREMNERNEFER, BRETHNZEHE. WEACLE

BT X RRE o

= B A
B, &8
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REHA IP

3

5.1 E#L IP igt

AR 1P

BHRIZH )

FEHAIP ( Virtual IP Address, f&FRVIP ) R2— RO ECLAELE M= IRSS 22 M -RAYIPHE
Ht, EERIRSS 2R T IRBEFABIPHELLSN, B RTLARA ELIPHELE, AP EILUEITE
EFE—NMP (FABIP/EINIP ) It ~RS RS . ERT, EE3lPHELHAEFAR PHEtE
EHEINEIENEESD, BIEVPCH_=E@E. VPCZERIEEZAE, UKEEAN
IP. VPN, =ELEMNEEN,

BRI ZAN EEEEBRRERIRS SB[IER— N EIIPHELE, AEREIIPHE—
SEIE AP, FEfCKeepalived, SEHIEMRSSHEIEE, BaltliRESERSEE, HESR
FRAEREAM .

EIPEERE M RIRSEIESTMR, BEiKeepalived, JAZISATAMHA ( High
Availability ) BIBH) . HFIRS[BAEHETEITIMEMIRSHT, IS EIPTR
FIRIRSEE, HENTIMEMRS . APNBRANEEFHEMIER .

o HARVAR1T: HASHIEMER

B INREBERSRSSTRNY, BRRELHME, JUA “—E—
&7 8 ‘—EB% A ESERRESRSSE, XERERIRSEXTINRT
?ﬂ;fﬁﬁiL‘ilPo HERS RS, BRS[BUIUENEIRS S, HEXTIMIM
HE?JO
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5-1 HA S 4 E(E M E

ESHAIP : 10.10.1.10

~

pd i
7 >
e .
O
ECS (%) :1010.1.11 ECS (&) :10.10.1.12

- RBeEFMAEMERIRSFRIER—1EMIP.

- BiXoaMt LIRS RACEKeepalived, SEM—&EAFREZR, —EHEBDR
522, KeepalivedAI2E W ARBANEESE, LWEAREBIERANE,

o HARMAN2: HEIAREISEERE

=0 MREIBEEST ARHEERRS, EILIKMAKeepalived +
LVS(DR)RSEHL »

LVS (£) : .. Keepalved _ LVS (&) :
10.10.1.11 10.10.1.12
._________-_-_-- e |
"--.__________ » —_ |
J - _'.';=-._'_'__________ i

&« ~h

JRiRARSSES JaimiREsE
10.10.1.13 10.10.1.14

- BRaRRiRSRIER—TEMIP.

- BEET ERINPHIIX2 &8 = AR5 2SEC E Keepalived+LVS ( DRIEL ) , £H
BYLVSEEIRSS 2R . IX2ERSBFIEN D KRB RIVENE LD REEiR
ARS5 88 LH1T

-  BEERINERERIRSIEENEiRRealServerfRBEE .
- FFRE&TGiRRealServeri# = IR S SERYIER/ BRI E .

- 1aBLVSERRSHRANE/ BRNEREXE, BERXARMERIRSSEMNR
RIR/BRIRE.
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EXAEHahIVERERRSES RS EIMIPHE, WiE/BrIGEBaIXMA;
;ﬁiﬁﬁiﬁ%}%ﬂﬁ UM RIRS RS REIPHE, NEEFHXFR/BRY

Keepalived + LVSIAERSinLitc &N GixmRealServerfR S esicEnI LASE I
WNBANEER L, WA MIFMNE,

N ARiFS
o IFH=—: BT MAMIPIAEIEILIP,
SN AEEESS AN E T InternetiIMEMIRSS, HEFF(E TR/ M IPLE
EREHUPINRE
o IFET: BIIVPN/ZEL/XIEERIBEIEILIP,

TN AFEREES TR HETEE D Internetifa), FANGEEESZEM
(E \}g)N) , RIERRERIMESHRE (ZE4%) , SEFTEBEIEMVPCHE (4F
L %z o

LRSRH

o TEFEPMRRSHBERES IR FMNRAAR T, EAELIPIIEE. HEZ
R TERENIPINEE, BUERIRSHAMSFEREDR, SEENPEER

Al

Mo
o EHIPHBVPCFM, {ZHHGEMNIPHBEZER— 1 FMNHUBI=IRSEE .

o (FREMNIPHETEZRN, FRUERRSBFEXAIPELIIE, BERESIX
AEEE=ARSS2RAIIPEE R TORE

5.2 FAiBEESL IP Sk

BIEES
SRR BT R BRI P U IRERIE L PHALES, ATLABEA TS
EAUIPHET A TE S B RR AP B .

BIESER

1. EBEREEESS.

2. ERELABE = EiF, FTHRSE, TR CNE > BUIRES .
HNEFABE ZYIZRTHE .

3. EAEMSHE, &R “EUAER > 7N
4. FEFRIIFRF, REFERIEREIPHIRIFNER,
5. 1 “IPHBUMEEIR” T, P “HISEMIPHENLT
6. IEEEIPEE, (NTEIPV6HMXIHAIACE .

- IPv4

- IPv6

7. IEEREHIPHIIESEC S
-  Bnioic: RESEEIDECIPibIL,
- FaIoEc: REGHEEEERIPHBIL,
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8. EEREFmHEAIN, BESEIIPIBIL,
9. EEE “ﬁ fE” .

EIPFIRARI LIS B HIBRIEMIPHELE .

5.3 J9REHL IP HBHEERRESEE 20N IP BSRE=ARSS =S
BEnS

SR LU R PRSI AR IPSEILA TR -

ECAMS ERINIPHEE SN EERPEAEM RS [ L, FOZEIIPHE— 8RN
IPitbtiE, BILASCILEIS EEXMILIEiZESaE LRI, BAWSEKEES .

LR SPRE
o EHIPROILAGBE— BHELMIP,
o EN—EMRIRSRYIENIEIIPHEEAREIIS .
o —NEMPRZSURINEEE10M MRS
(10 388

BREINPHEREMRIRS AT, SEEIIPEIN XEXE R RIRSSENZSEH, — M E
MIPEB A ERXEKE107MREH,

SREFIEEEI 1P SREEELR IP SR ARSS 25
1. BREERHAE.

2. AL T = EE, FITFRSTIE, ®IE WL > ELRER" .
HNEFABRIIERRH .
3. EAEMNSHES, &R “EBIUAAER > 7N .
HNFMFIRITHE
4. EFMIHIERS, BEEIIPHREFMIIZFREIEE.
HANFMIFIERE.
5. 1 “IPHBUFETR” T, HUTLATRIE, REHUIPEBEBMELMIP,
a. TEREHAIPERTEITRVERMESIT, B “4PEs@ it mIP”
S “HBRESREAMIPT XSHEIE.
b. FEXNEIES, EREEAMIP , HEE “HBE” .
REIEHLIPTIES, AILIERIESEREERMIP,
6. 7E “IPHBLIESIR” D&, HITLATIRIE, AEINPEBERSSES
a. TEENUPFRTEITHMRIESIT, BE “4PEiRSEE7 -
s “4BERRSSEEV XHEE,
b. TEXNEES, EFIRSEE , FEE ‘A .
BEELIPTIER S, JIERIEHENRSSE.
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5 L 1P

ikl

o IEMAARSZIEBZIKM KA, ENPEEM K.
o —NEMRIRSFRAIN-RILARIRISIES NEHAIP

5.4 JIFRMELM 1P 4BEREHA IP ik

BEESR
RETIES AP ARIPYRERIUPIELL
RO
o CEsEHRENMEMEERRSHEMRE, RIRRESRSRECEMEET
IPs
o ERIEEMEARIP,
BIESER

1. EBEREEESS.

2. ERELLASEE ER, STFRSIIE, TR R > BEARIP

HNGEME L WIPHIZRTTE
3. EFEYPEREINPRIRIEAMIPHIILPRTEST, B “HBE” -
. CDERMEAMIPT SRE, EESLAI RPN .
5. FEEFNPIIFRS, EERFEHMENEMUP, BE “HE” -

5.5 MIPREZHL IP stk

RMEG=
B T(FEEFMAIEIL PHEN S FREE EHLIPHELE . FEEMMLE R
EEHLIPHBLE

LRSRE

TRAT, ATHRRFRIAT

SEMIPREMEBRSABN, TR, BRIERTERHITHE, BMEEIE

5-1,

& 5-1 & 1P BiEMIBRIRE A

RERER [RE SRR TS E

E4PELOITGEEAMIPHE | HMBIEMLIPTTREREEARIP, MRS S, 15
HE, TERITRIBRRIE, i | BB EARIR, BSHEREIIP.

SEHUTII R RRGBIERIE o BASERE, ST IR,
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EMFAER

FAPER (SRR ) 5 il IP
R R R AR %
EIIPEMESHAMHER, T | MEIRIIPHEROSIAUER, ZIPAZ SR,
ERITIRIE NREAFEERZEIP, EWIRRDSIH, %
HAPLARFIRIHIIR
BAESER

1. EREEESS.

2. HERELEBEE = EiR, TFRSHIE, EE NG > BIRESR .
HNEIFAERTIZRTE .

3. EEMSHE, &F “EBUMRER > FW7 .
EFMFIERT, PEEIPHIIEREFRER,

5. J‘iﬁj “IPHENFETE” T, AFEMRREMIPHINIERETRORMEIIT, 82E ‘B2
> JBR” o

o8 B BRAIARHEIE
6. WALIRE, BE ‘K7 , MEREIIPibIL,

5.6 KAFPMERIRTSEEHY IP AR INRE

RMEG=
FEREIPHETRIFSN, BEESELUTREXAZEHEIRSEIPELRINEE
Linux &%t
. BFREMEIRSEE.
2. WFUUAT®S, PikrootFIF,
su root

3. WIFUTHS, BEEIPRRIERSEHE.
cat /proc/sys/net/ipv4/ip_forward
BLER: 1 HFF, 0k, BIAH0,
- [EBEEA1, gRERIT4,
- [EEAH0, FSLEER.
4. LAUMRHRmMD RSB ESX Y, Zik—RI,

- BiE—: ERVIFTFF “/etc/sysctl.conf” 3%, {Eknet.ipv4.ip_forward =
0, % “wq” REFEH.

- BiEI: HiTseddS, mORAIMIT:
sed -i '/net.ipv4.ip_forward/s/1/0/g' /etc/sysctl.conf
5 HUTUUAT®S, FEREK.
sysctl -p /etc/sysctl.conf
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Windows E&%:
1. BEREURIRSSE.
2. FTRWindowsR&H “@pSiRnf” B0, HUTLATESHS.
ipconfig/all
ZEELERF, “IPEBASER” A~ ‘7, FJRIPERINEEXAE.
3. 1% “Windows+R” TFHZETEO, HiAregedit, HNTMERIES

4. #REEHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip
\Parameters FHJIPEnableRouter{&40.,

- IEEER0: XA IPER.
- IEEER1: BRIPER.

5.7 XIAEERIRSS =2 M RAYIE/BRIRE

BAEESR
EREPHESIAARIE SR, CRESEUTRIECDEE RS S
FI-RROTR/ RO E .

BIESR

1. BREEEFIS.

ERELE et = EiR, FIFFRSSIE, ©R e > mu=RsSsE .
T RSS2 h R s X M R IR 2 2R
NSRS SEIEETE, BF ‘NE” 15,

HAR-EIEED E/BIKNE” RECIRE “XA” .

ok W
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6 sl

6.1 VPC i5o)#=#liE
EFABRVPCEREE= LRIFAENG, B ELTSHMEACLEES, RILURE
VPCAEREIELHIZDIETT, bl =IRSE. BIEE. =R,
o  LTRIENLHIHTIHIF, BLHNAZEENG, ZLHBEEZEZEAERFR
i,

o MEBACLIBNFRIBETRIIF, BFMKXEXEMBEACL, UFMARRIFFALEES
ZEIMEACLIRIF . 1BEbZ 2, NBACLAIRGIFBEE K

T2 EMMEACLAIN FARAINES-1PR. AnflF, ZEEAMNZEAEBALURIFE
FRECSHIMEE LS, BITMERACL ARIMESACL B, AJLAZ BIRIFEAFM1F1FR2A9
Z%, WERHPFRAZ2RE.

6-1 ZEHSMEE ACL

Xl
r-r--------"---"""---""""""""FV |
| VPC |
| 192.168.0.0/16 |
| |
| RILEACL A RISEACL B |
| |
| FR F2 |
| 192.168.0.0/24 192.168.1.0/24 |
: 2EEA #24R £L4E8 :
| S |
| |
| |
I ECS  EGS ECS  ECS ECS  ECS |
| |
| |
|

LLAS5MLE ACL FIX BT
R6-1NIGIRM T R ERMEEACLAGEMIRXS) .
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6 Iai=H!

X 6-1 ZLHEFMMLE ACL X3

XJELIR

T2

PILZACL

BriFsEE

SEEIRE): BT SERAE
Bl, ELAmBESIRSS . HE
. =ABIAE,

FMER: BHIRFENFM, FRA
RIERBSLAIE =2 MEACLAIR
o

Wik, SEFIAIREDIANEI—
T 2EHA,

ek, LRI S TEKikF
A AFRKEEMLEACL,

FCERE

RTHFFVF . IERREE

XIFTTE. EHERES.

AR S350
F

SRR, BEAEE
o

SRR, LR ESHIMNE
R, MARERFRERL

Rz FRIR(E

o BUESLA (LLaEMERIRSS
2= ) B, BREFE—I %L
¢, MRIFAFRETNRE
T2, WRESBEE
VN e iE

o LAIBIEZ SR, &AL
1TLATRE:

- ER2EENG, R/
BHsLhl.

- fEsLfliEdle, AEAIR
n/xkrEEE.

BIZF M EEMEACLIEIR, F

SEBIZEMILRACL, AN,
HEMEACLHKEE TN . 2RI
%FL%%?%EFE, BEXTFME

#3ZeA

SRR =TT (BIHMY. iR
OF0iE/ERYtbIE ) 128

SEHRSCATTA (BIHNY . R
A, B0, Rt B9
Ht) g,

6.2 Z£H

6.2.1 ZEHNZ BN

L2
LZRER—TBELNSH, NEAHEREFRIPERFAEEEENERSE. =8
7% SHIEESFLOURMINIORES . REHOEE, BRYUUEREEPEN SN
[EH, SEFMNizZEERE, BIZEXESETRUAIRE

LN

o REARBFEANGRMNFAILTSEMN, FAEHZEBASEFIRAGERLTS
EAIMEERE -

- ABEHN: ERISNRERIHEZEERAISEA, BIRERALS.
- HBHEEMN: ERZEEREAILESMERRNER, BREMNSTARL .
o ZRAMNAMNIKO . JFEitELt/BrIbIIFAEMN, KBRETRBIT:

SZH%RRAN 01 (2022-10-31) WRIERE © HERRARBIRAT 84



EMIFER

FBFfEr ( SREHRXIE ) 6 5aEH

- KR TR EIPVAFNIPVEEMYASERNY .

- RO SEMEIMYEEEFROTEE .
" WEIMY: LECREAIMMYEERY, Z3FTCP. UDP., ICMPFIGRE#MY o
IRITEE: TEREIBRNRO, BUESEEN: 1~65535,

- RSV EROHBAE: NS EF, ERERIREBLL, RS EE, TER
SRYB R

L2 ARV T/F/RE

ZEHARRS!

BRERERSH, WREMTOAIEE—MHIGER, BEELBMH SR

SHBE, PATCENSEMNNIT, SR EEROANRER

Ao B, MBZELEMANSEINSHIEN, BECHSERNLT, H5

SV NIEBRART AR AT A o

L AERERREHRIHEANRRES, \FORSENANES, 3

BEREVEEN, HAARSEMUNES, FYMCETMKES, 5

BT .

LR AR, MR, TN, NEELSERFN, BHEAN, R

GREERERANFELAINSNER, FERRT

- BASERBRSNEE, DEOKEBEANTT. AT ERETE
BIRER, HERFNESENSEN,

- ARESERBRNEE, CRUOKEETANT, KBSEREaRSN
M, SRR, FRRR A B,

A

MFEEIZAKERE, REMAE, AUAEIHNERE, FEBTIEEIRIIE
WHIiEE, ASEILERFFICEHTAIRN . Eban, X3FEEZAYICMPHMNIKIER,

;"?—L’liﬁ%qﬂl%ﬁ}ﬁ, HEBIEMNAE30s/, BEMEILERFILECHAIMN, FAMiREA
OF:

AEMMYANEEIREREWIIEARE, tENERINERINSRITCPIMYIERZ (LATIE
iE600s, ICMPHMYEMWRSEIRE30s. X3FERTCPAIICMPRIE MY, WNRMT5E
W TR, EEEWIIER180s, MRABRHEWEI TR, B—1HMER
BWEIRSE, NiEzEEAIIER30s,

TCPIMYAETFARYAE FRUEEE (AT EtBAERE, EEaNTCP&ERZALT
ESTABLISHED (EHEERE ) ST, E(LAHER600s, AEFFIN-WAIT (iZHERD
BXid ) KSR, EHATER30s,

RAMBERT, — 1M R2EKSSRIARHABS0RZEHAN

RIABIRT, — 1 aiRSH[T BN RRERERFIZISNZ2EF, Z2EMN
MERFHEEER

BN R 2EXEKRILHIHERNEET 60001, BNE5|REEHMRE TR,
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6.2.2 BMAZ2HMANY

WRERCZEFULEAH, BABEERERZEAHN, RASENNEEIE—TA
INZEH,

BRIAZ 22BN 5

BOAZ =EMNRAEAN T :

o ATLEAN: NFGRIRERR, INFREERLFERE, EEREREHEIND
AP BEIERENSER o

o HILEMN: HISRRERIT, RIFBEBERNEZEHALAIRL.

6-2 AL LH

X1
T T wvwe I
: 192.168.0.0/16 :
| FA1 FM2 |
| 192.168.0.0/24 192.168.1.0/24 |
: BENESE Btz BildeH :
| BRI » '
B 00 .00
| + |
| E= EE MNEEER ECS ECS ECS  ECS |
|
| —_meee— e |
AL 2EMNAIFEMIRBINE6-2F 7
% 6-2 BAZ2AN
B I WwWOSBE | BRottbht/iEibht | 5288
H5mE | 256 2B Elshichil AFFE iR ENEIER
0.0.0.0/0 N,
ANFBE | 258 2Ep IRt HEIRE | (NATFZEEHNN RS
(H(fBIgn: sg- RULBEE, EFEMAILR
XXXXX) SENEEPEIEIR
AAME | TCP 22 JRitEE: 0.0.0.0/0 | SeIFFETEIPHBLLEISSSHITAZE
EEZLinux=IRSBEE,
ANAME | TCP 3389 JRitEil: 0.0.0.0/0 | FCIFRATE|PHELHES RDPITFE
EZEFWindows = RS 2E

6.2.3 ZABERM

HITEVPCFMNCIELA ( =iRSS=R. =nhes. oiiEES ) Y, BIULUERRS
EMFIAZEHdefault, BHALICIZEMZS2H, TIERMINZEH, TEEE
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ZrZedH, EHTLEZEANRERSRFIAG BN, LAUEESIHASLAIRYR
. UTMHENE—LERNZ2ENERERE:

o BEAMRSHITEERTRS R

ERIAR S RITIER IR SS 88 L EE TH (FTP)
ERIRSS AR LB RATIIMEAt WebIRSS

IIER LGB

SRR £ HRISLHI R NNEER
RS =R SR BB AR SS

BRI =R SS =R IRl MR MG

(£ T
ERERSEMNZE, CEELTRUTER:
o TRZMEZAMEHIEANERE, XI5,

o  RRAFVMELERBINEIIIER, BIALZEHARILEHMEERE, JMEEE
hlaZREHRAYSES] .

BFEZEREAZRFENRNLZEENG RN, RFREINRUTEERIEa%
EHRRIER

o ZRANEHEMU—REALEHE, BRFLEHRRISTELRIING.

WREHERNERS, BESHZEERNLATREEIHRING, Ealisz
FR6-3EFHRINFM

& 6-3 ZRHEFAL SR

5 il | BIR9tBLE ik

Hi5mE | 258 0.0.0.0/0 FIXIEEBIPVAINY,, FOIFREEARRISLHIA]
BIEANERERIPFNIR A -

Hi5mE | 2358 /0 XTI EBIPVOIMY, FOIFREEARRISLHIAT
RSN ERIPFDIR O o

BEA MRS SHEIEERTIRTS =

LZRERNELEFTEREINIIIER, MREFRBEI A MRS RITIEERLZEHN
E’\Jz_jﬂli%%%, BAFERECHCIRSH[/RFRSLE, EREANSERIIXINAY
L o

SSHIZFEERLinuxz=iRk358s, FTERUESSH(22)ix, 1B5&#*6-4,

e &
IBIIRDPIZIZEE R Windows=fR5588, FEMUERDP(3389)iwH, 1B&IZF&6-5,

g
J g

it

6-4 jEiZ SSH IZi2& F Linux =iR553E

751E I m| R

AFME HEMNTCP: 22 IPi#Biik: 0.0.0.0/0
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2% 6-5 j&]d RDP IiZ2&E S Windows =iR5588

75E | iRtk
AT EREXTCP: 3389 | IPHEHE: 0.0.0.0/0
B

IRbIER E790.0.0.0/0FRTRAVFFIBINBIPIEIEERAIRS R, ATHEREZE, &
WEBER/NRN , RIESSMERISRIPIRENERIPIbIL, BERFIES R
6-6,

& 6-6 BUYE IP IHTEERARS R

=IRFBRER | B iR O iRtk

Linuxz=Bfg33 | ABME BEENTCP: 22 | IPHBiE: 192.168.0.0/24
Windowsz= | AAME EENTCP: IPHEIE: 10.10.0.0/24
RSS2 3389

ER MRS SRt E R AR5 25 LA TE TS (FTP)

LZRHEBMNELETEREINIIEKR, MREFEEA RS RTIDEERRSHL

BaE TEHIE, BBARTEEFEFTP(20. 21)ixmA,

% 6-7 EAMIRSS 28T

BEETIRSS S LIEEE TEUSF

A R0l iRt
AT5ME BEEXTCP: 20-21 | IPHBit: 0.0.0.0/0
ikl

ERBIERIERIRS S CEREFTPIRSSIERF, BEE20. 21BORTERTIE.

TE=IRSS R LEEMuAITIMESL Web IRSS

ZEFNNEREIEREINIRNEK, NREERIR=S LIEE T eI AtIMEREIaaIM
uh, WEFEEREENSRRIIINATRN, BB iaYiwE, FIZIHTTP(80).
HTTPS(443),
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% 6-8 E RS2 HIBEMuAXTIMERE Web IR

p1C] ihimO iRt

AT EIZE ML TCP: 80 IPitBtit: 0.0.0.0/0

AT EIZE N TCP: 443 IPitBiit: 0.0.0.0/0
SSIEp LR

ICMPIMY BT MESEBRYEHIFIERE, EEH T —LEERURNRIFZR, FEFE
ICMPIMGGIRIRE - EE30, EEEERE N APC_EERpingas SRR RS 2RAIN
giEEt, VEFERAERRSHAELZEAING RN, BiEICMPigHA .

% 6-9 {5 ping AR SILIEMLRIEE T

palC! I iRitbiE
ABHE ICMP: 28 IPitbHiE: 0.0.0.0/0

SERMAE L EHAILHINNMNEEE

E—"VPCA, MFAEREHRRIEOINERE . WREFEEE—1VPCRAISLS!
ZEAHZHE, HilL2Hsg-ARRI=IRSS2EH0% £Hsg-BRAIMYSQLEERE, &
HEBEEREHg-BRRII—FALERAN, RiFkEZREHg-ARTIRSZHAIA

PIEREEN o

& 6-10 IUAELREHAILHIMEEE

1L Xm0 iRt
A B ENXTCP: 3306 L2 sg-A

SRS SRR R AR SS

ZEFNNERETEREINRNEK, MREETIR=E LAIE THIREEFRSS, RiFE
fthSEGIBIS ARIGIDEIEERSS , WIEEEEEHIRERSRAENZEEN, R
DONTS AR, oS R ATuRE], SCELEMRSCAEIS A MIRENERE EHIRRIE K. &

B EUE R SR B B8R N AYim 0
e MySQL(3306)

e Oracle(1521)

e MS SQL(1433)

e  PostgreSQL(5432)

e Redis(6379)
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BE AT | Rtk iR
NF5TE BHENXTCP: ZEH: sg-A | RIFLZEESg-AN=IRS AT
3306 MySQLEUREZERRSS -
ANFE BHENXTCP: ZeH: sg-B | RiFZeiHsqg-BRA=RSESAIT
1521 Oracle¥EEIRSS -
ANFE BENXTCP: IPitbdit FEFFAMIPIHENEF9172.16.3.2189
1433 172.16.3.21/32 | =RSZ=ZIHIEIMS SQLEWERER
2
FJo
ANFE EENXTCP: IPittIL : SOUFFAR I PHELE BT
5432 192.168.0.0/24 | 192.168.0.0/24MERHI=PRSZ 2L
i518PostgreSQLEUEREIRSS -
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ArBIRiEEIHRMAIECENMSE , BEIRIELIRERIRERIbIL .

PR#I =BRSS5 =&5IE5 MR G

Z2HANE RN —RREBCAEERHGE, BOAMNINZRGE-13F7R. WREFZRFIR
SHRBEHIIEEML,, NIRRT EREE:

1. E%, EEBERABENN, FREERS RN SRINGEE RO

& 6-12 [REI=ARSS2RIHTS MRS

BE | RO | BRotet R
d75mE | BEX Lgvichil AL EHATIRSZLIAFEERIINED

TCP: 80 | 132.15.XXXX | Miudy, Mubitiitohttp://
132.15.XX.XX:80,

HamE | BEX | Ptk - AT REEA=IRSSFHIEFEENIIMND
TCP: 443 | 145.117.XXXX | Mudy, Mugiteitsohttps://
145.117 XX .XX:443,

2. HR, MFZ2ERSRPEENESIBREATNN, MNFR6-13M7R.

& 6-13 ZEAFAL TN

751a ilim | BRYELE R
A

HAE | 2588 0.0.0.0/0 FIXIEEBIPVAINY,, FEIFREEARRISLHIAT
RSN ERIPFDIR o
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O
HamE | 2856 ::/0 ST EBIPVEIMY,, IFREHRAISLHAT
VAalSNEREEIPFDIR [ -
6.2.4 EHELLH

6.2.4.1 SIE%<H
S s

L RHXLIREMN

LT SHRINZSENN, AREHRN/ FLZ2 BN (MECS ) K.

BRIEL R

1. EBEREEESS.

2. ERELABE = EiF, FTHRSE, EE CNE > BUIRES .
HNEIABE ZYIZRTHE .

3. FEEMSHE, &R “paEd > 228"
HAZEHTIRTH.

4. EREHEIIFRALTS, BE ‘tlEeedA”
HA “tliEZEeR” TH,

5. RERERER, REZEHSH

% 6-14 SHIRA

FZMBNIAREE, BALEAUFILESERNERRR . ETLSE

a

tlE%= 2, FLUSZEEMAERRBRITIIR
=

eI B EEEM T —FMRE VIR SR R IR
B, BEEIIUCWIRE AERBETHRIRER
ARG —EIE, BOUARE9default,

KT CIRMSERWINBFE, 551 ( BUE
2SR ) .

28 SRR BUEHAI
B WIRSEL, sg-AB

Z2ENZFR.

ZEAPNBIRABEAPY . ENFE. HF.

“_” . “_” *” “", —‘H,ﬁ, E-Z:AH\E ;I.Q%, ﬁrgzz
BEAXF 641N E,
Lol
LZeEZFRENERTLUENR, BNAEES,

tAWIRE | »ixsH. default
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&t WIRSH EAWebiRSS
BIREHRSEMN, HEESRERIERSH, 12 | =
AN LSRR -

e BENX: AFRBENXNZ2AMN,

o BAWebfRSEEE: BMASECEMIE22. 3389,
80. 443iwAF0ICMPHMY .

o FEEiRO: AMEHRiROF—EZEN
S, ISEE%R,

fik Cljriz2 58 -
ZEARHIRMER
HIAMEEANS A REBIE2551F, BEfeEEa
“<” *D “>” o

6. HLMASHLBRMIE, TEIRRE FAEEERMNTS BRI EHL,
HIATIZE, BE “HBE” .

6.2.4.2 mfELeH

LS

HRSRE!

BRIFSRR

VPCIFRIXIEEEXEEZRE, HEEGHERINZ AN RENBRIARE
XiEgRIsE =R R L o

STBERIINTARE, EFTERRERZ AR,

BRIZEEEREXIFACIR T — 1 LEBsg-A, WIHREENXIGBAAGEMRIRS
2{EASsg-ATEHEEIMAN, ERILIEESsg-ARERIXER, MABEEXIE
BEFBIELZEH,

MRERNVSFERITHRIZ2EHRN, ETLRERENZEBIFNED

MREFREERUISERRNZEERN, BNETLSE— N iHZEH,
ENEHERENRING, BEsisiThlSREE.

ZRAILER— I XER, siEBEXEEZEE.
- E1TREAEEZE2EN, LSRR ERRIEERRN .

- BXEsEZREN, NH55REIR/ BRtER Pl ayE A2 2 HAT
N, FZHFsepEis/ERottbit REMhZ AN .

RELRRENEERELREANRTEERN, F2iFeEIER2HXIXAISLA]

SREEEHE.

1ML FapE = EiR, IFRSIE, BIR RS > @RRES" .
HNEMFAB ZYIRITE
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3. FEEMSHE, &R “paEd > 228"
HAZREHYIRTH.
FERLBIIXRTE , PEETREEMMETIRMEIITHN ‘B2 > =& .
. RIERERT, ERFREREEMENKE, BRESH .
6. SHIRETHE, BE ‘HE” , TRREHERE.
FRILAENN KGR 2EIERS, BEEREMNINZEEH.

6.2.4.3 EHNZLAERER

12(Eins
LLBEORERIG, EASEUTREENZSBNSTRIER .
BEL R
1. BREEREIE,
2. ERALLfBE =B, ITFRSIE, EE CNE > BURES" .
HENEFAE =FIE T
3. TEEMISHES, %R ST > 22E7 .
HNZRBFIETHE.
4, ERLAYERG , PHEFZLEMRIETORESITH ‘B2 > B8 .
B “ISMERLR” HEE.,
5. RIEREET, EXZSANSTHIHAEE,
6. SEIEM=RIS, BF “HE” , RFEN.
6.2.4.4 HipcZ LA
LS
WML SATEBERN, SaSEU T RENRTEENRLA,
YR 5RE
o EIVIEMEUAZLERTISMNG, ALLEZFR default,
o URPATKBEEMIRESIAON, LHINSRER. AR, ZHIEES, It
LETEMS . BISTOANZSEARELE, Stz em, BNRE
58 ERSAPFINSRIE A,
o UZLLMAIER “IEHBHL SE CBAHEN” , BRINER LSRN AT,
IS BTEMIE
EEMESZEINSE SN, REEFRESiHRE LA,
bean, ZetHsg-Bha—SLLBMUL “Ritht” 8B HZLMHsg-A, NEE
MBS E; & B Msg-BAREZ AN, AaTLAMIbREsg-A.
BMEL R

1. BREEERFIS.
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5

ERELE et = EiR, FIFFRSIIE, &R ‘ME > BIREE" .
HNEFAE =S TE .

EAEMSHE, T D > Z2A” .

N T R4AFIETE .

EREFIED, EREGRSEFETORETI TN ‘82 > Wi .
RS ARSIEAR o
REREIETERIA, MATRESE “HE” , Mred,

6.2.5 SBZ AN

6.2.5.1 NN HMN

Birn=

LZRALIREMERENARE, BASGERNFLSEMNERER. ETSE
UTEDHRINZEEMN, BRERRN/REZEERSEE (0ECS ) RIRE.

{sE %N

RELZSEMNGE, BFSNFLEERIAIRTHDREE, ERZEHRNE
BERIEENZ2EEETRA

ZRANANHERIRS, BEREFREFZE2ERNMNES, FHIRSSNH

REHAIRS o

FEREERNFRAREN KOG, SEFEHESLOIAXINAYROEESRKIE,

ZEREMNASILHER, BREEIRELZEENNEEER .

BEBRT, B—1"%2EREMBOANEZERE ., SE—ZE2EHRSLEIRES

AERd, aIRelERnT:

- HELPIEFRE—AVPCH, BEEREAGERNG, EEMRTE—%E
ARSLHIEBEXIMNATHN , HNF{BINR6-15FR .

& 6-15 ZEHRLFI BN

HE RO iRt/ B okt
AFE el IRitbilE: HET%R24E (Sg-A)

- FRVPCHIRSRE, FLSSARTR— 220, BRTFFRVPC, [
_HZ:J\EO

EETLAEE VP CHIFEREE A R XIHAIVPC.,

EREHRRINZ2EHAN

1.
2.

3.

BREERHS
1A FRpE —EiR, FIFRSIIE, B RS > @IRES" .
HNEIFAERYIZRTE .

FEEMSHE=, &R HEEd > 22487 .
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HAZEHYIRTH.
4. FEZR2HEIIFRF, PEEITZEEMMETAIRESTR “EERN” .
HANZ BN ECETIE
5 & “ABEMAN” [, BE RN .
S AT RN IHEE
6. MRIEFREER, RENHDRMUSH
BE ‘47 =, aTLMRORIBINIZ RN RN,

7= 6-16 NSNS0
2 ol BYERES
it RS 35RO IPHBYEZERY ) 0T IPv4

e |Pv4
e |Pv6

hi¥in | KB P ARLEREIMEIMYEER, Baisz | TCP
[ $TCP. UDP. ICMPFIGREMY o

ZEAHN P AR i RENENRO, BETE 228§,22-30
79: 1~65535,

FEANBEMNE, FRINERLDZEEARLEIRIEE
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JRIELE | EMBLERTUARIPHEIE . e iH . AT HMUESREIPHENLEE | 0.0.0.0/0
S—LEARRILAIRTEE .
o |Pithiit:

- EBANIPHBRE: EKEN192.168.10.10/32 ( IPv4ith
i) . 2002:50::44/128 ( IPv6itttit )

- BRIAIPHBNE: BAIAIPHBYERTUAPCE(ESIPHbLLE,
Eb$10.0.0.0/0 (IPvAttELE ) | ::/0 ( IPv6itBLlL )

- IPMIER: EEU0192.168.1.0/24 ( IPVARBIIER ) .
2407:c080:802:469::/64 ( IPv6itBiLES )

HEIIALZEH, NikELZEHRNTIRSHEE
MZRIPTEIZAIAN o

i ZREMNAGHERER, MR, -
WIAMEENES BB 2550 F/, BfseEa “<7
*D “>” o

7. ANBEBRURERRE, BE “HE” o
EREIAGEANGIZR, TAEERNAIANTS RN .
8. & “HImEAN” RnE, BE MM .
SEH “ANINETS AN 7 NE.
9. RIEFRmETR, REHHGEMUSH
BE ‘47 =, aTLMRORIBINSEE AN .
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xE BB ISATIPHEIESERY, a0 IPv4

e |Pv4
e |Pv6

s | 22BN ARLEREIMNEIMYEER, Baisz | TCP
[ $TCP. UDP. ICMPFIGREMY o

ZEAMNFARLERENENIKRO, BUETEE 228§,22-30
$9: 1~65535,

FEEAEMNG, R EERSLESESMERIERY
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it ) . 2002:50::44/128 ( IPv6itbilt )

- EHAIPHEIE: A IPHELERTUAPCEC(EEIPHELLE,
Eb400.0.0.0/0 (IPvAttELIE ) « ::/0 (IPv6itBLlL )

- IPMIER: tb#N0192.168.1.0/24 ( IPvABHEER ) .
2407:c080:802:469::/64 ( IPv6itBiEES )

ik | REMUEAES, SR :
HASEBRNETEBIT255 T/, RS “<”
*D “>” o

10. HAEMURESHE, 2& “HBE” -
REHSEANGIZR, TAEERNAIETS RN .

NERSENNREER

EREAMNFRAENROE, SEFEHFELHIANNAROBESRWE, 2£
LEMN A 2IFSEHIERL

BRIREERSECS EARE T MU, FERFREETHTTP(80)ixinaE SIS, N
BEESAECSIIEREERNIANTL RS, 7I01ZR6-18-RAIFN, BIEHTTP(80)ikM

& 6-18 ZEAHMNRHI

A RO iRtk
AT5E BIRE X TCP: 80 Pittit: 0.0.0.0/0

LZREMNFNTARE, BREFTIUTRIE, RERRSFRROFRER, HiE
IFECEERER.

SZH%RRA 01 (2022-10-31) WRIERE © HERRARBIRAT %



EMIFER

FBFfEr ( SREHRXIE )

6 laiEE!
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1. BR=RSH, RECRSHKOFRIER.

KRELinux=iRSS a5

PUTLAT®H <, BETCP 80O AW .
netstat -an | grep 80

EEIEZ{UE6-3, HAE8IKOEHE,

6-3 Linux TCP 80 i [3&iFsE:

cp a B 8.8.8.8: A.8.8.8:= LISTEN
BB Windows=IREZ 28
i B “FHAREER > BT > and” , HFGSHTEO.
i. PTLATHS, EEFTCP 80imO2EHUEIT .
netstat -an | findstr 80
HERRUE6-4, WBATCP 80ixOAEFHE,

6-4 Windows TCP 80 i [IEIFLE R

LISTENING

FIFFRILEES, TEHIUM=ZERAN “http://=ERSFZRAVEELMIPHENE” .

NRpEI, RPREERNEEEX

6.2.5.2 PERIRINSFZHMN

Bria=

BRIELR

B REERERININEE, EETLARERINERS %R OIS RATRN , BiEixiE
ERMpingid. FEAWebfRSFEIEREIRSS iR MY o

EREEEHA.

ERAL R — B, TFRSE, EE “NE > BURES" .

HNEIABE ZYIZRTHE .

FEEMSHE=, &F pEEs > 2287 .

HAZREHYIRTH.

FEReBYIFRTP, BEEIRZREMMETANREIITR “EERN” .

HAZ2BEMNECE N .

£ CABERNT mE, BE CRERIIRNT .

s “BRERIMATS AN IFIEE

RIERERER, REAGRAUSE

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT 97



EMFER

PRk (SEEX, ) 6 iaizH
= 6-19 A NS E0REE
2% ] BEFEAI
f%f{ﬂ:fd} REEROMIREOHREHRRZE, EFEEBT: SSH (22)
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TR | EibhE: STUARIPHENE. 24, BFRUEREIPHYE | 0.0.0.0/0
ok B —EZEHARISLAEIRSAIE . Flan:
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2002:50::44/127 ( IPv6eitbiit )
o IPHBHFES: 192.168.1.0/24 ( IPVAHBLEES ) ;
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e FRAIPHBE: 0.0.0.0/0 (IPvA{EEMELL) 5 /0
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LRt AZeH, NiEELTEEHANIRSSEENE
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7. ANBEEMWgETRKE, BF “BE” .
IREIANBEMUFIZER, sAJLABEE RIS RN,
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S “HREERINE A RPN R,
9. RIERmEER, RELHRMNSE,
& 6-20 LA EMNISENRAE
S yLalilz BYEHEAI
f%\‘l)":m REEROMOROHERERE, EFRERNT: SSH (22)
WimH | o j7i2E S ping
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ZEEMUBEOSLEE, SEANFRERREL ST EERRREN, 22
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1. EREEESS.

2. ERELE G = EiR, TFRSIIE, EE NG > BIRESR .

HENEMFABRIIRITE

3. FEEMSHE, &R “paEd > 228"
HAZEHYIRTH.

4. HFEZR2HIFRF, PEHEGEREENSIREEE.
HAZEHEFIENH.

5 IRIEER, EE “ABEHN” & “HEmEman” mE.
HAZEEMNFIZRTHE .
6. AERLEMNTIFRF, BEEFRNRFETARESITR “1E2” .
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FBFfEr ( SREHRXIE ) 6 IaiE

7. RER@METR, EXRRLENNEE, Hed WA , REEX.
6.2.5.4 SHlZ2HINY

=R

;&ﬂﬂlﬁ%ﬂﬁ%éﬂm EERAN, ARETEENISEHTIEN, REER—FIHAY
A o

BRIESER
1. BREEERHE.

2. ERELAPEE —EiF, STFRSE, EE NS > RIRES" .
HENEUFABRYIRITE

3. fER2EVIERP, REERZEHEINBIRERE.
HAZEHFIENH.

4. RERR, ®F “ABRAN” sFE ‘WA mE.
HNZEBHNFIRTIE .

5. HEZRLEMNGIERG, REEFRNRETAREIITR “S517 .
SBHE R EMNISEE .

6. RIERERT, EXNZ2BNNVEE, HEE “HBE” , REEXR.

6.2.5.5 SANISHZEHEMN

BFim=

AL EXCel SN FIESZEBMNSH, FERANUSAZIZEHAN. B, &
JLMEEAZEHIMNSE EExceli&zU3HH .,

SERNTER, HERERSANSEZ 2.
o  AMIFRMNTLEMN: MREBEAMEMHZSENN, AJLASHZEERI
W, ¥EEENLESEE. ABRAUERSEHI9Excek8TU .

o RECIFFREZEHEHMN: MREBRELESIKELZEENN, AILIERE
BRIV HENTIETZEEF,

o REIBLZEEMN: BENLZ2ERMNRENAEIEttLEH,

o HEENZEANN: BIAREEHIMNSLE, FEExce S EIZKEE
&, EFSARIA,

LIRS PRE
o SAZEHEMNES, BRBEEAEKBEEERIISH, FERESHEEENS
B2HEWR, BNEEAKK.
. é’l«i)\ﬁ’\]?‘iéﬁﬂi)ﬂumﬂ'—iEE;?@%H%ENUEEH?, WFEEEN, EHFRESHNE
Eil‘o
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6 IaiEE!

BIFSR

1. BREEERFIS.
2. HERELELfBEE =EiF, TFRSIIE, EE NG > BIRESR .

HNEIAEZYIZRTHE .

3. EEMNSHE, &F ‘s > 2287
HAZ2HYIRTH.

4. HFEZR2HIIFRTE, BHEEFZEEBR.
HAZEHEFIENH.

5. SH/SAZEHN,

B & , BERZ2ENNSH SHExce3 .

k|
B - , ExcelSXHHRIZEEMUSAEIZMRZEH,
SNEIRFPTE RS EI0&6-21 k.

& 6-21 SANERSHIRA

2% pialilz BEEH
BE ZREMUAISE: AFE
o AFME: NFAEIBINERBIaIZEEAPIAISLE,
o HAME: HAMEIELZEHRRILANHBIIMNG,
iR | ZEEMN S ERLERERIMENMNYSEE, Bai | TCP
O FIETCP. UDP. ICMPFIGREWNY o
ZEANMNFARLERENENIRO, BUESEE | 228122-30
¥: 1~65535,
EANBERNG, FRIMERHIDZEHAPSLAIRE
fﬁﬁﬁ‘ﬁmo
FEEBEMNG, RREeERSLEFEFMERBIE
ROEER .
et BT ISAYIPHENESERY ) WN TR IPv4

o |Pv4
e |Pv6
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EMIFER

FFiERE (SEERXIE ) 6 IIa4EH|
2% | %8S BB
MRttt | EMHERTUARIPHENE . 22 . BTRUERBIPHE | sg-
ek 55— e HMRILAIRTIAEIE] test[96a8a
o IPitEht: 93f-XXX-
d7872990c

- EAMPHEhE: EEN192.168.10.10/32 (IPVAltE | 3143
ik ) . 2002:50::44/128 ( IPv6itbilt )

- BRIAIPHBEE: BRIAIPHBUEETLAPCHEC(EERIPiHE
fib, Eb%00.0.0.0/0 (IPvAttELE ) | ::/0 (IPv6
tdik )

- IPMIES: Eb7N192.168.1.0/24 ( IPvAtttit
EZ ) . 2407:c080:802:469::/64 ( IPv6ibilt
E2)

BHeottt | BROMBHEATUARIPHBIE . Z2H ., RIFAEBRIP | sg-

b1l kel 5 —Z £ APAYSLAI . test[96a8a
93f-XXX-
d7872990c¢
314]

i | ZEEMVERMER, IEMEIN, -
HIAMEE NS FRGBIE2551F %, BEReEEa

“<” *D “>” o
BT | 2BRYIEKEASE . -
i
6.2.5.6 fIfRZ=SLHMN
2(Eins
LR EBE TR SR SEBMNERERERN /AL R AR, ETUSEUT
RVEMIEEZ AN,
HR5RE
LIS REMNET, BES N T RIZIRIET RS SEASIN, B e R MIbRIS AL
a5 A\ RN BHINE L LaE,
LOENNIBEERSSEE, YEANFSEEREN RFNESESEEREN, X2
A— R B NSl
BEL R

1. EREEESS.

2. HERELASBE —EiF, FTHRSE, EE CNE > BURES .
HNEIFAERTIRTE .

3. EEMNSHE, &F “paEd > 2287
HAZ2HTYIRTH.
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4. HFEZR2HIFRF, PHEGEZEENSIREEE.
HAZEHFIENH.

5 RIEER, EE “ABEHN” 5E “HEmEman” mE.
HANZEEMNFIZRTHE .

6. FEREHEMNFIFRF, FITLITERE, BEsrL2ERN.
- BEREANREERN: BEERZEEMNPAETANRESI T “BiR” .

- HRRSAR2ERN: FESANZEERN, FRELZEERNAE LT5RY
“HRR” .

7. EMRRIHEES, WIALIRE, BE “HBE” , BERREENN.

6.2.6 STRZL S HKEHISCH

6.2.6.1 ELZEHPRINSFE HILH

BAEES
BIRRSERIMAHE, REMEEAMA— I LRER, SOSRBRDEMRIP.
o NBENELRETERTEHER, EILUSZANASIREMA,
o EFMFMA—A LM, IREEEEREE, TUBELOAMAFNEZS
1, AEBELANEEREEBS.
EREHPRINLH
1. BREERHAE.

2. ERELE LG = EiR, JFRSHIE, EE NG > BIRESR .

HENEUFABRYIRITE

3. HEEMSHE, &R “paEd > 2287
HAZEHYIRTH.

4. EZR2HEIFRF, RPEEITZEEMETINREIITR ‘S
BENSLHIFIZRTTE o

5 RIEFRERR, EEERLOISEEIRINAITRE
LUTRE, LUEE “BRS52" &R,
6. EE “PRSBH| WE, B|E AN .
S “IRIIARSSER” ZHEHE.
7. ERSBF|IIFRF, BE-ABESVRSEHE, HBREE ‘HE  BRSHRMAE

LEIZ LT,

EREATBHILH
SHELBEMAN—ALRME, NREBELOBHRLMA, BHHRLFILHEDX
B REA.

1. BREEERFIS.
2. ERELASEE = EiF, STHRSE, EE NS > RIRES .
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FBFfEr ( SREHRXIE ) 6 ihiaEHE]
HENEMFAB RYIRITE
3. FEAEMSHE, &R “paEd > 228"
BANZEHIIERNHE.
4. FEZR2HIIFRF, BPEETZREMMETIRMEIITR ‘S
HNSLAIFIZRTTE o

5. RIBERERR, EEBEmLEIEEYNAIRE.
LATRE, LUEE “BRSS2" &R,

6. EE “RSBH|” WX, ARSFIIFRP, BE—IBESIVRSHE, HRIIIE
ELTSR) ‘BT .
ST HIRIARHEIE

7. WAEIRRE, BE ‘R7 , BMEfINEEEFEE,

6.2.6.2 EXEMH=IRSZERNZEA

Brin=

BIEESE M RARSSRRAT, WIBHEIIA— " &Z2HA, MREREEEHTREHE, BA
BXERZEE, RASEMAEIE— AR 2HdefaultFH XEXE R RIRSS
fﬁo SRNZEBLTEHEERFTR, EAUIUSELUTNRMEEERRERETLLE
¢,

BRTYFAZRE, SIAALUSEERRSHERKEENZEH, SEEXZEHETRH
EFERE, BRALENEENZEH,

BREL R
EREEEHA.
2. R UHE > BERRSHRT .
3. giﬁﬁz—:ﬂlﬁ%éﬁﬂi@qﬂ, BE “BME7 ST “EE > NEIRE > ENRE
EEEERER “ENEEHE” NH.
4. WRIEFRERT, £ MOIRPERGFENLZSENNT, FEMEERZEH,
Eﬂ&ﬁﬂ?@ﬁ%’l‘ﬁéﬁﬂ, SR ARSS EFRAGAIEMNERE L = 2 EHRNAIFHF

MFEIEFNREE, BRE ‘HEged” .
(1] %83

FRZNLZEATRETIRERIRSSSEIOMEMLE, BNGEREZEEINERSTS
/N
|

BE “HE” .

4

6.3 P4 ACL

6.3.1 48 ACL f@f

MEEACLE— N FMERINTERZEE, BESFMXEAIHTTE/ AT RFNEEE S
AN FMHIMERE o
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ANE6-5F7 o

6-5 ZEHSMEE ACL

s
r-r--------"---"""---""""""""FV |
| VPC |
| 192.168.0.0/16 |
| |
| RILEACL A RISEACL B |
| |
| FR F2 |
| 192.168.0.0/24 192.168.1.0/24 |
: 2EEA #24R £L4E8 :
| S |
| |
| |
I ECS EGS ECS  ECS ECS  ECS |
| |
| |
|

MEEACLSZ2HEXU, HMELZEMHIFREE, SERIRIIEIMNIZ PR, ALl
FRMEBEACL, ZEHRE “1T” kAR, (BMEACLEILL “BE” 1 “RiF” , BE
EaeR, AILISCHERA. BERILEIHEES

MEEACLSZEERFMXFIES IVPCHRESIETT .

& ACL EXER

ZRIVPCEUAIRBMIEBACL, SIEFENT, JLIEIREEXAIMBSACLHBESF
I@J?&H%o KEFMIE, MEACLEUAERRIAEEAFMAYRE, EEHMIBENR
U8

MILEACLRTLARIRT KEXZ N F M, (B—NF N REEBA— 1 MZEACL,
B EIZEAIINEACLRIEARE RS, BEEEBXBEFMALE,

MEBACLEEIRERY . IRENFLE—MHIEER, BiZMBACLAIHTS M
WZRERYE, BRATICEANS RN, #RERIFZEWGMIERAIMARER
No [EIE, WIRZMEBACLAIANTS RFNZHOERY, FBXICH 5 amnanm, &8
BRIFZAGE RN E R LR -

MZSACLIERIERIRER MRS HSLAIRIRERR, NSRS RMESACLAN
RETE, MEEREFASIUANEL.

SIFEMESACLAEND . PR, BEFTAN, SEEMBACLAEIN. BH-FRAd,
RAASO/ELERERZAEE, EEZANKERFIEFT, KIBERREME
ACLIIN . NF5Ta)/HT 5 IREMEIIAVERE, B ILECHTRIMESACLE TS R
Jrl\l.lo
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ikl

JSNFERANKIERE, REWAFR, A EENFNERE, SEBEERIENE
ATEIE, 7SR IOERFFICEFAIN . tban, XFEZEIZAIICMPIMIUSER,

LREFUE, SEBIZWANE30sE, BEEEEHICECHAOMN, ¥4
T

AENMYAEZIRIEEZARTEARE, i@ iEE IR SAITCPIMSGEEZ(LATIE
=600s, ICMPIMYEBRTEIR30s, XFFFRTCPAOICMPHIEtEIMY, TNERFAENAE
KR TR, EEEATERE180s, MMRRAREHEAWEITIEX, B—1NEEg
BWEIRS, NiEEERTEIRZ30s,

TCPIMYAETFARMAE FRUEZEE AT EEAEE, EEaNTCPERZAT
ESTABLISHED (iEEEE ) KEES, EAIER600s, LFFIN-WAIT (ZEHER]
BXid ) KSR, EHAIER30s,

RIZS ACL BRTAKLIY
BIMEACLEPE S —AAAN, WTFR:

EIABEBR—FMNARRIRE -
ZRARUE BRYIPHENE9255.255.255.255 /329 1Bk . AFECEENMAIEBINE
=

EIARGE B HIMERH224.0.0.0/24804R3BIR T . HEREIN(ER .
BRABUE B AYIPHENE9169.254.169.254/32, TCPi%[15808metadataiR>z . FH
FIREUTEIRE.

EABIBE A HIRSTREMES R RAYRS, FIa0EAIMNER/9100.125.0.0/16A9HR3 o

R ERBOABIERIRESN, EREANFMEGRESEIES, WNR6-22F7R. &M
WA BEAE 2FOMIFR o

2= 6-22 48 ACL ERIAFRIY
ya1C ?55'5 b | P | Bt | BROE | i5%ER
%

(3 Ht

ARBME | * £ | £%F | 0.0.0.0/0 | 0.0.0.0/ |EBABENILTRE
i 0

d5mE | B | £%F | 0.0.0.0/0 | 0.0.0.0/ |iEBLBEHILTRE
s 0

mEICEMZE ACL #LATIRR

PIEACLIRNIBIASERAER “5ER [ERER, MERAYER), R
=, RENA. MERER 47 AREANN, MIAERER.

SN MBACLIRRNEE, RERSAIMNER, HAREAIRER . EE RN
HRIMESEEER, TENNAN (FERLICEETE NN ELRIAN )
HIEISRfSERA LN .
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FAFSF (SR ) 6 5iEEH
RIFRizR

o HMTNAEFEEXIMEMRSS, EILCASRMNLRGERFETEIE, Wnqapr L
EAFRYAFERLEIE?

FERTS R BITMEACLRIMESLN, B4 TEIPRIAIE,
o [BEEESRBINARO, tkiiWanna Cry, Xi#A445i%0,

RRLE: BIMBACLRIMEEMN, BTSN AIRE, LLAITCP: 4450k
Ho

FRRRIBEEIFFR, XREFMEEERE .

RRAER: BEMEACLEE T ME8 IR
BRIV, FRZEMNINF, RS,

fRRTTER: MESACLSIFANIGRHE, AILUEIESREERIMNIETR .

%S ACL BBt
FREEMEACLATTIE, WE6-6FTR.

6-6 P& ACL ELEiiZ

FHE

SEMZEACL

RN FIERACLARY

L
=Ed

SEBIERMBACLEIZEMLZACL,
SEFINMBACLINRINMZACLIRN

SEBFMXBEZERMEACLIE TN SMKZACLKEL . FMXER, MEACLIEEDN
FEHER.

N —

LR SR
BAERT, —MREm, —MBRRSTLISIE200NSACL,

Ei}‘é-ﬁ‘@?ﬁACL@E BN EARERBZ205%, BUESHREMEACLIERE
-FBEF o
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6.3.2 [U4% ACL B &3~
NBENBIMEACLECE A
o IEMBYETEIROVIE
o RIFRLHMYIROIASIE
e AR i)

EARRAS, BRSEHLIE#EZRRBSWanna CrylIKisE, EEREEERENNAR
A, FIENTCP 445ix 0, ETLATEFMNELRINMSACLIELEIIN , 1ELFTEXITCP
4455w AN LIEIAE]

MZEACLELE
BRI [EIRNNZLR6-23F7 o

6 aiE

K 6-23 4% ACL FRI

B |@h |t | iR | RwCe | BROMENE | BRYRO | %E8
[ [ {E [ |k E BE
AN |3 |TC |0.0.0 |1-65535 |0.0.00/0 |445 B4R PHENEET
B |#&|P |.0/0 TCP 4455w Nuh5
Bl El
AN | s |4 |0.00 |1-65535 | 0.0.0.0/0 £Ep HBOBFrB A\LhiRE
B | ¥ | & |.0/0
Gl
(AL

o MIEBACLEMANEBLFIBNIERE, BEMBRBNIERE.

o ZFNITIRBAININ, FEAEIREMNG/EILERS, FEGHELATNMNERIFR AR
H, CCEREEEMUNRESEEN . BREEES MEMBZACLIRN ERURRE .

ARVFR LR ORSAEE

EARTRGIFR, BgFRAEPENEEIRS R I WebiRSZEE, NHRHFEREHTTP
80FOHTTPS 443ixH, HAEEEPHIE . HFMNHAHBMLEACLEY, FBERATEEMLES
ACLRIZ24HMN .

REEACLELE
EERMNMEACLAS . 5 EHINEEE-24F 7.
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Brism (SEFEX) 6 ihla)EE
K 6-24 L& ACL #M
B |& |t |EHE | FEROE | BEotit | Be%iRO | 788
[ | | |4t E Bl
AN |4 |TC [0.0.0 |1-65535 |0.0.00/0 |80 FUFERA | Pttt
5 |iF (P |.00 HTTPIIMY L3518
@ FM AR =IRSS
2219801
AN |4 |TC 000 |1-65535 |0.0.00/0 |443 AVFRE IPHELES
B |¥E|P |.00 HTTPSHMY A ufif1a)
=] FRIAREM=IRSS
22/9443i% O
H (8|2 | 000 | L6 0.0.0.0/0 | £&B T FRAERE dih
7|:3; | &8 | .0/0 mEREER R
ZeARE
FERNINZEENSGE . HABMNINE6-25F7x .
% 6-25 AN
BE | /N | wE JEMbhE/ERotEhE | 354AR
=2
AB | TCP 80 jJEHBiE: 0.0.0.0/0 | SIFFABIPHELLEIIHTTP
@ MY\ G D)% £ 4H PR3
4= IRSS23RY801H
ANFB | TCP 443 JRitdE: 0.0.0.0/0 | BVFEFEIPHEIEEIIHTTPS
@ 7NVl =i e Az DN S
H=IRSSEERY443i% 1
H5 | 280 el B9ttt AFLZEEREHILRE
@ 0.0.0.0/0 RERIRSGEID

MEEACLIERTF— M EWMIRIPE, SIEFRIVOEE T AT 2 HEHMN, ML
ACLIRIHB{X SSIFHTTP 80FIHTTPS 4438534500, 1EEEMAIINILIHIERE.

6.3.3 SEMEE ACL

6.3.3.1 SIZEMEZ ACL

BEin=

TALAIBIZBENX MBACL, BUIABIRT, BIEAIMEACLIKBEXREKFMIIEAMUER
ATFERRTS.
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6 Iai=E!

BIFSR

6.

EREEEHA.

EREL HaeE = iR, TFRSIIE, EE RS> EIRES" .
HNEIFAB=YIERRE

EEMSIZIER “IhaiEH > MEKEACL”

EmalXxisy, BF “tUIEMLSSACL” .

£ “BIEMZACL” T, RIBRR, HEEMSEACLEEH,

2% 6-26 SH1HAA

24 S5 BE=HI

B PILEZACLEIRZFR, WEIR, fw-92d3
MIZACLEYZTRRBER P . EXF
8. #=F. THZ%. dR%Es, BFR
BEETHE, KERBEXTFOANZER

iR PIEEACLAYRIAME R, JEIEIR, -
BIAMEERABSFREBIE2551MNFS, B
FEEEE<. >S5,

BE ‘M’ , TAeIE.

6.3.3.2 B4R ACL

Brin=

BFSRR

EARIEEBMEER, EMECIZRIMBACLAIRTR, ik,

© N o wu

EREEEHA.

EREL s =Bk, THREIE, %E ‘ML > EUES" .
HNEFAE=SIERRE .

FEAMSH=ER “IhaiEsl > MKZACL”

Al “RMLBACL” FIRKI, EEMEACLAIZIRG, BEEXIMN “MEACLE
FR” HNMERACLIFERE .

EEBRE, BE ‘SR B4, RIEMBACLER.

B V7, REMSZACLETR,

B R B S, REMBACLRERE.
BE V7, REMSACUER.
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EMIFER

FAFIEE (MR ) 6 V5l
6.3.3.3 FFig/XAM4E ACL
BAEIAS

MEEACLEIZEMINE, BARILUREESMMSER, ERERREAEKALNEEACL,
[ERMZEACLED, iBHEIAMBEACLE RIIFKELFMFIHNRIZZACLAIFEN .

KAIMEEACLIS, ABRBEMXAIMNIGER, REMBACLAIZNAMNIER . thiRFa
BERSHMERETRRT, BEERE. MEACLIZRASNIES IRMLEZACLERGARIN

BEL R
1. BESEEHE,
2. ERALLfBES =B, IFRSIE, EE CNE > BURES" .
ENERFAE =FIE .
3. EAEMSEESER “Ihiass > MEACL” .
4. 1E “WILBACL” FIEXIE, HERITRIMLACLEY “IRIE” BI, 8t “BE > FFE”
B “EBE > X", BESEFMEACL,
5. iRIEMLIEPEEES, B ‘27, HEIASIEXFAMEACL,
6.3.3.4 EEML ACL
BEz=
AT AR B S O SR MIRACLATIE RIS S
BIELR

1. EBEREEESS.

2. EREAELmEE —EF, FTFRSIIE, SR ‘RE > BURES" .
HENEFAE =55 .
3. TEEMSHRSER “IaE >RKACL” .

EAM “MBACL” FIRKIE, EREMEACLIIZIRG, BEHEN “ MEZACLE
FR” HNRIKACLIEERE .

5 HEFBIE, BE ABEMUT o “WHEEMNT . KEFNT RETEE
FHERIATE . HT5ME. KEXFMANFERES

6.3.3.5 fHIBRMIZE ACL

BEnR
T AR HIRS B BIRRRILEACL .
BELR

1. EREEESS.

2. HERELASEE —EiF, STHRSE, EE NS > RURES .
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HNEIFAB =YIERRE
3. EAMSHEEE “IhiaiEs > MEKACL” |
. TE “MIRACL” FIRXIE, SEMKACLAY “IB1E” 51, gE ‘B3 > Bk .
5. BF ‘27, MIBRMLEACL,

AR
FRBRMIZEACLEIRS AR SRIRACLKEXRIF M, MIIBRMIZSACLEREZRINRIAN o

6.3.4 STEMLE ACL

6.3.4.1 iFNIRIZE ACL #EI

RIS =
EORIEEEMEFRK, EHABFANG EZRINERALR o

LR SR
EWN— P MBACLE HaiBERIINMEAEEII205, BUSSIREMEEACLIERE
=38

BMEZ R

1. EREEERSS

2. ERELE s = EiR, TFRSHIE, EIE NG > BIRESR .
HENEMFAB ZYIRITE
3. HEEMSHEIRE “HiEEE > WEACLY .

£ “MIBACL” FIRKIE, IEEMEACLAIEZFRS, BEBIR “MBACLEIR” i
ANREACLIFIERE

5. EABERNEHAEMUREE, BE “INAN" , RIS @KL EE
)\JO

- BE “+7 JLMOXIEINZ SN .
- BERSACLIINHRESITR “SH” , SHEBRINEACLIEN

3 6-27 SHURAB
2 ¥ BYEH£E5
it PIZEACLZEERY , WEIR, B TFHARHAIE | IPv4
#. Bais3F “Ipva” 1 “IPve”
R PILZACLERRE . wHikIN, B THARHRNE | fO1F
B, BEisdF ‘a7 #0 B
17130 MILEACLSZIFAINN » WikIR, PHETHIR | TCP
HE]ERE
BRIRiHEETCP. UDP. 226, ICMPif
1540
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6 aiH

e

SHIHA

EEHEA

pb il

LA EFIFRYIEBLE, RTLAZIPHELE. IPiE
HEER o
o |Pitill:
- EEAMPHBiE: EE80192.168.10.10/32
( IPvA4ttEtiE ) . 2002:50::44/128
( IPveitbit )
- BRIAIPHBIE: BRIAIPHBHERTUAPCE(ER
IPtbiiE, EK%00.0.0.0/0 ( IPv4ith
k) « /0 (IPv6itBiL )
- IPMER: Eb7N192.168.1.0/24 ( IPvaitt
1EEZ ) . 2407:c080:802:469::/64
( IPveitBLEES )

0.0.0.0/0

Rin[EE

RimBE, BUESCERT ~655350980=F
FXRE—CER, MPMEFEORER %D
fE. a0, 1-100,

221§,22-30

HAYtEE

A EFaBRItELE, ATLARIPHELE, 1P
oS o

o |Pitbtit:

- BA/MPHbhE: EBE0192.168.10.10/32
(IPvAttsiiE ) . 2002:50:44/128
( IPveittit )

- BRIAIPHBiE: BKIAIPHBUERTUAPCECAEE
IPHtbiiE, EK%00.0.0.0/0 ( IPvAtt:
ik ) . /0 (IPveittilt )

- IPMER: EERN192.168.1.0/24 (IPvAits
HEER ) . 2407:c080:802:469::/64
( IPveItBLEES )

0.0.0.0/0

BHRYix SEE

BrYixSeE, BUESEERNTF1 ~ 6553509
H=x., FRE—CE, BIMEFEHmLNE
¥R, Flan, 1-100,

IR TCPELUDPHMY AT RIES

2214,22-30

MEEACLIRNIAEAME S, JEIEIR,
IR EE RS RIS 255N FF, BARE
BE<. >F5,

6. & “HEE” , AINMESACLARN

6.3.4.2 {Z2M48 ACL FINY

BEn=

ERRIEEBMEFER, EHT RN RN
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6 IaiEE!

BIFSR

1. EREEERFS.

2. ERELASBE = EiF, FTHRSE, EE CNE > BUIRES .
HNEMFAB ZYIRITE

3. HEEMSHEIRE “IHiaEs > WEACL” .

4. £ “MBACL” FIRKIE, EEMBACLIIETRT], BHEEFZIELN “MNBACL
BIR” HEAMBACLIFIERE .

5 EALEMNESESEMANRE, BE “BIE7 589 B , RIERERTME
BIEXSH . SHRIASI5R6-28,

7 6-28 SRR

24

SR

B {EHB

PILRACLERY , Wik, P TNRIRHRTIE
¥, Baiszis “Ipv4a” 0 “Ipve” o

IPv4

PIESACLERER . kIR, SR MAZEHANIR
B. BRiszE; ‘arET f YRR

FUF

MLZACLTIFAMMY . WAikIR, BT THIR
He%kR,

eI R 455%EETCP. UDP. €36, ICMPHh
o

TCP

iRtk

LS R SEVFRTIRItEIE, AJLAZIPHELE IPith
HERZ

o |Pitbtit:

- EA/MPHbE: EB30192.168.10.10/32
(IPvAttEtlE ) . 2002:50:44/128
( IPvéitbilt )

- BEGAIPHBIE: ERAIPHBUERTUAPCEER
IPitbiiE, EK%00.0.0.0/0 ( IPvAtt
ik ) . /0 (IPveittilt )

- IPRIER: EbN192.168.1.0/24 ( IPv4it:
HEER ) . 2407:c080:802:469::/64
( IPv6itBLEES )

0.0.0.0/0

Rim B E

Bk [eE, BUBESEER1 ~ 655350980,
FTRECER, mNEFEVRLAERZD
fEo 4N, 1-100,

2214,22-30
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PR (SREIRX ) 6 iEEH
24 SHIEA BE
E[=shicails S EAFRIBRYMEE, ATLARIPHELE, 1P | 0.0.0.0/0
HtbER o
o IPibit:

6.3.4.3 B

BFin=

B

- EEAMPHBiE: EE$0192.168.10.10/32
( IPvA4ttEtiE ) . 2002:50::44/128
( IPveitbit )

- BRIAIPHBNE: BRIAIPHBHERTUAPCE(ER
IPithiiE, EE%00.0.0.0/0 ( IPv4its
k) « /0 (IPv6itBiL )

- IPMER: Eb7N192.168.1.0/24 ( IPvaitt
1EEZ ) . 2407:c080:802:469::/64
( IPveitBLEES )

BrlixeE | BRNisOSEE, BUESEERTTF1~655350Y | 228422-30
H= ., TrRE—CEET, ﬂﬁ”‘%ﬂl;fé?ﬁuﬁ
X&ofB. Flan, 1-100,

IFEFETCPEL UDPHMY AT RS .

iR PILZACLIINAYEIAME R, IERIEIR, -
IR EE RS FELEBIT 255N FRF, BAARE

el =

Ba<. >[F5,

BE MR, (ESIBACLELN .

£& ACL MM A= 24Is=

EEMUBEMRIASEEER, IEMNRAN ( EEBRESERTE N UER
AN ) BIESEEEALLARL

S MBACLINEE, EERIRRNER, MAERREITRER.

SREEEHE.

EREL s = EiR, TFRSHIE, B NG > BIFER .
HENEMFAB RYIRITE
FEEMSA=EE “IhlaiEd] > MKZACL” .

£ “MBACL” FIRKIE, EEMEACLAIERT, BHEEFEIEHAT “MEACL
BIR” HANREACLIFIENHE .

FEANTLERNEESERNRE, EREFERMTIE FEXSZ*M'JED “IRIET 5,
BE “EZ > @EEIN” s ‘B > [EERN7

RIEREERT, BERE/BAMNNSY, BE “Eﬁ"‘” RN
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6.3.4.4 Fi3/X<iAMES ACL FT

BEmS
GEIRIBESMEBR, FEETE RMHTTEANTS AN o

BELR
1. BREEERE

2. EREAELmEE —EF, ITFRSIIE, SR ‘RE > BUMES" .
HNERFAE ZHIE R .
3. EAMSAHEER “Hiassl > MEACL” .

4. FEAM “MLACL” FIRKI, EEMLZACLAIRIRG, BEREEEN “ Mg
ACLEZIR” HAMLZACLIEBRE .

5 EALEMUESESEANRE, BE “BE" 8 “FR” & ‘X7 .
6. BE “‘R7, WIAFFBZRALMN,

6.3.4.5 SH/SANLE ACL #iN

B{En=
ERILME EBIE— NREACLIETS . AT Excel STt ARES—
MEACLEEEN , TRERHESATISH .

HRSIRE

o SAN/SHEMEZACLIINIAY, BNEERAIEDTFA0505N, BTS2
BE,

e SANNZREFESEMNEEEN, F=HREEM,

o (HEMUARFEESAN

SH ML ACL il
1. BREEREE,
2. ERALLfBEES =B, IFRSIE, EE CNE > BURES" .
HENEFAE =5
3. FEEMISHASER “Bias > MEACL” .

4. 1EAM “MLACL” FIERXKIE, ERMBACLIIEZIRY, BEEEESHER “MNE
ACLEZIR” HAMLZACLIEERA .

5 BE L , SHEHIBEFMAGRIIRMEBACLIN, HBEMRFIEXcelXE, BT
HEAH

SN ACL i1
1. BREEREE,
2. ERALELfBES =B, IFRSIE, EE CNE > BURES" .
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HENEMFAB RYIRITE
3. HEENSHEIERE “haiEs >REACL 7
FEa “MEBACL” FIRXIE, ?ELFWQRACLEI’J%%WIJ BHREFESAR ‘WK

ACLEZIR” HAMLZACLIEBRE .
b ]
5. BF t o
6. EEAMESHEIMBACLIINIEXCelSZ{E, 8Bd “BN” , SN,

6.3.4.6 fHIBRMIZZ ACL AN

B{EES
GEARBESMSEER, MRS OSBRI BN

BELR
1. BREEERHE

2. ERAELfES =B, IFRSIE, EE CNE > BURES" .
HNERFAE ZSERA .
3. EEMSHESER s > MEACL” ,

EE{EUE “WILEACL” FIERXIT, ERMBRACLINZIRE, BHEESIEXH “M
LACLEFR” HANMLZACLIERBRRE

5 EABERUEHSEMURRE, BE “BRIE7 IR0 “BER” .
6. $E “IEE” o

HEMIPRZ RMEACLIR

EATT LARIRY A2 2 MBACLELN , BBR5IZF ET5RY “MikR” , #HEEMIPRSEMLE
ACLIRI

6.3.5 SR/ ACL FELR9FM

6.3.5.1 3 FMEAERLE ACL

e (37—
ST LB MBACLKELAZEVPCFR, AFMANSERIEHZ 2R
£JRSIREH
o  RLEACLELAGBIRIXKEAZ N TR, {B—FRREEXEA— 1 MLEACL,
o KEXMEACLIE, REETHEAMBACLIINSSIELREENFMIRE, &
BANBEXMNERE, BINES NiRINRMEZACLERN
BRELZ TR

1. EREEERFS
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2. ERELLfEE =B, TTRESE, %R M > EUIES" .
HNEFAE =S =T .

3. FEEMISHRSER 5Tl > MEACL” .

4. 1E “MBACL” FIERI, SEMEACLIISIRS, BREEEEEAT “ MEACL
SR HNRBRACLIEETE .

5. {O¥ETE, BE CXBETRT TE.

6. 7E “XBATM” TSR, B XE7 R, BEFINXETREG.

7. gﬁﬁmxﬁ¥Mﬁﬁ,@&%ﬁﬂﬁ%ﬁ%?M,am“mi”,%m¥m%

(0 #i88

EXREMBACLAIFRISASRREMIKEFMRET, RIERSS—RBRPSFNS XK T
MIRE, BRFHEEXBEHNEMBACLIITN, FEEBRITEBRHITXE,

6.3.5.2 {EFMFOMILE ACL fRBRCEL

IR{Eins
EERIEE S MRER, SFMANMEACLIRIEEE ,
IR{EL TR
1. BREEEHE,
2. ERALLfBEE =B, IFRSIE, EIE CNE > BURES" .
HNERFAE S5 TA .
3. EEMSHESER “IHiaEs > REACL” .
4. 7E “PILBACL” BB, MWIRRSACLISSIRE], BEEEEEM “NEACL
SR HNNEACLIEERE
5. MEEERE, BF CEBFM 1E.
6. E“%ﬁ?@”ﬁ%ﬁ%zﬁ,ﬁ%ﬁﬁ?@%“ﬁﬁ”ﬂ,ﬁﬁ“ﬂﬁ%
BV
7. BE 2,
RIS R TR
gwgﬁ§¢¥m,$EW§tﬁm“Mﬁ%ﬁ¥m”,ﬁ§¢¥MM§mm%N1¢
B

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 118



AR
FBFfEr ( SREHRXIE ) 7 MNEEE

X FER

7.1 JJFEREIT

MFER SR AR NVPCZBRIMESERE, REIVPCZEIMESAE, BIXFiEzED
VASEEIAREVPCZIEIRI = EAMIEE . MFEZERTEBR—XERAIVPC, L
FERKA e EARRKF FRIVPCZ BRI FIERE

BTk, BEE7-1hERNENTE, NENBNFEERNERTSR

o HERXEHARW, ERIEAVPCHRIZIVPC-AFIVPC-B, VPC-AFIVPC-BZ[E]MLEAIE o

o AN ARSSEEECS-AOTFIECS-AO2{i/ FVPC-AR, #iERZERRSS2ERDS-BO1F0RDS-
BO2{FVPC-BA, LEATI SRS 22 FIEIEERRSS2E MEEATE -

o IREEEVPC-ARIVPC-BZ BRI NI EEPeering-AB, & EVPC-AFIVPC-BX|d]
AL, AlSZIRS SR AT LAAIaEEERSS 2R -

7-1 JWFERAENTEE

VPC-A-[XigA VPC-B-[XigA
172.16.0.0/16 172.17.0.0/16
Lo - EEWebESE e BAWebESH

. subnet-A01-172.16.0.0/24 i i subnet-B01-172.17.0.0/24 i
i @ L VPCHSEE | |
1 1 il . ™ 1
' Ecs-AD1 VPC-ARBHZE ! peering-AB s VPC-BESEE
: Eeot | Bt || : Eeielt | B | !
i @ 172.17.0.0116 | peering-AB | | i 172.160.0/16 | peering-AB | |
1 I 1 1
! ECS-AD2 l | RDS-B02
________________________________________________________

MFEZOERE
RS E IS B AR s R FAIVPC, E@AIVPCHI TR — MR IR,
BURFRRAN T :
o ERKPTFHIVPCHSER IR 2T - 2R .
BRI SEEORIRIRIE, B2 NEIBERKS FRRSIER.
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7 EEE

LYRSIRE!

7-2 HHEMKF TR VPC 3 &I IRZ

BIERI S IV US otz BrREREER

IR AR b FEAVPCIEHE
i i hIFSES

AT iRVPCEEthZE
SR ANRSER

AEMKF FAIVPCF&EZ C IR A AN E 7 - 3R 7~ o

BN FEERRBRIRIE, B2 NCETREKF TRIMNEFER

BIEARRIKA FRIVPCRIFIEERT, MREKSATAEIENFEREK, FE
WKSBEZZIFERA LA, MNRWSBEL, NiZITFEECIEEM .

7-3 Z:EJNKF'—FE"J VPC 5@ Lhz@”@mu*i

B
£
BIEE S EEET S

il

AN R IFMETERER

R RIS FARVPCERE
VPC el
ERHRVPCERE
fEiiliz=d=s]

SEER NI LOEBRXIEAIVPC, ARIKIEAIVPCZ BIABECIENTF &R
BoEXEIEER, YRR RVPCHIXT IR VPCIEIEME EESMIE AT, IBAERINT
FIEETREEREY

VPC- A*EIVPC BZBRIEENIEIERE, BABRT, VPC-BABEEIIVPC-ARIEIPIAIT)

N, Al LMERNATXIRSE SKACESNATIRS2E, (FHE5VPC-BTFAEE=IRS
22n]LAEBIZVPC-AT4BE T EIPRY R M = RS 2815 0 Internet .

7.2 3 FERRERTA

WEEEEETERERXIEAR, BmNVPCZEINNEEEE, JLASSEZANVPCZENE

&,

RNEHFBN B FIERE WERRE, BARWNERT- 1R,
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7 JEERE

xR 7-1 EUSFERERTH

VPC{iL | VPCRIER X EEREAA Edz=AR Ll
=1
BIXIE | ¢ VPCWER: | ERILIBIZEZEANVPC | o EIVPCIIEIEIZSIMB A
VPC AREVPCK ;@Eﬁzrapa\]@wggk VPCRIZEHIE
BRAER | & VPCREIBR | | mdvporsismsm— o
o FRmE: |EILAEBTEUSE | vpcs5givecAMEE
Z:EIVPCE"J ;R%IJUW—EI]E{E o iE
FRMEBR
o=
BIXi% | ¢ VPCWER: | VPCRIERESAT, & | o EIVPCHESIEIESIMFAENE
VPC AEVPCR | FTiECIEEANVPCH ESMERVPCF MK T IE
BRES ER2Z BRI EESE, — o
. ZTEmE: |WHENERELS | o BEEVPCYSERSLI—
Rvpchy | B, Sl DVPCHIECSSH4NVPCHY
e FI T ECSXIEs
KREE e VPCFRZIEIRIRS
SiEE: IBEFN
ZIEMEEE, X3
IR R
WERABEES
e VPCHECSZ[E]RY
MNEERE: I8E
ECSZaMLEH
B, WEEEmR
AYECSHIFAR IPHD
HEAREERRE
EIXiE | ¢ VPCRER: | HFASET, FHEIE | o TXMEIVPCIIE TS
VPC AERIVPCH | BFH I SIEEIIR
BEs T, EEHL
. FEmE: | VPOmE.
REVPCHY
EERF MR
KREE

BT VPC JFEIEZESLHZ 4 VPC ML HIE

FANVPCHEEE: LIB7-480, @Bi3VPCHEiEiE, & @VPC-AFIVPC-B2Z )
HIPZE

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

121



AR
FBFfEr ( SREHRXIE ) 7 MEEE

7-4 tHEXIZFRIF A VPC(IPv4)

VPC-A VPC-B
172.16.0.0/16 10.0.0.0/16

Subnet-A01 Subnet-B0O1
172.16.0.0/24 10.0.0.0/24
S . S

EC5-A01 -— ECS-BO1
Subnet-A02 Subnet-B02
172.16.1.0/24 10.0.1.0/24

ECS-AD02 EC5-B02

R 7-2 MFERXRIRB-BEIFAIE VPC(IPv4)

VPCIIEXR | WEERESR ANimVPC XJuwVPC
VPC-AFIVPC-B | Peering-AB VPC-A VPC-B
POE

3 7-3 VPC BBHFRECE 1RB- 1B EXIFAR ™ VPC(IPv4)

IR | BRYksUE | TRk | BRE | BB

=& E it

rtb- | 10.0.0.0/ | Peering | BE | fEVPC-ARVIEHZRT, RINIBROELEA
VPC- | 16 -AB X VPC-BMEZ, T—Hkig@Peering-ABRYEE
A A,

rtb- | 172.16.0 | Peering | HXE | EVPC-BRIEHZEH, RIIBRIBLILS
VPC- | .0/16 -AB X VPC-AEZ, T—BkigmPeering-ABAYRE
B =28

o ZANVPCHLERE: LIE7-596, @BIi3VPCXIEiER:, EBVPC-A. VPC-BH
VPC-CZEJHIPEE .
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FFism ( SERKE ) 7 NIFERE
& 7-5 BEXIFRIZ 1 VPC(IPV4)
VPC-B VPC-C
10.0.0.0/16 192.168.0.0/16
Subnet-B0O1 Subnet-B02 Subnet-C01 Subnet-C02
10.0.0.0/24 10.0.1.0/24 192.168.0.0/24 192.168.1.0/24
SENS) @ | @
EC5-BO1 ECS5-B02 ECS-C01 ECS-CD2
b >
wemE
PC-
172.16.0.0/16
Subnet-A01 Subnet-A02
172.16.0.0/24 172.16.1.0/24
EC5-A01 ECS-A02
& 7-4 WEEEXRIRP-HEXNFNZ1 VPC(IPv4)
VPCHIEXR | WHEEZEM AiKVPC XiwVPC
VPC-A#IVPC-B | Peering-AB VPC-A VPC-B
Xt
VPC-AFVPC-C | Peering-AC VPC-A VPC-C
POE
VPC-BFVPC-C | Peering-BC VPC-B VPC-C
PO

%= 7-5 VPC IBHZRACEIRB-1EEXIEIIZ 1 VPC(IPv4)

EXER | BROMEE | TRk | B8E | ESEEIREH
*= i)
rtb- | 10.0.0.0/ | Peering | B | fEVPC-ARIEREIZES, HNINBERIHELES
VPC- | 16 -AB 34 VPC-BMIEZ, T—HkigmPeering-ABRIES
A =218
192.168. | Peering | BE | 7EVPC-AMIEREZR, FINBRYELE
0.0/16 -AC X VPC-CEZ, T—BkigaPeering-ACAIES
EEo
rtb- | 172.16.0. | Peering | HXE | fEVPC-BRIEREZERF, HFINBE RIS
VPC- | 0/16 -AB Ve VPC-ARIER, T—BkigMmPeering-ABRY
B 7=z 8
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FRFiEeE (SEEEXIE ) RS
EEH | BROtuE | T—BE | B8H | EREEEA
* S
192.168. | Peering | B | fEVPC-BRIIRHIZES, FINBERIHBLES
0.0/16 -BC X VPC-CMEZ, T—HkigmPeering-BCAIREE
Ho
rtb- | 172.16.0. | Peering | BRE | #EVPC-CAYBREARS, RINBERItELES
VPC- | 0/16 -AC X VPC-ARMEZ, T—HEfgMmPeering-ACHY
C 32218
10.0.0.0/ | Peering | BE | 7EVPC-CRIIREIERS, AINERIHENES
16 -BC X VPC-BMEZ, T—HkfEmPeering-BCRYES
Ho

B VPC WFEZELT— i VPC 524 VPC ZEIMBEIE

LAB7-6961, @iSVPCId&iEsE, SLIMVPC-B. VPC-C. VPC-D. VPC-E. VPC-F.
VPC-GFOFVPC-AZ B LRIE(S

7-6 — NIy VPC 5524 VPC 342 (1Pv4)

VPC-B
10.0.0.0/16

Subnet-B01
10.0.0.0/24

EC5-BO01

-

VPC-C
192.168.0.0/16

Subnet-C01
192.168.0.0/24

EC5-CO1

T

PC-
172.16.0.0/16

WeEE

Subnet-AD1
172.16.0.0/24

Subnet-A02
172.16.1.0/24

VPC-E

10.3.0.0/16

Subnet-E01
10.3.0.0/24

EC5-EO1

EC5-A01 EC5-A02

v

VPC-F
172.17.0.0/16

Subnet-FO1
172.17.0.0/24

EC5-FO1

VPC-D
10.2.0.0/16

Subnet-D01
10.2.0.0/24

EC5-D01

-

VPC-G

10.4.0.0/16

Subnet-G01
10.4.0.0/24

EC5-GO1
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7 XEERE

*+x 7-6 WEIEZXRIRA-—PH0 VPC 524 VPC 3 (IPv4)

VPCHFXR S EEZEBIR KixVPC XtiwVPC
VPC-AFAVPC-B Peering-AB VPC-A VPC-B
PUES

VPC-AFOVPC-C Peering-AC VPC-A VPC-C
IF

VPC-AFAVPC-D Peering-AD VPC-A VPC-D
pUES

VPC-AFIVPC-E Peering-AE VPC-A VPC-E
PUE

VPC-AFOVPC-F | Peering-AF VPC-A VPC-F
pUES

VPC-AFAVPC-G Peering-AG VPC-A VPC-G
PUES

% 7-7 VPC BHFREEIRE-— 150 VPC 524 VPC X3 (IPv4)

I | BAOMENE | F—Bk | BRA | BREREE
* S
rtb- | 10.0.0.0/ |Peering | BE | EVPC-ARIEREAZES, FINB RIS
VPC- |16 -AB X VPC-BMEZ, T—Hkig[@Peering-ABRYEE
A =28
192.168.0 | Peering | B FEVPC-ARIEEHRZERA, RINBRYHBLES
.0/16 -AC X VPC-CWEZ, T—HkigmPeering-ACAIRE
=z]8
10.2.0.0/ | Peering | BE | fEVPC-ARIIEES, FINERHELE
16 -AD X VPC-DWEZ, T—HkigM@Peering-ADAYRE
=8
10.3.0.0/ | Peering | BE | fEVPC-ARIIEES, RINBHHELE
16 -AE X VPC-EMEZ, T—BkEM@Peering-AERYEE
=8
172.17.0. | Peering | BE | TEVPC-ARIERHIERS, iHINB RIS
0/16 -AF X VPC-FRIEZ, T—HkigmPeering-AFRIES
=z]8
10.4.0.0/ | Peering | BE | EVPC-ARIIREZRS, HINB YIS
16 -AG X VPC-GEZ, T—Hkig[@Peering-AGRIEE
=8
rtb- | 172.16.0. | Peering | BXE | fEVPC-BRUISHZE, HNINBERIHBLUES
VPC- | 0/16 -AB X VPC-AMEZ, T—BkigmPeering-ABAIYES
B =28
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I | Beotbit | T—Bk | EXE | EXEHER
* it
rtb- | 172.16.0. | Peering | BXE | fEVPC-CRYISEZERF, AINERtELES
VPC- | 0/16 -AC X VPC-AMER, T—HkiS@Peering-ACHIES
C 2z]8
rtb- | 172.16.0. | Peering | HE | fEVPC-DRVEEHZER, FINBAItENES
VPC- | 0/16 -AD X VPC-AMEE, T—Hkfg[mPeering-ADAYES
D M.
rtb- | 172.16.0. | Peering | BXE | fEVPC-ERVEEHZEH, HINBAYHBIEZVPC-
VPC-E | 0/16 -AE X AMEZ, T—RHkig[EPeering-AEAYEEH o
rtb- | 172.16.0. | Peering | BE | fEVPC-FRYEREHZES, FINBRYHBUEAVPC-
VPC-F | 0/16 -AF X AMER, T—HkEmPeering-AFAIEEH
rtb- | 172.16.0. | Peering | BXE | EVPC-GRUISEZE, HNINBERbLEA
VPC- | 0/16 -AG X VPC-ARIEZ, T—BkiEmPeering-AGHIEE
G M.

BT VPC WHEIEZSLIMA N ESME: VPC RN EIE

LAE7-78%1, BFVPC-AFIVPC-BRIMERES, FHSubnet-A01F1Subnet-BO1FM ¥
BREE, IBARTRESITEEZESTIEENVPC-AFIVPC-BZ [EHIMZIES . SR
T, MEEETLUEBIEEEFMSubnet-A02F1Subnet-B02 Z [EJHIMILE .

7-7 tHENFNRNESMER VPC F M (IPv4)

VPC-A
10.0.0.0/16

Subnet-AD1
10.0.0.0/24

S

EC5-A01

Subnet-A02
10.0.1.0/24

S

EC5-A02

VPC-B
10.0.0.0/16

Subnet-B01
10.0.0.0/24

S

EC5-BO01

Subnet-B02

10.0.2.0/24
T

S,

EC5-B02
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& 7-8 WHFEEXRIRB-EENFNRIESMER VPC FM (IPv4)

VPCHIEFEXR YFEEEZR ZiERVPC XimVPC
VPC-AFIVPC-B | Peering-AB VPC-A VPC-B
POES

% 7-9 VPC BHXREEiIRB-BEXENH N ESMER VPC F (1Pv4)

K | HaofehE | T—RBE | R | BREHEA

= E- i

rtb- | 10.0.2.0/ | Peering- | BE | fEVPC-AMIEEHZES, HFINBAYHbHES
VPC- |24 AB X Subnet-B02/EZ, T—RBkiEmPeering-AB
A AYEEH .

rtb- | 10.0.1.0/ | Peering- | BE | fEVPC-BRUIRHIZER, FINEAIHENLES
VPC- |24 AB X Subnet-A02REZ, T~—Hkig[M@Peering-AB
B AIEEH .

BT VPC XEsiEiEscI—4 sty VPC 1Y ECS 54 VPC [ ECS Y&k

LAB7-859f, FRFVPC-BFIVPC-CHIMERES, FHSubnet-BO1F1Subnet-CO1FRIR
BRESE, BB ERITCIZERVPC-ARIVPC-B. VPC-AFIVPC-CZ BRI EEE , 150
LABIZBECS Z BIRINT i :

o EIIXIFEZPeering-ABELUZEIEFMSubnet-B01PIAYECSFISubnet-A01AHY

ECS,
o BIINEEREPeering-ACRILUEE F M Subnet-COTHIAYECSFISubnet-A01PIAY
ECS,
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7-8 — Ay VPC BY ECS 5781 VPC B9 ECS I3E5(1Pv4)

VPC-B VPC-C
10.0.0.0/16 10.0.0.0/16
Subnet-BO1
10.0.0.0/24

Subnet-C01

10.0.0.0/24
EC5-BO1 |

[ECS-C01
10.0.0.139| [10.0.0.71
|

| HEERE

. VPC-A
| 172.16.0.0/16

Subnet-AD1

| 172.16.0.0/24

ECS-A01-1 ECS5-A01-2
172.16.0.111 172.16.0.218
% 7-10 XWEEEX RiHIE-—N ) VPC 89 ECS 5784 VPC Y ECS XFE5(IPv4)
VPCHIERER SFEERBIR AimVPC XJuwVPC
VPC-ARJECS- Peering-AB VPC-A VPC-B
A01-1F#0VPC-B
AECS-BO1X4:
VPC-ARECS- Peering-AC VPC-A VPC-C
A01-2FVPC-C
AECS-CO1X5

2 7-11 VPC BREFRECEIRIA-— 0 VPC Y ECS 54 VPC Y ECS X325 (IPv4)

E | BR9fbhE | Bk | BRERSE | BREHEA

=* B

rtb- | 10.0.0.13 | Peering | BENX | ZEVPC-ARNEEERZES, FINBAMBIEHECS-
VPC- | 9/32 -AB BO1RYFAB IPHtELE, F—BkiS@Peering-AB
A AYEEH .
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FBFiEeE (SEEEXIE ) RS
I | BR9fbehE | Bk | BRERSE | BREHEA
* it
10.0.0.71 | Peering | BENX | TEVPC-ARIBRHZERF, HRINBRYHEIEIECS-
/32 -AC COTRIFABIPHbIE, ~—BkiSmPeering-AC
HIEEE .
rtb- 172.16.0. | Peering | HENX | fEVPC-BRIIRHZERS, AINBARYHENEFECS-
VPC- | 111/32 -AB A01-189FAB 1Pt , R—BkiSEPeering-
B ABRIIEH
rtb- | 172.16.0. | Peering | BENX | FEVPC-CHIRERES, iAINE AVt AECS-
VPC- | 218/32 -AC A01-289FAB IPitEtlE, T~—Bkig[@Peering-
C ACHIEEH .
T3 VPC XSt

HVPCHERES, HEMFNESN, FIFHFERANEERE . LUNBRIIFNEEES
[RANFEVPC-AFNIVPC-BZ BRI FiER:, IMAARXSET
E[:phylE=] ﬁ/}lbzﬁgiﬁﬁa 1xXo

7(‘rtb VPC-AREHIZES, Locall8AFIXEFIEZKANBENIES, VPC-AFVPC-BAY
hmE, ={ElEiLocali&H, REMEVPC-ARERE A, %lfLLVPC B,

AYVPC-AFIVPC-BJ9fl,

7-9 VPC WEZEE,

BEE&FMEZE(IPv4)

VPC-A VPC-B
10.0.0.0/16 10.0.0.0/16
Subnet-A01 Subnet-B01
10.0.0.0/24 10.0.0.0/24
ECS-A01 .+. ECS-BO1
Subnet-A02 Subnet-B02
10.0.1.0/24 10.0.1.0/24
ECS-AD2 ECS-BD2
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7.3 EIEZEEKF TR FiER

Brin=

7 EEE
% 7-12 VPC BREXRECEIRIA-VPC MERES, BELEFMWES (IPv4)
K | BRYitbLE T—Ht | BB | BBEREE
* i
rtb- | 10.0.0.0/24 Local | Z%t | LocaliBHA=RES BRI, BT
VPC- BH | VPCRERES.
A 10.0.1.0/24 Local | &%
iz=q=s]
10.0.0.0/16 Peerin | BE | EVPC-ARVIERRZEH, INBRIENE S
(VPC-B) g-AB X VPC-BRIMER, T—HkiEM@Peering-AB
fiz]== 1
rtb- | 10.0.0.0/24 Local | &%t | LocaliBHA=RESENRINAY, BT
VPC- BH | VPCRERES.
® 10.0.1.0/24 Local | &%
iz=q=s]
10.0.0.0/16 Peerin | BXE | fEVPC-BREREART, ARINERIMBLEA
(VPC-A) g-AB X VPC-ABIMER, T—BkIE@Peering-AB
fiz]== 1

AREIVPCZ [BMEAE, EeJLl@ I EERERE— M XiE FIOVPC, AETIESHA
FeIEEERKA TRIVPCIIEERE, EMEBIIMmNVPCAIFE—MKR T .

AEELAERPAT, GIEVPC-AFIVPC-BZ [aR93d&siEz Al , S SEARS3E2ECS-
AO1FIEUEZERSSSERDS-B01 Z [GR9E (S .

BELSBUT:

$B—: CIBVPCHEFERE
B’ HFINVPCIEEREIZH
SE=: RIINEEEBR

7-10 fEEIKF TAIXI A M)

HEREINKF VPRS- TR PA

VPC-A-K A
172.16.0.0/16
R2E-BAWebIREE

subnet-AD1-172.16.0.0/24

VPC-ARBHZE

VPC-B-[XiFA
172.17.0.0/16

L2 BAWebiRESE

____________________________

subnet-B01-172.17.0.0/24

Begitht Tk

172.17.0.0/16 peering-AB

1
i VPCHSEE i !
-+ > 1
peering-AB I VPC-BEEHE i
} Bkt a3k |
| RDS-BO1 . . I
:172_17_021 17216.0.0/16 | peering-AB :

|
___________________________ J
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HRSRH

o WHFEEREIAEMNVPCZEINMEERE, WIVPCZEREEEY — " IFE
v

§$Z o
o NEHREEHNOILUEBRXIFRIVPC, FRIXIFAIVPCZ B REIEXIEERE

o MEXWFERER, JEMNARIKVPCHIXTIHVPCIFEMNERESAIEIRAT, ABALRINY
FIERARESTER .

HIRRSR

EER—MKS FEIEAAVPC, HEVPCITRE—IXE, BAI5ESSIEZEN
FWERFIFM.

SE—: GlZE VPC 3&iEis

1. EREEESS.

2. EREELmEE =ER, IIRSHE, HIE CRE > BURES .
HNELFAB =YIERRT@E
3. TEEMSHE, ®F “EFAE T > WEER
BN EERES IR TE
4. EREALEAXIE, BE “CIENEER
M “RIENEFEE" MEIE.
5. RIEREERRENSEESH.
SEFMHBES WET-13,

%+ 7-13 CIENSEZ-SHIRA

e 5iRA VBB
NEEEEZR | BIESE, peering-AB

IHEAMBES X FIEIZAIRFR

AP XERS. BEXFE., #HF.
Rk, TUSEE, —RA
HBIT64 N ERT o

ARiEVPC WIS E, VPC-A
A TS EE—IRAIVPC, BILA
ETHIEFIEREER VPUEA KIS
VPC,

RNigVPCRER | B REEFEAIAIRVPCAIR | 172.16.0.0/16
B
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£ 1588 BB
L WIS SHRIkA

o HEIMKF: HAXIEFEZHAIXT
iwVPCHRIARIRVPCFR—1
WP THT, SEEZIN,

o EHftkF: HXIFiEEPIIXT
IRVPCEIA IRV PCH T EINK
FPTEY, iEFZIN,

XFimIRE LMKFIERE “HEikF” B, & | ab-cdef-1
FEUANEZNAIIRE, TEE
EMIMERIE
ELanVPC-AFIVPC-BYI K AT
&R, HEMFXIEA, BBALL
WMRFEOAERKFAT, XiFA
MR .

XFumVPC HMKFIER “Heik~” B, i | VPC-B
LA S EZE S I —iRAIVPC,
A LATE FRAEIERE B VPCIESR
iuwVPC,

FumVPCWER | L4t B REEFEAIRT iRV PCHIN 172.17.0.0/16
%,

BIEHYARIHRVPCRIXT iR VPCTETER
EREEMERE, BBAERINSE
EEATREEARER, BiRiEsR

XIEEEERTA .
fak C1priv 58 peering-ABi&EiEVPC-AF]

R RIREBEAERmA | VPCB
SRR

6. ZHIESTME, 2E ‘HE” .
S H R R IR R AE o

7. EBBENMERNAEES, BE “ZENRNT , BEER “ ANinkSEH T WE, e
PATEE: RIVPCSEEZIRE, RINKH.

= AN VPC W EERERH

BEBRT, SEBRAENFERRIRVPCHRERPOIRINEZEMOERE, 70
DASCHUIE(S, BT RS E R
1. HTLATRIE, EAIRVPCIERZRPIRINNSSIEREIZH.

a. E:Xﬂ‘%i—i‘z%ﬁ’\] ‘AiRIRE" RE, RELZ LS RERR, PHIRAREE

}Ro

HAKIRVPCHZABBREAEERE.
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b. & “IFINEEH" , EROUABBRPIFINES.
SHORIBINERT-14F7 .
& 7-14 SERHT
2H 1538 i =t =)
S[Eshchils XSuHVPCAIMELE, ATLAJOVPCRIER . FM | LthihaVPC-BHY

MEZ. ECS IPHBIIE:, BAES NS
PEREFERRA

PIES :
172.17.0.0/16

HIXMEERBREEBE 2551 FFF,
AH\E@‘/E\ “<” *u “>” o

BR

T—BEEE | &R “WFERET X FEE
Tk R SRS FERAIB IR peering-AB
iR BEAERMER, IFIEIN, -

c REERIRESHKE, BF “BE” .
REREERYIZR, AILIERIRIFINAYESE .
2. PUTUUTZR, EXinVPCIEBRFPIRINGEEREER.

a. & “‘MWriRH" RE, RELZLSRERRT, BHERREREE.

HENITimVPCRUABARINIEREERE,
b. BT “IFINEEE" , ERCARBRRFIRINIES,
SHIRBAINRT- 157,

& 7-15 SH15A

2H 15460 BYEHES
B a9ttt ARiHVPCROBHE, ATLARVPCRIER . FM | Lttab9VPC-ARY
MIEZ. ECS IPHBIIEE, BABESINE | WE:
EEERTG . 172.16.0.0/16
T—BEER | EIR CWEEET IS IERE
T8k TR MR SEIZAIR TR peering-AB
ik RAREASE, JEXEIR, -
HIMEEARABFREBII2557MNFF, BAR
ﬁg@lé\ “<” *D “>” o

c REERIRESMKE, BE “HBE” .
IREFERTIR, FILAERIRIFINAYEEE .

FH=" WIEMBEEER

X FIERIR ARG, FITLATERME, IIEARiRVPCHIXIiRVPCAIBISIENT
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7 JEERE

BERAiRVPCRREMZIRSS =R, ABIhIIECS-A0T,
WITLATEsS, JEIEECS-A01FIAYRDS-BO1 2B LUE(E .
ping X7imfRss #5HY/IPibAL

L gaCiE

ping 172.17.0.21

ERELINTSE, FRECS-A015RDS-BO1AILAES @S, VPC-AFIVPC-BZiE]
SRS ESLE e AN

[root@ecs-A02 ~]# ping 172.17.0.21

PING 172.17.0.21 (172.17.0.21) 56(84) bytes of data.

64 bytes from 172.17.0.21: icmp_seq=1 ttl=64 time=0.849 ms

64 bytes from 172.17.0.21: icmp_seq=2 ttl=64 time=0.455 ms

64 bytes from 172.17.0.21: icmp_seq=3 ttl=64 time=0.385 ms
64 bytes from 172.17.0.21: icmp_seq=4 ttl=64 time=0.372 ms

--- 172.17.0.21 ping statistics ---

A

o ZARBIFRECS-AOTFIRDS-BOMFRE—PLZEERN, EttREVPC-AFIVPC-B
ZERXSFER R INGG, MALASEHINEER ., REFEZEBRISEEI
FARENEZEEA, BACTEELZEENAGEOMNUF, FINMESREE
RN, BF75EES DL ARZEENLAIRMMEEE .

o WFESWHFEEMEZNENEM, LESEES N ATFEZCETH
[EAREEEE? .

7.4 GEZERRMKP RIS &R

BEn=

ARIVPCZEIMEEAE, ERILIBEFEEEBE— X FRVPC, AETIESH
FEZEARRKA FRIVPCFERE, BIEBINMAVPCIUTARKA T

A RELAEM A THIVPC-AFIMK I BRIVPC-B 2 B Gl iz b, SCIiVZARSS
BEECS-A01 FNEIEEERRSS2ERDS-BO1 Z[BAYIE(E -

BELSBUT:

FBE—: BIBVPCHEIERE
FTE: XiRKPESVPCHSEERE
$T=: HFIVPCIEIERZIRHR
SEN: RIEMNEEEER
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7-11 RRMKF TAIXSEFiEEE )

F A TRVPCEEE - PA TR FRIVPCISIEIE- KB
VPC-A-[XigA @ VPC-B-[EifA
172.16.0.0/16 172.17.0.0/16

LeE-EBAWebIES S ReiH-ERAWebES#
subnet-A01-172.16.0.0/24 i i subnet-B01-172.17.0.0/24 i

1
VPCHEERE o !

l I

I 4 T 1
o= || & ==

‘ Bfgtit Tk | ] St T—ik

| ECS-AO1 ! | RDS-BO1 ,
| [ i - I / -

1 172.16.0.8 172.17.0.0/16 | peering-AB : 1172.17.0.21 172.16.0016 | peering-AB | ,
| 1

HRSRH

HURESRAF

MNFERERET AR VPCZBRIMERERE, MAVPCZEIRGEEI— M IEFE
%,
MFER XA LUEBRIXIEHAIVPC, FRIXIERIVPCZEIARERIENIFiERE

FeEXEERRT, SENARRVPCHIXTIHVPCIFEM R EEAIERAT, BBAGRINY
FIERARRAER .

BRI RIS F =R :

- CEFREKF FRVPCHFEZRY, MREKSATARIENSFERFR,
FEWSBEZIZIERA AL, MRIKSBES, NizXIFEZLIEEK.

- ATHENELZE, BEAERERZRERNK SN FERRIS.

EAARRKST, DRIEIEEANVPC, FEVPUUTFR— XIS, BALiEESHEIE
IR AT

LH—: BlIE VPC MFER:

1.

2.

EREEEHA.

1A FRpE —EiR, IFRSIIE, ®IR RS > @IRES" .
HNEIAE ZYIZRTHE .

FEEMSHE=, &R “ERAE R > WHFEE” .
HNISFIERSIRAE

EREALAXKE, B “‘CIENEFER .

S “RUENEFER XEE.

RERERRRENFEESH

SHIFHRBIEZNRT-16,
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7 JIEERE

6.

£ 7-16 SEXEIEE-SHIRE

24

15AA

EMERHI

S FIERBTR

MBS I FERZAIRIR
HPXFR. BEXFE, HF,
Y. TRIZEFHpk, —RAED

641NF o

peering-AB

KimVPC

A ARt EE—iRRYVPC, AILA
FETHHEFIEEERVPUE RIS
VPC,

VPC-A

AN VPCRIER

et B 7R BRI ARV PCAINY
B,

172.16.0.0/16

L

o HEIMKF: HXIFiEEHAINT
i VPCRN ARV PC F R —NMK
PR, &RZIN,

o HfthMkF: HISiEzaIxd
IV PCHIAIRVPCAI F AR
B, SEEZIN,

HithikA

XJimIRE D

SRR “EAKF” B, ZIR

VPC-BTEX I AXT R AI IR
HID:

IR EIDESB—MKFT, X | 067cf8aecf3XXX08322f
VPCEREX XS AYIREID, 3REX | 13b
5 iEES IR &R AR IR
HiD,

XJimVPC 1D LMKPIERE “EABlk,” /Y, iZIR | VPC-BAIID:
RLESH 17¢d7278-
XJi%HVPC IDEXEIEZES—IHAY | XXX-530¢952dcf35
VPC ID, 3REXAAiES WIRENEEHA
FAE=MIDER.

R Clpri - peering-ABIEEVPC-A

ERILWRIERZ2 AN AMEPIATS
ZIEENERMER . BRMERRAE
RGBT 2551 FFF, BAEEES
“<” *D “>” o

FOVPC-B

SHIESRME, BE “BE” .

- WNERER “iIEMIAIEROVPC IDLARITEID”

IEffatE

, BIFHEINRIDFIVPC IDAY

= IRBID: WX iRVPCEREXIZIIMAIIREID
" FimVPCRRFIXT iRV PCAIFRI— X1
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- WIRREXNFERTIER, BFOIZINSFERRSH “FEET ) BHER
TR MRlFESVPCHUEERE, BXRKFBLE,

TE . WiglkP#ESE VPC JEIER

FRMKF N FER, AiglKFelE5E, FERRNIRIKFEZNSFERITR
Zha, EFEETECETR . AREIF, WKRABRKF BEZITFiEE

1. MRKFEREEEHS

2. ERELAPEE —EiF, FTHRSE, EE NS > BIRES .
HENEMFAB RYIRITE

3. EAEMNSHEE, &F “‘EER > WHEER" .
HNISFIERSIRAE

. ENFERIIRLTS, BEGEZANEEREK.

5 WINETIRE, BEBEMSERAETARIEIITR “EZEK" .
SFUFERREEN "EERT | RRNFEERCETH.

6. BUTEE=: HIVPCHEEREIRH, FIXFERRINEA,

\

ST|=" NN VPC EERZIRE

BEBRT, CHEEANFEERIRVPCHRERPOIFINEEMORERE, 40
ISLHUB(E, BE T HRSERERTRG.

KiglKPERIRVPCAIREAZERFRINEER, IinlkPEX iR VPCHIRE RS INERE .
gﬂﬁuqﬂ, M ATEVPC-ARIEE RZRIRINERE, WA BEVPC-BRIEREZERFIARINGS
1. HATUUTRE, EARERVPCIAER RIS EZIZH,
a. EARRWFINFERIIES, BHERIESEENZR,
HASSEFNERNEETE,
b. Ei\ SIEEN “RIRIEA” 1L, RIELA L RERER, REIRAKSEE
HAARIFVPCHENARARE R EENE.
c. BB RmEERT , EEOARRBERGIRINER.
SELRBRANET- 177

& 7-17 2H65HHA
2% 15488 E{E)

BRItbht IFumVPCRIME, BILAAVPCWER. M | Itk&bIVPC-BRY
MEZ. ECS IPHBIIEE, BAESINEE | MER:

EERE(E ARG 172.17.0.0/16
T—HEER | ®IR WESEET . TS IERE
T—k R LRI S IEEI SRR peering-AB
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FBFfEr ( SREHRXIE ) 7 HEEE
¥ 1538 BB+
iR IREREAER, JFHEIT, -

HIMEE AR RGBT 2551FRF, BFR
ag@g “<” *D “>” o

d. BHEEERERME, BF “WBE”

IREIREMFIZER, ATIAEZIRRINAIEEH
2. BITUUATRME, EXimVPCIREARTIFINITESEREIRE .

a. TEXRIKFHITEERSIRF, PHEBRTEERNEIR,
NS EENE R EENH .

b. gﬁ%ﬁﬁ%“mﬁ%m”ﬁﬁ,EEELE%EEE,EE%EEE%
%Z o
HAXGIRVPCHIA R EEEAEE A,

c. B “ININERHT , ERUARBERFIRINER,
SHIBBINZERT- 187

2 7-18 25588
2% prdli E{EEB]

HRYthik AiwVPCAMELE, BILAIVPCRIER. FR | Ittt FIVPC-ARY
PIEZ. ECS IPHBIESE, BAESINE | MEKR:

EEEERTA . 172.16.0.0/16
T—HERE | EIF NEERET SIEER
Tk SR LRI EEREIER. peering-AB
15U EHREAMEE, JEXER, -

HIXMEERNBERREBE 25510 %, BAR
ﬁg@é\ “<” *D “>” o

d. REERIRESHKE, BE “BE” .
R[EREERSIZR, AILIERIRZINAYESE .

TEN: BiIFNEEEER
XHEERZIEERINSERE, BITLATEE, IERRVPCRIXTiRVPCRIBEER .
1. BRAIHVPCHAEM=RSES, ARBIFAECS-A01,
2. HTFLUTS, WIFECS-A0TFIMIRDS-BO1 E2EFTTLUEES,
ping X7im AR #sHIIPIELL
an Sl
ping 172.17.0.21

EEINTEE, FRECS-A015RDS-BO1R]LUBISE(S, VPC-AFIVPC-B|a]
BRI ORI
[root@ecs-A02 ~]# ping 172.17.0.21
PING 172.17.0.21 (172.17.0.21) 56(84) bytes of data.
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64 bytes from 172.17.0.21: icmp_seq=1 ttl=64 time=0.849 ms
64 bytes from 172.17.0.21: icmp_seq=2 ttl=64 time=0.455 ms
64 bytes from 172.17.0.21: icmp_seq=3 ttl=64 time=0.385 ms
64 bytes from 172.17.0.21: icmp_seq=4 ttl=64 time=0.372 ms

--- 172.17.0.21 ping statistics ---

A

o ANRBIFECS-A01FIRDS-BOTFRI— 1 REHA, EItHEVPC-ANIVPC-B
ZIERRIFERCZAINE, BMATLSCHIMEEIE . NFRETEEBAISLAUT
TARNZEEN, BBAEFRELSENASERNS, FIIREiREE
RN, BAT5XES LA RZ £ ERISLEI A RIMEEE .

o MWTEBSMFEZMEABRIAR, MIEFEES N A AFEEZCIETH
[EREERIE? .

7.5 SREXIFZEREAIXSiRINE 1D

BIEES
LEARF RN, FRVPCIISIERRS, a8 SRS BIREURYPCRHTEXIHRIRL
MIKEID, BISHAIEEID.

BAEDER

1. EREEERSS
LM ERXSRIKPE R EIREHIS
2. ERNEALANBRE TSRS, BE “RIEILE” .

3. EmR%IERS, REURAID,

7.6 2SI F &R

BEES

AETIESAPE S S I ETR .

AR T, ARSI E RSSO S
BAESER

1. BREEEFS.

2. ERELASEE = EF, FTFRSE, EE NS > RUIRES" .
HNEIABE ZYIZRTHE .

3. EEMSHE, &F “EUNER > BEEE .
HENISFIEETIR A

4. FEXNFERIIFRD, BEEMISERAETANRIESITRY B
S S FERE IHEIE

SASRRAS 01 (2022-10-31) WA © ERFRABIRAE 139



EMIFER
FBFfEr ( SREHRXIE ) 7 MNEEE

5 (EXNFERZAER, FERE “EE , TRERIEX.

1.1 EENFER

Brin=

AELESHAFEENFEERNENSR, SENFERREMR. K& NirVPCLIKR
XimVPCHIE R o

M FEBEARRKFVPCANSFIER:, ANiplkFPFIXJiRKF IR UEEZFEE

BRIEL R

1. BREEEFIS.

2. HERELASE —EF, FTHRSIE, EE CNE > BURES .
HNEIAERIZRTHE .

3. EEMSHE, &F “EUAETR > BEEE" .
HENISFIERTIRAE

4. EXFERTIFRD, BHEBERSERIIBR,
HAMFEZFBR, EENFERRIFAEE.

7.8 MIBRIT 15

BEER
AEBIESAPMRI ST,
AR T, ARSI S R S .
LR SIRH
S I SEVE RIS ik, —HIRNSEERE, WSERNAaE
BLWSIZING, SIEARVPCRITHVPCI BRI SE R HRIES .
BAESER

1. EBEREEEHS.

2. ERELEL G = EiR, TFRSIIE, EIE NG > BIRAESR .
HENEUFAB RYIRITE

3. EAEMNSHE, &F “EES > WEEE” .
BN FERT IR o

4. EXFERIIFRD, BEEMISERAETARIESITRY “MER” .
S S M BRIAXIEE -

5 WALIRE, BE ‘BT, BRYEEE.

NiERAS 01 (2022-10-31) IRIERE © LA/ ARBIRAE 140



AR
FBFfEr ( SIEHRXIE ) 7 MEEE

7.9 2 FER R H

BEm=
ﬁ%@ﬁ%ﬁp1|%&iﬁgﬁiﬁﬂgﬁm, BMEX ARV PCROIXT iR VPCRE AR PRI EERE X
H\ kg o
o (EXHBRIMKPXIFERATIEE
o (BN AEMKPNEEZREREA

INREAINSFEZIERFNER, TIUSERETELSRVPCRIXTiRVPCRIISRET
B

(ESSERIM PRI F &R AR
1. BREERHE.

2. EREALLfEE =B, TTRESIE, %R RS > ELRESR" .
NG =5 =T .
3. EAMSHEE, ®IE EMAAEE > WEEE"
ISR T .
4. ENSEEIES, PEERTESERNER.
RS B T .
5. HATIATIRIE, 1EMARVPCHRRIIAIEEEE.,
a. MR CABIRM” T, FHREREET, BHEEEEE,
HNAIRVPCBUAR R EASERE,
b. RIEBIEKME, BHRIEFIN B8 .
L IR FARHEAR .
. IEMIEHEE, FHEBE HE” , SRIEEIEX.
6. HATLUTIRIE, 1E30THEVPCERRINMREREE.,
a. MR INHIAT TX, FHREREET, BHEEEBEE,
I RVPCBUA R AR ASE R,
b. REEBIEMME, BHIRIEFITHN “1E%7 .
LI FARHEAR .
c IEMEEE(SE, HEE HE” , SSRISHIEK.

IEA KPR IER AR R

B AN iRk FIE AR VPCRIIR A, BT iRk FIERimVPCAIERE, 1E275i%4
i

1. FERARNREKFAEREERESES, FITUAITERE, EXRiRVPCRIEEH.

a. ERELELfBE: —EF, TFRSIIE, SR ‘NE > BURES" .
HNERFAE ZHIERH .

NiEARAS 01 (2022-10-31) IRIERE © LA/ ARBIRAE 141



AR
FBFfEr ( SREHRXIE ) 7 MHEEE

b. HAMSH=, i&F “EUAES > WFER™ ©
NS FEIET R AE o
¢ TEMFERIIFRFR, BEEIRIFERIBNR.
HENSFIEFFERE .
d.  HITLATRIE, 1EeAimVPCHFINNEREER .
i IR NiREHT TE, AREFREET, RERAREEHE.
HAKIRVPCEUABHRIIERSRRE,
i,  HEIFEIELAIRE, PERETITRI B .
SR B RIARHEIE
iii. (EMERERER, FRE “HE”  THIREES
2. [ERMRKFEREREHG, 281, EXiRVPCAIREH.

7.10 EENFEZIRH

BFa=
AETIESAPEENSIEREH, MEEARVPCHIRRVPCRINIEHAES.
o EEERKFISERIEH
o EETEMKFYISIERIEH
INREERN TEIESE, BREXBE, TUSERSTRBIEVPCRITRYPCHIE
G
SRR FERRNEREH
1. BREEEHE.

2. HERELASBE = EiF, FTHRSE, EE NS > BURES .

HNEIFAERTIZRTHE .
3. EEMNSHEE, &F “EER > WEEE” .
BN FEZT IR o

4. EMFERIIFRD, BHEBERYSERIIBR,
BN FEZIF BRI

5. PUTLATERE, BERENFEZRIIRA.
a. & ‘AREH" NE, TERLNEFEENNRERER.
b. EE “XikkEH™ ¥, TERINEEZIIIRIZHEER .

BEFRIKFIFEREEEH

BEARRIKFEEARRVPCRIIRE, B iRIKFEE S IRVPCRIIRE, EFH %M
&

1. FERAXREKFEREERESES, FITUTERE, E5XRVPCAIEEH.

a. ERELASE = EF, IFRSE, EE NG > BIRES" .
HENEIMFAB ZIRITHE

NiEARAS 01 (2022-10-31) IRAERE © LA/ ARBIRAE 142



EMFER
FBFfEr ( SREHRXIE ) 7 MEEE

b. HAMSH=, i&F “EUAES > WFER™ ©
NS FIERS IR AE o
¢ TENFERIIERSR, BEERNFERIIBR.
HENSFE I FERE .
d. &F “FiREH" NE, TEFLNEEENNRERER.
2. (ERMRIKFEREERESS, 281, EEWiRVPCHIREH.

7.11 HIpRYS EERR IR

BAEES
AETIES AP MR SIE e, BIRASRYPCRIRTIRYPCREFISR I S X
BXAOREER.
o ISR SRR
o HRRRRIKF SRR

HIERE R P 3T F &R AR
1. BREEEHE.

2. ERELAPBE —EiF, FTHRSE, EE CNE > BURES .
HNEIABE ZYIZRTHE .
3. HEEMSHE, &F “EUNETR > BFEE" .
HNISFIERSIRAE
4. TEMNFERIIFRT, REBRYFERIIZIR.
HENSSFIEEFERE .
5. PUTLATRIE, MIPRANRVPCHRINAIREER.
a. I ‘NiRIRE" UK, FREFEDRR, SERAFREEE.
HENRimVPCRUABARINIEREERE,
b. HEIFEMFFAOIRE, BERFEFITRY “BER" .
o8 M BRERIATHEIE o
¢ WALIRE, BE ‘27, WREH,
6. HITLATRIE, MIPRXTiRVPCHIFIINIREER.
a. IR “MIRIEHT TE, FREFRERT, SERERERE.
HNSiwmVPCEUABHRIIEAEERE
b. HEIFEMFRAIIRE, BERFEFITRY “BER™ .
o M BRERIARHEIE o
¢ WALIRE, BE ‘27, WEREHA.

HIFRA R PR S EE R YR

BT NimK P R A iR VPCRYERE, BT X imlk P RIFRX TR VPCRIERE, MIFRITiEE
&

NiERAS 01 (2022-10-31) IRIERE © LA/ ARBIRAE 143



AR
FBFfEr ( SREHRXIE ) 7 MEEE

1. ERNRKFEREEEFE, MITLITERE, MR iRVPCAIIRE.

a. EREZE LT = EE, SITFRSTIE, BIE CWE > ELRER" .
HNEHFAB=YIERR@E.
b. EEMSHEE, HF “EIFAET > WEEE" .
BN EERES R UE
c. TENHEERIIERFP, RHERGEEZNER,
HAEEZF B
d. WATLATIRIE, MIBRAIRVPCHIFINAIIEHER.
i R AR RE, HRIERERR, PEEAFSBIEE,
HARIRVPCIUARBRNEREERE,
i RFVEEMRAOIEH, BERETITR “MER”
o PR EIARTEAE o
i. WIATLIRE, B ‘27, HREH,
2. [ERMIRRFEREEESE, 2%1, HEXTIRVPCAIEEH.

NiERAS 01 (2022-10-31) IRIERE © LA/ ARBIRAE 144



EMFER
FBFfEr ( SREHRXIE ) 8 VPC A

VPC #tB&E

8.1 VPC i BZEEN

mESET

VPCit BEIREI LACREIMB ZFRIRERR, HBHERENNAR2EMMNE
ACLIZHIRIN . MEiEaRE . HITMEREDTE.

VPCARBEENREEES=HERSBLTSESFER, SEHTRSTEIZAETAHNBEE
n, AEBEIZVPCRAZE. BB RIENES-17x,

8-1 fit&E VPC iB®

P
|
Hlldzbs
LTS
AIEEE
|
AIRRVPCH
VPC

BEVPCHEHE

SCA%hRA 01 (2022-10-31) IS © BB AGIRAS) I



EMFER
FBFfEr ( SREHRXIE )

8 VPC A&

HRSRH

o HEIIFRERBEN=IRSBSSMIRSEELS6. C6. M6, E3,

o —HAPEBRANXEFAN, &ZACIEE101MVPCRERE.

8.2 8 VPC BT

BEES
BIRVPCHRER, IERENMESHFHRBES.
RIS
FERIREVPCRAER, IBHRIEER AEIRS M T TR E:
o SlEETA.
o CIERARR.
ZATRSESHBESN ( ZAFRSBHIEE)
BAESER

1. BREEEFIS.

2. ERELASE = EF, FTFRSE, EE NS > BURES .

HENEMFABRYIRITE
3. FEEMSHE, &R “VPCRETE” o

FEREALA, BF “QEBVPCRATS , REBIRTNEESH.

7= 8-1 SHHAA

B ISIRERE T FINSARIE R RSS2 . 1R
R T KVASRISEE = ARSS =8, 1BEVPCRH
GeliEsenlfs, ERMERRSSER, LUEEHRY

IERMRIRE.

2 i=1:]z] EY{EHES
2R VPCRBENZIR, flowlog-495d
BMRRBERPNY. ENFHE. #H=F.
“7 0“7 “ BRg, BReEESE
1, KERBEAXTFOANZER,
RiEER IBIRERERENZRER, BaidsM | ME
. FW. EIFAB=ZEE,
EIRER R EERERSEENENRER. -
188

kR 01 (2022-10-31) WRIERE © HERRARBIRAT

146



AR
FBFfEr ( SREHRXIE )

8 VPCimBE

15388

BB

o £ REREERRNEEPIRE

o 1E%: REEERFRETEHME
ACLRIFRITRE o

I)zll;:E o

o 1E#: REIETEREHMELEACLIELRY

e

HE&AH

ERERBSRS P elZNAETE

lts-group-abc

=+
E IL‘N)in

EERAER SRS FEIZIIAER.

lts-topic-abc

VPCRESHHEAER, IFEIR,
HIAMSEA S REBIT 2551 FFF,
@,/E\ “<” *D “>” o

BA &

(11 588

|=.|_ | A,J?Z‘H—AE*ZHE’JH—AEI umu—F;

REEECIEERAIVPCRES
5 BE “E &7 o

8.3 & VPC A

Brin=

BERETICRFS.

IREOALIA1028, ENE100#et—

XimEEIER

REEZELA10958, FeEBEERATICTEIFE.,

AR

BMRRSHRXIRE T, FERRATICR

BIESRR

1. BREWEHA
2. Eﬁﬁ&tﬁ%iﬁzﬁ, STFIRSSIR, MR “ W%

HNEIAEZYIZRTHE .
3. ‘EEMSHE, &F “VPCRES .

HEIFEEEERRA

nwen lail-o

mBEEEL:

&, REEREIN ‘E50AE

REEAEM I TRERE

ERIPVPCRAR.

YV =FelieEaad =g

> RMFAEZR .

E=BESRSHEERA

<version> <project-id> <interface-id> <srcaddr> <dstaddr> <srcport> <dstport> <protocol> <packets>
<bytes> <start> <end> <action> <log-status>

T

AEIREOPIEEICREENREE

IR

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

147




EMFER
FBFfEr ( SREHRXIE )

8 VPC A&

1 5f67944957444bd6bb4fe3b367de8f3d 1d515d18-1b36-47dc-a983-bd6512aed4bd 192.168.0.154
192.168.3.25 38929 53 17 1 96 1548752136 1548752736 ACCEPT OK

VPCHRBEEMAST,

122019501 H29H16:55:36-17:05:361X 102¥ A, MK

(1d515d18-1b36-47dc-a983-bd6512aed4bd ) AIFITHIRESE, HIEEIP

HehtFNisE (192.168.0.154, 38929 ) i@idUDPHMY @B R

IPHEREFNR O

(192.168.3.25, 53) EHMTINEIER, FIEEIEERIA/N A6 byte,
w~2: FEEFKEORRICEHIENREETCRE

1 5f67944957444bd6bb4fe3b367de8f3d 1d515d18-1b36-47dc-a983-bd6512aed4bd - - - - - - -
1431280876 1431280934 - NODATA

B3 ERREOPHE TEIERRAE

CR

1 5f67944957444bd6bb4fe3b367de8f3d 1d515d18-1b36-47dc-a983-bd6512aed4bd - - - - - - -
1431280876 1431280934 - SKIPDATA

FE A N ANZE8-2F7:

% 8-2 HE=FENHAA

FE )z ]l
version VPCRBEEMRA 1
project-id IHID, 5f67944957444bd6bb4fe3b3
67de8f3d
interface-id HREIERREAIMNRHIID, 1d515d18-1b36-47dc-a983-
bd6512aed4bd
srcaddr SR, 192.168.0.154
dstaddr BaYttbit . 192.168.3.25
srcport TRim O, 38929
dstport BfrimOd, 53
protocol IANATJJ\i}‘Un?a?o BXEZE |17
u, 152 @ Internetiim
"50
packets HIRERHE. 1
bytes HIEERIK, 96
start IRE O /FzhavAdE], XA | 1548752136
Unix#Pa9A&= .
end IRE O RAVATE), KA | 1548752736
Unix#Pa9A&= o
action SinEXERYIRE: ACCEPT
e ACCEPT: Z&£fHaiMEL
ACLAIFIECRAIRE .
e REJECT: ZefHoEMLS
ACLEEICRAIRE

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

148


http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

AR
FBFfEr ( SEHRXIE )

8 VPCimBEE

o OK: HURBIEFEICRA%
EBtF.

e NODATA: EAEOFIR
BEATELERGE “R&E
A7 BIR-RAYMIZE R
£,

e SKIPDATA: i#scE O+
Bt T —LRBEEIER
XA gEHTASSER
TP EREEIR

il

WNRRBIFRVPCR AERTE

B REXRR H ‘4

27, AFESREN,

“log-status” ¥EERH

“OK” , HigBFESHRE

BY, FEREEIEHER

&, “log-status” #IGER

73 “NODATA” , HH—L

ESRERENNIaT,

“log-status” ¥EERH

“SKIPDATA” ,

FBR 15488 ANl
log-status mEAENETCRIRE: OK

B, SEALERBERSNESRFRRE, ERREPEIXRFRRAE.,

8.4 FIJ/Xi7 VPC i# BAE

Birin=

BlEEVPCRESE, VPCRASHRESBMAE . SEATRICRREHIEN, &

AKHRIMAIVPCRERS . XAKNVPCRAR, SHFHXRIFE.

HRSRH

BEL R

3.

RASHER, RARBSE M BSRERHRTY

L7 EENZS
ARER

HSEE.

nESXAR, RRBSE T BERERBANEFEILERERBTHE. WTES
ERRIRESEE, PARIES LR

SREEEHE.

ERELE s = EiR, TFRSHIE, B NG > BIFER .
HENEMFABRYIRITE
EEMSHE, &F “VPCRAE” .

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

149



AR
FBFfEr ( SREHRXIE ) 8 VPC i A&

4. HRIAFEBEABHXANVPCREE, BHEEIR “FR” 3 “XA” .
5 BF ‘R, BmAFREkFVPCREE.

8.5 Hifx VPC AR

B
BIBR A ABRIVPCREE . MRVPCRATAEHIF= BERSFHIRBEEICR .
AR
IRVPCHREFEBMA-ECHIE, MIRHVPCHEGLEMMIE. EF2MRREZCSE.

BRMELE
1. BRSNS
2. HERELLMEE =EF, THRSIIE, ©R NE > ELREE" .
RS = .
3. EAMSHE, %R “VPCREE .
. REIESWRAOTEE, BERESIR MR .
5. %m“%”,mmmmo

SASRRAS 01 (2022-10-31) WA © LR ABIRAE 150



EMFER

FBFfEr ( SREHRXIE )

9 MM IP

9 SEMEZNM 1P

9.1 MRS FEHSFIFPERELRM IP

BiFia=

I LUBIS BB AR IPFIS R AP ER SR = ARSS 2R L,
AMAIERT

ERISRIEAN 1P

1.

W

BREEEHA.

SR RARSS 2P

EREA s = iR, SRS, TR WS > BIEARIP”
1E “BEARIP” RE, BE CCIEEMEARIPT .

RIEREIERERES

2= 9-1 SH(HAA

e

il

BB

X1g

AREXIFHNEREZEBRINAE
B, BEREREEPIXE,
FILARREMLEATEE . 1R ihIalE
. BUZEEIPRYFMIEIRAIX BN
EIPRYFEHE

2nISBGP: AJLURIRRENS
BE VMM SRS B S EREEH
LAGREs & P FRRIMES R

E. B

LEBGP

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

151



AR
FBFfEr ( SREHRXIE )

9 MM IP

W
3

ol

BB

P>
=
I
it

T in e B 3 LA LA
° e -

Tl 2. B LR,
BERENTE, SEBRIR
2K, BRFRERARK
EmsER,

o IZMEITE: BETRLIR,
BLPRMERIE ARRELT
2, SEAEIETx. EBT
mENSRERER ARG

o NIANHE=RZ: HERTALL
XIS IPHEITES
PRER, BJLANIAZSNEMENR
IP, WS EMELNMIPHENEEE
B. EAF2 IS REEED

L2

A/

wam Ay, B{UMbit/s,

100

SR IPATR

SR RIPRIZTR o

eip-test

T Be A M

T BeHIBR R o

bandwidth

IRE

FAFRRSR AP . BFE
BFE.

R RAMNIBESERI-2.

o i Ipv4_keyl
e {B: 3005eip

=
)'/_:I
HEiD

M LMIPEE

1

>
5
b=
I

FRiEME LN IPAY, BILAS @
2MIPIIAEREAEWIRE .
A IR B SRR M T —Migidl
IMEEE=XRENAI, BEE
SLHAE IR E A E KRR TR
BERARNSR—EIE, A
Jdefault,
IFeIEFESECWIREAE
15, B2W( W EBAPIE

B o

default

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

152



AR
FBFfEr ( SREHRXIE )

9 MM IP

% 9-2 M LNM IP MRS &2 M

24

Ay

(=30

e

o HFE—IBIEARIPHEE R —.

o REFRBE6ATH.

o MEYFE. HF. THL.
£, SRXF AR

Ipv4_key1

(=]

o KERNBE4INFH.
o HENFH., HF. THL. /. H
e XFRFARM

3005eip

5. $E « Dy

BIERIB” o

6. fmiE “ER .

HERHELR IP

£ “ERMEAKIPY REFHEREAMIPHIEATEST, B “HBE” o

2. IREESEH,

3. BFE “HRET .

9.2 B EF IR IE T IRSSREAIHIE LM IP

M RIRSS SRR AL AMIP, B RRSEEFIRRRER M LM PRI LS

o REE(T(TSLAIRRMERMIPA AR, SHPESLAHIRIFTEITMLEIRESE, AKi5

o CEMEAMIPENE, MRWEMBFER, WEEXKE.

Bria=
RS RE!
BRIEL R

RARE A IP
1. EREEESS.

2. ERELABE = EiF, FTHRSIIE, R RS > WHARNIP
3. 1 “BRMEANIPT RESGHRIEREARIPHNUERET, BE “BY7 .
4. $$ “%” o

BB RIP
1. EBEREEERFS.

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

153



AR

FFEE (SRR 9 B/ IP
2. EREAELfEE: —EF, FTFRSTIE, HE ML > @EARIP
3. 1E “HMARIP RESEEEAMIPHUIET, BF ‘T2 > B .
4- $$ “ZEE,’ o
R ARATEE SR IP
1. EREEEE,
2. EREAELmEBEE: —EF, FTFRETIE, HR ML > BEARIP
3. TERRMESNRIPFSErh AR S S LA R I PHBLLE
4. BEFIEL SN B .
5. $$ “ZEE,’ o

HERBGREAMIP

1.

ok W

SEREEEHA.

EREL LRSS = EiF, STHRSIIE, HE WE > BIEARIP
7 “BUARIPT FIRFAES MIRMIIEARIP,

BEBIR TS BH .

BE ‘R,

9.3 ISR IP AU BEECE

Birin=

IELGRMERMIPHEREZIR. K.

BRIETR

o v K~ W N

HREWREE .,

EREL R — B, ITFRESIIE, EE CNE > BEARIP”
T “IRME7 5, IR CES > BXEET .
REREIETIENEESH,

$$ “ —F_'lj; ” .

BE e, =RER.

9.4 SHREAK IP 5l

B’rin=

LB ERIKS MABIFREER, UExcee R SHERY ., ZXHECRT
SBEARIPRIID, K&, KB, HEIR. TRRNFER.

BRIET R
1.

EREEEHA.

SASRRZS 01 (2022-10-31) WRIERE © HERRARBIRAT 154



AR

FBFfEr ( SREHRXIE ) 9 LK IP

2. EREAELfEE: —EF, FTFRSTIE, HE ML > @EARIP
3. EBHEAMIPFIER, Dik— A HES A BEAMIP, Bkl FA “SH”
RIS EER I ARIPEE BANSH RExceSX, HTFHERM,

9.5 EIEEMELARM IP MRS

Brn=

BRIFSRR

ORI RIPHELE RIS, ATLUS RPN SR aA I ARIPHEE . #FaTL
FERRBREME AR IPHEHLTIZNNTS , SUETEE R IRAORE M /AR PHEHL S TR AT
%, BEALUARIEARIPHEILRNT 0TS .

iR ERmED AR BT A “ET , Her, 7 A A" A9eEAlanERo-36
o

2= 9-3 3N IP MRS S 2 HIN

2% Fmy =St

i o FEEMZ, Ipv4_key1

o XIFRI—EMHELMIPHELHEEME—,

o KERBIIIONEF

o HENFH. HF. TIE. Fkik.
X FRHER

(=] o KETBIT4INFH, 3005eip

o HENFH. HF. THL. <. P
. PNFFERK

EEMEAMIPFIRR, IRIRSAIREERRERRERRIPHLL

1. BEREEERFIS.

2. HERELLBEE = ER, TFRSIIE, EE NG > BEAKIP
3. TEEMEAMIPTIER EHRERIETR, BHEFESNME, REERFH.

£ “BIERE FIkA, RIEFENGSIRENNAVEIE. RASREGRE
AOAR IR R IR LAY TR o

B TIEDEEME, FITF— MrSEE.
RATIRMENMTE, FIEMISHRE, WERERIEARIPHTIER,
R RIPHILEAOIRES TR, HATIRESRORE, M. 3. ZR(E.
1. BREEEHE,
2. ERALLfBEE =B, ITFRSIIE, EE CNE > BIEARIP”
3. ERHEAMIPHLIFIES, BEAEIRIRERRM AR P ETR .

SASRRAS 01 (2022-10-31) WA © ERFRABIRAE 155



EMFER
FBFfEr ( SREHRXIE )

9 MM IP

4. T_ SR IPHENEFIENE, EF “RE” WE, MW RMIPHIAIREHNIT

NN O =
=g

RS W, AIUEE LR AP, SERE,
AR MFESHORERIE .

[l

BEA AN RINRE" , ERHA RIS B0, BAFNMIRE
AYREFNME, #$$ “HE” o

(51

BERERET “BE7 ST “RiEE” , EHER “RESFE B0, B
NELEFERNE, FHRE “HE” .

IREREASIFHESL
s

BEARERET “BE7 SITRY “BER” , WREARMER, EREARIAE
OEE ‘27 .

MAERRAS 01 (2022-10-31)

IRIERE © LA/ ARBIRAE 156



EHIFER

AFisE ( SEIEXE ) 10 H=FE
o
/\—T?‘ T g

10.1 = X

10.2 EHi5
B(E7r=

BRFE R

SEHEAIULMS PRERMIPHEER—FEE, SRS 8 mIPEHITEFIR
. IRHEERBI =R S A €4, E— Ei;E'FE’JﬁEﬁEﬁBIEﬁTE NI PRI
RS ER . BEREIIEEFLAHLA—FHFERIR
[MARIZY:

o HEFHAIFIBNEEANIPHITIRE, AT E X PRERES

BEFRFEAEUSER LR, IR NEERRESRPIMER—FHE, WEEEPS
PMEESLA. WRFAIASLAIFEA—FHE, MAUSSIVPCHIXEARINTRR—E
2, ARG EEHERITIEERAER
o TEWEERNA

REXEFINFTEERRZEN, TETREBIIEERIZHERAK .

o JHEEIE
RUXERINFESREZEN, HEERIT. EEMEZERAER.
o HBERE

FRIM=RIELBE @it (5_gray ) ZEEIRIEIPLYM, RS EAGEIE/NMIPIER R 4R
ELAISER, MEARTNEEEEhIEinadis HaE A MIP,

H=itHtae
\?ﬁm
St eat S WY 22

1. EIEERASE.
2. HERELLfEE = ER, TFHRSHIE, EIE NS > BEAKIP

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 157



AR
FBFfEr ( SREHRXIE ) 10 HtEes

3. TEEMSHEE, ®F “BEAMIPATS > HEHE" .
4. ERNEALHE, BE ‘PEHETRT , KEBRETRESH.

2 10-1 S5
24 1A EREHES

X1 THEHE’JNJ?ZETJWHTELO Bk | -
aEL_ F'E’JEtZ TLAB¢1EE|__|§§HTL\
Tmmwﬁlﬁ_ln_r

A~ 9sE: HEHETELN. LT 2R
XIHEH R

AN HEHTAIKR/N, BIMbIt/s, BKZHF |10
OMbit/s,

BFR HEFEHIRTR, Bandwidth-001

IR EEH=TEAT, AJLUBEZHEIAE | default
BRNEWIRE .

TR ESERMH T —fige IR S
=RBENHB, BENETTLARIIRE 73
HABTHRRERAZNGE—EE, A
B Adefault,

KT EIZABEAWINEFSE, 550
(eWVEEABFER) o

w

5 BE “MEERIE .

10.3 FRINEHELM IP BIHEZTHE

RMEG=
R AMIPEIRZRES, HEFREER, — MES T LERRNS 58
rst N[

R SRE
o EIPHEIEERSENANNREEHEAIAIRER—F,

RMET TR

1. EREEERSS

ERAEE R — B, TFRESYIE, EE MWL > BEARIP”
EEMSHE, H% R ARMIPHIEES > HZHE .

AREZHEEIIRPHENEERINPEAMIPRRZEE, & “BIE JIEE IR
MAMIP” , AEEAERINAGRIERRIP

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 158



EMFER

RS (SR, ) 10 Hestess
(0 $i88
o HHAMIPRINEHERRRE, BERIPMETEANTY, BERREEmRHTRE,
SEMELMIPERIIMEREISESEMER, B2, FfvMNtERENT RS,

5. BE “HEE .

—
10.4 NHZ=FEPE R tEL R IP
e (=

LR E RS A EEAE M AR PSS E gt

REL B

1. BREEEHE,

2. ERALLfBEE —ER, ITFRSIE, EE CNE > BIEARIP”

EEMSHES, 5% MR IPRIEES > 3 *ﬁ#”o
TEH R e R B Hae M AR PR a5, 1% “ES> A
P, AEHEIEIS A ARIP,

5. RBEIPIHISHG, SIHEMEIPAIHEERAEE AN,

6. $$ “E Z.—En .
10.5 (EHZ=TFTTE /N
2{Eins

AR EE B S SRR ST E AN,

IREL TR

1. BREEEHA

2. Eﬁﬁ&tﬁ%ﬁzlﬁ,ﬂﬁm%w%,LE“ﬂ #2 > TSNP
EEMSHE, H% TR ARMIPHIEES > HZHE .
ELSEEFIEDRABIENNETEE, & “IBE° 1B “EXEsT

(EIHETRISH,
5. %EE I1 _u: » .
6. BE “BR7 , TS,

10.6 HifsHE=H5

BEES
AR T BB R,

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 159



S =
PSR ( AR ) 10 st

RIS

B =HEREFERAREREZTERABRERANIP, FEEEIMNLEETEPRHE
HIERMIP,

BAFTER
1. BREEEE,

2. EREAELfBEE B, TFRSIE, EF CNE > BEARIP”

. EEMISHE, SR WEARIPIISE > H=wes” ,

4. gg*ﬁxw§¢ﬁug@m@m;§mz,r“km”w&%“§z>m
B ”»

5. BE ‘27, Mkizt=s,

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 160



AR
FBFfEr ( SREHRXIE )

11 §|it

17

11.1 SZRFERTTROKIRIRME

BEZE, GRALICRSEMMEREXRESHE, ETRBNER. FitiE

;ﬁﬂ o

EE SRS SRR 11 .

% 11-1 =EHITIRSIFY VPC 18BE5I%&

BRERR RiRSEE SEHER
{&&ZBandwidth bandwidth modifyBandwidth
BUZEEIP eip createEip

FERLEIP eip deleteEip

YITEEIP eip bindEip
FRYBEEIP eip unbindEip

Bl Privatelp privatelps createPrivatelp

B Privatelp privatelps deletePrivatelp

B#ESecurity Group

security_groups

createSecurity-group

E#Security Group

security_groups

updateSecurity-group

#iERSecurity Group security_groups deleteSecurity-group
BlgESecurity Group security-group-rules | createSecurity-group-rule
Rule

B #Security Group
Rule

security-group-rules

updateSecurity-group-rule

fIB&Security Group
Rule

security-group-rules

deleteSecurity-group-rule

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

161



AR

FFiEm (SEEXE ) 11 &t
BRERR RiREE SEHER
BlE;Subnet subnet createSubnet
fIERSubnet subnet deleteSubnet
{&2ZSubnet subnet modifySubnet
BlEEVPC vpc createVpc
fpRVPC vpc deleteVpc
1EVPC vpc modifyVpc
BlIEEVPN vpn createVpn
HHIBRVPN vpn deleteVpn
(B2 VPN vpn modifyVpn
El#&Router routers createRouter
EF#Router routers updateRouter
Routerifihi#zO routers addRouterInterface
Routerfflffz0 routers removeRouterInterface
ElFEPort ports createPort
EFrPort ports updatePort
fRIp&Port ports deletePort
El#ENetwork networks createNetwork
E#Network networks updateNetwork
fRIBRNetwork networks deleteNetwork
2 eI MIFRSUbnet | tag batchUpdateTags
RFIRE
HECIZEFMBRVPCER | tag batchUpdateVpcTags
R
El#&RouteTable routetables createRouteTable
E#RouteTable routetables updateRouteTable
ffiBRRouteTable routetables deleteRouteTable
2I#EVPC Peerings vpc-peerings createVpcPeerings
EHTVPC Peerings vpc-peerings updateVpcPeerings
B&VPC Peerings vpc-peerings deleteVpcPeerings
BUEEMLRACLEA firewall-groups createFirewallGroup
BEHMLEACLA firewall-groups updateFirewallGroup

SAhRA 01 (2022-10-31) WRIERE © HERRARBIRAT 162



AR

FAFfEr ( SEHRXIE )

11 it
BRERR RiREE SEHER
B MIZZACLLE firewall-groups deleteFirewallGroup
Bl MILEACLEREE firewall-policies createFirewallPolicy
EHMEEACLEKRES firewall-policies updateFirewallPolicy
FRIBR LS ACLER RS firewall-policies deleteFirewallPolicy
BEANLEZACLALN firewall-policies insertFirewallPolicyRule
FEPRMLZACLALI firewall-policies removeFirewallPolicyRule
CUEERILZACLALI firewall-rules createFirewallRule
EFRMEACLIRT firewall-rules updateFirewallRule
FRIBRMIZZACLAR I firewall-rules deleteFirewallRule

11.2 EFHITEE

Birin=

;’fﬁ?ﬁﬁiﬂﬁ, RAFRICR RS TRRIE. oHITEREENSFREFRIA7RH
FFICR

AN EINMIERFRIHEREF G EENSHRE7RRVRIFICR

BIFPRR

1. EBREEESS.

2. ERELL s = ER, TFRSHIE, EIE > =Ei , BAREIHEE
TTH .

3. BEAMNSHE “FHIIER" , HEASMIIREEDRE.

EHFIRFBIS TR EIRN NS . SRISHIIRSISARHEENEA
a8, FHREEWT:

SRR, RREEAHIRER,

ETRAEPIEEEARMG

Hepipie B R R 2R, BREREENBRNSHETR.
R RIRIDRY, TGRS EFHMATE N EIRRIEIRID
ERERBREIRE, ERERSFIMATE T BERINEREEMR,

BEAR: ETMIETEERE—BRRRERF, WHRERFERFES!,
AR .

- EHHEF: aNEs “FrEEERR” . “Normal” . “Warning” .
“Incident” , RAE[EFEEF—IN,
-  BYESEE: uEEEE ‘SRVNTT . ‘RRX” . ‘SR1A7 UREE

RN B E X ERARESM

MAERRAS 01 (2022-10-31)

IRIERE © LA/ ARBIRAE 163



AR
FBFfEr ( SREHRXIE ) 11 it

5. EFEEEECRAEMN, RELEESKERAZICRANFAER.

6. gf‘%ggéﬁ’ﬂﬁiﬁfﬂﬂ, BE “EFFMT , BHEOERNZIRFEHEERY
FHER.

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 164



AR
FBFfEr ( SREHRXIE )

12 Wif=

P
H

12.1 ZFFHYSSIS RN

Thigies

ATENX T8 MIPFIES

& LR IR a2 =

SIE), SR ERRYIRF4E

EENX, APIIEE =GR EIEES S AP ORIGZRIE AW IPAIEEE
ERY TS EER

CRE=A2S ]
SYS.VPC

BB

Fz 12-1 AR IPF0T

BSHFRI SRR EAR

}SFRID B | EBiRaX BBET | NEX%R WA (R
B 3] Pisti=tan)

upstream tljﬂ ZiErRETFHIT | 20 T oaa RN M | 198
_bandwid | w3 5mUiitX§%!Hj£$ bit/s IP
th BEIMEZIRE

(J@?E’h‘j]_tﬁ'

|'|3Jl_r o

=1 (vl v & 2
downstre )\ﬂ ZIEVRAT &I |20 o oaa RN R | 198
am_band | %% imﬂiﬁij%)\fflz bit/s IP
width BHMERE

(J??Eih‘j]_]:ﬁ'

I'hJL.a )

=1 (vl v & 2

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

165



AR
FFfEr ( SREHRXIE )

12 Wif=

$8FRID fgtr | EiraX NESE | NEXNR AR (15
B E3] SatENR )
upstream | R | iZISFRETFSELT | 0-100% | IR ERR | 1538
_bandwid | &&E | NEXNRE=FE IP
th_usage |fFA | BRYFZEFEH
3 =, Botks

Bfi,

H R ERER

=W saietn/

LAY ER AR/
up_strea | M | ZIBIRBETRIT |20 T aaEELRR | 1558
m w2 | MtWRERF | bytes IP

B—DHRER

HIRLE R ETLY

B (FEiEirs L

TRE) -

Bi: FH
down_str | AW | ZIBFRETF&IT |20 T Eaa AR | 1558
eam mE | XX RAZFE | bytes IP

[=mak S E-SA

BIRLE TR E LY

& (FEERAT

TRE) .

B =

o

Key Value
publicip_id SEENIP 1D
bandwidth_id HealD

ricgs

o  TRHR NSRS, SHEdImEREM):
dim.0=bandwidth_id,530cd6b0-86d7-4818-837f-935f6a27414d&dim.1=publici
p_id,3773b058-5b4f-4366-9035-9bbd9964714a.

o WEEEEITIERET, SHEEJImEREG:

"dimensions": [

{

"name": "bandwidth_id",
"value": "530cd6b0-86d7-4818-837f-935f6a27414d"

}

NFEZTNERENNENR, EREOSEEEENE, AEUSHEYIY

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

166



EMFER

PP (SR 12 g

{

"name": "publicip_id",

"value": "3773b058-5b4f-4366-9035-9bbd9964714a"
}

1

12.2 BEEGEER

Brin=

BRIET R

BEmm. EIEAMIPRIERER.

B EEEENERRIAMNGE .. HRNEE. ANMHREERR. hMEERER
= AMRENHMREFEREIEER.

1. BREEEFIS.

EREL g = EiR, TFRSHE, B ‘EB5HE > =ERRS .
BEREANR “ZRZSEE" , &F “BEIAMIPEER" .
BE RE7 I “BEEREERT , EETERIGEIEAMIPRMSEERFES.

12.3 BIESEMN

Biria=

BIFSR

BiSRESEMN, BRTEEX SEBRSEMRE, KT REUAE AKX
5T, MMmEeEITREER .

1. EREEEHS.

1EREA LRpE —EiR, IHFRSIE, BIF ‘SE5EE > =EBRS .
EEMSHE, &R “HE > SZEIN” .
£ CEENN” RE, SE UIBREENN TN, EFTFESEIEEM
WHATIEL

5 MNS#RESHE, BE “BE” .
BHEMNIRETRE, SAFEMUNESEF~ER, RSB TE M.

MERLY:
BEXTHEEMURER, B2 ( zEiZAFER) .

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 167



EMIFER

BPER ( SERXE ) 13 ERERR
= I ja)in

13.1 B

13.1.1 (HA2HCER?

4 2/E?

AMBERFEGRAE, FARE 7 SRS TFEEHR, MAFPNSFRMENSEM TR
Hlo MEESALUBIEZS DI EIFAE S

RS RFEIIRFI X EHEERTE, EILIRIST A,

EHFEEHRIECE?

1. SREERHE,
2. mEempmiarztan Y, ERKESHEE.

3. BEmEALAEY “My Quota” EFR o
RFgAN “IRSECAL” TUHE

4. EEILTE “IRSBEH NHE, BESNERNSEITRERBER .
WRHRIEEAREH WS ERX, BSERERE, BBl K.

ST ERIEY KECER?

1. BREEEHE.

2. GEREALA, WIE R > RIERE .
RN “IRSSECAR” T,

3. GERAGLA, BE CEETARE .
RIS WE, RBCNER, EHSEXSH.
Hep, ‘AR RSESEERENOASHEEERR.

5. HEESEE, DEGEE R .

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 168



AR
FBFfEr ( SREHRXIE ) 13 B

13.2 EFAB=5FM3E
13.2.1 FAREMABE=?

EHFAB = (Virtual Private Cloud, LATREFRVPC) , A= IRSSZRAAZEIRERY .
BREFEENSENEMNERE, BABF= EXRNZSM, BCREFAIME
HB%O

ERILATEVPCHREN T 24H. VPN, IPHINEES . ToeassmaR4E et . PRI LUSIZVPCH
@ﬂt’;&ﬁ BeENEIMNG, HiTEe. MENNETE, BT, ARTLUBEENXZSE
HNSAEE M= IRSZEEAHITMN, MR =IRZENZ2FRIP.

13-1 P REEH

VPC 2

= A E 0 2 E : A

", ! - & FE= ! ! -’

Ny : W : Ny
Internet H H Intemet

ZE] | : .
lﬂtﬁACL lﬂ”ﬁm- _ _“?T_E_: = :
......... | rFEL P
@) . . HSON -
= ' e | |
- Bl =oa il =ea |

13.2.2 VPC e LA{ERIBRLE I ES: ( CIDR ) ?
EIL,H" EENFAT IPMESEEIRN, ERVPCHIMES . VPCHRERRIIEIREEEELITH

I\\\

o IPHBIIEE: EHWETEEBRAVIPHELE, LS BEMKEFR b,
o IPHELEMIER: H¥BIVPCSEAMVPC, = TFEWESRIOIEER, ERie Pihhse,

VPCZIFHIMER B BT 13-1F7 o

2 13-1 VPC WER

VPCRIE: IPiHSEE RAIPHBLEER

10.0.0.0/8~24 10.0.0.0-10.255.255.255 | 2A24-2=16777214

172.16.0.0/12~24 172.16.0.0-172.31.255.25 | 2A20-2=1048574
5

SASRRAS 01 (2022-10-31) WA © ERFRABIRAE 169



AR

FFfER ( SREIEXE ) 13 EAERR
VPCRIE: IPiBIHSEE RAIPHBIEEN
192.168.0.0/16~24 192.168.0.0-192.168.255. | 2A16-2=65534

255

13.2.3 VPC FM B 25 LUE(S?

o FEVPCZIEMMEEATE, EILREVPCAF IR EE.
o B—NVPCHMFRIMEBIALIE, HEaARERMEACLHIZRERFMLE
2R, BRPINTFRZEREES.

- REACL: EEILURBIRE AR AN T FMXRMBACL, UFHERT
RIEACL, FEIMEACLIIREEIARE . BPAMBE—NVPCHIFRXET
RIHIMAEACL, FHERFMMBAUE, MEBATE.

- =@ VPCFRMEBENLA (AIECS ) WRXKERM, TARLENRN
EEGAIE . BPANIRE— N VPCRNSAXBARRSM, FERFK
EIUR, FEEATE.

UREACIZSARRIFER, TEESEIERMSACURN, A

13-2,

132 —{ VPC R R F IS (E£AME

VPC1 XigA
192.168.0.0/16

FR FR2
192.168.0.0/24 192.168.1.0/24

Z4iHR Z24HR

F2HA

ECS01 EC502 ECS03 ECS04 ECS05 ECS06

FF3 FF4 FM5
192.168.2.0/24 192.168.3.0/24 192.168.4.0/24
ZRIEA ZEiEA
ECS07  ECS08 ECS09  ECS10 ECS11  ECS12

SCA%hRA 01 (2022-10-31) IS © BB AGIRAS) 5



EMFER
FBFfEr ( SREHRXIE ) 13 BHiaR

& 13-2 = VPC AR EFMiEEH=Ri1%
MZEETR | NEREEE RIS (EIEREER
AEIFMLZE | FRRKEAME | o FRIMEZBIAGIE: FM3FIFMIFE

Bis ACL BXRIZRACL, BRAFM3FIFMAMKEE
SCIXEERI % &
248 o FRIAISLAEIMLRBAIAEIE: ECS07.

ECS08. ECSO9FNECS1019kExtL 44
A, BRAXLLECSMEZHIE,

FRIXEEEN | o FRIMEIAGRE: FMIFIFM21IX

£2ACL EXRIZEACL A, BRAFMI1F0F M2k
ShIXBARE | B
248 o FRIRLAIMLBIATIE: FM1HH

ECSO1FIECSO2KBXLZEHA, FM2W

AYECSOSFIECS06XEXL£4HB, AR
2EANZLEBRFINBOBEMNIET, &
E%Z2HERAIECSHLEAE, LELINECSO1

FNECSO5MILEAIE -
FREKBEARN | FRPMEBIATE: FM1XBEMEEACL
#2ACL A, FRI5EEEMLRACL B, BRARMLZRACL A
FOMIZEACL BRI IOMGEIIRAS, FR4170
FRISHIPILEATE o

LERTF M AIE, RIEAEFMAECSE
BETE—%22HE, NEHFE,

—NFMRE | SLAIKEARRZE | FRASLEIMEEOARE: FM1HEY

= vz | ECSO1FIECS02kExZ££HA, ECS037FN
ECSO4XKEXZ 4B, AT EHANIZEA
BARSIIMOEMNIAT, BMEER—NFM
A, FEIZEENAIECSMERE, LLil
ECSO1F0ECSO3MLEAIE o

13.2.4 FRR]LAERRIME 21T A?

FRIEMVPCHEISAIIPHBLELR, VPCRIFBRIFARMEZEIE: 10.0.0.0/8~24,
172.16.0.0/12~24%01192.168.0.0/16~24.

FAIMEEIXESEE R, BFRAYEIEEE IFMErEVPCHERE~28,

13.2.5 FRAIREIZS/D?

— MEFRILABIEZ1000FM, WRTEHESLIRHR, ALARIST AR, BisT KX
AN S E (A BEH? ©

13.2.6 RHFAE =M FMTEEMIFR, AHTLIE?

EIFAEZAFMEE B THREMRS ZRERMSHTEMER, FEEREESS
FRRMER, MERSREMMEZAMFMRIRIER, R JLMREUMAE =T
Mo AAENERMIFARIMIMERE S IRBR G AR ES, BAUT:

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 171



AR

FBFfEr ( SREHRXIE )

AR =g

o HIERFX

o HIBREIFIAES

MIpEFMEHE, EALUSERI3-3, WREEEHEGIETER, RIEXT AR

R,

& 13-3 FRMpRISIE

BRER | BE QR
EHRIRT | EAKSIREME | EERRKSEER NSRS, B
E FREIIR. SRR E .
FRREE | FHXHOBEE | BOETMAROBEET, WREEY S
UEHEFTE | P BT B |5, ST,
F, 555 | RERLATEER 1.8 & 9Pk, EENE
sEEEHIS | MR B m s IR, WERERT
PRSI | BSsEs0 | mismmvesmmsE, BSUBRES.
ZM. o FENF
o P
o NATKK
FRFE | FRAGEENP | EEMRTRAEMPEILE, SHSim
P 5 | il =y
I B85, &S MMBRERIIPHEL .
AT BT, 752 DML
FEHLLIPHELE
BT
Wo
FRETE | FRONMEPY | BEEFR CPRIEE RES, SEPY
PriHE | ABARGA, B | HEORR, ETSER S RRIPHRRSAIE
M, WA | AP | A, COILAEHERIR, EMZAAE P,
FHTE | T, BB TR
AL IPE 1. EETRRIPHLBRNSE, BENEE
il FRPIPHLHAIRE. .
° 2. TERABIPHBLLZIZRT, XITFoRB{EFAYIPHE
i, PREBIRAD B .
0
ERERRFAG P, ARFEFABIPIIRE
bR, FEMBRSNANRIRSIZIR, BMRcF
BT, RIS .
FRRIE | FRDHBEERR | BT RN RIS SRS
FEER, | SEECSHEWMR | REIIHELEE, BISTHRTR.
RECHIE. | HIELBIEF.

%ﬂ b£75i%, FENEEFHIRFNRNZRS
iR

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

172




EMFER

FBFfEr ( SREHRXIE )

EREE | EH QMBS
FRRGE | FRERBERE | SN ERTNE M ARIGELRE, B
1o | AEELBIER, IR T
M, Faeh M55, S NEEFNIZRRNERES
P o
FRENAT | FREENATRE | iSEMSEREFRENATRES, S5t
XA, | (. 7R,
AeliR WiETE, BEREEHMETRANEES
B,
FRIEERE | FRNEREMSER | SEEFM “IPHIMESERES" th, SEPH
b, T8¢ | SWESH. HHGFRE, HRIEIPHEHHE AR R EIR RO RS
MRS . EHTHISS, B TER.
1. BEFRKIPIIERNSE, BENEE
FRIPIIPHEHEOFEIE .
2. IRIRIPHBLIMEOFEIR, BHIIRISIRS S
.
3. REIEWFSER, NSERETNGEE, A
BB AN FR .
IR EIFABE =

BBREIMFAR 2R, TEHFRECENFTEIVAEZRFM, EFJLISER13-4,
MEREEEHIARIERER, HEIRINAVRRIELIE.

x 13-4 EFAE =R TGE

BnER | FE B F5%

ERORIRT | BROESIEEM | BEHAKS SRR NEHKSIENE, B5

ol EIFERION | SiHBREAES.
I}EO

VPCRTFE | RIGAERIIEE | SEMMIEEIEE L ISHE, S5

BEEH, B | RAPEEAENE | MRERES.

FRESIIRGE | B 1. EEIEVERSIRS, BE BEEE” FIN

LIFBIVPC RIBYRIFHBHEE .

zmggg HEN IS ERZEFIZR TN .

e 2. MR EENIRERRTTE, B2 M.
EURAERERE | CEBEARTARSENAT, THRERE
RS ER. | T RS FMIR

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

173




EMIFER

FBFfEr ( SREHRXIE )

BrEE | ER IEEE

“EBReexd | BEAB=EHL | BEREREPANER, BERIERTRE
VPCHATH | NERIR(ER: ¥, BEENNMREIE. F5EUTHEHTH
E?}?T'%VE” G o FN BR:

o

o MFEE

o BEMIEHE

o fHERT
o MFRYIFER
o MFREREEZ

VPCEAR | BVEREEHE | CESESSHRHaT, SHEREIRX
SHMEN | SEDCRIRIINE | FMis.
W%, &% | .
MR R
EEE.
VPCEE | EMRESEHE | CEEEENCRNSRath, SR
VPNRIZE, | VPNRIZ(ER . VPNRIZEFEIIS .
B
VPNRIZEIS
St
ZELAE | ENVEECHE | CESCREREHAT, SHEFREE,
FWSIEE | EECCIER. FBERERRNEMAEES.
15, Tk
1R
WRSE— | SEMREIRE | GREEERLAIER, MISFENEEYR
4\\;:%51, Wg%ﬁ—ﬁ‘xﬁ% 24, SREFNRENRAES.
BEMR | FAE=A, BE s, EEMRELE,
oy e | ik, WE TR eE
MEENREA,
G
IHAMNFEMIFREE
NZ&H, BFRA
default BN L £4H
TENEAFAE =HY
AR o
WRSE— | SEMBREINRE | CEEERMEANIPIIETS, BRI
ANVPCHY, mgﬁﬁ—wﬁw ARIPE, SAEHMRELFAEE .
BHEMSS | AR, BEE | mypss, Ba s M
Bk A e | s, B2 BRI =R 8

BYSRIE 2 1P
HE,

AU RMIP

13.3 FRMELR] IP 3

13.3.1 — AR IP ATLAS T e = IR SS 28 ?

— R RMIPREEHE— MR IRSS 2R ER

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

174



AR
FBFfEr ( SREHRXIE ) 13 BHiaR

— NN IPASTIFEIER A S NR R IRSESFER, B ANMIPFE M =IRS
BERWRER— X, WNESLIVPCHEEA XIS =N HZ 8 AN IPRIERE
NATRX, EZATBESN ( NATHEAFIERE ) -

13.3.2 SHTEI SR EHIEBERIE LM IP RIS IERARSSRE?

HREEMRIRSSH=NZ N, SN RS SECIERINGEHSINE— N Z2E
F, Z2HKINnternetXIARIBHIEIRZE1EAT(Linux SSH “TCP22” %M. Windows
RDP “TCP3389” umOf&4t), FRIABEEZSHPRINXIMAINTS N, FEEMIb
RNz = RSSEE .

AEZEHEMNIZE R E AP e RYESLIRERIEIETCP, UDP. ICMPIRALZEEY,

o M ARIRSEFERMBIAMAILILRNIRSS, FEEHISRIZIRSHIXT IR
IPiBIERT, NG ZEERNAVRENNEREHE EIZIPHEITAIRES .

o M ARIRSFBEFEIRMBANAILULITAIMRS, FHEAREEILRIZIRSSHIXT iR
IPHBAERY, BIGZREEMNATRIMENNR &R EAIARIERZ0.0.0.0/0, BiEIAE RN
MBSz,

IRIEHEIR B FEAIARIER0.0.0.0/0, FRRAVFFIAIPHILLS A% £HRRIEEZIRSS

[=1=Ne}

o EBARAMILIIREAEERRSZ RO BT ENZEAH,

13.3.3 AN IP 2B T B ERR M =IRSSEE?
<5,

ERILASEIS SR A I PSR = ARSS 28RS0, dITUMRENESE (BIE R AMIPEFE
) P “REPEFIRAGE M R ARSS SRR ARMIP”

BISEILARIPAE BRI RIRSE, TIEBSS (BIAMIPRFAEE ) &
O “ RN RS SRR AP

13.3.4 3R IP BESHFEXIESE?
M ARIPRSFERESNE, M ARIPHIEARUAER— R,

13.3.5 380N IP 2 E ST X 15?
SEME AR PASZIF AKX 5,

Blan: EXIFARISEEAMIP, SHXIGBFEEEIEAMIPEY, FEEERISXIHARISEM
AMIPERIIREIXIEB, FEAEXEBEHHIERIEAMIP,

13.4 JWEEERESE
13.4.1 — PP LASIEZ /DI ERE?

BEFEZEBE— P XKEVPCH, SAULEREFSEORIMFE, BREER
EREELEH? .

o HEMKFPHIVPCHEERE: T— XA, ZAILISIEVPCHFEENE, ALK
[iGEIak:

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 175



AR
FBFfEr ( SREHRXIE ) 13 BHiaR

o ATEKPHVPCHFERE: T 1TKIEA, EEZRIVPCHFEES SBANGIKF
RAYECER . LT FESINEHNVPCIEIEE SRARAGIER, F~aRESZHI
[T

A LAEECRCEEI RN ISR TIVPCRIEERE, LLUIKSAFIKSBAIVPC
MFEE, WSAMKSCRIVPCHEFERE, WSAMKSDRIVPCHIFEES, 1
ZRSHERS .

13.4.2 WFEERE T LUEEARE XIS VPC?
VPCH S R AREEERIRKEIVPC, RXISEERRREHIVPC,
TR, BT 3-3REEMERR, RGN B SO RAR.

o HEXIFAR, FEIFEIVPCHBIFVPC-AFIVPC-B, VPC-AFIVPC-BZ BIMLEAE o

o BHYNSZRRSSEEECS-AOTFIECS-AO\/FVPC-ARY, HiERZERRSSEERDS-BO1F0RDS-
BO2{i,FVPC-BA, ATV SBARSB EEFIEIEEIRSEMEAE,

o IBEETLVPC-AFIVPC-BZ BRI E1EEPeering-AB, EIEVPC-AFIVPC-BZ (8]
BRI, LSRRGS ERRATLAG SRR SS2S

13-3 WEHERHANTEE

& ©

VPC-A-[X1A VPC-B-[XIA
172.16.0.0/16 172.17.0.0/16
R EREWebiESE LA BAWebIES S
! subnet-A01-172.16.0.0/24 i i subnet-B01-172.17.0.0/24 i
i @ L vPCHBEE |
1 I ~ . h 1
' ECS-ADT VPC-AR&HZE ! peering-AB i VPC-BEEEE

| RDS-BO1 i

; Bl | F—# | | ; Bmiet | F—w |

" @ 172.17.0.0/16 | peering-Ag | | " &j 172.16.0.0/16 | peering-Ag | |

1 I 1 1
I

| ECS-A02

13.4.3 At AN FEREIZ G ERE?

)RR
RISHEREOERE, AikVPCRITHRVPCRIEREIE .
AFE B

[EERHFEREIEEN&R13-5, LTHIERRRERERSIEREITHR, 2SN
SR FEREERRRERE, MRS RERERAYRE .

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 176



AR
FBFfEr ( SREHRXIE ) 13 BHiaR

% 13-5 HIEBR-WEIEERE

F | TsEEE QL TRfE NS
g
1 SEEEPARIRVPCHIXTIRVPCNERE | HXEEEPAinVPCHIXTiRVPCH
= Eﬁ%%ﬂi, iﬂ‘%‘%rgg?“jz%ﬂ,
—— N = QBT A S M S A
[ VPClX_XIEXEE., E?nﬂ?m%gﬁa VPC*DX{]‘iﬁ"%VPCWEQE%O
o VPCMERES, HEfDFMES.
2 TR IR AR EEIR LB FIEZARHERCEE IR, &
n e s == SRR EEEIME RET AL
; U VPCEOXTumVPC J | o RN
" R mVPCHIXIIRV PO éﬁéﬁéﬁﬂ’ &ﬁﬁ%ﬁamﬂ‘
i RS,
o RISHEREEIEITRREE. =
o WF=LEHM=TEHEREN, &
SEEZRHESII=ELk . VPN
HANBENIESE .,
3 | MEmEEE BE NSRBI,
o KMBETEEEENECSEZEEMUEE
A&,
o B RIRSSEEM-RAYPL KIFHLC
%O
o NEXFERIEBAIFMMLZEACLIL
IEES TNz
o MWFBMRAGEMZIRSEE, B
S = AR S5 2SN EPRISR IS IR A EC
%O
4 B IRSZIEEAMEINGER R 152 =R S E A MEINEE
B8,

IFEEiERERARR VPC fIXdi% VPC MERES

VPCHIEREBRIER T, BZRNEHPRSEISERAEN, BIFZR13-6/
o

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 177




EMIFER

PR ( SMERXE ) 13 & DU ja)ER
% 13-6 YWEEiEdh Al VPC FIXdis VPC MERES
B =i5AA Sl BRGE
VPCHEREE, HE | AMEWE13-4FR, VPC-A | FAIHERAVPCHHSEZE
EFMNES FVPC-BMERES, BLEFM | 1%,

EL=

e VPC-AFIVPC-BHUMERE
=, 197910.0.0.0/16,

e VPC-AHAJFRSubnet-A01
#OVPC-BAAYF M Subnet-
BOTMERESE, 194
10.0.0.0/24.,

e VPC-AHRYFRISubnet-A02
#OVPC-BAAYF M Subnet-
BO2MERES, 195
10.0.1.0/24,

A5, VPC-AFIVPC-

B LAY FIEEE
B, IBEHTALIMES

DFMNES

VPCMEREZ, HED

(AMELNE13-5077<, VPC-A

FVPC-BMEREZ, BEfHDFM

e VPC-AFIVPC-BRYMEREE
=, 197910.0.0.0/16,

e VPC-ARAJFRSubnet-A01
FIVPC-BHRAYFMSubnet-
BOIMERES, 1954
10.0.0.0/24.,

e VPC-ARAYFRSubnet-A02
FIVPC-BHAYFMSubnet-
BO2MEEAEE,

o TiXtIZIE@mEVPC

P ERRIRS i 1%
B, SFEEL
ZEIEVPC-AFIVPC-B
ZIERIEEBMIEE

B LABIERE[@FMRIRTS
FiERE, WHEEEMIR
BIFRNERA BB B E
E2FM . AXREIF, XF
FIEETLUEE M
Subnet-A02FISubnet-
BO2Z[BIRYMILE, 1F4H
B ERZEENE
13-6,

MAERRAS 01 (2022-10-31)

WRIERE © HERRARBIRAT

178




AR
FBFfEr ( SREHRXIE )

13-4 VPC WERES, BLEFNES(IPv4)

VPC-A VPC-B
10.0.0.0/16 10.0.0.0/16
Subnet-A01 Subnet-B01
10.0.0.0/24 10.0.0.0/24
-
ECS-AD1 .+. ECS-BO1
Subnet-A02 Subnet-B02
10.0.1.0/24 10.0.1.0/24
ECS-AD2 EC5-B02
13-5 VPC MERES, BEfHDFMEE(IPv4)

VPC-A VPC-B
10.0.0.0/16 10.0.0.0/16
Subnet-AD1 HFEER Subnet-B01

10.0.0.0/24 ' > < ' 10.0.0.0/24
|

ECS-A01 EC5-B01

Subnet-AD02 Subnet-B02
10.0.1.0/24 10.0.2.0/24
ECS-AD2 ECS5-B02

HVPCHEREZ, BN FWESE, BoILEMRAESNFWZEEIIXNFERE.

B9 BIFESubnet-A02F1Subnet-B02 2 [BIRIRTEEIEE, HMEWNE13-6F~, IKH
NG EREENEI3-7,

SASRRAS 01 (2022-10-31) IS © BB AGIRAS) 75



EMFER
FBFfEr ( SREHRXIE ) 13 B

13-6 VPC EREE, EiDFMNES (IPv4)-IEffEE

VPC-A VPC-B
10.0.0.0/16 10.0.0.0/16
Subnet-A01 Subnet-B01
10.0.0.0/24 10.0.0.0/24
ECS-AD01 ECS-B01
Subnet-A02 Subnet-B02
10.0.1.0/24 10.0.2.0/24
TFIERE
@ " @
ECS-AD2 EC5-B02

% 13-7 Subnet-A02 1 Subnet-B02 Z @93 TE %R

IHZE Brottht | T—Bk ERERIAA

VPC-ABJEE | 10.0.2.0/ | Peering- | fZ£VPC-ABIREEIZRSP, HINBERYHELES

A% 24 AB Subnet-BO2FMME, T—BkiEmPeering-
ABHIEEH

VPC-BHYEE | 10.0.1.0/ | Peering- | 7EVPC-BRUIEEIZES, FINBAYMbLLS

A% 24 AB Subnet-A02FMME:, T—HkfgMEPeering-
ABHIEEH

N EIEZIRRECEREIR

MFEZCRTRE, ESEEENFERIEH, EARVPCAIXiRYPCRIIRHZR IS
BRERNER, 1BEINER3-8,

& 13-8 WEIEZIRHE BN EIN

AR EREI WHET5E
AR VPCRIX IR VPCRIER AR NSRIERAINEEER, BSELUTETHRIRN
&, BEEAMNEE. EERLSE:

o SIEARIMKA TR FiEE

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 180



EMFER

FBFfEr ( SREHRXIE ) 13 BRIa
AR EREI EBT5E
MEMNSEZBRITTIERSIE | MRBHBEOMITREER, BEEENF
o R R Z DR ERIhE

o EARIRKVPCAH, HKERHANE
AOBHE R A XS imVPCAIM
B, FRIMERZEIBXAIFATR
IPHEdE .

o TEXJIRVPCA, 1aEIMAAIE
RYLtbIER & 97wV PCAIN
B, FRIMEREEEXRITAR
IPHtBAE

MF=LEHNZTFTEBIEAN, 8 | EENFEEMRAIVPCFEABVPN/ZESE
MEFEEZEBRAEEMNREL. VPN | BR, HIERBEMNT—HBENEIES
IRERYERIMIIES BE,

NREBFAERIMIIES, ZMIFEREAREN,
IBEMAIMESEES R

MR ETEIR
1. REREBENERSENZLANNESREER.
- NRCEEBENSRSSHUTRE—RLMER, MHREREE.

- NMREFBEBRICRSZH[/CTARNILZEERN, BPAGFEEZZHEHIIAN
HENF, FNEsinEe 2E280N, BADEsEsIZEERkER6

2. MGERRSHRM-FRIXIERE.
FEWALXERASEERE, SUFZHERXERN o
3. MEMNFEREBRIFRMNEACLIINZSECEIER.

AT EIE S R FRRERERERACLES,, BN EERENESIERE SR
MIZEACLELN ,

4. WTFEMRITIRSSE, MERRSH[ARIRBIERARE, HFRERPAREINR
NILECEERISEH, NSBEERIMNRAL.

RIR=IRS AR MK eth0Fleth:

- ethORIIPHBIEF192.168.1.10, FREFMAIMAK9192.168.1.1
- eth1fYIPHbEE/9192.168.2.10, FREEFMAIMA/9192.168.2.1
DRHITLUATSS:

- ping -l ethOBJIPHELE ethOBFHEF IR g ELF

- ping -l ethT49IPHELE eth 1B 7EFRIAIPIFE1ELE

Sl

- ping -1 192.168.1.10 192.168.1.1

- ping -1 192.168.2.10 192.168.2.1

MRMEBEEREE, HBRSHS TN REHEELES.

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 181



AR
FBFfEr ( SIEHRXIE ) 13 BiaR

MR IRFRERNBINETE
1. ERX=RSEE.
2. KEBEURIRSENTEEEEIERSECEIPHBL,
- Linuxz=BR$3E: i TmpSifconfigakip addressEEM-EHIIPIEE.,
- Windows=fg552%: EERKIGHE A cmdFfiZEnter, ITHBSHAE, #
{7p<ipconfigEE
ERBEDECRIPHELE, SMETSIRBS .
3. KMBERRSEAEFMNIMEAEET ping@E, BRARKEEHEREIERE.
a. TEEM=IRSEEYIERY, BERIRSSEAIREEE.
HA=RSEFBR,
b. ERRFBEFFIBER, BEENE=EIEE,

HENEMFABTIIR

¢ TEERMINERIIER, BEEIMFAERXINA “FRNET Bk,
HNFMFIZE

d. EFMIIER, BEFNSIREE.
HENFRIFBI .

e. IEIE “IPHEUIESTIRY TUES, EEFFMAIMKIIL,
f. WITUTHS, KENXBEREIER.

ping Frypgithlt

#<$RA: ping 172.17.0.1

13.5 sk

13.5.1 FREAIIRECEREZ/)?
e AYBRIESE E 9 1 Mbit/s~300Mbit/s

13.5.2 FHiaHYSEEIFIELLE?
e RS E LR, MEGE R T — R AN IPETIRER, =7
Tl LT Z NI AR I P I TEFRIE .

13.5.3 S LIE FEEFRE(MTAXKEK?

T e Abps(bit/s), RABMEMAI THBINEL . TEIESREPHBps(Byte/s)&
™, RREIMERNF .

1Byte (=5 ) =8bit (fi7 ) , BT EERZE="5%5/8

@5 1MESEENHS 1 Mbps=1000Kbps=1000/8KBps=125KBps—iRIER T, EEEIESE
HARIE (IFEV4EE. MESEHRE. JRFERBER. MNESIEIRE ) , SCiRERE
—RRNFIRPRE

13.6 L5

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 182



EHIFER
FBFfEr ( SREHRXIE ) 13 BHiaR

13.6.1 VPN Z#FEE1 VPC BEHIENS?
MBFAENVPCAFREI—XIFEA, sTLUMERVPCHEEREEE.
MEBEFANVPCUFARBXI, aTLUEGVPNEE, £ 3EXFEANVPCAICIDRIEA AR
FRIFDITIHF R

13.6.2 BMRIRSZEEA BN M-RAET, AOFLiEELEZIE 2R K

uh R = HPRIAEBEEE?

AES T MRIGEERIRSSEE, WREAM-RXIRAIFRFRIDNSIRSS 2=ttt AL E A
—HE, BZRERRSJETENE MRS = PRIREREE o

ISHREIUFAB RIS F R PRIDNSIRSFUECE —5 . ERILIBTIUTER,
IBXUEIARAE = FMAIDNSARSS =5

EXREEEHA.

ERGER, ®F WL > BUMER .

FEEMSHE=, &R “ERAER > FM7 .

FErmoES, BEFEEKAIFMER.

FEFMIFIER, 1Ee0FMDNSIRSS&RIIE

BE R, TRIES.

1 3.6.3 Hﬁﬂﬁﬁﬁ BE X EBHRFEEAR 1P BiEEIMNIETE IR 2
A7?

o v A wN 2

SEPE M IPRIM SRS T VPCIRFZRPAIB E X ISH . A0 :

[RANVPCESEFRHFAE—FREEXIRH, BAYbIEGARRE (0.0.0.0/0) , T—BtJH
NATRIX o

WNERVPCRIECSHIE TEIP, £TEECSHIEMNSNAMERRISIZIZH, HEKERET
VPCIERFFHIEENIER, IHESHREZRAZEEIPEAN, TiEIRIANATHE,

13.7 IBRAE
13.7.1 BBABAFTLIE VPC FENE?

BERRATLUEVPCFE

ERE—RIBEMNER, REFETEANVPCA, ﬁH?II%UVPCljﬂ?ﬂE’JHjmg
;Q%;%VPC_JU\E%AE&E% BF— 1 EOABBZE, SETLUREFREENX

VPCHRIENFIIERL KB —MZER, — N FR—RREEXRBK— P IBHARE, B—
MRHEFRT AR REEZS N FR

13.7.2 1 NMEHRETLUFES/OEER?

BMIRHREOARTLIFE200RK8H, SATERHAMINSERRHSEIRE.

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 183



EES
RIS ( IR ) 13 B
13.7.3 BHAKRETARSI?

o HSNATAEMRIRZZEEHNE “ERIPAIMACEEE”

o REXRPEFRHEENERIMIIE—, Tl #REiZVPCTRIFAR P
SEIIP, BN, BERERAZER.

o [EHUPIERT—BblE, 1ZVPCTRIENNIPHSERIE LM IPERS KRR
13.7.4 [@—1 VPC T, EELNBENBRHARABMAIKTERK?

TEABENBHERBREST R, FeHIBRNERRS

13.7.5 [E—1 VPCF, VPN HIBEM BN LRETA?

BE X BEVPNIR R ZEE

13.8 €%

13.8.1 TELZLAMNFIMLE ACL IR}, BEBENEERELH4
8?

o RRAFHERRERIFNIHBLPRERESS, \DRZEARNEZE, 33
FEEREMAEN, HHERZEERNAIEE, FLMERZAKIERE, IXIH
EESTAERRER
SEELZEEMEMN. MR, BN, SEELZESERRIN. BHLORS, R
S=BMBERZLZEERRELEING ERNEE, FHEEIEIT:

- HBEALEREZEUMNEE, EEZANKERESETT. FIEANSRIREIZR
BEIETEE, FLEHNREENG RN,

- HEBEREEUAERE, EEMAKERTISETT, KIBERREREE
AN, A EREMEIANERE, BeLEHIREELF RN,

o MEBACLERERIRFERIMRIEHLAIRRERSR, ABEMETSRMEACLIN
RETE, MEEREFSILNEL
SIEEMSACLRIEN . PR, EFAMN, SEEMBACLAIN. BH-FRET,
RAABGE/EHEERERZANEE, BEZANSEREFASITT, KIBERREMNE
AJCL%)"JNUO AN E/EERREFEIANEE, BRILECHTAIMESACLE S @M
Ul

NiERAS 01 (2022-10-31) IRIERE © LA/ ARBIRAE 184



EMIFER
FBFfEr ( SREHRXIE ) 13 BiaE

ikl

JWTFEBANSIERE, REWHRE, 7A@ TR, SEBITEERENE

LATEIE, 7SR IOEZFFICEFAIN . tban, XFEERIIAYICMPIMUSER,

?ﬁ%%ﬁiﬁ, SEBIZHANNE30s/E, BB EEFICECHAOMN, 1£48i5 A8

AR

o REMMXANEEIRIZZWATEARE, tbilE@ OERIRESITCPIMGEZEZ(LATE
=600s, ICMPIMYELRTER30s, IFFFRTCPFOICMPRIE LMY, AR NAE
R TR, EZEATER180s, MRRARRHEWEITIRX, 5—1MHEEiR
BIEIRS, NEZEE(ALATERZE30s,

o TCPIMANFARIRES FRVEZZWITEHEAHER, LLINTCPiEELTF
ESTABLISHED (EZC#E ) IKEHT, EB(ATEIRZ600s, ZbFFIN-WAIT (ZE#ZED
BRI ) IKESRT, ZEETER30s,

13.8.2 At AT EMRE £H?

o ZEROVBNEAZEHAARATIFMG, BAREHZTIRAdefault,

o SRPHECKEKEHMIRSSSLOIRT, tHIIRRSH. =B ZHEES, IR
SHETENR . BEBLOINZ2EBPRLE, ER=EMREEH.

o HLREAMFH “IRibIL” E “BRUMNE" , WRIIERMZ2EIMN FET,
b2 £ ETEMPR .

BEWISZENE SR, ACERSLTIRZLE,
i, Z22tfsg-BERE—S RSB “TRiblt” BEARSEsg-A, NEES
BIF el & Easg-BRTIREHIN, A ATEUMIRsg-A.

13.8.3 BERRSHRIMA\LZ AL GEETELEH?

Al HENBEERREZFFEERE, EN-REMIBEOSEENZEH,
13.8.4 ZEEIMEXNZ2AHEEANETA?

RAFEERIETIRSS S

TFTPHPREFERBHIER DA S CENEEN Y, HAFERRITFTPTFRERR
£, NEAFPERTEEHIEBEIRONTFTPREEX Y, BNAFREE—NSEHM
SRV MRS E

RARZ£EEkE

BFREREZ2E6%9%00, RFPETFTPERNEREE R CEEETELZSHL;

( RFC1350 X TFTPHMY, TFTPHMYENX 7 HIE @ ERIKSEE (0, 65535)) ; —
A RN BRI TFTPHFIZ LR EAS(FEREEAN(0, 65535)in[CRMEIEEE DR
O, HBTFTPHFIEFAE, HEERAPTFTPFFERERRNROEE.

SASRRAS 01 (2022-10-31) WA © LR ABIRAE] 185



AR
FBFfEr ( SREHRXIE ) A ZITIER

A ZiTieR

y=Zig=):1 1E05A8
2022-10-31 NHEABEHA:

o FMEEMEANIPREESIFEEHENEERIRSEE? E15,
o FMZEMAMIPRESIFEXIHIMPE? =15,
o FMETHEAIERIFML? B,

o MEFERS LETHEXREMHAXER? &5,
o FBERMFCILABVPCEER? B,
2022-06-07 AR EIHBIT:

FEUTET, BINP6ASE:

o BIEEINAB=IFN

o JEHFABE=CIEIRIFM

o EIRIPVA/IPVEIELRILE

o HINZZEHMN

o REFEFIMNSEZLLEHMN

o SANMSHZL2EMN

o RINMISSACLARNY

o (ERIMEBACLEINY

2022-04-12 F—IRERXES -

SASRRAS 01 (2022-10-31) WA © ERFRABIRAE 186



	目  录
	1 产品介绍
	1.1 什么是虚拟私有云
	1.2 应用场景
	1.3 VPC连接
	1.4 与其他服务的关系
	1.5 基本概念
	1.5.1 子网
	1.5.2 弹性公网IP
	1.5.3 路由表
	1.5.4 安全组
	1.5.5 对等连接
	1.5.6 网络ACL
	1.5.7 虚拟IP
	1.5.8 区域和可用区


	2 快速入门
	2.1 典型场景说明
	2.2 配置无需访问公网的弹性云服务器的VPC
	2.2.1 简介
	2.2.2 步骤1：创建虚拟私有云基本信息及默认子网
	2.2.3 步骤2：为虚拟私有云创建新的子网
	2.2.4 步骤3：创建安全组
	2.2.5 步骤4：添加安全组规则

	2.3 配置通过弹性公网IP访问公网的弹性云服务器的VPC
	2.3.1 简介
	2.3.2 步骤1：创建虚拟私有云基本信息及默认子网
	2.3.3 步骤2：为虚拟私有云创建新的子网
	2.3.4 步骤3：为弹性云服务器申请和绑定弹性公网IP
	2.3.5 步骤4：创建安全组
	2.3.6 步骤5：添加安全组规则


	3 虚拟私有云和子网
	3.1 虚拟私有云和子网规划建议
	3.2 虚拟私有云
	3.2.1 创建虚拟私有云和子网
	3.2.2 修改虚拟私有云信息
	3.2.3 管理虚拟私有云标签
	3.2.4 获取虚拟私有云的ID信息
	3.2.5 查看虚拟私有云拓扑图
	3.2.6 导出虚拟私有云列表
	3.2.7 删除虚拟私有云

	3.3 子网
	3.3.1 为虚拟私有云创建新的子网
	3.3.2 修改子网信息
	3.3.3 管理子网标签
	3.3.4 查看并删除子网内的云服务资源
	3.3.5 查看子网内IP地址的用途
	3.3.6 导出子网列表
	3.3.7 删除子网

	3.4 管理IPv4/IPv6双栈网络

	4 路由表
	4.1 路由表和路由
	4.2 管理路由表
	4.2.1 创建自定义路由表
	4.2.2 将路由表关联至子网
	4.2.3 更换子网关联的路由表
	4.2.4 查看子网关联的路由表
	4.2.5 查看路由表信息
	4.2.6 导出路由表列表
	4.2.7 删除路由表

	4.3 管理路由
	4.3.1 添加自定义路由
	4.3.2 修改路由
	4.3.3 复制路由
	4.3.4 删除路由

	4.4 配置SNAT服务器

	5 虚拟IP
	5.1 虚拟IP简介
	5.2 申请虚拟IP地址
	5.3 为虚拟IP地址绑定弹性公网IP或弹性云服务器
	5.4 为弹性公网IP绑定虚拟IP地址
	5.5 删除虚拟IP地址
	5.6 关闭备弹性云服务器的IP转发功能
	5.7 关闭弹性云服务器网卡的源/目的检查

	6 访问控制
	6.1 VPC访问控制简介
	6.2 安全组
	6.2.1 安全组和安全组规则
	6.2.2 默认安全组和规则
	6.2.3 安全组配置示例
	6.2.4 管理安全组
	6.2.4.1 创建安全组
	6.2.4.2 克隆安全组
	6.2.4.3 修改安全组基本信息
	6.2.4.4 删除安全组

	6.2.5 管理安全组规则
	6.2.5.1 添加安全组规则
	6.2.5.2 快速添加多条安全组规则
	6.2.5.3 修改安全组规则
	6.2.5.4 复制安全组规则
	6.2.5.5 导入和导出安全组规则
	6.2.5.6 删除安全组规则

	6.2.6 管理安全组关联的实例
	6.2.6.1 在安全组中添加或移出实例
	6.2.6.2 更改弹性云服务器的安全组


	6.3 网络ACL
	6.3.1 网络ACL简介
	6.3.2 网络ACL配置示例
	6.3.3 管理网络ACL
	6.3.3.1 创建网络ACL
	6.3.3.2 修改网络ACL
	6.3.3.3 开启/关闭网络ACL
	6.3.3.4 查看网络ACL
	6.3.3.5 删除网络ACL

	6.3.4 管理网络ACL规则
	6.3.4.1 添加网络ACL规则
	6.3.4.2 修改网络ACL规则
	6.3.4.3 修改网络ACL规则生效顺序
	6.3.4.4 开启/关闭网络ACL规则
	6.3.4.5 导出/导入网络ACL规则
	6.3.4.6 删除网络ACL规则

	6.3.5 管理网络ACL关联的子网
	6.3.5.1 将子网关联至网络ACL
	6.3.5.2 将子网和网络ACL解除关联



	7 对等连接
	7.1 对等连接简介
	7.2 对等连接使用示例
	7.3 创建相同账户下的对等连接
	7.4 创建不同账户下的对等连接
	7.5 获取对等连接的对端项目ID
	7.6 修改对等连接
	7.7 查看对等连接
	7.8 删除对等连接
	7.9 修改对等连接路由
	7.10 查看对等连接路由
	7.11 删除对等连接路由

	8 VPC流日志
	8.1 VPC流日志简介
	8.2 创建VPC流日志
	8.3 查看VPC流日志
	8.4 开启/关闭VPC流日志
	8.5 删除VPC流日志

	9 弹性公网IP
	9.1 为弹性云服务器申请和绑定弹性公网IP
	9.2 解绑定和释放弹性云服务器的弹性公网IP
	9.3 修改弹性公网IP的带宽配置
	9.4 导出弹性公网IP列表
	9.5 管理弹性公网IP地址标签

	10 共享带宽
	10.1 共享带宽简介
	10.2 申请共享带宽
	10.3 添加弹性公网IP到共享带宽
	10.4 从共享带宽中移出弹性公网IP
	10.5 修改共享带宽大小
	10.6 删除共享带宽

	11 审计
	11.1 支持审计的关键操作
	11.2 查看审计日志

	12 监控
	12.1 支持的监控指标
	12.2 查看监控指标
	12.3 创建告警规则

	13 常见问题
	13.1 通用类
	13.1.1 什么是配额？

	13.2 虚拟私有云与子网类
	13.2.1 什么是虚拟私有云？
	13.2.2 VPC中可以使用哪些网段（CIDR）？
	13.2.3 VPC的子网间是否可以通信？
	13.2.4 子网可以使用的网段是什么？
	13.2.5 子网的限额是多少？
	13.2.6 虚拟私有云和子网无法删除，如何处理？

	13.3 弹性公网IP类
	13.3.1 一个弹性公网IP可以给几个弹性云服务器使用？
	13.3.2 如何通过外部网络访问绑定弹性公网IP的弹性云服务器？
	13.3.3 弹性公网IP是否支持变更绑定的弹性云服务器？
	13.3.4 弹性公网IP是否支持跨区域绑定？
	13.3.5 弹性公网IP是否支持切换区域？

	13.4 对等连接类
	13.4.1 一个账户可以创建多少个对等连接？
	13.4.2 对等连接是否可以连通不同区域的VPC？
	13.4.3 为什么对等连接创建完成后不能互通？

	13.5 带宽类
	13.5.1 带宽的限速范围是多少？
	13.5.2 带宽的类型有哪些？
	13.5.3 带宽与上传下载速率是什么关系？

	13.6 网络连接类
	13.6.1 VPN支持将两个VPC互连吗？
	13.6.2 弹性云服务器有多个网卡时，为何无法通过域名访问公网网站及云中的内部域名？
	13.6.3 同时拥有自定义路由和弹性公网IP的访问外网的优先级是什么？

	13.7 路由类
	13.7.1 路由表可以跨VPC存在吗？
	13.7.2 1个路由表里可以存在多少个路由？
	13.7.3 路由表有什么限制？
	13.7.4 同一个VPC下，专线和自定义路由是否有优先级关系？
	13.7.5 同一个VPC下，VPN和自定义路由的优先级关系是什么？

	13.8 安全类
	13.8.1 变更安全组规则和网络ACL规则时，是否对原有流量实时生效？
	13.8.2 为什么无法删除安全组？
	13.8.3 弹性云服务器加入安全组过后能否变更安全组？
	13.8.4 多通道协议相关的安全组配置方式是什么？


	A 修订记录

