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WMREFEERADITINGE, YABEEFRES|. BBEEFRESIGE, BolUEEFRA
FRAO=FER(E ( Key:Value ) #7E8, 48/\EiFSEE. flul&EiiEalevelerror, R
BiflevelFEREG ZerrorfIHE,

YR SIRE
NEEMFIENEEISEENEERS|, MSSEFMRESSIAEEE.

BeEFEZES|
B BREWEHA,
B SEREALSHN =, EiE ‘28 > R SecMaster” |, HARLRINEER
.

$|3 EEANSHEIER “TE=E > =EER” , ARETEz=ERIERYS, BEEFIES
[BEFR, HABGIEF=EEERHE,

SR EEMNSHERE “BINEE > Z29H7 , EARESTRE.

$I|S EEMEE=ESH=F, RERETEENR, BRANEEEE, BRHEEER
R, AR REEHERMSERRE.

$Re AHEEENTTNE, 2HALAE ‘R3IkE’ , REANRRRSIBERE.

SR ERSIRERNEF, RERSISH

1. FBRIME.
RERERATE, REMREXAN, BEERSIMERRERRIET.
2. EERSIZH, SHEEIRPIR-28F.
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FPiEE o FUNEE

%= 9-28 E5|EcESHUKA

SHEM SIS

FERER HEFERBIR (key) .

FRRT BHEFRE (value ) IEIESEE, AIEEtext.
keyword. long. integer. double. float. date®[]
json,

BaH BENEAEXD PR, HFRERIEE “text”

Bt, EEREZSH.

- HEFxE, MRAETFEEHN, WiREPIE
FIROPYRE, REMSEFRERSENXAS

- XIFXRE, BEESIEFEERSFIBERA.

5 BERNEN: userrWAFHERFIK=,

- X4 ‘884’ 9?9&)%, BRSEFEAE
(:) #17IRD, BESHIRD Suser, WAFEl
BRPK=, @EJL,{LLuser:SZWAFEIiﬁHPEt:ﬁEE
BHIZEE.

- R ‘889X’ FxiE, BERSEES \ﬂa§4—;
HEiR9 Auser. WAF, HE. ﬁﬁ)’—“‘%ﬂﬁk_, ST
T Bk EESRE ] LAEHKEZ

$IR8 B “HAE” o

—---4ER

9.5.4 5o

2EIE
FIRBWERINE, B AEEIIS T REXWERIAYHERIEH TSR EII DT
AETENBWONY HEEIERTERD, BIRESNEEEEFEEESA:
o AEIRMGHTEIRSH
o (FHEGEFEHTERSH
o IREEESIHER

B2t

EREIBEA, HRRIFESMEIRER.
WAERREHITEISH
SE BREERIA.

SW BENEELSN —, BF ‘2L > REE SecMaster” , EARS ENEIER
Ho
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RERIN
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9 FiiEE

FEEMSH=EE “ TF=E > a8’ , AEIF=EGIFRS, BEERIFE
[BEFR, HABGITIE=EEERHE,

TEEMSHZEE “RINEE > RE29H7 , BEAREHHRE.

TEMHKE=ESh=F, PEHETEEN, BAYEEEYE, BREEER
R, AR REERIERERRE.

EEEMERERRNE, MATESED.

FRSMEUHEEETMOIMETEN, R NEEED|ISINED, EEU0MES
IEEFARTIEENEISHIMEE-SQLEE.

AR
INRTEEEF R MtextZRERY, BUASEMAMATCH_QUERYHITHIEEM,
BFE “159% (18%7) 7 , RESENEEE.
e LAEERIENAYE) (150580, /0Bt 2408 ) , skEENEITE,
BFE ‘Ef/oth , EEEEIDITER.
-5

ERERFRAITERSH

SR
F£IR5

L6

LRT

AEIEN BT EB A EBHEN DS TEIDH .
BRI,

BEREALLBN —, ®R ‘%2 > R2=MH SecMaster” , AL L =INSIEHR
.

FEEMSH=EE “ TEzE > a8’ , FAEIE=EIIFRS, BEERIEE
[BER, HEABRLE=EaEERE.

FEEMSMSIERE ‘RINEE > 25T’ , BARESITRE,
FEENEFERE=ESM=F, BEERAMIETEER, BAMUEEEIE, BEEEE
R, AEEREEHIEIEERRE.
RETIARM
AR
NRTEEBF R ItextZ B, BUAREMAMATCH_QUERYHITHIEEM,

o HERBASH, PEAMNTEFRAEIN v , FRHEHRFREMEND (it
EFRE)  E9EPBRBERENFRAETED. IRFTEREFRE,

AJLABREZFERETRAIAT - .

o NMREEEAFZHESNEGATHRE, FSEREFLEFR, JURERFRE
EIY (HEREFRE) , ESEPSRBEREINFRATER. INRFE
HEREFRE, AITLBRHZFRERE .

AMNEIH B TRIE155TAHE. RFESHEMIERATEE, WEERE

Figedial, HEE ‘TF@oh .

e
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et
FAFiER 0 HINEE

BIEERDTER
Z2RMBIFMES. BEHHEAE. BEAHTTXRTEINTER.

e HESHEFE

LB R REIRZIR B SERE LS HRiER, R, BERBEERE L, 7
EEIZEERARAIN BB S FIRE

o RigHE
£ ‘FEREEST REBETRIRERSER.
- REETATHEER:

" NEPRAETREESOHRNESHE, IRFERTEMIIEH
&, LG EAkEERIETE .

" NEEEEMEFEFRPOEE, TREFREPXINATEESR ~ B
HEREEIE, BABRTURBEARTREE.
WNEBEEISONBINEIE, TLUEE “JSON” RE, RWEISERISONIS
AIEE .

" FEIVERFPER/GEREEFERER, aEallaitFRPEEFESRER

E;J?—Eﬁ, HEEFREWEMN © , ZFREEREGNRETHIRTIR

o FRIAHfE, MFRBERSERINF, AIEANBESEETIRIE
LB HFZFREFEN (AEB—5)  » (AAB—7) &H
SR TIHE
o ZFREHE, NFHE, JEANBSHIESIRINFLIIBEZF
RBTRERY > IRHRHITENE, SEME “iEFR™ fHiaFR
ZIREN CIRHEREE R R
- SHET: ERREFRE, aREaLseE0UER, RegatTEY
AR B SRS EI AL .
o [ERSGIT
EMEOEERE, & ‘BERAT REJUEEFTMHEESTESR.
EXFITEZECRRETONIMEQERENER, BUHERK. &E. 2K
. HESEZSMERER, FHERIESLERGITHER.
o HE
AEEASREG LARE “FINEE" , JUSEESHERRESE, FH
ERIFENRERINBSEERE,
o REEIA

AEESTREAG LARE ‘REAREENR , TLBE—E89HEHERE
AREEE, FRERIEENRESI.

9.5.5 F&FAE
BEFE

ZEANIFFREIR B S ERD T ESE T EEI A
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BERMN
FFisr 9 EINEE

RIS

ESREREA, FMREES NEIRER.
BAFTER

SR EREEEHE.
B2 BEREALS —, HE ‘K2 > RL0 SecMaster” , HARLEINEIER
Ml o

$|3 EEMSHIEERE “TiEzE > TEEE” , AELE=EIERS, BEEFRIES
[BEZFR, HABRIF=EEERHE,.

TR EENSHEIER “RIINEE > 225 , EARESHRE.

$R|S EEMNEE=ESH=F, RERETEER, BRAREEEE, BRHEEER
R, AREEREEHIERICERTE .,

$|6e (Tt ) AEEMENRNE, MATORMG, EENE M ESPIREEEE,
HFeE ‘Bl/oh .

£B|,7 THAE.

o THEWMBER: £ “‘EBES 15T, 850, ReugTHESIIKY,

. ;;ﬁmﬁ%lﬂ? E ‘BXRF REF, BF “TERAT , REBTHATE

R

9.5.6 EIISSHMEE-SQL iEX

9.5.6.1 EAiE;

SQLAEIEEAINIMETARMN, UEL | HiR. EREUTRIRER, SmMETYUR
S5ERET—EER.

BiEiEa | 21MES

% 9-29 HAE L

A E i 15iRg
EifES EEQATFISEATEaRNMMmGEEY, REGESENE
E. BTGB, TIEHERE. SXitEe2RER
MHTES STESRT TSR TSNS
9.5.6.2 AR SRH

o BEBOAITHFIZEE, tkal: (age + 100) < 1000,
o RERYATIHFFER, F2iFFAL, tkalavg(log(age)).
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FFi5Es 9 BINEE
o AXIHFBHRXE,
o RZFFEM.
o NHEHEIRZIFREIS005,
e GROUP BY %345 FBR/9100004H
9.5.6.3 HiffiFa
EMETRTEEATEENMEESM, REFESRENET. BERERILER
%, ATLEBERR. BEESRIFrEEE.
AEDENBEDETUARERRG.
=)
EWETERMER:
o X5, BRAHTIIL, REIZEHE.
o H—EgBANEIFIEN, FOEET “‘NOT” . “AND” ( “OR” &E#E, #f
SEHER ()7 IRSRESHESSREAER.
BN FOEAREEIN TR
FERER BRI FERME
Hep, ol{ERrMRERNRIERFIR.
ERERT
& 9-30 RERRKEA
BRIER il
= EOEFRESFTEHENRE.
< EEEFREAFTEHENESE.
> BOEFREATEHENRE.
< EEOEFRENFEHENBRE.
>= BREFREATHEFTEHENBE.
<= EOEFRENHEFTEHENRE.
IN ENEFRELTEHEEENNEE.
BETWEEN EEEFRELTEEISEERNBEE.
LIKE ENEREFRENAE.
IS NULL FARFEREANULLRIEE.
IS NOT NULL BIEFEREHINOT NULLBERE.
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FAFiER 0 HINEE

ANl

& 9-31 S EEIARA

ERER EiNiE
EERERE *

BHGETIERAIN (KSR
200~299 ) BIHE.

request_method = 'GET' AND status
BETWEEN 200 AND 299

BEiIGETIEREPOSTIERAIAE.

request_method = 'GET' OR request_method
= 'POST'

BFAEGETIERAE

NOT request_method = 'GET'

BEIAIGETIEKEKPOSTIERK, BifEK
FEINAIEE .

(request_method = 'GET' OR
request_method = 'POST') AND status
BETWEEN 200 AND 299

BifGETIEREPOSTIER, HiEK
eSS SE

(request_method = 'GET' OR
request_method = 'POST') NOT status
BETWEEN 200 AND 299

EHGETIERMIN (RSB
200~299 ) HiEKkAtaKFETF60
MrRE.,

request_method = 'GET' AND status
BETWEEN 200 AND 299 AND request_time
>=60

EEIEREER60RAIAE.

request_time = 60

9.5.6.4 SHMERIEE

SERDTMEDIEENT:

SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]

[ORDER BY expression [ASC | DESC] [, ...]]
[LIMIT size OFFSET offset]

9.5.6.5 9 HriERA)-SELECT

EEEIRNFR.

ER*ERREFR

SELECT *

% 9-32 EFR'EIAEFER

account | firstn | gend | city balanc | emplo | state | lastha | age
_numbe | ame |er e yer me
r
1 Amb | M Broga | 39225 | Pyrami | IL Duke | 32
er n
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FPigR 9 BUIEE
account | firstn | gend | city balanc | emplo | state | lastha | age
_numbe | ame | er yer me
r
16 Hatti | M Dante | 5686 Netag | TN Bond 36
e y
13 Nane | F Nogal | 32838 | Quility | VA Bates | 28
tte
18 Dale [ M Orick | 4180 null MD Adams | 32
EiEEFER
SELECT firstname, lasthname
% 9-33 TiiEEFR
firstname lastname
Amber Duke
Hattie Bond
Nanette Bates
Dale Adams
{5/ AS 8= EREN BIZ
SELECT account_number AS num
% 9-34 (FH AS AFERENFIZ
num
1
16
13
18
1§FH DISTINCT %E
SELECT DISTINCT age
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9 FiiEE

%% 9-35 {#H DISTINCT X8

age

32

36

28

{s5F3 SQL BREX
AR REES TR

SELECT LENGTH (firstname) as len, firstname

%% 9-36 {#M SQL FREY

len firstname

Amber

Hattie

4
6
7 Nanette
4 Dale

9.5.6.6 #riE&f]-GROUP BY

B{EDH.

BRFRINESSA

SELECT age GROUP BY age

& 9-37 IRFRIVENSE

age

28

32

36

BFRAIESHE

SELECT account_number AS num GROUP BY num
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FAFiER 0 HINEE
% 9-38 FRBIEHE
num
1
16
13
18
B2 FESH

SELECT account_number AS num, age GROUP BY num, age

& 9-39 21 FRHA

num age
1 32
16 36
13 28
18 32

fiER SQL eiEL
IR A EIES MR

SELECT LENGTH (lastname) AS len, COUNT(*) AS count GROUP BY LENGTH (lastname)

7 9-40 (£ SQL H#

len count
4 2
5 2

9.5.6.7 2HriEHA-HAVING
ENENEM L, EERERECRBELIE.

SELECT age, MAX(balance) GROUP BY age HAVING MIN(balance) > 10000
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9 FiiaE

K 9-41 HAVING

age

MAX(balance)

28

32838

32

39225

9.5.6.8 tMER]-ORDER BY
R EEHER

(ER=EREHIF

SELECT age ORDER BY age DESC

* 9-42 (ERFRIEHRF

age

28

32

32

36

9.5.6.9 SHMESR-LIMIT
IEEIREISURIIRE .

EEIREIRYSEL

SELECT * LIMIT 1

& 9-43 I5EIREIRIFEL

account | first | gende
_numb |[nam |r
er e

city

balan
ce

emplo
yer

state

lastna
me

age

1 Amb [ M
er

Broga

39225

Pyrami

Duke

32

EEREINFENREE

SELECT * LIMIT 1 OFFSET 1
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* 9-44 IBEEIREINEHREE
account | first | gende | city balan | emplo | state | lastna | age
_numb | nam |r ce yer me
er e
16 Hatti | M Dante | 5686 Netag | TN Bond 36
e y
9.5.6.10 DHTIEE-ERE
ik
#+ 9-45 HFE
BRER R EX 5l
abs H#EXJE abs(number T) > T SELECT abs(0.5) LIMIT 1
add mE add(number T, SELECT add(1, 5) LIMIT 1
number) -> T
cbrt AL} cbrt(number T) -> T SELECT cbrt(0.5) LIMIT 1
ceil o) _-EREE ceil(number T) -> T SELECT ceil(0.5) LIMIT 1
divide FRiE divide(number T, SELECT divide(1, 0.5)
number) -> T LIMIT 1
e BIAEE e e() -> double SELECT e() LIMIT 1
exp BAIEE e exp(number T) -> T SELECT exp(0.5) LIMIT 1
RN
expm1 BAIEE e expm1(number T) -> T | SELECT expm1(0.5) LIMIT
BRI — 1
floor [a FEEE floor(number T) -> T SELECT floor(0.5) AS
Rounded_Down LIMIT 1
ln SEAOE In(number T) -> SELECT In(10) LIMIT 1
double
log LA T HIEEL log(number T, number) | SELECT log(10) LIMIT 1
AYRTEL -> double
log2 LA 2 AIEH | log2(number T) -> SELECT log2(10) LIMIT 1
RO3TEL double
log10 LA 10 AE#H | log10(number T) -> SELECT log10(10) LIMIT 1
AYXTEL double
mod EVES mod(number T, SELECT modulus(2, 3)
number) -> T LIMIT 1
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BREL EF EX ANl

multiply | % multiply(number T, SELECT multiply(2, 3)
number) -> number LIMIT 1

pi T pi() -> double SELECT pi() LIMIT 1

pow THIRE pow(number T, SELECT pow(2, 3) LIMIT 1
number) -> T

power TR E power(number T) -> T, | SELECT power(2, 3) LIMIT
power(number T, 1
number) -> T

rand REHLEL rand() -> number, SELECT rand(5) LIMIT 1
rand(number T) -> T

rint SHINE rint(humber T) > T SELECT rint(1.5) LIMIT 1

round UESTPN round(number T) -> T | SELECT round(1.5) LIMIT 1

sign s sign(number T) > T SELECT sign(1.5) LIMIT 1

signum ) signum(number T) -> | SELECT signum(0.5) LIMIT
T 1

sqrt EHR sqrt(number T) > T SELECT sqrt(0.5) LIMIT 1

subtract | JEE subtract(number T, SELECT subtract(3, 2)
number) -> T LIMIT 1

/ BRiE number / number -> SELECT 1 /100 LIMIT 1
number

% V=3 number % number -> SELECT 1 % 100 LIMIT 1
number

=R
%+ 9-46 =R

BRER EF EX ANl

acos k&% acos(number T) -> SELECT acos(0.5) LIMIT 1
double

asin RI1E3% asin(number T) -> SELECT asin(0.5) LIMIT 1
double

atan RIEt] atan(number T) -> SELECT atan(0.5) LIMIT 1
double

atan2 T #0 U 18Bx atan2(number T, SELECT atan2(1, 0.5)

ALEERAIRIE | number U) -> double | LIMIT 1
]
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BFEr 9 EihEE

BREL R EX 5l

cos F% cos(number T) -> SELECT cos(0.5) LIMIT 1
double

cosh PHESTA cosh(number T) -> SELECT cosh(0.5) LIMIT 1
double

cot F1] cot(number T) -> SELECT cot(0.5) LIMIT 1
double

degrees MEHEIRAE | degrees(number T) -> | SELECT degrees(0.5) LIMIT
double 1

radians EiE 9N E | radians(number T) -> | SELECT radians(0.5) LIMIT
double 1

sin 1F5% sin(number T) -> SELECT sin(0.5) LIMIT 1
double

sinh P A sinh(number T) -> SELECT sinh(0.5) LIMIT 1
double

tan 1 tan(number T) -> SELECT tan(0.5) LIMIT 1
double

R EI[EEE A
= 9-47 RYElEREL

E | e =X w6

curdate =k curdate() -> date SELECT curdate() LIMIT 1

date HEA date(date) -> date SELECT date() LIMIT 1

date_for | tRIEMETLFLEN | date_format(date, SELECT date_format(date,

mat xRy HHEAE string) -> string 'Y') LIMIT 1

day of m | B{% day_of_month(date) -> | SELECT

onth integer day_of_month(date) LIMIT

1

day of w | EJL day_of week(date) -> | SELECT day_of_week(date)

eek integer LIMIT 1

day_of ye | HEXE day_of_year(date) -> SELECT day_of year(date)

ar integer LIMIT 1

hour_of d | Z3FK/\AFEL hour_of_day(date) -> SELECT hour_of_day(date)

ay integer LIMIT 1

maketime | £ HER maketime(integer, SELECT maketime(11, 30,
integer, integer) -> 00) LIMIT 1
time
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BREL R EX 5l
minute_o | Z4g1/\BF9 %R | minute_of hour(date) | SELECT
f_hour # -> integer minute_of _hour(date)
LIMIT 1
minute_o | HBXSEhEL minute_of day(date) - | SELECT
f_day > integer minute_of_day(date)
LIMIT 1
monthna | BI9&FR monthname(date) -> | SELECT monthname(date)
me string LIMIT 1
now IR now() -> time SELECT now() LIMIT 1
second_of | #M#K minute_of_day(date) - | SELECT
_minute > integer minute_of_day(date)
LIMIT 1
timestam | HEB timestamp(date) -> SELECT timestamp(date)
p date LIMIT 1
year Fn year(date) -> integer | SELECT year(date) LIMIT 1
SCAEREL
+ 9-48 XAFE]
BREK e EX 5l
ascii F—NFERH | ascii(string T) -> SELECT ascii('t') LIMIT 1
ASCIl {8 integer
concat w | EEZGEH concat_ws(separator, SELECT concat_ws('-,
S string, string) -> string | 'Tutorial!, 'is', 'fun!") LIMIT
1
left MEFEBEE | left(string T, integer) - | SELECT left('hello’, 2)
5B >T LIMIT 1
length KE length(string) -> SELECT length('hello’)
integer LIMIT 1
locate BRFERH locate(string, string) -> | SELECT locate('o’, 'hello")
integer LIMIT 1
replace B iGE replace(string T, string, | SELECT replace('hello’, 'l',
string) > T 'x") LIMIT 1
right MBFELEE | right(string T, integer) | SELECT right(‘hello', 1)
5B >T LIMIT 1
rtrim ERBRAMZ=ZE | rtrim(string T) > T SELECT rtrim(‘*hello ")
fFe LIMIT 1
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BREL R EX ]|
substring | BXF=F&R substring(string T, SELECT substring('hello’,
integer, integer) -> T 2,5) LIMIT 1
trim EFRFMZE | trim(string T) -> T SELECT trim(' hello ')
fFeR LIMIT 1
upper LIRS | upper(string T) -> T SELECT upper('helloworld")
LIMIT 1
Hiftt
7 9-49 Hith
BREL R EX ]|
if gl if(boolean, object, SELECT if(false, 0, 1) LIMIT
object) -> object 1,
SELECT if(true, 0, 1) LIMIT
1
ifnull FEAnull ifnull(object, object) -> | SELECT ifnull('hello’, 1)
A, IEFEEAIA | object LIMIT 1,
& SELECT ifnull(null, 1)
LIMIT 1
isnull FRERAL isnull(object) -> SELECT isnull(null) LIMIT
null, 2iR[E] | integer 1,
1, AiR[E0 SELECT isnull(1) LIMIT 1

9.5.6.11 DIMEE-BEERE

% 9-50 BAEH

BREL €8 EX il
avg kY avg(number T) -> T SELECT avg(age) LIMIT 1
sum KkF0 sum(number T) -> T SELECT sum(age) LIMIT 1
min =IME min(number T) -> T SELECT min(age) LIMIT 1
max BRAE max(number T) -> T SELECT max(age) LIMIT 1
count IREL count(field) -> SELECT count(age) LIMIT
integer , 1,
count(*) -> integer SELECT count(*) LIMIT 1,
count(1) -> integer SELECT count(1) LIMIT 1
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PP o EMEE
9.5.7 REEIH
BEia=

RESFIANLZERIEHIIBTREEEDTRIFRIINGE.. EITLMSENERNES
DIMEAREFAREES, LEREERER, REFITERDERE.

AELRNRINUEIRRESI,

BRI
ERER3|, #RRMEESNRERS.
BB RESIS

S BREERE,
S ETEA AN —
.

$|3 EEMSHEEE “TiE=E > =EEE” , #AELE=EIERS, BEEFRIES
[B&R, HABRLF=EEERHE.

$R4 EENSHEIRE “FINEE > 2257 , SARESHRE.

FI|S EEMNEE=ESH=F, RERETEER, BRANEEEE, BREEER
R, AR REEERMCERRE.

;e WMABEDIMED, REMETEE, HEE ‘E@Hh .
EEEENFRRFEENERS S
£ BENEALA ‘REAREENR , FANNEFEEESSH.

ER ‘& > D2 SecMaster” , AL EZNEER

& 9-51 REFIOSHEE

SHEWR SR
== IRERESIIHIETR
EiEiEa REEMERSBETRMANEAED.

SR8 BE “HAE” .

tlEZREEafE, SUUEESEMENERSITRES, PHRESIEHETIETSARY
¥, FEEERRETIERR, aERREESE.

-
9.5.8 RIFRFINBEFHERE
BR{Eia=

ZERMITRERSTERRESERE, AERERMRMASE.
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FAFiER o HINEE

AETEEANNMTRENASRESERE,

AIiRSY
EERMIREN, ERIRESS NSIRER.
BETR
S SREEERE,
B SETEALSHN —, EiE ‘28 > R SecMaster” |, HARLRINEER
.

$|3 EEMNSHEERE “TEzE > TEEE” , AELF=EERY, BEEFRIES
[BEZFR, HABTF=EEERE,.

$R4 EENSHEIRR “FRINEE > 2257 , SARESHRE.

SIS EEMEET=ESH=H, BERETEER, BRASEEEE, BREEES
R, AR REERIERNERRE.

£R6 MATHSMER, REMEEE, #2E ‘B85t , BrEashER.
EEERDITFRIRPEEREa5 s .

S8 SERNEA LA MNEET , EAFESERERNE.

S8 BEFZEEMER, SHRBINZFRI-52F R

% 9-52 FLIREENRCE

SHEWR SR
BERN ZEEEBTHRITEE, RREMAEMN.
REETR BENZFEEERRIER.
mEEE REIZHERBTERE, ALIRERES. &
fe. e, |\, Bl
HEXRR EFZFEEREMAE, IBRAIIEEEE,
TREIZER BOAJIHRIERY
i RS iZEEERRERMER .
BERIRE IREIZEEEENERRE.
l?t__jt%g;ﬁﬁ’ﬂﬂﬁ&, JEENSERERERINEH

B9 RETHE, PEREA A ‘T—F7 , #EANREREIZERNH,
FB10 REREBIE, SHRBWNE-53X.
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9 FiiEE

% 9-53 IR BEIRAUTIE

SHBR S¥5A
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ERNEBpipeEER LN ELZE =N, LIHEPHIE LIEZER=N, ©2=
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EREALAREE — , ER TE > BESRSER , HEetRIRSETIE
, BEIHFEIRRisap-agentfIECSEFR, HANECSIFIBRME -

EF ‘RmER ME, HARBEEREG, B “FE#HE
ERBEREEINHE, BiF— “BENE" F25 “100GB” BI#E .
ZEENHESHEEEEESE ( =EEHAFIER) .

MEIERMING, JUEECSHAEERNEEE CIERIHE.

~ERERECRSRE, FTRERTRESFBNAER, BIRAUER,
ZIEREZZILIEREER

2 HITHED XIRE.

1.

BRF|Spi&RIKisap-agent R, FUTUI TGS, EEIRITRAIEERR:
Isblk

11-8 BEETRHEX/NER
[rootPhost-192-168-B-188 cloudl# lsblk
MAJ :MIN RM TYPE MOUNTPODINT
& : A 486G
8 1G

8 19G

8 9G
{ p-lu_ : H 26
Uo 1Group-1v_log 86 lvm ~varslog
udb Z52:16 B 188G B disk
[rootBK cloud 1t _
WITU TS, HITHEDKX:
sh /opt/cloud/isap-agent/action/agent_controller_linux.sh partition

SIRTERWNTERRE, NWRRHEES X,

B 11-9 #EsKX

252:16 @ 188G B8 disk
cloudI# sh sopt/cloudsisap-agentsactionsagent_controller_linux.sh partition

Size Used Avail User

I3 EIZRAMHEHIE (isap-agent) , HEAIRIEES MMV,
e
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HPFPigE 11188

11.1.2.3 EBH =

BIEESR
AEBENBUANTEEDREERER. EHBRIERE.

EETREEER
SH BREWEHE

FI2 BEREA LR =, &R ‘2% > 250K SecMaster” , HAZRE=NEIER
Mo

3 EAMSHISEE “TEE > EEE” , AEIETEIERF, BHEEFRLES
[BETR, HABRLF=EEERE.

R4 EEMSHIZEE %8 > AREE” , BABATSEERE,
FR|5 EPREERNET, EETRIFEMRER.

L EREA, ALUBIERINEE, SIRTEN AR 8 “TTEID” , HEE
HERBMAXET, 25Q, PaiEEeEEYS

E11-5 TSR AE

SHEM SRR

TIRATR/ID T RRIZIR/ID,

RS T RRIEERES

X1 TRATEXI

|PHIE 5= A9IPHBAIL .

CPUfERZ T EAICPUFEAR,

AEFER=E TRRAEFERE,

MR (FERRER TR ERE,

RLEIEREE T RRIMILE IR

IR TRAMREER

OB HASRERRIR TRETOBNIEIKE .
53R B OB SRS “KRELT

$We WREERLTEMEMES, TRLHEBASH, EENBLNEERESTEE.
-
EHEHTR
SH BREERHE
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BPiErm 1188

=2 BERELE LSRN _, HER “RE > 2N SecMaster” , HAZERINEER
Mo

$£I3 ELAMSHEER “TreziE > magiE” , AELEZTESERP, BEERIES
BZIR, EABFRIETEEERE,

B4 EENSHZER 988 > AEHSIE” , BHARATSESERHT.

TS ATRSERES, BEEFRTRRET “BE7 58 “FE”

$IF6 EEHEBHIRINMES, BE “HBE” .

AR

GHET =, F2MBRECSFlendpointinterface’&iR . REUNRAEERANIEREINRE, EEF
SIRERL, EHRIEBER.

-

11.1.2.4 EcEHHE

B’rn=

BREL R
SR

RELRNENQUEERHESR

ZREERYE
BEUEA LB _, HER “RE > 2N SecMaster” , HAZETINEER
Mo

EEMSHEIEE “TEZE > [ESR” , HELEZESIERS, PHEERIES
HEZR, EABGIEZRESERH.

T" EMSHEIEE “RE > AHER” , BADTREEREE, &R “AHEE" T
%2, ENEHEERE.,

FAHEENES, PEEFEEANG LR “RiERET , AMSEHZAGRIEE
B,

T REkERET, BETSIRA LA N7, FERHR CRIITRT BRI
TR, BE WA .

BEREATAE “REFHEA .
"«-'F%—ExEJ‘IET.] SRS MRS B, SRR ERERRLogstashE

-—‘-A:l:-—'-'

Bk
R

11.1.2.5 Logtash H{4E EIRixAH

fHPRE&LogstashRER R R E RMNE T EFCAIERN . HEAREHIHSHITA
EREENHAESE, tEERMREEE 0og4j2.properties. jvm.optionsiz{TATE
fitBeE .
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i 11RE
jvm iz1TAFEE
& 11-6 jvm IETRFEE
BECEIn BEEER | BUAME [Tyt
- boolean | true RSSimtcE, EiRes (B
Djava.awt.headles BAnE ) ToNafT, BTEURER
s %5
- boolean | false = FERACMSEIREESEIWERE
XX:+UseConcMark S TRTERFERAINTR
SweepGC
-Xmn string 1024M KESEERFPRFERALSHIX
N, INRREFERADN, &S
AR, FRrRATEEA, NEFEEI
IRERED, REMEWS . Xmnds
SRNFZEFXmx
-Xmx string 2048M RESFHETINRAE, SBRE
XS AT LB RIVMIS S EFE RS
BE, NmiEsrEEFRIREM
FtEgE. HERETRESSHFRE
FONEHITAFLE, FIMERX
=31y
- number |0 FRBEREBRYIRE, SRR
Djruby.jit.threshol IREET, JRuby B9 T fRiFEEEEIN
d WFZ RN AR, REXA
BT AR B iSahadiE ( mink
A ) FOHATATIERE
- number | 75 CMSEIIRIIEESS, JEFRIRE
XX:CMSlInitiatingO 75%HRF, fiA CMSHIIREI
ccupancyFraction
-Xms string 20248M | A& &) avalfAERIIR KN, £
IVMEBENRY, BE=XoEiEEHE
HRFELHE ., SIBREXNSHA
LABHRTE R FAfE FPim Tid f2 PR
HEFEEER N, MiEStERE.
log4j2 HEEEE
= 11-7 log4j2 HEEE
ECEIR EEEXER | BNME BLE iR
appender.json_console | boolean true BEEFBjsont2 AL

act

_slowlog.layout.comp
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FFigR NiRE
EcEIR BEoERE | BAAME BEcEiREA
appender.json_console | string JSONLayout | iEfifjsontE BEERE,
_slowlog.layout.type KFEEOAMERDAT
appender.json_console | string Console EEMNjsont2HEZEEL, BUA
_slowlog.type {EConsole, FTREHZITED

TEiEHEa
appender.json_console | boolean true A EjsontEAERHTER
_slowlog.layout.eventE aiRfT
ol
appender.json_console | string json_console_ | jsonfEHEmELAIEFR, K
_slowlog.name slowlog FAEAAERIE]

11.1.2.6 EEAEFE

B{FnR
FETENBNMTEEAERES

RIEL R
T BRSERFE
T2 PEREALEH E, ®E “LE > Y2 SecMaster” , HAZE=NEER
Ho

$|3 EEMSHEERE “TE=E > TEEE” , AELF=EIERS, REEFRIES
[BEZFR, HABRTF=EEERE,.

SR EENSHEIRER “iRE > AHER" , #FATREERERE, &R “BHERE" T
=2, BNEHEERE.,

SIS AAHEEREYS, EERHIFARER.

o BETTRA:

BEFETAGG LA ETTRT , aEERIZAHNE T RER.
o EFEERE:

BEFEERAGG LA ‘BERE” , AEELIZAGNFHEREEE
o IRIEFCE:

a. BEGEEAMALRA “REKRE’ , ANSEHZEHNERESERNHE.
b. AETREELES, RETREERES.

" ORINER BEDRIIRALRA RN, FHEEER CRITR R
B, EETRE, B AT .

" RECMITRSHER: BEPLREMENY , RATREERER
fE, RETSRESHER.
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PSR

MigE

" BB SEBERTRAEST BET SR “iE1T

" BEOR REBIRTRETET BME7 58 BT .
" HLEWRR: EhEBETRE, BHEIIRELS “HERRT .

" BEERLRAS: RBEREA N ‘HERE .
¢ BEREATH “REHNA .

.

11.1.3 RESHE

11.1.3.1 it/ ImiEi%EiE

BEES
AETEENMBIMTHIL R .
IR SPRE
o HIREERMAIE, (CXRHNCHEENMREARNSBIERHTEN, T
BT EIRRER.
HTIGERE

SR BREEEHE.

S EEREAE LA —
.

ER ‘& > D2 SecMaster” , AL EZNEER

3 ELMSHISEE “TEE > =EEE” , FEIETEIERF, BEEFRLES

[BETR, HABRLF=EaEERE.
$RA EEMNSHERE “RE > REEE™ , WAENEEREERE,
SIS FBHIEEREER.

1. & “EEREET TEH, B2F IR, AR NIEEREEEERRRE.

2. EEHEEEERRSH.
- &EEBI EE SRR
- EESEE: IREREIRIRAVEE.

- HittSHERE: RIBEREEEEERHTSHEE, FRSHRPESIR

ERZRE
3. REZME, BEREG A “HIL .
SER6 FMREIEEZBN.

1. £ “EEEE” NEYH, B R, HEAGEEIEEERRTE.

2. EEHEEZRBNSH.
- EESI EE B
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RR RN
FiFigRa NiRE

- kEEEER: L?:%%ﬁ?&ﬁ?ﬁﬁﬂ’ﬂﬁ’\]%’*”
-  HhSHEE: RIESFAEREEHITSHES, FHESHRBEZLE

R,
3. RESAE, BERAGTA WL .
R
ImiEEIEIEE
(REELY:
HIRERNERINGE, (R EEEREIRRREANSHIERHTIEN, A FEEHIREIRSE

B,
BIen, FrSHUREEINERINEIETRZERA “STE (File) 7, (CIFXI NSRRI E6H
B, AZIFTE “i4 (File) ” 28,
1 EZREEITHE
B2 BERAEALELFE E, HiF ‘e > Y2 SecMaster” , HAZE=NEER
Ho

$|3 EEMSHIEERE “TIE=E > TEEE” , AELE=EIERS, BEEFRIES
[BEZFR, HABRITF=EEERE,.

SIA EAMSHEE 88 > RESR , AAEEEERE.
s FEESEERAT, SREIRERATET BE SN RE .
6 7 “HIBEREEE AT, RENEELNEESHEE
W7 RESAE, PEREGTA WL .

R

11.1.3.2 &8N EE
B RS
LA REEEE, BaiiSBEE kA TR

x 11-8 [RiEiEsen

ERESEEIR YR R
logstashif{d

EhaEHImY TCP tcp BFEWTCPIMY AL, BECEMNIEESN
£11-9,

14 File file BFRWAM RN EERE, BEM
iEEHFE11-10,

FIP#iE#mMY UDP udp BFEWUDPIIMYERE, BEMUIBES
nEI1-11,
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BPiEm 1188
ZEESERIR XTRIEY ik
logstashigd

IR TFfiE OBS obs B B R EFEOBSHERI A EEE,
FeEMNBESIE11-12,

JHEPRAFI KAFKA kafka FBFiEBNKafkaME BEEE, oSN
520%%&11-13,

=ENEIE PIPE pipe BFEZE=MER/INEEIEFM, B
ENNESE11-14,

Elasticsearch CSS elasticsearch | B FEEESEREEE, BEBEMNIES

mE11-15,

F 11-9 tep EHEREENN

g SFpilogstash | ZEHY FANE =S | B
[Ty=11] WIE
i port number 1025 = KEDRIRO
=
fRID2EEY codec string plain = ImIBIE=C
e plain: i
WIS
e json: QHiE
jsontg&zLA
":ét:
IR type string tcp 2 BT BER
=aSSL ssl_enable boolean false B BFEssUA
ik
sslilFH ssl_cert file null &= certif
ssl-key3Z{4 ssl_key file -- & ssl-key3Z{4
sslfA ssl_key_passp | string - & ssUEPBE5$A
hrase
% 11-10 file EiEEEHEMNY
Ly Yiiilogstash | &EY BRAE EF | R
[i=#0] R
MiHER | path array /opt/cloud/ = EEENAYSA4 RS
logstash/ =
config/in.txt
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FAF$5rs 11188
g YiMzlogstash | JEFY EANME 28 |[Ek
=0 R
FHARIE | start_position | string beginning 2 FHAIENRINL
=1
fERSERY | codec string json = fRTEEEY
codec
e plain: iFE
EVEL IS
e json: XHiE
jsont&zLA
g
RXFRE | type string file S kiR, B
TR BN
g
[BRE=Z | enable_metric | boolean true B enableMetric
= 11-11 udp &SR ENN
iy YtRzlogstash | JEHL EONME 28 |[mER
B EIR WIE
o] port number 1025 = KED RO
4F
FRADERY codec string plain = FRFDEEY
e plain: iE
VTS
e json: RHIE
jsont&=XA
Fé{:
MR type string udp EN RYIFE, &5
FREAIER
fRic
BAFZUR )N queue_size number | 20000 FS BABI A/
BEWEDNXE | receive_buffer | number 20000 & EWENXE
T _bytes T
R KN buffer_size number | 10000 & XK
TIE&RE workers number |1 B TE&IEEL
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)i le 1188
%+ 11-12 obs E#EZEEC SN
g Ytizlogstash | ZEEY EIAE BE |k
[iTa=101 B
region region string -- = region
1% bucket string demo-obs- = R H
sec-mrd-datas
endpoint | endpoint string https:// = endpointit?
obs.huawei.co i, FEER
m Bhttps
AK ak string -- “® AK
SK sk string -- “® SK
BUZR prefix string Jtest S HEIERIS S
DTk
EFEXH | temporary_dir | string /temp & HEiZEXAT,
¥ ectory BRI
RXFRE | type string - B T
12121812 | sincedb_path | string Jopt/cloud/ S A& &IEEL
logstash/ M EER,
pipeline/ PrLEERSE
file_name :RERYS 73]
% 11-13 kafka iERZ3 B EMN
Ly Yifilogstash | 28! BANE EF | R
BoEIR R
iiFE=gichild bootstrap_ser | string -- = iSE=gichils
vers
Fi topics array logstash | 2 F, JEAT
HEZPER
HEREAE consumer_thr | number | 1 2 poE s
eads
Rz S auto_offset_re | string latest & =1E4=1ivi
set o earliest:
IR ERY
HE
o latest: i
ENERHTHYIB
2
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o MANIERFACE

org.apache kafka.common.security.plain.PlainLoginModule required username="'kafka/E/ "
password="'karkaZ#3,;

o BNEEAE
org.apache.kafka.common.security.scram.ScramLoginModule required username='kafka/g/%
password='kafkaZ#3,;

iy YtRilogstash | &Y KINME 2E |t
BcEIN WiE
SSLIFH ssl_truststore_ | file -- & SSLiE$H
location %IRSSLIE
MY AT EE
HEZ2%
SSLE%ER ssl_truststore_ | string - . SSLEnER
password HIEIRSSLIE
LMY AR E
HS5iZ2%
LMY security_proto | string SASL SSL | & Lty
col
sasUEEACE | sasl_jaas_conf | string -- & sasLEiEflE
ig
EEnZ is_pw_encrypt | string false &5 EEn
ed
sasl#l sasl_mechanis | string PLAIN & sasl_mechanis
m m
¢EId group_id string -- B group_id
Heh, “sasiEZAcE” EERIEKafkafili&#HTIES ., =~HUITF:

Z 11-14 pipe iEZESEE SN

d

Ay Xthzlogstash | ZEEY ENME BE | ER
[iT=10 B
Syt type string P = St
HiE pipeld string -- = EiEid
1 domain_name | string domain_n | 2 iamik
ame domaionNam
e
BFRZ user_name string user_nam | =2 iamik
e user_name
=3 user_passwor | string -- = iamik

user_passwor
d
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FBFisE 11188
iy SFpilogstash | ZEHY KINME 2E |t
[i=10 WiE
AR subscription_t | string true & MESE
ype e Shared: &
1y
e Exclusive:
HEER
e Failover:
KRBT
1TIAWDMANIE | subscription_i | string true S VIR E
nitial_position
% 11-15 elasticsearch iEizZSeFe SN
iy Fpilogstash | ZEHY KNME 28 |t
[iT=10 WiE
FHht hosts array -- = FH et
] index string -- = E]
KmERIEG query string -- = KmEFRIEG
BRZ user string -- =2 BRZ
AL user_passwor | string -- = Z5g
d
R EIE ] size number 20 g RIS S
& scroll string 5m = &
XHEHER docinfo boolean | true 2 NiSEE
EBBCEINZ | is_pw_encrypt | boolean true 2 EAEENE
ed
=ASSL ssl boolean true = =ASSL
WEHB S ca_file file - & IFB
=ASSLIEE ssl_certificate_ | boolean true B E&SSLRIE
RIe verification
BHEZ=S
TERNAFPREERESE, BaiiThIB NG LBN TR
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HPFPigE 1188
£ 11-16 BRUEEEEET
TR 2R XFRZAY R
logstashig{d

{4 File file BFBEANZIT aAS i, GBS
20E11-17,

Btz EIyY TCP tcp BFAXTCPIMYXARE, BCEMNIESN
%£11-18,

HRF#EMY UDP udp BF&XUDPIMYBE, EEEMNIES
wE11-19,

EEBATI KAFKA kafka BFEAES A\KafkalHERNG, BN
niE&i#%E11-20,

XTRFME OBS obs BFEHERINREFEOBSHES, &
MUEERE11-21,

Z=INEIE PIPE pipe BFEAEEAZe=KEEY, BiE
MUiEEFE11-22,

xE 11-17 file EiZ=EEMN

gL YtRilogstash | 2EEY EINME BE | Bk
BLEIR IR
i | path string Jopt/cloud/ g BT R
logstash/ iz
config/out.txt
BRETEI | create_if_dele | boolean | true 2 REENBIE
FEd ted
fRROZERY | codec string json_lines 2 Codec
e plain: i
EWIEENES
e json_lines
: Abjson
BARE
& 11-18 tcp EERREMN
Ry Yifilogstash | SEEY ERIAE BE | ik
EcEIN WiIE
im port number 1025 = im
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FBFisE 11188
iy Jfpilogstash | ZEEY SINME 2E |t
[0 WiE
fRFBZEEY | codec string plain = fRID2ETY
json_linesal&
plain
e plain: iFE
VTSN
e json_lines
: 4bTEjson
BXRE
EAUEIE | host string 192.168.066 |2 hostitbit
i 5TEN
ey =2}
ssUiE ssl_cert file -- B ssl_certilFf
=5SSL ssl_enable boolean false = EEHBssl
ssl-key3Z | ssl_key file -- & ssl_keyN {4
2z
ssIki5H ssl_key_passp | string - & ssl_key_passp
hrase hraseZ$H
%= 11-19 udp EEZEECEMN
oy Xifilogstash | 28! LU 28 | R
[iT=e0 WiE
M bk host string -- = EHbE
E 5T AN
KEIE
%0 port number | 1025 = i
fRID2EEY codec string json_lines | 2 RIS,
json_linesgl&
plain
e plain: iE
ENEETAS N
e json_lines
: QbEBjson
BLAE
=35 0755 retry_count number 3 = BiaH
HIXIEIREFR | retry_backoff_ | number 200 B BifiERER
#H ms #
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% 11-20 kafka ZEZesHcE AN
Fm Ytizlogstash | 2EEY BHAME EE | R
BCEIN WiIE
fRsSH#biE | bootstrap_ser | string -- = ARSS bt
vers €g:192.168.21.
21:9092,192.1
68.21.24:9999
F topic_id string logstash = F
FRFOZEE | codec string plain = FRTOEEY,
jsonzi&plain
BERAR | max_request_ | number 10485760 2 BRAERAEK
AKE size E
SSLiFH ssl_truststore_ | file -- &= SSLiFH
location M2 SS| 48
KM AT E
EHEZSH
SSLERSH ssl_truststore_ | string -- & SSLE#SH
password M2 SS| 48
KIMYBTEE
EHEZSH
LMY | security_proto | string PLAINTEXT B LZEMY
col
sasliE#E | sasl_jaas_conf | string -- B sasiEiEE &
[T =1 ig
=a0% | is_pw_encrypt | string true B 258Nz
ed
sasltL:l sasl_mechanis | string PLAIN B sasl_mechanis
m m
Hep, “sasli&EFiE” HTERIEkafkafli§dHTIES . AT :
o BANEEACE
org.apache.kafka.common.security.plain.PlainLoginModule required username="'kafka/E/~"
password='kafkaZ#3,;
o EIERACE
org.apache kafka.common.security.scram.ScramLoginModule required username='kafka/g/"%
password='kafkaZ#3,;

& 11-21 obs &z EECENIN

gl Yiflogstash | SEH! FOANE = | R
BCEIR WIE
region region string -- = region
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FiFigR NiRE
UL XJRzlogstash | 35! SOME 28 |k
[Ty=11 B
e bucket string demo- = W3
obs-sec-
mrd-
datas
endpoint endpoint string https:// = endpoint
obs.huaw
ei.com
BENMHX temporary_dir | string /temp/ 2 EFIRR
ectory logstash/
T Byt codec string plain & fRAgE=plain
o&json
AK ak string -- “® AK
SK sk string -- ® SK
B prefix string test S BT
RO encoding string gzip B fRIIsgzip
FE R
iciZigz sincedb_path | string Jopt/ & T8 8%
cloud/ HuEES,
logstash/ FrLEEESE
pipeline/ HE3ER
file_name
% 11-22 pipe iEZRE BN
A XJizlogstash | 358U HAE = | B
[Tl WiIR
RE type string T = St
BB pipeld string - = =
AK ak string -- = AK
rig eSSt
HIEEZSH
SK sk string -- = SK
TR GRE
HEEZSH
1k domain_name | string domain n | iamik
ame domain_name
TEIERE 2R
BIEEZSH
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)il 1188
g SFpilogstash | ZEHY EONME 28 |k
[Ty=11 B
BFR& user_name string user_nam | =2 iamik
e user_name
TR PZEE
HIEEZEH
AL user_passwor | string -- = iamUk~
d user_passwor
d
EIRRE 2R
FEEIZESH
[E453EEY compression_t | string NONE & IR E4g2EE
ype
BABUi#5RE LE block_if_queu | boolean | true =S BAZ R e
e_full A
[FRatab 1R enable_batchi | boolean | true & EFFE#ab
ng I
11.1.3.3 EEEE
BFinE
AEDEENBUAHITESEEEIRGER . MEREIEERRE.
BEEEEERER
TR EREEEREHE
HE) BERNEAELSN =, %% ‘%L > RS SecMaster” , HAZL RINEIER
iz
TE3 EEMSHZEE “TETE > =EgR” , HELETEdERP, PEEFRIES

[EJ&ZFR,
$ER4
LIRS

F 11-23 EEEES KA

HEABFLEEEEERE.,
EEMSHI=ERE “RE > R&E

BE” , BUAENEEEERE.

FiEEEENEY, EEEEEENFEMRER.

SHEW S5
EZATR EZAIBIR

JES S EZRYSRE

ERER EREXER.
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BPiErm 1188
SHBR S¥u5AA
5| REE EES | BREEN = .
iR EER R
1R I EEHITRE . MBRERE.
fRIpREE S

BB BRSEEHG,
S BEREALLAN —, %R ‘%L > BRI SecMaster” , HARLEINSER
&,

$|3 EEMSHIEER “TEzE > TEEE” , #AELFmEERS, BEERIES
[BER, EABGRLE=aEERE.

£R4 EEMSHERE 28 > REEER™ , AENEREERE,
SRS TEEREENET, REERERRET “BIE7 FIR0 “BER” .
£R6 TERHAIMERERSE ‘N7

R
11.1.3.4 63/ JRiaREITES

BIEES
ZERMBANBREENEE, TRETBHTIER:

& 11-24 @EtTRm=RA

i mR

PSESEIN TBXFEUER I TR B E

EL FEMNHIEREITEIE. FRINTAMESFRIERIIHE, AILUR
ERFRENERTSHTERIEE, SIEYNAIRETS.

BHEX HEMHIEFERITAIE. FRINTAESRFROME, &RikH
FEERPHFENERBRIIHER, ATLAEENX RPN
2%, BCEXIMAIIEMN .

RELEENECUE/RIEFENTR
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5z =12

MigE

BUEREHTRS

TE1 BFE

BEfla
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KEAECSTi Mo

2. HUWEHRPZRS.2EHMIRRGS, oot fRHIT, FEECSHZIEAgent,

11-10 %% agent

3. REFRERTR, BAFHRREETEEAMKSHIZS.
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MigE

install isap-agent successfully

5 ZERINGE, ARE=EHENTREEREF, EETRIRE
FIE7 Mifksalt-minionSIEEIE

1. fEPREERmEF, BE HET
EFTETIRIESIRD “BIBR” o

2. 1ERRHRYHAMEF, BE “HET o

R

11.2 HUEEER

11.2.1 ZFHRANEE

FEFIET

4. MRFREEIZEDINTESES, NRTAgentZZI .

RNEF, DARERNEERE

t@zﬂmﬁ% HREMRIIEEERE. EiE, TLEEHSHIIERERIRA
* 11-48 STHHEANHEE
ZEenE | RS e il = B&R
FNZze |UFENZEE | HPM=KS | hss-alarm FHZeEE
HSS
(HSS) hss-vl TR
ghER
hss-log FNZEHE
hss-baseline FNEZEeEL
W%EE | Web AKX | BPMI=IRSS | waf-attack WAFKEHEBRE
1% ( WAF) .
waf-access WAFIBIEHE
=HITIRSS FAFPMI=RSS | cts-audit =®#HITIRSH
(CTS) =
R | mE2N FHPMI=RsS | cbh-audit FE2H&HE1H
(CBH) =
11.2.2 ANIUE

Bria=

B RegionfVEN LIE=IBI 0] BoiiE 2 8iRegionfi B RS R, HEATMERE
5RIA, REFENBETEENEENTETE, AF=BmNEIESEr~, TEA
FEEXEN.

tézﬂmi?—:—&ﬁA%WannE’JEI*%HE BNE, JUsE—EEETER, L
RIGRADFTEEWRERIRAE
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RERN

FiFigR NiRE
AEBN BTN SIEHEE SIS .
AR SBRE
IRERRIERRING, ARSIRITIAMETDHRER.
BARSBEE
LB BREERHAE.
W BENEELSN —, F ‘2L > REE SecMaster” , EARS ENEIER
Ho
B3 EAMNSHEER T > SagR” , FELERasiED, BHEERLES
[BEHR, BB LEEEERH,
SEa EEMSHISER 88 > HIRER , HEASIBERTA,
LW EFEASTRN CHIMEXEE 5, 8F , FEENNERSES.
BN ZinregionFIE A RAR, TEERE ‘—BENRSEE" Bl
B4, —EENYFiregionfiE RS BE.
$Be RBLEHEH.
REBAEREIETR, CaLUREESHTRE.
$W|T RESTAMEEE.
ESSERTRA QIS E” 5, Bk , FEBANERSASHREE
£HRT, BMEAEE, FEE CSEER TEPHITRETR.
(0 388
o MR RASENESE, AUNAEHEEERMET, BRAENTE, UFASE ‘&
EE18” TEPHITER.
o AREMA “‘RASE" REULUBEATINREIIHER, NRHIEEMIREIHENTE
;fm;%ilﬂﬁ}ﬁé*%, ERAABEMNESE, Wi “FRERE" BFaRRENEXREN
HIE.
S| BE R, FEBRBNRBREES, 85 BT .

BTG, BEERARIETEMEE.
[MERY:E

BAERINE, BSSIRTRRHE+DHRE.
----45R

BERTHENFEAVE

LR

£HR2

EREEEHA.

BHEREELSH =, ®IF ‘22 > KT SecMaster” , AR RIMEER
Ho
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FFiEr 1188
B3 EAMSHEEE  TEZE > Sa8E" |, HETESaslET, AERFTIES
BER, HABGLTETEOESIERR.
BB EANSHAEE 8E > MIRER” , HAMEERAERE, ER-REASEN
TREE” FIEE OSSR,
BEE, AUEEER TSN NES SR BN OSSR,
s
FER(E
o EGHEEREEA
2 TERIUERARR EHEXEE 3, @) emEApERS
EIL‘:\O
b HE YR .
o EHBMIRIENEGEE
a TERRIERTRMN CEHEE 5, BAESEEE.
b HE YR .
o EUHEEEEE
a EAIUEEERN ‘mmsser 5, exll) | xmssms,
b HE YR .
11.3 kg &
B{Ela=
EREREEAREIEXIE, TEASEASHRBREI.
BELTR
BB BREEEHa
T2 EE&ﬁEELHE’J =, &R ‘&% > ¥ =K SecMaster” |, AL EEINEIER
.
B3 NSRS TR > SaSE” | FETasss, BEamTIES

BEFR, EABGRIIE=EEERR,

FEEMSMZIEE 98 > gE”™ , HAQUIRERH.
ERMEERES, B QT , RAafEREiFEeEitiIRm.
BT,

1. EEEXER, BRSHEENR1-49F7.
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FiFigR NiRE

F 11-49 EEITHERER

SHBR S¥5AR
IR BHEMKEITRIRIZETR
ERTE RSN RS E R A RTIE
- HNEEE: 81X, 3Kk, 7K. 15K, 30Xk
BE—X
- HEmARE: 00:00~06:00, 06:00~12:00.
12:00~18:00. 18:00~24:00

2. EFSBEIE.
EEREFECNHNELAERE .

$R|7 BE “HBE” .

MEITHeETME, SecMasterRTEIRERIRI BT RIRS E LT E, FMERAIL
£ KT > BEGE” hEE,

11.4 BHREH!
RMES=
ZEEMTIFEEX BR, SaLURESEXN BRBITE . AETENBIUTIR
E:
e BTECEHEBR
o THIRMGS
R SRE
o EZNEMBRATIFRIE. MIPRSIE,
HEEEBR

BB BREWEA,
S EEREAL LS —
.

SB|3 EEANSHEIER “TE=E > =EER” , AETE=ERIERYS, BEEFRIES
[BEFR, HABRIE=EEERHE,.

$R]4 EEMNSHEERE “RE > BRER” , #EABREFINH.
£|S EEREFTIERT, EEERNFRER.

HiF ‘e > X=X SecMaster” , HAZE=NEER
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BPiEm 11188
£ 11-50 HESH0RA
SHBR SHIRAF
—KEF BRFEN—REFEER,
—REF BRIFBN_HKBEFER,
BRIRE BRAERNZEE,
BHF it B RFrEtbilt
B EESSEERGISA
RE BRIEHRE
1RIE B ESEHITERGBEERE.
BN

SR EREEEHE.

S EETEA AN —

Ml

TR ‘L > L= SecMaster” , HAZEZNEER

$|3 EEMSHISERE “TE=E > TEEE” , AELEZEERS, BEERIES
[BER, EABGLE=aEERE.

$]4 EENSHEERE “RE > BRER” , #EABREFINH.
SIS PEHEEFERAEST “BMEF IR ‘EhR7 , BHERGERE.

$6 HEMHBREY, GEFEHRNGE.

ST Bk R
e
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12.1 FmEs
12.1.1 A AREERNEEIEREERINBEEIRERD?

ZERMIFRNE ERFEBZISENE, FHITERIZEN.

B2, NMREN= LA-AERN ENREEIFED (B “‘S|EE" SR UK
WA RRINBL S, BlEN, iROREFSSOSE AR AN R ) , BPABRZEIIN
TRIATREM R AKIHE, Fid, RIS ETEHNRFAIMNEZHNKEIEER
BAK

12.1.2 Z2RMAIEIERIFER(TA?

Ze=NET = E RSN IRS RENEMEIE, BT KEIRIZIEFMNZRES,
DITHEMEISE, FHIREHIFEN.
o —FHREEZMREBERE, URLZEHIFREEEEER, BIEREIREESEAID
TREMNER, ZEMETNLRENRR, FERBNAIREMEE,
o BE—AMmCERAPWEHIZSE (Host Security Service, HSS) . WebRzFERA K i
( Web Application Firewall, WAF ) EZE[51PIRSS LIRAVEEHIRE, MHIRE
VENZEFMCE, HTASIESEIINEGEFS, SttADFHREIEIEEN
ANE, BPBERTRIEINANEIERE, FHEMBEXMIPEEEN
ZERMBINZHFENLZEHIENDT, ILESHANEERFIREKIE, IHE
MEEENEMESE

12.1.3 L= 5SEMZ2RFZZENEXESXE?
SecMasterSEfthZ£fH1PRSS ( WAF. HSS. Anti-DDoS. DBSS ) BIXR5SX 30
T
o XEL
SecMaster: {EALZEERERSS, KBTEHMZERFZIBHEIMENEIE, #i7E
EEMXEDHT, EMEBREEMEE, FIREHIFEN.
Hih2 2RSS : EMENEIERTLAZ—CERESecMasterdh, 2EMEFBLERNIX

ETEH
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o [X3HI:

SecMaster: {XRJHCEBMENFDITRIES, FLEEARLZEGIFEE, &5
HithZz £BRS5HEECER .

HithZ 2RSS (XBTRYNRSZAMSNDOHENE, FLEERZEmIRE, &
SENEBRIRIIESS .

SecMaster5SEZ£BHFIRFZ X3, FHASTWMFEI2-1,

% 12-1 SecMaster SE{IRZHIX 5

ARFZBFR BR324 | KBS X3! it/ aP S
ZE =K Z2EI1E | SecMasterEEZEMEBEZE2RMIES | ENEeR%EE
( SecMast B, RESWZRSZEWEIENI=LZE | IIES
er) BUED, FHREBAIFEN #,
Anti-DDoS | M4&& & | Anti-DDoSEFRFFEDDoSKHREN | REERIIS
Fivt==b=Pri SNFIRATE, HEXWEHERE. PHIPFEE | IRE.
( Anti- [BlX45SecMaster,
DDoS )
BIENZ | ENZE | HSSEFTHREENEAZ M, NE | RETVIEK
2 (HSS) MZEXE, WTBRRREE, BXEZE. | 22,
iR EIE RIS A SecMaster,
WebRFEBS | MAZE | WAFBRS XIS REHTSHERN | REWebLH
KA FOBA3R, BAEEKE, EMKEHR—S | EFRAATE
( WAF) B, HEXNEHE. SZHIEFRLTSE | 1. 22k,
SecMaster, E2MEMWebX|fEEEE
HIEEZE | HUEZE | DBSSENTHIRERITABIMGIFIE | RE=LEE
BRSS i, HExXEITEE. SZEHIEFRLS EREMNEAF
( DBSS) SecMaster, T,

12.1.4 SecMaster 5 HSS IRSZHIX BI?

RS EX X35!

o RE2ZX (SecMaster ) ERREMF—HRE2EE

L, BEFzRERSE, =ZH

o~ LBRFEIE., R2THEE . REERNFHEER. R2RAFSBMNIINEFSE
B, JUBHENE LZE, BESRERE. aHIFRIRINRESHER, 2R

FRBpXURS, [EIRY, BILALEREBMSIFNIRA EEES BE |

Bt ZeEEEE, BEENZEETK,
o M FENZE (Host Security Service, HSS) RLAT{EREAFONLZEF M,
£ T ENZE. FRLENNTLEN, SERAEE=. S=HEEHOEM

SRHIeR AR

oo
Es

TrRRABAIRFHRIFER

ERIE, FENETII—RML.

BM=<Z, SecMasterREMERRETHIIRSS, HSSERAFNMESRLZ 2RI

5o
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ARSSTIREX B

e SecMasterBI RELMEZLEHE ( BIFEHSS. WAF. AntiDDoSHEZEIRSZHLN
HiE) , Btz EREE, R2THEE. R2ERNEHEE. 22fREHS
quEJJﬂF]F" ML, BEVESH M. BRERSEEEE, REENRSE

o HSSEIEENHZREAgent, FHAI. TRFIFNREEEZFRADHENHK
M, FEMHSSTIRBIRHL T ARGNAFGITMES , £HUFREENZE. BHE
MNEtiEdlEe, EEENAgent HIFRRIZ2ER.

& 12-2 SecMaster 5 HSS F=EINREX I

IHEEIR HES FE=

B | ENE | 2WMEVEFH | o SecMaster: {NZiFREISHSSEN A NG

ZLe | FF BARLZENRE, E8, IREMEZENENEARLZEIK
/Ro

o HSS: RZFE2EMENRILZEINR, &
IFREIEENPIIKS . k0. #
E. WebBR. BHEEMBREMNES

POIAES | - e SecMaster: FFOEFIFHMUEZEIN
= &, JIRENSMUERHIBAEZER
)RO

o HSS: R3ZFFZINEE,

=E | THUR | SWENUREEE | e SecMaster: {XIEEIEHSS TN
=8 | iR R, BT R SEENRRE.

Wik o o HSS: IETILINUXER. WindowsE
&, Web-CMSIRIE. MR, 12AtER
¥, GIEENERRUES. BR%
l‘|‘ ERNAS . IRATOPSHIKIRARSS
28TOP5, FENESLH TREFVIRRER.

B | =RS | - e SecMaster: (IT=IRFZFHEBECEIN, M
wE | B ZMXPESER, TRIRSXICE B
EEEFXEEERE .

e HSS: FR3Z¥FzZInge,
FNE | - e SecMaster: AXIHZINEE.

% o HSS: §3tEH, IREEESREINLE, 6
ERNISRER,. BOSRESES, €
EWNENRSELETR, FHEBENG
TOP5. FH13BOSHEN. FHBOSKE
TOPSEI%ET o

12.1.5 YIEFFLZEIFED?

LZERMZIFTEIENBA RN DRE, HEBERRFRLERED . BIER
Z2iF5, AIRE T R IE XGRS B RO R RIS o
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BrrLweNREeRE, MEMELRESIToNNXEESR, BriEFoPigstiBEEZs
1’-;1-, RIFFEESRPEZEHPRT . SEFHIRSRIFHBEEFIENE, Z2IFD
BEH

£E BEREEEHS
W2 BEREALSH —, HEE ‘K2 > TR0 SecMaster” , HARLEINEIER
Ho

$I|3 EEMSHIEEE “TF=E > FEEE” , #AELFZEIES, REEFRTES
[BER, HABRLE=EaEERE.

R EEMSHISEE “KIETREL > 24087 , BEAELRERE, WASHSIIELIS
BINEHTLIE.

SRS EEMSHEIERE “XIRT > REEE" , SANRREERE, MWKEHETEE.

$Re EEMSHISER “HiNsE > SZEIE” , BALHSEEERE, NEESHMHH
TR,

$R|7 ENEESHLIES, RO “R2SH > SHLKT A, B | , SN
EREEEHMNRZEITS

(10 88
BAFRNEE—ENatE, BEERE ‘BNl IRMEsoME, BRIFRE, SE&MRl
NZ£iT5

.

12.1.6 AHTLIER DS ESH?
ENRRE—MBEUNNERHTH, REEESERRIRRISREIEES
PORPERIE, — BT, BAISERERE, FEEEAT RS .

ZERMMENEWENZE (HSS) , BRHSSIESNRIRIR DR TH, EHEMANE
BEESRM, BFHEHNE.

AIBEESM

HSSES EARBR VSIS MIPREE, NRAMBENHRENOTH, WERK

EHRIPHHTIER, 3 LREEEY,

HEWEISKETHSSNE LRI, BBRHSSEIRRHI A RBE S,

o MREHENRBRAEY, RUINSERNSREN, KA THEERSET
SEMIBATEIRS, BINSEN TG, CERNBEEREM, BeH—SRE
EHHIRKE
a. ESTEDESATRENAOEIPATIEE.

b, ESIEMEAMRRNERN RGOS .
¢ ESTETRINGRIGIE, HETRKE e,
d. ERERTEERFRER, HERGEEER,

. !éﬂ%f@:ﬂgim?&%jjﬁﬁﬁ, WEHIRIPHSSI=&L, 52 W TEN, IEENZR
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RCEESH

SIR3

SR
LIRS
+IR6

BEREABRENRIRIPRIEIEER .
ERENERENRE, EEAFERSEXK.
IBIRIESE PR R AR HSSBHIFREN o
IBIRIESEIRERINBEETZ2E. FHXIEEE.

a0 oo

HESHAETRE, BULRELERER, McERBINSEESHE, eXdEE
HRIEE,

BREEEHE
BHEREELSH =, &IF ‘22 > KT SecMaster” , AR RIMEER
Ho

FEEMSHIZER “ TEzE > @8’ , AEIEZRIIERS, BEERIES
[BEZFR, HABIF=EEERHE,.

EEMSH=EE “RNEE > SZEE” , #ANSEIIXREERH,
WEE “BOWER” KB, RIFEEIIR
EEETEE, RESIRERNREEMEES .

R

12.1.7 FUERZ /—EEHB < ol

J9t+4 WAF,

HSS FfYEEF] SecMaster FRIHIER—E?

HFSecMastershiC R TWAF. HSS EIRARIFFBEHEEEEIE, MWAFFIHSSHERRY
SITEEHIE, SHIFESecMasterSWAF, HSSHEIEAR—HAIER

Eity, BNEFIEXINARSS ( WAFZEHSS ) HTEEHAIE,

A AR S REFIRBERE T DE?

(RN :

TE=afigmfE, ATETERM ‘&8 TEFRSAHEETEER,
BR ‘% REPHEFDEBINBAETA0,

FEAELESE

TrE=iaeliEnkl), BERF-FHREREATRE, TS AEERHTHIER
=, BOFEFRSEBHITES.

BRI
B OFST, RESRRARBEMR-FHAXEEER.

12.2 HIEHHR
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12.2.1 HIERE

12.2.1.1 LB HIRE R LM

HUERERY, FEEECS ELABMEHIRE (isap-agent ) , HHMZEEAWE R
B, BERAETHTHIELE:

(R(HIZHISE (isap-agent ) REELMAIRTBEREINT:
ﬁﬁ%iﬂ#?&?ﬁﬂ% (isap-agent ) BYECSPRSZBE 5 1F(EAgentAIOBSHEZ [BIMLEA

AR
) B
BERHERBERT S

ECSIRSS SR E=EAE

AMiamtokenidsk, $kEXiamtokenZkI¥
workspaceldiE 51K

BEfEFIR (isap-agent ) EEZE, RFEPSGEELE

o FREAHEHIZE (isap-agent ) FIECSERSZ2ES7F(EAgentJOBSHEZ [BIRLEA
i

12-1 415 OBS MLEAIE

BRTE:

(A% ) iE—: YECSENSOBSHIMLZIEE ,
(Hi%) FixZ: FoELEMAUNRZEATHIIAE, BELEa L
EREHAY “/opt/cloud” IR,

iv.

V.

BROBSEEEHE

EEMSH=EE “WIR" , AREETREMR, EARYREER
Ho

gﬁﬁﬁﬁﬁiﬂ‘%{%ﬁﬂ, HENEHNRIFENEE, TRZERTIIZRE

ETITEEETE (70: SecureFX. WinSCP) inieE&RBIr=IRSESE.
BLEE FERIENRY “/opt/cloud” BEET.

o ECSFEHHHEETEIARE

12-2 HEZERE

fBRTSE:

MAERRAS 02 (2024-06-30)

IRIERE © LATITERAGIRAT 280



RERN
FFisr 12 E e

BRI, B REB=TE,
o EAFiamtokenig=k, FXHEliamtokensl¥
- [GEHMR

HEFLEWANTEREER, NWERREMiamtokenigxK, $KEliamtokensk
o

12-3 $£EX iamtoken 25§

start to install isap- agent please
start to install isap-agent, please wait

start to install isap-agent, please wait
start to install isap-agent, please wait
iam token error, install isap-agent fail

- HIEEPEMERTE
i AT SHFRIAMKSHAFEREHIR.

12-4 IAM FBFRZ#0%485

[root@ecs-52fd cloud]# curl -k -o /opt/cloud/agent_controller_euler.tar.gz --create-dirs https://c **-csb-isap-logstash.obs. |
.com/isap-salt-obs/agent_controller_suler.tar.gz & tar -xzvf lopt cloud/agent_contr r.gz -C /opt/cloud &6 sh_ op

/cloud/agent_controller_euler.sh install -csb-isap-logstash.obs. “o.com https //iam.

com/v3/auth/tokens 8a 17i30d 7 14d8 cfdge 55ce392d0f6c [192.168. (...5","192.168 BT—— =

CHE 02)

o BIR, EHGTHIIAMIKSERAFRZEBRNITRED
o TR, BELHLTII,

i. HiTvim /etc/salt/iam_token.txtms<$, BF “/etc/salt/
iam_token.txt” XHHEBEREEFE.

o Z[HEIMITEIEEE, WRFFE, HELH1Tiii,

4>

12-5 BN
[root@ecs- - " )# vim /etc/salt/iam_token.txt

EIInJAYIKoZIhvcNAQCCoIINFTCCIXECAQEXDTALBg1ghkgBZQMEAQEWGiUzBgkghkiGOwOBBWGggiUKBII
11Ij01dGVFYW 7ImShbWu10
b25zb2x1Iiwi 11kIjoiMC]
VuZHBvaW50X2 1aWQ101Iwl
T1w1aWQ101Iw 10seyJuYwl
9jdnIilCIpZC bmFtZSI6I
LCIpZCIBIjAL jo1b3BfZ2F
dhdGVKX2tvb2 e ottt ; oS SBerBaONE SOr oIS ENNON e . O _ e 61 jALTSXTTL
ZCI6I)A1fSx7ImShbWU101IvcFOnYXR1ZFO1Y3NfY21hIiwiaWQ1i01IwInOseyJuYW1lIjoib3BfZ2FOZWR

o UISHETRMNHAFE, BERERARSZIFHITHE

ii. #HiTping a5, WEBFNESTAEEMESMNE, WRFE, BAFE
FTIBMILE o

12-6 B4

[root@ecs-52fd cloud]# curl -k -o /opt/cloud/agent_controller_euler.tar.gz --create-dirs https://c +*"-csb-isap-logstash.obs. ¢
.com/isap-salt-obs/agent_controller_euler.tar.gz & tar -xzvf /opt/cloud/agent_controller_euler.tar.qz -C /opt/cl
/cloud/agent_controller_euler.sh install -csb-isap-logstash.obs. om https //iam.

.c
[com/v3/auth/tokens 8a12580d-7 14d8 cfase 55ce392d0f6c ["192.168. ... 5","192.168
01 «

e workspaceldfREGEK
- [GEHMR
HEFZLEWU TEFREER, MR xWorkspace IDIREEKM
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12-7 workspaceld 65K

start to insta
rt to 1

isap-agent, please wait
isap-agent, p > walt

start to i

start to 1ins 53 z
workspaceld error, install 1sap-a

- BRIGE
i. BRTZEWEEERFIS.

i. FEAMSHEERE “T(E=E > =EER” , FETIE=ERIERS, 8
TERTIESEEH, #ABF LS EERE.

ii. EXMISHEIRER “RE > AHEER” , EAPREERAERE, 2EHE
T RER.

iv. BEWITHSHHRIworkspaceldFlprojectld,

dp agent, p

1
i

tart to install isap-agent. p
i
i

12-8 EHIBHHISHEE

1) femEEagent
1. FHERIEES

(2) A% curl -k -o foplicloud/age

C jopticloud && chmod +x /opticloud. suler.sh install «

3fauth/tokens

9

v. BEILMRE{THRSHPEIworkspaceldflprojectld, 2E&SivREI—.

& 12-9 a5 EPEI’J?/‘%#Z{.:M

Vi. 1|5ZEQ,QBTHL»?§$ FrfJworkspaceld#projectid,
o (A{HEHIZE (isap-agent) EELRER, RANKESLTE
- [GIREEISR
LHATZEMA TR RESER, NERAgentBEER%E,

=] 12-10 Agent BELR

the ISAP-salt-minion-euler again.

- BRIGE
i (E%) BiE— BUEEEHESEHZTSR.
1 ’*it@xﬁ“’*ﬁi SHE

2) FEEMSHIZERE “ TE=E > =EER” #T‘ Tr=sjayiz
&, BHEBERITFZERR, #)\Eh'I{"E BT,
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3) EEMSHEIRE “IRE > AHEIR )\*ﬁ,ﬁ’éﬁﬁﬁlﬁ, g
EERT ST “BRE B R

4) TfEERERFRAMES, B ‘BN
i, (\E) AiET: BOEAGSEEAGIEFIZE (isap-agent ) o
1) BEiEEETE (40: SecureFX. WInSCP) i B R Bir=iRS
28,

2) #47sh /opt/cloud/agent_controller_euler.sh uninstallss<,
FAMHEHIZE

iii. MBEREACTMEE.
1) BIEiEEETE (40: SecureFX. WInSCP) i &S Bir=iRE

E)t

2) (‘Jiﬁ) F3iE—: #47ls -a Jopt/cloud/EF “/opt/cloud” BRT
Eggg LR TEFRMEE (REHANE ) BT, WFRRER
CENEL

12-11 A4

[root@ecs-_.___ _...d1# 1s -a /opt/cloud/

agent controller euler.sh

3) (H|%k) BiEZ: HifTsalt-minion --version®<, HIBRUTE
Frr{EE8t, N REEBHTH -

12-12 ¥ isap-agent (58

[root@ecs- T~ ]# salt-minion --version

-bash: salt-minion: command not found

A ER
TRIEHFTE—ERE, REMRITREHEZIZE .

12.2.1.2 RET R REBEHE

[EIRRENSR
RET R xu;*L@{Lrﬁ: R Fisap-agentERS HIRHAI, BAFE—EME

B (Mit—on#) , BREREEE FR3NHE, REDTRMXEEER “E#ERR
& KRETH “HE = , FEiIZBRSS2BAICPUERZRE T ERZRANSIAEI100%,

12-13 RET E

[
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Bl 12-14 REBEHIE

o

A s s iz EEHS Bz s e

AP EREEERETREE A BIEN LFEER, SEXRERTEEREET,
FHERFSHCPU. AEFHEGH,

1. REEFEXRET=FRERECS,

- GEUSRENRRSREHE, £ CRNSRSE FIET, B iR
B SREL.

- WRENENCEYPETEMIP, EolL(ERTEEETE (fi0: Xftp.
SecureFX WinSCP. PuTTY. Xshell& ) ZRFM, H{EMrootFSZE M
RS FIEE

2. WITUITHS, dEEHRRFENETIRE:
top
HERUTEFRREY, WERECSHlavaiHig 5T KECPUE

12-15 iz TIRE

:21:09 up 8 days, 29 min, sers, load average: 1 , 0.29, 0.13

84 total, 1 running sleepi 0 stopp @ zombie

95.8 us, 3.7 sy, .5 i 6.0 wa, 0.8 hi, 8.8 si, 0.8 st
K1E= Mem : 3879596 total 532820 free, 1234536 used, 2112240 buff/cache
KiB Swap: 0 total ree, 0 used. 2295348 avail Mem

%CPU %MEM TIME+ COMMAND
root 4731800 .0g 2 90.3 2 44, java
root 353640 3042 508 VAN :00.23 dockerd
root 2 11780 464 274 . .02 containe
root . . . rcu_schec

3. PUTWI TS, EERERIETAE:
docker logs isap-logstash -f
BYEERRE, ENEIHpIREEE lterZf (fEITEE ) BEERIR, WTEFRT

.

B 12-16 RE&EH=THE

+UseConcMarkSweepC aM, - Lawt. rue, -Djruby.jit.threshol
1 [main] INFO 1 s ings - Creati rectory {:s ath. : " /opt/cloud/logstash/data

- Creating directory {:setti path.dead_letter_queue", :path=>"/opt/cloud/l

e"}
r] INFO logstash.agent - No persistent UUID file found. Generating new UUID {:uuid=>"4
path=>"/opt/cloud/logstash/data/uuid"}
uccessfully started Logstash AP endpoint {:port=>9600, :ssl_enabl

c8b5-4ccB-8bbb-F74fel314cal>] ERROR logstash.agent - Fail
yeate/plpenne i : 8b5-4cc8-8bbb-f74fel3lacal, :exception=>"L
e_of [ \\t\r\in {\" at line 15, column 6 (byte 1463) afte
g g i “compile_imperative~
on/AbstractPipelineExt.java: 1€ mitiauze , i 3 elineExt.java
opt/cloud/logstash/logstash -core/lib/logstash/java_pipeline.r itiali /opt/cloud/1

stash-core/1ib/logstash/pipeline_action/create.rb:52:1n "execute /opt/cloud/logstash/logstash-core/1ib/logstash/agen
in “block in converge state'"]}
INFO logstash.runner - Logstash shut down.
:Runner] FATAL org.logstash.logstash - Logstash stopped processing because of an error: (SystemExit

ptions.System
.jruby.RubyKerne rg/jruby/RubyKernel.java:747) ~[jruby-complete-9.2.20.1.ja
.jruby.RubyKerne rg/jruby/RubyKernel.java:710) ~[jruby-complete- 0.1.jar:?]
logstash.lib.bootstrap.environment.<main>(/opt/cloud/logstash/1ib/bootstrap/environment.r|
k

WARNING: C ind logstash. which is typically located in $LS_HOME/config or /etc/logstash. You can specify the p
ath using --path.settings. Continuing using the defaults
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4. PITUUATESS, EAREBEREXHRERER.
cd /opt/cloud/logstash/config/files
5. TUAT®HS, BEfilterfDREFERE.
cat AEXMHE
HHEMUNTEFIRABE, NFRRHaifilter3nEFER

12-17 filter BEDEFEER

8-8bbb-f74fel3l4cal.conf

bb-f74fel3ldcal.conf

g/gemas _pulsar_ca_cert . pemn”

sh/config/a.txt”

Pl ez
ST BRLLRWEEEHEG, FHEABTRTFEE,

SER2 T_ EUSHSER "RE > REE 2, HEAREEEREE, &F “Hir=sEE”
E, HAETREERE.,

$]R3 BPEEIFTRIE TR “RiE7 , AERERNET, RIMERERERER, &
BONIERRRIECERE R
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12-18 At raatic &

B

* EfR

fi

HmzIE

* EiHER

error_parser

i

EE N EA
Else &
asdisadfsal == v
# BEATHIN Mutate#2ifF
=R, sadffd
Feiill|
+ iRINEE v
2

12-19 (B BT 2RECE

BEHRER

1KY
F

il
[

HFI=

# BRI

error_parser

il
s
H
[

Uuid

= BiFFER uuid

Him
il

$BA BFE “HBE”
SIS fWiESTAE, ELEHERE ‘REBEEE

B, ERXREEE,

=

asdfsadf

0/25¢
v | W
v |
e
0256 ,,
v |

nE, ARLERREBERFIN ‘5
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B 12-20 EEX&EEE

seem ) wemmeE

T 4

g%G *AEKKLL*D%KF un'lk/u\ °

o ERTHE # ‘XEBEEE" NEP, NERRREBENIRERRE.

B 12-21 REFEREBERE

wasm | REEEEE

- EsEm mrEEE sEsReE

= - o (o=
P .

¥, NH, ERFRREDRIVEERIRS.
12-22 ﬁé*pl\\\1L)§4klu\

=g wEREARE

wrsEz  wmsssE

2T cPUBmE  ABREE  MmemE s
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BEIXREXR
o EHE "BRTER . “J*’EH/HHJB?A"'” ETAR, #

Bt ERESFHEAERE, ETASMMK.

B ‘BEERLNTEER E*ﬁp\lﬁ, BN EERTE
iR

S “WMERAREER ETAS, MESA. SHiG
BLRIBFES.

Ei ‘BERCERT . ‘BEREEE . ‘BESEH
=27 . ‘BERZEERT . “ImE/mERRERT 'Y

N

Ii]%“, B EDEEE.

g “RIREER 59, FR—EENSERE.

B “NERIANRE BEORE, MEHFEHRERIAS
FIREER

MIRSIFIREIIGE, SR "ERTFZERE" BPH
Bo

g “—HEIEE/RT ETAR.

Eif “RefEHIR” ETRE, ENRIAIRERERAE

ST ye)

2024-02-23

E—REXET.
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