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KPEMF | $NENR SRS, JIEHBIRSHAIRTZENK | SCHIHET
SER, BPARPKRIERTIEEKS
EXERSEEFERE, SUUEE “‘kS
g” . “%Pgﬂ” . “UID/SID” . “%PE%”

LR “FAFEHShell” &8,

R 1;6;5%%1%?%2}’689 CHIZIRSY R SR B | SERTE
ML T REIRDURE:

e FIFESUIDIEFRmiEHITrootiz N
o FAWZIRREFITrootiZ1
o IISTHAJIRIN

=5 at il
INREIR InsEiEiR M A
BFET | FEESBHENENINAZIRZLEEES, 87 | SCadE
IAIE SNHEZEFIEENNAERERFXS ‘75" . ‘A

BME” 0“7, BHLEREAZRIENERFIE
7. ATBERENENZSERAEHEEZFIZ
£, FREHLERAVENTRRE . RIERISRE
BIEFIA.

XiHEEE | #MBLinuxRSt. NBREFREFIEMAEHI SCATAEN

HEE 4, BERPRIAMAE T REES GRS
%o

FERFS | BENENETRESHEREIFNEBIREED SCATAEN

Vatia M, TREEEFRHIE, EBIPMEXIIET(EE
FEURERITEE,
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AW FHZRE
FFisr

P9 SRS

PR eINRE AT SERT R A= E G B R TSR T A, FIRERENEDIS
%Y@gﬁ?ﬁ%ﬂﬁﬂgﬁﬁ , NIIRIPEEAIRITT . BBF3HE . BREXHTHERZE
*DE Mo

% 1-6 MTRBHEN

ThREIn | Thaefik KeERE
ST | FELEMuSARSS 2R PAIRHES M ISR R SCRFE
P&

P3| BELEHEZ AR R DTS R

B

ST | BLEM SRR PSR A SR E S o

B

1.3 FFmii®

SEhEE

KRS

EmEPEF

12= Agent

B FNZERFZE—TATEEEREENZEERZ 2RSS, ERIESHEEREN
NIRRT, AMERSHLZEMRER, BEISRRSEEIGHNEEZENE

SCHMEUFIBRIFR— ML ER, [REESEIEEINSRE.

EERLERS A LG—EER—RENENPERRISORE, RIBSTRIRI
HERWANEEN PSRRI, MBSHCGE. HBLBSEE, REHHE—
RiGMATEENARE .

BB RHANE NS ARFFEZERCNE, REBEREH,

RMERTR . B, FEENLEMGF, SEFEAMEXE.

Agent G BRIFRY, AEMENRFRIERIET.

1.4 [RFBIRARER

W ENZERZEEMMR. BIAR. EMRFINTHESAREEIEE, BRERS
S0FR1-7, FHNNRENBIES WINEERHE
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BPiEm 1 =&N4E
% 1-7 IRAINEELAE
ARSs | ThEEIR | Thekwtid Hilhk | &M | (AR | MIRESE
IngE hi hiR BIhR
A= | KSE SNHBIRFIKS(F X Vv Vv \V
i | EEE | B, #AEP#HITKRFE
eMEE,
FrHsim 1R_L,LJ-_—L|EU%ZE¥FBSZE’_“HH“% X Vv Vv vV
E4& , BEIAFIRBIHES
Eﬁf‘Bﬁiﬁ‘aD%ﬂiﬁ%mﬁ*ﬁD °
HEE | WNEiTPaHEHFHT | x Vv Vv vV
BEE1E HQE&EELL EFHFE
EERELHE, KR
%J&&o
WebB | ZitHRiRSFWebiRS | x vV vV vV
REE | FHENBFR, FBEEFH
TWebZREIE,
BiHE | WNFHCRHRSTE | x Vv Vv vV
BEE | 9WHEE, BEEFRE
HREER, AR E
A9BSR A o
BRE&l | MERFPHNBEBFNIUHT | X X Vv vV
e, A& BRB6hIR
TEBER.
JwiE | Window | B3 SilmiEEHITEEXT, X Vv Vv vV
S8 | sREE | EUHEEWIndowsR %
L] XEEFERRE, X3
BRFPEFENESRE
HTIREE
Linuxifs | B SKREERITLEXS, X Vv Vv vV
AEE M EIBLINnUX RS FER
HEERRR, YHIR
FhEFENESREHT
EEEO
Web- BT WebBRAGFH | x Vv Vv vV
CMSiF/ | 74, iIR5IHWeb-CMS
NEN=pL i@;‘lﬂ, EFWebiRSEZZE
B | OSE CNRFFHOSERE |V Vv Vv \V
mE | FER | KBS, fHESEEY, &
BAGN | B FEFIRAOSZE M,
i EE CURFWRFAOSERE |V Vv Vv \V
Ot | FEBREEAS, XI55
U SIRTRHEPEX,
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FFig’E
ARSS | ThEEIm | Theewiid HiibhR
IN&E
FeER | XERATomcatficE . X
U Nginxfit& . SSHEZREH
HITEE, BEREFIRE
ALZEHBEIN,

AR | KPR | UKFEZNOSCKE |V
| OiRRE | I, H9ER, BOLE
ZEHREMKFRARRAN

=

S |BW BIER MK |V

BER | PRARBAY SR

ﬁilo

o BIENSBERTH
TS, AR
IRSEHRE URAVERLIE
i (BIE0: 2B, 152
=) .
SHBERISNEDEIE
‘BREP | ‘BR
Wi, MEEEE
SEHIERR) “ AP
27 SRS EE
Mo

EHIFERERIE
i, U e e e
o EMKFZIIMAERIN,
BRI=EN, Witk
RZEEHEE,

TEiE | XiEiTHRIERHRITIE x
F (= | W, RAEEPRIEIT.
BX) | AS. By, F8H
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TOREMTA

HfitihR

HIZS
XY

SMENEVRSHIZE

2, 8FE#HEEID.

7. HEERRER. 7%,

SFFHEOIERIT . B

ENETEHITEE,

HRESETAATLUEEIL

TRETA:

o SINHIECPUFERR:
g,

o IMIHIENTEEIPHIIS
I

o IMHEHLIEEZHS

ey
B~Fo

KX
HEE

T RFRFE T
=, MHRIERITEE,
HERE AP X ER
ELRIAIEE

=
]

( Webs
hell )

S =ARsS e EWebBH S
PRI, FIRTRE L
WebShell RS 34, HiF
EE NEIPHP, JSPEE
pgL=SitA

o WukjEI MENEEEIE
“REHERERT |
“%?L\F\” . “E)T\Eim
BHE” . “RERIIES
187 . Sl LMRIERLG
BIMERZEEREX
(G

o ERILMERFIENII
BER I EHARAIR LS
1Jo

38
Shell

SCAY ISR P ROHIZST
B, REERIHENIEE
ShellEFRIEF- 40 =58
Shell{T19,

FHFXITCP. UDP. ICMP
SRR

e
=3

Shell

MRS+ S E Shella9zk
BYTH, BIEXIShell3Z{4
B, MBR. BED. ¥
{JTZ . TEpEE. HIORE
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LHREIR

TOREMTIA

HfitihR

= —
=/ZAp

ST

éTH]‘*ﬁ,LHéﬁu%éfﬁﬂPm
MsRHne, SRESE
AT, REMARS

&

= o

E)=)
ol

KMFFIZE SR Z R
BEmRSS . EIHMES.
FN#EEDSEE . RuniEdf
REFIFFIRENUEE,
ﬁg%)ﬂ&ﬁ?ﬁim BFN=

UBE T
R

KN ETRFFRIKS
HI M ETR SR 2R
SER, BIBPEIA
WAEEKS .

TSR
3

SMHIRFR “HIZR

W7 F0 SRR 12

1’E0

ST R ERBURIE:

o FASUIDEEFimiEH
fTrootigi .

o FAWZRREFITroot
E*XO

o ISRV,

Rootkit
2

*ﬁlJ\JRootkn""*‘—“E’J;Z{ﬁu
, FENFRRNETAIR
EIE%EI’\JRootknz‘ié_éo
o STIFEASHAFIERSIE
Mrootkit.

o SIIFXIRSR M. i
. HERME,

=
B

EFz
FTIAIE

I E R BRI EALIN
AFBRZ8RED, Bl
B RPEENA
BFXS ‘G5 . ‘R
B{E” F1 “RF” , BHLE
REHBRRNAEFIE
7. TERRENENZE
7i' AEECEEIEFRIE
|=|5 LEEBH.U:Z:, \EE’J
RRE . RIEECRIEIR
SIERIA.
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AW FHZRE

i 1 FERNE
BRSS | THEEIR | Thawimba HifR | GW |0 | FE
T8 RO | SR

s | RBLnuESE. RERR | X x V|V
EHE | WA,
2 NP R A R T
ATAES W HNEN
PEF | BUWENETRSHE | x V|V
SWHF | S INEERES
W7, SRRAISIEREAE)
5, FEVSIFMEIEAT(S
TR T,
Z2 | EHE | TFERVOVERES | x VoV |V
EE |2 5T%, ssnEEns (12
AEHRER BRI i
n, EFEEESE A
E. ]
o EEFBLETIE R
o (KIBSASSIEAME )
O TR S
O=FE S
o IEBFIMISEERSLE
o HUEHAOSNE
B, BTSSRI
B
o 7 “EHEE” TET
LARS T B ERE
50
z2iE | SMSELSANENE | VooV |V
& SEAUR BRI
SR
#2 | WEAF | EIEEHEEMMEAE |V VooV |V
RE [INE | A, DEFEKSE
TIRBIRITH o
W | 85F | BURSRSEROES | x x x|V
AR | T | MBI
B | %
MEY | BILERZSIHRRERR | x x x|V
I | RXHREX.
B
HEM | BLLRESIRE AR | X x x|V
AE | RASEEX.
B
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1.5 NRAZ=S

H—==EE

AW FENZERFEME—NENZEEERD, BHBAFPESENESERRSEMN
ZEEENZEEH, BERLZEXRMEERAK.

LRSS

MENRFHTREITE, BREAFENSMXE (KA. kO, REFE. 550<
E) #TRT, BRRAFRIINE, ERERERE.

KRRERF

RMEBERER . FPHNEENKFEZEFRIPIE. SIFREFANEER, BIERFS
RSS2 LK ES R ORRKE, REsRSHENLSM.

E Sl g Vil

BYBRENEZER, EEFRRESTLZERE, MhEEX; BIME. M
R, MHERBIFS I EEMHHEZE X

EENEGN

RMENEWEHRFCNAEET], BEBSEhY. EftREZINESH, FRUNES
BRI FER, XUSERSE ‘T N, BRUSAPTEFSHREMN .

1.6 EEFAZIR

RN =IRS R EE
st = PR5328 ( Elastic Cloud Server, ECS)
SIEHERIER S

A FNZ2IREZAIAgentEIz{TECentOS.. EulerOSZELinux& & LAKR Windows
2008. Windows 2012, Windows 2016ZWindowsZ&FRIEH. L

ikl

EELERSAILINUXRFIRAHE WindowsRFhR A, SAgentrlSeFERA MR,
%iﬁi%ﬁ%ﬂé&ﬂ%genti?%ESI;T%{’E%%H}iZK, LAMESRIS W ENZ 2 BIFRIIRSS 1A

SL‘L o

o BN FHZERSTHIFNENLinuxRFhRAINZR-8F13R1-9F 7o
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BPiErm 1 =&N4E
2 1-8 Linux RZhRAS (X86 118 )
FFS | XEAYOSEEY
1 CentOS: 6, 7 and 8 (64 bit)
2 Debian: 7, 8, 9 and 10 (32/64 bit)
3 EulerOS: 2.2, 2.3 and 2.5 (64 bit)
4 Fedora: 24, 25 and 30 (64 bit)
5 OpenSUSE: 13.2, 15.0 and 42.2 (64bit)
6 Ubuntu: 14.04, 16.0 and 18.04 (32/64 bit)
7 SUSE: 11 and 12 (64 bit) and SAP HANA
8 Gentoo: 13.0 and 17.0 (64 bit)
9 Oracle Linux: 6.9, 7.4 (64bit)
= 1-9 Linux RFEhRA (EEH5HE )
FS | XIFAYOSE
1 Cent0OS: 74, 7.5, 7.6, 8.0 64bit with ARM(40GB)
2 EulerOS: 2.8 64bit with ARM(40GB)
3 Fedora: 29 64bit with ARM(40GB)
4 OpenSUSE: 15.0 64bit with ARM(40GB)
5 Ubuntu: 18.04 64bit with ARM(40GB)
o I FEHNZLIRSZIFHIENWindows KB hRA IR -10F7R
% 1-10 Windows R&hRA
FS ZIFAYOSSERY {sEFEBR !5 A8
1 Windows Server 2019 FiERIONR 6MUEN | HEIRSBBLE T
(40GB) McAfee®X{4. 360
Ze2Pt. BHE
2 Windows Server 2019 EEFOER 64 TEIER | eomcas— -—HQE
REE=ZHLE
FR3Z (40GB) PR, TE5fELE
a— —_ -}
3 Windows Server 2016 MR 64{55 B=73REMIFAK
(4OGB) 14:595}5;):'1)]557 1=
AgentZEEE
4 Windows Server 2016 ¥rifERR 641 fEAPL | FiEo
(40GB)
5 Windows Server 2016 H3EF MR 64(ZE3
(40GB)
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FBPFiER 1 @A
F= FIFA90SERY EEFRPR AR
6 Windows Server 2016 E3ECR 6443514
32 (40GB)

7 Windows Server 2012 R2 /AR 64 HS
(40GB)

8 Windows Server 2012 R2 #rEEhR 64{zfE{K
H3Z (40GB)

9 Windows Server 2012 R2 EuEF MR 6417
ZIZ (40GB)

10 Windows Server 2012 R2 #iEi( iR 6447
a3 (40GB)

11 Windows Server 2008 R2 ¥r/EEhR 64/
(40GB)

12 Windows Server 2008 R2 #r/EEhR 644z {E{K
H3Z (40GB)

13 Windows Server 2008 R2 F#EF R 6442
f&fR43Z (40GB)

14 Windows Server 2008 R2 ™I AR 644 H3T
(40GB)

15 Windows Server 2008 R2 1MIBR 644{&{A
FA3Z (40GB)

16 Windows Server 2008 R2 WebhRk 644y &4
H3Z(40GB)

1.7 HSS Y RETE

WMREBEEIFHSSEIR, AEWFHRTIZERBRNHESER, LUXAEIAER T ZE
EI’JWBEIZ_+, EAEILMERZE—BDIAIERS (Identity and Access Management, &
FRIAM ) #TRANSIRETE,, ZIRSIRHBFPESMINE. SRS E. HIEEHIEIN
gg, ATURBEZEEH RS EREIAE

BIZIAM, ERILAEKSPERTOIRIAMAR, FHERGEHIIIX RIRRYIEIEEE .
BRSO RTHELRRGFRIAR, BHRBMHAIREHSSIERNIR, B24H

L BEMIRHSSESRIRFRIIR, BRRAEAILUERIAMATFRARCIEZRBF, &
R FNBEERHSSIRSS , (ERAARIFMIPRHSSAIIR, =HEIMtEMIITHSSTIRRIERSE
Elo

MRKSELEHEEHER, FFZCEIRTZAIAMABFEITRELE, SaJLABY
UAET, FIEERHSSIEEINRE.
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HSS R

RIABRT, EEREIZNAMARIEEUNR, SFZFEMANBREA, H45A
PREFRISSAE, FaEESAPAPIIRFIREHNAMNIR, X—IZERaE
o #iNE, BPHAILETHRIEZFRINRS =ARSZHITRIF

HSSERERTESMIEX LIS, AMERRS . XA, “(FAEE" TEEE ‘X
HRINE" , AREEEXENAYRE PIRERXNIR, FHEIZARNIILIRE S
¥, WRE “PrAMA" PIRENR, NZARERNE XA FERER . HEIHSS
B, FEERERZNXKI,

RIERIUSHEE D A MR

o AR IAMEYIRMAI—FMRIER A T(FEREEE AN RATAE R EIZNH . 1%
MBILARSS IR E , IR BRAIRSEXACHETEN. ATERSSRSZE
FREWSKHXR, EEHAPETAGE, REEE R RBrIE A
&, ZAREIEMTeILSS . MBHAREHERPIIERULRINIER, TiXxEiX
BN REIMERI R 2 EIRE K

o RER: IAMEFTIRMAI—FMARIEIZINAYEES], FILUGHAZIEAIRSAVRIE. &
BLARIBREMNS . ETRIBRIENE—MENREAIRNGI, EBHerl
MRV ZEEIZER, FIaN: FIIHSSERSS, RAEERALIEEHIAMA
FIXBEM R — R RIRS HBRRH TIEEEIERE.

WNF1-11077=, BIFTHSSHIFRERESANR -

% 1-11 HSS RFAR

EZAB/R |k KA | MR

A&R2FR

HSS PWENZLR | % | o {KifiTenant GuestfatE,

Administrato | 53 (HSS ) &1 | A& Tenant Guest: £BFRAR, 2B

r =, HEZRS IMBEAAI%,
THIFFBERUR

HSS tWFNZLR | EF

FullAccess SETENR REE

HSS W FENZEER | ER |1

ReadOnlyAcc | SA9RIEIHEINR | SREK

ess MR

1.8 SEM=MRSHIKER

FEREWVFENLZERSS, SRAILRNERBRBEMESZNSEENER, ER%
—BMANERSEERFPIR, FBRHITRSHEITAFITA.

Pt ARSS R
AV ENREIRSHIAgentiR I T L RIEECSIRS B L -
o XTRUSRSHOFANS, BSN (PHRRSBAMEE) .
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iHRERIRSS

HRIEHIBRSS (Simple Message Notification, E#RSMN) , 2— A olHERNEMEE
HBAMERS .

o HEHEEMEI, BHRLRE “HREMRS -

o FEERBMRSE, JTHENEZWTIEICNEHESRBXIEES, B
AW EN R EIRS XIS T S E T .

o & “HREBEM’ FE, EOULUREIEMITIEE ‘GREEEM” M ‘EEE
'xl” o

XTFSMNRIFEERE, 520 (BREHRSHEFER) -

F—BDINERSS

Z—BIAIERRSS (Identity and Access Management, EFRIAM ) , E2— B
BHEERS . BIEIAMERSS, EalLURIERFPRISMD, XHBFRIINIRHITEHIRE
BEiEH . IAWMENREENEMRS, TRIZEIRER.

XFIAMBSFEARS, 520 ( F—SHINERSHEFER) .

=HEIHIRS
Z=®#HITHRSS ( Cloud Trace Service, CTS) , 22— 1" EWHHEHITRS . =HITIRS
BEBZICRENF BRI R FENLZLIRSABRIE, HEESENHITZEST. &0
gi—l-\ E;‘Jﬁ&ﬁﬁ%ﬂ@@fﬁﬁ%ﬁﬁl{’ﬁo ZHITRSEEEATNEMRS, TEA
ZZENal{EFEH.

KFCTSHIFANE, BFEL( =HIHRSBFER) .

1.9 HHEBEE

W R
IKPIARENEE N R A BB H TR R NIRRT

s8O<
SBOLEEERER, FRWRKLEEEBENOS.

SR
e iE T B WEBARAITEERISERER, fla0: B, HgFEARD. FR.
AREF.
i FESIEARBEARRERIER TS —REFT, MMEZIRIARERAR
SRR, IETEANEMEEEIAERIERS . BRIMERR RS SR AR R £ AR
HRIBR . ZEES, EEEFIUNA: BE. KD, BHF.
TR EFEECHKIRRIREEE R SR EER
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AW FHZRE
FFisrm

BERRE

XEFINIE

P DIBI R

InH

MRS, EHEHFETEN—IHEREAT, BEIARRERME. RS==AN
B MIUED. R EFSHAZUHITERE

—EHEZPRBRINE, BEBASHRIREIFRINE . WINZRIXEHIIT
RBITRAFREE, APRBEEHZEEAREENXHE, XetBEmEZHNSEH
Mg, RENIRAIREZFATRA BB HINEZ RIS ERAER . BEEEERBIIHF
EmxfEs, —REEBE.

WNSRRBEHWINE, RV ZEFER; BERESIRE, HawRER
REFHRAK, Eit, BRBRSHINEEEEKX.

WEFINER RS S E R AS IR XS AP ERITAHRITIAERIS %

MRS EI AR HRARIPINGE, BRIEERRPHIMNRI . BFE. BRE
RENHRES . HmEFIREE SRR

INE AT H50pensStackiIER (IHTERR. FHEERIFEMMNERR ) HTOEMRE.
B LAR— 1 ER s E— 1 B A,

— KPR LIEZZNRE .
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FFisrm 2 FHEEHFSIF

FHEEHGR

2.1 &% Agent

2.1.1 Linux R4~
ZTH#EAgentfg, BABHBEWFNZERS . BEADNE, B8 T7THEU{I7ELnux

BIERFZHEN PR EAgent , WindowsiE{ERFRIAgentLEEEZS IIWindowshi
i N8

AR
M EN S ENZEHAE—Agent, EREFER—FNREIX,

NIRRT
FELInUIRERFRIEN P LIRAgentlS, LREIEPFRBELEBEIEE, AR
BELUTRES:
“ Jusr/local/hostguard/”

BUIRSRY

o FZEAgentlIENELBEFRIEIP,
o CHEAMLTERESETER (f0: “Xftp” . “SecureFX” . “WinSCP” ) ,
o BEXMFSelinuxBhkiE, FHlEAgentZ LM, LEMINEEFTF.

ERREmIRE
BREREANMZEN, ERLEGSELREAent,
S BREEEHA.

S8 TREALAER ‘X7, Pt —
MZ LR,

, &R ‘e > B FHRE” , #ARWE
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SR|3 EEMSH=H, G “RESEE™ , #HA “&RiRkAgent” RE, EfH&iKAgentdy
o
TR TEEBRGREAgentIEN.

o ZRILIEFREURRSHEHNEG, & “BUESRSR JRD, BE “iniEE
R BRF.

o EHIEWNENEZRGETHMIP, SEALUFERTESIETR (fla0: “Xftp” .
“SecureFX” . “WinSCP” ) BEREM, HEMrootkSEENFLEAgent,

SRS MUERRREGS, FiE “Enter” , EEHHRIRAgent,
ERERRERSUWMEREM, NERTAgentZRMIN .

Preparing... HUHBHHRHHRHRHHRAH R A RHRHHHE [100%]
1:hostguard HUHBHHRHH R AR R HRAH R RS R AR HHHE [100%]
Hostguard is running.

Hostguard installed.

#1186 {FFservice hostguard statusaps, BEAgentEI TR,
EREERNTER, WERTRAgentiRSFIZITIEE.
Hostguard is running

.

ERRESRE
THEWENLZLREMAgentiRlE, HEEFRREAJNMZENE, EEENHE

FZ%#Eip$%EAgent,
TE1 EREEEHIS.
$E2 EEMSHES, ®F “2RERE" , #A “LRAgent” RE, THAgentRE

@JO

FIF3 EEEAHEED, RIBESREAINt RS HBISERAIRA, THAEREN
Agent,

$BA (FRANMHMEMTER (FIfn: “Xftp” . “SecureFX” . “WinSCP” ) , ¥ T&EHM
AgentZiER HEERE.

5 mIEEFRFLEAgentIEN .

o ZRILIEFRRMRRSHENEG, £ “BUESRSRT RD, BE iniEE
F7BFREMN.

o EHIEWNINEZRGETHMIP, SBEALMFERTESETER (fla0: “Xftp” .
“SecureFX” . “WinSCP” ) BRIH, FHEBrootkSEEHNFLEEAgent,

HIR6 (FHcd LXEHHEERGS, BANZEREBRERR.
FB,7 FRNTHS, ErEHLERAgent,
o TE “rpm” BANLER, BHITHS: rpm -ivh ZLEEE,
AR
EHZEERIT®S: rpm -ivh --force ZLEHSH
o R “deb” HBAMNLEE, BEHITHS: dpkg -i LEEEZH,
EFRECIERERSNMMSEEM, MWRRAgentZEMI .
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2 FHEEHFSIF

SR8

Preparing... BHRHHHHHHH AL AR AR AR AR HRHH#H#H [100%]
1:hostguard BARHBHHHHHH SRR AR AR AR HHH#H [100%]
Hostguard is running.

Hostguard installed.

{Fservice hostguard statusdss, BEAgentiIETIRE,
ERERBIEANTER, WFRRAgentfRSZIZEITIESE .
Hostguard is running

.

2.1.2 Windows iRZs

RRUARZBIRR

HIRRSR

BEL R

gz
gz
k6

FEENPZEAgents, BABERABREWVENZERS . BEIATNE, S5 7@
FEWindowsiEERZRIEN HZiEAgent , LinuiRERZAIAgentZEEES I LinuxhR
.

AR
MEPFEN S ENZEHAR—MAgent, BREER—ENLE X,

FEWindowsiRERFIEN FLEAgenthly, LEIRPNEMLRREZAEE, B
INZRAEL TR ES:

“C:\Program Files (x86)\HostGuard”

o FREAgentlIEHELBEILIMEIP,
o DCHEAMLETIEEETE (f0: “pcAnywhere” . “UltraVNC” ) ,

BREMZEAN, UWTERETRS—.

o HX—: THEWENZLIRSMAgent, HEEFZEAGetNEENG, E=
FEHFZRIRAgent,

o BHRT: BREFRFANPTZEN, AnENHPERETEESG, THHEE
Agent,

BREEEHE,
EREAELAER ‘XIg” , gBF —, %R ‘22> ClENZRS” , #ASWE
MZ2SAE.

HEEMSHIER, &R “RRESEE” , #HA “LRAgent” RE, JREUTFEHAgentZ
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KAENZZ[HF hss closeHssProtect
Fantail hss manualDetection
FERREIZEIP hss unblocklp
REFEAERID hss setCommonLocation
RESRIPEEER hss setWhitelpList
BRESERAERIPARZE | hss switchWhitelpList
ZB&im O hss ignorePort

BE 2 RgiR O hss nolgnorePort
RHEECE NG hss ignoreConfigRisky
EHZIEECE XS hss notlgnoreConfigRisky
—RESRE hss repairVul

bR hss verifyVul
—RIEESFERA hss confirmVul
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FIFigm 12 Bt
BRESR A0 e Sl BHER
el IR B hss ignoreVul
BB 2RS4 RiE hss notlgnoreVul
FERE KIS HSS turnonFirewall
) R BH E e S BAR HSS openWtp
I ST FHE LK AR hss stopWtp
RIRBHESCRIFGIRE | hss addWtpDir
=
I RBEESMMFRFGIRE | hss deleteWtpDir
=
R RBHESUELFGIRE | hss modifyWtpDir
=
WTIFFE LG IERIFE | hss suspendWtpDir
=
M TIBFE IR ERHIFE hss resumeWtpDir
=
WA EIRERZDIR | hss setWtpBackupHost
58
M RppESIREimineE | hss setWtpRemoteBackup
V)
RITIFAEGRINAFAH | hss addWtpPrivilegedProcess
2
) T B S AL PR A A hss deleteWtpPrivilegedProcess
2
I TRBHESUESAFHE | hss modifyWtpPrivilegedProcess
2
FEWEFIAUE hss turnOnTwoFactor
KA EFIAUE hss turnOffTwoFactor
BB EFIAUEERR hss modifyTwoFactorTopic
el =y hss ignoreWebShell
EGHZRE ML S]] hss notlgnoreWebShell
EEE i hss uninstall
RRPHESIREFRIPE | hss setProtectMode
-+
RITIFLELGRINERT | hss addFileSystem
RS
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BRESR A0 e Sl BHER
I TIFAE MR RIF | hss delFileSystem
RS
RITIFLEYELMIRIT | hss modifyFileSystem
NHRS
R RBHES G EWIRIT | hss suspendFileSystem
RS
MITIBFE SR EWIFIT | hss resumeFileSystem
RS
MTIFFERFFEERE | hss turnonTimedStopProtect
LEFBIRIEE
W TIFFE LK AERE | hss turnoffTimedStopProtect
LER3RThRE
RTIFFE RIS EERE | hss setTimedStopDate
LR P T EIER
RITIFFEGRIMELERT | hss addTimerRange
1FBdiElER
R RBEESUESUSLERS | hss modifyTimerRange
IFRYIEIER
I TIFFE MRS LERT | hss delTimerRange
PETiEER
IREMIFENEE hss setWtpAlertConfig
F RN TIBLE N hss turnonRasp
KA shZS M IBRE N hss turnoffRasp
FEE=SEFEREE | hss turnOnMPAutomatic
BR
XKAESEFBRE | hss turnOffMPAutomatic
BR
EANFEQRE hss importAlarmWhitelist
iR EZERRE hss deleteAlarmWhitelist
BRIEEREER hss operateLoginWhitelist
EHEIRIRE hss operateEventStatus
XS fREfatiRE hss deleteProcesslsolationRule
1EesERIBE hss modifyPolicyGroup
fHIFRERAELE hss deletePolicyGroup
SHISRIEE hss copyPolicyGroup
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BRIESR RRER EHE
EBERISERS hss modifyPolicyContent
EPE RS hss deployPolicyGroup
N INARSS 884H hss addHostGroup
fHFRARSS=a4E hss deleteHostGroup
1B BRSSE54H hss modifyHostGroup
IIARRSS=34E hss insertHostGroup
FRES KA ILEME | hss switchKeyfiles
=i
ERFIZTINESMHEE | hss operateAppWhiteListEvent
elfESp== 5 hss replaceAppWhiteListPolicy
HFEHKAEHZEEEEE | hss switchAppWhiteListPolicy
IR = 2 B ERRE hss deleteAppWhiteListPolicy
BERRREIMCRERE | hss operateAppWhiteListPolicyApp
F
IR AR S5 =5 hss deleteAppWhiteListHostInfo
KEXEMRSS 28 hss addAppWhiteListHostInfo
RSB SIHIPSHEMEIRIE | hss operateAppRansomEventinfo
FERESIHIFEIE. %% | hss replaceAppRansomPolicyinfo
HEIRRE
FERRSIHIFRIBRERE | hss deleteAppRansomPolicyInfo
ﬁ%ﬁ%ﬁﬁﬂjﬁiﬂﬁﬁ hss operateAppRansomHashlinfo
g?ﬁ%ﬂﬁﬂjﬂﬂﬂﬁﬁﬂﬁ% hss deleteAppRansomHostinfo
FERFBESHIPHRINRS | hss addAppRansomHostinfo
FRESIHIPEXER | hss relearnAppRansomHostinfo
SeEENFES

12.2 EFHITHE

FARETZEHITRSEE, RREFHRICRHSSKIRRYRE. =HITRS

E7 KRR FICR

EIRITH SR FR
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BPiEm 12 Bt
BBE HSS W=FHitAE

TEB1 EFREERFS.

S PETmESN — , HE ‘SESHE > ZHIHRS , HAZHITRSEER

IR
£IR6
LT

Ho
BEENSHAY “SHIIER" , EASHIIREERE,
SRR RE R BN AR FEG . SSRGS NMEERESE
18, FREEAT:
o SHMASAE | "SRR . “RIREET M “TekE” .

T FERIEEERRG

- ‘SRR &I “EEEHT

“EHRIR” EFE “HSST o

- YIRIKSRELY B “SMEIRT i, EREEENEANEHER; E1EF
“‘WRID” B, BHEFEHEFIRMAENBERIRIRID; i&F “BRE
7 B, EREFHFHRAETBFRFEER.

o BEARFT . ATHIETEEE-BFRERR, WRIERFERFES,
AP %5 .

o  “SEHRHN” : mNEIA “FrESEMAES)” . “normal” . “warning” |
“incident” , RAENEFEEF—IN,

o ‘HESEE’ : IAERNEALAREEAREVNNT. RE1X. RETRKRBEX
RYBIERAIRIFSE .

BF ‘T, EEMNAYRIFSG.
EFETECRAN, BE v BFZICRIFAER.

ERESEWERAN, B ‘SEFE , PE—E0, BRTRREFEE0
BRI

e
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FFism 13 IRELE

1 3 PRELE

gL="

13.1 HSS BEN FHI&

INREFFRERIHSSTUR, NREEAURINER, JUICREEMRE . BEMRE
SRR LUZRINASEARIA ( Action ) 152 ILHSSTEARIRISER »

BRI IFLA TS B B E MRS

o AW MERIZBENRE: THETHERIEL, KUNCIRESHEIEERER
5. B, AR, FEERBRE, TBEMNEMKE.

o JSONHIEICIZBEREMRE: JLMERERIERRG, RIEEAFERRIERIEA
B, UL EREREEARSISONISAIREAS

HSS BE N B85
o RBIN: BEPEEENRGIE
{

"Version": "1.1",
"Statement": [

{

"Action": [
"hss:hosts:list"
1
}
1
}

o Rf52: 1EHEAFEIFAgent
EERERERNESHMRKER, SNWRBXIRMEA. BFPEIETRIREE
, —MERIRAYERANR R FEALlowFIDeny, NE{EDeny{fi5E.
WMMRELERPETF “HSS Administrator” RIRZHREE, (EARHERAFHEE “HSS
Administrator” g X HYENEAgentAIBR ( hss:agent:uninstall ) , &BJLAGIEE
—&iBEIActionfIBEN KRS, FISEENKIEEfeciZEN “Deny” , RS
BIRPE “HSS Administrator” FIEERIEIE P, RiEDenyLERENAFRILA
XFTHSSHATER T ENEAgentlIFTBRIE . AT RESHEAIFRR: BB EH
Agent,
{

"Version": "1.1",
"Statement": [

{
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13 NRETE

"Action": [
"hss:agent:uninstall"
]
U
]
}

o S NIRINIRERER
— P EEXRBEPIUSSSMERIR, BIRT LSS RRSAIERIN, iE
LB S EMIRSZAEINIR, ATLESHNEMRSGRIRSRSEENE, BIEE
IMBEHARSS . SN EEDREEEAINT:

{
"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action™: [
"hss:hosts:list"

1

B
{

"Effect": "Allow",

"Action™: [
"hss:hosts:switchVersion",
"hss:hosts:manualDetect",
"hss:manualDetectStatus:get"

1

}
1
}

13.2 HSS =i AH

SZIFHIRUIR

MR EREXEFHABRIHSSHITEHINIRETE, BolLUERR—SMDIAERSS
(Identity and Access Management, |IAM ) , IIRERKSELEHELBHEK,
ARZCIEMIIAMAR, EAILIBNEARET, A ERHSSIRSFIIEEINEE.
ANBRT, FENIAMBRZEEHUNRE, SREEEINANBFHE, HEAPER

FRIEHAE, FReERPEFRIAPRESENINR, X—ZERAEIN . E1
&, BFRF#MALETFEBEXN=IRFZHITIRE

NRIRIRIEINAEHIZE, D HRBHEKE. FELIRSINE, RIAMRYIREHAY
—HRIEF PRI TEERBERE MAXPRAVIEA AN G » SREGISINENNEM, nILASH
BIEMRE. BBEINRMY, SBHEEEUINRRIMUNZEEIRTERK,

RO SRARBIEENRE, NRAFRBAHESENER, EEROLIGIES
EMEREE, FBITERFART BE X REERHTHRARINES . RESSIFIRME
SAPIFEXIN, RININFIFGAAINT

o MUR: RITSIEEEIUR(F,

o IENIN: BEMRIEPXIFAIAction, TEEENKEEFAIACtionPENZNIR,
B LASEHUZ NIRRT R RIS BRINAE o

o {RERIRININ: #PActionfFEXIEttActionfIKE, FTEISMHAIActionEIE
NI, 7 BEEMIRI AR PRINGE

EWENZEIRSS (HSS ) THFAIBE X RBRIZAINGN R :
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13 NRETE

BRI

BR IR AR RUSZ AR

BiENZ2B5IPSIZE | hss:hosts:list vpc:ports:get
vpc:publiclps:list
ecs:cloudServers:list

ZIRSZSEFFEa XIS | hss:hosts:switchVersion -

P

Frpram hss:hosts:manualDetect -

FEIMEMIREREGNIAZE | hss:manualDetectStatus:get | -

EHiH55OSaNRES hss:weakPwds:list -

SRR IR S

hss:accountCracks:list

MK PR R R TR AR PR I=
P

hss:accountCracks:unblock

EEEREFENIRE | hss:maliciousPrograms:list -
BFRRMERICNIRE | hss:abnorLogins:list -
BB HTEIRE | hsskeyfiles:list -
BEGHRIROEEYIZE | hss:ports:list -
HiFmESIE hss:vuls:list -
HERERR hss:vuls:operate -
BEKSEEIIE hss:accounts:list -
BHRHHEEYIZE hss:softwares:list -
EifWebig1R5IFE hss:webdirs:list -
BEAEERYIE hss:processes:list -
BEEERNIRS hss:configDetects:list -

ERMbEIelRS

hss:webshells:list

EEXEKSENRS

hss:riskyAccounts:list

=hRSSEMPL ST

hss:riskyDashboard:get

EEOSERERISKE
WS

hss:complexityPolicys:list

HERMEESERF hss:maliciousPrograms:opera | -
te
HE SR EFRIRO hss:ports:operate -

RAFRCEANX S

hss:configDetects:operate

N#5hRZA 01 (2022-08-15)
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13 IREE

BURE =R ARRARTHZAN I
RSB EMILEI] hss:webshells:operate -
REFAERI hss:commonLocations:set -
BIERERI hss:commonLocations:list -
REEHAERIP hss:commonlPs:set -
BRAEHABERIP hss:commonlPs:list -
REERIPARE hss:whitelps:set -
BFREFRIPAZE hss:whitelps:list -
REHENSEOS hss:weakPwds:set -
BHEENHEOS hss:weakPwds:get -
REWebi&R hss:webDirs:set -
EifWebgR hss:webDirs:get -
BEIIWEFINIERRSSE: | hss:itwofactorAuth:list -
eSS
IREXEFIAIE hss:twofactorAuth:set -
FRESXHEERERE | hss:automaticKillMp:set -
HfREER
EEEREFEEEE | hss:automaticKillMp:get -
'R
BifAgent L hss:installAgent:get -
ENELAgent hss:agent:uninstall -
BEFNEZEEE hss:alertConfig:get -
REFNZEEFE hss:alertConfig:set -
BN IFHEXFGIRS | hss:wtpHosts:list vpc.ports:get
= vpc:publiclps:list

ecs:cloudServers:list
FReXAMIABAEN | hss:wtpProtect:switch -
REBDIRSES hss:wtpBackup:set -
BB DIRS =R hss:wtpBackup:get -
REIFER hss:wtpDirectorys:set -
EiGRpirERYIE hss:wtpDirectorys:list -

T TR EXRRIFC
S5

hss:wtpReports:list

N5k 01 (2022-08-15)
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FFism 13 IREE
BURE =R ARBARTHZAN I
RESINHTE hss:wtpPrivilegedProcess:set | -
BEIEHIETIER hss:wtpPrivilegedProcesses:li | -

st
REMRIFER hss:wtpProtectMode:set -
EiFfpiFER hss:wtpProtectMode:get -
REMGIPMXG RS hss:wtpFilesystems:set -
BRI R SSIZE | hss:wtpFilesystems:list -
RE R XARGF hss:wtpScheduledProtections | -

set
EEERXARBIFIEE | hss:wtpScheduledProtections | -

get
REMREEREE hss:wtpAlertConfig:set -
BN ERNEE hss:wtpAlertConfig:get -
giﬁl@ﬁﬁﬁ%&éﬁiﬂ% hss:wtpDashboard:get -
ERIRARER hss:policy:get -
RERIBEEFER hss:policy:set -
BEiSEFRIZITIAIE hss:ars:get -
REREFRIEITIAILE hss:ars:set -
BHEINRONSEHTIZF | hssievent:get -
NEEEHRE hss:event:set -
BHRSRDEES hss:hostGroup:get -
REIRSESHE hss:hostGroup:set -
NG METE hss:keyfiles:set -
ERFRBENHEHTEIRE | hss:keyfiles:list -
EREI S SIS hss:launch:list -
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14.1 F=mE1E
14.1.1 ARV ENZE?

AW FENZLMRSS (Host Security Service, HSS ) RiRAENEAFL2MRIRSS, &
TENEE. XEFRPE. NMEEN . SRBGHEH. 2255 . WRHFENRINEE, 2R
BIFHSIEFHPRMSEE, SRS NENPRIXEHELEIEENERITH, Bt
EIRSELZ MR, BEAFRSHRAEINEELZ LXK

TFzIE

TEENFZEAgentF, BHENEZEIHSSTIGHIPFOSHUNZLRE, £L2e
?ﬁgéﬂm%ﬁﬁt, B R—EEHEERE— X AAE ENAIBHPRESFEN
TN,

W FNZERSOTIEFEENE14-1F7,
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14-1 T{ERIE

EEEHS

TRESEES
TAISTIHES

{FAAl. IBEINEEEERE
ARSI ENTHRIRR SRS .
EmemESslE, FESRE

NAEEIER -
HSS=REIFL i &

\ Agent LIRENZ2EE

Agent Agent i
L TEEEES

LinuxEhl Windows=41 HRENZESES

W ENZ 2 ARSAVBEHEINRER TIERIZIRBR T :

& 14-1 BEINER TIERERA

Hig =1i]3
BEEE MU EBIETRS, BTEEFTAEREER, EEEE—X

R ENAIBPRSFIMELESR .

HSSZimHIARLC | o ﬁﬁEAk NBZIMREFEZSFRADTENPHNSNEZE
B o

o ERSMRESE, REERENFRIESER.

o BEWEERHETANEEEEIMENES, FERARE
ERRSS 2R FRYAgent.,

o EWAgent LIRMENEE, D ENSHEFENZ XIS
SEEE, BothENEELMIIIRSHERZNEEHE
Rl
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14 F R a)RR

A 15388
Agent o Agent@FHTTPSFHIWSSHMY SHSS=imbaR Ot TR

B, BiAimO: 443,

o BRRRENHTRNES, ELWEN; ERENEN
HNEERE; FRRENENER (BETEHERE. %
£EtE. NERE. JHE7IR. iwOIIR. HZFRERE
2) HRAERIRMIFFO

o RIFCEENRZERE, BIEKEENENNKEITH.

L
. Eifﬁﬁ%Agenti‘ZAgent%ﬁﬁﬁ, EREEREWFNZ 2R
FJo

o RIERFRFMNEENNALRGS/ZREBHITEE.
o MELENSENZREHAE—MAgent, BRF|AR—FNZRE

e
/Ko

14.2 FESHE

14.2.1 Agent EBMEMZ2IREFT H5E?

AgentAJBE&FDenyHostsiXFRER =4,

PSRRI AERENAIPHUIRBIAKEIP, (ERTEWR ‘B .

HREE: W FNZEIRSEFIDenyHosts& RIAT A58 9I5| PRUZ R IPith
ht, WFENZREIRSTTEEE DenyHostsHhET 25491 PHdE

RMIEFE: #iIZ1EDenyHosts,

LAroot FHFZERECS,

PITUATE<, EREERZR% 7 DenyHosts,

ps -ef | grep denyhosts.py

HREEERULATEE, WiHEZR%ET DenyHosts,
[root@hss-test ~]# ps -ef | grep denyhosts.py

root 54498 1 0 17:48 7 00:00:00 python denyhosts.py --daemon
HITFLLT®<, {Z1EDenyHosts,

kill -9 'cat /var/lock/denyhosts'

HITLAT A<, BUBEDenyHostsHIBREE,

chkconfig --del denyhosts;

14.2.2 §N{a/%3E Agent?

LinuxZPFim, 152 1%%ELinuxiR4sAgent,
WindowsZ i, 152 1N&EWindowsiRZA~Agent,
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14.2.3 Agent UENAZIRIBR2MTA?

fELinux/Windows{ER G EN P &EAgentl], ZRIRPRIELIREZAIL
B, BOAREELUTBES, MNR14-2F7.

%+ 14-2 Agent FIBHIALEERRR

BERSR ANLZRRE
Linux /usr/local/hostguard/
Windows C:\Program Files (x86)\HostGuard

14.2.4 Y{alfEikRZ 3= Agent BYEL?
1 BEFBEERHE,

S$' TREALAEE ‘X, B —
NZ2RHE,
T3 EEYVEER@E, MiERTRAgentI=IRS R,
AgentiRZ%, WIRF7R:
o REE: KRELEAgent, TAgentELF(BRAINE .
o TE%: Agentiz{TIEE.
o Ei: AgentSHSSIRSZBEEBERE, HSSTEIRHLEHIPINEE.
BE ‘B, BOUBEEAGenAELNENIIER, HEE ‘BEXER"

.

14.2.5 Agent IRESFEN UL E?

AgentiKSEEDAUT=HM, BAGentlETIRESH ‘KL & “B&” BF, &
TAgent5IRBEEBERE.

o REE: FHIMKZEAgent, FHAgentBLEEBRHEINER .

o B AgentSiRESRBEERE, FHIHRIAgentEHEMIPR, SHENELZ,

o TEZ: EHIABYAgentiIZITIER

, EHE ‘Re > PUFENZRE” , #EABIE

LSS
o MEHIE.
FNPRIAgentF IR IwIGIFFOHIMRE, WN-REFE. PR TR HERIE
(= =R

e AgentHizRE.
o  TERAgentls, ARUAEN, BEZFH2OMEGIERIET=RIF
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14 F R a)RR

ET5%

£ HIEMNEHE.
FNEIREIERRE:

HAgentlkSH ‘L7, WEEEER.
EAgentihEINA ‘K&K BE “BL” , BHITER2,

2 HRKATEAgentikKE A “KREE” E “BE” , TiERAgentHiERE, EEES
FH, EFAgentiHiZ,

WindowsiE{EER 5t

LB Radministratort[RER I, FERAgent,
LinuxiR{ER S

iBLAroot AR ERSITRIRHITLA TS, TRERAgent,
service hostguard restart

ENRUNER, NFRREBKI.
root@HSS-Ubuntu32:~#service hostguard restart
Stopping Hostguard...

Hostguard stopped

Hostguard restarting...

Hostguard is running

BERHERFFL20M:

BFim=
HURSRF

FAgentikEH ‘LT, WEESBHR.

BAGentiREIIA “REE” o “HL” , BHRAgent, BEFLEAgent,
TR

14.2.6 UN{EJiEDEL Agent?

AgentEiEIRIEIR, HTEHFHAgeNtEEHRZE,

LA SRR (WIE2RIMEN AREE6MIAgent) , BEHEHAgenSE

W=

EIRNEEEHARNERKS 5%,
ZARSSERAY “AgentihE” B “HELET

=Rl —IREIR Agent
RPN Rl 2R A EREHAgent, HERPERIE.

AR

ENFAgentFENZ 2 IRZETIEINLARSS SRIREUEDBIF

L] SREEEHE.
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W2 EREALAER ‘X, B8 —, &R ‘%2> tUENRR” , BAGLE
MZERHE,

LTE3 EENSHAPIER “RESEE” , #A ‘RE5kE” RE, 2HA LA “HE
Agent” ,

B4 EEER “EEAgent” REH, EFEEHFHAgentI=IRSER .
;5 B “TBE .
=iRSBYIE “AgentikE” BN ‘B, ElEAgentBIN,

-
ENLAHENE
RAREAFEEREVENZ RS HFEEH LRAgentlt, AJNAEIFhRZA
Agent,
AR

H#HAgent FENZERSZBEIENZRS R DTBF
o HIFLinuxiRZAAgent

a. ERFEZHHEWFENZEIRSAgentlI=IRSEE, FifiTsu - rootiz St
#ErootFHF .

b. EEEBFRMITLATHS, EHEAgent,
i T “rpm” BEXRZREE, HITHS: rpm -e --nodeps hostguard
ii. X3 “.deb” $BXMLEE, #1Td5<: dpkg -P hostguard
HRARZUNTER, WRREEHTHK.

Stopping Hostguard...
Hostguard stopped
Hostguard uninstalled.

o FHEHWindowslkAAgent
a. EBRFEHHFNLZERSAgentI=RS=E.
b. 7 “=HIHEMR > F2FINEE” Fik+ “HostGuard” , AFRE “HE .
AR
o FAFPBAILIHAZEBR, WE “unins000.exe” , FRIEERERF.

o ELIAgentBIRIEE T FHARK R T ERAgentES RIS, PR LATE
“FF44 > HostGuard” AhikdR “EEkHostGuard” #H1FEIE .

c. 7TE “HostGuardE#” {@7~iEH, BE “R” , FREHE.
d. E#seRERE “HE” .

14.3 SESMHLE

14.3.1 55O<FIXPENK S a)ER
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14.3.1.1 IMTRERERIOL?
BRI TEBEEOS:

FREXESHIER,
BNFIEEREE NHENTEXK:
a. FHREKEZEDINEF,
b. BEWMTEL=MAES:
. ABFH (A~Z)
i. NEZFH (a~z)
ii. #=F (0~9)
iv. HFERFER (~@#$%NA8H()-_=+\|[{}];",<>/2F0==HE )
¢ FEBRAIAPEHBEFRENEF.

f5lg0: adminstrator/administrator. test/test. oracle/oracle. mysqgl/mysql

%,
TMERAE—EHIANES ZWRAENEABEOS,
-  H&H. #%EZ. BHIE. FNS. BBFESE. FFPID. HES S
- HFaFaiEHienRHE, ERRIIRPINERL. RREEN.
- FIBEY
- NEER. admin. rootEEMAELC
MERTZBHRFRIRE D
FEESFRZIESR (B5R ) AEFRNER.
FEIMuL/ M SERARRRIE .
RIEAEN AR ERRNKSED, TN AFERE—EKF /8.
EHHEXERS, BINEDBFIOXREHN—IRED,

IKSEEARVRXEREEVRNZBLERFE, MRMEEBAS, Bz
RPERERIENEN, ERESRHIAAENER, NWAEDREITHIREAR
( BRI AHEC RS, BNZERBRAERHEIRI ) -

NPT KPR EIREIEEIMERBOREIEISIR (FRE5K) , SIEWSHKES
13053 $h B EREFRBIE SRS -

ERIPTE IR ERN SR EEE 102 ¥ BB HE EE RS -
MERAFRIKSREZIDEERERR, EBGaFIAPEX.

HENFAERFERICRASRE, ERATRDEREFI180X, ERATPFERT
FRFBYERS .

14.3.2 BB X & 0)RR

14.3.2.1 YMILE Linux M =3 PAM HigBEOSERERER?

ZE% PAM

WNRLRIRFPFRZLEEPAM ( Pluggable Authentication Modules ) , FiTENERS
RMOSENERBICNINGE
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EHIRBEEANRIERF HDebiangiUbuntu, BLABIERBEFEGRSTRIRENITHS
apt-get install libpam-cracklibift{7%%<

(1 %88
CentOS. Fedora. EulerOSEZEMIAZZE T PAMABIARBE
WEOSERERE

NTRFRZEGIZEN, BNEENOSEXRERIEN: OSHNMEFRNTFS, B>
BEAXEFE. NEFH. HFMFHREFPI=F,
(11 %88
I TEEAMEMNZEER, IEEMESHNLZEEE, BT THSIRELInuxEENER..
e HTFRed Hat 7.0f9CentOS. Fedora. EulerOSE%t
man pam_pwquality

o HitbLinux&%
man pam_cracklib

e CentOS. Fedora. EulerOSIEZXE%:
a. WTLUT®S, RmEXE “/etc/pam.d/system-auth”

vi [etc/pam.d/system-auth
b. IXEIXHFHRILUTAHE.

= HETFRed Hat 7.0f9CentOS. Fedora. EulerOSER%:
password requisite pam_pwquality.so try_first_pass retry=3 type=

= H{thCentOS. Fedora. EulerOSE%t:
password requisite pam_cracklib.so try_first_pass retry=3 type=
c. B “minlen” | “dcredit” . “ucredit” . “lcredit” .

“ocredit” . MIRNHHEBAXLSH, BEIENSHENT, SR
F14-3F 7R,

o~

password requisite pam_cracklib.so try_first_pass retry=3 minlen=9
dcredit=-1 ucredit=-1 Icredit=-1 ocredit=-1 type=

AR

“deredit” . “ucredit” . “leredit” . “ocredit” FERIDBF=ANEERERNAE.

7 14-3 SHORH

85 WiAA ]l
minlen A$E/IMEEREIN. minlen=9

PAMEGAERT “credits” , FHlLtE
INOSKEZEM, EEBRER
NOSKERS, WminlenBYERIZ
"EN9,
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FAFiER 14 & DU ja)ER
2 pi=l:z] ]l
dcredit AS#HFEREEN. dcredit=-1

BERRHNHERRELDENTHE,
ENEHTHENHRBEIRE .
ucredit SKEZHBERPVEERIR, ucredit=-1
ERRHNIEERREDENDIAEF

, EAEHNAKEFZEBNSE
PEH o

lcredit SINEZRERPVECEIR, lcredit=-1
ERRHNEERRELDENNMNEE
8, EAEHNEZBNERE
PREH o

ocredit B A ERECE IR, ocredit=-1

ENRHNERREDENMFHRT
fviﬁfﬁ?ﬂiE?LﬂlEﬂ‘iﬂ‘%%?f@’ﬁiﬁiﬁﬁ
BRI o

e Debian. Ubuntui{ER%

a. WITLAT®S, HmIEXH “/etc/pam.d/common-password”
vi /etc/pam.d/common-password
b. HEMHRILITRE:
password requisite pam_cracklib.so retry=3 minlen=8 difok=3
C. RN “minlen” | “dcredit” . “ucredit” . “lcredit” |

“ocredit” . MRXHFEEXLSH, HFEXNSEERNR, SE0MAW
F&14-3F17R,

Nk
password requisite pam_cracklib.so retry=3 minlen=9 dcredit=-1

ucredit=-1 lcredit=-1 ocredit=-1 difok=3
14.3.2.2 {{IJE Windows EH LigBEOSEIEFZ?

ATWHREGNZ 2T, ENRENOSEREREN: OSRIMERNNTSN, =
LEEXREFE. INEFE. HFMUFHRFHPI=F.

IREAZ R RPN RSB T

B LIEERKPAdministrator&® . B2 “FHA > I=FIER > Rgfles > S8
E-” , BANBETAXME, WE ‘AEReRK” , 17 “NtZeRR™ =HE
o

(MERITY:
AT EEEF RS TS secpol. msc B A N A ith 2 £ SRR IS SR o
S IR IR > B ERTTRE.

o Wik “EMRUAEERMEXR , At ‘SER7 &, BE “HE” , EA
‘BRI EERIEER” KiK.
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o Wit “BEKERME , BAKE (BIATETS) , BF ‘W’ BE
“EIRERIME” S

I3 i5f7gpupdated SRISTE, RIFFHING, M DRERNASRES.
-

14.4 jBHETE

14.4.1 AR

SIETS RIS R
$E BERELUER
S ERERLISERAHORRIEE RS ENRRARE N TEERR.

e windowsESRAIEERHEHFEER.
o LinuxRFKerne ZERIRRIEETHEFEER

I3 U FENZLRSEHEZEEEEENLInuxEFIWindowsEH, L)JSZEULWeb-

CMSEGIRIR, RIS ERN TR T —RiG N, REIEEER, HENFNH
TR
-

14.4.2 IZIRRRMEX TIRIEATAESEE?

BRTTIE
o WRIEERME, BNEEERHARER, WRIGEHRAEIRA.
o WmREEMRE, BNIZRIHIT RGN, ZLEEMR, FHESANFIIHRITRE

il o

AR
EXRBATFIE, ENPIFERRRBTEERN, BERFEFIIRARRENETEEER
KNSR

14.4.3 AHATRRHEERERM?

HIERHITFNRIE, ENBIFERZEHITEZERN, BEEEFESFIXERRE
KNS EEERNER .

AL TIA T ERIAEEEEER:

FB1 FEEERME, BNEEEFERERRER, WRTECHIEARRA, E£HA9E
Em<SiEEE14-4,
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% 14-4 BiHEEGS

BRERS (3=LEcs

CentOS/Fedora /Euler/ rpm -qa | grep TAEZFR

Redhat/Oracle

Debian/Ubuntu dpkg -l | grep B{FZFR

Gentoo emerge --search 2R

SUSE zypper search -dC --match-words {&ZFR

W FARGRERROIEERRESEE.
-

14.4.4 BEEBER~NENATFEE?

e e IR R 24/ NI NIRIRER . SENEENFERRRE, BEXTENRS
R, NSRS ERERENBR.

14.45 [FiREE < EREREEREN?

e Windows&ZSmAIEE=KEREEED.
e Linux&EZGtKerne ZEAURIRIEE =GB EER -

14.5 RITRPHEH
14.5.1 I AERMGIPERER?

o SRR RS B R RIS T ESBAIR, FrlL, FEMREENE, FERIN
Brir B R REeeRIRIFIER -

14.5.2 YIHEXHIRFBEF?
F$IR1 EFESERFHE,
FE2 EREALAEER ‘Xig” , B E, %R ‘e > W ENRE” , AL E
NMEZLRHE,
T3 ELENSH=F, %R “NWIEBER” , #A “NRHEXN" RE.

SRA EFAFFRE “WMBEM” HIPREN, EEVSIRAMR “RE” Sk, B
“BHIFIRE” , HAFGIFIRERE .

ERFRENNMIFER, EMFERIIRGMIRIESIF, BE “MRWiE" B4,
(0 #8R

o EHIEFBRIZUMIFERTPRIG, BEEEXGIFERIGF, B2, BRIRE.
o N{HESeREIE A RERIFINRE .

SBE

(5,
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H£|6 £ “mIEMIFER” BERHTIEN, BE “HE™ TTAIEX.

.

14.5.3 AEMRERRT, WMITSSCUE?

FEMFRE, BIFERPRIASERIE, NREFEESCUFsEFHRLL:

IEERRUHE
B A USRI .

o IFHUHEILULIEIEIIFRIER, BRERIENHEELZEISE.
o LinuxRFIRZATNHTE, (N “DHFERRE” 1Y “BiFRC” 79 “RIPM4E

MRS B
[i:b S| T
SIS XA RS EN, RSB EETR.
i@m%%ﬁ&%@,Yﬁﬁﬁm%&mmm,E%Wﬁﬁ,%&wFEMﬁwﬁ
IREERFX

ERSF XA LAERS Kis# SR IBA R, SR LAt IR R E R e A HAIN
b

o

ERTRARGIFEAE, MHFERERRINEGE, BEEHEER XHRIEE

14.5.4 FEHENEHESE, RE&E " BFRREL" , B4
73?
SRS S AR om cat R ST AT EIFRARAP
FEASRRESBERELA TR

o (Yt TomcatiiFg,

o  FHELinuxiBER%.

o FHREmEMEAMENE, BEFAL200HERE “tomcat/bin” BRTEFDE
4L “setenvsh” M, BEEMIZE, WERBTomcatBAIpEIHFEEISM T
HWEX

WMREHENRFENE, KSR “EFBERER :

o BREEH “tomcat/bin” BRETHI “setenv.sh” SFEEER .
o & “setenvsh” XHELR, BEETomcatEEER.

14.6 Hith
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14.6.1 a5 Windows infE S EIERE T HiERZEH?

BIFSRR

o2
®” IR,

LER2
w7 o

“Administrator” , B “iEE” .

R

14.6.2 YAIEE HSS BIBEITHE?

ERMEN LEEFE “FHa > 15177 , BAG<Tmstsc, FTHWindows “miZRHEIE

BE BRI, SR AERET TE, 7 “AREHNERT XiEgH, 2 s

wE BT RE, £ U8 FRASIRSISRAEMEIP, T ‘AR FEA

ERBANEED, MAENRBRER, 25 ‘HE” , EEEFN.

HEREE
BRERBEEVANRERS, EFREHE.
BRERR HEMRERRS BE 4
Linux Jusr/local/hostguard/log/ e daemon.log: ICRFIFIHIZIE
/=05 :!:\o
Windows C:\Program Files LSS . .
(x86)\HostGuard\log\ e hostguard.log: iCRUISIEHITE
ETHHEXEE.
e hostguard_procmon.log: g%
HIZBIEHER
e urlconfig.log: RELRZER, IS
FiR3region5 8.,
e upgrade.log: iEFFRATIERE
HE.
e hostguard_rsync.log: 12x=M
EBE%EQ%@HE%%%E@@FJEI
HEREEH
B&E 4 %‘ﬁﬁ:ﬁd\lﬁ BRI TRERS REEEHA
|
daemon.log | 10M RES M EFAY “daemonlog” B | RIS
X, IR, R
N P " AENELHSS
hostguard.lo | 10M REB5 1 Ex#AY “hostguard.log Agent, &—
g BHE S
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FPiEmE 14 E W jaR
B34 %‘ﬁﬁ:jtd\llﬁ R TRERIH REE A
|

hostguard_pr | 20M RE2PRATHY BEREBEREE
ocmon.log “hostguard_procmon.log” HEX | B,

%,
urlconfig.log | PRl REB11 “urlconfig.log” HEX

%,
upgrade.log | APRH! REB11 “upgrade.log” HE

%,
hostguard_rs | A<pR#l REB11 “hostguard_rsync.log” H
ync.log S,

14.6.3 WA BREFELEMBERX?

MySQL

NP EARRGIRINEER , WindowsFILinuxRF &R FMySQLERIHRYS.6F05.7hR A, FF
BEFREMETTRABEFRRELRNT:

£ {ERroot R PRERE .
$IE2 Aifllog warnings{, f<SUT:

show global variables like 'log_warnings'
$IE3 {EMlog_warnings(d, @S,

set global log_warnings=2

THA BREENXH.
e  Windows&R%, 1EMBCEN4my.ini, TE[mysqld]#i&inlog_warnings=2,
o Linux&E%H, BMBECEN{Emy.conf, TE[mysqld]FiEiNlog_warnings=2,

.

Filezilla

EWFREGIAIIEET, (XWindowsZRiszfilezillatRihA00.9. 60k A o filezillaZRi
THAEES, BEERETFHEABTX,

FRBEEHXAURELBRANT:
S FTFfilezilla®k i .
$IE2 %R “Edit > Settings > Logging” , 4% “Enable logging to file”

.

vsftp
ATIESRAFFBvsipRIEREIMEEF X
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gz

IEMECESIE (LbN: Jetc/vsftpd.conf) , BB TEIR:
vsftpd_log_file=log/file/path

dual_log_enable=YES

BRvsftpiRSS . IREMINE, BRI, FREMNE14-2FRRIEEICR.

E 14-2 B3 ﬂi

2]
1]
2]
1]
1]
2]
1]
2]
1]
1]

fftp feat] FAIL LOGIN: t o :10.1320.153.31
[ftp test] FAIL LOGIN: |11ent " :ffff:10.130.153.31"

R

14.6.4 Y{IIZBPHATHRE I ?

HURRER

KNIE

R NRLS

—RFEEN

W FENZEIRSZGLIHENENFRIKLINFHIRE, ABRREBYENMNTE
EfE, A, SRR LERF M NINsE SN ENHXERIRERESE .

FIMEUINNSIHENETFRYRE . KwE. MisE]. SEXEIOSHXEEE

=S o

A
Fatallzfs, FEDER=20H, FEBRMRE— N RBRITFIEN

ARSSERAT “AgentihE” 9“7 . “BHIPIRET R o “RRAT 9 “ibul
WR” 36 “IEARRR” o

PSR LinuxERIE. WindowsR S miE. Web-CMSiwiE. ML S I8 . O
SXSFIECE NG o

o IEMEBEMENINE (Fan: A<SKEE ) ANENEHSI93055 81 .

o —HEFEN, WWNSMENINERS, FMEWMBHITIEN, 1CNIHA305>
A

— BT FMCNBE RSN ETFREHER . MIAE]. XBESES .
BRSSNNSERERE. EASOSHARKS. sk, JERWETNZER
SEHaEESINRAHEIEEEER RS HILZEFB.
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SR EREEEHE.

S8 TREALAIER ‘X7, Pk —
V&SR,

$|3 7 “THNEER mENEG LA, 8 “FImaN” , RITFMeN.

$RA EREHR “Fall” MNEEF, ERRFENEN, BE “HBE” , TR—RF
S AYRE o

SRS FREEFE “RUENRE” ZPEHENIIR “BRIE7 JI ‘BEEFE PEES
INF eGSR AR LRI TR N AR

e

, EE “RE > Bl FNERE” , #ARWE

B TFaa
S BREEEHA.

SR ERELLAER ‘K, B —
HZLTE.

SI3 AANSHESD, &iF “EHEE" , ERRSERIIRR “BE" Jp, BE ‘B5F
FE” , ENEEENANFERE.
o FRIKERMHER

J‘S?% ‘BrElE” E, wE MU “REERT B, FaelENPRIEREE

o  FEHTRR
wE CREEET 1E, £ “LnudEREEE" M “Web-CMSERERE"
&, FEMENENFRIERAGRIRAIWeb-CMSIEIR .
0 #5i8
RERES AR ERER— D Falie UM AR I EIRSS 28 EIIRIHER .

- IR CREEET Y, BRRFERERE, 24 “Foa” , BEIEL
BT —IR R FE AR
- &R REEE” 1Y, EEWeb-CMSER, B “FEeN” , ZSEsr
BENHIT—IRWeb-CMSIERAEM
o  FERITOSKEEKN

EE BEGE” RE, £ ‘OSSN 1, FaalENHREHOSENE
RE&. OSLIRNEECEIN.

o FapfTECERN
®iE ‘BT’ RE, £ ‘ERERN B, FENENPRILEIEER.

, 1 ‘Te > PUFENZRS” , #EARIE

SBA B “FIOIRS" H el B, 250, SESIRUSER.

.
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y-Zisl= ) &S5
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