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Oracle
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12c
12.1.0.2.0 . 12.2.0.1.0

19¢

PostgreSQL

7.4

8.0
8.0. 8.1, 82, 83, 84

9.0
9.0, 9.1, 9.2, 9.3, 94, 95, 9.6

10.0
10.0. 10.1. 10.2. 10.3. 10.4. 105

11.0
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13.0

SQL Server

2008. 2008R2
2012
2014
2016
2017

DWS

1.5
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FRHIEEZEHITINEE, UREHRBED R NATRETREAgent, HiEELZE®HIT
AYAgentAElIZ{TIELINUXGAIRIER % L .

o  HIEEZE®HITAIAgentSIFHILINUXRFIRAINET-4F73 o

= 1-4 Agent ZHFY Linux RGehR A5 A8

REERR

BRBEhRA

CentOS

CentOS 6.3 (64bit)
CentOS 6.5 (64bit)
CentOS 6.8 (64bit)
CentOS 6.9 (64bit)
CentOS 7.0 (64bit)
CentOS 7.1 (64bit)
CentOS 7.2 (64bit)
CentOS 7.3 (64bit)
CentOS 7.4 (64bit)
CentOS 7.5 (64bit)
CentOS 7.6 (64bit)
CentOS 7.8 (64bit)
CentOS 7.9 (64bit)
CentOS 8.0 (64bit)
CentOS 8.1 (64bit)
CentOS 8.2 (64bit)

Debian

Debian 7.5.0 (64bit)
Debian 8.2.0 (64bit)
Debian 8.8.0 (64bit)
Debian 9.0.0 (64bit)

Debian 10.0.0 (64bit)

Fedora

Fedora 24 (64bit)
Fedora 25 (64bit)

SUSE

SUSE 11 SP4 (64bit)
SUSE 12 SP1 (64bit)
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Ubuntu e Ubuntu 14.04 (64bit)
e Ubuntu 16.04 (64bit)
e Ubuntu 18.04 (64bit)

EulerOS e Euler 2.2 (64bit)
e Euler 2.3 (64bit)

Oracle Linux e Oracle Linux 6.9 (64bit)
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BRESIR RIREE SHEMW
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SR EMIRSSIXER

XIRIFEARSS ( Object Storage Service, fEF#ROBS ) B— N ETXWRANEEFHR
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SHRERNRSHIXER

THEBHRSS (S|mple Message Notification, f&FRSMN ) , 2— M al{AENSIEEE
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S ARELEHRE ‘Rig” 5, Pk — , %R ‘2> HIEERLRS” , HAKE
EZeHEIT ‘287 Rl

$E3 TEMSHNF, EE “RE" .
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FFisrm 14 EfthR(F

$RA 1E IEERLA THRIIRIES, EREERFERHILA.
;s BEREER.
AR
o MIIFRALHBANRESZR, ALUSRIEEIRE.

o IRFKE “SLAHRR" NEKBENERM, REBLR—APDFER.

o ERZMIBRAORREAEITAT “IBRIE” 5, BE “BiR , ERBANEES, SF i
&7, EELRZRE. BRREE, MREFZREER, FEENRFNERRE.

R

ERRFEREE
S BREREHE
S ERELSEE ‘XEE, fE—,
EREET 2K RE.
iﬁsrzwamm¢,LF“ﬁ§”
SWA E RO TRIIFET, BEREEEREEROLIA.
SWS iR RESER” WX,
$W6 EERFEIRES.
mapl:

o IRFEBNRZENER, BIF “éi)"'&li%” ‘gEikE” . ‘HIEETIRE. ‘EF
InETRE" M “ BIEERFEIRE"
o IHXIESIWESAIFhREFRNXA, Tlx%jj E=1= ‘B8R % ‘GR7

J T" FELBRIRARKREAETAY B 51, BE “ﬁ%{?cg” TLM@ESUE%E’JL‘I‘*ZMI
£, BE WE LN, BE UAEHEE , TERESRRETEERELR,

-

14.10 EEEFEMDHEITHEE

BNETASRE, SULEESEHFEITATER, SMiFrEOrIEITEE.

EiE ‘RE > BIEFERERSS  HARE

o ENNBRIBHIEREZERITLA, BEORPRER “BiTh7 .
o ENNARHEIEEZEHITINGE.
o EpEHEITAR.

BEEEMHNATER
TR SREMEEHS

$B2 ERELESETE ‘X 5, B —,
BELRLEIT ‘257 RE.,

iE ‘we > BIRERERST , HALE
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5 =12

14 EftiR1E

EEMSHRNF, ®E “RE” .

£ “IEESLf)” TRIPIREF, REFEEEERTRIES.
e ‘EHEHRE” ¥,

BERMNHEITESER, BXSERBINER14-9F1.

moRaEresl | EEFaIansRE, TUEEEENNaREs

=+
0N o

& 14-9 HitHESHRA

SHEH 5269
A& ARHOEHR, BRGEER.
S 5 ARSI IRIEROETIE).
STHER/N ARSI AN
&7t AREMEHT .
&t AR AR .
ESHRES ARSI,
(10 488
EEEMPRAIBERETRY “BIE” 51, BE “BifR” , ERBAXNERS, BE “BE , &
aILAMBRZED EHE.
-

14.11 EER{EBZE

EllE=-Ses

BAEPE
g2 4
SR2
T3
g 2

AELNEIMTEELREEZEFRITHREARER.

EMINERIEHIEELZEH IS, BEGARRER “BiTdh” .

IEIJJ“«

FREEEHE

ERAELAER ‘X 5, BF —, 1 ‘%2 > KREERRS" , EASE

FEZEEIT ‘27 RHE.
EEMSHF, &R “SShFIR” .
BEFEEERFATRILAIETR, HASLHIBESENE
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SIS IR “BFEET TE, EANBRFETIIRRE,
$IR6 EERFAST, BXSERPWNE14-10E7.
AR
EEREATIE) ( “IE3040¢R” . IETNEET o “UE4/0NEET . “HE7RT 8 “UE30K7 ) 5 sRER
#5 | mErmamEmssiE, SES TSN EROREES.

% 14-10 BEAESE0RAE

SHEWH 35488
AR T IRIEROFIF.
BRI TR ERORTIE.
ke HTROTIAGIRIE .
A HTIIRLRIERORNIE .
BIERIS HTRIERIISR .
ik HTRIEROAE S
P HITIRIEHIER

R
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15.1 @&

15.1.1 HAREIBELE®HIT?
HIEEZ 2RSS ( Database Security Service, DBSS ) 2—MEsEHIEIEEL LR

55, EFNRFINFMAEEDFRA, REEIEERT, SQUEAEEN, K
FRPRBIFINGE, RIER LEIREENZE.

15.1.2 FIBRER IR STIFHIL 1 sERIIE?

%ﬁgrﬁiéﬁﬁiﬁgﬁﬂwﬁﬂ%ﬂ]ﬁﬁ}iﬂﬁﬂﬂﬂﬁ%ﬁﬂio ERTLARIE LSS TR IFAE M AT
HE H& o

HIEFEZEH ISR EREEIRBBINZR15-1F7R,

& 15-1 FEELZ EHITRA RS

hRA %%Bﬁ%ﬁ&ﬁist RERRER | HaEE2H

HEhth %%iﬁﬁ\%ﬂﬂ% e CPU: 4U | e FMEIERE: 3,0005%/F
JZESLA5) e W7E: o NEERZK: 3605%//M\BT

16GB o MZREZSQLEAITFAE

. g%bﬂés o 50{Z&RVARYSQLIEATFE

TR | BMESZIECTHIE |0 CPU: 8U | o FILEIEE: 6,0005/%
JZESLA5 o WTE: o NEEZE: 7205%//\0TF

32GB o GIZRIEXSQLIEAIFE
o WEIT |, 100ZRIAMYSQLEGEE

SCHRSRRA 04 (2022-10-30) IS © ERRAGIRAT 7



HIEER 2RSS
FFisr 15 E e

15.1.3 iREZ 2RSS IFHE R RN EURE?
SRR LIRS SRS FHL TR

o XZXRBIHIERE (Relational Database Service, RDS)
o IHMAPRSESE ( Elastic Cloud Server , ECS) HIBEHIEE
o HEE£EIRE2E ( Bare Metal Server, BMS ) IEEHIERE

15.2 IhgeE

15.2.1 FEEZEFIT (BREN ) EESmS?

2. HIEFEZEHITRMIEELZERSIREAISIEEEIREERITIIRE, IV
?th BITELT, FRMAPWSS, SAERITTERRSE,

15.2.2 HIRER EHITALINATHLE7R?

HIEELZ SR RAEESEIE LI, EAZINARWSIERTT, JLXIEE
#=Hl& EAIRDS. ECS/BMSEZERIEUERHITRIEAIHIT

o ETHIEENGERE, BBEFEER. BFEE (MEEX . HURISIEEE
=H ) FREMR, BRIBIEEHITHIT.

o MK, RiE. SQUEAFZSNMERHITON, HBEUNERITBRETERRR.

o IRMEEIHRFERE, JUUEMRR. FERSBIRFIHRE (AIREREFEMIR
=) . B, XIFRERFEMAISTISEEBH, FHENERATIRENEIHRE

15.2.3 SZIFAIEIREESEEY

HIRER SR ST ERERE R AR IR 5-2F7R

& 15-2 HREELZ SR SHIFHIEIRREEEARA

HIRPERE KR
MySQL e 50, 51, 55, 56,57

e 8.0 (8.0.11RLABIHIFHRA )
Oracle e 11g

11.1.0.6.0 . 11.2.0.1.0 . 11.2.0.2.0.
11.2.0.3.0. 11.2.04.0

e 12c
12.1.0.2.0 . 12.2.0.1.0

e 19c
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BPiErm 15 & WIa)R
HURPERE BRA
PostgreSQL o 74
e 80
8.0. 8.1, 8.2, 83. 84
e 90
9.0. 9.1, 9.2, 9.3, 94, 95, 96
e 10.0
10.0. 10.1. 10.2. 10.3, 104, 105
e 11.0
e 120
e 13.0
SQL Server e 2008, 2008R2
e 2012
e 2014
e 2016
e 2017
DWS e 15
SHENTONG V7.0
GBase 8a V8.5
GBase 8s V8.8
Gbase XDM Cluster V8.0
GaussDB for MYSQL MySQL 8.0
GaussDB 1.4\ Rk
DAMENG DMS8
KINGBASE V8

15.2.4 i EEREHISOFHIRESEEMEIRER 5 L?

CEEEERFR. NAm IR

1361

HIEEZ 2 HITAAgentaiZ TELINUXGANIRIER 5t L,

TR

o HUEFEZEEHITHIAGentSHFRILINUXRFIRAINZR5-3F7R

2

ZRTI

Agent, RERNIIREIREFEEZIHIREELZEH

RAVRIER SR
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= 15-3 Agent 37§55 Linux RFthRAi58H

RSB

RBEhRA

CentOS

CentOS 6.3 (64bit)
CentOS 6.5 (64bit)
CentOS 6.8 (64bit)
CentOS 6.9 (64bit)
CentOS 7.0 (64bit)
CentOS 7.1 (64bit)
CentOS 7.2 (64bit)
CentOS 7.3 (64bit)
CentOS 7.4 (64bit)
CentOS 7.5 (64bit)
CentOS 7.6 (64bit)
CentOS 7.8 (64bit)
CentOS 7.9 (64bit)
CentOS 8.0 (64bit)
CentOS 8.1 (64bit)
CentOS 8.2 (64bit)

Debian

Debian 7.5.0 (64bit)
Debian 8.2.0 (64bit)
Debian 8.8.0 (64bit)
Debian 9.0.0 (64bit)
Debian 10.0.0 (64bit)

Fedora

Fedora 24 (64bit)
Fedora 25 (64bit)

SUSE

SUSE 11 SP4 (64bit)
SUSE 12 SP1 (64bit)
SUSE 12 SP2 (64bit)

Ubuntu

Ubuntu 14.04 (64bit)
Ubuntu 16.04 (64bit)
Ubuntu 18.04 (64bit)

EulerOS

Euler 2.2 (64bit)
Euler 2.3 (64bit)

Oracle Linux

Oracle Linux 6.9 (64bit)
Oracle Linux 7.4 (64bit)
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15.2.5 HIEEZEH I FFNEEHITTE?

HIEEFELZEHISITNEAEL . WA XSRS RARM AR THLT .

HIEFEZEHITEOAMERNEELT .

15.2.6 FIBEZTEEITSIF TLS iEZRIN AR?

AZ#F, TLS ( Transport Layer Security ) ZEZHNERINZRN, T ERBIEERZS

HitIhEE.

15.2.7 FIEEREHITHHEITEIETLIGRESA?

HIEERZ SR SITRESMIIENE T EEE MRF180KAIINEE .

ERILEMIEFEZEHITN ‘2557 RE, BOEEEUEFENRITE, E5XNE
[EERAVER IR o

AT R EIEEFRERSEEETR, mASEREEFEIEES SR EINRTFINR. B
TIHEREITSREHERFINKER, BNEEELITEIUGE:

o IRIEWVSHIEERITMIELFER, EERBHNSEFEZEHITRA

HItHIEEER/I:
HITHIESRERA: HIELIR

ERISEMTAR

R EZ SR SRARIMASIRABRTER15-47
o FMHEUEAE

& 15-4 FEELZ SR ITRAERENSIRA

A %%ES%GEEEE RERFER | teEsH
HithR | BSETHIE | o CPU: 4U | o BIHBIEE: 3,0005/%
JZESLA o HTE: o NEEZE: 360J55%//\T
16GB o MZEEZSQLEATFE
o TEEZ: o
B 50{Z&2)ASQLIERITF1E
LR a%%ﬂ%/u\%ﬁ% e CPU: 8U |eo FMIEIEE: 6,0005/F
=Ll o W7E: o NERE: 72055/t
32GB o GIZERIEESQLEAITFAE
o WE: T | o 100fzRIFRSQLIEDIFHE
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AR
o HiEEESLAIEIS BIRREIP+BIRREROITE .

WRR—HIEFIPEES M HERFRO, BRELOIENEIEEROH . 11 8IEEPRAT
m?iﬁ})ﬁfﬁﬁﬁ“ﬁﬂ, BIA— N EIREESLA); 11 EURREIPEENNEIRERERD, BN EIERESS
pil

fugn: MPE2NEIRERFDAIAIPFIP,, IPE— M ERERO, WA HIRESH);
IPE3 NIRRT, A3 NEIBESS, 1P FIIP,ETHIANSURELS], HERRSSARA
ISR EATHEFTATEUEESLS, BIEAEWIR ( &SIFHEIT6 N EERESEA) .

o TFHESE. BEIEN, BRIJEEHMHIS.
o AFRPHELSQLUEDIIFH, EEBERSQLETIITENTKBRITER,

; 5.2.8 HIREZEHITRERE, SKEEAPTLUINEISEE
[?

AHREZEFHITEEBTIBERT, NEFREREIINEISEBMNR AR ETE

T55¢.

HTREREENE, EHEEFEZEHITERETHNERT, JEELZEHITLA)

&R (CPU. NFAIHE ) BTIRBISZERERN, RRF-ESEE8M. BRYESS
BT LR SR .

15.2.9 BRRIXEELZFHNEEREIRIERHEERRIG?

B, —FEEERR—MERIHM .

15.2.10 A AFNREELTUREIEFER EHIHRER?

MREFER LIRS, 1B{#EAGoogle ChromezgMozilla FireFoxiilliizg .

15.2.11 FEAVSSNERREH-SRINEIERER £ HITIIREE?
I RREER S HT.

FIEERNTNARFMUFERGEZERI—KG, BEERERS. WEFIEERE
ZLE, NARHRTE, BA4T EERNNRARHRAEITSFIARNE, FEEIHEF
R BT ARFIERE RN B

HIREZEHITRAZRENIE, BidAgent (EURET Ss AT R%%Agent )
IREUDIOEUEERE . BREME LEREITRE. BKHEITRSEERSH LRE
EERINS ISR, NMSSEiEEZE®HITIEE.

Eitt, SEWSMERFEERZINEIEERZERITINE, F2SHAgentIfSQLK
MEEEHINRBHE.

MREHHIREELZEFINRAEHITEE, B2 TATHTHIE:

15.3 Agent tH%

15.3.1 ZUEEZREEHITHY Agent FR{HFPLEINRE?
EFAIREE S B IIAE, LIRS MR REEAgent
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£

HiEELREEHITRIAgent EZIZ ML INEE:

(EREIEFEZE®HITIIRE, YIEEIREET el AT RZEAgent,

SREUGOEERERE

BnERE LEERITRR

BWEITRRRCEn

A
~

RSB SRR
15.3.2 HIBREZ L HITH Agent ATLAZRARTEMILY Linux MER S

BIERER 2 HIHHIAgeNtSHFLEELINUXGMIRIER S, RARRAIHAPIUZER5-50

o

% 15-5 Agent 2589 Linux RGhRAIHES

RERR

RBhRA

CentOS

e CentOS 6.3 (64bit)
e CentOS 6.5 (64bit)
e CentOS 6.8 (64bit)
e CentOS 6.9 (64bit)
e (CentOS 7.0 (64bit)
e CentOS 7.1 (64bit)
e CentOS 7.2 (64bit)
e (CentOS 7.3 (64bit)
e CentOS 7.4 (64bit)
e CentOS 7.5 (64bit)
e (CentOS 7.6 (64bit)
e CentOS 7.8 (64bit)
e CentOS 7.9 (64bit)
e CentOS 8.0 (64bit)
e CentOS 8.1 (64bit)
e CentOS 8.2 (64bit)

Debian

e Debian 7.5.0 (64bit)
e Debian 8.2.0 (64bit)
e Debian 8.8.0 (64bit)
e Debian 9.0.0 (64bit)
e Debian 10.0.0 (64bit)

Fedora

e Fedora 24 (64bit)
e Fedora 25 (64bit)
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REERR RBEhRA

SUSE e SUSE 11 SP4 (64bit)
e SUSE 12 SP1 (64bit)
e SUSE 12 SP2 (64bit)

Ubuntu e Ubuntu 14.04 (64bit)
e Ubuntu 16.04 (64bit)
e Ubuntu 18.04 (64bit)

EulerOS e Euler 2.2 (64bit)
e Euler 2.3 (64bit)

Oracle Linux e Oracle Linux 6.9 (64bit)
e Oracle Linux 7.4 (64bit)

15.3.3 HUBREZE®HIT Agent FIHEBIRETA?
Linux #(ER%

AgentZ PimHIZEFRA:  “/opt/dbss_audit_agent/bin/audit_agent”
Z#EAgentfs, ERAILISRBUTRELE, BFAgentiEFHIEI TR,

1 (FEEEEIEEAETE (FIEIPUTTY ) LrootEFi@idsSSHA T, BFRAgentfiZest
EEI=18

FE2 HITLATHS, BEEAgentEFIEITIRE.
ps -ef|grep audit_agent
o WMRFREEIELUITEER, HBBAgentiEFIZTIESE

/opt/dbss_audit_agent/bin/audit_agent
e WMRFELTEZREE, HBAgentiEFIZITRE

et
15.3.4 (Linux IR{EERS ) L% Agent IS ELERAHITHIR,
Sn{orabiE?

NRIERAgently, [RBEREMAINITIIR, BERFAgentAI = EHITLA T s
<, IR ZARIHATINR :

chmod +x install.sh
15.3.5 (Linux##{EE% ) FEEZEHIT Agent ERIRHEFRF
M

AgentZRix BEFMEIREA:  “/opt/dbss_audit_agent/log/audit_agent.log”
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15.3.6 MT TFHEUEEZ =H1THI Agent?

ZREMUFINZRE, BIEEETHAgent, FHiRIEAgentlOFINA R IEEIEERDY
syt

N FimZeaEAgent o
[MARY:

B AgentEfBEME—AIAgentID, RAgentEEHIEFEREHITLAINEEZR .. BEERINAY
AgentflibR, TEEFTIRIIAgentfs, EEH FEAgent,

BIRSR
o CERINFBHIEEREHITEA, BXARSRES “Bf747 ,
o  HUEFFCERINAINAgent,

BRIESE

R BEREEEHE.

B2 ERELGEE ‘K" 5, 8F —, &R ‘%2> MREZLRS" , HAKE
FEZEHIT ‘287 FH.

$I|3 EENSHNGD, &F “BIEEFIR" , SABIEEIIRRE.

S|4 T IEEXB) TRIIRIES, BEFE FEAgentiIEIEEFTBRISES] .

IS BEHIREAMNN v BFFAgentfiFMEE, fEAgentFRTEITAY “1B(E” %1, BF “TF
#Hagent” . BAgentZEE THEIAM,

IStRIELR RAGent T BRI FR SR, IR T RTENAIAgentZ R .

o Linuxi(EER%
£ “BIERZE” 79 “LINUX64” BOEIEEF TEHAgentZEE

-

15.3.7 WU EBEIRELZ £ HiT Agent I2RF?
R EEIRS N FIRH T mREAgent/s, AT EEIEEITEIEER, SallliERE
Agentfy75 = iENZAgent,

BUIRSRY

EEZETRLTE TAgentiZzF,

£ Linux {ER % LEIE Agent

£ FREBEEEEERETER (HIRIPUTTY ) LlrootlFEIESSHAT, BREREAgent
SREY

T2 FLATSHS, HAAgentZREE “xxxtargz” BEGREER.
cd AgentZZEEfEIEEHEE R
I3 WITUTHS, BEEREEHEMAK “uninstall.sh” ASHRITHEUR.
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15.3.8 JNMaJ4bEE Agent SEIREZR £ HITSLHIZE)IE]

LEEE

u

o WRBHHHANHITIR, BERITERL,
o WKRSBEEMARRIHITIR, BEHRITIATRIE:
a. HUTLATES, iNINENEEASITIIR .
chmod +x uninstall.sh

b. ABLZEMAHITNRE, BHITEE4L.
HATIA TS, ElEAgent,
sh uninstall.sh

RFERIZLUTER, WBENRELII.

uninstall audit agent...

exist os-release file

stopping audit agent

audit agent stopped

stop audit_agent success

service audit_agent does not support chkconfig
uninstall audit agent completed!

-

Tl

FE7?

EHIEE IR i g xAgentfs, EEIEE LBASQLIES, SQUERSIRFRETR
iZSQLIE,

BINE R AT T RIRELRITAME:

o KNERNINEIEEESIARFEIHATS

o MBEHIEFREHEITEANNZSENN

o WMEREDRHIAgentZEFETIRE

REMMIRNEIEREERIARFITRE
gz

LER2

S£HR3
LR4
HIR5

SREEEHS.
ERAELAEE ‘X" 5, BE —, B ‘%2 > KREERRS" , EASE

FEZEEIT ‘27 RH.

TEEMSHMT, ©F “SiEEIR" , EANEUEESIRRE.

£ EIRESEB)” TRIIFRIED, EEREEAENSEEFBRISEA
MEFHITHIEIREER

o WIRHUEREERLE, BHITZRG,

o INRHEFEEEEIR, BERE “‘WiR™ , BEMZEUERE, BRE “IRINEE
", EmAINEIERE.

- REBMEMR, FERZE,
- WRERDBEE, BHRITEERE.
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15 F W a)gR

£LR6

REGFHEITHEEERNRITRS,

. ﬁﬂi “HIPRE B ‘BRRT , BHITRERIEERSHITEAINZ2EM
s

o MR “HWILKE” B BEXA , BRE ‘R, AREEESIT.
- WIRIRSHR, FREF,
- MRERDEE, BRTEERREERZEHITSLANZ SN .

R

NESIEEREE AR AN

£
SER2
I3
SR

LIRS

L6
SER7

BEHIREZENN v B AGentiiEMEE, FHES “REBAP” .
EHIREFIRMN LT, B SFMRLERAN” .

EREROEIED, ICRMIEERS TN ‘RRESH” (fHltldefault) .

B HTERNE” | BN ‘BRA” FIERA.

TR CAIIERIETMAZSM “default” /5, Bk Qg “Enter” , IR
T “default” ZLABEE.

g “default” , BN “NSEHN” TE.

BE “default” ZLBRINS BN,

IBREZZEENAL BN EEERS T FRIZET <IPEE 7 TCPIMY (wA7
8000 ) FQUDPHMY (#%[O97000-7100 ) AW,
o WMRZZEHEREANLZEMAN, BHITHEEREDRIIAgentiEFIE TR,
o WIRZZEERBRENSERN, BHITEERS,
NINEHEEZ £ W SEAIZ £ BRINTS N

1. B “RIARNT , E NIIABEMN” IHEEFR, AEBIhRT RPN
TCP#MY (#wM798000 ) FIUDPIMY ( i%[797000-7100 ) FRA

2. BE “BE”
- MREBMEMR, FERZE,
- WIRERBEFE, BRITRERETRIIAgentiEFIE TS,

R

ﬁﬁﬁ%-ﬁlu\ﬂj Agent *Er‘_i:?j-'lkl N

o LinuxigER%
a. (FREFAIREHTIE (FEIPUTTY ) LrootlBFiEidSSHAR , BF
AgentfIZ TS M.
b. HITUT#HS, BEAGentiZFHIETIRES.
service audit_agent status
* MRRARZEUUTER, HBAGNEFEITER, EHITHRIGIE.
audit agent is running.
* MRFRELEIREER, HEAgentiZFIZTRE, BHTUUAT®S, =
[EaiAgentf5, BHTRIRIGIE.
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service audit_agent restart

RUERISIE
IR A—ESQUERSS, 1 84 > 156" BIATHERNITI0EE.
. NRFLUERIHAOSQUEDES, RBTEERR.
o NRTHERIHAOSQUEDES, NPNTIVHE, BRERALS.
15.3.9 Agent iIZ{THRISHEZET RSV RIR?

AgentfEiE{TIT S EE—EN R A ZE ( CPUTRIBIZ5%, WFEAIBIT300MB) , HE
AT RN S8 b

o SIRESGEMACPUNINGE. HCPUTEHFEITIZEREIE ( 2XA80% ) , Agent
BELLETT, TEITRERE.
o AIEAgentiHIEASHICPURINTG .

15.3.10 Agent ZEELMANEILLIE?

WNERAgentREELW, B EIEIEAIAgent IDEE M. WRAgent IDIREBELIR, 15
BTHIES, SHEBERAgent:

LB EEIREUEEEHAgent,

B2 SBRER": HilAgentiHITERIRM.
T3 FIELSEN: TEHLEAgent,
H$]4 FIFLEAgent (LinuxiEERS) .

15.4 BRIE3E

15.4.1 NMEI KD SSL?

HHRREFTIRSSLAY , SAREEREIEELEHITINE . MRECFEEAIEFREHIT
TRE, BXRAEREEERISSL,

LAMySQLEUREBFHIZ i AGNRE, RELEBWT:
1 [FHAMySQLEIEEBTHIZ s, LlrootlHREZEMySQLEEERE
FE2 HITLUTHS, BEEMYSQLEUREIEZENA .

\s

o MWMERFEEIZEMATER, HBAMYySQLEIEREEXASSL,
SSL: Not in use

o WMRFHEEIEXMLLITEER, HAMySQLEIREEESHBSSL, BHITEE3.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX

FIE3 LISSUEREFZMySQLEER .
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1. PUTLATS, BEMySQLEUER
exit

2. DlrootFﬁPE?ﬁ’*iMySQLiﬁ?EEo
EERGSEMILLTSE:
--ssl-mode—DISABLED
g,

--ssl=0

i

LASSURHERMySQLEHERE, REEXAAIRSSL, SHERERHIEEZEHITI
gelt, IBLUARLTRERMYSQLEIERE .

3. PUTLATES, EBEMYSQLEUERFIEREINA,

\s
MERAEERBUATES, HEAMySQLEIRESXFISSL,
SSL: Not in use
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S BREESHE

SW ERELAWE K7, 0 —, wE Be > MEERLRS , HAKE
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SIS FEAMSHNT, HE SHBIR , EA THFIE .

$W4 PEBBEEEENOLOIGR, HATASRE.

S5 BETHURAES.
e

15.4.3 YT EEHIEELZEHITFMBHEEER?
BRI REENIEEREHITRISERER.
TE1 EXREEEHE

S8 ERALHEE ‘X F, B —, BF ‘e > MRERSRS , HARE
FEZEEIT ‘27 RHE.

$I|3 EEMSHNS, &R “TEFIR” , HA ‘PR FE.
TR PEFETELSZERRILAIRIR, &F “niE > SE8hE , #EASERERNHE.
£ BESERER.
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EZREE?
HPCGEITELNMIGIEIRDSEY, ERILUEAgentZ 2R BERNIER ., tht, PCET

RIEBimiHIOEIREE, HURE izéEHrl' IBEH I IE S EiREIBREZ BRNAIEICHE, T
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15.5 i fEHE
15.5.1 FIEEZEHINHETIERELHITCE
ST

HIEFERZEHITSLAINEER, SMARIEFERER, ESQUERSIRTmERRIT
RIER, FREEREEXRAIFIHER.

AIRER A
o HUEECHBSSL,
o HUEESQL SERVERHMY EFFEIRTINE,
o HIEESITK, iERAgentHIZRIE, BINERB R EITRNLIR I DEES .
(] ¥ B8
o HUREEFFESSLAY, SARHUEBLIREERSRITINAL.
o KIEEFEETING, HEERLHITELEFRIERBEHITON.
KIAEBEE SSL

LAMySQLEUREBFHIZ i AENRE, RELEIT:
1 ([FHAMySQLEIEEBRTHIZFin, LlrootlHFREZEMySQLEUERE
B2 HITLUATHS, BEEMYSQLEUREEZINA .

\s

o WRFRMEMEIERLATEE, HIBMySQLEIEECXIASSL, BHITESE4,
SSL: Not in use

o MRFEMOEXMLATER, REBMySQLEIREEEFRESSL, BHHITEERS.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX
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exit

2. LlrootFHPEMEZMYSQLENERE
AEERGTRNMILATSH:
--ssl-mode=DISABLED
17

--ssl=0

A

PASSLIEERZERMySQLEIERE, REEXAAIRSSL, HNEB(FHHIEEZSHITIN
BERT, BLUEEI2A B RMYSQLEIRRE

3. WTAT&S, EEMYSQLEUERFERMIA.

\s
NRFEEIERUATER, HBMYSQLEIRES XASSL, iEHITEE4.
SSL: Not in use

TTWA MA—RSQLEAE, ESQUEDSIRTNEIERNITINED.

o MRAILUERFIGARISQLEDER, RIBITRECHER

o MERELRIWMARISQLEAER, RBRBBFE, BHITXAISQL SERVER
HMXAYERITINE

TR

3% SQL SERVER HHX 38T I3

FJFFSQL Server Configuration Managerfit &8,

R “SQL ServerPIEEE " .

A E “MSSQLSERVERAIIMNY ™ , i#&#FE “BlE” .
FERHAYEESR, EIR ‘R8T B, XABIEERRITINE .
EESQL ServerfRss, {ESIEMRIRCELEN .
MIAN—%SQLERE, ESQLUEAFIRIREIERNITANIES .

o MRALUERFIMARISQLIEDER, RHBIIREHER
o WIRAREHERIBWMANSQLEDER, RAIRNEFE, BRI
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$BA £ “LOPIRT THSIRIEPEEEIEREPTERISES) .
SRS NEHIEEERESIER.

o IRHUBREEEIER, BHITEEG,

o IMNRIEEEEHEIR, BERE “WiR™ , MEMZEUERE, BRE “IRINEE
BE” , EmMMZEERE
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- WIRERBEFE, BHRITEERE.
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R

o MR “EIPRTE A ‘BXA7 , BRE ‘AR, FREUEERIT
- WIRERSHER, FSREF.
- WRERBEE, FRTREREIDERPNNEEFEEEERH.

R

HmERIDEE PN EEERREERA
EEMSHNT, HEE “HIRELSET > BE7 , EAFHEESIERE.
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- WRERBEFE, BRITREREERNAgentiEFIE TR

MEEHIEEN Agent BFIZ{TIRE
$B1 (FREEETRBTTIE (HPUTTY ) LlrootAF@idSSHAT, BFRAgentiigst

T
TE2 HEFLT®S, EFAgentiEFRIETIRE.
ps -ef|grep audit_agent
o NMRFAEABELIHER, HBPAgentiZFIZITIERE, BHITERA,

/opt/dbss_audit_agent/bin/audit_agent

o WRRMEEIEER, HBAGentZEFIZITRE, BHITEE3,
$E3 WITLATRS, E#FfEnhAgent,
service audit_agent restart

o UIRIJHEER, FERIFEF.
o WMREBRDBEFE, BHITERA,

T4 PUTUTHS, BEAgentSEHIBEZEH T Z EIBERS.
tailf /opt/dbss_audit_agent/log/audit_agent.log

. Hﬂiﬁﬁﬁlmﬂwfﬂ =8, HBAgent SHIEELZ S HITLAIZENEEEE, 1B
FTREREEIIE

15-1 BSIEE

-1# tailf /opt/dbss_audit_agent/log/audit_agent.log

7:37 INFO [websocket_message_handle.cpp:357] send config data capture result begin. ..
7:37 INFO [websocket_message_handle.cpp:359] send config data capture result success
7:37 INFO [websocket message_handle.cpp:136] audit ethernet is: ethe

7:37 INFO [websocket_message_handle.cpp:149] libpcap filter puhcy is: port 3386 and (src host ISZNIGENENINE or dst host IOZNIGSNENINE)
7:37 INFO [catch_data_package.cpp:119] init libpcap tool begain..

7:37 INFO [catch data_package cpp:155] init libpcap tool success
7:37 INFO [udp_communication.cpp:28] init udp connection begin..
7:37 INFO [udp_communication.epp:51] init udp connection success!
7:37 INFO [catch_data_package.cpp:167] catch data packet begin..
7:39 INFO [websocket_message_handle.cpp:430] send heart beat beg:m

o WIRFAALEEMATEE, HBAgent SHIRELZLHITLAZ BBERE, B
REREELZEHITLARZSBMNEETR.

15-2 BIERE

AWdimb74cLS5BtUHrp8-tl1# tail sopt/dbss_audit agent/Log/audlt agent. Log

INFO [websocket.cpp:1668] create websocket thread begin..

INFO [websocket.cpp:1620] create websocket thread success

INFO [websocket_connection_handle.cpp:278] setup websocket connection success

INFO [websocket_connection_handle.cpp:169] send authentication reguest packet with websocket.

INFO [websocket_connection_handle.cpp:126] create authentication request packet begln

INFO [websocket_connection_handle.cpp:25] encrypt verify infe by public key begin..

INFO [websocket_connection_handle.cpp:53] encrypt verify infe by public key success

INFO [websocket connection_handle.cpp:158] create authentication request packet success

INFO [websccket ccnnection handle cpp'172] authentication request packet is: {"body":{"agentid":"AWdimb74cL5BfUH
"Euler0S", "ostype"™:"Linux","osver":"3.10.0-327.36.58.4.x86_64" , "verify": IHGabvphBaqK6Q+saLeIaIMLRBIMSS?uGRngJw

:cJUkaSsz l\a’SlHZWJ.deraDnczItXe4NM1wn/jfzchJ9qeendGhBEIVSCXpdDDzY3SMUUU(fbauulquIpwerSutJD551d5QnvigunuZJWTc2N

'0QTh2CL101EKGHL teQ=="}, "code":1,"1d" : "98c43129-e3202-402a-9e75-321b2f6e86c2", "method": "request”, "time" : 1543807412}

ERROR [websocket_connection handle.(pp.l??] send authentication request pa(ket falled, retry 30 seconds later!

-

MEMEEZ EHIT IR SENNR BT
ST HNSRER SRS SRR,
S EAMNSHMS, HF SREREHEIT > BIBESIE" , HABURESIRTHE.
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= “default” ZLBEE,

9 B “default” , HAN “ANFBEHMN” TWHE,
FE10 BEZSAPNSEHN,

BIEZZEEANANG RN EE ENETBAFIILZET RIPEEE TTCPIMY (AR
8000 ) FOUDPMY ( i%[197000-7100 ) LN,

o NMRZZEHEERERETRAIANGEORU, BHITREIE.

o WRZZEHARMELETRHIALERU, BEHRTEERI.
FB1 ARET/FINANLGEREAN

1. EABEHURKE, BE RN~ .

2. 7FE “RIOANBERN” EES, AZETEIPEHIITCPIMY (i%E98000 ) #1
UDPH#MY ( #%[797000-7100 ) ¥R,

3. g CHE, SRR
-

USRISIE

FEHIEEFRA—RSQUEAE, HESQUETIIRNEERMITANED
o MRALIERFEARISQLIEDER, RHBAREHER
o MIRARERIBMARSQLEDER, RBPRNEFE, BRI

15.6 B&3E

15.6.1 FIEEREHITHR(FASEETLIEE?
FALL. MIREZSE SRS TR MR RS,

BRI EENIREEZEHITINMERE, AXERNEELZEHIHREESIFME
5, B2 NEEEREHITRERTRHAMRESA? .

15.6.2 FIEFEZEHITHRFATRARESA?

HiEEZEHITRIREESE—ERE
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BERLUTRESE, BERPEREERSFH RGOS,
SH BREBEHA.

B2 ERELGEE ‘K" 5, 8F —, &R ‘%2> MREZLRS" , HAKE
BFEZEHIT ‘287 FH.
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SH4 BEREERRMEATRISLOIETR, HALFERE.
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[0 e
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% 15-6 1Z{EHESHuKA
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EJYSUES PATRIERINISR
fk PATIR(FRIER SR .
ER RATIRIERIESR
-8R

15.6.4 HFIEEZEHITRIHTAENFIZRTA?

HIEELZERITRFEITESFRERSEEES, BSAIEHENRBINT

o HHEHIBENIMETEERZRIATIBS %KLL LR, RSB ETMIBRFMAT
[EERANETAE (BXMFR—XRNEITES ) , BEEHETEERZRI85%LL
T

o HHEHIEENIHETEERZRIATI0%RIA LR, SiREZEHITEELERT
e, EERBAREIERRIFEITAE.

15.6.5 HIEFEZREHITHHITAEREXIFEH?
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