=EITARSS

I8
XAShRA 01
&#mBH 2024-12-27

NN

» )

pIa

V.

HUAWEI

HERRHERRERAE



WRIRERE © EARITTERREIRAR 2024, RE—IIF.

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

EIETR . RS SN S EH T SR AERATRI A FMSRINR, A THAN SIS
$7G. RSWEEIAAEENBIRERFRET A . RESASELRE, LARHERAGRATNAY
B R T R e R A0 BRI

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

EATITERABRAE

bk BEMNEETHXBPRERZNINEEN=HIEF L #Hi%: 550029
gLt https://www.huaweicloud.com/

SAERRZ 01 (2024-12-27) WRIFRR © LARITERARBRAF


https://www.huaweicloud.com/

ZEHIHRSS
FFisr B3R

H=x

1 T R NGB e eeeeeeeeeeeeeeeeeeeeeessssesssssesensassssesessnsasassesessssasassasesensasasessnessasassasesessasassseneasasassesanens 1
1l A R TR BRI ERER oo s e e s s s e s s ee s eeesene 1
12 B R e e e e e e e e e e et e et e s e s e e s e s ee s esseeee e 2
1.3 A ERTR oot st et et ettt et et ee e et s e e et ne s ee e seeren 3
1 B D e et et e et ettt e et ettt e e et ee e ee e see e 4
1D T BB 0 et e et e e e ee e s e e s eee s e see e e s eeeeeasaseseeeas s aseseae s aeeeeet s aseeeee s e eseeeasasaeeeeanaseeeeeaeasaseeeaesaseseaeasasaseaeananas 5
108 A DR EE TR oot e ettt ettt ettt ettt ettt ee et et ee e et et nereeeeseseeren 5
2 BB Jeveeeeeeeeeeeenenessesesesensesssssesensasssssssessssasassssssssnsasssssssesensasssssssssensassssssessssnsassssssnsssassnes 9
2T N BB et s s s e eeen 9
PR o O R e | B === B == L= =TSO TP 10
2.3 B ) T B T B R S TRt oot e e oot e et e e s e e ee e ee s seeeeeeen 11
B BT ) T IR oo eeeeeeeeeeeeeesesssssnssasasasasasasasasasasssssssasasasasasnsasasseaeaeesssasesasaeeensnssans 14
BT BT ) TR BT T T et ettt ettt et ettt ettt e e et e e e st et st eese e eeeeeeaeeeen 14
B B ) TR B T B R S TR e oot e e e et e e e et eeeseee e ee e se e seeeeeeen 15
4 BETBIETEHGBIEEE .....ooeoeeeeeeeeeeeeeeeeensassssesssssesesssssssssssessssssasssasessasasassssssssnsssnssssessssnsnsssssnns 18
A1 Bl FRIBERER oo e e e e ettt ee ettt ettt e et e e ee e seraeeereeeees 18
D B BB B o et e e ettt e e e e ee 2o ee e ee et et ettt e e e e e e e e e e et et et eee e et eeeee e ee e e eneenenn 18
A3 (B FBEBIBEREE ... et ettt ettt ettt sttt esseeeeseeee e 21
A BHIBRIBEREEE ... s e ee e s e e et et eeee s ee s et e e eeseee et s e et et e e e e ee e e ee s e e eee e sesaeeeneeeees 22
D Bl I I R BT . e eeeeeeeeeeeeeeeersessasasasssasasasasasasnsasasasasssssssssssnsessnsssssssssssssssssnsssssssssssssssnes 24
6 ZR BT ARG I FITIRIT  eeeeeveveeeeeeereeneeesessassesesssasasuesessasasassessssasasassesssasassssssssnsasassesssnsasasnssssnsane 28
B. T B E T ettt ettt e e et et ettt ee e et e e e e e e ee e e e e et st et eeee et eeeeeeeeeseeaneee 28
5.2 [T R 0. e vee e e e e ee e e eee s e e ee e e eeeeeeeeeeeeeeeeeeeesseeseeeseeeeeeees e s eee e e e eeeteee s e e e e eeeeeeeeeeaeseees e eeeeee e eeese e eeeees e eseeeeeeeeeseeareen 30
5.3 I B R o oo e eeeeeeeeeeee e et e ee 2ottt e e eeenne 32
T I REEEEES T ...ooeeeeeeeeeeeeeeeeeeeeeessssssssssssssssssssssassasasssasasasasasasasasasasasasasasasasasasasasasans 34
T BB LR e e e e e e e ee e s e e s e e es e ee e esseeeee 34
7.2 B BT e e et £ttt e e ee e es e ee e 38
8 BETE T EEAEITA .. eeeeeeeeeeeeeeeeeeeeneeseenssssesssesssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnens 41
O AREE ZR BT T IR EESTAEETEEEME .....ceeeeeeeeeeeeeeeceeesseetessessasesessssesssssensasessssasessasssnsasessssssensassssase 45
0.l T T e ST e T e B AR B T oot e e e e e e e ee e e e e ee et e e e e ee e ee s e e ee s ee e s s e s eeseees e eer e senene 45

SASRRAS 01 (2024-12-27) WRIERE © LEARITERARERAF i



ZEHIHRSS

FBPigm EES
O 2 FBEEESTHE ..o AR 46
0.3 TEHESTAESEEEMEARIR oo eeeeeeeeeeeesessssssmsssassssssesesessses e eseessssssssessmsmsee s sesss s e eeseeeeeessesesssesesssssssesssenenenens 48
10 STIFH T BRIRIE oot sa s ssassas s s sas e s s b sbessassaseae 54
1T ALBREETE.....ccveeverreereererseesessese s ses s sessessesssssssessessessessesssssssssssssassassessessessessessesssssssassessessesses 55
12 SAEERTHHIBRSE TZIBAETUZR. ..ottt sss s s sessessssesssssssassasssssassessesans 57
13 BETUTIRE. ......veveeeereereseesessesssessssssesessessssessessssessesessssesessssssessesnssessssessssesessesessessssessessssssesans 59
13.1 (M IAM BBFP ( 7S ) 7E CTS BeE4%fiE, 1R(F OBS HEMIUR IAM FIFIA? nrreeneesssssssininens 59
13.2 AP KPR ZBRLE I BRI IRAIZIN? oo eeeeeeessessssesesesssssssss s sessssssss s sssssssssssssessssssssenes 59
13.3 IBLE P RAZ TR ZR BT IRESE? oooovvveeeeeeeereeeeeeeeeeesossssessssessssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssnsssssssoses 59
13.4 MNEAFEFE=EITRS, B OBS HBREEEHIIRES, SEIMAABR? e 59
AT o hn g e gt ok o U oyva sy g oy ot 60
13.6 HHABEEHE OPIIELEZEIITEEETIZE? ooooeeeeeeeeeeeeeeeevevesssssssssssssssssssssss s ssssssssssssssssssenens 60
13.7 FHAEHF A LB VEITIDTR TIIR? cooeoeoeeeeeeeeeeeeeeeeeeeeeeeseesesssssssssssssssssesssessssssssssesssesesssssssssssssssssesesenensns 60
13.8 FEIRVEBEIBRSS STIFMPLEARLIZE? oo sssss s ssssss s sssss s sssss s ssssss s ssssss s sssssneee 60
13.9 CTS SIS BB R F S S ——FEBEZE OBS Ao eeeseeeeesssse e ssssssssssssssesssssssssssssss e sssssssssssassssssseees 60
13.10 A BLE trace_type J9 systemAction B954, TF#E user F source_ip AZAIBEIR? coovevceereecveerrnenenns 61
13.11 UUTBITZEEIHARSZFHIA ECS BUBUTRFIT ..o eeeeossssssss s ssssssssssssssesssssssssssssssesssssssssssnsssssee 61
13.12 UMAETIE IAM FBFPEERHT IP HEIIE ..ooooeeeee ettt ssss s ssss s ssss s ssss e ssnsenees 61
13.13 I ALBEREWNHIRHES BT deleteMetadata ZEIHE? ..o eeeeeeeeeeeeeeeeeeeeeseeeeeeeseeseeessesseeseeseeesesseeesse 62
1314 BITRFUTEMETEATI? oo es s sssss e ssssss e sssss s ssss s ssssss s ssssssesssssssssssssssssnsesssses 63
13.15 ZEIINEEETBH FHFZERETTLABBIZTI? oo eessssssssesessssssssssssssssssssssssssesssssssssssssssnes 63
13.16 QMAILEZIEELITRANETZETTBR? ooooevveeeeeeeeeeeeeeee oo eeees s sssssss s sessss e ssssssssessessssssesssssssssesssssssssesssssnsssssssenes 64
1317 BTLUZUTEEEATZEIEID? oottt sttt sesssa e 64
13.18 CTS RICREIRESBECUZBIETBIHTZEIENT? ..ottt sessss s s sss st sas s ss st e 64

SASRRAS 01 (2024-12-27) WRIERE © LEARITERARERAF i



=EIHARSS
FFisr 1 PN

1 it

1.1 HAR=HITIRS

GHIMERZEE LSRRI O EEYE, BREFWBMERRGLZENKE
Ahﬁ’]i?ﬂﬁk“ﬂﬁj\

Z=H1HRSS ( Cloud Trace Service, LATREFRCTS ) , B@REMABEHEIWHHES
RS, RENSMRRISFCRIOKE. FEIEaNEE, TRATZERED
#r. %J.ﬁrl'\ FHIRIRER . [GRR[C]¥AFN SRR Eﬁ%*%‘)"'ur‘ VRS .

1-1 ZHIRSNA

Q || ==
B =Y
= B @

ZHITIRSAIIREERRE:
o IERHITHE: IFCRAFP B BRI GIAPHEOARANRIE, LUREIRS
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iFFE\&$ﬁﬁ%E&§%,#ﬁ%ﬁmﬁﬁﬁﬁﬁgP,mgpaﬁ%ﬁ
£ E ﬁ o
S AETFEAIE. BEA. BIBLSED. WRFSE. BEHEESRE
£, BEBENHE.
EREEIEEtp/hitpsBAIROET, SHE AENNESHEERARTH
7. CTSHEARERNE. =O%, RUSRERIERR. MIUREST. S5E
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LINE MSEEERAELIDE, TRESEHRSENEFICSE, B
EIXIRAE. MRABRECR, SEUNOBRNEAIAN, STRE
(34 «
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XITFEEOBSHE PRI ST INE
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TAFHETHREWI R .

o KIBR(FEA: CTSIRMLKEREEMINEE, JEREISTERFNORAFI. fB
BREHR, BREEEFEERRESENRS (SMN) iTRER,

1.6 RS

MRIBEENN= EWERNCTSER, [l FINR TRERRINFIONR, LUAZEIARE
BT ZERIRIRE, ZEaILUERS—SMIAIERRSS (Identity and Access
Management, EHRIAM ) ETEHAINIRERE . ZIRSBIEEBFSMIME. BFRD
Bo. maEHIEINEE, ATLAREN SR e itndSRRYAE .
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¥ WRE “PAIER " PIRENIR, WIZSURAERE XA PEER . HIECTS
Y, BESTDRERZNXIE.

PRI RIUEHIEE S N A eFIRE, RIERAEINARMR.

o A IAMRYIRHAI—FMEIERE I TIEEREEE X ASRATHEA EISIUNE] . %
MBILARS HRE, REEROIRSIEXHERTIEN.,. ATFSRSZEFEW
SHEXER, FEBFETREH, iR E—FHSFRENEMRAE, 78
EffserlsS . BEHA EERERPIBHEMENINEXK, TiETEAREIEIXT
MIRERIMEIIZ 2 EIREK,

o REE: IAMBRFTIRHAI—Fhmp ISR D, TLUSIREIERIRSHVRIE. &
TBELARIEREMSE . ETRIEIENE—MEINRIFZOENAG, segmen
SRR ERIMUNZ 2 EIRERK,, FIa0: FXIECSIRSS, CTSEIRRAEIZIEHIIAME
PYEEE— R R IREZ X RHTIEENEIRIRE ., SHMAERIELIAPIZEON
FERITRIRIFS -

NFR1-1P7, BFE T CTSHIFRIB RFINIR

% 1-1 CTS EFAR

EZ5fmeE/ | Ek el i &R
REEZTR

CTS =HITIRSAIFFBIR ARHKEE | T
FullAccess | PR,

CTS =EITIRSAI RIER RAGKEE | T
ReadOnlyA | R,

ccess
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At/ | Ed 51 R R
REEZIR
CTS =HITIRSNSERZN | RAEHAE | ZAEKH, SEERmE
Administra | fR, HHBCTSHIFTEX PAIEIKERIEE: Tenant
tor fR o Guest. OBS Administratorf]
G AR B PIES Security Administrator,
BRIAMAN , EftEErEIR
SHIRIENR

F1-27IE T CTSERIFMESRANRAIRINKSR, EAIUSRIZEFERESERIRFN
PRo

x 1-2 ERRFSESEDIRIIXR

BIE CTS FullAccess | CTS CTS
ReadOnlyAccess Administrator
BREMTIE Vv v v
EiHCER v v v
BB ERES Vv x v
(EPEERES v x v
(SFIEERES v x v
[EFEERzR Vv x v
BB Vv v v
PR EERES Vv x v
BRI | x v
IEKRRIEERN | x v
(ERXEREEN |V x v
BRXEEREEMN | v x v
EEXEREEN | Y v v
PR R(EEARN | v x v
HERIIRE Vv x v
HEBMIRRERES J y J
BxE XA PRRES

INREFTRERIIREKES, FHERPENTER, CTSXHRFEEXPRERE

SASRRAS 01 (2024-12-27) WRIERE © EARITERARERAF



=EIHRSS
FFisrm 1 PN

o BEXBURRERFEILIFMNAIERINSSE “ (CTS APIiER ) > PRAIRININIR
EE ”» o
o BHEMMRREEAKEZLSRBZSN “ (1AM BFER ) > SIBBEENRR” .
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FSEINE

2.1 A\ Jigs|

BR{Fin=E
FRZHITRSAIBEEARZHITRS, ABR=HITRSEERA=EHOIE— B
?ﬂq‘:‘lsystem , KRB “BIEHEM NEIRSE, RRICRIMBIRIEEXIKTZERR
=P,
BRBI=EIHEH S ReEEamba7RANER(FICR . IRFEEEBE7RAEFIC
R, FEESHHREENREFEIRSPRIFENIRIESES, BIOBSH, tBallifR
FELSHER . FBRFHITIRS Z81, SEABNREFERSFINI=EERS, BAR
MG EEBRIOBSIFFILTSHEREBA RERIEANIR . =iRSFFE EJWMR?-T-J_OBS
HIIRSS B & BEIEIHIDOBSIENRES SRIFIBENR, BRSMEE B RS L
REERMEMIRSFIREPEFAEIN .

Bt
o FcEEMHINEINEE, FTEFHEXNRFMHEIRSS (0OBS)FI=HERS(LTS).
o ERXBIREBIINEE, FTEHEESERSS (SMN),

KEXIRSS
o XIZRTFEARSS ( Object Storage Service, f&FROBS ) : TFEHMFSE,
o HUENNZERRSS (Data Encryption Workshop, f&FRDEW ) : AEESUEINZETINEE

RMEEA.
o Z=HEIRS (Log Tank Service, EFRLTS ) : RHBEFMHEINAE
o HEUBFNARSS ( Simple Message Notification, EFRSMN ) : #ZIXHRIR(E
B, ERERBAIRS AP RIXEMYE . fEEE.
BB =EHITIRS
T SREEEHE
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— ey
2.2 £ CTS HHYEREBEE=F1THH
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= BENX: BEXNSGIRIE. BABURIRE. WSEURHRIE. BAURIESE

BLATRFIF AR, TFaXEARBEHITEEDTRESRHITHD

*ﬁo

ABANER B CRESITEENXIERE, P CHHR/EEINSZHEXT 100 R

55H91 0001 HHSEHITIRSE, B2 HEITINIRS FIRIETIZE.

- SfbEE: JLBTEEREFEREMABNIRETE. SRS G
%=, BIbAXFapi_version. code. trace_rating. trace_type. resource_id.
resource_name 6N SHRITEE, KSR SHBCETHiLEsE
4, BEESINMFEHNTLUEESEZENXER, B “‘HAEREHERER
(AND) ” xR “B— 1 ERMHERER (OR) 7

& 5-1 SRHIESEIRA
FEESE S5

api_version EHNNAIEIRSEORA
WEHE:

o Vi

e V3
code B NIEOIREIAIHTTPIRSAD -

trace_rating | EHFHKRBERIE=FM: IEE(normal), & (warning),
i (incident) .
Kzs(E:

e normal

e warning

e incident
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FFisr 5 B XRIRIFEA

kS S¥HEA

trace_type IREFARIESM LR, BIESIERITHISIAPEIOAER
BME, LIRBIRSHEEMARNRIE.

wzME:

e ApiCall

e ConsoleAction

e SystemAction

resource_id EHEHNAEREZZRID, 2-f6l:
5a0215bed7a14de38193a******facef,

resource_nam | SEITRAIAERZIR

e

7. EERF.
SIEERAPARXEIEEN, FJLIEBISMNEREXINTRE .

- S&E “NMEE” BFE, FERPAEIXKEERE, BSEIESMNERIEX
BRTIRE

- S&E “IBE’ BPN, SEFNEERAF, AXERAPARXEIEEN,
REISMNIERIBXANT % . BRISIFXI 101 BRANS0MFERF AL
l‘élg;’gi‘s%{’l?ﬂﬁﬁﬂ%, RPERYEZE, BR—AFPETHSTRPZFS

8. ECESMNER.
- SR “KIX7 BRI

" SMNER: FEIEFECOIEAISMNERHE P EEEEDEEIE 2B AR
SRHECIEMIIER.

- SR “ARET BHE, WEFERE.
9. $$ :LE I.—E” .

EIEXREIREE

BlEsEXBREENfE, JEENPIRPEEXBIBFEMPIZIR, K& &Ik,
SMNERFER, HAUREFEMER.

SR EREEEHE.

S BEL AR — , %R ‘SESHE > ZHITRS CTS” , HAZEITRSRE.

$|3 EEMSHEPIEE “XRREEMN" , REPEIIXBIRESNNE, RIEFEH
TLATR(E, BIREEER5-2,

F 5-2 HXIR(E

HR(EF 15208
?E?&;@ BEBEHMETR, ILEEZEMARIFIIRMBFIIFRFRES
R FEAN
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FAFi5Rs 5 B REIRIEEBE
#F 1588
B/AEXEE | BEREY “BR/IEA” , BLUFE/RAZF<ERIEE .
BREEE | immg
NBERE 7 SMNRIXEZIEBI, mEITIRS A EIEEBR/IERXERIES
M, RECESMNZTERSBXEREEA .
IBoKiE | BEIRED “182” , AMEXZKBIREBIREERER .
e
MBRXSE | BRTEERED “HIER” , BIRBRIZRHRIRIEBAD .
RIEBR
BREH | IR LEAIERIE, ITLUSIBEHIZIR. K&, BIRBIRFISMNE
PSS
B3 c
BEALEAN T 1R, IRIEXEIREBIIIRER.
Hities &
BEALA ™ iRH, TLIREREASGT. BERFEIINEE
X FIZRINAI R/ BSFE o
----85R
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FFisr 6 ZEITH RS NARA

=T ARSS R A=A

6.1 ZEHIT

BFaR
REZTHRSWENEZIER, BUSWRGEN. FAEHINCE, WTRe
D, FIRAPIREREHATIRER.
AEHNE, BYEFHRSMTE I RAREN S ERIRS A CIRARRRR(E .
HUES{

EFETEHITRS HERFRINSIER .

ERREHIIRERFHITSENS
BB CTSERSNRS REREHE.
w0 EeEmgazaes Y B, ERERERE.
13 %EEEJ:% =, E HESHE > SEHES 157, EASEHRSEER
S BEEMSHME “BHHR" , EABHFIERE.

SIS HEFEEERE ‘&A1E7 , AREERIEPKRRES:

o BUEEIRIE: “mERSS: EVS” > “FREE!: evs” > “HHEZRR:
createVolume” , EEIIIRER .,

BEA g WER: createVolume X 25 3 alle

o MHBRIBIE: “mBRSS: EVS” > “EREE: evs”’ > “HHZFR:
deleteVolume” , BBEIIRER
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hwstaff,

histaff_

AR

o FATEEEVIMILIRFE EUZEMIBREVSHURIE . BT IRERESERE, &ZuLEE7X
VARPRE B2 MIBREVSHIERIE o

o EIFEHITHIIRS RIEFIIRPIUEE BRI FASHFHITN S RIRS RIEIE.

FIF6 ERRMEIE7RLABIRYR(FICR, NFEEFIOBSHLTSATAEFET, BRHES
BRSPS S REIRHITIRSEHESEN

AR

EMBE7RAMRIFICR, SN BIRRE B EEINRZFEIRSS (OBS) = HEMRS (LTS),
ZEEOBSHEHLTSHEHETEEHEEM . BN, BREFEMH7RLABIRHRFICR .

LRT TRIFICRERF, LUcreateVolumeflldeleteVolumefEAXEFIOR, HEIRIMICR.

H$IR8 MESLHF7LRVERTD, MEURERAER, MalRBRNAEE, BIAFESUR
1€, AERFPESREREIGERNRE.

R

EIBREHIIRERHITEH
LAR R R A BRSSO R AT R IR E 0
1. LCTSEEERS S EERGE.

2. mEEmEsiarrfes ¥ BER, ERRKENERS.

3. BFEAbf — , %R ‘SESHES-RHITRS CTS” , HAZHITRSIEER
o

. BEANSHAE “SHHE | SEASHIERE.

5. KESBEER “SFE1E” , EEUINERRERERIERMG, “SHERR >
;%ﬁ%ﬁ”>“§ﬁ§&?>“ﬁ&%i”,%ﬁ“éﬂ”ﬁ%ﬂﬁﬁﬁ,éé
J\\_itb&\—l:lio

AR

TRFEMEARA: ORGSR “EEEMH" > “EVS” > “evs” > “IREMEIR” >
“createvolumen —E—SZ “%IE$1¢” S « EVS” > “EVS” > “;ﬁ%{t‘:%wu >
“deleteVolume” , B “Eif” IAPTIER, RUAEIEE X1/ INELIRARA IR
PREVSRUERME . BITIRENESEE, RZSaLER7RUUREECIZMPREVSATHRIE.

6. EEIREEIA7RLABIRYEFICE, WEEZIOBSHEILTSHEHFTER. EiGH
SFEHFMR PSS RERRHRITIRZ WS
AR

EFEE7RAVRFICR, B EIEL BRI BEEEEINRFMERS (OBS) A&
?Ei(LTS), ZEIEOBSHLTSHEHAEMEE R RHE M. BN, BRBLEER7RLARIRY
FFICR.
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6 =EIHARS NATRA

7. SERENAREHITIRSEESH TR 7RISR EREHNSEG.

8. THR{FIEEP, LUcreateVolumeFdeleteVolumefENXgE=FI0Z, HEIXTAIC
.

9. MESEMFESERERS, MEURERFPEER, HAIREENANERIE, BB
BURME, AT SRHFEERSIRENNEARIE,

6.2 |G RE(L

Brn=

HUIRRSR

SMWEMFER FEEMELIOR, IRERFEITRSWENRSCSE, BOEE
SIMAGE) NN FRIFAHRFICR, EEISRRIBRMENIEN, SERBREMSHT.

AELNE, BEHITRSIMTEMIMNEN B RIRSHRERH EFRERH
P&, LARAMTE NN SRR = AR S5 21 FARIAYIRIRR

EFETEHITRS HEFRINSIER .

ENRE MY IREEF TSN

gz
SER2

LB S M = IR S e L F R S S A A R -

LTS B SRS SRS

EsEpsar Faes Y B, SERENRE.

B — |, E CEIESHE SEEHES (TS, MASEIHES IR
.

P MSHING “BHFIET | EASHSIERE.
AR B L6 math E 12, REIEEIE R e

“mBRSS: ECS” > “RIREEEL: ecs” > “RIRID: {HEEMYIIDY , SEEER
(1T ZBID}, BEIIEER

BEVIET FHS: ECS X MESE: ecs X HIBID: 1081ech0-908-4035-bacd-90a4 Qe

BREREERFICSE, TEIERAEEIMNER, 5350%F “SHERE7 Fwarningfl
incidentB954, LARENER HEMAIEH .

e
AR QR TR S5 SRR E A RS O BB R 0 1
LACTSEHIERIRE S BIREHA .

aEERsar Faes Y B, SERENRE.
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SIS B ffy —
&=,

SImA BEAMISHTNN “HHAIE | EASHSIERE.

SIS IESTIERRORE:

“ZIRSS: ECS” > “FEEBL: ecs” > “HBHEHLKFI: warning” , IRIECIZEI
M RIRSZEEEMBVIRIE, EERPEEFHBIRAN “createServer” 1#EICFEHH,

=S ECS R ecs SRR warning IR

, i “EIESEE > MRS C1S7 , HAZHITRSIFRER

FFe BEIFMFICR, ERXIMNPHERETER, RIFERETHIGHRIERER
A TIRRREN DT o

e

EIHRSEHIIRERH TSN
AR et R IRSS SRR B L R SR E AT B
1. HUCTSERRREREREHE .

2. rEEmEsiarrfes Y ER, ERERKENES.

3. BEALR — , %E ‘EESHEB-ZFHIRS C1S7 , BAZHIHRSIFBR
Ho

. BEEMSHMR ‘IR , EANEHIIRRE.

5 ESEMWIIRFEMEONERTIRSM, “HHEE > "SRR > “RiREE >
‘“TRIEER , BE ‘Bl , EETIRER.
ARy

TREMERTRA: ORISR “EEEMH” > “ECS” > “ecs” > “IRFIRID” > “[EIREEN
HUD” , HAEA LANBSRMRERREREAEH LF6mEFF12m, EFTIES

nnnnnn

nnnnnn

eeeeeeeeeee

6. ZFEEERECR, FTEIEKIEEFNGLNER, 1351%E “SHER B
warningflincidentd9514, LARBERNERAEMAISEE .

IATR3T Sl AR SR SRR e R S I B B B AL S B :
1. LACTSEESINRESEEEHA,
2. mEEmEsiarrfes Y EE, ERRKSNES.

3. BEHALMA — , &R ‘EESHESZEIRS 187, #AZHITRSIEER
Ho

4. BEEMNSHMA “SHIIR" , EANBHIIRFE.
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5. *E?E@ULT: PR IRB S EAMANRIE, RETIERG: “SEFHHE >
“ECS” > “ecs” > “SHHRR” > “warning” , EERPEESHEZIRA
“createServer” BFICREH,

6. BEERMECR, ExxFmNPHEIRERER, RIEBRERMBEERER

EEHITEREN DT

6.3 RIRIRIR
BEFS

RIEZEHITIRSFMCRAVE(FICR, ALUEEEERRSTREHEE N EmEERR
BFCR, FEMERRIFRIMET .

AEBNME, BERHIHRSIMIEEE N RECIRS=AABRIRIFICR

RS
EFERHIHRS BBRRSER,

RS REEHITEE
$£IE1 LICTSEERNRERSIEHES
s FEERsar e Y EiF, SERESGNRE.
SEIR3 M b — | IE CBESHE > ZEHRES TS , HASEHRSIEER
.
S BEENSHRG “BHFIE , HASHIIERA,
S5 EERIER ORI

“TmhRSS: ECS” > “RIFREY: ecs” > “KIRID: {EUNIDY , SBERIERIEM
M/D}, EELIf@n%o

BEVIET THS: ECS X BBSE: ecs X HBID: 1081ech0-9b

g

(MERIY::
RAEAEEVNILURAMRECR . BERENETE, &SUUEERIETRIUEECR.

H$IR6 HERIEIA7RLABIRNRIFICRE, NFEEFIOBSHeLTSHTAFEL, BEHESE
BRI B S RENRHITIRS SN

AR

TRBE7RARFICR, BBt BRI RFMEIRSS (OBS) = BERSS (LTS),
ZEIEOBSHEHLTSHEAETEEL LS. BN, BREFEWR7RLABIBHRFICR .

ST NESETEESMERT, SRt ERS BN RIS SR,
-
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EIERSEHIIRERHITEH
1. MUCTSERRIURS REmEHE,

2. EEERflartans Y BFE, SRKENEE.

3. BEALA — , %F ‘EESHEB-ZFITRS C1S7 , BAZHHRSIFBR
Ho

4. BEEMSHMA “SHIIR" , EANBHIIRFE.

5 ESEMIIRFEEONERIIRSEM, “BMHEE > "SRR > “BiREE >
“IEiSRE” , B YEIRT UTIER, EETIRER.
AR

WIREHEIRTRA: HOXERE “EESEM” > “ECS” > “ecs” > “IEIRID” > “EHIAL
ID” , BE “‘Eif” FUTIER, ATEZEVNTURRERFECR . BERENEEE,
ESUUEERIETRIUEECR.

Buxn | =Ese v | zms | Ecs amem e | mmsm | mEED v | 108fecco -9b08-4035-bacé-90a4
. v | sesm @ FaSess Normal Waming  Incident (== (=)
TR E ] =S HEDO EEEEO TR D ARG P 18t

nnnnnn

6. BEZAMSHMA “BEREE" , MANBERSRFIENE, REOBSHENITSHEA

=1y

7. ZREARHEIHRSEESEEN7XZRsEREINEG.
8. MSESEZHFILHIERF, MR ERIRS =B RIFIREICR,
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FFism

7 ZHITRSSEHESE

mHITIRS S 2%

7.1 45

ZHITRS AT RE MRS XRFRIVFEMAER, BAERNRT- 1.

(AR

o NT5ERF,

MO FREEITISHI S SMITHT TR .
o AETURETFTCISEEREHISHITNEIIEA,

R 71 SHROXRFR

FEREWR =AWk | 358 iR

time = Long FRRSEHFERREE . PAZRERTE
HITEZR, #la0: 1660927593570, 1
2O, ZFERLAR E#EH TEm
FfiE b(%Eij‘_—"Iiﬂ’,Ej'IE—I_I197O$O1 Bo1
HOORT0073 00 EMAE D ERH o

user = Userinfo | {RRALASHIIAFER.

object

request S Structure | FRIRSEHIIRAIZIERAS, BIRIRIEE
=57 N

response B Structure | ICRAFBERMMMA, RRSEEXTNEZO
MYAZ, BIRFREEREREIL,

service_type | 2 String FRREIASE AR A =IRSZ LR,

event_type 2 String FRIRSE I N RIS AREY,

project_id 2 String FRRSEHFTERIREID,

resource_type | =2 String EFAFEHFIRIINAIRIFERE,
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FERER BAEWIE | R iR
resource_acco | & String FRRRIRFFERNMKSID,, (XIEETHFIRIE
unt_id HRERIBE. flan: FHRAREHEFBT
HEVER, LAt AKSBAYaccount_id,
AR EEMEFPBET, MRAFTRE
FHPAREREFBRIE N EIRAYRT R, CTS
SEH—mEITEE, EEFAREFB
N=EITHRS P ERZRIEFICR.
read_only H boolean RRBFEREFERIE,
tracker_name | & String FRRICREHXT N AEERZEETR,
e H"trace_type"FE{E"system T,
ZFERBEEIAA "system"
o H'trace_type"FER{E"data"BT, 1%
FRABANNEIEEEIREE AR
operation_id | £ String ICREHXIMAMRIEID
resource_nam | & String FRRSEEX NAYRIRERFR
e
resource_id B String FRIRSEAN A =BRSZHRIRID
source_ip 2 String FRRALRSHRIERIP, HARSKANE
B, WA=,
domain_id = String FRRAA SR FID,
trace_name = String FRREIASEAFIRITMAIEEZIR
trace_rating 2 String FRRSEHEHER, 9 hnormal (IEE)
warning ( 2% ) flincident ()
e normal: ERAIIEIERII .
e warning: SEATISIELEM
e incident: ERAIEIESIRE T LAY
BEEENRER, SISk =&
AP SHEEER
trace_type = String FRRSEHRERLEE, SIBEEHTE
E3EAPIER (ApiCall) , ConsoleTE
iBA ( ConsoleAction ) 1R A aliEF
( SystemAction ) o
api_version B String FRRSEAN N =IRSEORA
message & Structure | FRREMB RS AULEEHERINOEEE
=
record_time = Number | tRR=ZEITIRSFICRAREHAIATEIEL
trace_id 2 String FRRSEMARIID, BRSERMAIUVVUID,
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FERER BRIk | ER iR
code B String ICRAPBERNA, FRRSEXINEO
IREIFHTTPIRZERD .
request_id & String IERARIERAIrequest id,
location_info | & String IERARBEKREEE, BEEMEEZER
HANMER.
endpoint S String ZIREE R R EIFIBERERY
endpoint,
resource_url | & String ZIREIP R =R R B IREAA D 5
( &A&endpoint ) ,
enterprise_pro | 2 String FRREIRRFEREIIREID,
ject_id
user_agent & String EREZFiRCIERR,
content_lengt | & Number | iEXKBEEAHEAHKE.,
h
total_time & Number TBKAYNORZATE .
& 7-2 Userlnfo
FEREMR =AWk | KR A
type 2 String BRIEERISHEE,
principal_id = String BRIERFPNS%5Id,
o WMRZE IAM RS, &9 <user-
id>
o WMIRZE IAM ZHERIESM, RS
<agency-id>:<agency-session-
name>
o WIRZE IAM EXI S0, &
<idp_id>:<user-session-name>
principal_urn | 2 String EIEFEPBAYURN,
o WMRZE IAM AR S5, &
iam::<account-id>:user:<user-name>
o WNRZE IAM £E1E B, B
sts::<account-id>:assumed-
agency:<agency-name>/<agency-
session-name>
o WNRZ IAM EXF 8D, &N
sts::<account-id>:external-
user:<idp_id>/<user-session-name>
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FERAR BAEWIE | R iR

account_id = String WSID, WSIDEIE: EEHEea LA
RS TROEIRP, EF ‘TS
W, ERAVEIEREE “KSID” .

access_key_id | 2 String LEEAID,

id =) String FIFID., BFIDRIE: TEEHlehaLA
RS TROEIRP, ®&F ‘TS
uE” , EERAESIERESA “IAMARF
ID” o

name = String BR&#R. BREREE: aEfaaL
BRI TROEIRG, ER “HaE
e, EFRAYEIETRmESIREY “IAMAR
87 .

domain 2 BaseUser | tRiRAMASHAIHRdomain{EE..

object

user_name = String BRFR&R,
iBA: user_nameS5name=xEHIE X —
.,

principal_is_ro | @ String =aeRAF,

ot_user o (B “true” BY, FRIBIEERIRA

Fo

o {EF “false” B, XRIZEEREN
SESD . IS M IERERAFRY
IAMAR .,

invoked_by = Array of | RHEIERAIIRSAIBIR. ZTHSIRIERNR

strings ["service.console" ]

session_conte | & SessionCo | IGEfZ2EREM-

xt ntext

object
& 7-3 BaseUser

FERER A% | kR iR

id = String W=ID, WSID21E: AEHara LA
RS TROEIRP, EF ‘BAE
W, ERAVEIEREE “KSID” .

name = String WKS2fR. WSRIREE: TEHeat
BEPENTRAOEG, EHFE “HAE
W7, ERAEIERESRL ‘S8 .
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£ 7-4 SessionContext
FERBWR =AWk | R iR
attributes & Attributes | IFFTZ2ERNEM.
object

2 7-5 Attributes

FERBM BRIk | R R

mfa_authentic | & String EEERIEIMFABDIAILE
ated

created_at & String A IRt Z 2 EIERTAIATE o

7.2 {55

AR R BRI ARSS PN EE SRR TTEEGY, FXIE AP E BRI 1T 7 i
JgE, LS ERFREEMIEREMHHES . EttIRSEErRISHAISRIATEAIE
#o

FHANFRERUSESMENET

o BIERMRSSIELH
o =EEELHI

B = AR5 2TSLHI
{

"trace_id": "cbdd4480-2e03-11ef-82de-cf140e2a70fb",
"trace_name": "createServer",

"resource_type": "ecs",

"trace_rating": "normal",

"api_version": "1.0",

"source_ip": "124.71.93.243",

"domain_id": "7e0d78c85**d0b9b7cba",
"trace_type": "ConsoleAction",

"service_type": "ECS",

"event_type": "system",

"project_id": "07066c6fc90025a02f6dc01e105b286e",
"read_only": false,

"tracker_name": "system",

"operation_id": "ListSubscriptions",
"resource_account_id": "7e0d78c85***d0b9b7cba",
"time": 1718777931170,

"resource_name": "ecs-test",

"user": {

"access_key_id": "HSTAZVL6WYSOJ5MYE2GA",

"account_id": "7e0d78c85**d0b9b7cba",

"user_name": "IAMUserA",

"domain": {

"name": "lJAMDomainB",
"id": "7e0d78c85**d0b9b7cba"

b
"name": "IAMUserA",
"principal_is_root_user": "true",
"id": "f36972ced***d619f1214",
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"principal_urn": "iam::7e0d78c85***d0b9b7cba:user:IAMUserA",
"type": "User",
"principal_id": "f36972ced***d619f1214"

B

"record_time": 1718777931170,

"request": "{\"server\":{\"adminPass\":\"********\" \"extendparam\":{\"chargingMode\":\"0\",\"region|D
\":\"cn-north-4\"},\"count\":1,\"metadata\":{\"op_svc_userid
\":\"f36972ced***d619f1214\" \"__support_agent_list\":\"hss,ces\"}\"availability_zone\":\"cn-north-4c
\",\"description\":\"\",\"name\":\"ecs-test\",\"imageRef\":\"7d940784-ac0a-425f-
b3fa-8478f1a1df70\" \"root_volume\":{\"volumetype\":\"GPSSD\",\"extendparam\":{\"resourceSpecCode
\":\"GPSSD\" \"resourceType\":\"3\"},\"size\":40,\"metadata\":null,\"hw:passthrough\":\"false\",\"cluster_type
\":null,\"cluster_id\":null,\"iops\":null,\"throughput\":null},\"data_volumes\":[],\"flavorRef
\":\"sn3.small.1\",\"personality\":[]1,\"vpcid\":\"250ad46d-9c89-44ec-a97d-293da771b06b\",\"security_groups
\":[{\"id\":\"3bb87748-e387-42e5-ad7a-4331638f1321\"}],\"nics\":[{\"subnet_id\":\"1a02d 148-e7f9-4a3c-
ba58-18099dfbf752\",\"nictype\":\"\",\"ip_address\":\"\",\"port_id\":null,\"binding:profile\":
{\"disable_security_groups\":\"false\"},\"extra_dhcp_opts\":[1,\"ipv6_bandwidth\":null,\"ipv6_enable
\":false,\"driver_mode\":null,\"allowed_address_pairs\":null,\"efi_enable\":false,\"efi_protocol
\":null}],\"publicip\":{\"id\":null,\"eip\":{\"bandwidth\":{\"name\":\"ecs-test-bandwidth\",\"size\":1,\"id
\":null,\"sharetype\":\"PER\"\"productid\":\"\",\"chargemode\":\"traffic\"},\"extendparam\":{\"chargingMode
\":\"postPaid\"},\"iptype\":\"5_bgp\"\"ipproductid\":\"\"}}\"key_name\":\"KeyPair-ebbe\",\"isAutoRename
\":false,\"server_tags\":[],\"batch_create_in_multi_az\":false,\"spod_enable\":false,\"user_data\":\"\"}}",

"message": "success",

"response": "{\"job_id\":\"ff8080828fe9028a01902f2542df1b10\",\"job_type\":\"createSingleServer
\"\"begin_time\":\"2024-06-19T06:18:09.5027\",\"end_time\":\"2024-06-19T06:18:51.169Z\"\"status
\":\"SUCCESS\" \"error_code\":null,\"fail_reason\":null,\"entities\":{\"server_id\":\"7285ea5d-
f15c-4d9c-9ede-37d37023f2f4\"}}",

"resource_id": "7285ea5d-f15c-4d9c-9e4e-37d37023f2f4",

"request_id": "null"

}
FEULERF, ALUERXTEINTFR:

o time": WRRFMFERIBTEEL, ABIFJ91718777931170,

o user': IR TIREBFER, AMITRERP AWK, (domainzER )
IAMDomainB TFRIAF ( name=Eg% ) IAMUserA,

e request": iER T BIFRECSERSZEEANIER, HILUMEUZECSERSSSEMERER, W
nameJgecs-test-bandwidth, FiRid ( vpcid=2EZ ) 79250ad46d-9c89-44ec-
a97d-293da771b06b,

e ‘response": ICR T GIERECSIRSBHREIZR, ofLUHEEARIXEER, WelE
£ER (status=FER ) ASUCCESS, $Hi=f3 (error_code=rEg ) FIKLMIRE
(fail_reason=E% ) 9% (null) ,

=iEFRSEA

"trace_id": "c4ddaaOb-2e05-11ef-bdc6-e1851d8cb7fb",
"trace name": "deleteVolume",

"resource_type": "evs",
"trace_rating": "normal",

"api_version": "1.0",
"source_ip": "124.71.93.243",
"domain_id": "7e0d78c85**d0b9b7cba",
"trace_type": "ConsoleAction",

"service_type": "EVS",

"event_type": "system",
"project_id": "07066c6fc90025a02f6dc01e105b286e",
"read_only": false,
"resource_id": "bc661a99-3088-4e86-899f-fb4f46c2bb71",
"tracker_name": "system",
"resource_account_id": "7e0d78c85***d0b9b7cba",
"time": 1718778778419,
"user": {

"access_key_id": "HSTAA8960GPIROJGW19L",
"account_id": "7e0d78c85***d0b9b7cba",

"user_name": "IAMUserA",
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"domain": {

"name": "lJAMDomainB",

"id": "7e0d78c85***d0b9b7cba"
B
"name": "JAMUserA",

"principal_is_root_user": "true",

"id": "f36972ced***d619f1214",

"principal_urn": "iam::7e0d78c85***d0b9b7cba:user:IAMUserA",

"type": "User",

"principal_id": "f36972ced***d619f1214"

1
"record_time": 1718778778419,

"request": "",

"response": "{\"job_id\":\"defe9cf7b5ca4566860edbebb181e17a\",\"job_type\":\"deleteVolume
\"\"begin_time\":\"2024-06-19T06:32:53.018Z\",\"end_time\":\"2024-06-19T06:32:58.411Z\" \"status
\":\"SUCCESS\" \"error_code\":null,\"fail_reason\":null,\"entities\":{\"volume_type\":\"GPSSD\",\"volume_id
\":\"bc661a99-3088-4e86-899f-fb4f46c2bb71\",\"size\":10,\"name\":\"volume-d64d\"}}",

"resource_name": "volume-d64d",

"request_id": "defe9cf7b5ca4566860edbebb181e17a"

}

FLIEEBS, Al lESK TN TFER:
o time": FRRBHEFERANER, AFIhS1718778778419,

o user': IR TIRMEBAFPIER, AMIFTRERAPAK, (domainzE )
IAMDomainB RFEIEEF ( name=E& ) IAMUserA,

e "request": IEMIEFER, LALHT,
o 'response": iCR I MIBREEANREILER

e trace_rating": IERTHHBIKSI, ATXBresponseFEARTHEPIREER, K
fflshAnormal, 1IEFEEEEET LR, BMCEIRIERIDD
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FSHH A HE TR

BEa=
MEAFEESNSEXREHHTR—EE, TULEEEXERRES IMKSICRERN
EHF—EEEEI— N OBSHE. AT f”ﬂl]ﬂ@ﬂ%ﬂ*%ﬂ)ﬂiﬁhﬁo
A ESTE P iE i
1. THFBEREEEHE
() %88

o HPANEEEEERFHEENKS, HFPBNOBSHERENKS
o OBSAZ#FiSregionitfif, HEIOBSIHEATA XY REERARFEFBIRE—" region,

2. rmEmEsiarrfes ¥ EE, ERERKSNES.

3. MEALR T, HE T > WRERHES0BS”  MANSEES AT
&

4. EMSHIZIEE “WBIIKR" . ERFIREERHITIRS TR EEEIRER,
HAN ‘R WHS

5. EEMSHEE, B “THaREs > BRI .

6. EFREALGIEE “JSONYE" , & “Rwig™ , ERRINTTSUEHEPARIN,
He A R R B RE LR E RS,

RIFEPAZRHENARE, BRIEERRMENNSR, 88UTHEs: UEER
PEFRHEFPAKS . DBHERPERIEFAKS . DEESHTREIEFAKS
L,LlAM%ﬁ:‘EPIU FPERHEPAKS

- UEBRPEREFARECTSERR
{

"Statement": [{
"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#/A domainldagency/cts_admin_trust"
1
B
"Action": [
"PutObject",
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}

"Resource": [
"exampleBucketName[*"

]

o

}
]

"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#FA domainlduser/*"
1
by
"Action": [
"HeadBucket",
"ListBucket"
1
"Resource": [
"exampleBucketName'"

]

- BIHEFRERBEFARECTSERRR:
{

"Statement": [{

}

"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#8/A domainldagency/cts_admin_trust"
1
B
"Action": [
"PutObject",

1,
"Resource": [
"exampleBucketName/*"
1
e

}
1

"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#A domainldidentity-provider/{{provider-name}}"
1
B
"Action": [
"HeadBucket",
"ListBucket"

]

n

Resource": [
"exampleBucketName'"

]

- UEESHIREEPAKSEECTSIERRS:
{

"Statement": [{

"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#A domainldagency/cts_admin_trust”
1
B
"Action": [
"PutObject",
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1
"Resource": [
"exampleBucketName/*"
1
W
"Sid": "xxxx1",
"Effect": "Allow",
"Principal": {
HID”: [
"domain/#8A domainld.agency/{{agency_name}}"
1
by
"Action": [
"HeadBucket",
"ListBucket"
1
"Resource": [
"exampleBucketName'"
1
}
1
}

- IAMBGORRERBRAKSEECTSERRRR:
{

"Statement": [{
"Sid": "xxxx",
"Effect": "Allow",
"Principal": {
"ID": [
"domain/#/A domainldagency/cts_admin_trust"
1
B
"Action": [
"PutObject",

1

"Resource": [
"exampleBucketName/*"

1

e

"Sid": "xxxx1",

"Effect": "Allow",

"Principal": {
"ID": [

"domain/#A domainldagency/{{agency_name}}"

1

B

"Action": [
"HeadBucket",
"ListBucket"

1

"Resource": [
"exampleBucketName'"

1

}
1
}

& 8-1 HRIRSHIHA
£ i

Sid statement Id, iHiRstatementfI=EE,

W

MHGERAS 01 (2024-12-27) WA © EARTERABIRAE 43



=EIHRSS
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2 A
Action JEEA S statementVEFBIIRIE, ActionREEHOBSTIEHIFRGIR

10.

11.

12.
13.
14.

15.

E&E, UFHEEAERR, FAXOANE., (TSREE
"PutObject"#1"HeadBucket"F action .

Effect IBEARSFEstatementfIBIR 2R RIFIEEE®, EffectBEMIRSA
AllowzkZ&EDeny

Principal | HSERRAEISAAEA, domainldBlLUBIZIEHIETE “BAVEIE"

TREIXREY, Principali&=t:

e “domain/Mk=ID:agency/cts_admin_trust” ( FRRISNETH
FATRIcts_admin_trustE$E, BICTSERSAIEZIZEITREE
fiEAFEZIOBSHE ) »

o “%omain/mK%ID:user/*” ( BREBRUATAPATHRIEFH
F).

e “domain/MSID:identity-provider/provider-name” ( &R

BRIVERPATRIEES D REEER) -

Resource | igxEstatementiS/EBRIN—ARIR, IFEBET “*” , TRAE
=R, CTSECEEWSHEMEITEE exampleBucketName/*#[]
exampleBucketName,

BE “REFE7 , THERIEECE.
YNRFAFBTRIOBSIBECE T 1RINEIIRE, BEMNEEPRBIAERT “BENE
87, WREEHIEINZRSS (DEW)SHEFARTIRIN

ARy

EHEFEERENERN, RNERBENER. BARREIEEREFATROBSEINE AL
70%, SEFAEEFBRIE RSB o

HOABSEEEHA,
wEERslaE e ¥ B, ERERENRE.

BEA by — , ER ‘EESHE >EHEIHRS CTS” , EASHITRSIES
TTH .

BEAMNSHMAY “BiRgg” , EANERREERMHE.
FEEEHERRERAN, RERMETH “‘BRE” .

EIRERIEAEOBSH “#hik” , OBSHEFIBRFREN “HittAR” , FEF
NS IERTE P BEIR OBSIERINES -

BE ‘BE , THREERS
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9 RIEREHIT T

9.1 AREH B IERIaTIRE

BiFia=

AELZEMEHHES, BEBETSEERMREERIATEN, MSEURFICRA
BRI, TANAERMEENESIRIKE. SH =2 SER
BNfEHR B S RIE S

FESEMH G2 MERIGTHEE

1. EBEREEEFS.

2. rEEmEsiarrfes ¥ ER, ERERKSNES.

3. BFEAER — , %R CSESEHE > ZHITRS CTS” , BAZHITRSRA
o

4. BHAMSHFE Bixe” , HANBEREERE.
() 3488

HXRFBREITRS, $& “FHESHEITRS .

5. BEHEEMEEBRSEsystemAlIY “EE” 2, ALY ‘ECEiBkRsET B4
BET—F, AREEMEREITH ‘XXHRIE” 71X, BIRHESEH =Y
wERINEE

(11 588
RETIRSS SHSECE 7 OBSH BB IREER B F RIS R MR o
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9.2 MENH

WEN AT REFEER

BWEX A S RI—/\ITIRREIOBSHEFH S HRIBIR . FHHRIIGHRELNRE
;}EESZ#E’\J%Z?—%% o FIRBEN G FEAFHEREENRITEIERME

OBS#FE>CloudTraces> Xt AiEltrar: &> REkma: B>Ratar:
>trackername>Digest>fREETHR

f5la0: User Define>CloudTraces>region>2016>5>19>system>Digest>ECS

AR s EtEl
HEX BRI T

HBIEEAEXA4E74E CloudTrace-Digest Xidknay/ Xt - LR Gk HEXHHERE
ZFOBSHIATIE s &F-/5-HTAf-5-#Z.json.gz

f51%0: File Prefix_CloudTrace-Digest_region/region-
project_2016-05-30T16-20-56Z.json.gz

T L5
x9-1 BEXHHIXEFE

FERBIR BHEME | KB R

project_id = String WEXHCRAISHHIERFID,

digest_start_time | 2 String WE XS RAISEHJUHATEIRUTC
AE.

digest_end_time |2 String HEXHFCRIISEHUFRIZERUTC
AE.

digest_bucket 2 String WE SRR EIRIOBSIERIRTR

digest_object 2 String WE X FETEOBSHEHRINE .

digest_signature_ | 2 String FFEEX G HITEZNEE.

algorithm

digest_end = Boolean | iZMEMHEENEELERIUY

previous_digest_b | & String BI—ZE 4R IR OBSHERIZ

ucket Ro

previous_digest_o String BI—HE M4 FETEOBSHR A
bject B,

iy

previous_digest_h | & String BI— B A RS a A
ash_value =1
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RS

FERER ehwiE | K8 fik

previous_digest_h | & String X Iei—RE X TR IER
ash_algorithm R =R

previous_digest_s | & String BI—RZEXHRIHFES.

ignature

previous_digest_e | 2 Boolean | BI—ENHEENHELERIGF.
nd

log_files & Array RENX RIS M ETIE
bucket = String EH R FIRIOBSIBHIRFR
object = String FH N FETEOBSHEFRINE .
log_hash_value | 2 String SR HF RIS R {E
log_hash_algorit | 2 String BFSEEEH TR IR S
hm =15

WEX A SR —/\IT IR EIOBSHEF S HRIBIR . RIS HRELINE
;?F’EEESU’—FE’\J%SZ?%% o EIRREXHRIHFE R FEERE X IRITTEIERNE

WE BT :
AP FEIHBFIESERI-1,

{

"project_id": "3cfb09080bd944d0b4cdd72ef2685712",

"digest_start_time": "2017-03-28T01-09-17Z",

"digest_end_time": "2017-03-28T02-09-17Z",

"digest_bucket": "bucket",

"digest_object": "CloudTraces/eu-west-0/2017/3/28/Digest/EVS/mylog_CloudTrace-Digest_eu-west-0/
_2017-03-28T02-09-17Z.json.gz",

"digest_signature_algorithm": "SHA256withRSA",

"digest_end": false,

"previous_digest_bucket": "bucket",

"previous_digest_object": "CloudTraces/eu-west-0/2017/3/28/Digest/EVS/mylog_CloudTrace-Digest_eu-
west-0/_2017-03-28T01-09-17Z.json.gz",

"previous_digest_hash_value": "5e08875de01b894eda5d1399d7b049fe",

"previous_digest_hash_algorithm": "MD5",

"previous_digest_signature":
"7af7cbef4f3c78eab5048030d402810841400cf70eb22f93d4fedd13b13a8208a5dc04ce2f8bd0a4918f933ca3fc
b17595ae59386a2dc3e3046fa97688a9815a2d036fa10193534c0ebbecff67221e22ac9cf8b781cbae3a81eaccfc
0a2bd1a99081b1e4fe99b19caa771876ba7cce16d002feb4578cd89bc6f1faaca639ab48f3cb56007bcc5e248968
f4a17a95b8cdbc7d8bbd7c63630da878cd4d471fc75c60bac5f730d94fefe8fdd2f2fa8accd62dbe100eab7773e79
15e91bed474291b9dacea63a8267390bcb4855b5825554ebb07d4a29ce077¢c364213c575c461d1e9fafa0c29fde
1c6de1d5630e015200821b2f3ae91e53cd8591433dd7c0b4c8bc",

"previous_digest_end": false,

"log_files": [{

"bucket": "bucket",

"object": "CloudTraces/eu-west-0/2017/3/28/ECS/mylog_CloudTrace_eu-west-0/
_2017-03-28T02-09-17Z_0faa86bc40071242.json.gz",

"log_hash_value": "633a8256ae7996e21430c3a0e9897828",

"log_hash_algorithm": "MD5"

H
}
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mEXHEE

REHHNERERUTREEIRIE I TEERET . ST REXXGEEIT

0

RENH I

TCEEIN:
meta-signature

BEMHEZN T HGREBE. THERAIEE:
7af7cbef4f3c78eab5048030d402810841400cf70eb22f93d4fedd13b13a8208a5dc04ce2f8bd0a4918f933c
a3fcb17595ae59386a2dc3e3046fa97688a9815a2d036fa10193534c0ebbecff67221e22ac9cf8b781cbae3
a81leaccfc0a2bd1a99081b1e4fe99b19caa771876ba7cce16d002feb4578cd89bc6f1faaca639ab48f3cb560
07bcc5e248968f4a17a95b8cdbc7d8bbd7c63630da878cd4d471fc75c60bac5f730d94fefe8fdd2f2fa8accd
62dbe100eab7773e7915e91be4474291b9dacea63a8267390bcb4855b5825554ebb07d4a29ce077c3642
13c575c461d1e9fafa0c29fde1c6de1d5630e015200821b2f3ae91e53cd8591433dd7c0b4c8bc

meta-signature-algorithm
BEXHEENEE. TERTAIEE:
SHA256withRSA

EanfEE

BRI BRI, BER— T EEEN . ERMIREXEF, 5
BI—REX AR T FRIE !

- previous_digest_bucket

- previous_digest_object

- previous_digest_hash_value

- previous_digest_hash_algorithm

- previous_digest_signature

‘=7 BEXH

B ERE SR —/ )\ BRSPS EEHER), aEITEER
THEXH, ZREHABRENlog files:[|FEIEIE ., IREEHTEEHE
XAHCRA—/MNITARERFHXE, XIEEER.

WES i

REXHBEER—RENY (NREFR) IHFEERIEHE, XEFTSH—
“8%7 , 7EISERYENEENARE S R AN SR FHIATERTESERRE .

B
B HRRZ RS H BRI SIREREE KEXAIOBSHEH .
WEXHFEX X

RENAEFRESSHXERRNX ST, DAREETERITENELZER

B

9.3 HEFGEMERIE

BEIm=

HTF=HITERA T IRE. aIAFHERNEEBERHERE, Eit, EaAB1T
SIEBTRIEZHFITSHE=EMNTE ., [EU LH T2 R SRS EFE
time. service_type. resource_type. trace_name. trace_rating. trace_type, EHftt
FERESRSECEN
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PRI

ERSEHXHEERNE, RRIPSRHESXHERZZRIOBSHEF, ERTLUERIX
LY HIHECRIRERRTR. BAREXHNESER, BSHHEN .

EHTEE A RBMRIGH, EEA TR EXHEE A

EEHEENHERRSANFES, NTEMIEXM, S8t TIUTRIE:

1. AEEFEEFHE (RIEEHEXHFERIGMN ) , TKERSATAA .

2. BEFRELTHENEHENFARERARSALE, EHEFEE, BHFES
RIBRE TS HHHIE o

3. BIZBFESMAREAIISRMmeta-signatureTTHIRBIEF .

HFEEFHRASUTHE TR

o UTCH RIEIAME 4 RATIHEE ( 2017-03-28T02-09-17Z) o

o LBUHENHIOBSTFIEIER .

o BB (EMEER) RIISTE (+70HHIRS ) .

o BI—REXMITHEIRFES,

BESSEH e

;T%%#SZ#F%%’E&B@E%E?, EREEARGHENG, AEBRIEHESIBrISEG

1. REURZEN
a.  MOBSHAHIREN R EIGIFRIA BB E RIS E

b. }fﬁéi%ﬁ%SZ#FEOBSﬁEPE@lﬁﬁ%ﬁ%%é'—ﬁﬁ%ﬁ(#EPiEiE’\JOBsﬁﬁﬁﬁ
AUV

. MEEIEITHRAI meta-signatureTTEIER IEHIKEUFE HNHFSZ .
2. REATRIEHFEZHRSARIA,
HRIZHITRAAIRSARIER

MIIBIJANBgkqghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEASjQDKIBCOPRhOCVmM7Z18sYZ200jl+ay/
gwRSk9q0gkY3pPORrAhSsEzgYdYjaMCqixkmbpt4AH9AROJU4drnoCAZSMgRxgvObGCOkVd4q9514zibsw
AsksjuNQo/XoJjBl+rRAqCa+1uetgVU4k4Yx8RryYxYx/timvMe/O4mGAlaTf+rsqt3VXR1QIj51YR/nx41BEgC/
Kb1elYAfDaaab8WS5INRprj7qdu6oAo4Ug47WabecvEtG3JRpj5+0qLyW41Fvse30sCOh5DQAxTt4x00/rVZ
+gH7Kua00y7gC8YOxFVpYbfn/oW61PUDeHG/N9hUjOrlgDDJpD2YbCIQIDAQAB

3. FREHFEEFHE
BT RENMHNHFEERRSARPGE, BEETEHFESFHH, ITEEH
FEEFMHRE, BB TRIEHFEZMFATEA
HFEBFHERAUTHER:
signature_string = digest_end_time
+ digest_object

+ Hex(hash(digest-file-content))
+ previous_digest_signature

THRHFEEFRHERO:
2017-03-28T02-09-17ZCloudTraces/eu-west-0/2017/3/28/Digest/EVS/mylog_CloudTrace-Digest_eu-
west-0/
_2017-03-28T02-09-17Z.json.gze280d203da44015e0eda3faa7a2ec9612221cc0dc8b0fe320db4febe6014
2350641ad19da18cb6d3f5e7faad792c3efe98836c6d6547f5e5¢c7a48f7088000a057af26cc3bb913cae163

7befa9e4231b7d1fd6d98eaba735e509e7c5ea3c6757f732b4468f7418ef18e3312ac696dd786ec5792eacf
94aee27cd7be76bf23b641c5e9a686cca6414745787254100c2bee31e584a15¢c2229270f9dee81f9043574
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RGTE S

B3RV FERZF TR MEXHRHFERRNBIES RSA ERIGIEE
i%o AR true, WHFELRIVES, HEXHE.

BRBGSEHA

RIEFHEHENE, ERILKRIREICRIIEH S .

BEMMHCR T S XHRIERE, Xt EEFI0OBSEREHE ETagrtiliEH 7k
R RE, WRENSHMEZHINERFIOBSHEEAEZN, WEE
HESREZMN, BEREXHRIHFER BT,

T RS R BN LR

MIZES SR PIRENSEH S HRIbucket Flobject {F8.,

b. JHAOBSE Fimik IREREH IR LB PHIETag T HIRAYE

¢ MREEXEIIRIEHRIlog_hash_value=F ESREN A G HIRIAIA T E .
d

EURETag e &URRYEARE X P A HRIRIGIRFR{E, RIGHET
fo, MSHHER

1R85 2 IR E SIS
A MREEXMTR, INTFFRIEE T RI—RESHRIETIEE:

- previous_digest_bucket

o

- previous_digest_object

- previous_digest_signature

REBAFNSRIG B MEEN ISR REICRINEMH U .

IFFORIEENH, EAEENHEIETRAImeta-signature JTTEIER £ FKEY
#HFEHZ, previous_digest_signatureFEARMH T RI—HEXHIIHFEES . &0
Eé;ﬁﬁﬁﬁﬂﬁ?ﬁ%ﬂﬁﬂ%#&#, BEREARIRAREN S, SURE b
TEATROB BRI R ITHRHZEMNS A SUFREZRMRRS, ZUBERERRY
jarBlAN~, HEE(ER T Ejar&hRAs:

- esdk-obs-java-2.1.16.jar

- commons-logging-1.2.jar

- httpasyncclient-4.1.2.jar

- httpclient-4.5.3 jar

- httpcore-4.4.4.jar

- httpcore-nio-4.4.4.jar

- java-xmlbuilder-1.1 jar

- jna-4.1.0jar

- log4j-api-2.8.2.jar

- log4j-core-2.8.2.jar

- commons-codec-1.9.jar

- json-20160810.jar

- commons-io-2.5.jar

ROREGHAEER :

import java.io.BufferedinputStream;
import java.io.BufferedReader;
import java.io.ByteArraylnputStream;
import java.io.InputStream;
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import java.io.InputStreamReader;

import java.security.KeyFactory;

import java.security.MessageDigest;

import java.security.PublicKey;

import java.security.Signature;

import java.security.spec.X509EncodedKeySpec;
import java.util. Arrays;

import java.util.zip.GZIPInputStream;

import org.apache.commons.codec.binary.Base64;
import org.apache.commons.codec.binary.Hex;
import org.apache.commons.io.lOUtils;

import org.json.JSONObject;

import com.obs.services.ObsClient;

import com.obs.services.ObsConfiguration;
import com.obs.services.model.ObjectMetadata;
import com.obs.services.model.S30bject;

public class DigestFileValidator {
public static void main(String[] args) {
[ FEESHFRTERRSZIR
String digestBucket = "bucketname";
/] WENXEFEIRR, ¥45): CloudTraces/eu-de/2017/11/15/Digest/ECS/tGPYa_CloudTrace-
Digest_eu-de_2017-11-15T10-12-10Z.json.gz
String digestObject = "digestObject";

ObsConfiguration obsConfig = new ObsConfiguration();

obsConfig.setEndPoint("***Provide OBS EndPoint ***");
ObsClient client = new ObsClient(ak, sk, obsConfig);

try {

/[ SREEE SIS
S30bject object = client.getObject(digestBucket, digestObject);

InputStream is = new BufferedInputStream(object.getObjectContent());
byte[] digestFileBytes = I0Utils.toByteArray(is);

/] SREUEE SR FE

MessageDigest messageDigest = MessageDigest.getinstance("MD5");
messageDigest.update(digestFileBytes);

byte[] digestFileHashBytes = messageDigest.digest();

StringBuilder outStr = new StringBuilder();
GZIPInputStream gis = new GZIPInputStream(new ByteArraylnputStream(digestFileBytes));
BufferedReader bufferedReader = new BufferedReader(new InputStreamReader(gis, "UTF-8"));
String line;
while ((line = bufferedReader.readLine()) != null) {

outStr.append(line);

bufferedReader.close();
String digestinfo = outStr.toString();

/| MNOBSHRHAIEE S (4L REV TR meta-signaturef(E, EMZHENHHIIHFES
ObjectMetadata objectMetadata = client.getObjectMetadata(digestBucket, digestObject);
String digestSignature = objectMetadata.getMetadata().get("meta-signature").toString();
JSONODbject digestFile = new JSONObject(digestinfo);
/] BRI EXH/EOBSIEFR 2 &Y
if (!digestFile.getString("digest_bucket").equals(digestBucket) || !
digestFile.getString("digest_object")
.equals(digestObiject)) {
System.err.println("Digest file has been moved from its original location.");
}else {
[ SR FEZF R
String signatureString = digestFile.getString("digest_end_time") +
digestFile.getString("digest_object")
+ Hex.encodeHexString(digestFileHashBytes) +
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digestFile.getString("previous_digest_signature");
String publicKeyString

"MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEASjQDKIBCOPRhOCVmM7ZI8sYZ200jl+ay/
gwRSk9q0gkY3pPORrAhSsEzgYdYjaMCqixkmbpt4AH9AROJU4drnoCAZSMgRxgvObGC9OkVd4q95l4zibsw
AsksjuNQo/XoljBl+rRAgqCa+1uetgVU4k4Yx8RryYxYx/timvMe/O4mGAlaTf+rsqt3VXR1QIj5lYR/nx41BEgC/
Kb1elYAfDaaab8WS5INRprj7qdu6oAo4Ug47WgbecvEtG3JRpj5+0gLyW41Fvse30sCOh5DQdAxTt4x00/rVZ
+gH7Kua00y7gC8YOxFVpYbfn/oW61PUDeHG/NShUjOrlgDDJpD2YbCIQIDAQAB'";

VAN

byte[] publicKeyBytes = Base64.decodeBase64 (publicKeyString);

/] ¥EX509EncodedKeySpecXts

X509EncodedKeySpec x509EncodedKeySpec = new X509EncodedKeySpec(publicKeyBytes);

/] FEEINEEE

KeyFactory keyFactory = KeyFactory.getinstance("RSA");

/] BXASHRERS R

PublicKey publicKey = keyFactory.generatePublic(x509EncodedKeySpec);

Signature signaturelnstance = Signature.getinstance("SHA256withRSA");
signaturelnstance.initVerify (publicKey);
signaturelnstance.update(signatureString.getBytes("UTF-8"));

byte[] signatureHashExpect = Hex.decodeHex(digestSignature.toCharArray());

/] BREEREBEN
if (signaturelnstance.verify(signatureHashExpect)) {
System.out.println("Digest file signature is valid, validating log files---");

for (inti = 0; i < digestFile.get/SONArray("log_files").length(); i++) {
JSONODbiject logFileJson = digestFile.get/lSONArray("log_files").get)SONObject(i);
String logBucket = logFileJson.getString("bucket");
String logObject = logFileJson.getString("object");

/1 NOBSHEHRRIZ -S4 Sk IR EN T EEE TaghYE, RIS HRIIAFHE

ObjectMetadata objectLogMetadata = client.getObjectMetadata(logBucket,
logObject);

String logHashValue = objectLogMetadata.getMetadata().get("ETag").toString();

logHashValue = logHashValue.replace("\"", "");

byte[] logFileHash = Hex.decodeHex(logHashValue.toCharArray());

/| W E S PIREN S A MG T 1E
byte[] expectedHash = logFileJson.getString("log_hash_value").getBytes();
boolean hashMatch = Arrays.equals(expectedHash, logFileHash);
if ('hashMatch) {
System.err.println("Validate log file hash failed.");
}else {
System.out.println("Log file hash is valid.");
}
}
} else {
System.err.println("Validate digest signature failed.");

}

System.out.println("Digest file validation completed.");

/] SREXEI—E R previous_digest_bucket, previous_digest_object,
previous_digest_signature, JRENEIZIEE A ERGHEXHIRBEREFTES

String previousDigestBucket = digestFile.getString("previous_digest_bucket");

String previousDigestObject = digestFile.getString("previous_digest_object");

/] WNBEST S sk hfImeta-signature TR B I PIREUZHE N A= E S
ObjectMetadata objectPreviousMetadata = client.getObjectMetadata(previousDigestBucket,
previousDigestObject);
String signatruePrevious = objectPreviousMetadata.getMetadata().get("meta-
signature").toString();
String signatruePreviousExpect = digestFile.getString("previous_digest_signature");
if (signatruePrevious.equals(signatruePreviousExpect)) {
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System.out.println(
"Previous digest file signature is valid, " + "validating previous digest file hash value---

")

String digestPreviousHashValue =
objectPreviousMetadata.getMetadata().get("ETag").toString();
// ETagTe8iBIIER SH XIS ERNE 1S5 ER, XEFEWNS|ISEE
String digestPreviousHashValueExpect = "\"" +
digestFile.getString("previous_digest_hash_value")
+ "\
if (digestPreviousHashValue.equals(digestPreviousHashValueExpect)) {
System.out.println("Previous digest file hash value is valid.");
}else {
System.err.println("Validate previous digest file hash value failed.");
}
}

} catch (Exception e) {
System.out.println("Validate digest file failed.");
}
}
}
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1 O SIFERITHIKER(F

Z=H1HIRSS ( CloudTrace Service, LATREFRCTS ) AR H RS D RAVRIEICR,
HiEEs. B FIEER .

%LK HIHIRSS , EALUCRZHITESRSEXNRESMH, BEFHENES. &
L0l

& 10-1 ZH RSB B RS ERIFTIE

BRIESR AN <] SHEMm
ClERIEIRES tracker createTracker
(EMUEERES tracker updateTracker
(ZFIBIRES tracker updateTracker
[EFRIEERES tracker updateTracker
ilESENEES tracker deleteTracker
elfE S SEEE S R notification createNotification
il S eSS R notification deleteNotification
(EErESIELEISERN notification updateNotification
(BB SR EBRMATS notification updateNotificationStatus
(ERXERIEBA notification updateNotification
B SREBA notification updateNotification
SHEMIIERSHE trace getTrace
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1 1 PRELE

MREEBNEFHAEN ZFIHARS ( CTS ) HTRANSIREIE, SYLUFR%—5
INIERRSS (Identity and Access Management, {f&FRIAM ) , BiZIAM, &AETLL:

o IRIEEIWAINSAR, FEENKSH, [P AREIRESR IR IEIZIAMA
P, itﬁlimﬁuﬁ_ﬁé%iﬁ5 #fiFﬁCTSo

o IRIEEWAFRIEREE, REARRIGENIR, LULZEIBFZERIRREE -

o BAOSKEZRLAETW . SMIEMKSHERIRSS, XEKSHERRSSOILL
R REI TRIEH

MRS ELEEHRETHIER, FRECERZAAMAR, SIS AET, &
HEERCTSIRSHIEEINRE .

TR

HIRER

LLRAPARNZE, BETERFPEATLURINAICTSIIR, HES IR RS TR,
CTSZHFRIRSHINR, 1520 CTSRENR.
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11-1 LEAFIEF CTS IR
FriG

BIEEFAFAFHEN

BEZRPHIIARFA

AP SRR

&xR

1. BIERPAEFEN

FEIAMIZHIAEIEEBEFA, FHEFNR “CTS Administrator” o
2. CIERPHFMANBFA

FEIAMIZHIGEIEEBR, FBEMANPEIEEEBFE.
3. FAPZEFRHEIENR

HEIZNARERITHES, RERNXE, BIER,

STRERRR 07 (2024-12-27) IR © R BRABIRAS) 56



=EHIHRSS
FFism

12 STHFEHITRIIRSS MIRESIR

1 2 IFEHITHIARS BIRIFSISR

& 12-1 IFHEITRIIRS MIRFII=E

% =R HIHRESE R
e MRS S M RARSEE > STIFERITHVIRIE
HIES
BRIRS BIRIRSS > TIFHITHIRIESIZE
S {HIYE SRR > STIFERITAYIRIESIZE
HETIER ;I;%SII{’E%%E > ZIFEIHHIIRIES
=g =IRS RSN RS EREMN > STIFEITHIRIE
IES
=IREFM g‘ﬁﬁ%ﬁ:‘ > ZHEFETTRURIES
=&n =D > STEFEITHRIETIE
P94 MRS ﬁijgﬁ?ii"a?ﬁi > TIFEITHOIR(E
5l
=RTIRSS iﬁ@’fﬁﬂﬁ% > ZIFERITAURIES
P paea ] e ZAEES|E > STIFHITHRIET
*=
T FNERIRS E%E%%HE% > FEITAYRIE
5l
BESRE ZEITRS ZEIHRS > STFEHITHHRIES
=
H—BDIAIE éfjé%%{ﬁa‘iAiIE > TIFEITAYRIE
5l
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FPigr 12 TR ITHIIRS RIRIEIZE
ok =R HIHRESE
R EIERS REEIEIRS > STIFEHITANRIE
IES
HEEAIRSS HEEMIRS > STIFEHITHIRIE
SlIES
N ASHhEE PHNEEIRS PHLERIRSS > SFEHITHIE
W27ES
PHEHEIRS PHEEIRS Kafka > it
Kafka RYIRIEIZR
PHLHERS P EEIRSRocketMQRR >
RocketMQAR FEITARIESI®E
DHXEFRS DHNEFIRS > SIFHEITHIE
1E5IZE
APIRY 3 APIR > STHFERTHRVIRIESIE
HIEZE DHREIEEPREE | SHXEIEEDRENS > SZiFET
AORIESIZR
HIRSIERSS HIREIEIRSS > SIFEHITHNRIE
SIES
Ze HIBINZIRSS HUBRMZIRSS > STIFEHITHYRIE
S1IES
Web Rz FEBA K i WebRz A XS > SZ3FETTAYIR
W27ES
AT %R AIFEFEE AIFFEFE > TIFHEITARESIE
KEURE MapReducef5% MapReducef35 > STHFEETTRVIE
1E5IZ
HIECERS HIE B EIRSS GaussDB > 15
GaussDB THHYIRIESIZE
=ERRS gﬁ?ﬁﬁ% > TIFHETHRYRIES
CONSEgeb& HELhsEs BeGBEFEE > STIFEHITANRIE
SIES
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13 snnn

13.1 (£M IAM AR (7S ) 1£ CTS EcE%AE, ##(F OBS

Wtz IAM FARA?
T2, 1BIFOBSEMARARSIAMBRKS, RESHMEEEEOBSHIIIIRE
T,

13.2 RPIKPREL BRI IR HRAISET?

SRAPKARXRER, ZEITIRSKIBRILURRPATSZSERS AIERIRIEESR, (BREER
FIL7RAYRIFICR . EATRZRINA LR FICREUSHHRIF LRFRER
OBSHE, MiGHH M IHFIE T OB =ERIRERE(I%,

IR RBEXHBERERHUT “MIBR” 1.

13.3 AP NZFFBRE LTRSS ?

e AP BNZFE R EIIRSS .

o MNEER. TWBAE, ZAIHRSEEERZEHITENROLERYE, 21
FWBMERRRLENEERNEREAND, BERSITUARE. FiHE
A EHRERS o

o NNARE, mHITIRSE=ZFRHINTERS, FRRBEAEFADKARY
BUFE, eBEHEMRITBAERIPTEERE, GLURNTEFETE .

13.4 NRAFPEFEREHITIRSS, {8 OBS FkECEIEHHRY
R, SHITAER?

ZHITIRS SRIERARIOBSIFHEMRIERIGETH X . WMRBRMBECEOBSTFE
RIS, BRAREHITIRSBEEEETZH S

Wb E R ERIOBSH, EEEHIERESENMENAIEIRIEREE . AFREE
EFEIFEOBSIFD EFHECEOBSHERIA IR
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13.5 ZHITIRS BREITE M USRI R ERIE?

XiF. [FN B TREMRGATSRE ELATFE: time, service_type.
resource_type. trace_name. trace_rating. trace_type, Hitt=ERAZIRSBECE

Mo

> ] = BN i
13.6 I AEESHEOPIIBESHIIFERATE?

BILARZRIFERAsource_ip. code. request. responsefllmessage, iXLFEEHIFR

HiHRSIERINEFER:

e source_ip: Htrace typegSystemActionld, FRAXIZERIRSNEfA, LIt
ATERKIPFERAERER

e request/response/code: X=NFEREFRRAIREMIIMNANEKRAS . 15K
RERHTTPIR[ERS, AELERT, XEFRAGAHT, ZAEBUSEN, F=E
ZEHNERSSRIELFEREEEFRET.,

e message: ZFRAMBFER, SHMRRSETISEE, FEEMNTMIMEE
RS, AIBINEIZFERA, TREMIEREER.

13.7 A ASHSRFRIEEIRFRICR TFIR?

MFRLRABREY, SFERESMHCR, HEHEMR, BREE. JRENEFR

HE . EEHIERY, ERREESICRTIRIE (680, WorkspacefJdeleteDesktop

=), BXfrL, XPESFHEEEXE. ERSTRNAFICE, BENSLRE

FASEHNT:

o FE—EFMH: ICRAPKEEK;

o FEIXREMH: ICRAPBKRIREER, BESE—RKIEICREES FHRYIE
B, ICRAFPIERASCPRIELNLER

MEFHREESHE—R, TRRRAFPRXEFRIIESESR.

13.8 KB FEAARSS STIFMEEARSS?

=HITIRS XS E S0 BIBEAXER, SZIFAIIRSEBIEFRECS, EVS. VPC,
DEW. IAMFIJE4OpenStacks, SZIFAVIRIERE FRIECIE. MR, Bk, EFF
X E4OpenStackiZOER1E .

13.9 CTS AMINKEARFSHHSUE—EE[EE OBS 18

ZEITRS(URFE7RIEMS, FJLEERSSEIN0BSEARRIEXEE , BHHE
£, KEIREFZEOBSH . BMRIFESEREERR.
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13.10 J9{t4BHLL trace_type 7 systemAction f9ZE{4, 7=
£ user F] source_ip IS R?

trace_typeF RIS SN MIREKRKER, ZFERALIZEHE
( ConsoleAction ) . APIM% ( ApiCall ) R ZERZtER ( SystemAction ) o

RENERNIFRFMARIRIE, PINBHAARISEE. @It @RYE. EiTEMHESIL

RAFRRAFIEREERNRFEREPXRERS, XMBRT, T EERMAIRFN
FRFERE, RIBFEITIEMMEL, ZRINFRAS.

13.11 W@ I = 1HIRSZ A ECS RIEIZRAF

Sl RREA

MREFERE—SECSHEIZAR, aLUEICTSIERHNEEHITEE.
BUiRSRG

o CEHAB=HITRS

o EFEIRENEIZEAIECSENMAIFIRID
BIERE

£E1 BRTHIHEFS.
$E|2 BEAMNSHIEY “SHIIR" , EASHIIRAE.
$I3 WEFEEGREFERER LF6REIPF12R, AREERERRREN:

“ZIRSS: ECS” > “EHMHLFR: createServer” > “HRID: {ECSEHIHIE R
/D}” o

=S ECS EHER: createServer X BEID: 8acd386a-3927-4156-815e-74c01d53e276

$RA EILRERD, BESMENR, EEFHFARGR.
userFIFRRBIZIZAECSHAFFE, {"name""KSE","id"" BFPIKS

ID","domain"{"name":"IAMABFRE&","id":"IAMERFID"}}, MR EWSASEIZEINZE
ECS, MKEZ5IAMARS, ZEE.,

R

13.12 IIEE IAM RS RAY IP Hit

E)ER A

NREEENAMABFRIERIPHNFNEREYE, LIS ASRIKS E2E8FEZENK,
AILUBIE CTSICRISEHHRHITES
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HUESM
EFE=EIHRS.

BESE
LB HAZFITRSEDS.
£ EENETEE, AREERERRXENR:
“ZIRSS: IAM” > “HEHZFR: login” .

THRS: IAM X BHET: login X ARG X @

T3 ELEERY, BEHEEETR, TUEERERNEHRNS . Edb'"source_ip" EF
IP, "record_time" AIEFATE,

"trace id": "

"resource_typ
"trace _rating

"domain_id"
"trace_type

"event_type
"project_id":
"read_only”
"resource_id"

"resource_name”: "h
"user”: {
“domain™: {
"name™ :
"id": "
1
"name” :
"id":
I
"record_time": 172

"code™: "3@2"

1
J

-

13.13 A AGIEZEEIWIAIFHEESE M deleteMetadata
=E?

AFRZAE AR EIWIHEEE(EFEmetadatafZEIGAIHE S, ERIRENNERE
SBEIMRZER, RtSftAF N deleteMetadatalEE .
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13.14 BHAREIFEFEAD?

e REIR

BESE

ECTSEHEEIIREISE MG

BEEACEFEIERRIIIETEE.

BEMISRMEDIRFIER . SHLERERAS— RS THiksR:
o  SEHBIR: MAFMHRIBIR,
o SID: MIAEHID,

o JFREEM: MATEFENRN, SZFHMEMRNERFELRRATRNIINAIAPIE
ORERERBREBMSERT, ZFRAT,

e XKRID: MAKRID, HZRREELRFIDHZRCBELWES, ZFRAZ.
o =R ETRAEPEEMNARRS BN,

o RFEE: HETHEFIEEYNAVRIRSEE,

o BFAF: ATMEPEE— TSI EEIURERF

o EMEKRI: ENATTA “normal” . “warning” . “incident” , RENEFEA—
I,

- normal: FRIE{ERLIN,

- warning: FREBIELM.

- incident: FRIGBIEEAWETERER, 1905 REMEIESE,
?ii%ﬁ%ﬁmﬁ,mﬁéﬂxﬂMﬁ$ﬁ,ﬂuﬁﬁlﬁ,ﬁﬁﬁﬁlﬁﬁﬁﬁ
Bk,

----£5R

13.15 =HitIheERIBI I A EER I LABBIXEA?

~HITIRSASRE, GETEERSE. SHRIRURIRRSHNEFHEIIGER, R
EeEREFRERSTWE, ABRELEXA.

MRAFEEREXTZEHITINE, GUTRMGE:

o FAlLIEEERRPEEEERSRMIFIER, MFsEAE, SHNUUIESL
o

o TILIER—BMINERSIAMAPIECTSEIEMR, SHIHRSISTEER.
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13.16 Y{IsE =R RIS ZEE0?

)RR
AT ERE R AR RN E5EAN
BIESER

£E; BERTHIHEFS.
SE2 EMSHSIER “XRIREEM” , BE “eEXRBIREER” .

S|3 £ ‘EEIRME EREE BEXRET  RRAIE “EVS > evs” RITIPDKERRIES
R, BRI =AERARERIISEE .

-

13.17 FJLARKWESERSHAEE?

EITIRS ZIFREPRIOBSEFHEFR M EL—IITHRSEN . AREERT, =HIt
RS ARESSIXNERIER—F M. Eit, EFURESEIEENSEL.

13.18 CTS RICR IR AR EIZ K MAYSHIS?

CTSRICRTIRS R EIZRMAIEM . BPHITEIZTIRSIFIER, XM ERF
RIEERR HIREICTSH,
T{FRIE

ZHITIRSSIFHITECSIRSS , ICRARS/ABXAVR(ESMG, BTHENEE. #Hit
0]

CTSZHFHITRIECSKIBIRIFIR S E M TIR S B ITHITAYREIIR, SAPMRMR
SSERIEIT 71BN, MIBR. (ECESEEUANIRIERS, ECSEIRSB =B MMCRIRIERIMERIRIES
R, FEREEHIBIAEEAITHITRSTAFHTIE. cHITHRSETHaSF
FHPRE7RAGRECR, BFEILIE “SHIIR° REHITES.
BRIFEER
£E1 BERTHIHESS.
£ £ ‘SR RE, HEEEERE ‘&E1E” .

T3 EEREFETOCIERRSHIRE: “TIRS: ECS” > “FREB: ecs” > “SHit
Z¥R: createServer” , BEEIIEEE.,

=fEE: ECS R ecs SHERR: createServer RN
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(AR

EERNSIR7RUBINEECSE, NWEESTOBSIEPEIaENSEY, HRIEERERTP, U
“createServer” {EAXEFINER, HKEXIMICR.

-
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