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CIZAPIEI, BELLIZEAPIDE ., APIDEEHTAPIRIES, APHRMEELIAPISEN
By, SIBoEARRNEREAPL,

BRI IFUTEIESAS:

o HixtlE

BIE—MEARDE, FEEAPI, AFATBTEEAP,
o  SAAPHRIHXH

MRS NEEWAPIXM, LSS E.,
MERL
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o APIREEIER, RFEANSEESE—RINIEELES, AlEEeXgEd
LAiAIE)10000% .

o XRIBIESE, B DEFAULTHAE, ATEIETEMFAERIEEEEIASHRAIAPI,

BUESR
E8UEELAI,
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£ HNAPIREIESIA R .
$B2  RIELFR STELEMNISHFE EF5%REA) .
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4 2 “CIEAPIDE > BiFtE” , ERIEFIESHEREE.
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HLBmEIE—NHFRIAPIDE, FHESARIAPITEEZD
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API34H REEE “IRREADHE i, FRIXFEAPISH,
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INEEE “IEREEANE i, FEREREES.
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WMRIKE “WERT , ERZEEFAPIZELRTIRE, BAPIDEHTHIFIEAPIA
mAME L,

MRiEE ‘FHWERHT , B

W

EKRTAPI,

SR B “HAE” , PEEE “APIE{T” WE, TEESETHRIAPL,

[SEEHR1F

s

APIDERBIFERING, SRRt EEPERES, APIEREEI A IEKE
ST RAIAPL,

5.2 4fElNS

EFHHIAPIRT, SEENAPIDELGPEMIIGE, APIEREEIRII%Z151E5HMEY
APl BB ATLUERRSZ S ECRYEIN =R 5181APISZEAYAPI

iERER (FiEgE ) @ APIDALIRE, RENDEENSE— 1 NEBUXARYE
IHEE, WEEZE—BEAREEN, 8R&ESLIAET0000K.

IR BEEMANEE . RSULIGRNS MRS, RRIGENRE. AP
& BRI S RS RAIAPI
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o [E—LAI AR D EAREGIEERIIIHEITIHS

o FAidiyBEARBEESELAIERIVPCHAIARSSEE E#TFIAIE, WNRIEIRNIE BT MR
r5ipE, BELA_ E4EARMANDOEMEIP,

o IPMNIEZNiTEZ (FE0*.aaa.com ) B, AFPRILUBISZIHZRIERE FEE (BN
default.aaa.com, 1.aaa.com) iBAIFFIES B TFRIEFBEAPI,

BUESRY
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BT ZAICRET RSN O F, BEA XSS ( o@RFIRS AP
S ) Y “ESIEERET 1,
WNERAPISEFHIAPISTIFHTTPSIERIMY, BRATEIMIIIZHEERIOSSLES,
BIIREIRENSSLE PR BFIZSA, FEIESSLIES.
BMEER
I HANAPINEIREIARE .
T2 RIELFRVSELANSIE L5 EELs,
T3 EANSIEEERE “APIETE > APIDAE”
EBA B ASHASH,
5 BE ‘PEERT mE,
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H£|R6 £ “HEEET X, B “PEMTEE” , AERETERESEER.

xR 5-3 IMEEAEE

88 izl
= HEE4RERNESS .
Y iFE/INTLSARZAN RIS 2D T {EBIR/NTLSAR A, TLS1.18%TLS1.2,

HEEFFHATLS1.2,

ZECE(XIHTTPSARL, AIGHTTPEEEMbi5ES
X, EALEEESEHTmED “ssl_ciphers” SHfcE
HTTPSEIINZEH

i?%?;tp to httpsBzf) | SZHEIRIIHZFFEhttp to httpsEzIEEM .
BEMD

$B|7 BE “HRE” , BMIIEESAPISESRE .
WRABHEUHER, ERERET, BE s .

£IR8  (AIE ) ANRAPISEFAIAPISZIFHTTPSIERINY, NFEBIIMIIIHZ4PESSLIER
BNBEI LR

1. FEEERRETSRE “EESSHER” .

2. TEEERSSLIFPRHEPARESENSSLER, AE8EE “tBE” , SeSSLIEBHY
#TE
- WNEEFRAISSUER EEICAIES, aIliaiE “FREEFIRIAL" BIFE
HTTPSX[EIAILE, ;FE, FE/XAEFIHAIENIMEWVSERN, BEE
BIE,
- WNERIEPRFIRS TR AERISSUIESR, sJgE “BIFEESSLER” , FHESSLES,
BIMREECEIBSECIZESSLIER,

TR

. giﬁ%%ﬂ&ﬁm@: ARIGIRIZIE A CNAMEREHT R D BRYEI = _Eaiie&E

o ANINSSLEBKWENRRE: EpIEBAIEZFISEFRAILEBTRREE R —E

43 http to https HEIEEM
LSRR

T NEEER%, JEGETaIEHEAD S ZMNEED AR SHEIEEL, FEILAPIERA
SEPRESIGETEEHEAD,

FEEEOHEHREUTERME:

o BIEAPIRT, FIRBCEANSRIMGERE “HTTPS” g “HTTP&HTTPS” ,
o APIFREAPIDAEHBEMIIIFZFISSLIER, BEMREEESN X,
M iFEESTRE, &E “XiFhttp to httpsHaIEEM” FIFEEEM@INEE.
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HEIMIIHEE, EUAFHACIZAPI, SAPIZOEEEAPIMNXF, FGIHREET .

5.3 SIENIETE

APIMKIRAEIMREEINGE, BIOIEIMNEEE, TUAEREINEEXARRIAPIE
FRE%Z,

WRTERIEANE LRIE SR —MEE, ZXSEEENME L. BideIEINE
TE, LWE—TAPI, ERRMETEBAENERRS

HOZBAPIRTENX TZENR, UEEEKRERRINTE. FIAICIZEAPIRTEN TZE

£ “Path” , EFIREIFEIERTEZER “Path” , TH(E “/Stage/test” , NAPIFE
AROEIINERS, (FF “/Stage/test” & “Path” , APHEARAETEIRE1FIEHELLAPI
BF, EiRBRSSEKPaths “/Stage/test” . EIRE2HBIBRTZER “Path” , TEE
“/Stage/AA” , MIAPIHEAREIIAE2RT, {FF “/Stage/AA” £ “Path” , API

FBEERE2FIERLLAPIEY, FiniRSSiEKPathy “/Stage/AA”

5-1 MRTEREE

NS gfﬁiiiaﬁwmﬁ,ﬁﬁﬁ
HETRAPIERS AP
Path=/Stage/AA
BRIELR
H£IR1 HNAPIRIEHI S TTH .
T2 RIEIRSEAN S E5i%Esedl,
$IW3 EAMSHIZIERE “APIBIE > APIDAH”
TBA BEDASH.
$W|5 B ‘DHEERT ’E.
$£I6 T ‘MIFTE" Xiz, EIFENE. RFREEINE, TRE “CIERE" G,
L7 B2FE “NINKERE” , EETERER.
ikl
FELMFRIEAPIERT, MELESZIRETSESANEE, BEDIEGRIAEE.
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BRFE R

SER1

I KR FEAPIMKARBERLINALIEAPIESR , MMF SRR . APIRISKIZAERAIARY
MRIER ( default) , WNREFEEENMELASBEMKXITNAZS, AIEAPISHE
IR RmL, HEPImNREAFSISONEZIENE .

g, “default” MIXEHIBRASS:

"$context.requestld"}

ERILABEX D!

"$context.requestld","apild":"$context.apild"}

JSONFRIR BT LUEFES, SEEHFRAS
AR

o B NPEARSAFIEANMKIA

o SEWIFIONMIRELEEN, MRSLikeyTiFF . BEXFEM TR (13012867) ,
valuer] A5 | FiEfTRIEE (aILAS | BRI EMAPIRKIZ{TAIATERENZER ) , value R
/E\ “[[” *D “]]” o

o FEERZUAMKNIN “default” SREEENXHIMXNN, TWAEEBEEERTIER ., &
BTSN SN APRER, URIBNAZ .

o MXNIMFIEMAYEIREREERRAIEH, BRI RHEIRNMRZEE R

o N ABTIFEAAAPINKIEITAIEE ( $contextTe ) , E{RIIAPIREE{TATAIFLEEE

5,

HNAPIREIZHI S TE -

$I2 IRIELRSEEMSHE EIEESA) .
H$|3 EEMSHIZERE “APIEIE > APIDA”
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HI6 £ ‘WKL Xig, SRJLAFEEkwE MK,
INREREEANKIBNSS, FEREERINEE, 2& “IREBAEE” BIF.

ZE SR VeSS L
APIRISIRMHOEIRIRIRAL T Tk, HIRCR ORI LURSERR B EE X EH

& 5-5 APl [ KRISEIR MM SR

i=iAe AN | F4RIREE
MRS
BeBiAIa) 403 EEIhIE), WWAABCERDGEEIREE. SEE
WA=,
BEMIAMIEEESE | 500 BEMAMESRE, BEELEM. REISEINE
= HiR
BEMIAIESLK 500 BEMINERIRERAERK
BEMINESME | 401 Blim B EMINERN S HKREERELHASEE
TREIR =
FE=HINEEEE | 500 FB=RHINEARE, BEXM. REIRFEINE
EEE %EI'L?E
B=HINEELEW 401 B=HINERIREIAIELK
FE=HINEEHFE | 401 FE=FINERNB D KRS EERE
lﬁ%EIEE
NS 401 INIESRTL, IAMERAPPIAIIERIEE S
INIEBDRIRERS | 401 INEBD KRS EERK
[EimiEERT 504 BimER, SEiRIIMNERZEEIITE &I E
%EllEE
[EimAr] A 502 EimAnTH, MERaHAEIR
FRIAAXX - HEAXXEEEIR
EEIASXX - HESXXCEEIR
RILZEIITHCAYAPI 404 ARITECEIAPI
ERSEEIR 400 IERSBEIGEM . A ZIFHHTTPS %
RRREBEEE | 429 AP RREB L Bt BRI E RS SE
EIRAKIEN 401 B S EAR ISR IZAPI
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% 5-6 MXIHIRIDNLHE SRS RIS

IZTIREESMR R
$context.apild APIEJID
$context.apiName APIZFR

$context.appld

APIEFZRIEREIRID

$context.appName

APIEFZRIEREIRER

$context.requestld

HIRAPLERBERIEKID

$context.stage

APIEFERIERE RS

$context.sourcelp

APIiEFIZRIRIELE

$context.regPath

APIEKIZIR, ~E&querysH

$context.reqUri

APIEKIZR, B&query2%]

$context.reqMethod

APIERTTE

$context.authorizer.fronten
d.property

AlimE E XGAMENT R A contextARETAIFS ER{EXTHY
FIFERE

$context.authorizer.backend
.property

Bim B E SGMIENGRI A contextBRETAIIE EREXTHY
FIIERE

$context.error.message

SRIMXFIRIINAYEIRER

$context.error.code

SRIMXEIRITINAYEIRTD

$context.error.type

SRIMXIEIRIINAYTEIRSEE

5.5 gl API

APHRHEIEAPIZOBCETAPINEG, H/EiREE] . CIZEAPIDLATEE:

o HIRECE

XIFRERIREN . REREMBRSH.

o [SinECE

XIFRERMINGR. RESERAIREISER

o (Hi&) FAPLRINSRES

TR EIE S RIEF IR 5RES o

AR

APIMXARSETRESTRIAPIZEYS, APIBFARFDIRAEEEERESTIultEXIGE .
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o CEEIEAPIDH. WNRKEIEAPISEH, BEEIEAPISA.
o NMRERRSFTEEARHEE, FEZEAREE.
o MRFEFEABEIANESRHETAPINZSIANE, BIEBESMAIE.

BUURECE
£ HANAPIREIEHI ST .
SE2 RIBLIR S ELMSAE 5% ELf)
T3 TAMSHIZIEE “APIBIE > APIDAH”
SR BELDASH
W5 £ “APIE{T” IRE, B “EIEAPIT
1. WRIETESHEE, BEFREY.

(1] %83
@}gEAPIEU‘, HAPIFTEDE. BKRITE. BRIEE. [LEEEFESR, APILEEIER
I3,

& 5-7 BlREN

28 150H

APIZFR APIZFR, HRIBMXIBEN . BINEIRIB—ERIGEN
MIESAPIZTR, HSEEGRERBIFER.

PriEsH APIFR/ERIZ 4.

URL BIlRBIEEIERTTIE . BRI . FIERFIBZEMN

- i&KAiE: GET. POST. DELETE. PUT. PATCH.
HEAD. OPTIONS. ANY, EHANYERIZAPISZIF
FEIEKRAE,

- ERMMY: HTTP. HTTPS. HTTP&HTTPS, {EiHiE
B USRI HEESF(FRHTTPS,

APIR X375 WebSocket#iE &, iBRIMYAAY
HTTP#E2FWebSocketfws, HTTPSIEXTF
WebSocketAgwss .

- FiEE: PESERREIIIRE .

- 812 APIRSIERERR. IBRBEILUEZERS
A, ERSYEMBMTR, Flan/a/fb}, wEILLEE
BE “+" SHEISRIE, fIan: /a/{b+}. EE,
IBRERPHFBROKRNE,

PN v MIXNI RS ARRERLIIAMBAPIER , M= ERIEEIRIT

W o

APIRIIRBECARIMKIARL (default ) o SNRIGHFR

BE X IBRAATSESE MK IR AZ, AIEAPIDEEE

TR MKNIN, AP REFFSISONTEZRIAT .
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- HEIJUCEC: APIEKRFAIBEKRIERES “IRR7 n9E
B2,

- BUZRPCHEC: APHEKRFPAIEKRIEEFEELL “IRR7 a9E
BRI . BIRILE S IFZEOEN 21 A EPath,
fBlan, “ERR” F/test/AA, {EFRFIZITECHT, &
13 /test/AA/BB#F{/test/AA/CCERRILAIGITIAPI, (B2
B /test/ AACCTEIAIE o

izl

- (FHBIRILERY, PLECRIRBEBEEEEim.
f5lan, {ERRIZRITES, BlimiEKIREEN A /test/, Rin
BRIBREN S/test2/, Bid/test/AA/CCIFIAAPI, NIfE
HRUEIRSIERurlf9/test2/AA/CC,

- (FHRRRER, USRKEBERMGERTITE .
BN, FWAPIERFFERIZRITES, “BRR” Jo/test/AAFD/
test/AA/BB, i53K/test/AA/BB/cEITELZR S/
test/AA/BBHYAPI,

- HEMAPIIFRESAE. 1BKAE. BKIBEEER,
LSRR PEED, 9 4EXT IUECHYAPI

HREFERTIAPIRIIDEEY, HEEET K=
APIfE, HRIEDIENE.

APIRYHEIAR

EEFBAPIERIIABIENEE, FREAPIGRIZIR
EFENA BB LR N EIRERAPIEK . SIFIEE
“application/json” . “application/xml” . “text/
plain” # “multipart/form-data” . IEFERBTERE
BEI, 15MHIREmIRS SIFEENNSEEE,

R RENASER e

IBSAPHERFIERFRIERERE, ATHEEAPIERE
IR IE AT RAPIER

2. RIETHRSHER, RERERE.

*5-8 Z2ficE
e 15iAH
it APIZEEY:

- RNFF: IR CNFF7 ZLBIET, APISZTIFLEZE,
- FAF: EIR “FABET EEIEY, HIZAPIERESHE EER
BY, iZAPIR& 22,

2024-08-07

34



API %
FBFigr

5 APl &18

e

\

ol

REINIE

APBAIEATL:

- APPIAIE: FTRHAPIMEIRS RAEFZEOGEKRNLZSE
IANIE. EFERAPPIAESR .

- IAMINIE: FREBIAMIRSHITRZEIAILE,

- BEXANE: ARPEECEIMERSFSIRS (10FE
FBOAUthiAIE ) , Bl “BESIAILE"
- TIANIE: BRAZEIANILE,

BMAES X TRIAPIERREEARR, BMEESEREA
API,
grbdl
- JNEBAIAMIAIERY, {HTAPIRXFEF I LASEILT
APl, IREFEEERIRE, SEIETEINNKE.
- NESNATNIER, (FHEOAMAFIRILASELEAP,
JReFEEERInE, SEEEITENING.
- NEBXABENALERN, FETERYRSTE—RE
#, MEAPECATAERRTRSS . NRZRIRegion;R
B LR TRRIRS, NASHFEEAILE,

XIFRZIAIE

Y “LEINE” &F “APPINIE” RIAJECE .

BSIANEEAPPIAIES T FIEBAPIRY, EHTTPiERL
IR SN — NS HX-Apig-AppCode, MAREXTS
RUBEZ, APIMEB{ALIEAppCode, FIRIGTER
£, MmsEIHRIEImL .
EESIFHTTPSHVAR, AFHTTPARN . BIAE
BiE2ENEZIAIESPEAppCode
i58H
TR ENROIEAPIRITREBISHIAE, BBAZEFRESIAL,
E=EBHAAP, BSEEHAPILT .

XFFWNEINIE

a% “ﬁ@iAiIE” iﬁ% “APP‘I*A‘IIE” ﬁ “w IAM-I'A'IIE” Hj.
AfcE .

EXTAPIRSE B ITINERZ SINIE . NRIEFEH,
LJZ‘{EH@APPL)\lIEjZIAML)\uT:RJ‘APIuaYJ_ﬁ?i%i)\ilT:

BY, ERMERBENXBIREAPIRTAPIERHITZEIA
ik,

BEMIAIE

NE “REINIE” & ‘BEANE” HEERE.

BEMNERZREACE, TREANR “HEBEX
TNIE” gEEeE .
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2351 CORS

ERFBEEISIEICORS ( cross-origin resource

sharing ) o

CORSAF NS ES ISt pRSSEE, A

XMLHttpRequestigsk, MselR 7 AJAXRgERE)EEHE

HIPRH

CORSIERD A

- BEiEK: LERZH, EBIN—OriginFE.

- %lEf;ag%i%E?l FEIFEEZ AT, EII—XHTTPEA
/Ko

FFIZCORS (EEERIFK ) BF, EBFEZEHMEIZE—

“IBRT3E” 79 “OPTIONS” BIAPI, BIXRIEESE
FEEEEE.

3. (°i%) IRIBLITHREEXAPIRIERSH, ERESBMEN N TE.

E 5-9 15kS#

W

#

ol

W

=

SHZTR, MNRSHIE “Path” UE, SHIRE
B “BE" PEEIR.
jizLld

- BHEBREERX-apig- « x-sdk-FFk, FRHANE,

- BHEAREERX-stage, FXDK/INE,

- S¥IEHNHEADERES, 2¥ZFEER “Authorization”
# “X-Auth-Token” , RRHK/NE, BARZIF T

W
&
s
e

FEIRYEEY, B STRINGFINUMBER,
i5AE
ANSUEHboolean, HIEFESTRING,

WAME

BRAPIEY, IWESHETANIE, WIREE “” , API
ﬂ?&J—ﬂxHﬁ%‘RﬂP%E@ s, WRR @, NU}E
EIZIEK o

EE

IERSHUES B ERRS

%

IERSHAMNEE, FRSHRVEREEMEEFiE
B, 2 EaRRXGESETT .

BINME

“RIET 8 R B, BOMEER. BRPAEELS
BT, APIRKBsIENIRUMEREEEIHRARSS o

FTIPRH!

- BRAKE/&RAE: “ZER” B “STRING” BY, &
ESHENEAFENRRKE, “FEB7 H
“NUMBER” A, ugﬁéﬁz{ﬁﬂﬁmﬂﬁo

- RAVKE//RIME: “ZEE” B “STRING” B, &
ESHENR/INEFERE, “FEEB R
“NUMBER” BT, &BESEENFR/IME.
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e 1588
ANl SHERIESTA,
f@ik TS ERIEIAR .
$6 HE “T—F7 , ENGHREE.
----85R
=

£E1

TIREXZNEKIERR, BiBE—ERMEEEASLIEEAPIEIRES, BLUBERRE
RARES. FINATXoEERASIEHER, JUEX — “Ki&EiR" , Bid
BABRREIPHELE, A4FERERER D EERNEIRIRS -

bR T EX—PEUANAPISIRARSS , — 1 APIERILUE X 51 R G o

EM NG

IR ERBIEN — 1 BN GIR, SRNHEET—PRIEERNAPIEK, EB1E
HEREIZNABIAPIS R

£ ‘BinfcE” WH, EREAPIGIRIRSSEE,

[RiRARSHEBIEHTTP&HTTPS, FunctionGraphflMock, BE{ASHIEIANES-10. &
5-11. *&5-12,

AR

e FunctionGraph{&#t T TIERAESS FunctionGraph, JNRABIFEHAZRE
FunctionGraphfis5, NfEimARs52EE4FunctionGraphA~aJF,

o TEERRSAEFESENIAZT, AILUERMockiE, EiEEREEREILSAPIERS, B
ERARH TR,

% 5-10 HTTP&HTTPS KBIFE N [FisiRE

SH ol
faEEE EAEARBENYERRS . WREE /" , &

HERErCERHEE.
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ol

URLHBHEFRIER A 1BKRIMY . GAEiEE/ fGimiksS it
FERRAER
o BXAGIE
GET. POST. DELETE. PUT. PATCH. HEAD.
OPTIONS. ANY, EAANYERRIZAPISZHIREIEKRT
%o
o EKIMN
HTTPERHTTPS, {EiiEE oy SR EEEA
HTTPS,
izl
- APIM%EZiEWebSocketEIE(E ), 1B KM FRIHTTPIE
L FWebSocketfgws, HTTPSHEZIFWebSocketBIwss.,
- EXHERRES MRS AP R STMURET—
o SREIBE (i)
EFERREEEN, SBIRE. EFetIENREE
BEBRR.
il
REEED, =RSRZT2EVMAIF100.125.0.0/16ME
hE, SUSESEERBRIEEEMRISRE,
o [FumARSSHELL ( BTk )
NEAERAREHBEEN, TERE.
EERiRRSHOA@EIE, &KX “Faw0O” . *
MAEIHIREZEEEIPHELL A5, FRiSERORT,
HTTPIMYERAERE80IR, HTTPSHMYEKIA{EFE443
iwH,
MR EiRRSiPEERETINETS, WER “#4%
2347 PELERETE R0 EiRIRSEIEA, a0
#ipaddress#, XFERFMBANINEEE, W
#ipaddress##test#,
o IRF
EimfREZHIIREE, BIERSZAIuri, HJLAESIRIZSE,
LB ESHFFR D, tbll/getUserinfo/{userld}.
MRERBEFEENETE, WERLLTER#E
NEMRETEENXFNEKRIEEH, 0/#path#, 7356
EZNINETE, W/#path##request#,

BE X host3Lig

(REERRIEER, ARE.
EIERERIERIREEEDRENR, RIFEEENXIBKAY
hostkig, BONSERBERFFREIRAIhostkiE .

[EiwEBAY (ms)

[EimBRSZERAVEERIATE], PMESSEE1mMs~60000ms,
WMNREAPIEIRIZIES, BEIRiRIONEATZ R2AY5E1x,
BEIRAKEIRBAIEE, LEHFEREA.
yizlil:]
AR HFIRYERR B CE A e R LR SHEK, BELPIEE
S HESGEITATIE LR, TEXCEE I 1ms~600000ms, F1R
e T IBRTATE) IR, FERISIEMULLALAIERTATE] o
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28 15488
Hi iR EimREiEREMEIEIIRE, HKAMEF0, BUETE
-1"'100
o {BEN-10Y, ‘RAFEEFIXINEE, {BFRPOSTFIPATCH
AMIEMIERERSBIAEIX 1R
e {EN0-100Y, FxRABEIXINEE, FHRBEZENENT
Hit, JEHOAT, FEid,
FERLFEEN, SN N\TFREBEFEZRNG
InARSZ RN
TLSIX[EIAE {NEEHY S “HTTPS” B, ENHEHE.
IR R EAPIN X GiRIRSS BB AN EIAILE, N1RiE
12 “{FMbackend_client_certificatefit BAGIEBHZE i
NIE” , 1BFHELHIRY “BeESH” PiEaifc
backend_client_certificatelilf 45,
[EimIAIE HIBNRIRIRSZSBEXAPIERIEINE SAPAILE, NHE

[RimIAILE o
EAEEZSRMI—TBEAE, BESXAEEIH
HARSSSC, ERHERS FRE— MR, CIEHIALE
S, BB ERRERARERIS—ENRSS
588

EIRIAERIRR SRS, HINAERIERRS KIGFF -

2% 5-11 FunctionGraph FEIE N [FikRS

B8Y 5i8H
EREE TINREE, REEBNERK.
EREURN BREOEKRIE—IRIR
BE NN, RINFTERYEREIURN,
FRA =55 EERREERATSIE, REANRASLRBINEEESE
( ERELTAER FunctionGraphFAF3ERS ) B9 “hRAETE”
M “AEER &5,
AR e Synchronous: EIZER. ERIRREHIRSWEEARIS
KEMZEITHREIABER, ERinkXEKREEE
1%, WRISIRIN 5 X TERE .
e Asynchronous: FE£ER. ERiEAKEBERIERN
ZER, RESIRKENSKREGIERHEA, HEBARINEIEK
f{qﬁi&lﬁl, RSBIHETHIVER F2ENGIEHEARYS
[RimwEBAT (ms) APIMFEIERGIRARSS AVBATATIE, BEERS-10/5ikE
ET.TO
[EimIAIE BEEERS-10FRIAIE,
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% 5-12 Mock ZEIE N EiRIRSS

28 AR
Mock B xE XiR[E]f5 TEARAPIIR AIHTTPIRZSES .
MockiR[EZ5ER Mock—fgFFFFAIERIONE . EIRBEYEMER, RikiR

ZIRBBEIFAPIEGEING, AILUERMockiZzl, 15THA
EREEROLAPIERTS, HERARSGHITIEFR.

fRimIAIE SEE5-10/F5iIAIE .

iAf0header2% BENXAPINELfIheader24] .
BE “iRNilheader2¥” , HESSHZ . SHENSH
iR,

(0 35 AR

o HURLHFEETEENAGE, EAPEIXRESTERI .

o MRAEURLFIZRELTS, IIAMRNAERFAGIE LEETEANEEE, BNEELER
8, APIREXIEREA.

o TEETFRBEOKNE.
£E2  (Fik ) RENARIRIGERRSSH, KRERAPIEHMENRNIERSHIRGIR EiRIRSS
IERAIINAZE . FIRS5IFRENERSH, TEERTILE,
1. & “BRRSSH T, dBZUMEE—FMMEEMIGRRSZ S
- BE ‘SAANSEX , EMBEEXRIAPIERSHFINEIFIRRSZ S
- BE “NINERSHEET , BRERNRIIERRS S
2. RIERRRSEFIISHBIRMSENMEZIRGI IR, WEIS-2F7R.

5-2 BLERIRIRS S

BHRHE

testot - PATH STRING testot HEADER
test3 - QUERY STRING testo3, HEADER

testo2 v HEADER STRING testos,

a. RIRSHAE “PATH” (UE, BBASHBIRFEN “‘BE" hRIBMRIER.
b. EFAPIRNERSHEZIR. NERILSRRSHEBR. MNERE .

(MARIY:
" SHERREEX-apig- . x-sdk-FFL, RXHANE,
B SHEZTREEEX-stage, FRO KNS,

" SHNEHNHEADERE, SHERAXDANG, BAZIF ULk,

c. WEE, test01F0testO3TEIRAPIRT S BIECETPATHFIQUERY NI E, RiR
RS3@idst, SFEHEADER B test01F0testO3MY(H ., testO27EIEFBAPI
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$R|3 (Tik ) RENANGRNEESH . NRERRSS

T4 (Ak) BRERANGRNEASE . NRERRS

AIBcE FHEADER(UE, RiniRSZEIIIRET, EEPATHIELAS #Htest05

iz test02H9(E

{Rigtest01Haaa, test02Jgbbb, test03Jgccc,
APIERIEK:

curl -ik -H 'test02:bbb' -X GET https://example.com/v1.0/aaa?test03=ccc
FRiRBRSS IR

curl -ik -H 'test01:aaa' -H 'test03:ccc' -X GET https://example.com/v1.0/bbb

g}guﬁﬁiﬂg%i l=ll|_a ) __I-L)\L
TIgEEESSHRT, AP'H?&”FJHEHEQE XIEKAT, BEESHHRINENEKRAYE
ENE, AEBEREXERIRIRS

i BESHT T, BE “TNEESH , MIERKRSERNEESH.

)‘

ikl
BESHRIANETR, ABLLERTHE, BHEERE.

£ 5-13 E=ES2HEE

2 i5AH
BESHZ EHEZESSHETR. “SENE” A “PATH” Y, &
HEFES "B PSHBTFR—H.
izl
o SHEZAEELUx-apig- . x-sdk-FFk, FEEEx-stage, FXH
KINB,
) %%EE?JHEADERN, BHEBARZIFTUEFL, FAXDK
NG,
SHNE IEREESHERIRRS EKRPILE, vikFE
“PATH” . “HEADER” %1 “QUERY” .
2HE HEEESHME.
EEP% HEEESHIEAER.

[MARY:E

o APIRKEEEEESHINEKREIXALERIRSE, SMFGSHERTESSHKI, B
REIRIRSIFEDSRHB. fial, S¥(Eapi], EEDSHIBEZI%5Bapi%5D,

o XFPATHERISHE, APINXEMI T=MHITE D SHIS: ASCIFEH0EI31AY=E
Fro2o>0 <o/ % #0C VN LA T L L Y EEE. ASCIEE 1273125509 F
o

. xjj_LQUERYMEE'JwéﬂE Apméé/‘iﬁzw FFHITED SR ASCIFEA0ZRI31I=E
Fre>o=0 <o +0 & % A" [\ ACT L L 3 ZEEM. ASCIRE 12725509

=k

F1Jo

HERWERRRITHERNSHIE
2, IMXAESH. iRNESEFIRIRAESHE, TLIBTIRERFASHRE
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WM. APINXMEEiRIRSLESKE, BEGSERNEERNIEEUE, AEKEK

RIXEFIRARSS o

1. & ‘RS’ T, 8F “PNRFESH , FIIERRSIBERNRRESH.

£ 5-14 ZERSHEE

24

588

EIRR RS EAIEE,

- MXABSH: FRENRASH

- BIRAIESE: RimEESMONEREIERFRIZS
. ERREETD, “REINE" &F “BENA
iE” B, AALUERIESH .

- EWAESE: FinEEMANEREIERFRIS
¥, ERWEES, “FIRALE" FER, Z8LL
ERILSH

RBrSHE

BERRSHAIETR.
‘RESHER” B ‘MIXRESH B, Xk
FIT2H:

" sourcelp: APLERBEHIERELIL,

" stage: APIEARRIEIBINE.

= apild: APIBID,

" appld: APIERERIAPP ID,

= requestld: HRIEFAPIBTARAYIERID,
" serverAddr: MIXARSSEEIAIMELE .

" serverName: RXKARSSZRAIEZFR

" handleTime: ZAXIEBAPIRILIEATE,
" providerAppld: APHEHZERIZEIREID,

" apiName: APINEZFR, BERMAPIEZOI{ER
[l 58
= appName: EFAPIFT{FERREIESRR.

- RESHEEEH “BmAISE & “BiwAES
¥ B, XEENSH, BRISHVUNANBE
MINBREIZERFPHSEH .

BEMIANERHNRS LARIREIZERSHAFRENIE,

B2%E ( APINXFARIER ) -
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2H 15i8H
BiRsE AR EHE XSS HEEMSNEIRSEHBTR,.
1588
- B¥EARBELx-apig- « x-sdk-FFsk, FEEREX-stage, &
XoANE,
- SHUEHNHEADEREY, SHBAFAIFFRIZLETL, AKX
PDRNE,
EiwsHNE EREIRSHERIRIRSERPRIE, oIEF
“PATH” . “HEADER” #1 “QUERY” ,
A EHERZSHIEAER
TBS (1) MR SR
N RiRERIEE, BEARIRESEY, BREEAIARNEREST
EEEGgl NSRS IR i
gﬁ%ﬁﬁﬂ%ﬁébﬂﬂﬁ%éﬂ, BAuNzR5-15f7, HittS#iHBESE®E-10. F5-1170
5-12,
= 5-15 FiRRIRSH
S otz
[EimREE A TR BEEXRIBIR, BFRARREAGEIRREE
= Gl - WEE—FH: REHEREEEGPIEE—IR,
lid =i T}L_JL,L_*._AZO
- m@Ei“B S HEFTERIESEY, ek
REEAER
RERR FlEinsR IS ERBIEM, BRNZERS-16F7R.
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% 5-16 Eﬁﬂ]nzﬂtﬁ:

24 588
FHKIR - iEEhE: LOBEIAPIRIESR B A SRES R KIR

- BRAS: UBERASSHIENRESEERIE,

- Cookie: FRLAPHEXKAICookielZE/ENFINISE
1¢0

- RFESH-WMEAESE: UNERAESHIENKEE
FEKIR, MERESHISAPIRN L IEAPHEKAT
NERSIETIHSHEE.

U

- B BERANS (ERARIEREMES, N\SEEEAPHR
i%ﬁ?qﬂﬁﬂﬁiﬁ fN7EHeaderdRiRII— N EH

- WMRKETR “BRSH BERERARIFFHRELA.

SHAM - B “KEXRKR A BRANE BF, BEKRE, it
BREIZHANSSHZIR,

- B “KEXRR” A ‘BEESE BY, BERESH
AR,
" reqPath: 1&3KURI, & “/a/b/c” .

" reqMethod: &K%, W1 “GET” .
- 3 “SHkiR” 9 “COOKIE” Y, BEES

CookieFP RIS HZFR,
SHNE NE “EXRR” A “BRANE” BF, BRBERASH
SHNE,
RiFzEny NI “SHEXRRE” B “BRANE” | “RHSH .

“COOKIE” FIREEE.

- 1BF: ERSBELTMNER, FHKIL.

- W& BRSHMERFERANEHEPET—MER
@, S,

- PUEC: ERSEEIFEMENREHET—
B8R, FMHRKIL,

15488

L KRR B RESE FE ‘SHEWRT A
“reqMethod” B, “ZMHEBY" (NSHHEFESTAE .

FMHE - “HMERY B IBET B, BA—ME.
- MR KT B, BAZME, LEX
B2SE.
“RMREY ‘IS BY, BMA—EE, B
gn: [0-5].

“EURIR” 8 CIRMNE” BY, WA IP
ohk, LASSOESRIT.

H$|6 TXIRMEHER,
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£ “ROEREMEN KiF, ESREER.

E 5-17 EXIR[EIER

28 15208
Ja2ul o) iatll RRIDEFBAPIRY , IREIRINEAEETG .
e SUlva EFAPIKMAT , IRERINEAEETG.

ST B ‘ST’ , B “APLE(T” IHE, JEBAPIFE.

R

(TT3%k ) J3 APl ERINSEHS

RIAPIE, FHaLRINRRS .

B £ “APIiE1T” A, P IRIIREE .

SE2 IEIERIEEE, RERE.
o EIRCHERE: BE “EERCERE 5, EIERE.
o CUEIRES: BSECIERREHEPEAPI,

$E|3 BE BT, THREEIEAIEIE.
----45

Bl API 1HXHI FAQ
APINX BB SIFSRIR TR ERE?
RiRiRSZBALM “Backend unavailable” sg#8HT “Backend timeout” [RESHT
No backend available, EAfZR?

[REER(F

APIBIESERkfE, BITIRIAPI, IIERSERIESR,

5.6 T2fE API

APIM S 35TaEEBIZRRIAPI, IRSAPIBIERNER, HEREAPIFTEZRTENAPIZR
FIAPIBHRIRRR

RIEAPIEARS T EHERE, WRFBRHERBIBFNIRE.

BUESR
EEIZAPI, WNERKEIFZEAPI, BEEIEEAPI,
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BMESR
£ HANAPIREIEHI ST .
$E2 RIBLIR ST MSHZ E IR,
£E3 EENSHIZEE “APISIE > APIDE”
LR BEDASH
S5 T “APlizfT” A, B ‘FEL > mE”
$£16 BFENAPIZIRFIAPIEIRIRER, BE “HBE” .

.

[REER(F

APIEESERLfS, BIZEKAPI, BIERSZEREIESR,

5.7 ARREEIAIE

rAa=isEAE
HISEH T REMEER, SIRBINRERARLRIEEIARE (CORS) B3R, IR

ERREHAIRIRAVEIR, MCORSAIFAIEERMESHIRSSEE, RKIXXMLHttpRequestis
3k, MimnsCElEsiiAaE.

5-3 EiEinn)

https:/fwww.example01.com i3 [ Nl ==
Bl
_  hitpsdfwww. example01.com
CORS
o

NIEE 284S CORSIBER D FHE:

o EEER
BRBEHERNIIREEREA TR FEM:
a. 1BKBIERHEAD, GET, 5t&EFPOST,
b. HTTPRILERAFEBEIATER:

= Accept
®  Accept-Language

®  Content-Language
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FREEAE

®  Last-Event-ID

= Content-Type: BYESE[E: application/x-www-form-urlencoded.
multipart/form-data. text/plain

XFERIEK, MEEAMELEEZF, HII—OriginFEE, OriginFERF
HIBARRIEREEPNE (MMYHEE+IRE ) o RE[BIEXME, RERSE
BiXRiER . RBRIMASEHEFREE “Access-Control-Allow-Origin” B, &&=
EEiEK.

o IFEEPIBER
R EERERAN A PIEERIEK,
XFIEERIER, EERBEZA, NESESIBIN—XHTTPEIESK, FRATIG
BK. NE80iRSEE, HRIRERENRERSERSSMTFIRRZH, LU
AT LAMERBLEHTTPIE R EFIMERFER . @SS, NesEmiRS k%
EERIEK,

APIRKENARF RS AT, REFEFAE, FSELANRATRERRE. WF
BEMBIEANERL . BIERIERA F SR, BERBREREER
o EERIERIEEISE
MRZOBEIAIAPI, £ “RERE” BY, Ak “FEZFEE (CORS) ” F
Xo FHOERES, I2EERER.

22EE
=G 2FF e
FSSE APPLAE IAMEAIE BEMIAIE FoAIE
O #E=ERAppKey & AppSecretiiE. =2RE:
- TEESUIE TEESWES, APIEREETLAERAppCodeEREERZUETAPIER, REAPHMUAHTTPSETE
» EENEAE FE=EIEINES, APITLIESSEMNE
THFEHCORS [ FETSEHSCORS

o IFERBERIEEAE

i

I RIERAIBE L A BT R ECE S UL, IEFEP—MECERH .
BH—: BCE—OPTIONSIER, {FATEIEK. FUMSIERAPIRISEIRE, 18
S2ELTRPES, BFFEEEEZIHEREK,

BT AFRE— N BEHRFELZREBEHEAPINY, REFFEESEERE
IR REGIHEA

a. £ “BlimENX’ &, SEIESIHPWNT:
= BEKAE EE “OPTIONS”

2024-08-07

47



APl %

HPFigE 5 AP| 518
= BRI EESEFBCORSHIAPIFERIAIE K IMY
= BREIZ: ERNT/
5-4 FEIER-ENX APl 53K
" [ s - o

EIERER

b. & “REERE” P, TEINER “TINLE" , Fik “FEZFFEFHCORS”

5-5 WS s K-FRETANEL T
b S s

2 @ i s

=2 IT APPAE IANGAGIE BEMIAE ﬁ

FrEfFaalinE, AHEEER. =205 —

TiSEECORS l FE=SEHCORS

c BiRBcEIEIE “Mock” .

5-6 FALIEK-/FimiE Mock
ERALE

EiEiREER HTTP&HTTPS FunctionGraph

=

MFEEIER, SFEERFREREEISD,

mE—: EF/FCORS, BHEIRRSMAEEPRIEEEIELAT, APINXES(ERI
AYIER, FR[E] “Access-Control-Allow-Origin” E&taisk, R=EIGNT:

MR RIE— M HOriginFRANEREE !

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: Ib=FERW%E, BREREEMBER, EHIFIBERFKETF “http://
www.cors.com” , APIMX/FRiRIRBIRIBXIMME, REEBRBNXIEK.

[EimBR S5 R EINAGHR -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway
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FFEEAIEK

{"status":"200"}

APIRISKIIRZH S -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status™"200"}
Access-Control-Allow-Origin: LthZFEWE, “*” RRAPINKEZ(ERFANEK.

: EFFFSCORS, BEmARSIMNESHIEEEELE, FiniRSS MRSk
%E%API IRINRYES L, Z~BIa0T:

MR AX— P HOriginFRANERER:

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: Itt=FERwik, XRIBIGHERBER, LHIPIERFKETF “http://
www.cors.com” , APIRIX/[SixmARSZSIRIEXAME, /;&E%E:E%ZK)Ki%E*o

[RiRBRSSIREIRAGHR -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json

Content-Length: 16

Server: api-gateway

Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}
Access-Control-Allow-Origin: FRRIRRSES “http://www.cors.com” BIIERK .

APIRIXIERLEE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}

iR S5 ML H S HP RS 15 L B 25 APIR K B NG H B RIS 3k o

E(;]J‘H:HE%E%‘ , BREFREELE, FELIE— “iBKGFE" 5 “OPTIONS”
JAPI,

“IBRFTE” 79 “OPTIONS” HIAPIFIEBAPIRIXBIGNT:
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o MEDH: EESFHSCORSRIAPIFITERISDE

o EKAE: EE “OPTIONS” |

o IEXRIMNY: EIRSEFFBCORSHIAPIHBRIATERIMY

o IEFR: EHAWI/RIA, tBAlEESEFIECORSAIAPIHERZE ILhAYIERPath,

o TEINE: FNERE “TIANE" o TICEFWHINESTC, APIRKENZERFTINIEL
B,

o IFMEIHCORS: EIFEFFECORS,
BIRERIRSER AMock, REIIIT:
NEREX “BKFBE” I “OPTIONS” HIAPIEK:

OPTIONS /HTTP/1.1

User-Agent: curl/7.29.0

Host: localhost

Accept: */*

Origin: http://www.cors.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: X-Sdk-Date

e Origin: Lt=FEWIE, FREKESFEIE.

e  Access-Control-Request-Method: IbFERWAIE, FRIGERS(FERELHTTPIEXK
Tj_lio

e Access-Control-Request-Headers: Lt =FERATI%R, FRRIEKESTWNRIZRILEE
FE,

EimRSREHR: T
APIRSCIR[EHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 02:38:48 GMT

Content-Type: application/json

Content-Length: 1036

Server: api-gateway

X-Request-Id: ¢9b8926888c356d6a9581c5¢c10bb4d11

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: X-Stage,X-Sdk-Date,X-Sdk-Nonce, X-Proxy-Signed-Headers,X-Sdk-Content-
Sha256,X-Forwarded-For,Authorization,Content-Type,Accept,Accept-Ranges,Cache-Control,Range
Access-Control-Expose-Headers: X-Request-Id,X-Apig-Latency,X-Apig-Upstream-Latency,X-Apig-RateLimit-
Api, X-Apig-RateLimit-User,X-Apig-RateLimit-App,X-Apig-RateLimit-1p,X-Apig-RateLimit-Api-Allenv
Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Max-Age: 172800

e Access-Control-Allow-Origin: It=FERWE, “*7 FRRAPINKIZSZ(ERIGANE
Ko

e Access-Control-Allow-Headers: HiEKEEFRBESIFERR, LWFEBMWE, ¥R

RFBIRRIFMEERLEEFER.
e  Access-Control-Expose-Headers: FRElHIHDMIFEEREELEEFE.
e Access-Control-Allow-Methods: Itt=FERWAE, FRAPIMASZIFHIFFEHTTPIE
KBiE
e Access-Control-Max-Age: Lt=FEREIIE, RRAXTMCAIGIEL, Bfi: ¥, &
BREAA, THEBXEETUEIEK
MBI RIE—NEOriginFERATIERL :

PUT /simple HTTP/1.1
Host: www.test.com
Origin: http://www.cors.com
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Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json
Date: Tue, 15 Jan 2019 01:25:52 GMT

[EimiRSSREHR:

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}

APIRXKIREIHS :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status":"200"}

5.8 A, API

APIRIZERFEMIERSZEEIES, SEEHSREANINEE, ERILARINHTTPLER
SHSbodyA2H, BEIXAPIHEO.
AR

o EIREEHSEIEERIAPI, FH5EI.

o MRAPEIE T REHFRIEIAESIRNE, TERITAPIRT, RESIARERL.

o IBIKAPIES, FIRIEATATEIRASIIF60s .

AR
EERsERERRS .
BRIESER

IR HENAPIREISHI ST .
SE2 RIELIRSELANSHE E AR,
£E;3 EEMSHIZEE “APIEIE > APIDAE”
L] BEDASH
S5 17T “APIiaT” TR, EIFFHEAAIAPI, B E”
$I%6 ELEURLFIAPIERSH .
EFRERFGE. BRI, &%, AEREAPIERSE.

géﬁﬁﬁﬂﬁﬁtﬁ%ﬁﬁﬁﬁﬁ% o SEFEAVRIINZNZEHEN, FEESZHEAIF
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(AR

SIRSHZ SRR, BRALAETZESZRI A F R SaES H FRIFTEAPL

fBlan, ENZiEER “*aaa.com” , FIHZOILLA “default.aaa.com” #1 “1.aaa.com” £,

F87 BF At .
B8 EE ~NAHREIEREE XIFHFTENAPIERBRIResponselE 8 .
o EAMRINAT, IREIHTTPIRZSAS A “2xx” FResponselEE.,

o IFIHKMES, IREIHTTPIREIES 4085, BIMERERIES
5

S0 FEILLBBRBRENSSNE, BHERRNER, WTAPIR
-

LRI

APIEIRALINIE, ERJLUSAPIRREIREG, LMEAPIERERA. SiEHTAPIRIZS

&S, FAPLRINSEES .

5.9 Z1 API

APITEBIESR, BITIEERNARLRER, IHEEEREEBZEARBAP.

A

{RIEAPIAAPPIAIERY, 7 SZIFHBIEERR.
BMERRZEIITIEI1000MAPI,

BIfESRM
e APIEEF.
o BEEIEWNIR,
o CEEIEEE.
BRIES TR

£ HENAPIREISHI AT .

$E2 RIS MSHZ E IR,

L3 EENSHIZEE “APISIE > APIDE”

TR BEDASH

£S5 1 “APIEfT” TUHE, EEFHEINAIAPI, Bk ‘B > FI7
£6 2L “IRINERT

SBT EFAPERIIAR, ERHAREREGE, B ‘WE™ . £ “BUAR #ETERS

RIRRIESR
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IREENEREFTEEREN, EEREIRPERERETRES ‘BRI .

R
R
BBAPIIERGAISEERGE, LB RRIESAISDKIERLLAPI
5.10 %75 APl
BURTTREAIAPI, TIFRHEIFAEAIME. APIRBERBINERE, AIFHRER,
APIRXSZISEBAPIR AL (MhRA . AR, AHhIEMNAHRIMNG ) , FH3235
[EREIARERIAPIH SERRZA o
AR
o EXRHHIAPI, HIELERE, FEEMAHAEBENEHEERSIIMET.
o E—TAPIEBMEFRIZICR0REMNAHHE.
BiiRRe
[SeltE 78
&% API

ST HNAPIRKIEFIATRE .
S]2 RIELIR S EANSHE E75EEH.
S]3 EEMSHEER “APIEE > APIDA” .
TRA BRAASH .
SR|5 £ “APIETT” IHE, HEEGAAIAPI, BE “AMRIRAT .
£R6 EERAPIFEEHIINNEG, FHESEMIHA,
[0 #88

o WIRAPHEEEMREHRERT, BREHENESIZIENAP.

o MREERNRITSEECRENRE, TR ECBRE.
S| B “HE” , APIRTRINGE, “ARAGRITIRA” ZEE FARNTBRNSERK.

EARMAIAPIR S EtERFZEEISIMEMIRSS, DTLAEEPSAPINEXIMEHFT
2o ZIRMEBSEULAPITEREERIMRE L EZHILD, BHREESFERLLAPIRIER
&, SEIEGTERIAPI, B “T&” RiEl,

R

BEAMHE
1 £ “APIiz{T” THE, &R FEEAMHERYAPI,
T2 BE ‘B> kHHE7 .
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H$|3 ERBFAEST, B “BERAT , BHIRSFERERHEE.

BEAPIEAESE. APIEK. BiRiER. ASENX. SHE . EESHNREE
&,

WRIBERE ZRINRANLRINRA, WERARET, BE “URELRA" , 8
“UIHRZICARA” JHEIE

BE “HE” , SRR, EIRASENER “SEhRA" , RIERER
o

APIIEREERILLAPIETS, APIZEN “HEIRAK” RENSH, FREREINRERE
BIAPIZSE,

fBign, 2018588 1H A ERELEASEIMERIAPIILECETNIRE N “#EXI0UEL” , 2018
F8H20HIEMAPILENEIRE N “BIRILE” , HAMEIRELEASEIME . AEIRE
20188 A1 B &MU A HEIRA, ETAPIERZEERLLAPIES, APIFIITEEL
1 “HBISOTER”

-

&% API 18229 FAQ

MAPINEN REEEENHAH?
APIEZAREIRELEASEIMBRILAIER AR, AZfEIIERELEASEIRELRIAIE?
APIEGREIFRERERRE, SEATRNGERIRSIE?

5.11 % API

EXRHRIAPIENEMRRFEEEXIIMEMRRSS, TIAERPEAPIMEXIEHT

o

IZIRERSEUAPITEEERNIMET EWIAE, BIHIREESHERLLAPIRIFAR .

HURR SR
o ERIEBAPISEMSEMAIAPI,
o APIERMEIZIAE.
BELR
S HNAPIRIKIEHI ST
S RSN SEAMSAE EFsESdl.
$I3 EAENSHEZIER “APIEIE > APIDA” .
STA BEAPIGASH, HNAPISEFERE.
. E;E;Fé)%APlo HEEERAP, AEEGLERRE “T&” , il " T5%API” X
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o HMEBTHAPI, =ZREIITTL10001API, B “HtSIRE” , ERAP, REHEE
T2ii, @ “ T&API” IHEE,
SIS EIFAPIZETERNE, Bk “BE” , THRAPITZ,
[G4EER1E

BISAPITZS, TLUBITHIERAPI, BEAULLAPIET SHERYEE.
5.12 A& API
5.12.1 [RHEI 53415408

FEAPIRKXPENSESEAPIRS, REISFHESMENTER:

PRH1AR

o APIMXSHIRH, WITFFR.
- APIMXE AR formDataflbody BRIBERESEEN o
- APIMFEERSZiFconsumeslproducesEN o
- APIMZ%R, headerfIBRISHEIR, FRHOKNE,

o [SURREEIREI, WITFIR.
- BOAEIREREIHTTP, RE&FiRsIFHTTP. HTTP-VPC
- BUABIRSEBVAHTTP-VPC, HREEFRiHZIFHTTP. HTTP-VPC
- BAEimEBafunction, HEEEiImSZHFfunction
- BAGmERAImMock, FEEIHSZIFmMock

MG

e Z¥FOpenAPIHBE.

OpenAPIHISE (OAS) , BEN—MREN . SEARRIZEES TXAIRESTIul API
HIMSE . OpenAPHILEAIRTS ESwaggerfibE, APIRIX B RISIFFAFIOpenAPIA]
§B: Swagger 2.080penAPI 3.0, ATHERXS, FXHOASEROpenAPIHE

(8 &sSwagger 2.08(0OpenAPI 3.0 ) , SwaggerZ&Swagger 2.0815E,

OpenAPIZER/ROpenAPI 3.08158 .
o  APIRXESAFHSHAIOASKISR, SAPIMKITREMAIMEIXE .
o BERBEEBSAPINXSHERER,
o APHERBREEIRIEEZER.
o S AAPIRISZHFRIAPIKH B=EL .
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& 5-18 OAS M55 APl RIKIIRE X AIILET X R
Swagger | OpenAPl | APIR% | EARHTH SHRT
PUE R POE
(LA3.0.0
H61)
info.title | info.title | APIDE | SAZIFIDE: # | ERADHEBIR
BFR B LR ZFR
SANIEEHHE: X
5
XERNF. =B
F. Tk, BReE
PAZEZ iR FFk
3 ~ 64FTF
info.descri | info.desc | APID4H | SAEIFRIDE: #1 | EXRADEBERER
ption ription PG B LRER
SENIEERHE: X
f5F
info.versio | info.versi | iRZ FNED: BFiEE
n on FRIEENEFAZRIRT
i8]
host serverurl | APID4E | K{FEH LSE(ERAPID AR
%3 F—BEENEE
MRPERIEBRE
Mgk N{sE A5 4HAY
M7 A
basePath | - - BS5BFAPRIEK | RKER
RIS R(E
paths.pat | paths.pa | APliE3K | SbasePath#fiFiesk | IEEFZRNAPIEKRIER
h th it e YERAPIEKIRE
operation. | operatio | APIZ¥R | fENAPIRIR IEF HAPIZFR
operationl | n.operati
d onid
operation. | operatio | APIiEIA | fE/SAPIEIA EFR SAPIER
descriptio | n.descrip
n tion
operation. | operatio | APIglif | {EIAPIERSH HREHAPIERSE
paramete | n.param | &SRS
rs eters
operation. | - APIgI® | YEJIAPHERIMY HEFESAPIERIHY
schemes TBERIMY
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AP| 3
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Swagger | OpenAPI | APIRI% | SARHTH SHEHTH
TR IR IR
(LA3.0.0
761)
operation. | operatio | - RER EEiE Fedefaultliy iz
responses | n.respon EX
ses
operation. | operatio | APBAIE | APBAIEAR HFEHFAPRAIEST
security | n.securit | 7530 #L&x-apigateway- | £5&x-apigateway-
y auth-type auth-type
R 5-19 IERSEEEEM AP X SHEERER
OASEE! APIRISEEY XIFNSHREIEFR
integer number maximum
long minimum
float default
double enum
required
description
string string maxLength
minLength
default
enum
required
description
Heen Zc HF
#& 5-20 AP IBRIERERIEEER
iBiE OASZERY APIRJ><
Jusers/{userName} X THF
Jusers/prefix-{userName} Y BIimIE R EN A2
Jusers/{userName}-suffix [EimiERE X255
/users/prefix-{userName} -
suffix
Jusers/{proxy+} S-EE BIIRIEREN 715
[RimIERE M A HF
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5.12.2 &S\ API

¥8§SwaggergOpenAPIEEX HIAPIS AEIAPIN K, TIFSAZIFHDEMNSNTETS
EFFS . BAFIREERAPIEN PIMEAPIRELT BEN .

SIS EEEE

BAPIEXSAEI—MHIDE, SATEFRFAZEMNEIZE—HIAPIDA, ¥
SABAPITEEZSH.

ERTFE—DERBETEAAPISAZIAPINK,
SENAPIEI, 1EFELATEIR:

e APIMXFAPISHEHFNAPIFIECETH BT K o

e {FMASwagger infoakOpenAPI infofdtitle/ESIAPISHZIR, FHEZEAIAPISDES
MHAEESEARIAPIDHEHBZRES .

o SAHAPIEXH, MIRFHEPR, BARBEREASABLREINF, STSARIAPI
SERENEI, EEAHAPIR RRENEH. BN SNRIAPIE X 1R 2/\%
%foEﬂ%@?Eﬂ FEHERHAPI, BRAKLEANBNAPISEREANNI, EEANS

SUSS

o ﬁﬂ%ﬁ}ﬂf BEE, B8NPI BEMNEMRSEAKEE (ACL, REiEsl
% ) JRERART, )\J BEOEREE (ACL, REEHZFE) .

. «E_’r)\E’JAPIT SBMRHBIINE, SARTLUEE ‘R &FE “HEk
*E 7 ’ u E.“’)\E{TLLF?EH
SANIEALEFEFR

BAPIEXENEI—EBNSH, SATERFAMIFSEFERRIAPI, J2REH
IBRIAPIS N,

BT HRIAPIEE —MEERIAPISAZIEBRIND A,
SAAPIgI, BESLATEI:
o APIRXAHAPIRECELHER K.

o SAHAPIEXSEBRIAPIEN HERET, EAILUEEERSANAPIEN BEEE
HIAPIEEX,, ESZ%G%%EEEI’JAPIEE)L LRI SABNAPIEX 2 BREAKK

o INREFYREEZ, SSANAPIKY BREXMBZIFSEGRE (ACL, REEH
&) ZFREEET, LJ BEOERE (ACL, REEHE) .

. E)\EUAPITAEEJJEE:EtUET 1B, SARALUEE “MEAR 5 “‘HEk
7, EALABITIEERE.
BRIELR
£ HNAPIR IR A THE .
£ RIBLPRSEANSHE BRI,
T3 EEMSHEIERE “APIBIE > APIFIER”
FBA BE “SAAPI” , BKNEEESESANAPIRIUS .
Al LASELITRAIS AAPIZIAPIRI X :
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EAHTTPEE SiRRSSAPIGI
SAHTTP VPCERFiRIRSSAPIRA
S \FUNCTIONZEBY R ARSSAPIIR G
S AMOCKER SiRARFZAPITAI

R

S\ HTTP 2B [FixiRSS API 7=~
BEIAMNEIIE RS RABIGETHIEAPIEEN,,

Swagger;=fj:

swagger: "2.0"

info:
title: "importHttpEndpoint10"
description: "import apis"
version: "1.0"

host: "api.account.com"

paths:
'/http/{userld}"

get:

operationld: "getUser3"
description: "get user by userld"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"

description: "authorization token"

type: "string"

in: "header"

required: true
- name: "userld"

description: "user id"

type: "string"

in: "path"

required: true
responses:

"200":

description: "user information"

x-apigateway-request-type: "public"
X-apigateway-cors: true

x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "HTTP"
parameters:
- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
description: "user id"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

securityDefinitions:

[BimIRSS LRI AHTTP,
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apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
title: importHttpEndpoint10
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
'/http/{userld}"
get:
description: get user by userld
operationld: getUser3
parameters:
- description: authorization token
example: "
in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
- description: user id
example: "
in: path
name: userld
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpEndpoints:
address: example.com
description: "
enableClientSsl: false
method: GET
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
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parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: user id
in: QUERY
name: userld
origin: REQUEST
value: userld
type: HTTP
x-apigateway-cors: true

x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

S\ HTTP VPC 2B FiwARSS APl 736

BEAPPINEF NSRS HRHIIIANYSZAPIEN , RiRIRS{ERVPCEIE.,

Swagger/=<fjl:

swagger: "2.0"
info:
title: "importHttpVpcEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/http-vpc":
x-apigateway-any-method:
operationld: "userOperation"
description: "user operation resource"
security:
- apig-auth-app: []
schemes:
- https
parameters:

2024-08-07
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- name: "Authorization"

description: "authorization signature

type: "string"

in: "header"

required: true
responses:

"default":

description: "endpoint response"

x-apigateway-request-type: "public"
x-apigateway-cors: true

n

x-apigateway-match-mode: "SWA"
x-apigateway-backend:
type: "HTTP-VPC"
parameters:
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpVpcEndpoints:
name: "userVpc"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
/http-vpc:
x-apigateway-any-method:
description: user operation resource
operationld: userOperation
parameters:
- description: authorization signature
example: "
in: header
name: Authorization
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
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x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-app: []
servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpVpcEndpoints:
cascade_flag: false
description: "
enableClientSsl: false
method: GET
name: userVpc
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
type: HTTP-VPC
x-apigateway-cors: true

x-apigateway-match-mode: SWA
x-apigateway-request-type: public
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses: {}

S\ FUNCTION B! FimiRSS API 7345

BEIAMINEIISERSEHRAMIGET A ZAPIEEY,, [GinARSSZEE AFunctionGraph,

Swagger/=<fjl:

swagger: "2.0"

info:
title: "importFunctionEndpoint"
description: "import apis"
version: "1.0"
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host: "api.account.com"
paths:
'/function/{name}"
get:
operationld: "invokeFunction"
description: "invoke function by name"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "name"
description: "function name"
type: "string"
in: "path"
required: true
responses:
"200":
description: "function result"
x-apigateway-request-type: "public"
x-apigateway-cors: true

x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "FUNCTION"
parameters:
- name: "functionName"
value: "name"
in: "query"
origin: "REQUEST"
description: "function name"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
functionEndpoints:

function-urn: "your function urn address"

version: "your function version"
invocation-type: "async"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpEndpoint
version: '1.0'
servers:
- url: >-
http://api.account.com
- url: >-
https://api.account.com
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paths:
/function/{name}:
get:
description: invoke function by name
operationld: invokeFunction
parameters:
- description: function name
in: path
name: name
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
- description: authorization token
in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
servers:
- url: >-
https://api.account.com
x-apigateway-backend:
functionEndpoints:
alias-urn: "
description: "

function-urn: "your function urn address"

invocation-type: async
network-type: V1
timeout: 30000
version: "your function version"
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: function name
in: QUERY
name: functionName
origin: REQUEST
value: name
type: FUNCTION
x-apigateway-cors: true

x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default

components:

responses:
default-cors:

description: response example
headers:
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Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

S\ MOCK 2B 5ixARSS API 7~-fl
BETINERNGETHIEAPIEYX,, FinlRSZEEHIMOCK,
Swagger/<fjl:

swagger: "2.0"
info:
title: "importMockEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/mock":
get:
operationld: "mock"
description: "mock test"
schemes:
- http
responses:
"200":
description: "mock result"
x-apigateway-request-type: "private"
x-apigateway-cors: true

x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "{\"message\": \"mocked\"}"
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
-url: >-
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http://abc.com
-url: >-
https://abc.com
paths:
/mock:
get:
description: mock test
operationld: mock
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
servers:
- url: >-
http://abc.com
x-apigateway-backend:
mockEndpoints:
description: "
result-content: '{"message": "mocked"}'
type: MOCK
x-apigateway-cors: true

x-apigateway-match-mode: NORMAL
X-apigateway-request-type: private
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

SRl
BESNRIMAPIEFHEIFRET, LIEAPEREERM.
5.12.3 & API

SHJSON. YAMLELYMLIZTCHIAPI . APIMESZIHFENMAPISHINHIEAPIS Y
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RMES R
1 HANAPIMEIEHIASTRE .
T2 RIELFRUSEEANSIE _EAEES),
$I83 EANSHFESER “APISTE > APIDAE” . B AASTARRES ‘817 .
SELMSHZERE “APIEIE > APIFIEK” , BE “SHAPI”
TEA RESHSH,
% 5-21 S API
25 15488
API9>4E TEIREFSHAPIFRERIAPISEH
BTG GRS APIFRTERIIAE,
API HIASTEAPIDERERBZRIRERIAPI, IIRFTEESEED
BIAPI, B “‘BENEHAP” , iEEEEHHIAPIZ
*fj-{o
APIENSEE o EtEN: SIFEAPIRIRBERENXENEN, ~EIFE
EiRIRFBEN . HPAPIFImIEKREX IR T Swaggeriil
SEENISN, TEIEAPIMXHI—LtSwaggerdl B
B’ . EATFHERLSwaggersiOpenAPIFETUHIAPISIAETE
S{O
o 2ETEN: BIFAPIRIRIERENX . FimbRSENXFNa
RNTEN . 1EBTFIEAPIE X F D /ISwaggerakOpenAPI
X4,
o TEEN: BIFAPIEIRBEREN . BimbRSSENFI
NENX, TEIFAPIKEASREITE] . IHaEHIEREE
STRAITEN -
SHER 1%1ZISON. YAMLELYML,
BE XA NELAPIBEMIRAEAS , IR ZEBIEERAS, EIA
EIZEENRIEIR
OpenAPIiRAS EFES Y Swagger 2.0850penAPI 3.05E X AJAPI,
IS5 BE ‘B, aERSEER, HETEHNHE.
5124 I RENX

5.12.4.1 x-apigateway-auth-type

BX: EFSwaggerfJapiKeyt\MERETL, TEXAPIMESZIFAMSEINES o
{EFBis: Security Scheme Object(2.0)/Security Scheme Object(3.0)
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Swagger:

securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPIfl:

securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

% 5-22 S¥H8H

8% = | EE 5ER
WA
x-apigateway- | 2 String APIRIKINIEFS R, SZ#5AppSigvl. 1AM
auth-type
type = String INIEZERY, {X3Z#FapiKey
name B String BFIAERISEHZIR
in = String {3z¥Fheader
description & String HRMEE

5.12.4.2 x-apigateway-request-type
BX: APIMXENXRIAPIERZEE!, Z#Fpublicilprivate,
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
Bl
paths:
'/path:

get:
x-apigateway-request-type: 'public'
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% 5-23 SH0RH

2 =E | KB L]
WA
x-apigateway- | & String APIZERY, #Fpublickprivate,

request-type e public: RAFFZEBRIAPI, AILAEZE,

o private: FABZEEIAPI, R E
ho

5.12.4.3 x-apigateway-match-mode
BX: APIRMXEXAIAPIERURLAIILEET, ZHEFNORMALFISWA,
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

i
paths:
'/path":
get:
x-apigateway-match-mode: 'SWA'

% 5-24 S
e B2 | %3 5063

x-apigateway-
match-mode

String APITCEZ &S, SZHFSWAFINORMAL,

e SWA: FIZRPTES, @0 “/prefix/foo”
#0 “/prefix/bar” &f=#R “/prefix ”
Ptle, 18 “/prefixpart” &ASHEIT
[iTv8

e NORMAL: #330CHE,

5.12.4.4 x-apigateway-cors
BY: APINXENXHIAPIERESZIFEL,, booleanzkE!,
{EFBis: Operation Object(2.0)/Operation Object(3.0)
Ml
paths:
'/path":

get:
x-apigateway-cors: true
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% 5-25 SH0RAA

cors

o true:

o false: A%

2% =E | B 1588
x-apigateway- | & boolean A X REHIERAIRR

FREEEAEIAPIER, MNSIEANG0 TSk

LA TR SLiei{E iR
Access-Control-Max- 172800 FRAS N A B KB fFAT[8)
Age BT s

Access-Control-Allow-
Origin

FEVHE(TE .

Access-Control-Allow-
Headers

X-Sdk-Date, X-Sdk-
Nonce, X-Proxy-Signed-
Headers, X-Sdk-Content-
Sha256, X-Forwarded-
For, Authorization,
Content-Type, Accept,
Accept-Ranges, Cache-
Control, Range

IETVIER 7o IFAISK I,

Access-Control-Allow-
Methods

GET, POST, PUT,
DELETE, HEAD,
OPTIONS, PATCH

IETVBRAIFRITTIE

5.12.4.5 x-apigateway-any-method

BN APIRNXEMBIAPIERTE, FLAPCECRS
{EFBiZk: Path Item Object(2.0)/Path Item Object(3.0)

<l

paths:
'/path":
get:
produces:
- application/json
responses:
"200":

description: "get response"

x-apigateway-any-method:
produces:
- application/json
responses:
"200":

description: "any response"

| ]

B EE

MHHTTPA %,
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% 5-26 SR

el =E | KB 588

Wi
x-apigateway- | & String APIEKRTTE
any-method

5.12.4.6 x-apigateway-backend
BX: APIMXENXHIAPIFIRIRSEN o
{EFBis: Operation Object(2.0)/Operation Object(3.0)

0

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "backend endpoint type"

& 5-27 SH0RHA

28 m=E | X8 5iE8
x-apigateway- | & String APIRIRIRSBENX
backend
type 2 String [EimARSSZEE, SKIFHTTP, HTTP-
VPC. FUNCTION. MOCK
parameters B X- RiwSEEN
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPZEERIRARS E X
apigateway-
backend.http
Endpoints
httpVpcEndpo | & X- HTTP-VPCEE SRR SZENX
ints apigateway-
backend.http
VpcEndpoint
s
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2% =E | XkE 588
functionEndp | & x- FUNCTIONZE B [RimBRSS E X
oints apigateway-
backend.func
tionEndpoint
s
mockEndpoint | & x- MOCKZEE FinmbRSZEN
s apigateway-
backend.moc
kEndpoints

5.12.4.7 x-apigateway-backend.parameters
BN APIRIKE M BIAPIFIRSEEN o
{EFBi%: x-apigateway-backend

<l

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true

- name: "userld"
description: "FHFRZ&"
type: "string"
in: "path"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"

parameters:

- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
description: "FHR&"

- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "ERE&E"
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% 5-28 SR

24 2E |’ pizhil
WhITE
name = String SHER, HFE. H=F. TUE. &

2. AL, UFEFFL, &RK32FH
headerfi ERIZHBMRAK D K/NE

value 2 String SHE, HSHKIEHIREQUESTRY, B
NERSEZFR

in = String S¥MUE, ZiFheader. query. path

origin 2 String SHBRGIRIE, ZHFREQUEST.
CONSTANT

description S String SHE iR

5.12.4.8 x-apigateway-backend.httpEndpoints
BN APIRFEEMAIHTTPEEIAPIFIHIRSZ EX o
{EFBi%: x-apigateway-backend

<l

paths:
'/users/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"

httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

& 5-29 S¥HAH

B8 = | B kil
WAk
address 2 Array [EimbRSSHEE, &0 <iHBEkIP>:
[port]
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WhiE

scheme 2 String [RImERIMYEN,, Z#Fhttp. https

method 2 String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS,
PATCH. ANY

path = String FImEKER, ZIFRETS

timeout B Number FimEkiERtata, U=, RaE
735000, HYESEEZ91 ~ 60000

5.12.4.9 x-apigateway-backend.httpVpcEndpoints

B\ APIREENBIHTTP VPCEEIAPIFIRIREZEN o

{EFiE: x-apigateway-backend

i

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "IAiiEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP-VPC"

httpVpcEndpoints:
name: "vpc-test-1"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

% 5-30 SRR

2% = | =E i8R
A1
name 2 Array VPCEERZTR
scheme 2 String [RImERIMYEN,, Z#Fhttp. https
method B String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS.
PATCH. ANY

2024-08-07

75



AP| 3

5z =12 5 AP 18
2% 2E | En Lol
%S i
path = String BimiEKIgE, ZHEETE
timeout S Number EimskiEntadia, BuEd, HRaEE
735000, EYESEE/1 ~ 60000

5.12.4.10 x-apigateway-backend.functionEndpoints
B APIMXENXAIFUNCTIONZERIAPISIHRIRSZEN -
{EFRi%: x-apigateway-backend

<l

paths:

'/users/{userld}"

get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"

description: "IAiiEtoken"
type: "string"

in: "header"

required: true

responses:
default:

description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:

type: "FUNCTION"

functionEndpoints:

version: "v1"
function-urn: ""

invocation-type: "synchronous"

timeout: 30000

% 5-31 2% AB

SH =h | =E 15488
S
function-urn | 2 String BRI ZTURNHBE
version = String BRERA
invocation- 2 String EREAAREY, ZiFasync. sync
type
timeout S Number REGERTRTIE), B{U=R, BREER

5000, BUESEE/1 ~ 60000

5.12.4.11 x-apigateway-backend.mockEndpoints
BN APIMEEMAIMOCKERAPIFHRSEN -
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{EFBi%: x-apigateway-backend

<l

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "iAilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "mocked"

& 5-32 SHURAB

e =E | EE 5eBH
WHif
result-content | & String MOCK;R[E]Z5

5.12.4.12 x-apigateway-backend-policies

BN APIRXEMBIAPIFiREREE

{EFBiZ: Operation Object(2.0)/Operation Object(3.0)

i

paths:
'fusers/{userld}":
get:
produces:

- "application/json"

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"
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% 5-33 SH0RHA

2% =E | XxB 588
x-apigateway- | & x-apigateway- | RE&Rix
backend- backend-
policies policies
type 2 String [RimARSS LR, TAFHTTP, HTTP-
VPC. FUNCTION. MOCK
name = String [BiRREEZFR
parameters & X- FiRSEENX
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPZEEURSZENX
apigateway-
backend.http
Endpoints
httpVpcEndpo | & X- HTTP-VPCERIRSE N
ints apigateway-
backend.http
VpcEndpoints
functionEndp | & X- FUNCTIONZEBUIRSZE X
oints apigateway-
backend.func
tionEndpoint
s
mockEndpoint | & X- MOCKZERURFBEN
s apigateway-
backend.moc
kEndpoints
conditions 2 x- RERSIHEE
apigateway-
backend-

policies.condi
tions

5.12.4.13 x-apigateway-backend-policies.conditions
B APIRISEE M RIAPISim RISt o

{EFBiE: x-apigateway-backend-policies

<l

paths:
'fusers/{userld}"
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get:
produces:

- "application/json"

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"

= 5-34 S¥UHA

2¥ 2 | kil
WhisE

type ! String REEFM KT, HFequal. enum.
pattern

value 2 String REESEIHE

origin = String REESZHMANRIR, SxiFsource.
request

parameter & String RIS KIR Srequesthd, 1BERA
SRR

5.12.4.14 x-apigateway-ratelimit
BX: S|ERERE.

{EFBi%: Operation Object(2.0)/Operation Object(3.0)

i

paths:
'/path':
get:

x-apigateway-ratelimit: 'customRatelimitName'

7 5-35 SRR

2¥ =a | XE 5ER
WA

x-apigateway- | & String SRS

ratelimit
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5.12.4.15 x-apigateway-ratelimits

B RIERIESIRE RERIEIRET .
{EFBi3: Swagger Object

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: second/minute/hour
shared: true
special:
- type: APP
limit: 100
instance: XXXXXXXxx

7 5-36 S¥%EA

2% = | s 5iEA
%S i
customRateli | & X- IEEITRATRESR
mitName apigateway- | gu(smiyasps qu-apigateway-
ratelimits.pol | ratelimit/@4HES | FIZERE SR
icy

5.12.4.16 x-apigateway-ratelimits.policy

r"!/—l'—

BEEN o
{EFBi%: x-apigateway-ratelimits

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XxXxxxxx

I)Il:j:

& 5-37 SEURAB

B8H = | EE 5ER
WA
api-limit = Number APIFERE PR
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WHik
user-limit & Number BB EBRE
app-limit & Number Rz Al REBR S
ip-limit 5 Number iRIPI5 IR BBR %
interval 2 Number it e i EESRE
unit 2 String TIESREREY B AR, SiF
SECOND. MINUTE. HOUR. DAY

shared & Boolean EEHEZRERE
special S X- KRS RS

apigateway-

ratelimits.pol

icy.special

XTRENE

5.12.4.17 x-apigateway-ratelimits.policy.special

B SHRRERIEEN .
{EFBiE: x-apigateway-ratelimits.policy

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XXXXxXxxx

3 5-38 SEUKAB

2% =E | KB 1588
WA
type 2 String YIRS RAEREY, STIFAPP. USER
limit = Number Pl
instance = String 45ERAPPER USERFIRTSRARIR
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5.12.4.18 x-apigateway-access-control
BaX: S|EBaEFHISRE
{EFBisk: Operation Object(2.0)/Operation Object(3.0)
Ml
paths:
'/path':

get:
x-apigateway-access-control: 'customAccessControlName'

% 5-39 S¥RHH

2% =y | EH 54EH
x-apigateway- | & String TSR
access-control

5.12.4.19 x-apigateway-access-controls
B HEEI R AR S KR RIEIRET
{EFBiE%: Swagger Object
Bl
x-apigateway-access-controls:
customAccessControlName:
acl-type: "DENY"

entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

K 5-40 2H45EH

BH =E | X' 5EA
WA
customAccess | & X- EEBFRAYIE = HIZRES -
ControlName apigateway- | g(#mizasas, ¥x-apigateway-
access- | access-controlBHES A HIZERS
controls.polic .
y

5.12.4.20 x-apigateway-access-controls.policy
BN hEEHIERIEE X o
{EFBfE: x-apigateway-access-controls

0

x-apigateway-access-controls:
customAccessControlName:
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acl-type: "DENY"
entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

& 5-41 SE0RT

2¥ =E | B 1588

acl-type = String iBlEEHfT/, ZIFPERMIT, DENY
entity-type = String InEEHIRTR, (NSZIFIP

value 2 String HIOEHIREE, Z2ME ¢, EE

5.12.4.21 x-apigateway-plugins
BX: APIRIXEXAIAPIHEHARSS o
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
il
paths:
'/path":
get:

x-apigateway-plugins: ['Plugin_mock']
x-apigateway-plugins

% 5-42 S¥i58H

B8H = S kA
x-apigateway- | & Array APIF4BERIIRFETIZR
plugins

5.13 & API 5%
APIBIESTHEELAIEAIFAVEMAP, BAURL, BFIRE. RENESER.

BREL R
£ HNAPIREIEHI AT .
2 RIEIRSEEMN S E75i%ELf),
$IE3 EoLIEEARLA THFRBAP, XiSHmE. &% . EIXERE,
$BA TEEMSHEZEE “APIEIE > APIFIE” , HAZIAPIZIET@E,

SRS BEAPISH, ENAPIFTEDERIFERE, “GIZAPI” | “HREE" | ‘KKEX
87 FRETSE LNEH THIFS.

s
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5.14 3ZFF HTTP2.0

APIRKSZHFHTTP/2 (B AMEMIMNEE2hR ) TGN, BEFRZHTTP2.0, BE—
E%U’f%ijt;%ﬁ\ ZREBHZERAISRKELERIGEN, i Emttat, SCIRIER
Me&itE.

AR

o HTFHTTP2ORZMKIMEZIZEILRY, BB AEREAHTTP2.0RHERBELRIS ERIMEE
5, MEZEFIRASIFHTTP2.0,

o W MBISLEIARSZIFHTTP2.0, IBEARIGAZISFHRSLA .

Binary Format —i#HI1&=(

HTTP1 xLAARIRZ &S, MHTTP.0SSFrEERISE NI RE/NGYEEF0MT,
HITENIRAZHFIERID . BNFERE (XK ) @i, “HHIERIFE
BEEARZHE, 1EHHEREEE.

MultiPlexingZ i8S

E:ﬂ}if%ﬂ’f%ﬁﬂ’ﬂ%ﬁﬂit, HTTP2.0RBHKIRZ MEE AL TR . REBFK
NIghy o

Ei%E TErEBEHERMNERZ LT, BNERTLRSIEHENER; B
BH— 2 MER, S MBI EFELE, REAUMRIEMESBRYRIR
INEFHEE . NMSCIMRIER, 1BFARER,

Header[&45

HTTP2.0{#HencoderskRi/0EEEWAIHeader K/, ERImSRZIREZBFREF—
fpHeader fieldsZ, BiaESheaderf&i, FH/MEWA), TIMSHFMHE.

2024-08-07

84



AP| 3
=z e i=1Ea] 6 API| S51&

API &

oR

6.1 EIZRERFHEEE API

BT RIERISE0, JIAPHRMERIEAZHISREEFNY FEaE

A
REESHSPNER, ABILERTE, BHZ2ERE.

RIS
o —MAPIRBESIE— MARIKEIEES .
o RESRIAPIASARERS, QENAPHBERISE, HESATIAPIEN . JAPIHEE
RESEITIEERTAING, SIS IRIIRIETR S EAIAPIERL
o RESROSDE. M. EWSLMEY, FRBEMEMAP.
o APYTEARIERRINKBMAERR, BRRTHRIASHE MAIENE
B
o IMRMIESAPIEHEXR, WHEEENTHIREE.
BUERAS

H£IR1 HENAPIREISHI AT .

S22 RIELIR S ELMSAE 75 EELE)
$E]3 EEMSHIZERE “APIBIE > APIERE” .
$H4 7T “RIESE M, B2 “OIEER .

SRS PEEEOEAVRIREE,
o IEMRES
e R E PR E RIS ES

N

(8,
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+ 6-1 RIZEE

2% iiAH

REEAR HSRIEABIR, RIBUSHABEEN . BINEIRE—
B MNIESRKIEETIR, HEERERRFEL,

REESERY ERRIEAVEE, FRIZEBAIRIIREAREY EaE .
izLild

NRIEEERLUTRIEAN R SRISEAIP AT, BBERR
ARIFARELHIZIERF R -

- BEERHESR: SAPINEELIOREEETIG
;?kaﬂ]ﬂrlf" Nk, BEh BB EIMEIERAPIRIEE

- HTTPIIRSLEIRGRES: SILABENXHTTPIAAZSL,
FIREIRIAPINE LY P ERC BRI Sk o

- uu.g?fﬁ%ﬂ OZRHE: mILABRH SRR /E PIAPIAYIRE
RE, XIFSERE.. EiREfETEMRE
E’Sl#%ﬁ%];w}; 0

- KafkaBEHEXER: KafkaBEEEERIBHTIE
APIFYIEEER B EHEXEIKafkal98EH, HERRF
SRENAPIRIARAREEE .

- BIR=RSRER: WRIREERAPINXERinIRSS HINItRE
IERRRS RIF R FRINENH

- B=HINERR: BEE=SIAEREREECRY
LIRSS HAPIRSB R TIAIE

ESREAEIAMESR .

RIBHIREND, XISRPEENHAEERMHLR .

TERIZRREER, REENBIERERE:

- BERFEHZRRIR

- HTTPIA L ETRRARIER

- mEiEH2. 058 ERER

- KafkaHEHEXSREG5ER

- BERERSRERIEA

- B=TSINIESRRERAA

i
5

H
R
o
D

o (EHRER
FEMSEREER, SIENBNRERE:
- mug?ﬁ%‘]%lﬂ%ﬁﬁﬂﬂ
- ipEEHIRRSIER
- BEEPRIRRA

55%6 EE “E [

J ﬂﬂ%‘”*%g?ﬁJEﬁULE’J%H &, IBECOIERIRN “IRIF” JIheE “w’R” &
BSHEN,
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AR
- RERERAIBRIRTE S ERIRIERESR.
- REEHREIERERRE IS RE
o RERCIRERE, BIEFENRIRIITEAPI, FHEEREIIIAPIE

R

FITRERSETE API
LB BERBESH, HNRIEFES.
S22 7E “REXAPI” XIERINERE, BE “4BEAPI” .
I3 THIBAPIDEIUR ARG, AEMEIAP
$B4 BE “TRE , YBETHK.
o  MEBENAPINTESBEULLERE, BEAPIFTETH “BE4D”

o UWNRISAPIFNERYPEULREE, WAIESHELIA0API, BEIIERLT “M487 .
ExZ[ERTEES81000MAPI,

e

6.2 B RIRHL = R

BEFZEUER, NNRRENREMARRNLENEEBR, WIREREEHEH
HUIHAYRIR . CORSAIFNLIZE MRS 2 A IXXMLHttpRequestiE=R, MTISCINES
winial, ESEEAERIREIES DARBEELIE.

BE R R R AL RS ETUEIB RS . Bah g2 EBEFiaiER
APIRYY FERESD, AJHRIE. RIBRISCILAPIRYESIEISIE
MARY
INRILHRBETE LAISEAIFASF, BRRRAIFARELAIZISITIRS .

EFAR S

o ETHERHESE.

o [E—APIDAET, HEBRKZRWFAEAPI, REEHER— M EBEZREZER.

o WRAPIFET “SH#FCORS” INALHIEIRT, tH4fE 7B A BREZSRES, MLA%D
ERIRIE

o  WMRFENMERIERTEOPTIONSHERIAPI, NLZiERIZR TFHIFRFEAPIIIRBIF
HEEIE R B E R,

o  NREE4BEAPIRT, APIFUIERTTEMMMallow_methodsH ABIFANERGE.
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=t

% 6-2 BLESEURAT

2%

ol

Allowed Origins

Access-Control-Allow-Originlizsk, $SERIFIAIEIAPIRY
AMEURI, SANURIZEFEREISGESIB -
WFRIEFSHEIERNIEK, AJLBSHERER “*7 ,
FRAFRETEIHAYAEIEK

Allowed Methods

Access-Control-Allow-Methodslafsk, 18EASIFFER
HTTPIEK %, EMEKRAEZEEREXESHEF.

Allowed Headers

Access-Control-Allow-Headerslgpzsk, $I5E
XMLHttpRequestiE SRR ARVFETHANEKLFE, 2MNMB
KLz BfFERERSGESIRF .

Hrh, @Ei5RLAccept. Accept-Language. Content-
Language. Content-Type ( BYE{X[E Jsapplication/x-
www-form-urlencoded. multipart/form-data. text/

plainfd ) BRARIFEIEKDIER, THEETZSHTRE,
L
o CUEBERRHZREET, BATEEAlowed Headers, &
RS RIET IR ENIERL,

o EHAllowed Headers)y “*” , RRAVFEEIBERLIEHNE
Bk,

Exposed Headers

Access-Control-Expose-Headerslahzsk, $8§E
XMLHttpRequestiE=K NI P e iHETHRINAN L FEE, 2
MRSk BfEAESIE SR
Hrh, EARNEKSkCache-Control, Content-Language.
Content-Type. Expires. Last-Modified. PragmaZkiAft
RN T, TREZSHFIRE,
Ll
o BOIEBIHEEHLZRIRAT, BIATBCEEXposed Headers, &
FVFRISEERRT)avaScriptUIS T ES 13 K B3R 1S AU R Sk A
( BRXMLHttpRequestXIZRHIgetResponseHeader () /5355515
RIEARNRNSL, Cache-Control, Content-Language.
Content-Type. Expires. Last-Modified. Pragma) o
o FEExposed Headers)g “*” , FRFAIFNILEEERIIavaScript
RS EERATISIEA D IRISRIUFT B IR LA -

Maximum Age

Access-Control-Max-Agelifizsk, IEEAXFUSIERIE
WHA, B . EEREIAR, EEERXAHTEIEK.

Allowed Credentials

Access-Control-Allow-Credentialsliafsk, &
XMLHttpRequestiExk A2 & ftifFi&ErsCookie,

o FXFRERTRAIT.
o FFXRXARTAIFo
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RN =N

"allow_origin": "*",

"allow_methods": "GET,POST,PUT",

"allow_headers": "Content-Type,Accept,Accept-Ranges,Cache-Control",
"expose_headers": "X-Request-Id,X-Apig-Latency",

"max_age": 86400,

"allow_credentials": true

6.3 HTTP gL SRR RE 1B

AP R 2 FSAPIMFKIR([E1 % FisAINaA, HTTPIER L 2APINER RI—ER5 . ZATLL
BENXHTTPIMREL, fEIREIRIAPINEL A4S EZECERNLL .

AR
SNSRULCRESTESAISERIRARSSS, BRI TR SLAIZIRFTR A o

{SEFAPR I
o ETHEEIHREM.
o  TEIEMAPIMKIEINAIR Safzsk ( x-apig-*, x-request-id% ) , BIEAPIRX
RMHAYCORSINAEEMNAINE R L o
[T= a0zl
% 6-3 FcESE05AA
a4 15488
Name MR SLEFR . BNRIEPREERNEBEZHRAMWASL (R
XHKNE ) , BRZHFIM0KMASL
Value IMASLAYE. 2 “Action” 5 “Delete” AHIARSLAYER
£, AT,

2024-08-07 89



AP| 3

FAFt5rs 6 API 5B
2% 588
Action MR LiR(E, EEILABER. N0, bR, BhEsEhtBisE
B9maRzk .
Override: B&=
o AP PEFEISERINERELAT, ERHEEIERSLEY
EE=CAMMNLAYE.
o SAPIRRN PEFESNSIEEMRNLMEREFRAIE RSk
B, ZRERSELEanN LAY EIR E—& IR LE
io
. ;APIH@MEPK??E?EEEE’\JHEM%E?, EIIE TR
Append: 70
o AP PEFERSERINGRSLAT, EHaiar LAY E
ANEIEamrEEZE, BESSR.
o HAPIIR PFES N SEEMMN AR RS FRAVIm R SL
i, S ERELAYER ¢, 7 #HERE, BiRIIHE
MRz SkAYE .
o HAPINBRNPAFEIEERINEIRSLET, FRI0=ZE00 AL
%0
Delete: fHf&
o HAPINBNPFEIEERIMASLAT, MIFRZEIMmAL
o SAPIRNFEFESNSIEEMNLEEEFRAIER L
B, MIBRFAEERIZTRAIIMAL
Skip: Bk
o HAPIGNFFEISERINGRSLAT, BhidHauimask.
o SAPIRRN PEFESNSIEEMALMERBFRAIE Rk
B, BSREREERNRE,
. iAPIH[ﬁ]F_\‘ZEPZ:T?E?EiEE’\Jﬂﬁ]FJ‘Z%E?, I EEN
Add: g
iieAplummqn%éﬁmaiagu@m;&, AN )0
RIAECE A
' "response_headers": [
{
name": "test",
value": "test",
action": "append'
by
{
name": "test1",
value": "test1",

"action": "override"
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}

6.4 iEfEH 2.0 SREERAA

MR 2. 0R A8 BT LABRHI A ASE N APIRORRIE IR S, SHSSEURE . BMimiE
BT EREAFRRE .

{EFA PRI

EcES#iRA

o EHifimiz
HLIIAPI. BF. &R, RIPHTZHEREZE, SCENRSIEHITRISHEINEE
—XUBEXRFES,

o SHIRIE
YiFtR#EHeader, Path. Method. Queryl\RERZFATEHHNSHEHITEENR
=,

o HTHIRIEANSHRAE
SEMNMERESEPHTIFENRE

(MERiY::
WNR LRI LBISERIA AT, BRI ARITA R LOIZIRFHRA .

o ETHEEHREM.

o  WE—MAPIHERSITHIRIRG, HEHERERF2.0%, RERHIFERS
£

o  SHIMIEMISEEAF-320FR; SEREIHINES I EN 1001,

o FREEABHRKIKEGS535,

% 6-4 BLESE0NAE

2% ECEi5AR

P W FERETRERE.

o SIHEEMZ: SHAME TLAINIPSE—ERILEER
¥, ERTHAER/NGS.

o SiHEERIZ: SHAMSE TLAINIBLEEIRIER /N, B
ATEASEIER/NNREE, ERTFHAERAS
=
2o

o BRE: LANBINTREZFEHITRIE, SHEHS
TELFIREMERERIER), BUNERESFE—EHIR
=8, BRTHA=EANFS.

RISECEE o EEANAPIEN
STEPMAPIHITRESITFES

o APIHZAH

SHPE T iR E AP TR R E RIS .
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6 API 5RE
2H B EiRAE
DEN mEPRFIRIATHS
o 5 “APIRERTI” BeSER, FREMUAEANEN
APIERIREL LR o
o 5 ‘AFPRERS" BcafER, FRBMMERAIED
ﬁﬁplﬁﬁlA%ItBEo
o 5 “EIERERS A ER, TREMMAERNED
EREIRRE LR,
o 5 “RIPRERT" BSFER, FrBAATERAIEN
IPHELHESOREL IR .
APIREIRS B MAPHERRDRE LIR.
5 ‘IR RAER, FREMIENNEMAPIERR
H R,
FAFREMRE BANFPERBAPURE LR, @1RAPRAIES TN AIAMIA
iE, APREREREIDRES; NRAPHAIERTLIAPP
NE, APRERIEWSIDXRES. WSIDFIIEIDIES
ETX “455ER7 BeEiR.
o B “APIRERF" .
o 5 MK’ BeEEMA, FRBEMATEANENEFIERK
IRELEDR .
o MNRFHKSTESNFHEFIBIAAPI, HEWSEITH
EARREUHTTIRS
R TR BANERBRAPIRE IR, (UEAFAPINREINES
JIAPPIAIIERT
o AL “APII}ILEBE%U 7
. '3 ‘I Bc/fER, %T%LLE]WEUI*]E’J%A‘*?E%K
RELERR
RIPRERS! BN IPHBYEEFBAPIREL LR -
o AL “AP|U|LEBE$U 7
o 5 Mk’ Bea{EA, FREMATEABIENIPHELHE
FOREL LR o
SRR SHREEREX. ARG, USHHEEHITRIZRS.
EXNBH EX BTN CENSE

o SHE: FATHNILENSEME.
- path: APERAIURI, RGEBOAEE
- method: APIEXKRTGIE, RABMINEE.
- Header: &35kkATkeylEo
- Query: QueryStringfkey(E .
- System: RS,
o ¥ ATFIESHINLEHHNSEHEBER S,
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A ECE )

A&

TEXMNAITCEC S, LARAPERERSIFIITR
B “AINEN 7, ERIIZ RN .
o N
gk £, ARSI RMRILR, BIE CENSH
RIS EETNFIRTSEAE, URBASHIE.
- =HET
- EARET
- patternAIENFRIAT
- enumAEHE, STSREZEBRRGESH R

L APII)ILEBELI:EU
APIIERR ISR A (E

o fFE
EMNREEFIINE, NREGAREE, N
AREEHIITKLL “RIEBEANEE” HITKRE,

flgn, 7= “""M”‘éﬁl” FIRIISE “Host” , SHUEE
1 “Header” ; £ “TEMHN” FFRINI—MA, PTECE
HIRER “ Host = www.abc.com” , APRER%IA10,

AF1</960s, FRFE60sA, XT?la?;QHEPHostﬁéﬁ%F
“www.abc.com” BIAPI, BAPLERIXENAZI10, SHR
BEH.

S S =]

ARERERX. AERE, “Hitinz” BAFRRER
H/ EERERTS “HFRRE” BRI AR ERLT
EVERES, LUSERRIEENIE,

KRR

FHFIDAKSIDERIREID,

o 4BEAPPIAIERIAPIES, FHFIDAIRBID, E&% ( API
MFXiEOSE ) bRy “SKEURBID” =15,

o HBEIAMIAIERIAPIRS, FHFIDAKSID, AZIFEMD
FIAMBF4E, B2% (APINXEOSE ) F19
“SRENKSZFIKSID” E,

HEFRMATEAN, tIEFIBRAPINGAE, FiBid

“Hiimiz " IAPEREIRENES

KRR

EREAREE, RENRMHER, WERHPAPIHER
KiE, T “Eitinz” fAPIRERFIE,

{

"scope": "basic",
"default_interval": 60,

"default_time_unit": "second",

"api_limit": 100,
"app_limit": 50,
"user_limit": 50,
"ip_limit": 20,
"specials": [
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{
"type app",
"policies": [

nwen

{
"key": "€9230d70c749408eb3d1e838850cdd23",
"limit": 10

1

h?

{
"type user",
"policies": [

nwen

{
"key": "878f1b87f71c40a7a15db0998f358bb9",
"limit": 10
}
1
}
1,
"algorithm": "counter",
"parameters": [

"id": "3wuj354lpptvOtoe0"”,

"value": "reqPath",
"type" "path",
"name": "reqPath"
L
{
"id": "53h7e7j11u38l30cp",
"value": "method",
"type" "method",
"name": "method"
L
{

"id": "vw502bnb6g40td8u0",
"value": "Host",

"type": "header",

"name": "Host"

}
1,
"rules": [
{
"match_regex": "[\"Host\"\"==\",\"www.abc.com\"]",
"rule_name": "u8mb",
"time_unit": "second",
"interval": 2,
"limit": 5
}
1
}

6.5 Kafka HEHEXER A

TIFWEEHRAPIRYEABREER KafkaEl,L,\}ﬁliﬁﬁlﬂﬂkE{ tTEAPIRSIFRARRE
#EIXZIKafkaRI8E], HERFIREXAPIRSERESER

AR
AU ERAELRISTHIP LSS, BHRREA TS TR BRI
{EFAPRE!

o ETHERIRSM.
o E—MAPIGLHIMRSEIIERSMKafka B AR .
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o APIHfEKafka BEHEXRRILS, MaSIRE30%.,
[iT= Il
£ 6-5 BLESH
2% EcE 15 AE
FHEEKXEE
Brokeritziit BES BirKafkafiEZE b, BSNEEXR, SN
XiES (,) BFH.
TopicERR ESHirKafka LIRATHIER
Key EHEHREKeyE, TrRAEEFEEKafkafIIEES X, ALY
REFEEGER. tRKey A, NHESHRFHEER
BEREES X,
KWEIH o HE#E%E KafkaskMEHEIRECE .
o EI{IRE: LWEHEIXIXE, SBEH0-5K,
o EifiafRATE: LMENERXITEER, SBE1-108,
SASLECEERE
LMY iEiZEBEirKafkaPrERINZ 2N .
e PLAINTEXT: BEXIANEANSRIRBFIAENY .
e SASL_PLAINTEXT: SASLEEFMAIERMY o
e SASL SSL: SSLAFIAIMEIMY .
THEW A E B¥rKafkalSiHEWI AN, EXIAJIPLAIN,
SASLARZ XY “Letmy” 1% “SASL_PLAINTEXT”
“SASL_SSL” FtEHE .,
SASLEYSSLINIERREERRYAF S -
SASLAFZHS XY “LetmyY” 1% “SASL_PLAINTEXT”
“SASL_SSL” RS,
SASLEYSSLINIMERFERRIEAF RS .
FEIASASLEEFZRS | N “LR2hil” #EF “SASL_PLAINTEXT” B
“SASL_SSL” IHERE.
BEES5SASLARPZEB—HE.
IS PN ES N “LLimY” % “SASL_SSL” ItEiiE.
SSLAIEFT{ERBICAIEBASR
TTHIEECEER
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28 EeEiRAE
RS EE HXBRES, SEETHNRERAFZRER.

Erh, start_time. request_id. client_ip. request_time.
http_status. scheme. request_method. host. uri.
upstream_addr. upstream_status.
upstream_response_time. http_x_forwarded_for.
http_user_agentflerror_type=rEREEEAERHEPIET, H
BRAFERFIAERETES

BERER HEXRETH, FEETRIAPIERER.

o HEEZBRAIER: Ditfs, FESASHEETIIE
KHeader&#, EANFRIEFERARIGES (,) PR, X
R HITERIRE

o HEEEBEKQueryString(58: 4ikfs, HESHEHE
EHREKQuery2HIEE . 2N FRIBFEREES ()
PR, HERHITEEIRE.

o HEGARBEKBodyIRMEE: QTikE, HEFRSETAPIER
AIBodyiREE

M) Ry 04 HIXRIETR, FRETRIAPIINER .

o AFZBANMMNLGER: AitfE, EESRASHEEFIN
[NHeader2#, SNFREFEFHAEES (,) PR, XiF
FER I TERIRE .

o AFEBANINBodyiRMEE: @WikfE, AEPELEHEINN
Body{& {58,

BEXANLEERE | #XIAEH, FEEFHIEEAILEER.

o Hiim: HSHASHEETAIRNRBESOGAERIIN RS
B2, SNMFREERARXES (,) 2.

o [Fin: EEASHEETRGRIRBESGAENIINFRE
2, M FREEARENES (,) DiR.

6.6 HTiRRESRER AT
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[EEER RS ERERERIIEENRR ER. SERKRSZKEIESR, HEsEX
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SNSRUCRESTE S AISERIRARSSF, BRI TR SLAIRIRFTRAS o
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2024-08-07 96



API %
FBFigrE

6 APl S51&

=t

X 6-6 FLESH

2%

BcEiRA

RERERCEE

o EENAPIER
STEENAPLEITIZS
o APIHESEH
SIYPE TIZREEAOFTBAPIE TS

oM RR AR A SRR .
o BAIMEL: WRERZRLUSIRIRSBITEAMA SR

o [LECSHIR: WrE=RLL “ECSM" PROIRE(FHAR
Ko

FiE=C

e MRS R AR AR .
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IREAN MBI DERR MR EELEE, WAIXRZ
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BRI EMEZMREIRBERADLATIEE, Witk

=R o

FREEHS (7)) Wi RRYITERRTIE), BRiR=R eI EARIZ ERE X
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o HE: MARRAIAPISIEIERE KENSERRIRSS -

o XA FRARFFEHRAIAPIASICIEREE & ENHTFinAR
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W= ERE, RimERAVEEAREERE,

e Mock: {EECERINENLERIFIIEiRARSS MMM EEIR
@0
- MockBENXRERS: [RimfRSSIIMAPIRTET .

- MockiR[EIZER: FRixikSZIARIBody(SE, JSON
B,

- MANLSE: EiwiRSSIMAAIHeaderS 4,

o HTTP&HTTPS: IEGEimIRSZIERIERBIETE
HTTP&HTTPS/Gi%RSS o

- LHBE: EAEFERAHEE N DEIRRS . R
®EE R, SREEIRAtIEREEE.

- [EiwURL: BcEERRANGHIRS SRt

- EiwEEEY (ms): [FiniRSSERAVEATETE], EIAS
5000ms,

e FunctionGraph: 1B/EinARSSERIERLGIEEREL -

- REURN: REERIE—IRR. 8F “7Fm” ,
A IME R SRR SSAIEREIURN

- REE: EERERHURNESEEE.

- WRA: EEEFERNRERA .

- ABZEEL: IEFERHEAVERRE,
Synchronous: FRELEM, BintAEARSE]
EREREZAMTHREIERER, BRimAX
BREALES, WEIGHRIIRNEXAEE.
Asynchronous: FRFLEA, FinREIRSZIE!
ERERERERERN, HITRINEREIERLE
R, RBFIHETHNER FTEERANLIEHBARYS
X, BERIRAKHERERNER.

- EiwiEiY(ms): FiniRSZSBERAVERATE, EIAN
5000ms,

e Passthrough: BEiRIRSZIERERKLEAPIRGIRR
22

FJo
BE RIS , ARG ERIRSINERFINS
KLSH
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IEROUFEILE B E RN FRAYARA SRR ERES, NS
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PR oREE o

o YIRICEEIBENMN, MHTRNAEERIARAFM
FOBEERRNE . SNRICECRIRIE E X MNARECEA S
1¢§§B§?&§€H§, AT EF5 BCERIBOARLA SRR
R

o WIRAKRMIEEIBENHN, WHIT ESEENFIAA
SRR RS

EX AT TACRIZ
o SHNE: SHEAPIERPIINE.
o S¥ ATHHINITEANSHSZ,

R BN BreqPath (i5KE84Z ) fMmethod (1EK7
%) B¥. BE “NISH” , IiNNEMTRESH

TE X

B E X BrER2RAO AN . S8 “RONAAIN” , BN
W, RERFEN EZTRIINFCECRIR, AEil T
BRI ST -

o DUECSRf4: B “ 27 RIBLERZHRLR . IRE
EXHEATETIN, TBEE “BFER” WRKEXR
HIToERE.

- =R%ETF

- I=AFRETF

- pattern SIERNZFRIXTL

- enumAKE(EH, BIMSHEBEZBRARIGESHIE

o MAFHIIRIRIEIRISEESE EHREIAMA S
AP RIRECE -

flan, FE “BESHEE , LIRFERID “rule01” F1

“rule02” W, “rule01” X7 “fAFEEE" HE

FE “BinbRRERE" , “rule02” WMEEFE. BiEsE

RAFIRT “rule01” PUECSRAY, ANRIUENISIZEE EHED

BERNAMARETEEREE (rule01 AR ERMAS

%), FHITrule01 BAYGEIRIERREE . ANRATENES

PREEFIMT “rule02” , LALLSEHE,

{

"breaker_condition":{
"breaker_type":"timeout",
"breaker_mode":"counter",
"unhealthy_threshold":30,
"time_window":15,
"open_breaker_time":15,

"unhealthy_percentage":51,

"min_call_threshold":20

2024-08-07

100



AP| 3
HPFPigE 6 APl S51&

B

"scope":"share",
"downgrade_default":{
"type":"http",
"passthrough_infos":null,
"func_info":null,
"mock_info":null,
"http_info":{
"isVpc'":false,
"vpc_channel_id":"",
"address":"10.10.10.10",
"scheme":"HTTP",
"method":"GET",
"path":"/demo",
"timeout":5000
%
"http_vpc_info":null
"downgrade_parameters":[
{
"name":"regPath",
"type":"path",
"value":"path",
"disabled":true,
"focused":true,
"id":"92002eqbpilg6g"

"name":"method",
"type":"method",
"value":"method",
"disabled":true,
"focused":true,
"id":"tuvxetsdqvcos8"

3,

"downgrade_rules":[

"rule_name":"rule-test1",
"parameters":[
"reqPath",
"method"
1,
"match_regex":"[\"regPath\",\"==\",\"/test\"]",
"downgrade_backend":{
"type":"mock",
"passthrough_infos":null,
"func_info":null,
"mock_info":{
"status_code":200,
"result_content":"{status: ok}",
"headers":[]
L
"http_info":null,
"http_vpc_info":null
B
"breaker_condition":{
"breaker_type":"timeout",
"breaker_mode":"percentage",
"unhealthy_threshold":30,
"time_window":15,
"open_breaker_time":15,
"unhealthy_percentage":51,
"min_call_threshold":20

Byl
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{L IMEREDD ( Token ) J94_--J%@?ﬁiﬂ¥9ﬂ ______ jJ
AR (

rEiER, KEAPSMAEER

(8&Token) > s Token .
Ll
ARy e TokeniiEm
(o -PHEENE, BREE e -----o00 SRS
o Foenmmamn

U EER [ ALFINE =75 E R AT AR )

) Wiy jﬁ
ki

RIS
FEFRRT, B5E T RRATIREM

EcES#iRA

% 6-7 ECESERAE
2% 1588
REEE EEFERMEBEEASE=HEONENIRS .

o i%F “fEM” Y, EESTURSHIREEE.
o EF “AMERT B, EELIURSAIGMENL,
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fRimURL

BKAEE
F3EGET. POST. PUT. HEADIEKRA %,
=R
HTTPERHTTPS, (&S E oy B EIRITEEFER
HTTPS.,
REEE (k)
NI “fER” EEER, TEIRE. EHFCCENR
HEERIR, MRREENREESE, Shallad
‘FhEREEE BlEE,
fRimiRSS b ( ATk )
NEANERREHBEEN, TEIRE.
BESENRSAIAEeiE, &0 “FEix0” . F
M EN RSP /e3E, g RS,
HTTPIMYERIAERE80IRE, HTTPSHMYEKIA{FEFE443
iwa,
izl

SRSz
’IZ
ENIREBAVIRE, BIIRSAYurl,

[GiwiBAT (ms)

SRS IERAVBAIATIE] . BRIASEA RIS fEinIn N ERT
gfﬂﬂ;g, HBAYATE) EPREIEEAPINKIZHIGH “BES
7 _Eo

BE N hostsLig;

(REEfEAREBERTE.
AR AR RHBEPIIRRSS SRR, RIFEEENX
i5RAYhostskis, BUARERIERP/RIGAThostL1E o

PR I=EE

SiRIPIIRES DRI T8 = S INERMATNREGA R4k
gg;%g%l‘iﬂ{ﬁﬁj , BRRRIPIERIZE, XSO HEMHIRGE
Ban, SoA, TRIPIHEES =0 FRE T =5 IAMERK
ROREGAZIL R ERIENE, MAIRIPIERIZE, BE25
HERIRARI=E .

BpKIR

1EMAPIRIATERPIREUL A EC BRI S EUR TR =T 51
EOSN ( ZKZ3F10 header2##0110 N query2
#H) . BHOXREESENTH, EBAPIRBIERNERS
%fo( header2#f1query2%8 ) ARASE =HEUEOHT
¥,

EAETC

FXARBRE, SEMRSAUR ( SENIRSEEEX
%EE%EWHE%J‘EEISX)() B, APIRIKABPAEZ = Fimis

RFETRIERIE

FXFERE, BETAPIRIRIERIKEBEIEEOSEN.
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IBRIEKRN (F75)

REFRE “AIFEFRIRERE" IHEE.
IERAR/NAFREBI SLAIAIFRIRAITRIEA/N . SLAIRY
EABEREXNATEAPIRNKES S ‘BESH” $&E
EO

RVFEHRIRERIER

FXFERE, BAPIRIRIERISEHZRSMUROBRZ
[ERRERIEOEN .

BR[O EAm

FXARRE, SRR, BEZHREIENIRSS AL o

SIS RN AL SLAR

SNELINEY, RIGIBIE NSRS IREIRINR A SLHFREN
L ECERISCER, (ERIWSS R,

BRASZIFECE 101 3LER

BZEIRT HXAARRE, ERRSFEREIAER “20 BF, FRRIAIE
J\Eﬁo
EINERICE R “‘ABENER" XAETERE.
HRIBEIRSS IR BRI L RIS E B F IS EERTTIR
g, maSkhEFELLARENSHE, FESHERSN
INIEEE .
EARHEE FXARBRE, RIAPIERILERE/BEBMNIGH T/
ITE=T TN
eSS L =E=4=<b
NREIRAPIER LB AR EMN , BARHITE=TIA
IEEA,
o EZHHNY
INRFIRAPIERILECRZEMN , BHITHE=TINIE
=
EXZH EX BT ANEISEL

o SHIE: ATFARNERNSHNE,
- path: APIEKRAIURI, RFEBNIABE .
- method: APIERTIE, EREARE.
- header: 1&EkLATkeylE,
- query: QueryStringfkey(&.
- system: RHESH,
o ¥ ATFIMSHNHHSHERS .
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BE NI 7, wEMNBIRFMNEG, £ “FH
FIAR” BER, KR “EXNSH PROSHBHFIR
%, URBASHIE,

o =HET

o =RRETF

e pattern HIENIZFRIXT

o enumANEE, SNSHEZEARNESHIRE

B AECE P

{
"auth_request": {
"method": "GET",
"protocol": "HTTPS",
"url_domain": "192.168.10.10",
"timeout": 5000,
"path™: "/",
"vpc_channel_enabled": false,
"vpc_channel_info": null
L
"custom_forbid_limit": 100,
"carry_body": {
"enabled": true,
"max_body_size": 1000
L
"auth_downgrade_enabled": true,
"carry_path_enabled": true,
"return_resp_body_enabled": false,
"carry_resp_headers": [],
"simple_auth_mode_enabled": true,
"match_auth": null,
"rule_enabled": false,
"rule_type": "allow"

mbi}ﬁ:fﬁJ% IH HE

mbi THXITNAR . SEANERSAENEEIREIIIAPIRIERIRE, FRiFERR
o MHHED TR R RARTRERES . N TRANSERENRS, BaLiBigelE
m&')‘”H& TXIEBDAPIRITIREES] o

{sEFRPRE!
o CTRFEHESM.

L4 APIm\JJl]m&”‘”HWfEéﬂzmu}"‘”kﬁﬂﬂ Q;BZETAM ﬂ—/\ﬂiﬁﬂiﬂ, _AAP|/\HE?)§
il /;lb?ﬁk‘vlﬂﬂéﬂi& {El | mu; %H&TMQWIE%AAM

o MNRAPIRIPEIZHRES, MITRFEHLA “BeESE
“ratelimit_api_limits” F92#=1TE.
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REIEZTR APIRIZRIEZIR,
E i o “BitiniE” 1 ‘HERE” .
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o HEMEHYIYIE TIZRIENFFBAPIHITERRESRIT
¥z o
A< MEMRBIREHL
o 5 “APIRZMRF" BeAFER, FrBEMATEANEAD
APIERIXE LR .
o 5 “HFPRERS BcaER, TrRBE([AENAIEN
FBRiERIRE LR .
o 5 “SIERERF" BLSER, FTRBE(AEIRAEN
ERERRE LR .
o 5 “RIPRERT BESFH, T RBATERAEN
IPHENHE SRR EL LR -
APl ERE! EBANAPIIE RS EIR o
5 ‘IR’ BEER, FREMATEARNENAPIERIR
#H R,
BRR=RE BENAPEBAPIRE LR, {NEAPINZSIANESR
APPINIEEEIAMIAGERHEFE
o BT “APIREMRE”
o 5 MK’ BAFER, TREMNIERNEANBFIEK
IRE R .
o WMEFWKSTESNFRHEFIAEAPI, IZEKSRITHY
RRREHITIRS
EIER=RE BENMEIERBAPIRE LR, (NEAPINZSINEST S
APPIAIERHIER o
o R “FAFREMRSE” 0 “APIRESREI”
o 5 ‘B’ BAFH, FREMTENNERBERIAE
FBR,
IRIPTR SR BN PHENEEFBAPLUREL IR o
o BT “APIR=ZRF” o
o 5 ‘MK’ BLAFER, FRREMNAERAYIPHELINERIX
#H LR,
iR K FEHI SRR AR
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o WMRFEEANEREHITAREEF], TLUE “REZFIRE” PARESERE
EHIREE . 4IEE, ZERIOREZIFHRERENRERS, MAPIREMABARE
2R E = H SRERPRS .

o WMRFSWEANEPHITREES, JUE “REZFIRE” bIHHEPHERSE
RS . 4EE, ZAFRRERISHREFNRERS, MAPIREMBFRE
P REEH SRESIRE .
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EEIERERE, HEREMZERED.
EnERERFERNE, 2E “BHRERT TE, #NEKRERERE.
BE NINMSHRERT ) B ORISR ERT AR,

B LA TR, ISR .
o ANNEEERE: BE ‘BEREE , HECHERRE, BARE,
o INIIEMENE: Bd “Hitt” , WA DMEE.
MERL
FHERMSENERRRRELEERN, LISRESEREENE.
BIEn: APIREIRFIE10, EIERBIRGUEN3, RN, BHER (FSIBA) RIRER

2, $5EERE (E1EB ) MIEEN4, FERAE1DHRESTLUAIEE T ZRZREEAIAPI 2
R, FEREBE1 D HARSAILUAIDYE TIZmIE REERIAP 4K,

-

AEPEERE IR

SR
£ER2

43

ERERIGFERE, B “SHER7 , EANFRERTE.

B “NINMSIHRERT , B CIRIMSEHRER T AR,
BAEPER.

% 6-9 1FKIEPER

SH 1508

fHFID SRENAYMKSIDEKIREID, i55556-4HR7 “45kEP”
15288,

57} EERERA, tHEFILEAPIRRKXE,.
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$RA BE “HAE” , STHEAEFASRI.
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B2, 455 (FHFIDAB) misER4, BPAME1DFY ARSI LULIEE TiZmi=RIgH
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TR
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%m’m); FaTLABIS IR B IPHE e KA B R B SR L E/ SOIFEAN I PHELE /MK S5 /1K
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G HISRESAIAPIA S 2IEEMIAY, RERKHIEEFIREHEAPIE, HIEEHR
B& A XIHPEAIAPIZERS o

EFAR !
o ETREIHESE.
o E—MAPIFER— M AEH R4 E— MERIRHIZEEADIHIOIEFIREE, —MAd
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SID, XZIFEEKSID, JWKSIDREMKSIDTFAIIAM
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B, RIGBINERS “B” 1818,
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XY “%B” 3 “IKSID” BREAE.
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BERERRATRRIRSSIGEAPIMXRISS, EAPINXIEREIRIRSH, RIEEIRR
SR,

B E AT KeyHISecretdlpl, EETIBEBUBETIAPIALLER , HESTHLN
FAPIS, APIRIXESHIES S IAPIERE, SEIMERNSSEE, KRS
BB SRERR S RHTES, BT S RAAPIEiT A Authorization
L g 2 A — MR AP AN .

o ETERHRESM.
o [EA—NEBEF—PMAPIRBEPE—NEZEH, — N EZZHTLUGESMAPI,

6-1 EZFARIZE

FAPI R HERRSE
EZETH EEEEH

EiEES , Bt Authorization

AP LhEaEERES

AF AP JRiwERS

FEEfatIEERER,
R EIERIE 2 H RS EAP

3. APIRKEEZERIEREXEEIRIRS, tATAuthorizationskFhBEAEEER.
GRS EIFRBIAFLIES (Hlf0lava. Go. Python. JavaScript. C#.
PHP. C++. CF) #TER, BITHLXIERERINAPINKIET KA
Authorizationsk P& 2 2B —HCRIRIGAPIRIG IR .
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BEREE EiFaesiIEFEL, BT
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e aes-256-cfb

Key IRIEEIZZIARE, HERRNZHRER

e HMAC: IESAPPIAIEFA{ERZEERIHIKey o

e Basic Auth: EBbasicd\iEFF{FERBFE.

o aes: HEHFaesIAIEFT{FERIZHkKey

e Public Key: EEpublic_keyi \IEFH{ERRIANA

Secret IRIEEIZAZIARE, HEERRNZHRER

e HMAC: ESAPPINIERT{FERZHEITHISecret,
e Basic Auth: EBSbasia\iIEFF{ERINZE .

e aes: EHEaesINIEFRERIIEE.

e Public Key: ESPublic KeyIAIFF{ERRIFASE »

TfiASecret BEE 5Secret—&AY(E .
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“R7 . “BEKRIEET # “IEKEERT . BEAPIIZIREAN “APIZEIT” T
m, £ “BinkcE” o “‘Bintiis’ XIEFKEAPIEREFE,
SREXAPIESAIEER
IRIBAPHERNZEINES AR, BEREEXANEKINIEEE:

IWEAR NMIHER

APPINIE ( B3 MAPIHRHEIREZAPI TR EEAIKeyF1Secret, LARIA

TAILE ) UEEE 2 Fr{#EFEAYSDK,

APPINIE (&5 [APHRHESKENZAPIFS U EIEAYAppCode .

TAILE)

APPIAIE ( WE EIRTIREXAPPIAIELAR BRE SUAIEFTFERNAIEE R .

TAIE )

APPIAIE EIAPIIRHE KB ZAPI R HUENEAIKeyFSecret .

( app_secretiA

iE )

APPIAIE EIAPHRHESKEUZAPIFHEHUEIRAIKeyFSecret o

( app_basiciA

iE )

IAMIAIEE ( Token | SREX=RRS FEIARKSER.

TAILE )

IAMINIE (AK/SK | SRERZ=BRS FERIAPKSHIAK/SK, LARIAIEESZFrfsEF

INILE ) #ISDK .,

IAMIAIE (WRE | REBSSRENAMINIELAR BESOGAERFEIIAMEEE .

TAILE )

BENMIAIE MAPHRHE RS RS HPEEFIHIEESUAIEER.

FoIAIE TEINEER .

i%))‘j‘ikift (APl | [@MAPHRHEREUBEKRSHPEETRIE=FIAIEHER.

£ mn

- IREUEIEAIKeyFOSecret:

EAPIMKIZHIGIEE “APIEIE > ZIEEIR” , EERESIFRTBHAPIFTRIN
TRIBIR, ENERFBRE, REVEIERIKeyFSecret,

- ZREUAIESZPR{ERSDK:

FEAPIRKIEHI IR “FEIFO” , & “SDOKEMIES|" EH THIINIE
SFfERSDK,
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- ¥%EYAppCode:

FEAPIMKIZHIGIERR “APIBIE > FIREE" , EERIIRPREIZAPIFTIEN
EIRAIBIR, BNERFIBERE, £ “AppCodes” XigA3REXAppCode.,

VEF API
(MERITY:
AEDIREEREIFLIANESHRERS, ERIRNEMSHREFERFETAE, WiE
RIECE . SSLECES . IREFIRSHEERRESHUSZER, ENSEWRINEHITEE.

1. fiEAPHEK, R~EIENT:
POST https://{Address}/{Path}?{Query}
{Header}

{
{Body}

- POST: iEKFi%, FERMIRINAPIRIERERFIRIANERT %,
- {Address}: iEKitbtit, FERIIRANAPIRIERIERFIRENAIEZ ML
APIERIZ= APIERSHACE

{E A= FAPI {ERMRSS S EchYEIE R e RS 4P ERTE = A
API, THERIIMECE -

{ERIPIERDEFAULT | APIFSiF{EFIPHhEFIDEFAULTS4E FRYAPI, T

$3¢BRYAPI FEHIMLE
ERIPIERIE o {EHAHIPHBNIES 1A EDEFAULT 34 FHIAPPIA
DEFAULT4ZBRYAPI UEAYAPI:

1. ELBIRIBECESE “app_route” 0
“app_secret” IREA “on” . R
“app_route” ZJ5, E—EETALENAE
ENEKRIBEFGIERIAPI
2. EEREERRINHeader&#] “X-HW-ID”
I “X-HW-APPKEY” , SE{EIAPIFfIEIX
EEAIKeyF0Secret,
vl
{ERESZIAE ( APPIAIE ) FEFBAPIRT, (REEERE
BhifiiNHeader2%{ “X-Apig-AppCode” #1 “host”
BNay,
o {HFIPHBLIEZAAIEDEFAULT S 4H FHIFEAPP
NIERIAPI, BEEIEKIBERRINHeader5#

»

host” .

- {Path}: BRI, FEMIWIKENAPIFEREEPIREANERIEER.

- {Query}: SiAS%, Ak, BN ‘SHB=SHEE" , HE0limit=10,
S/ ENSHZEER “&7 R, FREREAPIRIEREEPIREATER
SHHITIRE .

- {Header}: iERLBE, BN “SHEZ: SHEVE™ , HllContent-Type:
application/json, FIRIFIREXAPIRIEREE PIREAIERSEHITIRE .

- {Body}: iEKHEK, JSONIET ., FEIRIFIREXAPIRIEBERFIREAYER
FABHERHITIRE .

2024-08-07 148



API %
FBFigr

11 AR EAHI API

2.

HAPHERFIMAIEER

APLRAIES T APIERESHEE

APPIAIE ( 21N {FFASRENAISDKITAPIBRHITE R, BIAiESE ( API
i) WMEFFATSE ) B9 “{ERAPPINIEERBAPI” =15,
APPIAIE (EZIA FEAPIEKRFFIIHeader2%{ “X-Apig-AppCode” ,
iE ) SEENFENAPIFSE RSB FXEZI9AppCode, B

FBESEREN T,

APPIAIE (app_secret
TAIE )

o SLEIRECESHE “app_secret” BIg&EHR “on”
FHBapp_secreti\ilE .

o EAPIERFRNINHeader2# “X-HW-ID” , &%
{E93REXAPIRY A BE B HIREXZIAIKey o

o TEAPIERFFNNHeader2% “X-HW-AppKey” ,
SH{EIIRENAPIRSERE R IAENEIRYSecret .

APPIAIE (app_basic
IAILE )

o LAINEESH “app_basic” BiIEAN “on” , FF
[Bapp_basici\ilE,

o TEAPIERHFHINHeader&#L “Authorization” ,
SH{E N "Basic"+base64 (appkey+":"+appsecret) ,
Hrhappkeyflappsecrets 3 03KEXAPIRSERER
FRIRENZEIRYKeyFSecret,

APPIAIE ( IEIA
iF )

FEAPIERHERFHEEAPPIAIER] B E XOAEASAILES
=

15N 0

IAMIAIE ( TokeniA
iE )

SR EIREZFEEBDIAIEToken, ABEAPISRET
BIMHeader2# “X-Auth-Token” , SE{EIAIILE
Token, BiRiE2%E ( APINFEFFAISE ) B9 “TokeniA

) ==+

" B,

IAMIAIE ( AK/SKIA
)

{FFASRENAISDKITAPIBIRHITE R, BIAiESE ( API
MEFFAEIER ) B9 “AK/SKIAIE” B35,

IAMIAIE ( XUEEIA

FEAPIERFEIHEFIAMINER B E SGAERIAIES

ilE ) =W

BEMIAIE RIEEESOMERIENX, FEAPIERSHFETERIA
IHE R TIALE,

FTIAILE THINIE, RTEEEHAPI,

FE=HIANE (APIEE

B )

r‘gAPIT;%&%Z’%ER%X%%&EP%?%%’E’\J%ET:‘MEH%

N0

11.2 IALGEESL

EFBAPIES, APIRIKIBINAI FIMRLEZE Sk o
X-Apig-Mode: debugZ=7RiiuiziH2LENNAPIMKIEHEE o
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RGBSk fhR 5488
X-Request-1d | i&KID FiBEIREK, #BSRELSH
X-Apig- MAPIRXKERIEREIRTG | (XEEKRBELBAX-Apig-Mode:
Latency R[EEE LAY AR debught, REILLSE
X-Apig- MAPIRKIERGEiREIEIR | (NEEKIEELEEX-Apig-Mode:
Upstream- R[EEE LRI AR debug, BREI®RIRSZEELARIMock
Latency A, IREISE
X-Apig- APIREZHIEE NEEKRIBELEEX-Apig-Mode:
RateLimit-api | 5 debug, HAPIECE T APIREEH!
remain:9 limit:10,time:10 | A9, REILSE
second
X-Apig- BAFRREREEE RIEIEEE LB & X-Apig-Mode:
RateLimit- ). debug, HAPIECE 7 FHFREMRE
user remain:9,limit:10,time: 10 i, REISE
second
X-Apig- EERERTEE NEEKIBRLEEX-Apig-Mode:
RateLimit-app | s debug, HAPIEE T EIEA=IRE

remain:9,limit:10,time:10
second

BT, IXEESE

X-Apig-
RateLimit-ip

I}?I PUILEBE%M%:%\
~:

remain:9,limit:10,time:10
second

(REIEKEHE LB EX-Apig-Mode:
debug, EAPIEE 7 IRIPRERS!
B, IREIESE

X-Apig-
RateLimit-api-
allenv

APIZRIATRIE
)

remain:199,limit:200,time:

1 second

NEEKERE LB EX-Apig-Mode:
debughd, IREILESHL

11.3 $5iRA5

WIEFAPIET, TATRE

AR

BE FRPAIEIRD.

o BIAPIGEOEIEAPI, REEIRE, FENBRIGESE (APINXEOSE ) 19 “HiR

E% ”» =l:-0-0-

o (FFHAPIGEEIRIGHT, 1BLAEIRID (G0APIG.0101) JoiE,
SHTHIEK

%51951

HIRERHIFBEIERE, BAIIEN
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% 11-1 &R

=G | ERER HTTP | iEX BRI
b7 TN
g
APIG.01 | The API does not exist | 404 | APIRTEIEEKR | ICEEAFBAPIFR{E
01 or has not been KRMEIRE Bt . iB5KA
published in the A BBIERFICUERY
environment. APIRE—X; &
BAPIEE A7,
WNRAHEIEEF
i, KEIEKX-
Stagek2ENA
AR S; 08
UﬁﬁHAPIEﬁHE’\JﬁE
BEREEHER
APUEET_ RY92H
APIG.01 | The API does not 404 | APIERBER | lBEAPIERGE
01 exist. yees ERSAPIENRY
FiEMEE
APIG.01 | The backend does not | 500 TiEHE SR BXEARF
03 exist.
APIG.01 | The plug-ins do not 500 | TiEHEURMAED | BRERIARSEF
04 exist. =1
APIG.01 | The backend 500 | TEHKEIRIREL | BEERAZE
05 configurations do not =1
exist.
APIG.01 | Orchestration error. 400 kIR KMBEAPIEEAIET
06 EinsHEReE
APIG.01 | The custom lua script | 500 Luafi R EER | BRERARZEF
07 encountered an HEIR
unexpected error
APIG.02 | API request error. 400 | BERBHAAEE | FRGEIEK
01
APIG.02 | Request entity too 413 iB3kbodyiZ K RV Rbody A/
01 large. (KF12m)
APIG.02 | Request URI too large. | 414 BERURILT X RENERKURIAN
01 ( KF32K)
APIG.02 | Request headers too | 494 | iEkskidk (8 | ENERLAN
01 large. MERLKTF
32KEFrEIEK
L PRKEXRF
128K)
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ERE | E|IRER HTTP | iEX BRI R
RE
5
APIG.02 | Backend unavailable. | 502 fBiRA~al KMEAPIEBCENNG
01 ittt 2 A TR
APIG.02 | Backend timeout. 504 | [SimEBHT =y NN EIE
01 NSimAIR BT E]
APIG.02 | An unexpected error | 500 | FIEREEIR EXERARZ S
01 occurred
APIG.02 | Backend unavailable | 502 [EimAn] A KMEAPIELENG
02 ImiE KM RS E
[EimARSZE R IMY
—&
APIG.02 | Backend timeout 504 | fSimiBAT 1 KEBAT A B2k 48
03 IMNEimAYRL AT E]
APIG.02 | SSL protocol is not 400 | SSLEMMARAA | {EASHFAISSLID
04 supported: TLSv1.1 ZiE WHRAS
APIG.02 | Verify client certificate | 400 | ZFIRIEPIRIE | KEEZFIHERE
05 failed 5w BIEH
APIG.03 | Incorrect IAM 401 IAMIMIEHER( | faEtokenEd
01 authentication = i
information.
APIG.03 | The IAM user is not 403 IAMBBRARITF | KERRPEEHEE
02 authorized to access IHIa]API B2 R R
the API.
APIG.03 | Incorrect app 401 APPINIEEESE | EIBERIAIE.
03 authentication = R12. Eas#.
information. BRI RFER
NEE BR. &
2. BERIKE
H—E; KEER
imteeit a2 E
. i52E (Fk
B ) B9 “EH
APPIAMEE AP
BEPRESZRE
AYIE)ER
APIG.03 | The app is not 403 | APPASIFIAIE | IGEAPPEEIEIN
04 authorized to access API 15IaJAPI
the API.
APIG.03 | Incorrect 401 INEHEEEIR KEIANLHEERS
05 authentication 1EH#
information.
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=B | ERER HTTP | iEX BRI R
RE
i3
APIG.03 | API access denied. 403 | RAFIAEAPI | KEREESUAE
06 API
APIG.03 | The token must be 401 tokenFEEFT | EFMIAMIKEY
07 updated. token
APIG.03 | The throttling 429 | BHEREERE FRERFR RS
08 threshold has been E—'_I WNER AR
reached. 2RI HIEKEL
IR, i&4FEihsr
1
APIG.03 | The project is 403 projectA~RIfEEF | {ERAEfprojectih
10 unavailable. ia]
APIG.03 | Incorrect debugging 401 NSRS | BRERARSE
11 authentication 1=
information.
APIG.03 | Incorrect third-party | 401 E=HINEEE | RESHEE
12 authentication iR, INELW | IEH8
information,auth fail
APIG.03 | Incorrect third-party | 401 FE=HINEEE | RBESEKPEHE
13 authentication iz, BmiER | BE5E=AAILE
information,identities 142'4:'%1 yRIRIRE
error —&
APIG.03 | Incorrect third-party | 403 | E=HIANEEE | BEEEARSHIA
14 authentication 2=, HIOELR | 15kEREE AW
information,access SiEK, MRE,
deny NIREE=FIAIE
IRIERIBHIE D=
BMELARRR
APIG.04 | Unknown client IP 403 TERBIZERFiG | BREEASTF
01 address. IPHBLE
APIG.04 | The IP address is not | 403 IPHEIEAR RIFS | (B IPHBIE R
02 authorized to access i3] ERR RS
the API.
APIG.04 | Access to the backend | 403 FiwIPAFIFL | BimlPHEESin
04 IP address has been e 1af 2 XS R AY I Pttt
denied. AAiFipaE
APIG.04 | The app is not 403 | RMNZSEENIP | RERIPEEES
05 accessed from a AR N ERR | RS PEE
trusted IP address. F T RFeEIES
APIG.05 | The app quota has 405 | APPEEBHIAT | T9SLAPPECAR
01 been used up. 3
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=B | ERER HTTP | iEX BRI R
RE
i3
APIG.05 | The app has been 405 | APPH#RIRES RETE
02 frozen.
APIG.06 | Internal server error. 500 AEREEIR BRI F
01
APIG.06 | Bad request. 400 | IBEIBK BEERERSS
02
APIG.06 | Domain name 500 12 AR TR KMEHEHE, UL
05 resolution failed. RigZ22EHET
R Eprchily
APIG.06 | Failed to load the APl | 500 | ZRNNELAPIEECE | BXRIE AR
06 configurations.
APIG.06 | The following protocol | 400 | WMXA#REF, | eRASTIFAINMY
07 is supported: {xxx} RN ZE (HTTP/HTTPS )
XXXo 1518]
EE xxxLASE
PRI FRIA S
)i
APIG.06 | Failed to obtain the 500 TRIRENEIENK | BXERFARSZF
08 admin token. =)
APIG.06 | The VPC backend does | 500 | #F2IfazEin | BERIATIE
09 not exist.
APIG.06 | No backend available. | 502 ,xﬁ__f EENE | KEFRERREES
10 lffﬁ ﬂﬁﬁ ’ yﬂiﬂﬁﬁ{n o
5t ERE—
E3
APIG.06 | The backend port 500 | RiminEARIKE] | BRI
11 does not exist.
APIG.06 | An API cannot call 500 APIERES E )=y
12 itself. B, BIFEREHK
REEBIT10E2
APIG.06 | The IAM service is 503 IAMBRSZERIA | AR F
13 currently unavailable. E1);
APIG.06 | Incorrect third-party | 500 zxﬂﬂ%:?‘ié’fﬂ KMEE=HIAIE
15 authentication VPC RHBEETREL | AHBEERERDS
information 5 1Fff
APIG.06 | Incorrect third-party | 500 | EEE=F%N | REE=SIAER
16 authentication request RS EM SERIEE
information
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ERE | ERER HTTP | IBX BRI
fig
APIG.06 | Incorrect third-party | 500 | SKEXEE=H%M | KEHE=SIAER
17 authentication AR 3 M@ Rz S BERIEE
response information
APIG.07 | Backend signature 500 |itEEHESEE | BRREALE
05 calculation failed. g
APIG.08 | The IAM user is 403 | ZIAMAFRED | BRERARSZH
02 forbidden in the BiregionR#EEE
currently selected F
region
APIG.21 | PublicKey is null 400 BERTPERKE | BBEEAZE
02
APIG.22 | Appkey or SecretKey is | 400 | Appkeygk mEISKAIAppkey
01 invalid SecretKeyAa | 2SecretKeyE2 &
& ff
APIG.22 | Refresh token is 400 Refresh tokenZ~ | @& Refresh token
02 invalid Bik BRI
APIG.22 | Access token is invalid | 400 Access tokenA~ | ¥&EAccess token
03 aik EELEH
APIG.22 | ContentType invalid 400 ContentType#f | #&&ContentType
04 &i EEIER
APIG.22 | Auth parameter 400 | NIESHASE | REINESHES
05 invalid 1Eff
APIG.22 | Auth method invalid | 400 | INERZEAGE | RBIAESERE
06 1Ef
APIG.22 | The length of 400 through_datai#8 | through_datati<E
08 through_data is out of K BR300, RIE
range SCRRIETIEEE
through_datali&®
APIG.22 | The value of 400 grant_typef9{E | grant_type Iz
09 grant_type is not in EiE client_credentials
enum List . refresh_token,
RIEEPRE R
APIG.22 | Lack of grant_type 400 | TRAIEIEREY i~ Algrant_type
10
APIG.22 | Lack of client_id 400 | BROEFIRID | FRIIZEFURID
11
APIG.22 | Lack of client_secret | 400 | BR/DEFIRER | ivINZFiEZH
12
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HiRE | ERER HTTP | iBX BRI

K&

i)
APIG.22 | Lack of refresh_token | 400 | ff/Drefresh BEERIATIE
13 token
APIG.10 | Refresh token is 401 Refresh tokenid | EFikEXrefresh
01 expired HA token
APIG.10 | Access token is 401 Access tokenid | EHr¥kEXaccess
02 expired 2R token
APIG.10 | App not match refresh | 401 AppSrefresh KEclient_id2H&
03 token tokenA<[PLHg 1Eff
APIG.10 | App not exist 401 AppATFIE ¥&Eaccess token
04 EALEH
APIG.10 | AppKey or AppSecret | 400 | AppKeys MEIEKRY
09 is invalid AppSecretA~& | AppKeyzk

& AppSecret2%&
0z
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1 2 IREE

TR

12.1 SR FHRBUER API R

NRIEFEEZXEFRBRIAPIR KRS HITIIREE, SAILUERR—SMIALERS
( Identity and Access Management, fE#RIAM ) , BIIAM, EETLA:

o RIBEIWRINSSAEN, EERIZKSH, H[EHAREIREERINRITEZEIAM
AR, itRTHEE—REEIE, FERAPINKIRS KR

o RIBEVWAFRYERRE, REAFBRIHIANR, LUXZEIBRZERINRIEE o

o BAPIMXIRZFFZIEALELW . SUNEMKSHE SRS, XEKSHES
ARS A LUMRIES R TCIZHE

MRZKSELEHRTENER, FEEERTAIAMAR, EFLUMEIARED,
SIS EFBAPIM K BRSS AITIRE o

AETHENEYAPERIGE, BERENE2-1F7R.

RIS
SRPEENCA, BETHAPETIIRINE12-1, FESTIRBRETER.

£ 12-1 API MEIR G A B REE

Aot/ | Ek 251 R R

REEBR

APIG APIRXKIRSZBIIEERNIE. | RARE MRERIEIRERE R

Administra | BI%IRRYAF T LAERE E{thiRZZFRAVEIE

tor APIXRSZBAIFFETIHEE bR, TEE, WiEHE
EERMBE P AEIT R
RSZHA9AdmInistratori¥
PR o

APIG APINMXAIRSZEAEINIR . BB | RHKES o

FullAccess | iZANPRAYA P RILAEFHAPIR

KRS BINEE -
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12 NRETE

BN =

Rt/
REEBTR

%

(L3UES

APIG
ReadOnly
Access

APIMIKBRSSHIRIEI5E14X
PR, ABEIZNIRAIAFREE
EEAPIM%HE%ES§§{§

RGTRIE

o

12-1 5P IEIN APl MK IRSARIRIZ

Hig

¥

BIEAPEARN

¥

BIEARF

L)

FPZ SRR

—_

L)

]

BIZRFEFFIRN

HEIAMIZHIGEIEERAFE, FHEFAPINKRSHIRR “APIG Administrator” %
“APIG FullAccess”

N

w

BIZRFHIARRA
FIAMIZFIGRIZAR, FPRBEIANTREIZRBEFE.
FRPEFRFIRIENR
FEIZRBRERIZHE, WIEAPIRKARSHIRIR

12.2 APl X EE N8

INREFFNERIAPIMKIIR, FHEEIURNER, JLUEIREENREE . BENK
BRARETLAURINAGEARIR (Action ) i55% ( APIRXIEOSE ) Y “ IR FIZN

® .

BRISZFLA TS U2 B E SRR :
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o TMUUERIZBEENRE: THETHERIKEL, BHINMHNESHEIEERERR
5. BF. BR. FMERIBRE, JEIEMRE .

o JSONHIEICBZBEEMNRE: JLMEEERIBRIRG, RIEEAERRIERIEN
B, EALEEAEREERRSISONSIUIIRIBRE .

BRRIZSEESH: (H—BMAIERS ) F/ “CZBENRE BT, A&FH
BN B E FRIAPIR X B E X SRBEHER o

API % B TE N RS
o RAT: IZERFEIZEAPI. EIXAPIRIBUR
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

"Action": [

apig:apis:create
apig:apis:debug

]
}
]
}

o HI2: IEEAFRIEAPISA

EEREEERNESEMRIRER, SWIRBERMER. BPHEETRISRES
B, —MERIBYERINRERZFEAlowFIDeny,, ME{EDenyflLt.

WNRIFLEFFEFAPIG FullAccessHIRF KIS, (EAFTERFIHEAPIG
FullAccessHriE X HIBIZEAPIDERUR, ERILABIE—RIELEEIFEAPISERNBENX
%RE, ARBERPBAPIG FullAccesstIEERASIZ TP, RIEDenyt5cEM, N
BRPaI LT BIRRAPI D HIMNIPR EIRIE . B SRES BN T :

{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

apig:apis:create
apig:apis:debug
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13 IR IIFHIKRIR(F

1 3 SEITARSS SZISRIK IR

13.1 =®HITIRFEZISHI APIG #B{E5IER

FE=EHITRS

MREFBEWE . ICRNEBTIAPINKIRSIVRFES, BTXELZEDHT. BHit.
REMEFERNRZRE, BATRLTFERFITRS, BRESL ( ZHIHRS
FAFisr ) B9 “FB=EHIHRS ™ 15,

ZHITRSBELATII8E:
o ICERHITAR
e HITHTEN
o HITAEEENE
o EHNHINE
o KIBBR(FE

BEXBRFIIR

BEIREHIRS, ERLUCRSAPIMKEXANRIESM,
iﬁﬂ o

x 13-1 =FIHIRSZIFHI APl Gateway 12{EFIZE

EFRENES. FitiE

HRERR RiREE EHR
BIZAPIHE ApiGroup createApiGroup
(BZAPIS 4R ApiGroup updateApiGroup
THIBRAPIS>4H ApiGroup deleteApiGroup
RIGAPIDAZIREHBIFAE | Swagger CheckApiGroups

ellfE378 5

Environment

createEnvironment
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FFisrg 13 ZHRITIRS ISR REIRE

BRESR RiRRE B2

(BEIAE Environment updateEnvironment

RIFRERLE Environment deleteEnvironment

mETE EnvVariable CreateEnvironmentVaria
ble

fFREEE EnvVariable DeleteEnvironmentVaria
ble

BRZ= EnvVariable UpdateEnvironmentVaria
ble

BIERIER Throttle CreateRequestThrottling
Policy

(EBURIT SRS Throttle UpdateRequestThrottling
Policy

BRI SRS Throttle DeleteRequestThrottling
Policy

BUEEAPI Api CreateApi

(EZZAPI Api UpdateApi

fRHIBRAPI Api DeleteApi

A T4API Api CreateOrDeletePublishRe
cordForApi

RISAPIENX. Api CheckApis

i API Api DebugApi

HERM/TEAPI Api BatchPublishOrOfflineAp
i

VIHRAPIhRRZS Api ChangeApiVersion

IRIERR A S AP Api DeleteApiByVersionld

Bl = %A Signature CreateSignatureKey

B R %R Signature UpdateSignatureKey

HpR=E =258 Signature DeleteSignatureKey

HEEZER SignatureBinding AssociateSignatureKey

FRIRAPISEZZFRI4PE | SignatureBinding DisassociateSignatureKey

XR

GPETRIT RS ThrottleBinding AssociateRequestThrottli
ngPolicy

2024-08-07 161



13 ZEHITERSS IIFHIKHIR(F

BRERTR

HiRkE

SHEMR

FEPRAPI SiE SRASAISDE
P S

ThrottleBinding

DisassociateRequestThro
ttlingPolicy

IERRGRR I SR

ThrottleBinding

BatchDisassociateThrottli
ngPolicy

CUEBISIRIRE ThrottleSpecial CreateSpecialThrottlingC
onfiguration
(EBUFFRRIE ThrottleSpecial UpdateSpecialThrottling
Configuration
il S ThrottleSpecial DeleteSpecialThrottlingC
onfiguration
APP#E1R AppAuth CreateAuthorizingApps
FRBRIZIY AppAuth CancelingAuthorization
4t ApiGroup AssociateDomain
R ApiGroup AssociateCertificate
(&&= ApiGroup UpdateDomain
FRYUBIR ApiGroup DisassociateDomain
TRlBs a2 E ApiGroup DisassociateCertificate
BUEEACLERHES Acl CreateAcl|Strategy
1EBIACLERRS Acl UpdateAclStrategy
HIBRACLEERS Acl DeleteAcl
HEEMIBRACLERRS Acl BatchDeleteAclV2
BAPISACLEREEH1THPE | AclBinding CreateApiAclBinding
FRIRAPISACLEREERISBE | AclBinding DeleteApiAclBinding
L EREIRAPISACLEREERY | AclBinding BatchDeleteApiAclBindin
4ixE g
SIZBENXIAIE Authorizer CreateCustomAuthorizer
(&2 BE SIAIE Authorizer UpdateCustomAuthorizer
fIRR B E MIAIE Authorizer DeleteCustomAuthorizer
SHAPI Swagger ExportApiDefinitions
S NAPI Swagger ImportApiDefinitions
BIEVPCIEIE Vpc CreateVpcChannel
EHVPCEIE Vpc UpdateVpcChannel
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FFiERE 13 ZHITIRS ZISHI R IR(E
BRIESR RRER SHEWR
fBRVPCIBIE Vpc DeleteVpcChannel
NN EHT S imsLfl Vpc AddingBackendInstances
B SR Vpc UpdateBackendInstances
Bk = i SE A Vpc DeleteBackendInstance
HEENEIRRSZ /KRS | Vpc BatchEnableMembers
B);E]
HEIELFIRESZ AT | Vpc BatchDisableMembers
AAJH
1B VPCIBIEfEERE Vpc UpdateHealthCheck
NS EFFVPCEERIN | Vpc CreateMemberGroup
AR5 =84H
EB,%VPCJEEE%HE%%% Vpc DeleteMemberGroup
j%‘?ﬁVPC BfEinRSeE | Vpc UpdateMemberGroup
tIE S HEBE NI ApiGroup CreateGatewayResponse
B HBE X AR ApiGroup UpdateGatewayResponse
B 5 4H B TE M Im R, ApiGroup DeleteGatewayResponse
EM D HETIEERIREER! | ApiGroup UpdateGatewayResponse
BB E X IR Type
MRS EIEETEIRIEEIAT | ApiGroup DeleteGatewayResponse
SRRV Type
SCHIBCEFE Feature CreateFeatureV2
CIEEZIREAI (ZFE) | Instance Createlnstance
BT = hRLA) Instance Updatelnstance
LIS 4PEEIP Instance AddEip
SCA5IRESDEIP Instance RemoveEip
FREEHI AL Instance AddEngressEip
=E e s N Instance UpdateEngressEip
KIALF AR EO Instance RemoveEngressEip
FEEFAMAO Instance AddIngressEip
EFSLAIN AT Instance UpdatelngressEip
KALFAMAO Instance RemovelngressEip
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BRESR RIFER B2
IR Z = hiRSEA Instance Deletelnstances
IREIIETE Instance CreatePostPayResizeOrde

r

.

B EE B RIR T RiERE

I
it

vpc-endpoint

AcceptOrRejectEndpoint
Connections

ERINSEFILR IR i
- =F=1:c]

vpc-endpoint

AddEndpointPermissions

HEEMIPRSLAIR T ik
- =F=1c]

vpc-endpoint

DeleteEndpointPermissio
ns

SEA NS FRER S

AtREE

Instance

BatchCreateOrDeletelnst
anceTags

ENHIRS Microservice ImportMicroservice

BlIEESSLIEH SslCertificate CreateCertificate

1 2A48ESSLIEH ApiGroup BatchAssociateCerts

12 BR4RSSLIEH ApiGroup BatchDisassociateCerts

fRIBRSSLIEH SslCertificate DeleteCertificate

{BEZSSLIEH SslCertificate UpdateCertificate

SSLIFB4iE 3 Certificate BatchAssociateDomains

SSLIEBE4REE Certificate BatchDisassociateDomai
ns

elbEnaEs Plugin CreatePlugin

(Eestdmt Plugin UpdatePlugin

ilERERES Plugin DeletePlugin

RSB EAPI Plugin AttachApiToPlugin

API4FEGS Plugin AttachPluginToApi

FRIRGBERRI4RIAPI Plugin DetachApiFromPlugin

FRIRGBEAPIAYIEY Plugin DetachPluginFromApi

tlEAPP App CreateAnApp

1B APP App UpdateApp

fERAPP App DeleteAppV2

BERA App ResettingAppSecret

BERAPP App CheckApp
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FFiERE 13 ZHIHIRS IFAIKIRE
BRIESR RRER SHEW
£lI#2APP Code AppCode CreateAppCode
B&ERAPP Code AppCode CreateAppCodeAuto
fHF&APP Code AppCode DeleteAppCode
IREAPPRYIa)EH] AppAcl UpdateAppAcl
fRIBRAPPRIIAIENHZ AppAcl DeleteAppAcl
elFE RN AppQuota CreateAppQuota
(EMUESRECEN AppQuota UpdateAppQuota
pIEER I AppQuota DeleteAppQuota
EIERCAYIEERYIZE AppQuotaBinding AssociateAppsForAppQu
ota
RN EIEECEAENER94E | AppQuotaBinding DisassociateAppQuotaWi
E thApp
KA=EIHRS

WRFEXA=HITRS, BRSEESL ( aHITRSBEFER ) 89 “BiRERR

13.2 EEHITSEH

Brin=

AFPEAZEITIRS AIREERERREGE, FRTRICRERSRRARE. FolE
HIRRBIREES, RAFIRICRAFPOBSHEHEIERIE. mHRITIRSEEEHE
SRFRIE7TRAVRIFICR .

AN EIMIERRITHRS SRR GBS E&EIT7TRAIEFCR:

EFRSEHSIREERITEMH
HEIRRSEHSIREERITE MG

EFREHIIREEF TSN

1. BIRSEERAE.

2. BFEALE — , %R ‘SHESIHE > ZHEITHRS CTS7 , HASEHIHRSRA
o

3. BEAMSHNE “SBHIIER" , HASHIEREERE.

EHRTIFBESRERREEIINANRESY, ETLIERIEREE—
S mieS G
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PSR 13 REHIRSS SIS
- EHESH: BASENSTR.
_ H{EID: HASEHID,
. BESH: BNSENSER, SiXEHES RS BTSSR R
APHEIRIER S R RESTREHN, A,
- HED: MAEEID, MiAERR TR DESEOREMET, ZTRH
- =R FREAEDSEE M SRS SR,
- AVEEEY: 7 NRAETISET A SRR,
- BERER: ETRIERIERE— S BIRIERR,
- FHHKR: aNERA “normal” ¢ “warning” . “incident” , RENEFHE
h—IR,
"  normal: FRIZIERKIN.
®  warning: REIERM.
" incident: FERILIBIEAMEF=EROER, BIANS RIS,
- BEBE: AEEEESEUNT. BE1X. SiF1ERESE, thallE
BN T R P A E ERHOIRE
5. ERAFIRRE, EARLSHBEIRYE. RFFIE. RESIERTEE
- §§$§$E¢EQA1E%*$@$, HFEnteri, BILAESAFISIERGASMN
M,
- BF SR B, ZEIHREAEERERU XsHSRIERI ST,
XSS T AR ERERNE S, BaSEH5000%(E8,
- o#Cim, TGS ELRNRES.
- 2O, TUAEYEHNENRTES. REEEREITTE
P, ARSI, ERNIASSRITA, BASHIL
6. XFHEAEMPELBZERIEIM, 520 “SHHRSSMHESE > HHER 55
N “SETRSEHESE > S =7,
7. (Tl ) EIAREMSIERE, SEa. AN SRR &, TSRS
EHFIETE .
FIRRSEHESIREEHITSHE
1. BREERHS,
2 BEELE — , HE CBESHE > SRS CTS7 , HASEIHESR
.
3. BHEAMNSHMG “BHIE’ , HASEASISEEREE.
APFESRESREIESAN, BHAASTHIREHSIE, BEREaLs
B “SREIEER %60, PIEE| RS mE .
5. EHSIE I kB AR RIRIE S . IS SIS I A0

a8, FREET:
- EHRE BERR. RREEMMIERE, & MIEPREERRG,
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13 IR IFHIKRIR(F

PSR EUR ST IRIDIEERY, IEBFaIBMAENTBANRIRID.

" RIERENREM AL, EREEEENBANSEGER,

" gfﬁ:i'&;'éﬁg? FRIREIRHIENS, ERIEFFHMAETEARRIZRIRSZ
N o

- BERF: A TMEPGREE—BARRRERP, WRERPERPEL,
[E|= G

- EEERR: A “FrEEEES)” . “Normal” . “Warning”
“Incident” , RAEJEFEEP—IN,

- ISR TSR EERE RN S ERIR S,
- BE ‘BH B, SEHRSSSEERIICSVIS ISR SHSE,
ZCSVIHER T AR ERERNFIESEMH, BRSSH5000%(E8,

EREEARMS, B ‘an” .

EEAFIERE, GRS RE TR HFIRIFEIE .

- BE BH B, SEiHRSSSEERIICSVISIIER ST,
ZCSVIHER T RRERERNFTESEMH, BRSSH5000%(E8,

- aFCmin, TGRS HRECRNSTEE.

EFETENEHEM, BE ¥ BFAZICRFEMRER.

L FERE B & @ FEEE D S5 @ BERE @ AR T

u
e
b

2]

request

AEETENCERAN, BE ‘8585 , SRE—ENERUIRFSMLES
MRFRER .

=gt

{

Yrequest”: "
“trace_id": “6T6ddae3-842b-1lee-9288-915%eefalac”,
“code”: Y200%,
“trace_nams”: “createlockerConfig”,
“resource_type”: “dockerlogincmd”,
“trace_rating”: “normal”,
“api_wersion”: "7
“message”: “createlockerConfig. Method: POST Url=/vi/manage/utils/secret. Reason:”,
Ysource_ip”: " i
“domain_id": "
“trace_type”: "ipiCall”,
“service_type”: “SWR,
“event_type”’: “system”,
“project_id":
“responze”: U7
“resource_id”: ¢
“tracker_name”: "systen’.
“time”: “2023/11/16 10:54:04 GMT+08: 00",
“resource_name”: "dockerloginemd®,
Yuser”: |

“domain”: |

“name”: ¥

“igt. " - -

10. 9&?%1#2*1"]5’]9&&%&#%, ‘ZHITRSEHESE > FHERT B

‘THITRSEHSE > $1¢1‘¥1§J i 515,
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11, (EN%) FIRRSEHIIRRTE, BEALEHE “AIGHIR" &, TREHIR
FHFIRTHE
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14.1 A 1&EE

API Gl
o MEAVPCEE (fAREE ) i, BHRSHUATIUEHA?
o [SiHIRSHIEE—FEEREIECSHIMIE?
o [SRIRSEEZISHPERANELBIENE?
o [SRIRSHNITIFESIAGEN (FMIP) 157
o  APIRIRILASBTEIMIE A 157
API B

o APIEARKMAIATREREBML?

o APIERIREEEIRIBUMILLIE?

e "The API does not exist or has not been published in the environment."§ll
faIRgIR?

e No backend available, EAFR?

o [Si¥IRSZVAMALM “Backend unavailable” gi#BAT “Backend timeout” [EF
ot

APl IAIESERY
o EARIIFHTTPSHINEHAIE?
o “TINE” HUHIAPIZEA SN SIEA?

AP $ZHIZREE
o EAEXIGHERHRXREIMEENIZH?
e APIERREEET RG]
o BHLAIEERIEFFIMAPI
o EETSMAENAPI, MEESHEASET (MEEIPHEL ) RIFFRIESH?

2024-08-07 169



AP| 3
BPFiER 14 F IR

API SANEH
o APISAKMEMAREH?
e swaggerSAAPIN BFEREISEER?

14.2 API gljZ

14.2.1 API BNgR B EN4alE ). ?
APIN RN A5 FRFE
o —FIEMXKIOMNES, ZEKENAMKES, ATFAPIESRERES] . HaEHEISRIELAR

INERY, MXERREIRIMNES . BXMXIBNAFRES, i55% (APIN
KFFER ) R0 “FERXImA " B,

o —MERIKARSIN . MNERHEEIRAPIARSS ( BIAPIRIRME ) BX, APIRIX
REE

14.2.2 {§f VPC B8 (REEE ) , BRRSHENROEAE
57

IEEAPIRixIRS RO o

BXAPIIGHECERIEMIES, 52% ( APIMEAFIERE ) Y “CIZAPI” Z15,
14.2.3 AfEF VPC Bl ( REiEE ) i, EiRIRStutaTIiR
A?

LR AMIGZ e E AMIP ( SZIF=IRS2008M%IPHEIE ) , BHREEFBEAMEO,

BLAZRAMAYIP, RelLLERMIES .

14.2.4 [RigREHIt R B —EEEE 9 ECS IIBHE?

[RimfRSS it AT LABCE JIECSHIEERMIP, tBAJLABCE IS E ARSI P
e, ERILABCEIERE

BXAPIRIRECEMNEMIES, 152% ( APIMNXAFIER ) FY “CIZAPI” ET5,
14.2.5 FirnRSEZ2EZISYIEFAN ELB ithit?

o  LTEIRTIF4PEFAMELBHBLL
o UWRE/\NWELBIBLLE, BIEIEER.,
14.2.6 RimRSZMISIFESIAGHNE ( FM 1P ) 137

Eﬁﬁ&! X¥5. EFIFER—PvpcFMAIP, SEBE Z4TBINAMEEFOFAE

RIHFEZRRAIRIER :
e 0.0.0.0/8
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e 10.0.0.0/8
e 100.125.0.0/16
e 127.0.0.0/8

e 169.254.0.0/16
e 172.16.0.0/12

e 192.0.0.0/24

e 192.0.2.0/24

e 192.88.99.0/24
e 192.168.0.0/16
e 198.18.0.0/15

e 198.51.100.0/24
e 203.0.113.0/24
o 224.0.0.0/4

e 240.0.0.0/4

e 255.255255255/32

14.2.7 APl Mk REXFHZRIR P RALR?

3HFo
BEVPCEE (fRAHBE ) FBRHTR, —PVPCEEFAILIFIZN RS
XFVPCEIE (fR#iBE ) FFMIREE, 155E (APIRNXAFER ) $89 “elEvPC

N ==

BE (@ E) " &1,

14.2.8 I B RIEELEBEMTA?

ISIEHEAGEM . BFE, MTEEMW, SEEBEACRBEREISSAIRIA O,
fRTRING EI]_JEH% HBESAPIDEAZH—RIXR, BI—DERSHEHEST
RSO, (B— MR R TEN 0 H,

AR

INREERNANIEGE, FEEDNSIRSAMBTAEMAICE (TZR) -

NREERNANIEE, FEADNSIRSAMBTRIEMACR (E=R) , THEXKEHR
SSERBRIVPC,

14.2.9 API RERILAYBE A Rt Z 152

RE-TF?EH&, AJLECEAMES, BEAFEESR, FHSACRETEISSAIRIACHE
i [

14.2.10 A+ A D HBEE E LM ?

1. KBEEEFECORS,
HAAPIERE, B “RiE7 , BEREHBCORS, MNERZFFFCORS, BHE.
2. KBERECIZOPTIONSHIURIAPI, BNMHEHRFECIZE—OPTIONSHLAIAPI,
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MER
SHEBINT:
FriEs4R: EFEFHBCORSHIAPIFRTERDH
BKFIE: EEOPTIONS,
BRI IBRSEFECORSHIAPIERIRIBRIMY
BERIEE: EFESEFSCORSHIAPIHERANIERIEEDE S EFFCORSHIAPIILEAYEK

iR,

DU IR RIARILAD .

ZEINE: “TNE” BXLLBINE, FFEBFIEEE, REEER.

SIS CORS: 4k,
a. £ “BXEFR” fh, iIRBOPTIONSHAXAPINEARSE .

HNAPIERS, B “dRig~ ,

FREsE: EREFBECORSHIAPIFFTERISH;

ZEINIE: “TAIE” BXLZER5E, FFRERFIEAE, REFFER.
b. £ “TENXAPHER” f, iIREOPTIONSHNAPIHIEKIER

" ERIY: GRS EFRBCORSHIAPIHERIAYERIMNY o

®  5EKkPath: iERS5EFECORSHIAPIBRIAIERIERHESEFFCORS
AYAPIPCEC RIS KPath

= [UECER: EEERIZRITAL
" Method: %&ZEOPTIONS,
= ZiFEEIR (CORS) @ B,

14.3 APl iAH

14.3.1 API EAREMAY T BE[REI G HPLE?

P£& a) R
ERBAPIEWAIZAS= D A= E—VPCRIEBEXK . REVPCZEERLM. 22MiF
==
e VPCHIEAMAPIKLMAT, BIEEEEZEEAPIEEIDEHIEEZ—3, NRIHZE
2, 2SXGEMAAPILEK .
e  AREIVPCZIBIERBAPILLMET, BIEEMNVPCHINEEEEE. NRARE, AL
BT SIERVPCIEESR:, BRANVPCHIMEZITE, STHMEVPCIHEISLE,
é?@ﬂ@mﬁﬁﬁvpcxi%@%, B52% ( EIFAE=AFIEE ) 1 “XWSEE
£ B,
o  \MIEFAPILIKET, TIREHIRELNT:
- APIREHEEIEAMNIP (EIP) , SEAPIF/DARIGEIAYERMENE, AMIE
FBAPIZKIY
SPEEIPIEEFTRBRIE, FMEBRIESE ( APIMNXEFISRE ) & “Ig3Lsk
B” B,
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- ALEANEERIR, SHAMIERAPIKK.
@%AEF@%&NUE’\J#?E%H%%@% (APIRXFFER ) & “MIsLsLpl” &
o

- EARRFINERBERL “host DHEEZ" , SHAMIEABAPIEK . FNE
BkfE, EFERRIE,

IR
o ERITHRMY, BEEERIT
o EEEEEEIERAPISE.
o FHE (BRESE ) HITBIBARE . APDEURE, RAENHEEMDE—
ARSI TS, FHSE—BRaEY, SXRSALUAE1000K.
AT LU R IR 2 SO FTREOAPL
AApiE

APIRBEAM . INRIEKIIAPI, WFEESH AN, INRAMEITERELEASEIRE, 15
KX-StagekBEZEES A HIITERTR.

APIIAIESEMY
UNER{ERIAPPIAILE, App KeyFlSecret2E1EM

AP 1Z=HISRHE
o NTEHIEKEEREIER.
o EEBITHREREITE. RAANTISHIE S MAPIRHEREIT200%/
B, MNBEKROERRISHR, APINXASHITRIARINER . Sa IS
“SCHNSR” REHH ‘BRESH” RET, BIER “ratelimit_api_limits” £
RIS B T = RAPIRIB AR .
14.3.2 AP AR EHE RSN IE?
RS EREEAE CRIIAPI, 2% (APINXAFIER ) Py “HHIRE” =15,
TNERIMEFE O SIREMAP, S% (APIMEIEOSE ) iy “4EiRF” &15,

14.3.3 APl FHR$E “414 Request URI too large”

AEERE: URL (BIEERSH ) KK, BSERSHRTEDbodyEHIEE,
BXAPIERBRIRIEER, BE%E (APINXAFEE ) FAY “tHiRE” .

14.3.4 "The API does not exist or has not been published in
the environment."{{aJfER?

EFAPIR X hFFAEIAPIRES , BRI FIRFHESATALRE:

1. AFAPIFERIEE . EKRI5E. BEARIER.

- LEANEUEAIAPIIPOSTIE, BMER T GETHIEIEA.

- HENBEAIURLELAPEEEHFAIURLD—A /7 BEEHTIAILE ELILAPI,
flanhttp://7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/
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test/Fhttp://
7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/test=ILES
LEARERIAPI,

2. APREAM. APIBIZEE, EEAMEEARNNEEARHER. BINEFESE
( APIMXFEFISR ) B “&API” BT, MNREHFFEEFRE, BEBX
“X-Stage” LEF/FNRHNRES.

3. BB AIEN. MRAPIHIES. B53KGik. BREH, BEAGINKE, 89
eI EREITRICHAPIFREDH ., BIREAPIFRENSEESZ, HAlNEES
MAPISE, BNDHEEECHIHIE S, APIEBRT, ERT s BRI
2o

4. BEAPIZE(FEFIOPTIONSESIFIER, WNRFAOPTIONSE®IEXK, 1BTEAPIFFF
JBCORS, HEIZEOPTIONSHTUAIAPI, EMIRIEIESE ( APINXEFER )
‘FREGHEZ" &5,

14.3.5 No backend available, E4f#R?

o WERRKSESHULILE, WRARELE, BEXEmRRSS .
o OBRIRRSTINAIECSZEERE, EEEACHREEENRO.

o NERFHRSHIEEERAMIPIHLL, WNRER, FEEAPIGESIGRT “ LA
B > EEEHG > LHERT FEFABEOMI,

o WBEVPCHEFRIACLECE, BEEREBEXACLRIEIRG T APIMKSLHISEin

ARSS FTEFMIAYE(S .
o WIRFEAVPCEE, MBEVPCEEWSIRO. #FRICERO. FinkRSERNEE
HIEE .

14.3.6 FiRIRSBABLM “Backend unavailable” &§iBAT
“Backend timeout” [RESHH

UTERRAESHRIRIRS HRAXMEEER, B&—HE.

[RE 1 I ES
[EiRARSS AL AR o TE4RAEAPISRZ R imAR S5 L o
NP Z2EE , BN ZREEIRETE]
[EimARSS IPHBALL o
[EintE I ERERSIE. EimiEAPIRIE MR iR ETIE .

SieinbksS 2B ERERNFimEITAT E
HP;](@EIEB‘, APIRXIE R imARSS AR
}‘ ]

WE “FFimiRSSHE” #EECS ( Elastic BEEIRRSITEECSHIZEH, iR
Cloud Server ) , ECSHOZ2BRIE/ANT | H/ANFEEimOMUFIHMYERR B 1EHS o
AN AT 8EH=EL TiE Ko

EXRIMYECERIR, WERRSH BUIERIAPI S RiRIRSECERBRAIIMNY
HTTP, 7EAPIMKXECEHTTPS,

APIRMXZE P EinARSS IR A . | HiEEieg.
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2

14.3.7 [5iniRS A RIRER S T EBHT “Backend domain name

resolution failed”

APIGSEBIFFTERIVPCSER ¥ IR EREMT, [SiRBRSSERNR "B TABT " &

1Xo

EIEEEES

APIGSEBIFRERIVPCS FBF R imARSS FRERYVPCIFEM A IRE , AIMIEE AN
FIEimARSS PRTERIVPC T RETEART o

BRTTE
o  FiEk—: EOIEAPIEY, FERAMISEEE “ EiRiRSHE” .

o ik EGIEAPIRY, AMEAVPCEE (REFBEE ) , FRAAFPRIRRSIPELE
‘EiRIRSHEIL” , RINEESE, EHEADERFHRNIHost: EHBZFER

( ,
® ﬁ

Q@

[=
o  J5ik=: ECIZEAPIES, EAVPCEIE (fRAHEE) .
a. GIEVPGEE (REEE) .

b. AR EIRARSS ML .
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c. CZAPIEY, ERVPCEE (RAHEE ) , BEEBENXKE.

hig HTTPS
ERAT GET

VPC_tgug v | |C EBRVWGEE
SE M hostikE; aza.bbb.com
SEE#rath Ja
[SEER (ms) 5000

14.3.8 2X 5iRIRSZAVEBRATE LR “backend_timeout” [FFR&E
£y
SRR
{EAPIGSLIS% “backend_timeout” JEREM
G EEES
£ “EXREIwIRS” #, “Simigat(ms)” KIEHK.
BRE

ﬁj%k"é%ﬂéu‘, HANBEIRAPIFIE, B “dwiE” , & ‘XGRS PEE “FiniE
E‘ (mS) ? )
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14.3.9 YIJE AR E?
EABR ‘&7 RERYAPI,
YR A EAIAMEIIAPI, ERIIEREEX-Stage, SHEBESHESR.,

14.3.10 FAABERERAZIFES?

LEZhR: APIERGR AT LR Body(A 9 12MBRIBRE . iEKbody{FiBid 12MAT, R
EAVSTER, BE “SLAMER” MEESEHIEN “request_body size” S,
“request_body_size” FRRAPIERFPFRIFETHIBody KN LR, ZIHESCEE
1~9536 M,

14.3.11 {50 i0S &%hY, MaliH{iT APP IAIE?

HaIAPINX FAPPIAIFIZ M T)ava. Python. C. PHP, GoEZMiE=SHISDKS
demo,

HIBERIOSESE ( Objective-GEE ) k& HMAKRBESERANESHT, 58%E “Hk
188 > {EFRAPPIAIEARAP] > APPIAMIEL/ERIE” UIESHITAPPIAIE

14.3.12 FiE— IAMIAERS VY API, EERCEANSBI AL TGiEED
B HEADER {i/E&#Y x-auth-token?

x-auth-tokenZEAPIFIXWHESHEN T, NREBROZHEHE, BRSO

APIRE1z4I & R REER T L CIZEHEADER I B AUx-auth-token, R REIFIERILL
APIRY, EiZffheaderdhi&iNx-auth-tokenf1E(EEIA] .

14.3.13 A (&R ) E=ER
Q: BETFURSONUA (FR) ?
SNEFRS RSO (F8) .
Q: APPINERIAPI, EHSCEVRRINSE= S 2 BT R AEr 5 AR
QUSRI () , FEER— AP, HEATEMES AT (5

#) .
Q: APPINIERIAPI, BIRBIRHAILIASDNE=SER?
iBMRH .

Q: APPINIERYAPI, REFEACEIENA (KiE) ?

2, SEBTCIENA (FI8) , HE8EAP, SIERMNAE (EF) B, R84
FAppKeyFlAppSecret, Y§AppKeyFlAppSecrettfEE =75, #AILAEEARALLAPIT o

Q: APPIAIEHIAPI, B=I5EAEA?

1EBEEIBAppKeyHIAppSecre A =T, ARE=HBISDKIEM . BIFSDKEI
REBESI “FrAIEE > ERAPPUEEMAP” |

14.3.14 BREZRABRINAER API?

APISZHS BN FA A -
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{EFIAPPIAIERT, S8 nn R FIRYAppKeyFIAppSecrectEaSDKAIAppKeyFQ
AppSecrectiftfTAPPEZ ,

14.3.15 ZEE VPC FRINFAZRE T LAER API?

EIASBEBEVPCTHIR BRI LUBRAPI . NRIGZBITEW, WSEEBEEARMDNS, T
HERin o R LECEDNSIRSSEE . BcERE, BPEEVPCTRIRFAERILAERAPI,

BcEPAIM DNS
ECEDNSEERE “/etc” HFE FHIresolv.conf3{t, 15TEDNSIRSSZEAYIPHBLILE
A DNSARSS2EHYIPHENE SIEFMU FRIXIGEX, BeiEd ( =fEHTARSSDNS ) B9
“ERER" 2RI DNSHBEFFREY I M DNSIRSS 28R PHBLIE
FTIEARMDNSIRS 2B MG £
o FHiEF—: BREMIE=NFMNEE,
o FHiET: Ygig “/etc/resolv.conf” {4,
(1 %88
FiET SRR MDNSTE R =IRSSEEREREEEX, FEEMHTERE. AL, #
WERSGE—.
BiE—:

R LUZI FERIESURMFAE A FMIEE, FEDNSERSS SRR INE @M =ARSS
ZEXI AT F RO

TR SREEEHE.

s EEEEsacraes ¥, BERE.
$3 ERSIIET, BE > BERRSRT  BARNSRSREERE.
BB BHSERRIERRSRER, ARG SIEERE.
S/ 7 FE TR, BV, SERESRSENTRSR.
$|6 ERMERIRSE ‘EAMER” RES, SERURRSENENMESER.
$|7 BHEELIESSR, HA RESHE > EUEE TE.
S8 EAMSHIESE “FR .
SO KT EWSH AT, BHEFREHR.
HI10 (EEGZTFRED “DNSIBS SN |, Bk “HE” .
Bian, & “ DNSERSSESHELE” 182408 “100.125.1.2507 ,

;11 EERURIRSEER, BE “/etc/resolv.conf” XHBIRE, WIAEPESSEEN
DNSARSSeeittl, FEDNSERSS SEHbht (v FEMBDNSIRSS 2ttt 2 /il o

a0, N EFrR, DNSHRS3ESHlEA “100.125.1.2507 ,
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# Generated by NetworkManager
search openstacklocal
nameserver 100.125.1.250
nameserver 114.114.115.115

(REELY:
X EAFAE =R F RIS ERME SN E ERIZ F M OIZAE M = IRSS5EE .
R

BiE=
Jwig “/etc/resolv.conf” 32, FIBZPIRIDNSARSS2EMEAL

Ban, &4 F “region01” , MIEEE “/etc/resolv.conf” S{4FFRIE— NP S
“100.125.1.250” AIAIMIDNSARSSEE

AR

o FEAIDNSERSS MM AU FREHIDNSIRSS 2e bt 2 Al
o {R7F “/etc/resolv.conf” X{4f5, DNSECEIRIESIBEIER .

14.3.16 APl X251 WebSocket HiE(EH?

APIR ¥z 35 WebSocketZiEIEH) .

FEBIZRAPIRT, B KIMNPRIHTTPIEZIFWebSocketAws, HTTPSHEZiF-WebSocket
B9wss,

14.3.17 APl BRREIFIKERE

FFo
ITRESERARKEE, BRORAXZRR.

14.3.18 REBIRE ST, BEALEFHT

HIGAPIELE T 21 KIEEin, APINXSIZIRFHTES, TEcEIER—1 BN
TAPIIEKREE R, B ITREEAIITES,

SR ERERA LA, WEREHARIRIITAPIERIVER

14.3.19 API B REXERAYNALE 4R F
AP X3 iE kA9 R AR K/ N BBRT o

APIRFESHERRNERAKX/NEIRE] . i#HIESIESE (APINXAFER ) 19 ‘&
S ET5HRY “request_body_size” S%,

14.3.20 WHIiEi APIG if5iaAMGiRIES

WIS FFESLAIRI AN DAGE, IFIMEBIRSZEFEAPI,
WRSTEEBAPIERIME DR, 152 EAPIRALMAYATRERESHLLE? .
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14.4 API IA\IEEERY

14.4.1 2B HTTPS B ERAE?
TER: 25,

o BURMNENALE, AEHSEMIIZAT, ERHFRCAIEBAISSLES, FEEFimA
IERIXVEIAILE o

o [SIRWENAIE, ECUZEAPIES, BCEXNEIAIE, FEAPIMKHIFiRARSSER BN
NIE. BeEIBESECIZEAPIFE “SUEINE” SHIRA.

14.4.2 “FINE” B APHZEAENSAMA?

“TNIE” BDAPIR XS EIRSEBIERTMHEMINE, SREEIREBAPIRME R M
AOREOIRE, FERATEIIHTTPIER, RIXLBAPIRFKENE]

(MERIY::
TNEBT, APIRKIEERATEELGEGRRS . Eit, MREHREEAPISIRIRSZHITE

N, AILAMER “TINE" B, APIERSEEENMEFRARRIRS, HEHRSHITE
o

14.4.3 TLS NNZEMGTIRF A RRAR?

APIRESZIFTLS 1.1 TLS 1.2hRA, EARSZIFTLS 1.08(TLS 1.3,
FFTLSIRAHFMIES:, i52%E ( APINZEFIEE ) T/ “4fEilE” =5,

14.4.4 APl EFINEREXZIRFFEENAEATL?

X,

BXEENMMNBFMES, 5% ( APINXEPISRE ) B “BENINE” &1,
14.4.5 LEINTEEBHNRN S SR EE Body (K

B, BT NIERNERLESE, BodyMBREZBEEZ—. FliE—MER
POSTTSiE EESHRIAPI, BRAEZERIIRES, KEUXMXHAYhashfE, S5%/ME

BiER.
XTESEHFMES, IS5 (APINXFRIER ) FiY “APPIMETERE" &
o

14.4.6 IAM IANEEEEIR
IAMINIEEEEIRE :

e Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden
e Incorrect IAM authentication information: decrypt token fail

e Incorrect IAM authentication information: Get secretKey failed
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Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden

{

"error_msg": "Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden." ......

"error_code": "APIG.0301",

"request_id": "FrRrRE

}

B

o akskEZITEEIR,
o  akXIRZAYskAETEL .

o akskMEHDEALEE, ELEIRSRIAL, REESDHP ( SOHHREENY, 1R
IARRERIERER) -

o tokeniEiXHT, tokeniZEA.

Incorrect IAM authentication information: decrypt token fail
{

"error_msg": "Incorrect IAM authentication information: decrypt token fail",
"error_code": "APIG.0301",
"request_id"; xRt

}

GRS

FAFHIAPIERIEIAMIAIE, TOKENRRATEK
FRERINE

o IEIRENAItokenE2 B AXIMIAMMKS FaItoken,
o (EEIRENtokendIF5iE, tokenEEIEH .
o KEIREtoken B S ABNMTEERE—.

Incorrect IAM authentication information: Get secretKey failed
{

"error_code": "APIG.0301",
"request_id"; "

}

RIS

FIFRIAPIFREIAMIAIE, fERAK/SKERHINIAE, (BRAKREFE.
RRTE

KMBAKEEZEIER,

14.4.7 APP IAIEHEEHEIR
APPINIEERERIRE
e Incorrect app authentication information: app not found, appkey xxx

e Incorrect app authentication information: signature expired
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Incorrect app authentication information: app not found, appkey xxx
{

"error_msg": "Incorrect app authentication information: app not found, appkey
01177c425f71487ea362ba84dc4abe5e1",

"error_code": "APIG.0303",

"request_id": "a5322eb89048eb41d705491a76a05aca"
}

B

appkeyBcE iR

ERTTE
£E1 FEAPINXIEFHSRENZNSH=HEE “APIEHE > FREEE” .
]2 PEMNAERERSR, ENEREFS.
$I3 &BF “Key” H, HEHFHFEHappkey,

----45R

Incorrect app authentication information: signature expired
{

"error_msg": "Incorrect app authentication information: signature expired, signature
time:20230527T000431Z,server time:20230527T020608Z",

"error_code": "APIG.0303",

"request_id": "fd6530a01c09807640189e65e837b8ad"

-

BIsERE

2 s E AT E8ix-sdk-date SAPIGWRR S3 28R [EABZ#B1Z 15min,
fERIME

MEEFiRIEEEER.

14.5 API =HIZRHEE

14.5.1 API mbE}:ﬁﬁu

14.5.1.1 EBXZIFERFHZREE E ) I=H?

Lt

Tl shs Qi ATEERIRE, TERIRREE
14.5.1.2 BMNFEE (BidES ) 8X&2aIllibiE 1000 K%, WNEWSHEIlK
S, BEETEEXAIRE?

=

SAFEE (FRES ) SXaSaliEE 000 RARAIREERTELKS .,
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BXFEE (FREE ) (FMES, B5E (APINXEFERE ) F1 “4PEiEz”

=
BHTlo

14.5.1.3 APl A REREFER eRH!
L PRAPIREIFIERS SR, TEOIRSTAIRT AT LAER AN OUAR O,

14.5.1.4 REEHREAEIEAD?
MR RISHIAPIRERFITIEIPRERTI AL, KMEAPIREIERITIRAS -
NERIEREBOARPRERBARAERL, HBEAPIHNZEINESTN 2R IAPPIAIESIAM

NI
WNRRIRRISHINFE (&R ) RERHIFEY, BEAPINZEINELSNEE IAPPIA
Uk o

14.5.2 API ijjjaligs

14.5.2.1 EFEISERNR P T API
AU TS

o BIFEAPIRTEIEEXAPPIAIEST,, APP keyFIAPP SecretZ 4515 ERIFEF .

o (ERHIIEFIREE, ZRIPHIESEKSS, RAFFERITREIRINAFER
API,

1§41.§.2.2 BeE 7 S0IAUERY API, IMITEISHRIBET (UHERE IP Ml ) RiFARER
?

INEB R AREETE MRS TIEER AL

o X1 SIEAPIFNERTINESD, AEFF “ipaiztsEg” TheeiiTIPER
R, (HEMEEBETEERREY .

o  HE2: EEIRDA2MAPI, ,\EP_AfﬁﬁH%{ﬁl«AuT:(IAMLAIE:EAPPLAIIE)
—MEA “TINE” HEEHOEHIER, URRES,

14.5.2.3 15T HISRARAY 1P 2 F/ENAYE PimhY 1P ieht?
IHIa)E I SR AR AY I PHEIE AR —TEBNEE FumAYI PHbLLL .
APIGHYI Iz 2 iRESremote_addriYEHITIRIE . $remote_addriXEZEFimAIIP,
I ERRSmREZ PiRAIIPIEERN, JEFimhaAPIGRS, WIRAFEEEFH L
12, BBAmiSBremote_addnZ AEFinIP; WMRFERATEMLE, BBAEFIRSLS

EXAMLIE, AEBERXMCIEEEZIAPIG, XiEFi&ilremote_addrig X &t
HMBYIP,

14.6 APl &%
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14.6.1 XJ API N EN2EEEETHMAN?
SJPIE?EE, MRBIXRIBEAPIZE, EESEHAMICBENEHNEERLSEINGE

KXTAPIENEGRIFMIES, B52% (APINXAFIER ) F8Y “&MAPI” &5,

14.6.2 APl %7%5%l) RELEASE IS RJLATEE /i8], &% ZI3E RELEASE
WisTi&ipa?

API&Z 7 EIIERELEASERRERTLAIAIE], iADNx-stageimskiHELFRIAAE

g0 :

r.Header.Add("x-stage", "RELEASE")

;;;mﬂu%% (APIRXFFER ) B “BREAN]” T “RIEFBFEABAPI” EHH
97~hl

14.6.3 APl EhEIARIWMER, SRRARNERIRIRSIE?

ERMREE, HEERRIRSEXAFRIZSH, AILSEHAPIRGEIRRREN, F
RARNEIRRS .

BXINSERIGHAIES, B2% ( APINXAMIEE ) Rl “OREETE” &5,
14.6.4 API EidRIRT (R, ANEFEENR?

TREFERE -
APIMKIEH S IRMAVEININEE, BRIRIFERIdebugifts, EIXSEREFRERMEIRY

NI, ZERERAMEEEpostmanET R, HiFINERIEELX-Stage, A 8EiHE
BTN

14.7 API S A&

14.7.1 API ENELMEHARE?

ARERE1: EIREANAPIHEEE FIR. MRS A3001API, WNFBHIL
HE, BOHEAN, REEMEN TR, BAEAPIEXSEN LR,

AJEERE2: SRR, FEREMIEE. BINEEAPINXESIGFREmEIZE—TAPI,
BESHIEAAPISHIIENR .

BIEERE3: YAMLMER DR, BEREMEE,
BIREEE4: KittproxyWEEZIRE], BERMLEINE,
AJRERES: EXAPIEKRF, RAiFEHeaderiEX “X-Auth-Token” FE,

14.7.2 swagger S\ API Ui BEREREIENR?
EREFAES,
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A LASCEe B IR 1 ~2 AP, B EENR .,
14.8 APl 2%

14.8.1 'BEAE{RIFP API?

o (FRSMHIAIE
SUEZEAPIRT, JAPIEBIEMNSDIAIE, 0EERIAMIAIESLAPIR IR HAYAPPIA
ik, FHLEAPIEEIRIR .

o IGEIHIIIEHIREE
MIPHELE ( SiBitX (8] ) DARKSEREEHE, REQRRE/BRE,

o BAPIBERIZHRRES, BITRITREFRIPAPI,

APIRXEMAAPIREIZEH 820008, MIRENEIRIRSAEESIEREAPI 200
RFHGERIER, aiRERSEFEIREE, SRAEAK.

14.8.2 'BEAEHFRIE APl RIKAR RS SEIIZE?
BT LA AR RRAPIN K ARG IRRSSENLE:

o HNAPIHSERZEH,

EREERERE, APINXEIFIRIRSIVISRENEZES, ERRSIENIER
EHEEAER, RIETERENERERSAPINXINEREEEE—E,

o (FRHTTPSIHERHITINE,
EERREEHEMAISSLER,
o (FRFIRIAILE:
AL EiRIRSZHELZEIAE, RSIBETIEHRIEIREERAPIER, 0
APINE X RimIRSZMER , AILAFRBRIRIAILE.
14.8.3 BEERETXT VPC iEIE ( frazkiEiE ) IRY ECS FAF IP 17519
=

A32F5o

14.9 Hith
14.9.1 APl }FiE. N (EE) ZERIXR?

AP LA & R EIRRAIIRES . LEANRELEASEFNBETARNAR, £ 3tFEREZE AN
MR,

N (E1E) 8X—NAPIEBENSD . SINE (EiF) i¥, REsB8ohEmBT
INIBZBDRINF (38 ) key&secret, ISIEERIAPIEINGAIEENE (i) B, %
N (EiE) iEEE 7T LUERE R hEITREFRIEEAPI .

E—PAPLRHREIRERIIMERT, AJLAAZ BN A ERIRERIEFHEINE R EAIN A
FE) o 6], APIVARANENRX IS, JLULMEIBETAIRS, FHHEINGENIHN
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B (&EE) , MAPIVIIRAZIZERA, BILAERELEASEIRER, BREAFRERAFEL
MNA (EiR) £8,

14.9.2 EXE(EFE APl [X?
APIMEIRE T LA T AR KETE/RFEAPI:
o WebtHIIRSEETS, IISEEHAS,

MREEEMEIRS, TEESREESHE, BTHEESHarts —, 4
[E8% “APIRIX APIG”

BXEEEH SRR LISIREERIES, B5%E (APINXAFERE) -

e HTFJava. Go. Python. Javascript. C#. PHP, C++, C. Android&ZMiES
AISDKE,,

ST LAEIE FESDKESRIARBAPI, BB EIESE ( APINXHALIEE ) -
14.9.3 API RIXZ3FHLE SDKIES?

APIXHEIsz#Flava. Go. Python. C#. javascript. PHP. C++. CFAndroidfy
SDK,

KFSDKRUFMIESIESE ( APIMXFRIERE ) -

14.9.4 API PX2E 24581 POST 15i& EESUE?
APIM S 35BIZPOSTA X HES 4,

TEhR: ELFIERESHP, BeE “request_body_size” &%,
“request_body_size” FRAPIERAIFIERAIBody K/ LR, SHHESCEE
1~9536 M,
MERY:
BeiXs i hERIEE .

14.9.5 JN{@J3KEN API fRiEEIRIREIEE?

SAPIERENIAMXE, MXIREIBERERES . EERMOIZERIIBodyERINT.

{
"error_code": "APIG.0101",
"error_msg": "API not exist or not published to environment",
"request_id": "acbc548ac6f2a0dbdb9e3518a7c0ff84"

}

o ‘“error_code” FREEIRTT,
e “error_msg” FRIREIER .
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1 5 ZiTicx

£ 15-1 XEEITIiEH

y-Zi=b

BiTicx

2024-07-30

RRZEUNT:
F—IR LEFREZIRAPIG, FIRRAERIBESEHIBR
rER,

2023-05-30

RRZEINT:

o ARSIRBIETPFIGENIREA

BB ETPEES HIRBIIE AR
BIERAPISHETFIEBIADEIE
REEEETHISTAMELBIRA
HIRBEDIIE “apig.0501” ,

2023-02-28

ANRZEIT:
o HARAPIRNXETHNE “mIREMX” F1 “&HlE

o FMEFmAMEERET.
o “fAN” ETEZN “APIGERRRE" , HEHFAS.
o EBSHSTHIRINSERA.

. ﬁ%ﬁﬁﬂ%ﬁ%ﬁ%ﬂ%ﬁ%ﬁ%qﬂ CRINASIRRI AR IR
15888 o

o FMEIMTEIAPIGHRIAMGEIRIRSET .

o IAMIANIEEEHEIRETH “Incorrect IAM
authentication information: verify aksk signature
fail” E#,

o “APIECEREIR” BR “LURSIRE .
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y-Zil=) -

EiTicR

2022-10-30

NREEIT:

o HIEFmNE.
o FIRMSIESIT.
o FTEIREIE.
o FIEENIER,

2020-09-20

EREXES
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