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1 (FRn=

1 {ERm=

APIMXEE SRR FARGS:

APLEARINEFR.:: APIBBAIEA X IAPPINIESEIAMIAIE, MIEEES R Mt
TFREARANENFLR, BAPIEXRFIDAIEESE.

{EAAAPPIAIE ( Z2IAIE ) EFBAPI: APLRAZE@ITAPIMFEi2{tKey
Secretf1SDK, YFAPHERIEITEZIAILE,

{ERIAMIAIE ( Tokeni\ilF ) JEFEAPI: APLERZE 4N EREESHBAIE
Token, ZABIEINIETokeniEtEZEIAPIERE,

SERIAMIAIE ( AK/SKIAIE ) EFAPI: APLERZIBIZAK (Access Key

ID ) /SK ( Secret Access Key ) FIAPIRCIZHAISDK, ITAPIEKRHITEZLL
H,

[EiRIRSERRITT AR FAPIFEAPIMK E40E 7EZ%H, NAPIRKEZAPI
IRk RIXIERISSEFRENAIZRER . ZAPINGIRIRSS FEEMAPIN
KIBHAISDK, FIHERPIEREEH TR
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2 {sEF3 APP TAUEEFE API

2.1 ERIESS

APPINIESZUEHAP, BSERFERBIINMER:

SRENAPIHOIE RIS E

TEAPIGSLEEIAIERE “APIBIE > APIBIK” , BRAPISFTHNAPIERE, 7
“APIZTT” MEWAPISH T HEBAPIRIES . ERIEFRIEKRA X,
APIE & HREIRE

TEAPIGELHISSIS%IRE “APISIE > APIFIE” |, BBRAPISFRENAPIER, £
“APIIZTT” TREH “BIiRECE > iimEX " PEECATHTE,
SRENAPIHBIAIES B

APPIAIE ( BRZIANIIE ) EXSAPIERHEITINZEES 20T, FTEREIAPIFTERUETER
KeyF1Secret, TEAPIGELAIIEFIRIERE “APIETE > FIREIR” , HAEIREFS,
$KRHVKey#Secret,

(1] %88
o AppKey/Key: APPIFEZ$AID., STABIHRIEAXRIANKEE—FRNRRF; H0Z5H DFIFA
BipREE—RER, MEKETINEESE.
e AppSecret/Secret: 5ifRZHIDEASFERIER, MERETINELES, ARRLE
7, FERLIEEREIER .
RIXAPIEKREY, HERIREETBEKRKBEELMX-Sdk-Date, FEZERETF
BEREELAYAuthorization

kil
o EPFURIGEEAMATESETRIRSRRAIEL, BERIERIERLX-Sdk-DateAYE
HIRKIRE .

o APIRXKPR TIBEATENE TSN, ESRBGIZAT B E S M XU EERAIRTEIZE,
WNRASEEXF 1508, APIRZIELEISXK .,
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2.2 APP INIET{ERTE

1. HHEEIER.

BERXIERATIZEBSAPINX (BEIAPISIE ) BEYEIMNAELE, BIFE
FigEE . APINEGEEIANERHERIERRAS—H,

2. ([FERIEERIEMEECIRFEFTR/S,

. (FERAK/SKIFEFHFHRITEES .

4. BERNEREEMERBREELRNEIHTTPIE KRS, B EAEAFZFESH
HINEIHTTPIE R,
APIRKIEEKRE, #HiT1~3, ITEER.

6. R3PRIEMAIER S5REMRIERHITILR, MREZE, WLESEK, &
UIEES1SE = 8

£JRSPRE!
APPEEZ X3z 1 5Body (A 1 2MR LA FITERES .

R 1: MiSHiEiEK

ERAPPLILHITEZ SIANE, BATEMBIEKRAT, AEBHITER. BFinS
APIRIX(EFFERIANERAEE, HLABRE— I HTTPIERAIBIRIRSEIERRIERLS
R, NselSnie.

HTTPIERALEACREaI T :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

BT LA T RAKIRBIGEIERITES R
BRIRIFIRIERA T

GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
X-Sdk-Date: 20191111T093443Z

1. ¥EHTTPiERAE ( HTTPRequestMethod ) , LURITFLER,
HTTPi&EK A%, WIGET. PUT. POSTZ, i&KAERA:

N

GET
2. FINFGBURIZE ( CanonicalURI) , LURITRFER.
B
HBURI, EMERERIER, RURIAIEITIEZEBSHIURIZRS
&

HRIERFC 398617 AL URIEETE, FBERITRINEXIIREZAS, BEPENED UM
FURIGRRD . SNRURIBREZARLL “/” R, WERERFM “/7 o

2461
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ABIFRIURI: /appl, LEEIHESEAYURIZRED S
GET
/app1/

IHEEEN, URIBAILL /7 ER . RIXERET, AILAARLL “/7 &,
NNHEEIIFRE ( CanonicalQueryString ) , LURITRIEER.
B
TAFHE, IEISH. IRLEEESHY, WATFRHE, IBEENEKR
H=ET.
t&zl:
MEERFMRFEREUATEK:
- RIELTHUN SN SHEFEHITURIZRS:
" {BEZIXIRFC 39867 X AN AIFFREEFAFid{TURIZRAD , XLEFRFEHE:
A_Z\ a'Z\ 0'9\ TN N -*DNO
" BRWXYXITEIFMBF RIS TE DR, BERXFIYA+7SHEF 5
(0-9FNA-F) o f5IaN, AEFRFIUMImIZF%20, 7 RUTF-8FFFHIR
K “%XY%ZA%BC” &z,
- XTFBANSY, BN “ URIREBRISHEH= URIFIEGATSHET  MREHE
SHE, WUSFHEAE, EfEa ‘=7
PRI BRI, ERE 1M SHparm2iIER=,
parmi=valuel&parm2=
-  ERBRFHBUAFIRFENSHEETHIR . 61i, UXEFEFALNSE
BZHELUNEFBOFLNSHE Zh.
- LHIFEENE—SHEE, MiEEERF/HE,
244
THPEERIMAESE: a. b
GET

/app1/
a=1&b=2

INAEEESL (CanonicalHeaders ) , LURITRILEER

BXY:

ISEHESL, BNEREELIIR, GESZERPHIFFEGHTTPERLYIE, EHE
S B EX-Sdk-Date, FAFIRIGEZATE], HEHISO8601FREAIUTCRTEIRE
=: YYYYMMDDTHHMMSSZ . #NEEAPIA&#ZIIERELEASEIAEERT, EEEINAE
MAIIRIEZFR .

A
o EFIRIGESAMIIE SRS RAIES, BRIEKIEELX-Sdk-DatefYE
B KIRE

o APIRIKER T RISHIEAETUIN, BERIGIZASEESMXIEIERAIATEZE,
SNREFEEART 1528, APIREEREIFT K.

&=t:

CanonicalHeadersiZMNERiEELHEFHRE, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., & MEKEEL
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( CanonicalHeadersEntry ) B9tz ILowercase(HeaderName) + "' +

Trimall(HeaderValue) + '\n'

- Lowercase: FREMBFHERIENNEFZERIRE.

- Trimall: RRHFRMERIEIIZRTIEAIRE

- EE—MEKEELBSIET—MEITR . ENFiSEFCanonicalHeadersH
BRI, BitsE— =17,

- HELEREREE—E, HUSBMERIBRLBIRET, TiETRIAIL,

2541

GET

/app1/

a=1&b=2

host:c967a237-cd6¢c-470e-906f-a8655461897e.apigw.exampleRegion.com

x-sdk-date:20191111T093443Z

k|

ERRLFREREUTEK:

o BHBLEMERANNELR, HRHFRISTSEIEBTE,
o IFBFHRIENBEELZIRHITHFHRF.
ELENEISS Sk

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b ¢ \n

X-Sdk-Date:20191111T093443Z\n
My-Header2: "a b c" \n

AEEIRRL:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c¢"\n
x-sdk-date:20191111T093443Z\n

SN TFERRYERSLFERR ( SignedHeaders ) , LURITRIER

BXY:

BFEZREKERLYIER, BITRNGEEL, [mAPIRSiERPELLE S
A 2EZIIEN—ED, DURERIESERATAPIMZE O] LA 2RSS EESL , X-Sdk-
dateX TUWENBEEZRIEESL,

W

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

EEZEELEEFREUTER: BESZNEELIMERNNERR, 1%
BB HTHER, FER 7 koS MNERL.
LowercaseR NGB F/RIEIRN/NEFE

25451

UTERRERNBEELS5EE: host. x-sdk-date

GET

/app1/

a=1&b=2
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z
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host;x-sdk-date

6. EFHTTPEHTTPSIEKIEXX HaIbody{k ( RequestPayload ) , {EFSHA-25605
R TRE.
BX:
BEREEAK, HEAREEMMERER: HexEncode(Hash(RequestPayload)), H
FHashFRREMBEERHERIRE, HEISZIFSHA-2568%, HexEncodeZR/RLA/N
EFfRROIEERIBase-164mI5A9EEL . #Ia0, HexEncode("m") iIREHES
“6d” A= “6D” o MIANE— NFDEERTIATNHNEHHFERT
& RequestPayloadISFH{ERT, XF “RequestPayload==null” Big=, B
BHEREFrAaER""FKitE.

241

ANRBIRGETAE, bodylkhz ., RiTIEFHEIENbody ( SFHFE ) T
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XHSFHHLEIERFTIREIE, BiZ5XIRequestPayloadlg A4 IERYEIEE
B, EFRELIENIEERVRLVNEHREHIZFEERE R
EiX(PHS: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FPIRHECERILEIERZR MG
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0

LR 2: SIEGEFMH

SFHTTPIERETALEHEVSIERIIEHER, BESEIEE. SR E—ReEMNF
BRFFB.
StringToSign =

Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

PRIBPSHRBIT .
e Algorithm

BEEE ., JWTFSHA 256, HiZASDK-HMAC-SHA256,
e RequestDateTime

5RATEIEL . SIERIEELX-Sdk-DatefIEMER, &K
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
Z I IaRTENIEEIE K

ERIFERINFEFHRI:

SDK-HMAC-SHA256

20191111T093443Z
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0
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LI’ 3: SR

FEAPP secretfIEIZRIFEFFFRIENNERFRHENBAN, TEES, BTHEER
AtEERTR .

{AfCREENT

signature = HexEncode(HMAC(APP secret, string to sign))

HAHMACIEZSAEXRIGHIZE, HexEncodedgiet+7idtH . AXIBHSENHBEN
F2-1PrR

& 2-1 2HRA

SHEWR SHRE
APP secret TAEH
string to sign BIRHSEF RS

BRIRAPP secretIFWTh5tqu2Pb9ZGt8NI09XYZti2V1LTa8useKXMD8, MIit+EEZIRY
signatureg:

01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

LR 4 RINEBRERRNERL

2.3 Java
R{EnS

FHESEE, BEeanzlAuthorizationfJHTTPEESL ., Authorization;g B2l
BEEEREELF, TEHTFEMIIE.,
AR :

Authorization headerBIZ{5%3:
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

FEIFENRE I ESAccessZRIIZAIES, {BESignedHeaders5SignatureZBIiHE
(FRESIEH-
BEERBERLA:

Authorization: SDK-HMAC-SHA256 Access=FM9RLCN*******+xxxNAX|SK, SignedHeaders=host;x-sdk-date,
Signature=01cc37e53d***e00b15822

BRIERHEELE, BEIENEIFRHTTPERAEY, ERERIXBAPINK, B
APIMKFER BTN . BAMNEBISE, ZERA S RIEEFRIRSHITISZLIE,

{FF)avaiE S IAAAPPINIERYAPIRY, BB ESIRENSDK, REHEITENSENTIE,
BESEEBAPIREIERBAPI,

ARETLAEClipse 4.5 2kRAABFINE
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2-1 iﬁﬁﬁl}lb*i
g
¥
FEISDK
Y
g3
BUIRSRY
o CEIXENAPIAREE, BARSINERINES.
o BEZ¥Eclipse 3.6.05kLALIRA, WIRKLE, i5EEclipse B/ MG T~
o BE%%lava Development Kit 1.8.1115¢LA_ LIRA, fNRKZEE, iEEOracleBS
TERE F. &4 5xiF)ava Development Kit 1735 EARZA .
$XHY SDK

ISTEAPIMKIZFIGIEE “RBRD” , £ “SDKEMIES]” REFTHIINIESR{E

FSDK,

$XEY “ApiGateway-java-sdk.zip” 458, RIERBREWIT:

ZFR 5iEA
libs\ SDK{KFiZE
libs\java-sdk-core-x.x.xjar | SDKE

src\com\apig\sdk\demo
\Main.java

src\com\apig\sdk\demo
\OkHttpDemao.java

src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a

{(EFASDKERIBTRTHINED

.classpath

.project

JavaTi2Ec &4
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SANTE
FIB1 FTFFEclipse, FESEFZERE “File > Import”
s “Import” IIERIE,

FIE2 %R “General > Existing Projects into Workspace” , B “Next” ,

584 “Import Projects” XHEHE,
2-2 Import

& Import
Select

Create new projects from an archive file or directory,

Select an import source:

type filter text

4 (= General
JE Archive File
||}3 Existing Projects into Waorkspace

[, File System

[} Preferences
> = Git
= Gradle

[ »

m

3 - - -
@/' = Back Mext = Finish

|3 BE “Browse” , EHRHARNEEFILERIESAISDKIER
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2-3 i%&3%¥ demo TH2
2 Import =3 EcE =<

Import Projects E_f _
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: | DtYjava©\ApiGateway-java-sdk- - Browse... l
() Select archive file: Browse...
Projects:

java-sdk-demo (D¥\java\ApiGateway-java-sdhk- I Select All

Deselect All

Refresh

i

Options

[[] Search for nested projects

[ Copy projects into workspace

[[|Hide projects that already exist in the workspace

Working sets
[[] Add project to working sets

Select...

@' Mext = Finish ] ’ Cancel

B4 BFE “Finish” , THRIESA.

“Mainjava” J7GIES, BRIECIRERIENSHEER . BRMMURFIESEE
FAAPIZRG .

.

FETE
B FTFEclipse, ESZEHIZIEE “File > New > Java Project” ,
384 “New Java Project” XHFIE.

$E2 BENX “Project name” , LA “java-sdk-demo” 7fill, HbSEIRIGFEOA, BE
“Finish” o
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B 2-4 #iE T
&= New Java Project = @

Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: java-sdk-demo

Use default location

ChlUsersiwx32902 M\ workspaceljava-sdk-demo Browse...
JRE
@ Use an execution enviranment JRE: JavaSE-1.8 -
i7) Use a project specific JRE: jrel.8.0 191
(71 Use default JRE {currently jrel.8.0 191" Configure JREs...

Project layout

71 Use project folder as root for sources and class files

@ Create separate folders for sources and class files  Configure default...

Working sets
[[] Add project to working sets

Select...

@' = Back [ Mext = ] [ Finish l ’ Cancel

FI8E3 S AAPI Gateway Java SDKAY “jar” X4,

1. &R “java-sdk-demo” , BAFEREIRAE, %R “Build Path > Add External
Archives” ,
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pAYE =1 2 fs5F3 APP IAIEVEFE API
2-5 8\ jar M4
4 |l java=dl-d '
'E g MNew 4
b o J Go Into
Open in New Window
Dpen Type Hierarchy F
Show In Alt+Shift+W ¥
Copy Ctrl+C
EZ  Copy Qualified Name
[} Paste Ctrl+V
K Delete Delete
Remove from Context Ctrl+Alt+Shift+Down
Build Path 1 v | Zm  Link Source...
Source Alt+Shift+S v | &9 MNew Source Folder...
Refactor Alt+Shift+T » 6B Use as Source Folder
i Import.. 2 s Add External Archives...
g Export.. =\ Add Libraries...
«5 Refresh FS | g Configure Build Path...
2. E$FESDKA “\libs” BRTATELL “jar” EEAINM, BE 4T -
& 2-6 34 jar STHF
=] commons-codec-1.11 jar 2019/3/15 10:23 Executable Jar File 328 KB|
|“| commaons-logging-1.2,jar 2019/3/15 10:23 Executable Jar File 61 KB |
|| httpclient-4.5.5.jar 2019/3/15 10:23 Executable Jar File 749 KB |
=] httpcore-4.4.9.jar 2019/3/15 10:23 Executable Jar File 318 KB |
|| java-sdk-core-3.0.9,jar 2019/3/15 10:23 Executable Jar File 101 KB |
|4 joda-time-2.9.9.jar 2019/3/15 10:23 Executable Jar File 620 KB |
|&] okhttp-3.11.0.jar 2019/3/15 10:23 Executable Jar File 404 KB |
|| okio-1.15.0,jar 2019/3/15 10:23 Executable Jar File 87 KB |
T4 FheE “Package” K& “Main” Xi&,
1. &R “src” , BEBERGHE, 15F “New > Package” .
2-7 #f## Package
4 [ java-sdk-demo
£, - .
o 1 [ e i
4 B, R Open in New Window wil | FrEEEs
bfme Open Type Hierarchy F4 ||@F Package 2
bl Show In Alt+Shift+W » | Gi  Class
[ (o
.- Copy CrlsC €& Interface
w51 B Conw Nualified Name @ e
2. 7 “Name” g\ “com.apig.sdk.demo” .
2025-02-19 12



APl %
F&iEr 2 {EF8 APP IAIIEE R API

2-8 iR & Package HIZFR
& Mew Java Package — @

Java Package
Create a new Java package.

Creates folders corresponding to packages.

Source folder: java-sdk-demojfsrc

Mame: com.apig.sdk.demo

[| Create package-infojava

® Einish l ’ Cancel

3. B “Finish” .
Fehk “Package” HIBIE
4. % “com.apig.sdk.demo” , BEEIRGAE, &R “New > Class” .

2-9 ¥%E Class
4 [ java-sdk-demo

4 (B src
., m {JEEE 1 b | 2% Java Project
4 @) Refe Open in New Window w | TR
¢ o g Open Type Hierarchy F4 |§ Package
> 099 Showln Alt+Shift+W » 9
> o8 h - & Interface
. s b 5] Copy Ctrl+C
y ,;g, it B2 Copy Qualified Mame & Enum .
» jms i [ Paste Ctrl+V 2 |LEE e
5. 7£ “Name” ggi\ “Main” , @ik “public static void main(String[]
args)” .

2025-02-19 13
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APl 3%

PAYSEi-1E7]
2-10 ig & Class IECE

= New Java Class

5]l

]

Java Class =
Create a new Java class.
Source folder: Java-sdk-demo/src
com.apig.sdk.demo
Browse...

Package:

[[]Enclosing type:

Modifiers: @ public (") package private protected
[] abstract [ final static
Superclass: java.lang.Object
Interfaces: Add...
Eemove
Which method stubs would you like to create?
| [lipublic static void main(String[] args);
[7] Constructors from superclass
[¥] Inherited abstract methods
Do you want to add comments? (Configure templates and default value here
|:| Generate comments
[ Cancel

l

Finish

@

6. B “Finish” .
SRk “Main” SHRIBIEE,

SIS e TiztliEfE, REEREMNT.

14
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2-11 FHETIFE Main B REH

4 [ java-sdk-demo
4 (BB grc
4 ff com.apig.sdk.demao
[ 1] Mainjavai|
» @ JRE System Library [JavaSE-1.

4 @), Referenced Libraries

» jms commons-codec-1.11jar - [0

o commons-logging-1.2 jar -|0

* ol

o

s httpclient-4.5.5.jar - 0tjavalAp

o hittprore-4.4.9.jar - D0 java'fipi

* ol

o [ava-sdk-core-3.0.9jar - D:]jav

o

+ oo joda-time-2,9.9 jar - 00javd'Af
o okhttp-3.11.0,jar - O:\java' )

o

[Py =
o

* ol

s okio-1.15.0jar - O\ java\Ap

“Mainjava” T EEZER, BRIEEINERSE T SEBAPIRGIBAFERE.

—--4ER
VA API <51
(1 #%e8
o HEBIFIHIGCIE—MAPI, AILUEEMockiE, HAMIIFEL . IR ERAPIHE
EiESN ( APINXFEPIERE ) »

o RBIAPIHIGEIR/FTHERIHTTPERSS, LE/EiRIREI— “200” AR “Congratulations,
sdk demo is running” JHEYK,

1 £ “Mainjava” FIIANLATSIA.

import java.io.|OException;
import javax.net.ssl.SSLContext;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.conn.ssl.AllowAllHostnameVerifier;
import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContexts;

import org.apache.http.conn.ssl. TrustSelfSignedStrategy;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

import com.cloud.apigateway.sdk.utils.Client;
import com.cloud.apigateway.sdk.utils.Request;

B2 tlEErequest, IIEFEFERFN TS

e AppKeyFAppSecret: AREILAAKFISKIRIFEREZEFRM, 1ETAREIEIHS
SRS RIS EINETTECLOUD_SDK_AKFICLOUD_SDK_SK, LALinuxZ& %t
FEEARISEFEIIAK/SKIRENET S, FISHMETSENRAREBS,

a. IR, WAUTHSITAREREREN .
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H$LE3

vi ~/.bashrc

b. REMELE, REXUFHIRHIRIESE.
export CLOUD_SDK_AK="ZZEEAK/E"
export CLOUD_SDK_SK="Z#EEVSK/E"

c. BAUTHSERENHER.
source ~/.bashrc

J }\/Ijethod: IBRATTIES . IRIBAPISEIRERIES, REKISEER “POST” fEHtF
Bl

o url: iEKAYurl, FEZQueryStringMfragmentifss . EEAERDIBERASERIE
, B CHERIIE . REUCIBER “http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/java-sdk ” {EJIEH

e queryString: uriEHESHAIERD, RIBAPILIRERIES . XIFAIFATEN[0-9a-
ZA-Z[;[I\-=~#%"&_+: "] o REMXIEHER “name=value” {EAHEH,

e header: ERAYLIE, RIBAPISLIRERIES ., R~AMLIBERA “Content-
Type:text/plain” {EJEHI . ANRAPIAFEIIERELEASEINERY, FEIZINBENX
BIMEZFR, ~EMCIBER “x-stage:publish_env_name” {EJItE4I,

e body: {BERAIEN . IRIEAPISEIREIRES, RHIIDER “demo” EHREHI.
BN

Request request = new Request();
try
{
request.setKey (System.getenv (" CLOUD_SDK_AK"));
request.setSecret(System.getenv("CLOUD_SDK SK"));
request.setMethod (" POST");
request.setUrl(" http,//c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/java-
sdk");
//urlitbht
request.addQueryStringParam("name", "value");
request.addHeader (" Content-Type", "text/plain");
//request.addHeader ("x-stage", "publish_env_name"); /[ANEAPI & EIJERELEASEIREE, EEEMNE
EXHIREZFR
request.setBody("demo");
} catch (Exception e)
{
e.printStackTrace();
return;

}
SHERHITER . THIEAPIFFTENE
BEBMLHBAN T :

CloseableHttpClient client = null;
try
{
HttpRequestBase signedRequest = Client.sign(request);

client = HttpClients.custom().build();
HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{
System.out.println(h.getName() + ":" + h.getValue());
}
HttpEntity resEntity = response.getEntity();
if (resEntity != null)
{
System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));

}

2025-02-19
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} catch (Exception e)

{
e.printStackTrace();
} finally

{
try

if (client !'= null)

client.close();

}
} catch (IOException e)

{

}
}

e.printStackTrace();

AHACET o

2-12 izf7 TS
4 [ java-sdk-demo
> @ JRE System Library [jre1.8.0_191]
4 (B src
4 i com.apig.sdk.demo
> ] LargeFileUploadDema.java

R “Mainjava” , BERIRGHEE, 1%FE “Run As > Java Application” ,

ok

24
25 public class Main {

Pl REL e s e S ey
/{Import the external dependencies.

i, 6% import java.io.IOException;[]

> (d] M
>%% Ok New
> @), Referenc Open
> = libs Open With
2/ changelg Open Type Hierarchy
Show In
= Copy
2 Copy Qualified Name
2 Paste
H Delete

Remaove from Context
Build Path
Source

Refactor

fa  Import..

0y  Export.

References

Declarations

" Refresh
Assign Working Sets...

Debug As

Validas~

U5 £ “Console” T,

8E5z

17

-

F3

F4
Alt+Shift+W »

Ctrl+C

Ctrl+V
Delete

Ctrl+Alt+Shift+ Down
3
Alt+Shift+5 »
Alt+Shift+T »

F5

-

HR

main(string[] args) {
request.
= new Request();

equest parameters.

ppSecrect, Method and Url are required
ey("871fe245-9cf6-4d75-822d-c29945alel
secret("c6e52419-227@8-4ch3-8bd4-ae7fdde
ethod("GET");
Url("https://30@30113-3657-4fh6-a7ef-98
QueryStringParam("name”, "value");
Header("Content-Type”, “"text/plain”);
published in other gnvs(except for Rel
ddHeader|(|"x-stage”, "publish_env_name™)
gody ( “demo™);

ion e) {

Trace();

ient client = null;

request.
Base signedRequest = Client.sign(reques
h : signedRequest.getAllHeaders()) {

put.println(h.getName() + ":" + h.getVa
brintln("---------nn "y
request.

sslContext = SSiCentexts.custon().leadT

pnsocketFactory sslSocketFactory = new .

1 Java Application Alt+Shift+X, J

Run Configurations...

2025-02-19
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2.4 Go
BEim=

2-13 AR INERIREEE

'*| Problems |5\ Declaration B Conscle 2

=terminated= Main [Java Application] C:\Program Files\Javaijrel.8.0_191\bin\javaw.exe

HTTP/1.1

Date:Tue, 19 Mar 2019 @8:38:28 GMT
Content-Type:application/json
Transfer-Encoding:chunked
Connection:keep-alive

Server:api-gateway
X-Request-Id:844732a996756668d8d312ea362c9ea4)]
Access-Control-Allow-Origin:®

knngratulatians, sdk demo is runningl

-

{EFAGOIESIEEAPPIAIERIAPIRT, FEESIRENSDK, REFETRR, RESEEH
APIRBEFAPI

AEZBH L Intelli) IDEA 2022.2.1BRASFBIN4E

o CEIXENAPIRNERGEER, BASIANERNESR.

o EREGoRER1.14TLLEIRA, MNRKLEE, EEGOES FERME M.

o BZEIntelli) IDEA 2022.2.18¢LA ERRA, WRFK L%, iE5ZEIntelli) IDEAES R
UETRE

o EfEintell) IDEAFLEEGolEY, MRKLE, BIZRBE2-14FTR%E=.

2025-02-19
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2-14 L% Go 4

Plugins

g
q Go Template
<2

GoToTabs
GoogleTranslation
GoYacc Support

google-java-format

Plugins

> Version Control

v Build, Execution, Deployment 2 Godot Theme

?

¥KEY SDK
IBTEAPIMIZHIGIERE “&EI 0" , 7 “SDKERES|” RSP THIINIESH{E
FHSDK,
¥REX “ApiGateway-go-sdk.zip” 4560, MEERBREMUNT:
2R kA
core\escape.go SDK{tHS

core\signer.go

demo.go AN IR

METE

£I81 $TFFIntelli) IDEA, i%&IRZEE “File > New > Project” ,

38 “New Project” XHEHE, “Name” IHEESDKEMBEERHTAIEIR,
“Location” HEIZMHEAMEIRR, “Language” EIF “Go” , B
“Create” ,

2025-02-19 19
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2-15 Go

Add sample code

Create

$2 e TiztlEfR, BREWUT.

2-16 #FETFE go B R

ace.Xm |
core

H escape.go

license-datastream-aws

.
license-go

ﬂ demao Qo

ches and Consoles

“demo.go” JRBIES, IBRIESEIMERIENSHEER . BAMUBIRIBEESERE

FAAPIRABI,

R

2025-02-19
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PAYSEi=IEd] 2 {58 APP IAIEERE API
VAR API =<5

$£B1 ETFEPS5| A\sdk (signer.go)

import "apig-sdk/go/core"
B2 ER— 1 ERSigner, AAppKeyFlAppSecret,

1. KREIAAKFISKIREERETEF 6, BT AREEIEEREAIFEFIRER
IBIECLOUD_SDK_AKFICLOUD_SDK_SK. LALinUuxZZAFITEAMIS CIREE
AK/SKIRENINET S,

a. AR, MAUTSHSHTARETEREEN .
vi ~/.bashrc

b. REWRTE, RENHHIRLRERS.
export CLOUD_SDK_AK="Z#ERAK/E"
export CLOUD_SDK_SK="Z#ErSK/E"

c. WALNTHSFERESHFER.
source ~/.bashrc
2. HER—1HERYSigner, EABREBENNETE.

s := core.Signer{
Key: 0s.Getenv("CLOUD_SDK_AK"),
Secret: 0s.Getenv("CLOUD_SDK_SK"),
}

3 E— 1 FfIRequest, IBEHSZ . HiESR. iB5Kurl. queryflbody,

r, _ = http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

FEA [IBRFNx-stagesk, ABHINRE . WEFE, FIIFEEZZAIEMLE.

r.Header.Add("x-stage", "RELEASE")

S5 HITER, HITRHSESRPFIIATFERZAIX-Sdk-DateskF1Authorizationsk .
s.Sign(r)

$I¥6 HIOAPI, BEIFIOUSER,
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

e

2.5 Python

Brn=

{EFEPythoniESEEAPPIAIERJAPIRY, REESFRENSDK, AGHETRE, &S
ERAPIRGIEFEAPI

ARELIntelli) IDEA 2018.3 5kRASFFINE o

o CIHENAPIRNEREE, BRESINERNESR .

o EZXEPythonZixB2.7.98(3 XA, WIRFKZEE, BEPythonES FEIRE
Ho
PythonZ358Rkfa, Ecmd/shellE§O0{FERpipZaE “requests” .,
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pip install requests
(1 %8B
MR pipZLrequestsiBENEHEIR, B FEFFEAPythonHTILIH:, Fpip, AEE
AT LGSR,
B%%EIntelli) IDEA 2018.3.58kLA LR, NRFKZE, iEZEIntelli) IDEAEHFM
UhTE .
BfEIntelli) IDEAFRZEEPythontfild, MIRFKLE, BIRIEBER2-17TREE,

2-17 Z%k Python 1&H4
Settings @

Qr Plugins 2 Installed Updates o ]
Appearance & Behavior
“ «BEe] 3

Keymap

Search Results (41)

Editor

[ eugine R Micropython

Version Control
Euild, Execution, Deployment
Languages & Frameworks

Tools

¥REX SDK

Languages Framework integration

ython

The Python plug-in provides Support for MicroPy
smart editing for Python devices in Intelli) IDEA and

<. The feature set of the PyCharm. Features: Code

3.9 g9 4 ird.9
Live Coding in Python python-typing-adder
Code tools Code tools
Lets you run your Python README Using intellij to infer
code as you type it. Displays
variable values, matplotlib, or,

Cance

HEAPIFICIERIE, 6% “HBAIPL | 7 “SDKIEAIES]” M PRI RIEESAT

{EFHSDK.,

5%EY “ ApiGateway-python-sdk.zip” [E486, BRIEEEREWIT:

B

152AA

apig_sdk\__init__.py SDK{LHS
apig_sdk\signer.py
main.py ~ECES

backend_signature.py

[RiRE& AR

licenses\license-requests

FE=FElicense3 {4

2025-02-19
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WETE
11 FTFFIDEA, EiREE “File > New > Project” o
s “New Project” IFEHE, iEE “Python” , B “Next” ,

2-18 Python

MNew Project @
. r\y:'laue; Project SDK: | @ Python 3.7.2 (D:\804\python.exe) ~ New...
Gradle Additional Libraries and Frameworks:
& Groowy [1E7] Django
Grails (14 Google App Engine (Python)
Application Forge [ s5. SQL Support
Y Go

“ Go Modules (vgo)
E Dep
% App Engine
Static Web
E Flash Template language:

Templates folder: templates
& Python
, Application name:
K Kotlin
Enable Django admin

& Empty Project 2

T2 BHIREFE “Next” , BHELUATXHEE, B “..7 , EREAXHEEFIEERES
SDKiE&12, g “Finish” ,
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2-19 IZFMEEFR SDK BR1Z
Mew Project @

Project name: | p)-'thcunl |

Project location: | Dd\java',python

b More Settings

Previous Cancel Help
$H];3 T TiRCEE, BREWNT.

2-20 #FHE T2 python B R
v python
b Jidea
v ApiGateway-python-sdk-
v apig_sdk
_init__.py
signer.py
> licenses
main.py

test_signer.py
m Eython.iml

“maigﬂpy T ATBIRES, BIRIESIMERIENSHEER . BARBIRRESERA
APIZ=A

-

iEF API 751
LB’ EIFEY5| Napig_sdk,

from apig_sdk import signer
import requests
import os
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SER2

S$ER3

IR

2.6 C#
Brin=

SR —#TRYSigner, IEAAppKeyF1AppSecret,

1. ARBIAAKFISKIRFERETEF M, ETAREABNEAEAMIRETIZER
IBTECLOUD_SDK_AKFICLOUD_SDK_SK. PALinuxZ&AFIEAMIS CIRENE
AK/SKIRERIEBETE,

a. ¥HA&m, MALUTGSHIARETS0EX .
vi ~/.bashrc
b. KREWMELSE, REXHFHELIRERS.

export CLOUD_SDK_AK=" X ElAKIE"
export CLOUD_SDK_SK="E#XEISKIE"

c. WALNTHSERESHFER.
source ~/.bashrc
2. HEp—1#ERYSigner, BABRENNETSE,
sig = signer.Signer()

sig.Key = os.getenv('CLOUD_SDK_AK")
sig.Secret = os.getenv('CLOUD_SDK_SK')

4 p— M RequestiIR, IBESER . 1BKuri. headerfbody.,

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?a=1",
{"x-stage": "RELEASE"},
|lb0dyll)

HITER, HITIERHESEERSHPRINATFERZRIX-Sdk-DateskF1Authorization
%,

X-Sdk-Date@— MRS 5SEZEKEELSH

sig.Sign(r)

BIBAPI, BEIHOER,

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)

print(resp.content)

-

FERCHESARAPPINIERIAPIRY, SEESIRENSDK, AREFIHSDKEHITIEX
%, RESEZAPIEARREEBAPI,

BIRSRY
o CIHXEAPIRNEARGEE, BARSINERIES.
e BEZVisual Studio 2019 version 16.8.48¢LA FiRA, tNRFKZEE, BEZEVisual
StudioB 5 Mk &
¥%HY SDK
IBTEAPIRKIZHI G LR “&BEIR0” , £ “SDKEMIES|” B THINIESF{E
FHSDK,
5%HY “ ApiGateway-csharp-sdk.zip” E4E6, RIEEEFREWWT:
2025-02-19 25
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e 5iBH
apigateway-signature SDK{LAS
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BRIBRTHULHS
backend-signature\ EiREZrGIiz
csharp.sln TEXH
licenses\license- FE=FFlicenseX {4
referencesource

FIFIERE

WHSDKEAHRY “csharpsin” 32, FTHTE. TEPERWT3PME:

e apigateway-signature: SCMEFZELXRIHEZZE, aTHF Net Framework5.Net
CoreliiB .

e backend-signature: FiHIRBZEZRH.

o sdk-request: FZELERVEARRA, BREINERIENSHEER. BERHE
RIS SERAAPIRA .

iEFE API 7<43)

L1 EIEP5|Nsdk,

using System;

using System.Net;

using System.|O;

using System.Net.Http;

using System.Threading;

using APIGATEWAY_SDK;

L2 Gpk— 1 #TRYSigner, 3EANAppKeyFlAppSecret,

1. ARBILAAKFISKIRFERREZEF A, ETARAENSSEAKEFRIRER
1BZECLOUD_SDK_AKFICLOUD_SDK_SK, PALinuxZEZ ABIFEA IS EFREARY
AK/SKIZENIET S,

a. FIHER, MAUTGSHTHARELSEES Y.
vi ~/.bashrc
b. REWRTE, RENHHIRLRERS.
export CLOUD_SDK_AK="Z#ERAK/E"
export CLOUD_SDK_SK="Z#ErSK{"
c. WAUTSHSEREXHFE.
source ~/.bashrc
2. HERE—ETRYSIgner, BABREBRNIMETE,
Signer signer = new Signer();
signer.Key = Environment.GetEnvironmentVariable(" CLOUD _SDK_AK");
signer.Secret = Environment.GetEnvironmentVariable(" CLOUD_SDK SK");
2025-02-19 26
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3 Epi— MHttpRequestXIR, IBEIH5ER . iBEKurlflbody,

HttpRequest r = new HttpRequest("POST",

new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?
query=value"));
rbody = "{\"a\":1}";

£;A [IBRFNx-stagesk, ABRHINRR . WEFE, FIIEEZZAIEMLE.

r.headers.Add("x-stage", "RELEASE");

TBS HTEE, PITHRHESER— 1 FRIHttpWebRequest, HEBRESHHPRMAFTE
BHIX-Sdk-DateskFAuthorizationsk,
HttpWebRequest req = signer.Sign(r);

£IR6 iHITAPI, BEFIHITER.

try
{

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}
catch (WebException e)

HttpWebResponse resp = (HttpWebResponse)e.Response;
if (resp != null)
{

Console.WriteLine((int)resp.StatusCode + " " + resp.StatusDescription);
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}

else
Console.WriteLine(e.Message);

}
}

Console.WriteLine("---------------- ");

.

2.7 JavaScript

Birin=

{#F3JavaScriptiE S EFIAPPINIERYAPIRY, IBFEESLIRENSDK, AGEHELR, =55
ZAPLERBIEBAPI,

JavaScript SDK3Z#¥Node.js. NS EIZITINE
FEFFENEZE, A=l ntelli) IDEA 2018.354k2A. 1&i&Node jsIAE I,
SRR IR RAIREA .

ERIME
o CEIRENAPIARER, BASIANERES.
o EX%NodejseiE15.10.08kLA EMRA, WMRFKZLE, EENodejsES FEHRRHE

T,
e EZX%EIntelli) IDEA 2018.3.58 LA LRRA, INERFKZ%E, i5=EIntelli) IDEAEEM
hTRE
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e EfEIntelli) IDEAFZEENodelSIEM, MNRKXZIR, BiRIEE2

2-21 Z2%E NodelS ¥4

Settings

Appearance & Behavior
Keymap
Editor

Version Control
Build, Execution, Deployment
Languages & Frameworks

Tools

¥REX SDK

ISHEAPIRKIZHI G “#EIH0” , 7 “SDKERES!”

FSDK,

AN

==
Plugins Marketplace 2 Installed Updates =1
3
Search Results (8)
NodeJs Node.js Remote Interpreter
JavaScript Network

Support for Node.js projects.
Features Run Node.js applications i

applications from the IDE and

LiveEdit
Web

With Live Edit you can see the

Network

Beame-insta-
HTTPS tunnel

changes you made in your
HTML and CSS files
C 5 07,2018 +3.9M w4

, 2018 +

Instal

environments

Run and debug Node,js

n the remote

such as Docker

Beame Insta-ssl plugin

Beame.io Jetbrains plugin
ssl provides

for exposing

2017 & 2.5K

Cancel

REPTHNINESPRE

SXEX “ApiGateway-javascript-sdk.zip” E4E, BEFEFEHINT:

=

ol

signer.js

SDKHS

node_demo.js

Nodejsi~fFIftHS

demo.html

SRR GRS

demo_require.html

NEERRREMXES (fERrequireiNE )

test.js plimwz=tl
js\hmac-sha256.js G IS

licenses\license-crypto-js

FE=FElicense3 {4

licenses\license-node

BIETE
S $TFFIntelll) IDEA, #EEE

“File > New > Project” ,

58 “New Project” XHEHE, ©EHE “Static Web” , B35 “Next”

o
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2-22 Static Web
MNew Project

Gradle

& Groowvy
Grails

Application Forge
o Go
% Go Modules (vgo)
F Dep
s App Engine

(=] MNodejs and NPM
E Flash

K kotlin
7 Python

= Empty Project

=5

El HTMLS Boilerplate
&> React App

B Foundation

B | Bootstrap

@ Angular)s

Y Angular CLI

& React Native

Web modules are used for developing Web applications using
technelogies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Il Cancel Help

$E|2 BE 7, EREAHEERIEEMEESRISDKERE, 2dE “Finish” .

2-23 EIREREfT JavaScript Y SDK 1812

MNew Project

Project name: | JavaScript

Project location: | D:\java'JavaScript

b Maore Settings

£]3 T TiECERE, BRE

Previous Cancel Help

BT
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2-24 $HEETF2 JavaScript FIE R
w [ JavaScript
» idea
w ApiGateway-javascript-sdk-2.0.0
> IE
> licenses
i dema.html
i demao_require.html
5= node_demojs
1 package-lock.jsan
5 signer.js
i tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

e node_demojs: Nodejs~fl{HE, IBRIFSLIRERIENSEHEER . BMUER5R

BRiE=&iEFAPI ( Node.js ) =,

e demohtml: NLEERROULES, BIRIELIAMERIENSEEER . BAEAIRRA

ESZAMAPI (X553E) =61,

$¥84 B “Edit Configurations” , 38 “Run/Debug Configurations” IHEHE,

2-25 Click Edit Configurations

B A L mine] b 20 G

Edit Configurations...

H save 'main’ Configuration

rain

H$UB5 AT ‘47, &R “Nodejs” o
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2-26 1%&#F Node js
Run/Debug Configurations
1F - = £ i
Add Mew Configuration

- g ) UU\':.'
£ Gruntjs
¥ Gulpjs

JAR Application
55 JavaScript Debug
ﬁ lest
Ab JUnit
i Jupyter Notebook
K Kotlin
K Kotlin script
0 Lettuce

Mawven
L Mocha
(5] Modeunit

£U6  “JavaScript file” %R “node_demo.js” , B “OK” , TAECE.

2-27 i%#% node_demo.js

Run/Debug Configurations @
+ — B A [ 1 Name: | node_demo.js []Share []Allow parallel run
~ [Z Nodejs . : . :

. : Configuration Browser / Live Edit V3 Profiling Logs
Cerfousion
> Python Node interpreter: Project node (DAZRE\node.exe) 10153 ~ || o

> F Templates
Node parameters:

Waorking directory: D:\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node dema,js

Application parameters:

Environment variables:

R

iAFB API ( Node.js ) 7=f5l

gz

£HE2

ET 5| Asignerjs,

var signer = require('./signer')
var https = require('https')

&Rk — #E9Signer, IENAppKeyFlAppSecret,

1. ARBILAAKFISKIRFEREZ ST RM, BT ARABNEEAIRETIZER
IBETECLOUD_SDK_AKFICLOUD_SDK_SK. PALinuxZ%AFIEAMIS CIRENE
AK/SKIRENINBET S,

a. AR, BAUTSSHARET SR E N,
vi ~/.bashrc
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b. REMELE, REXHFHIRHIRIESE.
export CLOUD_SDK_AK="ZZERAKIE"
export CLOUD_SDK_SK="Z#EEVSK/&"

c.  HBMAUTHSERENEER.

source ~/.bashrc
2. HR—Signer, BAERBFETE.

var sig = new signer.Signer()
sig.Key = process.env.CLOUD_SDK AK
sig.Secret = process.env.CLOUD_SDK_SK

£E]3 Ep— P RequestiIR, EEHIES . 1BKuriflbody.

var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
rbody = '{"a":1}

LA [IERFx-stagesk, ABFHANESR . IEFE, FINFTEZIRIEMLE.

rheaders = { "x-stage":"RELEASE" }

IS HITER, WTHRHESEMIBEKRSE, BTEIEttp(s)IEK, BRSHHPHFINTH
F&2r9X-Sdk-DatesLF]Authorizationsk ,
var opts = sig.Sign(r)

L6 HIEIAPI, BEFILIEER. MEFERAttpsiaEl, NS “http.request” 25
“https.request” .

var reg=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data"”, function(chunk){
console.log(chunk.toString())
b
)
req.on("error",function(err){
console.log(err.message)
)
req.write(r.body)
req.end()

-

AR API (X588 ) =61

TE1 E?:ﬁ]%%ﬂﬁ%ﬂkﬁﬁﬂiﬂzﬁmkﬁ_ SiESK, EULRISEEHEIAPIBIFR ZEEAPIRXIE
HEe LeIE— M BIRHEZRE, RIFNRSEEmEEIRS S AIEXMLHttpRequestiEzK,
HABIHEZ=SREREGIEAPI .

SlEREESIES = ( APIRXARISH ) 1 “REAPIEHEELS" 5%,
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B 2-28 Sl iSiR = SRS~

X

BIERER

SEREETR Plugin_de0i

s

ERERE

Allowed Origins (%)

Allowed Methods  (Z) GET POST v

PUT
Allowed Headers (Z)

Exposed Headers (3)
Maximum Age (3) 800

Allow Credentials (7)

L2 fEhtmlA5| Asignerjs A&k

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

FI|3 JHTEBMIBIE .

1.

RRBILAAKFISKIRFERBEZEH NG, BITARABIEEEARBIMEFIREIR
IETFECLOUD_SDK_AKFICLOUD _SDK_SK, LALinUXERZFITEA IS S IR
AK/SKIgENINET S,

a. AR, WMAUTHISTAREBEEERENH.
vi ~/.bashrc

b. REMELE, REXUFHIRHIRIESE.
export CLOUD_SDK_AK="ZZtEXAK/E"
export CLOUD_SDK_SK="ZZAISK/&"

c. WALATSRSERESHFER.
source ~/.bashrc
EABRENHETE, #HT8ZFKIE,

var sig = new signer.Signer()

sig.Key = getenv('CLOUD_SDK _AK')

sig.Secret = getenv('CLOUD_SDK SK')

var r= new signer.HttpRequest()

r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
rmethod = "POST"

ruri = "/app1"

rbody = '{"a":1}'
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2.8 PHP
Brin=

HIRR SR

rquery = { "a":"1","b™:"2" }
var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: reqg.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html(('200")
$('#recv').html(data)
h
error: function (resp) {
if (resp.readyState === 4) {
$('#status').html(resp.status)
$('#recv').html(resp.responseText)
}else {
$(‘#status').html(resp.state())
}

timeout: 1000
b

-

{EFPHPIESEFIAPPIAIERIAPIRT, BFEESTIRENSDK, AEHETE, RESEAP
B BIERAPL

AREHLUntelli) IDEA 2018.3.5kRAAFINE o

o CEXEAPIRYEREE, BEASILAERNES.

e E%EIntelli) IDEA 2018.3.55K LA LIRA, tNIRFK%%, iEEIntelli) IDEAESN
i =

o ELREPHPRERS03FHLALIRA, MNRKRLE, BEEPHPEL THNE M.

o BPHPZREHZRPHI “php.ini-production” XHEFIF “C\windows” , HEH
“php.ini” , HEXEFHIEMMTHAS
extension_dir = "phpZiEEF/ext"

extension=openssl
extension=curl

o BEffintell) IDEARRZLICPHPIG, WNRAKLER, BIEIRE2-29F %%,
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2-29 %% PHP #&4
Bl settings @

Q- Plugins Marketplace Installed Updates -
A rance & Behavior
PPes Q 2
Keymap
Editor Search Results (129)

BEET e PHP Annotations

Version Control

Languages Framework integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
Languages & Frameworks debugging, PHPUnit, Smarty, Issues | Donate Installation

Twig and various frameworks Il and be happy

S C—F 08,2019 +1.9M %35 <] g+ 48
3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
Donate using PayPal or
Bitcoin This plugin adds auto
4K 5
(] Cancel

¥KEX SDK

ISTEAPIRKIZFI kR “FEIG” , 7 “SDKERMIES|” REPR FERINIESFE
FSDK,

SXEY “ ApiGateway-php-sdk.zip” [£488, MRIERBRELWT:
2R 4B

signer.php SDK{LAS

index.php ~ECES

R T2
1 FTFFIDEA, %IRSEE “File > New > Project”
58 “New Project” XHEHE, & “PHP” , B “Next” .
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2-30 PHP

New Project

=3

8 Groovy PHP Empty Project

Grails @ Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
T Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash

PHP

Create empty project for PHP

K Kotlin
7 Python

= Empty Project

Cancel Help
W2 BE L7, ERHAINEERISERIEFAISDKERRER, 8E “Finish”
2-31 IEFMRESS php B9 SDK B8
MNew Project
Project name: | php
Project location: | D:\java\php
b More Settings
Previous Cancel Help

$I|3 eRIiEClEfE, BREWUT.
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VEFR APl =5

SER1

S£IR2

$EE3

gz

F+IR5

L6

2-32 FiEE2THE php BB REEH
v [gphp
> Jidea
v ApiGateway-php-sdk-
wn index.php
ohe SigNEr.php
m Php.iml
b External Libraries

Scratches and Consoles

“signerphp” ARGILES, BIRELFMERIENSHEER . BEARIERBIESERE
FAAPITRfY

.

FEAREH5| Asdko

require 'signer.php’;
HR— 1 ERYSigner, IEAAppKeyFlAppSecret,

1. ARBIAKFISKIRFEERBEEZEST 6, =T AREEISAEAITERIRER
IETXECLOUD_SDK_AKFICLOUD SDK_SK. LALinUxZE S HFI7EA RIS E SN
AK/SKIZENINET =,

a. AL, WMAUTHSTAREBETERENH.
vi ~/.bashrc

b. REMELE, REXUFHIRHIRIESE.
export CLOUD_SDK_AK="ZZEEAK/E"
export CLOUD_SDK_SK="Z#EEXSK/E"

¢ AT EREXHER.

source ~/.bashrc
2. HER— M #ERSigner, BABRENNETE,

$signer = new Signer();
$signer->Key = getenv('CLOUD_SDK_AK');
$signer->Secret = getenv('CLOUD_SDK_SK');

&p— M #EIRequest, 3EESIEE . iBEKurlflbody ( bodytRIESERRAVEIEKRE
E) o

$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?a=1");

$req->body =";

LBIEKIRIx-stagesk, RBNNRER . MREFE, FINFREBAVE L,

$reg->headers = array(
'x-stage' => 'RELEASE',
);
HITEE, MITHRBSER— M Scurl L FTXEE,
$curl = $signer->Sign($req);

BIBAPI, BEEIHDER,
$response = curl_exec($curl);
echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
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2.9 C++
Birin=

HUIRRSR

¥XEX SDK

i/3F8 API 7=l

gz

echo $response;
curl_close($curl);

R

{EFC++ESARAPPINIERIAPIRY, BFEESTIRENSDK, SEAPIERRGIERAPI,

EIRINAPIRSERER, BARSIIMERES

2. Z¥opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

IBEAPIRKIZHIGER “#EEIH0” , & “SDKEERES]” REH FEMIRIESE
FSDK,

¥REX “ApiGateway-cpp-sdk.zip” E456, MEREBREEWNT:

ZFR il
hasher.cpp SDK{tHE
hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

Makefile Makefile3Z{4
main.cpp ~ECES

FEmain.cppIIALL TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"
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SER2

gz

F£IR6

4R — A #TRYSigner, EAAppKeyFlAppSecret,

1. ARBIAAKFISKIRFERBEZEHFRM, ETAREABNEAEAIRETIZER
B2 CLOUD_SDK_AKFICLOUD _SDK_SK, LALinUXZRZHFITEAR IS S IR

AK/SKIZENIMETE,
a. AL, WMAUTGHSHTAREBEEERENH.
vi ~/.bashrc

b. REWREE, FREXHHRLRERS.
export CLOUD_SDK_AK="ZFZERAK/E"
export CLOUD_SDK_SK="ZZ£ENSK/&"

c. WALTHSERESHFER.
source ~/.bashrc

2. ER—1#EESSigner, IEABRENHETE,
Signer signer(getenv("CLOUD_SDK_AK"), getenv("CLOUD_SDK SK"));

ER— 1 #R9RequestParams, EESIER. & iBEKuri. E@FRFEFbody.

RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-

non

a8655461897e.apigw.exampleRegion.com”, "/app1",
"Action=ListUsers&Version=2010-05- 08", "demo");

BIEKRANINx-stagesk, ABFHINER . NREFE, FIIFE

request->addHeader("x-stage", "RELEASE");

HITER, PUTIRHMGERAIZEZ LA requestZEEr,

signer.createSignature(request);

{FEAcurlFERIEIAPI, BFLEIER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);

if (mem->memory == NULL) {
/* out of memory! */
printf("not enough memory (realloc returned NULL)\n");
return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

B RRYE k.

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
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std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();
curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return O;
}
BT izfTmakedsSiwiE, BRI Emain, HiTmainXid, BEER,

210 C

S s
FEARCGESEARAPPINIEAIAPIRY, BFEESIAEISDK, SEAPIERREIERAPI,

BRI
EREIAPIKIARES, BASIMERIES.

2. Z¥FopensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

¥REX SDK

ISTEAPIMKIZHI G “RBRD” , 7 “SDKEMIES” REFTHIINIESH{E
HSDK,

SREX “ApiGateway-c-sdk.zip” [£456, MREGBRGEHENT:
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B 15388
signer_common.c SDK{LHES
signer_common.h
signer.c
signer.h
Makefile MakefileSZ{4
main.c ~ECES
iR API =1
1 Emain.cFIIANLLTEIA,

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <curl/curl.h>

#include "signer.h"

2 Epi— sig_params_tZERIRTE, IEANAppKeyFlAppSecret,

1. ARBILAAKFISKIRFEREZREG A0, IETARABIERERNIMEFIRER
IEZTECLOUD_SDK_AKFICLOUD_SDK_SK. LALINUXZRZABITEARHENS EFRENAY
AK/SKIZENIMRT S,

a. ¥R, MAUTHSHAREESERE Y
vi ~/.bashrc
b. REMETE, REXHFHRHIRIESS.
export CLOUD_SDK_AK="ZZERAKIE"
export CLOUD_SDK_SK="ZZEAVSK/&"
c. AT HERENHFER.
source ~/.bashrc

2. Hp—sig_params_tEBINTE, EACKENHEEE.
sig_params_t params;
sig_params_init(&params);
sig_str_t app_key = sig_str(getenv("CLOUD_SDK AK"));
sig_str_t app_secret = sig_str(getenv("CLOUD_SDK SK"));
params.key = app_key;
params.secret = app_secret;

LTE|3 BERER. @&, iEKkuri. EI8FRFEFbody,

sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");

sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;

params.payload = payload;

B4 [iEKRx-stagesk, AFANIESR . IREFE, FNEESZHIEML
sig_headers_add(&params.headers, "x-stage", "RELEASE");
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LIS HITER, PITHREIEEMRIEE LN requestTEH,
sig_sign(&params);

{EcurlZEipIaAPI, BEIHOGE,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

1=
a4

%6

{

}

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti = 0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);
chunk = curl_slist_append(chunk, header);

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
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free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

//free signature params
sig_params_free(&params);
return 0O;

}

BT iziTmakedpS Rz, BRIRTHITEHmain, HiTmainXd, BEER,

.

2.11 Android

Brin=

HURSR{F

¥XEX SDK

fIFTIRE

{EFRANdroidiESEARAPPIAIERIAPIRT, IRFBELIKENSDK, REHETE, EES®E
APIERREIEBEAPI,

o CEIREAPIHERER, BASIIAERIES .

e EXR%EAndroid Studio 4.1.28¢ LA EhRAR, INERKZE, 5Z=Android StudioEF
PR TEL

IBTEAPIRKIZHIGIERE “BEBI0” , £ “SDKERES]” REH TENIRIESFRE
FISDK.,

$KEY “ ApiGateway-android-sdk.zip” [£458, fEEEBREMINT:

2R %8R

app\ ZE TR
gradle\ gradlef8x314
build.gradle gradleft &34

gradle.properties

settings.gradle

gradlew gradle wrapperfl{THIZA

gradlew.bat

$1 $JFFAndroid Studio, ## “File > Open” ,

3R BRI A E IR AR S RISDKERTR o
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]2 fIRTRER, BREWNT.

2-33 TIZEREW

e app
b manifests
v Java
e com.testappsignature
£ MainActivity
» com.testappsignature (androidTest)
> com.test.appsignature (test)
v res
» drawable
v layout
5 activity_main.xml
> mipmap
> values

w (# Gradle Scripts
# build.gradle (Project: android)
# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)
= proguard-rules.pro (ProGuard Rules for app)
gradle.properties (Project Properties)
 settings.gradle (Project Settings)
_

local.properties (S0

'
LoCation)

R

BF API 7451

£ EAndroid TF2HRY “app/libs” BRT, MASDKFrFEjartl . EejarGlsREiE:

e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.10.jar
FU2 7 “build.gradle” XA okhttpEEAIIKES .

7£ “build.gradle” 3Z{44H9 “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.14.2'”

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

I3 tliEErequest, AAppKeyFAppSecret, FEEIHZ . 5iEFR . 1&Kurifbody.,
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1. ARBILAKFISKIREFEREZEP N6, BITARFENEEEABRERIZER
BT EBCLOUD_SDK_AKFICLOUD_SDK_SK, LALinuxZRZHHIFEA IS ERENAY
AK/SKIgBENIMERE.
a. 1AL, WMAUTHSTAREBETERENH.
vi ~/.bashrc
b. REWREE, RENHHIRLRERS.
export CLOUD_SDK_AK="ZZtEAK/E"
export CLOUD_SDK_SK="ZZLEISK/&"
c. WALTHSFERESHFER.
source ~/.bashrc
2. tGliErequest, IBACKERINETE, FHEEEZ. HEE. 1BKuriflbody,
Request request = new Request();
try {
request.setKey(System.geten(" CLOUD_SDK_AK"));
request.setSecret(System.getenv(" CLOUD_SDK SK"));
request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;
}
FA IHERIFITEE, Lrfokhttp3.RequestITSREiAITIAPI,

2.12 curl
BEs=

HURRSR

iEAF3 API 7=f51
£E

okhttp3.Request signedRequest = Client.signOkhttp(request);
OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

-

{FERcurldsSEBAPPINIERIAPIEY, EBEES T HJavaScript SDK&ERLcurléass, AiE
Bcurlin S EHIZIFSITIRAPI,

EIREAPIRSERER, BRSIAERIES

{sE)avaScript SDKERfcurldsis .

ISTEAPIMKIZFI G “RERD” , £ “SDKEMIES]” REFTHIINIESR{E
FSDK,

EasechiTFFdemo.html, EIW FEF=.
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Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET s 30030113-3657-4fb6-a7ef-90764239b038
Headers

{"Content-Type":"application/json"}
Body

e

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b03¢
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the API from browser requires support for CORS
200
Congratulations, sdk dema is running

FIB2 BEAKey. Secret. FHiEZ. BERIMY. EHZF0url,

Key=4f5f***100c

Secret=***##*

Method=POST
Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com

#0123 ENjsont&TLAIQueryFIHeaders, EABody,

B4 B “Send request” , &pfcurlis . BaurlimSEFIEITESIT, HITAPI,
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/" -H "X-Sdk-
Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256 Access=071f***e06a,
SignedHeaders=host;x-sdk-date, Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

SDK&RERIcUrl & S AT EWindow Femd&imiE AT, 1B1Egit bash FHITAERAIcurl

AN
AP<? o

R
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3 s IAM TAUEEH API

3.1 Token TAUE

B’ria=

HiIE{ERTokem AIEGLAHAPIEY, FEIREVHF TokenFHEEHBAPIE G Token{HiR
BEERIERA “X-Auth-Token” skigieh,

(RERITY:
BREOSWTFHEMAEADR, EoLUsRER—Fmt T AES
o Tokeni\ilF: @idTokent AIEERIERK .

e AK/SKIAIE: iEITAK ( Access Key ID ) /SK ( Secret Access Key ) ITRRIERAFTIHITES
NN

iAF API 751

1. ZKEXToken, FHREMINELE, TokenFTFEEHAMEMEOLSIL,
a. FKEYAFToken, {ERABTEIGNT:

curl -X POST https://{iam_endpoint}/v3/auth/tokens -H 'content-type: application/json' -d '{
"auth": {
"identity": {
"methods": [
"password"
1

b

"password": {

"user": {

"name": "{user namej}",
"domain": {

}

"password": "{password}'

}
%
"scope": {
"project™: {
"id": "{project _id}'
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3.2 AK/SKAIE

{EEFAK ( Access Key ID ) . SK ( Secret Access Key ) IHEFRIHITES .

AK: piEERID . SFABIRIAERXEKAIE—IRRAT, HaZRIDABIREE
A—iefEA, MNBERHTNEESR.

LHiASm$d, HHSHBESNUTRBAIHTER, BIRESE (HF—BMmIA
IEARSZAPIZSE ) BUSKENA P Tokenz O

= {iam_endpoint}i52 R XFNLLiRT5 Ik .

= {user name}{password}:> I &1 ERE AMIRSS SR PR FIE
ﬁgo

= {project id}SIREID., EEBIEHIE, BRIFEERFSR, T FSIE
shepd “HROEIE” , &F “IMBID” .

5K IS EMRGERLHEERT “X-Subject-Token” AYEERNJIToken
8, WTERxR:

& 3-1 MWIR[EEERY Header H13KEY X-Subject-Token

connection —  keep-alive
content-type — application/json

date - Mon, 05 Nov 2018 09:55:39 GMT
server —

strict-transport-security — max-age=21536000
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff
x-download-options — noopen
x-frame-options — SAMEORIGIN

x-iam-trace-id —7;:’::".5?:?5; 3d440f7854f1cd

x-subject-token

(FERWI TS BtokemZBRNINETE, HERESEIN,
export Token={X-Subject-Token}

X-Subject-TokenB/91.a3kEXZIftoken, ar~BIENT:
export Token=M/IDkg*****BZQMEAgEwg

AFBAPI, {BSENTFRNERIREUSRE . 5K5EFURL, HEBKEE LGS
“X-Auth-Token” , “X-Auth-Token” RYBXE/9173KENAYToken, SEIEIRIESL
RERES,

curl -X i&3K5% & +URL -H "x-auth-token: SToken" -vk
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AP| 3

FRiER 3 {#F3 IAM JAIEERE API

e SK: 5ip0ZAIDESFEHNER, WEKRETINEER, ofnR&kiXs, FHib

LEERMHES
4p% AK. SK

WREERITAK/SK, eI E, HEIFERE THRIAK/SK S, XHE—R

79 credentials.csv,

WTFEFRR, MHEE TP (User Name ) , AK (Access Key Id) , SK ( Secret

Access Key ) o

3-2 credential.csv {HERA

A E C

1 |User Name Access Key Id Gecret Access Eevy

2 RPN | (WSS EETNEEE | zul T i ninNT Tee i Ml T bhSzsdaCy T4

ARSI

1. 8TAPRSTGIE2MEINER, AIFHEMNEE. B MhEANRER, 18
B3, SE—AK/SK, BREIAXA, SMAREBNETE—R. BT
Seett, BNGEEREFEHELRIOZER . ES0hEHRIAEEARIERIE
BIEH, AEEHERK.

2. AEAFEPABECIEIBIZR, (BaLCIZIGEHAEEIE (IGRTAK/SKHD
SecuritityToken ) o

3. SBERALE ‘BPEE” TEEEAMBRPIEEZEEID (AK) , WEEEER
$8 (SK) HIAMARFBTIRE .

AK/SK&EREE:

TE1 ER,

$E2 BRGSEREA LANAREL, ETSIRPRE “BRAVEIE” .

SIS “pEERT .
S|4 BE “FBHOERT , HA CMEBRER” RE.

BYAPESAEE2MLAER, FSHFBNEH. MRESHEE2MMHTEN, 1§
FTiEQIEIHITEH .

o UIFEAOHRER, BHRLDEREERCIE.
$|S BWMABRER, BE “BE” .
$ER6 CIEMINE, £ “CUERIN HET, BE ‘UAITER” THER, HAFERE.

1&{;ﬂl«‘;l?£iﬁl"ﬂ’&’":$ﬁ§ﬂ%EPEE*»EI‘@%‘%HID (AK) , FEFEM. sV EEISTEH

SK) o

o IRENIGRTAK/SK, iBEE ( F—BINMERSZEONXE) .

o BRHNTHRE, BEXASELEIFAMZERES, BEREMIEHIY
%%ﬁo

o SIETHIHOEAE, WJLMERNRERREZL TAFTFHETU. csvANAIE R,
MAERRER “ THAE" T,
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VAYSEi=IEd] 3 {$EF IAM IAIER A API
o ATKSZEM, BINECEEREHEHESHOER, BXOhaZEBEIEEN
MIpRIEERZEEE, REEFHER .
ERER

EREZHI S FIAPPINIEER], FAKKEAPPIAIERRAYAppKey, SKERAPPIAIEH
AYAppSecret, BIR]SEREZFIERK, &al{FfJava. Go. Python. C#.
JavaScript. PHP. C++, C. Androidi#{7&ZF 519,

ikl

o EFURIGEEA AT E SITTRIRSRAIELY, BRIBEKIEELX-Sdk-DateAHEHI
RKIRE

o APIRX (EDAPIETR ) BRTRIGRIIEMERIN, BMERIGIZATEESMIUEIERAY
BHEZE, GISREIEZERTI558, APIMIIGIELEIEK.
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M fEinfRSSHITER

4.1 BLZENES

RNEZZRES:

TEAPIGELHlisH GikiE “APIEIE > APISKES > RIRSIE” |, BFEESZHHSHHNE
5, £ “HRIERNS" XigEEKeyFSecret,

4.2 Java
e S T
ERlavalEEHITRIRIRSERMT, BFELIKEISDK, AREANTR, RESER
RRREZRIREEZ DT
AEFLUIntelli) IDEA 2018.3. 5 RAFEINE
YR 5SIR
APIFSEEZZIRE, REBRAERPASRINEZEE,
BUiRSRY
o BEFEAPINKIZHIGEIEERZE, H4IEAP, BRNE2N ( APINKXHEFIER )
1 “BEAPIHNRIRREZEZ/RE” B9,
o DIRENEZZiHENIKeyFNSecret, BHSNEZENESIKI,
o BETEAPIMXEFIGIEE “FEIFL” , 7 “SDKERIES|]” REFTHINIES
Fr{&EFSDK,
o BEZ&EIntelli) IDEA 2018.3.58kLA EARA, WRFK L%, i5ZEIntelli) IDEAES R
UhTE
o BZ%Z)ava Development Kit 1.8.1118¢LAERRA, WNRAKZLEE, iEEOracleESS
THEHRETE . EA-xiF)ava Development Kit 178¢LA EIRAS
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APl %
PAYSEi=1E2] 4 WEIRIRSZSHITESR

SAIE

1 FTFIntelli) IDEA, 7ESZEBFLEERE “File > New > Project from Existing Sources” , %
ERIEGHY “ apigateway-backend-signature-demo\pom.xml” 34, B “OK” ,

4-1 Select File or Directory to Import

Select File or Directory to Import >

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath] file,
Maven project file (pom.xml),

End/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle],

Flash Builder project file (.project, *.fxp, *.fxpl).

f O g X G % Hide path
GpiGateway-sdki\apigateway-backend-signature-demol\pom.xml| | &
> ApiGateway-android-sdk-1.0.0

v apigateway-backend-signature-demo
> idea
> libs
b src

pom.xml

E"Eg and drop a file into the space above to qu ckly locate it in the tree

o

I (RFEMAZE, B “Next > Next > Next > Next > Finish” , 2R TIEEN,

TE3 TAMMaventi®, WiE “compile” HITHIE.
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PAYSEi=1E7] 4 WEIRIRSZSHITESR

4-2 iETFE

Maven 2 — =
- =]

S K 3+ m T ® = FE
o

~ |, backend-signature

w Lifecycle

clean

validate

2
test 1

package

verify

install

site

deploy
» Plugins

UoREpI|Es UBRE 5 |uanew 3 | MBS

» [iiDependencies

IR[E] “BUILD SUCCESS” , FERIRIERKIT-

Run: backend-signature [compile]

[IVFC]

[INFO] --- maven-resources—plugin:3.1. 0:resowrces (default-resources) @ backend-signature ———
[IVFO] Using "UTF-8' encoding to copy filtered resources.

[INFO] Copying 1 resource

[INFO] Copying 0 resource

[IVFC]

[INFO] --- maven—compiler-plugin:3 8 0:compile (default-compile) @ backend-signature ——-
[IVFO] Vething to compile - all classes are up to date

[I1F0]
[IVFO]|EVILD SUCCESS
[TUFC]
[IVFO] Total time: 2.B88 =

}* [IVFO] Finished at: 2019-03-11T18:41:09408:00
[IWFC] Final Memory: Z21M/308M

[IVFC]

l= dl

Procesz finizhed with exit code O

B4 HgEmEBackendSignatureApplication, ¥#E “Run” iEf7IRSS .
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PAYSEi-1ED] 4 WEIRIRSZSHITESR

4-3 iz17IRSS

v apigateway-backend-signature-demo 1 packa
b Jidea .
> Dulibs — :
v src 2 Cut Ctrl+X
v main B Copy Ctrl+C
v java Copy Path Ctrl+Shift+C
v corr apigat  Copy Reference Ctrl+Alt+Shift+C
€ ApigatewaySigr [ Paste Ctrl+V
& BackendSignat #_ Jump to Source F4
@ HelloController Find Usages Alt+F7
£ RequestWrapp: Analyze ]
> resources Refactor y
? targst ;ea-“ Python Compiled Files
pom.xm| Add to Favorites »
¥l External Libraries .
N Seratches and Consoles Browse Type Hierarchy Ctrl+H
Reformat Code Cirl+Alt+L
Optimize Imports Cirl +Alt+0
Delete... Delete

Build Module 'apigateway-backend-signature-demo’
Recompile "..ureApplication.java’ Ctrl+Shift+F9

Run 'BackendSignatureAppl..' Ctrl+Shift+F10
¥ Debug 'BackendSignatureAppl...
U} Run 'BackendSignatureAppl...' with Coverage

o Create 'BackendSignatureAppl...'...

“ ApigatewaysSignatureFilterjava” J7REIED, SIRIELIREREXSHEER.
BARIEHEIESERNERSEE M .

-

e =Y PO YA N A
REERIMIRE— 1 ETFSpring bootflIRSSEE, ERAPINGRIR, FESSH—
Filter, YJAPIM> ( BNAPIESTE ) BUIEKRMSZRLE .

1 /E— " Controller, LEFRBIEEMTGE, REAN “Hello World!”

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/*")
private String index() {

return "Hello World!";
}

}
TE2 RE—Filter, EABIEEIRGE. BRIFHIE B keyFlsecretTIA—MapH,

// ApigatewaySignatureFilter.java
@Component

@WebfFilter(filterName = "ApigatewaySignatureFilter", urlPatterns = "/*")
public class ApigatewaySignatureFilter implements Filter {
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private static Map<String, String> secrets = new HashMap<>();
static {

secrets.put(System.getenv("SDK AKT"), System.getenv("SDK SKT"));
secrets.put(System.getenv("SDK AKZ2"), System.getenv("SDK_SK2"));
}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {

/BB

}
}

H#IR3  doFilterIREIBRARILND . RIS T : BT filterrpFERiZEbody, N TS

LR

bodyaI LATEG£ERYfilterFcontrollerERIEEY, BrequestBiEieskiELsE4EMfilter
#controller, BE&EZEAIRIRSCIN ] DLRequestWrapper.java,
RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

{ERENIZEIA AT Authorizationsk, 18ZlsigningKey#lsignedHeaders,

private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s+Access=([A,]+),\
\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!Im.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

5N, AuthorizationsLJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NUEHTRIZESR )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

@idsigningKey#ElsigningSecret, Y1RA7FEsigningKey, MEIRERAIELK
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {

response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");

return;

}

#iE— P RequestXtsR, Igi5kmethod. url. query. signedHeadersXt RIS RLM
ANHA, HREEEREbodyFHIRE.
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FEFEbodyIRE S RFTEEIUNSIGNED-PAYLOADAYX-sdk-content-sha256
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value = "";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

}

} catch (URISyntaxException e) {
e.printStackTrace();

}

boolean needbody = true;
String dateHeader = null;
for (int i = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
}else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;
}
if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
dateHeader = headerValue;
}
}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body
}

RIEEZ 2T, MX-Sdk-DateskhEVHATE, FIBrSIRSSEAIEREHEEE15D
AR, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM

private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd'T'HHmmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}
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$IE8 FAuthorizationsL B \RequestXIsRH, ERverify5iERIGIERESE . WMRRIGE

i, WHITT—Milter, BURERAELEM
apiRequest.addHeader("authorization", authorization);
apiRequest.setKey(signingKey);
apiRequest.setSecret(signingSecret);
Signer signer = new Signer();
boolean verify = signer.verify(apiRequest);
if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Verify authorization failed.");
}

E1TARSSEE, WIEMBIERM . TERIERIavaScript SDKARAThtmIERZ THEAER

ot
(%2

BENNERFFRFRRE, BiF “Send request” , EFI&EMAIcurldsS, FHEGSITHIA
17, BRE3E81R[0] “Hello World!” .

WNR(EEIRAIKeyFOSecretifal, IRSZEEIREI40TIAIEAREIDT

Apigateway Signature Test

Key
signature_key1

Secret

signatd"n_.ﬂ-:—m'r—t1

Method Scheme Host Url
POST = http  + | localhost:8080 /test
Query
{"00¢'"yyy'"}
4
Headers

dsfasdf=1

s

curl -X POST "http://localhost:8080/testTxxx=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur

.
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4.3 Python
BEg=

{ERPythomB S H{TISMARSSEAT, EFRBSCIRESDK, RAEEATIE, RESE
RiefEiREARPIRIEERRE

AEH L Intelli) IDEA 2018.3 5 RAS I/ 4B

HYRSRE!

APIHFERBERE, RERIFANERPISFMERER.

f:3-:57 81

EEAPINKIES QISR EA, FHYIEAP, BIFESL ( APINXABFERE )
A9 “BCEAPINEIRIRSERRIE” &5,

EIRENE A EHIKeyFSecret, BN EZRNERIREL.

IBTEAPIRKIZHI B1kiE “&Eh” , £ “SDKERIES|” REF NI NIES
Fr{&EFISDK,

ELEEPython& R 2.7. 983 XhRAS, TNERFZRLE,
o

B%%EIntelli) IDEA 2018.3.58kLA LRRAK, tNRFKZE, iEZEIntelli) IDEAEHFM
UhTE

BE7EIntelli) IDEAFRZEPythonidfd, WMNRKZE, 1BIRIRE4-AFFREE,

I5ZEPython B3 FHITE T

4-4 % Python &4
Settings ==

Q- Plugins Marketplace| 2 Installed Updates o
Appearance & Behavior
. =] 3
Keymap
. Search Results (41)
Editor
BEED e Mictopython
Version Control Languages Framework integration

Euild, Execution, Deployment The Python plug-in provides
smart editing for Python
scri he feature set of the

Support for MicroPython
devices in Intelli) IDEA and

Languages & Frameworks N
PyCharm. Features: Code

Tools 1 2.5M 9 49
Live Coding in Python python-typing-adder
Code tools Code tools
Lets you run your Python README Using intellij to infer
code as you type it. Displays Python typing
variable values, matplotlib, or comments us
C+=A 14, 2018 +157K 2 2
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APl %
PAYSEi-1E7] 4 WEIRIRSHITESR

EANTHE
FIE1 FTFFIntelli) IDEA, TESZERFZERE “File > New > Project” o
s “New Project” IFEHE, iEE “Python” , B “Next” ,

4-5 New Python

MNew Project @
. r\y:'laue; Project SDK: | @ Python 3.7.2 (D:\804\python.exe) ~ New...
Gradle Additional Libraries and Frameworks:
& Groowy [1E7] Django
Grails (14 Google App Engine (Python)
Application Forge [ s5. SQL Support
Y Go

“ Go Modules (vgo)
E Dep
% App Engine
Static Web
E Flash Template language:

Templates folder: templates
& Python
, Application name:
K Kotlin
Enable Django admin

= Empty Project 2

T2 BHIREFE “Next” , BHELUATXHEE, B “..7 , EREAXHEEFIEERES
SDKiE&12, g “Finish” ,
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APl %

Fxisrm 4 3 EiRARSS

=

4-6 EIRRES python HY SDK #8412

MNew Project

=

Project name: | p)rthonl

Project location: | D:\java\python

b More Settings

Previous Cancel
T3 THRIRECIREE, BREMUT,

4-7 HREH

b python
> idea I
> apig_sdk
» licenses

» backend_signature.py
= main.py
m Python.iml
= test_signer.py
= VERSION
¥ Il External Libraries

» U Scratches and Consoles

B4 BFE “Edit Configurations” , 38 “Run/Debug Configurations” XHHHE,

4-8 Edit Configurations

— Edit Configurations...

F£I®5 BB ‘47, %R “Flask server” o

Help
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Fxisrm 4 3 EiRARSS

1

E)

/.-‘—:.
(N2

=

4-9 %3% Flask server

Run/Debug Configurations

I Cucumber java

Add New Configuration

vy Docker 2
& Firefox Remote

% Go App Engine
“% Go Build

u! Go Remote
‘v Go Test

16  “Target type” &R “Script path” , “Target” ERTIZTHY
“backend_signature.py” X{, BF “OK” , T IIEEE .
- i —— i
+ — B & | Name:  Flask (backend_signature.py) [ share [ Allow parallel run

~ {_Flask server

Confi ti L
{_Flask (backend_signature.py) e =E

> JTemplates Target type: () Module name @ Script path () Custom
Target: ‘\pythoen\backend_signature.py =
Application:
Additional options:
FLASK_ENV: development
FLASK DEBUG: O
¥ Environment
Environment variables:
Pythan Interpreter: (0 Use SDK of module:
(®) Use specified interpreter: Python 3.7 =
Interpreter options:
Working directory:
[ Add content roots to PYTHONPATH
[ Add source roots to PYTHONPATH
e Cancel Apply

-

B2l

THETRIMTRE — 1 E T FlaskpIBRSS 23, (FHAPIRIGIR, FESCI— 1 wrapper,

STAPIM% ( BPAPIETER ) AUIBERMEZIRE .

F1 {E—NR[E] “Hello World!” 89120, F5i%GET. POST. PUTFIDELETE, BfEH

requires_apigateway_signaturefwrapper,

app = Flask(__name_))

@app.route("/<id>", methods=['GET', 'POST', 'PUT', 'DELETE'])
@requires_apigateway_signature()
def hello(id):

return "Hello World!"
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I3

LR4

FER5

SCHlrequires_apigateway_signature , ¥ SiFHIEEZ keyFlsecret XA —NdictH

def requires_apigateway_signature():
def wrapper(f):

secrets = {

os.getenv('SDK_AKT'): os.getenv('SDK_SKT'),
os.getenv('SDK_AKZ2): os.getenv('SDK_SKZ2),

}

authorizationPattern = re.compile(
r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")
BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)
def wrapped(*args, **kwargs):

/[EEREH

return f(*args, **kwargs)
return wrapped
return wrapper

wrapped RE NS ZIRILMAIE . RIGRIZN T : FERENZFRAILFETAuthorization
3k, 18FkeyFsignedHeaders,

if "authorization" not in request.headers:

return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:

return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

54N, AuthorizationskJg:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIEEATRYLESR )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BT keytkFlsecret, WIRAFrEKkey, MIRERAIERMK
if signingKey not in secrets:

return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

HEE— T HttpRequestIIR, $EiEKkmethod. url. query. signedHeadersXdMAJIERK
SLMANESF ., R EREREbodyFHIRE.

EEEHbodylIRMN: FFEESIUNSIGNED-PAYLOADAYX-sdk-content-sha256

r = signer.HttpRequest()
r.method = request.method
r.uri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'"):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =
else:
rquery[spl[0]] = spl[1]
r.headers = {}

nn
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needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD":
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
r.headers[k] = v
if needbody:
r.body = request.get_data()

RIEEZ 2RI, MX-Sdk-DateskhEVHATE, FIErSIRSSEAIERTHEEE1SD
LA, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM

if dateHeader is None:
return 'Header x-sdk-date not found.', 401

t = datetime.strptime(dateHeader, BasicDateFormat)

if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

iEAverify5i=RIGIBEREE . FIRIERET .
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret
if not sig.Verify(r, m.group(3)):
return 'Verify authorization failed.', 401

Z17ARSS R, WIECAIERE . TERAEIERR)avaScript SDKRRIhtmIEZ TRAER
ug o

EANNERFFRFERE, BE “Send request” , EFIERMAIcurldss, HEGSITHIA
17, BR%3881R[E]1200,

SNRERAEIRAIKeyFISecretipal, BRS3=RIREI40TINEARED
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4.4 C#
BFin=

HRSRH

:5-:57 81

Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # [test

| localhost:8080

Query

{0 yyy")

Headers

{"aaa""bbb")

Body
dsfasdf=1

o

Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

Debug

-

ERCHESIHITRIRIRZ SRR, BEBRFLIRESDK, AEITHIRE, RESERE

fEmEARIREERRE

APIHEERERE, RERIFAINERPTSFNERER.

o IRENZZZiAMIKeyFSecret, ESNEZRNERIK.

o CEHEAPINXIEHISRIEEZEE, FHYIEAPI, BRSSI ( APINXAFERE )

A9 “BCEAPINEIRIRSERRIE” &5,

o FEAPIFXESHIAIER “WEIRL , 7 “SDKERIES| REH PRI RIESHT

f$8FASDK,

o X% Visual Studio 2019 version 16.8.48 LA FARA, MNRFKZEE,
StudioE 5 ML & .

A==
BE

Visual
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fIFIRE

B Im S
THIETINTRS— M ETASPNet CoreAIBRS3 28, (ENAPIRIISH, FHEITH—

LR

XESDKEHAY “csharpsin” X4, 3THIRE. TEFEESWNT3ANIE:
apigateway-signature: SCIIEZEERIHZZE, ATHF .Net Framework5.Net

CorelllH .

backend-signature: [FiRfRSZEZTA, BRIESLIRERIENSEEER. BIF

KIBREEESERREREZ .
sdk-request: EZEERIARTG.

|AuthorizationFilter, IJAPIR3E ( BNAPIEIE ) FUIBERMIEZKE

wE— Controller, 1I2tGET. POST. PUTFIDELETEPYMEO, BN
ApigatewaySignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers

{

[Route("api/[controller]")]

[ApiController]

[ApigatewaySignatureFilter]

public class ValuesController : ControllerBase

{

}
}

// GET api/values
[HttpGet]
public ActionResult<lEnumerable<string>> Get()
{
return new string[] { "valuel", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{

}

H$IE2 LI —MApigatewaySignatureFilter , 1§ RiIFRIZ Z keyFlsecret TIA—
Dictionary/,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |IAuthorizationFilter

{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{
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S$IR3

$R4

{"signature_key1", "signature_secret1" },
{"signature_key2", "signature_secret2" },

{Environment.GetEnvironmentVariable("SDK_AKT"),
Environment.GetEnvironmentVariable("SDK SKT") },
{Environment.GetEnvironmentVariable("SDK_AK2"),
Environment.GetEnvironmentVariable("SDK SK2') },
%

public void OnAuthorization(AuthorizationFilterContext context) {

[[EE R

}
}
}

OnAuthorization B AT ZRIGMHIT . RIGRIEN T (ERAENRAUET
Authorizationsk, 15§%key#lsignedHeaders,

private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,1+),\\s?Signature=(\\w+)");

string authorization = request.Headers["Authorization"];
if (authorization == null)
{

context.Result = new UnauthorizedResult();

return;

}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)

{
context.Result = new UnauthorizedResult();
return;

}

var groups = matches[0].Groups;

string key = groups[1].Value;

string[] signedHeaders = groups[2].Value.Split(';");

50, AuthorizationskJy:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NUAEHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidkeyikElsecret, WMRAFiEkey, MIREIAIELMK
if (!secrets.ContainsKey(key))
{

context.Result = new UnauthorizedResult();
return;

}

string secret = secrets[key];

HiE— M HttpRequestIIR, JZiEskmethod. url. query. signedHeadersxIRzfdiEK
SRS, HiREREREbodyFHIRE.

FEEFEbodyIK S FMFEEIIUNSIGNED-PAYLOADAYX-sdk-content-sha256

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;
sdkRequest.host = request.Host.Value;
sdkRequest.uri = request.Path;
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Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)

query[pair.Key] = pair.Value;
sdkRequest.query = query;
WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)
{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")
dateHeader = value;
}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")
needBody = false;
}
sdkRequest.headers = headers;
if (needBody)
{
request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
{
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;
}

TI6 RINEZERTH, MX-Sdk-DateskEXHAYE, FIMTSIRSEEAIBEBEETE15D
LA o IZIZI%SIgned Headerssh A& &X-Sdk-Date, tIREIAIELMK o
private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";
if(dateHeader == null)

{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)
context.Result = new UnauthorizedResult();
return;
}
TBT FARverify 5 iARKIERER . HMRKEEEET,
Signer signer = new Signer();
signer.Key = key;
signer.Secret = secret;
if (!signer.Verify(sdkRequest, groups[3].Value))
{
context.Result = new UnauthorizedResult();
}
T8 E17IRSEE, MIECIBIEMMY . TEREERavaScript SDKPAIhtmIEZ TEAR

o=

BENNEFRFFRFRE, BiE “Send request” , EFIERMAIcurlisS, HERSITHIA
17, BR3%E3IR[E1200,

WNR(FEAEIRAIKeyF0Secretifzal, RSZBE2IRE40TINERET
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Apigateway Signature Test

Key

Secret

signature_secret1

Method Scheme Host Url
POST # http  # localhost:8080 /test

Query

o0y

Headers

™
1
mA
o
o

Body

dsfasdf=1

“

curl -X POST "http://localhost:8080/test?xac=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur

BN

-
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5 E1TicH
% 5-1 XHEETIER
b -Zisl= ] BiTic=
2024-.07-30 AR
o FEFTAIIBIERETHIEHI SRR,
o HIEEBBIHERED.
o “UMIMEFANESN" BETERFERZSFHML
o T “Hhk” ET5,
o T% “SASLAPI” &7, IEFSESAEHEXE
ﬁﬁ%%% ( APIMXFEFIER ) HH “SASLAPI” &
To
2023-.05-30 ARASE:
JavaBETRRIEHRSEEH .
2022-08-16 E—REX L.
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