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EINERMLE
AP| &% 1 {EHBIRNE

1 {EEFERIIRIE

WEFARINERML (Virtual Private Network, LATFEFRVPN) . VPNAFEITE
FIPFIEIFAEZ (Virtual Private Cloud, LATREFRVPC ) Z (B —EL SN
AMBEFE. ANBERT, TEEMFAB= (VPC) FREMRIRS B LESAFRY
HIEPOSFAEMERTEES . WREEEVPCHIEMRIRS SEBMEIEROSRFAE
WEZIEE, FJIABAVPNIEL, ifm AZVPNRTEENAMNE ., BiEhO5=LE
MEZERERZE. IR, SN LIINEEZBE.

ERTLAERA SR MRVAPIRIVPNIATIERIRE, e, &8, WiR. EfF. X
RO RMREIBSS WAPIESS o

EIEAVPNERSSRIAPIZ B, BIHREZ TS THEVPNIRSHEXES, HFMAERIESL
(R ERMERFER ) B “FaNE” 815,
AR
ERIVPNS HEBURAI W RFEEF=R, AL RERIEARVPN.
/& FRisEe

VPNRRSZZM TREST ( Representational State Transfer ) XIASAPI, SZiEiEid
HTTPSIERIER, ARG XESINENEBAPI,

Kimti s ( Endpoint )
#2335 85 (Endpoint ) EVEFEAPIRGISERIHE, RRBRS RRIKIGAILIET SRR,

FJRSRH
BRECIRZIDVPN R FIM B STAVE X R, MREVESERSEN. I AR, B
ESM ( ERIERMERrIER ) 1) “ RINEARESHERERMA" B,
BIFARIIRHIES A RAPIRISE .

o IS
RFERIEIKS, KSHEFMABNERRZRZEETEANLIEMNR, LA
EERAPER. PERAFPNRS. BTKSEMEENR, ATHEKSZE, &
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REH T AR

WEAREEZRFERAWSHITHESETIE, BNEKRS TeIBBARPHERZAR
HITHEEEIE,

o MR
HIKSEIAMPEE, BEE8MEIISIR (WZBFiHaEHRE ) . =RSEH
AR—ETHPHITEHEEETE,
FEALEREHE, & ‘S > BPEIE" TEEWSIDHIAMBRID, BEE
ARAPINENEREF, BFEERTIKS. AFRTIEREEEE.

e [Xig ( Region)
MIBIR( EFNEATIELEE XS, E—1"RegionIHZEMITHE . HRIFME. IR
FiE. VPCRIZE . B AMIP, BIEEATRSS
Region%> J9i@F3RegionF1EZ/ERegionFFf ,
- 1BFIRegionisHMEAHIHFIREERA =R AIRegioN,
- LERegiontg & E—R I Bok REQFERFRE IS IRSOER

Region,

e TJAHKX (AZ, Availability Zone)
— N HHXE— NS MIIEBEHIESRONES, BMIAIXKIKE, AZWNiZiE L
BBIE. WE. FHREIRUDRSIERE, — T RegionF B NMAZEETS
B EE, LABERREAZMES TR RERZNEK.

o InH
XA —NRE, XNMREHRRSME, AXREEYEXIGENER (1
ERE. EESFEMMNEERR) , UEHAIRB ARMHTIEI, BAFPeILUGEE
KESZXIGHFFEERR. MNREHEHITEIBMONRIZES, JAEXIEEE
INHNIREAHCIEZFIE, HEFRBEREIERR, RABELAFIENELHTR
™, FERFPXEERFEFRBEFIER, HFEXRIINIRIEFIENNEHE,

1-1 INBfREEE

EA mEB
mEA1 TEAZ mEB1 IWHB_2
A EigB

FEOERENS, £ ‘RS > HWEE" TEERABID,

o NIRE
EWIRB RMBRIHRKM, FXIEWARIREBERREHITOENEE, 21218
fRE. EUVIRBEHTUERSMXENEE, BB+ RIRFETLUENTEL .
§§ﬁ:\ililﬁﬁ IDRYSREUR (VIR B4 HRYEAES, 1581 ( B EERFE
E3 )
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APl &% 2 AP #E55

API 855

R ERAMBRAINENS IR, SEOMNARIEIES IABRRERFIHZAIR .

% 2-1 VPN O350

St 4B
UhEN | VPNRIE I AZZVPNRIKHIEIEE . &, B, MikRIARES
Z=VPN I A=VPNR X X EZO
AP
JumpI FimXACIE . TiE. B, MRSEO,
VPNiZE#E VPNIEZRIEUEE . &, Fih. MRSEO.
VPNEZEE | VPNIEZEREENEE. &8, BiREEO,
RSS2 | VPNEZER EoEnEimEC .
O - e . o
VPNiREE REEIE. RINFIMIPREZEO
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3 tn{a)iE A API

3 Y{aniAFE API

3.1 */J\u:\ss;k

ATNLBREST APIEREVAERE, FLAEBIAMIRSEIERAIEIAMBFKiHBLN
AFAPI, ZAPIEXEXFFHToken, Tokendl AT EAREAPIRTLER,

153K URI

15KURIBAN 3B 4R -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

REBRURIEBEEIFTKERLS, EXSHESHERTERENBERBERPRIRE
B, FrLAEILSRIRER

& 3-1 URI 92501588

24

1)

URI-
scheme

RTATEREERAIINY, SRIFFEAPIIRAHTTPSHINY

Endpoint

IEEAFHRESTIRSIR=AIIRSEFBHIP, FRARSABEXIEH
EndpointA<[&],

resource
-path

RIFIEE, BIAPIBRIERIE. MEIAAPIRQURIMEERIREY, 140 “SREXF

FToken” APIfJresource-pathg “/v3/auth/tokens” ,

query-
string

TS, BUERD, AFAE8TAPEIEERSHY . EUSHREE
2H— 27, R “SHZ-SHEUE" , B0 “?limit=10" ,

REEAEIT O%ﬁﬁﬁ'ﬁo

S

MR

HNBEEEE, B8 MEEAPINURIERS, REGHresource-pathEfsy

» FRIERITESE—IE,

XE2FEHURI-schemeEB2HTTPS, ﬁﬁEndpomtT_I__l—Al:iIEﬂ’,’fEﬂ FRLAE &R WX SR

=[:=
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APl &% 3 UNalE R AP
BKTE
HTTPIERGE (BFRIRIEEaNE ) , ERIFEIRSIEEBRMTAREAUEE.
X 3-2HTTP A%
Bi& 1588
GET 1%?’]&73 nnLIEHEZFEfEI X
PUT 1%?5&73 nn%?ﬁ?EEJ\Iﬁo
POST BERIRSS RGN TR IRIE o
DELETE ERIRSHMIFMEERR, WHRERE
HEAD ERIRSFR/RIRLER
PATCH ERIRSFEHRRAIEBO AR
LBEBEAFEREHR, PATCHEIRESECIE— YA
5o
Tj; SIEROIZIAMAFRIURIERS , ERILUBRIEIEKRGER “POST” , MEIEK
POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3.0/OS-USER/users
EX %:%\%

BEnmERLFE:, AIEE
Rk “Content-Type” , IERENEEE,

RYURIFIHTTPTS AT R RAIFER . BIANE NiBRASRERE

FHENATE R EELFRIES N ATEREESL,
*& 3-3 fHiEkigESk
2R iR Yy Ay ]l
Host B5RAVPRSE (S B code.test.com
URLE}I%‘H*EH%ATEE;JJ {EFAK/SKIA | or
KE . {EE STRHZ R EL A _
hostname[:port] . gjﬁ/‘%ﬁxz code.test.com:443
im O FREATEAEK
INBYIRE, httpsAY
ZiNim[/9443,
Content-Type | BEMAAIEER (8 |2 application/json
) . HERPE
FEGAE
application/json,
BHMEVERNSE
BAEOFE TR
B,
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3 Y{arifERA AP

25 fik gEyg | o

Content- iBXKbodylikE, B2 | & 3495

Length fiZA3Byte,

X-Project-1d projectid, INB% | & €9993f 7+ ¥ *xrkxiixh3a34
S BEERM | ynmecgs | 0f9c0f4
BIDETREIRE =%

S o AK/SKIATERS
RYEOE
X, HEZS
projectiz=¢
FHAK/SKIAILE
AEEOEK,
NiZFEg W,
1%,

X-Auth-Token | FEFToken., B i LU gToken~fl /v
FAFTokentB3h 2@ | fEMTokenih | o
FESRENAFToken | IEANZ=FERY: | MIIPAGYJKoZIhveNAQcCo
ARMRIE, 13 | &, ..ggg1BBIINPXsidG9rZ
ARHE—ARFEIA
UERYEEO .
1BEKNIN B IHfETE
IEJVHEISES
(Headers ) 8%

AY “X-Subject-
Token” RY{ERDS
TokenfE.,

AR

APIEIRTSZIFEREAK/SKIAIE, AK/SKINIEERSDKINERHITES, ERiTiESBiFERFR
flAuthorization ( BZINIEEE ) FOX-Sdk-Date (iEKA1XHIATE] ) B3Rk

AK/SKIATERSI# A5 BIEES TUATEEEARAY “AK/SKIAE”
WFEEREEAMABREDN, ERAK/SKHEIUAER, RMILESEEIERIN TR

o

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3.0/OS-USER/users
Content-Type: application/json

IERIHRA (7 )

IZED AR, IERIBRRBEUSMEET (JISONZXML ) K, SiEkiEELH
Content-TypeXJ iz, (EEFRIERIBRLZIMIANS . EIBKBEERFRISESIFH
X, MRS FFARAIUTE-84%ED o

BFMEONBRERARARBTE, EHTES M EROMBFERFTRERE (HEHH
BMAJ9= ) , GET. DELETERRMERENIEOMATEHEMR, HEAREAASTER
EEAZEOME.
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FEILE M4
AP &%

3 tn{a)iE A API

MFEEREZIAMARED, SILUNEORSKREDBRIFIRIISKSHNRSH
7B BRI GRIERIN TR, AN FREERELIMEERS .

e accountid AIAMAFEEBHIKSID,
e usernameAELIZHIAMARE,

o emailIIAMBFHIBBFE .

o I AMB ISR

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=******+xixiiiik  GjgnedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

{
"user": {
"domain_id": "accountid",
"name": "username”,
"password" "**********",
"email": "email",
"description": "IAM User Description"
}
}

BXBEAIEXMEREENASTHERTET, EALUERACurl, PostmanmiEiZdR
ERBELRRNLXEKIFHAAPI, X FIRENAHFTokeniZzO, REIRINGRNEE LAY
“x-subject-token” FiEFEIKENAIFEFToken, B Y TokenZ 5, EainlLAERE
TokenI AIERFEEMBAPI,

3.2 TAUMEEEN

BEREOSWTHRMAELT, BeJLUEERE SR —FHITIESE

e Tokeni\if: @I TokenAMIFEREBRK.

e AK/SKIAIE: JBIFAK (Access Key ID ) /SK ( Secret Access Key ) INZERIEK .
HEZEBAK/SKALE, HZE2 M TokenAIEES -

TokeniAiE
(MERY:]
TokenBYEMEEF24/ N\, EE[FH— N Token ST, TTLALEFCSE, BEssER,

TokenfEIFEHNEFZHRESHE (IFHT) WER, BETokenFiXTIBEEMEUR
Token AIEEE 2 7ERBAPIHIRHES TokenIIEIEKEE L, NMBIBIDIAILE, 3K
SEEAPIFIRR . Token®] 1@ & FIsAEN A TokeniZ IFKEY

=RBEFERMEESN: IBARSINEERIRS .
o IMBRRBEEHFIINERIIToken, WATERbodysauth.scopefIBE S

project,
o ERRRSEEIXNEBERIIAToken, WAFIERKbodyFauth.scopeAIEUES
domain,

AR ENE ARMEAPIEEIRNB R Token, BIEARMKENEF TokeniZEORY, &K
bodyHRauth.scopeIBMEF EikiEproject, TR

{
"auth": {
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"identity": {
"methods": [
"password"
1,
"password": {
user {
"name": "username",
password 0 "********”’
"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project™: {
"name": "XXXXXXXX"
}
}
}
}

ikEXTokenfs, BiRMAEMZEON, GFEEBRBEELFIFM “X-Auth-Token” ,

H{EBNAToken, fHa0Token{E&y “ ABCDEFG....
ABCDEFG....” INEhEXKHELENAT, &DTﬁﬁn-o

GET https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEFG....

AK/SKIAIE
(0 %88
AK/SKEZINES R NZIFERAKRNE12MBLLA ,

AK/SKINIEFL 2 ERBAK/SKITERHITE R, EIEKITBEEREER
BEEMIAILE,

e AK (AccessKeyID) :
$HIDFFABIBIREE—HEER, MERETINELZE,

e SK (Secret Access Key ) :
MEESE, AIRRRIEXTD, FHLIEERWIEL.

EARAK/SKINIERT, ERJUARETFEZEEFERAK/SKITERET
HIEZSDKIHERIFHITES .

AR
HESDKRIRMHERINEE, SIRSZIRMHAISOKAE, EREER.

3.3 R[EIZER
RS
EREEIUE, CRBENR, HEaARE

IBEERID. STAEILIEERXEXRIME—fR

« TIRLHE S SAERR .

7, NAREORNE “X-Auth-Token:

12MBLA ER9IEK B E R TokenIAILE .
NENHEL, M

IRFF; HiEE

FWBIBIAEH. SHAERIDESER, HERET

TESZ, WALUERE]

INSRBZE—BNDEISRIEFAR, KEBRR T IERMNAYRE, TEIRE

HIFRIBS RS

SNFEEREEIAMARED, NRAABRENRESER “2017 , NFRFEKRMIN.

kR 01 (2025-09-17) WRIERE © HERRARBIRAT



FEE FAMIES

APl &% 3 A0{aTiE R API
RIS
SNIEKEEL, WREHBHBEEL, a1 “Content-type” o
MFEERCERIAMAREZEO, REWEFRIEEL.
3-1 EERCE IAM BFRIRALEE L
“K—:rame—ﬂptions“: "SAMEORIGIN",
"X-IAM-ETag-id": "2552365939-d8f6+12021974chb@07338acllfceacia”
"Transfer-Encoding”: "chunked",
Strict-Transport-Security”: "max-age=31536880; includeSubdomains;”™,
"Server": "api-gateway",

"¥X-Request-Id": "af2053f2bcce7a42325a6%931% 6c32a2",
"¥-Content-Type-Options”: "nosniff”,

“"Connection”: "keep-3live”

"¥-Download-Options": "noopen”,

"X-X55-Protection™: "1; mode=block;",
"X-IAM-Trace-Id": "token_
"Date": "Tue, 21 May 2824 89:83:48 GMT",
"Content-Type": "application/json; charset=utfs”

_null _af2953f2bcch7a42325a69a19

IELHZE (8T )

IZEBDAIIE. MALESABELIUSEUER (AISONTKXML ) i

Content-TypeXthz, {EERIINIEELZIMIAS

MFEEREZIAMARED, REWITERE. AREEREL, XBERRERIHSA
Bo

{

}

"user": {
"id": "c131886aec...",
"name": "IAMUser",
"description" "IAM User Description",
"areacode": ""
"phone": ""
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": ""
""xuser type"
password_explres_at": null,
"create_time": "2024-05- 21T09 03:41.000000",
"domain_id": "d78cbaci..........
"xdomain_id": "30086000........ ",
"xdomain_type": ""
"default_prOJect_ld" null

}

6c32a2”,

&, SIENESkH

SEOERALEN, SROERBREREERNE, EXMNAIBody BTN AT
o

{

}

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

N5k 01 (2025-09-17)
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Heh, error_code®RiHIRIG, error_msgxRRiEIREAMEE .
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4 API

API

4.1 itsS ANZ= VPN API

4.1.1 i AN = VPN %

4.1.1.1 €3 VPN Rix<

ThEEN4R
BIEBVPNRIX . HRIXSZIFOIRIZRITZERIVPNIIK
BREE
15& 3 W(aERAPI,
URI
POST /v5/{project_id}/vpn-gateways
& 4-1 SE0REA
BiR St =aY | R
%
project_id String b~ IREID, aILABIdIREIER B IDFREVRE
ID,
BEXRIHR
o BKSY
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FEILE M4
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4 API

= 4-2ERSH

B Sl =AY | it
1%
vpn_gateway | CreateVgwR | 2 VPNRZITR o
equestBody
Content
object
% 4-3 CreateVgwRequestBodyContent
B Sl =AY | it
yeis
name String & o IfJAEIRAR: VPNMIFES TR,

o EUETBE: 1-641FRF, I
?\ %Y?\ I:Pj (\u4e00 -
\uofa5) . _ (X&) . - (%!
#)..(8=).

o HINME: TERNSBIEMEH
vpngw-**gJZFR, HIan:
vpngw-a45b,

network_typ | String & o INREIRAE: VPNRIXRILEERL, 1\
€ M ( public ) ZRELRIVPNRKIEIL
EIPSXJinK2IE; FAM
(private ) SEEYAYVPNRISCIEIT
VPCAIBIFAM I PSXTim MK IRIE
e HUESBE: public, private,
o ZAIAME: public,
attachment_ | String = o INELIHER: XEAE .
type o HUBSEBE: vpc, er,
o ENIME: vpc,
ip_version String S o INELIRAA: VPNMIERIIPHMYAR
o
o BUESEE: ipv4,
o BUAE: ipv4
SAEhRA 01 (2025-09-17) WRAXFTE © SR AREIRAE 12
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B

ik

vpc_id

o INREIREA:

- Hattachment_typeSgvpchd,
vpc_id2VPNMFXEXAIISS
VPCRYID,

o #J3R: 36fZUUID,
Lattachment_typefic & 79" vpc"BF
WE, ZHvpc_idflaccess_vpc_id&R
IHERY, access_vpc_id&ER .,

BILAUBIS EigVPCHIREEVPCHY

ID,

local_subnet
s

Array of
String

N

o INAGIHAR: IPVAKIFEFME=FF
M, ZFMNEZBIVPNS= TS
iR TEIE
B VPNMXRZIES50 RNinF
W], EAANFRIET A
192.168.52.0/24

o ZJ3R: Lattachment_typeftE S
"vpc"B. Hip_versionBtE A
"ipv4"BJME, BNAIE,

connect_sub
net

String

iy

o INAEINER: VPNMX{ERRIVPCF
W“Do

o #9%R: 36 UUID,
Lattachment_typefic & /9"vpc"BT
WIE, Lconnect_subnetf]
access_subnet_id&#BESHT,
access_subnet_id4E .

Lattachment_typeJavpchdt, 4l
Eaccess_subnet_id5
connect_subnetfg@, WFMEFE
EFEDANTRHIP;, WMRAE,

NFEEZED2PMZAHIP,

bgp_asn

Long

iy

o IPBEIHAR: VPNMXEHIBGPEAIE
=E=

o HUESBE: 1-4294967295,

o Z{AE: 64512,

N5k 01 (2025-09-17)
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FEILE M4
AP &%

4 API

B

5]

ik

flavor

String

o INAEEIHAE: VPNRIEAYHIAGEERY
RSB EIESEVPNIZHI Sl
#2VPNMX TR HEAYSpecificationik
Id,

o EUETEHE:
- Professionall
- Professional2

FEFASEERNFIE, BEE (&
MERMEEEFER ) 89 “Fml

)y ==

[=] BTo
o ZXiME: Professionall,

availability_z
one_ids

Array of
String

iy

o INREEIREA: EPBVPNIIKAYRIF
X . AERTEAVPNRIKIEER]
X, NREEEETRXALIE
S EIRVPNRX ] X &G AX
7%, BtRiEflavor,
attachment_type. ip_versionfy
SEAEHHEVPNM XS IFAYRT
X,

o 20%R: FNRVPNRIXSZIFFE KL
EFRIRTARXAY, BRUESHEAEIH
X; XF— P AXEEE—1;
gé&i%ﬁﬂﬂ XESABECIZE VPN

enterprise_pr
oject_id

String

N

o INEENRAA: RAIREID,
o #JF: 36f7UUIDE"0",

e ZINME: "0", XREBRET
default®®IVIRH .

eip1

CreateRequ
estEip object

iy

o INEEIEA: BUEVPNRIXZFREFER
HE—EIP, FHFEXMKEFTR
FEIP,

o #9%E: network_typeJgpublichd&s
&5 ﬁprivateﬂjmﬁ?giﬁ:’ﬁ'o

eip2

CreateRequ
estEip object

iy

o INEEAR: YGEVPNMIXZFR{FEH
RSB —/NEIP, FEBEAMEER

BEIP,

o #J5R: network_typeApublicATis
&5 %privatEEjZ:ﬁF‘%giEEo

N5k 01 (2025-09-17)
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FEE FAMIES

APl &% 4 API
B i) 2EY | gk
i%
access_vpc_i | String B o INBEEIHAR: VPNRIXERAJEAN
d VPCID,
e #J3R: 36fZUUID,
o EFNME: EvpcidFERFTERNE.
FLAUBITEIEVPCYIEREEVPCHY
ID,
access_subn | String B o INBEIHAA: VPNRIXERAJEAN
et_id VPCHHIFMID,
o #J3R: 36fZUUID,
Hattachment_typeHerft, FM
FEEGED2PTRHIP,
Lattachment_typeAvpcht, &
Baccess_subnet_id5
connect_subnettg@, MIFMHZE
ZFEDLANTHIP;, MRAE,
MEEFE/D2NTAIP,

o ZXAE: Elconnect_subnet=EZFT
1HAYE

ha_mode String B o INBEIHAR: MIXHIHAKES,

"active-active"ER=XWE, "active-
standby"®RERF

o HYESBE: active-active, active-

standby,

o ZXIAME: active-active,
access_privat | String a o IfgEiRBH: FARISEEIVPNRISKAYEE
e_ip_1 ANFARIIPT, $5xEipCUEEFAMIR X

e, EEMXETAEP, WE
M%Ejﬁiuﬂ‘lo
o BUEEBHE!: EAFMMNENAIRIS
Eeipo
o AJR: ESIEANP2EREE, &
BESEEANIP2ES.
access_privat | String B o INBEIRBH: FARIZEEYVPNRIRAYEE
e_ip_2 ANFARIP2, $5TEipBUFEFAMIMY X
iRE, FEMXETAFp, WE
WIXAT S Eip2,
o EUEEHE!: EAFMMNENAIRS
Ecipo
o 4sk: FESENPIEMIEE, &
BESENPIEES.,

MAERRAS 01 (2025-09-17)
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FEE FAMIES

API &% —
&R =i BEY |
s
tagS Array of |7:|< ° I}JﬁEiFEHH 1:/_\‘§§IJ$O
VpnResourc o AR RBES20M,
eTag objects

R 4-4 CreateRequestEip

B S B | iR

id String o IPALZINAR: EIPRYID.
o HYUETEE: 36fZUUID,

o #JR: H(FFHEAREIPFHES, 4
ol EIPRTAIE.,

IHESAA: EIPHISERY,
o HUESBE: 0-3671"FF.

o AR: HHCIREIPIHRITERIE
5, &FE,

N
[ ]

type String

N
[ ]

charge_mod | String THAGIIR: EIPHOMESIHERER,
€ Rt B TR s w2

o EVESCHE:
bandwidth: & eaitEk.

traffic: &R=E1TER.

o UR: SFCIREIPIH=EERYE
HEFRNFERES, AURE,

e ZXIME: bandwidth,

iy

bandwidth_si | Integer o IfEEIRAA: EIPE’J m™AN, B

e fii: Mbit/s. B regiongEiigigtt
RUEIPER K EEEAE, EIPHERKT
EXIRTEIPARSS, RILAMERTIE
RIS FHIEIPRIR K

o HEYESBE: 1-1000, E{KXEUES
SEBH MRS CIZEEIPERL,

o #J%R: é?ﬁﬁULEIP%%EKﬁBE
HEHRNEEIES, SNAE,
ﬂavorijrofessmnaHE?, BYER
BEKF300; flavorAy
Professional2fd, BUEARBERT
1000,

SRR 01 (2025-09-17) IS © ERRAGIRAT 16
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B

w®

bandwidth_n
ame

IREIRAE: EIPHYES=EIR,
EVESEE: 1-641MFRF, I

\uofa5). _(TXlZk). (k). .

(=)o

295K HFCIEREIPHSEEARYE
HETERNTERES, BURE,
EOANE: SFEREIPIHSAT, &
RIS EERIEIN
vpngw-bandwidth-***JEIPH
ZR, flEn: vpngw-bandwidth-
elfa,

bandwidth i
d

String

iy

TOREWER: WEID, BliEsEtERm

IPEHTLEEEEINHETS
EVESEE: 36{ZUUID,

R PERAEHTENFEES,
BNARE,

2R 4-5 VpnResourceTag

B

e

R

key

String

IHaEAR: AREAVHEE,

EETEE: 1-1281MFF, M
F. BYFE., X, FEHFE.
BE. K, URUTERS: =
+_@o

value

String

i

INEEAR: FRERE,

EVESBE: 0-255MNFF, iE
F. BYFE., B, FmAUFE.
BB, K, URUTERS: =
+_@o

IEREG

a. {FRABEBEIPEIEXEXVPCAIVPNIIZK,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"

]

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

N5k 01 (2025-09-17)
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"eip1 n: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

b. BUEFAMIEXVPCAIVPNRZ ,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"network_type": "private"
}
}

I Az S
o NS
IREYAZSAS S 201: successful operations

2= 4-6 IR Body S#%%

=1 it )%
vpn_gateway | ResponseVpn | VPNREITER,
Gateway
object
request_id String 1BEXID,

3 4-7 ResponseVpnGateway

2R Ry A

id String o IHAEGIRAE: VPNRIXID,
o 3 : 367UUID,

name String o INEEIHER: VPNRIEZFR.

o EUEBHE: 1-641MZFFF, BIEHE. &
XFH., 32 (\u4e00 - \u9fa5). _(F
X2) . -(hrizk) .

network_type | String o INAEIRAE: VPNRIEMILZEERY

e HYESBEl: public, private,

e ZIAE: public,

attachment_ty | String o INAREIRER: XEXEZ,
pe o BUESEE: vpc, er,

SRR 01 (2025-09-17) IS © ERRAGIRAT 18
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B

St

ik

ip_version

String

o INREIRAR: VPNMIZHIIPHRYARZS o
o BUESEE: ipv4,

vpc_id

String

Lattachment_typeavpchd, vpc_id2
VPN KEXRYNSSVPCRIID
Lattachment_typeJgerlt, FiREIL=F
B8, aTLAi@idaccess_vpc_ idFEREFVPN
MK VPCRIID,

local_subnets

Array of String

IPVAZRIRFI . NimFMEs EFM, %
MEREZBIVPNS AR MIMEHITE
B, B MEREHRA:
192.168.52.0/24 , {XHattachment_type
JavpcHip_version Aipv4RTiR[al,

connect_subne
t

String

VPN X FERIVPCHHI— N FMID,

bgp_asn

Long

VPNRIZHIBGPE&IHRS .

flavor

String

o INAEINAR: VPNRIXAINIMGSEES, SRR
IS TEIESEVPNIEFI &S EIZVPNR
X REHISpecificationi%&IR

o HUESEHE:
v300: Ak ARE300Mbps, ZEUE
EEER, BIAREBREMTE, &
WAEFREIZEVE.
vlg: BRAEATST1Gbps, ZEEEE
B, (BIRARBIREMSR, BNAF
BE(FHIZEVE.

Professionall: kit h s
300Mbps,

Professional2: gz Ki& A& 51Gbps,

connection_nu
mber

Integer

VPN FRIER K VPNIEREEL

used_connecti
on_number

Integer

VPNRIX T HR1EE{EFRIVPNIEREE

used_connecti
on_group

Integer

VPNRIX T Ha1ELFERIIVPNIEZHEN
. A—FAFPMNEN=IRSEZRER—
PNEREA . VPNRIKEAIASZ IR 101N RER
VPNIEEA

enterprise_proj
ect_id

String

o INRENAR: AIREID.
o &x: 36fIUUIDEE"0"

N5k 01 (2025-09-17)
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B

ik

access_vpc_id

o IPAEIHAR: VPNRIE{ERAYEEAVPC
D,

o 1#&z(: 36fZUUID,

access_subnet_
id

String

o INAEIRAR: VPNRIE{FERRTEAVPCH
BIFMID,

o HT: 36{UUID,

ha_mode

String

o INREEH: MIKRYHAREZ, "active-
active"FRNUE, "active-standby"Z
~EH.

o EYEEBE: active-active, active-
standby,

o PXIME: active-active,

tags

Array of
VpnResourceT
ag objects

REIIR.

< 4-8 VpnResourceTag

B

it

ik

key

String

o IfREIRAR: PREAIEE,

o EUESEHE: 1-1281M=EFF, ¥,
RBNFE. . FEHFE. #iE.
1, URITZFR: _=+-@,

H}

value

String

o INEEHAA: FREAYE.

o HUESBHE: 0-2551M=FTF, iFH=.
RNFHE., PN, BFE. s T
1%7 D}\&Ll???& _-:=+'@o

& 4-9 PolicyTemplate

EZ it ik

ike_policy IkePolicy ike SREENTISR
object

ipsec_policy IpsecPolicy ipsec ZREEXIR o
object

N5k 01 (2025-09-17)
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& 4-10 lkePolicy

ds

E= i) %

encryption_alg | String o INAEIHAR: MNZTEXL,

orithm o EVESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o IfEEIRER: SFE—PERERTAIEFEFERIDH
H,

o EYESEE: group14, groupl5,
group16, group19, group20,
group21, disable,

authentication | String o INREIRER: IAIEE X,

_algorithm o EVEBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FRSANEEFRERE, Iizx4&

1ZEHBABAT S IKE SASBENES .
o EVESEE: 60-604800, EAfy: b,

< 4-11 IpsecPolicy

ds

2R il A

authentication | String o INBEIHAR: INIEFEXE,

—algorithm o EYEEE: sha2-512, sha2-384,
Shaz-256o

encryption_alg | String o INEEINAE: NIZFEE,

orithm o HUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIRAR: PFS{ERRAYDHERELA .

o EYESEE: groupl4, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INESHAR: ERECEIPSeciEiEZiE AR

BLAREAEENEFEEA
o EVESEE: 30-604800, EAfy: #b,

o IRZHFA

a. {FRABEBEEIPEIEXEXVPCAIVPNR ALY o
{

"vpn_gateway": {
"id": "134f9fb1-demo-a8df-va86-2040a5c13325",

N5k 01 (2025-09-17)
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7T

}

}

n

"name": "vpngw-9f24",
"network_type": "public",
"attachment_type": "vpc",

"ip_version": "ipv4",

"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"

b.  BUEEFAMIKERVPCHIVPN I AN o

{

}

4.1.1.2 &18 VPN %

TORENR

AR

URI

"vpn_gateway": {

}

n

"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",

"name": "vpngw-1234",

"network_type": "private",

"attachment_type": "vpc",

"ip_version": "ipv4",

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,

"flavor": "Professional2",

"connection_number": 200,

"used_connection_number": 0O,

"used_connection_group": 0,

"enterprise_project_id": "0",

"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"

RA2 K&

RIEVPNXID, EiEIEEAIVPNMX

523 WMTERAPI,

GET /v5/{project_id}/vpn-gateways/{vgw_id}

N5k 01 (2025-09-17)
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iEKiHE

AGER

& 4-12 SE0RHT

2R S =5y | %A
i%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID.
vgw_id String = VPNMZXID,

o EREAH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

o IMNZSEL

IREMAZSADS S 200: R0,

= 4-13 IR Body S#5I1%

=T it A
vpn_gateway ResponseVpn | vpn_gatewayXd& .
Gateway
object
request_id String BXKID,
2R 4-14 ResponseVpnGateway
=T it f#iA
id String o INBEIRAR: VPNRIXID,
o #&z: 36{;ZUUID,
name String o INBEIHER: VPNMEZIR,
o EYETBHE: 1-641FFF, FHF. =
MF&, F3 (\ude00 - \u9fa5) | _
(TRIZ) « - (FRIZL) . . (=) .
network_type | String o INAEIHAA: VPNMIXRILESER!
o HUESEE: public, private,
e ZHAE: public,

N5k 01 (2025-09-17)
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B

%

status

o INAGIHAR: VPNRIEIRZE,

o HUBSEE:
PENDING_CREATE: glzh,

PENDING_UPDATE: E#h,
PENDING_DELETE: iR,
ACTIVE: IF%E,

FAULT: B,

FREEZED: &&%,

attachment_ty
pe

String

o INEEIHAR: XEXHEDL,
o EYESBHE: vpc,

ip_version

String

o INAEEAA: VPNMIFEAIPHMY AR .
o HUESEE: ipv4,

vpc_id

String

VPN EXAISSVPCRIID . (X
attachment_typegvpcATiR[E],

local_subnets

Array of String

IPVARImFM . KinFREm LEFM, 1Z
MEEF 2B VPNSBEFMIMEHITE
B, BRSO
192.168.52.0/24 , {XHattachment_type
JavpcHip_versionAipv4RiR[al,

connect_subne | String VPN MK FFr{sEFEBIVPCHEI—NFMID,
t

bgp_asn Long VPNMXAIBGPEBIERS o

flavor String o INBEIGEA: VPNIKAIFIAZSERY

o EUESEH:
Professionall: &
300Mbps,

Professional2: s K& A5 1Gbps,

availability_zo
ne_ids

Array of String

ZREVPNRXHIAT X , HisE TTBX
ARR[E]; HKRIEEATRXAS, TEVPNKX
EHPRSAIACTIVERHR[E]

public_border_ | String KHINFE

group

connection_nu | Integer VPN RIS ARVPNIZEREE] .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE

on_number

N5k 01 (2025-09-17)
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B

St

%

used_connecti
on_group

Integer

VPN X T HBI2&FRAIVPNEZE D
. E—RAFPMEN=RIRSEZERS—
MEREH . VPNRIKEAASZIF10MN R R
VPNiZE#EAH,

enterprise_proj
ect_id

String

o IhEEiEA: AIREID,

o #&3(: 36{ZUUID, BIERIAENIRE
"0", FrAFETFdefault®IInE,
iE: "0"HARESEFAERIEWIREID,

eip1

ResponseEip
object

WGEVPNRX R R(FERIE—EIP, &
B VPNEZFRTREEIP, FEVPNRIEATIR
SHACTIVERHRE

eip2

ResponseEip
object

SGEVPNM X R RMERISE _NEIP, &
BVPNRMEERFZEIP, TEVPNRIFERTA
A FACTIVERHR[E]

created_at

String

o BIEEATE], FEVPNMIFAVIRZSSIACTIVE
ATIR[E],

o UTCRYEE: yyyy-MM-
ddTHH:mm:ssZ,

applied_at

String

o XATIE], FEVPNRIKAPREIACTIVE
AHiR[E]

o UTCHIIEI&N: yyyy-MM-
ddTHH:mm:ssZ,

updated_at

String

o Efe—/REHATE ., EVPNMEAAZS
JIACTIVERHER[E]

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ssZ,

access_vpc_id

String

o INEEIRAR: VPNRMIXERRUEAVPC
D,

o &2: 36{ZUUID,

access_subnet_
id

String

o INAGIHAR: VPNRMKERAYIEAVPCH
A9FMID

o 1&30: 36{ZUUID,

access_private_
ip_1

String

FARIZEBIVPN I KAEANFARIIP, VPN
{(EFIZFAMIPS iR XEIE . BEERIK
FREANE—NFARMIE, FERTE
FAMIIBL

A~ 192.168.52.9, {¥Znetwork_type
HprivatefFiR[E],

N5k 01 (2025-09-17)
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2R =i ik

access_private_ | String FAPISEEIVPN I ZAIFZNFARIIP, VPNRIZE

ip_2 (ERIZFAMIPSITimMN FEEIE , SUERM X
FRERANEZNFAMMELE, EREFRE
FAMILhIE
~f5l: 192.168.52.9, {XZnetwork_type
AprivatefFiR[E] .

ha_mode String o INEEIHAR: MIXAIHARETL, "active-

active"RRWE,
TEF.

o HYESGE: active-active, active-
standby,

o EMAE: active-active,

"active-standby"Z&

supported_flav

Array of String

P9 K AT FHECERY B AR o

ors
supported_feat | Array of String | X B] STIFRU4SEINAE
ures
tags Array of FrEEFIZE
VpnResourceT
ag objects
& 4-15 ResponseEip
B St fEA
id String o IPAEIHAR: EIPAYID,
o 1&=: 36fZUUID, HfERABHARIIR
BAHRE"0",
ip_version Integer o INEEIHER: EIPKRZA,
o HUESBE: 4,
type String o IPELIGER: EIPHYZEEY,
o EUEEE: AIEE (EMAMIPEOS
Z)E “EHiFEERMIP” B Htype
FEREETEE .
ip_address String o INEEIHER: EIPEILNRYIPVALBLLE
o 1830: ipv4ZcBittbit, fN:
88 ** 11,
H5hRAS 01 (2025-09-17) WRAXFTE © SR AREIRAE 26
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B

ik

charge_mode

o IJRENER: EIPRYRESITERIRI. WRE
THETUIRH R

o HUESEHE:
bandwidth: i&¥aEitER,

traffic: &n=a1t#,

bandwidth_id

String

o INBEIRAR: EIPEIHSEEID,
o &z 36{IUUID,

bandwidth_siz
e

Integer

o INEEIRAE: EIPRYT=A/N, BU:
Mbit/s. B regionBEIRIRHAYEIPEK
e, EIPRIGRATHEESZRTEIPAR
%, ALAMERIERIESKF TRIEIPAY
BRAT 5o

o HUESEE: 1-1000, E{REUEIESE#
A MRS CIZREIPERL

bandwidth_na
me

String

o INAEIREA: EIPAYTZEETR.

o EUEBE: 1-641MZFFF, TIFH=F. =
XFE. #$3Z(\ud4e00 - \udfas). (T
k). -(FRIZ) . .(5).

share_type

String

o IfREIRAR: HRHEZXE
o HYESEBHE:
PER: JMEHEH

WHOLE: H=7

it

& 4-16 PolicyTemplate

B St fik
ike_policy IkePolicy ike SREENTISR
object
ipsec_policy IpsecPolicy ipsec ZREEXIR o
object
= 4-17 lkePolicy
E=2 St #iR
encryption_alg | String o INAGINAR: INZREE,
orithm e HUBESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
MAERRAS 01 (2025-09-17) WRAXFTE © SR AREIRAE 27
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E= i) fR
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTRSANERFRERD, Hizx4&

ds

ZEERBRIEIKE SASEIEH
EVESEE: 60-604800, B{i: #,

2% 4-18 IpsecPolicy

ds

=T it ik

authentication | String o INBEIHAR: INIEEE,

_algorithm o EYESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEEIRER: MIZE X,

orithm o HUBESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIAA: PFSEFRIDHERSAL

o HYESBE: groupl4, groupls,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEIRAEA: FRBCEIPSeciERIEIIAYRE

BLAREREENEFEEA.
EYESBE: 30-604800, Eafi: ¥,

% 4-19 VpnResourceTag

2R i g
key String o INBEUIRE: AREHIHE
o EUESTE: 1-1281FF, M=,
BYFH, X, fmAlFE. #iE. T
1(%7 L\)\&I’\)\—I:$fg: _-::+'@o
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E= i) fR
value String o INEEIREH: FRERYES
o EYESEE: 0-255
BNFE, P, wmYFE. #@iE.
1%, URLLTF
o NIRIAEH
a. EFFARIZEEIKEXVPCRIVPNINX ,
{
"vpn_gateway": {
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",
"network_type": "private",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1": "192.168.146.45",
"access_private_ip_2": "192.168.146.77",
"ha_mode": "active-active"
1
"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"
}
RS
52 A.2 &8
N\,
4.1.1.3 &if VPN RI=K51ZR
ab /A\$D
INREN A

BVPNRXFIE .
BATSE
B2 M3 AMTERAPL.

URI
GET /v5/{project_id}/vpn-gateways
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%= 4-20 205HA
B S =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
& 4-21 153K Query 285z
B i) =AY |k
1%
enterprise_pr | Array B EWIRBEID,
oject_id
IBKEHR
BRSH
To
BRI

WAGER

a. EEATEVPNRIX,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways

b. #R#Eenterprise_project_idZifVPNE ,
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?

enterprise_project_id={enterprise_project_id}

i Rz S40

IREMAZIS A 200: @I

= 4-22 R Body 2%

=T it ik
vpn_gateways | Array of FESESH
ResponseVpnGat
eway objects
request_id String BEXID,
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= 4-23 ResponseVpnGateway

2R i) )%

id String e IHESIREA: VPNMID,
o &= 36{UUID,

name String o INBEIHER: VPNMXZBIR,

o EYETBHE: 1-641FFF, IFHF. =

XFH. 3 (\ude00 - \udfas) . _
(FRIZ) « - (k&) « . (=) o

network_type | String

o INAEIRAA: VPNREMZAER,
o EYESBE: public, private,
o ZAIAME: public,

status String

o INAGIHAR: VPNRIFEIRZE,

o HEUESEE:
PENDING_CREATE: ¢lgs,

PENDING_UPDATE: &E#rh,
PENDING_DELETE: ffilfgeh,
ACTIVE: IEE.

FAULT: B3,

FREEZED: &&%,

attachment_ty
pe

String

o IfREIRAR: XEXMRR,
o EYEEBHE: vpc.

ip_version String

o INAEIREA: VPNMIXAJIPHMYARA
o HUETBEl: ipvd.

vpc_id String

{¥Hattachment_type AvpcHtiR[E], 2
VPNRIFKKERAY L SSVPCRIID

local_subnets | Array of String

IPvARImFM . NimFME= LEFM, %
MEEEEETVPNSHERPNIMEZHTE
B, BANMEAETRA:
192.168.52.0/24 , {XHattachment_type
JavpcHip_versionAgipv4RHiR[a],

connect_subne | String VPN E{ERRIVPCHAI—NFMID,
t

bgp_asn Long VPNRIXZAIBGPEIAERS .

flavor String o INBEIREA: VPNPISKAIFIAESERY

o EYEEHE:
Professionall: Akt Ek
300Mbps.

Professional2: gz KiEA& ™o 1Gbps,
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B

St

%

availability_zo
ne_ids

Array of String

ZREVPNRXHIAT X ., HisE TTRX
ATRiR[E]; HKRIEEATREXAS, TEVPNKX
KPR S AIACTIVERHR[E]

public_border_ | String LHIDFE

group

connection_nu | Integer VPNRIX RIS AVPNIZEZEL .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEEE

on_number

used_connecti | Integer VPNRX T HEIE & ERAIVPNIEZA D

on_group #H., A—RBAFPMNXN\=RIRSEERERN—
MERZE . VPNRIKERIASZHF 101 R 25RY
VPNiEREH

enterprise_proj | String e INBERAA: MIRBEID,

id

A9FMID,
o 1&z: 36{UUID,

ect_id o & 36(ZUUID. BIRATFIENLEE
"0", FrRABRBTFdefault®WIRE
i "0"HARESEFENEWIRBID,
eip1 ResponseEip | VPNRIX(ERRIE—EIP, FEVPNRIKHY
object IREAACTIVERHR[E],
eip2 ResponseEip | VPNRIKERAIZEZEIP, TE£VPNRIXAY
object IREHAACTIVERHR[E],
created_at String o GIERTE. FEVPNMEEIIASIACTIVE
ATiR[E
o UTCRYEIFETN: yyyy-MM-
ddTHH:mm:ssZ,
applied_at String o H3MATIEl, FEVPNMIFAVIRZSIACTIVE
AfiR[E]
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm.ssZ,
updated_at String o HRE—IXREHMAIE, FEVPNRIKAPIRZS
FACTIVERHRE]
o UTCEIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
access_vpc_id | String o INREIRBE: VPNRXE(ERRIEAVPC
ID,
o 1&=(: 36/ZUUID,
access_subnet_ | String o IfECIRER: VPNME(ERHVIZEAVPCH
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2R =i ik

access_private_ | String FAPISEEIVPN I ZAIFZNFARIIP, VPNRIZE

ip_1 (ERIZFAMIPSITimMN FEEIE , SUERM X
FERANE—FAMMELE, ERFRE
FARIHELIL .
~f5l: 192.168.52.9, {XZnetwork_type
AprivatefFiR[E] .

access_private_ | String FARIZEBIVPNRIEAIEENFARIIP, VPNRIE

ip_2 (ERIZFAMIPSITimM FEEIZE , SUEM X
FRERANEZNFAMMBLE, ERERE
FARIHELIL .
~f5l: 192.168.52.9, {X¥network_type
JFprivatelFiR[a],

ha_mode String o IHAEIRAA: MIEAIHARET, "active-

active"FRRWE,
TRER,

"active-standby"&

o EWESGHE: active-active, active-
standby .

o ZEXINE: active-active,

supported_flav
ors

Array of String

P K AT FHECE! RO BATRRIAS o

supported_feat

Array of String

KB ST AV IETNRE o

ures
tags Array of R
VpnResourceT
ag objects
% 4-24 ResponseEip
B - St ik
id String o INELIHAR: EIPEIID,
o 1&3(: 36fZUUID., HfEMBAIATEIIR
EE?@@"O"O
ip_version Integer o INBEIRAR: EIPRRAS.
o HUEEE: 4.
type String o INREEWBH: EIPRYZEEY,
o EVEEHE: aI&EFE (M AMIPEOS
=) B9 “ERiEEELMIP” B Htype
FEABETE.
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B

%

ip_address

o INREEWBA: EIPEYLRIIPVALEIIL,

o I&T: ipv4aZSEIBHE, HIEn:
88 ¥ Fx* 11

charge_mode

String

o IJREIREA: EIPRYRESITERIETIL. KRE
TR

o HUEEE:
bandwidth: &1t 2R.

traffic: &mE1tE,

bandwidth_id

String

e IHEEIRAA: EIPAYESEEID.,
o 1&{: 36{UUID,

bandwidth_siz
e

Integer

o INEEIRER: EIPRYTSZRAR/N, BBfi:
Mbit/s. B regionBEIZIRIEHIEIPERA
waAE, EIPRIS K ZRTEIPER
55, JJLMER I RRIESKF FAIEIPEY
BRATE .

o EUEEE: 1-1000, E{AEUEIESE
AR CUZEIPER

bandwidth_na
me

String

o IHAEIRAA: EIPAYRESZTR.

o EUETGHE: 1-641MFFF, XIFHF. =
R, 132 (\ude00 - \udfa5). _(F
jzl.lg%)\ _(EFI“ZIJQ\%)\ (zﬁ)o

share_type

String

o TNEERHA: R RE

o EVEBHE:

PER: H=mEs

& 4-25 PolicyTemplate

E= it R

ike_policy IkePolicy ike SREENISR .
object

ipsec_policy IpsecPolicy ipsec SREEXISR .,
object
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& 4-26 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

& 4-27 IpsecPolicy

ds

2R =i finak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,
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& 4-28 VpnResourceTag

B KE fik
key String o INREIRAR: FREATHE.
o HUETHE: 1-1281M=FF, STIFH=F.
BYFE, P, BERFE. g5 =
18, URITEFRF: _=+@.
value String o IJREHER: TREERIE.
o EUESEHE: 0-2550FFF, TIFHF.
BYFE., X, BFE. #@E =
18, URLITEFR: _=+-@,

o IARZHFAR

a. EEPTEVPNRIKAIIMAL .
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"

h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
b

"created_at": "2022-11-28T02:36:16.834Z",

"updated_at": "2022-11-28T02:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

A

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",
"network_type": "public",
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"status": "ACTIVE",
"ip_version": "ipv4",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
I
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
I
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

Al

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"ip_version": "ipv4",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"availability_zone_ids":[
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
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"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

L

"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"

b. iR#Eenterprise_project_idZiEVPNMFAINEN
{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32faldfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"ip_version": "ipv4",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["az1", "az2"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"
h?
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
h?
"created_at": "2022-11-28T02:36:16.834Z",
"updated_at": "2022-11-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
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"ha_mode": "active-active"
h o

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",

"network_type": "private",

"status": "ACTIVE",

"ip_version": "ipv4",

"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["az1", "az2"],

"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",

"access_private_ip_1": "192.168.4.7",

"access_private_ip_2": "192.168.4.99",

"created_at": "2022-11-28T02:22:27.24Z",

"updated_at": "2022-11-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"
1At

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"ip_version": "ipv4",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"availability_zone_ids":[

1

"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

L
"eip2"{

"id":"7b46b62f-demo-a8df-va86-6b8e44312416",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",

"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"

%
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

}

n

ipsec_policy":{
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APl &%
}
}
1,

}

RESET
ESIA2 KA.

4.1.1.4 8% VPN M%<
IHRENA

AR

URI
IEKiHR

"authentication_algorithm
"encryption_algorithm":"aes-128",

":"sha2-256",

"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"

HRIEVPNRIXID, BEFEERIVPNMIX

5203 STERAPI,

PUT /v5/{project_id}/vpn-gateways/{vgw_id}

& 4-29 SEURT

2R SR =AY | %A
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vgw_id String = VPNRISELAIID
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% 4-30 iFRkSH

E= -] =AY | R
1%
vpn_gateway | Updatevgw | 2 vpn_gatewayXI&R .
RequestBod
yContent
object

3 4-31 UpdateVgwRequestBodyContent

B =il =EY | ik
jri
name String B o INREINER: VPNMIXEZIR,

o HUENGHE!: 1-641MFE, TIEK
F. BYFH. X (\ude0O -
\uofas) . _ (FXlIZ) . - (%l

#)..(8=).
local_subnet | Array of S o INAEIRAR: IPVARIGFM . AimF
s String M= EFM, ﬁﬂﬁﬁ?a%_L
VPNSAPIMERHITEE. B4
o A& U -

192.168.52.0/24,

o Z9%R: Hattachment_typefcE N
"vpc"BF. Hip_versionftE A
"ipvA"BIEIES, BNAE. 89
VPNMIX B Z S50 A 77

IhegiRAE: BYHIEIPAIID, £
SEEFHYEIP/EANUE VPN (s
FBRYSE— 1 EIPTE VPN AY
ZEIP, BEFRIEIPHIRA IS CRRST
1=[EBRYEIP,

o #J%R: 36fZUUID,
network_typefic & 9publicAIaIiE
5, 5NAIE,

N
[ ]

eip_id_1 String

iy

o INEEIRAE: BYAYEIPAIID, TR
HETEFTAYEIPYE R EVPN R XA
FAR95E —ANEIPELERZVPNRIXKAY
ZEIP, HPEFRIEIPHIRA IS CRRSD
1=[EBHRYEIP,

e #J3R: 36fUUID, 24
network_typefic & publicAimIiE
5, BUARE,

eip_id_2 String
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& 4-32 PolicyTemplate

B - St ik
ike_policy IkePolicy ike SREENISR
object
ipsec_policy IpsecPolicy ipsec SREGITR .
object
7= 4-33 lkePolicy
E= E-Sit) R
encryption_alg | String o INREIGAE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIREE: SE—MEREPIEERRIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIRAR: INIFEEL,

—algorithm o BYESEE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTARSANEEEERE, HJiz4E

ds

1ZEHBABAT S IKE SASBERIES
o EYESEE: 60-604800, Ea{y: b,

& 4-34 IpsecPolicy

2R - 3id] )%

authentication | String o INBEIHAR: INIEFEXE,

_algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

encryption_alg | String o INEGINHER: MNZRESE,

orithm o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
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pfs String o INEEIRAE: PFS{EFIAYDHESRAE.,
e HYESBEl: groupl4, groupls,
group16, group19, group20,
group21, disable,
lifetime_secon | Integer o INEGIER: T RECEIPSeciEEETAIRE
ds BLARE A EERNEFEER
o HYEEE: 30-604800, Bafi: #,
o BEKIER
a. FHEIREIPEARX,
PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
{
"vpn_gateway": {
"name": "vpngw-4321",
"local_subnets": [
"192.168.0.0/24"
1,
"eip_id_1": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"eip_id_2": "6ad8e297-demo-a8df-va86-da0f885ccb98"
}
}
i Az
LI ) VE—

IREMRZSAD S 200: successful operation,

2= 4-35 N[N Body S#5F&

B it 1A

vpn_gateway | ResponseVpn | vpn_gatewayXi&R,
Gateway
object

request_id String BKID,

& 4-36 ResponseVpnGateway

=T it f#iA

id String o INBEIRAR: VPNRIEID,

e #&z: 36{;ZUUID,
name String o INBEIHER: VPNMEZIR,

o EUESEE: 1-641METF, BIFH=F. &
XF8. H3(\ude00 - \udfas). _(F
X&) . -(PRIZk) .
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APl &% 4 API
B it fiiA
network_type | String o IHEEIRAA: VPNIIPEESEEY,
o EYESBE: public, private,
o ZXIAME: public,
attachment_ty | String o INAEIRAR: XEXEZ.
pe o HUBSBE: vpc,
ip_version String o INAEHAR: VPNMIFEAIPHMYARAN .
o EYETBE: ipv4.
vpc_id String e Hattachment_typeAvpchT, vpc_id2E

VPN EEEA9 I $SVPCHIID .

local_subnets

Array of String

RNipFW o, RNigFME=LFM, ZME

FEBIVPNSRHPMIMEHITERE, 8

ANRIERETRBI: 192.168.52.0/24 . {4

attachment_typeAvpcHip_versionAgipv4
AR,

connect_subne | String VPNRIXFr{#EBRIVPCHEI—1~FMID,
t

bgp_asn Long VPN XHIBGPEBIERS -

flavor String o INREIHEE: VPNRIFATHIARZEEY:

o HUESEE:
Professionall: B Akitk s
300Mbps.

Professional2: g K&&A&T5s1Gbps,

availability_zo
ne_ids

Array of String

ZREVPNRXHIATEX , HisE T AX
ARINRE];, HKRIEETHXAS, 7EVPNK
FKHPRSAACTIVERR[]

ect_id

connection_nu | Integer VPNRIX THYER A VPNIEZE]

mber

used_connecti | Integer VPNRX T HEISEERAIVPNIEREE

on_number

used_connecti | Integer VPNRIX R HBIEEERAVPNIERZAD

on_group . @B—BFRIANHRSIEREZAR—
MEREH . VPNRIKELASZIF101MN R ER
VPNIERZH

enterprise_proj | String o IfBEIHAR: WIRBID,

o #&3(: 36{ZUUID, BIERIAENRE
"0", FrAiFETFdefault®IInE .,
x: "0"HARESEFENEWIREID,
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APl &% 4 API
B it fiiA
eip1 ResponseEip | BUEVPNRIXFRRNMERBRIE—NEIP, E£F
object VPNRXZFRREEIP, FEVPNRXAIIRZS S
ACTIVERHIR[E],
eip2 ResponseEip | BUEVPNRIXFRRERBRIEZNEIP, E£5F
object VPNRXFRREEIP, FEVPNRXAIIRS S
ACTIVERHIR[E],
created_at String o BIFERTE., TEVPNMIEAMRZSSIACTIVE
AiR[E
o UTCHJIENEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o H5—IREYE. FEVPNRIXAVRES
BACTIVERTIR[E]
o UTCHIIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
access_vpc_id | String o INBEIRAA: VPNREERAYEAVPC
ID,
e &= 36{ZUUID,
access_subnet_ | String e INEEIHAR: VPNMIX(ERAYEANVPCH
id BIFMID,
e 1&z: 36fIUUID,
access_private_ | String FAMIZEEIVPN I KABZAFAMIP, VPNRIE
ip_1 ERIZFARIPSXTimM KEIE . SEEMK
FRERRE— M FAMMBIE, FEFRRE
FARIIHLLL .
Ml 192.168.52.9, {XZnetwork_type
FprivatefFix[a],
access_private_ | String FAMZEEIVPNIZABIZANFAMIP, VPNRIE
ip_2 ERIZFARIPSXTimMKiEIE . SEEMK
FRERNEZANFANMIE, FERRE
FAMIHBLIE
Tl 192.168.52.9, {XZnetwork_type
AprivatelFiR[E]
ha_mode String o IfREIRBA: MIXRIHAIET, “active-
active"FR"XE, "active-standby"E
~EH.
o HYESBE: active-active, active-
standby .
tags Array of ey,
VpnResourceT
ag objects
Si5kRA 01 (2025-09-17) WRINPTE © HERIRARBIRAT) 45
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4 API

2% 4-37 ResponseEip

B

RE

%3

id

String

e IfBEIRAR: EIPHIID,

o 18z 36 UUID, X{EAEIATIIR
BARH&E]"0",

ip_version

Integer

o INACIHAEA: EIPRRZAS,
o EVEEH: 4,

type

String

o INALIHAR: EIPHYZEEY,

o EUESEHE: TJ&EE (A AMIPEOS
EZ)H “HBHIEEEANIP” ET5Htype
FEAYEVETEE .

ip_address

String

o INREEWREA: EIPRYLKIIPVALEIL,

o I&T: ipvaZSEIBHE, HIE0:
88 ¥ ** 11,

charge_mode

String

o IJREIREA: EIPRYRESITERIEIL. KRE
TR R

o EUESEHE:
bandwidth: ¥&rERitE,

traffic: &RE1HE,

bandwidth_id

String

e INEEIRAA: EIPEYESEEID,
o 1&{: 36{UUID,

bandwidth_siz
e

Integer

e INEEHER: EIPAURER A/, BAfI:
Mbit/s., B regionBEIBIRHAYEIPERK
T AE, EIPRRAT SRR TEIPIR
%5, gJLMER I RRIESKF FAIEIPEY
BRATE.

o EYEEBHE: 1-1000, EREUEIESEE
HEAMIRSE iR eipEHL

bandwidth_na
me

String

o IHAEIRAA: EIPAYREZFR.

o EUETHE: 1-641MFFF, XIFHF. =
X, 132 (\ude00 - \udfa5). _(F
jzl.lé%)\ _(q:l“zl.lg%)\ (:r‘l_\-_l\)o

share_type

String

o IfAEIRHER: HERItS A,
o HBVESEHE:
PER: JHMZ=FE,

WHOLE: H=%5%,
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2% 4-38 PolicyTemplate

E= St ik
ike_policy IkePolicy ike KBTS o
object
ipsec_policy IpsecPolicy ipsecEREEIIR .
object
7= 4-39 lkePolicy
E= E-Sit) R
encryption_alg | String o INREIGAE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIREE: SE—MEREPIEERRIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIRAR: INIFEEL,

—algorithm o BYESEE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTARSANEEEERE, HJiz4E

ds

1ZEHBABAT S IKE SASBERIES
o EYESEE: 60-604800, Ea{y: b,

& 4-40 IpsecPolicy

2R - 3id] )%

authentication | String o INBEIHAR: INIEFEXE,

_algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

encryption_alg | String o INEGINHER: MNZRESE,

orithm o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
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B it )%
pfs String o IPREIRAE: PFS{EFARYDHERSAAH.,

o EYESEE: group14, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEINAE: FRHCLE|PSecEEE T AR
ds ELARE AR EEZEREER

o BYESGE: 30-604800, EAfii: .

2R 4-41 VpnResourceTag

B S i:ju

key String o INESHAA: FRZBAYE,

o EUESBE: 1-1281MFFF, T,
RNFHE., PN, BFE. 5. T
1%7 D}\&Ll??fg _~:=+'@o

value String o INREIRER: 1REAIE.

o HUEBE: 0-2557M=FFF, TiFH=F.
BXFE., P, ARFIE. G5 T
$§7 L\/L&Ly\—lzifg _-::+'@o

V.

o [RIFES
a. EHEEIPEANVPNRXAINWAT o
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"ip_version": "ipv4",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["az1", "az2"],

"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"eip1": {

"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.*** *** 102",

"charge_mode": "bandwidth",

"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-1391"
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"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
L
"created_at": "2022-09-15T08:56:09.386Z",
"updated_at": "2022-09-15T11:13:13.677Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

b
"request_id": "33a2b77a-65f9-4a0-90bd-4bd42038eb41"
}
b. VPNRZEA “BlEHR” , EHEM.
{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",

"request_id": "abafe41c-7744-41af-bf3d-4452872af799"

W&

BRI, BRI IHET MK

52 LAMEE AP,

URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

£ 4-42 2658
2R e it =AY | A
ik
project_id String 2 IREID, wILAEIIREURE IDIRENRE
ID,
vgw_id String = VPNPIFKSLAIID
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APl £ 4 AP
IERE]S

g Rz

IBRSH

& 4-43 E5RkSH

B

xE

vpn_gateway

Updatevgw | 2

Specificatio
nRequestBo
dyContent
object

vpn_gatewayXJ&,

2 4-44 UpdateVgwSpecificationRequestBodyContent

B il =AY | A
yoi
flavor String = o INEEIRAR: EHFSRIVPNRIZLAR
o
e EYESBE: Professionall,

Professional2, . BMEZE
EVESEEZSE&EiTVPNRIXIAL
fhfYsupported_flavors=Eg .

BRAES

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

{

"vpn_gateway": {

RIS

IR[EPMRZERS ST 200: successful operation,

2= 4-45 IR Body 2#51%

=T it ()%
vpn_gateway | ResponseVpn | vpn_gateway3J&,
Gateway
object
request_id String BKID,
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= 4-46 ResponseVpnGateway

B E-Sit) R
id String o INAEWBA: VPNRIEID,
o #&x(: 36fZUUID,
name String o INBEIHER: VPNMXZBIR,
o EUEEHE: 1-641FFF, BIFHF. =
MFE X (\ude00 - \udfa5). (T
¥%) . -(PRI%) .
network_type | String o INRGIRAE: VPNMIFKMILEZER
o EYESBE: public, private,
o EAE: public,
attachment_ty | String o INAEIRAR: XEXEZ.
pe o BYEBHE: vpco
ip_version String o IABEIRBA: VPNRIXAIIPHMYARAS
o BUEBE: ipvd.
vpc_id String e Hattachment_typeAvpchd, vpc_id2E

VPN KA $SVPCHIID .

local_subnets

Array of String

RNipFM o, RNigFME=LFM, 1ZME
=EEIVPNSHPINZHTEB. 2
ARIERETRAI: 192.168.52.0/24 . {4
attachment_type9vpcidiR[E],

connect_subne | String VPN B {ERLVPCHEI—1NFMID,
t

bgp_asn Long VPNMXHIBGPEBIERS o

flavor String o INELIHER: VPNMXAIINARZERY:

o EYEEBHE:
Professionall:
300Mbps,

Professional2:

RARKRTHE

AR5 1Gbps,

availability_zo
ne_ids

Array of String

ZFEVPNRIXHIAT X ., HisE T TRBAX
AMiR[E]; HARIEEATHKXAS, TEVPNK
FKEPRSHACTIVERHR[E]

connection_nu | Integer VPNRIX RIS AVPNIEZEE .
mber
used_connecti | Integer VPNRX T HBIEEERAVPNIERE
on_number
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B

St

%

used_connecti
on_group

Integer

VPN X T HBI2&FRAIVPNEZE D
. E—RAFPMEN=RIRSEZERS—
MEREH . VPNRIKEAASZIF10MN R R
VPNiZE#EAH,

enterprise_proj
ect_id

String

o IhEEiEA: AIREID,

o #&3(: 36{ZUUID, BIERIAENIRE
"0", FrAFETFdefault®IInE,
iE: "0"HARESEFAERIEWIREID,

eip1

ResponseEip
object

WGEVPNRX R R(FERIE—EIP, &
VPNPRXZRREEIP, fEVPNMFEAMRES
ACTIVERHEE],

eip2

ResponseEip
object

SGEVPNM X R RMERISE _NEIP, &
VPNPRXFRRFEIP, FEVPNRIFEAMRE S
ACTIVERHR[E ,

created_at

String

o BIEEATE], FEVPNMIFAVIRZSSIACTIVE
ATIR[E],

o UTCRYEE: yyyy-MM-
ddTHH:mm:ssZ,

updated_at

String

o EE—IXEHATE, TEVPNRIXAPAZS
FACTIVERHR[E],

o UTCHYENERN: yyyy-MM-
ddTHH:mm:ssZ,

access_vpc_id

String

o INACIHAA: VPNMIX{ERRRYIEANVPC
ID,

o &=: 36{UUID,

access_subnet_
id

String

o INAEIAE: VPNRIE(ERRIEAVPCH
AIFMID,

o &= 36{UUID,

access_private_
ip_1

String

FARIZEEIVPN KA NFARIIP, VPNRIX
FERIZFANIPSIT iR MK IEIZE . NGEN X
FRERE— AN, FEERRE
FAMIHbAE

~f5l: 192.168.52.9, {XHnetwork_type
HprivateRFiR[E],

access_private_
ip_2

String

FARISEEIVPN I KAIEENFARIIP, VPNRIZK
(EFRIZFAMIPS iR X EiE . TEERIK
FRAEANE AR, FERTE
FARISELE o

il 192.168.52.9, {XZnetwork_type
FprivatefFix[a],
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E= i) 1k
ha_mode String o IfREIRBA: MIXRIHAIETU, “active-
active"ERXUE, "active-standby"ZE
TEH,
o HYESBE: active-active, active-
standby .
tags Array of REFIE
VpnResourceT
ag objects
R 4-47 ResponseEip
B -5t R
id String o IfAEIRER: EIPRYID,
o 1&z: 36{UUUID, HEABKIABIIIT
BatiRE"0",
ip_version Integer o INAEIRAA: EIPARZN.
o BUEEHE: 4.
type String o IpAEIRER: EIPRYZEEY,
o EUETE: oI&EFE (B4 AMIPEOS
Z)H “HRiESEEAMIPT EFHtype
FENEETEHE .
ip_address String o IHASIRAA: EIPAYARIIPVARBIE
o 1Bz(: ipvaSEBUtEhtE, Hyn:
887 *** 11,
charge_mode | String o INAGIRAR: EIPRUREITEEDR . I&RE
TR RIT R
o BUETHE:
bandwidth: ¥&Hsait2%,
traffic: IZREITEE,
bandwidth_id | String o INAEIRAA: EIPRUTEEID,
e 1&z{: 36fIUUID,
bandwidth_siz | Integer o IfEEURAA: EIPAYRS TR R/, ERfi:

e

Mbit/s. & regionBEIEIREANEIPERA
HeaAE, EIPRIS AT EESZRTEIPAR
55, AILAMERISKESKF THIEIPRY
=P

o EUESEE: 1-1000, EUFBUEESE
HELRRIARS ElEReipEEHt .

MAERRAS 01 (2025-09-17)
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WHOLE: H=7

4 AP
2R i R
bandwidth_na | String o INAEEINEE: EIPAYEEZIR,
me o EVESBED: 1-641NZ7%, HiSHE. &
NXFH. 32 (\ude00 - \udfas). (T
RE) . -(FRIZK) . (),
share_type String o INAEEINAR: HERTESEAY,
o HUEEE:
PER: =[5,

i

o

& 4-48 PolicyTemplate

EZ i) ik
ike_policy IkePolicy ike REEITR o
object
ipsec_policy IpsecPolicy ipsecTREEXTSR .
object
7= 4-49 lkePolicy
E= St R
encryption_alg | String o INREEINEE: NNZRESL,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEIREH: SE—MEREAIEERRDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o IHASHAR: INFESE,

—algorithm o BYEEE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTARSANEEEERR, HJiz4E

ds

1ZEHBABAT S IKE SASBERIE

o HYESEBHE:

60-604800, E{iy: ®,
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4 API

2% 4-50 IpsecPolicy

ds

B E-Sit) R

authentication | String o INBEIHAR: INIEFEE,

_algorithm o EUEEE: sha2-512, sha2-384,
Sha2—256°

encryption_alg | String o INEEIRAA: INZEX,

orithm o HUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIRAE: PFS{EREAYDHESRA.,

o EYESEE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INAEIRAR: FRBCEIPSecEiEiE AR

BLAREREENEFEEA
o EVESEE: 30-604800, EAfy: #b,

2R 4-51 VpnResourceTag

EZ4 i) ik
key String o IJREHHR: IREERVER.
o EUESBE: 1-12870FF, XiFH=F.
WYFHE, fX. AFE. #EiE. T
1(%7 L\)\&I’\)\—I:$?—g: _-::+'@o
value String o INEEIHAR: FREAIE.
o HUESEE: 0-2551M=FF, iFH=F.
WYFE, BX. AFE. #EiE. T
¥, URIUTER: _=+-@,

LI )iz ==

a. EHEEIPEANVPNR AL o
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",

"name": "vpngw-4321",

"ip_version": "ipv4",

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,

"local_subnets": [
"192.168.0.0/24"

]

"bgp_asn": 64512,

Professionall1",

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"availability_zone_ids": ["az1", "az2"],
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}

"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {

}

i

"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.*** *** 102",

"charge_mode": "bandwidth",

"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-1391"

"eip2": {

"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.*** *** 188",

"charge_mode": "bandwidth",

"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-1392"

"created_at": "2022-09-15T08:56:09.386Z",

"updated_at": "2022-09-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

}

n

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. VPNRRZEAR “BliEh” , EFHKM.
{

"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",

"request_id": "abafe41c-7744-41af-bf3d-4452872af799"

}

N

BEA2 KREB .

4.1.1.6 & VPN Ri<

TORENA

HRIEVPNRIZXID, MIFFEERIVPNIIX o

AR

1523 WalEBAPI,

URI

DELETE /v5/{project_id}/vpn-gateways/{vgw_id}
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& 4-52 SE0RT

B R =5y | %A
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID.
vgw_id String = VPNRIFKSLAIID

iEKiHE

o EREA

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

MRS
o IARIBH

IREMAZSAD S 204: BIBRARIN o

o [lERZHFER

VPNIRZE “BlEs” , MIBREM.

{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not ready,
currently CREATING",
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfa9b234ac"

}

N

BE A2 K8,

4.1.1.7 &i VPN METHEX

INEENA

EiFVPNMNXET X .
BRABE

15203 UN{ETiERAPI,
URI

GET /v5/{project_id}/vpn-gateways/availability-zones
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APl &%& 4 API
X 4-53 SHI%A
B E 5] =/Y | WA
i
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
BKREE
o EkBH
To
o IEKIEFH
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones
AR S

o NS

IREMRZERS A 200: successful operation,

2= 4-54 IR Body S#5%&

B -3t i)

availability_zo | AvailabilityZo | sfFX%IZE.

nes nes object

request_id String 1BEKID,

& 4-55 AvailabilityZones

=Y it fEiA

professionall VpnGatewayA | Professional 1 <iiii o
vailabilityZon
es object

professional2 VpnGatewayA | Professional2 it
vailabilityZon
es object

PA_E W A ROSCRR AT S e IS 2 & VPNIEHI & S22 VPN X IEHAISpecification

yri S
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APl &%& 4 API
2 4-56 VpnGatewayAvailabilityZones
B it R
vpc Array of String | FEAVPCERNATBKXTIE.
o IR
{
"availability_zones": {
"vpc": ["az1"],
"’professionaH "
"vpc": ["az1", "az2"],
h
"professional2": {
) h
",request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"
}
K&

B2 MA.2 RS

4.1.2 ¥umpo L

4.1.2.1 BIEXT IR

ThREN A

ARTSE

URI

iﬁ *;ﬁl§\

o

BIEHEF AT SVPNRKARIERIXTImM X -

152 WANalE AP,

POST /v5/{project_id}/customer-gateways

& 4-57 SE0RHT

2R et =5 | 15
ik
project_id String 2 INEID, ®JLUESFREUIRE IDIRENRE
ID,

o IBRBY
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AP &%
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% 4-58 iERSH

B Sl =AY | it
1%
customer_ga | CreateCgwR | 2 customer_gatewayXJ$& .
teway equestBody
Content
object

% 4-59 CreateCgwRequestBodyContent

E=3

xKE

EZ{M‘\

s,

i

name

String

o | A
i

o INEEINER: ITumPEZFR, AERT
SBEMEMEL B cgw-1953
FRo fBIEN: cgw-21a3,

o EVESBHE: 1-647MN=FF, HiFH
F. BXFE. 3 (\ude00 -
\uofa5) . _ (FRIZ) . - (=%
%)..(82).

id_type

String

iy

o INEEHAA: XHumhIKImRSEE
o BUESEE: ip.
o EUAME: ipo

id_value

String

i

o INBEEIRAR: IJumMIKIRIR(E

o EUESEE: 1-1287MFF. 24
id_typeRipld, RIES=H+i#E
IPvAttBhE (40192.168.45.7) o

bgp_asn

Long

iy

o IfAEIRAR: XTiRMFAIBGPE AL
wme,

o HVESGE: 1-4294967295,

o ZYTR: Hid_typeNiplIAEE, &
WAE,

tags

Array of
VpnResourc
eTag object

iy

o INEEHRAA: FRETIR,
o AR RBES20M.
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& 4-60 VpnResourceTag
B -] =EY | A
gri
key String = o INREULRA: FREHYRE.
o EUESEE: 1-1281F1F, M
F. BRXFE. B, BNRFE.
#E. =, LRUT =
+_@o
value String = o INEEIRER: fREHYE.
o EUESEE: 0-2551VF%F, S5
F. BXFE. B, BNRFE.
i, =K, LURLIF =
+'@o
B RAEH
POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways
{
"customer_gateway": {
"name": "cgw-2abf",
"id_type": "ip",
"id_value™: "10.#%**** 21",
"bgp_asn": 65000,
}
IALHR
)RS

IREMAZSAS A 201: BUEERKIN

= 4-61 IR Body 2H5I1Z%

B St i)
customer_gate | ResponseCusto | customer_gatewayXJ&,
way merGateway
object
request_id String iBxKid,

2R 4-62 ResponseCustomerGateway

B St 1)
id String o INEENAA: XJumkIXAYID,

o #&=: 36{7UUID,
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APlI &% 4 API
E= i) 1k
name String o INEEINAER: XFUmMIKEFR.
o EUEEHE: 1-641FFF, BIFH=F. =
M. 3 (\u4e00 - \udfa5). (T
X) . -(FxlZk) o
id_type String o INAEIHAE: XTURMIFKATIAZEEY,
o EYEEHE: ip,
id_value String XFumMRA FFRIRE o
bgp_asn Long XFiHMKAIBGPEAERS - {XHid_type
ﬁlpﬁjﬁ@o
created_at String o BlFERTE,
o UTCRYEMEZ: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o H5—IXEFATE,
o UTCHIIENEIN: Jyyy-MM-
ddTHH:mm:ss.5552,
tags Array of &g+,
VpnResourceT
ag objects
& 4-63 VpnResourceTag
B i) R
key String o INREIREH: FREERYHE
o BUESBHE: 1-1281FfFF, IFHFE.
RXFE, P, BARFE. EiE. T
1%; D)\&DXT??& _-:=+'@o
value String o INASHHAR: FRESAYE.
B FH., P2, AWRFE. EiE. T
B, URLTFZERS: _=+@,

o IWRzAFAI
{

"customer_gateway": {
"id": "03cO0aa3d-demo-a8df-va86-9d82473765d4",

uuuuu

"bgp_asn": 65000,

"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
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"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"

}
N
BEMA2 KA,
4.1.2.2 EiFRJiRMX
TheEEN 4B

RIEXS IR XID, BT ERIZTIRMRE
BRBEE
52 ANaERAPI,

URI
GET /v5/{project_id}/customer-gateways/{customer_gateway_id}

& 4-64 SR
B E-Sit) =RY |k
%
project_id String 2 IRBID, mILABIdIREIRE IDFAENRE
ID,
customer_gat | String = FimMIXID 6

eway_id

IBKiHR
o ERSY
o
o IEREEH

GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

TRRLER
o TIEEH
IREMAZHEA 200: EHAI.

2= 4-65 NN Body S#51%

B St R
customer_gate | ResponseCusto | customer_gatewayRd&,
way merGateway

object
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4 API
B i) R
request_id String B53Kid,
% 4-66 ResponseCustomerGateway
B i) iR
id String o INAGIHAR: YTUEMIEMIID,
o 1&=: 36/ZUUID,
name String o INEEIRAR: XFimMIEZFR,
o EUEBE: 1-641MFFF, TIFHF. &=
XFEHE., #3 (\ude00 - \udfa5) . _
(FRIZE) « - (PdE) « . (=) o
id_type String o INEEWBA: XTumMIAIRIRZEE,
o EYEEBHE: ip,
id_value String SFimMA K FRIR(E o
bgp_asn Long XHimMXHIBGPEIAIHAS . (XHid_type
RipEhiRE],
created_at String o BIFEHTIE,
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o EfE—IXEHATE,
o UTCRYEIEN: yyyy-MM-
ddTHH:mm:ssZ,
tags Array of ey,
VpnResourceT
ag objects
& 4-67 VpnResourceTag
B i) R
key String o INRGIRER: ARHUE.
o EUESEHE: 1-1281=FFF, IFH=F.
BYFE, P, AfFE. g5 T
*gy L\/L&L\)\—lt$fgl _-::+_@o
value String o INAEINAR: RESHYE.
o EUESBHE: 0-2551FFF, IFHF.
BXFE. FX. ARFE. G5 T
1B, URLIFZER: _=+@,
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4 API

o NARAEAH
{

"customer_gateway": {

"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

|||||

"id_value™: "10.#%*** 21",
"bgp_asn": 65000,

"updated_at": "2021-12-21T16:49:28.108+08:00"

by
}

T

ES A2 RS,
4.1.2.3 EiFXJimlxFIE
IHRENA

BRI RIEFIE
VE)zz)mbrs

ES AT EEAPI,

URI

GET /v5/{project_id}/customer-gateways

"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"

& 4-68 SR
BR - i) =AY | HE
ric
project_id String = IRBID, AJLABIIERENIRE IDFREIRE
ID,
7 4-69 153k Query BH5I%
BR -3l =R | ik
1%
limit Integer & o IREEA: HREAREIURERIC

o HUESEE: 0-200,
o ZHIAME: 200,
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APl &%& 4 API
B i) BEY | A
ik
marker String & o INEEIRER: EAAATEIBINCH,
N AIEEIE R, EFT—IH
markera] LURYE - —DUImRAY
page_infoXy&HHnext_markerig
5,
o TR WASlimit—ie(#FEA,
BKEHR
o EkSH
o
o iEKEEH

GET https://{Endpoint}/v5/{project_id}/customer-gateways?limit={limit}&marker={marker}

N iz

o NS
IREMRZES S 200: EIFRIO.
% 4-70 IR Body #5113
B it 1205
customer_gate | Array of customer_gatewayX4s .
ways ResponseCust
omerGateway
objects
total_count Long R TITimN X2
page_info Pagelinfo PRIEE.
object
request_id String BKid,

& 4-71 ResponseCustomerGateway

B S ik
id String o IfREIRAA: XJumMIKAIID.

o &=: 36{UUID,
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APl &% 4 API
B i) fR
name String o INEEINAER: XFUmMIKEFR.
o EUEEHE: 1-641FRF, TIFHF. =
FE, 13 (\u4e00 - \udfa5) | _
(TRIZL) « - (hFRIE) . . (=) o
id_type String o INAEIHAE: XTURMIFKATIAZEEY,
o EYEEHE: ip,
id_value String XFumR TFRIR(E o
bgp_asn Long XFimPXAIBGPEIAIHRS - (XXid_type
ﬁlpﬁjﬁ@o
created_at String o BIiERTIE,
o UTCRYEMEZ: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o HE5—IXEFRATE,
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ssZ,
tags Array of xR,
VpnResourceT
ag objects
%% 4-72 VpnResourceTag
2R i) A
key String o INREWRA: IREAIRE
o EUETEE: 1-1281M=FH, XiSH=F.
BYFE., AN, AFE. @15, T
1B, URILTZERF: _=+@,
value String o INEEiREe: REHIE.
o EUESBHE: 0-2551FFF, IFH=F.
BNFE, P, AfFE. FiE. T
1%7 DX&LXT??& _~:=+'@o
& 4-73 Pagelnfo
B i) R
next_marker String T—mRAmarker, {EH_E—XEGNWLF
RE— 1 RIRAIBIZERTE
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APlI &%

4 API

T

B KB %

current_count | Integer LHEPERPRRH=E . S/NTFEEBEKRE

ABlmitNI R R ERE—R

{

}

M Rz 451

"customer_gateways": [{

H,

"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",

"updated_at": "2022-11-28T07:36:24.923Z"

W
"id": "312067bb-demo-a8df-va86-09dc941bbffc",

"updated_at": "2022-11-28T06:25:01.937Z"

"total_count™: 2,
"page_info": {

}

"next_marker": "2022-11-28T06:25:01.937Z2",
"current_count™: 2

"request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"

52 A2 K&

4.1.2.4 BTSRRI

a6
ThEEN 4B

ARTIE

URI

$ETE§%“%M?&ID, EHEEAIRNIRMK . STFEIHEN, ENEMSHFENRCIES
UK o

52 AeEAFAPI,

PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}

& 4-74 SEURIT

SR ESid 2EY | ik
%
project_id String = IREID, ATLAESHRENER IDFKENRE
ID,
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B i) BEY | A
i%
customer_gat | String = FiwmMIXID 6
eway_id
BKEHR
o BKRBH
F4-75 5KksH
B il =RY | A
pri
customer_ga | UpdateCgw | 2 customer_gateway iR o
teway RequestBod
yContent
object
2 4-76 UpdateCgwRequestBodyContent
B il =/ | fA
i
name String B o INASIHAR: MIXEZFR.
o HEUESEE: 1-641FTF, M
?\ §3Z$5\ I:FIY (\U4e00 -
\uofa5) . _ (Xl ) . - (%l
g\%) N (Iﬁ) o
o iEKEEA
PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
{
"customer_gateway": {
"name": "cgw-f846",
}
}
IRALHR

o GRS

IREMAZSAD S 200: BHALIN .

N5k 01 (2025-09-17)

WRINERE © HERRAREBIRAT

69



FEILE M4
AP &%

4 API

= 4-77 N Body 2%4%51%K

B it 1A
customer_gate | ResponseCust | customer_gateway3J&,
way omerGateway
object
request_id String 5Kid,

& 4-78 ResponseCustomerGateway

2R il R
id String o INEEIRER: XFimMIKATIID,
o ’Z{: 36{:ZUUID,
name String o INEEIHAR: XTumPEZFR,
o EUEEHE: 1-641MFFF, BIFEHF. =
YFE., $32(\ude00 - \udfas). _(F
¥E) . -(FxlLk) .
id_type String o INEEIHER: XFimMKARIRSRE,
o BUEBE: ipo
id_value String X i PO KRR
bgp_asn Long XFiHPEZAIBGPEIAIERS . {XHid_type
RipAhiRE,
created_at String o BRI,
o UTCHIIEMEZN: yyyy-MM-
ddTHH:mm.ss.S55Z,
updated_at String o E—IREHHATE.
o UTCHIIENEZN: yyyy-MM-
ddTHH:mm.ss.S55Z,
tags Array of ey,
VpnResourceT
ag objects
= 4-79 VpnResourceTag
B Syt )%
key String o INREIREH: FRERVEE
o EUETE: 1-1281=FFF, M=,
BNFHE, P, AFE. @i T
#:lz’ LJ&D)\T??& _-::+'@o
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APl &% 4 API
E= i) fR
value String o INEEIREH: FRERYES
o EUEBHE: 0-2551FFF, TIFHF.
RXFE, P, ARFE. EiE. T
1% ) D)\&D)\T??& . _-::+'@ o
o IRAEH
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
name": "cgw-f846",
id_type": "ip",
id_value": "10.*** *** 21",
bgp_asn": 65533,
created_at": "2021-12-21T16:49:28.108Z",
"updated_at": "2021-12-21T16:49:28.108Z"
b
"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"
}
K&

52 0A.2 K&

4.1.2.5 RIS iRRI<

TORENA

AR

URI

RIEXTIRMIXID, MIBREEAITIRMX .

52 LAMEE AP,

DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}

* 4-80 SR
B it =AY | R
%
project_id String 2 IRBEID, aJLABId3kEIRE IDFRENRE
ID,
customer_gat | String = FumPIEID 6

eway_id
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APl £ 4 AP
IERE]S

o IBRBY
96 o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

NAzHR
o I ZS%
RENRSTDA 204: WIBREIH o
o NARAFf]
gk EEREEVPNIERE, MIBREM .

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

{

"error_msg": "invalid request: customer gateway 575c¢1722-demo-a8df-va86-dd7f41876332 has

connection",
"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"
}
RS
1%E§JHL:A2 %lu\ﬁg °
4.1.3 VPN i&E#E

4.1.3.1 6l# VPN &

IIREN A

BUEBVPNIESE, MEEVPNRIXSIHIRRX .
EATSE

B2 ATARAPI
URI

POST /v5/{project_id}/vpn-connection

% 4-81 SE0RHA

B i) =5Y | %A
%
project_id String 2 IREID, aILABIdIREIER B IDZRENRE
ID.
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4 API

IEXRHE

& 4-82 EREH

B Sl =AY | it
1%
vpn_connecti | CreateVpnC | =& vpn_connection{J&,
on onnectionR
equestBody
Content
object

& 4-83 CreateVpnConnectionRequestBodyContent

R

Ay

EZ{M‘\

3,

fiik

name

String

0 | A
i

o INACIMER: VPNIEEZIR, FERT
SBEENEMEINAvpn-117
#Ro #%0: vpn-13be,

o EUESEE: 1-641MFF, HiEH
F. BYFHE. 3 (\ude0O -
\uofas) . _ (FXIZ) . - (%l
%)..(H).

vgw_id

String

i

o INELIRAR: VPNMZID,
e #YTE: 36{:ZUUID

BILUBSEIIVPNRIFZFIEEEVPN
MZAJID,

vgw_ip

String

i

o IfBEIRAR:

- HVPNMXHInetwork_typefic
B 9publichT, vgw_ipAVPN
MZEIPHIID

- HVPNRXKAInetwork_typefic
B Aprivatefld, vgw_ipAVPN
X (BRI NFARIIP

o Z9%R: 36 UUIDE =i

IPvAitiilt (%0192.168.45.7 ) ,

A LAES EiIVPNRFEEEVPNR <
Fr{EE FRYEIPAYIDIIZNFAMIP
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B

ESid)

i

w®

style

String

INaeisien: &R,
EVESEE:

policy: ZREEIRT(
static: EHSEEHETC.
bgp: bgpERHIE .
ZHAE: static,

cgw_id

String

fi

IHREIAR: XJiwMIX<ID,
£95k: 36{UUID

peer_subnet
s

Array of
String

iy

THAEHBE: IPVATTIRF R

295k

- BB MERRVPCIIEEMER, A
BEE RS IRFM, Eban
100.64.0.0/10, 214.0.0.0/8,

- B VPNIEERZSES50M
Tt T8

tunnel_local
_address

String

N

ThaelsiBA: BRI FECETEVPN

Pk _ERYtunneliZOitEdE . BI40:

169.254.76.1/30,

AR

- BI6RINIRE169.254, AEEE
F4169.254.195.xxX o

- BBRKEXLIRZE30. IR
tunnel_peer_addresstE@—1>
304 E

- RIESMEARRIETLIBIEL

tunnel_peer
_address

String

iy

INEEIAR: MR TECETRF

MK _EBtunneliE Ot . {31

Wl: 169.254.76.2/30,

295k

- BU16{UZR2169.254, A BEfE
F3169.254.195.xxX o

- BRKEXIE30, WF
tunnel_local_addresstEE—1
30¥ERSEE -

- RIESRERARRIETLIbIEL

N5k 01 (2025-09-17)

WRIERE © HERRARBIRAT

74



FEE FAMIES
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E= =il BEY | ik
i%
enable_nga | Boolean o) o INELIRER: FFENQAR,
o EUESEE: true, false,
o BKIAME: false,
o JTR: HstylefystaticAHEE, &
WAIE,
enable_hub | Boolean & o INBEEIHAR: FEHXHEL,
o EYESEE: true, false,
o BFINME: false,
o ZJTR: YstyleHBGPRHES, &N
TiE,
psk String & o INAEIREA: FRHL=Z4H,
o ZJsR: 8-1281"FfF, REBAK
5F8. INEFE. HFMEHKF
FF(~1@#$%N()-_+={ },./;) BED
BEUMFRHF=,
policy_rules | Array of & ThEEiREA: IPVASRESIETURYSRES AN
PolicyRule A,
object YR BBES5), (Xstylels
policy BVPNRIKHIIPHIY AR A S /9
IPVARTIES .
ikepolicy IkePolicy & ikeZREEXTIER o
object
ipsecpolicy | IpsecPolicy | & ipsecTREENIR -
object
ha_role String B o INREIRAR: WUHEELVPNMETE!
BEEIAE, FEEVPNRX
TEIEEZRT, 'masterRRFEiE
£, 'slave'®REERE.
o BRIME: master,
o ZYR: FHEEINVPNRIKFEEEIP
& EFARIHBIEER T A9 TUR
'master', 7EFEIPEE SFAMIBIE
FESTRIERE W UE slave'
tags Array of S o INAEINAR: 1RSI,
VpnResourc o H4E: ESEE04
eTag object - - ¢
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2% 4-84 PolicyRule

2R 258 g;’:?'\ R
source String B o INBEIHER: EHBIERIES, MEZIPV4
BRFSVPNRIZATIPHMY AR AT
e,
o 2R AEESHfMPolicyRule ™HY
sourcefg[@El .
destination | Array of H o INEEBA: BRIMENEMES, MIER
String IPVARR T TE S VPN XTI PHMYAR
ARIUEL,
BB IPVARI EAR T~ -
192.168.52.0/24
o A%R: G PolicyRulefzZIET50
/N
o
& 4-85 lkePolicy
2R il gn":?'\ iR
ike_version | String B o INASIHAR: IKEMRAS,
o EUETEHE:
vl, v2,
o FINME:
V2,
phasel_nego | String B o INREIHRER: thEstE=t,
Eatlon_mod o EVESEE:
main: FRX, HESELZEME
= o
aggressive: FFERIRI(, WHIEFHRIE
BihEmRINES.
e ELAE: main,
o ZUSR: IKERRAAVIFHES, Hv2
A IE,
authenticati | String B o INAEEIRER: TAIEELE,
on_algorith o EYEEE:
m sha2-512, sha2-384,
sha2-256, shal, md5,
Hrh, shalfimdsLZ e MK, 15
5.
o FINME:
Shaz-256o
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B

5]

Ja

encryption_a
lgorithm

String & °

IhEeiRER: MMERE.

EEEHE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128, aes-192,
aes-256Z £ MRIK, 1BEA.
EOAE:

aes-128,

dh_group

oy

String

THRERER: SE—REREIAAH(ER
AIDHEH .

HEUESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl1, group2,
group5, groupT4ZE&MRAR, 15
B,

ZRNME: groupl5,

authenticati
on_method

N
[ ]

String

ThREiER: ikethESATASIAIES
%o

BYEEHE:

pre-share: FAHZ=Z$A.

ZANE: pre-share,

lifetime_seco
nds

oy

Integer

INEEAR: FRSAREERER, X
ZEFEERIBATEIKE SASEmIE
%ﬁo

EUESEE: 60-604800, BA{i:
o

ZRIME: 86400,

local_id_type

N
[ ]

String

THRERBA: ANiwIDSEEL,
BESEE: ip.
BIME: ipo

local_id

oy

String

INEEsiAR: ARixID,

AT

Hlocal_id_typemiphd, BJAIEH,
HEZHEIPVAMET

peer_id_type

iy

String

INEeiRAE: XJumID3EEY,
BYESEE: ip.
ZIME: ipo
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B

i)

peer_id

o IfEEIREA: XtimID,

o ZYTR:
Hlocal_id_typeSiphs, TJAIE,
IHESEHREIPVAME .

dpd

Dpd object

oy

SHFRFFRNIIR

% 4-86 Dpd

B

ESid)

R

timeout

Integer

o INEGIHEE: WEARFEINIRNE
eI

o EVESEE: 2-60, EAfi: #,

o IIAE: 15,

interval

Integer

iy

o INEEGIRER: WEAFEIEN=RET
E1]8

o HYESEE: 10-3600, BAfi: #,

e ZEHME: 30,

msg

String

iy

o INEEREA: XHFEARTFEFQNIRIAE
o

o BUESEE:
seg-hash-notify: $§EDPDIRXH
A9 TE IR E 2hash-notify
seg-notify-hash: }§EDPDIRNH
RETIREZnotify-hash

o ZRIANE: seg-hash-notify,
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& 4-87 IpsecPolicy

2R 258 =/ | #A
gri
authenticati | String B o INREIHER: IAIEEX,
on_algorith o EUEBE:
m sha2-512, sha2-384,
sha2-256, shal, md5,
Hrh, shalfimdsLZ2HR(E, 1B
5.
o FIAE:
sha2-256,
encryption_a | String & o INBEIRER: NMIZESX,

lgorithm o EVETSHE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128,
aes-192, aes-256F MK, 15

B2
o EIANE:
aes-128,
pfs String S o INEEIHBA: PFS{EFBAYDHERA .
o HYESEBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,
Hrh, groupl1, group2,
group5, groupl4LE£MRI(R, i5
B
o ZRIAME: groupl5,
transform_pr | String B o INELIHAR: (BN,

otocol o HETE:
esp: IPRZEMNN.
o EXINE: esp,

iy

lifetime_seco | Integer o INRLIHEE: EREEIPSeciEEE

nds M AIBRELART B AR EFE
H,

o EUESEME: 30-604800, EAfi:
®o

o ZNIAME: 3600,
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E= i) 2EY | gk
i%
encapsulatio | String B o INEEIRER: IRIGIRER,
n_mode o HUEEE:
tunnel: BXBIETC,
e ZHAE: tunnel,
2% 4-88 VpnResourceTag
E= i) 2EY | gk
i%
key String 2 o INEEINBE: RS
o BUETE: 1-128 XIFE
F. BRXFE. f2. BRFE.
g, =8, LIRLLF _i=
+'@o
value String = o INREIHREE: FRESAYE.,
o BYESEE: 0-255 XIFE
F. BXFHE. f2. BRFE.
g, =8, LIRLLF =
+'@o

o EREA
a. CIEEFSEMENEE.

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{
"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"
1,
"psk": "abcd***"
}
}
b. BIEREEENIER,

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "policy",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

"pSk"Z llabcd****'l,
"policy_rules": [{
"source": "10.0.0.0/24",
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"destination": [
"192.168.0.0/24"

]
H
}
}

c. BUEbgpIEHAEIIER,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection™: {
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"style": "bgp",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

]

"tunnel_local_address": "169.254.56.225/30",

"tunnel_peer_address": "169.254.56.226/30",
"psk": llabcd****"’

"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",

"dpd": {

"timeout": 30,
"interval": 60,
"msg": "seq-notify-hash"

}
}

"'ipsecpolicy": {

"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,

"encapsulation_mode": "tunnel"

NaRLHS
o IARIBH

IREYAZSAZ ST 201: successful operations,

= 4-89 I Body S#51%

B

7

ik

vph_connectio
n

ResponseVpnC
onnection
object

vpn_connection{d5

request_id

String

BERID,
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& 4-90 ResponseVpnConnection

2R 258 iR

id String o INEEIHAER: VPNIEEEID,
e 8= 36fZUUID,

name String o INEGIHER: VPNIEEZFR.

o EUESEE: 1-641MFEFF, IFH=F.
B FHE., F3Z(\ude00 - \udfas).
_(FXIZ) . -(PRIK) o

vgw_id String o INAEIHAR: VPNRIXID,
o #&=: 36{ZUUID,
vgw_ip String o INAEEWRAA: VPNRIEEIPHYIDEIENFA
RAIP o

o &3\ 36{UUIDELE i IPv4lt
it (40192.168.45.7 ) »

style String o INRGIHAR: EHEER .

o HVUBESEHE:
POLICY: =EgER .

STATIC: 3&5IEHAER .
BGP: bgpigHtER, .

cgw_id String o INALSIHAA: YTHERIEID,
e 8= 36fZUUID,

peer_subnets | Array of String | IPvAITumFM .

tunnel_local_a | String IRAEL TEEEVPNR X _EAYtunneliE
ddress Ottsiit . {XZstyleISTATICE,BGPRIH
o
tunnel_peer_a | String BEER TR ETEAFP & _EAJtunnel
ddress FEOHBIE, (XHstyleASTATICELBGPRIH
o
enable_hub Boolean o INEEIRER: AERHAXEE,
o EUESEE: true, false,
enable_nga Boolean o INEEIRAA: FFENQAKEN, {NHstyle
FISTATICATRE .
o HUESEE: true, false,
policy_rules Array of IPVASRESIETUHISRESINIEE , (X styley
PolicyRule POLICYBVPN®FEAIIPHMYARAS A IPv4
objects AR [EISERRAYSRRSHINLHE .
ikepolicy IkePolicy object | ikeSREEXISR o
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E= E- St ik
ipsecpolicy IpsecPolicy ipsecRAEITHR o
object
created_at String o GlEEATE],
o UTCEIEMEZN: Jyyy-MM-
ddTHH:mm.ssZ,
updated_at String o RE—IXEHATE,
o UTCEIEMEZN: Jyyy-MM-
ddTHH:mm.ssZ,
enterprise_proj | String e INEEIRAR: MImBID,
ect_id o = 36{ZUUID, Svgw_idFtRiR
VPNRAIE IR E ID—E
ha_role String o INEEIHAR: FHRIELVPNMETANERE
BY, 'master'FRREiERE, 'slave'wR
iRz . WEHET THYEEha_role#]
='master’,
e EHAME: master,
tags Array of rEIxR,
VpnResourceTa
g objects
7% 4-91 PolicyRule
B Syt 1k
rule_index Integer o IPELIHER: MWD,
o EUESEE!: 0-50,
source String TRt ES o
destination Array of String | BRYMEHERIES . EBANPVARIERAS U1
192.168.52.0/24 , 8 PolicyRuleizZiR
E1501,

2= 4-92 IkePolicy

2R i A
ike_version String o INASIHAR: IKEMRAS,

o BUESEE! v1,v2,

MAERRAS 01 (2025-09-17)

WRIERE © HERRARBIRAT

83



FEILE M4
APl &%

4 API

B

ik

phasel1_negoti
ation_mode

o INEEIRER: MHESIE=N. (NHIKERRA VI
Hj]‘é@o

o HEUETEHE:
main: F&E{, hEdEZeMS.
aggressive: EFFERIER, HHEGHUERBEND
PR INES

authentication
_algorithm

String

o INEEIRAR: INIEEE.
o HYESEE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg
orithm

String

o IJRENER: NIEEIE.

o HYESBEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

dh_group

String

o IfREIRAR: SR EREARIRERIIDH
B,

e HUESBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INEEIRER: iketPESATHOIAIESE

o EUEEHE:
pre-share: A=A,

lifetime_secon
ds

Integer

o INBEIREE: FRSANAEZEER, MizdE
ZEHRBRTEIKE SASEIET

o EVESGE: 60-604800, EAfr: #b.

local_id_type

String

o INEEIRAR: ZAimIDEE,
o EYEBHE: ip.

local_id

String

AKi%ID, Hlocal id_typeRiphhiREIBIERD,
EHFVPNIEZITEENAIRID, WRFKE
EA U DR [EIVPNIERZF{E A AIVPN R
*xIP,

peer_id_type

String

o IfREIRAA: XHimIDIEEY,
o EYEBHE: ip.

peer_id

String

XtimID, Hpeer_id_typegiphtiREl B,
BEHVPNIEEITEERIXTIRID, ANRKIE
ENREIF M FEIIP,

dpd

Dpd object

PUEHYYEIET ol PO E 8
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% 4-93 Dpd
B it ik
timeout Integer o INEEIRER: WEARFERNIESEEE
b o
o HUESEEl: 2-60, BPfi: #,
interval Integer o INEEIRER: XWEARFTHNZHATE,
o EVEBE: 10-3600, E{7: .
msg String o INEEWER: XHFAFBICNUIRIAER .
o EUEBHE:
seq-hash-notify: $8EDPDIRZFAIE;
fFliEERhash-notify
seg-notify-hash: $§EDPDIRSI FHIE;
fAFlREEnotify-hash,

& 4-94 IpsecPolicy

mode

B i) ik
authentication | String o INBEIHAR: INIEEE,
_algorithm o EUESBHE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INESHIAR: INZ=ESE,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String o INAEIRAR: PFS{#FRYDHERIRA,
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INREIHER: Bty
ocol o HUEEE:
esp: HELZEMN.
lifetime_secon | Integer o INBEIRAA: FRECEIPSecEEEIIAIRE
ds BLAREAEENEFREE,
o EVEBRE: 30-604800, Bfy: b,
encapsulation_ | String o INBEIHAR: IRSCIEER .

o HUBESEE:
tunnel: BEREIET .
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& 4-95 VpnResourceTag
E= i) fR
key String o INgEEiREe: REHIRE.
o EUESEHE: 1-12810FFF, TIFH=F.
RXFE, P, BARFE. EiE. T
1% ’ D)\&D)\T?fg . _-::+'@ o
value String o INEEIREH: #RERYES
o EUESEE: 0-2550FFF, IFH=.
RNFHE., B, ARFE. @iE. T
18, URUTFER: _=+@,
a. GIEFHSIERBEINERIIEN
{
"vpn_connection": {
"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",
"name": "vpn-b2cb",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": 1QQ Hkk kkk 64",
”dpd":{
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfS": ngroup—l 5"’
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. BUERISEIVEZAININ o
{
"vpn_connection": {
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"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-799d",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0Oeb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
c. GliEbgprEAETERZRINMEN .
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
87
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"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
updated_at": "2022-11-26T13:41:34.626Z",
enterprise_project_id": "0",
ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
RS
BS A2 K&,
4.1.3.2 #itE Bl VPN &
IhEENA
HEEBUZEVPNER:, ER—TMX TEBTEIE1-255VPNIERE
BRRE
152 ILA{aEAFEAPI,
URI
POST /v5/{project_id}/vpn-connections/batch-create
& 4-96 S=#45HA
2R S =/Y | A
i%
project_id String g2 IREID, aILAEISRENIRE IDFREVIRE
ID,
IBREE
o EKREH
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% 4-97 ERSH

B E- Sl =AY | fEr
1%

vpn_connecti | Array of 2 vpn_connectionXJREH, SEE
ons CreateVpnC 1-2,

onnectionR

equestBody

Content

object

2R 4-98 CreateVpnConnectionRequestBodyContent

B

ESid)

EZ{L‘Z\

s,

I

=3

R

name

String

oy

o INACIRAE: VPNIEESZFR, AEA
SBERgl avpn-~H7
FRo f5IEN: vpn-13be,

o EVESBE: 1-647MNFF, iEH
F. BYFE. X (\ude0O -
\uofa5) . _ (X&) . - (%l
%)..(H).

vgw_id

String

i

o INBEIRAR: VPNRIZEID,
o #9%H: 36{7UUIDEIEE2ZIEEZAT,
vgw_idZEHBE .

BILAES EIGVPNRIFZFIZEEEVPN
M<A9ID,

vgw_ip

String

ali

o INREIREA:

- HVPNXAInetwork_typefic
EApublicBY, vgw_ip/9VPN
MFKEIPEYID

- HVPNMXKHInetwork_typefic
& Aprivatelf, vgw_ip/gVPN
MFKAEFRIEEANFARIP

o ZJR: 36{UUIDEL =S

IPvAttBit (20192.168.45.7 ) o

A LABISEiRVPNRIXEEVPNRX
Fr{&E FBRSEIPAYIDEIENFARIIP
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B

ESid)

ik

style

String

o INEEIRBE: EEER.

o EUETH:
policy: REEIRT( .
static: FESEEHEL .
bgp: bgpEEAET( .

o ZAIAME: statics

cgw_id

String

fi

o INAEEIRAR: IJuwmMIXID,
o #Z9%H: 36{;UUID

peer_subnet
s

Array of
String

iy

o INEEIRAA: IPVAXTIEF o
o #JIR:

- ERHOMERZEVPCTRREMER, &
BEAERXTURFM, Eban
100.64.0.0/10, 214.0.0.0/8,

- B VPNIEERZSES50M
T 1 O

tunnel_local
_address

String

N

o INEEIREH: HEERN FECEEVPN
Pk _ERYtunneliZOitEdE . BI40:
169.254.76.1/30,

o #JTR:

- BI6RINIRE169.254, AEEE
F4169.254.195.xxX o

- BBRKEXLIRZE30. IR
tunnel_peer_addresstE@—1>
304 E

- RIESMEARRIETLIBIEL

tunnel_peer
_address

String

iy

o INEEIRER: FEAEX TEETHRR,
MK _EBtunneliE Ot . {31
Wl: 169.254.76.2/30,

o #ATR:

- BU16{UZR2169.254, A BEfE
F3169.254.195.xxX o

- BRKEXIE30, WF
tunnel_local_addresstEE—1
30¥ERSEE -

- RIESRERARRIETLIbIEL
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E= =il BEY | ik
i%
enable_nga | Boolean o) o INELIRER: FFENQAR,
o EUESEE: true, false,
o BKIAME: false,
o JTR: HstylefystaticAHEE, &
WAIE,
enable_hub | Boolean & o INBEEIHAR: FEHXHEL,
o EYESEE: true, false,
o BFINME: false,
o ZJTR: YstyleHBGPRHES, &N
TiE,
psk String & o INAEIREA: FRHL=Z4H,
o ZJsR: 8-1281"FfF, REBAK
5F8. INEFE. HFMEHKF
FF(~1@#$%N()-_+={ },./;) BED
BEUMFRHF=,
policy_rules | Array of & ThEEiREA: IPVASRESIETURYSRES AN
PolicyRule A,
object YR BBES5), (Xstylels
policy BVPNRIKHIIPHIY AR A S /9
IPVARTIES .
ikepolicy IkePolicy & ikeZREEXTIER o
object
ipsecpolicy | IpsecPolicy | & ipsecTREENIR -
object
ha_role String B o INREIRAR: WUHEELVPNMETE!
BEEIAE, FEEVPNRX
TEIEEZRT, 'masterRRFEiE
£, 'slave'®REERE.
o BRIME: master,
o ZYR: FHEEINVPNRIKFEEEIP
& EFARIHBIEER T A9 TUR
'master', 7EFEIPEE SFAMIBIE
FESTRIERE W UE slave'
tags Array of S o INAEINAR: 1RSI,
VpnResourc o H4E: ESEE04
eTag object - - ¢
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& 4-99 PolicyRule

2R 258 g;’:?'\ R
source String B o INBEIHER: EHBIERIES, MEZIPV4
BRFSVPNRIZATIPHMY AR AT
e,
o 2R AEESHfMPolicyRule ™HY
sourcefg[@El .
destination | Array of H o INEEBA: BRIMENEMES, MIER
String IPVARR T TE S VPN XTI PHMYAR
ARIUEL,
BB IPVARI EAR T~ -
192.168.52.0/24
o A%R: G PolicyRulefzZIET50
/N
o
2% 4-100 IkePolicy
2R il g;’:?'\ iR
ike_version | String B o INASIHAR: IKEMRAS,
o EUETEHE:
vl, v2,
o FINME:
V2,
phasel_nego | String B o INREIHRER: thEstE=t,
Eatlon_mod o EVESEE:
main: FRX, HESELZEME
= o
aggressive: FFERIRI(, WHIEFHRIE
BihEmRINES.
e ELAE: main,
o ZUSR: IKERRAAVIFHES, Hv2
A IE,
authenticati | String B o INAEEIRER: TAIEELE,
on_algorith o EYEEE:
m sha2-512, sha2-384,
sha2-256, shal, md5,
Hrh, shalfimdsLZ e MK, 15
5.
o FINME:
Shaz-256o
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B

5]

Ja

encryption_a
lgorithm

String & °

IhEeiRER: MMERE.

EEEHE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128, aes-192,
aes-256Z £ MRIK, 1BEA.
EOAE:

aes-128,

dh_group

oy

String

THRERER: SE—REREIAAH(ER
AIDHEH .

HEUESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl1, group2,
group5, groupT4ZE&MRAR, 15
B,

ZRNME: groupl5,

authenticati
on_method

N
[ ]

String

ThREiER: ikethESATASIAIES
%o

BYEEHE:

pre-share: FAHZ=Z$A.

ZHAE: pre-share,

lifetime_seco
nds

oy

Integer

INEEAR: FRSAREERER, X
ZEFEERIBATEIKE SASEmIE
%ﬁo

EUESEE: 60-604800, BA{i:
o

ZRIME: 86400,

local_id_type

N
[ ]

String

THRERBA: ANiwIDSEEL,
BESEE: ip.
BIME: ipo

local_id

oy

String

INEEsiAR: ARixID,

AT

Hlocal_id_typemiphd, BJAIEH,
HEZHEIPVAMET

peer_id_type

iy

String

INEeiRAE: XJumID3EEY,
BYESEE: ip.
ZIME: ipo
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B

i)

peer_id

o IfEEIREA: XtimID,

o ZYTR:
Hlocal_id_typeSiphs, TJAIE,
IHESEHREIPVAME .

dpd

Dpd object

oy

SHFRFFRNIIR

2% 4-101 Dpd

B

ESid)

R

timeout

Integer

o INEGIHEE: WEARFEINIRNE
eI

o EVESEE: 2-60, EAfi: #,

o IIAE: 15,

interval

Integer

iy

o INEEGIRER: WEAFEIEN=RET
E1]8

o HYESEE: 10-3600, BAfi: #,

e ZEHME: 30,

msg

String

iy

o INEEREA: XHFEARTFEFQNIRIAE
o

o BUESEE:
seg-hash-notify: $§EDPDIRXH
A9 TE IR E 2hash-notify
seg-notify-hash: }§EDPDIRNH
RETIREZnotify-hash

o ZRIANE: seg-hash-notify,
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2% 4-102 IpsecPolicy

2R 258 =/ | #A
gri
authenticati | String B o INREIHER: IAIEEX,
on_algorith o EUEBE:
m sha2-512, sha2-384,
sha2-256, shal, md5,
Hrh, shalfimdsLZ2HR(E, 1B
5.
o FIAE:
sha2-256,
encryption_a | String & o INBEIRER: NMIZESX,

lgorithm o EVETSHE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128,
aes-192, aes-256F MK, 15

B2
o EIANE:
aes-128,
pfs String S o INEEIHBA: PFS{EFBAYDHERA .
o HYESEBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,
Hrh, groupl1, group2,
group5, groupl4LE£MRI(R, i5
B
o ZRIAME: groupl5,
transform_pr | String B o INELIHAR: (BN,

otocol o HETE:
esp: IPRZEMNN.
o EXINE: esp,

iy

lifetime_seco | Integer o INRLIHEE: EREEIPSeciEEE

nds M AIBRELART B AR EFE
H,

o EUESEME: 30-604800, EAfi:
®o

o ZNIAME: 3600,
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2R i) BEY | ik
i%
encapsulatio | String B o INEEIRER: IRIGIRER,
n_mode . BUEEE:
tunnel: BXBIETC,
e FIAE: tunnel,
% 4-103 VpnResourceTag
2R 28 BEY | ik
i%
key String = o INBEIRAR: FREHIE.
o BUESEE: 1-1281FFF, M
F. BRXFE. f2. BRFE.
IS, T8, LURIATER: =
+-@,
value String = o INREIHREE: FRESAYE.,
o BYUESEE: 0-2550FF, M
F. BXFHE. f2. BRFE.
#iE. T8, LURIATER: =
+-@,

o EREA
a. HECIEFSIRERINERE

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{
"vpn_connections": [

{
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bf9c4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [

"192.168.2.0/24"

1
"psk": "abcd***"

%

{
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e28",
"peer_subnets": [
"192.168.2.0/24"
1
"psk": "abcd****"
}
1
}

b. HtECERIEERE
POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{

N5k 01 (2025-09-17)
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C.

"vpn_connections": [

{

"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [

"192.168.2.0/24"
1
"psk": "abcd****",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
}
1

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "policy",
"peer_subnets": [

"192.168.2.0/24"
1
"psk": "abcd****",
"policy_rules": [

"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"

it EeUEbgpE RIS -

POST https://{Endpoint}/v5/{project_id}/vpn-connections/batch-create

{

"vpn_connections": [

{

"name": "vpn-1655",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bf9c4",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "bgp",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"

}

N5k 01 (2025-09-17)

WRIERE © HERRARBIRAT 97



FEILE M4
AP &%

4 API

NIRGHR
o IMNBSEL

by
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,

"encapsulation_mode": "tunnel"

"name": "vpn-1341",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"style": "bgp",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seg-notify-hash"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

IREYAZSAS S 201: successful operations,

% 4-104 uR Body 2#5I%

B

e ik

ns

vpn_connectio | Array of vpn_connectionsJSR&14H

CreateRespon
seVpnConnect
ion object

request_id String B3KID,

N5k 01 (2025-09-17)
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2% 4-105 CreateResponseVpnConnection
E= it R
id String o INEEIHAER: VPNIEEEID,
o 1&=: 36fZUUID,
name String o INEGIHER: VPNIEEZFR.
o EUESEHE: 1-641MFERF, IFHE.
£Y$\ EPY(\U4€OO - \UgfaS) N
_(FXI%R) .« -(PxIZ) o
vgw_id String o INAEIHAR: VPNRIXID,
o 1&=: 36fZUUID,
vgw_ip String o INREEWEBA: VPNRIXEIPRYIDIIENFA
MIIP
o 18z0: 36fIUUIDZ M DT iHIPv4its
ht (40192.168.45.7 ) .
style String o INEEBA: ERET(,
o EYETHE:
POLICY: ZRE8IER .
STATIC: E# B8R,
BGP: bgpigHIER .
cgw_id String o IHESIRAA: ITEEMXEID,

o &= 36{UUID,

peer_subnets

Array of String

IPvAST =R o

tunnel_local_a | String IRAEL TEEEVPNR X _EAYtunneliE
ddress Ottsiit . {XZstyleISTATICE,BGPRIH
o
tunnel_peer_a | String wEE A EERAF MR _ERYtunnel
ddress EOMNE, (XXstyleISTATICELBGPESE
88
enable_nga Boolean o INBEEIHAR: FFENQAKM . {NZistyle
FSTATICAHR(E] .
o BEWESBHE: true, false,
policy_rules Array of IPVASRESIETVRISRESHINZE . (N Zistyley
PolicyRule POLICYBVPNRIXAIIPHMY MR A S J91Pv4
objects AR [EISEFRAY RIS AL o
ikepolicy IkePolicy object | ikeZREENISR o
ipsecpolicy IpsecPolicy ipsecREEITH o
object
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E= i) ik
created_at String o GIFEEATE,
o UTCHIIEIEZN: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o HRE—IREHATE,
o UTCHIIEIEZN: Jyyy-MM-
ddTHH:mm:ssZ,
enterprise_proj | String o IHBEIHAA: WIRAID,
ectid o #&3t: 36(ZUUID, Svgw_idFftFiR
VPNRAI IR E 1ID—3 .
ha_role String o INEEIRBE: FHEXVPNRIX TRIER:
B, 'master®REiERE, 'slave'®x
BiER . WEET TRIEREha_role#p
= 'master',
e EAME: master,
tags Array of ]|
VpnResourceTa
g objects
2% 4-106 PolicyRule
B it ik
source String IEHBIEIES o
destination Array of String | BRIMBIEMIES . EBNIPVARIERAE TR :

192.168.52.0/24, B PolicyRulegzZiR
[E1501

% 4-107 lkePolicy

ation_mode

&7 SRy A
ike_version String o INEEIHAR: IKERRAS,

o HUEEHE: vi1,v2,
phasel_negoti | String o INREIRAR: WHEIRTC. {NAIKERRA VT

Ej@@o

o HUESEHE:
main: FEK, ETEZEES.
aggressive: FFEEIET, HEFHRIEBEMD
ERINES
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E= i) 1k
authentication | String o IfACIRER: IAIFEX,
—algorithm o EYESEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INRLIHAR: INFEL,
orithm o EUEBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INEEIRER: FE—EREIPIA(FERIRIDH
A,
o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIHAR: ikethESRTHDIAIETSE
_method o EVETHE:
pre-share: FHZZ%H,
lifetime_secon | Integer o INEGIRER: T RSANAZEELER, iz4E
ds FEHBBATISIKE SABBIEH.
o HYESEE: 60-604800, Eafi: b,
local_id_type String o INELIHER: ZAigIDZEERY,
o EUESEHE: ip. o
local_id String AIRID, Hlocal id_typeSgiphthiR[ElBlIzEES,
EHVPNIERZITEERIARIRID, WNRKE
TEANUw I DRUIR[E]VPNIZERZ R {E FBRIVPN XY
xIP,
peer_id_type String o INELIHER: XJimIDIERY,
o BUEBE!: ip. -
peer_id String XtimID, Hpeer_id_typegiphtiREIGIFETD,
EFVPNIERZITHEENTIRID, WRKE
MR BT iwM AP,
dpd Dpd object MEARFECNUITR o
2= 4-108 Dpd
B E-Sit) R
timeout Integer o INEEIHBE: XHEARFHRNIRIEEE
(=8
o EVESBHE: 2-60, Bfi: #,
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B it A
interval Integer o INAGIRAR: XWEHEMEBENZHETE,
o HEVESEE: 10-3600, &fy: #,
msg String o INEEIRAR: MIHFRFBICMIRIIAER -

o EUEBE:
seq-hash-notify: }§EDPDIRSIHHIZ;
Tl E=2hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

& 4-109 IpsecPolicy

mode

EZ i) R
authentication | String o IfEGIRER: TAUEEE,
—algorithm o EVEEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INAEHAR: INZESE,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String o INREWBA: PFS{EFBRYDHERSHA.
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INEGIRER: 1E4N .
ocol . BUEBE:
esp: IRZEMMN.
lifetime_secon | Integer o INAEIHAR: FRABLEIPSeCEZEZE TR
ds BLAREAEENEFE,
o EYESBE: 30-604800, Bfii: b,
encapsulation_ | String o INEGIRER: IRIZFIEEEL,

o EVEBHE:
tunnel: BEREIET .
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& 4-110 VpnResourceTag

&R

St 115

key

String o INREIRAE: FREHIE,

1, URUTFFR: _=+-@,

o HUESBE: 1-1281FFF, XHEEF.
BNFE, . AFIE. #iE.

=
zS
i

value

String o INEEIRAH: 1REAYES

*g ’ L\)\&I’\)\—I:$f€ : _-::+'@ o

o HEUESBHE: 0-2551M=FTF, iFH=.
RBNFE, . FEHFE. #iE.

H}

- TRRAEB
i HtEeERSRERIERAINA .
{

"vpn_connections": [

{

"id": "cf91c03c-9679-495f-a201-3622a1aec817",
"name": "vpn-b8fa",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1
"tunnel_local_address": "169.254.12.37/30",
"tunnel_peer_address": "169.254.12.38/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id": "2.*** *x Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-02-21T03:53:23.557Z",
"updated_at": "2025-02-21T03:53:23.557Z",
"enterprise_project_id": "0",
"ha_role": "master",
“tags": [1,

N5k 01 (2025-09-17)

WRIERE © HERRARBIRAT

103



FEME M4
AP &%

4 API

"id": "64c09578-a23c-4d9d-9c64-56b2f9a74695",
"name": "vpn-ec21",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.60.229/30",
"tunnel_peer_address": "169.254.60.230/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "2} *x Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:53:23.226Z",
"updated_at": "2025-02-21T03:53:23.2267Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
}
1
"request_id": "3c53db019753c69323303¢c198af58a85"
}

i.  HtECIEREEEZEIN .
{

"vpn_connections": [
{

"id": "db06a7cb-e3b5-4c8c-b682-40ed54e8eb54",

"name": "vpn-ed37",

"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",

"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",

"style": "POLICY",

"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",

"peer_subnets": [

"192.168.2.0/24"

1
"tunnel_local_address": "169.254.44.197/30",
"tunnel_peer_address": "169.254.44.198/30",
"policy_rules": [

"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
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"192.168.2.0/24"

1
}
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.%** *** 55",
"peer_id_type": "ip",
"peer_id"; "2 x* Q1
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:59:50.341Z",
"updated_at": "2025-02-21T03:59:50.341Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,

"id": "9f5220fd-f674-420c-9df7-6b6420a3ae99",
"name": "vpn-d0c2",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "POLICY",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.192.61/30",
"tunnel_peer_address": "169.254.192.62/30",
"policy_rules": [
{
"rule_index": 1,
"source": "192.168.37.0/24",
"destination": [
"192.168.2.0/24"
1
}
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 173",
"peer_id_type": "ip",
"peer_id"; "2, x* Q1
"dpd": {
"interval": 30,

N5k 01 (2025-09-17)
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"timeout": 15,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T03:59:50.651Z",
"updated_at": "2025-02-21T03:59:50.651Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
}
1
"request_id": "81237dad5e1338b1818cd6582781b610"
}

iii.  HtEeUEbgpit AR TVERAINGAL .
{

"vpn_connections": [
{
"id": "5ddf5d02-c746-4075-be4b-95e€9213e1c3c",
"name": "vpn-1655",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "0d0f4af1-42b9-41eb-97b9-b4d41a0bfoc4",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"

1

"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {

"interval": 60,

"timeout": 30,

"msg": "seq-notify-hash"
}

2

"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

h?

"created_at": "2025-02-21T06:50:25.238Z",

"updated_at": "2025-02-21T06:50:25.238Z",

"enterprise_project_id": "0",

"ha_role": "master",

"tags": [1,

"id": "bb3632dd-f517-4€94-96b7-977c70d28966",

N5k 01 (2025-09-17)
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"name": "vpn-1341",
"vgw_id": "8030f6d6-32a8-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-d780-4d8b-83bb-6f878f662005",
"style": "BGP",
"cgw_id": "12f3577a-cbd8-4602-b68c-ecbf792fcec5",
"peer_subnets": [
"192.168.2.0/24"
1,
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_hub": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {
"interval": 60,
"timeout": 30,
"msg": "seq-notify-hash"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-02-21T06:50:25.5Z",
"updated_at": "2025-02-21T06:50:25.5Z",
"enterprise_project_id": "0",
"ha_role": "master",

"tags": [],
}
1
"request_id": "938ea2bba48836a429c741bd6f7627a4"
}
RS
iE2 A2 JR&HT,
4.1.3.3 &if) VPN &z
INEEN4A

IRIBERZID, EEiEENVPNIERZNSE .
BABE
152 WAN{alEFAPI

URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}
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X 4-111 20X 8
2R ESid] =EY | ke
iE
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
vpn_connectio | String = VPNEHEID,
n_id
BKiEE

AGEHER

5B

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

Ve

IREYAZSAS S 200: successful operations

% 4-112 IR Body 2#31%

=T St 1k
vpn_connectio | ResponseVpn | vpn_connectionX$& .
n Connection
object
request_id String B3KID,
2% 4-113 ResponseVpnConnection
B - Sl iR
id String o INREIHER: VPNIEEZID,
e #&z{: 36fZUUID,
name String o IPELIHER: VPNIEIEZZR,

o HUESBE: 1-641MFFF, IFHF.
NFH. 3 (\ude00 - \udfas5) .
(FRIZ) « - (FRIZE) . . (=)

S
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B

ik

status

INBEHBEA: VPNIERRE,
EUEEE:

ERROR: B,

ACTIVE: IEE.

DOWN: FRiEE,
PENDING_CREATE: Glgd.
PENDING_UPDATE: &,
PENDING_DELETE: fip&h.,
FREEZED: &&Eh,
UNKNOWN: &1,

vgw_id

String

Ih&EIRAA: VPNRID,
¥&=: 36{ZUUID,

vgw_ip

String

IREIRAA:  VPNIKEIPRIIDEEEAFA
MIP,

#830: 36/LUVIDE R+ istHlIPvalth
ft (40192.168.45.7 )

style

String

ThEGIRBE: EEEL .
EESEE:

POLICY: SRE&E .
STATIC: B5SERHIRTC,
BGP: bgpEHED .

cgw_id

String

INREIAR: XFimMIEID,
¥&2t: 36{ZUUID,

peer_subnets

Array of String

IPVAXT i+ o

tunnel_local_a
ddress

String

e TEREEVPNRXE Eitunnelis

Otk , (X ZstyleISTATICEBGPATH

o

tunnel_peer_a
ddress

String

EEE FEEERFPMZE _EAStunnel
EOMNE, (NZstyle ASTATICEXBGPRTE
o

enable_nga

Boolean

INEEIAR: FFIENQAKE . (X Hstyle)s
STATICHHR[E],

BUESEE: true, false.

enable_hub

Boolean

INEEIHAER: RO 2EEL, (XHstyless
BGPHYIR[E],

BYESEE: true, false,
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E= i) fihik
policy_rules Array of IPVASERSIE RIS IINIEE . (XY styledy
PolicyRule POLICY B VPN XA PHMY AR AS J91Pv4
objects AT IR [E]SERRRY SRR LN ZE o
ikepolicy IkePolicy ikeZREENTR o
object
ipsecpolicy IpsecPolicy ipsecZREEIIR .
object
created_at String o GlFEEATE,
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm.ssZ,
updated_at String o EE—IXEFATAE,
o UTCHEIRSTN: Jyy-MM-
ddTHH:mm.ssZ,
enterprise_proj | String o IpAEEIHAR: WIRBID,
ect_id o 1&=: 36(IUUID. Svgw_idFFkRA
VPNV IR E ID—3 .
connection_mo | String o INEEIHER: VPNIEEZWSIZID, {XXVPN
nitor_id EE T RIEA TR E
e #&z(: 36fZUUID,
ha_role String o INEEIRAE: FH/IEXVPNRX TAERE
B, 'masterRnEiERE, 'slave'RnE
&R . WEER TRIERzha_role#f2
'master’,
e ZIAE: master
tags Array of mEIIER
VpnResourceT
ag objects
bgp_peer BgpPeer BGPEPEEE .
object
& 4-114 PolicyRule
B St R
source String TRHBHERES
destination Array of String | BRIEIEMER . BENPVARIERAE TR :

192.168.52.0/24 , B PolicyRulefzZiR
[E1501
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2 4-115 IkePolicy

B

RE

%3

ike_version

String

o IfEEIRAA: IKERRAS,
o HEUEEE: v1,v2,

phasel1_negoti
ation_mode

String

o INEEWEA: AR, (XSIKERRA VI
AhiR[E,

o EUEEHE:
main: £EX, hEEREZeMS.
aggressive: FFERIER,, tHEFHRIEEM
ERIES.

authentication
_algorithm

String

o INBEIRAR: TNEEXE.
o EYETBE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg
orithm

String

o INREIREA: MEEXE.

e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

dh_group

String

o INEEIRAA: SE—RNEREIAHA(ERRIDH
H,

o HYESEE!: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o IfREIRAR: ikethEBTHPNIES X

o HEUBETE:
pre-share: FRHZZH,

lifetime_secon
ds

Integer

o INEEWEA: RNSANEGFEHA, HizdE
FREHAERTIEIKE SASBRIEH .

o HYESEE: 60-604800, EAfi: &),

local_id_type

String

o INAEIRAE: KimlDIEEL,
o HUESEBHE: ipo

local_id

String

ANi%ID, Hlocal_id_typegipAtiR[EIBIFE D,
EIVPNIEZIHEERIARIGID, WNRKE
TENREVPNEZFERAIVPNRIXIP,

peer_id_type

String

o INEEWEA: XJumIDAEEL,
o EYESEHE: ip.

peer_id

String

tHimID, Hpeer_id_typegiphtiREIGIET,
EHVPNIEZITISERINTIRID, IRk
ENNREXTiwMFZEATIP
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E= i) 1k
dpd Dpd object MEARFECNUITR o
%= 4-116 Dpd
B St R
timeout Integer o INEEWEA: XHFEARFEIQNIRIEEE
b o
o EUESEHE: 2-60, Bfu: #,
interval Integer o INEEWEA: XIFAFEICN=HADE,
o HEYESEE: 10-3600, Efy: .
msg String o INEEWAA: MWFEARFFICNURIER .
o HUESEE:
seg-hash-notify: }5EDPDIRX HAYE;
fAlliREZhash-notify
seq-notify-hash: 8EDPDIRIZPRIE;
Tl Enotify-hash,

= 4-117 IpsecPolicy

2R i) R
authentication | String o INAGIHAR: INFEE,
_algorithm

o EYETGHE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg | String o IfEEIHER: MNZEE.

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

pfs String o INAEIRER: PFS{EFEAYDHERSAA

e HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INAEEIRER: (LY.
ocol o EUEHE:

esp: FERZEN.
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2R it} ik
lifetime_secon | Integer o IfEEIRAA: FRBCEIPSeciEiZEEIAIRE
ds B EAEERNSEFEER,
o EWESBE: 30-604800, Eafii: b,
encapsulation_ | String o INBEIHAR: IRCEEER .,
mode o EUETE:
tunnel: FRBIER .

2% 4-118 VpnResourceTag

BR xE fiiju
key String o INREIRAR: FRERTHE.

o EUESEE: 1-1281FFF, IFH=F.
HBNFH, B, BRFE. #EiE. =
*gs DJ\&D/LT??& _-::+'@o

value String o INEEIREE: REHIE.

o EUEEE!: 0-2550MNFFF, iFH=F.
BYFH., BN, AFE. g5, T
*gy DX&LXT??&' _-::+_@o

/.

2 4-119 BgpPeer

B St fiik

peer_ip_addres | String BGPEB/EMELLL

s

peer_asn Integer BGPABEMIBGPE ST RS

state String PBEIRE

state_duration | String ISR

num_received_ | Integer EWEIRIEEE .

routes

num_message | Integer EWEIREEE

_received

num_message | Integer ERERIBEEE.
sent

LI v =271
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
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"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
1
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
1
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master",
"tags": [1,
"bgp_peer": {
"peer_ip_address": "169.254.173.1",
"peer_asn": 64516,
"state": "established",
"state_duration": "3d01h34m24s",
"num_received_routes": 5,
"num_message_received": 15541,
"num_message_sent": 15516

1
B
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

N
B IA.2 R,

4.1.3.4 &if) VPN EE5%E

ThRENA

FIBVPNIEETIZR
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ERGE
iES UMEEAPI,
URI
GET /v5/{project_id}/vpn-connection
& 4-120 2E05REA
B i) 2/Y | HA
i%
project_id String = IREID, BJLABIIIRENINE IDFREIRE
ID,
% 4-121 153K Query S¥31%
2 i) BEY | R
i%
vgw_ip String B VPN®IXEIPAIIDEIZENFARIP
vgw_id String & VPNMZXID,
enterprise_pr | Array S ®IIREID,
oject_id
limit Integer & o INEEIHEA: HREFNEIRIRERIC
RY=E,
o HYESEE: 0-200,
o EXIAME: 200,
marker String & o INREEWIBE: ERARANEEISIRICHL,
A= AEFE—R. B T~—RH
markera] LITRYE E—TRIBRAY
page_infoXd&RHhInext_markeri&
5.
o ZJR: MMSlimit—iEeER,
BEXREE

o EREAH
a. EEPTBVPNIEE,

GET https://{Endpoint}/v5/{project_id}/vpn-connection

b. #§EVgW_ipEigVPNIEZE,

GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}
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c. IBEVPNRXELAIEIGVPNER,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}

NAzHR
o [N
IREMAZSAS ST 200: successful operations

= 4-122 AR Body 2H5%

2R il R
vpn_connectio | Array of vpn_connection{J& .
ns ResponseVpn
Connection
objects
page_info Pagelnfo DER.
object
request_id String BKID,
total_count Long R TERRE,

R 4-123 ResponseVpnConnection

B il R

id String o INBEIRER: VPNIEEID,
o 1&z\: 36fLUUID,

name String o INBEINAR: VPNEZEZIR,

o BUETGHE: 1-641MFFF, XIFHF. =
XFHE. $3 (\ude00 - \udfa5) . _
(TRIEE) « - (FRIEZ) . . (=)

status String o INBEIRER: VPNIEEIRE,

o EUESEH:

ERROR: BE,

ACTIVE: IFE.

DOWN: Ri&E#E,
PENDING_CREATE: 6,
PENDING_UPDATE: E#,
PENDING_DELETE: ffifgeh,
FREEZED: &&E9,
UNKNOWN: k%1,
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B

%

vgw_id

e IHAEIRAA: VPNRID,
o &=: 36{UUID,

vgw_ip

o IfAEIRAA: VPNMIEEIPHIIDEIEAFA
MIIP

o 1: 36UUIDELE S HHEIPvAit
it (40192.168.45.7 ) ,

style

String

o INgEERA: EEHRTC
o HUESEE:
POLICY: RE&ER .
STATIC: BFSERAER .
BGP: bgpigHtE= .

cgw_id

String

o IfEEURAA: XJuimMIXID,
o &=: 36{UUID,

peer_subnets

Array of String

IPvAST =Rl o

tunnel_local_a | String BEER FEEEVPNRX EAtunneliE
ddress Ottpiit . {XZHstyleISTATICEBGPRIH
o
tunnel_peer_a | String BEER TR EEAFP M _EAJtunnel
ddress EEOMehE, {XHstyleISTATICELBGPRIE
o
enable_nga Boolean o INEEGIHAR: FFENQAKM, {NZ&style)y
STATICRHIR[E],
o HUEEE: true, false,
enable_hub Boolean o INEENRE: FEOZEHEE, XNstylesy
BGPHTIR[E],
e HUEEE: true, false,
policy_rules Array of IPVAZRESIETVRISRISHINLE . (N ZSstyley
PolicyRule POLICY B VPNRIZHIIPHMY AR A S F9IPv4
objects ATIR [E1SEFRAISRREARNIZE .
ikepolicy IkePolicy ikeZREEXTER o
object
ipsecpolicy IpsecPolicy ipseCEREEIIS .
object
created_at String o BIiERTIE,
o UTCHIIENEIN: Jyyy-MM-
ddTHH:mm:ssZ,
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B i) fR
updated_at String o HE—IREHAYE.
o UTCHIIEINEIN: Jyyy-MM-
ddTHH:mm:ssZ,
enterprise_proj | String e INEEHER: BMMIREBID,
ectid o #&L: 36{IUUID, Svgw idFTiRiR
VPNRIZAIEIIRE ID—5 .
connection_mo | String o IfEEIRAA: VPNIEIZISIZEID, (NZVPN
nitor_id EE TR EEEIERE],
o 1= 36ZUUID,
ha_role String o INEEIRBE: FHEXVPNRIX TRIER
B, 'master®nEiERE, 'slave'®RnE
&R, WEERI THERha_role#f2
'master’,
e EAME: master,
tags Array of ey,
VpnResourceT
ag objects
% 4-124 PolicyRule
2R St R
source String TRHELERIES .
destination Array of String | BRIMEAEMER . BEENPVARIERAE TR :

192.168.52.0/24, & PolicyRulefxZiR
[E1501

& 4-125 lkePolicy

ation_mode

E=2 e fik
ike_version String o INEGIHER: IKEERAZS,
o EYEBHE: v1,v2,
phase1_negoti | String o INEEAER: tHEHETL, {NAIKERMRZAR IV

Ejﬁ@o
o EVEEBHE:
- main: FE, hEIRERSHE
l%o
- aggressive: FFEEiEIl, thEEE
WERINES .
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E= i) 1k
authentication | String o IfACIRER: IAIFEX,
—algorithm o EYESEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INRLIHAR: INFEL,
orithm o EUEBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INEEIRER: FE—EREIPIA(FERIRIDH
A,
o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIHAR: ikethESRTHDIAIETSE
-method o ERfESEE:
pre-share: FRHZEH,
lifetime_secon | Integer o INEGIRER: T RSANAZEELER, iz4E
ds FEHBBATISIKE SABBIEH.
o HYESEE: 60-604800, Eafi: b,
local_id_type String o INELIHER: ZAigIDZEERY,
o EUEEE: ip,
local_id String AIRID, Hlocal id_typeSgiphthiR[ElBlIzEES,
EHVPNIERZITEERIARIRID, WNRKE
FEMIR[EIVPNERZF{ERRIVPNRIKIP .
peer_id_type String o INELIHER: XJimIDZEEY,
o BUETGHE: ip.
peer_id String XHimID, Hpeer_id_type gipAtiR[E G2,
BEHVPNIEE IS ERIXTIRID, NRKE
TENIR BT iw R ZBI1P
dpd Dpd object MEARFECNUITSR
2% 4-126 Dpd
E= i) 1k
timeout Integer o INREWBA: XHERFFICNIRNEEE
(=
o HUESEE: 2-60, Bfi7: ®,
SCHEhRZAS 01 (2025-09-17) WRIXERE © LR ARBIRAT 119



FEE FAMIES

APl &%& 4 API
B it A
interval Integer o INAGIRAR: XWEHEMEBENZHETE,
o HEVESEE: 10-3600, &fy: #,
msg String o INEEIRAR: MIHFRFBICMIRIIAER -

o EUEBE:
seq-hash-notify: }§EDPDIRSIHHIZ;
Tl E=2hash-notify
seq-notify-hash: 1§xEDPDIRHFHIZ:
fFlREEnotify-hash,

R 4-127 IpsecPolicy

mode

EZ i) R
authentication | String o IfEGIRER: TAUEEE,
—algorithm o EVEEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INAEHAR: INZESE,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String o INREWBA: PFS{EFBRYDHERSHA.
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INEGIRER: 1E4N .
ocol . BUEBE:
esp: IRZEMMN.
lifetime_secon | Integer o INAEIHAR: FRABLEIPSeCEZEZE TR
ds BLAREAEENEFE,
o EYESBE: 30-604800, Bfii: b,
encapsulation_ | String o INEGIRER: IRIZFIEEEL,

o EVEBHE:
tunnel: BEREIET .
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2% 4-128 VpnResourceTag

B i) fER
key String o INREULRR: FRESAIE,
o HUESBHE: 1-1281M=FFF, IFHFE.
RXFE, P, ARFE. EiE. T
1%; DX&LXT??& _-:=+'@o
value String o INREEAE: FRESHY(E.,
o EUEBHE: 0-2551FfF, XIFHF.
BXFE, P, ARFE. @5 T
B, URLTZERS: _=+@,

& 4-129 Pagelnfo

B i) iR

next_marker String T—mfImarker, ERE—XRE WA
RE— 1 RIRAIEIZERTE

current_count | Integer LHEPRPREHE . B/NTEEEKE
ANBlimitIFR R RE—R.

LI )iz ==

a. EiAFEVPNIERERINELT .
{

"vpn_connections": [{

"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",
"name": "vpn-56ea",
"status": "DOWN",
"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [

"192.168.1.0/24"
1

"tunnel_local_address": "169.254.149.2/30",
"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
}

n

ipsecpolicy": {
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"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}

b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2022-12-09T07:24:27.674Z",
"updated_at": "2022-12-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2022-12-09T07:24:27.674Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2

}
b. 1EEvgw_ipEIEVPNEZAIILAL o
{

"vpn_connections": [

{
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"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",

"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T14:24:25.115Z",
"updated_at": "2022-12-11T14:24:25.115Z",
"enterprise_project_id": "0"
L
{
"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
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"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2022-12-11T13:59:59.633Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

}
C. IEEVPNMKSEFIEFIEVPNEZAIIEDA o
{

"vpn_connections": [
{

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",

"name": "vpn-2acd",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",

"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",

"style": "STATIC",

"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seg-hash-notify"

}

B

"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
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N

"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T14:24:25.115Z",
"updated_at": "2022-12-11T14:24:25.115Z",
"enterprise_project_id": "0",
"ha_role":"master"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
{
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
By
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

page_info": {

"next_marker": "2022-12-11T13:59:59.633Z",
"current_count": 2

request_id": "1d94ade8-fdc2-7bfd-943e-19bfa9b234ac",
"total_count": 12

B2 A2 K.
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4.1.3.5 E§ VPN &
ThEEN 4R
RIEIERZID, EFEENVPNIEZERISE.
ERGE
B AMEIEAPI,
URI
PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}
%+ 4-130 S#05A
BR it =5Y | %R
i%
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
vpn_connectio | String 2 VPNiERZID,
n_id
iﬁ*iﬁl%\
o BFKSY
% 4-131 IEREY
& e 27 | ik
1%
vpn_connecti | Updatevpn | 2 vpn_connection{J& ,
on Connection
RequestBod
yContent
object
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Z 4-132 UpdateVpnConnectionRequestBodyContent

B

RE

=AY

ik

name

String

oy | §f

o INEEINBE: VPNIEREZTR,

o EVESBE: 1-647MFF, HiFH
F. BYFHE. $3Z (\ude0O -
\udfa5) . _ (X&) . - (hkl
%)..(H).

cgw_id

String

iy

o IHEEIRAA: XJimMIKID,
o #4TE: 36{ZUUID,

peer_subnets

Array of
String

iy

o INALINAA: IPVARTIRTFM o
o #JTR:

- EZOMERZVPCTREEMER, A
BEEAxdim=FM, kgl
100.64.0.0/10, 214.0.0.0/8,

- B VPNIEERZSES50M
Ul o

tunnel_local_
address

String

iy

o INEEIER: FRAEL TNECETEVPN
w3 _FAJtunneliEOtbht . FIg0:
169.254.76.1/30,

o #ATR:
Bi16{RE169.254, FRE(HF
169.254.195.xxx
RS RKEVIRE30, WA
tunnel_peer_addresstE[E—~30
BISEE .
MBS M EZHRAY AL .

tunnel_peer_
address

String

N

o INAEIRAR: FRMER TNECEEARF
MK _EBtunneliE Ot . {31
W: 169.254.76.1/30,

o #JTR:

BU161W7RE2169.254, FRE(EA
169.254.195.xxX o

RS RKEMIRE30, W0
tunnel_local_addressfE[E—1 30
BIEE .

MBS M E A AL .

enable_hub

Boolean

iy

o INREIRAR: HENZHEL,
o BYUESEE: true, false,
o BRIAME: false,

o #JR: HstyleIBGPETET, BN
TE,
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E= i) BEY | ik
i%
psk String & o INEEWBEA: TRHZEIA. ikehRA
A2, RIEZFERAER.
o ZUR: 8-1280FFF, ReeEaX
5x8. I\EFE. HFMEHF
FF(~@#3%N()-_+={ },./;) BED
SEUMFRHF=,
policy_rules | Array of & INEEIREA: IPVASREEIRTCAYSRRS AN
PolicyRule 4,
object R RBES51, {N&styley
policy BVPNRIKATIPEHMYIRA S5
IPVARTIES .
ikepolicy UpdatelkeP | & ikeZREENTR o
olicy object
ipsecpolicy Updatelpsec | & ipsecREEITR o
Policy object
2% 4-133 PolicyRule
E= i) BEY | R
1%
source String & o INEGIHAR: EHbhERIER, MEZIPV4
BILESVPNMIKAYIPHMI AR A T
fico
o #%R: FEeSHEfPolicyRule FHY
sourcetB[E .
destination | Array of B o INEEBA: BRIMENEMES, MR
String IPvARE T SVPN XTI PHMY AR
P, U TS
BN PvAR ERAE U -
192.168.52.0/24,
o A%R: G PolicyRulefzZIEE50
PAS
o
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7= 4-134 UpdatelkePolicy
B RE

B | R

o INREIHRR: IKEARAS,
o EYESEH:

vl, v2,
o FHIAE:

v2,

phasel_nego | String o INREIHRR: thEstE=l,
tiation_mod o EYEEE:

€ main: FER, hEEEREME
= o

aggressive: BFERIRI(, WHAEFHRIE
BinERINES

o Z45R: ikehRA V2RI AL
EZ, IKERRZAAVIBTERL

authenticati | String o INEEIRER: TNIESEE. BXRUZFER
on_algorith ERESSAINE—MRENEE
m ﬁo
o HUEEE:

sha2-512, sha2-384,

sha2-256, shal, md5,

Hrp, sha1fimd5Z2MRE, B
18R,

encryption_a | String o INEEIHEH: NIEHE. BRZFE

lgorithm EREESSAIIE—MEBEWEE
o

o EYETEHE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hrh, 3des, aes-128,
aes-192, aes-256%&MR(E, 5
=1==8

o INREHAR: F—PERERIMER
BIDHAE, BizFREFESFT
BA—MERENEER.

o HYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZE£MRIR, 15
1B

ike_version String

iy

iy

iy

iy

dh_group String
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B

5]

ik

lifetime_seco
nds

Integer

o INEEINAER: FRSARIEZREER,
LiZEFEHBBRIRIKE SABELD
B, BRZFREEES G —
MEREEER

o EYESBE]: 60-604800, EAfi:
o

local_id_type

String

oy

o IfREIRAA: ANimIDSEE
o BUESEE: ipo

local_id

String

iy

o INEEIHBH: AKimlID.

o #ATR:
Hlocal_id_typeSipRd, BJAIE,
IEEFEHEIPVAER o

peer_id_type

String

N

o IfREIRAR: XJimIDIEEL,
o BUESEE!: ip.

peer_id

String

N

o INEEIRAR: XJUKID,

o #ATR:
Llocal_id_typeJipht, BIAIE,
EEFHEIPVUER .

dpd

UpdateDpd
object

N

MNEARFECITR

% 4-135 UpdateDpd

E=3

sery

ik

timeout

Integer

o INEGIRER: WHEARFEINIRNE
ZlaiE.

o HUEEE: 2-60, B{y: ¥, FIE
BEAIAD15,

interval

Integer

N

o INEEIRER: XEMNEERNZSRET
ia).

o EYESGHE: 10-3600, Bafy: b,
RIERTERIA 30,
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B S =AY | ik
i
msg String & o INRENRAR: NIFRFERMRE

o

o BUESEE:
seg-hash-notify: }#§EDPDIRXH
A9 TE IR E 2hash-notify
seg-notify-hash: }§EDPDIRM
RETIREZnotify-hash
XA Hseq-hash-notify

%= 4-136 UpdatelpsecPolicy

BiR St} ZA/Y | ik
i

authenticati | String = o INBEIRAR: INIEELE., SHATF]
on_algorith MD5ZE£4HRIK, BIEA. B
m ZFREEEEDE _MREWE

£,

o EUEEHE:

sha2-512, sha2-384,

sha2-256, shal, md5,
encryption_a | String & o INEEIRER: DINZEEX. 3des,

lgorithm aes-128, aes-192, aes-256% %
MRIK, BIEA. BizFRES
EEH_MRENEER.

o HYESBHE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

N

o INAEEIREA: PFSEEFIRIDHZESHA

o HYESBHE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable, BXIAA
group15,

Hrh, groupl, group2,
group5, groupl4LEHRI(RK, 15
=122

pfs String

N

transform_pr | String o INBEIHER: (&MY o
otocol e

o EUEEHE:
esp: FERZEIMN.
EKiNSgesp,
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B i) 2EY | gk
i%
lifetime_seco | Integer =B o INELIHER: T RECEIPSeciEiEE
nds STRIBRE LAY B A EIEREFE
Hi, EXZFEREFESME M
BREMEER.
o EYESGE: 30-604800, Efy:
¥, EIAS3600,
encapsulatio | String S o INEEINAR: REFIEIEL,
n_mode o EVEEE:
tunnel: FEHBIET,
2XIAgtunnel,
o iEKEEA
a. EFumFM .
PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
{
"vpn_connection": {
"peer_subnets": [
"192.168.1.0/24"
1
}
}
b. FEFTRESHIN
PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
{
"vpn_connection": {
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.1.0/24"
1
H
}
}
c. EFdEamER,
PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
{
"vpn_connection": {
"ikepolicy": {
"lifetime_seconds": 3600
h?
"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}
d. BEImMEEER.
PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
{

"vpn_connection": {
"name": "vpn_connection_name"
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N RzHR
o NS
IR[EPMRZSRS ST 200: successful operation,

2= 4-137 [ Body &#%I%

B -3t 11153
vpn_connectio | ResponseVpn | vpn_connectionX$& .
n Connection
object
request_id String BE3KID,

2% 4-138 ResponseVpnConnection

2R il R

id String o INBEIRER: VPNIEEID,
o #&x(: 36fZUUID,

name String o INBEINER: VPNEEZEZIR,

o EUETE: 1-641MZFFF, XIFHF. =
XF8. #H3(\ude00 - \udfas). _(F
X&) -(PRIZk) .

vgw_id String o INAEIRAA: VPNRIXID,
o #&x(: 36fZUUID,
vgw_ip String o INEEIHAR: VPNRIKEIPAYIDTIZENFA
MIIP .

o #&3{: 36{UUIDELE D +iEEIPv4AitE
b (%0192.168.45.7 )
style String o INAGIRAR: EHEET,

o HUBESEE:
POLICY: SRESE .

STATIC: B5EEHED .
BGP: bgpigHtE=l

cgw_id String o INAEWBE: XHiHMIFEID,
o #&=X: 36{ZUUID,

peer_subnets | Array of String | IPv4AXJim=M .
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B i) fR
tunnel_local_a | String BHEN FEEEVPNMN X _EAYtunnelisE
ddress Ot {XZstyleASTATICEBGPRIH
o
tunnel_peer_a | String KEEX TERETAFP NS _Ea9tunnel
ddress EOMNE, {NHstyleISTATICEBGPRIHE
o
enable_nga Boolean o INEEWEA: FFENQAIGIN ., {XZistylesy
STATICEHIR[E],
o BEUESEE: true, false,
enable_hub Boolean o INREIHEE: ABHOXEEE, (NYstyles
BGPHTR[E .
o HUESEE: true, false,
policy_rules Array of IPVASRESIEICHISRESIRMZE , (N Hstyles
PolicyRule POLICYBVPN®FEHIIPIMYERAS A IPv4
objects AR [EISCRRAY R AR
ikepolicy IkePolicy ike REEITHR o
object
ipsecpolicy IpsecPolicy ipsecEREEXTSR .
object
created_at String o BGIEATE,
o UTCHIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o Efe—IXEHATE,
o UTCEIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
enterprise_proj | String o IfBEIRAR: WIRBID,
ect.id o 1zt: 36(IUUID, Svgw_idFfRig
VPNRIZKAIEIIRE ID— .
connection_mo | String o INAEINAR: VPNIERZISIEID, (NHVPN
nitor_id EE TR EERERE,
o 1&=: 36/ZUUID,
ha_role String o INEEIHAR: FH/ELVPNMETAYIER:
B, 'master'skinEi&Es, 'slave'®RnE
&R . WEERT FRYERha_role#f2
'master’,
o ZRAME: master,
tags Array of FrEEFIZE
VpnResourceT
ag objects
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% 4-139 PolicyRule

B 281 fR
source String TRHEAEIES .
destination Array of String | EIBIHELEER . BAMPVARERAE U~ :
192.168.52.0/24 , - PolicyRulefizZiR
E1501
R 4-140 IkePolicy
B il fR
ike_version String o INAEHRR: IKEARAS,
o BUETHE: v1,v2,
phase1_negoti | String o INRSHRA: thigtEz=t. (NYIKERA VI
ation_mode AfiR[E],
o EYEEHE:
main: F&EH, IETEZEHS.
aggressive: B¥ERIET, tHEFHUEE
BRINES
authentication | String o INEEUHER: TAUFESE,
_algorithm o EWEEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INRLIHAR: INZEL,
orithm o HY&ESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INEEIRER: FE—EREIPIE(FERIRIDH
H,
o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIHAR: ikethESETHSIAIETSE
-method o EYESEHE:
pre-share: FRH=24H,
lifetime_secon | Integer o INBEIHAR: FRSANEZFEHD, Hiz4sE

ds

FEHBBAY S IKE SABBIIES
EYESEE: 60-604800, B{y: #,
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B 281 fR

local_id_type String o IfEGIRER: ZANumIDZEEY,
o EUEEE: ip.

local_id String AiID, Hlocal_id_typegiphtiR[E G2,
BEHVPNIEEIHEENARIRID, KigER
IR [EIVPNIESZF{ERRYVPNRIXIP,

peer_id_type String o IfAEIRAR: XFimIDIER!,
o EUESEE: ip. any,

peer_id String IFimID, peer_id_typeHiphtiR[E|ElE2E,
BEHVPNIEEITEERIXTiIwID, KRigERT
REIXSIHRFAIIP; ZHpeer_id_typeJgany
AAR[E]

dpd Dpd object S EAFECNITR

% 4-141 Dpd

B 28 R

timeout Integer o INEEIRBE: NHEARFHRNIREEE

PR o

L HY{E:;FBF 2'607 E'ﬁ‘z *ﬁ\o

interval Integer o INEEIRER: WEARFTHN=HATE .
o HUESEE: 10-3600, BAfi: #b,

msg String o INEEIREE: WERBHRNIESER .

o EYEBHE:
seq-hash-notify: 5xEDPDIRIZHFAIZ:
iR REhash-notify,
seg-notify-hash: 15EDPDIRI HFHIE
fAlREZnotify-hash,

& 4-142 IpsecPolicy

BiR i ik
authentication | String o INEGIRER: TAIEEE,
—algorithm o EVEEE: sha2-512, sha2-384,
sha2-256, shal, md5,
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B it fiiA
encryption_alg | String o INEEIHER: MNZ&EX.
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String INgEAA: PFS{EERIRYDHZREEAE
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INRGIHER: &Y,
ocol . EUEBE:
esp: FERZEIN.
lifetime_secon | Integer o INEEWBA: FRACEIPSeciERIEIIAYME
ds BLAREAEENEFRELEE,
o EVESBE: 30-604800, Bfi: b,
encapsulation_ | String o INEEIRAR: IRCEEER

mode

o HUBESEE:
tunnel: BEEET .

2% 4-143 VpnResourceTag

B it ik
key String o INASIHAA: FRESHYEE.
o EUESEE: 1-1281FF, XiFH=F.
WYFE, fX. AFE. #@iE. T
$§7 L\/L&Ly\—lzifg _-::+'@o
value String o INEEIRAR: FREAIE.
o EUESEE: 0-2551MNFFF, iFH=.
BYFH., BN, BFE. g5 T
1%, D)\&D)\T?fg _-::+'@o

LI )iz =2

a. EFHVPNIEERINER .
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.1.0/24"],

"tunnel_local_address": "169.254.56.225/30",
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"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"source": "10.0.0.0/24",
"destination": [
"192.168.1.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local id": "10.2** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role": "master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}
b. KEEH=TEFMEM
{

"error_code": "VPN.0001",
"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",
"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"

}

N
S MA2 K.

4.1.3.6 & VPN iEE

IHEENA

RIEEZID, MFRIEEAIVPNESE,
BARBE

152 WAN{aliEFAPI

URI
DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}
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#+= 4-144 SHI5EB
2R 2R =R/Y | WA
ik
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
vpn_connectio | String 2 VPNIEZID,
n_id
BKEHR

o IBERBH
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

MaREHEE
o IMRIBH
IRENAZSES A 204: MBRAETN o
o IRIFER)
HREEIHER TR

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"error_code":"VPN.0001",

"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",

"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"
}

W&

Nig

52 1A2 K&

4.1.3.7 &if VPN iEEZAE
IHREN A

FIRIERID, BESENVPNEEER,
VEIZz) RS

B2 MAMTERIAPI .

URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}/log
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& 4-145 S5

2R St 25w | kA
&
project_id String 2 IREID, aILABId3kEIRE IDZRERE
ID,
vpn_connectio | String = VPNIEZID,
n_id

IBKRIHE
o iERSH
o
o iEREEH

GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}/log

li Rz =,
LI )V
IR[EYRZERZ S 200: successful operation,

2= 4-146 I Body &#%I1%

B i) ik
logs Array of Log logXg=x
objects
request_id String B3KID,
% 4-147 Log
E= E-Sit) ik
time Integer o INBEINER: BYEEL.
raw_message | String o INAEINAR: AEFEE,

o NARFFI
{
"logs": [
{
"time": 1735024112,
"raw_message": "2024-12-24T07:08:32.730275+00:00 host-xx-xx-xx-xx ipsec_ike[30085]:
[xx.xx.xx.xx] IPSec tunnel negotiation fails. (IfiIndex=[207], PolicyName=[], SeqNum=[0],
PeerAddress=[xx.xx.xx.xx], PeerPort=[500], Reason=[version mismatch])"
}
1

"request_id": "f15d2c621593f2018c23eb1d49e3605e"
}
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N

4.1.4 VPN iEiEais

4.1.4.1 BIE VPN i&EiESsE

INEENA
SUERVPNIERZIGE . EREEENXZ BINERNE, HIMERICETLAEEVPNK
X, AR ZEENIRS, St ERIEINERZR, AFENVPNIZEREZAYE
=,
ARBE
152 ILA{alAFEAPI,
URI
POST /v5/{project_id}/connection-monitors
X 4-148 &2Fui B
AR ESid] =AY | A
ik
project_id String = IEID, BLABIIIRENIN R IDFREIRE
ID,
BKEHR
o ERESH
T 4-149 BRSY
2R il =AY | ER
i
connection_ | CreateConn | 2 connection_monitorXi&R .
monitor ectionMonit
orRequestB
odyContent
object
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& 4-150 CreateConnectionMonitorRequestBodyContent
E= -] =EY | A
gri
vpn_connecti | String = VPNEZ IR R AIVPNIZEREID .
on_id AT LAEIT B VPNIEESIREE VPN
EEID,
o iEKEEA
POST https://{Endpoint}/v5/{project_id}/connection-monitors
{
"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}
IRALHR
o IR ES%L
IR[EIAZSES S 201: successful operation,
& 4-151 UL Body 2#31%&
B St R
connection_mo | ConnectionM | connection_monitor{ig&,
nitor onitorinfo
object
request_id String B3KID,
Z& 4-152 ConnectionMonitorInfo
& ESid fitik
id String o IfREIREE: VPNIEREIEIZID
e &= 36{ZUUID,
vpn_connectio | String o INBEEIRAA: VPNEREIEIEIIRAIVPNIE
n_id §3z|D
e 18=: 36{1UUID,
type String o INEEIHER: HEImsREY,
o BYESCHE: gateway,
source_ip String VPNEZIGIEAYRIBIE
destination_ip | String VPNERZIGIERI B RibLE
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2R =i i)
proto_type String o INAEIRER: nqalfFEAIIMNEEEY,
o EYEBHE: icmp,

o N@RAEAHI
{

"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",

"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"

b
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}
I NTT
B2 A2 RTS8

4.1.4.2 &if] VPN &z
IheEN4R

HRIEVPNEZIA10YID, EIS ERIVPNIEIZ ISR,
WERRBE

52 LAEEFAPI,

URI
GET /v5/{project_id}/connection-monitors/{connection_monitor_id}
7 4-153 SR
2R i) 2/Y | A
i%
project_id String = IEID, BJLABIIIRENINE IDFREIRE
ID,
connection_m | String = VPNIEZWSIERIID,
onitor_id
BRER

o IBFRSH
o

SASRRAS 01 (2025-09-17) WA © LR ABIRAE] 143



FEMLE A4
AP &% 4 AP

o BRI

GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

NaRZHS
o IARISH
IREHAHS S 200: EiERY.

= 4-154 gK Body 2#7IE

B i) fER
connection_mo | ConnectionM | connection_monitor{J4&R ,
nitor onitorinfo
object
request_id String BXKID,

2 4-155 ConnectionMonitorinfo

B 2681 iR
id String o INELIHER: VPNIEEISIZID
o &4 : 36{ZUUID,
status String o INBEIRER: VPNIEEWSIRIRE,
o BUEEE:
ACTIVE: IE%E,

PENDING_CREATE: @Iz,
PENDING_DELETE: g,

vpn_connectio | String o INBEEIRAA: VPNEREEIEIEIIRAIVPNIE
n_id #ZID,
o 1&x(: 36fZUUID,
type String o INREERH: HEimsREY,
e HYESEME: gateway,
source_ip String VPNIEEZ IS=RYIE L .
destination_ip | String VPNERZIGEAI B RbLE
proto_type String o INEEWBA: nqafEFERIMMNEEEY,

o HUESBE: icmp,

LI v =271
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
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"source_ip": "88.***.***.60",
"destination_ip": "88.%** *** 32"
"proto_type": "icmp"
h
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"
}
RS

1 / Az)lkl \ﬁqo

4.1.4.3 Eifj VPN &EZiGiEI%R

IhEEN 4R
HiAVPNiERZIEEIIxR.
BRI
52 ANMaiEFAPI
URI
GET /v5/{project_id}/connection-monitors
& 4-156 2P
2R i) =5y | %A
i%
project_id String 2 IREID, aILABIdIREIRE IDFRENRE
ID,
& 4-157 153k Query S¥5%
2R i =AY | Rk
%
vpn_connecti | String B VPNi&E#EId
on_id
enterprise_pr | Array B EWIRBEID,
oject_id
IBKEHR

o BERBY
o
o EREA
a. BB VPNIEREEE.

kR 01 (2025-09-17) WRIERE © HERRARBIRAT

145



FEILE M4
AP &% 4 AP

GET https://{Endpoint}/v5/{project_id}/connection-monitors

b. #E#Evpn_connection_idEifVPNIEE ISR,
GET https://{Endpoint}/v5/{project_id}/connection-monitors?
vpn_connection_id={vpn_connection_id}

NALHS
LI )V
&@'{k/u\ﬁ%ﬁg 200: Ei@ﬁiﬂ]o

= 4-158 I Body 2#5IE

B i i)
connection_mo | Array of connection_monitor{y&R .
nitors ConnectionM
onitorinfo
objects
request_id String BKID,

2£ 4-159 ConnectionMonitorInfo

B 2681 iR
id String e IfEEIHEA: VPNIERZISIZID
o &4 : 36{ZUUID,
status String o IfEEIHER: VPNIEESIRIRE.
o HUESEE:
ACTIVE: IE%E,

PENDING_CREATE: @Iz,
PENDING_DELETE: i,

vpn_connectio | String o INBEEIRAA: VPNEREEIEIEIIRAIVPNIE
n_id ZID,

o 1&z(: 36fZUUID,
type String o INREUIAR: MEIREEEY,

e HEUESEME: gateway,
source_ip String VPNIEEZ IS=RYIE L .
destination_ip | String VPNIEEZ IS=RY BRI .
proto_type String o INEEIRAA: nqalEFERIMMIEEEL,

o EYEBHE: icmp,

LI vz =2
a. EIFFAVPNERSEIINAN .
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"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"

"id":"85t53318-demo-a8df-va86-zq9312525f6t",
"status":"ACTIVE",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.** ** 21",
"destination_ip":"88.*** *** 12"
"proto_type":"icmp"
}
1,
"request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"

}
b. $E$Evpn connection_id&iAVPNERE MIEAINER

"connection_monitors":[

{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",

"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.*** *** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
}
1
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"

KEBE
S2 A2 RS,
4.1.4.4 k& VPN ERESE

IjJH /\27:!

RIEVPNIEIZISIZRIID, MIBRIEERIVPNIERE ST,
BB

152 WANalEFAPI

URI

DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}
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% 4-160 S5

2R i) 25w | %A
i%
project_id String = IREID, BJLABIIIRENIN R IDFREIRE
ID,
connection_m | String = VPNIEZISIZAYID
onitor_id

iEKRiER
o IBRSH
xo
o IFKIFH
DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}
NaRzHR
o [HNSE
IREMAZESA 204: MIBRAIH
LI vz =2
To
7 NEX

4.2.1.1 FHFEER

INREN A
EPFEFEVPNIRSS RN ATRRER, SIEVPNRIXEER. JHRMXEER. VPN
SRR

BASE
B2 ATARAPI,

URI

GET /v5/{project_id}/vpn/quotas
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xR 4-161 SEHA
BR - i) =aY | %A
%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
BEXRIHR
o IFKRBY
o
o EKIER
GET https://{Endpoint}/v5/{project_id}/vpn/quotas
I AziH R
LI )V
IREMAZSASA 200: BTN
= 4-162 (IR Body 2#%%
B -3t i)
quotas Quotas object | quotasiJ&,
request_id String BXKID,
2% 4-163 Quotas
B -3t 11153
resources Array of resourcesX¥sR .
Quotalnfo
objects
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2& 4-164 Quotalnfo
=T it f#iA
type String o INASAAE: IRIEtypeid RET ISR
HIECER .
o HUEEE:
- customer_gateway XtimRIX
- vpn_connection IIRVPNIZESE
- vpn_gateway 1EMIRVPNRIK
- vpngw ZERRVPNRX .
- vpn ZBRRVPNIER: .
quota Integer A& LR .
used Integer EfFRE.
o IMRAEAI
{
"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13
%
{
"type": "vpn_connection",
"quota": 5000,
"used": 306
%
{
"type": "vpn_gateway",
"quota": 50,
"used": 23
}
) 1
",request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"
}
N

BS A2 KEE,

4.2.2 VPN #r&&

4.2.2.1 BEiERIRELHFIE

ab
THEEN R

RIEREERRIRLAITIR
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ARBE

152 WATREBAPI,
URI

POST /v5/{project_id}/{resource_type}/resource-instances/filter

% 4-165 SEAA

2R 5] =A/Y | kA

i%
project_id String = IREID, aJLABIdIkEI B IDFRERE
ID,

resource_type | String = o INEEIHER: J|IRERY,

o EYESEE: vpn-gateway,
customer-gateway, vpn-
connection,

* 4-166 153K Query SH3I%
B i) 2EY | A
i%
limit Integer B o INRSINHAE: TENCHEH
o HYESEBE: 1-1000,
e ZKIAME: 1000,
offset Integer & o INRLIHAR: RSB, MEoffset
HIBEN T —REIEFBRES,
o EUEEH: &/IMEAH0,
o EIAE: O,
BRER
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% 4-167 iEKkEsH

BiR i 2EY | itk
i%
without_any | Boolean & o INBEIRER: ZFER NtrueltEiAFT
_tag BATGIRSHEIR, a8
“tags” FE . ZFEHfalsenE
FIEHZSHAT, ZREREX,
BREIFrERIRIIZ tags",
"matches"E&ATIE .
tags Array of Tag | & o INREIHBE: 17T,
objects o WER: RESES201.
matches Array of & o INEGIRER: ERFE, G&keyH
Match value, key SEMEHIFEZ,
objects resource_nameZs, value/gltEg
B9E. keyNEIEFHE.,
% 4-168 Tag
B il =AY | #EA
1%
key String = o IfgEiRER: IREAIRE,
o HUESEE: 1-1281M=F%,
values Array of = o INEEIRAR: FREMETIER. IR
String valueshH=FIZE, MFER
any_value, valueZ[E9akA9%
%,
o HUESEE: 0-2551=F7%F,
o R HRBEF201,
£ 4-169 Match
2R S =EY | A
1%
key String = o INgEEWBA: DLECAYRE.
o HYESEE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o EUEEE: 0-2551Ff
I=REl

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter

N5k 01 (2025-09-17)
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tags": [{
key": "key1
"values": [
"value1",
"value2"
1
T
{
key": "key2
"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resource1"
3.
"without_any_tag": "false"
}
TALEE
o IRIES%L
IRENRZES A 200: EFiEKIN,.
2= 4-170 [ Body &#%I1%
B - Jid] A
resources Array of RENRIIZE,
Resource objects
total_count Integer SIEFEH.
2% 4-171 Resource
B i) fR
resource_id String =IEID,
resource_detail | object "FEFE. BTV E, ARz,
tags Array of ey,
ResourceTag
objects
resource_name | String ZRBZR
& 4-172 ResourceTag
B ikl fR
key String s e
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B i) fR
value String FREERYE

o IRzAFAI
{

"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c13325",

"resource_name": "resouecel”,
"tags": [{

"value": "value1"
1

3
"total_count": 1000

}

RS
BB A2 KA.

4.2.2.2 SRFRLHNE
INRENEA

RIS I AR,
ARG

B2 ATERAPL.

URI
POST /v5/{project_id}/{resource_type}/resource-instances/count
& 4-173 S¥UHH
2R i) Z2/Y | A
i%
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
resource_type | String = o IPRCIHER: BIRERY,

J HWE?BI: vpn-gateway,
customer-gateway, vpn-
connection,

IBREE

o IBRBY
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% 4-174 EKksH

BiR i 2EY | itk
i%
without_any | Boolean & o INBEIRER: ZFER NtrueltEiAFT
_tag BATGIRSHEIR, a8
“tags” FE . ZFEHfalsenE
FIEHZSHAT, ZREREX,
BREIFrERIRIIZ tags",
"matches"E&ATIE .
tags Array of Tag | & o INREIHBE: 17T,
objects o WER: RESES201.
matches Array of & o INEGIRER: ERFE, G&keyH
Match value, key SEMEHIFEZ,
objects resource_nameZs, value/gltEg
B9E. keyNEIEFHE.,
% 4-175 Tag
B il =AY | #EA
1%
key String = o IfgEiRER: IREAIRE,
o HUESEE: 1-1281M=F%,
values Array of = o INEEIRAR: FREMETIER. IR
String valueshH=FIZE, MFER
any_value, valueZ[E9akA9%
%,
o HUESEE: 0-2551=F7%F,
o R HRBEF201,
£ 4-176 Match
2R S =EY | A
1%
key String = o INgEEWBA: DLECAYRE.
o HYESEE: resource_name,
value String = o INASIHAR: PUHCHY(E.
o EUEEE: 0-2551Ff
I=REl

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count

N5k 01 (2025-09-17)
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"tags": [{
key": "key1
"values": [
"value1",
"value2"
1
i}
{
key": "key2
"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resourcel"
1,
"without_any_tag": "false"
}
RLER
o IHESHK
IREYAZSAS S 200: TGN
% 4-177 QR Body 2#%1%&
2R il R
total_count Integer SICRE
LI )z =]
{
"total_count": 1000
}
RS
B2A.2 K&,
4.2.2.3 HERINFFIRES
ThEEN 4R
FIEELHRERIIRE
BRI
iESANEERAPI,
URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create
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% 4-178 SEURHA

B S =5Y | %A
1%
project_id String = IREID, AJLABIIHRENIRE IDFREIRE
ID,
resource_type | String = o INEGIHER: &IESEAY,

e HYESEE: vpn-gateway,
customer-gateway, vpn-
connection,

resource_id String = HIRID,
IBKRHR
o EKRSH
= 4-179 i5RBH
EZ St =a | #Er
1%
tags Array of = o INEEWEA: 1RIIFER.
ResqurceTa o 4 EZES20,
g objects
= 4-180 ResourceTag
B i =AY | R
1%
key String = o INELIRAA: SR,
o EUETEE: 1-1280F&F, M
F. BNFE, P wmFE.
#iE. =8, LURLATER: =
+-@,
value String B o INEEIRER: 1REMIE.
o BUESEE: 0-2550FF, ST
F. HBNFE, P wmFE.
5. 8, LURLATER: =
+-@,

o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create

"tags": [{
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H

fivA=1=A
o IHRIBH

IREURZESRE S 204: KRS I o

RS
BS A2 REE,
4.2.2.4 HEMERFIRIREE
IHEENA
TIEELHIH EMPRIRES
BERE
IESAMEERAPI,
URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete
& 4-181 =#45HA
B E-Sit) =AY |k
%
project_id String 2 IRHID, aILAEISAENIRE IDIRENIRE
ID,
resource_type | String = o INBEIHER: JEZERY,

e HYESEE: vpn-gateway,
customer-gateway, vpn-
connection,

resource_id String = HIEID,
BRiHE
o IERBH
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% 4-182 iEkEsH

B St BEY | R
1%
tags Array of = o INEERAA: 1REIIFER,
ResqurceTa o HTH: BEZEE04.,
g objects
= 4-183 ResourceTag
B Sl =AY | it
1%
key String = o INREIREA: 1REHIE.
o EUESEE: 1-1281MF1F, 5
F. BT, P, FHFE.
BB, =8, URMTFSE: =
+-@,
value String & o INREEIRER: 1REHYE.
o BUEEE: 0-2550F %, S5
F. BXFH., B, mFIE.
#HiE. =18, LIRUTER: =
+-@,

o EXREH

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete

"tags": [{
"key": "key1",
"value": "valuel1"
1
}

AT
o MESH
IREIAZSEE S 204: BIBSIRESARLN

NG
EEMA2 R,

4.2.2.5 EF&RIRE

ab
ThREN 4R

EEELAIRITREER
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ERREE

52 WATEFAPI,
URI

\$ o 24
BXEE

IaRzHR

GET /v5/{project_id}/{resource_type}/{resource_id}/tags

% 4-184 S%i5iPH

2R il =EY | #A
i
project_id String = IREID, BJLABIIIREVIRE IDFRERE
ID,
resource_type | String 2 o INBEIHAR: BFRAER,

o HUESEE: vpn-gateway,
customer-gateway, vpn-
connection,

resource_id String g2 ZIRID,

o IBRBY
o
o BRI

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags

o NS

IREMAZIS /A 200: G,

7 4-185 IR Body 2¥%I%&

B it fiid

tags Array of RIRIRESIER
ResourceTag
objects

& 4-186 ResourceTag

B it A

key String s e

value String RERE,

MAERRAS 01 (2025-09-17)
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LI v =271
{

"tags":[
{
|lkey|I:l|key1 |I’
"value":"valuel"
}
1
}
RS
B2 A2 K&,

4.2.2.6 EFIMBERE
IhEEN A

B FPES TR B S A TRIFTEARS .
BARBE

i5S LAMEE AP,

URI
GET /v5/{project_id}/{resource_type}/tags
& 4-187 2 HA
B il =AY |k
%
project_id String = IREID, BILABIIIREVIRE IDFREURE
ID,
resource_type | String = o INEGIHER: &REEAY,

e HYESEE: vpn-gateway,
customer-gateway, vpn-
connection,

IBRiEE

o IBRBY
o
o EXREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags

NaRZHS
o IARIBH
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IREMRZEES S 200: EERIN.
= 4-188 I Body 2#7IE
B it ik
tags Array of TR
ResourceTag
objects
& 4-189 ResourceTag
B it fiHiA
key String A e
values Array of String | {7&HIE,
o IRAES
{
"tags":[
{
"key":"key1 ",
"values":["value1"]
}
1
}
RE&G
1%5%)|_|L:A2 )Ikluﬁgo
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5 Rz 7=

5.1 =fl—: BIE=AZ VPN RX

12Ens
AETIEERAPETABEAPIREZEIEENZZVPNRIE

BURSRMF
o BOIRVPC, BINESM (EHFEZRER ) 1 “OIREMMERMTR
BTo
o EHBEMYVPNRXFENRKEES, FRBREHEEBAPIRENdpoInt,

o SIEMToken MIESFERIMESINGT, FEIRENAF TokenFHEEAZE RIS
AN “X-Auth-Token” FNVSSIEIIERIEELF . Tokenl\iE, BIXRIFESE
(BB =EOSE ) 1 TNEEN 815,

[MARY:E

BIZIAMBRSSIRENEIAI TokenBXUHA 924/ \BF , FE(ERE—{ TokenZEANET, AILASEIG Token
FF, BRMZEA.

HiEES

& 5-1 B2 VPN MXIERXBSH
2H 15A8 E{EHEB

vpc_id VPN K FriZERZAYVPCHY cb4a631d-demo-a8df-va86-
ID. ca3fa348c36¢

local_subnets AimMIES . 192.168.0.0/24,192.168.1.0/24

connect_subnet | VPNMXRF{EHEAIVPCHRY | f5741286-demo-a8df-
+®ID, va86-2c82bd9ee114

eip1.id VPN®IFE(EFERISE—NEIPHY | cff40e5e-demo-a8df-
IDo va86-7366077bf097
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¥ Lzl EERESI
eip2.id VPNRIF{EFERYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID, d701748f0851
BRIELR

1. BUERXEXVPCRIVPNRIZ,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. fERequest BodyF{EANSEIUT
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 0o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"’eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

d. BEEBEKRMMNER.
" IERpLIOEY, MNMSEENT, idRtEVPNRIKAIID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"flavor": "Professional1",
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0"
L
"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. BAVPNRIXFE,
a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,
b. f#ERequest Headerd &N “X-Auth-Token” ,
c. BEEKMNER.
. }%WEJZI}JEU‘, MR SEENT, idFtEVPNRIATIID,

"vpn_gateway": {
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"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"az1", "az2"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
}

"created_at": "2022-09-15T08:56:09.386Z",
"updated_at": "2022-09-15T11:13:13.677Z"

L
"request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"
}

5.2 "B BUEEXTuwmR ST

Bria=

HIRRERG

AELIESHAFETIERBAPIKEIZETIHRIX .

HIB(FERETokenI MIES NFERGAIESNAT, FEIRENAHF TokenF7EE AZORHENN
“X-Auth-Token” ZEIVSESEENIEKREESLF , TokemAE, BFIREIESE ( EIIFA
B=EOSZE ) SANEENR” E5,

MR

BT IAMARSSIREREIRI Token B XER24/\0F , FHEEMRE—NTokenZEANAT, AJLASE S Token
&7, BRMEEA.
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name X iHRIKZFR o stub-customer-gateway-
id-1
route_mode MR . static
ip X im P Sipittit o 10.12.13.21

BRIETR

1. BIEXURMX

a.

&ix “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id8IREID,

fERequest Headerdt&f0 “X-Auth-Token” .
fE£Request Body-FIEEASEUN T,
{

"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value": "10.%** *** 21"

}

}

BEBEKINLER
" IEKAKIORY, MNSEUNT, idRtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

llid_typell: "ip"'
"id_value™: "10.** *** 21",
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
%
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}

2. EENIRMXIERS.

a.

&% “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_idRIREID,

fERequest Headerd1&Ef0 “X-Auth-Token”

BESKRIIMNER.
" IBKRpLIOEY, MNSEANT, idEtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",

"id_value™: "10.** *** 21",

"created_at": "2021-12-21T716:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
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"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}

5.3 ~fI=: Bl VPN NUER:

LE S
AEDIESHAF BT ERAPIREIZEVPNIUER
BUiRSR4
o ERIERVPNMX., BEEESNEIZEVPNRIX,
o BEEIENIRMX. BAiES eI iwmMX,
o HIR(EAToken NIEAXFTROIAESENAT, FEIRENAEF TokenHEEBZE OIS
N “X-Auth-Token” EWIEEOBERKEELF, TokenAiE, BNMEEIESE
( EMFAE=EOSE ) 19 TNEER” B,
(1 %8B
BT IAMRSZIRENEIR Token B HE 924/ 8T, FE(FHRE—TokenEiAY, RIS
TokenEfr, BEEINEAMA.
RS
2 5-3 Gli2 VPN iIEEE K KBS
2% 4B BB 5
vgw_id VPNRJXID, 8030f6d6-demo-4d20-
a7f8-50a7a826e2f8
vgw_ip1 VPNRXEIP189ID, e4d7930f-demo-4cbf-b78a-
b004416c7485
vgw_ip2 VPNRJSZEIP289ID . 1fb97767-
demo-4d8b-83bb-6f878f662005
cgw_id SFumMIXID . 8916effb-
demo-42d8-83d7-4517567d3d26
peer_subnets XS+ o 192.168.44.0/24
psk mHE=%3A, abcd****
BMEER

1. EFXREXVPCEIVPNRIX, CIZFHSIMRIVAIVPNERE .

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-connections/batch-
create” , project_idAIREID,
b. fERequest Headerdi&fN “X-Auth-Token” .

C.

fERequest BodyHEASEUIT
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{
"vpn_connections": [
{
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
L
{
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"peer_subnets": [
"192.168.44.0/24"
1
"psk": "abcd****"
}
1
}
d. BEEBEKRMNER.
= EKREINAY, MMNSEENT, idREVPNERRIID,
{
"vpn_connections": [
{
"id": "18be2aa1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.135.49/30",
"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 128",
"peer_id_type": "ip",
"peer_id": "188.*** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2025-03-17T12:25:21.369Z",
"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",
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"ha_role": "master",
"tags": [],

"id": "c7e617bd-877f-demo-8af0-44b5f8598116",
"name": "vpn-e41c",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "1fb97767-demo-4d8b-83bb-6f878f662005",
"style": "STATIC",
"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",
"peer_subnets": [
"192.168.44.0/24"
1,
"tunnel_local_address": "169.254.73.253/30",
"tunnel_peer_address": "169.254.73.254/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "215.*** *** 55",
"peer_id_type": "ip",
"peer_id": "188.*** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seq-hash-notify"
}

T
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2025-03-17T12:25:21.678Z",
"updated_at": "2025-03-17T12:25:21.678Z",
"enterprise_project_id": "0",
"ha_role": "master",
"tags": [1,
}
1
"request_id": "a923f31456941e12c5fc9a663a6e630e"
}

2. EAVPNIEEEE,

a.

&% “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

fERequest Headerdi&Ef0 “X-Auth-Token” .
BEIEKIMNER.

" IEKAKIOEY, MNSEUNT, idFtEVPNIEERIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
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}

{

"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",

L
"request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"

"vpn_connection": {
"id": "18be2aal1-demo-410f-832e-4d8ba13b4c5d",
"name": "vpn-22b6",
"status": "DOWN",
"vgw_id": "8030f6d6-demo-4d20-a7f8-50a7a826e2f8",
"vgw_ip": "e4d7930f-demo-4cbf-b78a-b004416c7485",

"style": "STATIC",

"cgw_id": "8916effb-demo-42d8-83d7-4517567d3d26",

"peer_subnets": [
"192.168.44.0/24"

1
"tunnel_local_address": "169.254.135.49/30",

"tunnel_peer_address": "169.254.135.50/30",
"enable_nga": false,
"policy_rules": [],
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*¥** *** 128",
"peer_id_type": "ip",
"peer_id": "188.*** *** 189",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"

}
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I

"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",

|||||

B
"created_at": "2025-03-17T12:25:21.369Z",

"updated_at": "2025-03-17T12:25:21.369Z",
"enterprise_project_id": "0",
"ha_role": "master",

"tags": [],
"eip_id": "e4d7930f-7038-4cbf-b78a-b004416c7485",
"type": "ROUTE",

L
"request_id": "62dc155a7353037f0a1ccc569016a3e9"
}

5.4 7RFIPY: BUE VPN EREiGE
B

AETIESRHFBEIERAPIREIZVPNIERE G

RURRMF
o DOIRVPNIERE. BINESNEIEVPNIEE.

o ZfEMEATokenAIES NFERIAIESEANEY, FREIRENHF TokenFHH 1A A AIIE
i0 “X-Auth-Token” EVSSEIBEKRIBELH, Tokeni\iE, BIMRIEESEE
To

AR

BT IAMBRSZIRENE RS Token G 3HA 924/ \0F, FEE2(EAR—PTokendSiNAT, ALAKLIE
TokenfE?x, BHEESNZREMA.

RS

& 5-4 SUE VPN EEMIRIER KBS

2 lz] BEHEHI
vpn_connection_id VPNIERZSI=IINAIVPN | cae286f2-demo-a8df-
EEID, va86-e22416ca1220

BELR
1. BUEBVPNZEREISE,

a. &ix “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIRHEID,

b. 7ERequest Headerdi&iN “X-Auth-Token” .
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c. fERequest BodyR{EANSHEHUN T,
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}

}
d. BEBEKRIMNEG

" EREIORY, IMNSEGNT, idARVPNEREEEMID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** *** Q"
"proto_type": "icmp"
h?
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

2. BERVPNIEEGEFRS.

a. &iX “GET https://{endpoint}/v5/{project_id}/connection-monitors/
{connection_monitor_id}” , project_idAIREID,

b. fERequest Headerdri&N “X-Auth-Token” ,
c. BEEBEKRMNER.

" IERpLIOEY, MNSEUNT, id¥iEVPNIERESERIID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.*** *** 0",
"proto_type": "icmp"
L
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}
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6 I PRFIFRANIRN

6.1 BRI AR

INRIGEEXSSFAAENVPN IR TRENNIRETR, ELUERSE—BMDIAIER
%% (Identity and Access Management, fEFRIAM ) , INERKESEZREHELNE
X, FEECIEMIAIAMAR, EaILEAET, FEEERVPNIRSIVEES
Inge.

RIABRT, FHENAMBRKEEUNR, BREFEINABRAE, FERPAER
FREESAE, AaeERPETRIBFRISHENAMIR, X—IEMRITEIN. 1Y
&, BRHALUETEBNIRN RS HTIRE.

RAREIZINAEHERE , DAAETHIRE . AELRSINE, SIAMRAIEMHEY
—FPARIE A P B9 TARERBEE MAXBRAVHEAL ERANALE . SRESLAAPIZ ORI 1T R
5, RINENEH, ATLUSHEIREMRE. KRMEG, EBHERWIIRE)N
HHIRZEEEER

(AR

WREEARIFSESEIEE MEORRIEIR, 15ERRE.
SEEREEONEANIR, WRERKS FTHIAMBFAIEAPISRETS, 1ZIAMA
P REERRZIEORFRINIR, &N, APISSSREREK . S MEOPMFEEIIN
R, S&MEZOPINAYRINIUERIN, REAERIERIIBFPHRIR FRIIRETRIMNAY
R, ZRPZREAIIERZEO . flal, ARZERROKEIAVPN MX5ISE, B

ARXNMAMAP#HIE FRIRIER M RE S /IF “vpnivpnGateways:list” AIIENIR, %
EOAsEEBRIN.

RO AIR

RO ERARBINETENER, NREFREAHESENER, SERTULIER
ENREE, FBZEAPAETEENRERHITREAIEES . RIESISIRE
SAPIHERIRL, EAIRTIFHABI0T:

o NUR: AiFiEEEIVRE,

o XIRAPHE: FMECRREMBAIAPEEO,

o FMNIN: HEEHIFAIAction, FEEEMRIEFHIACtionFENZIIN, BJLASE
HREAR IS N AYE PRI BE

SASRRAS 01 (2025-09-17) WA © LR ABIRAE] 173



FEILE M4
AP &%

6 AXPRFAIZINIR

IAMIRE (Project) /N IRE (Enterprise Project): BENRIEHIIESCEE, SiF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREFPAENFFER, W
RELWEEPEN, WNZBEXKBAER .. XFIAMIMBESHIIENEX

Al, FEEE: (Z—SMAERSEFERE ) B9 “‘IAMSHRIEENXE)”

=
BT

VPNRISZ 5 B E X RIS RN T :

[ =61 ] VPNRISK, EEVPN MFEOXIMAVENIR, WeElFEVPNRX. EifVPNK
¥*. EEVPNRXSIZE . FHVPNRIE. MIBRVPNRIXEEREO,

(MR

VT RTIES, X RRERZSS

6.2 it A= VPN S IR5IFE
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6.2.1 VPN (<

PR

STRZAPIE

IR
(Action)

ARERAS AR

IAM | £2)PIR
InH | B
(Proj | (Enter
ect) | prise
Projec

t)

ellF<S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpc:subnets:cr
eate

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:c
reate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:ports:creat
e

e vpc:quotas:list

e vpc:bandwidt
hs:list

e vpc:ports:get

e vpcports:delet
e

v v
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PR

M APHEN IR
( Action)

ARERAIIZAR I

IAM
InH
(Proj
ect)

EAVTIR
=|
(Enter
prise
Projec
t)

e vpcrouteTable
s:update

e vpcrrouteTable
s:get

e vpc:bandwidt
hs:get

=4
VPN

GET /v5/ vpn:vpnGat
{project_id}/vpn- eways:get
gateways/{vgw_id}

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:bandwidt
hs:list

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpcsubnets:lis
t
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AP| & 6 I PRFNFZAIN
AR X RZAPIHEC =R RN IAM | VIR
( Action) mB | 8
(Proj | (Enter
ect) | prise
Projec
t)
&if GET /v5/ vpn:vpnGat vpc:publiclps:g | v x
VPN | {project_id}/vpn- eways:list et
XKFI&E | gateways vpc:publiclps:li
st
vpc:bandwidt
hs:list
er:instances:lis
t
er:instances:g
et
vpcvpces:list
vpc:vpcs:get
vpc:subnets:ge
t
vpc:subnets:lis
t
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PR

STRZAPHEC

EIR
( Action)

ARERAIIZAR I

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpc:vpcs:get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:subnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpc:routeTable
s:update

vpcrouteTable
s:.get

v v
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AR X RZAPIHEC IR RN IAM | VIR
( Action) g | B
(Proj | (Enter
ect) | prise
Projec

t)

il DELETE /v5/ vpnivpnGat | e eriinstances:lis | v v
VPN | {project_id}/vpn- eways:delet t
x gateways/{vgw_id} | e

e er:instances:.g
et

e vpcvpcs:list

e vpcvpcs:get

e vpc:isubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpcports:delet
e

e vpcrouteTable
s:update

e vpcrrouteTable
s:get

=i GET /v5/ vpnvpnGat | - v x
VPN | {project_id}/vpn- ewayAvaila
X0 | gateways/ bilityZone:li
X availability-zones | st
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PR

SIRZAPHEC

EIR
( Action)

ARERAIIZAR I

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

=i
VPN
RHYEE
223

GET /v5/
{project_id}/vpn-
gateways/
{vgw_id}/routing-
table

vpn:vpnGat
eways:getR
outingTable

v v

TEIR
ZEVPN
eSS
B

POST /v5/
{project_id}/vpn-
gateways/
{vgw_id}/update-
specification

vpn:vpnGat
eways:upda
tePostpaidS
pecification

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:lis
t

e vpcsubnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:bandwidt
hs:list

e vpc:ports:ge

e vpcrouteTable
s:update

e vpcrouteTable
s:get
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6.2.2 Xumh
BUR XIRIAPIHE -2 8] RERAO AT IAM | £k
( Action) mB | B
(Pr| (E
ojec | nter
t) pris
e
Proj
ect
)
BEE%F | POST /v5/{project_id}/ | vpn:custom | - i X
imP% | customer-gateways erGateways
Create
&EifRF | GET /v5/{project_id}/ vpn:custom | - i X
iwmp% | customer-gateways/ erGateways
EJE {customer_gateway_id} | :get
&EifRF | GET /v5/{project_id}/ vpn:custom | - v X
imP% | customer-gateways erGateways
SIES :list
BT | PUT /v5/{project_id}/ vpn:custom | - v X
iM% | customer-gateways/ erGateways
{customer_gateway_id} | :update
fHB&3S | DELETE /v5/ vpn:custom | - v X
iM% | {project_id}/customer- erGateways
gateways/ :delete
{customer_gateway_id}
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6.2.3 VPN &R

PR

XIRZAPIEL]

IR
( Action)

FREREOHRAR IR

IAM
=]

(Pr
ojec

t)

BlIERVPNIZE

£

POST /v5/
{project_id}/vpn-
connection

vpn:vpnCon
nections:cre
ate

ces:metricData:li
st

ces:currentRegio
nSupportedMetr
ics:list
vpc.vpcs:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpcrouteTables:
update

vpcrouteTables:
get

BEHVPNE
®Z5%

GET /v5/
{project_id}/vpn-
connection

vpn:vpnCon
nections:list

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist
er:iinstances:list
er:instances:get
vpc.vpcs:list
vpcvpces:get
vpc:subnets:get
vpc:subnets:list
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PR XIRZAPIHE BEAIm RERIE AR IAM | &
( Action) B | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
&HifVPNIE | GET /v5/ vpn:vpnCon | vpc:publiclps:get | v v
EFS {projectTid}/vpn— nections:get | \ncpublicips:list
connection/ _ ) ]
{vpn_connection_id} ;/szc.bandmdths.l
er:instances:list
er:instances:get
vpc:vpcs:list
vpcvpcs:.get
vpc:subnets:get
vpc:subnets:list
EFHVPNIE | PUT /v5/ vpn:vpnCon | vpc:vpcs:list v v
% {project__id}/vpn- nections:up vpcvpcs:get
connection/ date ‘ ‘
{vpn_connection_id} vpcsubnets:get
vpc:subnets:list
vpc:subNetworkl
nterfaces:update
vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist
vpc:ports:get
vpc:routeTables:
update
vpc:routeTables:
get
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PR XIRZAPIHE BEAIm RERIE AR IAM | &
( Action) mB | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
P& VPNiZE | DELETE /v5/ vpn:vpnCon | ces:metricData:li | v v
= {project_id}/vpn- nections:del | st

connection/

{vpn_connection_id}

ete

ces:currentRegio
nSupportedMetr
ics:list
vpcvpces:list
vpc:vpcs:get
vpc:subnets:get

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpc:routeTables:
update

vpcrouteTables:
get
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APl &% 6 I PRFIFZAIN
PR XIRZAPIHE BEAIm BRI IAM | &
( Action) B | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
A==yl POST /v5/ vpn:vpnCon | ces:metricData:li | v v
VPNERE {project_id}/vpn- nections:bat | st
connections/batch- | chCreate ces:currentRegio
Create nSupportedMetr
ics:list
vpcvpces:list
vpc:vpcs:get
vpc:subnets:get
vpc:subnets:list
vpc:subNetworkl
nterfaces:update
vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist
vpc:ports:get
vpcrouteTables:
update
vpc:routeTables:
get
BifVPNZE | GET /v5/ vpn:vpnCon | - v v
e = P {project_id}/vpn- nections:get
connection/ Log
{vpn_connection_id}
/log
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6.2.4 VPN &S
BUR TRZAPHEL AR RERAOIEAIR IAM | ©&
(Action) mB |
(Pr|IM
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
tlIgiE | POST /v5/{project_id}/ | vpn:connect | - v v
jEsIm | connection-monitors ionMonitors
:Create
&Eif)iE | GET /v5/{project_id}/ vpn:connect | - v X
ZW | connection-monitors ionMonitors
IES :list
fI&ZE | DELETE /v5/ vpn:connect | - v i
#EI84s  | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
HifE | GET /v5/{project_id}/ vpn.connect | - v v
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}
6.3 fRFHEOTNIRS =
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6.3.1 VPN Ec&n
PR XIRIAPIEO NI HRERAOIEAIR IAM | &
( Action) mE | W
(Pr|Im
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPNEE | {project_id}/vpn/quotas | st
4
6.3.2 VPN =&
BUR XTRIAPIEO 1SRRI KHRRIIEAIR IAM | &
(Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags:create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v v
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vph:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
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API &% 6 I BRFNIANIN
BPR YIRZAPIEO 1=RIR KHRRIIAIR IAM | i&
(Action) mB | Jk
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - i i
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&HiFE | POST /v5/{project_id}/ vpn:resourc | - i X
B35 | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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APl &%& A B3z

A fyR

A.1 3REXINH ID

B’rn=

ERAEOREHE, B2 URLPFEREANRBID, PRLAFERNEREBID. BUTH
FERENS = :

e FARBAPEREXIREID,
o  MNIZEHIBKEVIRBID,

EF API 3REXIRE 1D
IRE DAL A A E iR ¢ TR FUZRAPISKEY .

SAEVIRE IDAYIEO A “GET https://{Endpoint}/v3/projects” , EA{Endpoint}hAIAM
NRIETR. FEOMMEESSES R ( EFAE=EOSE ) B9 NEER” B,

MRBIENT , ERprojects FAY “id” BISIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}
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APl &% A B#zR
MEHIEIREIRE ID
MIEHISIREINE IDBZHA T -
) ERITHEE
2. LuffT\EFT EJ:%E’JH%F'% ERETHPIZERSE “FHAVEIE”
£ “APIZIE” WHEAYIBSIEFRFEEFIRBID,
A2 JRERS
x A-1 EEIREE
IEEROE | K3 15488
200 OK GET. PUTHR{EIEEIR[E],
201 Created POSTIR{EIEEIR[E],
204 No Content DELETEIR{EIEEIR[E],
*A-2 REIREE
IR[EHE E it 48R
400 Bad Request | RSZEZEHRBEAMIBIEK
401 Unauthorized | #i5KAYREZER PR,
403 Forbidden SIHRIE R A EAS I EELE .
404 Not Found RSB E R RBIARAITRE -
405 Method Not | iIERPIEERIFGIERKICIF o
Allowed
406 Not RSS2 A R AYNO R TE A1 = FPim S o
Acceptable
407 Proxy BRFRyRE S ERRIERSS TINIE, XHEIEK
Authenticatio SHALEE,
n Required
408 Request 1BKEBH 7RSS ESHIESFATIE
Timeout
409 Conflict HF PR, 1EKREEHETTHK .
500 Internal BRKTH . RBRE.
Server Error
501 Not BRAKTEK . BRSSEEASIFIMEKRAIINEE,
Implemented
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FEILE M4
APl &%

A Bg=R
REIE S 4B
502 Bad Gateway | 1B3KEKTH . IRFZEEM LikzARSSEEIKEI— 1 TUAY
M5z o

503 Service BREKRTHK . RASRNRE.

Unavailable
504 Gateway WY AEBHY -

Timeout

A.3 18IRMS

ThieEiap

IR [EAEC

Hixt9i5 A

APIERALREIRE, SEEIREMNERE, N HFEESXVPNEERED (181
OpenStack/F41E0 ) {HIREMRIERRE

{

"code": "VPN.0001",
"message": "invalid request:xxx"

}

SIEEARAPIES, WNRIES “APIGW” FFLAVEIRD, B2 WAPIMKIEIRIDEH T

g,
B | REE | ERB ERER iR QHIEEE
R
2y | 400 VPN.0001 | invalid BMAS | RERAE,
== request:xxx | HAS
=
500 VPN.0002 | server error: | fRS328 | BXRIEARTIE,
XXX SEiE
=
403 VPN.0003 Authenticati | IE48i5 TR NE S IE PR FEAY
on failed: ia) PR o
XXX
404 VPN.0004 | resource not | BER | IBHIARRIVIAESIES
found = iz B N2 &AL
EFEZER.
400 VPN.0030 | The system | &ZHZE | BHEEZRI.
is busy, T, 1B
please try HEE
later. Lo
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APl &% A M=
E KEB | ExB EIRES R RbIEfEDE
400 VPN.0031 | Repeated 581 | EREER.
operation. (=
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