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3 W{aliE R API

3.1 HiEIEK

153K URI

AT BUEMIIEREST APIRYIEK, FLUEBIAMBRSEZEIZKENE F TokenisiBEaN{aiE A
API, iZAPIZREVEFHToken, Token®] AT AAEMEAPIATLEN

15KURIBEN T &P 4B5% o
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

R&

IBRURIBEEERERLS, (EXSHESSERSERTCNEREEHRIRE

BE, FrLAFEILSIRE

URI-scheme:
FRATERIERAUMNY, BRIFTEAPIIRAHTTPSINY
Endpoint:

1EERERESTIRSS in mHYARSS 22182 8KIP, AREIARSSAEXIERYENdpoint A&,
EeT LAMME X RN i 15 Rt K AN 2R w15 R3REN o

FIENIAMBRSSTE “my-kualalumpur-1” XigfIEndpoints “iam.my-
kualalumpur-1.alphaedge.tmone.com.my” ,

resource-path:

RIRREZE, tHEIAPHADRER . MEFAPIRIURIELRIREY, fIan “3REXNER
Token” APIf9resource-pathg “/v3/auth/tokens” .

query-string:

EFSH, BAEED, FAREBMAPIEEEESH ., SsHaEEE+s—
27, ERB ‘SHEB=-SHEME” , HI “limit=10" , RREEFEI10%
iR,

FIANAEEEFRENAMAE “ my-kualalumpur-1” XigfiToken, MIEER “my-
kualalumpur-1”7 XigtH9Endpoint (iam.my-
kualalumpur-1.alphaedge.tmone.com.my ) , FEMXFILiRT RAIURIERS HKE!
resource-path ( /v3/auth/tokens ) , HHERFRIN AT

https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens



https://developer.huaweicloud.com/intl/zh-cn/endpoint
https://console-intl.huaweicloud.com/apiexplorer/#/endpoint
https://developer.huaweicloud.com/intl/zh-cn/endpoint

=R )

IEREISES

3-1 URI REE]

| httpsd/fiam.my-kualalumpur-1. alphaedge tmone com.myl/3/auth/token

| | |

URI-scheme Endpoint resource-path

(MR

HNEEHE, EENEMRAPINURIERS, RégHresource-pathEfsy, FIEBERGEEE—IC.
XZEIURI-scheme&B2HTTPS, E—NRFBAYENdpointfER— X tB4EE, FrLAELSRER
BIXFER D SRS

HTTPIERA % (BFRADRIESENE ) , EERIRSIREEBERTARKEARE,

e GET: BKRIRSESIREIEERIE

e PUT: BEKIRBEEEFIBEERIE,

e POST: BEKRIRSZFFNIGE R TITIHRIRIE

e DELETE: EKiRSEMREERE, MBFRTRE.

o HEAD: &KIRSZHRIFLER

e PATCH: BXRIRBEFHMEENTP AL . AREAFFERIAHRE, PATCHAIBES
ECIE—NEHIERIE.

TESREN A TokenfJURIERS , ERILABEIEERT AR “POST” , MEIBKR:

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens

BiEAMERLFE:, AHEERIURIFIHTTPAEIEARERIFER . BIANE N EEAREEANS
kL “Content-Type” , B RENEESE,

N ALHELEERNENERF,

e Content-Type: HEMAAIEE (18X ) , ¥k, BABYES “application/
json” , BEMEVERNSEEMRNEOFE|JiRA,

e X-Auth-Token: FFToken, dJi%, XM{EMTokenAINIERT, HAIEFZE
E% . AP TokentB i 2EMAFEVHE P TokeniZOMMMAI(E, ZEOESH—FEEIA
WEAYEEO .

(1 %8B
APIEIRISZHFERAK/SKINIE, AK/SKINIER{FERSDKITER#ITER, ER3ES8mF
BkeiRI0Authorization ( ZBRZINEER ) #IX-Sdk-Date (B3R AXAIATE ) B3Rk,
AK/SKIAIERYIERIS BFIE S WAK/SKIAIE .

STFIRENAEF TokeniZ O, ATFATEINIE, FFLARERIN “Content-Type” BIR], &0
HESLERNE R AR

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json




IEXRHBIE

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

XS FIREVE P TokenizO, EaILANEORIEREBLBRFEHNIESRSE NS EIRE.
BHEMRIINGRNERIN TR, IENRAFZRESRIELMEES, H
usernameIAFE, domainname/SFAFFIERIKSRAIR, - *HERERE
15, x0000000000XxxxXxx3project B R, EaTLANMBX ARG mitt XFNLInT =
FREN

AR

scopeSHTE X T TokenfWWERLE, THEREIIRENAIToken{XEEHTlproject FHYEIR, Z0EA]
L‘)\i):ﬁﬁTo kenfEFRI A EAN S FTRAER R SHIFE A project FRIFRIR, 1F4HENiES WIREL
AP Token,

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password"; " ##HEEEER
"domain": {
"name": "domainname"
}
}
}
B
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX'"
}
}
}
}

BRI MEREENABTMERTET, ETLUERcurl, PostmanzEiEdH
SEERNREEKRIFRAPI, XTFIRENAERTokeniZO, REIRIMMEAGEELH “x-
subject-token” FEEEIXRENAIAF Token, BT TokenZf5, ELaTLAEHTokeniA
UEEREMAPI,

3.2 TAIEER

BREOAMTFRMIAES, GE R TR,
o TokemAiE: EidTokenAEERER .

o AK/SKIAIE: i@ITAK (Access Key ID) /SK ( Secret Access Key ) TIZZAAIER
WEEFERAK/SKIANILE, HZeMtbToken\EES.



https://developer.huaweicloud.com/intl/zh-cn/endpoint
https://console-intl.huaweicloud.com/apiexplorer/#/endpoint
https://curl.haxx.se/
https://www.getpostman.com/

Token IAIE
(AL
TokenB9EMERF24/\T, EBE[FHE— N Token ST, TTLALEFCSE, BE=ER,

TokenfEH BHLRZHHAERSHE (R8T ) IR, BBTokenRIBEEMUR.
TokenIAIERLETERFAAPIRYEEIG TokenINFIBERIBEEL, NTIEISHDIAIE, %15
ERAEAPIRIAR

Token®] @13 IE FARENFI P Token#Z 3KEN, ARAAIRSZAPIEZE projectdiBlAYToken,
BN SR EN A TokeniZ AT, iBKbodyArauth.scopeIBYEF Ei%FEproject, 3T

Fii7Ro
{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password": " *******alll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}

iRENTokenfs, BEAEMZEON, BHFEEBKRBEELPRM “X-Auth-Token” ,
H{FBDToken, ffliNToken{EA “ABCDEFG...” , NERZEORE “X-Auth-Token:
ABCDEFG...” INENEKHEELENE], WTFFR.

GET https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/projects

Content-Type: application/json
X-Auth-Token: ABCDEFG....

AK/SK IAIE
(RERLY::
AK/SKEZINER IS EE R AN 2MBLLA, 12MBLL 95 RiS{ER Tokeni A o
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BT BDIAILE,
e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXENE—RRT; HiREH
IDFIFABIBIOESE—E(ER, MXERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDES{ERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTERZFAFERAK/SKHIEREBITES, tBAILUERE]
RIZERSDKIFBRIHITER . 1FHAIER T EFISDKERTTIEEZS WAPIEZ SR .



https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-provide.html

A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

T

NaRzER Sk

BREEUE, BRKEIRR, BEREH. MAERLFIERAE

INSHEE—HNDXEISAIEFARD, IREBRR T BERIDNAVRTE, TEAPRELH
SRS INREL

X TFIRENAE P TokenE 1, WMNRFARBIRENATAA “2017 , NFRTFBERKIL.

MRIEKEEL, MARFHEEESEL, W “Content-type” ,
XS FIRENAF Tokeni O, IR[EIUNE3-2FRAEEL, HA “x-subject-token” Ffi2
EEIRENIRFToken, BT TokenZ 5, EEiRILAERToken MIEEAE{BAPI,

=] 3-2 SXEVAEF Token MRz EEsk

connection — keep-3

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

x-xss-protection — 1; mode=block

MIRGERA (7% )

NaRH SR E R LSS TURE], ShR;ESE Sk Content-typeRIhy, {&iERRIMAL
HELZIMIRE

SIFIRENFAF TokendEk [, IREUNTHEER . ARIEEL, XBERETITSAS.

{

"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",



https://support.huaweicloud.com/intl/zh-cn/my-kualalumpur-1-api-iam/zh-cn_topic_0057845583.html
https://support.huaweicloud.com/intl/zh-cn/my-kualalumpur-1-api-iam/zh-cn_topic_0057845583.html
https://support.huaweicloud.com/intl/zh-cn/my-kualalumpur-1-api-iam/zh-cn_topic_0057845583.html

"methods": [
"password"

1
"catalog": [

{

"endpoints": [

"region_id": "xxxxxxxx",
SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR
INo
{

"error_msg": "The format of message is error",
"error_code": "AS.0001"

}
HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .




API

4.1 SEEIR
4.1.1 EREFEIE

TIRENME

EREETE
ARG

B2 MAHTERAPI
URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/search

*4-1 BRBH

8% =% SR 1k
project_id = String ImBAid
workspace_id | 2 String T{E=Sa)id

10



IERSH

X 4-2 iFK Header &%

8% BE W% SRR 1k
X-Auth-Token | 2 String FHPToken,
BIZERIAMBRSSIRENE
Token$zO¥REX ( MARZEE LA
X-Subject-Tokenf3{& )
content-type | 2 String AERE
% 4-3 153K Body 2#
84 =AWk SR R
limit & Integer PIRAN
offset & Integer w2
sort_by B String HEFR=FER: create_time |
update_time
order B String HEFA=(: DESC | ASC
from_date & String RFFIaRTE, Flan:
2023-02-20T00:00:00.000Z
to_date & String ¥R RATE, Flan:
2023-02-27T23:59:59.9997
condition & condition BEREZMFRAR
object
£ 4-4 condition
8% BE W% SRR ik
conditions & Array of EvavES
conditions
objects
logics S Array of FIXXBIRTIZE
strings

11




2 4-5 conditions

84 =AWk SHERR fR
name “® String KX BZFR
data =S Array of FEXXNABYIE
strings
)2
R&ES: 200
% 4-6 [ Header 2%
e SR Rk
X-request-id String BXRID &I request_uuid-
timestamp-hostname
% 4-7 IR Body %1
2% SHEER A
code String e
message String HEIRER
total Integer BESE
limit Integer PDTAK/N
offset Integer =l 4=
success Boolean =Y AY)
data Array of EHEHE
ListAlertDetail
objects
& 4-8 ListAlertDetail
2% SHEER A
create_time String 10FEATE], $BISO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , BtX{5
BABHRERRX, TEBTITXAIRT
i8], EOARTXIER/\X
data_object ListAlertRsp EESLKMEE
object

12




2H SHRR )
dataclass_ref dataclass_ref HIBRRXIR
object

format_version Integer BUhRA

id String HEB—RE, UUIDIRR, RA361M=F
&

type String Rt

project_id String HEInEARYid

update_time String EFhATE], #8z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{Z
BASESHRERKX, TABFITXAIET
18], BRARTXIEZR/\X

version Integer hRZS

workspace_id String LI F=iaid

2K 4-9 ListAlertRsp

2% SHR HR

version String EENRANRE, ZFEINEV RIS
SSARRSSHAENE B AR AZ—

id String EHE—HRE, UUIDIER, &A361=F
&

domain_id String HIERER, #WERIEAFAYdomain_id

region_id String HIEIBEE, #WEEHEFregion_id

workspace_id String HEITF=iaid

labels String &, (NER

environment

environment
object

BEFERNMNERIRER

data_source

data_source
object

ER EHREUREIR

e

first_observed_tim | String BRATIASE, $BI1S08601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone , A
XEEASFHERENX, TEETINX
RYESIE], BOARTXIEZR/\X

last_observed_tim | String BIaATIATE, #XI1SO8601: YYYY-

MM-DDTHH:mm:ss.ms+timezone . Y
XEENEHEERKX, TiEFEFIIX
RI9RTE], BOUARTXIEZR/\X

13




2% SHER )
create_time String 1oR=ATE, 18zLISO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , BYX{5
BABHEERRX, LA XAET
18, BRARYXIEZR/\X
arrive_time String ZUWEdE], $EI1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{S
BABHRERKX, TEETITXAIAT
18], BRARTXIEZR/\X
title String HE R
description String HERAMER
source_url String SZURLIEE, IERHEER~mPEXSH
BIZE{4i5ABRYTRE
count Integer EHRERY
confidence Integer EHNEREE. BEENEX SERH
IRBIRYITHEKIEIRRY BT BEME o
BYESEE: 0-100, 0FRREEEH0%,
100X~ EEE100%
severity String EEMESR, BUESEE: Tips | Low |
Medium | High | Fatal
15R8:
0: Tips - KA TR .
1: Low - 96?%%1‘1]‘[@%5#%?&17} E
2: Medium - [QRFELIE, BRE
2,
3: High - [SRUA L5 cabiE .
4: Fatal - [AJRRAZRSZENRCER, LABSLEF=
EH—THIRE
criticality Integer Xk, —RIESHCRNERNEENE
Rl
BYESEHE: 0-100, ORTHRIREAKHE,
100RRERKERIR
alert_type alert_type object | £Z5H3, FHENSE ( HFERBE
X
network_list Array of MEEE
network_list
objects
resource_list Array of SRR
resource_list
objects

14




28 SEEER ik
remediation remediation NEEE

object

verification_state | String WIPRE, FRRSERERME, ks
BN
Unknown - &0
True_Positive - ffiiA
False_Positive - {2
ZHAESUnknown

handle_status String EHAMBRIRZS, ONEEENT:
Open - 7, BAIA
Block - fHZE
Closed - x4
FAINESOpen

sla String £RARATE], #8ZLISO8601: YYYY-
MM-DDTHH:mm:ss.ms+timezone , A3
XEEBNEBHRENX, TiEBEFITX
A9RYE), EOARXIER/\X

update_time String EFhATE), #8z(I1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{Z
BASMHERERRX, TEETEXAES
18, BIARXKIEZR/\X

close_time String XFRTia), #&zLISO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , BYX{5
BASHERERRX, TEFETEXAET
18], BRARTXIEZR/\X

ipdrr_phase String BER/ANEM R RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

chop_phase String BHR/ANEM R RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

ppdr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

simulation String =R

actor String SEREER

15



2 SHRR g
owner String RMEA. RB=RMEA
creator String SIEA
close_reason String XAEEA:
=4 - False detection
B##R - Resolved
EE - Repeated
Hifth - Other
close_comment String KiAFIL

alert_list Array of strings HEidxR, FE/BHAERKENEE
IES
incident_list Array of strings EHIdYIR, SZ/HMH/ISn RS E

IES

indicator_list

Array of strings

gk, SE/SMHREIERIIE

malware malware object R
system_info Object AFR(ER
process Array of process | HIZ(SE
objects
user_info Array of user_info | FHF{EE
objects
file_info Array of file_info | X&HEE
objects
origin_id String SEEEURIAKIRID, RK128MFF
ttd Integer SMAYE) . BB 2
ttr Integer ImRZATE) . B 38
is_auto_closed String 2585154, BUESEE:
AutoClosed - SOAREENLFF]
Manual - AT %A
system_alert_tabl | Object SELERIRNBREFER
e
2 4-10 environment
2% SR fiik
vendor_type String IEHIRES

16




2% SR fiik

domain_id String FAFid

region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HiEERRELE=Eid, mRETET
d {BEAnull, RBEHREZIEAFTId
project_id String InHid, =BRSEFIAnull

£ 4-11 data_source

2% SR fiik
source_type Integer HIERRE, BECEWT:
1-=tkFm
2 - E=Fm
3 - HHPFAEFm
domain_id String HIRIEr- mETEWR=48%id
project_id String HERE mATEIRRYid
region_id String HEE-mArEXE, BERRETEE
EMXINEIRTREN
company_name String HIREF mTE A ERER
product_name String HIRRF RAYBIR
product_feature String FranlBesFERFR, FARISIEE R
BRI GRAYTHEEAFIE
product_module | String MIEIRSZR
2 4-12 alert_type
2% SR faig
category String 251
alert_type String HEXR
% 4-13 network_list
2% SR ik
direction String FmE, BYESEE: IN| OUT

17




2H SR )

protocol String i, Ba7EM4ERIHMY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHELE

src_port Integer iJRim O, 0-65535

src_domain String R

src_geo src_geo object TRIPHIHIE(EER

dest_ip String BAYIPHbiE

dest_port String BAYixO, 0-65535

dest_domain String Ba9E=A

dest_geo dest_geo object BRI PROBIEVEER

# 4-14 src_geo

e SR ik

latitude Number FE

longitude Number =z

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

fBla0: CN | US| DE|IT|SG
Z 4-15 dest_geo

28 SHRE R

latitude Number FE

longitude Number ZE

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

Ig0: CN | US| DE | IT | SG

18




£ 4-16 resource_list

2¥ SR ik
id String =hRSF &R
name String HIEBIR
type String HIFEE; 5|HZERMS type=FE
provider String =IRSEFR; SIAZ=RMS provider=E&
region_id String Xig; iZBE=regionldiES
domain_id String IRFTEKSID, UUIDASIC
project_id String BERBIIEID, UUIDFE
ep_id String I IRHid
ep_name String AIRBZFR
tags String RIFIRES
1. %501 key/valuesyd
2. values: gz K255F%%F, HUESEH:
FEHF S - =, @
% 4-17 remediation
2¥ SR ik
recommendation | String MBS L
url String %, IEEZSEHN—RIEEER. %
URLARBTLANARIGIE, FREREE
iE
Z 4-18 malware
2% SR faig
malware_family String EERE
malware_class String TR
2K 4-19 process
2% SR ik
process_name String HIEZH

19



28 SR ik

process_path String HIEERIT )G ERR

process_pid Integer BEEid

process_uid Integer HEAFId

process_cmdline | String HiEGSIT

process_parent_na | String SOHIZRFR

me

process_parent_pa | String SOHIERIT IR

th

process_parent_pi | Integer Rirzid

d

process_parent_ui | Integer HFZRAFId

d

process_parent_c | String iR ST

mdline

process_child_na String FIHIZZIR

me

process_child_pat | String FHEHIT SRR

h

process_child_pid | Integer FiHFz2id

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHARERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHELERATE, EIUISO8601T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERINX
RYESIE], BEOARTXIEZR/\X

2% 4-20 user_info

2¥ SR )%

user_id String FRFuid

user_name String HR&FR

20



2% 4-21 file_info

e SR )53
file_path String MAEEIR /AR
file_content String YHERAE
file_new_path String AHHTIRIR [ AFR
file_hash String N {4hash
file_md5 String Xfmd5
file_sha256 String Y {&sha256
file_attr String XiHEHE
% 4-22 dataclass_ref
2% ST )%
id String g;&%ﬂ&—ffﬁ,ﬂ\, UUIDA8IL, &=AK361
FF
name String HIREBR
W&G: 400
2% 4-23 g/ Header &%
2 SR )53
X-request-id String BXRID &I/ request_uuid-

timestamp-hostname

% 4-24 I Body 2%

2% SR faik
code String IR
message String EiRmEA

i5Rpl

BEIEEYERSREG, BEiE20245F1852023)2024F18262, HEZM At EHE
QMBIREFITHOSEE, ZIECIEMERFEHF, REIFE—R, BR10%ZHE

{
"limit" : 10,

21




Ml iz 73~ 451

"offset" : O,
"sort_by" : "create_time",
"order" : "DESC",
"condition" : {
"conditions" : [ {
"name" : "severity",
"data" : [ "severity", "=", "Medium" ]

o

"name" : "handle_status",

"data" : [ "handle_status", "=", "Open" ]
11

"logics" : [ "severity", "and", "handle_status" ]
1
"from_date" : "2024-01-20T00:00:00.000Z+0800",
"to_date" : "2024-01-26T23:59:59.999Z+0800"

}

IR&RS: 200
EREEIIFREbody(F

"code" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"message" : "Error message",
"total" : 41,
"limit" : 2,
"offset" : 1,
"success" : true,
"data" : [ {
"data_object" : {
"version" : "1.0",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
h?
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
b
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",

22



n

"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
h
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
T
"verification_state" : "Unknown - 5%, True_Positive - #f§iA, False_Positive - iZiR . ZRAES
Unknown",
"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - X[, EAIAESOpen”,
"sla" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",
"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-

Activity",
"simulation" : "false",
"actor" "i'J-T@",

"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iRfE; BRI ES Hith",
"close_comment" : "i24&; EMRR,ES Hith",
"alert_list" : [ "909494e3-558e-46b6-a9eb-07a8e18cab62f", "909494e3-558e-46b6-a9eb-07a8e18cab2f" ],
"incident_list" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f", "909494e3-558e-46b6-
a9eb-07a8e18cab2f" ],
"indicator_Llist" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f", "909494e3-558e-46b6-
a9eb-07a8e18cab2f" ],
"malware" : {
"malware_family" : "family",
"malware_class" : "S&&= SFARE"
L
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
jaH
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
jyH
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
1

23



T

4.1.2 I
11

1<}
EfMA

o

ARTIE

URI

"labels" : "MyXXX",
"origin_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ttd" 1 1,
"ttt o 1,
"is_auto_closed" : "Manual",
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"id" : "MyXXX",
"version" : 123,
"format_version" : 123,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX"
}
1]

}

/N fiik

200 BREZIIZFIR[EbodylA
400 EREZIIFREIRIR[E]bodyfk

B NEIRE

H-Eig
=1

ellfe =t

i5S LAMEE AP,

POST /v1/{project_id}/workspaces/{workspace_id}/soc/alerts

* 4-25 BIZSY

8% =% SR 1k
project_id = String ImAid
workspace_id | 2 String T{E=S8)id

24



IERSH

K 4-26 153Kk Header 2%{

S BRIk SHEER i)

X-Auth-Token | 2 String FHPToken,
B EARIAMBRSSREXFEF
Token$Z[MFREX ( MIRE 2k
X-Subject-Tokenf3{& )

content-type | @ String AL

& 4-27 i53k Body £
2% =AWk SR R
data_object = Alert object | &EsLAMEE
2= 4-28 Alert

¥ =RWIE SHEER iR

version S String EEXRIIRAE, ZFERINEY
MARSSARSBHRENE B &
R Z—

id B String BHMHE—tR R, UUIDEK, &
A36NFR/F

domain_id ES String HiREiERE, WEIERFN
domain_id

region_id & String HiEkEE, HERRPN
region_id

workspace_id | & String LI E=aid

labels B String e, NEx

environment | & environment | SEFERREBELIRER

object
data_source &= data_source | BENX LIREUER
object
first_observed | & String B ATIATE, #T0I1SO8601:

_time

YYYY-MM-DDTHH:mm:ss.ms
+timezone, ITXEEAEHA
AKX, FTiEMENTESXAIRTIE],
AR XIER/\X

25




SH

SHERE

%

last_observed
_time

String

RIE&BIAYE, #&T01SO8601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IX{EENE ML
AKX, TiEMEHTEYXAIRTIE],
AR XIER/\X

create_time

iy

String

1IoRATE, #83L1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEENEHA
X, TiEMFITRTXAYATE],
AR XIER/\X

arrive_time

iy

String

ZURTiE, #8zL1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEENEHA
X, TIERFITRTXAYATE],
AR XIER/\X

title

String

B

description

String

BEERER

source_url

| 0¥ | DA

String

HZEURLIEE, IEREIEER"Mm
A XSRS FRIBRIRE

count

Integer

FHRERE

confidence

o | DN

Integer

EHNEEE. EEENEXNS
Ei?&ﬂﬂiﬂ%ﬂﬁ’ﬂﬁﬁsﬁil‘tﬂﬁﬂgﬁjﬁ‘é
EVESEE: 0-100, OFTREF
EH0%, 100&REEEN
100%

severity

iy

String

EEMER, BYESEE: Tips |
Low | Medium | High | Fatal
54AR:

0: Tips - RAMHT AR,

1: Low - EFEXI @i TE
a1k

2: Medium - [GIEELE, B
TER.

3: High - [BRRAL5 b
4: Fatal - A}/ ZBIAbIE,
VARG LEF=4H—P AR E

criticality

iy

Integer

X, RIEEMTRAYERN
BEMERF

EVESGE: 0-100, 0FXREE
XK, 100X~ FERR
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2% BEWI%E SRR ik
alert_type B alert_type EEDR, FHENSE (FE
object ERIFEN )
network_list | & Array of MLEISE
network_list
objects
resource_list B Array of S IER
resource_list
objects
remediation & remediation | ¥MNEIELE
object
verification_st | & String KPR, fRRSEERYERME.
ate ANERBUNT:
Unknown - R%0
True_Positive - FfaiA
False_Positive - iR
ZHAIES Unknown
handle_status | & String EHAIEIRE, PRSI T
Open - ¥TH, EiA
Block - fHZE
Closed - %7
ZKAESOpen
sla =S Integer LIRARETE): IREXIESZRE
ZEAY18) . BRfSZ: /NEY
update_time | & String Esrhdal, #8z(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, RX{EENE ML
AKX, TiEMENTEYXAIRTIE],
AT XIER/\X
close_time & String xFIAd1E], #&=(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, RXEENEHA
X, TIEMFITRTXAYATE],
AT XIER/\X
ipdrr_phase e String [EHSEEM R RS
Preparation|Detection and
Analysis|Contain,
Eradication& Recovery|Post-
Incident-Activity
simulation & String Bt =FE
actor & String EHEERER

27



2H BRIk SR fHR
owner & String HEA. REBREA
creator & String BUEA
close reason | & String KIAREA:
=48 - False detection
Ef2R - Resolved
EE - Repeated
Hifth - Other
close_comme | & String XiAFe
nt
malware ES malware ey =tIN s
object
system_info | & Object RAFRER
process B Array of HIEER
process
objects
user_info & Array of BRER
user_info
objects
file_info a5 Array of YIHER
file_info
objects
system_alert_t | & Object HEERIRNHEFE
able
2 4-29 environment
2% =Rk SR A
vendor_type | & String SN S
domain_id & String FBFid
region_id & String Xigid, £FhR55global
cross_workspa | & String HIERBFIRYETE=iEid, &
ce_id BEZENMEANUl, B
ZIERFRYId
project_id & String InHid, =BRSEIAnul
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3£ 4-30 data_source

2% =A%k ST (i35
source_type | & Integer HEReEE, BUESEEINT:
1-=trFm
2-B=Fr"m
3 - HPIAB @
domain_id & String HIRFEFmATERSHId
project_id & String R R mATEIBRYId
region_id & String HRFEFmATEXE, BEREE
EEEERMXMNZRT RENX
company_na |& String B E TR BRI
me
product_name | & String YR RrF- mAYAFR
product_featu | & String FEERINEEE M ZFR, FASkISEE
re T B E0 4R mAYThER St
product_mod | & String KNSR 2R
ule
£ 4-31 alert_type
8% BE W% SRR ik
category & String el
alert_type & String S
R 4-32 network_list
e EE W% SR R
direction B String 5@, BUESEE: IN | OUT
protocol B String i, Ba7EM4ZEaIHMY
2% |ANA registered name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml
src_ip & String JRIPHEHE
src_port & Integer JRi%O, 0-65535
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2% mEwI% SR fiEid
src_domain & String Rl
src_geo & src_geo TRIPRHIB(VEEE
object
dest_ip 5 String BAYIPHbiE
dest_port & String BrYixO, 0-65535
dest_ domain | & String B2
dest_geo & dest_geo BtrIPRIE M EEE
object
Z 4-33 src_geo
2% EEWiI% SR 1k
latitude B Number HE
longitude & Number KRE
city_code & String e 4RRg
country_code | & String E=xRE, 2%I1S0 3166-1
alpha-2, f5l0: CN | US| DE |
IT| SG
2K 4-34 dest_geo
2¥ =A% ST ik
latitude & Number FE
longitude & Number 2RE
city_code a5 String b AR RE =i
country_code | & String E=xfai8, £#I1S0 3166-1
alpha-2, f5gn: CN | US| DE |
IT | SG
% 4-35 resource_list
2% =AUk ST ik
id &5 String =R &EIRId
name & String RIRZTR
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2H BRWIE SR fHR

type & String RIREE; 5|FHZ=RMS type=
254

provider S String =BRS3EFR; 5IF=RMS
provider=2Eg

region_id & String Xis; ZBEB=regionldiES

domain_id B String FEFREMEID, UUIDIRT

project_id & String REAMEIMBID, UUIDAET

ep_id S String WIRHid

ep_name S String EWIRB &R

tags & String TIRFRES
1. &&%50 1 key/valuesid
2. values: F2K255%%%F, VA
:;.E: ?E?&?,E\%ﬁ'l T
- :I /I@

2R 4-36 remediation

B8H =AWk SR faR

recommendat | & String WELIES X

ion

url & String yEi%, IEmzEH—RIEERE
B 1ZURLRAT AN
8, FEERMEEIL

=% 4-37 malware

B8H =% SR ik

malware_fami | & String Y=t 3

ly

malware _class | & String RS
2= 4-38 process

8% B Wi% SR ik

process_name | & String HiEzZ
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2% mEwI% SR fiEid

process_path | & String HEERIT )G ERR

process_pid & Integer #Higid

process_uid & Integer HEAFId

process_cmdli | & String HIEGST

ne

process_paren | & String SHIERTR

t_name

process_paren | & String SOHFEHAT ISR

t_path

process_paren | & Integer Ritrgid

t_pid

process_paren | &5 Integer IR FId

t_uid

process_paren | & String R SIT

t_cmdline

process_child_ | & String FIHIEBIR

name

process_child_ | & String FHIERITIUSFIRIR

path

process_child_ | & Integer FiHigid

pid

process_child_ | & Integer FHZERRId

uid

process_child_ | & String FHIEGSTT

cmdline

process_launc | & String HIZFnhAYE, #&z01S08601:

he_time YYYY-MM-DDTHH:mm:ss.ms
+timezone, RXEEAEHE
HRX, FTiEMETEXAIRTIE],
AR XIER/\X

process_termi | & String HIZLERATE, #83L1S08601:

nate_time

YYYY-MM-DDTHH:mm:ss.ms
+timezone, FIXEE NS ML
HITX, TIEMFITRTXAYATE],
AR XIER/\X
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£ 4-39 user_info

28 BRIk SRR R
user_id i String FAFuid
user_name B String HRP&FR

2 4-40 file_info
2¥ EEWE SR fEiA
file_path & String MR [BIR
file_content P String YRS
file_new_path | & String AL FRIRIR/BFR
file_hash & String M{thash
file_md5 & String X{4md5
file_sha256 & String N {4sha256
file_attr & String it EH

N Rz S4L

K&/ 200

& 4-41 IR Header 2%
2 SHRE R
X-request-id String BXRID &I request_uuid-

timestamp-hostname

% 4-42 IR Body 2%

2% SR #R

code String EEL
message String HEIRER
data AlertDetail object | ¥ EWTR
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3£ 4-43 AlertDetail

2H

SHER

Hik

create_time

String

ICRATE, HIS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BAEHERERKX, L@ XAoRs
15, BARXER/\X

data_object Alert object SELRMER
dataclass_ref dataclass_ref HIBRERNIR
object

format_version Integer FEIURAS

id String EHE—IRR, UUIDIEI, &RA361F
F

type String R

project_id String HEIERId

update_time String BE#ATE, #&=LIS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BABSHRERRX, TEBTITXAIRT
18, BRARXIEZR/\X

version Integer AR

workspace_id String HERYTE=Sa)id

2 4-44 Alert

84 SHEER A

version String EENRARAE, ZFEIEVRI=
SSAIRSHAENE R AHIRAZ—

id String EHBE—HRE, UUIDIER, A361F
F

domain_id String HIEIERR, #WEIEHAFAdomain_id

region_id String HiEiEfs, WEEHPRregion_id

workspace_id String LI E=iaid

labels String BE, (NEBR

environment

environment
object

HEFENREALINMER

data_source

data_source
object

BER LIREIER
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SH

SHERE

1)

first_observed_tim
e

String

BX&EIAYE, #&201SO8601: YYYY-
MM-DDTHH:mm:ss.ms+timezone ., A
XEEANSHERENX, TEERINX
RYESIE], BOARTXIEZR/\X

last_observed_tim
e

String

IE&ABEYE, $&T01SO8601: YYYY-
MM-DDTHH:mm:ss.ms+timezone , By
XEEASEHARENX, TEEITIEX
RYATE], BEOARTXIEZR/\X

create_time

String

ICRAFE, f&=HIS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{Z
BASEHERERKX, Tt Xaond
18, BARXER/\X

arrive_time

String

EIRTE, R&=1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , BYX{Z
BASHEERKX, AT XYY
8, EARTXIEZR/\X

title

String

HEIRR

description

String

%%*Ei&{%l S

source_url

String

SHEZEURLIEE, EREIRER-mPEXRS
BISEFRBBRIRE

count

Integer

FEHRERE

confidence

Integer

EHNEEE. EEENEX TR
IRBIRYITRERIDIRAYRT BE 4 o
EYESEE: 0-100, OFRTEEEHN%,
100X REEE/H100%

severity

String

MEEHER, BYESEE: Tips | Low |
Medium | High | Fatal

15R8:

0: Tips - RAUUE IR,

1: Low - R EXI A TEaRIE
2: Medium - [AERFELIE, BRE

I Yel

3: High - (BRI R,

4: Fatal - [BRUA/RSZEDALEE, LARGLEF
EH—EHRE

criticality

Integer

XiE, RESH SRR ENEEN
KAl

EYESEE: 0-100, OFXRTEEAXE,
100X RFERIR
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2H SR A
alert_type alert_type object | £Z53, FHENSE ( FERATE
X
network_list Array of MEEE
network_list
objects
resource_list Array of SRR
resource_list
objects
remediation remediation *MRGEE
object
verification_state | String WIPIRE, FRRSEERERM . ks
BN
Unknown - R%0
True_Positive - i\
False_Positive - iZ#R
ZHAES Unknown
handle_status String EHAMEIRE, ANESEBINT:
Open - $J7F, .%JU)\
Block - fHZE
Closed - %4
FAINESOpen
sla Integer LORIARETE): 1R E X LIS
18, Bfi: /J\ET
update_time String EAdE, RBRIS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , B X{5
BABHRERKX, TEBTAITXAIRT
18, BRARTXIEZR/\X
close_time String XAATE, #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BABHRERKX, TEBTITXAIAT
18, BRIARTXIEZR/\X
ipdrr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity
simulation String A =FE
actor String SERER
owner String =MEA. RBRMEA
creator String ElFE PN
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objects

2% SRR fiik
close_reason String XAEEA:
i=#& - False detection
Bf#R - Resolved
EE - Repeated
Hfth - Other
close_comment String XAFIe
malware malware object | TEE4
system_info Object RERER
process Array of process | HZEE
objects
user_info Array of user_info | PSR
objects
file_info Array of file_info | X{HER

system_alert_tabl | Object EEERIERNHTEFE
e
2R 4-45 environment
8% SR R
vendor_type String IEHIRES
domain_id String FAFid
region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HIRIRERIAYRELE=Ed, FER=ET
d BEAnull, IRBEFHAWEZICHAFRY
project_id String InHid, Z=BERSEIANULL
2 4-46 data_source
8% SR R
source_type Integer HIEREE, BEEEWT:
1-=ktF
2-B=Frm
3 - HPIAEF @
domain_id String HIRIEr- mFTEWR=/%id
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2% SR fiik

project_id String HEEr-mATEIBRYid

region_id String HiE R~ RAEXE, BEAEECEZE
EtXNZIRTREN

company_name String IR mATE A TIRIATR

product_name String HIEEF YRR

product_feature String FRRINBEF R, AREREIEIS
BISEHRYF= RAYTHREAF 1%

product_module | String NEIRT I

5 4-47 alert_type

2 SR ik

category String 251

alert_type String HEXR

3£ 4-48 network_list

2% SR fiik

direction String FmE, BYESEE: IN | OUT

protocol String i, Ba7EM4ERY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHEE

src_port Integer iRiwO, 0-65535

src_domain String B2

src_geo src_geo object IRIPHIHIE(EER

dest_ip String BAHYIPitbiE

dest_port String BAYi%, 0-65535

dest_domain String B a3

dest_geo dest_geo object | BiRIPHIEREES
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K 4-49 src_geo

2 SR ik

latitude Number G

longitude Number ZE

city_code String o 4mES

country_code String E=xRiEfS, %150 3166-1 alpha-2,
fBl0: CN | US| DE|IT|SG

2K 4-50 dest_geo

2% SR ik

latitude Number FE

longitude Number ZE

city_code String o 4mEs

country_code String E=xRiEfS, %150 3166-1 alpha-2,
fBl0: CN | US| DE|IT|SG

2 4-51 resource_list

¥ SR fik

id String =IRSGRIRId

name String RIREER

type String RIFZEEY; 5|B=RMS typeFE

provider String =IREZBFR; 5IFZ=RMS provider==Eg

region_id String Xig; 1ZERZ=regionldiEE

domain_id String HEFFEWSID, UUIDIER

project_id String BERBIIEID, UUIDIE

ep_id String I IRBid

ep_name String EWIRB &R

tags String ZEIRE

1. 52550 key/valuesyd

2. values: gz K255F%F, HUESEHE:
?%{?lg@l-h N ) /l@
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£ 4-52 remediation

2% SR ik
recommendation | String HELEGE
url String HEEE, IEEIZSEHN—RIEEER. %
URLIAZRAI AN ARIGE, FEEREE
uE

Z 4-53 malware
2 SR ik
malware_family String U= 3
malware_class String TEED3E

2k 4-54 process
2 SR fik
process_name String HiEE
process_path String HIEEHR TG ERR
process_pid Integer BEgid
process_uid Integer HiZARPId
process_cmdline | String HiEGST
process_parent_na | String SHIZRFR
me
prl;ocess_pa rent_pa | String SOHFERIT IR
t
grocess_parent_pi Integer RiHrzid
grocess_parent_ui Integer HERFI
process_parent_c | String RiHEGST
mdline
process_child_na | String FIHIERTR
me
Erocess_child_pat String FHEHIT SRR
process_child_pid | Integer FiHF2id
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2 SR g

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEANSEHRENX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHZLERATE, FEIUISO860T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERTINX
RYESIE], BEOARTXIEZR/\X

2k 4-55 user_info

SH SR R

user_id String FAPRFuid

user_name String BR&FR

£ 4-56 file_info

S SR ik

file_path String MAGIRIR/BR

file_content String YEHERAE

file_new_path String MAFFTIRE /AR

file_hash String Y {&hash

file_md5 String X{Emd5

file_sha256 String N {4sha256

file_attr String Ni& B

£ 4-57 dataclass_ref

2 SR iR

id String HUEEW—FRR, UUIDKRE, &A361
FF

name String BUEZEZIR
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R&RD: 400

2 4-58 [N Header 2%

2% SR fiik
X-request-id String BERID I request_uuid-
timestamp-hostname

% 4-59 IR Body %4

2% SR #R
code String e
message String BiximiA

iERTA

Bl — RS, HEZIRAMYXXX, FREAMYXXX, URLIhttp://xxx, &ERE 4
R, BIEERL, FEEZE LIPS,

{
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
2
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"product_name" : "test",
"product_feature" : "test"
2

"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"labels" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
h?
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx"

]
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"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
T
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
B
"verification_state" : "Unknown - 5R%[, True_Positive - #fiIA, False_Positive - iZR
"handle_status" : "Open - ¥JFF, Block - fEZE, Closed - X[F., EAIAESOpen”,
"sla" : 60000,
"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",

ZIAES Unknown",

"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-

Activity",
"simulation" : "false",
"actor" : "XI—i&",
"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iZk%; EARR,EE HAith",
"close_comment" : "iZ&; EER,ES EHAD",
"malware" : {
"malware_family" : "family",
"malware_class" : "EEHHARE"
B
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
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Ml iz 73~ 451

IR&RS: 200
BlEEEREbodyfk

"code" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f"
2
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
b

"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {

"latitude" : 90,
"longitude" : 180
b
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}

jap

"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",

"type" : "MyXXX",

"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"ep_name" : "MyXXX",

"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
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1
"remediation" : {
"recommendation" : "MyXXX",

"url" : "MyXXX"
L
"verification_state" : "Unknown - k%[, True_Positive - #faIA, False_Positive - iZ#R. EVAES
Unknown",
"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - XA, EAIAESOpen”,
"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",
"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-
Activity",
"simulation" : "false",
"actor" : "XI—i&",
"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iRfE; BRI ES Hith",
"close_comment" : "i24&; EMRR,ES Hith",
"malware" : {
"malware_family" : "family",
"malware_class" : "E&E 5ERE"
T
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
1
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
1
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
1
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"id" : "MyXXX",
"version" : 123,
"format_version" : 123,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX"
}
}
}

T

REH fiik

200 tlEEZIRElbody{k




URI

IBREH

LA fiR

52 LAMEE AP,

400 I EZEIRIR Bl body{K
B2 NERB.

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/alerts

x 4-60 IR1ZSH

2% EEWI% SR fHid

project_id = String ImBAid

workspace_id | 2 String T{E=Sa)id

K 4-61 153k Header 2%

2% mEWI% SR fiEid

X-Auth-Token | 2 String FHPToken,
BILERIAMARSSIRELAHF
Token$E[3REX ( MIRLHSLH
X-Subject-Tokenf9{& )

content-type | 2 String ABEE
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% 4-62 153K Body &%

¥ 2RIk SHER R
batch_ids S Array of MR EZ£a91D%IZE
strings

V=251
R&HL: 200

2 4-63 IR Header 2%

24

SHER

15

X-request-id

String

BEKIDAEILS: request_uuid-
timestamp-hostname

% 4-64 [IRZ Body 2%

2% SR ik

code String EHIRS

message String HEIRER

data BatchOperateAle | it SIREEEREITHR
rtResult object

2K 4-65 BatchOperateAlertResult

28 ST ik
error_ids Array of strings SWid
success_ids Array of strings R Ihid
REB: 400
2k 4-66 WL Header 2%
2 SR )%
X-request-id String BXRID &I request_uuid-

timestamp-hostname
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K 4-67 WLy Body 2

2% SRR fiik
code String ST
message String EiREA

iERTA

fRIB&id/9909494e3-558e-46b6-a9eb-07a8e18cab2 1HIHZE

{
"batch_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]
}

i Nz 73~451
REB: 200
s S &R EbodyiA

{
"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"message" : "Error message",
"data" : {

"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab2f" ],

"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]

}
}
RS
RED iR
200 bR EZR[EIbody{k
400 bR EZEtEi1RIR[E]body A
Z) et
B2 ARG
4.1.4 SEHEEH
INREN4R
HEEEG
BRABE

52 WAMaE AP,
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URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/batch-order

x 4-68 IR1ZSH

2 EEWE SR 1)
project_id = String ImBAid
workspace_id | 2 String T{E=Sa)id
EREH
7 4-69 153K Header 2%
¥ BEwWE SRR iR
X-Auth-Token | 2 String FHPFPToken,
B EABIAMBRSS SRENA F
Token#2[3REX ( MIRZERSLH
X-Subject-Tokenfd{& )
content-type | 2 String AERE
% 4-70 153K Body &%
e EEwE SR 1215
ids ES Array of HEHNEEIdYIE
strings
incident_cont | & incident_cont | AR
ent ent object
2 4-71 incident_content
28 =R SRR i1
title & String HHZR
incident_type | & incident_type | S5{4358Y

object
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2 4-72 incident_type

2 BRIk ST ik
id & String FH2EEld
category & String EHRRIQSE
incident_type | & String e S e
i Rz 24
K389 200
% 4-73 IR Header 2%
28 ST R
X-request-id String BRID IS request_uuid-
timestamp-hostname

K 4-74 uLZ Body 2

2% SR fiik

code String S

message String HIRER

data BatchOperateAle | #tSIR{FESZIRERTSR
rtResult object

2k 4-75 BatchOperateAlertResult

2% SR )%
error_ids Array of strings Swid
success_ids Array of strings RInid
RE&MS: 400
2 4-76 Mg/ Header &4
2¥ SR fid
X-request-id String BXRID A request_uuid-

timestamp-hostname




£ 4-77 O Body 2

2Y SR ik
code String e
message String EiRmA

BK36
E— SRR, £EIDH909494e3-558e-46b6-a9eb-07a8e18cab62f, FH(EID
79909494e3-558e-46b6-a%eb-07a8e18cab21, HEREHEXT, EBIRCHIHE
“ |Z:|:O
{

"ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ],
"incident_content" : {
"title" : "XXX",
"incident_type" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"category" : "DDoSIZE",
"incident_type" : "DNSHMYIE"
}
}
}

i Rz 73~451
RSB 200
st R Ebodyik

{
"code" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"error_ids" : [ "909494e3-558e-46b6-a%eb-07a8e18ca62f" ],
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]

}
}
RS
RS iR
200 L EFREbody{k
400 e EIRIR([O]body{A
HI=g

B2 EIRG .
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SEFR

IRENEZEIFIE
BRI
152 IAalAFAPI,
URI
GET /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/{alert_id}
* 4-78 IRESH
2% BEWI% SR R
project_id = String InHid
workspace_id | 2 String T{F=siaid
alert_id =2 String £Zp
RS
% 4-79 153K Header 2%
2% ik SR fEid
X-Auth-Token | 2 String FHPToken,
BIZERIAMBRSSIRENE R
Token$Z[3KREX ( MARLEE LA
X-Subject-Tokenf3{& )
content-type | 2 String PSS
IDJVE=S5't
R 200
2K 4-80 Wi Header 2%
2% SRR fi#ik
X-request-id String BERID I request_uuid-

timestamp-hostname
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2 4-81 [ Body &%

2% SR E[::)%

code String EEL)

message String HIRER

data AlertDetail object | &E1F1EXTR

& 4-82 AlertDetail

B8H SR A

create_time String 1ICRATE, #EI1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{Z
BASESHRERKX, TABFTITXAIRT
i8], EOARXIER/\X

data_object Alert object EELMEE

dataclass_ref dataclass_ref HIBRRNIR

object

format_version Integer BUhRA

id String EHBE—HRE, UUIDIER, &A361F
5

type String Rty

project_id String HeInBE/Yid

update_time String EFATE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , B4X{5
BASHRENKX, LA XAYRT
18], EOARTXIER/\X

version Integer hRZR

workspace_id String HENTE=Eid

2 4-83 Alert

2H SRR )

version String SEWRIRA, ZFZRIOEVRA=
SSARRSRENE B &R AZ—

id String EHE—IRR, UUIDIET, &A361F
&

domain_id String HiEERE, #HEIEAFPHdomain_id
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2% SR fiik

region_id String HIEREE, WEFEAP Iregion_id
workspace_id String HEITF=iaid

labels String &, (NER

environment

environment
object

BEFERIMNESIRER

data_source

data_source
object

ER EHREURER

first_observed_tim | String BIRATIASE, $BI1S08601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone , AF
XEENEHEERNX, TEFERFITX
RORTIE], BUARTXIER/\X

last_observed_tim | String I TIATE, #ISO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone ., B
XEENEHERERNX, TERFRINX
RORTIE], BUARTXIER/\X

create_time String IDRATE, #&zLI1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASHEERNKX, LR Xa9RT
15, BARXER/\X

arrive_time String EATE, $8IS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASHEERNK, AT XAYRT
15, BARXER/\X

title String EEEPRI

description String SEHEAER

source_url String HEURLEEE:, BOURRTmPEXS
B EARYRE

count Integer EHEERE

confidence Integer EHNEREE. EEENEX SEIRE

IRBIAST AERIEIRRAY AT BEME .
EYESEE: 0-100, 0OFXRTREEEN%,
100FREFEEH100%
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2 SR g
severity String EMER, BYESEE: Tips | Low |
Medium | High | Fatal
154RR:
0: Tips - KRAVUE T EIRR,
1: Low - oI el T RAE o
2: Medium - [ARFEELE, BRE
=
3: High - [BlRRARISEER
4: Fatal - [Q)RRAZRZBNANEE, LARGLEF=
SH—ERRE
criticality Integer K, RIESHERIIRENEZEY
KAl
EUESEE: 0-100, OFRFEFEAKEE,
100X RRXBRIR
alert_type alert_type object | HZHXE, FHENSE ( FEXETE
XH
network_list Array of MEEEE
network_list
objects
resource_list Array of SNER
resource_list
objects
remediation remediation IR
object
verification_state | String PR, FRRSEHRYERME, ks
BN
Unknown - K40
True_Positive - ffiiA
False_Positive - i21R
ZXIAEBUnknown
handle_status String EHAMIEIRE, AESEBINT:
Open - T, BAIA
Block - PAZE
Closed - 7
FXIAEEOpen
sla Integer LJRARATE): RENCIZZIFELAT

8o BB B
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objects

2% SRR fR

update_time String EFATIE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , Bt X{5
BABHEERRX, LA XAET
i8], EARXIER/\X

close_time String XAATE, #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{S
BABHRERKX, TEETITXAIAT
18, EARXIER/\X

ipdrr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

simulation String Bid=FER

actor String SEEER

owner String HMEA. RBRMEA

creator String eI A

close_reason String FAEE:
1=#% - False detection
BEf#R - Resolved
&EE - Repeated
Hfth - Other

close_comment String KiAFIL

malware malware object | TEE4

system_info Object AGER

process Array of process | HIZ(ER

objects
user_info Array of user_info | FHFP{SE
objects
file_info Array of file_info | X{HEE

system_alert_tabl | Object SEERIRNBEFER
e
£ 4-84 environment
2% SRR R
vendor_type String b2 N =Y ]

56



2% SR fiik

domain_id String FAFid

region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HiEERRELE=Eid, mRETET
d {BEAnull, RBEHREZIEAFTId
project_id String InHid, £BERSEHIAnull

3£ 4-85 data_source

2% SR fiik
source_type Integer HIERRE, BECEWT:
1-=tkFm
2 - B=Hrm
3 - HHPFAEFm
domain_id String HIRIEr- mETEWR=48%id
project_id String HERE mATEIRRYid
region_id String HEE-mArEXE, BERRETEE
EMXINEIRTREN
company_name String HIREF mTE A ERER
product_name String HIRRF RAYBIR
product_feature String FranlBesFERFR, FARISIEE R
BRI GRAYTHEEAFIE
product_module | String MIEIRSZR
< 4-86 alert_type
2% SR faig
category String 251
alert_type String HEXR
% 4-87 network_list
2% SR ik
direction String FmE, BYESEE: IN| OUT
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2H SR )

protocol String i, Ba7EM4ERIHMY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHELE

src_port Integer iJRim O, 0-65535

src_domain String R

src_geo src_geo object TRIPHIHIE(EER

dest_ip String BAYIPHbiE

dest_port String BAYixO, 0-65535

dest_domain String Ba9E=A

dest_geo dest_geo object BRI PROBIEVEER

£k 4-88 src_geo

e SR ik

latitude Number FE

longitude Number =z

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

fBla0: CN | US| DE|IT|SG
Z 4-89 dest_geo

28 SHRE R

latitude Number FE

longitude Number ZE

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

Ig0: CN | US| DE | IT | SG
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3£ 4-90 resource_list

2¥ SR ik

id String =hRSF &R

name String HIEBIR

type String HIFEE; 5|HZERMS type=FE

provider String =IRSEFR; SIAZ=RMS provider=E&

region_id String Xig; iZBE=regionldiES

domain_id String IRFTEKSID, UUIDASIC

project_id String BERBIIEID, UUIDFE

ep_id String I IRHid

ep_name String AIRBZFR

tags String RIFIRES
1. %501 key/valuesyd
2. values: gz K255F%%F, HUESEH:
FEHF S - =, @

% 4-91 remediation

2¥ SR ik

recommendation | String MBS L

url String %, IEEZSEHN—RIEEER. %
URLARBTLANARIGIE, FREREE
iE

K 4-92 malware

2% SR faig

malware_family String EERE

malware_class String TR

2K 4-93 process

2% SR ik

process_name String HIEZH

59



28 SR ik

process_path String HIEERIT )G ERR

process_pid Integer BEEid

process_uid Integer HEAFId

process_cmdline | String HiEGSIT

process_parent_na | String SOHIZRFR

me

process_parent_pa | String SOHIERIT IR

th

process_parent_pi | Integer Rirzid

d

process_parent_ui | Integer HFZRAFId

d

process_parent_c | String iR ST

mdline

process_child_na String FIHIZZIR

me

process_child_pat | String FHEHIT SRR

h

process_child_pid | Integer FiHFz2id

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHARERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHELERATE, EIUISO8601T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERINX
RYESIE], BEOARTXIEZR/\X

2% 4-94 user_info

2¥ SR )%

user_id String FRFuid

user_name String HR&FR

60



BRI

£ 4-95 file_info

28 ST R
file_path String MG /AR
file_content String PYL PSS
file_new_path String MAFFTIRIR /AR
file_hash String X {&hash
file_md5 String X{Emd5
file_sha256 String Y {&sha256
file_attr String X EH
=X 4-96 dataclass_ref
2 ST R
id String %ﬁﬁ%ﬂ&—ﬁiﬂ, UUIDAEZL, &mAKR361
FOF
name String HIBEZR
IRE&RS: 400
K 4-97 o Header 2%
2¥ ST [11)% 3
X-request-id String BXRID I request_uuid-

timestamp-hostname

2 4-98 WL Body 2#

2% SR fiid

code String IR

message String EiRmEA
7
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N Rz 7~

IRE&RS: 200
IRENEEF BIREbodyfk

"code" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f"
2
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : "4",
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
b

"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {

"latitude" : 90,
"longitude" : 180
b
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}

11

"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

11

"remediation" : {
"recommendation" : "MyXXX",

62



"url" : "MyXXX"

L

"verification_state" : "Unknown - k%0, True_Positive - #faIA, False_Positive - iZ#R . ENAES
Unknown",

"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - X[, EAIAESOpen”,

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",
"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-

Activity",
"simulation" : "false",
"actor" "i'J-T@",

"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iRfE; BRI ES Hith",
"close_comment" : "i24&; ERRR,ES Hith",
"malware" : {
"malware_family" : "family",
"malware_class" : "E&E S5ERE"
T
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
1
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
jyH
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
1
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"id" : "MyXXX",
"version" : 11,
"format_version" : 11,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX"
}
}
}

T

REED fEik

200 SRENEZ¥BIREbody K

400 RIS EiFBiEIRIREbodyfk




URI

==
18

xR

&

F—d

%5

wiESZE, RIBSCAMEKRIBIEES, KIEKRIFIAREH

152 IANalEBAPI,

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/{alert_id}

x 4-99 IR1RSH

2% AUk S fEiA
project_id = String ImRid
workspace_id | 2 String T{F=siaid
alert_id =2 String =t—1Ip)
% 4-100 153K Header 23
28 =R SRR ik
X-Auth-Token | 2 String FHPToken,
B EABIAMBRSSSREXA F
Token$E[3REX ( MIRLHS LA
X-Subject-Tokenf9{& )
content-type | 2 String AERE
7 4-101 153K Body S
¥ B EwWik ST fiEid
batch_ids & Array of EIEERIDYIE
strings
data_object & Alert object HELKNMEE
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2% 4-102 Alert

2H

SHER

1%

version

o |
i
5

String

EENRARA, 1ZFERAYEY
MATSSABRSSHRERIE 5 &
WRAZ—

id

iy

String

EHM—IRE, UUIDET, &
K36 NEF

domain_id

i1y

String

HiERER, WEERPRY

domain_id

region_id

iy

String

HERiBE, WEEAFR

region_id

workspace_id

String

SRR T{E=Eid

labels

String

i, (NEx

environment

N | DN | N

environment
object

BEFENRRSIRER

data_source

iy

data_source
object

BEX LIREIER

first_observed
_time

iy

String

BXATIRTE, #&z01S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEAEHA
HATX, FTIEREITRTXAYATE],
AR XIER/\X

last_observed
_time

iy

String

IE&BIAYE, #&T01SO8601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, ITXEEAEHA
AKX, FTiEMENTESXAIRTIE],
AT XIER/\X

create_time

iy

String

ICRATE, 18=01S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, RIX{EEASEHA
AKX, FTiEMETESXAIRTIE],
AR XIER/\X

arrive_time

iy

String

ZWRdiE, #8zL1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, RIX{EEASEHA
AKX, FTiEMEITESXAIRTIE],
AR XIER/\X

title

String

HEITE

description

String

EERRXMER

source_url

O | DN | DN

String

EEURLER, EREER"Mm
hE XSRS FRIBARE
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2H BRWIE SR fHR
count & Integer EHRERE
confidence B Integer EHNEEE. BEENTEXES
iR BBIR BRI T AR DAY T BE
4,
BVESERE: 0-100, OFRTEE
EH0%, 100RREEES
100%
severity & String MENER, BYESEE: Tips |
Low | Medium | High | Fatal
B
0: Tips - RATUE(TEIE,
1: Low - EFFXS @I TE
(EEELEN
2: Medium - [ARAFELE, B
REZ,
3: High - [R50 E .
4: Fatal - [B)RRAZRSZBDRMEE,
ARG LEF=Ei#—2AIRE
criticality B Integer X, RIESHCRIEIER
BEMLR
EYESEE: 0-100, 0FRRZFR
X, 100R " KBER
alert_type S alert_type EEDR, FHENSE (FE
object FERITEN )
network_list | & Array of RLEEE
network_list
objects
resource_list & Array of SENER
resource_list
objects
remediation & remediation | ¥MNEIEE
object
verification_st | & String IIBIRE, FRRSE AR

ate

AESEEN T
Unknown - K40
True_Positive - FfaiA
False_Positive - 1=#
ZKAESUnknown
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2% mEwI% SR fiEid
handle_status | & String EHMBIRES, TR
Open - T7F, BAIA
Block - fEZE
Closed - %7
FAEESOpen
sla =S Integer LIRIARETE): IREXIESZRT
ZEAtE) . BBz /NEY
update_time | & String Esrhdal, #8z(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, AX{EENE ML
ERX, TiEMRTETXAIRTE,
AT XIER/\X
close_time i String *AagE, #&=L1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, RX{EENE ML
ERX, TiEMERTETXAIRTE],
AT XIER/\X
ipdrr_phase & String R/ EM RS
Preparation|Detection and
Analysis|Contain,
Eradication& Recovery|Post-
Incident-Activity
simulation S String A=
actor & String EFERFER
owner & String HIEA. BRSBHEA
creator & String EUEIN
close_reason | & String XIARE:
iR1& - False detection
EfFR - Resolved
&£ - Repeated
Hfth - Other
close_comme | & String XiAFe
nt
malware & malware TR
object
system_info B Object AREE
process & Array of HEEER
process
objects
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2% mEwI% SR fiEid
user_info ES Array of BR{ER
user_info
objects
file_info B Array of NEER
file_info
objects
system_alert_t | & Object SESRIERNNBEFER
able
2% 4-103 environment
2% BEWIE SR R
vendor_type & String MBI
domain_id & String fAFid
region_id & String Xigtid, £ER35global
cross_workspa | & String HIEIRBEIRYETE=iEid, &
ce_id BEZE™MEAN, RIBEIH
ZIEHAFMId
project_id & String InHid, =BRSEIAnull
2k 4-104 data_source
2% Bk SR fEiA
source_type | & Integer HIEFEEE, EEEWNT:
1-=tF&
2-B=Fr"m
3 - HFTABF @
domain_id ES String HIRRE~ T EKSA%id
project_id & String HRFEmATEIERNId
region_id & String HRFEFmATEXE, BEREE
EEEEXINEZIRTREX
company_na |& String HIEE TR AT
me
product_name | & String IR R GmAYR TR
product_featu | & String FEmIIREFIE 2R, FRISIAG

re

WESEIEHRI RAVIHRES
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2% mEwI% SR fiEid
product_ mod | & String S LRG) 2
ule
£ 4-105 alert_type
2% B SR fEiA
category & String =51
alert_type & String HEER
£ 4-106 network_list
2% EawI% SR ik
direction B String FmE, BUESEE: IN | OUT
protocol S String X, B87EFf4ERIHMMY
2% |ANA registered name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml
src_ip & String JRIPHbLIE
src_port & Integer iRixHE, 0-65535
src_domain & String Rt
src_geo ES src_geo TRIPRIBIEEER
object
dest_ip & String BHaYIPithiit
dest_port & String BrYiwE, 0-65535
dest domain | & String BrIEZ
dest_geo S dest_geo BiRIPHIIE I BEE
object
Z 4-107 src_geo
2% =R WI% SR fik
latitude S Number FHE
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2% BEWI%E SRR ik
longitude & Number ZE
city_code 5 String b AR
country_code | & String ExREE, 2%I1S0 3166-1
alpha-2, #l&0: CN | US| DE |
IT| SG
X 4-108 dest_geo
BH =% SR ik
latitude & Number HE
longitude & Number ZE
city_code & String IR
country_code | & String ExREE, 2%I1S0 3166-1
alpha-2, ffgn: CN| US| DE |
IT| SG
& 4-109 resource_list
2% BEWI% SR R
id &5 String =R &EIRId
name & String RIBEZTR
type & String RIFEE; 5|FHZ=RMS type=
125
provider S String =IRSEMR; 5|F=RMS
provider=FEg
region_id & String Xis; &BEB=regionldiES
domain_id & String EFfEWSID, UUIDFE
project_id & String RIEFFEINAID, UUIDIET
ep_id & String ®IIRBid
ep_name & String SWITEZFR
tags & String RIRIRES
1. %501 key/valuesid
2. values: &z K255FFF, BUE
;H-E’l@: $E§£$IEWI+I ! :I .
— :I /I@
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2% 4-110 remediation

el =AWk SHRT R

recommendat | & String HEOIESE

ion

url & String §E%, IBEZSEN—RIESE

Bo ZURLRATLAMN ARG
8, FRERMEI

2 4-111 malware

2% =A%k SRR RER

malware_fami | & String TR

ly

malware_class | & String =N eSS
2 4-112 process

2% BEWI% SRR R

process_name | & String HIER

process_path | & String HEERATIHER R

process_pid & Integer #Higid

process_uid & Integer yeig == alle

process_cmdli | & String HIEGST

ne

process_paren | & String IHIERFR

t_name

process_paren | & String SOHFEAT I ER IR

t_path

process_paren | & Integer itrgid

t_pid

process_paren | & Integer EFEAFId

t_uid

process_paren | & String REERST

t_cmdline

process_child_ | & String FIHIEZFR

name

71




2 BRI SR i)

process_child_ | & String FHERITIUSFIRIR

path

process_child_ | & Integer FiHigid

pid

process_child_ | & Integer FHERARI

uid

process_child_ | & String FHEEDSSIT

cmdline

process_launc | & String HiZEEATE, #83L1S08601:

he_time YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEANEHA
$RTX, FoiEARTEYXAYATE],
AT XIER/\X

process_termi | & String HIZEETRATE), #&=01S08601:

nate_time YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEANEHL
$RTX, FoiERRTEYXAYATE],
AT XIER/\X

2 4-113 user _info

2 ey i SR )%

user_id & String FFuid

user_name & String BRZR

£ 4-114 file_info

¥ BRI SHEER i)

file_path & String NG /AR

file_content P String RS

file_new_path | & String MAFFIRER /TR

file_hash = String M {thash

file_md5 S String X A{Emd5

file_sha256 s String N {%sha256

file_attr & String NiEEHE
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MR SEL

R&RS: 200

2% 4-115 @i Header &%

2% SR fiik
X-request-id String BERIDEI S request_uuid-

timestamp-hostname

2 4-116 I[IK7 Body 2%

2% SR fiik
code String FESL)
message String HIRER
data AlertDetail object | ¥ ETR
2 4-117 AlertDetail
2¥ SR fik
create_time String 1oRATE, #zL1SO8601: YYYY-MM-

DDTHH:mm:ss.ms+timezone , AYX{S
BASHRERKX, TiEETITXAYRT
15, BARXER/\X

data_object Alert object EELKMEE
dataclass_ref dataclass_ref 6 =ESOES
object

format_version Integer FEIUhR A

id String EHBE—FHE, UUIDIER, BA361N=E
=

type String HiELn

project_id String SpE/Id

update_time String BEEATE, #&=LISO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , BYX{S
BASHEERNK, AT XART
8, BARXER/\X

version Integer RS

workspace_id String HEIRT{E=sa)id
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% 4-118 Alert

2% SHRT ik

version String EEWRARA, ZFERIEV RIS
SSARRSSHERIE B R RAZ—

id String %#uﬁ—ﬁi,ﬂ\, UUIDIET, mA361F
1~

domain_id String HIERER, #WEIEAFAdomain_id

region_id String HIEES, #EIERAFAregion_id

workspace_id String HEITF=iaid

labels String e, (NEBR

environment

environment
object

BHEFERMESIRER

data_source

data_source
object

ENR EHREUER

first_observed_tim
e

String

BURATIATE, #83(I1SO8601: YYYY-
MM-DDTHH:mm:ss.ms+timezone , A
XEENEHRENKX, TEBRTITX
AYATIE], BOARTXIER/\X

last_observed_tim
e

String

RILATIATE, #8z01S0O8601: YYYY-
MM-DDTHH:mm:ss.ms+timezone , By
XEENEHRENX, TEFTITX
RORTIE], BOARTXIER/\X

create_time

String

iCRATE, 8=IS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AFX{S
BASEHERERNKX, LR XaoRT
8, BARXIER/\X

arrive_time

String

EEAtE, 18=1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASEHERERKX, TiEEriXART
15, BARXER/\X

title

String

HEIRH

description

String

SEERER

source_url

String

SEURLIEE, EREIERETmPEXRS
BISEHREBRYIRE

count

Integer

SHRERE

confidence

Integer

EHNEREE. EEENEX SHERA
IRBIAY T AR IBIRRAY AT BE M o
EYESEE: 0-100, OFRREFEEN%,
100X REEE100%
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2 SR g
severity String EMER, BYESEE: Tips | Low |
Medium | High | Fatal
154RR:
0: Tips - KRAVUE T EIRR,
1: Low - oI el T RAE o
2: Medium - [ARFEELE, BRE
=
3: High - [BlRRARISEER
4: Fatal - [Q)RRAZRZBNANEE, LARGLEF=
SH—ERRE
criticality Integer K, RIESHERIIRENEZEY
KAl
EUESEE: 0-100, OFRFEFEAKEE,
100X RRXBRIR
alert_type alert_type object | HZHXE, FHENSE ( FEXETE
XH
network_list Array of MEEEE
network_list
objects
resource_list Array of SNER
resource_list
objects
remediation remediation IR
object
verification_state | String PR, FRRSEHRYERME, ks
BN
Unknown - K40
True_Positive - ffiiA
False_Positive - i21R
ZXIAEBUnknown
handle_status String EHAMIEIRE, AESEBINT:
Open - T, BAIA
Block - PAZE
Closed - 7
FXIAEEOpen
sla Integer LJRARATE): RENCIZZIFELAT

8o BB B
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objects

2% SRR fR

update_time String EFATIE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , Bt X{5
BABHEERRX, LA XAET
i8], EARXIER/\X

close_time String XAATE, #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{S
BABHRERKX, TEETITXAIAT
18, EARXIER/\X

ipdrr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

simulation String Bid=FER

actor String SEEER

owner String HMEA. RBRMEA

creator String eI A

close_reason String FAEE:
1=#% - False detection
BEf#R - Resolved
&EE - Repeated
Hfth - Other

close_comment String KiAFIL

malware malware object | TEE4

system_info Object AGER

process Array of process | HIZ(ER

objects
user_info Array of user_info | FHFP{SE
objects
file_info Array of file_info | X{HEE

system_alert_tabl
e

Object

HEEENRNTREFR

2% 4-119 environment

24

SHER

114

vendor_type

String

MR AR
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2% SR fiik

domain_id String FAFid

region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HiEERRELE=Eid, mRETET
d {BEAnull, RBEHREZIEAFTId
project_id String InHid, =BRSEFIAnull

2 4-120 data_source

2% SR fiik
source_type Integer HIERRE, BECEWT:
1-=tkFm
2 - E=Fm
3 - HHPFAEFm
domain_id String HIRIEr- mETEWR=48%id
project_id String HERE mATEIRRYid
region_id String HEE-mArEXE, BERRETEE
EMXINEIRTREN
company_name String HIREF mTE A ERER
product_name String HIRRF RAYBIR
product_feature String FranlBesFERFR, FARISIEE R
BRI GRAYTHEEAFIE
product_module | String MIEIRSZR
2 4-121 alert_type
2% SR faig
category String 251
alert_type String HEXR
% 4-122 network_list
2% SR ik
direction String FmE, BYESEE: IN| OUT
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2H SR )

protocol String i, Ba7EM4ERIHMY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHELE

src_port Integer iJRim O, 0-65535

src_domain String R

src_geo src_geo object TRIPHIHIE(EER

dest_ip String BAYIPHbiE

dest_port String BAYixO, 0-65535

dest_domain String Ba9E=A

dest_geo dest_geo object BRI PROBIEVEER

2 4-123 src_geo

e SR ik

latitude Number FE

longitude Number =z

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

fBla0: CN | US| DE|IT|SG
2 4-124 dest_geo

28 SHRE R

latitude Number FE

longitude Number ZE

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

Ig0: CN | US| DE | IT | SG
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2= 4-125 resource_list

2¥ SR ik
id String =hRSF &R
name String HIEBIR
type String HIFEE; 5|HZERMS type=FE
provider String =IRSEFR; SIAZ=RMS provider=E&
region_id String Xig; iZBE=regionldiES
domain_id String IRFTEKSID, UUIDASIC
project_id String BERBIIEID, UUIDFE
ep_id String I IRHid
ep_name String AIRBZFR
tags String RIFIRES
1. %501 key/valuesyd
2. values: gz K255F%%F, HUESEH:
FEHF S - =, @
2 4-126 remediation
2¥ SR ik
recommendation | String MBS L

url String

HE1E, IEEZEHN—RIEEER. %
URLARATLAN S RIGIE], ANEERMHIE
Uk

% 4-127 malware

2% SR faig

malware_family String EEXKIE

malware_class String TR
2K 4-128 process

2% SR ik

process_name String HEZ
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28 SR ik

process_path String HIEERIT )G ERR

process_pid Integer BEEid

process_uid Integer HEAFId

process_cmdline | String HiEGSIT

process_parent_na | String SOHIZRFR

me

process_parent_pa | String SOHIERIT IR

th

process_parent_pi | Integer Rirzid

d

process_parent_ui | Integer HFZRAFId

d

process_parent_c | String RiHIESST

mdline

process_child_na String FIHIZZIR

me

process_child_pat | String FHEHIT SRR

h

process_child_pid | Integer FiHFz2id

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHARERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHELERATE, EIUISO8601T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERINX
RYESIE], BEOARTXIEZR/\X

2 4-129 user_info

2% SR HR

user_id String FRFuid

user_name String HR&FR

80



2% 4-130 file_info

e SR )53
file_path String MAEEIR /AR
file_content String YHERAE
file_new_path String AHHTIRIR [ AFR
file_hash String N {4hash
file_md5 String Xfmd5
file_sha256 String Y {&sha256
file_attr String XiHEHE
% 4-131 dataclass_ref
2% ST )%
id String @E%ﬂ&—ffﬁ,ﬂ\, UUIDA8IL, &=AK361
FF
name String HIREBR
W&G: 400
% 4-132 M/ Header &%
2 SR )53
X-request-id String BXRID &I/ request_uuid-

timestamp-hostname

% 4-133 g Body &%

2% SR faik
code String IR
message String EiRmEA

i5Rpl

EI—5EE, SZEBRAMYXXX, URLAttp://xxx, REXRERAR, BIEEH4,

TEEFRItips.

{
"data_object" : {
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"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
%
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f"
B
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
T
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
L
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
B

"verification_state" : "Unknown - k%, True_Positive - #fitA, False_Positive - iR
"handle_status" : "Open - ¥JFF, Block - PBZE, Closed - X[F. EAIAESOpen”,

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",

ZAES Unknown",

"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-

Activity",
"simulation" : "false",

"actor" : "XI—i&",
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Ml iz 73~ 451

"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iZk%; EMRR,EE HAith",
"close_comment" : "iZ&; EER,ES EHAAD",
"malware" : {
"malware_family" : "family",
"malware_class" : "J&=HFARNE"
B
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"

IRE&RS: 200
ErEEiREbodyk

"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
}

n

data_source" : {

"source_type" : 3,

"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",

"title" : "MyXXX",

"description" : "This my XXXX",

"source_url" : "http://xxx",

"count" : 4,

"confidence" : 4,

"severity" : "TIPS",
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"criticality" : 4,
"alert_type" : { },
"network_Llist" : [ {
"direction" : {
"IN" : null
h
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
h
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
T
"verification_state" : "Unknown - 5%, True_Positive - #f§iA, False_Positive - iZiR . ZRAES
Unknown",
"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - X[, EAIAESOpen”,
"sla" : 60000,
"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",
"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-
Activity",
"simulation" : "false",
"actor" : "XI—{&",
"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "R, BRI ES Hith",
"close_comment" : "i24&; EMRR,ES Hith",

"malware" : {
"malware_family" : "family",
"malware_class" : "E&E S5ERE"
L
"system_info" : { },
"process" : [ {

"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

1

"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"

jaH

"file_info" : [ {
"file_path" : "MyXXX",
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"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
1
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"id" : "MyXXX",
"version" : 11,
"format_version" : 11,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX"

}
}
}
RS
REEE R
200 EFEEIR[Ebody{k
400 B EZEIRIREbody{k
e
52 EIRE.

4.2.1 BREHIIER
ThRENA

BRELTIE
ERRE

B TATIARAPI.

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/incidents/search
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% 4-134 BR2&H

2% =AWk SR )
project_id = String ImRid
workspace_id | 2 String T{E==E)id
IBRESH
& 4-135 153K Header 2%
2% BRIk SR fHR
X-Auth-Token | 2 String FFToken,
BT A RIAMBRSS AR
Token$Z[M¥REX ( MIR;E 2k
X-Subject-Tokenfd{& )
content-type | 2 String AERE
3 4-136 153K Body &
2¥ =AWk SR ik
limit &= Integer PIRAN
offset & Integer mis=2
sort_by & String HEFF=FE&: create_time |
update_time
order B String HEF A= : DESC | ASC
from_date B String ERFFIAATE, Fan:
2023-02-20T00:00:00.000Z
to_date S String ¥EZREETRAYE), Bn:
2023-02-27T723:59:59.9997
condition & condition EREZMRILTY
object
& 4-137 condition
2% =AWk SR A
conditions & Array of FIEAFIZE
conditions
objects
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2% mEwI% SR fiEid
logics & Array of FIEANBFRIIE
strings
£k 4-138 conditions
2 B SR fEiA
name B String KA BTR
data & Array of RERXABRTIE
strings
In)VE=S5't
REME: 200
2 4-139 i Header 3#
2% SR #R
X-request-id String BXRID &I request_uuid-

timestamp-hostname

2 4-140 I Body 2%

2% SR ik
code String e
message String HEIREE
total Integer EHLH
limit Integer DRAN
offset Integer [=TE4=s
success Boolean EAR/EIh
data Array of EHYIZE

IncidentDetail

objects
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2 4-141 IncidentDetail

2H SHER Hik

create_time String 1oRATE, #8z(I1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BERNEHEERNRX, TEEriTXAeT
8, EARXER/\X

data_object Incident object EHELAEE
dataclass_ref dataclass_ref 6 =ESOES
object
format_version Integer FEIUhR A
id String EHE—FRE, UUIDKED, mA36NFE
=
project_id String LB BRYid
update_time String BEATE, #&=LIS08601: YYYY-MM-

DDTHH:mm:ss.ms+timezone , AHX{S
BEAEERENKX, TiEEirisXaoaT
iq, BARXER/\X

version Integer hRZS
workspace_id String HEIRITF=iaid

2 4-142 Incident

8% SR A
version String EHXIRARAE, ZFEINEVRI
SSAIRSHHAENEBE B A IRAZ—
id String EHHHBE—FHE, UUIDIKER, BA361NF
F
domain_id String HIEIERE, #WEIEHAFAdomain_id
region_id String HiEiEfs, HEEHPRregion_id
workspace_id String LI E=iaid
labels String e, (NEBR
environment environment EHFERNTBAIRER
object
data_source data_source BR LIREYER
object
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SH

SHERE

1)

first_observed_tim
e

String

BX&EIAYE, #&201SO8601: YYYY-
MM-DDTHH:mm:ss.ms+timezone ., A
XEEANSHERENX, TEERINX
RYESIE], BOARTXIEZR/\X

last_observed_tim
e

String

IE&ABEYE, $&T01SO8601: YYYY-
MM-DDTHH:mm:ss.ms+timezone , By
XEEASEHARENX, TEEITIEX
RYATE], BEOARTXIEZR/\X

create_time

String

ICRAFE, f&=HIS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{Z
BASEHERERKX, Tt Xaond
18, BARXER/\X

arrive_time

String

EIRTE, R&=1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , BYX{Z
BASHEERKX, AT XYY
8, EARTXIEZR/\X

title

String

SRR

description

String

FEHHEIAMER

source_url

String

FHURLIEE, EREIRERE-mPEXRS
BISEFRBBRIRE

count

Integer

FEHRERE

confidence

Integer

EHNEEE. EEENEX TR
IRBIRYITRERIDIRAYRT BE 4 o
EYESEE: 0-100, OFRTEEEHN%,
100X REEE/H100%

severity

String

TEUER, BYETE: Tips | Low |
Medium | High | Fatal

15408

0: Tips - ARAMFH o)z

1: Low - EFE XS AR T ETIRIE -
2: Medium - [AERFELIE, BRE

3: High - [BRUWA L5 cabiE .

4: Fatal - [AJRRAZRSZBIRNER, LABGLEF=
EH—HIRE

criticality

Integer

XiE, RESH SRR ENEEN
KAl

EYESEE: 0-100, OFXRTEEAXE,
100X RFERIR
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SH

SHERE

)

incident_type

incident_type
object

DL, FHENSE (HESHME
BEN)

network_list Array of MEEE
network_list
objects

resource_list Array of SRR
resource_list
objects

remediation remediation *MRGEE

object

verification_state

String

WIPIRE, FRRSEERERM . ks
BN

Unknown - R%0

True_Positive - i\

False_Positive - iZ#R

ZHAES Unknown

handle_status

String

EHIRIRE, ANESEBINT:
Open - ], BAIA

Block - fEZE

Closed - %4

FAINESOpen

sla

Integer

LRIARESE): IR EXPLIESZFERT
8o BB NEF

update_time

String

EHATE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AYX{S
BASEHERERKX, Tt Xaons
1, BUARXER/\X

close_time

String

F*FAdiE, &=1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BAFHERERKX, TiEETITXAYRT
15, BARXER/\X

ipdrr_phase

String

EER/ A EMRRS

Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

simulation

String

BT RR

actor

String

FHREER

owner

String

HEA RSEEA

creator

String

BIEA
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objects

2% SRR fiik
close_reason String XAEEA:
i=#& - False detection
Bf#R - Resolved
EE - Repeated
Hfth - Other
close_comment String XAFIe
malware malware object | TEE4
system_info Object RERER
process Array of process | HZEE
objects
user_info Array of user_info | PSR
objects
file_info Array of file_info | X{HER

system_alert_tabl
e

Object

SHEEIRNTEFR

% 4-143 environment

2% SR fiik

vendor_type String INE AN

domain_id String FAFid

region_id String Xigid, £BEARSglobal
cross_workspace_i | String HIRIRERIAYRELE=Ed, FER=ET
d {BEAnull, REBEHREIEAFTId
project_id String ImBid, £FRSEIANull

2 4-144 data_source

2%

SHEE

1)

source_type

Integer

HEIRER,
1-=EFm

2-F=Fr"m
3 - HFTABF R

EESEET:

domain_id

String

IR mEr B SHYId
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2% SR fiik

project_id String HEEr-mATEIBRYid

region_id String HiE R~ RAEXE, BEAEECEZE
EtXNZIRTREN

company_name String IR mATE A TIRIATR

product_name String HIEEF YRR

product_feature String FrRINEEF R TR, FsRIgERNES
BISEHRYF= RAYTHREAF 1%

product_module | String NEIRT I

2K 4-145 incident_type

2 SR ik

category String 251

incident_type String E (LS Sidl

2 4-146 network_list

2% SR fiik

direction String FmE, BYESEE: IN | OUT

protocol String i, Ba7EM4ERY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHEE

src_port Integer iJBim, 0-65535

src_domain String B2

src_geo src_geo object RIPROHIR A B(ER

dest_ip String BAHYIPitbiE

dest_port String BAYi%, 0-65535

dest_domain String BrYiE=

dest_geo dest_geo object | BiRIPHIEREES
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2 4-147 src_geo

2 SR ik

latitude Number G

longitude Number ZE

city_code String o 4mES

country_code String E=xRiEfS, %150 3166-1 alpha-2,

fBl0: CN | US| DE|IT|SG

2K 4-148 dest_geo

2% SR ik

latitude Number FE

longitude Number ZE

city_code String o 4mEs

country_code String E=xRiEfS, %150 3166-1 alpha-2,

fBl0: CN | US| DE|IT|SG

2 4-149 resource_list

¥ SR fik

id String =IRSGRIRId

name String RIREER

type String RIFZEEY; 5|B=RMS typeFE
provider String =IREZBFR; 5IFZ=RMS provider==Eg
region_id String Xig; 1ZERZ=regionldiEE
domain_id String HEFFEWSID, UUIDIER
project_id String BERBIIEID, UUIDIE

ep_id String I IRBid

ep_name String EWIRB &R

tags String ZEIRE

1. 52550 key/valuesyd

2. values: gz K255F%F, HUESEHE:
?%{?lg@l-h N ) /l@
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£ 4-150 remediation

2% SR ik
recommendation | String HELEGE
url String HEEE, IEEIZSEHN—RIEEER. %
URLIAZRAI AN ARIGE, FEEREE
uE

% 4-151 malware
2 SR ik
malware_family String U= 3
malware_class String TEED3E

2 4-152 process
2 SR fik
process_name String HiEE
process_path String HIEEHR TG ERR
process_pid Integer BEgid
process_uid Integer HiZARPId
process_cmdline | String HiEGST
process_parent_na | String SHIZRFR
me
prl;ocess_pa rent_pa | String SOHFERIT IR
t
grocess_parent_pi Integer RiHrzid
grocess_parent_ui Integer HERFI
process_parent_c | String RiHEGST
mdline
process_child_na | String FIHIERTR
me
Erocess_child_pat String FHEHIT SRR
process_child_pid | Integer FiHF2id
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2 SR g
process_child_uid | Integer FiHFEARRId
process_child_cmd | String FiRiERS1T
line
process_launche_t | String HEBEIATE, $1S08601: YYYY-
ime MM-DDTHH:mm:ss.ms+timezone , A
XEEANSEHRENX, TEEITIX
AYETIE], BOARTXIEZR/\X
process_terminate | String BHZLERATE, FEIUISO860T: YYYY-
_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERTINX
RYESIE], BEOARTXIEZR/\X
2 4-153 user_info
SH SR R
user_id String FAPRFuid
user_name String BR&FR
£ 4-154 file_info
S SR ik
file_path String MAGIRIR/BR
file_content String YEHERAE
file_new_path String MAFFTIRE /AR
file_hash String Y {&hash
file_md5 String X{Emd5
file_sha256 String N {4sha256
file_attr String Ni& B
2 4-155 dataclass_ref
2 SR iR
id String HUEEW—FRR, UUIDKRE, &A361
FF
name String BUEZEZIR
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R&RD: 400

2 4-156 Iy Header &3

2% S¥ERT R
X-request-id String BRIDEIS: request_uuid-

timestamp-hostname

K 4-157 gi; Body 2%

e ST R
code String e
message String BiimiA

i5RBl

EREHTIRISRESG, FiF2024F185205F12024F18265, EHERAFBE
SMPRENFTFFRISEY, ZERCIZIIERFHF, REIS—R, SR10ZEE

{

"limit" : 10,

"offset" : O,

"sort_by" : "create_time",
"order" : "DESC",
"condition" : {

"conditions" : [ {

"o

"name" : "severity",

"data" : [ "severity", "=", "Medium" ]
In

"name" : "handle_status",

"data" : [ "handle_status", "=", "Open" ]
Iap

"logics" : [ "severity", "and", "handle_status" ]

b
"from_date" : "2024-01-20T00:00:00.000Z+0800",
"to_date" : "2024-01-26723:59:59.9997+0800"

}

M Rz~
R&HS: 200
REHFIFIRE bodylk

"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"message" : "Error message",

"total" : 41,

"limit" : 2,

"offset" : 1,

"success" : true,

"data" : [ {

"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
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"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
T
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f"
T
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_Llist" : [ {
"direction" : {
"IN" : null
h
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
h
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
jaH
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
jap
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
T

"verification_state" : "Unknown - k%0, True_Positive - #faIA, False_Positive - iZ#R . ENUAES

Unknown",

"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - XA, EAIAESOpen”,

"sla" : 60000,
"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30723:00:00Z+0800",

"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-

Activity",
"simulation" : "false",
"actor" : "i'J-T@",
"owner" : "MyXXX",
"creator" : "MyXXX",
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"close_reason" : "iRtG; EMRRES; Hith",
"close_comment" : "iZk%; ERR,EEEHAih",
"malware" : {
"malware_family" : "family",
"malware_class" : "F&“é-‘.ﬁﬁﬁlﬂg?‘"
T
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
1
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
jyH
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
jap
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"

}]
}
RS
RSB ik
200 EZREHIIZFIREbody(A
400 ERFHTFREIREREbodylk
S

B2 WEIRI .

4.2.2 BIEEME

Ij] gE /\QJJ

Bl
BRELE

&2 ANMaEFEAPI




URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/incidents

%+ 4-158 BIZSH

2% R WwI% SR fik
project_id = String ImBid
workspace_id | 2 String T{E=Sa)id
RS
& 4-159 153K Header 2%
2% EEWiI% SR 1k
X-Auth-Token | 2 String FHFToken,
B EABIAMBRSS SRENA F
Token$Z[3KREX ( MARLEE kA
X-Subject-Tokenf3{& )
content-type | 2 String AERE
3 4-160 153k Body &
2% EEWI% SR fHid
data_object P Incident EHEEE
object
2% 4-161 Incident
2% AUk SR R
version ) String BHNRERA, ZFERAVEY
MAESSAIRSHERNE A A
IR Z—
id ) String EHE—tRR, UUIDIER, &
K361 FRF
domain_id & String HIEIREE, WEIEHAFN
domain_id
region_id & String HiEREE, HEEAFRY
region_id

99



SH

iy
&
53

SHERE

%

workspace_id

String

SRR T{F=Eid

labels

String

&, (NER

environment

M| I | TN | KO

environment
object

EHFENNEEINMER

data_source

iy

data_source
object

EVR EHREUER

first_observed
_time

i1y

String

BRARTIAYE, #8=01S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEENEHA
X, TIEMFITRTXAYATE],
FIARTXIER/\X

last_observed
_time

i1y

String

RIEATIATE, #8z(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEENEHA
X, TiEMFITRTXAYATE],
AR XIER/\X

create_time

i1y

String

ICRAYE, #8=1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEASEHA
X, TIEMFITRTXAYATE],
AR XIER/\X

arrive_time

i1y

String

EWatE, #8=01S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEAEHL
X, TIEMFITRTXAYATE],
AR XIER/\X

title

String

SRR

description

String

FHHERER

source_url

I | 0¥ | I

String

FHURLIEE, SOEEIR~m
FAEXSRIFRBRIE

count

Integer

FHRERE

confidence

o | DN

Integer

EHNEEE. EEENENE
AR BAIR AR T ki RRT AT BE
o

EYESBE: 0-100, OXRER
EH0%, 100&R~EFEEN
100%
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2H BRIk SR fHR
severity & String PSR, BEEE: Tips |
Low | Medium | High | Fatal
5AR:
0: Tips - KA H{D[a)R
1: Low - EFFXS oI T(E
(EEEL
2: Medium - [aJ@REELIE, B
REZ2,
3: High - [l 5eb g
4: Fatal - [A)@ A7 BNAME,
ARG LEF=4EH—RUIRE
criticality e Integer X, RIESEHPCRIREN
CRE AN
EUESEE: 0-100, 0FTREIR
AEKHE, 100FRTEmXERR
incident_type | & incident_type | 403, I FMENSE (FE
object FHRBIEN)
network_list | & Array of RLEEE
network_list
objects
resource_list B Array of Z0EIR
resource_list
objects
remediation B remediation | ¥MNEIEE
object
verification_st | & String KOPIRE, FRRSEERERME.
ate AESERIGNT:
Unknown - R%0
True_Positive - FfaiA
False_Positive - iZ&
ZXINEES Unknown
handle_status | & String EHAMBIRE, AIEEBINTR:
Open - T7F, %KLA
Block - fHZE
Closed - %4
FIAEESOpen
sla & Integer LIRARETE): IRENXEIEZR

LERgiE). BBz /e
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2% mEwI% SR fiEid
update_time | & String Esrhdal, #8z(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, RIXEENE ML
AKX, TiEMRHTEXAIRTIE],
AT XIER/\X
close_time & String xi7IAd1E], #&=(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, AX{EENE ML
AKX, FTiEMRTEYXAIRTIE],
AT XIER/\X
ipdrr_phase | & String [EHA/ R EMERRS
Preparation|Detection and
Analysis|Contain,
Eradication& Recovery|Post-
Incident-Activity
simulation & String iR
actor B String FHREER
owner B String HIEA. BRSBHREA
creator B String BUEEA
close_reason | & String XKiARE:
iR1& - False detection
EfFR - Resolved
EE - Repeated
Hifth - Other
close_comme | & String XFTEIE
nt
malware B malware EEE
object
system_info B Object AREE
process &5 Array of HIZER
process
objects
user_info & Array of BPER
user_info
objects
file_info & Array of VSR
file_info
objects
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2% BEWI%E SRR ik
system_alert_t | & Object EHEEIERNDREFR
able

2 4-162 environment

8% BEWi% SRR ik
vendor_type & String SN S
domain_id & String FHPid
region_id & String Xigid, £Ehk5Zglobal
cross_workspa | & String HIRIRIERIRYRLIE=iEid, 7
ce_id TE=SE MEnull, BB
FHERFPHId
project_id & String ImBid, Z£RFBRSEiAnull
£ 4-163 data_source
e EEWI%E SR R
source_type | & Integer HIRREE, BETENT:
1-=trFm
2-B=Hr"m
3 - HFFABF @
domain_id & String HIRIE mETERSA%id
project_id B String HiEE mPTEIE Rvid
region_id B String HUER mErEX Y, BAEE
BEEEXNZIRTRENX
company_na |& String HIEE-mATE A RIRIETR
me
product_name | & String HYEEF mAYRFR
product_featu | & String FRRINEESIE IR, FAkiERR
re WE HEEAR= mEVTheetFE
product_ mod | & String S ME R 2
ule
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2 4-164 incident_type

2% EEWI% SR fHid

category & String 251

incident_type | & String Ein

2 4-165 network_list

e EEWI%E SR R

direction B String 5@, BUESEE: IN | OUT

protocol & String Y, BE7EF4ERINY
2% IANA registered name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml

src_ip & String JRIPHEHE

src_port i Integer iBuwE, 0-65535

src_domain &= String TRl

src_geo & src_geo TRIPRHIE(VE(EE

object

dest_ip & String BrYIPHbHE

dest_port & String BrYiwE, 0-65535

dest_ domain | & String Bt

dest_geo & dest_geo BirIPHIE U EEE

object
£ 4-166 src_geo

B8H =% SR R

latitude S Number FHE

longitude & Number ZE

city_code a5 String b AR =

country_code | & String E=xREE, 2%I1S0 3166-1

alpha-2, f5g0: CN | US| DE |
IT | SG
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2K 4-167 dest_geo

S =A% SR 1)
latitude & Number FE
longitude & Number ZE
city_code & String W gmAS
country_code | & String EzxEL, %150 3166-1
alpha-2, fgn: CN | US| DE |
IT| SG
2 4-168 resource_list
S =A% SHLR iR
id B String =RSBEIRId
name & String RIRAFR
type B String RIFEE; 5|FHZRMS type=x
24
provider S String =R EFR; 5|B=RMS
provider=2E&
region_id & String Xig; #&BE=regionldiES
domain_id & String HRRFFEWSID, UUIDIEZ
project_id & String ZRFEIRAID, UUIDRET
ep_id & String ™I
ep_name & String IR EZER
tags & String RIRIRE
1. &%501 key/valuesid
2. values: ExK255=F%F, BYE
BE: FEHFE K - = .
- :I /l@
2% 4-169 remediation
2 ey SR 1)
recommendat | & String HELIESE
ion
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2% BEWI%E SRR ik

url S String HERZ, IEMZSEH—RIEEE
B ZURLRATLAMN ARG
8, FREERHEIE

£ 4-170 malware

BH = WI% SR R

malware_fami | & String EEFKI

ly

malware_class | & String RS

2 4-171 process

B8 BE W% SR R

process_name | & String HiEE

process_path | & String HERATIUSERR

process_pid & Integer #Higid

process_uid & Integer HIERFId

process_cmdli | & String HZGS1T

ne

process_paren | & String RIAFERFR

t_name

process_paren | & String RHEHI TG IRR

t_path

process_paren | & Integer Ritrzid

t_pid

process_paren | & Integer RHERARFId

t_uid

process_paren | & String RHPFERSIT

t_cmdline

process_child_ | & String FIHZZIR

name

process_child_ | & String FIHRIERT SRR

path

process_child_ | & Integer FiHiZid

pid
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R S5

2 BRI SR i)

process_child_ | & Integer FHZERRFId

uid

process_child_ | & String FHIEGST

cmdline

process_launc | & String HIZFnhAYE, #&z01S08601:

he_time YYYY-MM-DDTHH:mm:ss.ms
+timezone, FIXEE NS ML
$RTX, JToiERRTEYXAYATE],
AR XIEER/\X

process_termi | & String HIZLERATE, #87L1S08601:

nate_time YYYY-MM-DDTHH:mm:ss.ms
+timezone, FIXEENEHA
$RTX, FoiERRTEYXAYATE],
AR XIEER/\X

2 4-172 user _info

2% =A% SR R

user_id B String AP uid

user_name & String BR&R

% 4-173 file_info

2 BRI SR i)

file_path & String NAHIER [BTR

file_content & String YHERS

file_new_path | & String MG FRERIZ /AR

file_hash i String M {#hash

file_md5 S String X A{Emd5

file_sha256 S String X {%sha256

file_attr & String NiEEHE

R&ERS: 200
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2 4-174 1357 Header 2%

2 SR ik
X-request-id String BRID IS request_uuid-

timestamp-hostname

# 4-175 IR Body 2%

2% SR R
code String EHIRS
message String HEIRER
data IncidentDetail EHFIETR
object
2 4-176 IncidentDetail
2% SR R
create_time String 1oRAYE, $=LI1SO8601: YYYY-MM-

DDTHH:mm:ss.ms+timezone, BFX{S
BEAEHEENKX, LB XAYET
8, BARXIEZR/\X

data_object Incident object EHIRMMER
dataclass_ref dataclass_ref HIBRERNIR
object

format_version Integer FEIURRAS

id String EHE—FRR, UUIDKRT, JA3610F
&F

project_id String HpIIRBRYid

update_time String EFhAdE), #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASERERKX, TEBTITXAIAT
18, BRARXIEZR/\X

version Integer hRZS

workspace_id String HEITF=aid
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2 4-177 Incident

2% SHRT ik

version String EEHNRARA, ZFERIEV RIS
SSARRSSHERIE B R RAZ—

id String %#uﬁ—ﬁi,ﬂ\, UUIDIET, mA361F
1~

domain_id String HIERER, #WEIEAFAdomain_id

region_id String HIEES, #EIERAFAregion_id

workspace_id String HEITF=iaid

labels String e, (NEBR

environment

environment
object

S ERIMNERIRER

data_source

data_source
object

ENR EHREUER

first_observed_tim | String BEURAUIATE), #8Z(1SO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone, BJ
XEENFHEAERKX, TEEFITX
RYRTE, EHARTXIEZR/\X

last_observed_tim | String R AIATE, $1SO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone ., B
XEENSHRERX, TEEITEIX
RYESIE], BEOARTXIEZR/\X

create_time String IDRATE, #&zLI1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{Z
BASEHERERNKX, LR XaoRT
5, EARXER/\X

arrive_time String EWATE, $8HIS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BEANEHEENK, L@ XAYRT
8, EOARXER/\X

title String ==Yl S

description String EHERMER

source_url String EHURLYHE, BRHBERFmPEXY
B4 BAR R

count Integer EHEERE

confidence Integer EHNEREE. EEENEX EEIRE

RBIA9T AERIEIRRAY AT BEME .
EYESEE: 0-100, 0FXTREEEN%,
100FREFEEH100%
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2% SR fR

severity String TEMES, BUBESEE: Tips | Low |
Medium | High | Fatal
15BA:
0: Tips - KRAVUE T EIRR,
1: Low - LRI TIEaRIE
2: Medium - [A@FRELME, (BRE
=
3: High - [BRUWA L5 cabE .
4: Fatal - (AR /RSZBRCER, LARGLEF®
EH—THIRE

criticality Integer Xk, —RESHERNERNEEYE

Al o

BESBE: 0-100, OFRRZRAKE,
100K RE < EER

incident_type

incident_type
object

FHHXE, FHENSE ( FESHME
BEX)

network_list Array of MEER
network_list
objects

resource_list Array of SNER
resource_list
objects

remediation

remediation
object

N FENE

verification_state

String

WIPIRE, FRRSERERME, ks
BN

Unknown - &40

True_Positive - ffiiA

False_Positive - iRiR

ZXINIEES Unknown

handle_status

String

EHAMIEIRE, AESEBINT:
Open - ], BA

Block - [HZE

Closed - x4

ZRAEEOpen

sla

Integer

LRARESE): IREXPLIRZIFERT
8o BB B

110




objects

2% SRR fR

update_time String EFATIE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , Bt X{5
BABHEERRX, LA XAET
i8], EARXIER/\X

close_time String XAATE, #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{S
BABHRERKX, TEETITXAIAT
18, EARXIER/\X

ipdrr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

simulation String Bid=FER

actor String EHEER

owner String HMEA. RBRMEA

creator String eI A

close_reason String FAEE:
1=#% - False detection
BEf#R - Resolved
&EE - Repeated
Hfth - Other

close_comment String KiAFIL

malware malware object | TEE4

system_info Object AGER

process Array of process | HIZ(ER

objects
user_info Array of user_info | FHFP{SE
objects
file_info Array of file_info | X{HEE

system_alert_tabl
e

Object

EHEENRNTREFR

2 4-178 environment

24

SHER

114

vendor_type

String

MR AR
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2% SR fiik

domain_id String FAFid

region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HiEERRELE=Eid, mRETET
d {BEAnull, RBEHREZIEAFTId
project_id String InHid, =BRSEFIAnull

2% 4-179 data_source

8% SRR fR
source_type Integer HIEFREE, BETEUT:
1-=trFm
2-FB=FFm
3 - HHFfABEF R
domain_id String HIRIEr- mETEWR=48%id
project_id String HERE mATEIRRYid
region_id String HEE-mArEXE, BERRETEE
ERMXNEIRT RENX
company_name String HIREF mTE A ERER
product_name String HIRRF RAYBIR
product_feature String PRI R, FRIERRNEIS
BRI GRAYTHEEAFIE
product_module | String NIRRT

X 4-180 incident_type

8% SR ik
category String 251
incident_type String ==Yl St

2 4-181 network_list

2% SHER faik

direction String FmE, BYESEE: IN| OUT
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2H SR )

protocol String i, Ba7EM4ERIHMY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHELE

src_port Integer iJRim O, 0-65535

src_domain String R

src_geo src_geo object TRIPHIHIE(EER

dest_ip String BAYIPHbiE

dest_port String BAYixO, 0-65535

dest_domain String Ba9E=A

dest_geo dest_geo object BRI PROBIEVEER

2 4-182 src_geo

e SR ik

latitude Number FE

longitude Number =z

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

fBla0: CN | US| DE|IT|SG
& 4-183 dest_geo

28 SHRE R

latitude Number FE

longitude Number ZE

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

Ig0: CN | US| DE | IT | SG
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£ 4-184 resource_list

2¥ SR ik
id String =hRSF &R
name String HIEBIR
type String HIFEE; 5|HZERMS type=FE
provider String =IRSEFR; SIAZ=RMS provider=E&
region_id String Xig; iZBE=regionldiES
domain_id String IRFTEKSID, UUIDASIC
project_id String BERBIIEID, UUIDFE
ep_id String I IRHid
ep_name String AIRBZFR
tags String RIFIRES
1. %501 key/valuesyd
2. values: gz K255F%%F, HUESEH:
FEHF S - =, @
£ 4-185 remediation
2¥ SR ik
recommendation | String MBS L

url String

HE1E, IEEZEHN—RIEEER. %
URLARATLAN S RIGIE], ANEERMHIE
Uk

2% 4-186 malware

2% SR faig

malware_family String EEXKIE

malware_class String TR
2K 4-187 process

2% SR ik

process_name String HEZ
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28 SR ik

process_path String HIEERIT )G ERR

process_pid Integer BEEid

process_uid Integer HEAFId

process_cmdline | String HiEGSIT

process_parent_na | String SOHIZRFR

me

process_parent_pa | String SOHIERIT IR

th

process_parent_pi | Integer Rirzid

d

process_parent_ui | Integer HFZRAFId

d

process_parent_c | String RiHIESST

mdline

process_child_na String FIHIZZIR

me

process_child_pat | String FHEHIT SRR

h

process_child_pid | Integer FiHFz2id

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHARERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHELERATE, EIUISO8601T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERINX
RYESIE], BEOARTXIEZR/\X

2% 4-188 user_info

2% SR HR

user_id String FRFuid

user_name String HR&FR
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2% 4-189 file_info

e SR )53
file_path String MAEEIR /AR
file_content String YHERAE
file_new_path String AHHTIRIR [ AFR
file_hash String N {4hash
file_md5 String Xfmd5
file_sha256 String Y {&sha256
file_attr String XiHEHE
% 4-190 dataclass_ref
2% ST )%
id String gﬁ%ﬂ&—ffﬁ,ﬂ\, UUIDA8IL, &=AK361
FF
name String HIREBR
W&G: 400
K 4-191 Qi Header 2%
2 SR )53
X-request-id String BXRID &I/ request_uuid-

timestamp-hostname

% 4-192 lu i Body &%

2% SR faik
code String IR
message String EiRmEA

i5Rpl

BIE—5FMH, FHREAMYXXX, IREAMYXXX, FEERGAtps, KERE 4

N
Ao

{
"data_object" : {
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"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
%
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"product_name" : "test",
"product_feature" : "test"
L
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"labels" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : {
"incident_type" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"category" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
B
"network_list" : [ {
"direction" : {
"IN" : null
L
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
T
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
B
"verification_state" : "Unknown - K%, True_Positive - #fatA, False_Positive - iZ#R . EXIAEESUnknown",

"handle_status" : "Open - ¥JFF, Block - fBZE, Closed - X[F., EAIAESOpen”,
"sla" : 60000,
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Ml iz 73~ 451

"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",

"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-

Activity",
"simulation" : "false",
"actor" - u3‘(u_1§u,

"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iZk%; EMRR,EE HAith",
"close_comment" : "iZ&; EER,ES EHAD",
"malware" : {
"malware_family" : "family",
"malware_class" : "J&= S FARNE"
B
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
}
}

W& 200

BIESEMHR[Ebody{k

{
"code" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
}

n

data_source" : {

"source_type" : 3,

"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
2
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",

"title" : "MyXXX",
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"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
h
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
h
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
T
"verification_state" : "Unknown - k%0, True_Positive - #faIA, False_Positive - iZ#R . EVAES
Unknown",
"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - X[, EAIAESOpen”,
"sla" : 60000,
"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",
"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-
Activity",
"simulation" : "false",
"actor" : "X|—{&",
"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iRfE; BRI ES Hith",
"close_comment" : "i24&; ERRR,ES Hith",
"malware" : {
"malware_family" : "family",
"malware_class" : "= 5 HERE"
T
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
1

"user_info" : [ {




"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
jyH
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
jap
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"

}
}
K&
RSB ik
200 SlIEEREbody{A
400 SIESEHEIRIREbody{A
Z) eIt
B2 EIRE .
4.2.3 PR
INEEN4A
PS4

152 IUNEiERAPI,

URI
DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/incidents

#* 4-193 BI2SH

B8H =W SRR 1k
project_id = String ImAid
workspace_id | 2 String T{E=S8)id
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IERSH

X 4-194 {53k Header 2%

2% ERWIE SR iR
X-Auth-Token | 2 String FHFToken,

B3 AR IAMBRSSIREVE
Token$Z[3REX ( MARLE R LA
X-Subject-TokenHJ{H )

content-type | @ String ABER

% 4-195 153K Body &
2¥ AUk SR R
batch_ids EN Array of HBREE{4RYIDSZE

strings
) EZS

RZEB: 200

2 4-196 I Header &3
2% SR fiik
X-request-id String BERID IS request_uuid-

timestamp-hostname

% 4-197 I[IK7 Body %1

2% SR fik

code String BIRg

message String HIRER

data data object HEMFEHREINT SR
% 4-198 data

2% SR ik

error_ids Array of strings SWid
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2% SR )%
success_ids Array of strings B¢ Ihid

K& 400

2 4-199 Iy Header &

2% SR )%
X-request-id String BXRID &I request_uuid-

timestamp-hostname

7 4-200 Nghi Body S

2% SR #R
code String EE)
message String TS E ST

BRI

fRIB&id9909494e3-558e-46b6-a9eb-07a8e18ca62 109514

"batch_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" |
}

I Rz73~451
R&HL: 200
E4MIpREE

"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"message" : "Error message",
"data" : {
"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ],
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]

}
}
N
K& A
200 EHRIPRER
400 RS IRIR [E]body A
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URI

iBREH

IvES

RENSEMHHFRS

152 WAaEABAPI,

GET /v1/{project_id}/workspaces/{workspace_id}/soc/incidents/{incident_id}

% 4-201 IBESH
2% AUk SR ik
project_id = String ImRid
workspace_id | 2 String T{E=ia)id
incident_id =2 String =E/4ID
& 4-202 53K Header %{
2% =A% ST ik
X-Auth-Token | 2 String FHFToken,
@i 8 I AMBR SS3REXFE
Token#E3XEX ( MaRLHS LA
X-Subject-TokenHJ{H )
content-type | @ String AEER

W& 200
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2 4-203 L7 Body &%§

S8 SR ik

code String S

message String HIRER

data IncidentDetail EYESES PO

object

2 4-204 IncidentDetail

2¥ SR 3%

create_time String 1ICRATE], #1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASHEERKX, AT XY
18, EARKER/\X

data_object Incident object EHELAER

dataclass_ref dataclass_ref HIESETIHR

object

format_version Integer BUhRA

id String EHME—RR, UUIDIEIL, mA3640F
F

project_id String HEInEARYId

update_time String EFhATdE], #8zL1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{Z
BASERENK, TiEEradXaoRT
18, BARKER/\X

version Integer hRZR

workspace_id String LI E=iaid

2 4-205 Incident

2¥ SR 3%

version String EHXIRARAE, ZFERIEVRI
SSAIRSBHRENE B &RMRAZ—

id String EHE—FRR, UUIDISE, SmA361F
=

domain_id String HIEIRER, #WEIEHAFAdomain_id

region_id String HiEiEfs, HEEHPRregion_id
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2% SRR fR
workspace_id String HEITF=iaid
labels String e, (NEBR

environment

environment
object

ST ERIMERIRER

data_source

data_source
object

ENR EHREUER

first_observed_tim | String BEURAUIATE), #8z(1SO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone , A
XEBEANSFHEENX, TEERTIVX
RYRTE, EHARTXIEZR/\X

last_observed_tim | String R AIIATE, $1SO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone ., B
XEENSEHRERX, TEEITITX
RYATE], EOARTXIEZR/\X

create_time String IDRATE, #&=LI1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASEHEERKX, TR XaoRT
5, EARXER/\X

arrive_time String EWAdE, $8=1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AYX{S
BASHEERNKXK, AT XAYRT
8, EOARXER/\X

title String H4Fra

description String EHERMER

source_url String EHURLYHE, BRHBERFmPEXY
B4 AR R

count Integer EHREIRE

confidence Integer EHNEREE. EEENEX SEIRE

RBIAYT AR ISR AT BEME .
EYESEE: 0-100, 0FXTFEEEN%,
100FXTEEEH100%
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2% SR fR

severity String TEMES, BUBESEE: Tips | Low |
Medium | High | Fatal
15BA:
0: Tips - KRAVUE T EIRR,
1: Low - LRI TIEaRIE
2: Medium - [A@FRELME, (BRE
=
3: High - [BRUWA L5 cabE .
4: Fatal - (AR /RSZBRCER, LARGLEF®
EH—THIRE

criticality Integer Xk, —RESHERNERNEEYE

Al o

BESBE: 0-100, OFRRZRAKE,
100K RE < EER

incident_type

incident_type
object

FHHXE, FHENSE ( FESHME
BEX)

network_list Array of MEER
network_list
objects

resource_list Array of SNER
resource_list
objects

remediation

remediation
object

N FENE

verification_state

String

WIPIRE, FRRSERERME, ks
BN

Unknown - &40

True_Positive - ffiiA

False_Positive - iRiR

ZXINIEES Unknown

handle_status

String

EHAMIEIRE, AESEBINT:
Open - ], BA

Block - [HZE

Closed - x4

ZRAEEOpen

sla

Integer

LRARESE): IREXPLIRZIFERT
8o BB B
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objects

2% SRR fR

update_time String EFATIE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , Bt X{5
BABHEERRX, LA XAET
i8], EARXIER/\X

close_time String XAATE, #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{S
BABHRERKX, TEETITXAIAT
18, EARXIER/\X

ipdrr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

simulation String Bid=FER

actor String EHEER

owner String HMEA. RBRMEA

creator String eI A

close_reason String FAEE:
1=#% - False detection
BEf#R - Resolved
&EE - Repeated
Hfth - Other

close_comment String KiAFIL

malware malware object | TEE4

system_info Object AGER

process Array of process | HIZ(ER

objects
user_info Array of user_info | FHFP{SE
objects
file_info Array of file_info | X{HEE

system_alert_tabl
e

Object

EHEENRNTREFR

£ 4-206 environment

24

SHER

114

vendor_type

String

MR AR
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2% SR fiik

domain_id String FAFid

region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HiEERRELE=Eid, mRETET
d {BEAnull, RBEHREZIEAFTId
project_id String InHid, =BRSEFIAnull

2 4-207 data_source

8% SRR fR
source_type Integer HIEFREE, BETEUT:
1-=trFm
2-FB=FFm
3 - HHFfABEF R
domain_id String HIRIEr- mETEWR=48%id
project_id String HERE mATEIRRYid
region_id String HEE-mArEXE, BERRETEE
ERMXNEIRT RENX
company_name String HIREF mTE A ERER
product_name String HIRRF RAYBIR
product_feature String PRI R, FRIERRNEIS
BRI GRAYTHEEAFIE
product_module | String NIRRT

2% 4-208 incident_type

8% SR ik
category String 251
incident_type String ==Yl St

2 4-209 network_list
2% SRR A
direction String FmE, BYESEE: IN| OUT
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2H SR )

protocol String i, Ba7EM4ERIHMY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHELE

src_port Integer iJRim O, 0-65535

src_domain String R

src_geo src_geo object TRIPHIHIE(EER

dest_ip String BAYIPHbiE

dest_port String BAYixO, 0-65535

dest_domain String Ba9E=A

dest_geo dest_geo object BRI PROBIEVEER

2 4-210 src_geo

e SR ik

latitude Number FE

longitude Number =z

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

fBla0: CN | US| DE|IT|SG

Z 4-211 dest_geo

28 SHRE R

latitude Number FE

longitude Number ZE

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

Ig0: CN | US| DE | IT | SG
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2= 4-212 resource_list

2¥ SR ik
id String =hRSF &R
name String HIEBIR
type String HIFEE; 5|HZERMS type=FE
provider String =IRSEFR; SIAZ=RMS provider=E&
region_id String Xig; iZBE=regionldiES
domain_id String IRFTEKSID, UUIDASIC
project_id String BERBIIEID, UUIDFE
ep_id String I IRHid
ep_name String AIRBZFR
tags String RIFIRES
1. %501 key/valuesyd
2. values: gz K255F%%F, HUESEH:
FEHF S - =, @
£ 4-213 remediation
2¥ SR ik
recommendation | String MBS L

url String

HE1E, IEEZEHN—RIEEER. %
URLARATLAN S RIGIE], ANEERMHIE
Uk

% 4-214 malware

2% SR faig

malware_family String EEXKIE

malware_class String TR
2K 4-215 process

2% SR ik

process_name String HEZ
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28 SR ik

process_path String HIEERIT )G ERR

process_pid Integer BEEid

process_uid Integer HEAFId

process_cmdline | String HiEGSIT

process_parent_na | String SOHIZRFR

me

process_parent_pa | String SOHIERIT IR

th

process_parent_pi | Integer Rirzid

d

process_parent_ui | Integer HFZRAFId

d

process_parent_c | String RiHIESST

mdline

process_child_na String FIHIZZIR

me

process_child_pat | String FHEHIT SRR

h

process_child_pid | Integer FiHFz2id

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHARERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHELERATE, EIUISO8601T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERINX
RYESIE], BEOARTXIEZR/\X

2% 4-216 user_info

2% SR HR

user_id String FRFuid

user_name String HR&FR
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% 4-217 file_info

2 SR fik

file_path String MAGFERIZ/BFR
file_content String PYL PSS
file_new_path String MAFFTIRIR /AR
file_hash String X {&hash
file_md5 String X{Emd5
file_sha256 String Y {&sha256
file_attr String Mg R

2 4-218 dataclass_ref

2% SESER ik

id String HIERWE—IRR, UUIDKRR, &=A367
FF

name String HIRRZR

R&S: 400

2 4-219 I Body 2%

2 SRR gk
code String fHI=g
message String SEIREIA
=Rl
7
) aa ]

W&E: 200
IRENFHFBiIREbodyfk

"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
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"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
T
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f"
T
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : "4",
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
h
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
h
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
ja B
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
T
"verification_state" : "Unknown - k%0, True_Positive - #faIA, False_Positive - iZ#R . EVUAES
Unknown",
"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - X[, EAIAESOpen”,
"sla" : 60000,
"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",
"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-

Activity",
"simulation" : "false",
"actor" "i'J-T@",
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"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iRtG; EMRRES; Hith",
"close_comment" : "iZk%; EARR,EEEHAiD",
"malware" : {
"malware_family" : "family",
"malware_class" : &= FANE"
T
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
1
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
1
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
jap
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"

}
}
NG
RESES fEiR
200 SRENSE M4 IBIREbody A
400 IRENEHFIBHEIRIREbodyfk
tHI=E

52 EIRE.
4.2.5 EFHEMH

IHEENA
fIESE, RIBCIMEMIBMEERT, RIEKAIFTIREH
BREEE
152 WANalEFAPI
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URI

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/incidents/{incident_id}

% 4-220 BIZS¥

2% R WwI% SR fik

project_id = String ImBAid

workspace_id | 2 String T{E=Sa)id

incident_id = String E=(HID
RS

K 4-221 153K Header 2%
2% =R WI% SR fik
X-Auth-Token | 2 String FHFToken,

BT IEAAIAMBRSSIRENFE
Token#ZOFREY ( MIRZE S L
X-Subject-Tokenfd{& )

content-type | @ String PSS
3 4-222 53K Body &%
B8H =AWk SR faR
batch_ids & Array of EIFEHRIDYIE
strings
data_object i Incident EHSIKMER
object
2 4-223 Incident
B8H =Rk SR faR
version S String SHXIRAURAE, ZFERAEY
MA=SSAIRSBHENE S &H
RAZ—
id & String EHE—tRR, UUIDIER, &
KI6NFFF
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SH

SHERE

%

domain_id

String

HERIEE, WEERFR

domain_id

region_id

iy

String

HiEREE, WEERPRY

region_id

workspace_id

String

SRR T{F=Eid

labels

String

I, (R

environment

| 0¥ | DA

environment
object

EHFERNMELINMER

data_source

iy

data_source
object

EVR EHREURER

first_observed
_time

i1y

String

BRATIAYE, $8=1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEE NS ML
X, TIEMFITRTXAYATE],
AR XIER/\X

last_observed
_time

i1y

String

RIEATIATE, #83(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEASEHLA
X, TIEMFITRTXAYATE],
AR XIER/\X

create_time

i1y

String

ICRATE, $81S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, FIXEEASEHLA
X, TEMFITRTXAYATE],
FIARXIER/\X

arrive_time

i1y

String

EWatE, #8=01S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, FRIX{EEAEHA
X, TEFITRTXAYATE],
FIARXIER/\X

title

String

E S EE N

description

String

FHERER

source_url

N | DN | N

String

FHURLIEE, SOEUEIR~m
B X LRI E AR

count

iy

Integer

EHRERE
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2H BEWI%E SRR fHR
confidence B Integer EHNERE. BEE El’JzEMa
EiRBBIR BRI T AR DAY T B8
%,
EYESEE: 0-100, 0FXTEES
EH0%, 100XREEER
100%
severity & String EUER, BETE: Tips |
Low | Medium | High | Fatal
5AR:
0: Tips - RA&AIE{T[a)R
1: Low - EFF XSl TE
(EEELEN
2: Medium - [SIRAFEELME, (B
RE2,
3: High - [alfA 5 eRbiE .
4: Fatal - j AR B EE,
ARG LEF=EiH—2A0IRE
criticality S Integer X, RIESHSREIER
Z%ER5 .
EUESBE: 0-100, 0F AR
X, 100R KRR
incident_type | & incident_type | 403, FMENSE (FE&
object FHRBIEN )
network_list | & Array of RLEEE
network_list
objects
resource_list B Array of o=l EAg ]
resource_list
objects
remediation & remediation | ¥MNEIEE
object
verification_st | & String KPR, FRRSEERYERME.

ate

AESEEN T
Unknown - <&
True_Positive - FfaiA
False_Positive - 1=z
ZKAESUnknown
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2% BEWI%E SRR ik
handle_status | & String EHMBIRES, TR
Open - T7F, BAIA
Block - [HZE
Closed - %7
FAEESOpen
sla =S Integer LIRIARETE): IREXIESZRT
ZEAYIE) . BRI /NEY
update_time | & String Esrhdal, #8z(1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIX{EENE ML
AKX, FTiEMEHTEYXAIRTIE],
AT XIER/\X
close_time i String *AagE, #&=L1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone,, IIX{EENE ML
HRX, TR XAIRTIE,
AT XIER/\X
ipdrr_phase & String R/ EM RS
Preparation|Detection and
Analysis|Contain,
Eradication& Recovery|Post-
Incident-Activity
simulation & String A=
actor S String EHREER
owner & String HIEA. BRSBHEA
creator & String EUEIN
close_reason | & String XIARE:
iR1& - False detection
Ef# R - Resolved
EE - Repeated
Hfth - Other
close_comme | & String XiAFe
nt
malware & malware EEE
object
system_info B Object AREE
process & Array of HEEER
process
objects
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2% mEwI% SR fiEid
user_info ES Array of BR{ER
user_info
objects
file_info B Array of NEER
file_info
objects
system_alert_t | & Object EHEEIERNHEFER
able
£ 4-224 environment
2% BEWIE SR R
vendor_type & String MBI
domain_id & String fAFid
region_id & String Xigtid, £ER35global
cross_workspa | & String HIEIRBEIRYETE=iEid, &
ce_id BE=ZE T™MEANnuUll, RBEIHR
ZIEHAFMId
project_id & String InHid, =BRSEIAnull
2k 4-225 data_source
2% Bk SR fEiA
source_type | & Integer HIEFEEE, EEEWNT:
1-=tF&
2-B=Fr"m
3 - HFTABF @
domain_id ES String HIRRE~ T EKSA%id
project_id & String HRFEmATEIERNId
region_id & String HRFEFmATEXE, BEREE
EEEEXINEZIRTREX
company_na |& String HIEE TR AT
me
product_name | & String IR R GmAYR TR
product_featu | & String FEmIIREFIE 2R, FRISIAG

re

WESEIEHRI RAVIHRES
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2% mEwI% SR fiEid
product_mod | & String MRS 2R
ule
K 4-226 incident_type
2% Bk SR fEiA
category & String 25
incident_type | & String E =t it
£ 4-227 network_list
2% EawI% SR ik
direction B String FmE, BUESEE: IN | OUT
protocol S String X, B87EFf4ERIHMMY
2% |ANA registered name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml
src_ip & String JRIPHbLIE
src_port & Integer iRixHE, 0-65535
src_domain & String Rt
src_geo ES src_geo TRIPRIBIEEER
object
dest_ip & String BHaYIPithiit
dest_port & String BrYiwE, 0-65535
dest domain | & String BrIEZ
dest_geo S dest_geo BiRIPHIIE I BEE
object
2 4-228 src_geo
2% =R WI% SR fik
latitude S Number FHE
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2% BEWI%E SRR ik
longitude & Number ZE
city_code 5 String b AR
country_code | & String ExREE, 2%I1S0 3166-1
alpha-2, #l&0: CN | US| DE |
IT| SG
K 4-229 dest_geo
BH =% SR ik
latitude & Number HE
longitude & Number ZE
city_code & String IR
country_code | & String ExREE, 2%I1S0 3166-1
alpha-2, ffgn: CN| US| DE |
IT| SG
2K 4-230 resource_list
2% BEWI% SR R
id &5 String =R &EIRId
name & String RIBEZTR
type & String RIFEE; 5|FHZ=RMS type=
125
provider S String =IRSEMR; 5|F=RMS
provider=FEg
region_id & String Xis; &BEB=regionldiES
domain_id & String EFfEWSID, UUIDFE
project_id & String RIEFFEINAID, UUIDIET
ep_id & String ®IIRBid
ep_name & String SWITEZFR
tags & String RIRIRES
1. %501 key/valuesid
2. values: &z K255FFF, BUE
;H-E’l@: $E§£$IEWI+I ! :I .
— :I /I@
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2% 4-231 remediation

el =AWk SHRT R

recommendat | & String HEOIESE

ion

url & String §E%, IBEZSEN—RIESE

Bo ZURLRATLAMN ARG
8, FRERMEI

2 4-232 malware

2% =A%k SRR RER

malware_fami | & String TR

ly

malware_class | & String =N eSS
& 4-233 process

2% BEWI% SRR R

process_name | & String HIER

process_path | & String HEERATIHER R

process_pid & Integer #Higid

process_uid & Integer yeig == alle

process_cmdli | & String HIEGST

ne

process_paren | & String IHIERFR

t_name

process_paren | & String SOHFEAT I ER IR

t_path

process_paren | & Integer itrgid

t_pid

process_paren | & Integer EFEAFId

t_uid

process_paren | & String REERST

t_cmdline

process_child_ | & String FIHIEZFR

name
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2 BRI SR i)

process_child_ | & String FHERITIUSFIRIR

path

process_child_ | & Integer FiHigid

pid

process_child_ | & Integer FHERARI

uid

process_child_ | & String FHEEDSSIT

cmdline

process_launc | & String HiZEEATE, #83L1S08601:

he_time YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEANEHA
$RTX, FoiEARTEYXAYATE],
AT XIER/\X

process_termi | & String HIZEETRATE), #&=01S08601:

nate_time YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIXEEANEHL
$RTX, FoiERRTEYXAYATE],
AT XIER/\X

3£ 4-234 user _info

2 ey i SR )%

user_id & String FFuid

user_name & String BRZR

3£ 4-235 file_info

¥ BRI SHEER i)

file_path & String NG /AR

file_content P String RS

file_new_path | & String MAFFIRER /TR

file_hash = String M {thash

file_md5 S String X A{Emd5

file_sha256 s String N {%sha256

file_attr & String NiEEHE
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MR SEL

WR&ERS: 200

2% 4-236 i Header &%

2% SR )%
X-request-id String BXRID &I request_uuid-

timestamp-hostname

2k 4-237 W[ Body 2%

2% SRR fR
code String IR
message String HIRER
data IncidentDetail EHFBEUR
object
£ 4-238 IncidentDetail
e SR R
create_time String 1DFEATE], $TISO8601: YYYY-MM-

DDTHH:mm:ss.ms+timezone , ATX{S
BASHERERKX, TiEETITXAYRT
15, BARXER/\X

data_object Incident object EHSNMEER
dataclass_ref dataclass_ref HIBRNIR
object

format_version Integer &Ik A

id String EHHE—RR, UUIDKRTL, &A36DE
&

project_id String eI BRYid

update_time String EFrAdE, X1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{Z
BAEERERKX, TAMBTITXAIRT
18, EOARXIER/\X

version Integer hRZS

workspace_id String HEITF=iaid
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2 4-239 Incident

2% SHRT ik

version String EEHNRARA, ZFERIEV RIS
SSARRSSHERIE B R RAZ—

id String %#uﬁ—ﬁi,ﬂ\, UUIDIET, mA361F
1~

domain_id String HIERER, #WEIEAFAdomain_id

region_id String HIEES, #EIERAFAregion_id

workspace_id String HEITF=iaid

labels String e, (NEBR

environment

environment
object

S ERIMNERIRER

data_source

data_source
object

ENR EHREUER

first_observed_tim | String BEURAUIATE), #8Z(1SO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone, BJ
XEENFHEAERKX, TEEFITX
RYRTE, EHARTXIEZR/\X

last_observed_tim | String R AIATE, $1SO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone ., B
XEENSHRERX, TEEITEIX
RYESIE], BEOARTXIEZR/\X

create_time String IDRATE, #&zLI1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{Z
BASEHERERNKX, LR XaoRT
5, EARXER/\X

arrive_time String EWATE, $8HIS08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BEANEHEENK, L@ XAYRT
8, EOARXER/\X

title String ==Yl S

description String EHERMER

source_url String EHURLYHE, BRHBERFmPEXY
B4 BAR R

count Integer EHEERE

confidence Integer EHNEREE. EEENEX EEIRE

RBIA9T AERIEIRRAY AT BEME .
EYESEE: 0-100, 0FXTREEEN%,
100FREFEEH100%
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2% SR fR

severity String TEMES, BUBESEE: Tips | Low |
Medium | High | Fatal
15BA:
0: Tips - KRAVUE T EIRR,
1: Low - LRI TIEaRIE
2: Medium - [A@FRELME, (BRE
=
3: High - [BRUWA L5 cabE .
4: Fatal - (AR /RSZBRCER, LARGLEF®
EH—THIRE

criticality Integer Xk, —RESHERNERNEEYE

Al o

BESBE: 0-100, OFRRZRAKE,
100K RE < EER

incident_type

incident_type
object

FHHXE, FHENSE ( FESHME
BEX)

network_list Array of MEER
network_list
objects

resource_list Array of SNER
resource_list
objects

remediation

remediation
object

N FENE

verification_state

String

WIPIRE, FRRSERERME, ks
BN

Unknown - &40

True_Positive - ffiiA

False_Positive - iRiR

ZXINIEES Unknown

handle_status

String

EHAMIEIRE, AESEBINT:
Open - ], BA

Block - [HZE

Closed - x4

ZRAEEOpen

sla

Integer

LRARESE): IREXPLIRZIFERT
8o BB B

146




objects

2% SRR fR

update_time String EFATIE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , Bt X{5
BABHEERRX, LA XAET
i8], EARXIER/\X

close_time String XAATE, #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{S
BABHRERKX, TEETITXAIAT
18, EARXIER/\X

ipdrr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity

simulation String Bid=FER

actor String EHEER

owner String HMEA. RBRMEA

creator String eI A

close_reason String FAEE:
1=#% - False detection
BEf#R - Resolved
&EE - Repeated
Hfth - Other

close_comment String KiAFIL

malware malware object | TEE4

system_info Object AGER

process Array of process | HIZ(ER

objects
user_info Array of user_info | FHFP{SE
objects
file_info Array of file_info | X{HEE

system_alert_tabl
e

Object

EHEENRNTREFR

£ 4-240 environment

24

SHER

114

vendor_type

String

MR AR

147



2% SR fiik

domain_id String FAFid

region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HiEERRELE=Eid, mRETET
d {BEAnull, RBEHREZIEAFTId
project_id String InHid, =BRSEFIAnull

2 4-241 data_source

8% SRR fR
source_type Integer HIEFREE, BETEUT:
1-=trFm
2-FB=FFm
3 - HHFfABEF R
domain_id String HIRIEr- mETEWR=48%id
project_id String HERE mATEIRRYid
region_id String HEE-mArEXE, BERRETEE
ERMXNEIRT RENX
company_name String HIREF mTE A ERER
product_name String HIRRF RAYBIR
product_feature String PRI R, FRIERRNEIS
BRI GRAYTHEEAFIE
product_module | String NIRRT

2 4-242 incident_type

8% SR ik
category String 251
incident_type String ==Yl St

2 4-243 network_list
2% SRR A
direction String FmE, BYESEE: IN| OUT
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2H SR )

protocol String i, Ba7EM4ERIHMY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHELE

src_port Integer iJRim O, 0-65535

src_domain String R

src_geo src_geo object TRIPHIHIE(EER

dest_ip String BAYIPHbiE

dest_port String BAYixO, 0-65535

dest_domain String Ba9E=A

dest_geo dest_geo object BRI PROBIEVEER

R 4-244 src_geo

e SR ik

latitude Number FE

longitude Number =z

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

fBla0: CN | US| DE|IT|SG
R 4-245 dest_geo

28 SHRE R

latitude Number FE

longitude Number ZE

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

Ig0: CN | US| DE | IT | SG
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3£ 4-246 resource_list

2¥ SR ik
id String =hRSF &R
name String HIEBIR
type String HIFEE; 5|HZERMS type=FE
provider String =IRSEFR; SIAZ=RMS provider=E&
region_id String Xig; iZBE=regionldiES
domain_id String IRFTEKSID, UUIDASIC
project_id String BERBIIEID, UUIDFE
ep_id String I IRHid
ep_name String AIRBZFR
tags String RIFIRES
1. %501 key/valuesyd
2. values: gz K255F%%F, HUESEH:
FEHF S - =, @
£ 4-247 remediation
2¥ SR ik
recommendation | String MBS L

url String

HE1E, IEEZEHN—RIEEER. %
URLARATLAN S RIGIE], ANEERMHIE
Uk

2% 4-248 malware

2% SR faig

malware_family String EEXKIE

malware_class String TR
2K 4-249 process

2% SR ik

process_name String HEZ
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28 SR ik

process_path String HIEERIT )G ERR

process_pid Integer BEEid

process_uid Integer HEAFId

process_cmdline | String HiEGSIT

process_parent_na | String SOHIZRFR

me

process_parent_pa | String SOHIERIT IR

th

process_parent_pi | Integer Rirzid

d

process_parent_ui | Integer HFZRAFId

d

process_parent_c | String RiHIESST

mdline

process_child_na String FIHIZZIR

me

process_child_pat | String FHEHIT SRR

h

process_child_pid | Integer FiHFz2id

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHARERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHELERATE, EIUISO8601T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERINX
RYESIE], BEOARTXIEZR/\X

2 4-250 user_info

2% SR HR

user_id String FRFuid

user_name String HR&FR
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2% 4-251 file_info

e SR )53

file_path String MAEEIR /AR
file_content String YIHERE
file_new_path String AHHTIRIR [ AFR
file_hash String N {4hash
file_md5 String Xfmd5
file_sha256 String Y {&sha256
file_attr String XiHEHE

=€ 4-252 dataclass_ref

2% SEEER A

id String HiERE—ND, UUIDKER, &=A367
FF

name String HIREBR

KESS: 400

2 4-253 @ Header &

2% SR )%
X-request-id String BXRID &I/ request_uuid-

timestamp-hostname

% 4-254 u K Body &%

2% SR faik
code String IR
message String EiRmEA

s K7pl
%ﬂ‘@ﬁ—%%{#, BUHHFRIIMYXXX, URLEEEAhttp:/ /o, RERBRAR, BIEE
ol
{

"data_object" : {
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"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
%
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f"
B
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
T
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
L
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation" : "MyXXX",
"url" : "MyXXX"
B
"verification_state" : "Unknown - K%, True_Positive - #fatA, False_Positive - iZ#R . EXIAEESUnknown",

"handle_status" : "Open - ¥JFF, Block - PBZE, Closed - X[F. EAIAESOpen”,
"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T23:00:00Z2+0800",

"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-
Activity",

"simulation" : "false",

"actor" : "XI—i&",
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"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "iZk%; EMRR,EE HAith",
"close_comment" : "iZ&; EER,ES EHAAD",
"malware" : {
"malware_family" : "family",
"malware_class" : "J&=HFARNE"
B
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
}
}

e Rz 73~451
KERS: 200

B EHREbodyfk

{
"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"message" : "Error message",

"data" : {
"data_object" : {

"version" : "1.0",

"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

}

n

data_source" : {

"source_type" : 3,

"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",

"title" : "MyXXX",

"description" : "This my XXXX",

"source_url" : "http://xxx",

"count" : 4,

"confidence" : 4,

"severity" : "TIPS",

"criticality" : 4,
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"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
h
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx
"src_geo" : {
"latitude" : 90,
"longitude" : 180

n
’

h
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"remediation" : {
"recommendation" : "MyXXX",

"url" : "MyXXX"
L
"verification_state" : "Unknown - k%0, True_Positive - #faIA, False_Positive - iZ#R. EVAES
Unknown",
"handle_status" : "Open - ¥JFF, Block - fJEZE, Closed - X[, EAIAESOpen”,
"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",
"close_time" : "2021-01-30T23:00:00Z+0800",
"ipdrr_phase" : "Preparation|Detection and Analysis|Contain, Eradication& Recovery| Post-Incident-
Activity",
"simulation" : "false",
"actor" : "X|—{&",
"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "R, BRI ES Hith",
"close_comment" : "i24&; EMRR,ES Hith",
"malware" : {
"malware_family" : "family",
"malware_class" : "EZ 5 HERE"
L
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
1
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
1
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
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"file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",

"file_attr" :

11

"MyXXX"

"id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"

}

"create_time" : "2021-01-30T23:00:00Z2+0800",

"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"

}
}
KL
REB )%
200 B EREbody{k
400 IS EIRIREbody{k
BI=0
B2 EIRB .

4.3 FEIRER

4.3.1 ERMERYIR

I

BRBIRSIE
BTG

B2 AT ERAPI
URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/indicators/search

% 4-255 BIRSH

8% =% SR ik
project_id = String ImAID
workspace_id | 2 String T{E=S8)ID
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IERSH

2 4-256 153K Header 2%

¥ =W ST fiEid
X-Auth-Token | 2 String FHPAYToken
content-type | 2 String application/
json;charset=UTF-8
7 4-257 153K Body &
¥ BRIk ST iR
ids & Array of EADIEHRIDFIZR
strings
dataclass_id a5 String HUEZEID
condition = condition EREZERELR
object
offset = Integer request offset, from 0
limit = Integer request limit size
sort_by & String sort by property, create_time.
from_date & String EifaceaRdiE), Ban:
2024-01-20T00:00:00.000Z
+0800
to_date S String &EifgELLERTiE), Ban:
2024-01-26T23:59:59.999Z
+0800
2k 4-258 condition
2 AUk ST R
conditions & Array of FKiARIE
conditions
objects
logics & Array of FrLBIRIIE
strings
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2 4-259 conditions

2¥ BRIk ST iR

name a String KA BZTR

data & Array of FEXXABIE
strings

MR S &

RS 200

2% 4-260 i Header &3

2¥ SR ik
X-request-id String 1B3KID, &= 9:request_uuid-

timestamp-hostname.

K 4-261 Ui Body 2%

B8H SR R
code String e
message String HEIRER
total Integer B
data Array of 1EFRYIREUE
IndicatorDetail
objects

2 4-262 IndicatorDetail

2H ST R

id String B IEIRID

name String BBMEIRAFR

data_object IndicatorDataObj | BIRIFB
ectDetail object

workspace_id String TE=|EID

project_id String InHID

dataclass_ref DataClassRefPojo | HIERITRIEE
object
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2% SR fiik
create_time String ClEEATIE]
update_time String EHTAYE)
2 4-263 IndicatorDataObjectDetail
2¥ S ik
indicator_type indicator_type BREEINT R
object
value String &, #0: ip url domain%
update_time String EHTAYE)
create_time String ClEEATIE]
environment environment REER
object
data_source data_source HIER(ER
object
first_report_time | String BURAEERTE
is_deleted Boolean = SR
last_report_time String BT AZAERTE
granular_marking | Integer NWE (RESR) , HSEME: 1 (BRX
RI) 2 (BFEEE) 3 (B
) .4 (SNEEEE)
name String ZFR
id String B IEHRID
project_id String InHID
revoked Boolean =aEE
status String K7, Open--$JFF, Closed--%i7],
Revoked--{Ef&
verdict String BiBE, Black--2 ,White--H, Gray--
x
workspace_id String T{E=iEID
confidence Integer EIEE, BYEEERZ80-100
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2 4-264 indicator_type

e SR )53
indicator_type String 1EREE
id String 1BIRZEEID
R 4-265 environment
2 ST )%
vendor_type String INE AN
domain_id String FAFID
region_id String X15ID
project_id String InHID
2 4-266 data_source
2% SR ik
source_type Integer HIEREE, BEBENT: 1-=zLkF~
m2-E=Rm 3 - PG~ A
domain_id String F2HFID
project_id String INHID
region_id String XigID
&k 4-267 DataClassRefPojo
2% SR R
id String #¥E3EID
name String HIRRZR
W&/ 400
X 4-268 iy Header 3
28 ST R
X-request-id String BRIDEIJ: request_uuid-

timestamp-hostname
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7 4-269 I Body &%

2% SRR faik
code String e
message String BiximiA

iERpI

EigidAid1. id2, FFRAEIMBEIRSZFR, KBIHDATA_SOURCE, HiEZEidA
28f61af50fc9452aa0ed5ea25c3cc3d3fIREIMIBIRYIER, RIEEH0, EiFLIR105%,
tRiEcreate_timetEE

{
"ids" o [ "id1", "id2" ],
"dataclass_id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"condition" : {
"conditions" : [ {
"name" : "name",
"data” : [ "name”, "=", "EHHEREH" ]
11
"logics" : [ "title" ]
h
"offset" : 0,
"limit" : 10,
"sort_by" : "create_time",
"from_date" : "2024-01-20T00:00:00.000Z+0800",
"to_date" : "2024-01-26T23:59:59.999Z+0800"

) vzast]l
IRE&ES: 200
ERAIRES

{
"code" : "00000000",
"data" : [ {
"create_time" : "2023-07-24T20:54:19Z+0800",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
h?
"revoked" : false,
"workspace_id" : "d5baeef8-3e75-4e91-9826-fb208ac58987",
"update_time" : "2023-07-24T20:54:19.038Z+0800",
"project_id" : "15645222e8744afa985c93dab6341da6",
"first_report_time" : "2023-07-31T20:54:12.000Z+0800",
"id" : "ff61d1f8-0de4-4077-9e9b-e312f6829c6d",
"granular_marking" : 1,
"value" : "{}",
"create_time" : "2023-07-24T20:54:19.038Z+0800",
"confidence" : 80,
"last_report_time" : "2023-07-25T720:54:15.000Z+0800",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "15645222e8744afa985c93dab6341da6",
"region_id" : "xxx",
"source_type" : 1

]
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"environment" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "15645222e8744afa985c93dab6341da6",
"region_id" : "xxx",
"vendor_type" : "xxx

"verdict" : "Black",
"name" : "test",
"status" : "Open"
%
"dataclass_ref" : {
"id" : "97ccf890-7480-31f6-a961-cf8da1f2f040",
"name" : "name"
%
"id" : "ff61d1f8-0ded-4077-9e9b-e312f6829c6d",
"update_time" : "2023-07-24T20:54:19Z+0800"

11

"message" : "",

"total" : 2

}

RS

RS A

200 BRI A E S

400 EREWIDNEE
TEL

TS EIRB .

BIEZRAMEIR

52 AMaE AP,

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/indicators

% 4-270 BIZS¥

2 ERYI%E SRR fiEid
project_id = String ImgID

String T{E=8)ID

ali

workspace_id
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IERSH

% 4-271 53K Header 2%

2 B ST R
X-Auth-Token | 2 String FHFAYToken
content-type | = String application/
json;charset=UTF-8
7 4-272 153K Body S
B8Y =A% ST ik
data_object = Createlndicat | {BHIRIFIBER
orDetail
object
2k 4-273 CreatelndicatorDetail
2% BEWI% ST R
data_source = data_source | FHIEREE
object
verdict = String BB E
confidence & Integer EEE
status B String K&
labels B String R
value = String =]
granular_mar | 2 String WE (REER) , HSRIE:
king 1 (BREW) . 2 (BF#EL
) .3(FWE) . 4 (5K
BiEET)
environment | 2 environment | KIFER
object
defanged = Boolean BAEKY
first_report_ti | 2 String B SERTE
me
last_report_ti | & String BT AZ ARS8
me
id & String EAERID
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28 BEwiE SRR R
indicator_type | 2 indicator_typ | EfHEIRIEE
e object
name 2 String BIMEIRBAFR
dataclass_id & String HUEZEID
workspace_id | @ String workspace id
project_id = String Project id value
dataclass S DataClassRef | HIEXEMIRER
Pojo object
create_time 5 String Create time
update_time | & String Update time
2 4-274 data_source
S A% SR figid
source_type = Integer current page count
domain_id = String Id value
project_id = String Id value
region_id = String Id value
product_name | @ String Id value
product_featu | @ String Id value
re
£ 4-275 environment
SH BRIk SRR iR
vendor_type = String BN
domain_id 2 String FHPID
region_id = String X1ID
project_id = String InHID
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2K 4-276 indicator_type

28 =AWk SHERE A
indicator_type | 2 String BB SRR
id 2 String TBIREEID
2 4-277 DataClassRefPojo
28 EEWikE SRR ik
id = String #¥ESEID
name & String HIESEATR
) E=S
RZEB: 200
2 4-278 i Header 3#
¥ SR )%
X-request-id String BEXRIDEI S request_uuid-
timestamp-hostname

= 4-279 IR Body 2%

e SR R

code String EEL)

message String HEIRER

data IndicatorDetail BIRIFBER
object

2% 4-280 IndicatorDetail

2% SR fik

id String B BMEIRID

name String BBMEIRAFR

data_object IndicatorDataObj | {EiRi¥lE
ectDetail object
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2% SR fiik
workspace_id String T{E==[EID
project_id String InHID
dataclass_ref DataClassRefPojo | HIEEITRIEE
object
create_time String ClEERTE
update_time String EFRATIE)
2k 4-281 IndicatorDataObjectDetail
2% SR fiik
indicator_type indicator_type BIREEINT &R
object
value String {8, #0: ip url domaings
update_time String EFRATIE)
create_time String ClEERTIE
environment environment KEER
object
data_source data_source HIERIEE
object
first_report_time | String BRKRLERTE
is_deleted Boolean =AM
last_report_time String BT A2 4E A ]
granular_marking | Integer NWE (REER) , ASEME: 1 (BER
RI) .2 (BFEE) . 3 (B
X) . 4 (SNEEES)
name String 2R
id String B BHEIRID
project_id String InHID
revoked Boolean =alFE
status String X7, Open--FJFF, Closed--%IF],
Revoked--1E/&
verdict String BB E, Black--2 White--H, Gray--
R
workspace_id String T{E=S8)ID
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2% SRR fR
confidence Integer BiEE, BESEERS80-100

2 4-282 indicator_type

¥ S )%
indicator_type String 1BIRSEEY
id String BIRZEELID
% 4-283 environment
¥ ST 11053
vendor_type String BN
domain_id String FHFID
region_id String XigID
project_id String INHID
2 4-284 data_source
e SR )53
source_type Integer HIEREE, BECEEWT: 1-=L/~
@ 2-E=Rm3 - HPAE~R
domain_id String FAFID
project_id String InHID
region_id String X1ID
2k 4-285 DataClassRefPojo
¥ ST Efi1)%
id String HHERID
name String HIBEZR

K&/ 400
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2 4-286 I Header &

2¥ SR fiid
X-request-id String BXRIDEI: request_uuid-

timestamp-hostname

K 4-287 0[; Body 2%

2Y SR #k
code String e
message String EiRmEA

BRI

SIE—SENEIR, BIMERBTRA “EHBIRER” , BIMBIRRAN, BEiER
SRHDATA_SOURCE, BEIFERD .

{
"data_object" : {
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"product_name" : "test",
"product_feature" : "test"
2
"verdict" : "BLACK",
"confidence" : 4,
"status" : "OPEN",
"labels" : "OPEN",
"value" : "123",
"granular_marking" : "1",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
2
"defanged" : false,
"first_report_time" : "2021-01-30T23:00:00Z+0800",
"last_report_time" : "2021-01-30T23:00:00Z+0800",
"indicator_type" : {
"id" : "909494e3-558e-xxxxxx-07a8e18cabxxx",
"indicator_type" : "ipv6"
h?
"name" : "ERAHEIREIR",
"dataclass_id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"dataclass" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "ZFR"
2
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"
}
}
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N Rz
RS 200
BRI S
{

"code" : 0,
"message" : "Error message",
"data" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "ERAHBIREIR",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
j?
"value" : "ip",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9eeaf1023f7ba597",
"region_id" : "xxx",
"source_type" : 1
h?
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"
h?
"dataclass_ref" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "ZfR"
j?
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"

}
}
REED
RSB )%
200 BREINIRAE R
400 BEREMILA(EE
==
152 iSRS,
4.3.3 PR IMEHR
IheeN4R
B R A B IR

AR

152 AaERAPI,
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URI

IBREH

=35

% 4-288 BIZSH

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/indicators

8% =W SR 1k
project_id = String ImAID
workspace_id | 2 String T{E=S8)ID

% 4-289 53K Header 8%

28 AW SRR R
X-Auth-Token | =2 String FHPAYToken
content-type | 2 String application/

json;charset=UTF-8

2 4-290 753K Body S

e EEWI%E SR R
batch_ids & Array of BIMEIRIDYIZ
strings
RSB 200
% 4-291 M/ Header &%
e ST fR
X-request-id String BXRID A& request_uuid-

timestamp-hostname

7 4-292 ghi Body S

24

SHER

114

code

String

IS
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BRI

N Rz 7~

2% SR fiik
message String HIRER
data IndicatorBatchO | {ERINNS%]
perateResponse
object
2 4-293 IndicatorBatchOperateResponse
2 SR fik
success_ids Array of strings BkINID%IZE
error_ids Array of strings LMIDFZE
WR&G: 400
K 4-294 Wi Header 3
28 ST R
X-request-id String BXRID A& request_uuid-

timestamp-hostname

% 4-295 I Body 2%

el SRR ik
code String EEL)
message String fEiRfEA

b —ELEEIR, BEEIRILRIDI909494e3-558e-46b6-a9eb-07a8e18cab2f

{
"batch_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]

}

WR&ERS: 200
(=R N AN )

"code" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"message" : "Error message",
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W&

"data" : {

"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab62f" ],

"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab62f" ]
}
}
RS A
200 153K Y T K
400 B3R vz
BEIEIRB.

4.3.4 BEHRIMERIFE

ab
THEEN 4B

AR

URI

IBREH

EEREHRIFE

52 AMEE AP,

GET /v1/{project_id}/workspaces/{workspace_id}/soc/indicators/{indicator_id}

& 4-296 IFSH
2% BEwiE ST iR
project_id = String ImAID
workspace_id | 2 String T{E=SEID
indicator_id = String EIEIRID
& 4-297 153K Header 2%
2% =AUk ST ik
X-Auth-Token | 2 String PR Token
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2% BEwiE S faiR
content-type | = String application/

json;charset=UTF-8

IVES
RSHG: 200

2% 4-298 Iy Header &3

2% SR faig
X-request-id String BXRID I request_uuid-

timestamp-hostname

7 4-299 lghi Body S

2 SR ik
code String e
message String HIRER
data IndicatorDetail BIRFBER
object

3£ 4-300 IndicatorDetail
28 ST R
id String FLRBIRID
name String BBMEIRAFR
data_object IndicatorDataObj | IBRIEE

ectDetail object

workspace_id String TE=EID

project_id String InBID

dataclass_ref DataClassRefPojo | #IEERIEE
object

create_time String BlFEATE

update_time String EFhAd(a)
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€ 4-301 IndicatorDataObjectDetail

S SR 220
indicator_type indicator_type BRI SR
object
value String 8, #0: ip url domaings
update_time String EFRATIE)
create_time String e
environment environment WEEE
object
data_source data_source HIERIEE
object
first_report_time | String BRKRLERTE
is_deleted Boolean =AM
last_report_time | String Syliwgasiyi ]
granular_marking | Integer FE (REER) , ASEIE: 1 (BX
EM) 2 (BFgUR) 3 (&8
) . 4 (INREEER)
name String B
id String RUADEHRID
project_id String InHID
revoked Boolean =R
status String RZ, Open--#JFF, Closed--xiA,
Revoked--{E[&
verdict String BE, Black--2 ,White--H, Gray--
&
workspace_id String T{E==[EID
confidence Integer BEE, BUEEER80-100

Z 4-302 indicator_type

e SHRR R
indicator_type String St
id String 1BIRZEELID
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2 4-303 environment

e SR )53
vendor_type String b7 Ny g
domain_id String FHFID
region_id String XigID
project_id String InHID
£ 4-304 data_source
¥ S )%
source_type Integer HIRIRRE, BESEEWNT: 1- =L/~
m2-$=hr"m3 - HFfAE~m
domain_id String FEFID
project_id String ImgID
region_id String Xi%ID
2 4-305 DataClassRefPojo
¥ ST 1153
id String =D
name String HIEEBIR
REB: 400
% 4-306 Nai Header 2%
¥ SR 11053
X-request-id String BXRID &I request_uuid-

timestamp-hostname

%= 4-307 IR Body %

2¥ SR )%
code String I
message String EiRmEA
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iBERTA

N iz 73~

N

K&/ 200
(RN DI VAESES

"code" : 0,
"message" : "Error message",
"data" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "{EFRBTIR",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
T
"value" : "ip",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9eeaf1023f7ba597",
"region_id" : "xxx",
"source_type" : 1
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"
L
"dataclass_ref" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "ZFfR"
L
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"
}
}

LA fiR

200 BRAINIAEE
400 BREMIASE
B2 EIRE.

4.3.5 EHFTRIMEHR

ThREN A

EIRAMEIR
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AR

URI

IBREH

52 AMEE AP

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/indicators/{indicator_id}

% 4-308 BRiIZS#

28 BEwWiE SRR iR
project_id = String ImBID
workspace_id | & String T{E=SEID
indicator_id =2 String BIMBIRID
3 4-309 53K Header
2 BEWE SRR iR
X-Auth-Token | 2 String FHPAYToken
content-type | = String application/
json;charset=UTF-8
7 4-310 153k Body £%{
B8 EEWE SR 12153
data_object P IndicatorDat | [EIRiEIE
aObjectDetai
L object
2 4-311 IndicatorDataObjectDetail
o BEwik SRR iR
indicator_type | & indicator_typ | {BREEINIHR
e object
value B String {8, a0: ip url domaings
update_time = String =]
create_time & String ClEERTE
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2% BEWIE SR fiEid
environment | & environment | NEER
object
data_source | & data_source | HUEFSE
object

first_report_ti | & String BEXRSERTE

me

is_deleted & Boolean 2R

last_report_ti | & String Splawaa =N L]

me

granular_mar | & Integer HWE (REER) , HSEHE:

king 1 (BXREWM) « 2 (BF¥
B) . 3(FEW\xE) .« 4 (4
BiEEa)

name B String 2R

id & String BAMEHRID

project_id a String InHID

revoked & Boolean =5EE

status & String RZE, Open--#TFF, Closed--
%7], Revoked--{E[E

verdict & String EIE, Black--2 White--
H, Gray--k

workspace_id | & String T{E=SiEID

confidence & Integer EEE, BUEEER80-100

2 4-312 indicator_type

2% BEW SR R

indicator_type | & String 15REE

id & String 1BHRZEELID

Z 4-313 environment

2% BEWIE SR R

vendor_type | & String SN S

domain_id & String FBFID
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RS &

2% BEwiE S faiR
region_id & String X15ID
project_id “® String InHID
2 4-314 data_source
¥ BEwWE ST iR
source_type | & Integer HIERERE, BUETSEWNT: 1
-nbFm2-%F=A"m3 -
HPIBm
domain_id S String fBFID
project_id & String IRHID
region_id S String XisID
RZ&B: 200
& 4-315 g Header 2%
2% ST )%
X-request-id String BERID I request_uuid-
timestamp-hostname

%= 4-316 IR Body %

e SR ik

code String e

message String HEIRER

data IndicatorDetail BIRIFBEER
object

2 4-317 IndicatorDetail

2% SR 7
id String BEEAEIRID
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ectDetail object

28 SR ik
name String BBMEIRAFR
data_object IndicatorDataObj | |ERi¥IE

workspace_id String T{E=iEID
project_id String ImBID
dataclass_ref DataClassRefPojo | ZHIEENRER
object
create_time String ElFELERE]
update_time String EFRATE)
Z& 4-318 IndicatorDataObjectDetail
2% SR ik
indicator_type indicator_type TBHRSEEINTR
object
value String &, #0: ip url domaings
update_time String EFRATIE)
create_time String ElFELRIE]
environment environment KIBER
object
data_source data_source HIER(EE
object
first_report_time | String BURKEERTE
is_deleted Boolean Py 153
last_report_time | String BRI A2 AT E)
granular_marking | Integer NWE (RESR) , EE%?UTE& 1 (BER
RE) 2 (BFHEE) (3 (FW
) .4 (SMNEEEE)
name String B
id String EEMERID
project_id String ImBID
revoked Boolean =aEE
status String K%, Open--#JF, Closed--xiF,

Revoked--{E[&
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2% SR fiik

verdict String BiBE, Black--2 ,White--H, Gray--
5

workspace_id String TE=[EID

confidence Integer BEE, BUETEERS0-100

2 4-319 indicator_type

8% SRR )
indicator_type String 1BIRSEEY
id String 1BIRZEELID

# 4-320 environment

2% SR ik
vendor_type String b2 N =Y E ]
domain_id String FEFID
region_id String Xi%ID
project_id String ImBID
3£ 4-321 data_source
¥ ST 11053
source_type Integer HIRIRREE, BESEEWNT: 1- =Lk~
m2-$=hr"m3 - HFAE~m
domain_id String FAFID
project_id String InHID
region_id String X1ID
2 4-322 DataClassRefPojo
2 SR )53
id String =D
name String HIEEBIR
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R&RD: 400

2% 4-323 g Header &3

2% SR ik
X-request-id String BRID IS request_uuid-
timestamp-hostname

3= 4-324 IR Body %

¥ SRR ik
code String e
message String SEIREIA

IERTB
B —SREMER, BIERMRITEAS, Ehip.

"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
%
"value" : "ip",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9%eeaf1023f7ba597",
"region_id" : "xxx",
"source_type" : 1
%
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"

WA Rz
RS 200
BRI E

{
"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"message" : "Error message",
"data" : {
"id" : "28f61af50fc9452aa0ed5ea25¢3cc3d3”,
"name" : "BIMERER",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
%

182




"value" : "ip",
"data_source" : {

"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9eeaf1023f7ba597",
"region_id" : "x
"source_type" :

T
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"
%
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"dataclass_ref" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "ZFR"
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"

X )

}
}
RS
REB ik
200 BRI (EE
400 EXREIRINEE
=g

B2 EIRI .

4.4 BIAERE
4.4.1 RIAR= T

IjJH /\QJJ

BB TSR
BB

&2 ANMaEFEAPI

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/{playbook_id}/
monitor
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IERSH

+=4-325 BRRBY
2 AUk SR R
project_id = String InHID
workspace_id | 2 String T{E=siaID
playbook_id | £ String RIZID
# 4-326 Query 3#
2% R WwI% SR fik
start_time =2 String Fri&aada] . #&=51SO8601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, HI4M:
2021-01-30T23:00:00Z+0800 ,
A X {52 IR AT B4 A9
X, TiEMRITATXAYATE], EIA
ATXIEZR/\K,
version_query | 2 String FTRIARRAZER (ALL: 2SR,
_type VALID:E4HY, DELETED:EM
B )
end_time 2 String £ERRTE . #B1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, HI4:
2021-01-30T23:00:00Z+0800 ,
A X{E R IR AT B4 a9RT
X, TiERTATXAYATE, EA
AXIEZR/\KX,
K 4-327 153K Header 2#
2% mEWI% SR fEid
X-Auth-Token | 2 String FHPToken,
B BIAMBRSS SRENA F
Token#E[3REX ( MIRLHSLH
X-Subject-Tokenf{H ) »
content-type | = String application/
json;charset=UTF-8
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MR SEL

K&ERS: 200

2% 4-328 Iy Header &%

2%

SHER

Hik

X-request-id

String

EKIDAEILS: request_uuid-

timestamp-hostname

2 4-329 L7 Body &%

2¥ SR 3%

code String EEL

message String HEIRER

data Playbookinstanc | BIASZ{TIAIZIES
eMonitorDetail
object

Z& 4-330 PlaybookInstanceMonitorDetail

S SR )%

total_instance_run | Integer EITRIREL

_num

schedule_instance | Integer RS AATIREL

_run_num

event_instance_ru | Integer At alf A AT IREL

n_num

average_run_time | Number iz TRTE)

min_run_time_inst
ance

PlaybookInstanc
eRunStatistics
object

BAIZ{TRYERIESLAIE R

max_run_time_ins
tance

Playbookinstanc
eRunStatistics
object

IKIZTRYERIESLAIE R

total_instance_nu | Integer BRI ASLHI 2%

m

success_instance_ | Integer =R INELAIEE
num

fail_instance_num | Integer IBTRMELBIE S
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iBERTA

il iz 73~ 451

2% SR fR
terminate_instanc | Integer EfTERIEEEHIEE
e_num
running_instance_ | Integer IZTRLIEE
num

£ 4-331 PlaybookInstanceRunStatistics
8% SR R
playbook_instance | String BIZASSLAIID
_id
playbook_instance | String BIASEBI 2R
_name
playbook_instance | Number BIASLBz1ThTE
_run_time

REES: 400

2% 4-332 M/ Header &%
8% SR ik
X-request-id String BXRID &I request_uuid-

timestamp-hostname

% 4-333 g Body 2%

¥ SR finak

code String e

message String SEIREA
y

WR&ERS: 200
RN DI VAESES
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"code" : "00000000",

"message” : ",
"data" : {

"total_instance_run_num" : "Unknown Type: in",

"schedule_instance_run_num" : 99999999,
"event_instance_run_num" : 99999999,

"average_run_time" : 9999999999,
"min_run_time_instance" : {
"playbook_instance_id" : "string",

"playbook_instance_name" : "string",

"playbook_instance_run_time" : 9999999999

%

"max_run_time_instance" : {
"playbook_instance_id" : "string",

"playbook_instance_name" : "string",

"playbook_instance_run_time" : 9999999999

1

"total_instance_num" : 99999999,
"success_instance_num" : 99999999,
"fail_instance_num" : 99999999,

"terminate_instance_num" : 99999999,

"running_instance_num" : 99999999

1k

IERNSANIR)VAEES]

IER SIS

}
}
IR
RSB
200
400
$0D
B2 BRI
4.4.2 BIAREIEST
IREN4B
RBIAG 1 80E

AR

o

152 IUNEiERAPI,

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/statistics

% 4-334 IRIZEH

2H A% SRR fiEid
project_id = String ImgID
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2% BEWI%E SRR ik
workspace_id | 2 String T{E==8)ID

ERESH
Z 4-335 153K Header 2#
2 EEWE ST ik
X-Auth-Token | 2 String FHPToken,
BEIiLiERIAMBRSSSREXFE
Token$ZO3REX ( MARLE S kA
X-Subject-Tokenf9{& ) »
content-type | = String application/
json;charset=UTF-8
NS

R&R: 200

2 4-336 I Header &

2% SR fiik
X-request-id String BERID IS request_uuid-

timestamp-hostname

7= 4-337 ghi Body %4

2% SR ik

code String RS

message String HEIRER

data PlaybookStatistic | BIFRIRESHIHER
Detail object

2k 4-338 PlaybookStatisticDetail

8% SRR R
unapproved_num | Integer REZRIAHE
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2% SRR fR
disabled_num Integer KEBREIA#HZE
enabled_num Integer EERRAH=E
R 400
2 4-339 U7 Header %]
B8H SR ik
X-request-id String BXRID &I request_uuid-

timestamp-hostname

2 4-340 IR Body %

2% SRR fiik
code String S
message String EiRmEA
15K~
7

i Nz 73~451
RSB 200
ERAEINIBR S
{

"code" : 0,

"message" : "Error message",

"data" : {
"unapproved_num" : 99999999,
"disabled_num" : 99999999,
"enabled_num" : 99999999

}
}
RSB
K& R
200 BRI EE
400 EREWIDNEE
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EEIERE,
4.4.3 EHRIAFIER
ThEEN A

BRIATIE
ARTSE

ES ATABAPI.
URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks

% 4-341 BIRS

2% AUk ST ik

project_id = String ImgID

workspace_id | 2 String T{E=E)ID

2 4-342 Query 2H

¥ BEwWE ST iR

search_txt & String BERXEE

enabled B Boolean =aEH

offset 2 Integer PREESH .. AFIEEEN%E
ReVtSIa(IE, MOFR

limit = Integer PREESH, BFEE—XE
1@5&%5’3_ R¥, MIFEE

description B String RBIAEA

dataclass_ na | & String HUEZXZR

me

name & String BIAZFR
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IERSH

%% 4-343 153K Header 2%

28 ERWIE ST iR

X-Auth-Token | 2 String FHFToken,
B8 I AMBR SS3REXFE
Token#2[3REX ( MARZER L
X-Subject-Tokenf9{H ) .

content-type | 2 String application/
json;charset=UTF-8

VRS54

K388 200

2 4-344 QK Header 2#

28 ST )%

X-request-id String EXKIDAEH S request_uuid-

timestamp-hostname

% 4-345 I Body 2%

2¥ SR )%
code String FESL)
message String MAEHEER
total Integer BEH
size Integer DREBHEIRER/N
page Integer EEIDYE
data Array of RIATIRER
Playbookinfo
objects
2k 4-346 Playbookinfo
2% ST ik
id String RIZID
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2% SR fiik
name String BIARBR
description String HRER
create_time String B2 GUERTE
update_time String B A HhtE)
project_id String InHID
version_id String EIZAhRZSID
enabled Boolean vy ===
workspace_id String T{E=s[8)ID
approve_role String HiZAFRAE
user_role String BFRae
edit_role String RIEEFRFAR
owner_id String FRrE#&ID
version String RAS
dataclass_name String HIREBR
dataclass_id String HUEZID
ur(;audited_version String FEIZRBIZRIRAID
i
reject_version_id | String EX[EIRIAHRAID
KZHS: 400
3£ 4-347 /i Header &4
2% SR fiik
X-request-id String BERID I request_uuid-

timestamp-hostname

K 4-348 I[; Body 2#{

2¥ SR fik
code String EEL
message String iR
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iBERTA

vzl
WRZ&ES: 200
BIASIRE RIS

{

"code" : 0,

"message" : null,

"total" : 41,

"page" : 10,

"data" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"enabled" : true,
"workspace_id" : "string",
"approve_role" : "approve",
"user_role" : "string",
"edit_role" : "editor",
"owner_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",
"dataclass_name" : "string",
"dataclass_id" : "string",
"unaudited_version_id" : "string",
"reject_version_id" : "string"

11

}
RS

RSB R

200 RIARZRE QRN SE]

400 TREMINERN S5

3
=

FENEIRE

4.4.4 SIERIR

BIZRIA

152 AMaERAPI,
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URI

IBREH

MR S &

POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks

*& 4-349 IS
28 =W ST fEiA
project_id = String ImgID
workspace_id | 2 String T{E=siaID
% 4-350 153K Header 23
2 R SRR ik
X-Auth-Token | 2 String FHPToken,
B EABIAMBRSSSREXA F
Token$E[3REX ( MIRLHSLH
X-Subject-Tokenf9{& ) »
content-type | 2 String application/
json;charset=UTF-8
%= 4-351 153K Body £&%{
28 BRI SRR iR
name = String BIAZFR
description & String A
workspace_id | 2 String T{E=siaID
REB: 200
K 4-352 gy Header 3
2¥ ST [11)%3
X-request-id String BXRID &I request_uuid-

timestamp-hostname
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2 4-353 IR Body &%§

2 SR ik
code String EEL)
message String HIRER
data Playbookinfo RIRIFIBER
object
2k 4-354 PlaybookInfo
2 SR ik
id String 1D
name String BIARBR
description String HRER
create_time String RBIZAGUEATE
update_time String B A EEFRASE]
project_id String InHID
version_id String RBIZARRAID
enabled Boolean =5REH
workspace_id String T{E=S8)ID
approve_role String HiZARAE
user_role String BFRfae
edit_role String RIEEFRFAR
owner _id String FrB&ID
version String RAS
dataclass_name String HIBEZR
dataclass_id String #IEZRID
u'rcllaudited_version String FHEZEIARRAID
i
reject_version_id | String EXEIRIARRRAID

K&G: 400
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£ 4-355 g/ Header &%

2H SR iR
X-request-id String BRID IS request_uuid-
timestamp-hostname

2 4-356 IR Body 2%

2% SR faig
code String IR
message String EiRmEA

IBERTA

BIZ— PRI, BIARZFRAMYXXX, T{EZSE8IDJIstring, Bt AJapprove, BRI
SHFE.

{
"name" : "MyXXX",
"description" : "This my XXXX",
"workspace_id" : "string"

}

vzl
WEHB: 200
BERAIRES
{

"code" : 0,
"message" : "Error message",
"data" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXxXX",

"description" : "This my XXXX",

"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"enabled" : true,

"workspace_id" : "string",

"approve_role" : "approve",

"user_role" : "string",

"edit_role" : "editor",

"owner_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",

"dataclass_name" : "string",

"dataclass_id" : "string",

"unaudited_version_id" : "string",

"reject_version_id" : "string"
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N

URI

IBREH

REES 1R

200 BRI E
400 BREMILASE
52 LEIRB.

EARIAFR

52 WAELEAFAPI,

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/{playbook_id}

% 4-357 BIZS¥

2 B SHE fiEid

project_id = String ImgID

workspace_id | 2 String T{E=E)ID

playbook_id = String ID of playbook
% 4-358 153K Header £

28 BEwik SRR R

X-Auth-Token | 2 String FHPToken,

BIZERIAMBRSSIRENE
Token$[3REX ( MIRLHESE LA
X-Subject-Tokenf4{& ) »

String application/
json;charset=UTF-8

i

content-type
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MR SEL
RAHG: 200

% 4-359 [[if Header 2%

2% SR fiik
X-request-id String BERID IS request_uuid-

timestamp-hostname

% 4-360 IR Body 2%

2% ST ik

code String EEL

message String HEIRER

data PlaybooklInfo BIRIFBER
object

€ 4-361 Playbookinfo

2% SR fik

id String B ZS1D

name String RIAZIR
description String HIRER
create_time String B A IR E)
update_time String B A EEFRATE]
project_id String INHID
version_id String RBIARRAID
enabled Boolean =y =)=
workspace_id String T{E=iEID
approve_role String HiZEFRAE
user_role String BFRfae
edit_role String mIEAFRE
owner_id String FRrB&EID
version String RAS
dataclass_name String HUBRZR
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BRI

il iz 73~ 451

28 SR ik

dataclass_id String BUEZERID
unaudited_version | String FEHEIZRBIZARRAID
_id

reject_version_id | String EX[EIRIARRAID

RS/ 400

2 4-362 l[IF Header 2%

2H SR iR
X-request-id String BRIDEI S request_uuid-

timestamp-hostname

7 4-363 gL Body S

e SHERR R

code String e

message String LS TN
%

WR&ERS: 200
RN DI VAESES

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"enabled" : true,
"workspace_id" : "string",
"approve_role" : "approve",
"user_role" : "string",
"edit_role" : "editor",
"owner_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",
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"dataclass_name" : "string",
"dataclass_id" : "string",
"unaudited_version_id" : "string",
"reject_version_id" : "string"

}
}
RSB
RSB )%
200 BREINIEA(E R
400 BEREMILAEE
S

52 iEIRE .

llESIES

i5Z LAMEE AP,

URI

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/{playbook_id}

% 4-364 IRIZSH

2 BEwWk SRR R

project_id = String ImBID
workspace_id | & String T{E=SEID
playbook_id = String ID of playbook
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IERSH

% 4-365 53K Header 2%

2 EEWiE ST iR
X-Auth-Token | 2 String P Token,
BEIiLiERIAMBRSS3REXFE
Token$ZO3REX ( MAR;E S kA
X-Subject-Tokenf9{& ) »
content-type | 2 String application/
json;charset=UTF-8
NSS40
RS 200
2 4-366 [ Header %]
2 ST fEiR
X-request-id String BERID IS request_uuid-
timestamp-hostname

3 4-367 ljuhi Body S

2% SR fiid
code String IR
message String HEIRER
data Playbookinfo RIAFBER
object

2k 4-368 Playbookinfo
e ST ik
id String RIZAID
name String RIAZFR
description String HIRMEE
create_time String BRI GUEEA E
update_time String BRI A EFhATE)
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2% SR fiik
project_id String InHID
version_id String BRI ZAhz 281D
enabled Boolean =5REH
workspace_id String TE=|EID
approve_role String HiZAFAE
user_role String BrRae
edit_role String REFRFAE
owner_id String FREZ&ID
version String RAS
dataclass_name String HIEEZIR
dataclass_id String #YEZRID
u'rcllaudited_version String FEZEIARASID
i
reject_version_id | String EXEIRIARRAID
KZ&HS: 400
X 4-369 i Header 3
2% SR faik
X-request-id String BXRID &I request_uuid-

timestamp-hostname

K 4-370 I Body 2%

2% SRR fiig
code String FESE)
message String EiRmEA
(=R GNl
7
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N Rz
RS 200
(=R NBANIRVAEES)
{

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"enabled" : true,
"workspace_id" : "string",
"approve_role" : "approve",

"user_role" : "string",

"edit_role" : "editor",

"owner_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"version" : "v1.1.1",

"dataclass_name" : "string",

"dataclass_id" : "string",

"unaudited_version_id" : "string",

"reject_version_id" : "string"

}
}
RS
RSB 0%
200 BREINIRAEE
400 BREMIAEE
BI=0

TS EIRB .

4.4.7 (RIS

(GRS

152 WATEFIAPI

URI

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/{playbook_id}
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% 4-371 BIESH

2% ERYI%E ST fEiA
project_id = String ImgID
workspace_id | 2 String T{E=E)ID
playbook_id = String RBIZAID

iBREH

2 4-372 {53k Header 2%

2% =% SHERE fEiA
X-Auth-Token | 2 String FHFToken,

B ERIAMARSIREN R
Token$Z[3REX ( MBRZHESLH
X-Subject-Tokenf9{2 ) .

String application/
json;charset=UTF-8

ali

content-type

% 4-373 153K Body 2%

2 BEwWk SRR iR
name a5 String BIARZIR
description B String R
enabled B Boolean Py ==z
a%cive_version P String B RIEIAMRZANID
i
N Rz S4L

RE&B: 200

% 4-374 O Header 2%
2 ST R
X-request-id String BXRID A& request_uuid-

timestamp-hostname
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2 4-375 IR Body &%

2 SR ik
code String EEL)
message String HIRER
data Playbookinfo RIRIFIBER
object
2k 4-376 Playbookinfo
2 SR ik
id String 1D
name String BIARBR
description String HRER
create_time String RBIZAGUEATE
update_time String B A EEFRASE]
project_id String InHID
version_id String RBIZARRAID
enabled Boolean =5REH
workspace_id String T{E=S8)ID
approve_role String HiZARAE
user_role String BFRfae
edit_role String RIEEFRFAR
owner _id String FrB&ID
version String RAS
dataclass_name String HIBEZR
dataclass_id String #IEZRID
u'rcllaudited_version String FHEZEIARRAID
i
reject_version_id | String EXEIRIARRRAID

K&G: 400
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2 4-377 I Header &

2H SR iR
X-request-id String BRID IS request_uuid-

timestamp-hostname

2 4-378 IR Body 2%

2% SRR faig
code String eSS
message String EiRmEA

IBERTA

BR— PRI, BIARZFRAMYXXX, HIAMSEAThis my XXXX, FERRESHEFRS,
BREIZARIDactive_version_id,

{
"name" : "MyXXX",
"description" : "This my XXXX",
"enabled" : true,
"active_version_id" : "active_version_id"

}

vzl
W& 200
ERAIMRES

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXxXX",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"enabled" : true,
"workspace_id" : "string",
"approve_role" : "approve",
"user_role" : "string",
"edit_role" : "editor",
"owner_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",
"dataclass_name" : "string",
"dataclass_id" : "string",
"unaudited_version_id" : "string",
"reject_version_id" : "string"
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N

LI NANE 1k

200 BRI EE
400 BREMILLAEE
== f3
B2 ARG

INRENA

List alert rules
BRI

152 IANalEBAPI,
URI

GET /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules

% 4-379 RIZSH

e EEWI% ST ik

project_id = String Ing ID, Project ID.
workspace_id | 2 String T#E=18) ID, Workspace ID.
€ 4-380 Query 2H

2% BEWIE SR fHid

offset 2 Long fmis&E . Offset.

limit = Long £H, Limit.

sort_key & String HEFF=FER . Sort key

sort_dir & String HEFI=, IR, #R5. Sort

direction, asc, desc,
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2 BRI SR i)
pipe_id & String #HIEEE ID, Pipe ID.
rule_name & String SEAMNIZFR. Alert rule
name.
rule_id B String 240N ID, Alert rule ID.
status & Array of BRIAZE, BE. 8. Status,
strings enabled, disabled.
severity & Array of mEERE, IR, KB, #E.
strings =fe. E@p. Severity. TIPS,
LOW, MEDIUM, HIGH, FATAL

IBREH

% 4-381 53K Header 2%

B8Y EEWI% SR R
X-Auth-Token | 2 String FiFToken, Bi3iERBIAMARSS

SRENFAF TokeniZ[O3KEX, 1AM
user token, fetch from IAM

api.
[ e
RSB 200
2k 4-382 iy Header 3
28 ST R
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

7 4-383 g7 Body 2%

2 SR R

count Long S#=, Total count.

records Array of £EERY, Alert rules.
AlertRule objects
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2 4-384 AlertRule

2¥ SR ik

rule_id String £Z40N ID, Alert rule ID.

pipe_id String HIEEIE ID, Pipe ID.

pipe_name String HIEEERFR, Pipe name.

create_by String Bl A . Create by.

create_time Long BlFEATE], Create time.

update_by String E# A, Update by.

update_time Long EFATIE], Update time.

delete_time Long IR&ATIE] . Delete time.

rule_name String EZNZFR, Alert rule name.

query String HifFiEa. Query.

query_type String EifiE%, SQL. Query type. SQL.

status String BRIRZE, BHA. 8. Status,

enabled, disabled.

severity String TERE, #x. |§E. . 5.

@bo Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL
custom_properties | Map<String,String | BENXY FB{SE ., Custom properties.
>
event_grouping Boolean 5884548, Event grouping.

schedule Schedule object | AE#IN, Schedule Rule.
triggers Array of EEaANIN . Alert triggers.
AlertRuleTrigger
objects
2k 4-385 Schedule
8% SRR fR
frequency_interval | Integer EEEIfg. Frequency interval.
frequency_unit String AEEREA, 2. NEF. X,
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AfiEIECIER. Period interval.
period_unit String ATE&EOEA, 2. /\EF. XK. Period

unit. MINUTE, HOUR, DAY.
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28 SR ik
delay_interval Integer ZEIR[EIfZ . Delay interval
overtime_interval | Integer #BAY1EP® . Overtime interval

7k 4-386 AlertRuleTrigger

2¥ SR fhR

mode String E, &=, Mode. COUNT.

operator String BIER, T AFF. XF. M.
operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression

severity String TERE, 2. K&, P&, &6,

#fo Severity. TIPS, LOW, MEDIUM,

HIGH, FATAL

accumulated_time | Integer accumulated_times

S

RERS: 400

2 4-387 i Header &

2 ST )%

X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

(=Rl
7

M 7~ 5
RSB 200
Zan)
{

"count" : 9223372036854776000,

"records" : [ {

"rule_id" : "443a0117-1aa4-4595-ad4a-796fad4d4950",
"pipe_id" : "772fb35b-83bc-46c9-a0b1-ebe31070a889",
"create_by" : "582dd19dd99d4505a1d7929dc943b169",
"create_time" : 1665221214,
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"update_by" : "582dd19dd99d4505a1d7929dc943b169",

"update_time" : 1665221214,
"delete_time" : 0,
"rule_name" : "Alert rule",

"query" : "* | select status, count(*) as count group by status",

"query_type" : "SQL",
"status" : "ENABLED",
"severity" : "TIPS",
"custom_properties" : {

"references" : "https://localhost/references",

"maintainer" : "isap"

%

"event_grouping" : true,

"schedule" : {

"frequency_interval" : 5,
"frequency_unit" : "MINUTE",
"period_interval" : 5,
"period_unit" : "MINUTE",
"delay_interval" : 2,
"overtime_interval" : 10

%

"triggers" : [ {

"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
"severity" : "TIPS"

}1
3]
}
RS
REB ik
200 BRI
400 BREW
e
152 WiBIRE .

ThRENA

Create alert rule

ARG

52 LAMEE AP,

URI

POST /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules
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iBREH

% 4-388 BRIZSH

2% BEWYIE SRR R

project_id = String Ing ID, Project ID.

workspace_id | 2 String T#E=18) ID, Workspace ID.

% 4-389 53K Header 2%{

e BEWYIE SR R

X-Auth-Token | 2 String R Token, @iZiRAABIAMIRS
SRENA P TokeniZ O3REN, IAM
user token, fetch from IAM
api.

3 4-390 153k Body &

2¥ =EWI% SR fEid

pipe_id = String #IEEIE 1D, Pipe ID.

rule_name =2 String SEMNIZFR. Alert rule
name.

description & String iR, Description.

query = String BEifiEfal. Query.

query_type & String &EifiEi%, SQL. Query type.
SQL.

status & String BREIRZE, BA. {28, Status,
enabled, disabled.

severity S String TEEE, 2R, KB, PE.
=f&. Hds. Severity. TIPS,
LOW, MEDIUM, HIGH, FATAL

custom_prope | & Map<String,St | BEMY BB, Custom

rties ring> properties.

alert_type & Map<String,St | HERE!, Alert type.

ring>

event_groupin | & Boolean £E454H, Event grouping.

g

suspression & Boolean EHZENHI, Suspression.
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2% mEwI% SR fiEid
simulation & Boolean BHLISZ, Simulation.
schedule 2 Schedule EZEMNAYEAZERBRR. Schedule
object
triggers = Array of EEMEIN . Alert triggers.
AlertRuleTrig
ger objects
pipe_name = String SERR
alert_name =2 String LR
alert_descripti | & String EEEA
on
alert_remedia | & String E3=FEN
tion
accumulated. | & Integer HITIREL
times
& 4-391 Schedule
2% BEWI% SRR R
frequency_int | 2 Integer EEIEIIE, Frequency interval.
erval
frequency_uni | 2 String EEEPRERNL, 28, T,
t XK. Frequency unit. MINUTE,
HOUR, DAY.
period_interva | 2 Integer AYE&EOIERR. Period interval.
l
period_unit 2 String AYEIE O, 8. /AT,
X, Period unit. MINUTE,
HOUR, DAY.
delay_interval | & Integer FEIR[E)fZ . Delay interval
overtime_inte | & Integer #BAEPs . Overtime interval
rval
2K 4-392 AlertRuleTrigger
2% BEWI% SR (i35
mode & String &z, #&E., Mode. COUNT.
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2% BE W% SRR ik
operator S String RERT, FF. FFF. XF.
INF, operator. EQ equal, NE
not equal, GT greater than, LT
less than.
expression = String expression
severity B String TEEE, R, KB, P,
=fg. Hds. Severity. TIPS,
LOW, MEDIUM, HIGH, FATAL
accumulated | & Integer accumulated_times
times
V254
R&E3: 200
2 4-393 l[Iiy Header 2§
8% SR R
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

% 4-394 I Body 2%

2% SR ik

rule_id String 2N ID, Alert rule ID.
pipe_id String HIEEE ID, Pipe ID.
pipe_name String HIEEIESZFR. Pipe name.
create_by String Bl#Z A, Create by.

create_time Long BUEERTIE] . Create time.
update_by String E# A, Update by.
update_time Long EFAETIE, Update time.
delete_time Long fRIBRATIE] . Delete time.
rule_name String LEZYNNIZFR, Alert rule name.
query String HifiES. Query.

query_type String EifiE%, SQL. Query type. SQL.
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2 SRR g

status String BEREIRE, BA. 8, Status,
enabled, disabled.

severity String TEEE, 2. K&, P&, 5.

HM@n. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

custom_properties

Map<String,String
>

BEMY (S8, Custom properties.

event_grouping

Boolean

£2434H,, Event grouping.

schedule Schedule object | EAE#MN, Schedule Rule.
triggers Array of &SN, Alert triggers.
AlertRuleTrigger
objects
2 4-395 Schedule
e SRR R
frequency_interval | Integer BE8fE. Frequency interval.
frequency_unit String EEERESRL, 8. T Ko
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AfiEIECIER. Period interval.
period_unit String RIEEORAM, 28, J\BF. X, Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer FEIR[E)fg . Delay interval
overtime_interval | Integer #BAJEIfZ. Overtime interval

2 4-396 AlertRuleTrigger

2% SR 11053

mode String B, 2. Mode. COUNT.

operator String BIER, &7 A5F. XF. T,
operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression

severity String TEEE, 2R, KE. 9. 5.

HM&s . Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL
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BRI

N Rz 7~

SH SRR 1)

accumulated_time | Integer accumulated_times
s

RSB 400

2 4-397 [ Header 2%

28 SHER faik

X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

SIE—£EEMN, SZMNETERIEIEIDAT772fb35b-83bc-46c9-a0b1-
ebe31070a889, HZEMNBZFRIFIAlert rule, EHZHREIASQL, KRENBH,

{
"pipe_id" : "772fb35b-83bc-46¢9-a0b1-ebe31070a889",
"pipe_name" : "sec-hss-alarm",
"rule_name" : "Alert rule",
"description" : "An alert rule",
"query" : "* | select status, count(*) as count group by status",
"query_type" : "SQL",
"status" : "ENABLED",
"severity" : "TIPS",
"alert_name" : "test",
"custom_properties" : {
"references" : "https://localhost/references",
"maintainer" : "isap"
%
"event_grouping" : false,
"suspression" : false,
"simulation" : false,
"accumulated_times" : 1,
"schedule" : {
"frequency_interval" : 5,
"frequency_unit" : "MINUTE",
"period_interval" : 5,
"period_unit" : "MINUTE",
"delay_interval" : 2,
"overtime_interval" : 10
%
"triggers" : [ {
"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
"severity" : "TIPS",
"accumulated_times" : 1
]
}

WR&ERS: 200
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(=R NSAY)

{

"rule_id" : "443a0117-1aa4-4595-ad4a-796fad4d4950",
"pipe_id" : "772fb35b-83bc-46¢9-a0b1-ebe31070a889",
"create_by" : "582dd19dd99d4505a1d7929dc943b169",
"create_time" : 1665221214,
"update_by" : "582dd19dd99d4505a1d7929dc943b169",
"update_time" : 1665221214,
"delete_time" : 0,
"rule_name" : "Alert rule",
"query" : "* | select status, count(*) as count group by status",
"query_type" : "SQL",
"status" : "ENABLED",
"severity" : "TIPS",
"custom_properties" : {

"references" : "https://localhost/references",

"maintainer" : "isap"
b
"event_grouping" : true,
"schedule" : {

"frequency_interval" : 5,

"frequency_unit" : "MINUTE",

"period_interval" : 5,

"period_unit" : "MINUTE",

"delay_interval" : 2,

"overtime_interval" : 10
b
"triggers" : [ {
"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
"severity" : "TIPS"

}]
}
REEG
RS R
200 =R AN
400 BRkEM
eI
52 EIRE.

ThaeNA

Delete alert rule

ARSI

52 WAeLEFAPI,
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URI

DELETE /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules

% 4-398 BRiIZS#

B8H =% SR R
project_id = String InH ID, Project ID.
workspace_id | 2 String T{E=18) ID, Workspace ID.
IBRSH
& 4-399 153K Header 2%
8% BE W% SRR ik
X-Auth-Token | 2 String R Token, BEJiEARIAMIRS

SRENF P Token¥z3KEN . |AM
user token, fetch from IAM

api.
% 4-400 53k Body &%
28 BEwWiE SRR R
[#BT=E] 2 Array of EZMNIDEE
strings
i Rz S%L
KZE&FS: 200
2 4-401 i Header 3#
2H ST R
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.
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K 4-402 I Body 2%

28 ST R
deleted Boolean = HIER.
fail_list Array of Alert rule ID.
AlertRule objects
success_list Array of Alert rule ID.
AlertRule objects
% 4-403 AlertRule
2 ST 11053
rule_id String 20N ID, Alert rule ID.
pipe_id String #IEEIE ID, Pipe ID.
pipe_name String HIEEBEZFR, Pipe name.
create_by String ElI#E A . Create by.
create_time Long BUEERTE] . Create time.
update_by String E# A, Update by.
update_time Long E#AdE . Update time.
delete_time Long MIERATE], Delete time.
rule_name String LEZGNINIZFR, Alert rule name.
query String BiTEH . Query.
query_type String EifiEi%, SQL. Query type. SQL.
status String ERRE, BE. 8. Status,
enabled, disabled.
severity String TEEE, 2R, KE. 9. 5.

HM@s . Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

custom_properties

Map<String,String
>

BEMI (S8, Custom properties.

event_grouping

Boolean

[

3¢H ., Event grouping.

schedule Schedule object | VAE#MNI, Schedule Rule.
triggers Array of EEaAIIN . Alert triggers.
AlertRuleTrigger
objects
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2 4-404 Schedule

2% SR fiik
frequency_interval | Integer JAEEIfg. Frequency interval.
frequency_unit String BEERREA, 2. T, X
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AfiEEOIERR. Period interval.
period_unit String BHEIE O8N, 8. J\EF. XK. Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer ZEIR[E)fF . Delay interval
overtime_interval | Integer BAYialfE ., Overtime interval

2k 4-405 AlertRuleTrigger

2 ST R
mode String B, #=. Mode. COUNT.
operator String BIER, 7. 7FF. XF. M.

operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression

severity String TEEE, 2. K&, P&, &6,
H@n . Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

accumulated_time | Integer accumulated_times

S

WR&ERS: 400

2% 4-406 15 Header 2%
% BEER 574

X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

(=R G N]
PR EZERIN, SERNIBRAIEZEFNIDEEE.
[ "612b7f41-da89-495b-a6a1-fdf14edcc794" |

220




Nl Mz 73~
REES: 200
TBRAIN
{

"deleted" : true,
"fail_list" : [ ],
"success_list" : [ ]

}

REED
RS )%
200 =R A
400 EREW
e
B2 NE=RE.
4.5.4 EEEFZEN
INRENA
BEESZNN Get alert rule
AR
152 WAaEBAPI,
URI

GET /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/{rule_id}

% 4-407 IRIZEH

2% BEwI% SR fiEid

project_id = String Ing ID, Project ID.
workspace_id | & String T{E==8) ID, Workspace ID.
rule_id =2 String 240N ID, Alert rule ID.
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IERSH

2 4-408 153k Header 2%

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, BEiTABIAMIRSS

SRENF P Token¥zO3REN . |AM
user token, fetch from IAM

api.
VRS54
W&/ 200
2K 4-409 Ly Header &4
2H ST fak
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

£ 4-410 IR Body 2%

2% SR fiik
rule_id String 20N ID, Alert rule ID.
pipe_id String HIEEE ID, Pipe ID.
pipe_name String HIEEIEZFR, Pipe name.
create_by String Bl#E A, Create by.
create_time Long BlIEEATFE ., Create time.
update_by String E# A . Update by.
update_time Long E#Adia. Update time.
delete_time Long IE&ATE), Delete time.
rule_name String SEZMNZFR. Alert rule name.
query String EiFiEa. Query.
query_type String Eifigi%, SQL. Query type. SQL.
status String BRIRZE, BA. {8, Status,
enabled, disabled.
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2% SR )%
Severity Strlng ?]ZE%:IEE; %ZTT\ {EEFE:-\ EFIE’:-\ _I%_E:\
HM@n. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL
custom_properties | Map<String,String | BENMY FB{SE ., Custom properties.
>
event_grouping Boolean HZ9H, Event grouping.

AlertRuleTrigger
objects

schedule Schedule object | BAE#N, Schedule Rule.
triggers Array of EHE/MANN . Alert triggers.

2 4-411 Schedule

2¥ S R
frequency_interval | Integer BEEE. Frequency interval.
frequency_unit String EEERESAL, 8. BT, Ko
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AY/E)& CiElFE . Period interval.
period_unit String ATEEOSRA, 2. /\BF. XK. Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer #EIRB)BZ . Delay interval
overtime_interval | Integer HBATElE ., Overtime interval

2K 4-412 AlertRuleTrigger

S

28 ST R

mode String B, #&=. Mode. COUNT.

operator String BIER, T AFF. XF. M.
operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression

severity String TEEE, &n. JE. $E&. 5.
HM@n. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

accumulated_time | Integer accumulated_times
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BRI

il iz 73~ 451

N

R&RD: 400

& 4-413 IR Header 2%

28 SRR )%

X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

7

IS 200
IEREAY|

{
"rule_id" : "443a0117-1aa4-4595-ad4a-796fad4d4950",

"pipe_id" : "772fb35b-83bc-46c9-a0b1-ebe31070a889",
"create_by" : "582dd19dd99d4505a1d7929dc943b169",
"create_time" : 1665221214,

"update_by" : "582dd19dd99d4505a1d7929dc943b169",
"update_time" : 1665221214,

"delete_time" : 0,

"rule_name" : "Alert rule",

"query" : "* | select status, count(*) as count group by status",

"query_type" : "SQL",

"status" : "ENABLED",

"severity" : "TIPS",

"custom_properties" : {
"references" : "https://localhost/references",
"maintainer" : "isap"

1

"event_grouping" : true,

"schedule" : {
"frequency_interval" : 5,
"frequency_unit" : "MINUTE",
"period_interval" : 5,
"period_unit" : "MINUTE",
"delay_interval" : 2,
"overtime_interval" : 10

1

"triggers" : [ {
"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
"severity" : "TIPS"

1]

}

REES 1R

200 =AY
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LA fiR

400 BREM

S
ESIEIRB.
4.5.5 BEFrEEMN
TheeN i
Update alert rule
AREE
B AMEEREAPI,
URI
PUT /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/{rule_id}
T 4-414 BRBY
8% =% SR 1k
project_id = String Ing ID, Project ID.
workspace_id | 2 String T{E=18) ID, Workspace ID.
rule_id =2 String SE40N ID, Alert rule ID.
IBRESH
7= 4-415 153K Header £
8% BRI SRR ik
X-Auth-Token | 2 String R Token, BEIEARIAMIRSS

SREXVE P TokeniZz[3KEL, IAM
user token, fetch from IAM

api.

225




7 4-416 53K Body 2%
2 AUk SR R
rule_name i String ZEMNZFR. Alert rule
name.
description =S String iR, Description.
query & String EHiFiEa . Query.
query_type & String EifiEi%, SQL. Query type.
SQL.
status & String BRIRZE, BR. 28, Status,
enabled, disabled.
severity & String TERE, 7R, 8. 6.
=f2. HAs. Severity. TIPS,
LOW, MEDIUM, HIGH, FATAL
custom_prope | & Map<String,St | HENXY B{EE ., Custom
rties ring> properties.
alert_type & Map<String,St | FFEEE, Alert type.
ring>
event_groupin | & Boolean FHZH4H ., Event grouping.
g
suppression 5 Boolean 4%, Suppression
simulation & Boolean BILEEZ,, Simulation.
schedule & Schedule BAEMN . Schedule Rule.
object
triggers & Array of EERA N, Alert triggers.
AlertRuleTrig

ger objects

2% 4-417 Schedule

(

2% EEWI% SR fHid

frequency_int | 2 Integer AEEE. Frequency interval.

erval

frequency_uni | 2 String BEERERA, 2. /BT,

t X . Frequency unit. MINUTE,
HOUR, DAY.

period_interva | 2 Integer FFiE&OiElE. Period interval.
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2% mEwI% SRR ik
period_unit g String AYEIE O, o8r. /AT,
X . Period unit. MINUTE,
HOUR, DAY.
delay_interval | & Integer FEIR[E)fZ . Delay interval
overtime_inte | & Integer #BAEPE . Overtime interval
rval
2K 4-418 AlertRuleTrigger
8% =EwI% SRR ik
mode & String =, #E., Mode. COUNT.
operator S String BRIER, 7. 7FF. XF.
/NMF . operator. EQ equal, NE
not equal, GT greater than, LT
less than.
expression = String expression
severity B String TERE, . KB, P,
=f&. Hds. Severity. TIPS,
LOW, MEDIUM, HIGH, FATAL
accumulated | & Integer accumulated_times
times
V=S5t
R&ES: 200
2 4-419 O Header 2
8% SRR R
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

K 4-420 W[ Body 2%

2H SR iR
rule id String L2400 ID, Alert rule ID.
pipe_id String HUEEIE ID, Pipe ID.
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2% ST )%

pipe_name String HIEEIESZTR, Pipe name.

create_by String Bl A, Create by.

create_time Long ElFERTE], Create time.

update_by String E# A, Update by.

update_time Long E#HdiaE), Update time.

delete_time Long IE&ATE), Delete time.

rule_name String SEZMNEZFR. Alert rule name.

query String EiFiEa. Query.

query_type String FifEx, SQL, Query type. SQL.

status String BRIRZE, BHA. {28, Status,
enabled, disabled.

severity String FEREE, #x. |§E. 9. 5.
&5, Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

custom_properties | Map<String,String | BEMXY (S8, Custom properties.

>
event_grouping Boolean HZ5H, Event grouping.

schedule Schedule object | EE#IN, Schedule Rule.
triggers Array of EERMAMN . Alert triggers.

AlertRuleTrigger
objects

2 4-421 Schedule

2% SR fiik
frequency_interval | Integer JAEEIfZ. Frequency interval.
frequency_unit String FAEEREA, 2. M. X,
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AYiE&EQakE. Period interval.
period_unit String BHEIE O8N, 8. J\EF. XK. Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer ZEIR[E)fZ . Delay interval
overtime_interval | Integer BAYialfE ., Overtime interval
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2K 4-422 AlertRuleTrigger

2% SR ik
mode String &, H&. Mode. COUNT.
operator String BIER, &7 A%F. XF. M F.

operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression
H@n. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

accumulated_time | Integer accumulated_times

S

R7SE5: 400

% 4-423 Q[ Header 2%

¥ SR )5S
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

iBERTA

EI—EEZHN, HEMNZTRAAlrt rule, BEFAZEEIASQL, KESHBEA, ™E
BEENET.

{
"rule_name" : "Alert rule",
"query" : "* | select status, count(*) as count group by status",
"query_type" : "SQL",
"status" : "ENABLED",
"severity" : "TIPS",
"custom_properties" : {
"references" : "https://localhost/references",
"maintainer" : "isap"
L
"event_grouping" : true,
"schedule" : {
"frequency_interval" : 5,
"frequency_unit" : "MINUTE",
"period_interval" : 5,
"period_unit" : "MINUTE",
"delay_interval" : 2,
"overtime_interval" : 10
L
"triggers" : [ {
"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
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"severity" : "TIPS"
i3
}

N Mz 73~
R&HL: 200
TBEREIH

{
"rule_id" : "443a0117-1aa4-4595-ad4a-796fad4d4950",

"pipe_id" : "772fb35b-83bc-46c9-a0b1-ebe31070a889",
"create_by" : "582dd19dd99d4505a1d7929dc943b169",
"create_time" : 1665221214,

"update_by" : "582dd19dd99d4505a1d7929dc943b169",
"update_time" : 1665221214,

"delete_time" : 0,

"rule_name" : "Alert rule",

"query" : "* | select status, count(*) as count group by status",

"query_type" : "SQL",

"status" : "ENABLED",

"severity" : "TIPS",

"custom_properties" : {
"references" : "https://localhost/references",
"maintainer" : "isap"

h

"event_grouping" : true,

"schedule" : {
"frequency_interval" : 5
"frequency_unit" : "MINUTE",
"period_interval" : 5
"period_unit" : "MINUTE",
"delay_interval" : 2
"overtime_interval" : 10

h

"triggers" : [ {
"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
"severity" : "TIPS"

1

}

N

LN fiik

200 =R AN

400 BREW

e
TSERTD

4.5.6 {&EHS ’.ﬁ’%% iy
RN

Simulate alert rule
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AR

152 WANalEABAPI,

URI
POST /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/simulation
= 4-024 BRBY
2% BEWI% SR fEid
project_id = String Ing ID, Project ID.
workspace_id | 2 String T{E=g] ID, Workspace ID.
ERSH
K 4-425 153K Header 3#
2% =AWk SR fiHid
X-Auth-Token | 2 String R Token, BEJiEARIAMIRSS
SREXA FToken##Z5REX . 1AM
user token, fetch from IAM
api.
7= 4-426 153k Body S%{
2% =AU SR ik
pipe_id 2 String HUEEIE ID, Pipe ID.
query = String BiFiEA . Query.
query_type & String &EifiEi%, SQL. Query type.
SQL.
from 2 Long FoARdE . Start time.
to 2 Long £ETRATE . End time.
event_groupin | & Boolean 58845340, Event grouping.
g
triggers = Array of EERATIN . Alert triggers.
AlertRuleTrig
ger objects
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2K 4-427 AlertRuleTrigger

2% =R SR 1)
mode & String &z, #&E., Mode. COUNT.
operator S String RERF, FF. FFF. XF.

INF, operator. EQ equal, NE
not equal, GT greater than, LT

less than.
expression y— String expression
severity S String TEERE, 2R, KE. $E.
=f&. Hds. Severity. TIPS,
LOW, MEDIUM, HIGH, FATAL
accumulated_ | & Integer accumulated_times
times
N Rz S48
REB: 200
K 4-428 0[; Header 2
28 ST fEiR
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

% 4-429 I Body 2%

28 SHEKER ik
alert_count Integer s =, Alert count.
severity String TEEE, 2R, KE. 9. 5.
#B. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

RZSE5: 400
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2 4-430 I35 Header 2%

24

e St

ik

X-request-id

String

This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

i5RHl

B —£E5Z0N, SZ0NErEREIEIDSead2769b-afb0-45dd-b9fa-
a2953e6ac82f, &iGZEEIASQL, TEIEE IR,

{

"pipe_id" : "ead2769b-afb0-45dd-b9fa-a2953e6ac82f",
"query" : "* | select status, count(*) as count group by status",
"query_type" : "SQL",

"event_grouping

" true,

"from" : 1665221214000,
"to" : 1665546370000,

"triggers" : [ {

"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
"severity" : "TIPS"

]
}

il iz 73~ f51

N

IRE&RS: 200
BRI
{

"alert_count" : 100,
"severity" : "TIPS"

}
RSB i)
200 =R AN
400 BREM

B2EIRE,

HENNZ5S

)

A

List alert rule

metrics
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AR

i5S LAMEE AP,

URI
GET /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/metrics
* 4-431 IBR2H
8% = Wi%E SR ik
project_id = String Ing ID, Project ID.
workspace_id | 2 String T{E=18) ID, Workspace ID.
IBREH
K 4-432 153K Header 2H
8% BE W% SRR ik
X-Auth-Token | 2 String R Token, BEIiEARIAMIRSS
SKEVAF TokeniZ3XEY, IAM
user token, fetch from IAM
api.
VRS54
K&83: 200
2 4-433 Iy Header 2%
B8 SR R
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

K 4-434 IR Body 2%

BH SR R
category String IevRERY, ofHEE . Metric category.
GROUP_COUNT.
metric Map<String,Numb | $§¥x{&E. Metric value.
er>
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R&RD: 400

2 4-435 [[I5] Header 2%

2% SRR R
X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.
=GN
7

M Rz~
REHS: 200

153KAkIN
o A1
{
"category" : {
"GROUP_COUNT" : null
3
"metric" : null
}
o f3l2
{
"category" : "GROUP_COUNT",
"metric" : {
"ENABLED" : 8,
"DISABLED" : 2
}
}
RS
RSB g
200 1BKREIN
400 TBEREY
xS
BSIEIRB.
£
4.5.8 FRSEEMN
IheeNA

Enable alert rule
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AR

52 IWATERAPI,

URI
POST /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/enable
+ 4-436 IB1ZBH
84 =AWk SRR R
project_id = String InH ID, Project ID.
workspace_id | 2 String T#E=18) ID, Workspace ID.
IBRSH
X 4-437 153K Header &%
2% BRI e el R
X-Auth-Token | 2 String R Token, BEJIEARIAMIRSS
SREXFF Token#z3KEX . 1AM
user token, fetch from IAM
api.
7 4-438 153K Body &
B8H =% SR ik
[#HTTR] = Array of EREZEMRNANER
strings
N R &%
RSB 200
2 4-439 (IR Header 2]
2% SRR A
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.
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K 4-440 IR Body 2%

2 SR ik
fail_list Array of Alert rule ID.
AlertRule objects
success_list Array of Alert rule ID.
AlertRule objects
Z 4-441 AlertRule
2% SR ik
rule_id String 2N ID, Alert rule ID.
pipe_id String HIEEE ID, Pipe ID.
pipe_name String HIEEIESZFR. Pipe name.
create_by String Bl#Z A, Create by.
create_time Long BUEERTIE] . Create time.
update_by String E# A, Update by.
update_time Long EFATIE, Update time.
delete_time Long ME&ATE) . Delete time.
rule_name String LEZYINIZFR, Alert rule name.
query String HifiES. Query.
query_type String BifiEi%, SQL. Query type. SQL.
status String BRRE, BE. 8. Status,
enabled, disabled.
severity String TERE, #x. |8, 8. 5.
@B. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL
custom_properties | Map<String,String | XY EIEE . Custom properties.
>
event_grouping Boolean £24540 ., Event grouping.
schedule Schedule object | VAE#MN, Schedule Rule.
triggers Array of EZ AN . Alert triggers.
AlertRuleTrigger
objects
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2 4-442 Schedule

2% SR fiik
frequency_interval | Integer JAEEIfg. Frequency interval.
frequency_unit String BEERREA, 2. T, X
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AfiEEOIERR. Period interval.
period_unit String BHEIE O8N, 8. J\EF. XK. Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer ZEIR[E)fF . Delay interval
overtime_interval | Integer BAYialfE ., Overtime interval

2k 4-443 AlertRuleTrigger

84 SHERT Rk

mode String B, #=. Mode. COUNT.

operator String BIER, 7. 7FF. XF. M.
operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression

severity String TEEE, 2. K&, P&, &6,
H@n . Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

accumulated_time | Integer accumulated_times

s

WR&ERS: 400

% 4-444 (IR Header 2%

2%

SHER

ik

X-request-id

String

This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

5K

EREZEMN,1D79123123

[ "123123" ]
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M iz 7~ A5
R 200
15KAkIN
"fail_list" : [,

"success_list" : [ ]

}

REED
RSB )%
200 =R A
400 EREW
S

INRENA

Disable alert rule
BB

152 WANMalEBAPI,
URI

POST /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/disable

& 4-445 BRRSH

8% BE W% SRR ik
project_id = String Ing ID, Project ID.
workspace_id | & String T{E==8) ID, Workspace ID.
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IERSH

3% 4-446 53K Header 2%

2¥ =AWk SR )%
X-Auth-Token | 2 String P Token, @iZiRABIAMIRS

SRENFE P Token$Z[O3KREY, IAM
user token, fetch from IAM

api.
X 4-447 i53K Body 2
28 =R ST ik
MATE] |2 Array of 2% NI AGIER
strings
N R SEL
WR&E: 200
7% 4-448 N Header 2%
e SR )%
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

7% 4-449 AN Body ¥

2 SRR finak
fail_list Array of Alert rule ID.

AlertRule objects

success_list Array of Alert rule ID.
AlertRule objects

2 4-450 AlertRule

2 SR iR
rule id String L2400 ID, Alert rule ID.
pipe_id String HUEEIE ID, Pipe ID.
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2% ST )%

pipe_name String HIEEIESZTR, Pipe name.

create_by String Bl A, Create by.

create_time Long ElFERTE], Create time.

update_by String E# A, Update by.

update_time Long E#HdiaE), Update time.

delete_time Long IE&ATE), Delete time.

rule_name String SEZMNEZFR. Alert rule name.

query String EiFiEa. Query.

query_type String FifEx, SQL, Query type. SQL.

status String BRIRZE, BHA. {28, Status,
enabled, disabled.

severity String FEREE, #x. |§E. 9. 5.
&5, Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

custom_properties | Map<String,String | BEMXY (S8, Custom properties.

>
event_grouping Boolean HZ5H, Event grouping.

schedule Schedule object | EE#IN, Schedule Rule.
triggers Array of EERMAMN . Alert triggers.

AlertRuleTrigger
objects

2 4-451 Schedule

2% SR fiik
frequency_interval | Integer JAEEIfZ. Frequency interval.
frequency_unit String FAEEREA, 2. M. X,
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AYiE&EQakE. Period interval.
period_unit String BHEIE O8N, 8. J\EF. XK. Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer ZEIR[E)fZ . Delay interval
overtime_interval | Integer BAYialfE ., Overtime interval
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2K 4-452 AlertRuleTrigger

S SR R
mode String E, =, Mode. COUNT.
operator String BIER, T AFF. XF. M.

operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression

severity String TEEE, 2. K&, P&, 5.
M@n. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

accumulated_time | Integer accumulated_times

S

K& 400

2 4-453 I[IK Header 2%
8% e ESid] 774

X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

(=R
{EREEMN,ID/3123123
["123123"]

MRz~
K& 200
&R0
{
"fail_list" : [1,

"success_list" : [ ]

}

RS
/NG ik
200 THERAIN
400 EREW
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tHI=0

52 iEIRE .

4.5.10 FIHEENNIENR

ab
IhBEN 4B

ARTIE

URI

List alert rule templates

152 WUalEBAPI,

GET /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/templates

% 4-454 BIZ2SH

2% AUk SR ik

project_id = String InH ID, Project ID.
workspace_id | 2 String T#E=18) ID, Workspace ID.
2 4-455 Query H

2% B SR fiHid

offset 2 Long fmisE . Offset.

limit = Long £H, Limit.

sort_key & String HEFF=FER . Sort key

sort_dir & String HEFI=, IR, #R5. Sort

direction, asc, desc,
severity & Array of TERE, . K8, P,
strings =&, M@p. Severity. TIPS,

LOW, MEDIUM, HIGH, FATAL
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IERSH

K 4-456 153K Header 2
28 BBk SR R

String FiFToken, BEiERBIAMIESS
SRENAFTokeniZ 3K, IAM
user token, fetch from IAM

X-Auth-Token

ali

api.
Nn R SEL
R&E: 200
2 4-457 Y Header &%
28 ST ik
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

% 4-458 IR Body 2#

2 SR ik

count Long S# =, Total count.

records Array of EEZMNIER . Alert rule templates.
AlertRuleTempla
te objects

& 4-459 AlertRuleTemplate

B8H SRR R

template_id String EZMNIENR ID, Alert rule template
ID.

update_time Long EFETIE, Update time.

template_name String EHEMNIERZTR . Alert rule template
name.

data_source String #3EIE ., Data source.

version String hRZA . Version
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2% SR fiik

query String BHigiEfA . Query.

query_type String Hifigi%, SQL. Query type. SQL.

severity String TERE, #r. |8, &, 5.
@ibo Severity. TIPS, LOW, MEDIUM,

HIGH, FATAL
custom_properties | Map<String,String | BENXY EB{SE . Custom properties.
>
event_grouping Boolean 5245340, Event grouping.

schedule Schedule object | AE#N, Schedule Rule.
triggers Array of EHE/ANN . Alert triggers.
AlertRuleTrigger
objects
2R 4-460 Schedule
2% SR fid
frequency_interval | Integer FEEEE. Frequency interval.
frequency_unit String FEEBERERM, 8. MF. X
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AY1El& [afR . Period interval.
period_unit String ATE&EORA, 2. /J\BF. XK. Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer ZEIR[E)fF . Delay interval
overtime_interval | Integer BAYialfE . Overtime interval

2K 4-461 AlertRuleTrigger

2% SR HR

mode String 1@z, #&. Mode. COUNT.

operator String BIER, 7. A%F. XF. M F.
operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression
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2H SRR )

Severity Strlng IIIZE*HDEE; %ﬁ\ {EEFE:-\ Epﬁ\ _I%_E:\
HM@n. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

accumulated_time | Integer accumulated_times

s

RZSFS: 400

2 4-462 [[IF; Header 2%

2% SHER Hik

X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.

iERpI

I iz 73~ 5]
REB: 200
ESREEIN

"count" : 9223372036854776000,
"records" : [ {
"template_id" : "443a0117-1aa4-4595-ad4a-796fad4d4950",
"update_time" : 1665221214,
"template_name" : "Alert rule template",
"data_source" : "sec_hss_vul",
"version" : "1.0.0",
"query" : "* | select status, count(*) as count group by status",
"query_type" : "SQL",
"severity" : "TIPS",
"custom_properties" : {
"references" : "https://localhost/references",
"maintainer" : "isap"
h?
"event_grouping" : true,
"schedule" : {
"frequency_interval" : 5,
"frequency_unit" : "MINUTE",
"period_interval" : 5,
"period_unit" : "MINUTE",
"delay_interval" : 2,
"overtime_interval" : 10
2
"triggers" : [ {
"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
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"severity" : "TIPS"

1]

}]
}
RSB
RSB )%
200 =R A
400 EREW
S

AR

B2
4.5.11 BEEFESEMNIENR

o

templates

INRENA

List alert rule
BB

152 WANaE BAPI,
URI

GET /v1/{project_id}/workspaces/{workspace_id}/siem/alert-rules/templates/

{template_id}

% 4-463 BIZS¥

28 ERYI%E SHEKRE fEiA

project_id = String InH ID, Project ID.
workspace_id | 2 String T =318 ID, Workspace ID.
template_id = String EHEMNIENR ID, Alert rule

template ID.
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IERSH

% 4-464 153K Header 2%

28 ERWIE ST iR
X-Auth-Token | 2 String FiFToken, BEiERBIAMIESS
SREXFF Token#[3REX . |1AM
user token, fetch from IAM
api.
Nn R SEL
R&E: 200
2K 4-465 O Header 2
28 ST ik
X-request-id String This field is the request ID number for

task tracking. Format is request_uuid-
timestamp-hostname.

% 4-466 IK; Body 2

28 SR R

template_id String EZMNIENR ID, Alert rule template
ID.

update_time Long E#Adia. Update time.

template_name String EEMNIERZFR . Alert rule template
name.

data_source String #EE, Data source.

version String hRZA, Version

query String HigiEfA . Query.

query_type String EifiE%, SQL. Query type. SQL.

severity String TEREE, &x. . 9B, 5.
Hdp. Severity. TIPS, LOW, MEDIUM,
HIGH, FATAL

custom_properties | Map<String,String | BENXY B{SE . Custom properties.

>
event_grouping Boolean FHE594H,, Event grouping.
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SH

SHERR

1)

schedule Schedule object | JAE#MN, Schedule Rule.
triggers Array of EZ AN . Alert triggers.
AlertRuleTrigger
objects
£ 4-467 Schedule
2¥ ST R
frequency_interval | Integer BEEE. Frequency interval.
frequency_unit String EEERRA, 28, MF. X
Frequency unit. MINUTE, HOUR, DAY.
period_interval Integer AY/E)& CiElFE . Period interval.
period_unit String ATEEOSRA, 2. /\BF. XK. Period
unit. MINUTE, HOUR, DAY.
delay_interval Integer #ER[E)PB. Delay interval
overtime_interval | Integer HBATElE ., Overtime interval

2k 4-468 AlertRuleTrigger

S

¥ SR )%

mode String =, #E, Mode. COUNT.

operator String BE®, T 75T XF. Mo
operator. EQ equal, NE not equal, GT
greater than, LT less than.

expression String expression

severity String mEiRE, #r. K2, . 56,

fibo Severity. TIPS, LOW, MEDIUM,

HIGH, FATAL

accumulated_time | Integer accumulated_times

WR&RS: 400
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i5RHl

N Rz 7~

WS

2 4-469 IR Header 2%

28 ST R
X-request-id String This field is the request ID number for
task tracking. Format is request_uuid-
timestamp-hostname.
7

RS/ 200
53RN

{
"template_id" : "443a0117-1aa4-4595-ad4a-796fad4d4950",
"update_time" : 1665221214,
"template_name" : "Alert rule template",
"data_source" : "sec_hss_vul",
"version" : "1.0.0",
"query" : "* | select status, count(*) as count group by status",
"query_type" : "SQL",
"severity" : "TIPS",
"custom_properties" : {
"references" : "https://localhost/references",
"maintainer" : "isap"
1
"event_grouping" : true,
"schedule" : {
"frequency_interval" : 5,
"frequency_unit" : "MINUTE",
"period_interval" : 5,
"period_unit" : "MINUTE",
"delay_interval" : 2,
"overtime_interval" : 10
1
"triggers" : [ {
"mode" : "COUNT",
"operator" : "GT",
"expression" : 10,
"severity" : "TIPS"
1]
}

RSB fiR

200 =R AN
400 BRkEM
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tHI=0

4.6 BIARhRAETE
4.6.1 TfERIZAR R RA

Ihee4a
SeRERIARRZARA
BRI
152 ILAaEFEAPI,
URI
POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/clone
+ 4-470 BRBH
B8H =% SR R
project_id = String ImAID
workspace_id | 2 String T{E=S8)ID
version_id = String BIZARRRZSID
IBREH
& 4-471 153K Header 2%
BH =% SR R
X-Auth-Token | 2 String FHFToken,
BT A AIAMBRSSIRENFE R
Token$Z[3REX ( MORZHE LA
X-Subject-Tokenf9{& ) »
content-type | 2 String application/

json;charset=UTF-8
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N Rz S4L

% 4-472 753K Body S

2% AUk SR R
name B String ZFR
R 200
2 4-473 0 Header 2
2% SR R
X-request-id String BXRIDEIS: request_uuid-
timestamp-hostname

% 4-474 9R; Body 2%

2% SR ik
code String RS
message String Error message
data PlaybookVersionl | BIAMRAEEESE
nfo object

2k 4-475 PlaybookVersioninfo
2% SR ik
id String BIZAShRASID
description String iR
create_time String ClsERT 8]
update_time String EFhAd(a)
project_id String InHID
creator_id String BIEEEID
modifier_id String 1EMZEID
playbook_id String 1D
version String RAS
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2% SR fR

enabled Boolean EBBEA. (true--EBH, false-kB
F)

status String BIARMRAIRZ, dmiEd: EDITING &%
fh: APPROVING ANi@id: UNPASSED
24 : PUBLISHED

action_strategy String HATRES. BRlNZ RS H AT, X
R{EJIASYNC

actions Array of RIAXECRIZSIRER

Actioninfo
objects

rule_enable Boolean EEERMASREITERE

rules Rulelnfo object RIARMANISER

dataclass_id String HUEZXID

trigger_type String RBIAfR A 520 (EVENT--S{4-AtA ,
TIMER--ERT &)

dataobject_create | Boolean NREBIEN R A CIZEAA BRI

dataobject_updat | Boolean NREBIEN RS BT AARIAR

e

dataobject_delete | Boolean NREUEX R 2SR AR A BIZR

version_type Integer ARAZER (0--BAShRA, 1--IETChRA)

rule_id String ISTERLID

dataclass_name String HIREZR

approve_name String HiZE

£ 4-476 Actioninfo

2% SR fiik

id String Bl RIZsN{EID
name String TRIZoERFR
description String A
action_type String Y a2
action_id String mEZID
playbook_id String EIZID

253



2% SR )%
playbook_version_ | String BIZAShRASID
id
project_id String InHID
R 4-477 Rulelnfo
2% ST ik
id String FMID
project_id String ImBID
rule String A Y
KASH8: 400
3R 4-478 u[; Header 2%
28 SRR R
X-request-id String BXRIDAEI0: request_uuid-

timestamp-hostname

2 4-479 g Body 2%

¥ SRR ik
code String S
message String SEIREIA

BRI

RE—RIAREMRA, RIARZFRAname,

{

"name" : "name"

}

[ iz 73~5)
RSB 200
BRI S
{

"code" : 0,




"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"creator_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"modifier_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"playbook_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",

"enabled" : true,
"status" : "editing",
"action_strategy" : "sync",
"actions" : [ {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",

"description" : "This my XXXX",

"action_type" : "Workflow",

"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"playbook_id" : "string",

"playbook_version_id" : "string",

"project_id" : "string"

11
"rule_enable" : true,
"rules" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"rule" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

B

"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"trigger_type" : "event",

"dataobject_create" : true,

"dataobject_update" : true,

"dataobject_delete" : true,

"version_type" : 1,

"rule_id" : "string",

"dataclass_name" : "string",

"approve_name" : "string"

T

LN fiik

200 BRI 250
400 BERE MG 25
==
52 IEIRE,
4.6.2 BHRIARRASIZER
INRENA
BRI ARRATIE
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AR

URI

IBREH

152 WANalEABAPI,

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/{playbook_id}/
versions

% 4-480 B12=
2% SR A
project_id String ImgID
workspace_id String T{E==8)ID
playbook_id String RBIZAID
K 4-481 Query 2H
2% SR R
status String BIRNIRAIKRES, fmigh:
EDITING &#Z9: APPROVING
AN@Eid: UNPASSED E45%#:
PUBLISHED
enabled & Integer BR/2ZH
version_type | & Integer MRAZER, EfhRA: 0 IED
RS 1
offset & Integer PREESH ., BTIEEEAS
ReVERIRUE, MNOFEA
limit B Integer PREFSH, AFIEE—RE
WRSERE, MFE
K 4-482 153K Header 2§
¥ SR fER
X-Auth-Token String FHPToken,

B i I AMBRSSFREN B
Token$ZO3REX ( MARE S kA
X-Subject-Tokenf9{& ) »
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2% BEwiE S faiR
content-type | = String application/

json;charset=UTF-8

MR S &

WR&RS: 200

% 4-483 NI Header 2%

2 SR fik
X-request-id String BRIDEIS: request_uuid-

timestamp-hostname

7 4-484 AN Body 2%

2 SR ik
code String EE)
message String HIRER
size Integer D REREIEARN
page Integer EEIDYE
total Integer B
data Array of BIRIRAFIEFER
PlaybookVersion
ListEntity objects
% 4-485 PlaybookVersionListEntity
2¥ S ik
id String BIZARRASID
description String A
create_time String BUEERTIE)
update_time String EFRATIE)
project_id String ImBID
creator _id String SlIEEID
modifier_id String BXEID
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2% SR fiik

playbook_id String B ZS1D

version String RAS

enabled Boolean EELE

status String IRZE. (EDITING--4w4Eh, APPROVING--
EtZH, UNPASSED--EHiZAET,
PUBLISHED--E{ZiEd)

action_strategy String HATRES. BRlNiHRSH AT, X
RI{EJ9ASYNC

rule_enable Boolean TEMNES B

dataclass_id String HUEZEID

trigger_type String A0, EVENT--SE4fA&, TIMER--XE
ARt

dataobject_create | Boolean NREIENTR 2 A G AARIAR

dataobject_updat | Boolean NREIEN R 2B EMITAARIAR

e

dataobject_delete | Boolean NREIEN R 2SRRI AR A BRI

version_type Integer R ZEEY

rule_id String IERNID

dataclass_name String HIBEZR

approve_name String HiZE

K& 400

7 4-486 IR Header 2%
% BEAR 534S

X-request-id String BXRID &I request_uuid-
timestamp-hostname

2% 4-487 K7 Body &%

e SHERT R
code String EEEL
message String HIREA
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iBERTA

N Rz 7~

N

IRt

WR&G: 200
(RN ANIVAEES)

"code" : 0

"message" : "Error message",
"size" : 3,

"page" : 10

"total" : 41

"data" : [{

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"description" : "This my XXXX",

"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"creator_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"modifier_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"playbook_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"version" : "v1.1.1",
"enabled" : true,

"status" : "editing",
"action_strategy" : "sync",
"rule_enable" : true,

"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"trigger_type" : "event",
"dataobject_create" : true,
"dataobject_update" : true,
"dataobject_delete" : true,
"version_type" : 1

"rule_id" : "string",
"dataclass_name" : "string",
"approve_name" : "string"

1]

RSB R

200 BKREINEAER

400 IBREMILA(EE
%ﬂ\nﬁq o

4.6.3 @UEEUZISHWIS

ORENA

BRI ANhRA
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AR

URI

IBREH

52 WAMaE AP

POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/{playbook_id}/

versions

% 4-488 BRiIZS¥#

¥ BEwiE S iR

project_id = String InHID

workspace_id | 2 String T{E==8)ID

playbook_id | £ String RIZID

= 4-489 153K Header 23

2¥ EEWE ST fEiA

X-Auth-Token | 2 String FHFToken,
BEiiEFRIAMBRSS SXEXFE
Token#2[3REX ( MAAZER L
X-Subject-Tokenfi9{& ) »

content-type | = String application/
json;charset=UTF-8

7= 4-490 53k Body £&%{

28 ERWIE SRR iR

description B String A

workspace_id | & String T{E=siaID

playbook_id B String RBIZAID

actions & Array of KEAIESIZR

Actioninfo
objects

dataclass_id & String HUEZEID

rule_enable & Boolean TEMNESEHE

rule_id B String LIEARNID
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2% BE W% SRR ik

trigger_type & String &5 1. EVENT--S5{4fbAk,
TIMER--ERT A

dataobject_cr | & Boolean RREIEN R EACIZT AR

eate Wi\

dataobject_up | & Boolean RREIEN R 2R BT AAR

date PN

dataobject_de | & Boolean NREIEXT R E SRS LA R

lete Wi\

action_strateg | & String HITER. BaliEREHE

y AT, WR{ESIASYNC

2 4-491 Actioninfo

¥ BEwWiE S iR
id & String BIARFEENIEID
name & String MIEENERTR
description B String A
action_type & String TAERNESEEY
action_id & String mAZID
playbook_id & String RBIZAID
playbook_vers | & String RBIZARRZASID
ion_id
project_id “® String InHID
N SEL

REB: 200

% 4-492 a Header 2%{
28 ST R
X-request-id String BRIDEIS: request_uuid-

timestamp-hostname
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7= 4-493 Nghy Body %4

el SHRT ik
code String EEL)
message String Error message
data PlaybookVersionl | BIAMRAIFEBEE
nfo object
2K 4-494 PlaybookVersioninfo
el SHRT ik
id String R ZRRZAID
description String R
create_time String ClEEATIE
update_time String EFhAd(a)
project_id String InHID
creator _id String ElIEEID
modifier_id String 1EMZID
playbook_id String B ZS1D
version String RAS
enabled Boolean =ABAE. (true--BEH, false-kE
F)
status String BIARRRAIRZ, fRiEF: EDITING H#%
#: APPROVING AiEid: UNPASSED
24%: PUBLISHED
action_strategy String HATEREE. BRINISREH AT, X
RI{EAASYNC
actions Array of BIAXECRIZSIRERE
Actioninfo
objects
rule_enable Boolean EABREMARTIERS
rules Rulelnfo object RIAfAIIEER
dataclass_id String #IEZRID
trigger_type String RBIZAfRA 52U (EVENT--S4-AtA ,
TIMER--ERT &)
dataobject_create | Boolean NREIEX R 2R IR AARIA
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2% SR fiik

dataobject_updat | Boolean NREBIEN RS EFITAARIAR

e

dataobject_delete | Boolean NREUEX R 2SR AR A BIZR
version_type Integer ARASSERY (0--BIfghRA, 1--IETCARAS)
rule_id String T ID

dataclass_name String HUBRBR

approve_name String HiZE

2L 4-495 ActionInfo

2% SR fik

id String BIASRAZRNEID
name String RIZEIERFR
description String A
action_type String ERIEREY
action_id String mEZID
playbook_id String RIZID
pdlaybook_version_ String RBIARRAID

i

project_id String InHID

£ 4-496 Rulelnfo

2% SR ik

id String FNID
project_id String INHID
rule String A AL

R&RS: 400
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2 4-497 IR Header 2%

2% SR ik
X-request-id String BERIDEI S request_uuid-
timestamp-hostname

K 4-498 I Body ¥

2 SHER finak
code String HI=g
message String SEIREIA

BRI

CIEZBE— P RIARKRA, BIAMRAFTEI{EZ8)IDAstring, RBIZAIDA
909494e3-558e-46b6-a9eb-07a8e18cab2f, HIEZEIDFH909494e3-558e-46b6-
a9eb-07a8e18cab2f, MNAEH.

{
"description" : "This my XXXX",
"workspace_id" : "string",
"playbook_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"actions" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"description" : "This my XXXX",
"action_type" : "Workflow",
"action_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"playbook_id" : "string",
"playbook_version_id" : "string",
"project_id" : "string"
11
"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"rule_enable" : true,
"rule_id" : "4185bbd2-9d18-4362-92cb-46df0b24fe4e",
"trigger_type" : "event",
"dataobject_create" : true,
"dataobject_update" : true,
"dataobject_delete" : true,
"action_strategy" : "sync"

)zl
IRZSES: 200
ERAIRIES
{

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
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"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"creator_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"modifier_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"playbook_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",

"enabled" : true,
"status" : "editing",
"action_strategy" : "sync",
"actions" : [ {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",

"description" : "This my XXXX",

"action_type" : "Workflow",

"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"playbook_id" : "string",

"playbook_version_id" : "string",

"project_id" : "string"

11
"rule_enable" : true,
"rules" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"rule" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

B

"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"trigger_type" : "event",

"dataobject_create" : true,

"dataobject_update" : true,

"dataobject_delete" : true,

"version_type" : 1,

"rule_id" : "string",

"dataclass_name" : "string",

"approve_name" : "string"

T

LN fiik

200 BXREINENEER
400 BEREBIOLA(SE

IRt
5S IR
4.6.4 EHRIAMRAFEE
TheEEN 4R
Show playbook version version
ERRE

52 LAMEE AP,

265




URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/

{version_id}

% 4-499 BRSH

2 AUk SR R

project_id = String InHID

workspace_id | 2 String T{E=siaID

version_id =2 String BIZARRRZAID

ERESH
R 4-500 153K Header 2%

2¥ BEWI% ST R

X-Auth-Token | 2 String FHPFPToken,
B A RIAMBRSSIRENFE -
Token$ZO3REX ( MIRE S kA
X-Subject-Tokenf9(& )

content-type | 2 String application/

json;charset=UTF-8

RS &

RZSES: 200

2 4-501 @i Header &

2H

SHERR

ik

X-request-id

String

EKIDAEIS: request_uuid-
timestamp-hostname

%= 4-502 IR Body %

2H SHR fak
code String e
message String Error message
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2H SR )
data PlaybookVersionl | BIARIRAFIFBEE
nfo object
£ 4-503 PlaybookVersioninfo
8% SHER fER
id String BIZShiRZSID
description String R
create_time String ClEEATIE]
update_time String EHTAYE)
project_id String InHID
creator_id String ElIEEID
modifier_id String 1&4E1D
playbook_id String EIZID
version String TN
enabled Boolean BABAE. (true--BEH, false- k3
F)
status String BIARMAIRZ, fRiEH: EDITING E#
fr: APPROVING Fi&@id: UNPASSED
24%: PUBLISHED
action_strategy String HATRER. BRlNHREFH AT, X
RI{EAASYNC
actions Array of RIAXECRIZSIRER
Actioninfo
objects
rule_enable Boolean EEERMA RIS
rules Rulelnfo object RIAfAIISER
dataclass_id String #IEZRID
trigger_type String BIZAfb& 750 (EVENT--SE4i% ,
TIMER--ERT &)
dataobject_create | Boolean NREIEN R 2R CIEIT A RIA
dataobject_updat | Boolean NREIENRER EMITAUARIA
e
dataobject_delete | Boolean FRREEX R 2 MIBRAT AR A B
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2% SR fiik
version_type Integer ARASER (0--EfghRA, 1--IETCARA)
rule_id String LIERNID
dataclass_name String HIBEZR
approve_name String HiZE

R 4-504 Actioninfo
2¥ SR fiig
id String RIZARAEENIEID
name String TRAEEHERFR
description String DU
action_type String AERIEREY
action_id String mAZID
playbook_id String RIZAID
Fgaybook_version_ String BIZShRZSID
i
project_id String InHID

2k 4-505 Rulelnfo
2% SR fiik
id String WD
project_id String InHID
rule String f Az AL

KZ&HS: 400

% 4-506 Na Header 2%{
e ST ik
X-request-id String BXRID &I request_uuid-

timestamp-hostname
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7 4-507 IR Body &%

2% ST )%
code String Ei=tg
message String A
(=R GN
7

N Rz 73~451
RSB 200
EREINIRASE

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"creator_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"modifier_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"playbook_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",
"enabled" : true,
"status" : "editing",
"action_strategy" : "sync",

actions" : [ {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",

"description" : "This my XXXX",

"action_type" : "Workflow",

"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"playbook_id" : "string",

"playbook_version_id" : "string",

"project_id" : "string"

11
"rule_enable" : true,
"rules" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"rule" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

L

"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"trigger_type" : "event",

"dataobject_create" : true,

"dataobject_update" : true,

"dataobject_delete" : true,

"version_type" : 1,

"rule_id" : "string",

"dataclass_name" : "string",

"approve_name" : "string"
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N

LN fiik

200 BERAEINERAE R
400 BREMIBREE
S
BEEIEIRB.
4.6.5 MIFREIAFRA
IheeNnA
BRI AR 2
VEIZZp N
155 IAaAAPL,
URI
DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}
%+ 4-508 BB1ZBH
B8H BE W% SRR ik
project_id = String InHID
workspace_id | 2 String T{E=sE)ID
version_id = String BIZARRRZAID
IBRESH
2 4-509 153k Header 2%{
B8H BE W% SRR ik
X-Auth-Token | 2 String FHPToken,

B ERIAMARSSIREXF
Token$z¥REX ( MARZEE kA
X-Subject-Tokenf9{& ) .
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MR S E

iBERTA

2% BRIk S faiR
content-type | = String application/
json;charset=UTF-8
R 200
2 4-510 @iy Header 3#
2 ST fEiR
X-request-id String BRID IS request_uuid-
timestamp-hostname

2= 4-511 IR Body %
2 SR ik
code String EEL)
message String MAGES
KRB 400
2 4-512 M/ Header &4
2% ST R
X-request-id String BXRID A& request_uuid-
timestamp-hostname

5 4-513 gL Body &%
B2Y SHERR R
code String e
message String HIREA
%
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N Rz 7~

N

4.6.6

URI

WR&ERS: 200

(=R N ANI)VAEES)

{

"code" : 0,

"message" : "Error message"

}

REB ik
200 BERAEIIEN(ZE
400 EREMIGNZE
B2 IEEIRB.
SEHTRIARRRA
2n)
=A
EHRIARRA
&

52 LAMEE AP,

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/

{version_id}

% 4-514 BIERSH

2% B ERwik SRR ik
project_id = String InHID
workspace_id | 2 String T{E==8)ID
version_id = String BIZARRRZAID
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IERSH

2 4-515 153K Header 2%{

2% BRIk SR fEid
X-Auth-Token | 2 String FHPToken,

BIZERIAMBRSSIRENE
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenf{& ) »

String application/
json;charset=UTF-8

i

content-type

% 4-516 53K Body 2%

2H BRIk SR fER

description e String A

workspace_id | & String T{E==E)ID

playbook_id & String RBIZID

dataclass_id & String HIEZEID

rule_enable S Boolean S ER AT e

enabled & Boolean BEEME. (false:kigiE, true:
EE)

status & String YRS (APPROVING: E#%H,
EDITING-#w4E+, UNPASSED-
BiZRiE@Y, PUBLISHED-E%&
o)

rule_id = String RNID

trigger_type | & String fih& 755, EVENT--S5{4 %,
TIMER--ERTfilA

dataobject_cr | & Boolean HIEREECEAT AL RIZR

eate

dataobject_up | & Boolean HIEN R EEERMATALA R

date

dataobject_de | & Boolean HIEXT R 2 LM BRET AR A B A

lete

action_strateg | & String HITER. BanNZisREHE

y 1T, XIR{EAASYNC

273



MR SEL
REHG: 200

2% 4-517 @i Header &3

2% SR )%
X-request-id String BXRID &I request_uuid-

timestamp-hostname

2k 4-518 Ui Body 2#{

2H SRR R

code String IR

message String Error message

data PlaybookVersionl | BIAMRAIFEEE
nfo object

2 4-519 PlaybookVersioninfo

2¥ ST ik

id String RBIARRASID

description String Dl

create_time String ClEERTIE

update_time String EFRATIE)

project_id String ImBID

creator_id String BlIEEEID

modifier_id String 1EMZEID

playbook_id String 1D

version String RS

enabled Boolean =5BH. (true--B/3HA, false-Kig
F)

status String BIARRAIRZE, HmiEF: EDITING &#HiZ
f1: APPROVING Fj@Ejid: UNPASSED
247 : PUBLISHED

action_strategy String HATEREE. BRI IR EH AT, X
RZ{EIASYNC
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2% SR fiik
actions Array of BIRXECRIESIRER
Actioninfo
objects
rule_enable Boolean Pt =3z ) LY d S S U=
rules Rulelnfo object RIARAIIBER
dataclass_id String HUEZRID
trigger_type String BlAfhA& ST (EVENT--SH4 %
TIMER--ERTAEA)
dataobject_create | Boolean MREIENT R 2 A G AR R
dataobject_updat | Boolean MREIEN R AR EMTAARIAR
e
dataobject_delete | Boolean NREIEXT R 2 EMBRAT AR BRI
version_type Integer hRANZERY (0--BEEfghRAS, 1--1ETUhRAR)
rule_id String TERNID
dataclass_name String HIEEBIR
approve_name String HizE

£ 4-520 Actioninfo

2¥ SR ik

id String BRI RIZSN{EID
name String TRIZoERTR
description String A
action_type String e ESEE
action_id String RAZID
playbook_id String B ZS1D
!:ijlaybook_version_ String B ZRRZAID

i

project_id String ImgID
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i5RHl

N Mz 73~

3£ 4-521 Rulelnfo

S SRR ik
id String FWID
project_id String INHID
rule String Az AL
K& 400
2 4-522 [/ Header &%
2 SR iR
X-request-id String BRIDEIJ: request_uuid-

timestamp-hostname

% 4-523 gR Body 2%

¥ SR i)
code String IR
message String SEIREA

SEIH—MRIAMRA, BIARAREI(E=EIDAstring, EIZAIDJ

909494e3-558e-46b6-a9eb-07a8e18cab2f, HIEZEID/I909494e3-558e-46b6-
a9eb-07a8e18cab2f, RIARRESHEBH.

{

"description" : "This my XXXX",

"workspace_id" : "string",

"playbook_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"rule_enable" : true,
"enabled" : true,
"status" : "UNPASSED",

"rule_id" : "4185bbd2-9d18-4362-92cb-46df0b24fede",

"trigger_type" : "event",
"dataobject_create" : true,
"dataobject_update" : true,
"dataobject_delete" : true,
"action_strategy" : "sync"

K& 200
RN DI VAESES
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"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"creator_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"modifier_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"playbook_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",

"enabled" : true,
"status" : "editing",
"action_strategy" : "sync",
"actions" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"description" : "This my XXXX",
"action_type" : "Workflow",
"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"playbook_id" : "string",
"playbook_version_id" : "string",
"project_id" : "string"

11
"rule_enable" : true,
"rules" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"rule" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

B

"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"trigger_type" : "event",

"dataobject_create" : true,

"dataobject_update" : true,

"dataobject_delete" : true,

"version_type" : 1,

"rule_id" : "string",

"dataclass_name" : "string",

"approve_name" : "string"

}
}
RSB
RSB )%
200 BREINIEA(E R
400 BEREMILAEE
e

B2 NERE

4.7 BRI E1E
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4.7.1 EFRIARNFE

URI

IBREH

N Rz S4L

EARIAMNFE

52 LAMEE AP,

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/

{version_id}/rules/{rule_id}

% 4-524 BIRSH

2H R YIE SRR figid

project_id = String ImgID

workspace_id | 2 String T{E=E)ID

version_id = String version Id value

rule_id = String version Id value

% 4-525 153k Header 2]

2 Wk SR fEid

X-Auth-Token | 2 String FHFToken,
@i 8 I AMBR SS3REXFE
Token$Z[FREY ( MMALH S Sk
X-Subject-Tokenf9{H ) .

content-type | 2 String application/

json;charset=UTF-8

WR&/S: 200
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2 4-526 I Header &

2% SR fiik
X-request-id String BEXRID IS request_uuid-

timestamp-hostname

2 4-527 IR Body 2%

S¥ SR 1235

code String e

message String HEIRER

data Rulelnfo object RBIA &S E R
& 4-528 Rulelnfo

e SR fhR

id String HID

project_id String InHID

rule String A AL
RS 400
2 4-529 i Header &%

2% SR ik

X-request-id String BRIDZIS: request_uuid-

timestamp-hostname

2 4-530 L7 Body &%

2% SR ik
code String IR
message String EiRmEA
=]
7
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Ma Rz 73

T

URI

1

W& 200
IERNAN DI VASES]
{

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"rule" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

}

}

RESES fiEik

200 BRAIIAEE
400 BEREMILAEE
52 EIRE.

ARBRRE] AN

152 AalEARBAPI,

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/rules/{rule_id}

% 4-531 BIZS¥

28 ERWE SRR 1215
project_id = String ImgID
workspace_id | 2 String T{E=E)ID
version_id =2 String EIZARRRZAID
rule_id =2 String $RNID
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IERSH

=351

2 4-532 iEF3K Header &3

2H ERWIE

SHERE ik

X-Auth-Token | 2

String R Token,
BigiERIAMBRSSSREXF P
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenfd{& ) »

i

content-type

String application/
json;charset=UTF-8

W& 200

2% 4-533 Iy Header &%

24 SHR

ik

X-request-id String

BEXKIDAEH S request_uuid-
timestamp-hostname

% 4-534 I Body S

2% SRR 3%
code String EEL
message String IEIVHEESY
REB: 400
3£ 4-535 Ui Header &%
2 SR iR
X-request-id String BRID IS request_uuid-

timestamp-hostname
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7 4-536 I Body &%

2 ST fEik
code String S
message String ERfEAR
(=R G
7
N Rz 7
RE&ME: 200
IER AN VAEESY
{
"code" : 0,
"message" : "Error message"
}
N
K& 1k
200 BERAINER(ER
400 IEREMIDRE S
FRIRD
52 EIRE .
4.7.3 GUEERIAFN
ThEEN4R
BRI AR
EAS;
52 WATEFAPI,
URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/rules
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% 4-537 IRIRSH

S =A% SR 1)
project_id = String InHID
workspace_id | 2 String T{E=siaID
version_id =2 String BIZARRRZAID
BRkSH
2 4-538 153k Header 23]

2H e Ay SR iR
X-Auth-Token | 2 String PR Token,

B ERIAMARSIREN R
Token$Z[3REX ( MBRZHESLH
X-Subject-Tokenf9{2 ) .

String application/
json;charset=UTF-8

ali

content-type

% 4-539 153K Body B4

28 ERWIE SRR iR
rule = ConditionInf | BIZARALERINIFE
o object

£ 4-540 ConditionInfo

BH EE W% SR R

expression_ty | & String FIATLZEE, BiASIcommon,

pe EHmRRI AR

conditions S Array of s RM . BHMARIARKE
Conditionlte
m objects

logics S Array of ZHSEAEE . SHMAERIAY
strings |

cron & String Cron RiAR (ERHES ) - &

At Bl AR5 E
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N Rz S4(

2H BEWI%E SR fHR

schedule_type | & String ERTEE SR (second--F,
hour--/\BF,day--X, week-
). EiftARIANE

start_type ES String RIAF e i72RE,
IMMEDIATELY--8I#2 5532 P
47, CUSTOM--BE M HATHT
18, ERfLARIAVIE

end_type & String BIALZERM 1725, FOREVER--
—EH{T, CUSTOM--BENX
RATE . ERARARIA IR

end_time B String ERTEESRAYE . ERTRLARIA Y
il

repeat_range | & String HATATEIER
2021-01-30T23:00:00Z+0800,
ERT A R A E

only_once & Boolean EARPIT IR, ERHARIZA

execution_typ | & String HATBABIZERY ( PARALLEL-HT{E

e EF52ZR1E5H1T) . etk
RIANIE

2 4-541 Conditionltem

8% BERWi%k SRR fER

name & String ZHBTR

detail & String e LR

data B Array of ZHFIAHUE

strings

R&[B: 200

% 4-542 [[If Header 2%

2% SR fiik
X-request-id String BEXRID IS request_uuid-

timestamp-hostname
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K 4-543 Ui Body 2%

¥ SRR g

code String IR

message String HEIREE

data Rulelnfo object RIARATIBER
& 4-544 Rulelnfo

2 SRR i)

id String FNID

project_id String InHID

rule String =g S
REES: 400
2K 4-545 QL7 Header 2§

2% SR 3%

X-request-id String BRIDEI S request_uuid-

timestamp-hostname

2 4-546 K] Body %

el SRR ik
code String e
message String fEiRfEA

BIE—RREIZAMN, ZFRI9condition 0, FIATUREINPRAE,

R —
=Pl
{
"rule" : {
"expression_type" : "common",
"conditions" : [ {
"name" : "condition_0",
"detail" : "123",
"data" : [ "handle_status, ==, Open" ]
Iy P
"logics" : [ "condition_0" ]
}
}
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N Rz 7~

TN

WEG: 200
IERNA DI VASES
{

"code" : 0,
"message" : "",
"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
[\"ref_order_id\",\"==\",\"123\"],\"detail\":\"123\"}],\"logics\":[\"condition_0\"]}"
}
}

RSB fiR

200 BRAIIAEE
400 BREMIAEE
52 EIRB.

4.7.4 EFTR| RN

ab
TRENR

ARTIE

URI

EHTRIZAAN

52 LAMEE AP

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/rules/{rule_id}

X 4-547 BIEZSH

2 EEWI% ST ik
project_id = String ImgID
workspace_id | 2 String T{E=E)ID
version_id =2 String EIZARRRZAID
rule_id 2 String RBIZAFNID
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==
18

xR

2

E—d

%

2 4-548 iE3k Header 8%

2% R WwI% SR fEiA
X-Auth-Token | 2 String FHFToken,
BIZERIAMBRSSIREVE
Token$Z[3KREX ( MARLEE LA
X-Subject-Tokenf{& ) »
content-type | 2 String application/
json;charset=UTF-8
%% 4-549 153K Body &
2% =AWk SR fiHid
rule & ConditionInf | BIAARAFINIFE
o object
£ 4-550 ConditionInfo
2% =EWI% SR fiEid
expression_ty | & String FLEE . BAIA~common,
pe R RIAVIE
conditions B Array of AR, BHMARIARKIE
Conditionlte
m objects
logics B Array of FHZEEAS . FHMARIARYS
strings |
cron & String Cron A (EIHMES ) - &
A& Bl A4 E
schedule_type | & String EREE 2T (second--F,
hour--/\iF,day--X, week-
[&) . ERtAtARIAIE
start_type B String BIARFFEHITEE,

IMMEDIATELY--82 523z 8D
1T, CUSTOM--BENXH1TAT
18, EffARANE
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2H BRWIE SR fHR
end_type e String RBIARLERHITSEY, FOREVER--
—E#4T, CUSTOM--BENXN
RAYIE), ERSARARIARMIE
end_time & String ERYEERATIE] . ERTAARIA Y
|
repeat_range | & String BT EER
2021-01-30T723:00:00Z+0800,
TERTRRA B A AE
only_once B Boolean EERRPIT IR, ERTRUAZRIZA
execution_typ | & String HITRAFIZEEY ( PARALLEL-#HE
e S5ZE5H1T) . EiitA
RBIAE
& 4-551 Conditionltem
2% =AWk SR ik
name B String 2R
detail =S String £IHFE
data B Array of ZHRIAREIRE
strings
VRS54
RSB 200
2 4-552 Iy Header 2]
8% SRR %
X-request-id String BXRID &I request_uuid-

timestamp-hostname

2 4-553 IR Body 2%

2% SRR fig
code String FEL)
message String HEIREE
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2% SR fiik

data Rulelnfo object RIAMARISER
2 4-554 Rulelnfo

2% SRR R

id String FMID

project_id String InHID

rule String f & AL
KR&G: 400
2% 4-555 I Header &3

2¥ ST R

X-request-id String BXRID &L request_uuid-

timestamp-hostname

7= 4-556 gL Body 44

Ed S¥RT ik
code String EEL)
message String fEiRfEA

BRT—SRIANN, FFRAcondition 0, FIALEELNAE,

=P ]l
{
"rule" : {
"expression_type" : "common",
"conditions" : [ {
"name" : "condition_0",
"detail" : "123",
"data" : [ "handle_status, ==, Open" ]
1
"logics" : [ "condition_0" ]
}
}

it
RSHG: 200
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(RN AN VES
{

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"rule" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"

}
}
R
REB )%
200 BB INNR S
400 EREMINIR S
e

TS EIRB .

4.8 BIASLHIETE
4.8.1 EifIR|ALHIFIR

INRENA

EGRIARLAITIZE
AR

52 AaERBAPI,
URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/instances

% 4-557 BIZS¥

8% B W% SRR ik
project_id = String ImAID
workspace_id | 2 String T{E=S8)ID
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IBREH

IvES 't

2K 4-558 Query 2#

2% BEWI% ST (i35

status & String BIZARSEHPAZS. (RUNNING--iZ
479 . FINISHED--E{If.
FAILED--5%¥. RETRYING--E&
itd. TERMINATING--#&1E
1. TERMINATED--2£21t)

name & String LRI FR

playbook_na | & String BIARZFR

me

dataclass_ na | & String IR

me

dataobject_na | & String HIEIRZFR

me

trigger_type | & String fib A28 TIMER--ERTALA,
EVENT--S{4ftAk

from_date & String EiFiEiaadial

to_date & String HiggsRAdE

limit = Integer PRE S, BFEE—RE
WRSNERE, MFHE

offset = Integer PREESH ., AFiEEE%E
RuvtafiE, MOFA

K 4-559 i53K Header 2#

B8H BE W% SRR ik

X-Auth-Token | 2 String FHPToken,
B EABIAMBRSIRENE
Token$z¥REX ( MARZEE kA
X-Subject-Tokenf9{& ) »

content-type | = String application/

json;charset=UTF-8

K& 200
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£ 4-560 MY/ Header &%

2 SR ik
X-request-id String BRID IS request_uuid-

timestamp-hostname

# 4-561 I Body 2%

2% SHER )%
count Integer IS¢
instances Array of B ARSLHIZIRFE
PlaybookInstanc
elnfo objects
2 4-562 Playbookinstancelnfo
2% SR 1
id String BIZASSC45ID
name String B ASSLAIZFR
project_id String INHID
playbook PlaybookinfoRef | BIA{SE
object
dataclass DataclassinfoRef | Z{EE(EE
object
dataobject Dataobjectinfo HIENRIFR
object
status String BIARSLHPAZS. (RUNNING--IE17H .
FINISHED--B%31. FAILED--2E1% .
RETRYING--EiilF. TERMINATING--
2t TERMINATED--E481F)
trigger_type String fin& 28 TIMER--ERTfA, EVENT--55
a2:11 =7
start_time String ClsERTa)
end_time String BT (a)
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2K 4-563 PlaybookInfoRef

28 ST R
id String 1D
version_id String BIZARRRZAID
name String B
version String kRS
% 4-564 DataclassInfoRef
e SR )53
id String =D
name String HYERBIR
£ 4-565 DataobjectInfo
28 ST R
id String ID{E
create_time String ClEERTIE
update_time String EFhAd(a)
project_id String InHID
dataclass_id String EUEZEID
name String 2R
content String HIENA
IRE&RG: 400
% 4-566 i Header 2#
2 ST 11053
X-request-id String BXRID &I request_uuid-

timestamp-hostname
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K 4-567 0i; Body 2%

2% SRR fig
code String eSS
message String BiximiA
15K~
7

i Rz 73~451
RSB 200
BRI S S

"count" : 41,
"instances" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyxXX",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"playbook" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"version" : "v1.1.1"
2
"dataclass" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "909494e3-558e-46b6-a%eb-07a8e18ca62f"
j?
"dataobject" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "909494e3-558e-46b6-a%eb-07a8e18ca62f"
2
"status" : "TERMINATED",
"trigger_type" : "string",
"start_time" : "2021-01-30T23:00:00Z+0800",
"end_time" : "2021-01-30723:00:00Z+0800"

}]
}
REB
RSB R
200 BXRAIIAEE
400 BREMIAEE
e

B2 WEIRE

204




4.8.2 EIRR|ALHIFE

THRENA

AR

URI

IBREH

N Rz S4(

Show playbook instance

52 LAMEE AP,

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/instances/

{instance_id}

% 4-568 RIZSH

28 EEWE SR fEid

project_id = String ImAID

workspace_id | 2 String T{E=S8)ID

instance_id = String instance _id

% 4-569 153K Header 23

2 BEwiE SRR iR

X-Auth-Token | 2 String FHPToken,
B A BIAMBRSS SRENA F
Token$Z[FREY ( MMALH S LA
X-Subject-Tokenfd{& ) »

content-type | = String application/

json;charset=UTF-8

RZSES: 200

2 4-570 [[IF; Header 2%

2% SR fid
X-request-id String BXRIDAEI: request_uuid-

timestamp-hostname
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£ 4-571 [Ii; Body 2%

2 SR finak
id String RIZASLHIID
name String B ARSLEIZFR
project_id String IngID
playbook PlaybookinfoRef | BIAEE
object
dataclass DataclassinfoRef | Z{EE(EE
object
dataobject Dataobjectinfo HIEISRIFE
object
status String BIASEFMRZ. (RUNNING--IZ1TH .
FINISHED--p¢I. FAILED--2£04.
RETRYING--Eif{#r. TERMINATING--
#21bth. TERMINATED--24&1F)
trigger_type String fib& 258 TIMER--ERTAYA, EVENT--55
281,
start_time String ElFELRE)
end_time String EFhEda)
Z 4-572 PlaybookInfoRef
¥ SRR )%
id String RIZAID
version_id String RBIARRAID
name String ZFR
version String AR
3£ 4-573 DataclassInfoRef
2 SRR R
id String HUERID
name String BB
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2K 4-574 DataobjectInfo

2% SR ik

id String ID{E
create_time String ClsERTa)
update_time String EFRATIE)
project_id String InHID
dataclass_id String HUEZEID
name String B
content String HIENS

K& 400

% 4-575 [If Header 2%
s SHERT R

X-request-id String BRID A& request_uuid-
timestamp-hostname

2 4-576 IR Body 2%

2% SRR fiik
code String ST
message String EiREA
15K~
7

il iz 73~f51
REB: 200
Instance Informations

{

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"name" : "MyXXX",

"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"playbook" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"name" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
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"version" : "v1.1.1"
1
"dataclass" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"name" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"dataobject" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"name" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"status" : "TERMINATED",

"trigger_type" : "string",
"start_time" : "2021-01-30T23:00:00Z+0800",
"end_time" : "2021-01-30T23:00:00Z+0800"

}
RS
RS A
200 Instance Informations
400 Error response
EIE]
BSIEIRB.
4.8.3 #R{ERIASLHI
INgeEN4A
RERI ALY

BRSE
B2 TAITARAPI
URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/instances/
{instance_id}/operation

% 4-577 BIZS¥

2% ERWE SRR 1215
project_id = String ImgID
workspace_id | 2 String T{E=E)ID
instance_id =2 String EIZASLHID
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IERSH

% 4-578 i53K Header 2%

SHR fEk

X-Auth-Token

ali

String FiFToken,

BT iE R AMIRSSIREN B
TokendZ[3REX ( NMARLE R LA
X-Subject-Tokenf9{H ) .

il

content-type

String application/
json;charset=UTF-8

% 4-579 753K Body S

2% BRIk SR fEiR
operation & String R{EZEBY, B RETRY &

1E: TERMINATE

R S5

WR&RS: 200

2 4-580 l[IF; Header 2%

2¥ SR fiig
X-request-id String BXRID &I request_uuid-

timestamp-hostname

7 4-581 gL Body %1

2% SR R

id String B ZASLAIID

name String B ANSLBIFFR

project_id String InHID

playbook PlaybookinfoRef | BIAEE
object

dataclass DataclassinfoRef | HIEEEE
object
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2% SR fiik
dataobject Dataobjectinfo HIENRIER
object
status String BIZARSLEAZ. (RUNNING--1E{FH .
FINISHED--G¢If. FAILED--5c{.
RETRYING--ZEif{#. TERMINATING--
£21th. TERMINATED--B2£81k)
trigger_type String finA& 258 TIMER--ERJfitA, EVENT--55
651172
start_time String ClEERTE)
end_time String EFRATIE)
2k 4-582 PlaybookInfoRef
2¥ SR ik
id String 1D
version_id String BIZARRRZAID
name String 2R
version String hRZS
% 4-583 DataclassInfoRef
2% SR faik
id String =D
name String HIEEBIR
2k 4-584 DataobjectInfo
28 ST R
id String IDIE
create_time String e
update_time String EFRATIE)
project_id String ImgID
dataclass_id String HUEZID
name String B
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2 SR g
content String HIERA
RZG: 400
2 4-585 Qi Header &%
2 SR R
X-request-id String BRIDEI S request_uuid-

timestamp-hostname

7= 4-586 I Body &%

2% SR fiid
code String I EE
message String EiREA

5 RHB
B FTERERIAZA.
{

"operation" : "RETRY"
}

M Rz~
R 200
R ATNINR S 2
{

"name" : "MyXXX",

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"playbook" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"version_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"name" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"version" : "v1.1.1"

}

n

dataclass" : {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

%,
"dataobject" : {

"id" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"name" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

b
"status" : "TERMINATED",

"trigger_type" : "string",
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"start_time" : "2021-01-30723:00:00Z2+0800",
"end_time" : "2021-01-30T23:00:00Z+0800"
}

RSB
RSB )%
200 BREINIEA(E R
400 BREMILA(EE
S
B2 EIEE.
4.8.4 FHRIFEFPER
INRENA
EFRIAIGHER
AR
B2 AETEBAPI,
URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/instances/
{instance_id}/topology

% 4-587 BIZRSH

28 ERYI%E SHEKRE fEiA
project_id = String ImgID
workspace_id | 2 String T{E=E)ID
instance_id =2 String EIZASLHID
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IERSH

3 4-588 153K Header &%

2% BRIk SR fEid
X-Auth-Token | 2 String FHPToken,

BIZERIAMBRSSIRENE
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenfd{& ) »

content-type | = String application/
json;charset=UTF-8
VRS54
KA&E: 200
2 4-589 [y Header %]
2¥ S R
X-request-id String BXRID &I request_uuid-
timestamp-hostname
R 4-590 g Body 2#{
2% SR #R
count Integer ¥
action_instances | Array of mAESLAI5IZE
Actionlnstanceln
fo objects
2 4-591 ActionInstancelnfo
2% SR ik
action Actioninfo object | BIARRIEENEEE
instance_log AuditLoglInfo BIALAIEITHEEE
object
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£ 4-592 ActionInfo

2% SR ik

id String RIARAZENEID

name String TRAEHERFR

description String iR

action_type String AR EY

action_id String RAZID

playbook_id String 1D

%laybook_version_ String B ZRRZAID

i

project_id String InHID

2 4-593 AuditLogInfo

e ST ik

instance_type String SCHIZERY ( AOP_WORKFLOW--i7iAE,
SCRIPT--f#iZ, PLAYBOOK--RI4s )

action_id String TRAZID

action_name String RIERIR

instance_id String SCAEIID

garent_instance_i String T RSLBIID

log_level String HE%E!

input String TP

output String i

error_msg String BIRER

start_time String FriRAdE]

end_time String ZEeRAY(a)

status String K& . (RUNNING--E177.
FINISHED--p¢IH. FAILED--5I¥.
RETRYING--EiF{AH. TERMINATING--
£t TERMINATED--E£81E)

trigger_type String fin 28 TIMER--ERTflA, EVENT--55

(B3:Y3
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i5RHI

N Rz~ 51

R&RD: 400

2 4-594 Ay Header &3

timestamp-hostname

2¥ SR )%
X-request-id String BEXRIDAEIJ: request_uuid-

# 4-595 gL Body S

2% SRR fR

code String e

message String fEiRfEA
%

WR&G: 200
IER NN DIVAES

"count" : 41,
"action_instances" : [ {

"action" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"description" : "This my XXXX",
"action_type" : "Workflow",
"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"playbook_id" : "string",
"playbook_version_id" : "string",
"project_id" : "string"

h?

"instance_log" : {
"instance_type" : "APP, AOP_WORKFLOW, SCRIPT, PLAYBOOK, TASK, DEBUG",
"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"action_name" : "Disabledlp",
"instance_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"parent_instance_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"log_level" : "DEBUG INFO WARN",
"input" : "input",
"output" : "output",
"error_msg" : "error_msg",
"start_time" : "2021-01-30T23:00:00Z",
"end_time" : "2021-01-31T23:00:00Z",

"status" : "CREATED, RUNNING, FINISHED, RETRYING, TERMINATING, TERMINATED, FAILED",

"trigger_type" : "DEBUG, TIMER, EVENT, MANUAL"
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N

URI

REB R

200 =R ds ] EIVEES

400 BEREBIOA(SE
B2 EIRE,

EFRIAAIEITTAE

EARIALAIFEITEE

i5S LAMEE AP,

POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/instances/

auditlogs
& 4-596 EFSH
28 B ERwik SRR iR
project_id = String InHID
workspace_id | 2 String T{E=sE)ID
K 4-597 Query 3H
o BEwWiE SRR R
offset = Long offset
limit = Long limit
sort_key & String sort_key
sort_dir 5 String sort_dir. asc, desc
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IERSH

3£ 4-598 153K Header &%

2¥ BRIk SR ik

X-Auth-Token | 2 String FHPToken,
B EARIAMBRSSREXFEF
Token$Z[MFREX ( MIRE 2k
X-Subject-Tokenfd{& ) »

content-type | = String application/
json;charset=UTF-8

% 4-599 153Kk Body &%

2H BRIk SR fER

instance_type | & String SC{BIZEEY ( AOP_WORKFLOW--
A2, SCRIPT--BIA,
PLAYBOOK--[& 75 )

action_id & String inizID

action_name | & String IERTR

instance_id s String SCEID

parent_instan | & String RT3 =sLfIID

ce_id

log_level & String HE3!

input & String BN

output & String T

error_msg & String HIRER

start_time & String FHaRTE

end_time & String ZERAT(E]

status & String IRZE . (RUNNING--izfTH.
FINISHED--p{If1. FAILED--4¢
. RETRYING--EEiF{H.
TERMINATING--£&1Erh
TERMINATED--B#1F)

trigger_type | & String fih A& 258 TIMER--ERTftA,

EVENT--SS{4fRA
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MR SEL
REHG: 200

2% 4-600 I Header &3

2% SR )%
X-request-id String BXRID &I request_uuid-

timestamp-hostname

% 4-601 Igii Body S

2 SR fik
count Integer R
audit_logs Array of HItHEIIERER
AuditLoglnfo
objects
Zk 4-602 AuditLoglnfo
2% SR fiik
instance_type String SCHIZERY ( AOP_WORKFLOW--HE,
SCRIPT--BiJZ, PLAYBOOK--RI s )
action_id String REZID
action_name String TIERTR
instance_id String SC{EIID
Sa rent_instance_i | String R =sLfIID
log_level String HEH5!
input String TN
output String el
error_msg String HIRER
start_time String FriaATE
end_time String LA E
status String K&, (RUNNING--E175 .

FINISHED--5§If]. FAILED--5c0% .
RETRYING--Eifh. TERMINATING--
22)Fh. TERMINATED--2£1F)
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SH SRR 1)

trigger_type String A28, TIMER--TERTfMA4, EVENT--Z5
A

R&ERS: 400

2% 4-603 I Header &3
2¥ SR )%

X-request-id String BXRID A& request_uuid-
timestamp-hostname

% 4-604 lu i Body &%

e SRR ik
code String e
message String fEiRfEA

iBERTA

BEHSLEIZREHAPP, AOP_WORKFLOW, SCRIPT, PLAYBOOK, TASK, DEBUG, z#fifEid
73909494e3-558e-46b6-a%eb-07a8e18ca62f, mHfEZFRADisabledlp, SLHlidA
909494e3-558e-46b6-a9eb-07a8e18cab2f, 4SLfflid}9909494e3-558e-46b6-
a9eb-07a8e18ca62f, HEELKAIDEBUG INFO WARN, #IARinput, HiHA
output, $EIR(EEerror_msg, FFIAATEI2021-01-30 23: 00: 00, Z55RATE)
2021-01-31 23: 00: 00, YKZHNCREATED, RUNNING, FINISHED, RETRYING,
TERMINATING, TERMINATED, FAILED, ft&ZRIHDEBUG, TIMER, EVENT,
MANUALAYREIZARSLHIE T BE

{
"instance_type" : "APP, AOP_WORKFLOW, SCRIPT, PLAYBOOK, TASK, DEBUG",

"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"action_name" : "DisabledIp",

"instance_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"parent_instance_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"log_level" : "DEBUG INFO WARN",

"input" : "input",

"output” : "output”,

"error_msg" : "error_msg",

"start_time" : "2021-01-30723:00:00Z",

"end_time" : "2021-01-31723:00:00Z",

"status" : "CREATED, RUNNING, FINISHED, RETRYING, TERMINATING, TERMINATED, FAILED",
"trigger_type" : "DEBUG, TIMER, EVENT, MANUAL"

N Rz
RAHG: 200
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(=R NS ANIVAEES)

{

"count" : 41,

"audit_logs" : [ {
"instance_type" : "APP, AOP_WORKFLOW, SCRIPT, PLAYBOOK, TASK, DEBUG",
"action_id" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"action_name" : "DisabledIp",
"instance_id" : "909494e3-558e-46b6-a%9eb-07a8e18ca62f",
"parent_instance_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"log_level" : "DEBUG INFO WARN",
"input" : "input",
"output" : "output”,

"error_msg

nw.n

error_msg",

"start_time" : "2021-01-30723:00:00Z",
"end_time" : "2021-01-31T23:00:00Z",

"status" : "CREATED, RUNNING, FINISHED, RETRYING, TERMINATING, TERMINATED, FAILED",
"trigger_type" : "DEBUG, TIMER, EVENT, MANUAL"
]

fifik

EREINMAAS 2

IER SIS

)
)
W&
RS
200
400
iRt

B2 WEIRE

4.9 BIARHEZERE
4.9.1 FIZEIE

ab
IhEEN B

EETEIES
BATSE

152 AaERAPI,

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/

{version_id}/approval
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% 4-605 IRIZSH

28 BRIk ST R
project_id = String InHID
workspace_id | 2 String T{E=siaID
version_id =2 String KRAID
BERESH
% 4-606 153K Header 23
2% EEUE ST ik
X-Auth-Token | 2 String FHFToken,
@i 8 I AMBR SS3REXFE
TokendZ[REX ( NMIRLEE kA
X-Subject-Tokenf9{2 ) .
content-type | 2 String application/
json;charset=UTF-8
% 4-607 153k Body &%
e =A% ST ik
result B String BHIZER Bid: PASS F@Ed
UN_PASS
content &= String BHizEN
V254
RZEB: 200
X 4-608 g, Header 2%
2 ST fEiR
X-request-id String BRIDEI S request_uuid-

timestamp-hostname
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7 4-609 I Body &%

2% SR fiik

code String S

message String IMAGES

data ApproveOpinion | HiZIFIEES
Detail object

2K 4-610 ApproveOpinionDetail

¥ SR A
result String HIZER
content String HIZAS

WR&RS: 400

% 4-611 i Header &%
2 SR R

X-request-id String BRIDEI S request_uuid-
timestamp-hostname

% 4-612 IR Body 2%

2¥ S R
code String EEL
message String EiRmA

iERTA
B — MR, BRERAIPASS, BHZEIII000,

{
"result" : "PASS",

"content" : "xxxxx"

}
il iz 73~ 451

WRE&RS: 200
RN DI VASES

312



{

"code" : 0,

"message" : "Error message",

"data" : {
"result" : "PASS",

"content" : "need modify"

}
}

RS
REB )%
200 BREINIA(EE
400 BREMIPLAEE
==
B2 EIRB.
4.9.2 BHRIREZER
INEENA
BRI AR EXLE
BB
B2 AEEARBAPIL,
URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/approval

#* 4-613 BIZSH

2% =AUk SR A
project_id = String ImgID
workspace_id | 2 String T{E=E)ID
K 4-614 Query ¥
2% a1 ST fiEid
resource_id S String ZHIRID
approve_type | & String BZEE . ( PLAYBOOK-FIZ,

AOP_WORKFLOW--%2)
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IERSH

RS &

% 4-615 53K Header 2%

X-Auth-Token | 2 String FHFToken,
BIZERIAMBRSSIREVE
Token#2[3REX ( MAAZER LA
X-Subject-Tokenf9{& ) »

content-type | 2 String application/
json;charset=UTF-8

R7SES: 200

2% 4-616 I Header &%

28

SHER 174

X-request-id

String BRIDEIS: request_uuid-
timestamp-hostname

K 4-617 Ui Body 2%

2% SR faik
code String RS
message String MRLE S
data Array of BIABHZIFE
ApproveOpinion
Detail objects

2 4-618 ApproveOpinionDetail

2% SR )%
result String B
content String B

WR&ERS: 400
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2% 4-619 I Header &

2H SR iR
X-request-id String BRID IS request_uuid-

timestamp-hostname

2 4-620 IR Body 2%

2% SR faig
code String e
message String EiRmEA
BRI
7

i Rz 73~451
REB: 200
BRI S

{
"code" : 0,
"message" : "Error message",
"data" : [ {
"result" : "PASS",
"content" : "need modify"
3]
}
/T
K& A
200 BRI S
400 IER SN
iR

52 IEIRE.

4.10 BIARENEETE
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4.10.1 EQRIARGNE

ThRENA
FERIAREETIR
LE)iE DS
152 WAMEE AP,
URI
GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/actions
* 4-621 [R5
2 A% SRR fiEid
project_id = String ImgID
workspace_id | 2 String T{E=E)ID
version_id =2 String BIZARRRZAID
Z 4-622 Query 3#
28 EEwWE SR 12153
limit = Integer PREASH, BFiEE—RE
HRSHIERE, N1FHE
offset 2 Integer PREESH .. BTiEEEa%S
RAYERIAIE, MOFA
R
& 4-623 53K Header %
S BRIk SR ik
X-Auth-Token | 2 String FHFToken,
BT EABIAMBRSSSAENE F
TokendZ[3REX ( MARLE R LA
X-Subject-Tokenf9{& ) »
content-type | 2 String application/

json;charset=UTF-8
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MR SEL
REHG: 200

X 4-624 I Header &%

2% SR )%
X-request-id String BXRID &I request_uuid-

timestamp-hostname

2K 4-625 Ui Body 2%

2 SR fik

code String IR

message String HIRER

total Integer B

size Integer DTAK/N

page Integer A1

data Array of BRI ESIEER
Actioninfo
objects

£ 4-626 ActionInfo

2¥ SR )%

id String RIZARAEENIEID
name String TAEEHERFR
description String A
action_type String ERIEREY
action_id String MEZID
playbook_id String RIZAID
Fgaybook_version_ String BIZShRZSID

i

project_id String InHID

K& 400
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2 4-627 I Header &

2% SR )%
X-request-id String BEXRID IS request_uuid-
timestamp-hostname

K 4-628 I Body 2#{

2 SR Efi1)%
code String HI=g
message String T ES U
(=R
7

N Rz~

KR&G: 200

(=R NS AN Ve
{

"code" : 0,

"message" : "Error message",
"total" : 41,

"size" : 3,

"page" : 10,

"data" : [{

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"name" : "MyXXX",
"description" : "This my XXXX",
"action_type" : "Workflow",

"action_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"playbook_id" : "string",
"playbook_version_id" : "string",
"project_id" : "string"

]
}
KEED
RSB R
200 BRI S5
400 IBREMIEKRSE
EIxf3
B2 NERB.
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4.10.2 BIZRIARTNE
INEENE

SIERIAENE
ARESE

52 WAMaE AP,

URI
POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/actions
+ 4-629 IR1ZBH
84 EEWI%E SHERT R
project_id = String ImAID
workspace_id | £ String T{E=siaID
version_id =2 String EIZARRRZAID
IBREH
K 4-630 153K Header 2
84 EEWI%E SHERR R
X-Auth-Token | 2 String FHFToken,

B ERIAMARSIREN R
TokendZE[3REX ( MARLE R LA
X-Subject-Tokenf9{H ) .

String application/
json;charset=UTF-8

il

content-type

% 4-631 i53K Body S

B8H BEWI% SRR ik
[EHTE] = Array of Create actions
CreateAction
objects
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=351

3£ 4-632 CreateAction

2% =% SHERE fEiA

name B String BIR

description & String A

action_type = String 8 EHAAOP_WORKFLOW.
action_id =2 String BIZARSH{EID

sort_order i String HEF A

K& 200

% 4-633 l[ii Header 2%

24

SHEE

11

X-request-id

String

iBKIDAEH S request_uuid-
timestamp-hostname

% 4-634 I Body 2%

2 SRR 1143
code String Error code
message String Error message
data Array of list of informations of playbook action
Actioninfo
objects
%R 4-635 Actioninfo
28 SR )53
id String RIARAEENIEID
name String TRAEEHERFR
description String A
action_type String ERIEEEY
action_id String MAZID
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2% SR fiik
playbook_id String EZS1D
playbook_version_ | String B ZAShRASID
id
project_id String ImBID
KA&MD: 400
K 4-636 I Header 2#
2% SR 235
X-request-id String BXRID IS request_uuid-

timestamp-hostname

3 4-637 ljuh Body &

e SRR R
code String e
message String HIREA

BRI

BIZ— 1 RISEE, RIARZFRAMYXXX, H#iAAThis my XXXX, RIAR=DEZEES

aopworkflow, RIZAzZN{EIDF9909494e3-558e-46b6-a9eb-07a8e18cab2f, HEFIF

AIstring,

[{
"name" : "MyXXX",

"description" : "This my XXXX",
"action_type" : "aopworkflow",
"action_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"sort_order" : "string"

}

i Rz 73~451
RSB 200
ERAEINIBR S
{

"code" : 0,

"message" : "Error message",

"data" : [ {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"name" : "MyXXX",

"description" : "This my XXXX",
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"action_type" :

"action_id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
"playbook_id" :

"Workflow",

"string",

"playbook_version_id" : "string",
"project_id" : "string"

1
}
KEE
RSB R
200 BRAEIIASE
400 BREMIA{SE
S
52 EIRB.

4.10.3 MHBRRBIARZIE

IR 4R

R BRI A
AR5

B2 MAHTARAPI
URI

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/actions/{action_id}

% 4-638 BIZSH

28 ERYI%E SHEKRE fEiA
project_id = String ImgID
workspace_id | 2 String T{E=8)ID
version_id =2 String EIZARRRZAID
action_id =2 String EIZARSH{EID
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IERSH

=351

3£ 4-639 153K Header &

2H ERWIE

SHERE ik

X-Auth-Token | 2

String R Token,
BigiERIAMBRSSSREXF P
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenfd{& ) »

i

content-type

String application/
json;charset=UTF-8

W& 200

2 4-640 AL Header 2%

24 SHR

ik

X-request-id String

BEXKIDAEH S request_uuid-
timestamp-hostname

% 4-641 IR Body 24

2% SRR 3%
code String EEL
message String IEIVHEESY
REB: 400
2% 4-642 I/ Header &%
2 SR iR
X-request-id String BRID IS request_uuid-

timestamp-hostname
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K 4-643 I Body 2%

2 SR fEik
code String HI=g
message String LS U
(=R N
7

I Rz 73~451
KE&MS: 200
ERAINRI S5
{

"code" : 0,
"message" : "Error message"

}

RS
K& ik
200 BRI 250
400 TR MG 25
BI=0
B2 BRI
4.10.4 EFHRIAREME
INEEN4R
EHFRIAE

ARG
ESIANTEFAPL,
URI

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/versions/
{version_id}/actions/{action_id}
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IBREH

=351

% 4-644 IRZSH

28 =R SRR ik
project_id = String IRHID
workspace_id | 2 String T{E==E)ID
version_id = String BIZARRRZAID
action_id = String BIZARH{EID
3K 4-645 153K Header 2%
2 EEWE SR 1215
X-Auth-Token | 2 String FHFToken,
B EABIAMBRSSAENE
Token#23REX ( MAAZERSLH
X-Subject-Tokenf{& ) »
content-type | 2 String application/
json;charset=UTF-8
7 4-646 153k Body &%
e EEWE SR 1215
name B String B
description B String A
action_type S String 2R ZIAAOP_WORKFLOW.
action_id B String RBIAREN{EID
sort_order & String HFEBA
RZ&B: 200
3 4-647 o Header 2%
2% ST 1153
X-request-id String BXRID A request_uuid-

timestamp-hostname
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3= 4-648 NI Body ¥

28 ST R
code String Error code
message String Error message
data Actioninfo object | RIANRIZZMEEE
2 4-649 ActionInfo
2% ST )%
id String Rl RAZh{EID
name String RIEoERFR
description String A
action_type String ERIEREY
action_id String mEZID
playbook_id String RIZID
%laybook_version_ String RBIARRAID
i
project_id String InHID
REWB: 400
£ 4-650 I Header &%
2 SR )53
X-request-id String BXRID &I request_uuid-

timestamp-hostname

% 4-651 lghi Body S

2 SR fina
code String fHI=g
message String SEIREA
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iBERTA

B —RIATE, BIABFRAMYXXX, #EERAThis my XXXX, RIARESRE

aopworkflow, BIZAENEID}I909494e3-558e-46b6-a%eb-07a8e18ca62f, HEFFIRF

Astring,

{

"name" : "MyXXX",
"description" : "This my XXXX",
"action_type" : "aopworkflow",

"action_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"sort_order" : "string"

il iz 73~f51

RS/ 200

(=R NS AN VES

{

"code" : 0,

"message" : "Error message",

"data" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"name" : "MyXXX",
"description" : "This my XXXX",
"action_type" : "Workflow",

"action_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",

"playbook_id" : "string",
"playbook_version_id" : "string",
"project_id" : "string"

1k

IERNRANL)VES S

ERAMIR S5

)
}
W&
K&
200
400
HIRtG

52 EIRB .

4.11 HHXREE

4.11.1 EigXE% Dataobject 53

ab
IRENR

Bifj*EXDataobjectdlE
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AR

i5S AMEE AP,

URI
POST /v1/{project_id}/workspaces/{workspace_id}/soc/{dataclass_type}/
{data_object_id}/{related_dataclass_type}/search
X 4-652 IR1ZSH
2% =A% SRR R
project_id = String ImARid
workspace_id | 2 String T{E=ia)id
dataclass_typ | 2 String X BtF{KRdataobjectFr/BEE
e ;t’lé) /J\—'%‘gﬁy uu%%“
alerts, E{¥Jgincidents
data_object i | 2 String XK BLF{AdataobjectAlid
d
related_datacl | 2 String X BxHYdataobjectPh/EiE
ass_type %, I\BEEH, NEEE
alerts, {4 Aincidents
IBRESH

3 4-653 153K Header &%

28 BRI SRR fEiA
X-Auth-Token | 2 String FFToken,

BT AR AMIRSIAE
Token$Z[3REX ( MBRZHESLH
X-Subject-Tokenfi9{& )

content-type | 2 String EE S
7 4-654 153k Body £#{
¥ BEwWE ST iR
limit &= Integer PIAN
offset S Integer REE
sort_by & String HEF=FE&: create_time |
update_time
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2H BEWI%E SRR fHR
order B String HEF A= : DESC | ASC
from_date S String R FFIRRTE), Fia0:
2023-02-20T00:00:00.000Z
to_date B String HREETRATE, fIan:
2023-02-27T723:59:59.9997
condition & condition EREMFRIAR
object
Z& 4-655 condition
2% BE W% SRR fHR
conditions & Array of FIEAFIZE
conditions
objects
logics & Array of FIEANBFRIIFR
strings
Z& 4-656 conditions
2H B SRR fHR
name B String KA BTR
data & Array of FKirLRBIIE
strings
VRS54
K&E3: 200
2 4-657 Iy Header 2%f
e SHERR Rk
X-request-id String BXRID &I request_uuid-

timestamp-hostname
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2 4-658 [ Body &%§

S SHER 7%
code String e
message String HIRER
total Integer HEZ
limit Integer DTAKN
offset Integer mizE
success Boolean =5
data Array of = UlIES
DataObjectDetail
objects
2 4-659 DataObjectDetail
2¥ SR 3%
create_time String 1CRAYE, #I1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASHEERNKX, AT XY
18, BARKER/\X
data_object DataObject SEEKMER
object
dataclass_ref dataclass_ref 6 =ESOE
object
format_version Integer FEIUhR A
id String EHE—tRR, UUIDISTL, &A361F
=
project_id String HEIERId
update_time String EIrAdiEl, #8=1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{S
BASHEERNKXK, AT XAYRT
18], EOARXIER/\X
version Integer AR
workspace_id String HEIRTE=Sa)id
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2K 4-660 DataObject

2% SHRT ik

version String EEWRARA, ZFERIEV RIS
SSARRSSHERIE B R RAZ—

id String %#uﬁ—ﬁi,ﬂ\, UUIDIET, mA361F
1~

domain_id String HIERER, #WEIEAFAdomain_id

region_id String HIEES, #EIERAFAregion_id

workspace_id String HEITF=iaid

environment

environment

BEFERIMNERIRER

object

datasource datasource object | BIX _EIREUER

first_observed_tim | String B AIIATE, $T1S08601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHRERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

last_observed_tim | String I ATIATE, #z0ISO8601: YYYY-

e MM-DDTHH:mm:ss.ms+timezone , A
XEEANSHERENX, TEERTINX
RYESIE], BOARTXIEZR/\X

create_time String 1DFEATE], $ISO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , BYX{S
BEASEHEENK, L@ XAIeT
8, EARXER/\X

arrive_time String EIWATE, &zL1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , ATX{Z
BASEHERERNKX, LR Xa9RT
8, BARXIER/\X

title String PRI

description String SERRER

source_url String EHZURLHEE, IEOEIBRFmPEXH
BISHHR AR TR E

count Integer B HREIRE

confidence Integer EHNEREE. BEEENEX SEIRH

IRBIAYT AERISIRRAY AT BEE -
EYESEE: 0-100, 0FRT-EEE %,
100X REEEH100%
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2 SR g
severity String EMER, BYESEE: Tips | Low |
Medium | High | Fatal
154RR:
0: Tips - KRAVUE T EIRR,
1: Low - oI el T RAE o
2: Medium - [ARFEELE, BRE
=
3: High - [BlRRARISEER
4: Fatal - [Q)RRAZRZBNANEE, LARGLEF=
SH—ERRE
criticality Integer K, RIESHERIIRENEZEY
KAl
EUESEE: 0-100, OFRFEFEAKEE,
100X RRXBRIR
alert_type alert_type object | HZHXE, FHENSE ( FEXETE
XH
network_list Array of MEEEE
network_list
objects
resource_list Array of SNER
resource_list
objects
remediation remediation IR
object
verification_state | String PR, FRRSEHRYERME, ks
BN
Unknown - K40
True_Positive - ffiiA
False_Positive - i21R
ZXIAEBUnknown
handle_status String EHAMIEIRE, AESEBINT:
Open - T, BAIA
Block - PAZE
Closed - 7
FXIAEEOpen
sla Integer LJRARATE): RENCIZZIFELAT

8o BB B
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2% SRR fiik
update_time String EFATIE, &1S08601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , Bt X{5
BABHEERRX, LA XAET
i8], EARXIER/\X
close_time String XAATE, #z(1SO8601: YYYY-MM-
DDTHH:mm:ss.ms+timezone , AX{S
BABHRERKX, TEETITXAIAT
18, EARXIER/\X
ipdrr_phase String [BHR/A B RS
Preparation|Detection and Analysis|
Contain, Eradication& Recovery|Post-
Incident-Activity
simulation String Bid=FER
actor String SEEER
owner String HMEA. RBRMEA
creator String eI A
close_reason String FAEE:
1=#% - False detection
BEf#R - Resolved
&EE - Repeated
Hfth - Other
close_comment String KiAFIL
malware malware object | TEE4
system_info Object AGER
process Array of process | HIZ(ER
objects
user_info Array of user_info | FHFP{SE
objects
file_info Array of file_info | X{HEE
objects
K 4-661 environment
24 SRR A
vendor_type String b7/ N =Y E ]
domain_id String FfBPid
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2% SRR fR

region_id String Xigid, £BER%Sglobal
cross_workspace_i | String HIRIRERIAYRE LE=EId, FER=ET
d BEAnull, IRBFEHAWZICHAFRY
project_id String InHid, =BRSFIAnull

£ 4-662 datasource

2% SRR fR
source_type Integer HIEFREE, BETEUNT:
1-=tErFm
2-B=FFm
3 - HHFfABEF R
domain_id String IR mATERSHId
project_id String R mATEI BRI
region_id String HEE-mATEXE, BEREETEE
EXZIRETREN
company_name String HIREFmTE A ERER
product_name String HIREF mAYBIR
product_feature String FEEmINEETERTR, FSRISEEENEIZ
BRI GRAYTHREAFIE
product_module | String GNIEIRGZR

2K 4-663 alert_type

8% SR ik
category String 251
alert_type String HEXR

2 4-664 network_list
2% SR 3%
direction String FmE, BYESEE: IN| OUT

334



2H SR )

protocol String i, Ba7EM4ERIHMY
2% IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String JRIPHELE

src_port Integer iJRim O, 0-65535

src_domain String R

src_geo src_geo object TRIPHIHIE(EER

dest_ip String BAYIPHbiE

dest_port String BAYixO, 0-65535

dest_domain String Ba9E=A

dest_geo dest_geo object BRI PROBIEVEER

£ 4-665 src_geo

e SR ik

latitude Number FE

longitude Number =z

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

fBla0: CN | US| DE|IT|SG
Z 4-666 dest_geo

28 SHRE R

latitude Number FE

longitude Number ZE

city_code String I ANRE

country_code String ExRE8, 2%I1S0 3166-1 alpha-2,

Ig0: CN | US| DE | IT | SG
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2K 4-667 resource_list

2¥ SR ik
id String =hRSF &R
name String HIEBIR
type String HIFEE; 5|HZERMS type=FE
provider String =IRSEFR; SIAZ=RMS provider=E&
region_id String Xig; iZBE=regionldiES
domain_id String IRFTEKSID, UUIDASIC
project_id String BERBIIEID, UUIDFE
ep_id String I IRHid
ep_name String AIRBZFR
tags String RIFIRES
1. %501 key/valuesyd
2. values: gz K255F%%F, HUESEH:
FEHF S - =, @
£ 4-668 remediation
2¥ SR ik
recommendation | String MBS L

url String

HE1E, IEEZEHN—RIEEER. %
URLARATLAN S RIGIE], ANEERMHIE
Uk

2 4-669 malware

2% SR faig

malware_family String EEXKIE

malware_class String TR
2K 4-670 process

2% SR ik

process_name String HEZ
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28 SR ik

process_path String HIEERIT )G ERR

process_pid Integer BEEid

process_uid Integer HEAFId

process_cmdline | String HiEGSIT

process_parent_na | String SOHIZRFR

me

process_parent_pa | String SOHIERIT IR

th

process_parent_pi | Integer Rirzid

d

process_parent_ui | Integer HFZRAFId

d

process_parent_c | String RiHIESST

mdline

process_child_na String FIHIZZIR

me

process_child_pat | String FHEHIT SRR

h

process_child_pid | Integer FiHFz2id

process_child_uid | Integer FiHFEARRId

process_child_cmd | String FiRiERS1T

line

process_launche_t | String HEBEIATE, $1S08601: YYYY-

ime MM-DDTHH:mm:ss.ms+timezone , A
XEEASEHARERNX, TEEITIX
AYETIE], BOARTXIEZR/\X

process_terminate | String BHELERATE, EIUISO8601T: YYYY-

_time MM-DDTHH:mm:ss.ms+timezone, BJ
XEEANSFHEENX, TEERINX
RYESIE], BEOARTXIEZR/\X

2% 4-671 user_info

2% SR HR

user_id String FRFuid

user_name String HR&FR
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% 4-672 file_info

2% SR ik

file_path String NAFIEIR /AR
file_content String PYL PSS
file_new_path String MAFFTIRIR /AR
file_hash String X {&hash
file_md5 String X{Emd5
file_sha256 String X {#sha256
file_attr String i EH

=€ 4-673 dataclass_ref

B8H SR A

id String HIEEM—FRE, UUIDIRT, &A361
FR

name String HIREZR

K& 400

2 4-674 I8 Header 2%

2 SR ik
X-request-id String BRIDZIS: request_uuid-

timestamp-hostname

% 4-675 IR Body 2%

28 SRR )%
code String e
message String fEiRHEA

15K
BIHIBIRINXRTIE, REEH10, EE3E
{

"limit" : 3,
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N Rz~

T

URI

"offset" : 10
}

K&/ 200
&igXEtDataobjectFZFiR[EbodyfA

{
"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"message" : "Error message",
"total" : 41,

"limit" : 3,

"offset" : 10,

"data" : null

LN fiEiR

200 &g *ExDataobjectFlZ&KiR[Ebody{k
400 BifXExDataobjectFlZxR{EIRIR[Ebody &
BSIEIRB.

X HBxDataobject

i5Z LAMEE AP,

POST /v1/{project_id}/workspaces/{workspace_id}/soc/{dataclass_type}/
{data_object_id}/{related_dataclass_type}

% 4-676 BRIZS#

2H R Y% SRR fEiA
project_id = String ImRid
workspace_id | 2 String T{E=ia)id
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2% mEwI% SR fiEid

dataclass_typ | = String KBLFE{RdataobjectFh/EEE

e %, NEEH, NEEL
alerts, {4 Jfvincidents

data_object_i | 2 String XBtE{Kdataobjectflid

d

related_datacl | 2 String X EXAYdataobjectFr/EEYE

ass_type %, INEEH, NEEL
alerts, E{¥Jgincidents

ERESH

3R 4-677 153K Header 2%

2% =R WI% SR fEiA

X-Auth-Token | 2 String FHFToken,
BIZERIAMBRSSIREVE
Token$Z[3KREX ( MARLEE LA
X-Subject-Tokenfd{& )

content-type | @ String PSS

% 4-678 53K Body S

8% BEWYIE SRR R

ids & Array of X HBXdataobjectfyID%IZ

strings
V24

WR&RS: 200

2 4-679 I Header &

2% SR fiik
X-request-id String BERID IS request_uuid-

timestamp-hostname
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7 4-680 I Body &%

2 ST Efi1)%
code String ST
message String HIRER
request_id String iB3KID
total Integer 2
limit Integer PIRKN
offset Integer misE
success Boolean ER/EIh
data BatchOperateDat | It ERIEEEREIRIR

aobjectResult

object

£ 4-681 BatchOperateDataobjectResult

2% SR )%
error_ids Array of strings Swid
success_ids Array of strings RInid
R 400
2 4-682 I Header 2#
2 SR fik
X-request-id String BRIDEI S request_uuid-

timestamp-hostname

7 4-683 gL Body 2%

2% SR faik
code String IR
message String EiRmEA

5K

BllEE—%1DJ9f60bf0e7-73b8-4832-8fc4-8c2a12830552HE X &K
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{
"ids" : [ "f60bf0e7-73b8-4832-8fc4-8c2a12830552" ]

}

i Rz 735
RSB 200
K BxDataobjectix[E]body{A
{

"code" : 0,

"message" : "Error message",

"request_id" : "Error message",

"success" : false,

"total" : 41

"limit" : 3,

"offset" : 10,

"data" : {
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ],
"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]

}
}
RS
RS e
200 F*BxDataobjectiR[Elbody{k
400 X BxDataobjecti&iziR[E]bodyfk
xS

1% / %ﬂ\nﬁq o

4.11.3 B;E>}<EX Dataobject

BV;E*BxDataobject

52 AMaE AP,

URI

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/{dataclass_type}/
{data_object_id}/{related_dataclass_type}
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#* 4-684 K125

#

e B WI%E SR R
project_id = String ImBRid
workspace_id | £ String T{E=siaid
dataclass_typ | 2 String XKBLF{RdataobjectFh/E#E
e %) /J\—'%‘gﬁy uu%%\‘
alerts, E{4¥Jgincidents
data_object i | 2 String XKBLF{AdataobjectAlid
d
related_datacl | 2 String X BxHYdataobjectPh/E&E
ass_type %, NEEH, NmEEL
alerts, ZE{4Aincidents
IBRSE
7k 4-685 153K Header 2%
2% BEWI% SR R
X-Auth-Token | 2 String FHFPToken,
B iEARIAMBRSSIREXFE P
Token$z3KREX ( MORzEE kA
X-Subject-Tokenf3{& )
content-type | 2 String AEEE
7 4-686 153K Body &%
2% BEWI% SR fiEid
ids & Array of X BXxdataobjecth9IDFIZE
strings
[ e
RSB 200
K 4-687 i Header 2
2% SRR A
X-request-id String BERIDAEH 9. request_uuid-

timestamp-hostname
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5k pl

N Rz 7~

7 4-688 [ Body &%

8% SRR ik

code String FEL)

message String HEIREE

data BatchOperateDat | #{t EIR(EEZIR[EINTR
aobjectResult
object

2 4-689 BatchOperateDataobjectResult

2% SR fid
error_ids Array of strings Swid
success_ids Array of strings RIhid
R 400
2 4-690 g Header 2#
2% SR fik
X-request-id String BERID IS request_uuid-

timestamp-hostname

7 4-691 gL Body S

e SHERR R
code String e
message String HIREA

fipE—2%1DJaf60bf0e7-73b8-4832-8fc4-8c2a12830552 YF 4K K,

"ids" : [ "f60bf0e7-73b8-4832-8fc4-8c2a12830552" ]
}

REHS: 200
B EXDataobjectiR[E]bodyf4




"code" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",

"message" : "Error message",

"request_id" : "Error message",

"success" : false,

"total" : 41,

"limit" : 3,

"offset" : 10,

"data" : {
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab62f" ],
"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab62f" ]

}
}
W&
K& 1k
200 EWH>XBXDataobjectik[B]body{k
400 B X Bt Dataobjectf&iRiR[E]bodyfAk
Hixhg

52 EIRB .

4.12 FiEEREE
4.12.1 EEIESESIE

IIRENM A
BEHIRLTIE

ARSI

52 LAMEE AP,

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/dataclasses

% 4-692 IRIZSH

2% Wk ST iR
project_id = String InHid

String T {E=sialid

]

workspace_id
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K 4-693 Query ¥

2 BEwWiE ST iR

offset & Integer miz=E

limit = Integer HiES

name & String ZiREE

business_code | & String NE=si=re

description & String A

is_built_in s Boolean 2EEHE
iERSH

7 4-694 153K Header 2#
e EEWE SR 12153
X-Auth-Token | 2 String FHFToken,

BT A BIAMBRSSIRENAF
Token$Z[3KREX ( MARLE R LA
X-Subject-TokenHJ{H )

content-type | @ String PSS
i Rz 4L
REB: 200
2 4-695 I Header 2%
2% SR fiik
X-request-id String BEXRIDEI S request_uuid-
timestamp-hostname

2 4-696 IR Body 2%

8% SRR Rk
dataclass_details | Array of HIEXIFR
DataClassRespon

seBody objects

total Number HiER S
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2K 4-697 DataClassResponseBody

2 SR ik
id String HHEXRID
create_time String ClEEATIE
update_time String EFhAda)
creator_id String BIEEZEID
creator_name String SIERR
modifier_id String 1EMZID
modifier_name String (BBUXZTR
cloud_pack_versio | String IR RAS
n
region_id String XigID
project_id String FHFID
workspace_id String T{E=iEID
domain_id String domain id
name String HIEEBIR
business_code String iR SZ4RES
description String HIEEEA
is_built_in Boolean BERAE, trueNE, falsedfAE
parent_id String Rkid
type_num Number FEREHYE
R 400
K 4-698 i, Header 2%
2 SR fik
X-request-id String BRIDEI S request_uuid-

timestamp-hostname

7 4-699 I Body 2%

2% SRR R
code String EESL)
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i5RHl

il iz 73~ 451

7 NEX T

tHI=E

SH SRR 1)

message String eI

ERHIERIIER, RZEN10, FiRBKE

"limit" : 3,
"offset" : 10

R7SES: 200
5K AIN

"total" : 41,

"dataclass_details" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"creator_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"creator_name" : "3K=",
"modifier_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"modifier_name" : "Z=[0",
“cloud_pack_version" : "iJEARA",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "JEE",
"business_code" : "Evidence",
"description" : "ERIEUESIA",
"is_built_in" : false,
"parent_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"type_num" : 9

11

KRS fEiR

200 =5 452Y]
400 BEiIHIEZRY X EIRIREbodyik

52 IEIRB .
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4.12.2 EifFFERIIER

URI

EFRIIE

52 AMEE AP,

GET /v1/{project_id}/workspaces/{workspace_id}/soc/dataclasses/{dataclass_id}/

fields

& 4-700 BRIESH
2% EEUE SR ik
project_id = String ImRid
workspace_id | £ String T{E==iaid
dataclass_id = String #E=id

2 4-701 Query #
2% BEWI% SR fEid
offset S Integer RiEE
limit S Integer HiEE
name & String BirEig
is_built_in s Boolean =EaNE
field_category | & String FERO3E
mapping & Boolean f_ﬁﬁﬁﬁﬁ%ﬁg&%ﬁ?l‘ﬂ'ﬂﬁﬁﬂi@
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IERSH

% 4-702 53K Header 8%

2¥ =A% ST ik
X-Auth-Token | 2 String FHFToken,
B8 I AMBR SS3REXFE
Token#E[3XEX ( MIRLHS LA
X-Subject-TokenHJ{H )
content-type | @ String PSS
D)VE254
REB: 200
2 4-703 iz Header 3
¥ ST Efi1)%
X-request-id String EXKIDAEI S request_uuid-
timestamp-hostname
2 4-704 gL Body S
2% SR ik
field_details Array of list of informations of field
FieldResponseBo
dy objects
total Number HiED=E
€ 4-705 FieldResponseBody
28 SR R
id String Id value
cloud_pack_versio | String IR RAS
n
business_id String KB S3id
business_type String KBS
dataclass_name String HIEEBR
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2% SR fiik

business_code String FER SRS

field_key String FERkey

name String FERBZMWR

description String FEREIA

default_value String NE

display_type String EREE

field_type String FERERY | lshorttext,radio,gridZE
extra_json String BiA0json

field_tooltip String TERR

iu_type String BNEHZEE

used_by String EIENIES

json_schema String jsont&zf,

is_built_in Boolean =ERE, truelE, falseIFRE
case_sensitive Boolean KINSHUKR, trueBlsk, falseARBIU
read_only Boolean e, true@isE, falseIJERiZ
required Boolean EEWIE, truenid, falsedpHiE
searchable Boolean A9, truedi¥E, falseIFAIi¥=x
visible Boolean A, truer], falsedEr]0
maintainable Boolean B4R, truemJ4EP, falsedERJ4EHH
editable Boolean OJ4miE, truem]fmiE, falseIFAmis
creatable Boolean AJelIE, truemJBIE, falseIFRJEIZE
mapping Boolean ERRERED LIRS IMIE it
target_api String H#rapi

creator _id String Creator id value

creator_name String Creator name value

modifier_id String Modifier id value

modifier_name String Modifier name value

create_time String Create time

update_time String Update time
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BRI

MRz~

R&RD: 400

2% 4-706 I Header &3

2% SR ik
X-request-id String BRID IS request_uuid-
timestamp-hostname

3= 4-707 IR Body %

¥ SRR ik
code String e
message String SEIREIA

ERFRIIR, REEN10, TF3%

"limit" : 3,
"offset" : 10
}

WR&ERS: 200
BRI

"total" : 41,
"field_details" : [ {

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"cloud_pack_version" : "{TiEERA",

"business_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"business_type" : "/5Z 2RI,
"dataclass_name" : "I'53id",
"business_code" : "My Field",
"field_key" : "=FEZkey",
"name" : "FEFEFR",
"description" : "=FE&¥HIA",
"default_value" : "BXIA{E",
"display_type" : "SERSEE",
"field_type" : "shorttext",
"extra_json" : "{}",
"field_tooltip" : "TE2xR",
"iu_type" : "HINHIHZEEL",
"used_by" : "fEFANSS",
"json_schema" : "{}",
"is_built_in" : false,
"case_sensitive" : false,
"read_only" : false,
"required" : false,
"searchable" : false,

"visible" : false,
"maintainable" : false,

352




"editable" : false,

"creatable" : false,

"mapping" : true,

"target_api" : "B¥xrapi",

"creator_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"creator_name" : "3K=",

"modifier_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"modifier_name" : "Z=[7",

"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"

}]
}
RS
RSB 0%
200 EKEIN
400 EiAEIESEYEREIRIREbodyK
=g

B2 EIRE,
4.13 RiEE1E

4.13.1 BERESIZER

EERIESIE

i5S LAMEE AP,

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/workflows

% 4-708 BIZRSH

28 EEWE SR 12153
project_id = String ImBid

String T{E=siaid

ali

workspace_id
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IBREH

N Rz S4L

2 4-709 Query 2

2% =Rk SR ik
offset & Integer wizE
limit S Integer HiEE
order & String HEFIRE, asc: F=, desc:
=953
sortby & String HEF=FER, create_time: €l
AJiE], category: ZERISEEZIR
enabled B Boolean =aEH
last_version S Boolean ERIThRAS
name ES String RIEBIR
description & String A
dataclass_id & String HUEZEID
dataclass_na | & String HIBSEATR
me
aop_type & String mAERE
% 4-710 53K Header %4
2% =EWI% SR fiEiA
X-Auth-Token | 2 String FHPToken,
BISERIAMARSSIRENAF
Token$E[3REX ( MIRLHSLH
X-Subject-Tokenf9{& )
content-type | 2 String ABEE
RZ&MB: 200
Z 4-711 Qi Header 3
2 SR ik
X-request-id String BRID IS request_uuid-

timestamp-hostname
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2 4-712 [0[; Body 2%

2¥ SR ik
code String AL
total Integer ISR
offset Integer HRITTR/N
limit Integer ZBITRAS
message String 1B3KID
success Boolean =EIN
data Array of mEER%%E
AopWorkflowInf
o objects
Z 4-713 AopWorkflowlInfo
2¥ S ik
id String MAZID
name String i eI
description String faR
project_id String FHFID
owner _id String FRrB&ID
creator id String BlIEEID
edit_role String RIBRE
use_role String =Fme
approve_role String BHiZA
enabled Boolean =5elA
workspace_id String T{E=s[EID
version_id String REZARAID
current_approval_ | String HEIFEZRAS
version_id
current_rejected_v | String HEHELRIRAS

ersoin_id
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iBERA

il iz 73~f51

SH

SHERR

1)

aop_type

String

aopHIEEBLITRIE
NORMAL, i&F8
SURVEY, A&
HEMOSTASIS, LEIm
EASE;4Ef%

engine_type

String

5|ZERIER S IS RAIE IR

dataclass_id

String

#EZERIID

KEB: 400

X 4-714 A Header &3

2% SR )%
X-request-id String BXRID &I request_uuid-

timestamp-hostname

2 4-715 0 Body 2%

2% SR ik
code String EEEL)
message String S ES U

EmiESIR, RIEEN10, FF3%

{
"limit" : 3,
"offset" : 10
}

W&G: 200
IERNDAY)
{

"code" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"message" : "Error message",

"total" : 41,
"limit" : 2,
"offset" : 1,
"success" : true,
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I NT

FHI=0

4.14 FHE=EEE

"data" : [{

"id" : "909494e3-558e-46b6-a9eb-07a8e18cab62f",
l|namell : |l;ﬁ*§%ﬁj—{|ll
"description" : "f#iR",

"project_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"owner_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"creator_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"edit_role" : "fRIEE",
"use_role" : "{EHE",

"approve_role"

| UERAEE

"enabled" : true,

"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",

"current_approval_version_id" : "v2",
"current_rejected_versoin_id" : "v1",
"aop_type" : "EASE;ZEf%",

"engine_type" : "public_engine",
"dataclass_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
, }]
RS R
200 BRI
400 EAHIERTIFREIRIREbody (A

52 IEIRD

4.14.1 RIEEIE=IE

TORENA

ARTIE

URI

Bl HIE=E

o

152 WATEFAPI .

POST /v1/{project_id}/workspaces/{workspace_id}/siem/dataspaces

% 4-716 BRR&H

2H A% SRR fiEid
project_id = String ImRid
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SH ERWIE SHERE %

workspace_id | 2 String T{E=sjdlid

IERSH

% 4-717 15K Body 2%

2% =AWk SR A
dataspace_na | 2 String HIE=EER
me

description = String R

=351
JRASFD: 200

% 4-718 IR Body 2%

2% SR ik

domain_id String W=1D

region_id String region ID

project_id String InHID

dataspace_id String T{E=S[EID

dataspace_name | String TE=S[E&FR

dataspace_type String HIE=(@LEY; AN&(E: system-
defined(RFEFREN) . user-defined (FH
FPEENX)

description String R

create_by String tlEEE

create_time Long ElFELERE]

update_by String BEIhE

update_time Long EHTAYE)

iBERTA

{

"dataspace_name" : "dataspace-01",
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"description" : "test dataspace"

}
MRz~

WR&RS: 200

ellfE SR AV = EE]
{

"domain_id" : "0531ed520xxxxxxebedb6e57xxxxxxxx",
"region_id" : "region_id",
project_id" : "2b31ed520xxxxxxebedb6e57xxxxxxxx'

"dataspace_id" : "a00106ba-bede-453c-8488-b60c70bd6aed"
"dataspace_name" : "dataspace-01"

"dataspace_type" : "system-defined",
"description" : "test dataspace",

create_by" : "0642ed520xxxxxxebedb6e57xxxxxxxx

create_time" : 1584883694354,
"update_by" : "0642ed520xxxxxxebedb6e57xxxxxxxx",
"update_time" : 1584883694354
}
R
RSB ik
200 B R INIREE
H D3
"EEllaEﬁE_'J

B2 WIEIRE .

4.15 EEEIE

4.15.1 B|EEHIESE

INRENA
SlEHIESE
BB
AT FAPI

URI

POST /v1/{project_id}/workspaces/{workspace_id}/siem/pipes
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IBREH

% 4-719 BR&

#

el BEWI% SHRT (i35

project_id = String InHid

workspace_id | 2 String T{F=siaid

% 4-720 53K Header 2%

e BEWYIE SR R

X-Auth-Token | 2 String FFToken,
B ERIAMARSIREN R
TokendZ[3KREX ( MARLE R kA
X-Subject-Tokenfid{& )

7= 4-721 153K Body &

2% BEWI%E SRR R

dataspace_id | 2 String T{E=siaID

pipe_name 2 String HIEEBRTR

description e String A

storage_perio | 2 Integer HIENREFRE, BAAXK;, B

d I\30X, BUESEEZI1~3600

shards i Integer HIREED XM, EOAGIE
T, RRAZFEFRIEAT DX

timestamp_fie | & String AYiEE = ER

d

mapping ES Map<String K | &5|FEMREY; S keyXISRK

eylndex> HFENER, FES1

keyXI5R, keyA]Z, RIRFER
R, ATERE
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2 4-722 KeyIndex

2% =AUk SR ik

type & String FEERRY; text @NES|FER.
keyword ¥4 =FE& . long
Long. integer Integer.
double Double. float Float.
date AY/EIFER

is_chinese_ exi | & Boolean Pt =A== R4

st

properties S Map<String,K | BRELM

eyindex>
N Rz S4L
K369 200
% 4-723 gk Body 2%

2¥ SR ik

domain_id String B domainld

project_id String InHid

dataspace_id String HE=Eid

dataspace_name | String HIE=[EEFR

pipe_id String EiEid

pipe_name String EBEBTR

pipe_type String BB ( system-defined, RETAE

). 1 (user-defined, BFBENX)

description String HAMEE

storage_period Integer H5|FERE

shards Integer Re|nRHE

create_by String tlEE

create_time Integer ClEERTIE)

update_by String BEhE

update_time Integer EFhAda)

WR&RS: 400
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BRI

K 4-724 [0[; Body 2%

84 SHERT R
error_msg String TEKIERER
error_code String EEL

REES: 401

2 4-725 Ui Body 2%
2% SR )
error_msg String RPREEIR
error_code String EI=g

REHS: 403

7 4-726 gk Body 2%
el SRR E[::)%
error_msg String TRHEKIERMER
error_code String BIR6g

R&ES: 500

= 4-727 IR Body 2%
84 SHERT R
error_msg String RBEAEEIR
error_code String EEL

{

"dataspace_id" : "a00106ba-bede-453c-8488-b60c70bd6aed",

"pipe_name" : "pipe-01",
"description" : "test pipe",
"storage_period" : 30,
"shards" : 3,
"mapping" : {
"name" : {
"type" : "text"

362




"id" : {

"type" : "text"
"publish_time" : {
lltypell : "data”
}
}

U viatd]
RESHG: 200

ellfE S AV= I E]
{

"domain_id" : "0531ed520xxxxxxebedb6e57xxxxxxxx",
"project_id" : "2b31ed520xxxxxxebedb6e57xxxxxxxx",
"dataspace_id" : "a00106ba-bede-453c-8488-b60c70bd6aed",
"dataspace_name" : "dataspace-01",

"pipe_id" : "b22106ba-bede-453c-8488-b60c70bd6aed",
"pipe_name" : "pipe-01",

"pipe_type" : "system-defined",

"description" : "test pipe",

"storage_period" : 30,

"shards" : 3,

"create_by" : "0642ed520xxxxxxebedb6e57xxxxxxxx",
"create_time" : 1584883694354,

"update_by" : "0642ed520xxxxxxebedb6e57xxxxxxxx",
"update_time" : 1584883694354

}
RS
RS it
200 IZ R INREIE
400 eI
401 TNIESY
403 sl [s1Ei=Es 5]
500 AENEP IR
e

TS EIRB .

4.16 T{F=aE1E
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4.16.1 FEITIE=E

INEEN4A
EFERZE=NNEEREE . SZE18. 20t ZemHEEeERI, FECIET
E=S18), BULEREIDAZNIARNIEDS, BRRERREXAE, iWE
EEA.
RARBE
152 WAMTEBAPI,
URI
POST /v1/{project_id}/workspaces
x 4-728 IR12BH
SH =AWk SR H
project_id = String ImBid
=R
% 4-729 153k Header 2%f
S¥ BRWIE SR i)
X-Auth-Token | 2 String FHPToken,

B ERIAMARSSIREX R -
Token$Z[O3REX ( MARLE S LA
X-Subject-Tokenf9{H ) .

content-type | = String application/
json;charset=UTF-8

7= 4-730 153k Body &%

28 ERWE SRR iR

region_id = String Xigtid

enterprise_pro | & String IIREid

ject_id

enterprise_pro | & String EWIRB &R

ject_name

view bind_id | & String HEZERI=S8)id
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=31

2% mEwI% SR fiEid
is_view i Boolean EEEWE
name 2 String T{E=S[EIZFR
description & String T {E=siatR
project_name | = String IRBE&#R
tags & Array of FRESEIH
TagsPojo
objects

2K 4-731 TagsPojo
2 =A% ST ik
key & String fR&skey
value & String Fr&value

W&/ 200

% 4-732 g[; Body 2%
e ST ik
id String T{E=siaid
create_time String BUEERTIE)
update_time String EFRATIE)
name String T{E=SIE1AFR
description String T{E=siatmR
creator_id String Bl Aid
creator_name String BIZABIR
modifier_id String 1EM Aid
modifier_name String (EABTR
project_id String FriEInBid
project_name String FriEIE &R
domain_id String BrEfEFid
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2% SR fiik
domain_name String BHEFPER
e_r(ljterprise_project String A IRHEId
i
enterprise_project | String A IREZR
_name
is_view Boolean A E
region_id String Xigfid
view_bind_id String TEGBER =S 8lid
view_bind_name String B4 ERNZEZTR
workspace_agenc | Array of ME=TEIIFE
y_list workspace_agenc
y_list objects
2k 4-733 workspace_agency_list
2% SR ik
project_id String FiE=ErEmAid
id String TiEZEtid
name String TEZITRFR
region_id String Zit=ialFrfEregion id
workspace_attribu | String THIS_ACCOUNT:AKSZ
tion i8),CROSS_ACCOUNT: Bk 5= 8]
agency_version String FIERA
domain_id String ZEHPId
domain_name String EIEHEPAFR
iam_agency_id String iamZ#Eid
iam_agency_name | String iamZEIEZ R
resource_spec_cod | Array of strings ZE=EEERRAS
e
selected Boolean EEEIEES

K& 400
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K 4-734 0[; Body 2%

2% S )%
error_code String Error code.
error_msg String Error description.

K&ERS: 500

7= 4-735 NghZ Body %4

2% ST )%
error_code String Error code.
error_msg String Error description.

BERTH
B TE=S(EiBRIK

{
"name" : "FKAITIE=E)",
"region_id" : "region_id",
"project_name" : "project_name",
"enterprise_project_id" : "",
"enterprise_project_name" : ""
"tags" : [ {
"key" : "tag1",
"value" : "value1"
1
"description" : "EAITEZE)"
}

’

N Rz
RHG: 200

BRI

{
"create_time" : "2024-07-02T09:25:17Z+0800",
"creator_id" : "b4 463",

"Cl’eator_name" . Hlo******n'
"description" : "ERITIE=iE",

"domain_id" : "ac bf4",
"domain_name" : "scc****09",
"enterprise_project_id" : "",

"enterprise_project_name" : "",

"id" : 'l39-k-k~k~k~k~k~k*~k*~k**bfl"

"is_view" : false,

"modifier_id" : "",

"modifier_name" : "",

"name" : "RV TIEZSiE",

"project_id" : "15 da6",
"project_name" : "project_name",

"region_id" : "region_id",

"update_time" : "2024-07-02T09:25:17Z+0800",
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"view_bind_id" : "",
"view_bind_name" : "",
"workspace_agency_list" : [ ]

}

RS
RS )%
200 BKEIN
400 BRESHEIR
500 BEREM
5=
B2 IEIRE.
16.2 AT {E=SE5IF«
INRENA
B TETEZR. TETEEA. I aSER AT ETE#TiiIE,
BB
B2 AEEAAAPIL,
URI

GET /v1/{project_id}/workspaces

% 4-736 BRIZS#

8% BEWI% SR fEiA
project_id = String InHid
2 4-737 Query 2H

2% BEWI% SR R

offset 2 Number miEE
EEREICRIFRMNE, ‘LlZ\iﬁ
Y F, EEEAKRTFHET
0,

limit = Number BRETRTH

region_id & String X1gid
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IBREH

MR S &

2H BEWI%E SR fHR

name = String ZiREa

description & String AT

view bind_id | & String HEFERY=Sa)id

view bind_na | & String ESPER=EIBRIR

me

create_time_s | & String CIERTEIFES, BN

tart 2024-04-26T16:08:09Z+0800

create_time e | & String tIZatasEsR, Hian

nd 2024-04-2T16:08:09Z2+0800

is_view & Boolean EEEEWE true or false

ids & String TE=SEldEER, EIESHIR

normal_projec | & String T EIBIRid

t_id

enterprise_pro | & String IR BRIIREI

ject_id

K 4-738 153K Header 2#

84 =% SR A

X-Auth-Token | 2 String FFToken,
BT iEARIAMBRSSFREX R
Token$Z[¥AEX ( MIRLE2LA
X-Subject-Tokenfi9{& ) .

content-type | 2 String application/

json;charset=UTF-8

R&RS: 200
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7 4-739 IR Body &%

2 SR ik
workspaces Array of list of informations of workspaces
CreateWorkspace
ResponseBody
objects
count Number HiED=
2K 4-740 CreateWorkspaceResponseBody
2 SR fik
id String T {E=sialid
create_time String ClEEATIE]
update_time String EHTAYE)
name String T{E=S[EBZFR
description String T {E=samR
creator_id String el Aid
creator_name String BIEEABIR
modifier_id String 1M Aid
modifier_name String (B ANBTR
project_id String FrigInBid
project_name String FREIRB &FR
domain_id String FriEtEFid
domain_name String FriEtEF&FR
eréterprise_project String A IRHid
i
enterprise_project | String EWIRB &R
_name
is_view Boolean E=aeE
region_id String Xigid
view_bind_id String UEGBER=S 8)id
view_bind_name String MESPENREZIR
workspace_agenc | Array of MEZEIIE

y_list

workspace_agenc
y_list objects
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€ 4-741 workspace_agency_list

28 ST R
project_id String Fit=aFrEmAId
id String ZEFEiEid
name String TEEFEZFR
region_id String ZiE=ialFrfEregion id
workspace_attribu | String THIS_ACCOUNT: A S =
tion &],CROSS_ACCOUNT:EEMK S Z3[8]
agency_version String ESER PN
domain_id String FEFERFId
domain_name String EIHEPAFR
iam_agency_id String iamZ3tid
iam_agency_name | String iamZEIEZR
resource_spec_cod | Array of strings FETIESERR AN
e
selected Boolean ERHEAEE

REMB: 400

% 4-742 I[R Body 2%
2% SRR )%
error_code String Error code.
error_msg String Error description.

JRZSFS: 500

K 4-743 0[; Body 2%

2 ST R
error_code String Error code.
error_msg String Error description.
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iBERTA

il iz 73~ 451

W& 200

(=R N2AY)

"count" : 1,
"workspaces"
"create_time" : "2024-07-02T09:25:17Z+0800",

[{

"creator_id" : "b4 463",
"creator_name" : "[Q¥*

"description" : "B T(EZE)",

"domain_id" : "ac bf4",
"domain_name" : "scc****09",
"enterprise_project_id" : ""
"enterprise_project_ name" A

UH d” . |'39*************bf”

"is_view" : false,

"modifier_id" :

nn

"modifier_| name ;"

"name" : "HO TIEZS IEH",

"project_id" : "15 da6",
"project_name" : "project_name",
"region_id" : "region_id",

"update_time" : "2024-07-02T09:25:17Z+0800",
"view_bind_|

dn .o

"view_bind_| name
workspace_agency_llst [

}
}

I NE
IR ik
200 IERNAY
400 ERBHBIR
500 THEREM

tHi=0g

B EIRE

417 ItEIHESIE

4.17.1 Ze=EEITY

ThREN A

FiELZ e =R ERSS
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ERE
S MATERAPI .

URI
POST /v1/{project_id}/subscriptions/orders
& 4744 BRBY
2% Rk S faiR
project_id = String FHFIRAID
ERSHE
% 4-745 53K Header 2%
2% ra) 2y SRR A
X-Auth-Token | 2 String FFToken,
B ERIAMARSIREN R
Token$Z[3REX ( MaRZHELH
X-Subject-Tokeng9{H ) .
X-Language = String AP HENESIAE zh-cn or en-
us.
7 4-746 153k Body &%
e BRIk ST iR
region_id = String XigID
domain_id = String domainld
tag_list & Array of TR
Taginfo
objects
product_list & Array of [GLRUIES
ProductPostP
aid objects
operate_type | & String IBVERKBY: createdTW, addition
1B ANACER

373




2 4-747 TagInfo

2%

R

SHER

1%

key

String

FRIR
EPY\ ?\ ﬁ?\ _ﬁ%" E.
KESBE(2, 36]

value

i

String

NES
EFISZ\ ?\ éﬁ?\ _ESZ%" E.
KESEE2, 36]

2 4-748 ProductPostPaid

2H

AU

SHEE

%S

id

String

IDARR, R—RiANAee
g, BT mRREEMERME
KAYBRES X R

product_id

i

String

f"'|:||:| |d r__]CBClﬁ.Hﬁg;EHyl/(

ﬁﬂﬂ E’J*Tlv \

cloud_service_
type

ali

String

RS ERE, BIEEN

hws.service.type.sa

resource_type

i

String

FBRPBEAARSS T mAYRIRESE
B, flgnSecMasterARyEaEL 17
RECE, RREEH
hws.resource.type.secmaster.ty
pical

resource_spec
_code

i

String

BREE=IRS = mAYEIEMR
1, BlinZe =PRI ERtiR,
BB Isecmaster.basic

usage_measur
e id

i

Integer

{Eﬁﬁ$$1lh'l/\, BEENwe
B, FlngNeiaf, ER8EE
731 (ERESRMI/NET, B3
BT

4: /BT
10: GB ( etz aiginE
B)

11: MB ( iR E1mMNE
B)

usage_value

i

Number

(EREE, EFONYE, i
B\RHA, (EREENT, fE
FRERA/N

resource_size

i

Integer

BCEL ML
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IvE2 't

BRI

Ml iz 73~ 451

2% BBk SHEER ik

usage_factor | 2 String FRERT, EEITEHEWE, B
(EfERPERSEREF—,
=IRSBH(EREREFRI MR
T:
BIRUZEFREIE Duration
SHEIE: duration
ZefRHE: count
Bretr: flow

resource_id B String HiRid, (REEINECEIAYRHRIE
N

IRE&RS: 200
IEREAY)
x

https://{endpoint}/v1/{projectld}/subscriptions/orders

{
"domain_id" : "abcdef8a41164a2280ec65f1f4c4mlnyz",
"region_id" : "region_id",
"product_list" : [ {
"product_id" : "OFFI908269345109094402",
"cloud_service_type" : "hws.service.type.sa",
"id" : "E52E1A22-9408-459A-9F67-7B5C11B1E71A",
"resource_spec_code" : "secmaster.professional"”,
"resource_type" : "hws.resource.type.secmaster.typical”,
"usage_factor" : "duration",
"usage_value" : 1,
"usage_measure_id" : 4,
"resource_size" : 1
]
}

K&ERS: 400
SHRE

{

"error_msg" : "RINEEE [RER ] , NEFEFARRAIEINEET",

"error_code" : "SecMaster.00010201"
}
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N

R A
200 BRI
400 SYRE
403 BIRAE
$HI=AS
52 IR .

4.18 igfrEH

4.18.1 =EETIEIRERE

INEENEA

R BT
AR5

B2 MAHTAERAPI.
URI

POST /v1/{project_id}/workspaces/{workspace_id}/sa/metrics/hits

% 4-749 BRRSH

2% BE W% SRR ik
project_id = String InHID
workspace_id | 2 String T{E==E)ID
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IBREH

2 4-750 Query ¥

2% =RWIE SR 1)
timespan & String BEiSEIRRYATESEE, 1SO8601
=L, fFan:
2007-03-01T13:00:00Z/
2008-05-11T15:30:00Z5
2007-03-01T13:00:00Z/
P1Y2M10DT2H30Ms}
P1Y2M10DT2H30M/
2008-05-11T15:30:00Z
cache & Boolean EEEHEE, Eiltrue, 22
£ false
2 4-751 153K Header ¥
2H 2RIk SHER R
X-Auth-Token | & String P Token, @IIAMAIAMARSS
SKEVFE P TokeniZ$KEY ( MKz
&2 sLAX-Subject-Tokenfd
B)
7 4-752 153K Body ¥
S =A% SR U
metric_ids 2 Array of FEIEAY1EIRIdSER, TSR
strings FHIEAMERIRIAKINE ISR
=g
workspace_ids | & Array of TE=SE5IZK, HIEFRsIFIREL
strings ZTEZEEIRITES .
params & Array of FESERNSEGIER, JIERA
Map<String,St | 81Nt A<String, String>AIK-
ring> objects | VIZZ, TTEHEVRS
metric_ids3IZRiERE, BAIES
BERESEMR.
interactive_pa | & Array of RERSHED, SiEhnisK
rams Map<String,St | BXX&#HY, ES<String,
ring> objects | String>AIK-VA.ZHIS #1513k,
BFRESER SRR,
field_ids & Array of IEfrERIDYIZE
strings
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MR SEL

RZSF5: 200

% 4-753 IR Body 2%

2% SR )4

[#¢ATTE] Array of HEFEIEIRER
ShowMetricResul
tResponseBody
objects

Z 4-754 ShowMetricResultResponseBody

¥ SR Efi1)%

metric_id String $88RID

result result object IBRERERAE

metric_format

Array of
MetricFormat
objects

ERETER, RIEREEREER
IS

log_msg String HFERETER

status String EiERIAZ, SUCCESS: &iamI,
FAILED: Z=if5KM, FALLBACK: fsSFHER
INME

2K 4-755 result

2H SR fER

labels Array of strings IErEIRE R T IE IR

datarows Array<Array<Obje | IEFrEIRERHNBTERNRE

ct>>
effective_column | String E£H95, HEZSHEY, FRIEEINE

FEIRERGER

2 4-756 MetricFormat

2% SR ik
data String #HiEg{
display String EEI
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iBERTA

Ml iz 73~ 451

W&

2% SR fiik

display_param Map<String,String | B ~&%
>

data_param Map<String,String | #iE&%
>

BiistMEOEIM6 B 25 HE SRS ZEER S

https://{endpoint}/v1/{project_id}/workspaces/{workspace_id}/sa/metrics/hits

{
"metric_ids" : [ "1f0f5e29-5a92-17a5-2c16-5f37c6dc109c¢" ],
"params" : [ {
"start_date" : "2024-06-25T00:00:00.000+08:00"
11
}

WRE&RS: 200
IEREAY)

[{
"metric_id" : "1f0f5e29-5a92-17a5-2c16-5f37c6dc109c",
"result" : {
"labels" : [ "label1" ],
"datarows" : [ [{}11],
"effective_column" : "0:1"
1
"status" : "SUCCESS"
1

W& faik

200 BRAIN

52 iEIRE .
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4.19.1 HREZKEERIIFE

TORENA

AR

URI

IBRSH

RRESNEERIIE

52 AMEE AP,

POST /v2/{project_id}/workspaces/{workspace_id}/sa/baseline/search

X 4-757 BRIER&H

¥ BEwWik ST fiEid
project_id = String ImRid
workspace_id | =& String T{E=sgid
% 4-758 153K Header &%
2% B ERwik ST ik
X-Auth-Token | 2 String AP token
X-Language = String BS, &2%{3: zh-CN. en-US
content-type | 2 String SPESiY
% 4-759 153K Body &%
e =A% S ik
limit & Integer PIRAN
offset & Integer RigE, XFrREWZREEEE
HICR
sort_by & String HEFR <=
order & String B FrakFt+7, DESC|ESC
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2H BRWIE SR fHR
from_date & String eaAYE], #BI1S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, FX{EENEMHL
AT, TIEMFHTRTXAYATE],
FHARXIER/\X
to_date & String #1bAdiE), #&z01S08601:
YYYY-MM-DDTHH:mm:ss.ms
+timezone, IIX{EENE MK
X, TiEMFITRTXAYATE],
FARNXER/\X
condition &= Object BEREZMFRAR
V254
RSB 200
7 4-760 lgii Body S
2H SHER A
code String S
total Integer BEERDH
size Integer DIRK
page Integer w2
success Boolean =ARI
data Array of strings ERERIIE
K& 400
% 4-761 KL Body S
84 SR A
code String S
message String A

R&ES: 401
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K 4-762 0 Body 2%

2 SRR fina
code String HI=g
message String SEIREIA

K& 500

7= 4-763 gL Body %4

2¥ SR )%
code String fHI=g
message String S ES TN

i5RHl

EHESKEERINYIRSRER, Eif2024F68205%20245F6827, BMNE
IDJ96add7d71-2261-4195-bab7-8ada0f0ed4d2, BREIDH
0b78937f-4d9b-4223-9a46-2361e5090be0, &EiEZER Siam_user, IRIBERIFEH
AtElpRFHER, IREIE—R, ZR105ZEE

{
"limit" : 10,
"offset" : 0,
"sort_by" : "last_observed_time",
"order" : "DESC",
"from_date" : "2024-06-20T00:00:00.000Z",
"to_date" : "2024-06-27723:59:59.999Z7",
"condition" : {
"conditions" : [ {
"name" : "compliance_package_id",

"data" : [ "compliance_package_id", "=", "6add7d71-2261-4195-bab7-8ada0f0ed4d2" ]
I
"name" : "catalog_id",
"data" : [ "catalog_id", "=", "0b78937f-4d9b-4223-9a46-2361e5090be0" ]
3o
"name" : "resource.type"”,
"data" : [ "resource.type", "=", "iam_user" ]
11
"logics" : [ "compliance_package_id", "AND", "catalog_id", "AND", "resource.type" ]
}
}

I =51
R&HE: 200
BRI

{
"code" : "00000000",

"data" : [ {
"create_time" : "2024-01-03T01:16:21.666+08:00",
"data_object" : {
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"arrive_time" : "2024-01-03T11:28:03.993Z+0800",
"baseline_type" : {

"baseline_type" : "&MIEE",

"baseline_type_en" : "Compliance Check",

"baseline_type_zh" : "&tEE",

"category" : "",

"category_en" : "",

"category_zh" : "",

"id" : "23f48a58cXXX162846076cd0"
T
"catalog_id" : "9378d1e8-XXX-4aae-XXX-c41cf6829ede",

"checkitem_id" : "13fcc967-cb49-XXX-811a-9f72ce6ce8ac",
"compliance_package_id" : "39488f96-XXX-4cc6-XXX-ad3c29b3a6c2",
"create_time" : "2024-01-02T17:16:21.666Z+0800",
"data_source" : {
"company_name" : "xxx",
"domain_id" : "ac7438b990efXXXb45e8bf4",
"product_feature" : "SA",
"product_module" : "Base-line",
"product_name" : "SecMaster",
"project_id" : "15645222e8XXX93dab6341da6",
"region_id" : "xxx",
"source_type" : 1
T
"dataclass_id" : "f846c8e0-XXX-XXX-bcbf-f77190847f08",
"domain_id" : "ac7438b990eXXX1004eb45e8bf4",
"domain_name" : "ac7438b99XXX1004eb45e8bf4",
"end_time" : "2024-01-03T11:28:51.564Z+0800",
"execitem_id" : "ca2a1361-5738-479c-8c40-d078e775a23a",
"execitem_version" : 1,
"first_observed_time" : "2024-01-03T11:28:50.955Z+0800",
"handle_status" : "qualified",
"id" : "39c56d70a9c2492XXXd91934cb5cb_13fcc967-XXX-494b-XXX-9f72cebce8ac",
"is_deleted" : false,
"last_observed_time" : "2024-01-03T11:28:51.564Z+0800",
"method" : 1,
"origin_id" : "",
"project_id" : "15645222e874XXX93dab6341da6",
"region_id" : "xxx",
"region_name" : "xxx",
"resource" : {
"domain_id" : "ac7438b990eXXX04eb45e8bf4",
"id" : "39c56d70a9cXXX1934cb5cb",
"name" : "adfasd",
"project_id" : "15645222XXXc93dab6341da6",
"provider" : "xxx",
"region_id" : "xxx",
"type" : "agency"
T
"severity" : "informational”,
"start_time" : "2024-01-03T11:28:50.955Z+0800",
"task_id" : "10da8403-XXX-442d-XXX-fa2fdf42a3a1",
"title" : "INB RSHFIZIAIREERT",
"trigger_flag" : false,
"update_time" : "2024-01-03T11:28:51.887Z+0800",
"workspace_id" : "1350a050-XXX-45e2-XXX-9cbfef116de7"
B
"dataclass_ref" : {
"id" : "f846c8e0-XXX-3767-XXX-f77190847f08"

B

"format_version" : 0,

"id" : "39c56d7XXX278fXXX934cb5cb_13fcc967-cb49-XXX-811a-9f72ce6ce8ac”

"update_time" : "2024-01-03T19:28:51.887+08:00",

"version" : 0
h o

"create_time" : "2024-01-03T01:16:21.821+08:00",

"data_object" : {

"arrive_time" : "2024-01-03T11:28:03.993Z+0800",
"baseline_type" : {

’
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"baseline_type" : "SIMIEE",
"baseline_type_en" : "Compliance Check",
"baseline_type_zh" : "&iEE",
"category" : "",

"category_en" : "",

"category_zh" : "",

"id" : "23f48a58c5b2fXXX162846076cd0"
T
"catalog_id" : "9378d1e8-XXX-4aae-XXX-c41cf6829ede",
"checkitem_id" : "13fcc967-cb49-XXX-811a-9f72ce6ce8ac",
"compliance_package_id" : "39488f96-XXX-4cc6-XXX-ad3c29b3a6c2",
"create_time" : "2024-01-02T17:16:21.821Z+0800",

"data_source" : {

"company_name" : "xxx",

"domain_id" : "ac7438b990efXXX004eb45e8bf4",

"product_feature" : "SA",

"product_module" : "Base-line",

"product_name" : "SecMaster",

"project_id" : "15645222XXX5c93dab6341da6",

"region_id" : "xxx",

"source_type" : 1
T
"dataclass_id" : "f846c8e0-XXX-3767-bcbf-f77190847f08",

"domain_id" : "ac7438b990eXXXb741004eb45e8bf4",
"domain_name" : "ac7438bXXX37b741004eb45e8bf4",
"end_time" : "2024-01-03T11:28:51.701Z+0800",
"execitem_id" : "ca2a1361-XXX-479c-XXX-d078e775a23a",
"execitem_version" : 1,

"first_observed_time" : "2024-01-03T11:28:51.565Z+0800",
"handle_status" : "qualified",

"id" : "f295575ab57XXX977d9be93ca9fe_13fcc967-XXX-494b-XXX-9f72cebce8ac",

"is_deleted" : false,

"last_observed_time" : "2024-01-03T11:28:51.701Z+0800",

"method" : 1,

"origin_id" : "",

"project_id" : "15645222e8XXXa985c93dab6341da6",

"region_id" : "xxx",

"region_name" : "xxx",

"resource" : {

"domain_id" : "ac7438b99XXX1004eb45e8bf4",
"id" : "f295575ab57bXXXd9be93caSfe",
"name" : "apigw_admin_trust_secmaster",
"project_id" : "15645222e8XXX93dab6341da6",
"provider" : "xxx",

"region_id" : "xxx",

"type" : "agency"

T

"severity" : "informational”,

"start_time" : "2024-01-03T11:28:51.565Z+0800",

"task_id" : "10da8403-4955XXXd-a974-faXxXX2a3a1",

"title" : "INBRSHFIZIAIREERT",

"trigger_flag" : false,

"update_time" : "2024-01-03T11:28:52.023Z+0800",

"workspace_id" : "1350a050-d09a-4XXX-9503-9cbfef116de7"

B
"dataclass_ref" : {
"id" : "f846c8e0-cfO0e-XXX-bcbf-XXX7f08"
B
"format_version" : 0,
"id" : "f295575ab57b49XXXe93ca9fe_13fcc967-XXX-494b-XXX-9f72ce6ce8ac"
"update_time" : "2024-01-03T19:28:52.023+08:00",
"version" : 0

11

"page" : 0,

"size" : 10,

"success" : true,

"total" : 2
}

WR&RS: 400

’
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IEREM
{

"error_code" : "SecMaster.00040006",
"error_msg" : "Invalid request parameters"

}
RSHE: 401
BIRAE

{

"error_code" : "SecMaster.90010015",
"error_msg" : "Unauthorized request"

}

RSB 500

IEREM

"error_code" : "SecMaster.00040011",
"error_msg" : "Internal system error."

}

W&

RS

fifik

200

[ERN22Y

400

IER S S

401

XRA B

500

IEREM

T

52 SR .
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A1 RS

o IFE
REHE 15488
200 IN.
201 IN.
o RE
W& | 4w 5iE8
400 Bad Request SHEIR
401 Unauthorized IAIESR ML,
403 Forbidden 1EiBIE,
500 Internal Server Error ARENEPEIR
A.2 THIRTS
b NETE IR HIR{EE
400 SecMaster.11061001 | HiIBREEIR
400 SecMaster.11061002 | tREU# =B B EIFR !
400 SecMaster.11061003 schedule2#{E 1B E
400 SecMaster.11061004 | FZZIREFTE
400 SecMaster.20010001 | BXHITIE=SEID
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K& HIRG HIRER

400 SecMaster.20030001 | ToRHISHL

400 SecMaster.20030002 | T3AIIREID

400 SecMaster.20030003 | TLXHHIBIR

400 SecMaster.20030004 | BUEHUEIISREK
400 SecMaster.20030005 | FRENFUEIIS LM
400 SecMaster.20030009 | THIHEFEFER
400 SecMaster.20030010 | TAIHER

400 SecMaster.20030011 | EFEIEIIZIEIR
400 SecMaster.20030012 | MIBREIEIISEIR
400 SecMaster.20030013 | {ERHEUEIRIBIR
400 SecMaster.20030022 | EE4EFEEIRELEW
400 SecMaster.20030025 | IGFEIRIISREM
400 SecMaster.20039999 | RENfEIR

400 SecMaster.20040000 REfEIR

400 SecMaster.20040402 | EAHUEHELW
400 SecMaster.20040516 | FERIBIS R AR
400 SecMaster.20041001 | BHHITAEZSIEID
400 SecMaster.20041002 | RIS

400 SecMaster.20041003 TR ID

400 SecMaster.20041031 | SREREUEIISREK
400 SecMaster.20041033 | RiERXBEIE S
400 SecMaster.20041504 | BIESE4EM

400 SecMaster.20041507 | EFEE4EM

400 SecMaster.20041508 | MIFSER{4L

400 SecMaster.20041509 | B HBHEIE N EEE RAIRS
400 SecMaster.20041804 B R B RARIEIR
400 SecMaster.20041805 | BUEEE&EEA

400 SecMaster.20041808 EIEELW

400 SecMaster.20041809 | MIPREEE5K

400 SecMaster.20041810 BHEZCEN GBI R AR
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K& HiRG HiREE

400 SecMaster20041811 | BEHEEREHNHBE HAIRT

400 SecMaster.20041903 | SREREUEZ LN

400 SecMaster.20041904 | EBIREIBEAFE

400 SecMaster.20041905 | BIZEINMEIREY

400 SecMaster.20041906 | EFEMBEIREM

400 SecMaster.20041907 | MHIBREBNMEIR KM

400 SecMaster.20042501 B RIBIREIEN BT R AR

400 SecMaster.20048001 | BIARTFELEEIZITHISLAISFERIER
AAEeMIBR

400 SecMaster.20048002 | RIAAREFERIEIRA, FeeEMH

400 SecMaster.20048003 | BIASIKSHEEIR, FREEHZ

400 SecMaster.20048004 | FREAFE

400 SecMaster.20048005 | BIAREZAED, FEEE

400 SecMaster.20048006 | BIZNIDEEIR

400 SecMaster.20048007 | BIZARWRAKIDIEIR

400 SecMaster.20048008 | BIZAEH/EIDIEIR

400 SecMaster.20048009 | RIZAS#INIID{EIR

400 SecMaster.20048013 | RIAZRAF, AaELiEMRA

400 SecMaster.20048014 | RIAER A, FBEwmiE

400 SecMaster.20048015 | RIAZIRES

400 SecMaster.20048016 | BIAERHMESITESEEEIR

400 SecMaster.20048017 | BIARERHMES CornFRIXREEIR

400 SecMaster.20048018 | iRAHIZEEIAZ LR

400 SecMaster.20048019 | BIATFIESFZFMRA, FEEHIEIRA

400 SecMaster20048020 | FUIREIIRIDIEIR

400 SecMaster.20048021 | #EABTLH

400 SecMaster.20048022 | EiAZARAT A RA T EIIAATIE

400 SecMaster20048023 | iFARRIARERES KM

400 SecMaster20048024 | ZARIAREES LM

400 SecMaster.20048025 | £AERAYEIWZRAK T FFEARTIE]
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/NG e HIRER

400 SecMaster.20048026 | TLXXHIRIALESRAT 8]

400 SecMaster20048027 | HUEZRIDFBERZ

400 SecMaster.20048028 | IFAERERRIELRIZ, FREIRAThRAS
400 SecMaster.20048029 | RIAFUEFEIRIEIR

400 SecMaster.20048030 | RIAMEGEIT B AR

400 SecMaster.20048031 | BIZASKEXILECRIENEGEBIL IR
400 SecMaster.20048032 | THIRIAEERT EiE)R

400 SecMaster.20048033 | BIAKEXARILECRIZABENT
400 SecMaster.20048034 | ILESARIE SRIAEIREF—H
400 SecMaster.20048035 | RARNEBERIAARBIFEN

400 SecMaster.20048036 | RANEBERIAARFIFHIFR

A.3 3REUINH ID
B

ERBEONEHER, 2 URLPFZEANIEID, FIAFERNEINBID, BUTA

FRERENTS
o EAMAPBREXIREID
o NEHAKIIREID
if3F API 3RERIRE 1D
IRE DRI LA

ERIAMBRSSHY “EifEE

FHTHIIRBESE” APERE.

ﬁHQIﬁEIDE’J};Dﬁ “GET https://{Endpoint}/v3/projects” , ,\EFI{Endpomt}jjIAM

AR TS

TR, HLANBXFANZRT IR, EORSAIEERIE

DIAESERY .

IR~ EIENT, Eprojects TAY “id” BIAIREBID,

{

"projects": [

"domain_id":
"is_domain": false,
"parent_id":
"name": "XXXXXXxX",
"description": ""
"links": {

"next": null,

"previous": null,

"65382450e8f64ac0870cd180d14e684b",

"65382450e8f64ac0870cd180d14e684b",

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

b
"id": "a4a5d4098fb4474fa22cd05f897d6b99",

"enabled": true

389



https://console-intl.huaweicloud.com/apiexplorer/#/endpoint

}
]

"'links": {

"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MEHIEIRENRE ID

FERBEORENE, #9URLPFEREANRBID, AILIFEZERIEIMEID, IEIDIX

BRSBTS

1. EREEESS.
2. BERFRE, EMIIRDPREES “BRHNEIE .
£ “HREIE” NEANRESIRFEBRAID,

A4 RS RIRAR

& A-1 BHERIRHA

BRI fgtRID fEtrmA BiRESE05EA

FREEFTE | 6f8d4892-713c-4d12-8 | TE=EWERT | &

= 584-dc04f7847b32 BAFH=

SfEAF# | a5597747-8cef-4342-9 | TIEZENE | £

= 855-3fdaf00ad460 BARFHE

HEXKE 09cadeb8-adca-4ef4- TE=EARR |

FH= b75f-e9172f39393b SfEXEEF
ANEFEHE

LR H | 1f0f5e29-5a92-17a5-2 | MSEHSHART “params” SHIEES

s9% c16-5f37c6dc109c EEEEN:EE “start_date” FR%
BB, TE | iHcsisadia, #ian:
ZENGE "start_date":
KHYEDT "2024-06-21T00:00:00.

000+08:00"
TWEERE | 815c8a73-c855- Te=SEmRE | &
=vaXicl fd29-63e2- NG
b093d05a7ef0 HEpaXis]

HAEKEAR | feedd416-25b4-46c6- | TIEZEA30 | |

BRREERSZE | aalb-851¢7251e04b XAREZER

1Sy aYisl B BEER
yaxi]

ZeIFESHEE | 39d386dc-5868-adb6- | THE=EIIE | &

# a8e9-d5e92bb75663 tXx8X%e
FH1ER
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BRI fEHRID fEtrtA Etr2E0uRAA

BIMSEE | aaabe851-601b-53¢5-6 | NS HGEIART “params” SHIES

4 Top5 1ef-ffc95889ebf3 BRI YE0ATE | "start_date"FTR G
BB, IT(E | &iaadE, fFlan:
AN S "start_date":
ESMTOPS | v2024-06-21T00:00:00.

000+08:00"
T{E=Sja% | cf6cce38-bc32-fd89- TE=ENE | T
ESa cOb5-3ba2cdfo8eda F—xZEiT

ek sy
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