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M BE LENSRN—TDHETHENNE .
S E1ERIER BE—MISERNFERIER.
BHEB HEERIERSFH A — 1 TEAINR,
IEZR LEES EUE— 1 2B EERYESS
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3 Y{aniAFE API

3.1 HiEIEK

ATNEBREST APISKRAVAER

B3 URI

OBSIRIEHFIN R R HHIRRSEKIBERFAIURI, SHFEHITRIRIFER, FJLUE
FRIXANURISBLE

URIBS—REH&0H ( BIESHARIER ) :
protocol://[bucket.]Jdomain[:port] [/object] [?param]

% 3-1 URI RIS

28 fiEid B4
ik

protocol | IEK{EFAIHMNZERY, WIHTTP, HTTPS, HTTPSEREITZR | Wik
SHHTTPSIFIENZER, MNREFMIRSSIFHTTP, HTTPSH
FEREITIMY o

bucket | IEXK(FRANERRIZER, EENRATE—IRE—IME. Bk

domain | FERURIRAIIRSS2SHE AT IPHBAL WA

port BERERNROS . RIBRIEIRSSEVEBARDMAR. & | ok
BRERRIANRD, SHERIMERERIANNIROS, 0
HTTPRIBIAIRO 980, HTTPSHIBKIAIRO /9443,
OBSYIREFEIRSZHIHTTPA X iHaiw980, HTTPSHIA
[Fig[59443,

object EXRERAONRERER . AJik

param ngiﬁﬁﬁ'ﬂﬁ%ﬂiﬁ%ﬁ’ﬂﬁﬁkﬁﬁ, REBEBIAEREEXTR | Bk

%:'\i)ﬁo

N5k 01 (2022-08-16)
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ikl

PRIRENIESIRZSMIFRAIZED, #NAEEMEE . OBSETDNSHETHEREF RIS IERY
EZ8, BRAZEGESINNEK, EIEURLIIRHEERLIUEHEE KM7EdomainBimE,

FER=RigE R,
N, WREE— MUFa1 XY Htest-bucketfUiE, HPE

NFRAREIAENIBTHE o

BihafER—1 & otest-

objectidSRAYacl, IEFAYIAIEIURLIhttps://test-bucket.obs.al.example.com/test-

object?acl

IBKGE

HTTPR % (BFRDIRIFEEENT ) , BERIRSIREMRBRAAKEIRIE,

% 3-2 MRIFESIE REST IERA A

ik I5BA

GET ERIESBREISERR, WKEUEI®R. THNRS

PUT ERBSBENSELE, WORME. LENRE

POST RIS SRR TR, WA HERATS . AHE

DELETE | iERIRSHEMIMEERE, amisss

HEAD | ERIRSHREHSEAFNMNE, WRETIRTTHIRS

OPTIONS | BRIESHBNEEFRER M RFRIFIUR, BEMEECORS,
IBKiHEk

ANEAIMIMERLFER, MHSERIURIFIHTTPILIERERIFER . HHANAEEKE
BFRIEENRS-3,

& 3-3 AHIBKIERL

S PUTIRMFENIE, NIEXMLASERFRIS .

HELEZR ik =Rk
Authorization | iEKBEHFAIHRIEER. BEMHYIE
XA String
EANE: T
Fi: ERZIBERATFER, HitiEkeiE,
Content- RFC 2616FHENATHE (FEABEL) K | A5t
Length E.
XA String
ZANE: T

N5k 01 (2022-08-16)
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HESLBIR fifik

=
Content-Type | ZRABHISEEL, FIG0: text/plain, &
A String
AINME: To
Date BREIRIHHOREEFIRTE, FlaN: Wed, 27 Jun | B5RRE
2018 13:39:15 +0000,
ZEAY: String
BME: Lo
FM: WREEZBRYEHELHPH T x-0bs-
dateFEz, NAILIATIZFER, HitER e
%,
Host FREEMNMbUE, 20
bucketname.obs.region.example.com,
ZERY: String

EME: o

fali

iEREEE (k)

BIHEARBELEEARE (RJSONSEXML ) &k, SiERiESE LA Content-type
IR, EEBRERKEELZIMINS . MRBEKBEEARPSEEIFPE, WPXFERF
HRHUTF-84RI

BMEONBRERARBTE, EHTES M EOBFEEERERMAE (HEHHE
BAJ9% ) , GET. DELETERMERBNIEOMATERRRE, HEKRERKAASTTEER
EEAEOMmE.

KiEiER
HERMARUETEWRIFNERERREIER, HE%:
e CcURL

CURLE— i S1TIE, BRMITEMURLIREINEEE . cCURLZEHAIZ
HTTPE %, BILAKIEHTTPIERARS R, FHEKIERER . cCURLERTFEO
i, XFcURLIFEMERIESIhttps://curl.haxx.se/, HFcURLTAITES
2, {EACURLEIHGZIHABIDEZAIATOBSER

o RiY
B mBEAREO, ARERER, HRELEBKER.

3.2 TAIEEERY
3.2.1 FAFPER/IE

OBSTEIIAK/SKIHIERIETES, EFOBSKILIBRE, BRHEENE NEELES
EEMHSK, BRE, BREDEEDEROERIE,

SRS 01 (2022-08-16) IS © ERRAGIRAT 10
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PR LATEIAMBRSS F3REXAKFISK,, SRENHIXiES

AK(Access Key ID):

IDFIFABEINIRER—RER, MEREITINERES .

SK(Secret Access Key):

S5ipiaZRIDESERNER, MERETINEZS,

ARRKIXTS, FBELIEEREIEN

TERENAIEIEEE ( AK/SK) o

IAIEERID . SIAEIHAERXERAE—IRRRT; HE=ER

OBSIR{EN 1A=, &Mt T HeaderhiffmE®R . URLPEHERFIETNLEEE LERY

RERETEZIMEZZTELR .
LAHeaderdh#&EH

HEFSERERAERA, B2

2 3-4 OBS &R ITENIGUELCE

MHeaderiEH RS,

> 2 1901, ﬁﬁ)ﬂ&%LﬁEuﬁ&w§3 AFf7R. HeaderdiEm& & ik

TR

Bl

/.-:"—
\/

&

1. EHTTPE R

PUT /object HTTP/1.1

Host: bucket.obs.region.example.com
Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain
Content-Length: 5913

2 IRBELMNIE
StringToSign

StringToSign = HTTP-Verb + "\n" + Content-
MD5 + "\n" + Content-Type + "\n" + Date +
"\n" + CanonicalizedHeaders +
CanonicalizedResource

3. JERRAKFISK

AK. *kkkkk
SK. *kkkkk

4. & &ZSignature

Signature = Base64( HMAC-
SHA1( SecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign ) ) )

5. N INE R KA
OBSHRSS

2

PUT /object HTTP/1.1

Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain

Content-Length: 5913

Authorization: OBS AccessKeylD:Signature

~E
\/

Ealls

6. EWHTTPER

PUT /object HTTP/1.1

Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain

Content-Length: 5913

Authorization: OBS AccessKeylD:Signature

SK

7. IRIEIE K PAYAKIREY

MLigiAuthorizationRERHAK, ZEIAMER[EERF
AYSK

N5k 01 (2022-08-16)
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g

Bl

8. IFIREAMNITE
StringToSign

StringToSign = HTTP-Verb + "\n" + Content-
MD5 + "\n" + Content-Type + "\n" + Date +
"\n" + CanonicalizedHeaders +
CanonicalizedResource

9. itEZZSignature

Signature = Base64( HMAC-
SHA1( SecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign ) ) )

10. IGIFEZ

IGIIE Skt AuthorizationshfYSignature SRR SS i1+
EHiSignature 25185

B b

THEE: EBRIELK

3.2.2 Header HHEHEEZ

OBSHIFRAAPIZEOE A LAEE fEheaderpER B A HURHTRIANLE, LERER

HSHINELR

FHeaderhiEFEZ 21515 EIIHTTPEE R Authorization headersLigEH&Z=

2, HERkERIEI:

Authorization: OBS AccessKeylID:signature

BERNTEIZRENT:

N =

&SR T (StringToSign) o

X E—ERIERHITUTF-84%A3 .

{EFASKMISE —LRIERHITHMAC-SHATIE R
X = ERVERIH1TBase64miT, BEISE,

15K HFER (StringToSign) IZBRANT TN TIZIE, HNSERIE NINER3-57 .

StringToSign =
HTTP-Verb + "\n" +
Content-MD5 + "\n" +
Content-Type + "\n" +
Date + "\n" +

CanonicalizedHeaders + CanonicalizedResource

2 3-5 #4i& StringToSign FTEES %05 EA

28 A

HTTP-Verb | $8iZR/ERY/5 %, XIRESTIEOMS, BNAhttpiERIZ{EAIVERB,
40: "PUT", "GET", "DELETE"&=/5E,

Content- 1ZBBRFC 1864t EH EEANMDSBEE=ZRSFE, ElEEAK128-

MD5 bit MD5{E£213base64RIBEBEIN=fFE, AURT ., BFESR
F3-10LANETHITE R ERA,

N5k 01 (2022-08-16)
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3 tn{a)iE A API

SH

ik

Content-
Type

REXE, BFEEHEEE, flU0: text/plain,
SIERPAFIZLEET, ZSEER=FAELE, IFR3-6,

Date

SERLIEKRAYATIE, ZBIEIFSTVEIERFC 1123; ZBJEIS SRIARSS &8
RYBIEIREIT 155 $PBET AR S iR [E1403
HEBENFEx-obs-datell], ZSHIRB=FFRLIE; WX
3-10,

INRFEATIREHERTT TURIE (NGRS REI RS SR
18) B, ZBHAFE.

Canonicalize
dHeaders

HTTPiEkLigHAYOBSIERLFE:, BILA “x-obs-” {EABIERAYSL
&, 0 “x-obs-date, x-obs-acl, x-obs-meta-*" , FAFP{EiEHAPI
BY, BIRIEREERK, MIEABRIAPISZIFAYSLs HikEL

1. BRAFERPXBFHREFRERNINE (ERREREXD
XINE, tl “x-obs-storage-class:STANDARD” ) , EERINZS
rﬁ:?ﬁﬁﬂ? , EEEEERIZRXEFNFEHREMNNEIRHITHE
Fo

2. ERINERLFERAEY, MREEBNFE, WEEHTEFH.
l: x-obs-meta-name:name1fx-obs-meta-name:name2, M
FEAEEEZFEBE (IXBEnamelflname2 ) LUES SR,
S FFrkx-obs-meta-name:name1,name2,

3. LiFFPRIBERLFERHAIXBEFADIFEBIEASCIFBE A TIRE
FHF; B FERHRERRENFERIFASCIIBE A TIREF
7, MR—EEFERIFASIBEHATIRFZER, SEEFiKET
HeRARTBAE, ATLARAURLRIETE Base644mis, RFBIHAS
SRRIDALIE .

4. HBFRAFRPEFLTEN IR TabRERS, BEFEF. FIa: x-

obs-meta-name: name ( nameBImB— 1N EEXTE) , TE
#EH859: x-obs-meta-name:name

5. S—MNERAFREFHEESSERHT, NH3-8

N5k 01 (2022-08-16)
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SH ik

Canonicalize | RRHTTPIERATIEEAIOBSHIR, #AiEH VAT :
dResource | o 1 ItRES+[FEE] + [FRE2] + ..

1. RFIIRE, HlE0: /bucket/object, IMRRBIIRE, WFHIEE
8, WA"/bucket/", WIM@RLIRE, WA “/7 .

2. NRBFRR, WEFREROHERK, BHlan?acl, ?logging,
OBSIIFEZFhF&R, B®¥E: acl, append, attname, cors,
customdomain, delete, deletebucket, encryption, length,
lifecycle, location, logging, metadata, modify, name,
notification, partNumber, policy, position, quota, rename,
replication, response-cache-control, response-content-
disposition, response-content-encoding, response-content-
language, response-content-type, response-expires, restore,
storageClass, storagePolicy, storageinfo, tagging, torrent,
truncate, uploadld, uploads, versionld, versioning, versions,
website, x-obs-security-token,

3. MRESNFER, EEEXLTREN, SEHTEXUFER
TRz CEFIIF R MNNEIRHES, FER “&” #%,
WA
o FTHRRBEZEW—MY, FTENEKNURLEEZ MIBXEFINFZEIR
(f5%0, key=valuel&key=value2) , JNERFEXMIERL, OBSIRFZIHE
ﬁEU‘,D\%i‘l‘%%—/l\?%iﬁﬂiﬂﬂﬁ%—ﬁ\¥’ﬁﬁﬁ’ﬂﬁ§ﬁ§Bﬁﬂ%FE
F;

o LIFKEIXISR ( GetObject ) #EOJfI, BRIRIESE Sbucket-test, IIHRZH
object-test, ITERAIRASoxxx, FREXATFEEEES CContent-TypeJItext/
plain, BFAEZiTEHAYCanonicalizedResource’g: /bucket-test/
object-test?response-content-type=text/plain&versionld=xxx.,

TERUKFERM 7 —E4 Y StringToSignAIHIF .

% 3-6 FFEIR

iEREEL StringToSign
GET /object.txt HTTP/1.1 GET \n

Host: bucket.obs.region.example.com \n

Date: Sat, 12 Oct 2015 08:12:38 GMT \n

Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt

SRS 01 (2022-08-16) RIS © ERRAGIRAT 4
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& 3-7 {EFIIRRT AK/SK F0 securitytoken H{&E3T5

ERERL StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com | text/plain\n
x-obs-date:Tue, 15 Oct 2015 07:20:09 | \n

GMT x-obs-date:Tue, 15 Oct 2015 07:20:09
x-obs-security-token: GMT\n

YwkaRTbdY8g7q.... x-obs-security-

content-type: text/plain token:YwkaRTbdY8g7q...\n
Content-Length: 5913339 /bucket/object.txt

& 3-8 HIERLFR LEWR

=Rz ISES StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com text/plain\n

Date: Mon, 14 Oct 2015 12:08:34 GMT | Mon, 14 Oct 2015 12:08:34 GMT\n
x-obs-acl: public-read x-obs-acl:public-read\n
content-type: text/plain /bucket/object.txt

Content-Length: 5913339

% 3-9 JREWIZ: ACL

IEREEL StringToSign
GET /object.txt?acl HTTP/1.1 GET \n

Host: bucket.obs.region.example.com \n

Date: Sat, 12 Oct 2015 08:12:38 GMT \n

Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt?acl

SRS 01 (2022-08-16) RIS © ERRAGIRAT 15
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% 3-10 HER BT Content-MD5 L5,

iERHERk

StringToSign

PUT /object.txt HTTP/1.1
Host: bucket.obs.region.example.com

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT

Content-MD?5:
I5pU0r4+sgO9Emgl1KMQUg==

Content-Length: 5913339

PUT\n
I5pU0rd4+sgO9EmMgl1KMQUg==\n
\n

\n

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT\n

/bucket/object.txt

& 3-11 FREEXEHZ SN LETR

iBRERk

StringToSign

PUT /object.txt HTTP/1.1
Host: obs.ccc.com

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT

Content-MD?5:
[5pU0r4+sgO9Emgl1KMQUg==

Content-Length: 5913339

PUT\n
I5pU0rd4+sgO9EmMgl1KMQUg==\n
\n

\n

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT\n

Jobs.ccc.com/object.txt

Java f1 Content-MD5 B9it& 5%~ 61

import java.security.MessageDigest;

import sun.misc.BASE64Encoder;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;

public class Md5{
public static void main(String[] args) {
try {
String exampleString = "blog";

MessageDigest messageDigest = MessageDigest.getinstance("MD5");
BASE64Encoder encoder = new BASE64Encoder();
String contentMd5 = encoder.encode(messageDigest.digest(exampleString.getBytes("utf-8")));
System.out.println("Content-MD5: " + contentMd5);
} catch (NoSuchAlgorithmException | UnsupportedEncodingException e)

{

}
}
}

e.printStackTrace();

RIEIE K588 (StringToSign) f1A P SKEE AN R &£ 4 Bk Signature, & RIS iE(FH
HMACE % (hash-based authentication code algorithm),
Signature = Base64( HMAC-SHA1 ( YourSecretAccessKeylD, UTF-8-Encoding-Of( StringToSign ) ) )

BINER X i 8l#E#E S SAnewbucketname2 IFABHE, BFImERIENA:

PUT / HTTP/1.1
Host: newbucketname?2.obs.region.example.com
Content-Length: length

N5k 01 (2022-08-16)
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Date: Fri, 06 Jul 2018 03:45:51 GMT

x-obs-acl:private

x-obs-storage-class:STANDARD

Authorization: OBS UDSIAMSTUBTEST000254:ydH8ffpcbS6YpeOMCEZfnOWE90c=

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>

</CreateBucketConfiguration>

Java FEZNHELE

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util. ArrayList;

import java.util. Arrays;

import java.util.Base64;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util. TreeMap;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class SignDemo {
private static final String SIGN_SEP = "\n";
private static final String OBS_PREFIX = "x-obs-";
private static final String DEFAULT_ENCODING = "UTF-8";

private static final List<String> SUB_RESOURCES = Collections.unmodifiableList(Arrays.asList(
"CDNNotifyConfiguration", "acl", "append", "attname", "cors", "customdomain", "delete",
"deletebucket", "encryption", "length", "lifecycle", "location", "logging",

non non

"metadata", "mirrorBackToSource", "modify", "name", "notification", "obscompresspolicy",

non

"partNumber", "policy", "position", "quota","rename", "replication", "response-cache-control",

"response-content-disposition","response-content-encoding", "response-content-language", "response-
content-type",

"response-expires","restore", "storageClass", "storagePolicy", "storageinfo", "tagging", "torrent",
"truncate",

"uploadld", "uploads", "versionld", "versioning", "versions", "website",

"x-obs-security-token"));
private String ak;
private String sk;

public String urlEncode(String input) throws UnsupportedEncodingException {
return URLEncoder.encode(input, DEFAULT_ENCODING)
.replaceAll("%7E", "~") //for browser
.replaceAll("%2F", "/")
.replaceAll("%20", "+");

}

private String join(List<?> items, String delimiter) {
StringBuilder sb = new StringBuilder();
for (inti = 0;i < items.size(); i++) {
String item = items.get(i).toString();

sb.append(item);
if (i <items.size() - 1) {
sb.append(delimiter);
}
return sb.toString();

}

SRR 01 (2022-08-16) IS © ERRAGIRAT 7
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private boolean isValid(String input) {

}

pu

return input != null && !input.equals("");

blic String hmacSha1(String input) throws NoSuchAlgorithmException, InvalidKeyException,

UnsupportedEncodingException {

}

SecretKeySpec signingKey = new SecretKeySpec(this.sk.getBytes(DEFAULT_ENCODING), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");

mac.init(signingKey);

return Base64.getEncoder().encodeToString(mac.doFinal(input.getBytes(DEFAULT_ENCODING)));

private String stringToSign(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,

String bucketName, String objectName) throws Exception{
String contentMd5 ="";

String contentType = "";

String date = "";

TreeMap<String, String> canonicalizedHeaders = new TreeMap<String, String>();

String key;
List<String> temp = new ArrayList<String>();
for(Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey();
if(key == null || entry.getValue() == null || entry.getValue().length == 0) {
continue;

}

key = key.trim().toLowerCase(Locale.ENGLISH);
if(key.equals("content-md5")) {

contentMd5 = entry.getValue() [0];

continue;

}

if(key.equals("content-type")) {
contentType = entry.getValue()[0];
continue;

}

if(key.equals("date")) {
date = entry.getValue()[0];
continue;

}

if (key.startsWith (OBS_PREFIX)) {
for(String value : entry.getValue()) {
if(value != null) {
temp.add(value.trim());
}
}
canonicalizedHeaders.put(key, this.join(temp, ","));
temp.clear();
}
}

if(canonicalizedHeaders.containsKey("x-obs-date")) {
date = "";

}

// handle method/content-md5/content-type/date

StringBuilder stringToSign = new StringBuilder();

stringToSign.append (httpMethod).append(SIGN_SEP)
.append(contentMd5).append (SIGN_SEP)
.append(contentType).append(SIGN_SEP)
.append(date).append(SIGN_SEP);

// handle canonicalizedHeaders

SRR 01 (2022-08-16) IS © ERRAGIRAT 18
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for(Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {
stringToSign.append(entry.getKey()).append(":").append(entry.getValue()).append (SIGN_SEP);

// handle CanonicalizedResource
stringToSign.append("/");
if (this.isValid (bucketName)) {
stringToSign.append(bucketName).append("/");
if (this.isValid(objectName)) {
stringToSign.append (this.urlEncode(objectName));
}
}

TreeMap<String, String> canonicalizedResource = new TreeMap<String, String>();
for(Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if(key == null) {
continue;

}

if(SUB_RESOURCES.contains(key)) {
canonicalizedResource.put(key, entry.getValue());
}
}

if(canonicalizedResource.size() > 0) {

stringToSign.append("?");

for(Map.Entry<String, String> entry : canonicalizedResource.entrySet()) {
stringToSign.append(entry.getKey());
if(this.isValid(entry.getValue())) {

stringToSign.append("=").append(entry.getValue());

}
stringToSign.append("&");

}
stringToSign.deleteCharAt(stringToSign.length()-1);

/] System.out.println(String.format("StringToSign:%s%s", SIGN_SEP, stringToSign.toString()));

return stringToSign.toString();
}

public String headerSignature(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName) throws Exception {

//1. stringToSign
String stringToSign = this.stringToSign(httpMethod, headers, queries, bucketName, objectName);

//2. signature
return String.format("OBS %s:%s", this.ak, this.hmacSha1(stringToSign));
}

public String querySignature(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName, long expires) throws Exception {
if(headers.containsKey("x-obs-date")) {
headers.put("x-obs-date", new String[] {String.valueOf(expires)});
}else {
headers.put("date", new String[] {String.valueOf(expires)});

}
//1. stringToSign
String stringToSign = this.stringToSign(httpMethod, headers, queries, bucketName, objectName);

//2. signature
return this.urlEncode(this.nmacSha1 (stringToSign));
}

public static void main(String[] args) throws Exception {
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SignDemo demo = new SignDemo();

[ INEREakFlskiERIBEIR B E N FREERANZENK, BN EREXHRENETEFEX
FH, (ERRBE, RRLS;

B akFIskREEIMEZEF N, EITAREIRIEAEAIMEFIEERETEYOUR_AKF]
YOUR_SK, */

demo.ak = System.getenv("YOUR_AK");

demo.sk = System.getenv("YOUR_SK");

String bucketName = "bucket-test";

String objectName = "hello.jpg";

Map<String, String[]> headers = new HashMap<String, String[]>();
headers.put("date", new String[] {"Sat, 12 Oct 2015 08:12:38 GMT"});
headers.put("x-obs-acl", new String[] {"public-read"});
headers.put("x-obs-meta-key1", new String[] {"value1"});
headers.put("x-obs-meta-key2", new String[] {"value2", "value3"});
Map<String, String> queries = new HashMap<String, String>();
queries.put("acl", null);

System.out.println(demo.headerSignature("PUT", headers, queries, bucketName, objectName));

}

BATBEIEGIERD (REBHRITIHENARZEMN )
ydH8ffpcbS6YpeOMCEZfnOWE9Oc=

Python R AIITRITIE

import os

import sys

import hashlib

import hmac

import binascii

from datetime import datetime

IS_PYTHON2 = sys.version_info.major == 2 or sys.version < '3'

# INEFBRYakFIskiERiBEMCAS P BN F B RANZENKGE, BNERENHHENETETENF
], (ERINER, MiREes;
# ARBILAakFIskiRFEREZEHAM, BITAREENESEA KR FIREINEEEYOUR_AKH]
YOUR_SK,
yourSecretAccessKeylD = os.getenv('YOUR_SK')
httpMethod = "PUT"
contentType = "application/xml"
# "date" is the time when the request was actually generated
date = datetime.utcnow().strftime('%a, %d %b %Y %H:%M:%S GMT')
canonicalizedHeaders = "x-obs-acl:private\n"
CanonicalizedResource = "/newbucketname2"
canonical_string = httpMethod + "\n" + "\n" + contentType + "\n" + date + "\n" + canonicalizedHeaders +
CanonicalizedResource
if IS_.PYTHON2:
hashed = hmac.new(yourSecretAccessKeylD, canonical_string, hashlib.sha1)
encode_canonical = binascii.b2a_base64(hashed.digest())[:-1]
else:
hashed = hmac.new(yourSecretAccessKeylD.encode('"UTF-8'), canonical_string.encode('UTF-8'),
hashlib.sha1)
encode_canonical = binascii.b2a_base64(hashed.digest())[:-1].decode('"UTF-8')

print(encode_canonical)

BATBEIEGIERAN (RBHITIHENAREN )
ydH8ffpcbS6YpeOMCEZfnOWE9Qc=

3.2.3 URL HRiEHE3

URLFMER RS 1 OBSIRSSSZIFRAFMIE—MFERIEAIURL, XPNURLPEEERF
AK, 2. B, BFRFER, (HOURRXPURLAIAIRTHITXNMEIE, OBSHR

SZH%hRA 01 (2022-08-16) WRIERE © HERRARBIRAT 20



MNRFEIRSS
APl &% (BIEHXIE ) 3 WN{TifE A API

SENIXMERFANZERAES A URLBABE SEHITIRE. flaltEiE— &S
BAEENTHIRAIURL, SEEMURLAIABE FEIX IR, (BiZURLIEEXpires
IBENEYATEAEN . URLFIEFEZFTERTFERIRMLLE M A Secret Access
KeyfIIERT, iLEMARERATRS ARURLIEHITEMINE, FHHRITIENHIRIE,
URLAEHEZIERAEEEUNT:

GET /ObjectKey?AccessKeyld=AccessKeylD&Expires=ExpiresValue&Signature=signature HTTP/1.1
Host: bucketname.obs.region.example.com

URLA{EFAIGRTAK, SKFsecuritytoken FEATSE BRI T :
GET /ObjectKey?AccessKeyld=AccessKeylD&Expires=ExpiresValue&Signature=signature&x-obs-security-

token=securitytoken HTTP/1.1
Host: bucketname.obs.region.example.com

SHBEARENINE3-12FR,

& 3-12 BKEREH

BHEWR fhR B WI%E
AccessKeyld TREWAKEE . OBSIRIBAKIBERRENE | 2

5, FARURLZRE R E TS,
A String

Expires GRS RAROATE); UTCRYE, 1970181 | 2
TAFZ FEHIFEERIEXpiresAHEIRNBRY ( LAR

NEGL)
A String

Signature RIEAFSK. ExpiresE2#itEHNEEE =
A String

x-obs-security- {FRAIGATAK/SKEAT, IERTAK/SKAN &

token securitytoken®REIRTER, 1BEKRLPEFER

»

0 “x-obs-security-token” ZFE%;

BENTEIRRENT:

FREBKFFER (StringToSign)

W E—L AR B TUTF-8RAE

EFASKXE ZLRIERHITHMAC-SHAIZZITE .
WE =L HLERH{TBase64wiT
FEPUEHILE R TURLIRRS, BRI8S.

ks N =

5 RFFFER (StringToSign)IZBRUNI T MNEHITIIE, H1SHAIS NINR3-13F7R:

StringToSign =
HTTP-Verb + "\n" +
Content-MD5 + "\n" +
Content-Type + "\n" +
Expires + "\n" +
CanonicalizedHeaders + CanonicalizedResource;
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& 3-13 133 StringToSign FrE &1k

2%

)

HTTP-Verb

FEROIRERVTSIE, XMRESTIEROMES, BIJ9httpiERIZ(FAIVERB,
gn: "PUT", "GET", "DELETE"&ZF#H.

Content-
MD5

IZBBRFC 1864t T E L EERRIMDSIEZF R, BlEER128-
bit MD5{EZ& 13 base644RIBEEBEINZRE, ALIAZT,

Content-
Type

AEXE, BTEEREZEE, fla: text/plain,
SIERPATFIZLIERT, ZSHER=FAFHELE,

Expires

IRBSHZANAISAESE], BIEKIHE S ExpireshY{EExpiresValue,

Canonicalize
dHeaders

HTTPIERLIFHAIOBSIERL=FER, BILA “x-obs-” {EEIERAYSL

1%, %0 “x-obs-date, x-obs-acl, x-obs-meta-*” ,

1. BRLFRPXEFIFIEFETEE NG, EERNSBIFER
By, ESEFERIZIEEFINFHEEMNNEHITHER

2. TERINERLFERAY, MREERFNFER, WBEHITEFH-
l: x-obs-meta-name:name1fx-obs-meta-name:name2, M|
E=EEEEZLFEBIE (IXBEEnamelflname2 ) LUESHTE,
&3 Rix-obs-meta-name:name1,name2,

3. Sk AEIEREAFERFPABEFARIFEBIEASCIRE T A ] IR 5!
F&; Bk FERPIMENAZEIERIEASCIREE A RIR =
7, MRE—EEFRIEASCIREESANRGIZFSN, TEEFiKBIT
MImARIBALIE, BJUARAIURL RRST & Baseb4dmhis, RFBinA=
SRRADALE

4. HiERLFERPEFLENTIEotablei#lS, BEHA. Hla0:
x-obs-meta-name: name ( namegiEB— 1N LENXNETE) , &
LAy x-obs-meta-name:name

5. B NERAFRERHEEREHT.

N5k 01 (2022-08-16)
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SH ik

Canonicalize | R RHTTPIEKFIEERIOBSITIR, MWIELVAT:
dResource | iEZ IR E>+[FER]+ [FER2 + ..

1. RFIIRE, HA0: /bucket/object, IMRRBIIRE, WFHIEE
8, WA"/bucket/", WIMERLIRE, WA “/7 .

2. NRBFRR, WEFREROHERK, BHlan?acl, ?logging,
OBSIIFEZFhF&R, B®¥E: acl, append, attname, cors,
customdomain, delete, deletebucket, encryption, length,
lifecycle, location, logging, metadata, modify, name,
notification, partNumber, policy, position, quota, rename,
replication, response-cache-control, response-content-
disposition, response-content-encoding, response-content-
language, response-content-type, response-expires, restore,
storageClass, storagePolicy, storageinfo, tagging, torrent,
truncate, uploadld, uploads, versionld, versioning, versions,
website, x-obs-security-token,

3. MRBE2ANFRE, EEAXYLEFREFN, FEHLEXLFER
IR R A NEIAHES, FHER ‘& BHE,
5iEA
o FHRRBERME—, FTEMNBEKRNURLEEZ MERXEFHFER
(f5%0, key=valuel&key=value2) , JNERFEXMIERL, OBSIRFZIHE
ﬁEU‘,D\%i‘l‘%%—/l\?&’Eiﬁﬂiﬂ?\ﬁ%—ﬁ\¥’ﬁﬁﬁ’ﬂﬁ§ﬁ§Bﬁﬂ%FE
A
o LIFKEIXISR ( GetObject ) #EOJfI, BRIRIESE Sbucket-test, IIHRZH
object-test, XIRAIIRASHxxx, KENATFREES Content-Typefgtext/
plain, BFAEZiTEHAYCanonicalizedResource’g: /bucket-test/
object-test?response-content-type=text/plain&versionld=xxx.,

IRYEIERFRF 5 (StringToSign) AN SKEEEFRUN R &L Rk Signature, 4RI F2{EA
HMACE % (hash-based authentication code algorithm),

Signature = URL-Encode( Base64( HMAC-SHA1 ( YourSecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign ) ) ) )

URLAAYSignatureit &5k IHeaderdigEt AUt horizationSZ i+ E /5 2B AL R
[E:

o  URLAEZTEBase64fmiB AR ELE T URLIRS
e  StringToSign/RAYEXpiresFlRRAuthorization;H 2 RJEE kDateX I/ .

{ERURLIEHE R BRI ESRR 4 Al FE M AJURLEEAI:
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£ 3-14 THIIRTE URL HETFRZA9ER M StringToSign

Host:
examplebucket.obs.region.example.co
m

ERERL StringToSign
GET /objectkey? GET \n
AccessKeyld=MFyfvK41ba2gigM7Uio6P \n
znpdUKGpownRZImVmHc&Expires=15
32779451&Signature=0Akylf43Bm3mpD | \N
1bh2rM3dmVp1B0%3D HTTP/1.1 1532779451\n

/examplebucket/objectkey

2 3-15 7£ URL Fr{EF3IEAT AK/SK F securitytoken TEII5RiEK K StringToSign

security-token=YwkaRTbdY8g7q....
HTTP/1.1

Host:
examplebucket.obs.region.example.co
m

EREEL StringToSign
GET /objectkey? GET \n
AccessKeyld=MFyfvK41ba2gigM7Uio6P \n
znpdUKGpownRZImVmHCc&Expires=15
32779451&Signature=0Akylf43Bm3mD \n
1bh2rM3dmVp1Bo%3D&x-obs- 1532779451\n

/examplebucket/objectkey?x-obs-
security-token=YwkaRTbdY8g7q....

RIEE2 T ERN

Signature = URL-Encode( Base64( HMAC-SHA1( YourSecretAccessKeylID, UTF-8-Encoding-

Of( StringToSign ) ) ) )
HEHES, AEEHostEIURLATRIZR,

A LA RFRE X AIURL:

http(s)://examplebucket.obs.region.example.com/objectkey?
AccessKeyld=AccessKeylD&Expires=1532779451&Signature=0Akylf43Bm3mD1bh2r

M3dmVp1Bo%3D

EN T ER R E R Az N AT LI R #examplebucketifsRAJobjectkey TR o X1k
ERIBHAR 1532779451 (Sat Jul 28 20:04:11 CST 2018),

FELinuxIME EERcurltpSHIaERRFRFHEE\ENX , M TmSEiRobjectkey FE;

Eloutput3 {4

curl http(s)://examplebucket.obs.region.example.com/objectkey?

AccessKeyld=AccessKeylD

\&Expires=1532779451\&Signature=0Akylf43Bm3mD1bh2rM3dmVp1B0%3D -X

GET -o output

N5k 01 (2022-08-16)
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(AR

WMERBEE lf(lJ""””qﬂﬁﬁHURLqﬂﬁm\_\L%EE‘ZEﬁﬁEMURL Wit BEZN A EFERREHETE
A ER A9 “ Content-MD5” | “Content-Type” . “CanonicalizedHeaders” RiHEEZ,
BN SR BeHEHIX ”:bzééil, BREZFRSRZE, SIRREEHIR,

Java FEFZNHERE

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;

import java.util. Arrays;

import java.util.Base64;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util. TreeMap;

import java.util.regex.Pattern;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class SignDemo {
private static final String SIGN_SEP = "\n";
private static final String OBS_PREFIX = "x-obs-";
private static final String DEFAULT_ENCODING = "UTF-8";

private static final List<String> SUB_RESOURCES = Collections.unmodifiableList(Arrays.asList(

"CDNNotifyConfiguration", "acl", "append", "attname", "cors", "customdomain", "delete",
"deletebucket", "encryption", "length", "lifecycle", "location", "logging",
"metadata", "mirrorBackToSource", "modify", "name", "notification", "
"partNumber", " " " "
"response-content-disposition

”response content-type",
"response-expires",

"truncate",
uploadld" "uploads", "versionld", "versioning", "
"x-obs-security-token"));

obscompresspolicy",
replication", "response-cache-control",
", "response-content-language",

non non

policy", "position", "quota","rename",
","response-content- encodlng

nn non non "o

restore", "storageClass", "storagePolicy", "storageinfo", "tagging", "torrent",

non non

versions", "website",

private String ak;
private String sk;

private boolean isBucketNameValid(String bucketName) {
if (bucketName == null || bucketName.length() > 63 || bucketName.length() < 3) {
return false;
}

if (!Pattern.matches("A[a-z0-9][a-z0-9.-]+$", bucketName)) {
return false;
}

if (Pattern.matches("(\\d{1,3}\\.){3\\d{1,3}", bucketName)) {
return false;
}

String[] fragments = bucketName.split("\\.");
for (inti = 0; i < fragments.length; i++) {
if (Pattern.matches("A-*", fragments[i]) || Pattern.matches(".*-$", fragments[i])
|| Pattern.matches("A$", fragments[i])) {
return false;
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}
}

return true;

}

public String encodeUrlString(String path) throws UnsupportedEncodingException {
return URLEncoder.encode(path, DEFAULT_ENCODING)
replaceAll("\\+", "%20")
.replaceAll("\\*", "%2A")
.replaceAll("%7E", "~");
}

public String encodeObjectName(String objectName) throws UnsupportedEncodingException {
StringBuilder result = new StringBuilder();
String[] tokens = objectName.split("/");
for (inti = 0; i < tokens.length; i++) {
result.append(this.encodeUrlString(tokens[i]));
if (i < tokens.length - 1) {
result.append("/");

}

return result.toString();

}

private String join(List<?> items, String delimiter) {
StringBuilder sb = new StringBuilder();
for (inti=0;i < items.size(); i++) {
String item = items.get(i).toString();

sb.append(item);
if (i <items.size() - 1) {
sb.append(delimiter);

}
return sb.toString();

}

private boolean isValid(String input) {
return input != null && !input.equals("");

}

public String hmacSha1(String input) throws NoSuchAlgorithmException, InvalidKeyException,
UnsupportedEncodingException {
SecretKeySpec signingKey = new SecretKeySpec(this.sk.getBytes(DEFAULT_ENCODING), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(input.getBytes(DEFAULT_ENCODING)));
}

private String stringToSign(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName, long expires) throws Exception {
String contentMd5 ="";
String contentType = "";
TreeMap<String, String> canonicalizedHeaders = new TreeMap<String, String>();
String key;
List<String> temp = new ArrayList<String>();
for (Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey();
if (key == null || entry.getValue() == null || entry.getValue().length == 0) {
continue;
}
key = key.trim().toLowerCase(Locale.ENGLISH);
if (key.equals("content-md5")) {
contentMd5 = entry.getValue() [0];
continue;

}
if (key.equals("content-type")) {
contentType = entry.getValue()[0];
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continue;
}
if (key.startsWith(OBS_PREFIX)) {
for (String value : entry.getValue()) {
if (value != null) {
temp.add(value.trim());
}
}
canonicalizedHeaders.put(key, this.join(temp, ","));
temp.clear();
}
}
// handle method/content-md5/content-type
StringBuilder stringToSign = new StringBuilder();
stringToSign.append (httpMethod).append(SIGN_SEP)
.append(contentMd5).append (SIGN_SEP)
.append(contentType).append(SIGN_SEP)
.append(expires).append(SIGN_SEP);

// handle canonicalizedHeaders
for (Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {
stringToSign.append(entry.getKey()).append(":").append(entry.getValue()).append (SIGN_SEP);

// handle CanonicalizedResource
stringToSign.append("/");
if (this.isValid(bucketName)) {
stringToSign.append(bucketName).append("/");
if (this.isValid(objectName)) {
stringToSign.append(this.encodeObjectName (objectName));

}

TreeMap<String, String> canonicalizedResource = new TreeMap<String, String>();
for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if (key == null) {
continue;

}

if (SUB_RESOURCES.contains(key)) {
canonicalizedResource.put(key, entry.getValue());
}
}

if (canonicalizedResource.size() > 0) {
stringToSign.append("?");
for (Map.Entry<String, String> entry : canonicalizedResource.entrySet()) {
stringToSign.append(entry.getKey());
if (this.isvValid(entry.getValue())) {
stringToSign.append("=").append(entry.getValue());

stringToSign.append("&");
}
stringToSign.deleteCharAt(stringToSign.length() - 1);

}
// System.out.println(String.format("StringToSign:%s%s", SIGN_SEP, stringToSign.toString()));

return stringToSign.toString();
}

public String querySignature(String httpMethod, Map<String, String[]> headers, Map<String, String>
queries,
String bucketName, String objectName, long expires) throws Exception {
if (lisBucketNameValid(bucketName)) {
throw new lllegalArgumentException("the bucketName is illegal");

}
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//1. stringToSign
String stringToSign = this.stringToSign(httpMethod, headers, queries, bucketName, objectName,

expires);

//2. signature
return this.encodeUr(String(this.nmacSha1 (stringToSign));

}

public String getURL(String endpoint, Map<String, String> queries,
String bucketName, String objectName, String signature, long expires) throws
UnsupportedEncodingException {
StringBuilder URL = new StringBuilder();
URL.append("https://").append(bucketName).append(".").append(endpoint).append("/").
append(this.encodeObjectName(objectName)).append("?");
String key;
for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if (key == null) {
continue;
}
if (SUB_RESOURCES.contains(key)) {
String value = entry.getValue();
URL.append(key);
if (value '= null) {
URL.append("=").append(value).append("&");
}else {
URL.append("&");
}
}

}
URL.append("AccessKeyld=").append(this.ak).append("&Expires=").append(expires).

append("&Signature=").append(signature);
return URL.toString();
}

public static void main(String[] args) throws Exception {
SignDemo demo = new SignDemo();

/* INEFERYakFIskiERB ISP E AN F A ERANZEXK, BNERENHRETETEPEN
FH, (ERRBE, RRLE;
AfILlakilskiRFEREZEF R, BETARGIENSEEARERISEIMETEYOUR_AKTI
YOUR_SK, */
demo.ak = System.getenv("YOUR_AK");
demo.sk = System.getenv("YOUR_SK");
String endpoint = "<your-endpoint>";

String bucketName = "bucket-test";
String objectName = "hello.jpg";

/[ MNRBERERURLIENISasEit=rhifa), ik ks, ttibheadersiIALZESHEZAILE, fF
FheadersBEEZ FlimAtIE

Map<String, String[]> headers = new HashMap<String, String[]>();

Map<String, String> queries = new HashMap<String, String>();

/] BREESHExpires, RE24/MNITEEN
long expires = (System.currentTimeMillis() + 86400000L) / 1000;
String signature = demo.querySignature("GET", headers, queries, bucketName, objectName, expires);
System.out.println(signature);
String URL = demo.getURL(endpoint, queries, bucketName, objectName, signature, expires);
System.out.println(URL);
}
}

3.2.4 ET RIS LERNERREPETER

OBSERSSSZHFE T MNEERAIPOST LIEEXRISRK, HEBFRIIEZERBIIFRBAITS
Ef&. POSTEEXR: Bk, BIE—1%EXRE, FEBERPEBHEIRMY, L

SZH%hRA 01 (2022-08-16) WRIERE © HERRARBIRAT 28



MRFEIRSS

APl &% (HERKXIE ) 3 WN{TifE A API

Expiration

Conditions

o WA, URERR; A, B ETIRBNES, FEEZREREKREF
WRBEBMAIsignatureflipolicy; &ja, BIE—1MFRPBUR LEREF.

BERTEIRENT:

SFpolicy I HITUTF-84%%E3
ITE—EHIE R 1 TBase644R .

ERSKNIE —LRERHITHMAC-SHATERITE,
4. ME=ERIERIHITBase644RIT, FRITS,

StringToSign = Base64( UTF-8-Encoding-Of( policy ) )
Signature = Base64( HMAC-SHA1 ( YourSecretAccessKeyID, StringToSign ) )

PolicydI BT :

w2

{"x-obs-security-token": "YwkaRTbdY8g7q...." },
{"bucket": "book" },
["starts-with", "$key", "user/"]
1
}

PolicysRB& B &5 AJiEExpirationf15& {47t & Conditions,

IR AR Z ZHIEMATEISO 8601 UTC, ANSLfIh"expiration™:
"2017-12-31T12:00:00.000Z2"FRIEKFE2017F12A31H 1222 BT . ZFE=2
policy PIAIEFE: . SIEETVIRE"yyyy-MM-dd' T'HH:mm:ss'Z"F0"yyyy-MM-
dd'T'HH:mm:ss.SSS'Z'™,

Conditions2— M AFIIEARRIEREZI—FH], ATLUERXLERERFIERF

WRBENNS . IHPRNSREERESKIEZLIEDbook, WRZWML user/ 81
2 IWZRMaclHREAIEEE, fRT AccessKeyld. signature. file. policy. token.

field namesLAK BIZ% Ix-ignore-SMIREFRIFFEIN, #FEEEZEpolicyh., TF
EconditionssP iz E SHIIR:

2 3-16 policy PMIZBEMIEMETE

TTEBIR )%
x-obs-acl BRHAJIACL,

L iSkETfPTACFOstarts-withS2 {4 ITEL

content-length-range | IR& EENRHIRAR/IMKE, ZiFrangeltht,

Cache-Control, RESTIEK4FELL .
Content-Type, T EHERITEL R starts-withS%{4ITHL .

Content-Disposition,
Content-Encoding,

Expires
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TCEAM fiiA
key FERRHNEF.
S ISFEtRICELFstarts-withS{4 ITEL .
bucket IERHEZ
S ISFERRILEL

success_action_redirec
t

HENS RN EEEMEAIURLIBHE, BAERSESR
5.4.2-POST_H{%,

S iSkEHfITELFstarts-withS& {4 ITEL

success_action_status

ANERRFgEsuccess_action_redirect, NIpLIN_EIERTIREIZS
EFIRAPRERS . BKiEiAiESM5.4.2-POST L,

SR | U T

x-obs-meta-*

FRAFBEENXTEIE.
TTEPHXBEFARITFEBRIFASCUBEATIRAIZFRF, 1
R—EBERIFASCIREE A IRBIFR, FEEZFIRBT
HIRREIBALIE, TJLASRAURLIRIBELEBase64mis, RS
iR A SERDAE

X iiEtfRItEcFlstarts-withS: {4 AL,

X-0bs-*

HithlAx-obs- iR, .
L iSkETfPTACROstarts-withS& {4 ITEL

x-obs-security-token

BRBELPFERZ,
IEBTAK/SKFsecuritytoken SR INFER S o

Policy R ILECRIL VAN T :

% 3-17 policy £MH4ITE A

4

1)

Exact Matches

EART LA, postREBAHIZINAYEYFpolicyAd
conditionsFIRERETE—HF. Hlal: EEXRAIERT
EEXTRACLpublic-read, FEdx-obs-aclTTERNET
public-read, policy#HdconditionsAJLUZE 9
{"x-obs-acl": "public-read" }si&E[ "eq", "$x-obs-acl",
"public-read"], XFERENH.

Starts With

WNREMAIZFAM, WpostREHXNITEAMELINEEE
FRBEFA, Gl EEXRRE L user/ RIS, FRREH
keyTt=HYERTLARuser/test1. user/test2, policyAd
conditionsHiZ AN T :

["starts-with", "$key", "user/"]
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&4 iR

Matching Any Content | postREAIIMTTEANERILARIERE . Flt0: BKRAEI0
EETEEABU T R ESBIE, REF
success_action_redirect7TTEAMEA LAZ{EE(E, policyld
conditionsHiZEHINT:

["starts-with", "$success_action_redirect", ""]

Specifying Ranges post&REFfileTTRIAHBINBERERUZ—MEERTE
El, RETFREIXSRKN. FIEN_ EEXFRKNA
1-10MB, FEHfileTTENASTKEALIE
1048576-10485760, policyAdconditionsHiZZ4aNT,
FEREZENES:

["content-length-range", 1048576, 10485760]

(AR
policyfEHjsont&z(, conditionsATLAZ#E {3 #0 [ ] AMA, { }hEEFETEAkKeyFvalue
@%, l;‘i'%‘%ﬁ:!\ﬁ%; [1HEEEMER. key, value=IR, LUESHIE, tEkeyZRi{ERASFE
FERTE,

Policy s /iiE M RIFFFAN T -

7= 3-18 policy FRA7mEE X RIFRF

BN ENZF B RF

\\ RRFEHT(\)

\$ ETTHS(9)

\b B&

\f R

\n 1T

\r Gk

\t IKFHIER

\v EEHIE

\UXxxx Fr&Unicode=1F

i&R# Policy 73
TEUSKERM 7 —LiERFPolicyABIF
=~E1: fEexamplebucketiFH_tiEtestfile txtXdsk, FHRISEITRACLAALTNE,
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5K policy
POST / HTTP/1.1 {
Host: "expiration":

examplebucket.obs.region.example.co
m

Content-Type: multipart/form-data;
boundary=7e32233530b26

Content-Length: 1250

--7e32233530b26

Content-Disposition: form-data;
name="key"

testfile.txt
--7e32233530b26

Content-Disposition: form-data;
name="x-obs-acl"

public-read
--7e32233530b26

Content-Disposition: form-data;
name="content-type"

text/plain
--7e32233530b26

Content-Disposition: form-data;
name="AccessKeyld"

UDSIAMSTUBTEST000002
--7e32233530b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmF0aW9uljogljlwMTkt

MDctMDFUMTI6MDA6MDAUMDAWWi
IsCiAgImNvbmRpdGlvbnMiOiBbCiAgIC
B7ImJ1Y2tldCI6ICIleGFtcGxlYnVja2VOli
BIOLAogICAgWylJlcSIsIClka2V5liwgInRlc
3RmaWxILnR4dCJdLAoJey)4LW9icyT1hY
2wiOiAicHVibGLjLXJIYWQIiIHOsCiAgICB

bImVxliwgliRDb250ZW50LVR5cGUILCA
idGV4dCOwbGFpbildLAogICAgWylJjb25
0ZW50LWxlbmd0aC1yYW5nZSIsIDYsID
EwXQoglFOKfQo=

--7e32233530b26

Content-Disposition: form-data;
name="signature"

xx17bZs/5FgtBUggOdQ88DPZU00=

"2019-07-01T12:00:00.000Z",
"conditions": [

{"bucket": "examplebucket" },
["eq", "$key", "testfile.txt"],
{"x-obs-acl": "public-read" },
["eq", "$Content-Type", "
]
}

text/plain"]

N5k 01 (2022-08-16)
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iBR

policy

--7e32233530b26

Content-Disposition: form-data;
name="file"; filename="E:\TEST_FILE
\TEST.txt"

Content-Type: text/plain

123456

--7e32233530b26
Content-Disposition: form-data;
name="submit"

Upload

--7e32233530b26--

~f2: #EexamplebucketiFH_t1&file/obj1Xd%, FHRIEEITRAIIINEE N TTH

}EO
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POST / HTTP/1.1 {
Host: "expiration":
examplebucket.obs.region.example.co | "2019-07-01T12:00:00.000Z",
m "conditions": [
Content-Type: multipart/form-data; {"bucket": "examplebucket" },

boundary=7e329d630b26

["starts-with", "$key", "file/"],
Content-Length: 1597

{"x-obs-meta-test1":"value1"},

--7e3542930b26 ["eq", "$x-obs-meta-test2", "value2"],
Content-Disposition: form-data; ["starts-with", "$x-obs-meta-test3",
name="key" "doc"],

file/obj1 ["starts-with", "$x-obs-meta-test4", ""]
--7e3542930b26 ]

Content-Disposition: form-data; }

name="AccessKeyld"

UDSIAMSTUBTESTO000002

--7e3542930b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmF0aW9uljogljlwMTkt

MDctMDFUMTI6MDA6MDAUMDAWWi
IsCiAgImNvbmRpdGlvbnMiOiBbCiAgIC
B7ImJ1Y2tldCI6ICIleGFtcGxlYnVja2VOli

BI9LAogICAgWYyJzdGFydHMtd2l0aClsICI
ka2V5liwglmZpbGUvIl0sCiAgICB7Ingtb
2)zZLW1ldGEtdGVzdDEiOiJ2YWx1ZTEifS
WKICAgIFsiZXEiLCAiJHgtb2)zLW1ldGEt

dGVzdDIiLCAidmFsdWUyIl0sCiAgICBbI

nNOYXJOcy13aXRoliwgliR4LW9Sicy1tZX

RhLXRIc3QzliwgimRvYyJdLAogICAgWYy!)
zdGFydHMtd2l0aClsIClkeC1vYnMtbWV
0YS10ZXNONCIsICIiXQogIFOKfQo=

--7e3542930b26
Content-Disposition: form-data;
name="signature"
HTId8hcaisn6FfdWKqgSJPORN4Oo=
--7e3542930b26
Content-Disposition: form-data;
name="x-obs-meta-test1"

value1l

--7e3542930b26

Content-Disposition: form-data;
name="x-obs-meta-test2"
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iBR

policy

value2

--7e3542930b26
Content-Disposition: form-data;
name="x-obs-meta-test3"
doc123

--7e3542930b26
Content-Disposition: form-data;
name="x-obs-meta-test4"

my

--7e3542930b26

Content-Disposition: form-data;
name="file"; filename="E:\TEST_FILE
\TEST.txt"

Content-Type: text/plain

123456
--7e3542930b26

Content-Disposition: form-data;
name="submit"

Upload
--7e3542930b26--
3.3 R[EIFR
BERREUE, BRI, SEREMHE. WAGEELIEEE.
I NENE
SR —HM2xx (BT ) Eldxxaisxx ($5IR ) FIEFARD, IREBERTR 7 BRI
YRS, TEARSETIFRIES RS .
NapzE 2 Sk

MMIERHEEL, MNEH#FEEHESL, W “Content-type”

AN AR ERLFRIESN&RS-19,

o
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3 UNfalEFE AP

x 3-19 AHIRGEE S

HESLBR

s

Content-Length

IMAGH A FHRE .
A String
EOANE: Eo

Connection

1B SRS SENEERRKERT 2T
A String

BE: keep-alive | close,

BNME: F.

Date

OBSEFNuNzAYATE] o
KA String

ZONME: Eo

ETag

IR AIbase644RTBA128( I MD5HE , ETagE2 X RASHIME—
R, AILUBHZEIRFINRATEEE T . il EETSRAT
ETaguA, FEIISATETag B, NLRAMSRASELE T,
SLFRAETag R RMIEH{E. ETagR RIMTUHIAS, A2
HpHiRE. HENREFEIURIECIERIXSR, BIIMD5INEE
[EEPE—RYETag, WNRBIBER LEXHR, NEICMERE
0Mal, MD5&1R%ETag, bR IERETagiiA~EMDSARHE
A String

x-0obs-id-2

HENEAIREANFIARTTS o
ZERY: String
ZOANE: Eo

x-reserved-
indicator

BN e RANF AT S o
A String

BOME: o

x-obs-request-id

FOBSBIZRIE—IRENXIERANE, HIABT%ERENMT

=}
X

A String
ZNE: Eo

MREERA (BN )

Mo Rz EAIE E LAZEMAEL (ISONZZXML ) iRE]l, SiaR;EE kA Content-type
XIRZ, (EIBBRIALEELZ MRS
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4.1 BIEHH

BIEER
MR OBSHHFIETRIE . ERBELCIR—ME, REFRALOBSHIFIENIR.

ENEIMEERLIEBAPITEEEN KIS EIE—ME, APIRIERGEESIAEE
FHAPlo

o EIREVAKFISK, IRENJT:EZSWIREGAITEE (AK/SK) .

o FHEEMYUERIENXIEER, FREXIGHHEERBAPIRIEndpoint, FMEEIE
SNEIRTE,

XiE—BifE, SIETHETEES

£ a1 X BIE—1 %59 bucket001 AIFH
55 {EFEEARYApache Http Client,

package com.obsclient;
import java.io.%;

import org.apache.http.Header;

import org.apache.http.client. methods.CloseableHttpResponse;
import org.apache.http.client. methods.HttpPut;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.impl.client.HttpClients;

public class TestMain {

/¥ INIEEFRRYakFNskiERADEI ISP H N FEE B RANZ X, BINERENHRENRTERENF
W, (ER@RE, MREE;

ARBILAakFIskRFEMRZES P, 1BTARFIRIBLEA MR IR EMMTETEYOUR_AKH]
YOUR_SK, */

public static String accessKey = System.getenv("YOUR_AK"); //BEA3XEXAIAK

public static String securityKey = System.getenv("YOUR_SK"); //BEFKEXAYSK

public static String region = "a1"; // BUYBEIMKIABRTEERI X1

public static String createBucketTemplate =

"<CreateBucketConfiguration " +
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"xmlns=\"http://obs.al.example.com/doc/2015-06-30/\">\n" +
"<Location>" + region + "</Location>\n" +
"</CreateBucketConfiguration>";

public static void main(String[] str) {
createBucket();

}

private static void createBucket() {
CloseableHttpClient httpClient = HttpClients.createDefault();
String requesttime = DateUtils.formatDate (System.currentTimeMillis());
String contentType = "application/xml";
HttpPut httpPut = new HttpPut("http://bucket001.obs.al.example.com");
httpPut.addHeader("Date", requesttime);
httpPut.addHeader("Content-Type", contentType);

[ REERITEEE/

String contentMD5 ="";

String canonicalizedHeaders = "";

String canonicalizedResource = "/bucket001/";

// Content-MD5 | Content-Type ;& B BT, datafgz{IRFC 1123, FiERAPAIATE—E

String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType + "\n" + requesttime + "\n"
+ canonicalizedHeaders + canonicalizedResource;

System.out.println("StringToSign:[" + canonicalString + "]");

String signature = null;

CloseableHttpResponse httpResponse = null;

try {

signature = Signature.signWithHmacSha1 (securityKey, canonicalString);

// $EINE4Z L Authorization: OBS AccessKeylD:signature
httpPut.addHeader("Authorization", "OBS " + accessKey + ":" + signature);

// ¥ hnbodyix
httpPut.setEntity(new StringEntity(createBucketTemplate));

httpResponse = httpClient.execute(httpPut);

/] FTEN KSR EEFWEIRERGE R

System.out.println("Request Message:");

System.out.println(httpPut.getRequestLine());

for (Header header : httpPut.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());

}

System.out.println("Response Message:");
System.out.println(httpResponse.getStatusLine());
for (Header header : httpResponse.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());
}
BufferedReader reader = new BufferedReader(new InputStreamReader(
httpResponse.getEntity().getContent()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
response.append(inputLine);

reader.close();

// print result
System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();

} finally {
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try {
httpClient.close();
} catch (IOException e) {
e.printStackTrace();
}
}

HrhDatesklgiDateUtilsA9tE )9 :

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util. TimeZone;

public class DateUTtils {
public static String formatDate(long time)

{
DateFormat serverDateFormat = new SimpleDateFormat("EEE, dd MMM yyyy HH:mm:ss z",
Locale.ENGLISH);
serverDateFormat.setTimeZone(TimeZone.getTimeZone("GMT"));
return serverDateFormat.format(time);
}
}

BEZFRERSignaturefIit B AIEN:
package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacSha1(String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec(sk.getBytes("UTF-8"), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(canonicalString.getBytes("UTF-8")));

} catch (NoSuchAlgorithmException | InvalidKeyException | UnsupportedEncodingException e) {
e.printStackTrace();

}

return null;

}
}

4.2 SRENHESIR

BEES
MRAPESEEECURNAMERESR, TMERRIESIFEOEE.
TENMRITERRIESIRAP, APIRIBRIAEES MAMTEMAPI,
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BRI

o EIREYVAKFISK, IRENJTESIIRENAITEA (AK/SK) .

) ,SFEEEHHE% B ZAEFIENXIGER, FRIBEXIEEERAAPIEIEndpoint,
FHEEIBESNEInT R

¥REX a1 XIgAIHESIZ=
5 {E @ ARYApache Http Client,

package com.obsclient;

import java.io.%;
import java.util. ArrayList;
import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client. methods.CloseableHttpResponse;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;

import org.apache.http.client. methods.HttpPut;

import org.apache.http.entity.InputStreamEntity;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;

public class TestMain {

[* INERRakFIskiERiB IR B P ERMNFHEAERANZENG, BNEREXGHERNEEEFENF
1, {FRRTRES, Eﬁﬁt@

AL akFIskiRFEIMETER R, IETARGRIESEEAMIMERISERETEYOUR_AKF]
YOUR_SK, */

public static String accessKey = System.getenv("YOUR_AK"); //BYE 5REXAIAK

public static String securityKey = System.getenv("YOUR_SK"); //BUEI5KENAISK

public static void main(String[] str) {

listAllMyBuckets();

private static void listAllIMyBuckets() {
CloseableHttpClient httpClient = HttpClients.createDefault();
String requesttime = DateUtils.formatDate (System.currentTimeMillis());
HttpGet httpGet = new HttpGet("http://obs.al.example.com");
httpGet.addHeader("Date", requesttime);

[ IREERITEEZ/

String contentMD5 = "";

String contentType = "";

String canonlcallzedHeaders =

String canonicalizedResource = "/"

// Content-MD5 . Content-Type ;REEIEHR{T, datat&=XIRFC 1123, FiERPHIAFE—E

String canonicalString = "GET" + "\n" + contentMD5 + "\n" + contentType + "\n" + requesttime + "\n"
+ canonicalizedHeaders + canonicalizedResource;

System.out.println("StringToSign:[" + canonicalString + "]");

String signature = null;

try {

signature = Signature.signWithHmacSha1 (securityKey, canonicalString);

nn,

// #0218 Authorization: OBS AccessKeylD:signature
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httpGet.addHeader("Authorization", "OBS " + accessKey + ":" + signature);
CloseableHttpResponse httpResponse = httpClient.execute (httpGet);

/] FTENAREEREEFIWEIREREE R

System.out.println("Request Message:");

System.out.println(httpGet.getRequestLine());

for (Header header : httpGet.getAllHeaders()) {
System.out.printin(header.getName() + ":" + header.getValue());

}

System.out.println("Response Message:");

System.out.println (httpResponse.getStatusLine());

for (Header header : httpResponse.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());

}

BufferedReader reader = new BufferedReader(new InputStreamReader(

httpResponse.getEntity().getContent()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
response.append(inputLine);

reader.close();
// print result
System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();
} finally {
try {
httpClient.close();
} catch (IOException e) {
e.printStackTrace();
}
}

HrohpDatesLigiDateUtilsg9t&=, )9 :
package com.obsclient;

import java.text.DateFormat;

import java.text.SimpleDateFormat;

import java.util.Locale;

import java.util. TimeZone;

public class DateUrtils {

public static String formatDate(long time)

{

DateFormat serverDateFormat = new SimpleDateFormat("EEE, dd MMM yyyy HH:mm:ss z",

Locale.ENGLISH);
serverDateFormat.setTimeZone(TimeZone.getTimeZone("GMT"));
return serverDateFormat.format(time);

}

}

ER2FRrESignaturefIitEGEN:

package com.obsclient;
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import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.lnvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacSha1(String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec(sk.getBytes("UTF-8"), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(canonicalString.getBytes("UTF-8")));

} catch (NoSuchAlgorithmException | InvalidKeyException | UnsupportedEncodingException e) {
e.printStackTrace();

}

return null;

}
}

4.3 HEXWR

BFn=
CELMRIBRE, SE@2E {4 LEFIOBSHEFRM T .

NMEIEAERAPUT LIEAPITEIS RIS LEWR, APIRSERSGIEES WUTE
FHAPI,

ElE==S et
o DIREVAKFISK, SREUSASMEREGAIDEA (AK/SK) .
o ERRTES ARG,
o DfEERIF T LI, BRI AR,

. @%‘%gﬁﬂﬁﬁtﬁ%ﬁﬁﬁﬁﬁ’ﬂ XigEE, FREXISHHERAPIRIEndpoint, F4
1|:l 1% = %!ﬁ‘ﬁ:ﬁ’-nn o

@ a1 X948 bucket001 1 H{EXSR, ZFRF objecttest1
5 {sE @ FARYApache Http Client,

package com.obsclient;

import java.io.%;
import java.util.ArrayList;
import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client. methods.CloseableHttpResponse;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;

import org.apache.http.client. methods.HttpPut;

import org.apache.http.entity.InputStreamEntity;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
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import org.apache.http.impl.client.HttpClients;
import org.apache.http.message.BasicNameValuePair;

public class TestMain {

[* INEFRRakFlskiERIBEMLIIP S E RN FRBERANZENKG, BNEEEXHHERETETENF
1, EREE, BRLE;

AfILlakiIskiRFEMEZEF A6, BITARFIRIEEEAMKERIZEINETEYOUR_AKFH]
YOUR_SK, */

public static String accessKey = System.getenv("YOUR_AK"); //BYE F5KEXAIAK

public static String securityKey = System.getenv("YOUR_SK"); //BYEI5XENAISK

public static void main(String[] str) {

putObjectToBucket();

private static void putObjectToBucket() {

InputStream inputStream = null;

CloseableHttpClient httpClient = HttpClients.createDefault();
CloseableHttpResponse httpResponse = null;

String requestTime = DateUtils.formatDate(System.currentTimeMillis());

HttpPut httpPut = new HttpPut("http://bucket001.obs.al.example.com/objecttest1");
httpPut.addHeader("Date", requestTime);

[ RIEERITESE
String contentMD5 = "";
String contentType = "";
String canonicalizedHeaders = "";
String canonicalizedResource = "/bucket001/objecttest1";
// Content-MD5 . Content-Type ;B EIEIRIT, datat§z{IRFC 1123, FiEKRIATE—E
String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType + "\n" + requestTime + "\n"
+ canonicalizedHeaders + canonicalizedResource;
System.out.println("StringToSign:[" + canonicalString + "]");
String signature = null;
try {
signature = Signature.signWithHmacSha1 (securityKey, canonicalString);
/] LERSHBRR
inputStream = new FilelnputStream("D:\\OBSobject\\text01.txt");
InputStreamEntity entity = new InputStreamEntity(inputStream);
httpPut.setEntity(entity);

// EBI0EZ ks Authorization: OBS AccessKeylD:signature
httpPut.addHeader("Authorization", "OBS " + accessKey + ":" + signature);
httpResponse = httpClient.execute(httpPut);

/] FTENAREEREEFWEIRINEREE R

System.out.println("Request Message:");

System.out.println(httpPut.getRequestLine());

for (Header header : httpPut.getAllHeaders()) {
System.out.printin(header.getName() + ":" + header.getValue());

}

System.out.println("Response Message:");

System.out.println (httpResponse.getStatusLine());

for (Header header : httpResponse.getAllHeaders()) {
System.out.println(header.getName() + ":" + header.getValue());

BufferedReader reader = new BufferedReader(new InputStreamReader(
httpResponse.getEntity().getContent()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
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response.append(inputLine);
reader.close();

// print result
System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();
} finally {
try {
httpClient.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}

HrohpDatesLigiDateUtilsg94&= )9 :
package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util. TimeZone;

public class DateUrtils {

public static String formatDate(long time)
{
DateFormat serverDateFormat = new SimpleDateFormat("EEE, dd MMM yyyy HH:mm:ss z",
Locale.ENGLISH);
serverDateFormat.setTimeZone(TimeZone.getTimeZone("GMT"));
return serverDateFormat.format(time);
}
}

EZFrrEsignaturefIit&S5xEJ:
package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacSha1(String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec(sk.getBytes("UTF-8"), "HmacSHA1");
Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(canonicalString.getBytes("UTF-8")));
} catch (NoSuchAlgorithmException | InvalidKeyException | UnsupportedEncodingException e) {
e.printStackTrace();
}

return null;
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}
}
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API

5.1 fERVERHIR(E
5.1.1 FKENESIE

IIREN R
OBSFPEILUBIE 5 RE 0 S OIREAIRETIR
iSRHEER

GET / HTTP/1.1

Host: obs.region.example.com
Date: date

Authorization: authorization

ISRHESH
ZEREE R HERSH.
IRERL

;Z?E:Vﬁiﬁ%‘ék'—i%ﬁi%ﬂ?—ﬁ, 5205R3-3, ELSMINERL, MINERERk
I~ F7R.
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% 5-1 MfiImEKEEk
HESLZR ik pya Py
x-obs-bucket-type | BiZIttiEESkBRFREIAENAYITIRNE - B
BYE:

e OBJECT: JXRENFhBHEIIZE.
e POSIX: SREVFFBHITHEHRAIIZE,

;%Etiﬁ%%ﬂﬂ&*ﬂﬁﬁﬁ RFFHITIUER S

A String
7fl: x-obs-bucket-type: POSIX

IBRHRITTE
ZEREE PR HERTTE.

N RzH B

GET HTTP/1.1 status_code
Content-Type: type

Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListAlIMyBucketsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>/jg</ID>
</Owner>
<Buckets>
<Bucket>
<Name>bucketName</Name>
<CreationDate>date</CreationDate>
<Location>region</Location>
</Bucket>

</Buckets>
</ListAllMyBucketsResult>

NaREGHERSE
ZIERMMMESERATLEEL, BNESE%R3-19,

N Rz E B ITTEE

IZIERIBAGEEH, SLAXMUEIUSBRAERIEIILE, TTRIIEREXINkRS-2

Ao

& 5-2 INGHETTER

TCRBR ik
ListAllIMyBucketsResult BRIES%E,

KA XML
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AP &% ( FIERXI ) 5 API
TTERBR R
Owner EREEER, 8&8HFID,
KA XML
ID FEBFPBE9DomainID (KEID) »
A String
Buckets BFFRERIEYIE,
KA XML
Bucket BRIEEE,
KA XML
Name Rz I
A String
CreationDate RO CIEERTE) .
A String
Location BN EER.
28 String

TRIRIAAGHE

iERTA

il iz 73~ 151

IZEREFIRIEIR, IBRIRCEE3ER6-29,

GET / HTTP/1.1

User-Agent: curl/7.29.0

Host: obs.region.example.com

Accept: */*

Date: Mon, 25 Jun 2018 05:37:12 +0000

Authorization: OBS GKDF4C7Q6SI0IPGTXTIN:9HXkVQIiQKw33UEmyBI4rWrzmic=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435722C11379647A8A00A

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSGGDRUM62QZi3hGP8Fz3gOloYCfZ39U
Content-Type: application/xml

Date: Mon, 25 Jun 2018 05:37:12 GMT

Content-Length: 460

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListAllMyBucketsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>783fc6652cf246c096€a836694f71855</ID>
</Owner>
<Buckets>
<Bucket>
<Name>examplebucket01</Name>
<CreationDate>2018-06-21T09:15:01.032Z</CreationDate>
<Location>region</Location>
</Bucket>
<Bucket>
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<Name>examplebucket02</Name>
<CreationDate>2018-06-22T03:56:33.700Z</CreationDate>
<Location>region</Location>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

5.1.2 Cl3E4E

TORES TR
Bl RIS R IR E e B — T FERYRIE
AR
o EGAERT, —MEFELUBEMOBISETAEE1007
o APBIRBE, BESH305MTEIRRSRIIHT RS,

IR REOBSHURZER—/ . MRER— I ARESECIZE—XERIES
WEEHRERIN . FRIELASMIE iz =ES SR ER2EEROREFE. ARILIERK
iHEkFIIAxX-obs-aclES4], IREECBMBAPRIZSIRES o

FhifskE

AFAFPEETRFAFERERIE . RXCIEERIHET L “x-obs-storage-
class” RIEEMAIBOAFIEZEEL,, BANRIEFHEEESHMAGFEEERE .
FiEREE37: STANDARD (4REFfE ) « WARM (iEfFfi# ) . COLD (i&7F#)
MRBETIL , NERAE IR EFESRE,

SEFALENREY, IRLIBEENRIFEER (SEPUTLE) , NIZWRAY
BB EMERIBOATFIESREL

o OBSINEFEREMINTIENRSHNEILE, RMERTEREMRNHFTE
SMELHREIRAWSSIHR, FlIN: KEIRE. oM. A, tXERFE

o

o OBSEFEERTARENE (PFERA—XINE ) BEFERERIREIS
HENWSSHS, flan: XHERE/HEZ. BIERFHS. SEFMEELL, B
ﬁ?ﬁg?@@ﬁﬂﬁ?&%kfi HIEELNILEISRE, BRARIR, EE2RTAMEE
FHreEFE.

o OBSREFMHERTRMIANE (FI—FHE—R ) BRI SnR, Al HiE
3. KREIEMEFHSR. REERE. FAEMSMRE, TLARRERETRE.
AT RGRAMEEE, FRRENETEISERD HEIENTRE.

iERiHERFC

PUT / HTTP/1.1

Host: bucketname.obs.region.example.com
Content-Length: length

Date: date

Authorization: authorization

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Location>/ocation</Location>
</CreateBucketConfiguration>

\E :\ 4
ERHDSH
ZEREE PR HBERSH.
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iERiHRk

IZIREEEL SEBER—, B2N&R3-3, EFLIEHINESL, MinsKEEk

LIS

& 5-3 fImBERIBEkL

HESLBR

%

x-obs-acl

GRS, ILANN B ERSkig BRI PRIz
REE, (EFRRVRESATUENRIE AR, 8F:
private. public-read. public-read-write.
public-read-delivered. public-read-write-
delivered,

A String

x-obs-storage-
class

@S, LN EIEE LR ERAENAERE
R BIATFESEEIA3F: STANDARD ( frifE
=% ) . WARM (iB%&f%) . COLD (8%

fit) . WNRSHEIETELLE, WA R E
FhEzEE,

ZEHY: String

iy

x-obs-grant-read

EieaEEdomain NRYPTE BB READIXBR .
RVFFIZEANIR. SRS RES . FIEHE
FRZRRAIIR . FREVETTEUE o

ZKAY: String
fl: x-obs-grant-read:id=fHid

iy

x-obs-grant-write

EREEI8Edomain FRIFTEFIFPBWRITER
PR, RIFEIEE. MR, BEWAMENSR, T
il HER. R, SHE. BUEZR
HEESS

A String

l: x-obs-grant-write:id=fEid

N

x-obs-grant-read-
acp

2RI Edomain THIFTE AP B READ_ACPY
PR, AIFEBRIACLIER.

2£8Y: String
fl: x-obs-grant-read-acp:id=f2id

iy

x-obs-grant-
write-acp

ENLAIEEdomain FAYFRFE R B WRITE_ACP
R, SIFERAERIACLIEE.

KB FFE

5l x-obs-grant-write-acp:id=fEid

iy

x-obs-grant-full-
control

BAIEEdomain FIFRE RS
FULL_CONTROLE o

KA FFE

~f5l: x-obs-grant-full-control:iid=FAFid

iy
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HELZR fHR BRWIE
x-obs-grant-read- | #EREEIEEdomain TRUFFEHFPBREADIR, | &
delivered HEEBABERT, ZREADINRISIEIREIER

FrEXI5.,
A String
7fl: x-obs-grant-read-delivered:id=fEid
x-obs-grant-full- | #¥iX45iEEdomain FRIFRE RSB B
control-delivered | FULL_CONTROLIZIR, HEERABRT, %
FULL_CONTROLIX PRI ELEBAFTERIR .
ZERY: String
l: x-obs-grant-full-control-delivered:id=%8
Pid
x-obs-fs-file- SR ILAT LB RSLASIEFI TR B
interface %,
2R String
5: x-obs-fs-file-interface:Enabled
x-obs-epid ®IIREId, FEEWIRBRIARTLUNEIR | &
BIRSZIREN, #8=Xouuid, FRAIEE “07 5
BTz, RKAEEWIRBRBRRILUUART
Z3L .
ZEAY: String
:f5: x-obs-epid:9892d768-2d13-450f-aac7-
ed0e44c2585f

BXKHEITR
ZIRERI LM ImERBEE TR, MmEkiE EuENE AR INRS-4FT7R .
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x 5-4 [IINERIBERTE
TCEAMWR ik =AU
Location 1EEBucketEMNX i #5 6) &5
2.
o (EARAXIHAIEIRTI =E
R
- A#fSLocation, H@GER
AR TERIA XS,
- flocationEEHEX
i, WEGLIRIEIEER
1a
o FRIERIAKIFAIEIRTI =
CUNERT, BIUET
Location, #HLocationH
BEFRRE 1% 481 T FX LAY
X1k
BXOBSXIFFNLZimT5 FRRYE
ZER, BEELRTR.
A String
NaRzE S
HTTP/1.1 status_code
Location: location
Date: date
Content-Length: length
i pziH RSk
IZIE RN HBERAHEEL, BMESER3-19,
MEGEETTE
ZIE SRR P AR BN ITTE .
HEIRIMAH S
TAREEIR, MBHEIRELEE8ER6-24,
BTG eUERE
PUT / HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:25:05 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXxpMXTE6ynw=
Content-Length: 157
<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>
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NaRpl: BUEEAE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

ERRG: CIEEFEE ACL FITFAEEEAAINE

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT

x-obs-acl:public-read

x-obs-storage-class:STANDARD

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGxpMXTE6ynw=
Content-Length: 157

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>

MIRRE: CIEISRE ACL FITFiESSEURIME

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTOW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

BERTHI: BIBHITHRS

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXxpMXTE6ynw=
Content-Length: 157

x-obs-fs-file-interface: Enabled

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>

ARGl BIBF TSRS

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCTIW2tcvLmMIJ+plfdopaD62SOnpbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

5.1.3 JIHEFATR

ThREN A

SRR A A AT LA TIREE AR R T UZRAVIRIE -

SZ#5ihRAR 01 (2022-08-16) WRIERE © HERRARBIRAT

53



JHRIFMEIRSS
APl 2% ( FIEKXI ) 5 API

MRAFAEBRPRIBE TS, WROEEFSESMRED AN RINEIRE
B (—RRZIREI1000MHRIER ) ; WNRAFIEIETE 7 prefix. marker. max-
keys. delimiterB#FRaI—PES1, MIREIRIMIRIIFRISILZIBINRS-SFMERE
MIREFEEAIRIR o

AP AT UESR S 5 versions S HRMATF BRI S AT SRAVIRIE
EREEH
GET / HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization

iEKiHEHFL (SBhiRA)

GET /?versions HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IBRHESH
ZIERATLNESHSH, JIRHRAN—HONR, SHHEEELIRS-5FR.

£ 5-5 5KEESH

SHE |k BEWIE
R
prefix FZLUIBERI =T S prefixFFLAIRTS S

A String

marker | JUESEAXRIIRE, HE—MRRET, NMZIRRAFUL | &
gﬁi?ﬁmﬁ%i}ilﬁwgﬁﬂﬁo ZFRINATIEZRAT!

A String
max- BEREINGEANRE, RERINRIIFGESIZRFH

keys IRFaYER Z Bimax-keys N X35k, SEEIRZ[1, 1000], B
SEERT, 1ZEBELARY1000i TR0 E,

A Integer

iy
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SHE
i

%

delimite
r

BRRBHITHENIDIERT . WRIBE 7 prefix, M
prefixZlE—x M delimiter BB BRI ZRFERIITRZ
SWO—H, FEB—%%CommonPrefixes; WER;SHIE
Eprefix, NIRBWEFZHFREIE—REIdelimiterig B
BHEHEEMENNRESHW O —H, F—5
CommonPrefixes .

B0, #EPBE3INMIIR, D5l Habed. abede. bbede,
WNRigEdelimiter/ad, prefixga, abcd. abcde&#E 5
Bi—4B, FR—Eai&abcdgiCommonPrefixes; {18
HigEdelimitersd, abcd. abcde=tgork—H, Rk
—&ZRIg2 NabcdiYCommonPrefixes, ibbcde&#ERIH
PR—B, FR—SREIEIbbcdiCommonPrefixes.,

JIFFHITXHRSE, NMESILSHETBHATIZERIEITZ)
ZIWEHRTHREASR, SIEFER, EAEERST
(BREHFE. BRTIXHEZ ) 1951=, ENRE
[delimiter=/], RINEHFERTIRAS, F32EFH
R, ESFIERE,

A String

key-
marker

FIZEXIRATAREIANI B » 1ZF BB T ZBRATIZE,
A String

BE: LIXEKIRERIINextKeyMarkerf&

iy

version-
id-
marker

ASYRERTZRAT 5=
5iERkefkey-markerfe & {EFH, REIRIITRIIFIGER
RIEFHINFREFEEZARRFUEIN R (BRRE &
KA10001) . TR version-id-markerdf~Zkey-markeryJ
NE—PMRES, WZSHER-

A String

BXYE: WRIRAS, B EXIEKIREWARY
NextVersionldMarker{&

iy

IEREISES

IZERERATRNIEKERL, BIFINL3-3FR.

IBKHRITTE

ZIEKHEELRARHHETTR.

N pizE EAETC

HTTP/1.1 status code

Date: date

x-obs-bucket-location: region
Content-Type: application/xml
Content-Length: length
<Response Body>
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NaRzER Sk

IZEKRAIBAMGE B ERAEEE L, BIMEE2%E%R3-19,

NaRGHR TR
ZIBERMMEES, SLUXMUERSHFHRRIIER, FTRIENESNIIR5-65

No

& 5-6 IINHE TR

TTRBIR iR

ListBucketResult P RIIE,

KAV XML

Contents SRATEHIBEE .

KR XML

Q& ListBucketResult

CommonPrefixes BSkehErdelimiter2 AT, IREIHEE:
CommonPrefixesiBZE .
KAV XML

Q& ListBucketResult
Delimiter 5k pETERIdelimiter2£,
A String
Q& ListBucketResult
ETag ITRAIbase644RFEAY128(MDSIHE , ETagEITRA
S—mR, JUABTZEIRINRATERER
1. LA H1EXTSRATETagmA, TEITHRATETagh
B, NGB RABTEE T T, SLFRAYETagERTR
RIIEHE. ETagRRMTWHIRS, MARETH
B, EERNXISREIE NIRECIZEAINTSR, EBIIMDSN
ZEEEH—RETag, ( HIIRZRSBIHINZAINTR
Bf, ETaglBAREITRAIMDSE, MEEIIRSHINE
HEHHHE—IRE, )
A String
AT ListBucketResult.Contents
Type IF% A, JENormalfIEATIR(E .
ZERY: String
AT ListBucketResult.Contents
ID IFZIBBEEAIDomainld,
A String

AN

R e ListBucketResult.Contents.Owner
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TTERBR ik
IsTruncated EKIHEEANRIR[EIAIListBucketResultZS RS R HE &
Wro “true” RAXEBREISEER; “false”
ERANREEZIRO| T 2ERER
£HY: Boolean
LR35 & ListBucketResult
Key RE o
A String
Q¥ ListBucketResult.Contents

LastModified

SR — XIS AYATE) ( UTCATE] ) S
A Date

R & ListBucketResult.Contents

Marker

S AT KT  ERIRRT o
ZEAY: String
Q& ListBucketResult

NextMarker

MRARGERBIEEER, WANEKRFIEEEIEF
R, BFRBBARRIERINZFZNRE— IR, FEE
BEREJLUEEMarkerSETZERIEFFRRATTR
A String

Q35 ListBucketResult

MaxKeys

FI AT E ZIR BT RN o
A String
Q-‘-‘-

Name

= ListBucketResult
RRIERAES o
KA String
Q& ListBucketResult

Owner

2;%%!, BENFIBEEDomainldiIXNRIBEE
N\ o

A XML
5&-0—!—

DisplayName

B ListBucketResult.Contents
SIFRBEEBR

A String

AN

AT ListBucketResult.Contents.Owner

Prefix

ITRBZIFR, TRARIEKRRTFETIRZFEIHIZ
BIRAIFIBXIR .

ZEAY: String

R ListBucketResult
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TCEBMR ik
Size WRNFHE

ZEAY: String
AT ListBucketResult.Contents

StorageClass MIRAVFHESREEL
A String
B3E: STANDARD | WARM | COLD

A N+

AT ListBucketResult.Contents

& 5-7 JIEZIRAIRIDNLEETTR
TCERBWR 1%

ListVersionsResult REFTIEFEHIRIIER (EBRA) B
KRERPBE,

AU Container
Name WA,

LAY String

Ve S== =l

AT ListVersionsResult

Prefix MRBAIBIR, FRDIXIERRATIETT
REABLEZRIRAFIBYR . K8
String

Ve S== =

AT ListVersionsResult

KeyMarker FI XS RAT IS RAGEEIR (L BIRIRET o
A String

Ve Sem

AT ListVersionsResult

VersionldMarker FZEITRATNIRIRASAEIA U E .
A String

AN

AT ListVersionsResult

NextKeyMarker MRARRZERLCIEEER, MRIEK
PREER%TE, ATIRBETREK
AYKeyMarker{& .

ZERY: String

Ve S== =l

A5 ListVersionsResult,

NextVersionldMarker MRARREGEIRBEIER, MAIER
FEEEiZItE, BFRBETRIBEK
B9VversionldMarker{& .

&8 String

Ve S== =

A5 ListVersionsResult,
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TTEREM

1)

MaxKeys

FIZAT B Z IR BRI RN
2R String

AN

AT ListVersionsResult

IsTruncated

EPEHRAXIRERYLIstVersionsResult
ZERBRIFEBT . “true” BRAREE
REIEELER; “false” RRAREE
RETEEPER

7Y Boolean
3&

=+

T = ListVersionsResult

Version

FREFEIRAEERNSE
KAY: Container

ANT

AT ListVersionsResult

DeleteMarker

REMBRFRCE S
#AY: Container

Ve Semad

AT ListVersionsResult

Key

RE o
AU String

AR5 ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

Versionld

MRANRES .
A String

Ve Sum

AR5 ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

IsLatest

MR ESE&MAMRS, trueftRZ
EHTHIRRES o

7Y Boolean

ANT

AR5 ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

LastModified

SR eI — RIS AYATIE) ( UTCRY
ia) .

%AY: Date

AR5 ListVersionsResult.Version |
ListVersionsResult.DeleteMarker
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AP &% ( FIERXI ) 5 AP
TCEBR ik
ETag XIZRAYbase644RAEHAY 128 MD5HE .
ETag@RAHNBHIHE—mR, JLUEd
ZEIRFINRATEEE 2N . LIRFR
EENRANGR . LLUN E{EXIRATETag
A, FEISRATETagHB, NHHIERISR
RBERET TN . ETagRRBREELAIN
B, MARETHE. HEOSRaE
DURIECIZERITISR, BIIMD5IIZFER
BE—RYETag.
ZERY: String
AT ListVersionsResult.Version
Type IFZ 2R, JENormalfIEATIRE .
&8 String
AT A ListVersionsResult.Version
Size PUEIN}=a8
A String
AT A ListVersionsResult.Version
Owner BRER, 8&XxiBBEZEDomainldil
SRIBEERIR,
#AY: Container
R ListVersionsResult.Version |
ListVersionsResult.DeleteMarker
ID XIHIFBEERIDomainld,
A String
KA
ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner
DisplayName WRIBBEE B
A String
KA
ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner
StorageClass RAVIFESRE
ZERY: String
B3E: STANDARD | WARM | COLD
AT ListVersionsResult.Version
CommonPrefixes BRkrEdelimiter2 0T, IREIEEH
CommonPrefixesHSE .
ZAY: Container
AT ListVersionsResult,
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TTEREM 1)

Prefix CommonPrefixesy B2, FIAAE
B9Prefix,
A String

Ve Sum 5.

X-ljll\\'
ListVersionsResult. CommonPrefixes

Ai=IMHS
THHER, IEHRCEaaERe-2F.

BWRTHI: FIRATENR
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:28:25 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYze4pmRNPYfmIXBfRTVxt8c=

ARG FIEFRAETR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D34E379ABD93320CB9

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSXiN7GPL/yXM60OSBaYCUV1zcY50elWp
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:23:30 GMT

Content-Length: 586

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>object001</Key>
<LastModified>2015-07-01T00:32:16.482Z</LastModified>
<ETag>"2fa3bcaaec668adc5dal77e67a122d7c"</ETag>
<Size>12041</Size>
<Owner>
<ID>b4bf1b36d9cad43d984fbcb9491b6fce9</ID>
<DisplayName>ObjectOwnerName</DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
</Contents>
</ListBucketResult>

BRI TEEITR

HARFBE#E& Jexamplebucket, HEARIEFIUMNZInewfile, obj001, 0bj002, obs001
AONTR, WRRFEIHITREZ/I0bj002BIRTR, BRIHEAEA:

GET /?marker=0bj001&prefix=obj HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*
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Date: WED, 01 Jul 2015 02:28:25 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYze4pmRNPYfmIXBfRTVxt8c=

NARLRGY: FREIERT SR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D758FBA857E0801874

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6qgGSB36WXrbco0X80
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:29:48 GMT

Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>
<Prefix>obj</Prefix>
<Marker>0bj001</Marker>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>obj002</Key>
<LastModified>2015-07-01T02:11:19.775Z</LastModified>
<ETag>"a72e382246ac83e86bd203389849e71d"</ETag>
<Size>9</Size>
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
<DisplayName>ObjectOwnerName</DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
</Contents>
</ListBucketResult>

iERTHI: BhiRAS

GET /?versions HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:29:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:iZeDESIMxBK2YODk7vleVpyO8DI=

MaRCRB: ZhiRA

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D758FBA857E0801874

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6qgGSB36WXrbco0X80
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:29:48 GMT

Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListVersionsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>bucket02</Name>
<Prefix/>
<KeyMarker/>
<VersionldMarker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Version>
<Key>object001</Key>
<Versionld>00011000000000013F16000001643A22E476FFFF9046024ECA3655445346485a</Versionld>
<IsLatest>true</IsLatest>
<LastModified>2015-07-01T00:32:16.482Z</LastModified>
<ETag>"2fa3bcaaec668adc5dal77e67a122d7c"</ETag>
<Size>12041</Size>
<Owner>
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<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
<DisplayName>ObjectOwnerName</DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
</Version>
</ListVersionsResult>

5.1.4 SRERFETCEUR

a6
IhEEN B

XEREIE R AP A LA TE IS TSR R B ERIRF

IEXRHEEFR

HEAD / HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

\E :\ 4
IBRBESH
ZBEKRIBERATEESEH.
\E :\ 4
18Ki EI%\%
ZiEKRERAHEESL, BFsSiZE3-3,

SNSRAEZEIRENCORSECE(E R, WFEEEMATEE LI TR ZRENCORSE.ERIBKIH

BSkFR o

% 5-8 $XEY CORS BrEHIIEREEL

Headers Sk,
2R String

HELZIR R B
Origin TERIEERNEEEIEROrigin (BE | 2
HFEZ)
A String
Access-Control-Request- | SEFRIERBILAGHRIHTTPLS, AILL | &

IEKARITE

N RziE 2

HTTP/1.1 status code
x-obs-bucket-location: region
Date: date
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NaRzER Sk

IZIERIIINGE B ERAFEEL, BAE5E%K3-19,
BRAHMMERLZS, EAsEERTER2 MIMmAEE L PRIERL.

& 5-9 MINmALER Sk

HELZR R
x-obs-bucket-location BRI EER
A String
x-obs-storage-class WRIEOATREREL, B85 STANDARD

(FRETRE ) . WARM (B
COLD ()@ﬁﬁ%)

A String

x-obs-version R EAYOBSIRSB R AS o
284 String
x-obs-fs-file-interface BEAFITXEERS . BUEESEnabled

(FHITXHES) -

g%ﬁﬁt&ﬁ%ﬁﬁ%ﬂz#ﬁﬁﬁg

28 String

x-obs-epid HEERIEIIREid,

A String
Access-Control-Allow-Origin LHFRETCORSEE, WMRIBRM
Origini# BIRSZiHAICORSELE, NI7EI
N A EE1XMOrigin,

ZERY: String
Access-Control-Allow-Headers LIESE TCORSEE, MRBER

headersi# EBIRSZixHICORSECE, NTE
Mg P EiX 1 headers.

AU String

Access-Control-Max-Age LR E TCORSECE, ARSSiRCORSHED
BPAIMaxAgeSeconds,

A Integer

Access-Control-Allow-Methods LiEISE TCORSEE, WRBFRAY
Access-Control-Request-Methodi# EAR
FimAYCORSELE, NWENN FE X5
ruledFEIMethods .,

AU String

BXE: GET. PUT. HEAD. POST .
DELETE
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HELZR fR
Access-Control-Expose-Headers LR E TCORSEE, ARSSImCORSHLD
BhHJExposeHeader,
A String

IS ISPave S

TRIRMNGHE

RN RSB IR ITER .

ThFHRiEIR, TEBIREEEEER6-21F,

BRI KREETHIREX CORS A&

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCuGIZpETKIlyx1datxHZyYlk=

MaRIRBl: KEEHTEREY CORS BCE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016439C734E0788404623FA8

Content-Type: application/xml

x-obs-storage-class: STANDARD

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpq9Hzf30OnaXr+pl/OPLKdrtiQAF
Date: WED, 01 Jul 2015 02:30:25 GMT

x-obs-bucket-location: region

x-obs-version: 3.0

Content-Length: 0

iERTH: HHIRE T CORS [5, REVEITTHIEF CORS BEcE

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCuGIZpETKlyx1datxHZyYlk=
Origin:www.example.com

Access-Control-Request-Headers:AllowedHeader_1

IWRp: H§IRE T CORS 5, FREEITEIEF] CORS B E

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016439C734E0788404623FA8
Content-Type: application/xml

x-obs-storage-class: STANDARD

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpg9Hzf30OnaXr+pl/OPLKdrtiQAF
Date: WED, 01 Jul 2015 02:30:25 GMT
x-obs-bucket-location: region
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT
Access-Control-Allow-Headers: AllowedHeader _1
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Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader_1

x-obs-version: 3.0
Content-Length: 0

1.5 SRENE X E

ThRENA

XS IRE AN PRAY A P A LABA TER BN X 15V =S B IR

IBRHEHI

GET /?location HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

E :\l
CRNIEISE S
ZEREBRTEEESH.

=R IS
ZERERATEHEL, B

\$ :\ z —
IERIHETTE
iz'l%;.k;ﬁ:%\q];ﬁ%?é:%\ﬁﬁ o

NS IS =2

HTTP/1.1 status_code
Date: date
Content-Type: type
Content-Length: length

%3-3,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Location xmlns="http://obs.region.example.com/doc/2015-06-30/">region</Location>

N R HE Sk

ZIEKRAIMME SR RS, B

laRzHRTTE=

BEEER3-19,

Iz RN SR KIS B LR BRI ElRE, FTTRAEMAE XUNZR5-10F7.

% 5-10 MIRGERITR

TCERAM ik
Location BRI EER
ZKAY: String
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TRIRMNGHE

iBERTA

MRz~

ThFRiEIR, TERIREEEEER6-27F,

GET /?location HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:1DrmbCV+lhz3zV7uywlj7lrhOMY=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D9F27CB2758E9B41A5

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSKWoJmaMyRXqofHgapbETDyI2LM9rUw
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:30:25 GMT

Content-Length: 128

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Location xmlns="http://obs.region.example.com/doc/2015-06-30/"> region</Location>

5.1.6 fHlFR#E

ThaE 4R

iERiHERU

1%* ﬁlu\/&

iERiHRk

IBXKHRITE

MpsRRERTMIRRAEERE . REHINFEESE SRR AEpolicyRAYA
FRILAITIIBRBROIRIE, ZMIRIBLRETR. IREPENREETZSRIES
NEAPRREAR R, ALAMERTIEERAIRMTIEES R HEESEOKBAMERS

=a
zs
T o

iE:

SNRMERATET , ARISImEREISXXEEIRIEBRT , ﬁéﬁﬁ-ﬁgﬂj‘l‘@fg THEE—EIEME, £
g%ﬂj@%g%‘% N, S—REEBEEREGHIRRT, EREME, FEBR
ﬂﬂ B 1SN0

DELETE / HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IZEKEEPRNMEREESH.

IZERERATRNIEKERL, BIFEE2IR3-3,

ZBRBRPAMERBERTE.
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NaRzHE T

HTTP/1.1 status code
Date: date

NaRLHRE
ZIBERNMRCEBERATLEEL, BHESE%R3-19,

MRS TTER
ZIBRIOMREE B R RS TTE.

HERIERLEE
TRHER, BIRCEQATER6-2F,

BRI

DELETE / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:31:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpJMA=

N Rz 7~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016435DE6D67C35F9B969C47

x-obs-id-2: 32AAAQAAEAABKAAQAAEAABAAAQAAEAABCTukraCnXLsb7lEw4ZKjzDWWhzXdgme3
Date: WED, 01 Jul 2015 02:31:25 GMT

5.2 SRR

5.2.1 KBRS

ab
IngeN4A

Z3EORISLIME A policy FE RGBS ZIE— MBIIRES . NRBPERKEFEE—IR
B8, BBANENERPNEIRETLESFPINEAIRE . BMENERIERE
(statement ) ;&BIRF, (BE—MEFREERIEAISONIRIRA DA/ NAREEBIT20KB,

BEMAZED, EREERCARRIMEE, EERMEENFRREERRE
HERESAIUR -

IERHEHEF

PUT /?policy HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: signatureValue

Policy written in JSON
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IEREHERESH

IERSEISES

IBKARITE

N pE BTl

Na R H Sk

N IS Pave S

HIRTANLH S

BERTHI 1

IZEKEBPRNMEREE S,

ZERERALERL, BIFEEIR3-3,

IEREERE—NHFEISONBRRIFAH, B THRRISRIESR.

HTTP/1.1 status code
Date: date
Content-Length: length

ZERNIINE S ERATLEE L, BRiE5E%3-19,

ZIERAIRALE B PR HEINITER

ThFHtEIR, TERIRCEEEER6-2F,

[EOBSH TR
¢ATRFIDF9783fc6652cf246c096€a836694f71855HTFAFEN .

YNMaIRERFE I DIESE IREUKSIDFIAFID

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:32:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpJMA=

{

"Statement": [

"Sid": "Stmt1375240018061",
"Action": [
"GetBucketLogging"

1,
"Effect": "Allow",
"Resource": "logging.bucket",
"Principal": {
"ID": [
"domain/783fc6652cf246c096ea836694f71855:user/*"
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5K 2

N Rz7~%) 2

BXRA 3

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFCO9BC71DD58B061285551605709

x-obs-id-2: NOI2REZDOUJDNzFERDU4QjA2MTI4ANTU1MTYWNTcwOUFBQUFBQUFBYmJiYmJiYmJD
Date: WED, 01 Jul 2015 02:32:25 GMT

Content-Length: 0

Server: OBS

[EOBSAF % TR

EHFID#971f3901173514e6988115ea2c26d1999, FFFTEFEFIDA
783fc6652cf246c096ea836694171855,

YNfaI3RERFEF I DFN A IDIS S E3RENKS IDFIFFID,

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:33:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5Bp)MA=

{
"Statement": [
{
"Sid": "Stmt1375240018062",
"Action": [
"PutBucketLogging"

1y
"Effect": "Allow",
"Resource": "examplebucket",
"Principal": {
"ID": [
"domain/783fc6652cf246c096ea836694f71855:user/71f3901173514e6988115ea2c26d1999"

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFCOBC71DD58B061285551605709

x-obs-id-2: NOI2REZDOUJDNzFERDU4QjA2MTI4NTU1TMTYWNTcwOUFBQUFBQUFBYmJiYmJiYmJD
Date: WED, 01 Jul 2015 02:33:28 GMT

Content-Length: 0

Server: OBS

LR T R MEEOBSAFNEMAF T EIRIE

FHFID971f3901173514e6988115ea2c26d 1999, FFETEFAFIDA
783fc6652cf246c096ea836694f71855,

YN{ITERENFEFIDFNAEFIDIEESERENKSIDFIFFID

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0OX5BpJMA=

{

"Statement": [
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aRz7~%) 3

BRI 4

N Rz7~%! 4

"Effect": "Deny",

"Action”: [II*H],

"Resource": [
"examplebucket/*",
"examplebucket"

1,

"NotPrincipal": {
IIIDII: [

"domain/783fc6652cf246c096ea836694f71855:user/71f3901173514e6988115ea2c26d1999",

"domain/783fc6652cf246c096ea836694f71855"

HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-obs-id-2: BKOVGmTLt6sda5X4G89PuMO4fabObGYmnpRGkaMba1LgPtOfCACEuCMILAObRK 1N
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS

BER T EMEENERZ IR T referersk s iOMEE R ASCIIRA EHE OB 5
BhissEE+ZEa: http://storage.example.com

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpJMA=

{

"Statement": [{
"Effect": "Deny",
"Action": [
"GetObject",
"GetObjectVersion"
1
"Principal": {

"ID": ["*"]
by
"Resource": ["examplebucket/*"],
"Condition": {
"StringNotLike": {
"Referer": [
"http://storage.example.com*",
"${null}"
1
}
}
1
}

HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0bs-id-2: BKOVGmTIt6sda5X4G89PuMO4fabObGYmnpRGkaMba1LgPtOfCACEUCMUIIAObRK1n
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS
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5.2.2 SRENAERES

IRENA

IERHEEHE

IEXRHESH

E* ﬁlu\*

Ei“ﬁlu\ni

N pizE BTl

IS IS S

NuALEETTER

TRIRMNGHE

BRI

1ZZORISCHERpolicy F RIFRISIEEMAIRIBIR ML E Fif .

BEMAZEN, EREERCARRIMEE, EEREENFRREEBIRE

FARIEAINPR o

AT RMIASTTAE R CREERRS, RFEIRE] “404 NoSuchBucketPolicy”

AYtEIR

o IEEMHIRBAFE
o IEEMAIRERREATAEBRIRESRIFERE

GET /?policy HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZEREEPNMEREESH.

ZIEREAALERL, BASIR3-3,

IZEKEEPRMEREETR.

HTTP/1.1 status_code
Content-Type: application/xml
Date: date

Policy Content

IZIERAIBAGE B ERAEEE L, BIMEEE%R3-19,

IR HEAR— N SONS A RIEF /T

AR, TEBIREEEEER6-2F,

GET /?policy HTTP/1.1
Host: examplebucket.obs.region.example.com
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Date: WED, 01 Jul 2015 02:35:46 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWiOX5BpJMA=

HTTP/1.1 200 OK

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0bs-id-2: BKOVGmTIt6sda5X4G89PuMO4fabObGYmnpRGkaMba1LqPtOfCACEUCMIAObRK 1N
Date: WED, 01 Jul 2015 02:35:46 GMT

Content-Length: 509

Server: OBS

{
"Statement":[
{
"Sid":"Stmt1375240018061",
"Effect":"Allow",
"Principal":{

"ID":[
"domain/domainiddomainiddomainiddo006666:user/useriduseriduseriduseridus004001",
"domain/domainiddomainiddomainiddo006667:user/*"

1

L
"Action":[
1y
"Resource":[
"examplebucket"
1
}
1
}

5.2.3 fIpRtESRES

HEH

BEXRHES

ERHRL

=

#

ZiEORSEM @3 E R policy FRIERMIR—MEEHE AR .

BEMAZED, ERAEERCARRIMEE, SEEREENFRREEBHR
HERESAITUR -

TICHHIRIR AR EFE, MERRINERFEEREIRE] “204 No Content” AIZS
£

DELETE /?policy HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIEKREEPNMEREE S,

ZBERERALERL, BAS&RS-3,
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IEKRIHR TR

NaRzH B

MaRzER Sk

NuALEETTER

TEIRMNGHE

iERBI

N Rz 7~

ZIEKHEEPRMEREETR.

HTTP/1.1 status_code
Date: date
Content-Type: text/xml
Content-Length: length

IZIERIINGE S ERATLEE L, BRiE55E%3-19,

ZIEKRAIRALE B PR T AN ITER

ThFRiEIR, TERIREEEEER6-21F,

DELETE /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:36:06 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWiOX5BpJMA=

HTTP/1.1 204 No Content

x-obs-request-id: 9006000001643AAAF70BF6152D71BESA

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSB4o0WMNX3gVGGLr1cRPWjOffEbg1XV
Date: WED, 01 Jul 2015 02:36:06 GMT

Server: OBS

5.2.4 i &8 ACL

ab
ThEEN 4B

EKRiHERU

OBSSIFXIEIRIEITARIZH . FUABRT, REMAVEIEE T BIZIBANEEN
R, APETLIKEEMANLERE, tL— M RLUREATLLERES, SRUF
BASEEEIZNIR .

OBSHFPECIZE BT LU ENRITHISRES, (B LUBIZACUREAPIZOXEFER
e EEIREVACL (access control list) . —MBHIACLERZ 2351005 GrantiSi .
PUTIEEONESNEESIERE, IMREMNBACLSESRBAIEACL, NREEENT
E PR ERACLEFH PUT— N ERTBIMEACLEDT] ,

PUT /?acl HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Content-Type: application/xml
Content-Length: length
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<AccessControlPolicy>

<Owner>

<ID>/D</I1D>

</Owner>

<AccessControlList>

<Grant>
<Grantee>

<ID>domainld</ID>
</Grantee>
<Permission>permission</Permission>
<Delivered>false</Delivered>

</Grant>

</AccessControlList>
</AccessControlPolicy>

IERHESH

ZIRFBRAHER

1% 1 é:%\%

(ERETLUERLIER BN A TUREEIIACL, B—MLgSENACLEIE—EBC

i‘ﬁﬁ‘EZEMZ&E’J%EEWﬁHF'LJ\EUFEEWBE, &
WGAINLA T B9k FH B8

EHE.

% 5-11 LB IRER ACL

WK ERVG TR FIHIENR, ERE

BYESBE: private | public-read | public-read-
write | public-read-delivered | public-read-
write-delivered

SR

String

B iR EAWR
x-obs-acl | @idcanned ACLEYS R KIS EREAIACL, &

iERIHRTTE

ERNACLIERFEEEETET S LACLIER, TTHRIIERS NINZRS-3MT7R.

& 5-12 ffihmEkiBETTR

TCERBR iR BEWIE
Owner WRFMEEER, 831D =
7I<#U XML
ID I FRIFERId . =
ZEHY: String
Grant BFircEFRRARPINR. 821 | &
FERIACL, GrantToEAEEEIL100
/N
~o
*#U XML
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APl &% ( EERKXIE ) 5 AP
TCERBR fik ERWIE
Grantee ICRAPER. &
A XML
Canned BB AEFIRE &
BEYESEE: Everyone
ZEHY: String
Delivered WHACLEBOEANREE. F | &
AT RARENR.
Z7Y: Boolean
ZRIA: false
Permission RFHIRR . &
EV&SBE: READ | READ_ACP |
WRITE | WRITE_ACP |
FULL_CONTROL
ZERY: String
AccessControlList nEEHgIE, BaGrant, =
Grantee. Permission=7t%,
A XML
VA=) St SR
HTTP/1.1 status_code
Date: date
Content-Length: length
REE sk
ZE RN BB ERAAEEEL, BARESERERS3-19,
IMALERITTE
AR VNS IS i Sa= =11l) Wi
HEI=IAHR
TAFHFEEIR, BB IREE8871E%R6-27F,
=]
PUT /?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:37:22 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:iqSPeUBI66PWXDApxjRKk6hlcN4=
Content-Length: 727
<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
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Nl Nz 73~

<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096€a836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ_ACP</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

HTTP/1.1 200 OK
Server: OBS

x-obs-request-id: BF2600000164361F2954B4D063164704
x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCT78HTIBuheOFbtSptrb/akwELtwyPKs

Date: WED, 01 Jul 2015 02:37:22 GMT
Content-Length: 0

5.2.5 XH#E ACL
A\

IEXRHBER

HESH

IR ISES

IBKHRITE

FF#TREMBACLIYIRIE, REIISEEE1E
SHETEREREAD_ACPHIS RS FULL CONTROLINPR, AR ITIREABACLAYIRIE.

GET /?acl HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

i,dﬁ_l—k ﬁlu\q:'z_{ﬁﬁﬁﬁ,u,@o

IZERERALERL, BFESIER3-3,

1/(1% ~ﬁ:u\¢'7r{§ﬁﬁ“ﬁ':u7& X0

ERRINIRIEHISIFRER . BRYUAE
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NaRzHE T

VA==

AL TTER

HTTP/1.1 status_code

Date: date

Content-Length: length
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Owner>
<ID>/id</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>/jd</ID>
</Grantee>
<Permission>permission</Permission>
<Delivered>false</Delivered>
</Grant>
</AccessControlList>
</AccessControlPolicy>

ZIERNIEALE B ERATHEL,

IZIERAIIEN FLAE R TR VR EIERIACLIER, TTRIIEAREXANERS-13F

No

% 5-13 IRGERITR

TR TTEIAE

Owner WHRBEEER.
2RI XML

ID FBRFrEEFrIERId,
ZE8Y: String

AccessControlList

iplaiEHlgE,

KA XML

ISR T Wz AFE LR
PRAVFEFIZRFX LA EERIR .

Grant

FRFtrcRAP R BFPEINER .
SE: XML

Grantee

IERAPER
7l<9-T-'J XML

Canned

A AZ TR

ZKAY: String, H{EREEREveryone,

Delivered

BIIACLED
EJitN

SRR REE

: Boolean
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TR TR
Permission EEARPXhZAET BB RVRIENIR .
2R String

%Elaéur]r‘_lﬁlu\

BRI

il iz 73~ 451

ThFHtEIR, MERIRCE8EER6-2F,

GET /?acl HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:39:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:X7HtzGslEkzJbd8vo1DRu30vVrs=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B69D82F14E93528658

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS|Th8661+HF5y8uAnTOBIpNO133hji+
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:39:28 GMT

Content-Length: 784

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096€a836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ_ACP</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

REHASEERE

BIEEMERY, FUARAEARRIIESR, NRFBEERFERIAE, ZHBEETTRSE
BEIETX. MATIEFERE, BiISXRMEEEFE—RAS, FBSRET
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FFERBRTHI

iERiHEREl

TERE—EEXE .. BEXGER EREERHEREEINEERIEE, FTUEKRE
FiaBEINEERINEF, BAILIFREIEMRERIRES, (EEZEINAFEEEINEEN
WB7ER— regiond,

BRFHETHE0BSF 4, FEMROBS HERIFMBETAIES, EILOBSHEEIRISET
BN, BT LEEANBENY, UEEERATSEER, FEEINR—BMAIL
RS ER— 1 RIOBSERSBZHIESE, FEEIEZENSHEETIR L, FEEmMIBI4H
<LoggingEnabled>t7& TFECEENAIASEEINRE . AAETEENRIIRAFTRER
IR _EAEXTRIR -

{
"Version": "1.1",
"Statement": [

{
"Action": [
"obs:object:PutObject"
]

"Resource": [
"OBS:**:0bject:mybucketlogs/*"

1,
"Effect": "Allow"
}
1
}

KRB EINEERY TS AR EE— P HE=RIBucketLoggingStatustnEEhdloggingX
o,

RUANFIESEADRFESOS AR E AT ESERIME . B ZIREIR
Ffa, XEASXHEORTE, FiRBAFPERERERFRITZERIEHITITE.

A ER
EfrRFEKMSINER, FEEZFEPEFKMSIHERR

PUT /?logging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: signatureValue
<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>domainID</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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IEREHERESH

IZEKHEEPRMERBEE S,

ERHRL

ZERERALERL, BIFEEIR3-3,

iﬁ *iﬁl%\ﬁ?

xR 5-14 15KBEETTEE

2=

HER

BucketLoggingStatus

AERESEENEE.
A): Container

Agency

BirtEOwnerBiI%—85
DINIERRSS CIERAYRTOBS
IRSBSHIEIEHIZTR,

A String

g &loggingBdwsi ., i
loggingRJ4pi%k .

LoggingEnabled

RN AR B
o
ZWHTAESRE, B
XEE ) . EHTE

T, AMARIIEEE

Ao

ZAY: Container

& &logginght Wik, X
loggingRT 77k o

Grant

ERIENE RENIRIE
#xo AT HRIERTAN
PRFH R ERIREX
1¢ o

2HY: Container

iy

Grantee

YEI#EEN logging iR B
FRESEE,
2£BY: Container

oy

WIENERIFERID, 25
HE—HRiR
A String

N

Permission

FER BESUA SRR
EFHNEAUR
KA String

PIRBEXE:
FULL_CONTROL | READ |
WRITE

N
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2F

A

BRWYik

TargetBucket

EERBFR, BEERE
WHREETLUEE—
WAFERFEBEEX
%, EBRIIERERE
Ha9tEowner i Z B E
XIHHIER
FULL_CONTROLFR . %
FE2MEERNBEERE
BE—1BirEd, WmEx
M, MBEERIEEARN
TargetPrefix LUXZEI R E
Ei;lﬁﬁ?ﬁﬁ’il HESZEE

A String

& &logginglt Wik, i)
loggingAY7i%k

TargetPrefix

BEiZTREE— 18
&, BEARNAEER
HIXTRBZEBLALL TTERAIA
BREIE

A String

& &loggingBtwsigk, xiF
loggingRFDik .

TargetGrants

BRIUEENSRE

2HY: Container

N

#5150 HERY object a3 AN

<TargetPrefix>YYYY-mm-DD-HH-MM-SS-<UniqueString>
e  <TargetPrefix>J9FBFEERI BEIRAIR -
¢ YYYY-mm-DD-HH-MM-SSHBREE/MINBEASHIE, EFBIKREFERE. B.

B. 8. 2. ®,

e  <UniqueString>Jg0BSEENERMAIZFEE .

— LR FEIEOBSIHIE) HERYobject R FRSLAIGNT :
bucket-l0g2015-06-29-12-22-07-N7MXLAF1BDG7MPDV

e "bucket-log"gFAF1EERIBRRIE o

e "2015-06-29-12-22-07" X HEEKRIBEISATE,

e "N7MXLAF1BDG7MPDV"HOBSEZIGERIIFHGE,

finin BT

AT P AE BB RIEIE R B S e R:
787f2f92b20943998a4fe2ab75eb09b8 bucket [13/Aug/2015:01:43:42 +0000] XX.XX.XX.XX

787f2f92b20943998a4fe2ab75eb09b8 281599BACAD9376ECE141B842B94535B
REST.GET.BUCKET.LOCATION - "GET /bucket?location HTTP/1.1" 200 - 211 - 6 6 "-" "HttpClient" - -

B RN ESHE S TMER:
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2R 5-15 Bucket Logging &z

2R A ax
BucketOwner 787f2f92b20943998a4fe2 | #@HYownerld
ab75eb09b8
Bucket bucket i
Time [13/Aug/2015:14:43:42 BRATEE . &
+0000] [dd/MMM/yyyy:HH:mm:ss
Z]1, B0 [B/B/SF N\t
# BIX]
Remote IP XX XX XX XX BXKIP
Requester 787f2f92b20943998a4fe2 | iEKEID
ab75eb09b8 o LEAKSHIAMABRE
EiEskAY, LIDAIERE
FriESaIKSID,
o IFRERBRAIRIEK
AY, BYER
Anonymous,
RequestID 281599BACAD9376ECE14 | 153kID
1B842B94535B
Operation REST.GET.BUCKET.LOCATI | #{E&¥FR
ON
Key - REZ
Request-URI GET /bucket?location 1B3KURI
HTTP/1.1
HTTPStatus 200 IR[ClRE
ErrorCode - BRI
BytesSent 211 HTTPIR R AYZETI K/
ObjectSize - FHRKN
TotalTime 6 IR S5 imAL IR E)
BA(I: ms
Turn-AroundTime 6 RIEKATE]
BAI: ms
Referer - BERHreferrersLis
User-Agent HttpClient iBERkAYuser-agentkiay
VersionlD - Bk Rversionld
STSLogUrn - BEXIBANERZHEEINER
StorageClass STANDARD_IA SRR RIFHEEE

N5k 01 (2022-08-16)

WRIERE © HERRARBIRAT

83




MRFEIRSS
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B Bl aY
TargetStorageClass GLACIER BT HEIR SRR RIFESEEY
DentryName 12456%2Ffile.txt o WFHITXHRS, &X
4/ERAEBIRR,
R BEFinodefRS 53014/

WA Rz B

N Rz Sk

NuALE R TR

HRIRIIRGH R

i5RHl

mon
- o

HR2MREMN, WFRE
KEWMNEZURLIRILSE
AIRETC.

o WTFMERHE, &FRA

HTTP/1.1 status_code
Date: date
Content-Length: length

IZIERIINGE S ERATLEE L, BRi55E%3-19,

ZIB RN B PR R INNITE

TAFHHRIEIR, PTEEIRELESER6E-2F,

PUT /?logging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:40:06 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mCOjER/L4ZZUY9qr6AOnKkEiwvVk=
Content-Length: 528

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<Agency>agencyGrantPutLogging</Agency>
<LoggingEnabled>
<TargetBucket>log-bucket</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643663CE53B6AF31C619FD

x-obs-id-2: 32AAAQAAEAABSAAKpAIAABAAAQAAEAABCTICjuOx8cETSRbgkm35s1dL/tLhRNdZ
Date: WED, 01 Jul 2015 02:40:06 GMT

Content-Length: 0

5.2.7 FEBEHSEIEEE

ab
ThEEN 4B

ZEONBNEEZOHFRENESE IEEEE%}RO H W Ei@idEAhttpiIget5ixH
AN loggingFERIERIREHEIEIHEEER.

%ﬁgﬁ&m FEREVIEBITEE I E SRR GetBucketLogging X iR
% o

IBRHEHI

GET /?logging HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

RiHBSH
ZEREE T EREESH.

iﬁ *iﬁl%\%
iZiEﬁE;.k{iﬁﬁ/ \/ \Iﬁlu\% ’ E‘{ds% %3'3 o

IBXKEETTE
1/(1% ~élu\qu_{§£ﬁ “ﬁ'n_nTU, X0

N Az E EAETC

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>bucketName</TargetBucket>
<TargetPrefix>prefix</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>/d</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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NaRzER Sk

IZEKRAIBAMGE B ERAEEE L, BIMEE2%E%R3-19,

IS IS PavE S

BRI FLAR S T RAIEUREWRIIEEEE, TTRAVEAENANRS-16FT

No

# 5-16 WRGEEITE

2=

BucketLoggingStatus

R

logginglAMEERIBRE .
ZEAY: Container

Agency

=4 logging HEMEOWner B2 ZFE0BS _Ef&logging
HENEES

A String

LoggingEnabled

FAFlogginglEE &S . FRIZTTEEEIXlogging
B ESTERYEEEER ( 2WitkcENFTFloggingf
&, dNXAE)
KA Container

Grant

ERIENE REN RIS

#AY: Container

Grantee

ERHEIZ oggingt IRAEFHIEES .

AY: Container

W AFHDomain Id, £BH—FRR,

LAY String

Permission

SFF—MERoggingtPRKIR, ownerfERIFERTE
B Eh5# 83 EMAIFULL_CONTROLIZIR . REIHIHY
PRARTE 7 X AR BEHERS

ZERY: String

MPRBERE: FULL_CONTROL | READ | WRITE

TargetBucket

TEERBER, EEfownerT LIEE— B

1, BERITE BEMEZE+R . TEOBSRES
F, FSNERERRBERER—BEiriE
i, WNRXEEH, MEEIEEARBRITargetPrefixLA
XEIAREARFERNEESENERN.

A String

TargetPrefix

IS iZTTR A LUSE— RISk Ae — 3R HSERRIRY
Ko

AU String
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BF fik
TargetGrants RREENAES.

&7 Container

HixRALER
TAFHRIEIR, TEEIREEEEER6-2F,

R
GET /?logging HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:42:46 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:hUk+TnRO7hcKwJh4ousF2E1U3E=

MRz~

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016436B8EEE7FBA2AA3335E3

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShuQJoWFpS77C8bOvImqURVOUY+0ejx

Content-Type: application/xml
Date: WED, 01 Jul 2015 02:42:46 GMT
Content-Length: 429

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<BucketLoggingStatus xmlns="http://obs.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>log-bucket</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

5.2.8 k&S GEHEE R

&b
ThREN 4R

OBSE S F5EE MR LIMER MR HPNR, X2t mEAkE . M3

RN Rt =40

o [FHEAME LEMBESXY, TRRFERE—EWN—A,

filo

o ERUEVHEHE—RNERNEEILD, BB —EEEMAIEE

MISERTRERTIRFAE, ARE—ERaEMmER.

o EHREEEHESHNERLESE, BEEE/924~8640,

AEOSEHARECEEH e FHEERER.

FHAEEMIRRE

A=BIHET. X
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iEKRiHERU

IR

iﬁ *i‘ﬁlu\%

(AR
o WREMEMAZIMILIE, MSBSKAME, TEKE.

EFHEHRITHIRIE, EEMRFEHITEGPutLifecycleConfigurationt¥ R, ENABER TR
BENEEE T LABTINRE, tBLUE TR BRI AP RISIEIAEM B .

Sap AR ESLIN 7 ERMIBRI RANERNERIIRAINGE, FRLANSRIEZEE IERFH
BREGIEFBXIR, LATTLBUR PRI PRET N 2 A SR LE -

e DeleteObject
e DeleteObjectVersion

e  PutLifecycleConfiguration

WREEEL B EEMINESERRCE, MNiZEELEPutLifecycleConfigurationtl R .

PUT /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Length: length
Date: date
Authorization: authorization
Content-MD5: MD5
<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>/jag</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Days>days</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Days>30</Days>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>COLD</StorageClass>
</Transition>
<NoncurrentVersionTransition>
<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>
</NoncurrentVersionTransition>
<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>
</NoncurrentVersionTransition>
</Rule>
</LifecycleConfiguration>

IZEKHEEPRMERREESE

ZIERERRYEE LN TRS-17F7m.
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% 5-17 iEKHESL

HESLBR fik BRWIE

Content-MD5 1ZEERFC 1864t T EHIBEEAAIMDSHE | 2

EFs, AEBR128-bit MD5EZT
base64mIBEISEINNFFTE,

ZEHY: String

T: n58IG6hfM7vql4KOvnWpog==

ERIHRTTE

FltiERg, FEESKRIEEARFEERNEHEPRERES . RERERIAXMLE
L&, BARRIECETTRNGRS-185#iA,

WNRERIZ IRA ZEnabledzk & Suspended, BRARILAIRE
NoncurrentVersionTransitionggNoncurrentVersionExpiration3&iz=HI3TSRA9H E
FRARIG AR . — N ASRARANESEER, BURTERAFHEMRARIAIZI (8D
TR A B ZH9BRMTZ ) FDNoncurrentDays, XFFHIBRER, FIa0
NoncurrentDaysEcE R 1HIE, FTRI— T RARABEREZ G, B31XF8E
fHBR . SRARIMRAVICERT1S, 5SHRHENX EEFRRORAV2, LEIVI1ELAH
SBRA, IBABEIX, 75H0=, VIFUZHET . NRZIRAARHEMPR, 1FE
EtE&NoncurrentDays A1, StorageClassIWARMHESIE, RRI—MRAKAH
SIRAZ G, BIIXENRNR . JIRARRRAVIGIET1S, SSHIRHEN H1E
HRORRAV2, WRIVIRLAREMRA, BBABIIX, 7508, VIFSIERKIR
WRT . (&FiF: WRISHEEBRSSIERRIAE TS E—ERIER, —
RRAEBIT48/\ET ., )

WNRBAIZBhRAEEnabledal & Suspended, BaR#ThRAIISRi#E EExpiration#IR
ATROLLIE :

- EHEEINSRAIRZSEnabled:

MNENRPRITIRAARZEdeletemarker, TIZTEREFE—NEF
deletemarker;

WNREFRARdeletemarker, BIZ3RIEX—MRA, WX MRESH
iz

WNREFThRAEdeletemarker, BXRIABEMIRA, NIZIIRAIPTEIRE
HIFAT, REIMEMMER, hAswENR (BIXHTENL) .

- FESEIRIZIRARESISuspended:

MRS RAVRFTIR AT 2deletemarker, BARAARZEnullhiiAR, NEF4—
MNEInullhr A AYdeletemarker;

RN RAVRFIR AT 2deletemarker, BARAZnulliRA, MiXnullhzZAs
SHFFEERInulllRAdeletemarkerEs;

ﬂl}%ﬁ'ﬁ%ﬁﬁﬁﬁi%deletemarker, BiZzMNRRAEX—PRAE, WX PHRASHE
fRER;

NREFThRAZEdeletemarker, BYRIEBEMIRA, NIZIIRAIPTEIRA
WA, IRBIEMNER, hASwENR (BIEHTENL) .

WNRBAIZhRAEEnabledal#E Suspended, BaEx#iRAIISRiF E TransitionFL R
ATRILbIE :
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- BENSHRIRAZdeletemarker, MIXMRAFEITE;

- WMREFRAETZdeletemarker, BIZMRBEIBHRM, WXMRASH
SRE

3R 5-18 & FHAAcE TR

AR g BRI
Date IEEOBSXiZ HER Z BIRIRI RMITEDE W& B Days
HIIN . EERRSEAAISOB601AIHS | o, Wik
=, HFEAUTCHIE=S, Flan:
2018-01-01T00:00:00.000Z, ER~E&RE
(&4 A$/E 8 F2018-01-01T00:00:00.000Z
ISR MIBRE AR E b FiERE, &
ok BEFIX AT BT R A SRR T AL
&
&8 String
R = Expiration, Transition
Days BEETMEBRNENSRREEIMIEE | lIRgEDate
DREY (NEITRORIFIRAE ) - ToR, M@kik
2R Integer
R = Expiration, Transition
StorageClass RIS RIE I BAFE RS o MRE
S String Transitiongk,
S . NoncurrentVe
BMEEE: WARMELCOLD rsionTransitio
L= Transition, nycE, Wanik
NoncurrentVersionTransition
Transition AR EPFRMIRNEMNEREN | IRRE
KREFERBIAITE (ERINRBTRFAR | NoncurrentVe
) rsionTransitio
SR XML n, Expiration,
e . NoncurrentVe
FTm: DatedfDays,StorageClass rsionExpiratio
LT Rule NIl 4356
Expiration Y apFH R BRI HARTEIAYContainer | HIRIRB
(U RRHFIRA ) - Transition,
R XML NoncurrentVe
F35:: DatezkDays :]S|onTran5|t|o
R=: Rule NoncurrentVe
rsionExpiratio
nllhise
ID —SERUleRIRRR, AR5 BT | &
FERLHRY -
ZERY: String
LT E: Rule
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2R

ik

LifecycleConfigurati
on

45 EEARCERulefContainer, ATLAERE
Z%ERule, BEFRIIBNMEEHEHEARELK
INANEBIZ20KB .

KA XML
FE: Rule
GEI=H v

NoncurrentDays

RTIRIERAB LR Z R TLRATH
AR (REXIHEIRE ) o

AU Integer

ANTE

L& NoncurrentVersionExpiration,
NoncurrentVersionTransition

MRB
NoncurrentVe
rsionExpiratio
nak,
NoncurrentVe
rsionTransitio
nﬁ§ ’ mULlZ‘ii'E

B HEnXERule,

ZERY: String

LT Rule

295k

1. HIZFIRECER, WRIEEINSRES
B e ENS s FEMNIE SRR
BEEBESXER, OBSEIEHEMNIR
HE—5, MEZELIEEEARSZIN, 5
N, REPEFEEEISRAN
“abc” BIHMIN, WARARIFBEEREE
BUZRLA “abc” FERFFSLAIHIM

2. MR EFEZBREENE S EEM
N, WARBFBFIESEERZREAIN
.,

NoncurrentVersionT | &aEHIECEFRRURNAERAETRE | IR=ZE
ransition RFEFIER B RFERFINTE. Transition,
A XML Expiration,
e NoncurrentVe
ST =: NoncurrentDays, StorageClass rsionExpiratio
T E: Rule YID%Svi
NoncurrentVersionE | &£#pEHiEcEPRIALIRANIHTEN | &
xpiration Container, ZAILUSZeMEIREECER
ZhRA (EE) B9, KRiLRZGMIERRS
SHH BT EE BRI B ERA (X8t
XIHERRA ) o
A XML
FT5 = NoncurrentDays
= Rule
Prefix WHRBEE, ALWRRELIISROI LA | 2

N5k 01 (2022-08-16)
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BR fEik Rk
Rule BE—&4mEERERIContainer, =
257Y: Container
R =: LifecycleConfiguration
Status MRERIXSRuleR2EEA. =
2E8Y: String
T2 Rule
BXE: Enabled, Disabled
A 24
) VAEISt =S
HTTP/1.1 status_code
Date: date
Content-Length: length
N 24
D) AEISBS
ZIERIMMAHRERAHEEL, BIMEESER3-19,
NnALHEETTER
ZIBKINERGE B THRITER
Hs>a NI
%EE["I‘J] \—\Llﬁlg\
TAREIR, MEHEIRELE8ER6e-24,
== —
=R GNl
PUT /?lifecycle HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:05:34 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAImMLX/BTdjxUSHOEwflhMOWI=
Content-MD5: ujCZn5p3fmczNiQQxdsGaQ==
Content-Length: 919
<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Prefix>test/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>70</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>70</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Days>30</Days>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
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<Days>60</Days>
<StorageClass>COLD</StorageClass>

</Transition>

<NoncurrentVersionTransition>
<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>

</NoncurrentVersionTransition>

<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>

</NoncurrentVersionTransition>

</Rule>
</LifecycleConfiguration>

HTTP/1.1 200 OK
Server: OBS

x-obs-request-id: BF26000001643670AC06E7B9A7767921
x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSVK6z8HV6NrIh49gsB5vqzpgtohkiFm

Date: WED, 01 Jul 2015 03:05:34 GMT
Content-Length: 0

5.2.9 KBRS EHAECE

TORENA

iEKRiHERl

1%* Elu‘/&

iERHEL

IBKARITE

NS IS =2

SKELZERENE SRR EER

FZIFRIITIRE, SERFERNITEES GetLifecycleConfigu ration¥lfTHUR . EOAIER

RERIMBEETLUATIURE, ErLiE

Fo

GET /?lifecycle HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

1,(1% \élu\q:z_{ﬁﬁﬁ“ﬁlu\/ﬂ

iZiEEES.k{EFﬁ/\/ \Iﬁlp\%, -5\'1 % %3 3

1/(1-% \élu\q:z_{ﬁﬁﬁ sﬁl\.ﬂjﬁ% o

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

RIS A PRI EGE EAA

N5k 01 (2022-08-16)
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<LifecycleConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ID>/ia</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Date>date</Date>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Date>date</Date>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
<Date>date</Date>
<StorageClass>COLD</StorageClass>
</Transition>
<NoncurrentVersionTransition>
<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>
</NoncurrentVersionTransition>
<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>
</NoncurrentVersionTransition>
</Rule>
</LifecycleConfiguration>
IRGEE sk
ZERNMAERFERAAEEEL, BAiESER3-19,
I VA=)SEavE
FERIREIRNNEGE AP E ZAIBCE TR RS- 19114,
#+= 5-19 & AR E TR
B R
Date 1EEOBSXYiZ HHAZ BRI ST an EIHARAN .
HEAS0791S08601 AIREL #ﬁjj UTCRYZE
f5ign: 2018-01-01700:00:00.000Z, FH5k
[BI&XATEEF2018-01-01T00:00:00.000Z XIS
MR SREEAR LA hEER, ST TIX A
BRI RA SR BRI EE(E
28 String
RT5=: Expiration, Transition
Days BEENRREELRENZ D XENITEREER
FI ((ETRIRTRAIRIARA )
ZKAY: Integer
RT5=: Expiration, Transition

MAERRAS 01 (2022-08-16)
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B iR
StorageClass RN SERIE R IFER A
ZERY: String
HUESBE: WARMELCOLD
T2 Transition, NoncurrentVersionTransition
Transition S ERECEPR IR IR EREFER
FAITTE (NERIIRAVEFTIRA )
2R XML
Fm: DateggDays
LT Rule
Expiration Y ap B R B FR NI HARTEIAYContainer,
A XML
F5 = DategfDays
AT E: Rule
ID —ZZRulefYtRR, HARBIE 255N FHFFRERA

B o
2E8Y: String
R = Rule

LifecycleConfiguration

G &5 EEAEL B RulefdContainer, AILABE B 2%
Rule, {BEFIIFENEEEHEARDX/NAET
20KB,

A XML
FT = Rule

NoncurrentDays

RN RERABERAZ FF5E LRI 4R
2R Integer

R = NoncurrentVersionExpiration,
NoncurrentVersionTransition

NoncurrentVersionTransition

S apAHARC & PRI RAYA EhR AT A EF0E
BRMRFERRINTE.

HAY: XML
FT5=: NoncurrentDays, StorageClass
RT=: Rule

NoncurrentVersionExpiration

apAHRAECE PR SR IR AT HER EAY
Container, EAILUSIZaEIREECEERAZBRA
(&= ) 9@, RLRESRRERIHETESE
apEHABI SEhRAS
KA XML
FT5 = NoncurrentDays

Ve Sumud

T Rule

N5k 01 (2022-08-16)
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iERHI

Nl Nz 73~

N

!

HE

iy
:I:
= LifecycleConfiguration

5 API

2R )%
Prefix IRBEER, FALAFRRELENS S AT A PLECE 2 E0X

ZZRule,

ZE8Y: String

AT Rule
Rule BIRE—&4 G REEFECERIContainer,

2 Container

Status MR YBNXSERUle 2
ZKAY: String

LT e Rule

E%Q

BE: Enabled, Disabled

LtEIER AT RERU4F A TRIR AN T 3R5- 204k

i 5-20 #—:55'5%5195

xS A

HTTPIRZSAHS

ation

NoSuchLifecycleConfigur | H8HEmEREERFE

404 Not Found

HRERELEEEFR6-2,

GET /?lifecycle HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 03:06:56 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/Nof9FCNANfzIXDSONDp11fDu8l=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016436BA5684FF5A10370EDB

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSEMKZSleboCA1eAukgYOOAd70X3ZONn

Content-Type: application/xml
Date: WED, 01 Jul 2015 03:06:56 GMT
Content-Length: 919

<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Status>Enabled</Status>

N5k 01 (2022-08-16)
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<Expiration>
<Days>2</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>5</NoncurrentDays>
</NoncurrentVersionExpiration>
<Transition>
<Days>30</Days>
<StorageClass>WARM</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>COLD</StorageClass>
</Transition>
<NoncurrentVersionTransition>
<NoncurrentDays>30</NoncurrentDays>
<StorageClass>WARM</StorageClass>
</NoncurrentVersionTransition>
<NoncurrentVersionTransition>
<NoncurrentDays>60</NoncurrentDays>
<StorageClass>COLD</StorageClass>
</NoncurrentVersionTransition>
</Rule>
</LifecycleConfiguration>

5.2.10 HHR#EAE B RHAECE

mﬁ /\QTJ

ERIHERU

1%* ﬁlu\/ﬁ

HEESES

iEKRiHR TR

NS IST =2

MRS eI LR EHIECERES . MEREMPRIINRASIIH, OBSA=BE MRS

Epij% o

RIFPUTIGRIE, FRIFHRHITEGPutLifecycleConfigurationtifR. FIABIR TR

BEFREETLAITILRE, BaliEgig

DELETE /?lifecycle HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: Authorization

1/(1-% ~élu\q:z_{§ﬁﬁ “ﬁ'lu‘/ @ o

iZiEEE*{EﬁH/\/\IﬁIU\%s 5\'1 % %3 30

1/(1-% ~élu\q:z_{§ﬁﬁ sﬁl\.ﬂjﬁ% o

HTTP/1.1 status code
Date: date
Content-Type: text/xml
Date: date

BRI AP R RINGEEMAR .

N5k 01 (2022-08-16)
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NaRzER Sk

IZIERIINGE S ERAEE L, BRiE55E%3-19,

laRGHR TR
HERAIRDE B RSB TR .

HERIRHE
TRHER, FIEBRCEaaTERe-2F,

iBERTA

DELETE /?lifecycle HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:12:22 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:5DGAS7SBbMC1YTC4tNXY57Z12Fo=

il iz 73~ 451

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016436C2550A1EEA97614A98

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSB7AO0KZEBOCuUtgcfZvaGVthTGOJSuyk
Date: WED, 01 Jul 2015 03:12:22 GMT

5.2.11 ZHRNBRARE

&b
INEEN4A

ZHIRAINRERAIE R P EIMEZSMIRIRAIER MER—MIREFR . BRALUER
SIRAINEERIRTZ . WRIMIEREIRAIZ MRS, XA N SINRIFEN R
FHIEREMIREEIE. SRAINETTBTEEFRENEFS.

BABRT, WIRBIRESRAINEE

AEOREWISRARS, ARFEEFHEIISRAIEE.

RERNSIRARESIEnabled, FEEHISIRAINEE:

o LIEMRE, ERNE—IURIE—NE—IRES, LERSHNNREAEE
=IFNR, MELIEMIAFRRASHEZTIR

o FAILUEERAS TEHUR, TEERASIATHEIUR;

o MIBRSREIATLUSERASHER, FHERAISHFEIRNZE—NHE—RES
AIMIBRIRIE, FHABIBRIR;

. ;U HRAMNRIVREEOAIEEFIRIIE, AILUSESEBAREIRAIRY

o FRTMIBRIRCSS, BMRARINGREFHEIIFITE (FEENRITEE) -
IRERBRIZIRAIRES9Suspended, EHEHERIZShRATNRE :
o |BAYRRAEIRARERE ;
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o FEWNREBIEMRAIRAS AU, EERBNNREESERERENRES)

nullBIRISR;
o FAILUEEMRAS TENR, TEERASIATHEITR;

o MBRIRAITTLUSEMRASHIR, FHiRASHFRISG=E—TRASAnullEy

MFRtRIE, FHMBRRASAnulAIRISR;

o FRTHIBRIRICSS, BRARINREFEIFITE (FEENRTEHIE) -

HERIMEELIRERIISRARE

IERHEEEI

PUT /?versioning HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Content-Length: length

<VersioningConfiguration>
<Status>status</Status>
</VersioningConfiguration>

\$ :\ 4
IEKEESH
HBREEFTEREE S,

1%* ﬁlu\%
ZEKERLAHBERL, BRESIES-3,

IERHRIITR
f&. BIFMEETTRINES-2151A,

& 5-21 BRSRARSEETE

FLERF, FEETERBEARFEERNSRIRTE, BEGSERIUXMLUE L

ZR iR ERWIK
VersioningConfiguration | SrAEEIRT =, =
/\-I-l-“ﬁ %
Status RRBRIZIRARTE 2
KA String
RT5=: VersioningConfiguration
BXUE: Enabled, Suspended
NoRzH S
HTTP/1.1 status code
Date: date
Content-Length: length
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NaRzER Sk

ZERIIINE S ERATLEE L, BRiE5E%K3-19,

I RGHR TR
HERIBEE B R ETE.

%H: ur]r‘_ IEIU\
TAFKREIR, MBHRIRES88ERe-27,

i5RBl

PUT /?versioning HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:14:18 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:sc2PM13Wlfcoc/YZLKOMwsI2Zpo=
Content-Length: 89

<VersioningConfiguration>

<Status>Enabled</Status>
</VersioningConfiguration>

il iz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643672B973EEBC5FBBF909

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSH6rPRHjQCa62fcNpCCPs7+1Aq/hKzE
Date: Date: WED, 01 Jul 2015 03:14:18 GMT

Content-Length: 0

5.2.12 SREVERYZS RIS

ThEeN4a
WA EE T LBREUE EMRIZ IR AR
MRNRIZEMIZIRARE, NIHRERSRERBNSRARES.
1% I%l%\#_t

GET /?versioning HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

\Exs‘ﬁlu\ = ﬁ
ZEREE R EREESH.

IBRIEEk
ZIEREAALERL, BFSNE3-3,
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IEKRIHR TR

Nl piz i SETC

N fzE =2 sk

IRGERITER

HEIRNIRGHE

BRI

Nz 73~

1/(1% -R‘ﬁ:uq:';r{ﬁﬁﬁ “ﬁ'n_nTU, X0

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length

<VersioningConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Status>status</Status>
</VersioningConfiguration>

IZIERAIMBALH S ERALEERSL, BRESER3-19,

ZIERIIIN FLAE R TR RREBINSRARTS, TTENEREXINRS-22F

o

% 5-22 MLGEE TR

BF HpR

VersioningConfiguration | SRAIRFEERITTE.
ZERY: Container

Status FRRERZIRARZES
SR String
BYUE: Enabled, Suspended

ThFHRIEIR, TEEBIREEEEER6-24F,

GET /?versioning HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:15:20 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4N5gQloluLO9xMYOm+8lIn/UWXM=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436BBA4930622B4FC9F17

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQIrNJ5/Ag6EPN8DAWWIPWgBc/xfBnx
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:15:20 GMT

Content-Length: 180
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<VersioningConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<Status>Enabled</Status>

</VersioningConfiguration>

5.2.13 & SBAEEENEE

ab
ThEEN 4B

OBS;H S EAINREREBB A BN ENIRRIERRVR(E R AT EANZIE, MRELZE. KA
EREERERXESH .

FIANBRT, BHERERESHEN . XOHEHEaEN EEEJ —I T
NotificationConfiguration., Y EE&EH $1¢L§DE’J@ , AILAE :ﬁ]ﬂ
NotificationConfigurationJcRZHEE@FNIIEE

<NotificationConfiguration>
</NoatificationConfiguration>

= OBS BWEIRE HSBMINSRE, RIIHEEHHSIBNIRS (SMN ) THESH
FEREARBESENE THREFMERS, WEBZRSEZERTRELE—
I)le_t El%\ %iu o

RTE ESZW#LEEI:EBE ;E, BEMRFHL %WﬁPutBucketNotiﬂcation’fRBEo A
BERTREEIEEREIZAIR, BB EMRIEESGEEMAR

IBRHEHI

PUT /?notification HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization string

<NotificationConfiguration>
<TopicConfiguration>
<ld>Configurationld</Id>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>prefix-value</Value>
</FilterRule>
<FilterRule>
<Name>suffix<x/Name>
<Value>suffix-value</Value>
</FilterRule>
</Object>
</Filter>
<Topic>TopicARN</Topic>
<Event>event-type</Event>
<Event>event-type</Event>

</TopicConfiguration>

</NotificationConfiguration>

ISRHESH
ZEREE R EREESH.
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IEXRHRL

ZERERALERL, BA2ER3-3,

ERiHRTTR

FiERF, FEETERBESAPEERIERN, BANEEERIUXMLUE L
&, BARECETTRINREIR,

& 5-23 RERYERIRSEETTE

2R R ERWI%
NotificationConfiguration | BEcEREHEXIRVRETE, NMRFTEN | 2
=, HBBBREAINgEt FXARE
#AY: Container
RXTE: T
FItX: 01 ZkZ M TopicConfiguration,
TopicConfiguration BeESMHBAERAITR. B
Z8Y: Container
Rt NotificationConfiguration
F5cZx: |d, Filter, Topic, —{\EkZ4
Event
Topic HEBENERAIURN, HOBSKENFEIFESH | tIRER
RESENSEHE, BEAHBEIESE | X
ZE#R, JLAEBEEEHIRS ERED K | TopicConfi
FERE, guration
ZERY: String IS ,
AN—==. . . . 2&75%%
RJTE: TopicConfiguration AT
&R
<Topic>urn:smn:region:project_id:smn_topic</Topic>
Bl
<Topic>urn:smn:exampleRegion.d745b885f14941369
b2d2138e7a65bef.obs_test</Topic>
Id BINEENNRENE—NR, MREAR | &
FXRIEREID, RFEBmHDE—1MD,
2R String
75 TopicConfiguration,
Filter ObjectdItxR, BUUMREITEMNKREZN— | &
ZHEm
28U Container
RJtE: TopicConfiguration,
F75: Object
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MRFEIRSS
APl &% (BIEHXIE )

2R

ik

Object

EMITEMNAITTER, %N LAPTESRS
RERIBHEE .

7Y Container

A5t Filter

FitE: —PEE 2/ FilterRule

FilterRule

BTSN EEXTAITR .
284 Container

Rt Object

F7t=: Name, Value

oy

Name

EEMNIERZ IR RS TR .
AU String

Rt FilterRule

Bik(E: prefixay & suffix

iy

Value

IBENNREXEE, RIENameTtEE
MA9RIREEER, WMABETIENTREY
XPEFER, FHUKLERENES, &
K %iE102410MF5F .

ZERY: String

ARTTE: FilterRule

oy
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APl &% (BIEHXI ) 5 API
BR )4 BRWI%
Event wERMBEERSEMRE, AMRZR
3528 TR
FE—“NTopicConfiguration, EEEIRFAILAE | TopicConfi
INZANEHRE, guration
*FU Stnng 1 IIJ\I”]
I:l ’ 21:75
J:ﬁ%iﬂ‘%} RERTLABRLAT™ME: IR

e ObjectCreated:Put
e ObjectCreated:Post
e ObjectCreated:Copy

e ObjectCreated:CompleteMultipartUp
load

A EFEECT SF A LIERIE
e ObjectCreated:*

BRI SR ERTLABR LA ™ME

e ObjectRemoved:Delete

e ObjectRemoved:DeleteMarkerCreate
d

sl E BRSSP A MIBRIR(E

e ObjectRemoved:*

RJtE: TopicConfiguration,

N RzH 2T

HTTP/1.1 status code
Date: date
Content-Length: length
Content-Type: type

WaRES Sk
ZIERIOMESERATLERL, BAESEE3-19,

N RS TTER
ZIBRAMREH B R R AT .

BRI ALH S

HBEFPRTREBAEON, RFEsRENotificationConfigurationstRAIBERIE, LA
NEEEREEN. PEAEON—LEEIER, UKRTEEERE,
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API &% (HEIKXI ) 5 API
* 5-24 BoERIBAIAVEIRIBSIER
HEIRG iR HTTPIRZS
i
InvalidArgument ZiER seEE T NIERSE . 400 Bad
o IEETAKIFHevent, Request
o IHEAURNAZFENEERSER, 5
HAURNEE,
o ISERJURNARIX T SHEFTERI X 1
A—H, BRFREPITERIXIZSURN
PRI —.
o IEERSRMNZ BFEEEEEEK
FES,
AccessDenied HATERSMIFIEE , HELARMITIN | 403
PutBucketNotificationtXJR . Forbidden
s=E= —
15K~
PUT /?notification HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:15:45 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uRTt8YTkAqJCUfWfYkveEcIGACO=
Content-Length: 538
<NotificationConfiguration>
<TopicConfiguration>
<ld>Configurationld</Id>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>object</Value>
</FilterRule>
<FilterRule>
<Name>suffix</Name>
<Value>txt</Value>
</FilterRule>
</Object>
</Filter>
<Topic>urn:smn:regionr4b29a3cb5bd64581bda5714566814bb7:tet555</Topic>
<Event>ObjectCreated:Put</Event>
</TopicConfiguration>
</NoatificationConfiguration>
N Rz7~f51
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 9046000001643C8E80C19FAC4D8068E3
x-obs-id-2: 32AAAQAAEAABSAAKgAIAABAAAQAAEAABCTFAXJPTiIb3GkcQ7nVVs4C8Z6NNcfVDu
Date: WED, 01 Jul 2015 03:15:46 GMT
Content-Length: 0
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APl &% ( FIERXI ) 5 AP
5.2.14 3REERYE R B ECE
IHEENA

IREVEEAE B ERER .

N T BERINITILLECE1RE, "gﬁ%ﬁ?ﬂ’_%}FﬁﬁGetBucketNotification&BE 2N
E)R"F IEEIFEEREZSUR, (BE0]LUBIT IR EMERISD AP RIIESER Bt

HEHE

GET /?notification HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ISRHERSH
ZER BB EREESH.

iHRk

ZERERALERL, BFESIERS-3,

HETTE
ZERHE R MEREETE.

N Rz ST

HTTP/1.1 status_code
Content-Type: type
Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8"?>
<NotificationConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<TopicConfiguration>
<ld>Configurationld</ld>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>prefix-value</Value>
</FilterRule>
<FilterRule>
<Name>suffix</Name>
<Value>suffix-value</Value>
</FilterRule>
</Object>
</Filter>
<Topic>TopicARN</Topic>
<Event>event-type</Event>
<Event>event-type</Event>

</TopicConfiguration>
</NoatificationConfiguration>
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5 API

NaRzER Sk

IZEKRAIBAMGE B ERAEEE L, BIMEE2%E%R3-19,

IS IS PavE S

FELOERIR[ERINIRE SAFE S HIECETTERIN T&R5-256 18

2% 5-25 Notification BgBtx=

2R

ik

ation

NotificationConfigur

EeEMSBMHERNIAYITER, NRIIMAS A, RIEE L6
TFRIARTS

#AY: Container

TopicConfiguration

BeE S EENFAAYTT= .
A4 Container

R m: NotificationConfiguration

FTm: Id, Filter, Topic, — gk Z Event

Topic

EHBEIERAYURN, HOBSIEMIEIE & EiS eSSt
B, BerHhBMBEEEIZER,
ZEHY: String

/\-|-|-|_|__—I

X TopicConfiguration

BIMEMHBINEENE—IRR, NMRIAPFRIEEID, ER
¥&BhaE—Do
A String

Qs

Tm=: TopicConfiguration,

Filter

ObjectdYtx, HLMRFEIEXRZA9—EMN
284 Container

/\-H-£

X TopicConfiguration,

Object

ObjectfyrtxR, BLMREIIEXIREZI—ERN,
Z58Y: Container
L& TopicConfiguration,

FilterRule

BT EHN R EXTRITER .
AY: Container

LT Object

FT5=: Name, Value

N5k 01 (2022-08-16)
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API &% (HEIFXI ) 5 AP
ZR fA
Name EEMNERZ RS EEHTEIE.
ZERY: String
T2 FilterRule
AiklE: prefixag&Esuffix
Value EEINREXETF, AUUZRRSSERITIENSR.
A String
AT FilterRule
Event wRERMBIIERRISEHEE,
5EA
£—"MopicConfiguration, BCEIRFATLURIIS SR,
AU String
BiAE:
FENSIRERTLAELATE:
e ObjectCreated:Put
e ObjectCreated:Post
e ObjectCreated:Copy
e ObjectCreated:CompleteMultipartUpload
E(E BT S IFF e _LIERME
e ObjectCreated:*
fRIRRT SARAERTLABY LA & -
e ObjectRemoved:Delete
e ObjectRemoved:DeleteMarkerCreated
& BRI E IR IE
e ObjectRemoved:*
R = TopicConfiguration,
HIRMALES
TAFARIEIR, IEEIREE8EER6-2F.
=GNl
GET /?notification HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:16:32 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:r5+2zwPTKwupMg6lkeTUUgPcHfQ=
i Rz 735
HTTP/1.1 200 OK
Server: OBS
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x-obs-request-id: 900B000001643FDDD751B37BA87590D8

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSIRBSladan5ZCVw6ZIY/DAs0zs6z7Hh
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:16:32 GMT

Content-Length: 490

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<NotificationConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<TopicConfiguration>
<Topic>urn:smn:region4b29a3cb5bd64581bda5714566814bb7:tet522</Topic>
<ld>Configurationld</Id>
<Filter>
<Object>
<FilterRule>
<Name>prefix</Name>
<Value>object</Value>
</FilterRule>
<FilterRule>
<Name>suffix<x/Name>
<Value>txt</Value>
</FilterRule>
</Object>
</Filter>
<Event>ObjectCreated:Put</Event>
</TopicConfiguration>
</NotificationConfiguration>

5.2.15 IR EREOATFESRE

ab
ThEEN 4B

ERIHEHER

ERIHRSH

IERSEISES

RNEOSE R CIE N EFRRRERAFEEEEERER

BIFFRHATIRIE, FEMRMITEBPUtBucketStoragePolicyi R, BIAFER TR
WBREFE BT LAYTILIRME, BrIBITIRERRIRE AP RESEINGEERF .

IRE THINEOAFEERZ S, R EEXNSR. SRXSRIIVRHSER LEESIIR
EENRAFHEEE, MIZMRAFHEEEERRIROAFMEEE

RECEMAOBIAFIEZEENRT, FBRIBUATFAESEELSTANDARD (FRAEFE ) o

PUT /?storageClass HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Content-Type: type

Content-Length: length

Authorization: authorization

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>

IZEREERKEEFEETESH.

ZIBKIFEIFRRNERIERL, AERHSNR3-3,
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IEKRIHR TR

IZIRFEEMINERE R TR KISEMIIFIAFESXE, BRIRS-26,

% 5-26 [iIINBERIHEITTE

TCERAM ik Rk
StorageClass IEERBIAFEEE, =

A String

EVESGE: STANDARD | WARM | COLD
FiE2£B1E3F: STANDARD (tREERF
fi#) . WARM (i@fFf#) . COLD (1&%F

f#) . EXErEERYER:
STANDARD. WARM, COLD

N pEE U

HTTP/1.1 status_code
Date: date

NaREERk
ZERIMRCE S ERATEERL, BAESER3-19,

I RGHRITTER
HERAIRDE B RS E TR .

tERIEREE
TRHER, BRCEQATERE-2F,

iERpI

PUT /?storageClass HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:18:19 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:Tf6XbndPx/yNgfAVQ6KIXr7tMj4=
Content-Length: 87

<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>

il iz 73~ 151

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164368E704B571F328A8797

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSIsw3tPtUn6damTI5acQmQACEfmTwl3
Date: WED, 01 Jul 2015 03:18:19 GMT

Content-Length: 0
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5.2.16 SRENVERAIATFiFSEEY

TORENA

iERiHER

ERIHRSH

IEXRHRL

iERIHRTTR

N pizE EAETC

IRENZAER ERIENAFIEEEUS R .

ZIFIITIGRIE, FERFRMITEBGetBucketStoragePolicy TR . BRUIAEIRT
SRERAMEETLUTIURE, BrLIET IR EMRIETRAF RIS RINGE MR

Fo

GET /?storageClass HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZBETRBRR R HHERS .

ZERERATRIEKEEL, BFESIES3-3,

ZBEKBENMERBETE,

HTTP/1.1 status_code
Date: date
Content-Type: type
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>

N RziHR Sk

ZIERIIINE S ERATLER L, BRiE5E%3-19,

D) MEISPavE S

IR LB 2T R REWERIFRERAER, TTRIEAREXARS-27F7R.

xR 5-27 MLGEETTE

TCERBR

150

StorageClass

RRIBOATFESREL
SRRl String, B{MIEEEEISERS-26,
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TRIRMNGHE

iERpI

Ml iz 73~

TAFHRIEIR, TEBIREEEEER6-24,

GET /?storageClass HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:20:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:0zVTSdKG60OFCIH2dKvmsVGYCQyw=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436BE45820FDF3A65B42C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSCju1CZy3ZfRVW5hiNd024IRFdUogWy
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:20:28 GMT

Content-Length: 142

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<StorageClass xmlns="http://obs.example.com/doc/2015-06-30/">STANDARD</StorageClass>

5.2.17 iR Effitns:

ab
ThEEN 4B

IBRHEHI

OBS{EFEPUTIR{EA— 1 ELFERIERIIIRE o

AERINRERE, 2 LIS RERTEIRREAST LIXERE, WALt
SHERIRFRM D KIwE, HITEFRMAINADHT. fll: B NRREFAEETERES
R EELHE, BNATLBNASMIENRS, REFRERRIE L. EomMaE
BY, BEAJLAEE N AR AR SR O HTLU RN BRI -

EIFITIGRIE, FERFRMITERPUtBucketTaggingtX PR, TREER R EHEHY
PREZERILAVTIRIE, thalAEd iR B RIS s P RIS GEE AR

(MR

o BIMERZHIREIONMFE.

o IRERIES (Key) FIRKIKEN3GNFR, r&EH052(E (Value ) IRKKENIZNFH .

o IREHIREE (Key) AIHME (Value) FEEEETH 7 . “7 ( “|7, ¢ 4,
“S7 0427 0\ LARASCIIRBOx00--0x 1 FAUSREIZ T, EAXZIRSE A, YISE

& (Key) FIfE ( Value ) 3#4TUrlEncodefi .

PUT /?tagging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization string
Content-MD5: md5
<Tagging>
<TagSet>
<Tag>
<Key>Tag Name</Key>
<Value>Tag Value</Value>
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</Tag>
</TagSet>
</Tagging>

ERIHRSH

ZEKREEPNMEREE S,

ERHEL

IZIERERRTHEE LN TRS-28F7

* 5-28 i53KRiERk

EFRFER, BNEEAR128-bit MDELZD
base644RiBEISRINIFRTE

A String

3:f5: n581G6hfM7vql4KOvnWpog==

EESLZTR 5% EEIE
Content-MD5 1ZEBRFC 1864FREITEHIBEMRRIMDSRE | 2

IEKARITE

USRS, BEEEKATEEARFEERRIITE . FENEEFERUXMUSIN L
&, BIARIECETTRNZRS-29,

% 5-29 FBAREEETTR

HESLZIR 3% =AWk
Tagging TagSet¥1Tagh9tRIT= 2
28 Container
RTE: T
TagSet TaglYESTTE =
ZAY: Container
RJITE: Tagging
Tag TaghYEETE =
#AY: Container
RjTE: TagSet
Key TagiB=F =
2E8Y: String
o= Tag

NH5hRZA 01 (2022-08-16)
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AP &% ( EIERXI ) 5 AP
HESLZTR )% BRI
Value TagHdf& =
ZERY: String
RjtE: Tag

Az iE 2R
HTTP/1.1 status code

x-obs-request-id: request id
x-obs-id-2: id
Content-Length: length
Date: date

NaRGES Sk
ZIERIOMESERALEEL, BESEHR3-19,

VRIS PvES
B RAAREHE B R E IR .

TR HE

BRT AHERGEIRIGIS, IEROESIREI—EHEBAYEIRIG. TRPIIENEON—LE
EER, UNARERRE, 1&5-30,

% 5-30 B EBIRSIEIRAETIZER

= A HTTPIRZE
B

InvalidTagError B EAEIREShY, I—M T BREITag, 400 Bad
Request

MalformedXMLError FLEEIRSHT, RBEAxmIELEIR 400 Bad
Request

i5RTHl

FIANE 1R IexamplebucketAI4EH] L83 (Key ) ATagKey(Namel), $#{E
(Value ) J9TagValue(Valuel)BIFRES, MAIXABERI:

PUT /?tagging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 27 Jun 2018 13:22:50 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:Pf1ZyGvVYg2BzOjokZ/BAeR1mEQ=
Content-MD5: MnAEvkfQIGnBpchOE2U60g==

Content-Length: 182

<Tagging xmlns="http://obs.example.com/doc/2015-06-30/">
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<TagSet>
<Tag>
<Key>TagKey%28Name1%29</Key>
<Value>TagValue%28Value1%29</Value>
</Tag>
</TagSet>
</Tagging>

N Rz 7~ 51

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF26000001643FEBA09B1ED46932CD07

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSEZp87iEirC6DggPB5cN49pSvHBWClg
Date: Wed, 27 Jun 2018 13:22:50 GMT

5.2.18 FREVEIREE

INRENM A
OBS{EFGE T ERIKBUEEABAINTE .

EFHEHITHIRIE, EERFEFNITEBGetBucketTaggingt R, HREER TR EREMN
FrEE T LAITIGRME, EalLUE iR EfE RIS e AP RIS GEEHM AR

IEXRHEEF

GET /?tagging HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization string

HESH
1/(1% ~ﬁlu\q:lz_{§£ﬁsélu\/§ﬂo

ERHEL
iZiEﬁEzk{ﬁﬁﬁ/\/\lﬁlu\%s E{ % %3 30

i5s iﬁ%‘ﬁ%
KiHEPMERHEETTR.

AL S
HTTP/1.1 status code

x-obs-request-id: request id
x-obs-id-2: id
Content-Type: application/xml
Content-Length: length
Date: date
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Tagging xmlns="http://obs.example.com/doc/2015-06-30/">
<TagSet>
<Tag>
<Key>key</Key>
<Value>value</Value>
</Tag>
</TagSet>
</Tagging>
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NaRzER Sk

IZIERIINGE S ERATLEE L, BRi555%3-19,

W R H S TTER
AR BRI R S E SRR E TR T#5-31.

x 5-31 @RS EETE

e R

Tagging TagSetfITaglyrTE
ZAY: Container
RTER: L

TagSet Tag&EATTE

#AY: Container
Ryt Tagging

Tag TaglEERITTE
ZAY: Container
RITE: TagSet

Key Tag&=F
A String

RjtE: Tag

Value TaghY{E
A String
RjtE: Tag

EIRIAHR

BRT ANHERYEEIRIDSN, IEOESIREI—EEBAYEIRIG . TRPIIENEON—L

ERER, UNARERRE, &5-32,

& 5-32 e EMInEAYRIRIDY IR

EIRE R HTTPRRZS
i
NoSuchTagSet EENMLERERE 404 Not
Found
1=
GET /?tagging HTTP/1.1
User-Agent: curl/7.29.0
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il iz 73~

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 27 Jun 2018 13:25:44 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:H1INcyc5i0XIHqYTfuzkPxLZUPM=

HTTP/1.1 200 OK

x-obs-request-id: 0002B7532E0000015BEB35330C5884X1

x-obs-id-2: s12w20LYNQqgSb7moqg4ibgJwmQRSmMVQV+rFBgplOGYkXUpXeS/nOmbkyD+E35K79j
Content-Type: application/xml

Date: Wed, 27 Jun 2018 13:25:44 GMT

Content-Length: 441

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Tagging xmlns="http://obs.example.com/doc/2015-06-30/">
<TagSet>
<Tag>
<Key>TagName1</Key>
<Value>TageSetVaule1</Value>
</Tag>
</TagSet>
</Tagging>

5.2.19 MERSEIRE

TheEN A

iERiHEREl

1% Rlﬁlu\/ ﬁ

(=R IS ES

1% X ﬁ:w?’ﬁ?

NaRzHE T

OBS{# FIDELETE RIS ERAIIRE -

SIEFIATIIRE, FTRIERIATEGDeleteBucketTaggingfUR . FRENES FRHEH
REFEE T LARATILRE, BeTLiBI iR &R RISS AP RIBEIEEARF

DELETE /?tagging HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization string

1/(1% \élu\q:lz_{ﬁﬁﬁ“ﬁru\/ﬁ

iZiEﬁEzk{ﬁﬁﬁ/\/\lﬁlu\%s E{ % %3 30

KiHEPMERHEETTR.

HTTP/1.1 status code
x-obs-request-id: request id
x-obs-id-2: id
Content-Length: length
Date: date
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NaRzER Sk

IZIERIIINGE S ERATLEE L, BRi55E%3-19,

N RS TTER
ZIBROMREEE PR HHETTE.

FEIRIRES
THRHER, FIABRCEaATERe-2

BRI

DELETE /?tagging HTTP/1.1

User-Agent: curl/7.19.7

Host: examplebucket.obs.region.example.com
Accept: */*

Date: Wed, 27 Jun 2018 13:46:58 GMT
Authorization: authorization string

N Rz~

HTTP/1.1 204 No Content

x-obs-request-id: 0002B7532E0000015BEB2C212E53A17L

x-obs-id-2: CqT+86nnOkB+Cv9KZoVgZ28pSgMF+uGQBUCE68flvkQeq6CxoCz65wWFMNBpXvead
Content-Length: 0

Date: Wed, 27 Jun 2018 13:46:58 GMT

5.2.20 i EEECER

ab
ThEEN 4B

W DECAVEL IR TS, B AByte (F15) , BERAIRAEN2%-1, BRI
INBCERA0, FRNBIRGEINEECET.

AR

1. WWECEURES, MREEVEERARS, FTLUCEINRENO,

2. BTREHIREAHTIRGEE, METEERAUE, BRI RIENY, 7
EivEE. JeestilfrEEticansENrEiEEFERERIEIZAER.

3. WEEEEERNEENRIWEERSE.

4. REEBLAEHEE LEXSR, SIREIHTTPIRZEAZ403 Forbidden, fHiRA3
InsufficientStorageSpace , 151 KEC&l, ECHECAURS (IREH0) , SMFFRAHEZAINS
Ko

IEXRHEER

PUT /?quota HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Content-Length: length

Authorization: authorization

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">
<StorageQuota> value</StorageQuota>

</Quota>
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1ﬁxlﬁlu\/ﬁ
ZEREBKREERRETESH.
1% IEI%\*
ZEKIEBEIEFHRINERBEESL, AHEHSHE3-3,
IBRKBEETTR
IZMEREMINE KRB SR RIS eIz akean, BiANERS5-33,
% 5-33 fiiImERBEETE
JTCERBMR R BEWYI%
StorageQuota IEERT IR MERMNAFT. =
A Integer
IRLE S
HTTP/1.1 status code
Date: date
Content-Length: length
REE sk
ZE RN B EERAAEEEL, BRESER3-19,
RGE S TR
IZERNMN PR S EIINITTER
SEJ ) IAE)SY
ThFkiEIR, TAHEIREE887ER6-29,
=GNl
PUT /?quota HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:24:37 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:k/rbwnYaqYfOAe6FOM30JQ0dmI8=
Content-Length: 106
<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">
<StorageQuota>10240000</StorageQuota>
</Quota>
I Rz~ 5l
HTTP/1.1 100 Continue
HTTP/1.1 200 OK
Server: OBS
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x-obs-request-id: BF260000016435E09A2BCA388688AA08

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSHbmBecv7ohDSvgaRObpxzgz)9+I8xT
Date: WED, 01 Jul 2015 03:24:37 GMT

Content-Length: 0

5.2.21 3REBHCER

WRYRE S AP TIREMREC AN SR . MIYRREREAREFENATLIE
IEFRECEEE . W=IHECAERIRIIByte (F15) , OEFRLERR,

IEXRHEEF

GET /?quota HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

SRIEISE S

A AN LI HEISE S 8

EX ﬁlu\*
IZERERLAHBEKREEL, BASNIRER3-3,

IERHBITR
ZERHETERNETE.

IaRzH BT

HTTP/1.1 status_code

Date: date

Content-Type: application/xml
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">
<StorageQuota>quota</StorageQuota>

</Quota>

NaRLERk
ZERIMRCE S ERATEERL, BAESER3-19,

URIVHE Iebve S
ZIRILAE ST R UREIEMEERES , TTRMBRE INES-34F7R.
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X 5-34 IRGHE TR
TTRBAR iR
Quota ERYEcEn, B8 E=TTR.

KA XML

StorageQuota WRECENE . BIFT.
A String

SIRNIALHR
TRHER, FIEBRCEaaTERe-2F,

iERBI

GET /?quota HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:27:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8m4bW1gFCNeXQlfu45u02gpo718=

N Rz~

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B55D8DED9AE26C4D18

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSs2Q5vz5AfpAJ/CMNgCfo2hmDowp7M9
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:27:45 GMT

Content-Length: 150

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Quota xmlns="http://obs.example.com/doc/2015-06-30/">
<StorageQuota>0</StorageQuota>

</Quota>
5.2.22 SXEEF=EEE
Ihee 4R
Ei?*ﬁxﬁ%ﬂ\?zﬂzwi%ﬁ%?@, MR G AEA/IMENIEREEE, B 9Byte (F
T o
(RARY:
Ea_?—uossmﬁ%%;éezﬁﬁ, EItFELE—EMAE, FAECRIEH, ERENIIFRMET
ARG

IEXRHEER

GET /?storageinfo HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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ISRHE S
ZERTEREBEREESH.

1% Ié:%\*
ZIERERAAHBEEL, BARSHR3-3,

ISKHRITR
ZBEREE P MERBEREETE.

N pzE U

HTTP/1.1 status_code

Date: date

Content-Type: type

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<GetBucketStoragelnfoResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Size>size</Size>

<ObjectNumber>number</ObjectNumber>

</GetBucketStoragelnfoResult>

NaRGES Sk
ZERIMRCE R ERATEERk, RAESEHR3-19,

W R H S TTER
IR AR LN S TRIENRE, TRIEMRS X INES-35FT.

% 5-35 MIRGERITR

TCEBIR #k
GetBucketStoragelnfoResult FRERFEIERER, G&8F=X/N
RN
7|<;:F'J XM L
Size REIFEXN,
##A): Long
ObjectNumber IREIRFRMEL
ZKAY: Integer

SR
THRHER, IEHRCEaaERe-2F.
5K

GET /?storageinfo HTTP/1.1
User-Agent: curl/7.29.0
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N Rz 7~

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:31:18 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:bLcde)GYWw/eEEjMhPZx2MK5R9U=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435DD2958BFDCDB86B55E

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSItZctaPYVnat49fVMd10+OWIP1yrg3
Content-Type: application/xml

WED, 01 Jul 2015 03:31:18 GMT

Content-Length: 206

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<GetBucketStoragelnfoResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Size>25490</Size>
<ObjectNumber>24</ObjectNumber>
</GetBucketStoragelnfoResult>

5.2.23 g EMABENiEH

ThRENA

IBRHEHI

IERSH

iﬁ *;ﬁlﬁ\%

%BS{EEPUT}%’E%*@Q%EEMEE%, IRERINZIE, RPIBIORERIEEXIHZMEE
BRI

WYL, B T X142 1813 DN SEEIS IE R fFIT EIOBSARSS o

PUT /?customdomain=domainname HTTP/1.1
User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string
Content-Length: 0

% 5-36 5 KEESH

P Hik SENE
customdomain | FBEHBEENIEZ . =

AU String, WNHEEEERN

Mg RIK256F T,

ZINME: X

AR —MERSHLURE3NEEN
B, — I EEMFEE REeE—MEER

ZERERALERL, BFESH&RS-3,
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IBKHEITE
B ERPAEREETE.
N RzE SR
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: request id
x-obs-id-2: id
Date: date
Content-Length: 0
ALEEk
ZEXRNMAHRFERAAEEEL, BARiESER3-19,
RGESITER
ZiERNEAERHRAHENNITE
-H s NI
HIRMALER
TAREIR, MEHEIREEE8ER6-2F,
‘E\ —
=]
PUT /?customdomain=obs.ccc.com HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: Mon, 14 Jan 2019 08:31:36 +0000
Authorization: OBS UDSIAMSTUBTEST000094:u2kJF4kENs6KLIDcAZpAKSKPtnc=
Content-Length: 0
i Rz 73~5
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 000001697692CC5380E9D272E6D8F830
x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSsfu2GXj9gScHhFnrrTPY2cFOEZuvta
Date: Wed, 13 Mar 2019 10:22:05 GMT
Content-Length: 0
o == \\ 3
5.2.24 SREVERYEE X183
ab
ThEENR
OBS{EFGETHRERIRERRI B EXIHE -
\E :\ 4
R
GET /?customdomain HTTP/1.1
User-Agent: curl/7.29.0
Host: bucketname.obs.region.example.com
Accept: */*
Date: date
Authorization: authorization string
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APl 2% ( FIEKXI )

5 API

IERSH

ZIEKBRPMERIBERBERSH .

IERERL
ZERERALEE

gl
>|2

iﬁ*;ﬁl§\ﬁ§
HERIBEPRAERERTTE.

NS ST =2

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: request id
x-obs-id-2: id

Content-Type: application/xml
Date: date

Content-Length: 272

, BAsF&R3-3,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketCustomDomainsResult xmlns="http://obs.example.com/doc/2015-06-30/">

<Domains>

<DomainName>domainname</DomainName>

<CreateTime>createtime</CreateTime>

</Domains>
</ListBucketCustomDomainsResult>

NaRzER Sk

ZIERINIINE S ERATLEE L, BRi55E%K3-19,

IEfvA=)1=brveS

ZIN LGB R TR UREWER B E MR, TTRERE IR NNE R TR

o

% 5-37 lINGERITER

TCERBMWR iR
ListBucketCustomDomainsRes | BENXIHZIROIERAE,
ult 2£RY: Container
FT 5 Domains
o= T
Domains BHEMIHZTE,
£HY: Container
FT & DomainName. CreateTime
R E: ListBucketCustomDomainsResult
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APl &% ( EERKXIE ) 5 API
TCERBR fik
DomainName BEMXEE .
ZEHY: String
FHR X
L= Domains
CreateTime B X133 elIZRTE
A String, UTCHYE
FHR X
LT E:: Domains
H > g
l'EEIl?E“F"]EIﬁ:%s
FAHER, FEHZREaaTER6-2F.
\$ —
(=R
GET /?customdomain HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: Mon, 14 Jan 2019 08:31:45 +0000
Authorization: OBS UDSIAMSTUBTEST000094:veTm8B18MPLFqNyGh2wmQqovZ2U=
M Rz~
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 000001697693130C80E9D2D29FA84FC2
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSMB0AIOweqGUsIFIScVXSKIG4DmypX9
Content-Type: application/xml
Date: Wed, 13 Mar 2019 10:22:24 GMT
Content-Length: 272
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketCustomDomainsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Domains>
<DomainName>obs.ccc.com</DomainName>
<CreateTime>2019-03-13T10:22:05.912Z</CreateTime>
</Domains>
</ListBucketCustomDomainsResult>
=\ K3
5.2.25 MBS B E X iEHE
ab /A2
INEENT A
OBS{FEFIDELETEIR/ERMIFREEEMIHE -
\$ :\ r4
IBRHEHR
DELETE /?customdomain=domainname HTTP/1.1
User-Agent: curl/7.29.0
Host: bucketname.obs.region.example.com
Accept: */*
Date: date
Authorization: authorization string
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IERSH

E 5-38 BKHESH

28 3% =EHWIE
customdomain | EERIBREIBEE XIS . =

KA String, WIHEEIEERN
WA &=IK256=FT5,
ZANE: To

I=RSIC LSS
ZIEREAATLERL, BFRSNE3-3,

IERHBITR
HERE B R EREETE.

N Az E EAETC

HTTP/1.1 204 No Content
Server: OBS
x-obs-request-id: request id
x-obs-id-2: id

Date: date

W RziE S Sk
ZERNMRCESERATLEEL, BIFiESE%3-19,

i R H S TTER
B RAOMRLHE S R AT .

SN RzE S
FHRHER, FEERCAOa1ERE-2H,

N —
(=BGl

DELETE /?customdomain=obs.ccc.com HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Mon, 14 Jan 2019 08:27:50 +0000

Authorization: OBS UDSIAMSTUBTEST000094:ACgHHA1z+dqZhqS7D2SbU8ugluw=

Nl iz 73~ 51

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 000001697694073F80ESD3D43BB10B8F

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSYjWyXNRPSnFymJWOAIS9GKpWO0OQmoUJ
Date: Wed, 13 Mar 2019 10:23:26 GMT
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5.2.26 ZEHBAINZEE

LIRENR
OBS{ERPUTIRENB IR EHBIARSHNFREES.

IREWNERER, TZEHLENRE, SXRBEIRUAIIZEEXEIEEITI
%, el BNRSHINEAE: KMSIEEZHIIIRSIHING (SSE-KMS) . &
FPREEBRIIRSSIRINE (SSE-C) o BXRRZIHINESNNESERBFSE RS RINE

==
BTlo

EFERLRE, B RBEBMITPUtEncryptionConfigurationiZ2{ERIINIR . HEIHEEE
INEBISTE, FEITLUSHRIEFRELA .

IEXKHEHFIU(SSE-KMS)

PUT /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string
Content-Length: length

<ServerSideEncryptionConfiguration>
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKey| D> kmskeyid-value</KMSMasterKey|D>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>

IERHESH

ZEREE R EREESH.
IBKiEEk

HEREAALEEEL, BlihsI%Es-3.
IERHE TR

FULERF, BEEERAEEARPEERIINZEE . MINERIEEES XML
L&, BARYECETTERNRS-39,

& 5-39 WBHINEECE TR

HESLBTR A =0
Wik
ServerSideEncryptionConf | #BHIBGAINZE BRIRTTE =
iguration SAI: Container
RITE: I
FI5ZE: Rule
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HESLBIR

1)

Rule

WRIBANNZ B BRI FTTR,
A Container
RIT=: ServerSideEncryptionConfiguration

FE:
ApplyServerSideEncryptionByDefault

ApplyServerSideEncrypti
onByDefault

WROBANNZ B BRI F TR,

ZRY: Container

RITE: Rule

FtE: SSEAlgorithm, KMSMasterKeylD

ali

SSEAlgorithm

WROBGANNZE & 2RSS IRINEE X
ZEAY: String

BRE: kms

RiTE:
ApplyServerSideEncryptionByDefault

]

KMSMasterKeylD

SSE-KMSHIZTS = MEMRIKMSEER, IR

RARgERMtZE, BARANEERES

WERA

ZERY: String

BRUESIFRFMEL:

1. regionlD:domainID (M=1D):key/key _id

2. key_id

e

e region|DEFERAZAFR/EregionfyID;

e domainIDEFRZRMEKSHKSID,
IRENF5 A2 WIRENKSIDFIAFID;

o key id@MNZIAEEIRSZIZINZEBID,

RITE:

ApplyServerSideEncryptionByDefault

iy
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APl 2% ( FIEKXI )

N RzHE T

N Rz Sk

N Rz E B ITTEE

RIRIIRGH R

iERTA

HESLBIR 1)

ProjectID SSE-KMSHNZ A FKMSEZBRRERIIRE
ID, SNERKMSEZEAFTERILNE J93EEIALR
B, UEFEEBEdizsHu#1TINEIDIERE
A String

BE:

1. 5KMSMasterKeyl DFEPLEZHIIREID,

2. fERIEEKMSMasterKeyDRUTERT, Aa]
IREMAID,

RT=:

ApplyServerSideEncryptionByDefault

528A
EFFEEUAIAMIN R TRIYE E X AT RN St
13SSE-KMSINE, REEHREERILXIINESRY
XIRiFIT LAETHERIRE, IFEBREE LRI
BERIN SR T EIETESERIE

HTTP/1.1 status code
Date: date
Content-Length: length

IZIERIIINGE S ERATLEE L, BRi55E%3-19,

ZIBKNNIRLHE B HHRITER

TAFIHRIEIR, PTEBIRELESER6E-2F,

PUT /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Thu, 21 Feb 2019 03:05:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAIMLX/BTdjxUSHOEwflhMOWI=
Content-Length: 778

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServerSideEncryptionConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKeylD>4f1cd4de-ab64-4807-920a-47fc42e7f0d0</KMSMasterKeyl D>
</ApplyServerSideEncryptionByDefault>
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</Rule>
</ServerSideEncryptionConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643670AC06E7B9A7767921

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSVK6z8HV6NrIh49gsB5vgzpgtohkiFm
Date: Thu, 21 Feb 2019 03:05:34 GMT

Content-Length: 0

5.2.27 IREVEAINZECE

ThRENA

IEXRHEEFR

i% > ;E'L“/ y

iERiHRk

i‘%ﬁ%‘ﬁ?

DI HE IS =22

OBS{ERGETIRFFRIRE S ERAIIIZECE -

RIFFATINRE, FEMIRMITEBGetEncryptionConfigurationtfR. HRETRIRL T
HERIMEETLMTIURNE, trliEd ik EfRIRE A RS RINGE A

Fo

GET /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string

ZBERBRPNMERERSH

iZiEEE;.k{EFﬁ/\/ \Iﬁlp\%, -E'{ % %3 3

KHBPRERBERTE

HTTP/1.1 status code
x-obs-request-id: request id
x-obs-id-2: id

Content-Type: application/xml
Content-Length: length

Date: date

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServerSideEncryptionConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKey| D> kmskeyid-value</KMSMasterKey|D>
<ProjectID>projectid</ProjectID>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>
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NaRzER Sk

IZEKRAIBAMGE B ERAEEE L, BIMEE2%E%R3-19,

IS IS PavE S

FLOERIRERIIAE S E SHIECETRN T .

& 5-40 FHHIINEECETTR

HELBIR fR
ServerSideEncryptionConfigur | f8RENANIZECERIRETTE.
ation AU Container

RITE: L

FI5Z=: Rule
Rule BWRERIAIIZE &R F TR,

ZRY: Container
Ryt ServerSideEncryptionConfiguration
Fc=: ApplyServerSideEncryptionByDefault

ApplyServerSideEncryptionBy

RROECAINZE R ERF TR,

Default A Container

A6 Rule

¥t SSEAlgorithm, KMSMasterKeylD
SSEAlgorithm FRBRIINEE EERNRSIRINEEE,

2R String
BXE: kms
Rt ApplyServerSideEncryptionByDefault

KMSMasterKeylD

RRSSE-KMSHNZE TSI FEEAIKMSEZERID,
A String
RITE=: ApplyServerSideEncryptionByDefault

ProjectID

FRSSE-KMSHNZ S FKMSEZBRRERIIRE
1D,

A String

Rt ApplyServerSideEncryptionByDefault

AR
FEARARGAIAMIRE TR E X ZHXB A R T
SSE-KMSHN%, RAEZBFHEEDTLAIINZEAIISIH
T EETEEEIRE, IFRPREERRENINENRIE T
EETHERE
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APl &% ( EIERXI ) 5 API

TRIRMNGHE

iBERTA

il iz 73~ 451

RT AHAVEEIREIN, EORSIRE—LEMEIRD . FRBIIEAEOR—L
EWEIR, UINAIRERE . wnZks5-41,

& 5-41 FREVEINEECERVIEIRIDT 2R

=D L)% HTTPIRZSES
NoSuchEncryptionConfig | I8 EHIEISBIREINNZEE . 404 Not
uration Found

GET /?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Thu, 21 Feb 2019 03:05:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAIMLX/BTdjxUSHOEwflhMOWI=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643670AC06E7B9A7767921

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSVK6z8HV6NrIh49gsB5vqzpgtohkiFm
Date: Thu, 21 Feb 2019 03:05:34 GMT

Content-Length: 788

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServerSideEncryptionConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>kms</SSEAlgorithm>
<KMSMasterKeylD>4f1cd4de-ab64-4807-920a-47fc42e7f0d0</KMSMasterKeylD>
</ApplyServerSideEncryptionByDefault>
</Rule>
</ServerSideEncryptionConfiguration>

5.2.28 HHFR#ERIINZECE

ab
ThREN 4R

IEXRHEER

OBS{# FIDELETEIR{ERMIPRIE EBAIINZEE -

FIFFBHIITIRIE, SERFRNITEBPUtEncryptionConfigurationt¥fR ., HEER T
RERENFEE T LUMITIHRIE, LB iE SRS AP RIS EMMA

o

DELETE /?encryption HTTP/1.1
User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com
Accept: */*

Date: date

Authorization: authorization string
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BREESH
ZIEKBEERARNEREESH,

IERERL
ZERERALEEL, BASIHES-3,

HETTE
HERE B R ERRE TR,

NS ST =2

HTTP/1.1 status code
Server: OBS
x-obs-request-id: request id
x-obs-id-2: id

Date: date

NaREERk
ZIERIOMTESERATLEEL, BAESEE3-19,

IAGHEITE
ZIERAAEE P ARATEIINITE .

I;I]r]r_ Iﬁlu\
THRIRIR, MEIRIREEE881ER6-2

iERPI

DELETE /examplebucket?encryption HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Tue, 08 Jan 2019 13:18:35 +0000

Authorization: OBS UDSIAMSTUBTEST000001:UT9F2YUgaFu9uFGMmxFj2CBgQHs=

N Rz 7~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 000001682D993B666808E265A3F6361D

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSYB46jGSQsu06m1nyleKxTul+H2700C
Date: Tue, 08 Jan 2019 13:14:03 GMT

5.3 FFESMuLIEE
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5.3.1 ZEHNMLECE

TORENA

iERiHERl

ERHESH

iﬁ *;ﬁlﬁ\%

iERIHRTTE

OBSFIFTEME P RTFERSAIMIDUEIR, AN.htmIRMBIS . flash3 i, SHBAIGE,
SEFimEd BRI Website E N RifBIX EXIRETIRAT, X285 A AR R HX LS
FRIMIRR, EMARERF . HENNVAZSE:

o ETERMABRIEREIZI—TIER.

o IRENTENEERMNREEHFTERNBK

AEOSLIMREES EFRWILEERER

ZIFITICRIE, FERERMITEBPUtBucketWebsitetXfR . BAIATER TREREHY
PrEERILITICR(F, tBalAES iR B RERE R P RIS RN G E AR

(0 %8R
1. REBZEEMEIETTE “.7 , BWEIHTTPSIAEIRY aIaE LB FIRRIIER LS

2R ERIIMEECEIBRIH AR _LIRZT10KB,

PUT /?website HTTP/1.1

Host: bucketname.obs.region.example.com

Content-Length: length

Date: date

Authorization: authorization

<WebsiteConfiguration>
<RedirectAllRequestsTo>

<HostName>hostName</HostName>

</RedirectAllRequestsTo>

</WebsiteConfiguration>

ZERERPNMEREESH.

ZERERALERL, BA2HER3-3,

FliERF, FEETEROBEARPEERIMNGEERER, REESELXMUSHLE
&

o WMRBJTECAIEIER, WItECETTERIURS-421H1K,
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= 5-42 EEMFFEIEK Website BtETE

B

i

S T fil

=3

WebsiteConfiguration

MU ECERVR T R o
ZAY: Container
RE=: T

il

RedirectAllRequestsTo

HEARBERNEEDITH, MRXNH

REW, FIAEEMMNRET REAEE
U118

A Container

R m: WebsiteConfiguration

i

HostName

HREERIGSE
A String
R RedirectAllRequestsTo

Fali

Protocol

HAEE NS RATERAIHMY (http,
https ) , BRIAERhttphHY.

A String

Y58 RedirectAllRequestsTo

iy

o MRBERTEEE[MN, MuLACETTRINERS-435E

+ 5-43 IFEEEQ@IMN Website BcEITTER

B

R

(o & Y HiD

WebsiteConfiguration

WebsiteEe ERIRTI = o
ZHY: Container
Ko=: T

]

IndexDocument

Suffizss,
ZERY: Container
R WebsiteConfiguration

ali
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B

(o S I D

Suffix

SuffixaTEMIBINTERS G EAIBKAIKRE
(Ban: SuffidicERY= “indexhtml”
EKAIE “samplebucket/images/” , IR
EIRNERIERE “samplebucket” A& N
“images/index.html” FIXRAINE )
SUffdoTEARBERTHEBS “/” F:5.
ZEHY: String

AN

AT E: IndexDocument

ali

ErrorDocument

KeyrtZx,
ZAY: Container

Ve S==nd

R WebsiteConfiguration

iy

Key

HAXXEER BRI E AR RAIETR . X
NTTRIEE 1 Sz H IR EIRINE
A String

Ve S= ==

A= ErrorDocument
£ X aErrorDocumentfZ{ERT

i1y

RoutingRules

Routing T3,
A: Container
5&

——

T WebsiteConfiguration

iy

RoutingRule

BELQMNUTE, —FEEOMNES
—\Conditiorf0—" Redirect, =4
ConditionlCBelY, Redirect£3%.

£AY: Container
L& RoutingRules
TTERELEF N RoutingRulert=

il

Condition

HIAEE@MN TERIZARITTE
2£8Y: Container

Ve S==nd

L= RoutingRule

iy
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E= fik =
AS
[mm]
%
i%
KeyPrefixEquals A N EECEAII R BAIBILR o S
fBign:
e EEMExamplePage.htmITRAVIE
K, KeyPrefixEqualsi&Fa
ExamplePage.html,
ZEHY: String
RT3 Condition
i X =Conditionf# £, FHERXHT
mHttpErrorCodeReturnedEqualsA~fz
F. MRBETEHINRM, RBHILHE
B, RedirectZ434 o
HttpErrorCodeReturnedEqu | $Hik RedirectEATRIHTTPEEIRIS, &k | &
als SR, WRERBETXME, A
Redirect®E38
Bign:
o HR[ERIhttpEEIRIS /9404 EEQE!
NotFound.html, BJLU& ConditiondfY
HttpErrorCodeReturnedEqualsiRE& A
404, RedirecthIReplaceKeyWithig
& INotFound.html,
A String
L& Condition
i 5= Conditionf# (£, FERXHT
mKeyPrefixEqualsAiiZE . WRIRET S
MR, BERICEERIEN,
RedirectZA el 434 o
Redirect SEEEENTE. JUEEREIS— |2
AT BT REHERB— MM 3
SHEEIRRER, FTLUSEARIRE
E
ZEHY: Container
L= RoutingRule
Protocol A EE [@IERAT(ERRIMY B
A String
R Redirect
AE(E: http. https
&4 BHMREDSFERIFRIE
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2R A =
A
[ ]
%
ik
HostName HIAEE @ISR ERL RS S
A String
e Redirect
%4 BHMESET RfFERIERE
ReplaceKeyPrefixWith HAEEOERINERNNREER, B | &
KPS Z S5 KeyPrefixEqualsBIRE
i IReplaceKeyPrefixWithHIRZ
fBan:
BIEFrEXddocs ( BRTHINIR ) HIIEK
BiE@EIdocuments ( BRTHINIR ) ,
AL ConditiondfgKeyPrefixEqualsiZ &
F3docs, Redirectdrpy
ReplaceKeyPrefixWithiRE /9
documents, BBAXTFIIREZFRI "docs/
a.html", BEEMEAILER " "documents/
a.html",
ZEHY: String
RXP5 5 Redirect
%4 BEMR BT REFENIENE, &
A5 ReplaceKeyWithE RS 1Z1E
ReplaceKeyWith HIAEE@EKRIERIINRS, 5kd | &
HEMIRE = E IR /IReplaceKeyWith
HRA,
fBan:
BIEFrEXT " "docs" BR TR EXIRANE
skEEME"documents/error.html", &
LU ConditionshfKeyPrefixEqualsi® &
docs, RedirectdifJReplaceKeyWithiZ&
J3"documents/errorhtml", BRAXTFIT
FEZ#A"docs/a.htm!"F1"docs/b.html",
BEMRYEERERI"documents/
error.html"
A String
R Redirect
%4 BHMR BT RFENIENE, &
A5 ReplaceKeyPrefixWithERITEE
HttpRedirectCode RN R PAIHTTPIRSES . S
A String
R Redirect
Fi4: BEMRBT RFENIEXE
X H5hRA 01 (2022-08-16) IR © LA ABIRAE 140



JHRIFMEIRSS
APl 2% ( FIEKXI ) 5 API

IaRzH2E

HTTP/1.1 status_code
Date: date
Content-Length: length

NaRLES Sk
ZERIMRCE R ERATEER, RAESEHR3-19,

R EEITE
ZiaRNaALGE B AR HEITR.

ERIEREE
THHER, IEHRCEaaERe-2F.

ERTHI: BBHITEIEREECQEE L URL

PUT /?website HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:40:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:pUK7YpOyebng4P6gqzVjoS7whoM=
Content-Length: 194

<WebsiteConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>www.example.com</HostName>
</RedirectAllRequestsTo>
</WebsiteConfiguration>

ARG BZEREREEREEREEMHEEE URL

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164360D144670B9D02AABC6

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSItgMZ/AoFUX9711xx8s67V3cCQtXWk
Date: WED, 01 Jul 2015 03:40:29 GMT

Content-Length: 0

5.3.2 SREVBRIMAECE

INRENA
RELZEEERNNGEEER .

ZFRPTICRIE, FEMWFERRITEBGetBucketWebsiteflATINR . BUIABR TR
WHFFEE AT LABTILRME, B LABIT IR SRR AP RSN G E R, .

IEXRHEER

GET /?website HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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1% Rlﬁlu\/ ﬁ

HEESES

IBKARTTE

N AEE ST

N RzER Sk

iz L=bgve

A=A R

i5RBl

N

!

AR

IZEKEEPRNMEREE S,

\ﬂb

ZERERALERL, MZ&3-3,

ZiaRBERRAMERBEREITE,

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<WebsiteConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>hostName</HostName>
</RedirectAllRequestsTo>
</WebsiteConfiguration>

IZIERIIINGE S ERATEE L, BRiE555%3-19,

FEFRIREIIIAE AP E SHEE TR SIRERAIMIAEEIBFRANEKHEE
=, WBKERTE,

LEIBEK AT RERAF IR TR IR AN T R5-445H14

& 5-44 15 EEIR
IR iR HTTPIRZSHS
NoSuchWebsiteConfiguration | #@9Websitefit ERFIE 404 Not Found

HRBIRCEZEEER6-29,

GET /?website HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:41:54 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:Yxt1Ru+feHEOS94R7dcBp+hfLnl=
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HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164363442EC03A8CA3DD7F5

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSFbGOmMINOBVp1kbwN3har8jbVvtKEKN
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:41:54 GMT

Content-Length: 250

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<WebsiteConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>www.example.com</HostName>
</RedirectAllRequestsTo>
</WebsiteConfiguration>

5.3.3 HIFRERI ML ECE

HIpREERRIM LR RS S .
SIEFIATIIRE, FRIERIATEGDeleteBucketWebsitefl R, FRIAMBST FREH
REFEE T LARTILRE, BeliBT iR &R RISS AP RIBENEEARF .

iEKRiHERFl

DELETE /?website HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

HESH
AR R EREE S

Ei“ﬁlu\%
ZIERERATLEEL, BfkE2IE3-3,

ISRHETTE
ZER BB ERNETE.
NaRGHEE

HTTP/1.1 status_code
Date: date
Content-Type: type
Content-Length: length

NaREHRSE
ZERIMRCE B ERATEER, BAESEHR3-19,

AGEE TR
ZIERAAEE PR EEITTE,
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tERIRE R
THHER, IEHRCEaaERe-2F.

N —
(=R mN

DELETE /?website HTTP/1.1

User-Agent: curl/7.29.0

Host: bucketname.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:44:37 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:AZ1bON5eLknxNOe/cOBISV1bEqc=

e Rz 73~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF2600000164363786230E2001DC0807

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSFUGA4fEyDRgzUIEY2i71bJndBCy+wUZ
Date: WED, 01 Jul 2015 03:44:37 GMT

5.3.4 1R &1EHJ CORS B E

ab
THEEN 4B

CORS ( Cross Origin Resource Sharing ) , BNEIRZERE, BW3CHREHALIRS
A9—FMHLEAN S, fﬁi?%?ﬁﬁ”%ﬂ’\]ﬂ%iﬁiﬁiﬁ’]ﬁﬂgo EBEERNRMIUEKRF, AFRER
B&SOP ( Same Origin Policy ) 97 E, —1-MIGHIHIATIRNBS EFREESHZ— 1 MuhAY
AR RERER,

OBSAVFERENIRFE E%E’Jﬂﬁfsﬁ , EIEFRYERT, OBSHINERILARL MG B
(B2 EBINMLEEE ) . REHTTEZSAICORSEE, OBSHRIMLL A BENT N
S— GRS K .

HBIRN ISR

o {RATLAMEFICORSSz 4%, fEM)avaScriptiIHTML 53kF932WebrzFE, EHEAEIOBS
FREE, MABREIERSSEMPE.

o AILMERHTML SFRRIMEIRINGE, BIZMOBS LIEXH, B LEHE, EEE
MWeb FHFEHRE .

o EEEAREAAIFNEMIDT . $$T§_€$EIHTML SNFE, BERILAS|IRTFIEEOBSH
AIWeb={FaiElH, ILXLERFREHEZS N MIGHEE,

ZFRPTICRIE, FEWEFERRITEBPUtBucketCORSIXIR . BRIAER ™R BEMEAIAT
BETLHITIERGE, BaLiBTRERRIESAPREBEIRGEEAR

IERIHSHEFR

PUT /?cors HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Length: length
Date: date
Authorization: authorization
Content-MD5: MD5
<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<ID>id</ID>
<AllowedMethod>method</AllowedMethod>
<AllowedOrigin>origin</AllowedOrigin>
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<AllowedHeader>header</AllowedHeader>
<MaxAgeSeconds>seconds</MaxAgeSeconds>
<ExposeHeader>header</ExposeHeader>
</CORSRule>
</CORSConfiguration>
IERHESH
ZIERBEPRARAERERS .
BXHE L
IZIERFERAATEELIMICORSIEKRBERL, BASIFRS3-3FFK5-45,
2 5-45 CORS i5KiHBL
HELZR A BRIk
Content-MD5 | $ZEERFC 1864tRA&EITEHIHEANMDSHEF T =

£, BENEEAK128-bit MD5ERiIbase64RiIE1S
FRIFRTE,

AR String

7 n581G6hfM7vql4KOvnWpog==

IBKARITE

USRS, FEEBKRAYESAFEERAICORSEEER . EEEFERIUXMUSI L
&, BIARIECETTRNZRS-461#1R

% 5-46 CORS et

=

fER

CORSConfigu
ration

CORSRulesfItRTI 52, mAAREIZ64 KB,
KA Container
RE=: Too

ali

CORSRule

CORSHEMI, CORSConfiguration FaJHxZ&E100
AHI

KU Container
R m: CORSConfigurations,

i

—ZRulefItRR, HARBII 255N A= ehE
B o

SAY: String

R¥5 & CORSRule,

iy
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2R iR BBk
AllowedMeth | CORSHINI /8iFHIMethod o =
od A String
BE: GET. PUT. HEAD. POST . DELETE
L& CORSRule,
AllowedOrigi | CORSHIMIftiFE00rigin ( ERGZH=MHE, (N | 2
n BFEIEE ) , BIENFRALHTTE, bl
—EERF “*7 o B—AllowedOrigina] LA ERZ
— 7 BECHT
ZERY: String
RXFE: CORSRule,
AllowedHead | BeECORSIERFBBIFHETHI “ Access-Control- &
er Request-Headers” sLigf, tIR—MEKT 1
“ Access-Control-Request-Headers” sLisf, MRAF
ILEZ_EAllowedHeaderdrIBECEIANR—1NE]
AYCORSIEX (BEFIENFRALHTIE ) . B—
AllowedHeadera] LAF®RZ— “*” BERT, A1
BT,
A String
75 CORSRule,
MaxAgeSeco | EFimA]LAZIFRICORSIONATE), LARDAEL, B
nds B CORSRUleTILIBEES—
MaxAgeSeconds, BILAIREAGE.
A Integer
5 CORSRule,
ExposeHeade | CORSIIRHTAIFMININSkEY, LEFIRIRHEINIMNIE | B
r B, Aahm=sig,
ZERY: String
R CORSRule,
A =)S S
HTTP/1.1 status_code
Date: date
Content-Length: length
IVHEISES
ZIEkNAEEFERATIEESL, BREESER3-19,
RIS S
ZiE KA EEARTHETTER .
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TRIRMNGHE

BRI

il iz 73~ 451

ThFRiEIR, PTEBIREEEEER6-21F,

PUT /?cors HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 03:51:52 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:lq7BGoqE9yyhdEwE6Ko0j)7ysVxU=

Content-MD5: NGLzvw81f/A2C9PiGO0aZQ==
Content-Length: 617

<?xml version="1.0" encoding="utf-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>HEAD</AllowedMethod>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedOrigin>www.example.com</AllowedOrigin>
<AllowedHeader>AllowedHeader_1</AllowedHeader>
<AllowedHeader>AllowedHeader_2</AllowedHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
<ExposeHeader>ExposeHeader_1</ExposeHeader>
<ExposeHeader>ExposeHeader_2</ExposeHeader>
</CORSRule>
</CORSConfiguration>

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643627112BD03512FC94A4

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSYi6wLCAbkrvuS9sgnlRjxK2a5Fe3ry

Date: WED, 01 Jul 2015 03:51:52 GMT
Content-Length: 0

5.3.5 $XHEYfERY CORS ECE

IERHBER

IERHESH

IREVEENHICORSECEIE S -

ZFRPITICRIE, FEMRMITEBGetBucketCORSIXNIR . FUIAER TR BEHEAIAT

BETLUATIRE, ALlBd iR BRI R RN EMBF

GET /?cors HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZEKHEEPMEREE S,
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IEXRHRL

ZERERALERL, BA2ER3-3,

ERiHRTTR

N Bz ST

HTTP/1.1 status code

Content-Type: application/xml

Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CORSConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">

<CORSRule>

</C.:.(-)RSRule>
</CORSConfiguration>

NaRzH Sk

IZE RN E S ERATLERL, BRiE5E%R3-19,

IR EEITER

FUIERREIRIDAE AP S RIECETTRIN FRS-47HE

% 5-47 CORS Fe&t=

BR ik

CORSConfiguration | CORSRulesfItRT =, TAAF#BII64 KB,
£AY: Container
KR To

CORSRule CORSHIM, CORSConfiguration FaJE22E,2 100 MM ,
#7Y: Container
L= CORSConfiguration,

ID —ZZRuleftRiR, HAFRBII 255N FHIFRFRER -
AU String
L& CORSRule,

AllowedMethod CORSHRM 581FAIMethod .
ZERY: String
B%E: GET. PUT. HEAD. POST . DELETE
RXY5 & CORSRule,
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2R

ik

AllowedOrigin

CORSHINIABIFAIOrigin ( BRIFEBIZEE ) , AH—
MEER” *7 o B—MAllowedOriginAT LA ERZ—1
“*7 BET o

AU String

R E: CORSRule,

AllowedHeader

BLECORSIHERPABUFETTHI “ Access-Control-Request-
Headers” 3Lig, W1IR—/MEKT 7 “ Access-Control-
Request-Headers” skig, MSRBILE EAllowedHeadersR
NEESINIR— I EIERICORSIEXK, —1
AllowedHeadera] LAF&®RZ— “*” BT, AAHIMET
o

ZERY: String

AT CORSRule,

MaxAgeSeconds

ZFimn] LAEFHICORSIaMATE], LARY BN,

B/ CORSRuleAT LA EEZ—{"MaxAgeSeconds, TTLAIE
HRAE,

A Integer

R4 CORSRule,

ExposeHeader

CORSIIR F7=RIMIINSKIE, BEFinttEIMNIER, =
Gl

ZERY: String

R CORSRule,

HiRIERHE

IHEIBK AT BERTAF A SR IR N T 3R5-481#1A

& 5-48 1E%EIR

Hi=g fEiR HTTPIRZSES
NoSuchCORSConfigurati | f#8HICORSECERZIE 404 Not Found
on

HRBRCEZEEER6-29,

== —

BRa~
GET /?cors HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:54:36 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:WJGghTrPQQXRuCx5go1fHyE+Wwg=
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HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164363593F10738B80CACBE

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSpngvwC5TskcLGh7FzZ5KRmCFlayuY8p
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:54:36 GMT

Content-Length: 825

<?xml version="1.0" encoding="utf-8"?>
<CORSConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<CORSRule>

<ID>783fc6652cf246c096€a836694f71855</ID>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>HEAD</AllowedMethod>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>

<AllowedOrigin>obs.example.com</AllowedOrigin>
<AllowedOrigin>www.example.com</AllowedOrigin>
<AllowedHeader>AllowedHeader_1</AllowedHeader>
<AllowedHeader>AllowedHeader_2</AllowedHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
<ExposeHeader>ExposeHeader_1</ExposeHeader>
<ExposeHeader>ExposeHeader_2</ExposeHeader>
</CORSRule>
</CORSConfiguration>

5.3.6 HHBFHERY CORS EcE

@Bﬁ?EEﬁEQCORSEEEEEO PR R LA R A R RIRT SIS A BE B R E b X RYiE
kipial,

EFHHTHIRE, EERIFHITEEPUtBucketCORSHUR (EAR SR P EC S MIERIE
CORSHPRATFNIR BHHHCORS{FEAR—Action) .

iERiHEREl

DELETE /?cors HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

1% Rlﬁlu\/ ﬁ
1/(1% ~ﬁlu\q:lz_{§ﬁﬁ “ﬁ, IS M o

1% Iél%\%
1%1%?{§£H/\:/H\:;ﬁlu\7k5 E\'{ZK% §3'3 o

IBKHETTE
iz(lﬁ —kﬁ:u\qz’z_{ﬁﬁﬁ sﬁl\.ﬂjﬁ% o

N Rz /2

HTTP/1.1 status code
Date: date
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NaRzER Sk

AL R TR

EIRIAER

iERBI

Ml iz 73~ 451

Content-Type: application/xml
Content-Length: length

IZIERAIBAME B ERAEEE L, BIMEE2E%R3-19,

IZIERAINARLE B AR HHEITR .

TAFIHRIEIR, PTEBIRELESERE-2F,

DELETE /?cors HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:56:41 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mKUs/ulPb8BP0ZhvMd4wEy+Ebil=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF26000001643639F290185BB27F793A

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSLWMRFIfckapW+ktT/+1AnAz7XINUOb
Date: WED, 01 Jul 2015 03:56:41 GMT

5.3.7 OPTIONS ##

IHRENA

OPTIONS %’ﬂﬂjhiaﬁ, zen)jlﬁﬁELfAHEzlﬁﬁE’J—Wlaﬁ BEHRATENEFig
HEENRSZIHEHTIRENISIR . REXITNERAINERE, ERiGAFHIAHITEEE

E’Jlﬁ—k
OBSAFEM MR FESHIMNIUER, FEEMWAYERT, OBSHIRERILAR IMELE
,J?j;(‘ XFMERZSET, OBSHHIEIENIRSS IR, BELIEZFiR&IXAIOPTIONSTR
1% o
ZLMEOPTIONS, OBSHUBMARELZELECORS, XFCORSHFEMIRE, H2NET
S EEAYCORSEE .

5 OPTIONS WZHIX B!

IEXRHEEF

OPTIONSRISRFBIEURLFIEEIIRE ; OPTIONSHEIRIAZAIURLAMEES , THREEX]
K8 . MERBERITH:

OPTIONS /object HTTP/1.1
OPTIONS / HTTP/1.1

OPTIONS / HTTP/1.1
Host: bucketname.obs.region.example.com
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ERIHRSH

iﬁ *iﬁ l%\%

iERiHRTTE

NS IS =22

N Rz H Sk

Date: date

Authorization: authorization

Origin: origin
Access-Control-Request-Method: method

ZEKHEEPMEREE S,

IZIERERRTHEE LN TRS-49F7

% 5-49 OPTIONS i53KE &L

HEkER |

Origin FisRIEERE IS ROrigin (BEMNESE ) .
ZH: String

ali

Access- LSRRI LIFIIHTTPA X, TJLF210N a1k
Control- 15 o
Request- AY: String

Method
B%E: GET. PUT. HEAD. POST . DELETE

il

Access- SCRRERATLAFHIHTTPLS, albAmZ N3k,
Control- 38U String

Request-
Headers

iy

HTTP/1.1 status_code

Content-Type: application/xml
Access-Control-Allow-Origin: origin
Access-Control-Allow-Methods: method
Access-Control-Allow-Header: header
Access-Control-Max-Age: time
Access-Control-Expose-Headers: header
Date: date

Content-Length: length

120 Rz {sE AR B SN T R5-50F 7
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2% 5-50 CORS RSk
HESLETR A
Access-Control- WNR1ERAIOriginiw EARSZ iwAICORSELE , NEIWAIARE]
Allow-Origin Eﬁ NOrigin,
Z£AY: String

D) UMETSPave

%j:l:

Access-Control-
Allow-Headers

WNERiEKAIheadersi# BIRSBIKAICORSEE , MTENAZH
B3 X headers.,

2584 String

Access-Control-Max-
Age

BR55imCORSECE FAYMaxAgeSeconds,,
Jery:

Integer

Access-Control-
Allow-Methods

ANERiEKAIACcess-Control-Request-Methodiik B IR SS iwHY
CORSECE, MEMMNHEEXErulesifIMethods,

28 String
B%E: GET. PUT. HEAD. POST . DELETE

Access-Control-
Expose-Headers

=N R E S

ARSS

7&#'.]

imCORSHL & HAYEXposeHeader,
String

ZEKNERGE SR A HETTER,

AR AT BRI ISR IR AN T 3R5-5 1414

%5 51 #155'5%5195

HIRG )% HTTPIRZSHS
Bad Request Invalid Access-Control-Request- 400 BadRequest
Method: null
#BECE T CORS, OPTIONSHERT, 185
IIAmethodskig

Bad Request

Insufficient information. Origin 400 BadRequest

request header needed.

FEBCE T CORS, OPTIONSHERT, 848
BN ANoriginskig .
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iBERTA

il iz 73~

b e ik HTTPIRZSHS

AccessForbidden CORSResponse: This CORS request is | 403 Forbidden
not allowed. This is usually because
the evalution of Origin, request
method / Access-Control-Request-
Method or Access-Control-Requet-
Headers are not whitelisted by the
resource's CORS spec.

#BECE 7 CORS, OPTIONSHEHRY,
Origin. method. Headers5{f—rule

LEcA L.

HARRELESER6-27F,

OPTIONS / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:02:15 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:7RgP1vjemo6U+Adv9/Y6eGzWrzA=
Origin: www.example.com

Access-Control-Request-Method: PUT

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436314E8FF936946DBCIC
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT,DELETE
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader_1,ExposeHeader_2
Access-Control-Allow-Credentials: true

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTLYimJvOyJncCLNmM5y/iz6MAGLNXTUS
Date: WED, 01 Jul 2015 04:02:15 GMT

Content-Length: 0

5.3.8 OPTIONS £

INRENA
B2 ET OPTIONSHA,
5 OPTIONS #RIX B!

iERiHEREU

OPTIONSHSFFEURLFRISAERISA ; OPTIONSHEIRSHIURLIIEES, TRisEx
5. MENBRITHIN:

OPTIONS /object HTTP/1.1
OPTIONS / HTTP/1.1

OPTIONS /object HTTP/1.1
Host: bucketname.obs.region.example.com
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iﬁ *iﬁ l%\%

iERiHRTTE

NS IS =22

N Rz H Sk

Date: date

Authorization: authorization

Origin: origin
Access-Control-Request-Method: method

ZEKHEEPMEREE S,

IZIERERRYHEE LN TRS-52F7 .

% 5-52 OPTIONS i53KE &AL

HEkER |

Origin FisRIEERE IS ROrigin (BEMNESE ) .
ZH: String

ali

Access- LSRRI LIFIIHTTPA X, TJLF210N a1k
Control- 15 o
Request- AY: String

Method
B%E: GET. PUT. HEAD. POST . DELETE

il

Access- SCRRERATLAFHIHTTPLS, albAmZ N3k,
Control- 38U String

Request-
Headers

iy

HTTP/1.1 status_code

Content-Type: type
Access-Control-Allow-Origin: origin
Access-Control-Allow-Methods: method
Access-Control-Allow-Header: header
Access-Control-Max-Age: time
Access-Control-Expose-Headers: header
Date: date

Content-Length: length

ZIERERRYHEE LN TRS-53F .

N5k 01 (2022-08-16)
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% 5-53 CORS i&KkiHEsL
HESLETR A
Access-Control- WNR1ERAIOriginiw EARSZ iwAICORSELE , NEIWAIARE]
Allow-Origin Eﬁ NOrigin,
Z£AY: String

D) UMETSPave

%j:l:

Access-Control-
Allow-Headers

WNERiEKAIheadersi# BIRSBIKAICORSEE , MTENAZH
B3 X headers.,

2584 String

Access-Control-Max-
Age

BR55imCORSECE FAYMaxAgeSeconds,,
Jery:

Integer

Access-Control-
Allow-Methods

ANERiEKAIACcess-Control-Request-Methodiik B IR SS iwHY
CORSECE, MEMMNHEEXErulesifIMethods,

28 String
B%E: GET. PUT. HEAD. POST . DELETE

Access-Control-
Expose-Headers

=N R E S

ARSS

7&#'.]

imCORSHL & HAYEXposeHeader,
String

ZEKNERGE SR A HETTER,

AR AT BRI TR IR AN T 3R5-544#14 o

% 5-54 #155'5%5195

HIRG )% HTTPIRZSHS
Bad Request Invalid Access-Control-Request- 400 BadRequest
Method: null
#BECE T CORS, OPTIONSHERT, 185
IIAmethodskig

Bad Request

Insufficient information. Origin 400 BadRequest

request header needed.

FEBCE T CORS, OPTIONSHERT, 848
BN ANoriginskig .
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b e ik HTTPIRZSHS

AccessForbidden CORSResponse: This CORS request is | 403 Forbidden
not allowed. This is usually because
the evalution of Origin, request
method / Access-Control-Request-
Method or Access-Control-Requet-
Headers are not whitelisted by the
resource's CORS spec.

#BECE 7 CORS, OPTIONSHEHRY,
Origin. method. Headers5{f—rule
CEeA L,

HARRELESER6-29F,

(=R G N]
OPTIONS /object_1 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:02:19 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:bQZG9c2aokAJsHOOkuVBK6cHZZQ=
Origin: www.example.com
Access-Control-Request-Method: PUT

il iz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643632D12EFCE1C1294555
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT,DELETE
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader_1,ExposeHeader_2
Access-Control-Allow-Credentials: true

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS+DXV4zZetbTqFehhEcuXywTa/mi3T3
Date: WED, 01 Jul 2015 04:02:19 GMT

Content-Length: 0

5.4 XIRIEE

5.4.1 PUT H{&

ThEeN A

FFREOBSEAHBIRZ THZE, RAILARAPUTIRMENAIUSISR LEEIES,, LEXT
SIFFRIEEEEIMREIN—TNR, RITZRFEERFREHNSIIR.

AR
E—MEPEEIREEE—RY.

ERARFBRSIRFNER T, NREEEERELEHEEIINREENNSR, BF
LMK ESBERRINSR,; ATHEREETEREIEFRBEIRA, BFRY
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LAFEEKEE LN Content-MD5 3%, rjzﬂ:ra/RT, OBSW R EEHIRIF,
SXTFHITMDEIREE, INRA—HNIREIHEBER .

FAFERI LA _EERISREHEEX-0obs-acl B4, IREXIRAMNRIZHIZRE . INREZH
P LEXNRIIRISE-obs-aclZ2#, NiZXIRAAT LKA OBSAFIAEIE.,

ZIRESZ IR S IR INZThEE

ER EESISKISERRIO, 5GB], MIRFE LIEBISCBRIAX M, FTEBI SRR
1’E;E \‘EXJ:1§O

OBSIRBENHRAIS . NTEAFPELEHITEEIE, OBSIEMH T —F o IURL
SR BIEIRAGEIRHIEN °/" , GU0 “test/123]pg” o LAY, “test” Bt
1R T — N3k, “123.jpg” MUEEHIRYE “test” MHFETRINHRT , MEhR
£, WRETR (Key ) AR “test/123jpg” o HEBBHANINR, AEFE LS
LIS BT . A LRSS SIRIRE, MSEEANFHR0, EHa b
SRTAENMR, EREFESBENTRKN.

5 POST HERIXEI

PUT bfEh28uBidiEkskigf&i®; POST LIENIERIEBIRPHIRERINEE

PUT LERAEURLFISENIRE; POST LIZRZAIURLAMEER , THEIEENRE
RERBERITHAII9:

PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

AR

fERPUT LIZIERET, HRAPIMRERPOSTIE, U EERIOBSHINREURERZE
W

X FPOST EEMNEZFMER, BSEPOSTLEIE,

ZIRA
NEFBIZ RSB, RRASBIANRER— T E—REAS, HEESE
Mo N7z Skx-obs-version-idiIR[EZARAS . MIRBEHIZIAIREZREEHY, WITRAILR
AEHRnull, XFEHPSBIRARE, SIRBERENSIREARE.

BXREEER

PUT /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: length

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>

IERHESH
AR ERSH.

iERiHRk

IZERKERAATRERL, BRMESIER3-3, ZEKRAILUERMINAERL, B
#&R5-55/7 o
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(AR

OBS3FE LN RAFEBREEHHTTPIMAERI6SMERKK: Cache-Control, Expires.

Content-Encoding. Content-Disposition, Content-Type. Content-Language. 315 H{&
ObjectAitigE TIXLIERL, OBSSEREIGXLLIFRIERT TR, X6 MEHATLAEITOBSEZ
HANMEEII RITTERAPIZ I TIEL . EiZObject#i FEELEHEADRIEHER, XLARTFRIEIS
SRR BRI MAIHTTPLE IR EIZ i .

% 5-55 i{FKiHESL

HESLBIR

g

Content-MD5

IRBERFC 1864RELTH HIH SARIMDSIHEF T,
BIiERA128-bit MD5{EZ 1T base64RiBE15EIRIF
FFERo

ZERY: String

afl: n581G6hfM7vql4KOvnWpog==,

x-obs-acl

BUENIRAT, AJLANNEUIEE LS EXTRAI RIS
REE, FERNREEATENXEBRE, 8&:
private; public-read; public-read-write

ZEHY: String

RHA: FRFRAZIURITRE )RS o

SEf5x-obs-acl: public-read .

i1y

x-obs-grant-read

BIENIRAT, (ERLLEIEBR FATE BRREIEX
SIBREIRITEIRAIIR -

ZEHY: String
SCfflx-obs-grant-read: id=domainID, JNSRIZIES
MER, FEBY,9E,

iy

x-obs-grant-read-
acp

BIENISRAT, (ERILLLEIZAAF FETE P AIRE
XTRACLAIRSR -

28 String
SC5ix-obs-grant-read-acp: id=domainID, NSRIF
LETHEP, FEE,DE.

i1y

x-obs-grant-write-
acp

BIENIRET, (ERILtLTE R domain FEFERFES
XFRACLAIIIER o

ZERY: String
SEffilx-obs-grant-write-acp: id=domainID, ZNER#EEIR
H[BIMHEP, FEEY,DE .

iy

x-obs-grant-full-
control

BUEERTSRAY, ERLSLIF R domain FRErBRFPAIX
WR . IRERIRITHIE . FKEDIRACL, EITRACLAY
R o

A String

Sf5ilx-obs-grant-full-control: id=domainID, #1545
WEZPHEP, FEE, DE.

iy
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HESLBIR

g

x-obs-storage-
class

BIEEITSRAT, ALAIN LSS ERTRATFEEERY,
WNRARIREIL L, NLMEHBHAEEEEEATR
RITEfEREY

A String

HBA: TRfiBEB53%h: STANDARD (FRERME ) «
WARM (iB7ZfE ) . COLD (187FE ) » EIiXEBaE
BHYEA: STANDARD. WARMHICOLD, FEA/NS
BUR

fl: x-obs-storage-class: STANDARD

x-obs-meta-*

BIEXISEAT, ATLATEHTTPIERAIIALL “x-obs-
meta-” FFELBYEESL, ARIIABEXRITEIE, L
EXNNRHITEENEE . HEPRBULREE S
X RITTEIER, IMABNBEE N THIEESERENHE
BRYLPHIT,

A String

~ffll: x-obs-meta-test: test metadata

AR BENTTHIEKey-valueXd &R RFF S US-
ASCll,

iy

x-obs-website-
redirect-location

HIIZE T Websitefie &, FJLUSIKREUXMRIRAYEK
SEMEMASZ—IURFI—IIMEIURL, OBSKIX
MEMSLIEAFEE, REEXSRAITTERES .

BiIgn, EEEERIMAS—XIR:
x-obs-website-redirect-location:/anotherPage.html
HEEMIERE—FMBURL:
x-obs-website-redirect-location:http://
www.example.com/

A String

FINE: T

g,(JEE L\Z‘;ﬁl«\i “/v . “http://” Ejz “httpS://” F%,
KEFREI2KB,

iy

x-obs-server-side-
encryption

FRIZLSRRRS IR RSSE-KMS B .
AU String

f5: x-obs-server-side-encryption: kms

Lif

SSE-
KMS
PE="
AY,

ricgs
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HERSLER fEiA i
x-obs-server-side- | S¥iR: &
encryption-kms- | i side e FRE—MNESERIIEERIR . ZHRFIIE
key-id HOAT R

1. “regionID:domainID(fBF1D):key/key_id” , Erh
region| D2{FEREAF/EregionflyID; domainIDE(E
BZEREHEFAVFEFID; key id@MNEIEINZIRSZ
HERIRSCIZENZIAID, Bl x-obs-server-side-
encryption-kms-key-id: regiomexampledomainid:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0
2. “key_id” , key it NEIBIIAAIRSEIAEIIRSS
8292 $8ID,, ~fl: x-obs-server-side-encryption-
kms-key-id: 4f1cd4de-
ab64-4807-920a-47fc42e7f0d0
£RBRH:
WIRIGE T x-obs-server-side-encryptionskis B {E
“kms” , BIIEEKmsIIZE LS, FREERIZLIEE
ENNEER .
AIME:
SIEFERkmsIIETL R, BRIZEISRAT, FIA
NEZRSRER . MRBMANEEIRAEFE, ER
BEOACIZFER .
x-obs-server-side- | SSE-CHT{ MERiZkIE, ZkigRIIZERNE Bo
encryption- % =1k
customer- S String Fa
algorithm _ . . SSE-
f5: x-obs-server-side-encryption-customer- 5
algorithm: AES256 =
2958 FEHx-obs-server-side-encryption-customer- | By,
key, x-obs-server-side-encryption-customer-key- WA
MD5—i2fEM
x-obs-server-side- | SSE-CI = MEAIZKI, iZkgFRRINZERRYZE Bo
encryption- B. ZEBBTMEIIR, =H(E
customer-key SAU: String H
SSE-
l: x-obs-server-side-encryption-customer- h
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/ %
rCB2o/9Cw= it
£95R: iz H256-bitaYE R d base64-encodedfs | w4
B, FZEFx-obs-server-side-encryption-customer- % .
algorithm, x-obs-server-side-encryption-customer-
key-MD5—#2E
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HELER fiik =B
x-obs-server-side- | SSE-CITU NMEMIZLIS, ZLEFRRINZFERNER | B
encryption- AIMD5{E ., MD5ERTRIEZBERITIEFIRAH =1k
customer-key- 2. A
MD5 ZERY: String SSE-

_ . . Ch
f5: x-obs-server-side-encryption-customer-key- %
MD5:4XvB3tbNTN+tIEVa0/fGaQ== B,
295K iZ3k i HE5ERY128-bit MD5{ELZidbase64-
encodedf§%l, FEFx-obs-server-side-encryption- %
customer-algorithm, x-obs-server-side-encryption-
customer-key—iefEFH .
success-action- HWESHAVER—PURL, BFEEILXEKEERY | &
redirect R fSRYEE E [ATHELE
o MNRMSHEBNERIENIN, THLFS/303,
LocationsLigi ALt SHARFE R . MRE . JWRAY
ETagBhk o
o NMRIMSHETLR, NWOBSRHEILSEIRIER,
Locationkig Axdseitbiit, MR ASRIEERERINE,
KMIEEIRE,
A String
x-obs-expires RROURANDERRYE, BURXR, SHIZENREE | &
Bnffibg. ( \IIREIEREFIEITE )
WFENTFEMNNIRZF LENERE, thFEHE
e TEdERE e .
HAY: Integer
5 x-obs-expires:3
IBRiBETE
IZIEKHEFAMEREETER, @RRAFTHIEXRIIEE.
IRLE S
HTTP/1.1 status code
Content-Length: length
Content-Type: type
IRGEE sk
ZERNMAERFERAAEEEL, BAiESER3-19,
BRAHIMAERSLZSh, BRI e AEINZRS-56FANEE L .
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2 5-56 [ NNmAE Sk

HELZFR )%
x-obs-version-id SRR AS . WRBIZIRARE IS, U
SIREIGRARAS .

AU String

x-obs-server-side-encryption MR RSB IHINZRSSE-KMSH T, MM E &%k
1% .

ZEAY: String

l: x-obs-server-side-encryption:kms
x-obs-server-side-encryption- | {1RIRSZIHINZERESSE-KMSH T, W &iZk
kms-key-id fa, ZLHFRREERR.

A String

¥z 9: regionlD:domainID((2F1D):key/
key_id

Hrhregion| D2{FB=$BFr/EregionddID;
domain|D2fFEAZAFEEFAIFEFID; key_id
BARRNNZ(ERRIZRID

7fl: x-obs-server-side-encryption-kms-key-
id:regiormdomainiddomainiddomainiddoma000
1:key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption- | {NSRARSZIHANZE ESSE-CHT, TN &%k
customer-algorithm ia, 1ZSKRFRAINEFERNEE.

A String

f5: x-obs-server-side-encryption-customer-
algorithm: AES256
x-obs-server-side-encryption- | A1RIRSZIHINIZESSE-CHT, MNE&iZk
customer-key-MD5 fa%, 1ZkigFRAINZEFEBINZEERIMD5E,
A String

l: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==
x-obs-storage-class SR AIEFREFEXIRAET, SIREIL Sk, AJEY
{E)9: WARMELZCOLD

ZEAY: String

Rz LEbave S

ZIE SRR A B BN G HETTR.

HEIRIURZHE
ZERIRETRFHER, FEERCEaaERe-2H.
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BRRG: EEXR
PUT /object01 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:11:15 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqplLg30dEX7GMi2qFWyjdFsyw=
Content-Length: 10240
Expect: 100-continue

[1024 Byte data content]

MaRERB): _EfEXTSR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164364C10805D385E1E3C67

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAWJAMAABAAAQAAEAABAAAQAAEAABCTzu4)p2lquWuXsjnLyPPiT3cfGhgPoY
Date: WED, 01 Jul 2015 04:11:15 GMT

Content-Length: 0

~ — — .
BRI G: EERUERISE ACL
PUT /object01 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:13:55 GMT
x-obs-grant-read:id=52f24s3593as5730ea4f722483579ai7,id=a93fcas852f2453596ea8366794f7224
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqplLg30dEX7GMi2qFWyjdFsyw=
Content-Length: 10240
Expect: 100-continue

[1024 Byte data content]

NapRfl: EAEXISRAERTIRE ACL

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164845759E4F3B39ABEES5E

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSReVRNuasOknl+Y96iXrZA7BLUgj06Z
Date: WED, 01 Jul 2015 04:13:55 GMT

Content-Length: 0

IBRTG: BIFES R _ EENR

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-storage-class: WARM

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/d)qj/CJIVLrSZOgpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

MaRCRB: FFFEShRANE EEXTR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577
ETag: "d41d8cd98f00b204e9800998ecf8427e"
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X-OBS-ID-2: GcVgfeOJHx8JZHTHrRgkPsbKdB583fYbr3aRBbHT6mMMrBstReVILBZbMAALIiBYy 1L
Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-version-id: AAABQ4q2M9_cOvycq3gAAAAAVURTRkha

Content-Length: 0

BRI _EENRESHET MD5

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:50 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/d)qj/CJIVLISZOgpw3ng=
Content-Length: 10

Content-MD5: 6Afx/PgtEy+bsBjKZzihnw==

Expect: 100-continue

1234567890

MRRA: EAEXISRETER MD5

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164B165971F91D82217D105

X-OBS-ID-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSEKhBpS4BB3dSMNgMtuNxQDD9XvOw5h
ETag: "1072e1b96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:50 GMT

Content-Length: 0

BRRE: _H{ERIEZE website SEI FEWREEMGE

SR E 7 WebsiteBt &, ZnJLIE LEENRISHITUTIRE, WERHAFE TEXY
REFLEFEM

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-website-redirect-location: http://www.example.com/

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/dJqj/CJIVLISZOgpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

IAR~E: _E{ERIERE website SEHl FE R EEM

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTMxB5ufMj/7/GzP8TFwTbp33u0xhn2Z
ETag: "1072e1b96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-version-id: AAABQ4q2M9_cOvycq3gAAAAAVURTRkha

Content-Length: 0

BERH: 7 URL hIEHE2H HETR

PUT /object02?
AccessKeyld=H4IPJXOTQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhaLUrzrzRNZxwS72CXeX
M%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Content-Length: 1024
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[1024 Byte data content]

MaR7Rfl: £ URL REEE R EEXYR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTMxB5ufMj/7/GzP8TFwTbp33u0xhn2Z
ETag: "1072e1b96b47d7ec859710068aa70d57"

Date: Fri, 27 Jul 2018 10:52:31 GMT

x-obs-version-id: AAABQ4gq2M9_cOvycq3gAAAAAVURTRkha

Content-Length: 0

. — . —_—
BRI R

PUT /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:15:07 GMT

x-obs-storage-class: WARM

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/dJqj/CJIVLISZOgpw3ng=

Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

NRGl: EEIREFEERRINR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164846A2112F98BF970AA7E

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: a39EOUgAIAABAAAQAAEAABAAAQAAEAABCTPOUJU5XINYU32fvKjM/92MQZK2gtoB
Date: WED, 01 Jul 2015 04:15:07 GMT

Content-Length: 0

5.4.2 POST L&

IHREN 4B
HHENSRIRERIBEISERIENEIN—MNR, FITZIREEEREFIHEREINSN
fRo
(MARIY:]

E—MEPFEINREEE—RY.

ERARTRSRANERT, NREEEMENELEHERINSEENYSR, AR
FERNFNREBEERINSR; ATHEFEHIRTERIERREERRIA, AP
PATERBIFH 0N Content-MD58 %, fEXMIERT, OBSKEI EERINIRE, &3
WRFITMDEREE, MRA—HUIREIHEEE . APEAT AT LEIRAEEX-
obs-acl2#, IRENKAISPREHIRES

R T A LABPUTER EEXIRS, ERILMERPOST EEXIR .

R EEIRAK/IEER(O, 5GB], UIRFE LIEGEISCBRIKN M, FEEISERIR
ERDER L,

2R S 5 BRSS IR N TR o
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5 puT HEMKXE

EIEN

IEXRHBER

PUT LfEh28uBidiEkkidfgi®; POST LENIMEREBARPIIREBIHIEE,

PUT_H{EFEFEURLFISEX RS ; POST HERRAIURLAEIEISR, THEIEEXTRE -
HERERITHBI:

PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

KTFPUTLENESFMER, ESEPUTLEE,

MRBISRARSZETEH, RRASBMANRER—NE—RIRAS,; WREH
ZIRAINEREFR, NEFREMBIXIRIRASSAnull, FHEIMNIRSX-obs-version-
IdREZARAS . XTFRIISBRART, SRIRERNSRIRE.

POST / HTTP/1.1

Host: bucketname.obs.region.example.com
User-Agent: browser_data

Accept: file_types

Accept-Language: Regions
Accept-Encoding: encoding
Accept-Charset: character_set

Keep-Alive: 300

Connection: keep-alive

Content-Type: multipart/form-data; boundary=9431149156168
Content-Length: length

--9431149156168
Content-Disposition: form-data; name="key"
acl
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"
success_redirect
--9431149156168
Content-Disposition: form-data; name="content-Type"
content_type
--9431149156168
Content-Disposition: form-data; name="x-obs-meta-uuid"
uuid
--9431149156168
Content-Disposition: form-data; name="x-obs-meta-tag"
metadata
--9431149156168
Content-Disposition: form-data; name="AccessKeyld"
access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"
encoded_policy
--9431149156168
Content-Disposition: form-data; name="signature"
signature=

--9431149156168
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Content-Disposition: form-data; name="file"; filename="MyFilename"
Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OBS
--9431149156168--

IERHESH
AR ERSH.
IBRHRL
HERERALEEL, BAESIES-3.

INRABZIRENCORSELEER , NFEEEMBAIHR LI TERS-57F 7.

& 5-57 3XHY CORS B ERYiEKEEL

HESLBR fik BRYIE
Origin FERIEERIEERIFRKOrigin (BE 1 2
B) o

2R String

Access-Control- | SEFRERAILAFAIHTTPL, aJLAT 24 3k
Request-Headers | 13,

A String

i1y

IERHBITER
ZIERHBIH BT RIURERER, RRFRIEES LIIHES-58FR.

% 5-58 15K HEXREITE

SHBIR ) FS
WAt
file HENNERAR ., XESSEXHIRRIISHERE, |2
{ZE:%VE%XB‘%%WO JWRZREB—SHkeyl

KA TSR AR,
HREM: WSHPTARE—TSH, BULS
2 BHIZHAEERER, —MERFRESE—

file2%4,
key B iEK eI REAFR =

ZERY: String
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SHEWR

g

B A

xEH

AccessKeyld

FRIEIEIE R AEEERIACCess Key,

A String

LREM: MNRZBKREIFLEHRIESHpolicysk
signatureft, MAMEFFELILSEL

x

ES

%

policy

ZERIILZ2HRIERIR, policyt&iESEET N
ey HERNRPHETHEEZE T Hpolicyt8=
A String

PRH: ZBucketiZ2fit 7 AccessKeyld (8} signature)
FREBEA, NwREELSE.

xE

£

%

signature

IRIEStringToSignitE B ZFFE
2R String

PR ZBucketiZ2fH T AccessKeyld(skpolicy) FEE
aht, MREIELSE,

x

&

%

token

FkG—igIAIE R AREERIACCess Key, 1BREE
FIMBERNLZLEHKEE . tokenRILSERS T RIMISE
AYAccess Key, iBREZFNEKRNLZ KL,
ZERY: String

AN

HTMLHR: <input type="text" name="token"
value="ak:signature:policy" />

iy

x-obs-acl

CUEEXISRAT, ATLADNLIIEE LS EXTRAINPRE
HIZRRE, (FRNKEATEXNEERE, 8F:
private; public-read; public-read-write; public-
read-delivered ; public-read-write-delivered,
ZEHY: String

=~

POLICYHr: {"acl": "public-read" },

HTMLA: <input type="text" name="acl"
value="public-read" />

iy

x-obs-grant-read

BIENIRAT, fERLELEE I domain FITERF
B RIREIRITEREAINR -

A String
=~
POLICYHr: {"grant-read": "id=domainld1" },

HTMLHR: <input type="text" name="grant-
read" value="id=domainld1" />

iy
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SHEBMR A =5
Wik
x-obs-grant-read-acp | SUEXNIFRAT, FRALLEENdomain FEFEAR | &
BIRERTSRACLEIRSR -
ZEHY: String
il

POLICYHr: {"grant-read-acp": "id=domainid1" },

HTMLHA: <input type="text" name="grant-
read-acp" value="id=domainld1" />

x-obs-grant-write-acp | BIEXIRAS, (FRLLIFFENdomain FRrEAR
ESMSRACLAIR .

A String

=~

POLICYHr: {"grant-write-acp":
"id=domainlid1" },

HTMLH: <input type="text" name="grant-
write-acp" value="id=domainld1" />

x-obs-grant-full- SUEENISRAT, (EALELEIE N domain FRErBF
control BIENR. FKBRXIRITEIE. IKEIRACL. BXY
SACLAIIUR

A String

I

POLICYHr: {"grant-full-control™:
"id=domainld1" },

HTMLAR: <input type="text" name="grant-full-
control" value="id=domainld1" />

x-obs-storage-class BIEEXISAT, ALAINELESLIEIS EXTRATEIEZSE
B, tNERRigEIE, NEABRBOAFMEZEEME
HXIREFESEE,

ZEHY: String

S8R fFMEREIE3M: STANDARD (FRiEEfF
fi#) . WARM (i@fFfi# ) . COLD (i&7Ff%)
X EERIECERI{ER : STANDARD., WARM.
COLD, FBEA/NSEK,

=~

POLICYHr: {"storage-class": "STANDARD" },
HTMLHR: <input type="text" name="x-obs-
storage-class" value="STANDARD" />

iy

iy

iy
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SHEWR

g

Cache-Control,
Content-Type,
Content-Disposition,
Content-Encoding
Expires

XN SHEHTTPAREEESL, OBSEXLSHIC
FTE, HBEPTHIEIISRHead ObjecthT, £
MRz iE B L PIE XS,

A String

il

POLICYHR: ["starts-with", "$Content-Type",
lltext/ll]'

HTMLHR: <input type="text" name="content-
type" value="text/plain" />

success_action_redirec
t

LSHEVER—TURL, BFEEHRIEKIEE

FR TN R fRRYEE E @ AYHBAL

o WMRINSHEBNEEENTI, IWLFSH303,
Locationskigi I SHUARES . [WREF. X
SHIETagBR% -

o WMRISHETLR, NOBSRHEULSEIAIE
F3, LocationskigoxIsitbit, MR/ ABIRYEER
ERRIHEREMIEF IR E .

ZERY: String

il

POLICYHr: {"success_action_redirect": "http://

123458.com"},

HTMLHR: <input type="text"

name="success_action_redirect" value="http://

123458.com" />

iy

x-obs-meta-*

BIEXIRAT, RILAEHTTPIERFION “x-obs-
meta-" JEESLEELL “x-obs-meta-" FFLATEHE
sk, BRIABEMRTERE, MMENTRHITE
ENEE, HAPREUIIREEEGLXIRITEIE
BF, MIARBENTHIRESEREIEEAEEL
EP&IWJO

A String

il

POLICYHh: {" x-obs-meta-test ": " test
metadata " },

HTMLHR: <input type="text" name=" x-obs-
meta-test " value=" test metadata " />

iy
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SHEBMR A =25
success_action_status | IXPMSEISERINIEMNAVIAESRS, RIFRENER | &

200, 201, 204,
o WNRINSHEHIRE 2002204, OBSIILIH
Brhbody s,
o WMRULSHBEHKIZE201, NWOBSIHLALEEF
B8 E— XML EIR L RKIERKAINE N
o HIERFIETUSH NS HIAT, OBSIILL
58204,
A String
-
POLICYHh: ["starts-with",
"$success_action_status", ""],
HTMLHR: <input type="text"
name="success_action_status" value="200" />
x-obs-website- HHBIRE T Websitefic &, AJLUSHKRBUXIMNREY | &
redirect-location BREEOEEA S —MNIREE—MIMEBAIURL,
OBSEIXMMEMN LI AHENT, (REEXNRAITTEIRE
F,
HNE: T
g"JEE le\zﬁL\/L “/» . “http://” .EJZ “httpS://” 9:F
L, KEARBII2K,
x-obs-server-side- FERIZEFRRIRS IR I RESSE-KMSHF . Bo
encryption SH: String =1k
— . . . H
7l x-obs-server-side-encryption: kms SSE-
KMS
Bk
A,
DA
Jri
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SHEWR fEA a8
x-obs-server-side- SSE-KMSH R MEMIZLE, ZkEFzREEHR, |&
encryption-kms-key- | SIRAFRERMEIZLE, BBARANERNGS
id WIEA . MNRBIAEEIBAFE, SEOARIEFE

.

A String

SRS o S EN: S Y Y v

1. regionID:domainID (fE1D):key/key_id

B

2.key_id

HrhregionI D2 AZE$AFTEregionAJID;

domainID2{EAZEAMMEHAFIFEFID; key_id

ENZHEIERS BIZAIZEAID

=~

1. x-obs-server-side-encryption-kms-key-id:

regiorrdomainiddomainiddomainiddoma0001:ke

y/4f1cd4de-ab64-4807-920a-47fc42e7f0d0 sZ&

2. x-obs-server-side-encryption-kms-key-id:

4f1cd4de-ab64-4807-920a-47fc42e7f0d0
x-obs-server-side- SSE-CIH I MERIZSLE, iZSkigFRrNEERN | &o
encryption-customer- | &%, =1k
algorithm SR String A

SSE-

3l x-obs-server-side-encryption-customer- Cr5

algorithm: AES256 =

495 FEEFx-obs-server-side-encryption- A,

customer-key, x-obs-server-side-encryption- A

customer-key-MD5—#e{EFH . i
x-obs-server-side- SSE-CIH I MERZSLE, iZSkgFRrNEERN | &o
encryption-customer- | 58, ZEHRATINEIIR =fE
key 258Y: String }SEH;E

f5: x-obs-server-side-encryption-customer- C7‘3‘_

key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/ =

rCB2o/9Cw= it

2958 i%=LigH256-bitfIER5AZid base64- i

encodedf5%, FEFx-obs-server-side- %,

encryption-customer-algorithm, x-obs-server-

side-encryption-customer-key-MD5—3#2fEF .
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SHEM fEA =a
x-obs-server-side- SSE-CIH R MEAIZK, iZgRRINZEERR | &
encryption-customer- | Z$ARIMD5{E . MD5ERTFIRIEZAERISIER | LfE
key-MD5 B R
A String E;_E'
f5: x-obs-server-side-encryption-customer- %
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ== o}
TR 1ZL i ZEARY128-bit MD5{ERiSbase64- |
encodedi5%l, EZEHIx-obs-server-side- %,
encryption-customer-algorithm, x-obs-server-
side-encryption-customer-key—i2{$Fg

x-obs-expires RN E, BURX. SHiZENRE | &

wWEHER. (MNREEELRETEFRITE )
A Integer
M5 x-obs-expires:3

N RziE 2L

HTTP/1.1 status code
Content-Type: application/xml
Location: location

Date: date

ETag: etag

N RzER Sk

IZIERIIIAGE S ERATLEE L, BRi555%3-19,

BRAHMNERLZIM,

Z 5-59 [fiINMEr;EE sk

AT BE(EFaNZR5-59PRYE Rk

HESLBIR

g

x-obs-version-id

=, W&iRENnull,
A String

SIRARAS . MNRBISIRAREHFE, T
SIRERIRABRSS . MNRBRIZSIRIIRE S

Access-Control-Allow-Origin

AU String

LR E T CORSELE, WNEIBEKAIOriginiER
ZiHAYCORSELE , MITENIN A& &iXNOrigin,

Access-Control-Allow-Headers

headers,
ZEHY: String

LIFIZE T CORSELE, tNR1ERAheadersiFE
IRSSUHAYCORSELE,, NIFENMM FEEIXN
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HESLBIR

g

Access-Control-Max-Age

HiBIRE T CORSELE, RSSImCORSEEFH
MaxAgeSeconds .

28 Integer

Access-Control-Allow-Methods

HIFZE T CORSELE, WNR1EKAYACCess-
Control-Request-Method;# EBRSZimAICORSHE
B, WEmNPEEXSEruledAIMethods,

AU String
BE: GET. PUT. HEAD. POST . DELETE

Access-Control-Expose-
Headers

SHFIRE T CORSELE, ARS3IRCORSACE HAY

ExposeHeader,
A String

x-obs-server-side-encryption

NEIRSIHINZESSE-KMSHT,, BN EZL
13,

A String

f5l: x-obs-server-side-encryption: kms

x-obs-server-side-encryption-
kms-key-id

NRBRSZ IR AN ZSSE-KMSH R, M EEiZk
%, ZkgFRREER.

ZEHY: String

¥z A regionID:domainID(f8F1D):key/
key_id
Hrregion|D2ERZE A /EregionddID;
domainID2{ERZAREEFIIFERID; key_id
EARNINZERRZESAID

fl: x-obs-server-side-encryption-kms-key-
id:
regiorrdomainiddomainiddomainiddoma0001:k
ey/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

YNSRARSSIRANEEESSE-CII =, MARIE &%k,
ZRRTINEFERNEE

ZEHY: String

f5l: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption-
customer-key-MD5

NEIRSIHINZRSSE-CAH, N EEiZkl,
ZSE R RN R BRIMDS(E

A String

M5l: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

DN IS Pave S

ZIE RN E SRR HETER,
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EIRTANH S

TAFHRIEIR, TEBIREEEEER6-2F,

BRE: i@ POST L&

POST / HTTP/1.1

Date: WED, 01 Jul 2015 04:15:23 GMT

Host: examplebucket.obs.region.example.com

Content-Type: multipart/form-data; boundary=7db143f50da2
Content-Length: 2424

Origin: www.example.com
Access-Control-Request-Headers:acc_header_1

--7db143f50da2
Content-Disposition: form-data; name="key"

object01
--7db143f50da2
Content-Disposition: form-data; name="acl"

public-read

--7db143f50da2

Content-Disposition: form-data; name="content-type"
text/plain

--7db143f50da2

Content-Disposition: form-data; name="expires"

WED, 01 Jul 2015 04:16:15 GMT
--7db143f50da2
Content-Disposition: form-data; name="AccessKeyld"

14RZT432N80TGDF2Y2G2
--7db143f50da2
Content-Disposition: form-data; name="policy"

ewOKICAiZXhaaXJhdGlvbil6IClyMDE1LTA3LTAXVDEyOjAWOjAWLjAWMFoiLAOKICAiY29uZGl0aW9ucyl6IFsNCIA
glCB7ImJ1Y2tldCI61CIleGThcGxlYnVja2VOIiBOLAOKICAGIHSiYWNsljogInB1YmxpYy1yZWFkIiBOLAOKICAgIHSiRX
haaXJlcyl61CIXMDAwIiBOLAOKICAgIFsiZXEiLCAi)GtleSIsICIvYmplY3QwMSJdLAOKICAgIFsic3RhcnRzLXdpdGgiLC

AIJENVbnRIbnQtVHLIwWZSIsICJ0ZXhOLy)dLAOKICBdDQp9DQo=
--7db143f50da2
Content-Disposition: form-data; name="signature"

Vk6rwOONQgO9BLhvNSIYWSITRQ+k=
--7db143f50da2
Content-Disposition: form-data; name="x-obs-persistent-headers"

test:dmFsdWUx
--7db143f50da2
Content-Disposition: form-data; name="x-obs-grant-read"

id=52f2453593as5730ea4f722483579xxx
--7db143f50da2
Content-Disposition: form-data; name="x-obs-server-side-encryption"

kms
--7db143f50da2
Content-Disposition: form-data; name="x-obs-website-redirect-location"

http://www.example.com/

--7db143f50da2

Content-Disposition: form-data; name="file"; filename="C:\Testtools\UpLoadFiles\object\1024Bytes.txt"
Content-Type: text/plain

01234567890
--7db143f50da2
Content-Disposition: form-data; name="submit"
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Upload
--7db143f50da2--
— P« e
Nmp7fp: &8 POST L&
HEcEcorsia, M EAccess-Control-*HIEE,
HTTP/1.1 204 No Content
x-obs-request-id: 90E2BA00C26C00000133B442A90063FD
x-obs-id-2: OTBFMkJBMDBDM;jZDMDAwWMDAxXxMzNCNDQyQTkwMDYzRkRBQUFBQUFBQWIJiYmJiYmli
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD,PUT
Access-Control-Allow-Headers: acc_header_01
Access-Control-Max-Age: 100
Access-Control-Expose-Headers: exp_header_01
Content-Type: text/xml
Location: http://examplebucket.obs.region.example.com/object01
Date: WED, 01 Jul 2015 04:15:23 GMT
ETag: "ab7abb0da4bca5323ab6119bb5dcd296"
ML —— ml . SE - Eadi=l—yJh 1
iBKBI: 7 x-obs-acl SLFFHIEETFEEE
Hix-obs-aclSLEFHEEFHESE, SEM@LE, HEWR
YmiOEl, policylIRBH
{
"expiration":"2018-07-17T04:54:35Z",
"conditions":[
{
"content-type":"text/plain"
b
{
"x-obs-storage-class":"WARM"
b
{
"success_action_redirect":"http://www.example.com"
%
{
"x-obs-acl":"public-read"
}
[
"starts-with",
"$bucket",
1,
[
"starts-with",
"$key",
1
1
}
IR BN
POST / HTTP/1.1
Host: examplebucket.obs.region.example.com
Accept-Encoding: identity
Content-Length: 947
Content-Type: multipart/form-data; boundary=9431149156168
User-Agent: OBS/Test
--9431149156168
Content-Disposition: form-data; name="x-obs-acl"
public-read
--9431149156168
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Content-Disposition: form-data; name="AccessKeyld"

H41PJXOTQTHTHEBQQCEC
--9431149156168
Content-Disposition: form-data; name="key"

my-obs-object-key-demo
--9431149156168
Content-Disposition: form-data; name="signature"

WNwv8P1ZiWdqPQgjXeLmAfzPDAI=
--9431149156168
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAxOCOwWNyO0xN1QwODozNDoyM10iLCAiY29uZGl0aW9ucyl6W3siY29udGVudC10eX
BlljoidGV4dCOwbGFpbiJ9LHsieC1vYnMtYWNsljoicHVibGLLXJIYWQifSxbInNOYXJOcy13aXRoliwgliRidWNrZXQil
CAillosWyJzdGFydHMtd2l0aClsIClka2V5liwgliJdXX0=

--9431149156168

Content-Disposition: form-data; name="content-type"

text/plain

--9431149156168

Content-Disposition: form-data; name="file"; filename="myfile"
Content-Type: text/plain

c2c6cd0f-898e-11e8-aab6-e567c91fb541
52b8e8a0-8481-4696-96f3-910635215a78

--9431149156168--

IRz~ : & x-obs-acl KiFFHIBEFELEEY

HTTP/1.1 204 No Content

Server: OBS

Location: http://examplebucket.obs.region.example.com/my-obs-object-key-demo

ETag: "17a83fc8d431273405bd266114b7e034"

x-obs-request-id: 5SDEB00000164A728A7C7F4E032214CFA

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSwWj2PcBEOYcoLHUDO7GSj+rVByzjflA
Date: Tue, 17 Jul 2018 07:33:36 GMT

e — . AN W /3
BRI (EF token HITHEN
POST / HTTP/1.1
Content-Type:multipart/form-data; boundary=9431149156168
Content-Length: 634
Host: examplebucket.obs.region.example.com

--9431149156168
Content-Disposition: form-data; name="key"
0bj01

--9431149156168

Content-Disposition: form-data; name="token"

UDSIAMSTUBTEST002538:XsVcTzR2/
A2840E4VHIqPndGcuE=:eyljb25kaXRpb25zljogW3siYnVja2V0ljogInRlc3QzMDAzMDU4NzE2Njl20DkzNjcuMT
lifSwgey)Db250ZW50LVR5cGUiOiAiYXBwbGLjYXRpb24veG1sIn0sIFsiZXEiLCAi)GtleSIsIC)vYmoudHhOIL1dLCAiZ
XhwaXJhdGlvbil6IClyMDIyLTASLTASVDEyOjA50jI3WiJ9

--9431149156168

Content-Disposition: form-data; name="file"; filename="myfile"
Content-Type: text/plain

01234567890

--9431149156168--
Content-Disposition: form-data; name="submit"
Upload to OBS
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IAR~E: {#EFE token H{TEM

HTTP/1.1 204 No Content

Server: OBS

Location: http://examplebucket.obs.region.example.com/my-obs-object-key-demo

ETag: "7eda50a430fed940023acb9c4c6a2fff"

x-obs-request-id: 000001832010443D80F30B649B969C47

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTjOyO9KJd5In+i9pzTgCDVGIVMnk70/
Date: Fri,09Sep 2022 02: 24:40 GMT

N — Ay [ == =] N, -
BBl IREXSITHARTE
POST / HTTP/1.1
Date: WED, 01 Jul 2015 04:15:23 GMT
Host: examplebucket.obs.region.example.com
Content-Type: multipart/form-data; boundary=148828969260233905620870
Content-Length: 1639
Origin: www.example.com
Access-Control-Request-Headers:acc_header_1

--148828969260233905620870
Content-Disposition: form-data; name="key"

object01
--148828969260233905620870
Content-Disposition: form-data; name="ObsAccessKeyld"

55445349414d5354554254455354303030303033
--148828969260233905620870
Content-Disposition: form-data; name="signature"

396246666f6f42793872792f7a3958524f6c44334e4e69763950553d--7db143f50da2
--148828969260233905620870
Content-Disposition: form-data; name="policy"

65794a6c65484270636d46306157397549626f694d6a41794d7930774e6930784e565178...
--148828969260233905620870
Content-Disposition: form-data; name="x-obs-expires"

4
--148828969260233905620870

Content-Disposition: form-data; name="file"; filename="test.txt"
Content-Type: text/plain

01234567890
--148828969260233905620870
Content-Disposition: form-data; name="submit"

Upload
--148828969260233905620870--

NGl 3R EXISRITHAR 8]

HTTP/1.1 204 No Content

Server: OBS

Date: Thu, 15 Jun 2023 12:39:03 GMT

Connection: keep-alive

Location: http://examplebucket.obs.region.example.com/my-obs-object-key-demo
x-obs-expiration: expiry-date="Tue, 20 Jun 2023 00:00:00 GMT"

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-request-id: 00000188BF11049553064911000FC30D

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSWj2PcBEOYcoLHUDO7GSj+rVByzjflA
x-forward-status: 0x40020000000001

x-dae-api-type: REST.POST.OBJECT
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ISR IBEREE
HRTE AL RIAA 59200

POST /srcbucket HTTP/1.1

User-Agent: PostmanRuntime/7.26.8

Accept: */*

Postman-Token: 667dcc44-1c48-41ba-9e41-9f87d8975089

Host: obs.region.example.com

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

Content-Type: multipart/form-data; boundary= 285613759795901770404350
Content-Length: 1134

285613759795901770404350
Content-Disposition: form-data; name="key"

obj
285613759795901770404350
Content-Disposition: form-data; name="ObsAccessKeyld"

XXXXXXXXXXXXXXX000003
285613759795901770404350
Content-Disposition: form-data; name="signature"

9rc4bVhDPQ7eHtw17hWtYxLnBWU=
285613759795901770404350
Content-Disposition: form-data; name="policy"

eylleHBpcmF0aW9uljoiMjAyMyOwNiOXNVQxNDoxMTozNFoilLCAiY29uZGl0aW9ucyl6W3siYnVja2V0ljoic3)jYnV
ja2VOMIiJ9LHSsic3VjY2Vzc19hY3Rpb25fc3RhdHVzljoiMjAwInOseyljb250ZW50LXR5cGUIOiJ0ZXhOL3BsYWIuln0s
eyJrzXkiOilzMzMifSxdfQ==

285613759795901770404350

Content-Disposition: form-data; name="success_action_status"

200

285613759795901770404350
Content-Disposition: form-data; name="file"; filename="test.txt"
Content-Type: text/plain

285613759795901770404350
Content-Disposition: form-data; name="submit"

Upload to OBS

285613759795901770404350--

NaRRBI: FREREES
HRRE A THIMRIAORZSEE9200, WAL

HTTP/1.1 200 OK

Server: OBS

Date: Thu, 15 Jun 2023 13:12:51 GMT

Content-Length: 0

Connection: keep-alive

Location: http://obs.region.example.com/srcbucket/obj
ETag: "d41d8cd98f00b204e9800998ecf8427e"
x-obs-request-id: 00000188BF2FF55F5306426E000FE366
x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCScDjcXgZ70MYSVNnZnk4+HrCIVwWLVPTI
x-forward-status: 0x40020000000001

x-dae-api-type: REST.POST.OBJECT
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5.4.3 EFIXIR

&b
IREN R

E#I335 ( Copy Object ) 4R AIOBS L EXFENITREZE—EIR,

SHITEFIRIZEN, BRNREUAEFIFENRAITEE; ARBILUSERYR
AITTEIRB R ARNRISKPIHERITEE. FZNETNRASEHIREYRIACLE
2, BUARFEXIRAVACLZprivate, FAFBEILAERIREACLARFEOKREINRERR
XFRAIACL,

SHINIRIRENNSKRERE T UIETE NNRIBIINRESR, T eeEmEEXAE,
ZIRES ISR S IR I TR

E\ﬁ;g KK/IEERI0, 5GB], MNRFEXRA/NBIIS5GB, RpefFRRIENERINEEE AL
ﬁj X o

MR

EHXIRAVERAGAREHTTPIREIS 8 FRIstatus_codekFIMTBERZEMIN, LigH
status_codeiR[E2008RRARSZIKEEWEFR, B IEEHRIER . SFHIRENINEE
IALE S HIbodyd, RBbodyAHBETaghinEA TR, BURTEHIEY

ZhRA

EIABRT, x-obs-copy-sourcetmREFREITHAVERIIRA . WNRIFEXTRAVRFhRA
=RRe, MIAFIZNRERPR. ZEEFHISERAIIXISR, TJLATEX-0bs-copy-
sourceidKig B LrhigErversionld&#],

IR EFHRIBRIZIRRERFERT, ERNEITIRERME—AIRAES (LR
ASERFEMRIRASARE ) , HESENLNIRLXx-obs-version-idiREZMRAS . 4l
BRI SR AR S 2 E (R , NBRSSRATRAS Janull,

ERSEAESRANER T, GENRobject ASHIHBIRXIRobject_B, MIRES
R EZBINIRobject BELFE, EFIRFRITZEE IR object BUISHITEHIXS
Robject BB, SEHRINGE, Ree FHFEIFAIXIRobject B, EXIRobject BIEEK
bR . ELCTEER copyZEORIEHR BRI RAFERE ELIMME, EBREcopySE
HIERMPR . EFTERIRERTRobject ATAEHAE(

SEIEIR

MRFENREBLSFENR, FEFIMRENRIKERTS, REHENRAETFERERK
SHY, FEEEFIRKIN. EXNRARESEHEERER, SEHILW, REFHEIR403
Forbidden, SEiHiA)9:

ErrorCode: InvalidObjectState
ErrorMessage: Operation is not valid for the source object's storage class

IEXRHEER

PUT /destinationObjectName HTTP/1.1
Host: bucketname.obs.region.example.com
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x-obs-copy-source: /sourceBucket/sourceObject
x-obs-metadata-directive: metadata_directive
x-obs-copy-source-if-match: etag
x-obs-copy-source-if-none-match: etag
x-obs-copy-source-if-unmodified-since: time_stamp
x-obs-copy-source-if-modified-since: time_stamp
Authorization: signature
Date: date
IBXREEESH
ZIBKBRPAMERHESH.
iBXKiERk
ZHEALEMINNEELEEEFINER, BIRNER3-3MR.
& 5-60 BERIHEL
HRSLER [11)% 3 =a
x-obs-acl SHIXTSES, TN ELEESLEENRANIRIZHIR | &
B8, (EFBRVSRERATUENRIE RS, &4 private;
public-read; public-read-write,
ZERY: String
f5l: x-obs-acl: acl
x-obs-grant-read | BIEXIRAT, ERALLLIEIENdomain FAFERFRIZ | &
X RINFRENAS R ITTEFHRRIIN R
A String
x-obs-grant-read- | BUEXIKRAET, ERALLIEENdomain FEFERAFPAIX | &
acp EXGSRACLAIRR
ZERY: String
x-obs-grant- SIENISRAY, FEALLEENRdomain R EREFREE | &
write-acp XFSRACLRIIR -
ZERY: String
x-obs-grant-full- | SIEXIRET, FRALLLFENRdomain FEIERAFREIE | &
control MR RBIIRITHIE. IKEIRACL, BXIRACLEY
AR
A String
x-obs-copy- FRIEESFINSIRMERREZ LIRENRE . HRX] | 2
source KEESPIRARS, BidversionldSHUSEMAEXS
Ko
A String
AR PNFHFS5%, FEHITURLEncode
f5: x-obs-copy-source: /source_bucket/
sourceObject
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HESLBIR

1)

x-obs-metadata-
directive

B RIS R IRE WIS S, iE
EREKRPRITTEIESSL,

ZERY: String

BMEUE: COPYELREPLACE,

BKIAME: COPY,

~5: x-obs-metadata-directive: metadata_directive

R4 RIS EAYEAZCOPYTREPLACE, T
OBSIZEMR[E1400381R; USRI TESTTEIRIRIE
(ENSESEIISER ) , NItSEREeH
REPLACE, BMULLERIEATIER, MRS imiEE
400, HWEBHAIFEMZONRELHAIEINZITSR
(ENRSBIRGSRER ) . NRBPFERILSHEN
INZRIIR, RSeI5IRME400,

x-0bs-copy-
source-if-match

RESFENREtag SIS HIEEREEZ 7 HITE
HIRTSRIRIE, BNIRE412 (FIBRERHEE) -
ZERY: String

f5l: x-obs-copy-source-if-match: etag

£IRE(: IS E AT 5x-obs-copy-source-if-
unmodified-since—i2fEf, (ERRESHERMHEHS
ﬁ_ﬁ{ﬁmo

iy

x-0bs-copy-
source-if-none-
match

RESFEMREtag SIS IS EREEE FiEH1T
SHINISIRE, BUEREL2 (FIERERHEE) -
A String

f5l: x-obs-copy-source-if-none-match: etag
2JREEM: S A Sx-obs-copy-source-if-modified-
since—ifefEM, ERRESHeHFRUEHSH—iktE
o

Iy
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HESLBIR

1)

x-obs-copy-
source-if-
unmodified-since

REJFERENSHISENNEZ EREESS A i#H
TEFINSIRE, BUIREIN2 (BIEEERHERE ) ,
tt2#RI 5x-obs-copy-source-if-match—#e{FE /A, {8
TR SHERMEHSH—kER.

ZERY: String

U: F&http://www.ietf.org/rfc/rfc2616.txtHERS
AIHTTPEY BT

1. EEE, dd MMM yyyy HH:mm:ss z

2. EEEE, dd-MMM-yy HH:mm:ss z

3. EEE MMM dd HH:mm:ss yyyy

Xt Rz~ -

1. x-obs-copy-source-if-unmodified-since: Sun, 06
Nov 1994 08:49:37 GMT

2. x-obs-copy-source-if-unmodified-since: Sunday,
06-Nov-94 08:49:37 GMT

3. x-obs-copy-source-if-unmodified-since: Sun Nov 6
08:49:37 1994

WRFEM: S HIEERIY A e T HRIRYARSS 28T

18 (GMTESE ) , BUSHAER.

x-obs-copy-
source-if-
modified-since

RELFENRENSHISENRBZ FESS A HITE
FIRTSIRIE, BUIREI412 (FIEEERHE) , 1t
#A] 5x-obs-copy-source-if-none-match—i2{EF, (B
TR EHERMEHSH—kER.

A String

B FEhttp://www.ietf.org/rfc/rfc2616.txtIENS
NAIHTTPEYBIZRFE

1. EEE, dd MMM yyyy HH:mm:ss z

2. EEEE, dd-MMM-yy HH:mm:ss z

3. EEE MMM dd HH:mm:ss yyyy

Xt Rz~ -

1. x-obs-copy-source-if-unmodified-since: Sun, 06
Nov 1994 08:49:37 GMT

2. x-obs-copy-source-if-unmodified-since: Sunday,
06-Nov-94 08:49:37 GMT

3. x-obs-copy-source-if-unmodified-since: Sun Nov 6
08:49:37 1994

WRFM: SHIEEMRY A e T HRAYARSS =0T

18 (GMTHJE ) , BNSHRERK.

iy
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HESLBIR

1)

x-obs-storage-
class

SHIXIEES, LN ELESLEIR E BRI RAEFESE
B, fNERKIgEILSE, NUABRIXTREFERIISHATE
fEEBEUERITRAIFESRE,

A String

HBA: TEEEBYE3F: STANDARD (AREFME) «
WARM (iB7#fE) . COLD (187Ffi%) . FEItiXEnIfe
BRYES: STANDARD. WARM. COLD, FEANE
B,

f5l: x-obs-storage-class: STANDARD

x-obs-website-
redirect-location

HIFZE T Websitefic &, AJLUSIKREUXPMRIRATERK
BE@RIEHS — IR —NIMBAYURL, OBSHEHX
MENLIFHEY, FREENRETTEES .

A String
ENE:

293 wALL “/7 o “http://” B¢ “https://” FFk,
KERBI2K,

iy

x-obs-server-side-
encryption

(FRZLEERRIR S Im N ESSE-KMS BT . BIRATR
{#FSSE-KMSATINEE
ZERY: String

f5l: x-obs-server-side-encryption: kms

x-obs-server-side-
encryption-kms-
key-id

SSE-KMST = MEMAIZKIE, iZ3kigRRINEBIRgR
ERNEER, MRAFRBIEMIZLE, BRARIARY
FERBEWER . MRKANEZBHARFE, B
EHER.

ZERY: String

XS RFMETCRY R D = :

1. regionID:domainID (f21D):key/key_id

E

2.key_id

Hrregion| D2 RR/EregionfYID; domainID
=ERZEREEFIFERID; key id2MNEZAETEMR
SRIEAERID,

NI

1. x-obs-server-side-encryption-kms-key-id:
region.domainiddomainiddomainiddoma0001:key/
4f1cd4de-ab64-4807-920a-47fc42e7f0d0 k&

2. x-obs-server-side-encryption-kms-key-id:
4f1cd4de-ab64-4807-920a-47fc42e7f0d0
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HERSLER )% =a
x-obs-server-side- | SSE-CIIT MEMBIZLE, ZLEERTMNZBIFIRE | &
encryption- X HiE
customer- AU String FB
algorithm _ ) ) SSE-

7f5: x-obs-server-side-encryption-customer- cH
algorithm: AES256 =t
2955 : FEFx-obs-server-side-encryption-customer- | 7,
key, x-obs-server-side-encryption-customer-key- W
MDS_E{E%O ]\5-5_0
x-obs-server-side- | SSE-CIITU MEMBIZLE, ZLEERTMNZBIFIRE | &
encryption- FARYESA =HiE
customer-key AU String H
SSE-
f5l: x-obs-server-side-encryption-customer- ch
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/ =
rCB2o/9Cw= Bt
295K 1Z:LiEH256-bithIEEEHE I base64-encodediS | w4
Fl, FZEHx-obs-server-side-encryption-customer- 1% o
algorithm, x-obs-server-side-encryption-customer-
key-MD5—#2fEF
x-obs-server-side- | SSE-CHIU MMERIZLE, ZLBERFIMZEIRIRE | &
encryption- BrZE$BEIMDSE ., MDSERFRIEERERmEER | HE
customer-key- RBHE. B
MD5 SR String SSE-
C
f5l: x-obs-server-side-encryption-customer-key- Egj_
MD5:4XvB3tbNTN+tIEVa0/fGaQ== o]
295 iz EREEEARY128-bit MD5{ELR IS base64- %
encodedf5%l, FEZEFx-obs-server-side-encryption- %
customer-algorithm, x-obs-server-side-encryption-
customer-key—it{ER
x-obs-copy- SSE-CIHIU MERIZELE, ZkigFzFERENRER | &,
source-server- N&Ex, el
side-encryption- | s&m: string IR
customer- _ . . PUEA
; f5l: x-obs-copy-source-server-side-encryption-
algorithm ; G
customer-algorithm: AES256 SSE-
2958 FEEFx-obs-copy-source-server-side- CH
encryption-customer-key, x-obs-copy-source-server- | T,
side-encryption-customer-key-MD5—#e{E B,
I\\
%,
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HELEZRR )% =a
x-obs-copy- SSE-CH I MERIZL, 1ZLgFR~EZFENRER | &,
source-server- AYESA el
side-encryption- | 380 strin Wiz
customer-key = g . . POE

f5l: x-obs-copy-source-server-side-encryption- EA
customer-key: SSE-
K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB2o/ 5
9Cw= ft
295 : iz FH256-bitfY S IIbaseb4-encoded?s | BT,
Fl, FZEFx-obs-copy-source-server-side-encryption- | &%
customer-algorithm, x-obs-copy-source-server-side- | i%,
encryption-customer-key-MD5—ie{#Fg
x-obs-copy- SSE-CH I MERIZL, 1ZLgFR~EZFENRER | &,
source-server- HZ$ERIMDS(E ., MDSERTFIRIEZBEREREFR | HiE
side-encryption- | BHsE, Wiz
f5l: x-obs-copy-source-server-side-encryption- SSE-
customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ== ch
2958 iz AR 128-bit MD5{EZR IS base64- e
encodediSZl, FEHx-obs-copy-source-server-side- | AT,
encryption-customer-algorithm, x-obs-copy-source- | %
server-side-encryption-customer-key—ite{#Fg Jri
success_action_re | ItBHAUEE—PURL, BFIEEHIRISKIZIERID | &
direct MR fSRYEE RE [ ATtE o
o WMRISHEBWE R, MAES9303,
LocationZLigFRILE SEUARIEE . JIRE . XIRAY
ETagZB5Y .
o WMRISHIETH, NOBSRRRULSERIER,
Locationskig axggitbiit, NariABRIEIRIERLINTL
KMIEEIRE],
A String
HitiE R k52 N&R3-3587,
IBKHETTE
ZIERAEBEPRNMERBETE
RE S
HTTP/1.1 status code
Content-Type: application/xml
Date: date
Content-Length: length
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
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<LastModified>modifiedDate</LastModified>
<ETag>etagValue</ETag>
</CopyObjectResult>

NaREHRk
ZIBERNMRCESERATLEEL, BFiESE%3-19,
PRAFIAREEE Sk Z S, ATALERINT&S-61FMERL .

% 5-61 KIINMMALE Sk
HELZR )%

x-obs-copy-source-version-id | IEXISRHIMRAS
A String

x-obs-version-id BRI REMRAES .

A String

x-obs-server-side-encryption WNRIRSSIHINZRSSE-KMSH T, NN &1k
1%,

ZEAY: String

f5: x-obs-server-side-encryption: kms
x-obs-server-side-encryption- | S1RARSZIRINZEESSE-KMSH R, IMNE 1%k
kms-key-id 1%, ZEFRRERR.

2R String

¥ : regionlD:domainID(FEF1D):key/
key_id

HrhregionID2ERZEART/EregiondlID;
domainID2EAZAFREHEFAIEFID; key_id
AR INZERRERID,

fl: x-obs-server-side-encryption-kms-key-
id:
regiormdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption- | AN1RARSFIRIIZERSSE-CHT, MNEEZL
customer-algorithm Is, 1ZSKRFRRINEFERNEE.

AU String

f5: x-obs-server-side-encryption-customer-
algorithm: AES256
x-obs-server-side-encryption- | A1RIRSZIKIIZERSSE-CHT, MNEEZL
customer-key-MD5 fa%, 1ZkigFRAINZEEBNEERIMD5E,
A String

7fl: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==
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HELZR iR
x-obs-storage-class R AIFREFET RS, SiREItLE, AJEY
{B39: WARMELZCOLD
2R String

NuALHETTER

SRIALH R

IZIERIIALE BB R R ERREIEHIER, TTRERS NIN5R5-62F k.

% 5-62 LG EETE

TOERAR ik

CopyObjectResult EHIXIFRERAIContainer,
HA: XML

LastModified g EIRIEMHIRTE]
ZEAY: String

ETag g5 Abase644RAOHY 128U MD5IHE . ETagEXR
ABNE—RR, TTLBTIZERIINRAEEEE
T, LU EEXTSRATETag A, TEIISRATETagh
B, NIRIANIRABEE T,

28 String

ThFHREIR, TERIREEEEER6-2F,

iERTHI: EEEH

Ei@ydsiEN, EifbuckethaI3TSsrcobjectiZ M EliHexamplebuckets
destobjectXd5R

PUT /destobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:2rZR+iaH8xUewvUKuicLhLHpNoU=
x-obs-copy-source: /bucket/srcobject

MRRG: EEEH

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 001B21A61C6C00000134031BE8005293

x-obs-id-2: MDAXxQjIxQTYxQzZDMDAWMDAxMzQwMzFCRTgwMDUyOTNBQUFBQUFBQWIJiYmJiYmJi
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 249

<?xml version="1.0" encoding="utf-8"?>
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<CopyObijectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T00:48:07.706Z</LastModified>
<ETag>"507e3fff69b69bf57d303e807448560b"</ETag>

</CopyObjectResult>

IERTHG): SEFSRATR

EN—ZIRATIR, EiEbuckethHIMRAS )
AAABQ4uBLdLcOvycq3gAAAAEVURTRkhafd3d SR srcobjecti& M EIIEH
examplebucketddestobject}ISR

PUT /destobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:20:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4BLYv+1UxfRSHBMvrhVLDszxvcY=
x-obs-copy-source: /bucket/srcobject?versionld=AAABQ4uBLdLcOvycq3gAAAAEVURTRkha

MaRIRBl: SHEZRFITR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001438B8A9C898B79

x-obs-id-2: DB/qBZmbN6AIoX9mrrSNYdLxwvbOOtLR/l6/XKTT4ANmMZspzharwp5Z74ybAYVOQgr
Content-Type: application/xml

x-obs-version-id: AAABQ4uKnOrcOvycq3gAAAAFVURTRkha

x-obs-copy-source-version-id: AAABQ4uBLdLcOvycq3gAAAAEVURTRkha

Date: WED, 01 Jul 2015 04:20:29 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="utf-8"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T01:48:07.706Z</LastModified>
<ETag>"507e3fff69b69bf57d303e807448560b"</ETag>

</CopyObjectResult>

5.4.4 FEXIZHR

LIREN4A
GETIR{EMRI A THRIR . (EFGETIIA, EHALFUREITRIREADIR..
INEISROWnerBIE S FIFEFREADISIENIR, NAILAERERLM KRB T
RIESE

ARSI N

REFIRAIIR LGRS, (AT ZFRERIIIEERHEITRS RINE, STHER
B, EEEREERPREER,

ShRA
ABRT, RIS BHARFANIR . WRSIHHRANIREMRTE, MiRE
ST . MRBFEUSERRALINIR, BRI versionldHESH
RIFHETR

IRETHAIRELEFHEENR, ATHREFHEEFEIRETR, BT ERANR
WS, REFRETHIZSFETR . WRATARRIKEREN, BLEAREMWL: 40
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RXRERE, TEXIREINAIHEEREIX-obs-restoresLFIERIKELXIATE . XIFK
IS IEEBRERIREFENRAIZ T HIEKAY, SiR[EIEIR403 Forbidden,

IERHEH

GET /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization
Range:bytes=byte_range
<Optional Additional Header>

AR

HrhRange=F Rk, MRSBRIASIIEENE .

ERIHRSH

GETIREIRBXIRASET, AIFAPBEERESHNS N —LERLEHTES,
BJLAESRIEESLA: Content-Type. Content-Language. Expires. Cache-
Control. Content-DispositionLA Content-Encodingtt6{™, BIMNRFBIREHITFRIA
BZ AR, AJLUEversionld&#, IEERE FERIRA . BE{RA9HEBI1ZRS5-63

PR

AR

OBSHAEAMEIERPEFHIAccept-Encoding, ARSI HEREIRMITAESS . RIERVIRIE,
[EAERRENIRERZEPIRRE . FLHTTPClientIEBHAE R FolfeLiRIBIRS IHRER
Content-EncodingX#URMHMIERAVEELNIE, EFiniEFEEREE T RAEREMEE
SMBLARAMIARE ({EXOBSIRRFHIRISRITEIE Content-EncodingTi & 7E FEIXISRATXS
Content-Encodingi#17EE ) . IIRE FEXFRANEKRPISIATESHEL, OBSIREIRIHTTP
PR RIS RIS ENEERNE N,

x 5-63 HKEHESH

A String

BB fik maWI%
response-content-type BH5IIRNFIContent-Typesk, B
ZEHY: String
response-content-language | EEI@LHAIContent-Language B
L.
ZERY: String
response-expires E5mrHAIEXpiressk, &
A String
response-cache-control E5IFfAYCache-Controlsk, &

N5k 01 (2022-08-16)
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SHEM fEA =R wIE
response-content- ESImLFAYContent-Disposition | &
disposition %L,

A String
=~

response-content-
disposition=attachment;
filename*=utf-8"name1

TEHIKRERZA “namel” , U
Rname1FEFEFN, FEEHNX
HI{TURLERRS .

response-content-encoding | ESNizAYContent-Encoding
A String

versionld BERBIIRAMRAES

ZERY: String

iy

i1y

attname ESIWLFAYContent-Disposition
L,

ZERY: String

=~

atthame=name

THNREHRZN “namel” |

iy

IERHERL

ZIEKRRFERAILEE LI, eI LAERMIINAYEE L REAERENIRAITIEE, HE
SLHIE M ANZR5-64F7 o
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£ 5-64 i5KEEL

HESLBR

fik

Range

REGSRAT, REXFERangeSEEIRAINTSR
AE . WERRange A& ENRHELLFEIR
BN IR

Range2—1SEE, BHEIRER/NA
0, RAANRIKER . RangeSEERY
FIREIVIEIR, WNSRRange REERIA
B, FRABERIRERINSEKER XD
XERINRAR .

¥ sRangeskigfs, IWALGEERIETagll
EXRAETag, MA=ERangeSEERXS
RAYETago

A String

bytes=byte_range

7f51: bytes=0-4

Tf52: bytes=1024

53: bytes=10-20,30-40 ( XRSH
Xia) )

If-Modified-Since

MR EBKRPIEENEZEEE
B, MIRENRAZR; FUANERE304
( not modified )

xR FEhttp://www.ietf.org/rfc/
rfc2616.txtREASTUAIH T TPAYB] = RF
=218

i1y

If-Unmodified-
Since

MRBREERPIEENNEZERE
B, WRERIRAZT,; BUEIERE]
412 ( precondition failed ) .

KB fFFEhttp://www.ietf.org/rfc/
rfc2616.txtFLERTVAIHTTPRS A= 7F
==IN

iy

If-Match

WNRITRAVETagiliEKkPISERIETagll
@, MRERNRHE, BUAYEREI412
( precondition failed ) .

A String

(ETagfE, fl:
0f64741bf7cb1089e988e4585d0d3434
o )

iy
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HE, MRERNRHE, BUANERE]
304 ( not modified ) .

ZERY: String

(ETagfE, #:
0f64741bf7cb1089e988e4585d0d3434
o)

5 API
HESLZTR )% BBk
If-None-Match WNRITSKAVETagiliBE RPIEEIETagR | &

x-obs-server-side-
encryption-
customer-
algorithm

SSE-CH = FMERIZKIE, iz3kigzRzmmn
EEANEE

ZKAY: String

f5: x-obs-server-side-encryption-
customer-algorithm: AES256

295k EEFx-obs-server-side-
encryption-customer-key, x-obs-
server-side-encryption-customer-key-

MD5—i2fER.

Bo éE%SSE C
B, Wik

x-obs-server-side-
encryption-
customer-key

SSE-CH = FMERIZkIE, izskigzRamn
B(FERNZR . ZEHATHRENR.
ZEAY: String

f5l: x-obs-server-side-encryption-
customer-
key:K7QkYpBkM5+hca27fsNkUnNVaob
ncnLht/rCB20/9Cw=

295K 1ZLigFH256-bitAy AL
base64-encodediSEl, FEFx- obs-
server-side-encryption-customer-
algorithm, x-obs-server-side-
encryption-customer-key-MD5—itCfs#
=28

Bo é{ﬁmSSE C
HICES, ik

x-obs-server-side-
encryption-
customer-key-MD5

SSE-CI5\ MERIZ Sk, 1ZkimERmN
F(FRANZARMDSE. MD5ERTR
IEZREmERERIREHE

A String

TB: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

AR iz ARY128-bit MD5ESR
1dbase64-encodedf5%l, FEFx-obs-
server-side-encryption-customer-
algorithm, x-obs-server-side-
encryption-customer-key—it2 (&R .

Bo éﬁﬁHSSE C
HICAS, ik
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IERHBITR
ZEREE R EREETE.

N Rz 2N

HTTP/1.1 status_code
Content-Type: type
Date: date
Content-Length: length
Etag: etag
Last-Modified: time

<Object Content>

NaREH Rk
ZIBERNMRCESERATLEEL, BFiESE%3-19,
PRAFIAREEE Sk Z S, ATAERINTRS5-65FMIERL .

2 5-65 FIHINMMALE Sk

HELER iR
x-obs-expiration LR PINZE T X Rlifecycle, 1TEARFELART

Klifecycle i, ZHELFHexpiry-dateffiiRxd
KHFHEIHRES; IRNRIIBIRENR
lifecycle, RE T @K Blifecycle, THARFEILAKE
FsllifecycleofE, 1ZHELFHexpiry-datefl]
rule-idAPMREXNAANRANFEZSHER;, &
WA E izt

A String

x-obs-website-redirect-location | H#BIgE T Websitefic&, FAILUKBEXIHRITE

EROXANEME, Website2 N\ =iR[E]1301EE@IT
Rz, FBiEREERIZEIEEEVBRNZ—D

TR IMNEBRIURL o
2R String
x-obs-delete-marker RN RESEMRIRC . MRAZ, Wi

FeEmizEEsL,

7Y Boolean

BNUE: truelfalse

BRINE: false

x-obs-version-id SRR AS . MRIZXIRERAS, WIFL
FetmizEEsL,

BYE: FHE

ANE: T
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HESLBIR

fifik

x-obs-server-side-encryption

ANRIRSSIRINEZSSE-KMS B, MRS &%k
2R String
7f5: x-obs-server-side-encryption: kms

x-obs-server-side-encryption-
kms-key-id

NRIRSIHIIBESSE-KMSHH, MRS &%k
1%, ZSkgFRREER

2E8Y: String

¥B=J9: regioniD:domainID(FEFID):key/
key_id
Hrpregionl D2 HREregionfyID;
domainID2{FEREBFRERFAIFEFID; key_id
X INZERRIZERID,

7l x-obs-server-side-encryption-kms-key-
id:
regiorrdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

IR SRR SSE-CHT, MRE&i%k
1%, ZLERTEEERNEE,

A String

:f5: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption-
customer-key-MD5

IR SR RSSE-CHT, MREaizsk
1%, Zig R REERNEARNMDSE,
A String

f5: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-object-type

IR FAIENormalitskAt, wiREIELE, AIEUE
73: Appendable,

A String

x-obs-next-append-position

&R FIAppendabledIRET, FiREIIESKIE

A Integer

)R =TS bave

ZIERINERLE SRR HETTER,

TRIRMNGHE

ThFHtEIR, MERIRCEEEER6-2F,
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BRTG): THEAEE
GET /object01 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:24:33 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxILnxlO9awaMTn47s=

RG] FEENIIR
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E
Accept-Ranges: bytes
ETag: "3b46eaf02d3b6b1206078bb86a7b7013"
Last-Modified: WED, 01 Jul 2015 01:20:29 GMT
Content-Type: binary/octet-stream

x-obs-id-2: 322AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ211VvxD/Xgwuw2G2RQax30gdXU

Date: WED, 01 Jul 2015 04:24:33 GMT
Content-Length: 4572

[4572 Bytes object content]

I5RTB: 153E Range THITR
fERERange FHMIR ( FHEREMREINE )

GET /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: Mon, 14 Sep 2020 09:59:04 GMT
Range:bytes=20-30

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mMNPLWQMDWg30PTkAWigJaLI3ALg=

fEERange THMR ( THMRSAMXERE)

GET /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Mon, 14 Sep 2020 10:02:43 GMT

Range:bytes=20-30,40-50

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZwM7Vk2d7sD908zRsRKehgKQDkk=

Iz~ : $EXE Range FEIXIR
$5ERange PSR ( PSP KENE )

HTTP/1.1 206 Partial Content

Server: OBS

x-obs-request-id: 000001748CODBC35802E360C9E869F31
Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601cade360"
Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT
Content-Range: bytes 20-30/4583

Content-Type: binary/octet-stream

x-obs-id-2: 322AAAQAAEAABAAAQAAEAABAAAQAAEAABCSN2JHu4okx9NBRNZAvBGawa3lt3g31g

Date: Mon, 14 Sep 2020 09:59:04 GMT
Content-Length: 11

[ 11 Bytes object content]

{EERange THMR ( THMRSAMXEARE)

HTTP/1.1 206 Partial Content
Server: OBS
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x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E

Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601ca4e360"

Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT

Content-Type: multipart/byteranges;boundary=35bcf444-e65f-4c76-9430-7e4a68dd3d26
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSIBWFOVWS8eeWujkqSnolANC2mNR1cdF
Date: Mon, 14 Sep 2020 10:02:43 GMT

Content-Length: 288

--35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 20-30/4583

[ 11 Bytes object content]
--35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 40-50/4583

[ 11 Bytes object content]
--35bcf444-e65f-4¢76-9430-7e4a68dd3d26

IERTHI: FIERIR Etag {8
USRI EtagiEIERN FEZHR

GET /object01 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

If-Match: 682e760adb130c60c120da3e333a8b09

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=

apz7Gl: FIBFYXIER Etag {&, Etag A<PLEC

AR FERITISAIEtag{BEA2682e760adb130c60c120da3e333a8b09, MAER N
54

HTTP/1.1 412 Precondition Failed

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E

Content-Type: application/xml

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ211VvxD/Xgwuw2G2RQax30gdXU
Date: WED, 01 Jul 2015 04:20:51 GMT

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Error>
<Code>PreconditionFailed</Code>
<Message>At least one of the pre-conditions you specified did not hold</Message>
<Requestld>8DF400000163D3F2A89604C49ABEES5E</Requestld>
<Hostld>ha0ZGaSKVm+uLOrCXXtx4Qn1alzvoeblctVXRAgA7pty10mzUUW/yOzFue04lBqu</Hostld>
<Condition>If-Match</Condition>

</Error>

IHRRGI: FIBRIS: Etag [EICES, TEkAEID
ANRIFERIIT S Etag(Ei2682e760adb130c60c120da3e333a8b09, M TEkaIN

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 5SDEB00000164A21E1FC826C58F6BA001

Accept-Ranges: bytes

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSbkdml1sLSvKnoHaRcOwRI+6+ustDwk
Date: Mon, 16 Jul 2015 08:04:00 GMT

Content-Length: 8
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[ 8 Bytes object content]

iERBI: 7E URL PIETHEE THXIR

GET /object02?
AccessKeyld=H4IPJXOTQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhaLUrzrzRNZxwS72CXeX
M%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Fri, 27 Jul 2018 10:52:31 GMT

MR £ URL EHESE THNESR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEQD

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILihVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

[ 8 Bytes object content]

BXRRG: TENSRHEGS, (FH response-content-disposition 2%
THIISHEDGR, [FMAresponse-content-dispositionSESCH

GET /object01?response-content-disposition=attachment; filename*=utf-8"name1 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=

MR F: FTEXNSRHFERR, (FH response-content-disposition 2#{

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEOD

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8'"name1

[ 8 Bytes object content]

BRI FTEXYNRHEAGRRR, (EMH atthname 2]
TENERHEGS, (FHattnameSHEI

GET /object01?attname=name1 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxILnxlO9awaMTn47s=
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IWpGl: FTEIIRHERR, (FH atthame S

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEOD

ETag: "682e760adb130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8"name1

[ 8 Bytes object content]

5.4.5 SRENIRITEIRE

&b
INEEN4A

?ﬂ@gﬂ%g&ﬂﬁﬁ’ﬂ%)ﬁ'ﬁ]umﬁHEAD};T:{ I LIRBIRITHIE, REEEEEXNR
TTHIRER .

2R ST AR SS IR N TNRE o

ZhRA
BOAERT, REMIRBHARANIIRTEIRE. MRRFRANERENRITE, U
IR[E1404, INRBREVEERRAMTIRITTEE, BRI EHversionlHESE

iERiHERFl

HEAD /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IERHESH
RS HORAINERS-66FTT .

& 5-66 IFKHRBH

SHAR A EARWIE
versionld SIRAIRAES . S

ZEHY: String

IBRIEE L
ZBEREBALEEL, BHESER3,
SIMZABEREILAERMIIAGEEL, BAFIRS-67/R.
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* 5-67 IEKHEL
HESLZIR R =AWk
Origin FusRisERIEEIIEKOrigin ((@EAEE ) . S
AR String
Access- SEFRERTLAFAIHTTPLE, TS 3L, B
Control- SB): String
Request-
Headers

ERIHRTTE

NaRzHSET

x-obs-server-
side-
encryption-
customer-
algorithm

SSE-CHIU MERZLE, iZkigFRrEEERNE
%o

AR String

7f5: x-obs-server-side-encryption-customer-
algorithm: AES256

295 FEEFx-obs-server-side-encryption-
customer-key, x-obs-server-side-encryption-
customer-key-MD5—#2{FFH .

Bo. HFEH
SSE-CHTt
B, @it

x-obs-server-
side-
encryption-
customer-key

SSE-CIH U MERIZLE, Z IR FE(ERIE
Ho

ZERY: String

f5l: x-obs-server-side-encryption-customer-
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/
rCB20/9Cw=

2U5R : 1ZLiEFH256-bithYZHZZ base64-encoded
8%, FEE#x-obs-server-side-encryption-
customer-algorithm, x-obs-server-side-
encryption-customer-key-MD5—#2$EH

B. HfFEH
SSE-CHTt
B, @ik,

X-obs-server-
side-
encryption-
customer-
key-MD5

SSE-CHIN MERZLE, iZkigR = EAE
$ARMDS{E, MD5ERTFIRIEZREREREFIRE
e

ZERY: String

f5l: x-obs-server-side-encryption-customer-key-
MD5:4XvB3tbNTN+tIEVa0/fGaQ==

#95R: ZL AR EARY128-bit MD5{ELZ base64-
encodedfS&l, FZEFx-obs-server-side-
encryption-customer-algorithm, x-obs-server-
side-encryption-customer-key—#c{FH

5. HFEH
SSE-CHT%
B, @itk

IZEKHEEPRMEREETR.

HTTP/1.1 status code
Content-Type: type
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Date: date
Content-Length: length
Etag: etag
Last-Modified: time

W Rz Sk
ZERNMRCESERATLEEL, BIFESE%3-19,
PRAFIAREEE L Z S, ATALERINTR5-68FRIEREL .

£ 5-68 [fihnna RSk

HELBIR 05
x-obs-expiration HXRBIMIGE T XIRKlifecycle, FHRRFELAXS

KlifecyclenitE, BB FHexpiry-dateffiiRxd
KHVFEMEHER,;, NRWRIZBIRENNR
lifecycle, RETH#EKBlifecycle, THARTFEILAKE
FallifecycleaiE, 1ZBEELHexpiry-datef]
rule-id PN EREXANIRANFHEDSHIEE; &
ARz ki .

A String

x-obs-website-redirect-location | HiFIZE T Websitefic &, FrILURBEXIRITE
BAGXANEME, Websitelz N iR[EI301EE @M
R, FEREEEZIZEEEENRRNS—
XIREEIMEBAYURL o

27U: String

x-obs-version-id SRR AS . MNRIZIREIREAS, Wighz-
AeHhziBEEk,

2E8Y: String

HNME: T

Access-Control-Allow-Origin LiIFHZE T CORSEE, WNRIEKAIOrigini#EIR
FimAYCORSECE , MTENg N A& ZiX 4 Origin.
A String

Access-Control-Allow-Headers | H#EigE T CORSELE, IR iEKAYheadersiFE

RSB IRAICORSECE, MMM EZIX
headers,

ZEAY: String

Access-Control-Max-Age LIEIRE T CORSELE, PRSSIRCORSELEFHY
MaxAgeSeconds .

A Integer

Access-Control-Allow-Methods | 41 & 7 CORSECE, WRIEKAIACCess-
Control-Request-Methodi# ERRSSiHAICORSEL
B, NEmNFEEixXEEruledAIMethods.,

A String
B%E: GET. PUT. HEAD. POST . DELETE
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HELER ik
Access-Control-Expose- LR E TCORSELE, IRFBiHCORSECEFH
Headers ExposeHeader,

2R String

x-obs-server-side-encryption

WRIRSSIHINZZSSE-KMSA T, IMNE &%k
1% .
A String

3l: x-obs-server-side-encryption: kms

x-obs-server-side-encryption-
kms-key-id

ARSI ESSE-KMS 5Tt , IR &%t
fa, ZLHFRREERR.

A String

¥=L9: regionID:domainID(f2F1D):key/
key_id. EfhregionID2{FERZ A /Eregionty
ID; domainID2{EEZAFTEEFRIFERID;
key_id@ AR INZE(ERRIZESAID

f5: x-obs-server-side-encryption-kms-key-
id:
regiomdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

IR SRR SSE-ChTt, MRrEAiZk
i%, ZLEFREEERNEE

ZEAY: String

f5: x-obs-server-side-encryption-customer-
algorithm: AES256

x-obs-server-side-encryption-
customer-key-MD5

ANRIRSIHINZRESSE-CAHT, TINEEZk
19, ZSkiEFRRE (R ARIMDSE,
A String

l: x-obs-server-side-encryption-customer-
key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-storage-class

R IIRTEFERES, SIREISE, BJEY
{#5: WARM=ZCOLD

2R String

x-obs-restore

WRALFHERE, FELTFEERESEEK
Sht, KIREISLE ., RANRAIKRERES: 1E
EREongoing-request="true"; B&E
ongoing-request="false", expiry-date="Wed, 7
Nov 2012 00:00:00 GMT", ErRexpiry-datez
TRIRE FRISMATE .

A String

x-obs-object-type

XIR/IENormalXIRAY, =iR[EISLE, AJEUE
73: Appendable

A String
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HESLZTR )%

x-obs-next-append-position Xt SIAppendableddzAT, SiR[E]LELI
A Integer

x-obs-uploadld WRAZE HIEESEFHMRE, SIREHSL
t%, sKFERRTRAIZSERIESID

A String

N RGHR TR
BRI E SRS TR,

SIS LS
THHER; IEHRCEaaERe-2F.

R
HEAD /object1 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:19:25 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/cARjk8112iExXMfQqn6iT3qEZ74=

e Rz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

ETag: "3b46eaf02d3b6b1206078bb86a7b7013"

Last-Modified: WED, 01 Jul 2015 01:19:21 GMT

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOvVTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 4572

5.4.6 HIFRXTR

MIBRITSRAVIRIE . AREBRPRAOIRAEFE, WBAIREIRINES

ZhRAE

SRS IRAREEHFER, MEERIIRISEF=E— N E—hRAN SRR
12, FAMERISR; SBIISBIRARESZESuspendedty, AIEERRAERASHBRRAS
SHANUIBIER, FHEFE—MRASAnullBIBIFRITIC

INREMIMSERANIR, ERTHversionlTEESH .
IERHEED

DELETE /ObjectName HTTP/1.1
Host: bucketname.obs.region.example.com
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Date: date
Authorization: authorization

IERHESH
RS EORAINERS-69FTR

ikl

BERIISRES, IERIBRSHINTIFRT BEREESHPIHISHER, MREET
OBSTRIRAMISHIER, IRSZimISIRME400541R

& 5-69 ERKEHESH

SHAR A pyap Ay
versionld FMIPRITRAIRAS S

ZEHY: String

iﬁ *iﬁl%\%

ZIERERAAHBEEL, BfESER3-3,
BRKBEETTR

ZERKBEFAMERBEETR.
IRLE S

HTTP/1.1 status_code
Date: date

WaRzHS Sk
EAERIMAE S ERATIHEL, BRESEH3-19,
E@%W@%@%Z%,W%FEsz$w%,@ﬂ%@ﬁﬂ?ﬁsm¢mﬁé

& 5-70 EINNEAER Sk

HESLZR R
x-obs-delete-marker RN R EAIFCHER . MRAE, WIENAHA

SHMizBEEL.
Z£AY: Boolean
BXE: truelfalse
EAME: false
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HESLZTR )%
x-obs-version-id TR AS . WRIZHIRTRAS, NEKA

iz LEbave S

HRIRMANGHE

i5RHl

il iz 73~ 451

FetMizER k.
BYUE: FFaH
BIME: &

ZIEKMNIRGE SR A HETTER,

ThFRiEIR, TEBIREEEEER6-2F,

DELETE /object2 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:MfK9JCnSFHCrJmjv7iRkRrrce2s=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEA05ACICAO66F1

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkMA4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

5.4.7 LEMFFIIR
J

TORENA

IEXRHEEF

HERRYSISER TR — MBS IR—IXERER, RISEARTRE . HtEH
BFRURBEXRROEREGSZ I URIIMRER . OBSHIHLEMIFIIRERREMIFR
MRAIBI, BIRIOMRERERILEERER .

HEMIPRITSRZIFFFPLN S5 verboseFlquiet, VerboseZiBEIREINIMNAY, A&
MR EEMERRINERISHIIG AR SEXMUEMNE; quiet2iSEREIINMNAET, RiRE
PHBREMAINIRER , IRBEIREIANASIMIREIN. OBSEXIA(FE R verboset&Ez(, WNRMA
PEBKERATIEEquietEANE, (FERquietiE=,

HEEMFRAGERIE B L h%RE & Content-MD5 LA K Content-Length, FALUFIEER
B EAERS ImNEIMEZEMINREE, WaTlialHk.

POST /?delete HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Content-MD5: MD5

Content-Length: length
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<?xml version="1.0" encoding="UTF-8"?>

<Delete>

<Quiet>true</Quiet>

<Object>

<Key>Key</Key>

<Versionld> Versionl/d</Versionld>

</Object>
<Object>

<Key>Key</Key>

</Object>
</Delete>

IERESE

ZIEKRANEKBERPNMERBEESH

iERiHRk

ZERERALERL, BIMEEER3-3,

iERiHRTTR

ZIERBEEERKEBREETETEEZMERRIINRIIZR, TRIIBFRS X

x5-717Ro

xR 5-71 EBKEETTE

TCRBR R =AY

Quiet BFiEEFERquietiEzl, RIREMIPREMBITRG | &
R, IRBI=FE, WEENTrue, IR IIFalse
M4 K7 2 RE =
ZAY: Boolean

Delete EMIBRAIRTRIIZE =
A XML

Object FIBRAINTR o =
2RI XML

Key FERAINTSRKey o =]
ZERY: String

Versionld FMRAINTRIRAS S
ZERY: String

}tbiﬂﬂiu PRI R—IRBEIZEW R AITSREIE 7910001, WNREBHIRH], RSBimSIRENEK
REi*.
HEESZHER, EEAMIRSANEREER, NREEREER, B hIEE
A—HEIER ( ENURZFRSIBUERRMELETEIE ) -
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NaRzHE T

HTTP/1.1 status_code

Date: date

Content-Type: application/xml
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DeleteResult xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Deleted>

<Key>Key</Key>
</Deleted>
<Error>

<Key>Key</Key>

<Code> ErrorCode</Code>

<Message>Message</Message>

</Error>
</DeleteResult>

Na R H Sk

IZIERIIINGE S ERATFEE L, BRiE5E%K3-19,

NuALE R TR

ZIs KA IEISE R RIREMFRAIESR, TTRAVIBARENINERS-72HF .

& 5-72 WRGEEITE

FERATR

ik

DeleteResult

AN R AR T =

KA Container

Deleted

fIBR AR INZEERAIContainer

A4 Container

Error

MIBRAIM LS RAIContainer .

A4 Container

Key

B RIFRERIIERE

ZERY: String

Code

IR R ML RAYER IR o
A String

Message

MIBRAEMESRATEEIRIE R o

ZERY: String

Versionld

BRI RAVRAS
AR String

DeleteMarker

SHEMFFBERIGAEESIRARERT, WREIZZMIR—
MU, RELEEHIZITERERIE Strue,

7Y Boolean
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FEREBMR A
DeleteMarkerVersion | i&3K G S MIBRAIMIFRIFICARAS .
Id L EMERBRIBOIERZSHRAERT, WNREIELME—
N&%;JB%EE, A HESIRENZITR . IZTTREL TS
RS

HiRIALE S

iERpl

il iz 73~ 451

o APARERNTHRAMRER, BNERIABURE, FThR
RS, XMERT, Ra=tlE—EREC, FHED
Rz AIRERZMFFRICAIRAS -

o APAETRANIRER, BERENEENRELUK
WRAS, ERIZRASIRR—MURRRC . XMIER
T, ERSMRLRERTIC, FEmNAREIZMIFR R
ICHIRRAS .

ZAU: Boolean

1. BRPIKEIEKREEEHEITXMLBIEEYT, G15REEIE 10001 XIRIR[E]400 Bad

Request,

2. MEXMLBERAHEERIIRKey AR GiE, LLUNEIZ1024F75, OBSIR[E400 Bad
Request,

3. WRERKEELPRE S Content-MD5, OBSMR[EI400 Bad Request,
HitEiRE L0 81ER6-27F,

POST /test333?delete HTTP/1.1

User-Agent: curl/7.29.0

Host: 127.0.0.1

Accept: */*

Date: WED, 01 Jul 2015 04:34:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8sjZWJIWmYmYnK5JgXaFFQ+vHEg=
Content-MD5: ZPzz8L+hdRJ6qCqYbU/pCw==

Content-Length: 188

<?xml version="1.0" encoding="utf-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>obja02</Key>
</Object>
<Object>
<Key>obja02</Key>
</Object>
</Delete>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3FE4CE80340D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCRhYOFBWRmM6qgjOETACBZWS+0KYIPBqOf
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:34:21 GMT

Content-Length: 120
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<DeleteResult xmlns="http://obs.example.com/doc/2015-06-30/"/>

5.4.8 kS SFMHEIUR

ThRENA

ZhRAE

EXKHERE

IERSEISE

(=R ISES

IBKARITTE

RBREVSFHENRAIAT, FRIOBURIKE, AEBHIT FHEURRYRIF. X
SKEE, SFrE—MNEFEEEINREIS, Bk sEFENEFESEE
FXRBIRFSFEREAINSR, ERENRAVRFIIEZIMEREFEEEINR

Bl A= BEMER.

BIANBR T, RERNEEITIRTIINR . NREHIRAFIIREMIRIFC, WikE

404, MNRBIKREEEMRARINR, BEKRAETversionldiHESH .

POST /ObjectName?restore&versionld=VersionID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization string

Content-MD5: MD5

<RestoreRequest>
<Days>NumberOfDays</Days>
<RestoreJob>
<Tier>RetrievalOption</Tier>
</RestoreJob>
</RestoreRequest>
SHEM fiHiA BRWIE
versionld FRESEETRARES B
ZEHY: String
ZERKERAHERL, BfEESNE3-3,
xR 5-73 BEKBETEER
BF R BEWI%
RestoreRequest REEENEEE =

£HY: Container
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BF ik BRWI%
Days REXRAGREFITE, RIMERT, &K | 2
{B7930,
A Integer
RestoreJob ISR A =S &
ZAY: Container
Tier SRR, ZIFFEFHENE: [Expedited| | &
Standard],
ExpeditedZRNRIEIRENTR, |IH57F0#
WREFERT1~5 min,
StandardZRZTRAMVERENTR, |IETFE
IxEFERT3~5 h,
ZMABYEIStandard
ZEHY: String
lRGE SR
HTTP/1.1 status code
Date: date
IRGEE sk
ZERNMAERFERAAEEEL, BAiESER3-19,
Az E ST
ZiERNMEAE R A HE MR ITE .
HEI=IAHR
= 5-74 WRFEHOIRSEIRBIIE
2D ik HTTPIAZSHS
RestoreAlreadyInP | MIRIEFERE, iBRKifse 409 Conflict
rogress ErrorMessage: Object restore is already in
progress
ObjectHasAlready | EERERIXIR, ZILFERIRERTFITE, | 409 Conflict
Restored ErrorMessage:After restoring an archived
object, you cannot shorten the
restoration period of the archived object
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=I=B A HTTPIRZSHS
MalformedXML DaysFERAGE (A HEH ) 400 Bad

ErrorMessage: The XML you provided was | Request

not well-formed or did not validate
against our published schema

InvalidArgument Days==EZEVEBHEE ( 1<=days<=30) 400 Bad

ErrorMessage: restoration days should be | Request

at least 1 and at most 30
MalformedXML TierrERAEE 400 Bad
Request

ErrorMessage: The XML you provided was
not well-formed or did not validate
against our published schema

InvalidObjectState | IXERINRARIRFHEIR 403 Forbidden

ErrorMessage: Restore is not allowed, as
object's storage class is not COLD

BRI

POST /object?restore HTTP/1.1

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:39:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kaEwOixnSVuS61f3Q0Lnd6kxm5A=
Content-Length: 183

<RestoreRequest>
<Days>2</Days>
<RestoreJob>
<Tier>Expedited</Tier>
</RestoreJob>
</RestoreRequest>

N Rz 7<)

HTTP/1.1 202 Accepted

Server: OBS

x-obs-request-id: A2F500000163F374CCBB2063F834C6C4

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSLbWIs23RRI5NVpkbWUdIM8Dg+wQBw
Date: WED, 01 Jul 2015 04:39:46 GMT

Content-Length: 0

5.4.9 EIIEXNR

ENNSNRIFFEIEAREERRI— I NREEN LESE, FMEEREENREER
SIRNBYEZFIRIR

EBiFAppend ObjectiZ{ELIZEAIODbjectZEREIJgAppendable Object, miE@idPut Object
_F{&ERY0bjectENormal Object,
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(AR
B HERRIRIFETEREF . AP YARIEEWRITERIR, ZALAERER LEXNR, B—MEF
FHERIIRBLINEME—RY .

AT HREEEEEIERREERIRA, BRILESKERLFIIAContent-

l\éIIDS%%Z, OBSW R HEHURER , SXEIEHITMD5REE, MRA—HNIREILEE

15N O

IR ESTHFIEBUZAppendableXd R ATIETEX-0bs-aclZ4], 1R EXTRATRPRIZHIRES .
ARSI ARSS i I TORE o

FIEARIFRIX R

1. N— 1P BELEEFERIAppendableX IS TPut Objecti®(E, ABAiIZAppendableXdsR
SFObjectBE, BT HNormalldR, RZHiE.

2. AppendableXt&E4IEZ R NormalXts, AziFAppenabled sS4k

AppendableIi&R.,
2R
. BIRENHEHSEINZXRAREESATE .
2. BRSSURNMNZRSSE-CHI, ABAEN_LEFIIIRLER—R, REi&Ux-obs-server-
side-encryptionZ 3015 KkHeader, [FEHENMN HEHHAIET
3. ERSBImMZESSE-KMSH I, BEREE X HEERBATFEESNRE, 78
BE1&0x-obs-server-side-encryptionZ a9 KHeader, [FEEEN_LIEFIES
4. BREN LENKEARSEBEXNSIKE LIRSGHIPRE
5. BAppendabledIRIBINE X E & 910000)K
6. MNRXIREFMHESEELIACOLD (1277 ) , NAREEARZEO.
7. FTNHRFEAFFENENR .
IBKHEHER

POST /ObjectName?append&position=Position HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: application/xml

Content-Length: length

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>

ERIHBRSH

ZERBEMHEEPIEESH, RPXZEMELE, FBIHSENRENNLEMVE,
SHRIERENINRS-75F7
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MRFEIRSS

API &% (HEIFXI ) 5 AP
R 5-75 BKRKEESH
SHEWR A %ﬁ:\
append FPXZLEMELFR L&, =
AU String
position ENNEMNE. FREMENNKRER LENMOREE | 2
position’ 40, TRIENFZEIESHIposition=TEIRS ik A
R _EERINREE B RILIEX-obs-next-append-position
T,
2R Integer
iﬁ*;ﬁlﬁ\%
ZERFERAHEEL, BfiEsER3-3,
1BkE&#position=0/7, 1ZIEKATLAFERAIMIMERL, BANEKS-76FT7R.
ZE R LERRSIRNZESKEEL, BARWNERS-77F7R.
& 5-76 IEKIEEL
HELZR A %n’:"\
x-obs-acl — . e o S e | B
F—IXER, LN LEELSEXNRAMNRIZHISR
B&, {ERRVRESATRE X RIERREE, BiE: private;
public-read; public-read-write,
2R String
5B FRIEACAITE X RS
x-obs-grant- | EB—IXERY, FRALLFEENdomain FITBRARBIEXY | &
read KIBREI R ITEIRAIIR
ZEAY: String
x-obs-grant- | F—IXERY, FRALLFEIENdomainTIFERARBIRE | &
read-acp XFZRACLEIIR o
288U String
x-obs-grant- | F—IXER], FRALLFEENdomain TIMBRAREEX | &
write-acp KACLRIBUR -
A String
x-obs-grant- | E—IXERY, FEALLFIENdomain T BREFRBIEXY | &
full-control K. REIRITEIRE . SRABRIRACL. BXIRACLAIIN
R
A String
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MRFEIRSS

APl &% ( SEFXIS ) 5 API
HELBIR A =/
ik
x-obs- F—IRER, AT EEFRENRIOFEER. 1 | &
storage-class | RFRIRELLLE, WEABRIRAFEREUEANTIRAIEF
figL8,
A String
RBE: RAATFEERAIG3M: STANDARD (FrfEfFls ) «
WARM (iBfFf# ) . COLD (i27Ff%) , BREWHRA®
FEMEE, XEnAEREREERE: STANDARD.,
WARM, FEX/NSHUH,
f5l: x-obs-storage-class: STANDARD
x-obs-meta-* | F—IRERS, BILAEHTTPIERFIOIANLL “x-obs- &
meta-” FLAVEESL, FRIDANBEXRITEE, LUME
WSHITEENEE . SAPREULXIRSE LT
KITEIER, IMABBENTHIESESTREEERIL
I, HTTPIERAERBER, KEAGEEII8KB,
A String
~5l: x-obs-meta-test: test metadata
X-obs- LR E T Websitefit&E, SJLUSREUX MIRBIEKRE | &
website- EMEFARB— IR — 1M FMEBEIURL, OBSIEIXAME
redirect- ML RN, REENRITEIES .
location S8 String
HINE: £
ggai %\Zmlf\l «/” . “http://” EE “httPS://” F%y 'IZ/T
EAREBIE2K,
x-obs-expires | BRXNRANIHARTE, BUEX. SHZENRESEE | &
kR, (MNIRREELSEFGEITE )
A Integer
fl: x-obs-expires: 3
* 5-77 IRBiRINZEEKBEL
HELBIR R =/
ik
x-obs-server- | {FRIZLIFFRIRSIRINIZRSSE-KMSH BHo
side- 3H): String {&MA
encryption f5: x-obs-server-side-encryption: kms i'SvIIE;Tj_
AT,
WIS S
X H5hRA 01 (2022-08-16) RN © LARABIRAE 215




MRFEIRSS

APl &% (HERKXIE ) 5 API
HERSLER 115 =R
ri
x-obs-server- | SSE-KMSHIUMERIZLE, iZksFrE=ZH, IR | &
side- RFgaRRihzLE, BPARANEERSSEER.
encryption- NRBVAEZBAFE, BROACIEFER.
kms-key-id 288 String
B2 STl Ea )Y Y s Ea
1. regionID:domainID (fE1D):key/key_id
aE
2.key_id
HrhregionI DEFERZAF/EregionAJID; domainlD2
(ERZEEEFPIEAFID; key id2MESAETERS
BUZRYZSAID
)
1. x-obs-server-side-encryption-kms-key-id:
regiorrdomainiddomainiddomainiddoma0001:key/
4f1cd4de-ab64-4807-920a-47fc42e7f0d0 =&
2. x-obs-server-side-encryption-kms-key-id:
4f1cd4de-ab64-4807-920a-47fc42e7f0d0
x-obs-server- | SSE-CIITU MEMBIZLE, ZLEERTRMNEFERNEE. | &
side- 2£AY: String fsEF
encryption- _ . . SSE-C
customer- m{éu:. x-obs-server-side-encryption-customer- 5
algorithm algorithm: AES256 DA
2458 FEZEFx-obs-server-side-encryption-customer- 1%,
key, x-obs-server-side-encryption-customer-key-
MD5—#2fER
x-obs-server- | SSE-CHR ™MEMAZL, ZLEFRTIFERANZR. | &
side- ZZHATINENSR. {5
encryption- SEA: Strin SSE-C
customer-key = g . . Yakat
3: x-obs-server-side-encryption-customer- B,
key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB2o/ ﬁ’
9Cw= °
295R : 1ZLiEFH256-bithYZHZZ base64-encoded S
7, FEFx-obs-server-side-encryption-customer-
algorithm, x-obs-server-side-encryption-customer-
key-MD5—#2fEFE
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APl 2% ( FIERX1 ) 5 API
HELZFR (575 b

x-obs-server-
side-
encryption-
customer-key-
MD5

SSE-CH5={U MMERZE, 1M RINZERERN | §. 5
MD5{H. MD5ERFIGIEEREREREFIRELE. {&MH

A String SSE-C
= . . VaE:®
5l: x-obs-server-side-encryption-customer-key- DA
MD5:4XvB3tbNTN+tIEVa0/fGaQ== i’&:

#4951z FREEEARY128-bit MD5{EZR IS base64-
encodedf5%l, FEZEFx-obs-server-side-encryption-
customer-algorithm, x-obs-server-side-encryption-
customer-key—ie{FEF

IBXKARITE

IZEKEEPRMEREETR.

IaRzHSE

HTTP/1.1 status code
Date: date
ETag: etag

Content-Length: length

N Rz Sk

IZIERIIAGE S ERAEE L, BRiE555%3-19,

AR

ETagiREBINZEAXIEN EEEHERIHash{E, TEENIIRAIHash(E,

2 5-78 BnnEaz;

HEk

HESLRR

ik

x-obs-version-id

MRABRAS . MNRFBRIZIRAIRES
iR, NSIRERIRAIRAS .

ZEAY: String

x-obs-server-side-encryption AR RSB IHINZRSSE-KMSH, Nk
BE&i1ZLE

ZERY: String
f5: x-obs-server-side-encryption:
kms
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MRFEIRSS

APl 2% ( FIEKXIT )

5 API

A1 S

EIRTANH S

HESLBIR

)

x-obs-server-side-encryption-kms-key-
id

R IRSSIHINZERESSE-KMSH T, Mok
BEIzLY, iz R RERR.
A String

L. regionlD:domainID(FEF
ID):key/key_id

Hrhregion| D2{FERZBFr/Eregionid
ID; domainID2{FAZAFTEFEFAYE
FID; key_id@AXINZ(FEREHIZEID,

T5: x-obs-server-side-encryption-
kms-key-id:
regiorrdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

ANRPRSSIHINZRSSE-CH, IINEE
Z3kaE, ZLEERRINEFERNEE.
ZEAY: String

M5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

UNRERSSIHNNEERSSE-CH, MMNEE
Z3ks, iSRRI ARY
MD5{&.,

ZERY: String

Tf5l: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

x-obs-next-append-position

BT —IXIERNIZiEHhIposition,
A Integer

ZIE KRNI E B PR HETTE.

1. MRARREN LEENSIKEBEXNRIKERT], OBSIR[EI400 Bad Request, 5

1=h3~AppendToolarge,

2. R positionBYEFNIHBINTRAIRIAIEAR—EL, OBSIR[E]409 Conflict, HIRAD

J9PositionNotEqualToLength,

3. WRIEEHPFEERNREENNR, XN5RZEEIFAppendable, OBSIR[E]409
Conflict, $HIZf3/90bjectNotAppendable,

4. WNRIGSKIENBXEGEIZ10000%, OBSIR[E1409 Conflict, $£i=f85

ObjectNotAppendable,

5. WMNRMRIFEREEIACOLD (iRFFE) ,

NARgeEARIZEL, dNOBSIR[E]409

Conflict, $&iRf390bjectNotAppendable,
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JRIFMEIRSS
APl 2% ( FIEKXIT ) 5 API

HitEiRE8 aiEske-24,

»! — » A |
BRI BEENSRIR
POST /object?append&position=0 HTTP/1.1
Host: examplebucket.obs.region.example.com
Expires: Wed, 27 Jun 2015 13:45:50 GMT
Date: Wed, 08 Jul 2015 06:57:01 GMT
Content-Type: image/jpg
Content-Length: 1458
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1458 bytes of object data]

ARGl EEENSHR

HTTP/1.1 200 OK

Date: Wed, 27 Jun 2015 13:45:50 GMT

ETag: "d41d8cd98f00b204e9800998ecf8427e"

Content-Length: 0

Server: OBS

x-obs-request-id: 8DF400000163D3FOFD2A03D2D30B0542

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTjCqTmsA1TXRplrmridvcEWvZyjbztdd
x-obs-next-append-position: 1458

BRRE: 5 redirect F1IEHE N LFENSG5R

FAFfFEtBexamplebucket, 335Robj001AFE, BITEMEZOCIEHMYTR, RE
B e[ kiE"x-obs-website-redirect-location":"http://www.example.com/", BENX
sLs"x-obs-meta-redirect":"redirect”", 153K

POST /obj001?append&position=0 HTTP/1.1

Host: examplebucket.obs.region.example.com

Expires: Wed, 27 Jun 2015 13:45:50 GMT

Date: Wed, 08 Jul 2015 06:57:01 GMT

x-obs-website-redirect-location: http://www.example.com/

x-obs-meta-redirect: redirect

Content-Length: 6

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kZoYNv66bsmc10+dcGKw5x2PRrk=

[6 bytes of object data]

IRz~ : & redirect F1BEXSKIHEINSXIHR

HTTP/1.1 200 OK

Date: Wed, 27 Jun 2015 13:45:50 GMT

ETag: "9516dfb15f51c7ee19a4d46b8c0dbe1d"

Content-Length: 0

Server: OBS

x-obs-request-id: 5SDEB00000164A3150AC36F8FOC120D50

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSIVITYwsA4p9GEW+LYqotSI5BYDXHT
x-obs-next-append-position: 6

5.4.10 IEXSR ACL

TORENA

OBSSZISRIRI R TRURIEE] . BUAERT, RENRISREAGHIRIY

EEIR. BRBALISEEAAEER, LR — PR LIEE ATAaE

35, RUFEATHERI. SSEAMSSSNETRENERE 7ACL T
REH
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JHRIFMEIRSS
APl 2% ( FIEKXIT )

5 API

OBSFF#E LI RATAI LUK BN PRI HSRER

e LUBITACLIREAPHZEON EFE

HOXT SR E M FREXACL (access control list) » —NIRAJACLERZ 1510055 Grant

L

ATENBUMTELIIRACL, EXIRANHER

ZhRA

FINBRT, BEXHNRRMIRAIIITRACL, BIRERERAIIIIRACL, ERTLIT

S#versionld,

E :\ r4
ARiHEMEL
PUT /ObjectName?acl HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date
Authorization: authorization

<AccessControlPolicy>
<Owner>
<ID>/D</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>/D</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

1% Xlﬁlé\ &
1BRSEIHBBUNZRS-79F 7R

% 5-79 5K EHESH

2R String

SHBIR R AR WIE
versionld SRR AS , R ESIEERAIIITRACL, B

HEk
ZERERMAERERL, BHSIE-3.

iERIHRTTR

ZEKBRBIHRETEREENRIVACLER, TTEIENINERS-80F .
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MRFEIRSS

AP &% ( FIERXI ) 5 AP
% 5-80 T KHETTE
TCEBMR )% BE W%
Owner WHEFEEER, 881D, 2
KA XML
ID FFDomainld. =
&8 String
Grant BFtrcERPRBERPAINIR. 2 | &
MIFTRAIACL, GrantTTEARERB
21001,
A XML
Grantee ICRAPEE, S
KAV XML
Canned BIFfE AIEFRR. &
BUESEE: Everyone,
ZERY: String
Delivered ITRACLE S FEFEIIACL, &
A4 Boolean
ZRIN: true,
Permission EF R, =
EVESBE: READ | READ_ACP |
WRITE_ACP | FULL_CONTROL
ZERY: String
AccessControlList | ihjaiz#I%5IER, BE&Grant, 2
Grantee. Permission=7tZ=,
KAV XML
I Rz S
HTTP/1.1 status code
Content-Length: length
Content-Type: application/xml
IHZISES
ZiERNENEEERATIBERL, BERESEER3-19,
BRARIRGEESLZ ), ErIaeFERAIERS-81HaERL,
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MNRFEIRSS

APl &% ( EERKXIE ) 5 AP
& 5-81 [fiNNaRLE Sk
HELEIR ik
x-obs-version-id WENACLAINRAINRAS .
2E8Y: String
NaREH S TR
ZIE RN E R AN EEIHETE.
-+ :s re
HIRMALEE
IZIE RN TSR, PIBRIREEEE8ER6-29,
=3 —
iI=P ]
PUT /obj2?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:42:34 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8xAODun1ofjkwHmM8YhtNOQEcy9M=
Content-Length: 727
<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
I Rz~ 51
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 8DF400000163D3FOFD2A03D2D30B0542
x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCT|CqTmsATXRplrmrldvcEWvZyjbztdd
Date: WED, 01 Jul 2015 04:42:34 GMT
Content-Length: 0
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APl 2% ( FIEKXI )

5 API

5.4.11 3RERXI5R ACL

ThEEN A

ZhRAE

iEKRiHE Rl

IEREERESH

FAPHUTIRBTRACLATERE, IROEREESIEEXNRINRIEHITIRES . AFPYR
HIBERHEEITRIEACP (access control policy) IR, 7 HEHITIRENRIRACLATIRIE .

FIANBRT, SFEEFIRANNSRACL, MNRESRFRANNRERRIRS, RG]
404, MNREFREUSTEIRABITTRACL, iERaliETversionldiBESH .

GET /ObjectName?acl HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZERFBEABREESHPIEEREREBXIRACL, SHENINEKS-82F .

& 5-82 iI5KBERESH

EHERR itk BT
versionld BEXNRAIRES . B
A String
\$ :\ z N
iEKEEL
ZIERERAAHEEL, BREESER3-3,
\E hJ 4 —
IBKEETTR
ZIERIHEPRAMERBERTE.
RGE S
HTTP/1.1 status_code
Date: date
Content-Length: length
Content-Type: application/xml
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>/d</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>/d</ID>
</Grantee>
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JHRIFMEIRSS
APl 2% ( FIEKXIT ) 5 API

<Permission>permission</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

N pzE 2k
IZIERIINGE S ERATHEE L, BRE55%R3-19,
BRAHIDNGERSLZS, TR REERIN TF&RS-83AYEE k.

K 5-83 [fiInnar;E Rk

HELBZFR 0%

x-obs-version-id EEMNRIRAS,
BYUE: FrEH
ZNME: T

IR VASISSavE
IZEREIERLHE P HETTRRERIRAIACLES, TTRAIEARENANRS-84FF
TNo
#+ 5-84 IINSHETTE

JCRBMR R

ID FAF#IDomainid,
ZERY: String

AccessControlList BIEEFESIE, 1IEFR 7 hZEaIhaNRAIAERYY
=

KA XML

Grant BFtrmcBRRBFBSUR .
KA XML

Grantee ICRAPEER,

KA XML

Delivered STRACLER U FFEAIACL,

ZAU: Boolean

Permission BB PXNZXSRITEEINRIERIR

ZERY: String

fERIERZHE
THRHER, FIABRCEaaTERe-2F,
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APl 2% ( FIEKXI )

5 API

iBERTA

il iz 73~ 451

GET /object011?acl HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:45:55 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:YcmvNQxItGjFeeC1K2HeUEp8MMM=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 8DF400000163D3E650F3065C2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS+wsHQRUA2Tx+mXUpNtBbWLPMLe9ClIx

Content-Type: application/xml
Date: WED, 01 Jul 2015 04:45:55 GMT
Content-Length: 769

<?xml version="1.0" encoding="utf-8"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ_ACP</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

5.4.12 {EXXIRITEIE

ThREN A

iERiHERFC

PR LGB AZ AN, (2oak b e EERIRIRAITEIE .

PUT /ObjectName?metadata HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: length

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>
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AP &% ( EIERXI ) 5 AP
BREESH
% 5-85 5 KHESH
SHBR )% ERWIE
versionld HRARAS . B
A String

BREEk

(AL

OBSSIFTHIEIXI RITEIBRIE R BT HT TP ERI6 MEKL: Cache-Control,
Expires. Content-Encoding. Content-Disposition. Content-Type. Content-Language, OBS

SEHBEXEHRERFAENRITEET, £ FENRIEHEADMRAEHR, XERFAE

BEWRES

XS RZAIHTTPL g iR Bl Fif o

% 5-86 i53KiHESL

A String

HELZR fR BRI

x-0bs- TCEURIR IR =

g?etat‘?ata‘ BY{&1}9REPLACE_NEWEEREPLACE

irective _ — vt

REPLACE_NEWZR/R: XFERFEERITTEIRHT
B, FEEENTEIERTRE, KRIEEITH
BEHREAT (F1: BENCHIERSRGE) ,
REPLACERR: RIS RPETHILGTES
i, KRISERITTEIRE ( AFFERx-obs-storage-class
NEETTEHE ) WM.
ZE8Y: String

Cache- 1EEObject# FEATAIM I EFIT - S

Control 38U String

Content- 1EEODbjectf FEATAIRFR B

Disposition S8 String

Content- 1EEODbject# FEATHIRN S RAIED - B

Encoding AU String

Content- 1EEObject# FEATHIRNFIESIER - B

Language 2R String

Content-Type | Object3{4388Y, &
A String

Expires }EREObjecttf N ELATRIM ARV EZTFIT HARTE) o B

N5k 01 (2022-08-16)
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APl &% (EEKKXI ) 5 API
HELZR fR BRWIE
x-0bs- LR E T Websitefie &, BJLUBREUXMNIRANE | &
website- KREFEEMEEA S — P RIREE—MIMEBAIURL
redirect- BN, BEMBERIBAS—IIR:
location . . .
x-obs-website-redirect-location:/anotherPage.html
HEEMIERE—FMBURL:
x-obs-website-redirect-location:http://
www.example.com/
HAY: String
g,gai %\Zml/\/{ “/15 . “http://” ﬁ “httpS://” J:F
3L, KEARBII2KB

x-0bs- BREXTRAVTFMEEE B

storage-class | sau: String
5B 7FEEBUE37: STANDARD ( ¥rfEfF% ) .
WARM (i87FfiE ) . COLD (1877 ) . FEixXEa]
BCERYEHR: STANDARD. WARM. COLD, F=
KINEK,
f5l: x-obs-storage-class: STANDARD

x-obs-meta-* | AILATEIERFIIALL “x-obs-meta-” FFLATHEER B
L, BRIABENXAITEIE, LMENNRHITE
ENXEE, HAPRBUSRSEIILITIRITEYE
BY, MARBENXTHIRESEREIEEMLHAH
m,
A String
f5: x-obs-meta-test: test metadata

B HETTE

ZIERKBEFRAMERBEETX.

Iifva=)=t=3ae
HTTP/1.1 status code
Date: date

Content-Length: length
Etag: etag
Last-Modified: time
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APl 2% ( FIEKXIT )

5 API

NaRzER Sk

NaAGHETTER

HiRlIAER

% 5-87 [MipNM@r;EE sk

HELZFR 0%
x-obs-metadata- | JTTEUBIRIEIE R .
directive

VB IREPLACE_NEW={REPLACE .
AU String

Cache-Control

TEREODbject#i FEATAIMRNAYEZFITH . RIERIEF T Ik
i%, BRANMNASEEHRIZEEIERL,

ZEAY: String

Content- IEEObjecttl FEATAIRTR . WMNRIERIET T IkLisk, BRAM
Disposition NASEEFRZEEESL .

A String
Content- 1EEObject#f FEATAIN S RADIER . WRIBRER Ttk
Encoding i%, BBANINAYEEFROIZEELESL,

A String
Content- 1EEObjecti FEATHINBTESIER . MMRIBEREF Tk
Language 1%, BBANINAYEEPRIZEELESL,

ZEAY: String
Expires 1EEObjecti FEATRIM TR EFIIHARYE . ANRIEKRIET T

Itskis, BPANRNAYESFRIZE AR LEEL,
A String

x-obs-website-
redirect-location

LRIRE 7 Websitefic &, AJLUSIRBUX M IRAVEKREEDER]
BB —NTRE—MMNBAIURL, dNRIEKIER 7 Itbsks, BB
AN ASEEFNZEEIEEL .

A String

x-obs-storage-
class

EEXNRAVFEEE, RIEKRES TR, APANNAYH
BHiZze S tiEEk.
A String

Xx-obs-meta-*

RAREEXRITHE, IMENHREITEEXEE ., WMRIEK
BT ISkE, BRAMMNAYE S AiZEEIER k.

ZEAY: String

ZIEKRIELE AT EETTE.

ThFRiEIR, TERIREEEEER6-2F,
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BRI IR TTEE

EXIRobjectiimINITEYE: Content-Type:application/zip#x-obs-meta-test:meta,

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE_NEW

Content-Type:application/zip

X-obs-meta-test:meta

ARz~ AINSSRITERE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOvTYtXnLDmwV6ED
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive:REPLACE_NEW

x-obs-meta-test:meta

BRI (BIRTEIE

X5 object EIFIETTEEX-0bs-meta-test:testmeta, HEx-obs-storage-class/J
WARM, 335 objectAyTTEdEX-0bs-meta-test{EHfanewmeta, x-obs-storage-
class{&iACOLD,

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxLLnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE_NEW

X-obs-meta-test:newmeta

x-obs-storage-class:COLD

ARGl (EBIRITERE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOVTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive:REPLACE_NEW

x-obs-meta-test:newmeta

x-obs-storage-class:COLD

BRI WBRTRTTENE

YfFRobject BFETTEIEX-0bs-meta-test:newmeta, Content-Type:application/zip,

BB TTEEX-0bs-meta-test o

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT
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Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMSO0jaVxILnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE
Content-Type:application/zip

ARG BIFRITRITERE

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpOVTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive:REPLACE

5.4.13 IEXEXI%R

&b
INgEN4A

iBKi

~

s== N
185Ki

HEHEE

HESH

s== N
185Ki

B EMRIFERISRIEE X RERR— M RS ERIEIEMAR.
AR
BRHROEFITXHREASSS, BB TNUHRRNGEFRNERTH: SIEHTXHRS.

PUT /ObjectName?modify&position=Position HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: type

Content-Length: length

Authorization: authorization

Date: date

<object Content>

ZIERFEEHETIEESH, XPXEBUNELE, BIEENXIER EENE.
SHURBINZR5-88F 7 o

% 5-88 5 KIHESH

BHEWR fiik =R WI%
modify FPXZ2LMENE L L&, =

A String

position SRERINE =
ZKA: Integer

IZERERATRNIEKRERL, BIFINR3-3FR.
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IBXREETTE
ixlﬁj?ﬁ:u%q:'z_ éIU\TE%o

i Rz 2

HTTP/1.1 status_code
Date: Date

ETag: etag

Content-Length: length
Server: OBS
x-obs-request-id: request-id
x-obs-id-2: id

N pzE Sk
1/(1‘%—.}?E,Jur]r‘_~ﬁlu\{§ﬁﬁ/ \i%lu\?k; E‘&ki%%%is"lgo

R ISbave
1/(15_!—}25’]”“}_‘_‘%:;,\':’:7[: ﬁlu\mgo

SR
THHER, IEHRCEaaERe-2F.

R
PUT /ObjectName?modify&position=Position HTTP/1.1
Host: examplebucket.obs.region.example.com
Date: Wed, 08 Jul 2015 06:57:01 GMT
Content-Type: image/jpg
Content-Length: 1458
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1458 bytes of object data]

WA Rz~

HTTP/1.1 200

Date: Wed, 08 Jul 2015 06:57:02 GMT

ETag: "d41d8cd98f00b204e9800998ecf8427e"

Content-Length: 0

Server: OBS

x-obs-request-id: 8DF400000163D3FOFD2A03D2D30B0542

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTjCqTmsA1TXRplrmr)dvcEWvZyjbztd

5.4.14 IR
VG
BT RIBFRIEBEE XA — I UIRERTEIEE R
AR
BRI HTERGESS, QTR RGISEEMERTA: RHTIRE.

HEH

PUT /ObjectName?truncate&length=Length HTTP/1.1
Host: bucketname.obs.region.example.com
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Authorization: authorization

Content-Length: length

Date: date

IERHERESY

ZIEREELHEPIEESH, RPXEREHMNE LE, EINESERREREOTRK
N, BEURBBUNZRS-89FF

X 5-89 EKEHESE

BHER ik =20
i%
truncate FPXZUEKS N LE. =
LR String
length HETEXIRAIK/N, =
28 Integer
IERRIEISES
IZIEREAAHRIERBEEL, BANER3-3MR.
IBXREETTE
ZIBKHRLPIHHETE,
IRGE SIS
HTTP/1.1 204 status code
Server: OBS
x-obs-request-id: request-id
x-obs-id-2: id
Date: Date
i B2 Sk
IZIE RN HBERAHEEEL, BIMESER3-19,
DVAEIShIvES
IZERNMAEERATHEETR
=TI RLHE
THRHER, MEHEREEaa8ERe-29,
(=R
PUT /ObjectName?truncate&length=1000 HTTP/1.1
Host: examplebucket.obs.region.example.com
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXpMXTE6ynw=
Content-Length: 1
Date: WED, 01 Jul 2015 04:19:20 GMT
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N Rz 7~

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEAO5ACOCAO66F1

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkMA4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

5.4.15 EipRBXIHR

TORES TR
B BAMRIRERIEBEE X RARN— I HREGFRNEMIRE .
[MARTL:
BRHROXAEF I TXHRSSSS, SIEFTHRRNSEFRERTA: SIEFHTXHRE.
BB ENIFRFERE,

IEXRHBER

POST /ObjectName?name=Name&rename HTTP/1.1
Host: bucketname.obs.region.example.com
Authorization: authorization

Date: date

ERHRSH

ZERBELHEPIEESH, FAXEREGIZRE, REHEENREBZEHITR
%W o %ﬁiﬁﬁﬁyuis'goﬁﬁﬁ? o

& 5-90 BKERBH

SHBR 7% BRIk

name BRI REIR, 1BERBXEER, =
A String

rename HIPXEREDZIRE, =
&R String

ISKHZRk
ZERERALABREEL, BARS-3FTR.

\E :\ 4 —
BRKEETTE
ZIERKEHELFR ARG HEITE,

aRzH BT

HTTP/1.1 204 status_code
Server: OBS
x-obs-request-id: request-id
x-obs-id-2: id

Date: Date
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NaRzER Sk

IZEKRAIBAMGE B ERAEEE L, BIMEE2%E%R3-19,

NaRGHR TR
BRI SR AR TR .

SIRIINGHR
THRHER, FIEBRCEaaTERe-2F,

\$ —

(=R GNl
POST /ObjectName?name=file2&rename HTTP/1.1
Host: examplebucket.obs.region.example.com

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4Ng1izvzc1nTGXxpMXTE6ynw=
Date: WED, 01 Jul 2015 04:19:20 GMT

Ml iz 73~ 451

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEA05ACICAO66F1

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkMA4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

5.5 ZEZIRIE
5.5.1 FIEHEHEVIRE S ERES

ThRENA

EF‘E%‘E‘Q‘K%D EI—MEFERIRLEEREFH AR REGERIZ R LIEE

FJ o

\$ :\ r4

IEXREEE
GET /?uploads&max-uploads=max HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization

ERHRSH

ZIERALUBEESKEHEFIEESH, TRET CENZSER LIEES, B5KkSHR
BBUNZE5-91 7.
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x5-91 BREESY
BB fEiA BRI
delimiter SWFEFHEEdelimiterfIIRAES, ENRE | &
(ANRIBERFPIEE T prefix, WIHARRIREFTEEL
mprefix ) FINEZEFEFE—NdelimiterZ [BIIZEFRF
EBYEEICommonPrefix7ENI R FiR[E] . WREE
&CommonPrefixiES M A—PAH, ERA—
FICRAMNPIRE], ZICRABESESER,
XAFRTAPZOETFES R EEES.
ZERY: String
prefix WNRIEKRFIEE 7 prefix, MIINAXEETHEZLL | &
prefixFHERIESER .
ZEHY: String
max-uploads FIHENZRIESHRAEE, BUESTEES S
[1,1000], ZHBHSCERY, ZEBFAIARY1000H T4E
%,
A Integer
key-marker S5 AR EEERIkey-markerZ GRS EES . S
A String
upload-id- RBFkey-marker—EFHAABRN, FIZEMNRE | &
marker {EEMIkey-markerfupload-id-markerZ [ERIZ E&
15
ZERY: String
iBXKiARk
ZERKERAATEKREEL, BABELRS-3.
IBXKARITTE
ZIBKHBRPRAMERHETE.
)R SISt =5
HTTP/1.1 status code
Date: date
Content-Length: length
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Bucket>bucketname</Bucket>
<KeyMarker/>
<UploadldMarker/>
<NextKeyMarker>nextMarker</NextKeyMarker>
<NextUploadldMarker>idMarker</NextUploadldMarker>
<MaxUploads>maxUploads</MaxUploads>
<IsTruncated>true</IsTruncated>
<Upload>
<Key>key</Key>
<Uploadld>upload/D</Uploadld>
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<Initiator>

<ID>domainID/domain/D.user|D/user/D</1D>

</Initiator>

<Owner>
<ID>owner/D</1D>

</Owner>

<StorageClass>storageclass</StorageClass>
<Initiated>/initiatedDate</Initiated>

</Upload>
</ListMultipartUploadsResult>

NaRzHR Sk

IZIERIIINGE S ERALEE L, BRi555%3-19,

iz L=bave S

IZBRIIEALH S PBILHETRIREIZ R LEESS, TRIIEARENINRS-92Fh

No

% 5-92 WAGEETTE

TTEREM

ik

ListMultipartUploadsRes
ult

{®7FList Multipart UploadiERERAISEE,
28 Container
Fi5E: Bucket, KeyMarker , UploadidMarker,

NextKeyMarker, NextUploadldMarker, MaxUploads,

Delimiter, Prefix, Upload, CommonPrefixes,
IsTruncated

AFHE: None,

Bucket

VIR AESSERTERITRER o

ZEHY: String

KeyMarker

FIZEBTRURRIANT R E .
A String

Ve S==nd

5= ListMultipartUploadsResult ,

UploadldMarker

FIZAFAVFSIA UploadIdfiE .
A String

A N+
X

NextKeyMarker

553 ListMultipartUploadsResult .
MRRRZEREESIPER, WAFKPIEES
NextKeyMarker=Ez, FFHREBRETRiEKE
KeyMarker{&,

ZEHY: String

AN

AR5 ListMultipartUploadsResult .
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TTEREM

ik

NextUploadldMarker

MRRRZEREEIPLER, WESKPIEEE
NextUploadldMarkersc=, FFHrBERE FRIEKAY
UploadMarker{&.

ZEHY: String

AN

75 ListMultipartUploadsResult

MaxUploads

BREINREAZE LEESHE.
KA Integer

LT a: ListMultipartUploadsResult.

IsTruncated

EPEEAXIREIEIMultipart Upload4558R %I E:
Wro “true” RARKBIREIELELER; “false” F
AAREEIRE T £EER

2£8Y: Boolean,

LT : ListMultipartUploadsResult,

Upload

{®7FMultipart Upload{EFZ{EEHNHE.

ZAY: Container

FT ;= Key, Uploadld, InitiatorOwner, StorageClass,
Initiated,

5&

-

553 ListMultipartUploadsResult .

Key

#MeaEMultipart Upload{ESSHIObjectZ=F
A String

RF5 53 Upload,

Uploadld

Multipart Upload{E53H91D,
KA String

Initiator

Multipart Upload{FSZHIBIEEE .
FHER: 1D,

2£AY: Container

R Upload,

BlEEE#IDomainld,
AU String

AN

AR Initiator, Owner,

Owner

ERBIFREE -
#7: Container

-

55 Upload,
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StorageClass FRIPEF SRR HERIIRIFHESEE,
ZEHY: String
R = Upload,
Initiated Multipart Upload{ES3R9#D0%A{LATIE .
LR Date,
R Upload,
ListMultipartUploadsRes | i5skAsAIPrefix,
ult.Prefix 7 String

R & ListMultipartUploadsResult

Delimiter BRI Delimiter,
ZEHY: String
RT3 ListMultipartUploadsResult

CommonPrefixes 15KAsDelimiter2407, IREBEE®S
CommonPrefixesi B S .

2RI Container
R s ListMultipartUploadsResult,

CommonPrefixes. Prefix | CommonPrefixes¢B{=Ern, FBBAEAIPrefix.
ZEHY: String

-

AT &= CommonPrefixes,

TRIRMNGHE

OBSZE#XdmaxUploadsi#{THIir, ISR maxUploadsAEEEERs & /\F0, OBSIR
[2]1400 Bad Request,

HitEiRELB S1ER6-29F.

BRTHG: AR TSI EHIRRIRIESS

GET /?uploads HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTEST000008:XdmZgYQ+ZVy1rjxJ9/KpKg+wrU0=

ARG AHFEUSEIIEEHRRIES

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D405534D046A2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSDaHP+a+BpORI6EMmIXvCOrf7q3qvBQW
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:51:21 GMT

Content-Length: 681
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>examplebucket</Bucket>
<KeyMarker/>
<UploadldMarker/>
<Delimiter/>
<Prefix/>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<Upload>
<Key>obj2</Key>
<Uploadld>00000163D40171ED8DF4050919BD02B8</Uploadld>
<Initiator>

<ID>domainlD/b4bf1b36d9ca43d984fbcb9491b6fceS:userID/71f390117351534r88115ea2c26d1999</ID>

</Initiator>
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>

</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2015-07-01T02:30:54.582Z</Initiated>

</Upload>

</ListMultipartUploadsResult>

BRI GI: 7 prefix # delimeter FIZEEXNIAKRIERESS

I, FAFt@examplebucketd2MNER(ESS, X5 Z 5B Imultipart-object00170
part2-key02, FUZER(ESAT, &Eprefix A “multipart”, delimeteriZ&H

object001, FIZEEHIIAKAIERIES

GET /?uploads&delimiter=object001&prefix=multipart HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTEST000008:XdmZgYQ+ZVy1rjxJ9/KpKg+wrU0=

MR EI: & prefix 1 delimeter FIZ¢S¥IHALRIER(ES

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 5SDEB00000164A27A1610B8250790D703

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSq3Is2ZtLDD6pQLcIq1yGITXgspSvBR

Content-Type: application/xml
Date: WED, 01 Jul 2015 04:51:21 GMT
Content-Length: 681
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>newbucket0001</Bucket>
<KeyMarker></KeyMarker>
<UploadldMarker>
</UploadldMarker>
<Delimiter>object</Delimiter>
<Prefix>multipart</Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<CommonPrefixes>
<Prefix>multipart-object001</Prefix>
</CommonPrefixes>
</ListMultipartUploadsResult>

5.5.2 lIait EER(ESS

&b
IgeN4a

ERZR LESMER, BRYRESERESR LEESEOCRES, RR=S
BRRE—TE2BHE—RIZRELEESS, FAESRR. BERFIULUREX MR
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IRRREXANEK, W HER. 5HE. JI%ERE, (IZSR HEESTEmES
NEENR; EB— M NRALIERNFESI SR EEES; B1SREEEESENR
RIRTLAMTILEELER, Bifacl. BFRBEENTTHIEFERNIHTTPEEL
contentType. contentEncoding, XLEMNNAYERLEERTEICRES R HEES
TCEIRES .

IZIRESTHFAR S5 IR AN THRE o

IEXRHEEFD

POST /ObjectName?uploads HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IEKEESH
ZERFBMHETEESY, RPXESREE, SHBNUIRS-93FR.

E 5-93 i5KHESH

SHEW HR BEWIE
uploads TRXEZE HEES. =

ZEAY: String

izl

o ZBHNTFHH,
o WMRIFBRRREUSE, WIHEBPOST LIEE
5o

IEKERL
ZIERATUERMINATEESL, BHANIRS-94FR .

£ 5-94 {HFKEEL
HESLZTR ik

£
x-obs-acl MIAES B HE(ESE, AL EIESLEENISE | &

IXPRIZHIRES , (ERAIREEATE XRIERRE, &

}&: private; public-read; public-read-write,

A String

5B FRAEATCAITE )R o

3Lffllx-obs-acl: public-read-write,

x-obs-grant-read | #JIAHZEE E1E(ESAT, (FRLSLIFIENdomain AT
BRPBIEXIRABRENT R TTEERIINR

2R String

SLf5Ix-obs-grant-read: ID=domainID, fIRFENLEZA
HP, FEBd, 98,

iy
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HELEZRR i2)% P
A%
x-obs-grant- Mia SR HEESEY, ERLEE N domain ™ | &
read-acp BRFEIREBRIRACLAIIR -
A String
Sfflx-obs-grant-read-acp: ID=domainID, f1RIENE
Z40ER, 2B, 98,
x-obs-grant- VB Z R EIE(ESSAT, (FERLkgIENdomain FEr | &
write-acp EHPBESIRACLAINIR .
ZERY: String
Sf5ix-obs-grant-write-acp: ID=domainlID, S5
SHEAER, FTEEY, DE
x-obs-grant-full- | ¥ BER EE(ESET, (FRLCSKEIENdomain’Fr | &
control BRPAEIENIR. REUGRTEIE. SKBETRACL, B
SFTRACLAIRIR o
A String
SEf5x-obs-grant-full-control: ID=domainID, f05E#ZHR
SLEANER, 2B, 9E.
x-obs-storage- a2 R EE(ESET, BTN ELESLESEXNRAE | &
class fB2ERs, tNRRIREI LS, NLAERIROATFIESREUE
FXIRAVFERE,
A String
5BA: fFESRELE3M: STANDARD (RERfE) .
WARM (@7 ) . COLD (/&7FfE ) . HLXER]EL
ERYEH: STANDARD. WARM. COLD, FEX/NE
U,
:f5: x-obs-storage-class: STANDARD
x-obs-website- LIMIRE 7 Websitefe &, AJLUSIRBUXMRANIBER | &
redirect-location | EEM@MEMEA S —MITREE— 1M IMEBAIURL, OBSIGIX
MEMNSEFEE, REFEXNRATERET.
A String
EANE: T
g/‘JEE LZ‘;ﬁL\)\ :‘/» . I http//” EY: I httpS://” J:Fék,
KEAREI 2K,
x-obs-server- {ERiZk R RIR S iR N ESSE-KMS 5 Bo
side-encryption | skm: String S
:f5: x-obs-server-side-encryption: kms }SEH;E_
KMS
B
AT,
%
EO
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HERSLER iR i
x-obs-server- SSE-KMSH = MEAZKE, ZkgRREER, R | &
side-encryption- | BFiRBRRMIZLE, IBARIANEERESEER.
kms-key-id INRENAEZBAFE, BERIACIEFHER.

2R String

ISR TURIEIA TS 2 :

1. regionID:domainID(f2F1D):key/key_id

E1%=)

2.key_id

HrhregionIDEFERZ$AFREregionfJID; domainlD2

FERZERERFIIFERID; key id@NEFIREIRIRSS

BUEERIZRSAID

1

1. x-obs-server-side-encryption-kms-key-id:

regiomdomainiddomainiddomainiddoma0001:key/

4f1cd4de-ab64-4807-920a-47fc42e7f0d0 si&

2. x-obs-server-side-encryption-kms-key-id:

4f1cd4de-ab64-4807-920a-47fc42e7f0d0
x-obs-server- SSE-CHH MERAIZKE, iz gRRINZEERRIE Bo
side-encryption- | i%. =HiE
customer- SEY: String F3
algorithm _ ) ) SSE-

f5: x-obs-server-side-encryption-customer- ch

algorithm: AES256 %

958 FEEHx-obs-server-side-encryption-customer- | i,

key, x-obs-server-side-encryption-customer-key- A

MDS_E{iﬁHo ‘ﬂ?o
x-obs-server- SSE-CI5 T\ MERIZLE, Z kg RRINEERRYE Bo
side-encryption- | $8, IZZARTFIIEIIR. =1k
customer-key 7 String J;!;E

fl: x-obs-server-side-encryption-customer- 5

key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20o/ =

9Cw= Ej-

2958 1ZLIEFH256-bithIEE AR iTbase64-encodedfS | %

Fl, FZEHx-obs-server-side-encryption-customer- Seir

algorithm, x-obs-server-side-encryption-customer-

key-MD5—2{FFH
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HELER ik =
x-obs-server- SSE-CHIU MERIZLE, ZLFFRINEERNER | Bo
side-encryption- | BIMD5{E., MDERTFIEIEZRERIREF RS, | HfEF
Ic\;l,lét;)mer—key— A String }SE!;E

fl: x-obs-server-side-encryption-customer-key- CT:T-
MD5:4XvB3tbNTN+tIEVa0/fGaQ== %
2958 1%L R $ER9128-bit MD5{E&R 1T base64- Ad,
encodedf5%l, FEZEHx-obs-server-side-encryption- oW
customer-algorithm, x-obs-server-side-encryption- 1%,
customer-key—ie{FEF
x-obs-expires FERNRAIHARTE, BUEX. SHZENREEE | &
iR, (MNIREEELITEFIEITE )
A Integer
f5: x-obs-expires:3
x-obs-meta-* s EIERATSAT, aILATEHTTPIBRFIOALL “x- | &
obs-meta-” FFLAGHBk, RRIMABEXAITS
7, LMENNSRFITEEN SR, PRIt SRE
EALXTSRITEURER, MANBEEN THIRESERE
HERSLFET,
2R String
f5: x-obs-meta-test: test metadata
= \{.mﬁ/ \;él%\%i%%%§3'3 o
IBKHEITE
ZIEKHEPAEREETER.
lRGEERET
HTTP/1.1 status code
Date: date
Content-Length: length
Connection: status
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Bucket>BucketName</Bucket>
<Key>ObjectName</Key>
<Uploadld>uploadID</Uploadld>
</InitiateMultipartUploadResult>
IRGEE sk
ZERNMAERFERAAEEEL, BAiESER3-19,
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iz LEbave S

& 5-95 FHNmmAzE 8k

HESLBIR

ik

x-obs-server-side-encryption

WMRARSZ IHINZESSE-KMSA R, Mk
Bz,

ZERY: String

~f5l: x-obs-server-side-encryption:
kms

x-obs-server-side-encryption-kms-key-
id

WRRSIHINZRESSE-KMSA T, Nk
Bazskls, ZSkgFRRERE,
A String

=X 49: regionID:domainID(FEF
ID):key/key_id

Hrhregion| D2{FRZEFr/Eregiond
ID; domainID2ERAZHEREEFIYE
FID; key_id@ZA R INZ{ERIVZEAID,

3f5: x-obs-server-side-encryption-
kms-key-id:
regiomdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

UNRIRSSIHNNEERSSE-CH, MRS
ZkiE, kRN ERREE
A String

f5l: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

BIRIRSSIRIESSE-CARt, MRS
1z, iZSs RN R
MD5{E.,

A String

T5: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

ZIERIMMNEEPETROEEITER, REMRZR LEESHNSR EEESS. @
B, WRE, HE% HER. GHERER, TRIEAREXINERS-96FTTR.

% 5-96 IINHETTE=

TCRBMR iR
InitiateMultipartUpl | IBIAZER EIEESHBE.
oadResult SR XML
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TCERBR iR
Bucket ZE HEXNSRFAERRIEE .
A String
Key ZE HEXIRAYKey
ZEAY: String
Uploadid ZR HEid, FEHTSER LER, JBEX N dEESER L
B1ES.
ZEAY: String

HixldhziHR
1. NS AccessKeysZZ T3, OBSIR[El403 Forbidden, $£iR#99AccessDenied,
2. WNRBEATFEE, OBSIR[E404 Not Found, fEiRFBINoSuchBucket,

3. KEHPEREEEIEEENERIR, NEREEMNR, OBSIR[E|403 Forbidden, &
iRFBHAccessDenied

HinigizE 8 a1EER6-24,

IERTHI: IR ER

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:14:52 GMT

Authorization: OBS AKIAIOSFODNN7EXAMPLE:VGhpcyBtZXNzYWdIIHNpZ25|ZGGieSRIbHZpbmc=

NaREA: ¥DIRER

HTTP/1.1 200 OK

Server: OBS

x-obs-id-2: Weag1LuByRx9e6j50nimru9p04ZVKn)2Qz7/C1NPcfTWAtRPfTaOFg==
x-obs-request-id: 996c76696e6727732072657175657374

Date: WED, 01 Jul 2015 05:14:52 GMT

Content-Length: 303

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Bucket>bucketname</Bucket>

<Key>objectkey</Key>

<Uploadld>DCD2FC98B4F70000013DF578ACA318E7</Uploadld>
</InitiateMultipartUploadResult>

BRI IR CERRO RIS ACL

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:15:43 GMT
x-obs-grant-write-acp:ID=52f24s3593as5730ea4f722483579ai7,1D=a93fcas852f24s3596ea8366794f7224
Authorization: OBS AKIAIOSFODNN7EXAMPLE:VGhpcyBtZXNzYWdLIHNpZ25lZGGieSRIbHZpbmc=

MaRRGl: #IaMERRIEIRT IR ACL

HTTP/1.1 200 OK
Server: OBS
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTnv+daB51p+IVhAVWN7s5rSKhcWqgDFs
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x-obs-request-id: BB78000001648457112DF37FDFADD7AD
Date: WED, 01 Jul 2015 05:15:43 GMT
Content-Length: 303

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Bucket>bucketname</Bucket>

<Key>objectkey</Key>

<Uploadld>000001648453845DBB78F2340DD460D8</Uploadld>
</InitiateMultipartUploadResult>

5.5.3 H{&E8

iEKRiHEREU

ERIHERSH

R LEASEE, ARYUETEESR LEESS, B LEREONFEN
F55 LB, NEFin LIEFHERE. B— I YRNE— SR EEESE LERE,
LRI R G FHRERERIN, ARSI R LR

BA/ISEERZ[100KB, 5GB], (BEMRITEHEREFN, RE—TRIIXISEEN
[0,5GB]. EfERIERAYRSEAETEERS], ESEE=Z[1,10000],

ARSI AR S5 i AN TORE o

ikl

E3{ESpartNumber2E—aY, EE HEtBREpartNumberfiVEs, F—IX HELE
B—XEERS, SHA LER—IIRAE—partNumberfid, RSB imEELast
Write WinZg&, {B “Last Write” BIRTIBIE X DR TTEIECIERT 8, I T IRIESEE
i, ERinEEINMRIER—XROER— MR EENHEE . A—IRFEERFF
K EEREEH

PUT /ObjectName?partNumber=partNum&uploadld=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Content-Length: length

Authorization: authorization

Content-MD5: md5

<object Content>

£ HERREEBI T EESHPIEEZS R LEXSSNMES K ELEEER, &
HEBEARE X UNFES-97F7R,

& 5-97 BKEREH

BHEWR ik EEWIE
partNumber HEERRIERS . BYEAIM1EI10000R9EEE]L =

2R Integer
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IEREISES

ZERY: String

5 API
BHEWR i BaRWI%E
uploadld ZE HEESId, =

ZERERALERL, BIFEEER3-3,

% 5-98 IRSSIRMNEBRIERL

HESLBIR

1)

BRI

x-obs-server-side-
encryption-customer-
algorithm

SSE-CH T\ MERZL
1%, ZkERR IR
&=

A String

: x-obs-server-side-
encryption-customer-
algorithm: AES256
295R . FHEFx-obs-
server-side-encryption-
customer-key, x-obs-
server-side-encryption-
customer-key-MD5—i2
(EDZZN

B o S{EASSE-CIHT
BY, @ik, FESHAK
éﬁ%ﬁﬁ&%ﬁﬁﬂ’fﬁﬁﬁ’ﬂ%ﬁ

x-obs-server-side-
encryption-customer-key

SSE-CH = MERIZk
Is, 1ZSkgFRRINZERB
B9%5R . 1ZZSBRTINE
POE

AU String

~ffll: x-obs-server-side-
encryption-customer-
key:K7QkYpBkM5+hca27
fsNkUnNVaobncnlLht/
rCB2o/9Cw=

205R: 1ZLiEFH256-bithY
2Z5RLRIdbase64-encoded
531, FEFx-obs-
server-side-encryption-
customer-algorithm, x-
obs-server-side-
encryption-customer-

key-MD5—it2{EH .

B o S{EASSE-CIHT
BY, @ik, FESHAK
éﬂ*éﬁﬁ&%ﬁﬁﬁ’fﬁﬁﬁ’ﬂ%
Ho
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IBXKHRITE

IaRzHSET

N Rz Sk

HESLBIR

A

BRWYik

x-obs-server-side-
encryption-customer-
key-MD5

SSE-CH I MERZL
Is, 1ZKgFRRINZER
RIZZ$BRIMDS{E ., MD5(E
TR EmEES
B,

A String

~ffll: x-obs-server-side-
encryption-customer-
key-MD5:4XvB3tbNTN
+tIEVa0/fGaQ==

295K iz R E Y
128-bit MD5{&EZig
base64-encodediB%l, &
EFHx-obs-server-side-
encryption-customer-
algorithm, x-obs-server-
side-encryption-
customer-key—iefER

Ho. HEMASSE-CHT
BY, Wik, BESVIRK
HER{FSSFERERY
MD5/{&,

IZEKEEPRMEREETR.

HTTP/1.1 status code
Date: date

ETag: etag
Content-Length: length

IZIERIIAGE S ERATEE L, BRi555%3-19,

2 5-99 [ HNNmAE 8k

HESLBTR

g

x-obs-server-side-encryption

kms

WMRARSZ IHINZESSE-KMSA R, Mk
BE&i1ZLE
ZEAY: String

f5: x-obs-server-side-encryption:
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HESLBIR

)

x-obs-server-side-encryption-kms-key-
id

R IRSSIHINZERESSE-KMSH T, Mok
BEIzLY, iz R RERR.
A String

L. regionlD:domainID(FEF
ID):key/key_id

Hrhregion| D2{FERZBFr/Eregionid
ID; domainID2{FAZAFTEFEFAYE
FID; key_id@AXINZ(FEREHIZEID,

T5: x-obs-server-side-encryption-
kms-key-id:
regiorrdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

ANRPRSSIHINZRSSE-CH, IINEE
Z3kaE, ZLEERRINEFERNEE.
ZEAY: String

M5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

UNRERSSIHNNEERSSE-CH, MMNEE
Z3ks, iSRRI ARY
MD5{&.,

ZERY: String

Tf5l: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

IR EEITER

ZIE RN E SR A HETER,

)] SV
1.
2.
3.
4
5.
6.
7.

iA

NoSuchBucket,

WNRERF=#EISEE[1,10000], WiR[EI$EIR400 Bad Request,
WREEK/IMBIZSG, MIR[EIEEIR400 Bad Request,

UNERAccessKeyE ZZ T3, OBSIR[E]403 Forbidden, $&iRf3IAccessDenied,
TOEEEEE, NREAEE, OBSE[EI404 Not Found, $EIRR3H

WERRIACL, FIETFFDomainld2SEEEEMRIIEIIR, MRLRETUR, T

OBSiR[2]403 Forbidden, fEi=fENAccessDenied.,

NoSuchUpload,

403 Forbidden,

KBEZER FEEFSEEEE, NRAREE, OBSIR[E404 Not Found, $(HIRFEA

KESRKAFEERSR HEESRIARE (Initiator) , MIRAZ, OBSXM]

28 9 AccessDenied o
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HitEiRE8 aiEske-24,

iBERTA

PUT /object02?partNumber=1&uploadld=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:15:55 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZBOhFwaHubi1aKHv7dSZjJts40g=
Content-Length: 102015348

[102015348 Byte part content]

e Rz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40956A703289CA066F1

ETag: "b026324c6904b2a9cb4b88d6d61c81d1"

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCUQuU/EOEVSMa04GXVwy0z9WI+BsDKvfh
Date: WED, 01 Jul 2015 05:15:55 GMT

Content-Length: 0

5.5.4 EE

ThREN A

SR ELEESZ0EE, BRALBEEESR LEESS, MFEES LER. iR
MRS RNEBFERRENZEO .. RIFEFRBE LENRI—ERD SRR EN

EXO

IR ESTHF AR S5 i AN THRE o

ikl

1 NS RRBRIEHTTPIR Bk ig R AYstatus_codeRFIRMEREELIN, ;kt:EEF
status_codeiR[E]2000 R RIRSBin ELUKENEK, BB NERIEK, 1IZNE
%I}J%Eﬂlﬁlﬁiii%%lﬂ’ﬂbodyﬂlﬂ , RBbodylkHBETagicS A FR R, éﬂﬂ%a‘x%m%
W o

BRI RobjectFEE I I— N ERpart1, WMIREENIE(EZBipart1 BEEFE, EIURIEH
T EEBREIREpart SFFE NNREIEES . BUMING, REe52RIRHAIER
partl, BEREIBSESHEMIIR. RitEFERENRZEOMSHRERBIRRAFESRECT
ME, BEEENRSHEREERG. EIIERIRENRobject BIE@ME

STFHEXTR
MBFELRERFENNR, FEFMNENROKERES, REARERNRLETERSER
SBY, AeEENIN . EXSRIRESE EEKRER, SENEY, REHEIR403
Forbidden, REiAN:
ErrorCode: InvalidObjectState

ErrorMessage: Operation is not valid for the source object's storage class
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IEXRHBED

PUT /ObjectName?partNumber=partNum&uploadld=UploadID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

x-obs-copy-source: sourceobject
x-obs-copy-source-range:bytes=start-end

Authorization: authorization

Content-Length: length

IBRBESH
EURFEECSHTIEEERRNERSTIZE HEESS, SHRIERENIERS-100
FfiRo
% 5-100 BKEES%
SHEM ik BEWIE
partNumber HERHNES. =
2K Integer
uploadid ZE HEESI, =
A String

ISRiEEk
ZIERMR T ERATLERNS, EERTREMN RISk, AEEELIRS-35

No

&£ 5-101 iEkEESL

HELER R BEWYI%
x-obs-copy-source EURYFETIR =

A String
x-obs-copy-source-range | EXNRPFHENNENF | &

HeE (start-end)
start DERFCIA=F T, end
HRERFT,

A Integer
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APl 2% ( FIEKXIT )

5 API

HESLBIR

A

BRIk

x-obs-server-side-
encryption-customer-
algorithm

SSE-Crr=\ MR iZk
1%, iz RRIIZ R
BR{ERIEX

A String

f: x-obs-server-side-
encryption-customer-
algorithm: AES256
295R: FEHFx-obs-
server-side-encryption-
customer-key, x-obs-
server-side-encryption-
customer-key-MD5—i2
(ED2Z8

&o SfEMASSE-CHTL
AY, Wik, FESHAK
LieRESERERNE

140

x-obs-server-side-
encryption-customer-key

SSE-CHI MERiZL
Is, 1ZKR RN B iR
EBRAFRIER . 1%Z$HR
FINEXIR .

A String

~f5ll: x-obs-server-side-
encryption-customer-
key:K7QkYpBkM5+hca27
fsNkUnNVaobncnLht/
rCB2o/9Cw=

295k iz FH256-bithY
Z¢F4Z1dbase64-encoded
531, EZEFx-obs-
server-side-encryption-
customer-algorithm, x-
obs-server-side-
encryption-customer-

key-MD5—it2{$ 8

Ao HfEMASSE-CH
Y, Wik, FESHAK
éﬂ?ﬁﬁ&%ﬁ%’fﬁﬁﬁ’ﬂﬂé
Ho
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HELBIR i) BRI
x-obs-server-side- SSE-CH =, MEH1ZkL Bo. HFASSE-CHT
encryption-customer- o, ZEERRINZEBR | BT, %%, FESVKRK
key-MD5 ERFRZIAIIMDSE, | LIERIESERIERN

MD5{ERFIIEEHER | MD5E.
HREREETHE.

A String

~M5: x-obs-server-side-
encryption-customer-
key-MD5:4XvB3tbNTN
+tIEVa0/fGaQ==

295R : iZLI AR
128-bit MD5{&£25d
base64-encodedi§%l, F
E#Ix-obs-server-side-
encryption-customer-
algorithm, x-obs-server-
side-encryption-
customer-key—i2{FF

x-obs-copy-source- SSE-CH I MERIZL Ho. SENEXRER
server-side-encryption- | 1%, ZSLHFRFEXIRIE | SSE-CHTAT, Wik,
customer-algorithm BAEx,

A String

:f5: x-obs-copy-
source-server-side-
encryption-customer-
algorithm: AES256
295k FEFx-obs-copy-
source-server-side-
encryption-customer-
key, x-obs-copy-source-
server-side-encryption-
customer-key-MD5—j2
G2
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HESLBIR

A

EENis

x-obs-copy-source-
server-side-encryption-
customer-key

SSE-CIH T MERZL
1o, ZLHFRRNEXTRE
BHZESH. BT REEIERS
%o

A String

M5 x-obs-copy-
source-server-side-
encryption-customer-
key:
K7QkYpBkM5+hca27fsNk
UnNVaobncnLht/rCB2o/
9Cw=

295k iz FH256-bithY
25RLZidbase64-encoded
5%, FEx-obs-copy-
source-server-side-
encryption-customer-
algorithm, x-obs-copy-
source-server-side-
encryption-customer-

key-MD5—2{F

Bo é}%xiﬁﬁ%@ﬁﬁ

SSE-CH AT,

WA

x-obs-copy-source-
server-side-encryption-
customer-key-MD5

SSE-CH =t MERiZk
fa, ZKIgFRRESRE
FRr9Z$ARIMDS5{E . MD5
ERTFRIEEREEIE
N ZEht i

284 String

fl: x-obs-copy-
source-server-side-
encryption-customer-
key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

AV SRS = SRz o
128-bit MD5{E£EE
base64- encoded{E'EU
EFIx-obs-copy- source—
server-side-encryption-
customer-algorithm, x-
obs-copy-source-server-
side-encryption-
customer-key—i2{FF

Bo é}%xiﬁﬁ%@ﬁﬁ

SSE-CH AT,

A
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HESLBIR

A

match

x-obs-copy-source-if-

RBESIFEXRAYEtagSItE
SEIEERVEIRF
ITEFRNSRIRE, IR
[E1412 (BIERMEH
E) o

A String

fl: x-obs-copy-
source-if-match: etag
LUREM: S ERISx-
obs-copy-source-if-
unmodified-since—jcfs&
A, BFReESHeRFME
HISH—EFER.

x-obs-copy-source-if-
none-match

RESEXNSREtagSItE
SIS ENBEAEE A
HITEFIXISIEE, BN
REI412 (BIBREAH
E) o

A String

fl: x-obs-copy-
source-if-none-match:
etag

LIRS BHT S5x-
obs-copy-source-if-
modified-since—32{&E
B, BfgeEHEEREHE
TS —EFER.

oy
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HESLBIR

A

x-obs-copy-source-if-
unmodified-since

REJENRELSEHIE
EREEZ EREEsd
FTHITEFINRIBE, &
MHR[E412 (BIERHEF
WE) , BSHASx-
obs-copy-source-if-
match—ie(FER, {BFEE
S5HeRHEHSH—iE
f5F.
A String
BN FEhttpy//
www.ietf.org/rfc/
rfc2616.txtHERRUAY
HTTPRIEIFRTE
1. EEE, dd MMM yyyy
HH:mm:ss z

2. EEEE, dd-MMM-yy
HH:mm:ss z

3. EEE MMM dd
HH:mm:ss yyyy

XI Rz -

1. x-obs-copy-source-if-
unmodified-since:
Sun, 06 Nov 1994
08:49:37 GMT

2. x-obs-copy-source-if-
unmodified-since:
Sunday, 06-Nov-94
08:49:37 GMT

3. x-obs-copy-source-if-
unmodified-since: Sun
Nov 6 08:49:37 1994

RZ: bSEIEER

AY{a) A~ BEre T HRIRYBRSS

2Rt (GMTRTE ) , &

MSEHAER,
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(=R ICISbIvE S

NS IS =22

HESLBIR

A

x-obs-copy-source-if-
modified-since

REJENRELSEHIE
ERVAYEZ S d 7 it
TEFINSIEE, IR
[B1412 ( BIEREFAH
&), tBHA5x-obs-
copy-source-if-none-
match—EefER, (BAEE
S5HeRHEHSH—iE
f5F.
A String
BN FEhttpy//
www.ietf.org/rfc/
rfc2616.txtHERRUAY
HTTPRIEIFRTE
1. EEE, dd MMM yyyy
HH:mm:ss z

2. EEEE, dd-MMM-yy
HH:mm:ss z

3. EEE MMM dd
HH:mm:ss yyyy

XI Rz -

1. x-obs-copy-source-if-
unmodified-since:
Sun, 06 Nov 1994
08:49:37 GMT

2. x-obs-copy-source-if-
unmodified-since:
Sunday, 06-Nov-94
08:49:37 GMT

3. x-obs-copy-source-if-
unmodified-since: Sun
Nov 6 08:49:37 1994

RZ: bSEIEER

AY{a) A~ BEre T HRIRYBRSS

2Rt (GMTRTE ) , &

MSEHAER,

ZEREBPRMEREETE.

HTTP/1.1 status code
Date: date

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
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NaRzER Sk

<LastModified>modifiedDate</LastModified>
<ETag>etag</ETag>
</CopyPartResult>

IZIERIIINGE S ERATEE L, BRiE555%3-19,

& 5-102 IINNaAE RSk

iHESLRR

ik

x-obs-server-side-encryption

NRARSIHINZERSSE-KMSH T, Mk
Ba%kE.

A String

M5: x-obs-server-side-encryption:
kms

x-obs-server-side-encryption-kms-key-
id

WNRARSS IR RESSE-KMSH T, Az
Baizdks, ZSgRRERR.
A String

¥ 9: regionlD:domainID(FEF
ID):key/key_id

Hrregion|D2EBZAFT/Eregiondy
ID; domainID2fE M= BB FAYE
FID; key_id@ARNNZ{ERZEID,

TM5: x-obs-server-side-encryption-
kms-key-id:
regiorrdomainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-customer-
algorithm

UNRARSSIRINERSSE-CH, MMNEE
Z3ks, ZSEFRRIIEERNEE,
A String

T3: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key-MD5

UNRBRSSIHNNEERSSE-CH, MMNEE
1Z3k8E, 1Zk RN R ERY
MD5/{&.

ZERY: String

f5: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

N RS TTER
ZERIARGE S EFREBTERRERIENNER, TRIENIERS-103/R.
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EIRNI R

iBERTA

e Rz 73~ 451

N

!

=S

% 5-103 IQRGEEITE

TTEREM fiik

LastModified xR _EIRIELRTE]
2£8Y: String

ETag BfrERAYETaglE, ERATHE—IRR, BFREFHFIIR
SOEE—EUE

A String

UNERAccessKeyZ &2, OBSIR[E403 Forbidden, (&I=f3/IAccessDenied,

2. BHERBEREIRESEE, REAFE, OBSIR[EI404 Not Found, fHIRIBH
NoSuchBucket,

3. MRENRARIFIE, OBSIR[E404 Not Found, $EiRAZINoSuchKey,
MEAPIHEENSISEIZNIE, OBSIR[E403 Forbidden, $EiRf3H

AccessDenied,

5 WMRARXYEOEREEIR, OBSIR[E403 Forbidden, fHIRAZH

AccessDenied
6. BEEEENIESAFE, OBSIR[E404 Not Found, $EiR3INoSuchUpload,
NRARAERZSER FEESARRE, OBSIR[E|403 Forbidden, (EHIRIBA

AccessDenied,
8. HENAIPEEGEIISGRY, OBSIR[EI400 Bad Request,
9. HNRERFSIBITIBEI1,10000], OBSIR[E$EIR400 Bad Request.

HitEiRE8 arEske-24,

PUT /tobject02?partNumber=2&uploadld=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:16:32 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dSnpnNpawDSsLg/xXxaqFzrAmMw=
x-obs-copy-source: /destbucket/object01

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40ABBD20405D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTIIpD2efLy508sTTComwBb2He0j11Ne
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:16:32 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T05:16:32.3447</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>
</CopyPartResult>
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5.5.5 Flj5¢E HERIER

TORENA

BFRATLEEAZEOEE—MESPERFRERER . LHEOFERZ RIS
B RS TRAN—EG

\$ :\ r4

iEXREEE
GET /ObjectName?uploadld=uploadid&max-parts=max&part-number-marker=marker HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date
Authorization: auth

ERIHRSH

ZERBISEREERSHIEESR LRESUMIIENREE, SHRENKRSXuE
5-104Ff73~.

% 5-104 ESKEESH

BHEWR ik L%
uploadld ZE HEESRYId, =

A String

HNME: To
max-parts MEEIIZEE LERMNPIEAPartEiH. | &

A Integer

ZAE: 1,000,

part-number JEEListAYiCiaiE, RBPart NumbergB | &
-marker jC:.FiZ%#(E"J Pa rt%?&gu II:EI o

A Integer

EINME: L.

iERiHRL

ZERERALERL, BIRESER3-3,

IBRHRTTE
ZBEREE P MEREETE.

N piz3E B0

HTTP/1.1 status code
Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Bucket>BucketName</Bucket>
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<Key>object</Key>
<Uploadld>uploadia</Uploadld>
<Initiator>
<ID>/d</ID>
</Initiator>
<Owner>
<ID>ownerid</\D>
</Owner>
<StorageClass>storageclass</StorageClass>
<PartNumberMarker>partNmebermarker</PartNumberMarker>
<NextPartNumberMarker>nextPartnumberMarker</NextPartNumberMarker>
<MaxParts>maxParts</MaxParts>
<IsTruncated> true</IsTruncated>
<Part>
<PartNumber>partNumber</PartNumber>
<LastModified>modifiedDate</LastModified>
<ETag>etag</ETag>
<Size>size</Size>
</Part>
</ListPartsResult>

NaRLERk
ZEROIMRCE S ERATEERL, BAESER3-19,

N REHE TR
ZIERMORAET HETRREE LETHRIES, TRIEMASLIIHRS-105M7R.

& 5-105 IMAERTTER

I RI=FEE B FR fR
ListPartsResult {R1FList PartigkERIB=E .

A): Container

FiE: Bucket, Key, Uploadld,
PartNumberMarker,NextPartNumberMarker, MaxParts,
IsTruncated, Part,

RE=: o

Bucket Bucket&#R,
AU String
AT ListPartsResult,

Key Object&Z R,
A String

4 N

QT ListPartsResult,

Uploadid Upload{£531D,
A String

4 N+

AT ListPartsResult,
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NI R ERZFR

A

Initiator

Upload{ES5HIEIEE o
28 Container
FHA: Do

RT3 ListPartsResult,

Owner

FInitiatorf8[E .

#AY: Container
FH=: D,

R T 3: ListPartsResult,

BlEEEAIDomainld,
SR String

AN

RXFE: Initiator. Ownero

StorageClass

TFiERE,

A String

B3E: STANDARD | WARM | COLD
3&-{4—

PartNumberMarker

T ListPartsResult,
AR ListtEERYPart Numberigtaiis .
A Integer
A2 ListPartsResult,

NextPartNumberM
arker

MBAREERBIEEER, WAIEKFIEES
NextPartNumberMarkerc=, BT trBBETRiERAY
PartNumberMarker{& .

A Integer

ANT

R ListPartsResult,

MaxParts

RENSRPEARIPart#H .
A Integer
R ListPartsResult,

IsTruncated

FREEREARIREAList PartZERYIRBE R, “true” TR
RRRERESIEER; “false” FRAXEZRETLEP
=

ZAY: Boolean,
5&

——

e ListPartsResult,

Part

RIFPartiZERISES

AU String

Fi5&: PartNumber, LastModified, ETag, Size.
T2 ListPartsResult,

( PartNumberZE<Partf%(=. )
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PartNumber 2_ti&EPartiime
A Integer
AT ListPartsResult.Part,
LastModified Part_EERYBTIE] .
ZKAY: Date
R ListPartsResult.part,
ETag B HERASNETag, ERASHIE—IME, BFERSFHET

R EE—ME .

A String

AT ListPartsResult.Part
Size 2 EfEPartk/h,

KA Integer
AT ListPartsResult.Part,

S IVAE]S
. A05RAccessKeyzi &2 TR, OBSIR[E]403 Forbidden, f&iRfZ/IAccessDenied,
2. WNREREFRZIE, OBSIR[EI404 Not Found, $&iRf3AINoSuchBucket,

WNRIERIZ R HEESAIFLE, OBSIR[El404 Not Found, $&iRF3H
NoSuchUpload,

4. OBSHIEFFEFDomainldREEBIEEMANZIANIR, INERERRE, NOBSIKR[D]
403 Forbidden, $HiZf8/9AccessDenied,

HitfEiRELE &1ER6-29F.

BRI

GET /object02?uploadld=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:20:35 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:xkABdSrBPrz5yqzuZdJnK5oL/yU=

il iz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40C099A04EFADD1BDD9

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSK71fr+hDnzB0JBvQC1B9+S12AWxC41
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:20:35 GMT

Content-Length: 888

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>test333</Bucket>
<Key>obj2</Key>
<Uploadld>00000163D40171ED8DF4050919BD02B8</UploadId>
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<Initiator>
<ID>domainID/domainiddomainiddomainiddo000008:userID/useriduseriduseriduseridus000008</ID>
</Initiator>
<Owner>
<ID>domainiddomainiddomainiddo000008</ID>
</Owner>
<StorageClass>STANDARD</StorageClass>
<PartNumberMarker>0</PartNumberMarker>
<NextPartNumberMarker>2</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2018-06-06T07:39:32.5227</LastModified>
<ETag>"b026324c6904b2a9cb4b88d6d61c81d1"</ETag>
<Size>2058462721</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2018-06-06T07:41:03.344Z</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>

<Size>4572</Size>
</Part>
</ListPartsResult>
A\
5.5.6 5FER
Ihgen4a

WMRARP EESHBRER, MalliARSHEZED, RASERSIHERFPISENER
BHE— N ZEINR . ET “BHER” 1BELEI, BPAEETHESR LEIE
1B, EAHERINEEEZSER HEESVIIRAIICRAMINERLEEE N EIRTRITE
B, EBSENEE LENSRE X EHELNMIEITIEER . EHESHERE
)ﬁ'F, SR fELast Write WinZB&, (B “Last Write” BYBEIE X IEMERHMME1L
H\ [Ejo

BELENR, RERBINENNAIZER EEESS, HELARPNSSEM; N
B LEES ‘GHER BFhE, REEENSRIELRETERSY, AR L
ERIE I SRS NARMIEIRREEAEHE “‘SHR” BERHENRSIERS,
‘BFRT TREMRESRIOREE, BRENEER.

BFTRNZR EETIBEEBR TENSREND, THENMSREENREE
IEERange FTHEN B HEMRIIERHEE

BTSSR LERFETLIBEEGRIMMRISRED, BREANSER LEXTSRAFR
BOBREE, BRERTIRE.

BH TN Z R FEHIERCRENTRAIMDSEAEtag, £ NEZEREIESLIstEH
RN RERNZ REIEEEtagiIERR BN MD5 (MiMy-----My ) -N, Efh, M,
RTRBENERBIMDSE, WEKRTBIFTR, B3NMDER, B2 REEXMIIMD5SE,
BHERETagiE M2 EIE3 N ERIIMDS S FHE KRB TMD5ITESEI— 1N E, B
FE-NEASHEBRETagE, -NEREEEZLVER, TEiZrfFEIA-3,

BHERIERNBHIFFIMAER . BRSS imik[E]5008k5031RERT, EiINEFima LT
SIHIRENS BRAES TN RIS RITEE, FrELIRIIRAYx-obs-uploadldkighIE, 25
SRXREGHIIR(ESSIDERE, WRER, RBRSIRERELEHERMT], £TEB
HITEIR . XFHE—HIERA, S07.5-FF—EREA.
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SR

EXKHERE

IEREHERBH

IEXRHRL

IBKARTTE

MRBENBIRAREEFBH, WEHRESINNRER—ME—HREAS, HE
SENARSkx-obs-version-idIR[EIZARAS . MREIZSIRARESEEE, NEFH
EBEERINNERRAS Anull, XFHEHISIREAIRES, SEERBOSHRARES

R EETI0MER, BEHRIEETIMNRRITEH, BARBESHIIRBSWERSR
BaiilbR, RESHRIBRMRETRERE . EHITEHZANSERYIHE LERIERE
M#TEE, (FEEXIRER, BRRERFER.

POST /ObjectName?uploadld=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Content-Length: length
Authorization: authorization
<CompleteMultipartUpload>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
</CompleteMultipartUpload>

ZIEREHESHPIEES R LEASSKIBEESHI— LERES, 28=
M aNzR5-106ff7%,

£ 5-106 EKHESH

SHEWR ik BEWYI%
uploadld 1EZ R HEES =

ZEHY: String

ZERERALERL, BIMESER3-3,

ZERFEEHEPHHETER, BEEEGHIIRIIER, TENEAKREXINZRS-107+
P
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£ 5-107 B5KEETE

TCRBR ik BEWIE
CompleteMultipa | §FHHIERFIZE. =
rtUpload KR XML
PartNumber EBs. =
2R Integer
ETag HERMINEIREIRIETagE, ERASTHE— | 2
R ZERTEHERITHTEIE SR
¥,
A String

NaRzHE T

HTTP/1.1 status_code
Date: date
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>http://example-Bucket.obs.region.example.com/example-Object</Location>
<Bucket>bucketname</Bucket>
<Key>ObjectName</Key>
<ETag>£Tag</ETag>
</CompleteMultipartUploadResult>

NaREES Sk
ZERIMRCE R ERATEER, BAESER3-19,
PRASIMIHELZ S, EATAEERIZRS5-108 R HEL .

7 5-108 [NmAzEE Sk
iHESLRR

x-obs-version-id

B

iR

SHERINRAIRES

AU String

x-obs-server-side-encryption MR RSB IHINZRSSE-KMSH T, MM E &%k
1% .

2ERY: String

: x-obs-server-side-encryption: kms
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HELBIR iR
x-obs-server-side-encryption- | ANRIRSFZIHINZRSSE-KMSH, MM E 1%k
kms-key-id 1%, ZHFRRERR.

2R String

¥ : regionlD:domainID(FEF1D):key/
key_id
HrhregionID2ERZART/EregiondlID;
domain|D2fFEAEAFEEFAIEFID; key_id
AR INZERRERID,

fl: x-obs-server-side-encryption-kms-key-
id:
regiormdomainiddomainiddomainiddoma0001:
key/4f1cd4de-ab64-4807-920a-47fc42e7f0d0

x-obs-server-side-encryption-
customer-algorithm

IR SR RSSE-CHTt, MREaiZk
1%, ZERNINEERNEE,

A String

f5: x-obs-server-side-encryption-customer-
algorithm: AES256

WA EEITE

ZIEKAIEAGE BB EERTERRESHERIER, TTRRIEREX IR

5-109F7o

& 5-109 IARERTTER

JoE R
Location BHEBINRIER.
A String
Bucket BFERERIE.
ZERY: String
Key BHERINTZAIkey,
2R String
ETag RIES N ERIETagit BB ENER, ENRABHIE—IR
"o
A String

TRIRIMGHE

1. WEEHEEEA, OBSIR[E400 Bad Request,
2. WMRBRMAEIAARIERH, OBSIR[E400 Bad Request,
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3. HEMAPUNMREREERIZBRESFHFHS, OBSIR[EI400 Bad Request, IR
HlnvalidPartOrder,

. R AccessKeyz &2 TR, OBSIR[E403 Forbidden, $&I=f3IAccessDenied,
5. WMRIERPEARFE, OBSIR[E404 Not Found, $EiRFEHINoSuchBucket,

6. MNRIEFRIZBEE HEESAIEIE, OBSIR[E404 Not Found, BEHEIRER
NoSuchUpload,

7. WMEBAPARIZESHARE (initiator) , OBSIR[El403 Forbidden, $&i=Ri3H
AccessDenied,

8. HEAHERIINRIEKREINFFEETAFEE, OBSIR[E400 Bad Request,
1=f3 AInvalidPart,

9. WRiEKERYIFRPEESAIEEAIEtagitiR, OBSIR[EI400 Bad Request, $EiRiGH
InvalidPart,

10. BREE—1TERZINMIEEERR TN (/VF100KB ) , OBSIR[E400 Bad
Request,

1. WRESHTHESA/NNEFEIT48.8TB, OBSIR[E]400 Bad Request,
HittEiRE B A1ER6-2F,

N —
=GNl
POST /object02?uploadld=00000163D46218698DF407362295674C HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 05:23:46 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dOfK9ilLcKx0o58tRp3fWeDoYzKA=
Content-Length: 422

<?xml version="1.0" encoding="utf-8"?>
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>a54357aff0632cce46d942af68356b38</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>0c78aef83f66abc1fale8477f296d394</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>acbd18db4cc2f85cedef654fccc4add8</ETag>
</Part>
</CompleteMultipartUpload>

il iz 73~ 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D4625BE3075019BD02B8

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSN8BD1AfQclvyGBZ9+Ee+jU6zv1iYdO4
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:23:46 GMT

Content-Length: 326

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.example.com/doc/2015-06-30/">

<Location>/examplebucket/object02</Location>

<Bucket>examplebucket</Bucket>

<Key>object02</Key>

<ETag>"03f814825e5a691489b947a2e120b2d3-3"</ETag>
</CompleteMultipartUploadResult>

SASRRAS 01 (2022-08-16) WA © LR ABIRAE] 268



JHRIFMEIRSS
APl 2% ( FIEKXI ) 5 API

5.5.7 BGHS R L&(ESS

TORES TR

NRAFHEEE—MES, TLUEREY E%ExJ:ﬁ%E&}gDHY HIESS . BFEREEN
HESEOSBRE, ﬁﬁ)’—“‘T EBXHESS T LR RIS RAVRIE

iERiHERl

DELETE /ObjectName?uploadld=uplaodID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: auth

1%* El%\ &
ZIEKBIERSH, EEENENRESNZER HEESS, SHENUERS-110

Fh7Ro
R 5-110 i5ERKBESH
SHAM ik EaW%E
uploadld 15 HE(ES =
ZKAY: String

EX ﬁlu\%
ZEREFERAHEEL, BfiEsER3-3,
BRKERTTR
ZEKBEPAFEREETER.
M RziE SR
HTTP/1.1 status code
Date: date
I VHETSES

IZE RN E S ERATLEE L, BRiE5E%3-19,

NN H R TTER
ZERAIRDE B RS TR .
TERIARH S

1. UNERAccessKeym &R, OBSIR[El403 Forbidden, $&i=f3IAccessDenied,
2. WRERIEARZEIE, OBSIR[E404 Not Found, $EiRf5INoSuchBucket,
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3. FAPHTEGEZ R HEESBRERNFIM AR RS 2ES R E S 2MIrE
&, WRAZNOBSNIR[E403 Forbidden,

4. B{ERLIN, OBSEAFIR[E204 No Content,
HihigREe8aERe-2%,

== —
BR2

DELETE /object02?uploadld=00000163D46218698DF407362295674C HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:28:27 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:QmM2d1DBXZ/b8drqtEv1QJHPbMO=
i Rz 73~5

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D463E02A07EC2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTp5YDIzn0UgqG3laRfkHLGyz7RpROON
Date: WED, 01 Jul 2015 05:28:27 GMT

5.6 IRSZiRINER

5.6.1 IR imNZz &N

FI_?L;_JL)JEFH SEAEE. THYR, BEILUERRSRINEZELSNHE T EE. TH
X o

OBSXIFARSSIRNNZETNRE, (FIIZAITHERS IWHT-

BRI LURIEEBRIER, FRARNZHEESES U RERIRSIRINZEIIEE, Hasz
FHIRSZIRINZE ST KMSIEEZHRYBRSSIRINZE (SSE-KMS) FNE RNz 25809
RS5imNNZE (SSE-C) o LIRS AR AT\ ARERIAES256 INZEE .

SSE-KMSAT, OBS{EMKMS ( Key Management Service ) FRSZIZIHAVZEHITIRSS
ImINE . AFRALICIEBENZA, BTFSSE-KMSHNZE,

SSE-CH=U, OBS{ERAFRRMHAIZAIIZEBRIMDSEHITIRSS IRINE .
(EARSHNE, RER/IETagEREXIRAIMDSE.

5.6.2 fRS5imNNEE SSE-KMS 5=(

SSE-KMSA T, OBS{FEFEKMS ( Key Management Service ) FRSSIZHAIZSAHITIRSS
IHINE . FAFTTLACIEEEN S, BFSSE-KMSINE . tNRKIEE, NAFERGE
Xig AP RIS (£ SSE-KMSINZAIRISRAT, OBSIEFRZNAEEIE—NAZH. BENX
ZIAREOAZ AR T IIZMARE KMSE R BRI ZA
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TS Sk I

(AR

ERIFEOAIAMINE TRIB E X ZRMIBANIRHITSSE-KMSINE, IBEEBIAEETLIINE
[ERIXISRIT LA THEERIRIE, IFEBIMEETRE MBI T LIETHIEIRIE
EFROAZ AR X PAIHE_LIESSE-KMSINZRIRISRAY , ZEVAZRIIR TR LEE, IR
PIBETEIERERAZRINZRINREI T L& THEERE.

SSE-KMSTZUHIBINRN kg, AP LABISECESRS-111FRISLERSEHISSE-KMS

Nz

S LABIS R ERAIBOAIZE S IR ARI SR TINE . ERECERUAINE
&, MFHARHEINE LR LEXIRAER, BERENECANZEEHTINE

BXEIINERENESERE

% 5-111 SSE-KMS B ={EBHYSLI;

SERBRNNEREST

=

ik

x-obs-server-side-encryption

(E Iz kR AR S5 i INEE 2 SSE-KMS
Bl WREASSE-KMSHIINE .

ZERY: String
f5l: x-obs-server-side-encryption:
kms

x-obs-server-side-encryption-kms-key-
id

SSE-KMSH I MERiZkis, izkigZk
TIIENRERNEEH, NRAFRR
Bz, IBARKIANNEZRES
BER . MRBANTZHEAREFE, B
INBIEEFHFER .

ZERY: String

T RAME ARG

1. regionID:domainID (fEF1D):key/
key_id

FE
2.key id

Hrhregion| D2{FER%BFr/Eregioniy
ID; domainlD2{FEFE%Z$AFRETRFAYFH
FID; key_id@MNZHEIEIRS CIERE
$AID,

i

1. x-obs-server-side-encryption-kms-
key-id:
region.domainiddomainiddomainiddo
ma0001:key/4f1cd4de-
ab64-4807-920a-47fc42e7f0d0 &

2. x-obs-server-side-encryption-kms-
key-id: 4f1cd4de-
ab64-4807-920a-47fc42e7f0d0
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isLaiaYiE O
AT O R & SSE-KMSHE 3L 15, -

e PUTLENSH

e POSTHEIR ( FEE4Ex-obs-server-side-encryptionfllx-obs-server-side-
encryption-kms-key-idiEIFREF, MAkigd )

o SEHMR (FrBRILEFIERNR )
o IRl LIERRMESS

Ea LB EEREE, KIRFHIEEmaNERLS, NRBENFEPIENSEHIIT
IRSBiImNIZIRS, Ne@EiREERISIARK . FlEl, WNRERARBFI LETRIEK
TEERBIHINZ (SSE-KMS) BItEXLigx-obs-server-side-encryption:"kms", TE]
EARLL T ERREIAR :

{
"Statement": [
{
"Sid": "DenyUnEncryptedObjectUploads",
"Effect": "Deny",
"Principal": "*",

"Resource": "YourBucket/*",
"Condition": {
"StringNotEquals": {
"x-obs-server-side-encryption": "kms"

iERZHI: (ERRAZAN LERSRHTINE

PUT /encryp1 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 06 Jun 2018 09:08:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:f3/7eS6MFbW3JO4+715AtyAQENU=
x-obs-server-side-encryption:kms

Content-Length: 5242

Expect: 100-continue

[5242 Byte object contents]

ARGl ERRGAREAXS _ HERIRISIHITING

HTTP/1.1 200 OK
Server: OBS

x-obs-request-id: 8DF400000163D45AA81D038B6AE4C482

ETag: "d8bffdfbab5345d91ac05141789d2477"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: regiorn783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTV7cHMANGIBAGXUHeibUsSiETTNQgLCqC
Date: Wed, 06 Jun 2018 09:08:21 GMT

Content-Length: 0
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~: — . iy ., —
iBRTB: (EREEZERX LRI RIAITINE
PUT /encryp1 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: Wed, 06 Jun 2018 09:08:50 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:f3/PWjkXYTYGs5(POctTNEI2QENU=
x-obs-server-side-encryption:kms
x-obs-server-side-encryption-kms-key-id: 522d6070-5ad3-4765-43a7-a7d1-ab21f498482d
Content-Length: 5242
Expect: 100-continue

[5242 Byte object contents]

MRl ERfEERE A _ HERIXISHITING

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D45AA81D038B6AE4C482

ETag: "d8bffdfbab5345d91ac05141789d2477"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: regiorn.783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-43a7-a7d1-ab21f498482d

x-obs-id-2: 32AAAUJAIAABAdIAEAABAOSAEAABCTV7cHmMAN12BAG83ibUsiET5eqlCqg

Date: Wed, 06 Jun 2018 09:08:50 GMT

Content-Length: 0

- — . ~ Y —_—
BRI BEBNRENAMENSR, BiEENZEEA
PUT /destobject HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
x-obs-server-side-encryption:kms
x-obs-server-side-encryption-kms-key-id: regiorn783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb
Accept: */*
Date: Wed, 06 Jun 2018 09:10:29 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:SH3uTrElaGWarVI1uTg325kTVCl=
x-obs-copy-source: /bucket/srcobject1

— . \ > —

ARG BEBNSIEN NENSR, BiEENE5H
HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BB78000001648480AF3900CED7F15155
ETag: "d8bffdfbab5345d91ac05141789d2477"
x-obs-server-side-encryption: kms
x-obs-server-side-encryption-kms-key-id: regiorn.783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb
x-obs-id-2: oRAXhgwdaLcOwKVHqTLSmQB7135D+32AAAUJAIAABAAAQAAEAABAAAQAAEAABCS
Date: Wed, 06 Jun 2018 09:10:29 GMT
Content-Length: 0

IBRRB:  URL REHESF LEMZETR

PUT /destobject?AccessKeyld=UI3SN1SRUQE140YBKTZB&Expires=1534152518&x-obs-server-side-
encryption=kms&Signature=chvmG7%2FDA%2FDCQmMTRJu3xngld)pg%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 06 Jun 2018 09:10:29 GMT

MARCRBI: £ URL RISHESH LEINEHR

HTTP/1.1 200 OK
Server: OBS
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x-obs-request-id: BB78000001648480AF3900CED7F15155

ETag: "d8bffdfbab5345d91ac05141789d2477"
x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: region:783fc6652cf246c096ea836694f71855:key/

522d6070-5ad3-4765-9737-9312ddc72cdb

x-obs-id-2: oRAXhgwdalLcOwKVHqTLSmQB7135D+32AAAUJAIAABAAAQAAEAABAAAQAAEAABCS

Date: Wed, 06 Jun 2018 09:10:29 GMT
Content-Length: 0

5.6.3 fRS3UmINEE SSE-C /5=

SSE-CH=U, OBS{EFAFIRHAIZHFIEBRIMDSERTIRSZIRINE

OBSATHEZIRMAIINZEZR, WREERMEZER, WELERENZIIR . SSE-CF5

TUHTIB N7 N S 3R S #5SSE-CINE

{EFASSE-CHRMENR, B /ER TEAI=13KE

K 5-112 SSE-C A INEERT SAFE AR LI,

2R

i1}

x-obs-server-side-encryption-customer-
algorithm

SSE-CHIV MERZLE, iZ3kigZRam
ENRERNEE.

T5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-server-side-encryption-customer-
key

SSE-ChH T MERIZk1, 1ZkiFz=a0
ENREREE, SKRER256/U%H
AYbase644wES .

f5: x-obs-server-side-encryption-
customer-
key:K7QkYpBkM5+hca27fsNkUnNVaob
ncnLht/rCB2o/9Cw=

x-obs-server-side-encryption-customer-
key-MD5

SSE-CI5 T\ MERIZLE, Z3kigERm
EXR(ERANZBRIMDSE, LiEER
02 Z$AMD5{ERIbase644Ri3 . MD5(E
RFEIEZRERIEFIREHE.
Tf5l: x-obs-server-side-encryption-
customer-key-MD5:4XvB3tbNTN
+tlIEVa0/fGaQ==

IZFMBRI = S AT LA A Fan 2O

o PUTL{ENR
o POST H{EXSR

o SHIR (FMBERILEEHTBEIRNR )
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o FREZRITEIE

o FEMRAR

o IMAL EIERRUES
o LEER

o FEMER (FBAISLEEIIEIRR )

HUEHMRIERER, HIMBII=1KHIFREIRESSE-CINERT= .

2 5-113 JEXIRIE SSE-C HNZFAYLigy

BFR

115

x-obs-copy-source-server-side-
encryption-customer-algorithm

SSE-CHH MERIZKI, iZ3kigZRrE
ERENRERNEE,

f5: x-obs-server-side-encryption-
customer-algorithm: AES256

x-obs-copy-source-server-side-
encryption-customer-key

SSE-CH = MERIZK, iz3kigZkrE
EFENIREAVEH

f5: x-obs-copy-source-server-side-
encryption-customer-algorithm:
K7QkYpBkM5+hca27fsNkUnNVaobncn
Lht/rCB20/9Cw=

x-0bs-copy-source-server-side-
encryption-customer-key-MD5

SSE-CIH U MERAZLE, 1% kigRTi#
BIEXREANEBRIMD5{E . MD5(E
RFIEZRERIEFIRBHE.
f5: x-obs-copy-source-server-side-
encryption-customer-key:4XvB3tbNTN
+tIEVa0/fGaQ==

BRE: L& SSE-C INEXsR

PUT /encryp2 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*
Date: Wed, 06 Jun 2018 09:12:00 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mZSfafoM+IIApkOHGOThlgeccu0=
x-obs-server-side-encryption-customer-algorithm:AES256
x-obs-server-side-encryption-customer-key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20/9Cw=
x-obs-server-side-encryption-customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

Content-Length: 5242

[5242 Byte object contents]

aR7~f): & SSE-C IIEITR

HTTP/1.1 200 OK
Server: OBS

x-obs-request-id: 8DF400000163D45E0017055619BD02B8

ETag: "0f91242c7f3d86f98ae572a686d0696e"

x-obs-server-side-encryption-customer-algorithm: AES256
x-obs-server-side-encryption-customer-key-MD5: 4XvB3tbNTN+tIEVa0/fGaQ==
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x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSSAJBbTNIVOX+Ote1PtuWecqyMh6zB)
Date: Wed, 06 Jun 2018 09:12:00 GMT
Content-Length: 0

iERB: R SSE-C INEXIRIZEN T KMS INEITR

PUT /kmsobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Wed, 06 Jun 2018 09:20:10 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mZSfafoM+ILApkOHGOThlgeccu0=
x-obs-copy-source-server-side-encryption-customer-algorithm:AES256
x-obs-copy-source-server-side-encryption-customer-key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20o/
9Cw=
x-obs-copy-source-server-side-encryption-customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==
x-obs-server-side-encryption: kms

x-obs-copy-source: /examplebucket/encryp2

Content-Length: 5242

[5242 Byte object contents]

Nap7RBl: 4§ SSE-C INZEIIRIZM I KMS INEIFR

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164848E0FC70528B9D92C41

ETag: "1072e1b96b47d7ec859710068aa70d57"

x-obs-server-side-encryption: kms

x-obs-server-side-encryption-kms-key-id: regiorn783fc6652cf246c096ea836694f71855:key/
522d6070-5ad3-4765-9737-9312ddc72cdb

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTkkRzQXS9ECzZcavVRncBgqYNKoAEsr
Date: Wed, 06 Jun 2018 09:20:10 GMT

Content-Length: 0

BR3H: 7 URL RIEREZFH & SSE-C IR

PUT /encrypobject?
AccessKeyld=H4IPJXOTQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhalLUrzrzZRNZxwS72CXeX
M9%3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

x-obs-server-side-encryption-customer-algorithm: AES256
x-obs-server-side-encryption-customer-key:K7QkYpBkM5+hca27fsNkUnNVaobncnLht/rCB20/9Cw=
x-obs-server-side-encryption-customer-key-MD5:4XvB3tbNTN+tIEVa0/fGaQ==

Content-Length: 5242

Expect: 100-continue

[5242 Byte object contents]

MIR7GI: £ URL REHE&FH L1 SSE-C INZEXTR

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEOD

ETag: "1072e1b96b47d7ec859710068aa70d57"
x-obs-server-side-encryption-customer-algorithm: AES256
x-obs-server-side-encryption-customer-key-MD5: 4XvB3tbNTN+tIEVa0/fGaQ==

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILjhVK/heKOWIP8Wn2IWmQoerfw
Content-Length: 0

5.6.4 SRS iR IR XAMEC]

@%ﬁ%'—ﬁﬁﬁ%ﬁbﬂ%’fﬁ%ﬂ%ﬁﬂ , AR ERZIEORI RS IR N EXHE MM ERE
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5iRSBimIIZEEXZEONMERERIMYNBREER, FBUNERR.

& 5-114 5 SSE-C BRI OXHERMIMYAYERZEK
£=0 (EFT171
PUT L&EXISR HTTPS
POST L&EXI%R HTTPS
e HIERIESS HTTPS
SRENXT SRITEUR HTTPS
KREIRAR HTTPS
LfEE HTTPS
BFER HTTP or HTTPS

% 5-115 5 SSE-KMS 18X A OAXHE MY A EEK
#=0 EatMY
PUT LA&EXIZR HTTPS
POST_L{&EXIR HTTPS
AL L1EERES HTTPS
KRB R TTEE HTTP or HTTPS
REXIRAE HTTPS
FEER HTTPS
BHE HTTP or HTTPS

& 5-116 EFXIFEOIHEMMYAYERER
TFEXIR BERIR &MY
E[IZOEA SSE-KMSHIZEXI SR HTTPS
SSE-KMSHIZERISR SSE-KMSHIZEZIFR HTTPS
SSE-CHIZEXISR SSE-KMSHNZEZIFR HTTPS
JENNZERT SR SSE-CHIZEXISR HTTPS
SSE-KMSHIZEEITR SSE-CHIZEXISR HTTPS
SSE-CHIZEXISR SSE-CHIZEXISR HTTPS
JENNZERT SR JENNZERTR HTTP or HTTPS
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BT BiRR &SN
SSE-KMSHIZEEXIER JENNZERTR HTTP or HTTPS
SSE-CHNZXT R EMNEIIR HTTP or HTTPS

& 5-117 ENEEOMEMMNANERER

HEVOE Bt &Y
E[FIIEFVES SSE-KMSHNZER HTTP or HTTPS
SSE-KMSHNZXFR SSE-KMSHNZZER HTTP or HTTPS
SSE-CONZERIR SSE-KMSHNZER HTTP or HTTPS
IENNEERISR SSE-CHNZRER HTTPS
SSE-KMSHNZZII5R SSE-CHNZ B HTTPS
SSE-CHNZERISR SSE-CHNZRER HTTPS
EMNZEIIR IENNEZER HTTP or HTTPS
SSE-KMSHNZ3IER IENEER HTTP or HTTPS
SSE-CINEIIR JRINEZ R HTTP or HTTPS
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6 fHIRED

Hixig

BEREOLER, BASROEREE. RS URES MEOXNAEIRIDREL

%El ISEE ESS

HBARABER, HTTPIEKIREI—13xx, 4xxa5xxBIHTTPIRESRD . 1R([E]

ERAPEEFRIERABRIERER .

HEIRNIRGH ST

SERAER, ARk EHEEE:
e Content-Type: application/xml
o FEIRIIRIAY3XX, AxxXEHSXXEIHTTPIRZESD .

WAL HEAFEESE ST ERIEAEE . TENEIRIONEEN KGRI TS
RESTH RN P ATHEAYITE

<?xml version=

<Error>

"1.0" encoding="UTF-8"?>

<Code>NoSuchKey</Code>

<Message>The resource you requested does not exist</Message>
<Resource>/example-bucket/object</Resource>
<Requestld>001B21A61C6C0000013402C4616D5285</Requestld>
<Hostld>RkRCRDJENDc5MzdGQkQ40OUY3MTI4ANTQ3NDk2MjgOMOFB
QUFBQUFBYmJiYmJiYmJD</Hostld>

</Error>

BIUENERE XI0%R6-1F7.

% 6-1 EIRPAEEITE

TORAR

R

Error

HHRIIALGH R AXM LS AR ERRIRT RITE= -

Code

HEIRMAALGH SYAXM LSRN N XS N AIHTTPE SUREIRS, BIRRIEIR
WBiEEn®E6-2,

Message

] isne[lr]fi;ﬁ BEAXMLFBEFEIRESHE. FMOEERE, BARER
BEIBESI%6-2,

Requestld

RIRBIRBRAYERID, BFHEREN.
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TTEREM

i

Hostld

iR [EliZH RRIARSSIRID -

Resource

ZERIRTERAIR IR E R

MR

PSRN S S BRI EFERERER,

HTAE e SR AS AN IR o

Hixigisiie

BEWEHEHIRERICARE, HERFRRE?S

EMROBSEF A LSRG, MRBEER, SEMNFEZMNAIFRBERERE
Bo WREFMEHRMRSSAIEIRIGINZERE-2P7R.

% 6-2 {215

RSB =G HirlEa SIEFEE
301 Moved PermanentRe | ZiXiHERIELREE | IRERIREINEE@tIE
Permanently | direct FEERIMBLL, B8 | RIXEK.
LABHERZIEEIX
ichilg
301 Moved WebsiteRedire | Websiteigskig/ ErmaEE.
Permanently | ct bucketName,
307 Moved TemporaryRe | IGAYEEEM, HDNS | SEHmIEEME, tBalld
Temporarily | direct BT, BREEE | BiEKARXEIEE@
EEEE. tk,
400 Bad BadDigest EFIREEINRA | B PETFRIMDS
Request FHMDSEERESRE | SIEEMEITEHRR
IKEIMABMD5ER | MD52E—H.
—H
400 Bad BadDomainN | H&FEi%, (EREIERIEE .
Request ame
400 Bad BadRequest | iIEREBHAREE. RIEREIREIRE A
Request RRHITIES
400 Bad CustomDomai | Bo& T EFEIE . EREEET, fHE
Request nAreadyExist BicE.
400 Bad CustomDomai | IBRAFERIE KRECEEEMEE, T
Request nNotExist = MIER o
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RSB Ei=B HIXEE AIEfEDE
400 Bad EntityToolarg | e j@iTSDKaE{APIAY & E1ERYpolicyhRYSE
Request e PUTEfE. POSTL | HEERDIIRK/N
BFIENSET
5GBRISZ 4
o EEGHIBIISGB
o RERMEECERID
20KB
o BidpostzREH
policyBRHIBISZIF
X (AFPATEE
X))
o EITSDKERAPIRIS
B¢ HELARZSDKAY
=t )
48.8TBRIS {4
400 Bad EntityTooSmal | ¢ HEERREE—E | X L {ERpolicy PSR
Request L /INF100KB HaE BTSRRI,
o /\Fpost&EH
policyPRHIAYSC 4
X (FPTTEE
X))
400 Bad lllegalLocatio | FBFPZkHsLocationfEIE | iE K& 1EEkiARegiont)
Request nConstraintex | BXiARegionl#F, ok s IEEKIARegionAy
ception Location®l4# .
400 Bad IncompleteBo | HFMKZFEEZEM | EFF LETR,
Request dy [BRS USRI AREE
TR,
400 Bad IncorrectNum | 8 POSTIEREFBE | 7 L— P LEXUE,
Request berOfFilesInP | T—N LRI,
ost Request
400 Bad InvalidArgum | TTXHISHL, RIBREINEIREEE
Request ent RRHITIES
400 Bad InvalidBucket | iEKIHERIEEARTF | BREE.
Request =,
400 Bad InvalidBucket | IERPIEEAIFEL | BRES.
Request Name W, BRITEARIF
B FR o
400 Bad InvalidConten | Content-Length3kis | BB fIEEsLisiBX R
Request tLength AEEIR. RARZHF o
400 Bad InvalidDefault | FFiEZERIART . IBHIAREIE (R FERYTFE
Request StorageClass %50,
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MRFEIRSS

APl &% (EERXIS ) 6 fHIXAT
RSB Ei=B HIXEE AIEfEDE
400 Bad InvalidEncrypt | HHIRRINNIZERE. T | ESIERINELET
Request ionAlgorithmE | Z{SSE-CINZAINTER, | HTR.
rror ETERINNZE SLig i

=, SEABERE.
400 Bad InvalidLocatio | BUEEAERT, 1EERY {SRE1EMARYLocationgl
Request nConstraint Location A& XS A= | 18,

.
400 Bad InvalidPart — NS NMEEIR | RERIEFAYERMentity
Request TEKE, XLEER] | tagBFFER.

RegB g, SEE

EfVentity tag 5EEHY

entity tagA~—%,
400 Bad InvalidPartOr | BRIIRRIRFAZRH | RERSHFHBIEEH
Request der FF, BAIRVIUEE | &6FF.

SHFHE
400 Bad InvalidPolicyD | REBHFHIASSHREE | iRBIRERIEREEA
Request ocument XHEPIEENRER | BNESSERERY

—. policyEix -
400 Bad InvalidRedirec | FoRARIEE@LtELL . TEE IERARYLtIL .
Request tLocation
400 Bad InvalidReques | ToUEK o RIEIREIRIEIRIBEMA
Request t RRHITIES
400 Bad InvalidReques | IERIAT, TEH | IREBIEMWAEN LIEH
Request tBody BpNEkigE LE | BiF.

HEIK,
400 Bad InvalidTargetB | delivery groupXdBitx | 33 Btrt@tEc EACLAR
Request ucketForLoggi | HFACLAR o BER.

ng

400 Bad KeyTooLongEr | 12{itAKeyid &, FRRIERYKey .
Request ror
400 Bad KMS.Disabled | SSE-KMSHIZST EEAEEI, Six
Request Exception T, EZBEHER. 357 2 =N
400 Bad KMS.NotFoun | SSE-KMSHIZZ/S EEIERRIEZRE
Request dException T, EFZBEAEFE. ito
400 Bad MalformedAC | f2HEIXMLISEE {FERLERIOXMUERE
Request LError =, WEAFEEKR |,

AItEC .
400 Bad MalformedErr | IERPIEHAIXMLIE | ERAFEHRIIXMUSRE
Request or NAIE ito
400 Bad MalformedLo | Logging@IXMUEA | FERIERAIIXMUEE
Request ggingStatus | IE#fi, o
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JHRIFMEIRSS
APl 2% ( FIEKXI )

6 fHIRED

RSB Ei=B HIXEE RbIEfEDE
400 Bad MalformedPol | Bucket policyl@EAR | iRIEREIIFEIRERIA
Request icy B, RS HEpolicylIE K
BTIER

400 Bad MalformedQu | QuotaBIXMUERAIE | FERIERIIXMUERE
Request otaError 38 o
400 Bad MalformedX | SRAFRET—ME | EREMIIXMUEINE
Request ML BEIMRYEEIRAE0RY ito

XML& HILXFRIEE

=
400 Bad MaxMessagel | EIMR, FEKRE | BUNRAHHRMAE
Request engthExceede | BiK, 1508

d

400 Bad MetadataToo | FTEUBEELEIT | ‘RDTEIEBES:L.
Request Large FFRIRATTEUR K

N
400 Bad MissingRegio | igskAf/DRegion(E | iEKkH#ETsRegion(E
Request n B, BREHTIA 2,

Region,
400 Bad MissingReque | HEAFPAE—I=H | IREERIIXMLIEE,
Request stBodyError XML EIEKRES

akR&E,
400 Bad MissingRequir | iERFPERDHERISL | IREVERILE
Request edHeader I8
400 Bad MissingSecuri | iIERBRD—PREY | IR ERISLE,
Request tyHeader %L,
400 Bad MultipleConte | 2/ Content-Length | ISt EI2ELigal & Bx
Request ntLengths S SN AR,
400 Bad TooManyBuck | FHFBRMERIEE | BRI SEEER.
Request ets XET RGH LR,

HHiERILECE—

it
400 Bad TooManyCust | BEE T IIZSHIFEF RSB B EEE
Request omDomains | 1, ito
400 Bad TooManyWro | ESSREEIRIERLIE | FHAIEFBAYACCess Key
Request ngSignature | #8ARSS . BEi.
400 Bad UnexpectedC | iZIBKBEREMAM | IRIERAEA,
Request ontent BERimew, ®ixis

KRAREHEAME

Fiwts 1 o
400 Bad UserKeyMust | iZIRERBIFHAR | BBAERATSS.
Request BeSpecified A{EA,
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MRFMEIRSS

APl &% ( FIERXI ) 6 $EIRG
RSB == HIREE QIEEE
403 AccessDenied | $E481A00), BKEE | 1B5KEGIEMAYEERSL
Forbidden W HE s ESL | .
IR EIR
403 AccessForbidd | ) RAE, WARECE | (EXUBAYCORSECE, %
Forbidden en CORSZ{ECORSHIN | E1RIEMEAICORSECE A
P NUTT EITEHIOPTIONSIE
X,
403 AllAccessDisa | AP EAURMITEIR | BiER.
Forbidden bled 1. MR NZAEXEE
¥,
403 DeregisterUse | IR E2&H. FEFIERFFF,
Forbidden rid
403 InArrearOrins | BRPXBEHARTAE | 7BiE.
Forbidden ufficientBalan | M;&BNRHITEF
ce EBIE,
403 InsufficientSto | ZFEZEARE - BT ECATPRE, 1EANED
Forbidden rageSpace KA BREB D XTI o
403 InvalidAccess | RRICEHAFEE | EHIEHIYACcess Key
Forbidden Keyld Pi2tAYACcess Key Id,
Id.
403 InvalidObjectS | ISR ABEERE XTI FHITIRE IR
Forbidden tate H, FBLHTRE | 1E.
ZEETE .
403 NotSignedUp | {REOMKFIEIRBER | S&iEAOBSIRS -
Forbidden ZEM, WIRSEE
ARG T ARefE
iz o
403 RequestTimeT | EFIRARIEKRAIAT | BREEFIRITERE
Forbidden ooSkewed i85 OBSHR35imAYATE | S5ZBIOBSHRSSIKATIE]
BELK, *E%i(?(\o i%*E}}ﬂEfijﬂ}
thF e, oS | UTCHIENARE PR
el E PR 50BSIRS | BEBBIE.
IRAYRTEE, ZHizAd
[BZE KT 155500,
OBSHRSZIHSIEAAY
5K, MBIt
Ho
403 SignatureDoe | iIBRHFTFHIEEER | fE(RAISecret Access
Forbidden sNotMatch FTEEBINERTR | KeyHIERTERZE.
—
403 VirtualHostDo | R{EREMLENISE | HostEREIAENISIE
Forbidden mainRequired | 1843, =N
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MRFMEIRSS

B, BEE—REA
HEEEL—R.

APl 2% ( EREIFXIE ) 6 FEIRAD
RSB Ei=B HIXEE AIEfEDE
403 Unauthorized | FEIPFREZIANILE, BELZINFEER.
Forbidden
404 Not NoSuchBucke | {EERIEAFE FRINEEBERME
Found t
404 Not NoSuchBucke | #policy R E7E - SR Ef@policy.
Found tPolicy
404 Not NoSuchCORS | CORSECEARTETE. FeEECORS,
Found Configuration
404 Not NoSuchCusto | iEKEIBFIHAE SERERFE
Found mDomain =,
404 Not NoSuchKey IEERIKey R FE FELIEWR,
Found
404 Not NoSuchLifecy | iE53KkHILifeCyclefR iz | SEBicELifeCycle,
Found cleConfigurati | £,
on
404 Not NoSuchUploa | {EEMZBR LEARTE | ERFERLERY
Found d #£. Upload IDA7E YEILES
£, ESRLEEE
4R IFFSERK
404 Not NoSuchVersio | i53kesigERIversion | {FEFE1EFERYversion ID,
Found n IDEIFAFIBRRA
EBAITEL .
404 Not NoSuchWebsi | i53KHIWebsite "1z SEELE Website .
Found teConfiguratio | £,
n
405 Method | MethodNotAll | I8EMNHIEARIFRE | BIEARARIF.
Not Allowed | owed EEIERRISRIR L .
Xt EIRIMessage
73: Specified method
is not supported.
405 Method FsNotSupport | posixiEAziFZAPl, | FiEARRIF,
Not Allowed
408 Request | RequestTimeo | FIFSServerzially | IeEMEEEIL, kB
Timeout ut sockeZEIZTERBATATE) | BRIARZIF,
RIEEHITIZERE
€,
409 Conflict | BucketAlready | i5KEINEZERF BIEE .
Exists . BRYRETER
RBEPERAFHEMAE
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MRFEIRSS

Server Error

isEi.

AP % (EHEEXI ) 6 $Hi=fD
RS =B H=RER STRfEDE
409 Conflict BucketAlready | &CiZIEKHIAFE | AHEEHEET -
OwnedByYou | &EIEBITXNEF
B9%E, FHEBXT
o
409 Conflict | BucketNotEm | AP=IXMIBREIEAR | SHbRriEPXIR, RE
pty Rz, EfE .
409 Conflict | InvalidBucket | BXAMEIRZS, BE | AXARMEIBIRAEL
State BERegionE#HIFA T | iIBEERegionEHl,
RIS RA
409 Conflict | OperationAbo | ZIM—PHRAYEIE | FEF—RBIVEEEA.
rted HBIEEREXNE
B, BER
409 Conflict | ServiceNotSu | IBRBIBERSBIHA | RBImAZIF, BHR
pported Xt BRI,
409 ObjectNotApp | ZMRAFHEM L | iBHIAMEEE, H1TX
ObjectNotApp | endable 5 HRFEAIFEN L
endable &, BIATREE,
IRTFENRAZIFEN
&,
411 Length MissingConte | /RERMHHTTPEE | i2tContent-LengthiH
Required ntLength sLehfpYContent- Bsk,
Length=PE& .
412 PreconditionF | BFIEERIERFZM | IRIBREIBEAHRY
Precondition | ailed FEDLE-IUKEE | Conditioni®RiFH(TIE
Failed Bo o
414 URI Too | Request-URI | i&REAAJURITE BERLDURIBKE .,
Long Too Large
416 Client InvalidRange | i&3kA9rangeAAJ5k IR rangeEin
Requested =N
Range Not
Satisfiable
500 Internal | InternalError | RFEIBZINZFEIR, BRI AT,

501 Not ServiceNotim | IBXRMIEERSZ RS | HEIAE, B8R
Implemented | plemented B, AR,

503 Service ServiceUnavai | IREZBIHLERNE | FF—RWEEER,
Unavailable lable HREE o EA RN AR,

503 Service SlowDown B EIERINE, BEEIERIE,
Unavailable
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MRFEIRSS

APl &% (HIERKXIE ) 7 1AM SRAEFIHZARIR

IAM SRESFIRZANIR

7.1 1AM SRRE R4S AE

SRR

INREFEXSEFABRIXNSRFERS (0BS ) HITHEHEINIRESIE, ErILUERS
—BAIERRSS (Identity and Access Management, f&#RIAM ) , IIRLFIHIKS
BEEEHEENER, FEECIEMMAIAMBR, SRS RS, FEWEE
FAOBSHYEEIIRE.

BIANBRT, FHENAMBRKEEUNR, BEEEEMANBFE, FERPAER
FIAMEEE, FReERFETHIIBFFESIAMEBIRENHRIR, X—IEMREN., &
Wa, BFRFHAIUETFIAMEIES RS HITIRE.

KTFIAMAFIOBSIEXAIAFRIENE, BSN ( MREFHEIRSHAFER ) B “Fm
B> BPYR BT, XFIAMEKRRRANEZEMRRG], BEER ( WRFERSBF
iEr ) B9 “E=HIGiER > AOREE > SURIERHSINE > IAMERER” &15,

RESIRIBIEAUEE 2 /R E SRR FIRBACERES . RBACSRESZIFARSZIEN— D EIRH
TR, ZiNE, BRRALUBEIXIRSAIFIEIR. M ERERLIAPIZOIREH
1TIURIFSY, RANGEINSEH, STLUSHEIEMEE.

MR

o INREEARFEEITE MEORISESIR, BERMRERE,

o HTEEFENEFE, WAF. BPAURCIIRBIEFOBSIHXHIRBACERG, KBEEEEF
10~1 sﬁg\ﬁi RBACERES A REAER; BT OBSIHXHIMRERISE, KEEEEESDFhmARE
REEABEER

WS EEREZEOERNIR, MRFERKS FRIAMBFRARAPIERKEY, ZIAMA
F/RBSBABZEOMRINIE, &, APIEREEREM . 8 MEOMBEEN
IR, SEMEOFRIMANSTUWERIR, REARIERAYEFHISEFIEIATXI A9

RS, ZFBFAeINARIZIEO . fia0, BRERBZEOKEEN, IBAXTIAM

%P?ﬁgiEG%ﬂﬁﬂp%‘?ﬁ@é\ﬁﬁF “obs:bucket:CreateBucket” BUISIIR, izizOA
BEERIN.

AR E RIS STIFRIIRESAPIARRI R, FRANINGIRIZAFINT
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SIRIFHEIRSS
APl &% (HEKXIE ) 7 1AM SREEFOHZARIR

o MR: BENRIEHENINE LAIREEN IR
o FIMWAPIHE: BHEMNRISLPRERRIAPIHEC

o (EIUR: EENEEISTSISHACton, TEEIRE N EEEEIRIACtionsRE \IEINIA,
BT SE IR O REATRL RIS .

e IAMITE ( Project) /&MVIRE ( Enterprise Project ) : BE N FERHISHCEE,
SHEIAMIESEWIRE . #ICEENREFIAMMBIEWIRE, RRIHE
RURRS R AY B E X RIS AT LATEIAMAN R S IE AN RS 48 BB P RIS AR
WMRGTHFIAMIRE , AZRFEWINE, FRRNEEEIAMPLEEPEENFFER,
WNREEWEERFR, WZBEENREAES.

AR
V7 RIS, X7 RNERX
OBS3Z#5AY B & X SRES AN FRA 7 :

o EMEXEIIN: S{EOBSETAEMMRAIREOFIXINAMEIIN, WHIZEEPME. €l
2. WP . IREMRES. REMIATICR. REMBISHENFED.

o XISABXENI: SFLENR. THMR. BFEGREED.

7.2 AR RENIN

& 7-1 fREXENIRSIE

BUR XTRZAPIEC ERUR (Action) | IAMIR | fRMVIR
= =i
(Proje | (Enter
ct) prise
Project
)
HZE 2R SRENHES 2= obs:bucket:ListAll | v Vv
MyBuckets
el FEL T elFEL obs:bucket:Create | v v
Bucket
FIZEEART SR SRR obs:bucket:ListBuc | v Vv
ket
FIZEHRSRART | SIZHEAR obs:bucket:ListBuc | v v
= ketVersions
FIME R FEH | FKEUETTEIE obs:bucket:HeadB | v i
SREVAERITTEIRE ucket
IREVEIVE SREEX g & obs:bucket:GetBuc | v Vv
ketLocation
IR IBsAE obs:bucket:Delete | v i
Bucket
R EERE R EFERE obs:bucket:PutBuc | v Vv
ketPolicy
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MRFEIRSS

APl &% (BIEHXIE )

7 1AM SRESFNIZAUR

PR SEMAPIEC] R (Action) | IAMIG | JVIR
B B
(Proje | (Enter
ct) prise
Project
)
SREVIERIRECERY | SREVIESRES obs:bucket:GetBuc | v v
BEXER ketPolicy
il il obs:bucket:Delete | v Y
BucketPolicy
ZERACL EEREACL obs:bucket:PutBuc | v i
ketAcl
SREVABACLEYIEX | FXRENABACL obs:bucket:GetBuc | v v
=B ketAcl
wEWHEICSE BEMBEEEEE | obs:bucket:PutBuc | v i
=1 ketLogging
FEWEREICHERY | IKEUEEEEEES | obs:bucket:GetBuc | v v
EXER B ketLogging
REFMREES | REREROEGEE | obs:bucket:PutLife | v Y
[EHARL [T =1 cycleConfiguratio
MiEstRR s EE | 0
[T
SREAE S anBEAM | FREVIERYSEMAEA | obs:bucket:GetlLife | v v
y [T =1 cycleConfiguratio
n
REShRA IRERBIZBIRAIR | obs:bucket:PutBuc | v Y
= ketVersioning
REVEZ IRARIHE | SREUERIZIRAIK | obs:bucket:GetBuc | v v
KER = ketVersioning
RERNEEER | RERREREM | obs:bucket:PutBuc | v v
EE ketNotification
SREVAEROSE(HEEN | FEEV@ASEHSUEH] | obs:bucket:GetBuc | v v
[iT=1 ketNotification
REBRIATFESE | REREEAFIESE | obs:bucket:PutBuc | v Y
i i ketStoragePolicy
SREAEROATRIESE | IREUEENATRGESE | obs:bucket:GetBuc | v Vv
il pid] ketStoragePolicy
RENIRE REREIRE obs:bucket:PutBuc | v v
ketTagging
SREUEIRES SREVEtR S obs:bucket:GetBuc | v Vv
ketTagging
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APl 2% ( FIEKXIT )

7 1AM SRESFNIZAUR

PR SEMAPIEC] ZIUR (Action) | IAMIT | £2MVIR
=] B
(Proje | (Enter
ct) prise
Project
)
IR RS llEE oy obs:bucket:Delete | v i
BucketTagging
R EEECER R EREECER obs:bucket:PutBuc | v v
ketQuota
WG SREVAEECEN obs:bucket:GetBuc | v v
ketQuota
HREWEFEER FEEESEER obs:bucket:GetBuc | v v
ketStorage
REBNBENS | RERNBEENXE | obs:bucket:PutBuc | v Y
-4 B4 ketCustomDomai
nConfiguration
REVBRIBRENY | SREUERIBENE, | obs:bucket:GetBuc | v v
2 2 ketCustomDomai
nConfiguration
MprERREN | MBRMERIEENIE, | obsibucket:Delete | v v
A 2 BucketCustomDo
mainConfiguratio
n
REMNMBRERIN | RERBRIINZBECE | obs:bucket:PutEnc | v v
BhcE miEstELONEEE | ryptionConfigurati
on
SKEAERINNZECE | FREV@RYINZELE | obs:bucket:GetEnc | v v
ryptionConfigurati
on
WERERSMLL | IREEIIMLLECE | obs:bucket:PutBuc | v Vv
e ketWebsite
SRENERERS M, | FREVERIMILLECE | obs:bucket:GetBuc | v v
BEREXEE ketWebsite
MIERMERERS ML | MIFRERYMIELECE | obs:bucket:Delete | v Vv
e E BucketWebsite
R EFOMIBSRAE R EAICORSHEE | obs:bucket:PutBuc | v Vv
CORS =1 ketCORS
THFRERICORSED
=
SFEWAECORSERE | FFEVMBAYCORSER | obs:bucket:GetBuc | v Vv
BIEXER B ketCORS
M A4hRAS 01 (2022-08-16) IR © LA ABIRAE 290




MRFEIRSS

APl 2% ( FIEKXI )

7 1AM SRESFOIEAUR

AR X RZAPHEC =R (Action) | IAMIR | f2MVIR
8 B
(Proje | (Enter
ct) prise
Project
)
FIZBHRENE | SIZEP eI | obs:bucket:ListBuc | v v
ZRIES ZBRIES ketMultipartUploa
ds
7.3 JISRAE IR
* 7-2 WRIBXITENIRT =
PR XTRZAPHELC] R (Action) | IAMIG | fJVIR
8 B
(Proje | (Enter
ct) prise
Project
)
AJR{EFPUTLIE | PUTL(E obs:object:PutObj | v v
&R, POSTEE | posT ect
WK, SHIITR, | e
EMSS, M | SHHR
K EfEERESS, £ | BIIBXR
;’;‘Eﬁ’ HIE, & | mai tEsEs
~ s
BHE
REDIRABION | FEXTSR obs:object:GetObj | v v
SRR HEISTHIE | o
REUEERAIIR | FHEHER obs:object:GetObj | v v
RBENIRTTEIE | srEpatsosis ectVersion
BNRIERFOHCEM | MBRITSR obs:object:Delete | v v
ERNES MRS Object
BENRIERFOHCER | MIBRITSR obs:object:Delete | v Vv
BRIEERRAXTR MRS ObjectVersion
RESTFIENTR RS SFEITR obs:object:Restore | v v
Object
IREXTHRACL REXRACL obs:object:PutObj | v Vv
ectAcl
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JHRIFMEIRSS
APl 2% ( FIEKXIT )

7 1AM SRESFNIZAUR

BUR XEMAPIEO R (Action) | IAMI | fRMVIR
=| B
(Proje | (Enter
ct) prise
Project
)
REEERAIR | REXTRACL obs:object:PutObj | v Vv
ACL ectVersionAcl
IREUTRACLAIHE | SRBTRACL obs:object:GetObj | v Vv
XEB ectAcl
IREUEERAXSR | IREVYRACL obs:object:GetObj | v v
ACLRYEXER ectVersionAcl
(BRI RITEIR SIS TR obs:object:Modify | v v
ObjectMetaData
FEE HER F%E_EERIER obs:object:ListMul | v Vv
tipartUploadParts
EVEZER L1EFSS | BUEZE EIE(FSS | obs:object:AbortM | v Vv
ultipartUpload
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JHRIFMEIRSS
APl 2% ( FIEKXI ) 8 fiIF

8 =

8.1 K&

ARs3 2= 0 A PR BRSBTS B aNERs-1 7!

% 8-1 63

WEE | i<

2XX RSS2 AL INIREIAFIERAYEIRE o

4xx EFimRERISREEIR, RSH[LEHITHESIEEIRRIRE
5XX RSEAEEIR, APRBEEFIMALRBERESHI.

AR

T EEASShttps://www.ietforg/rfc/rfc2616.txtHLERIHTTP/HTTPSIE R AIZAPIS

Ko

8.2 FREVILIE)ZA ( AK/SK)

ERBEORMER, FEEBAK/SKHITERIRIE. AK/SKERERZERIIT:

ipiE “TA-HEK-0P6” XIFAJOBS, HFEHKABERIRENAIER (AK/SK) , &
TXEEFREGE.

8.3 IXEXKS ID ¥0FEF ID

ERREONE, SBoEKRPFEIEEKSID ( DomainID ) F1AFID (UserlD ) ,
FRIAEE S HIE FIRE . SRBEEIT:

£E;1 BREHE
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JRIFMEIRSS
APl 2% ( FEKXI ) 8 fiIF

S BEMAPS, ESIERES CROEE .
£ “EpVEIE” mEEEKRSIDIIAFID,
e

8.4 FR—HIERA

SEPImAENS/MINEREEMINZ G, ERiRALERINEIRRENE. S58FE
PinHBhy . IRSSimIR[EI5008 & 503R9HTTPIIA SERASRY, Z fFRYEEUR(EER]

BERIIDIEENEIEUE, thATRERARIEIE. ENEFInELI LAERE, EiaiiE
AR AT, MRAAINNER L.

HYE— M IRIABAURE, LB NEFIRSE—MNRIATEE . BN
B, BMREEREBMTRIERIARRIIN DR SR ECIBRIASE, aIaERER—
HAVER . thal, SBNERIRHT LER—TURE, RARBEEIRLESERS
BEAI— LENNR .. MRFEERE—MNREFTIHE, FEELENAFIE
INRFSRATEAH] o

FHRRIEEEH

HEFIR2IEE LE—NRVIE, EREIER EE—ESHNNRV2EINE, &
EEFin R E Fin2 8RS IR INE IR RENEVT, MES-1F7R.

1.
&

8-1 F& I LER—TRIR

. FAEXT 5 L FEXH |
ek <] < : >
&) | Object, V2 ! Object, V1 !
| | | | | | | »
| | | | | | | >
tl t2 t3 t4 15 t6 t7
\y NP FEON 5
2 | E Ay > & >
" Object, V1 ' " Object,vi

2. AR EE—MRVIEHER, INRENREE LEBTRRBE AR ITEERN
Wiz, EFinRERESRONREING, FFim2A0 EXNSRIBEBARERTI, F
BREERFiR1IERE Fin2#RaeRENE IR REUEV1, MNES-2k7R.

8-2 F & LEFIMRE—IR (1)

N i) s %5 2 T 5
% il | Object | Object, V1
| | | | | | | R
[ [ | T i I | >
135 AR TR S
w2 e EARRY »l le N
" Object, V1 l " Object,v1i

3. SEFR2 EE—TMRVIFIHE, MRAENRENE LE5TH, RESAMRTHIE
REEERED, EFiRTAENRRSZINNRMING, ERiR2AI_EEIRBIFBAIR
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JIRFERS
APl 2% ( FIEKXI ) 8 fiIF

ElRgIN, (BREPiR1FIZ P2 FEIT5R0bject 18, BalfHZRINSEdEv1, thaal
BEIREINIRAFE, WES-3FTR.

8-3 F & LEFIMBRE—T IR (2)

s Jle JJ )( %{ Fkx %‘
E I f! | Object '4‘1’5(1 2l Object Vi
| | | | | | | >
i i i i i i i >
tl t2 13 t 5 6 t/
. A /‘\,_.\, s .“'_}F:'L ".f:
BPy e AR B gy [JLRHR

Object, V1 R 77 7E 5% Object V1

4. ZERIm FTHE— I URERES, ERim2AEHIREEXISRIEE, IR a
B8 FHEIZENNREE, AURRETHENRI—EIDEE. S= i8R
BFREIRING, BARETFERNRIER, WRENKAFE, WNES-4Fx.

8-4 F& NEFIMIPRE— IR

FRAR . FRN%
Object V1 o r /M‘f 1 '

il «

h J

t1 t2 13 t4 t5 t6 t7
. RETIE ] e X 52 T E S

%2 e 2 S L E SN — L TE )

EFM2 | Object, V1 ' |0bJect AIEAE

5. BB FE—IMUREES, ERm2AEEHEZNSIRE, WIEFIR1A]
A FHEIREAINREURE, AR THEINRAII—EIDEE. S in289EH
BRFREIRING, BARETFERNRIER, WROSHANREE, WES-5F=.

8-5 F &R N HAIEHE— TR

e T #3 & TEE
= Fiml | : > | >
! Object V1 ' ! Object, V2 l
| | | | | | | »
| | | | | | | >
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