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FIHEERSS
ZOs% 1 EFRRIRIE

1 {E FARTHAIEE

1.1 #iR

IR ETERSS ( Key Management Service, KMS ) , B4AEIEIREZ 22—
2\ o5, BRSHENZETERS, HBEEEMNEIEMSIERN, ®IFFHENE

ERTLAERAS SR IROAPIRIZIBHITEXKIRME, WelE. Fi8. BRERSF. X5
HIEERR(FIEZ AP o

1.2 A RAA

FIABTBEIRSZIZM T REST ( Representational State Transfer ) KARAPI, SZiH&EIS
HTTPSIEKIAR, BEAEES WATEEBAPI,

1.3 BigH e

Zint5 e ( Endpoint ) BIERAPIRYIEREIE, REIRSFREIXIFNZHTRAR, &
LA AL R EIRFTERSAIR IR T <.

1.4 £95R 5R %

BiIFMARYREISS WEFAPIRIIRAE

1.5 EXREES

o kS
RREMRIIKS, KSHEFMABISEERERZRSZERTEANLENR, LA
EERPER. PEAFPNRS. BTKSEMEENR, ATHEKSEZE, &
i&fﬁﬁ%ﬁ%@ﬂmﬁ%ﬁﬁ BEEETF, MEZBFHERMIIEITEREE
BT,

e AR
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https://support.alphaedge.tmone.com.my/zh-cn/endpoint/index.html

ZREIEIRSS
ZOs%

1 {FHBIE

EE%K-?—EIAMEF@UEE’\J}EHP, 2oRBIERAR, BEBMEIL ( FBAE
2R ) o

BREEABAPIHENDREY, BFERIIKS. BFRNEBREEE.

X1 ( Region)

MBI B FNEASIELHEE XD, FE—RegionIHZEMITE ., REFMHE. WK
Fhif. VPCIZE ., SEMERRMIP, RIEFLHIRS . Regionsy AiERRegionfIEE
Region, E@ARegionigE @ AHAF IR EA=RSHEIRegion; EfERegioniER
FEEE—RI S RmatFER PR SRS A9E FBRegion,

ATAX (AZ, Availability Zone)

—PNAZE— N BMIEBHIERONES, BMZAXKIKE, AZRBE EEE
&, WL, FEREZRINDESIER . — T RegionFIZSNMAZEET SR
HEE, LUGERAREAZIZZES A RESAIIEK.

=]

XIFEHANN—PIRE, XPMMBEBRSME, AXREEYEXIGENER (1t
HEER. FEEREROMNEZER) , UEAIRBARHTEN, BRAILUBEE
KSHZXIGAFFERR. IREHEEHITEINBHOBRES], TLAEXEE
INNIREHCIEFIE, HEFRBESOIEZR, RARUFIREAREAHTE
N, FERFPXEERFEFIREFRIE, FESEIONRIEHIEINER.

1-1 B fRE&EE

HEA LiEB
HEA1 THEA2 WEB1 1MEB.2
kA iR
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FIPEIEIRSS
gEOsE 2 YN{aifE A API

2 SNMaliE AR API

2.1 HIEIEK

AT BUEMIIEREST APIRYIEK, FLUEBIAMBRSEZEIZKENE F TokenisiBEaN{aiE A
API, iZAPIREVEFHToken, Token®] AT ARAEMEAPIATLEN

153K URI
15KURIBEN &P 4B5% o
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

REBERURIEEEBFREELY, EASHESHIERBERENBREE PRIRE
BEE, FrLAFEILSIREI

e URI-scheme:
FTRRATERIERADY, SBITEAPIIIRAHTTPSIMNY .

e Endpoint:
1BERFRESTIRSS In=RIARSSZH B KIP, FRIRS AR XIEHAIEndpointA[E,
EeT LAMME X4 1% 15 R3REN
FIENIAMARSZTE “my-kualalumpur-1” XigAYEndpointh “iam.my-
kualalumpur-1.alphaedge.tmone.com.my” ,

e resource-path:
RIRRE, tBEIAPILIEE . MEFAPIRJURIKERIREY, a0 “IRENEF
Token” APIf9resource-pathg “/v3/auth/tokens” .
e query-string:
HiGSH, 2AEIHD, HARENTAPIEIEEASH, B EHEET—1
27, EXh “SHB-SHEE" , HIW “limit=10" , FREEFBII10K
=,
FIINRFEEIRENAMTE “my-kualalumpur-17 XigA9Token, MIFEEER “my-
kualalumpur-1”7 XigtH9Endpoint ( iam.my-
kualalumpur-1.alphaedge.tmone.com.my ) , HEMXFILIFTRAIURIESSIHKE!
resource-path ( /v3/auth/tokens ) , HHERFRIN AT

https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
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https://developer.huaweicloud.com/intl/zh-cn/endpoint
https://developer.huaweicloud.com/intl/zh-cn/endpoint

ZIREERS
EOsE 2 YN{aifE A API

2-1 URI REE]

| httpsd/fiam.my-kualalumpur-1. alphaedge tmone com.myl/3/auth/token

| | |

URI-scheme Endpoint resource-path

(MR

HNEEHE, EENEMRAPINURIERS, RégHresource-pathEfsy, FIEBERGEEE—IC.
XZEIURI-scheme&B2HTTPS, E—NRFBAYENdpointfER— X tB4EE, FrLAELSRER
BIXFE D SRS

BXRGE
HTTPIER A% (BFRDRIESENE ) , EERIRSIREEBERTAKIAURE,
e GET: BKRIRSESIREIEERIE
e PUT: BEKIRBEEEFIEERIE,
e POST: BEKRIRSZFFNIGE RSN TITIHRIRIE
e DELETE: EKIRS=EMREERE, MRFRTRE.
o HEAD: &KIRSZHHRIFELER
e PATCH: BXRIRZBEFHEZENTPAS . AREAFERIAHRE, PATCHAIEES
ECIE—NEHIERIE
TESREN A TokenfJURIERS , ERILABEIEERT AR “POST” , MEIBKR:

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens

BXRIEESL

BIIMERELFER, WISERIURIFOIHTTPEEIERIIFER . BIUNE M EEMASEERNE

kL “Content-Type” , B RENUEEE.

MR AHEELEEZRINENSERS

e Content-Type: BHEMAAIZEE (KX ) , ik, BIABUES “application/
json” , BEMEVERNSEEMRNEOFE|JiRA,

e X-Auth-Token: FAFToken, A%, X{EMTokenHILIAUERT, WIBERIZE
E% . AP TokentB i 2EMAFEVHE P TokeniZOMMMAI(E, ZEOESH—FEEIA
WEAYEO .

(1 #88
APIEIRISZHFERAK/SKINIE, AK/SKINIER{FERSDKITER#ITER, ER3ES8mF
KRR IIAuthorization ( BZINEEE ) F0X-Sdk-Date (iERAIXHIATE ) B3Rk,
AK/SKIAERSIEARIR RIS S WAK/SKIAILE .

STFIRENAEF TokeniZ O, AFAZFEINIE, FFLARERID “Content-Type” BIE], &0
HESLERNE R AR

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json
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FIREIEIRSS
ZOs%

2 YN{apiE R API

IEXRHBIE

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

X FIRENA R TokentZ O, EeILANEORNBEKRIBDERIMEINEREHNRSEIRA.
EEEARMNGHIERN TR, IMENRGREREEIRBLMEES, HF
usernameAAFE, domainnameIAFFREBINKSEIR, P ERE
1B, X0000XXXXXXXXXXXJIprojectfiIZFR, RalLAMMERFLRiRT5 =ikEY .

(MR

scopeSEE N T TokenAWWERLS, THEREIFIRENHIToken{XEEHiElproject FAYRIR . fE4A AT
LUZ B TokenEBIEATEANKS FAAIERREKSHIE N project FHIER, FHAE X152 WIKEL
AR Token,

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
”password" " *******aﬂll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX"
}
}
}
}

FXBEHIEXMEREEZENASHESZTTLT, ETLUERCurl. Postman{EiZdR
BERBESNLLEKRFHAPI, XIFIRENAHFTokeniEO, IREIANINEESLH “x-
subject-token” FHEEEFKEWHIFAFToken, B TokenZfg, EFinlLA{ERATokeniA
IEEAEAMRAPI,

2.2 TAUMEEEIN

FEREOBMTRAMINESR, EeTLUERER—FME TIAESE

e Tokeni\iE: EidTokeniMIEERIBK

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAIER
HEEFERAK/SKINE, HZEHETokenNIEES -

2022-08-10


https://developer.huaweicloud.com/intl/zh-cn/endpoint
https://curl.haxx.se/
https://www.getpostman.com/

FIPEIEIRSS

BEOs%E 2 YNMaliE A AP
Token AIE
(AR
TokenBOBEMERSI24/\0F, EE(EFRE— N Token AT, ATLASEEFRSE, B MEERA,
TokenfEItENAZZHFRESHE (IGHT ) HER, BB TokenfiARBEREMIIR,
TokentT\IEFL 27 FIAPIRIRTRIG TokenIIZIERIBESL, NMEIBMDINIE, K15
REAPIBIBUR o
Tokena @) A FIFREXFI P TokeniZ O3REY, EAAARSSAPIEEprojectZiBlATToken,
BNiE BSRENF P TokeniZORY, i&3kbodyArauth.scopefIBUEEEixFEproject, W0
Fh7Ro
{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
llpassword": n *******al"
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
$kEXTokenf5, BARAEMEZON, BFEEMBERBELPFIRM “X-Auth-Token”
H(EBpIToken, ffliNToken{E “ABCDEF)...." , MLAREORE “X-Auth-Token:
ABCDEF)...” MENERiBELENAT, SR,
POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AK/SK IAIE

(MARzY::]

AK/SKEZI A IS HEAAN 2MBLAR, 12MBLAEH9iE RIS E A Tokeni i
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BITBDIAIILE.

e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXBENE—IRRT; HiRZEH
IDFIFABIBIOZESE—E(ER, MERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDESERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTEZFAFERAK/SKHIEREITES, tBAILUERE]
RIZE R SDKIFBRIHITER . 1FHAIER T EFSDKERTTIEEZS WAPIEZER .
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https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-provide.html

FIRETERSS
EOsE 2 YN{aifE A API

A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

WSS
BREELE, BRWEINN, BERESE. MAERSLFERAE,

ISR —HMNEISXRIEFARD, REBERT T IERIMNAYAE, TEIRE
IES= N i

X FERENFF Tokenix [, YIRFARIREIATSESA “2017 , MFRFEREII

NaRGHERSE
RRIEREE Sk, MAEFEEREL, 1 “Content-type” .

X FIREXFF TokeniE [, IR[EIUNE?2- Zﬁﬁj_-El’J‘iéE;k, Hrp “x-subject-token” 2
EERENRIFEFToken, BT TokenZ fg, &gialLAEEATokent AIEEREMAPI

=] 2-2 SREVAF Token NuRzE Sk

connection — keep-3

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

MaREEEE (A )
TREHE S AE LA IUARRIRE, SIRGE Sk Content-typeXd i, (EEIRIME

HELZINMIRS .
X FIRENAFTokeniE O, IREUITES®E. AREiEEN, XEREREBIHS.
' "token": {

"expires_at": "2019-02-13T06:52:13.855000Z",

2022-08-10 7


https://support.alphaedge.tmone.com.my/zh-cn/api/iam/zh-cn_topic_0057845583.html
https://support.alphaedge.tmone.com.my/zh-cn/api/iam/zh-cn_topic_0057845583.html
https://support.alphaedge.tmone.com.my/zh-cn/api/iam/zh-cn_topic_0057845583.html

ZIREERS

EOs%E 2 YNl A AP
"methods": [
"password"
1
"catalog": [
{

"endpoints": [

"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR
o

{
"error": {
"message": "The request you have made requires authentication.",
"title": "Unauthorized"
}
}

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .
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FIPEIEIRSS

EOS% 3 API HBEES
API HHEE
oL

B (EREAEERIRSS RERED, S EERERAEERSHIF a8 .
ERmEEH

API 2Lz

BlE=R BIE—TRFEER.

EREH ERER, BREREZALUER.

SRS FREH, BREREAALMER.

TR BREA IR —NEEER, TIRE7X ~ 1096 XAMIFRE

;ﬁc ZIRBHRARRERG, ERZERNENEEEEE
gr‘&ﬂl\o

ENiH T RS R

EGHITRIMEREE, BUERE, RPAULIESERIZER.

EifERYIE ERAAFEERYIER.

EERER EIEERHENFAEES .

BUERENLEY 4 pk8~8192biSEEIRAIRENEL, B8RS

ellfE e BIEHIREN, ROERESPENEL

SRR SIANEIER | QIEHIER, ROERREEEX.

InEHHE=A (ERIE R AP EZRNZEIERA .

fRERIERA (ERIE R AP R EIERA .

=TSR zﬁﬂwﬂ)ﬂe%ﬁu@ﬁ’ﬂﬁﬁ)ﬂiﬂﬁ%ﬁ%, TEEBANES

EifEcER TR LB P ERPERAS SR LRIERERE
B, FEERAEEA.

B EZARIE IERRPEZAERIE

(st (B AR EZHEEIAEE
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FIPEIEIRSS

gEOs%E 3 API 1£58
API i8R
hnE%E (FRIEERI AR EERINZEEIE
R REHUE .
REVZIHSASH %gg%)\%ﬂﬁga%géﬁ, BIEZHS A SEMNEANE
AN 75 I
SNZRTE SNEERANZEMH
hipR=EsRTEL fpREE AR
EREALA) BRI, ENEERPEERNFRESR .
EREHIRE HAEERANRRER
BRRERE BRAFAEEEE FTHFRBREES.
HERIMFRZPIFE | HERINHMERZRIRE
R INEZFIRES IINZPIRES
HIFR= PR B SEARES
2022-08-10 10



ZIAETRIRSS
EZEOs%E 4 API AR

API i B8

4.1 gIE=H

TheEN 4R
BIZAFEER, JRRINEHERR,
(MERITY::
A2 “/default” HIRSZEAEZANEES, ARSEMEE. FELAFEENEZRIIEFR
BESIRSZSEOAEZAIBIBERE, BIEEETREN “/default” o
URI

o URIKRT
POST /v1.0/{project_id}/kms/create-key

o SHIHMA

& 4-1 2H0REB

e ek | SHEER |k
project_id | & String InHID,
BEXRIHR
& 42 ERBH
e =AU ST fik
key_alias 2 String EBNAEZERIR, BUBETEEA1EI25590FF,

wEENPCED “A[a-zA-20-9:/_-1{1,255}$" , B
FERFRSZNFAEE BB ESR

2022-08-10 11




FIPEIEIRSS

BEOs%E 4 API 588
2 BARWIE SRR A
key_descriptio | & String FPA, BUYEORI255FFF,
n
sequence & String BRBEFIS, 36FTHFIIS,
A4 : 919c82d4-8046-4722-9094-35c3c6524cff
NpziER
% 4-3 DN ESE
S8 BAYIE | SEEER A
key_info 2 Array of ZIHER, 1FBEES T4,
objects
& 4-4 key_info FERLEHEIR AR
28 BAYE | SEERR ik
key_id =2 String =Z381D,
domain_id | 2 String FRF1ID,

INTLABEZRIE A “test” RYZEEA G,

ANl
NN

SRR
{

"key_alias": "test"

}
n)ivz 22471
{

"key_info": {

"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e",
"domain_id": "b168fe00ff56492495a7d22974df2d0ob"

}
}
1
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

F=4-51ERNZAPIREINIEEREE

2022-08-10
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FIPEIEIRSS

BEOs%E 4 API 588
# 4-5 K&
RS 4mis REIHEA
200 OK BRERIN.
SEREHE, B2IREB.
4.2 FR#5A
IngeN A
ER%H, BREREATLMER.
(e
BIRAERRE A B AR
URI
o URIXET
POST /v1.0/{project_id}/kms/enable-key
o SHUHHA
%= 4-6 SHULA
e =AML | SR | fEAr
project_id | & String InHID,
BRER
xR 4-715Kk2H
B8H ERVIE | SHEEE A
key_id 2 String F4HID, 3673, HEENITHS
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” .
{540: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
sequence B String BRBEFIS, 36FTHFIIS,
fan:
919c82d4-8046-4722-9094-35¢c3c6524
cff

2022-08-10

13



FIPEIEIRSS

ZOs%

4 AP i5iBH

N Rz

Nl

TN

x 4-8 IS
2¥ BRWIE | SR ik
key_info 2 Array of ZIRER, 1FBEENRE-9,
objects

£ 4-9 key_info FEREEHIIRAR

SH EEMIE | SHEE |
key_id = String Z5RID,
key_state = String AR

o 2HERARE
o INERRE
o AJTHRIMIBRIRZS

WINTFLAEBEZ$AIDA “0d0466b0-e727-4d9¢c-b35d-f84bba74a37f” BYZREA I .

o EREH
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f"

}
LI v =271
{

"key_info":

{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"key_state": "2"

}
}
8
{

"error": {

"error_code": "KMS.XXXX",
"error_msg": "XXX"

}
}

FEA4-10iEHARHI2APLREIAYIE FEIRSED .

+ 4-10 )R8

RESHG T R
200 OK BREMIN

2022-08-10
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ZIREIEIRSS
ZOs%

4 AP i5iBH

URI

BERHE

FEIRSH, BEIREE,

e URIKE=

POST /v1.0/{project_id}/kms/disable-key

o SR

& 4-11 SERT

project_id | =& String ImBID,

x4125KksH

2% eAaviE | SR ik

key_id 2 String #Z5RID, 36F 15, i ENIPTHS
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$" »
40 0d0466b0-e727-4d9c-b35d-
f84bb474a37f

sequence & String BRBEEFIS, 36FHFIIS.
Bign:
919c82d4-8046-4722-9094-35c3c6524
cff

2022-08-10
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ZIREIRIRSS
ZOs%

4 AP 5B

N Rz

E 4-13 IS

S8 BAYIE | SEEER )%
key_info = Array of ZIHER, 1FBEENEL-14,
objects

# 4-14 key_info FERLEMIIAR

8% BEME | SRR R
key_id = String Z$AID,
key_state 2 String BRI

o 2NERARE
o ANITRIMBRIRZS

NTFLLZBAZ$AIDA “0d0466b0-e727-4d9c-b35d-f84bb474a37f” BIZZER S

"key_id": "0d0466b0-e727-4d9¢c-b35d-f84bb474a37f"

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",

5l
o iEKEES
{
}
o NARFFHI
{
"key_info": {
"key_state™: "3"
}
}
517
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RSB

F=4- 1559 2APIREIRIIEEIRED .
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ZIAETRIRSS
EOs%E 4 API AR

% 4-15 K18

RSB 4RAS R
200 OK BREI-

FEIRSH, BEIREE.

4.4 1T RIMHFRE A

ThEeN 48
IHRIBOXREMRER, ARE7X ~ 1096 XAMRER
URI
o URIE
POST /v1.0/{project_id}/kms/schedule-key-deletion
o SHIHEA
& 4-16 SHURP
) EEWEE | SR |k
project_id | =& String ImBID,
(=R )

x 4-17 BTk
2% =ERVIE | SEEE HR
key_id 2 String 501D, 36F T, MmELENILAD

“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-7]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” .

f5I40: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f

pending_da String IHRIZ O XREMIBRESR, BUERTE
ys 1096,

String EREEFIIS, 36FTFIIS

fan:
919c82d4-8046-4722-9094-35c3c6524
cff

il

iy

sequence
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N Rz

% 4-18 NS

2¥ BRIk | SEEE 1
key_id = String 248D,
key_state = String BERIRTS:

o ANITHRIMIBRIRZS

5l
ANTRLAMIBRZ$BID A “0d0466b0-e727-4d9c-b35d-f84bba74a37f” RUZR4AAMHI .,
o BRI
{
"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"pending_days": "7"
}
o NARFFHI
{
"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"key_state": "4"
[
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RSB

F4-195ARR2APIREIRIIERIREAD

& 4-19 43

RS T R
200 OK BREMIN,

SRS, BEIREE.
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FIPEIEIRSS

ZOs%

4 AP i5iBH

4.5 BETRIMBRE A

ThRENA

URI

EGHTTRIBIBRZR o

MR

AT “THRIMBR” IREA BEBUHIT IR ZER o

o URIK=

POST /v1.0/{project_id}/kms/cancel-key-deletion

o SHRHA

R 4-20 205

SH BAVE | SEEER iR
project_id | & String InHID,
BXKHEHE
* 4-21 i5k3H
2 BARWIE SR )%
key_id 2 String #5hid, 3675, #EENILED
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-Z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” .
f5%N: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
sequence B String BKBEERIS, 36FTFIIS,
fan:
919c82d4-8046-4722-9094-35¢c3c6524
cff
A=
* 4-22 QR 5%
2% =ERMIE | SEEER R
key_id 2 String 531D,
2022-08-10 19
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2% BEYE | SR fR
key_state 2 String BRI

o 2HERIKE
o 3NEANRE
o ARTHIMBRIRES

Pl
ANTRLABGEMIBR 481D “0d0466b0-e727-4d9c-b35d-f84bb474a37f” BUZREA T
i,
o iEKREEH
{
"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f"
}
o IR
{
"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"key_state": "3"
}
517
{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RS

F=4-231RA2APIREIRIIE RIS

& 4-23 R&HE

RSB 4mAS by Nzl
200 OK BREKI-

SEREE, BEIIRERB.

4.6 EiFZHYIZER

ab
THEEN R

EAFEERYIZE.
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URI

e URIKRT
POST /v1.0/{project_id}/kms/list-keys
o  SHHHA

2R 4-24 SERA

2% EEYE | SR | @k
project_id | & String ImBID,

RS

£ 4-25 5RSH

ol AT | ¥R ik

limit & String IEEEIREICREH, RIEEET
ICRFHNTEENRS, NS
“truncated” $BiR[E] “true” , ¥TREZF
EPR., BUEEEHRANECEELL
M. Flg0: 100

marker i String DREEERUEIRNR . DREIEKE
BONIN 221 “truncated” 79 “true”
BY, STLARIRIELEEAERFENEZHIIC
REH, “marker” KEAIDRAY
next_markerf9{E, F40: 10

key_state & String BRI, HEEIENPTE “A[1-5]
{1}3$7 , MZUT:
o “17 RRFHERE
o “27 BRBRKE
o “37 RREAIE
o “47 FRITHIMBRIRZE
o ‘57 BRFFEAKE

sequence B String BKEERIS, 36FHFIS,
fgn:
919c82d4-8046-4722-9094-35c3c6524
cff
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4 AP 5B

N Rz

Al

7= 4-26 I 2%
¥ BRWIE | SHEE A
keys = Array of key_id%lZ,
strings
key_details | 2 Array of ZERIFBIIE, 1FHEENEE-31,
objects
next_marke | 2 String SREN F—TRFrEEE(EiEAY “marker”

r B, & “truncated” 5y “false” A,
“next_marker” Rz,

total = Integer TR,
truncated | 2 String ey y U =l Sy

o “true” RRIEBHIE.

e ‘“false” FREBEERHREE—R,

WTUEEREICRFS “27 , omA “17 A6,
o EREH
{

"limit": "2",
"marker": "1"
}
o NARFEI
{

"keys": [
"0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"2e258389-bb1e-4568-a1d5-e1f50adf70ea"

1,

"key_details": [

{
"key_id":"0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"domain_id":"00074811d5c27c4f8d48bb91ed4aldcfd",
"key_alias":"caseuirpr",
"realm":"aaaa",
"key_description":"123",
"creation_date":"1502799822000",
"scheduled_deletion_date":"",
"key_state":"2",
"default_key_flag":"0",
"key_type":"1",
"expiration_time":"1501578672000",
"origin":"kms"

2

{
"key_id":"2e258389-bb1e-4568-a1d5-e1f50adf70ea",
"domain_id":"00074811d5c27c4f8d48bb91ed4aldcfd",
"key_alias":"casehvniz",

"realm":"aaaa",

"key_description":"234",
"creation_date":"1502799820000",

2022-08-10
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4 AP 5B

"scheduled_deletion_date™:"",
"key_state":"2",
"default_key_flag":"0",

........

"origin":"kms"
}
]

D
"next_marker": "",

"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"

}
}

RS
FA-2THIARIRAPHREIRIIERIRTSA o

& 4-27 &G

RS WD K5

200 OK BREMIN.

SEREE, BEIIRERB.

4.7 EFZHER

ab
ThEEN 4R

EEERFRER

URI

o URIFET
POST /v1.0/{project_id}/kms/describe-key

o SHIRHT

£ 4-28 SH1RAB

28 BEYE | SHEE | @ik

project_id | & String InHID,

2022-08-10
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FIPEIEIRSS

EOs%E 4 API B
BKER
x 4-29 5K
S BEARYE | SEERR g
key_id 2 String ZHHID, 36FT5, WHEIENITES
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-2]{12}$” .
f5%N: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
sequence | & String BRBEEFIS, 36FTHFIIS.
fan:
919c82d4-8046-4722-9094-35c3c6524
cff
IaazER
% 4-30 IS
P EENE | SHER | A
key_info = Array of ZIHER, 1FBIEENEL-31,
objects

& 4-31 key_info FEREEHIIHAH

¥ BRWIE | SEEEE ik

key_id = String 248D,

domain_id | 2 String FF1ID,

key_alias = String Z5ARIE o

realm = String ZEAX Y,

key_descrip | 2 String ZERA

tion

creation_da | 2 String Z5PeIEAYE, RJEEk, BIM1970F18
te 1HEZAT SR EL

scheduled_ | 2 String ZRIHRIMIBRASE), AY{EEE, BDAM1970
deletion_da F181HEZENESRE

te

2022-08-10
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28 BAYE | SEERR ik
key_state = String IR
o ‘17 XRFHIENRE
o “27 BRBEIRE
o “37 BREAKE
o ‘47 BRITRIMIBRIRS
o ‘57 BRFFENKE
default_key | 2 String FIAEZAIRR, BOAEZHEIMRA,
_flag JEEGAFRIR /90,
key_type 2 String FEPRE,
expiration_t | 2 String ZIAMEIEATE, BFEEL, BIM1970
ime F1B1HEZENEE,
origin 2 String FEAKIR, BAS “kms” , MEWT:
o kmsEREAMEIHKmMsERL
o externalRRESAMEIBINBEAN

Bl
SITFLAEIAEIAIDA “0d0466b0-e727-4d9c-b35d-f84bba74a37f” Jaffl.
o IEKHFA
{

"key_id": "0d0466b0-e727-4d9¢c-b35d-f84bb474a37f"

}
LI )z =]
{
"key_info": {
"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"domain_id": "b168fe00ff56492495a7d22974df2d0b",
"key_alias": "kms_test",
"realm": "aaa",
"key_description": "",
"creation_date": "1472442386000",
"scheduled_deletion_date": "",
"key_state™: "2",
"default_key_flag": "0",
"key_type": "1",
"expiration_time":"1501578672000",
"origin":"kms"
}
}
=1
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

2022-08-10 25



ZIREIEIRSS
ZOs%

4 AP i5iBH

N

ab
ThEEN B

URI

IERHE

FEA4-32EHARPI2APLREIAYIE FIRSED .

F 4-32 K
RS #RtS by
200 OK BREMIN.

E"’%"%IL‘:\E% ) i%%mﬂk@ﬁg o

4.8 BIEEREMNE

4 R58~8192bitsE E HIMEEL

e URIK=

POST /v1.0/{project_id}/kms/gen-random

o SHRHA

& 4-33 S305EE

SH BRIk | SHEE | #Hr
project_id | & String InHID,
xR 4-34 5kE5Y
¥ =EAVE | SEERR fia
random_da | & String FHENEHIbItRIE .
ta_length ENEASIEE, EVETEE K 8~8192,
sequence S String BRKEERIS, 36FTFIIS,
fan:
919c82d4-8046-4722-9094-35¢c3c6524
cff

2022-08-10

26



ZIAETRIRSS
EZEOs%E 4 API AR

N Rz

& 4-35 I SH

S8 EAE | SR )%
random_da | 2 String BB A 63 HIRR, W{FE<1byte, BE
ta NENKESHPEANNSH
“random_data_length” ROKE(RIE—
o

il

ATFLABIEREE “512” bitBIBENEC A,
o BRI

{

"random_data_length": "512"

}
o NaRFFHI

{

"random_data":
"5791C223E87124AB9FC29B5A8AC60BE4B98D168F47A58BB2A88833E40D6ED32D57E2AAB5410492EB
25096873F9CE3D45E0D22F820A5AB4EEADC33A1A6AE780F1"
}

9,
{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
NN

FA4-361 AN RAPIR BB IEFEIR ST .

& 4-36 RS

K& RS REIER
200 OK EREMI

SEIRSH, BEIREHE,

4.9 BIEHUEE A

ThRE TR

BIEEUEEH, ROERESPNIE
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URI
e URIK=
POST /v1.0/{project_id}/kms/create-datakey
o SN
7= 4-37 2E0RA
2% BEYE | SHER | #Har
project_id | 2 String IRHID,
BRiHE
#* 4-38 IFRSH
¥ BRWIE | SEEEE i)
key_id 2 String #Z5AID, 36F 17, wEIENITES
“A[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]
{4}-[0-9a-f1{4}-[0-9a-f1{12}$" . 3l
0: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f,
encryption_ | & Object —Z&7lkey-valuef#EYS, HFICRER
context ETYER, BFRIPEIBIN=EM,
FNBEEHRMEE, RKIKEN8192,
HENMZBRHEE T1ZSE0T, BEEX
BY, FEERNBRENSE, AEEERN
R
fan:
{"Key1":"Value1","Key2":"Value2"}
datakey le | & String Z5AbItKE
ngth EU{ESHYEEY, BUESBEN8~8192,
sequence S String BRKEERIIS, 36FTFIIS,
fan:
919c82d4-8046-4722-9094-35¢c3c6524
cff
IRALER
% 4-39 NI B4
2% BEME | SR R
key_id 2 String Z$AID,
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gEOs% 4 API i5iBH
2% EAVviE | SR fiik
plain_text |2 String DEKBA3Z 163!, FfiZE~1byte,
cipher_text | 2 String DEKZ= N 16i#Hl, F{iZFE<1byte,

]l

ANTLABIEEZRSAIDA “0d0466b0-e727-4d9¢c-b35d-f84bb474a37f” , ZERKER
“5127 bithIEHEZ R 6.

o iFKIESI
{
"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"datakey_length": "512"
}

o N@RAEAHI
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",

"plain_text":
"8151014275E426C72EE7D44267EF11590DCE0089E19863BA8CC832187B156A72A5A17F17B5EFOD525
872C59ECEB72948AF85E18427F8BE0D46545C979306C08D",

"cipher_text":
"020098009EEAFCE122CAA5927D2E020086F9548BA1675FDB022E4ECCO1B96F2189CF4B85E78357E73
E1CEB518DAF7A4960E7C7DE8885ED3FB2F1471ABF400119CC1B20BD3C4A9B80AF590EFDOAEDABFDB
BOE2B689DA7B6CIE7D3C5645FCD9274802586BE63779471F9156F2CDF07CD8412FFBES23064303436
3662302D653732372D346439632D623335642D6638346262343734613337660000000045B05321483B
D9F9561865EE7DFEOBE267A42EB104E98C16589CE46940B18E52"

}
1
{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RS
F4-405HARRIZAPIREIRIIEEIRED
£ 4-40 JRERG
RSB 4wt R
200 OK BKREMIN.

SEREE, BEIIRERB.
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4 AP i5iBH

4.10 SIEASIHNEIEZE

INEEN4A
SIEARESIENEIRERZE, ROERRBEE,
URI
e URIKET
POST /v1.0/{project_id}/kms/create-datakey-without-plaintext
o SHUHMA
= 4-41 SEH
2% =EYE | SHEER | f&r
project_id | =& String mBID,
BKER
xR 4-02 EKSH
2% =AYk | SESE HER
key_id 2 String 501D, 36F T, mELENILAD
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-Z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$" .
f5Ia0: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
encryption_ | & Object —Z&Fkey-valuelB(Exd, AFICEFER
context ETXER, BFFRIPEIRE,
TNBEEHRMEE, RKXIKEN8192,
HENZBRHEE T1ZSHAT, BEEX
BY, FEENBRENSE, AEEERD
R
fian:
{"Key1":"Value1","Key2":"Value2"}
datakey le | & String Z5AbItKE
ngth BEshfEE, BUEEEN8~8192,
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2% 2Rk | SEEER R

key_spec & String BREAERRIESEbItKE

BXE: AES_256. AES 128,

e AES_256: FER256LLAFHIRIFRER

Ho

e AES_128: FR/128LUAFHINIFRER
Ho

1583

datakey_length#key_spec_i%—.

o #datakey_lengthflkey_specEl A==, Bk
INEER256bitAYZ5E .

o Edatakey_lengthfllkey_specZBfSE T
{8, {¥datakey_length&434,

sequence B String BKEERIS, 36FBFIS,
fgn:
919¢82d4-8046-4722-9094-35¢3c6524
cff

IRRLHER
& 4-43 IR S

8% BEVE | SR ik

key_id 2 String 581D,

cipher_text | 2 String DEKZE 161, iz R1byte,

o]l

WNTFLAGIEEZSAIDS “0d0466b0-e727-4d9c-b35d-f84bba74a37f” B ESRASIEIE
=ZHA6,

o IEREA
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"datakey_length": "512"
}

LI v =]
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",

"cipher_text":
"020098005CDC28E29EC3230AA42E8985FBABA095037D6474C64519C9B564AB28B15739C88E7E88750
0D1094973C2DC16353DB7ED3946C73339517AB1E983D521F9E9D700DC5D9C42F557EBF3F608E3CBB
EEOBC68136EE7D2A49117E00332BAC4AE4EDS05EB6068FA900C5A8019BFE2C2651BE3E 130643034363
662302D653732372D346439632D623335642D66383462623437346133376600000000F160727EBDB83
400C21D80D713B49D3A2C37F24AE160E7BB3DAC025ADCOC45E3"

}
%
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{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RS

ThREN A

URI

IERHE

FA- AR 2 APIR BRI IE FIR S .

%= 4-44 K57
RS T R
200 OK BREMIN,

SEIREH, BEIREE

4.11 INZREHE=H

MELEER, RiEENERRINESERR,

e URIKE=

POST /v1.0/{project_id}/kms/encrypt-datakey

o SR

= 4-45 SEUHA
2% EENIE | ¥R )
project_id | =& String ImBID,
& 4-46 ERSH
2% ERVIE | SR #iR
key_id 2 String Z$AID, 36575, iEIEN LA

“A[0-9a-2]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-2]{12}$”
f5Ia0: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
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2% BEVE | SR fR
encryption_ | & Object —Z&7key-valuef#EYS, AFICRER
context ETYER, BFRIFPEIBI=EM,
TREEHRHER, RAKENS192,
HENZERHEE T ZSHET, BEEX
BY, BERNEENSE, AEEIERRY
R
fan:
{"Key1":"Value1","Key2":"Value2"}
plain_text |2 String DEKBESZLAK: DEKBASZHIFEE ( SHA256
BIEERHI2FHIIFRE ) HHEMm
I 6HFIFRTE
BixiEs b,
datakey pl | 2 String DEKBAXFTKE, BEEENR
ain_length 1~1024,
sequence B String BRBERIIS, 36FTFIIS,
fBan:
919c82d4-8046-4722-9094-35¢c3c6524
cff
IRLER
* 4-47 RS
8% BEYE | SRR fR
key_id 2 String Z$AID,
cipher_text | 2 String DEKZ= N 16i#H], FiFER1byte,
datakey_le | 2 String DEKFEDBKE,
ngth
5l
ATRLAZSBEIDA “0d0466b0-e727-4d9c-b35d-f84bb474a37f” B EZ AL RLAY
512bith¥HEZ SRR E S
“7549d9aea901767bf3c0b3e14b10722eaf6f59053bbd82045d04e075e809a0fe6cca
b48f8e5efe74e4b18ff0512525e527b10331100f357bf42125d8d5ced94f” , 1ZHIE
FSRBAN MBI A AR SR B R R AR 15 E .
ZHIRE R AR E S
“fbc8ac72b0785ca7fe33eb6776ce3990b11e32b299d9c0a9ee0305fb9540f797”
TTEREN G ERN TR:
[TERE
public static byte[] sha256(byte[] cmkData) {
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byte[] digest = new byte[0];
try {
MessageDigest md = MessageDigest.get/nstance("SHA-256");
md.update(cmkData);
digest = md.digest();
} catch (Exception e) {
System.out.println("calculate digest failure, exception is " + e.toString());
}

return digest;

}
[MEFRSRITEE, iGN HlF RS
public static String bytesToHexString(byte[] digest) {

}
INEERAS AR SARA(E ( plain_text24] ) , FEUEZRIAN N EBEHEMARI+
7NHHIF R &R

“7549d9aea901767bf3c0b3e14b10722eaf6f59053bbd82045d04e075e809a0febcca
b48f8e5efe74e4b18ff0512525e527b10331100f357bf42125d8d5ced94f
fbc8ac72b0785ca7fe33eb6776ce3990b11e32b299d9c0a9ee0305fb9540f797”

o EREH
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",

"plain_text":
"7549d9aead901767bf3c0b3e14b10722eaf6f59053bbd82045d04e075e809a0fe6ccaba8f8e5efe74e4b18ff
0512525e527b10331100f357bf42125d8d5ced94f
fbc8ac72b0785ca7fe33eb6776ce3990b11e32b299d9c0a%9ee0305fb9540f797",

"datakey_plain_length": "64"

LI )V =27]
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",

"cipher_text":
"020098005273E14E6E8E95F5463BECDC27E80AF820BOFC086CB47861899149F67CFO07DAFF2810B7D2
7BDF19AB7632488E0926A48DB2FC85BEA905119411B46244C5E6B8036C60A0BOB4842FFE6994518E89
C19B1C1D688D9043BCD6053EA7BA0652642CE59F2543C80669139F4F71ABBIBDIA243306430343636
62302D653732372D346439632D623335642D66383462623437346133376600000000D34457984F9730
D57F228C210FD22CA6017913964B21D4ECE45D81092BB9112E",

"datakey_length": "64"

1
"error"; {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
} }
N
RA-ASHHRRIZAPIRERIIE FHIRED
& 4-48 RS
K& ) KAIER
200 OK iEREMN .

SRS, BEIREE,

2022-08-10 34



ZIAETRIRSS
EZEOs%E 4 API AR

4.12 BZEIEZH

ThEeN A
IR, AIEENESRREHIERH.
(MARIY::]
IR AINZEIEFESR,
URI

e URIFET
POST /v1.0/{project_id}/kms/decrypt-datakey

o SHIHMA

= 4-49 SEUHA
8% BEYE | SHER | #Hh
project_id | 2 String IRHID,
BKRHEE
+= 4-50 BERBH
8% BEWE | SR A
key_id 2 String 501D, 36F 75, MELENILAD
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-7]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$”
#g0: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
encryption_ | & Object —Z&RFlkey-value#EXS, FHHFICERE
context EFT™YER, BFRPEIBI=EM,
TREEHRHER, RAKENS192,
HENZERHEE T ZSHET, BEEX
BY, FEENBRENSH, FEEERD
W
fgn:
{"Key1":"Value1","Key2":"Value2"}
cipher_text | 2 String DEKZE X K TR 1 618 =755 . BY
BEIMZHIREAER A cipher_text
&,
datakey cip | 2 String ZHRFHKE, BUEEE1~1024,
her_length
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2% BEWIE | SR fiik
sequence B String BKEERIS, 36FHFIS.
fBign:
919¢82d4-8046-4722-9094-35¢c3c6524
cff
ImEGEE
*= 4-51 TINS5
2% EAME | SR ik
data_key g String DEKBEX A1 61 FIF 155 o
datakey le | 2 String DEKBBXYZFTKE.,
ngth
datakey dg | 2 String DEKBAXAISHA256{EXS A1 61 HIF =5
st &,

ANl

UNTFLAZZ$AIDA “0d0466b0-e727-4d9c-b35d-f84bb474a37f” HIFBF £ 4BRREERS

PFORENCAFT, EXHIEZRA

“020098005273E14E6EBE95F5463BECDC27EB0AF820BOFC086CB47861899149F67
CFO7DAFF2810B7D27BDF19AB7632488E0926A48DB2FC85BEAS05119411B46244C
5E6B8036C60A0BOB4842FFE6994518E89C19B1C1D688D9043BCD6053EA7BA0652
642CE59F2543C80669139F4F71ABBOBD9A24330643034363662302D653732372D3
46439632D623335642D66383462623437346133376600000000D34457984F9730D
57F228C210FD22CA6017913964B21D4ECE45D81092BB9112E” HIEUIEZSANHI -

o IEREA
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",

"cipher_text":

"020098005273E14E6E8E95F5463BECDC27E80AF820BOFCO86CB47861899149F67CFO07DAFF2810B7D2
7BDF19AB7632488E0926A48DB2FC85BEA905119411B46244C5E6B8036C60A0B0B4842FFE6994518E89
C19B1C1D688D9043BCD6053EA7BA0652642CE59F2543C80669139F4F71ABBOBD9A243306430343636
62302D653732372D346439632D623335642D66383462623437346133376600000000D34457984F9730
D57F228C210FD22CA6017913964B21D4ECE45D81092BB9112E"

}
LI v =271
{

"data_key":

"00000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000",

"datakey_length": "64",
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"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

RSB
F4-52H AR 2APIREIRIIEFEIRSIE .

% 4-52 RSB

K& I3 RS
200 OK EREMI

SEREHE, BERRED.

4.13 EHSCHIEL

INEENA
EALAIE, SREVBREXKeIENARERRHE.
(AR
BRE&tIZNBFREZ BT EERSBtIENEOAEER.
URI
o URIFE
GET /v1.0/{project_id}/kms/user-instances
o SN
&= 4-53 SEIRA
25 =EWE | SR | ER
project_id | =& String ImBID,
BKEE
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IALEE
= 4-54 IR 2%
84 BEMIE | S¥ERE R
instance_nu | 2 Integer EBABRPEZHENE
m
Pl
o iEKREEA
7
o IRIAEA
{
"instance_num": 15
}
517
{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RS
FA4-5555HARRIZAPIREIRIIE EIRED
= 4-55 K&
RS ) REIHER
200 OK BEKREMIN,
SEREHE, BIEE.
4.14 BEAHECER
INgEN A
Eigfcs, SRR RAREEREASH R SREREER .
(AR
FPI AR P E 2 PR BIEIRSS BB BA EZHH = .
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URI
e URIBR
GET /v1.0/{project_id}/kms/user-quotas
o SHUHMA
= 4-56 SR
2% Bk | SR | fEr
project_id | =& String mBID,
1% Iél%\
7
IRRLHR
= 4-57 NN S
2% BEME | SR 1
quotas = Object BoRiIZR, 1F1EE2WE4-58,
Z 4-58 quotas FERHURLEIIAR
B8H BEMVE | SR R
resources | 2 Array of RIFEENTIER, FIEEEERE-59,
objects
2R 4-59 resources FERHURLEFI AR
B8H BEYE | SRR fER
type 2 String [
KB BE
e CMK, HFEX4H
e grant_per CMK, BANFEREZEHEA
BUERIZINEL
used 2 Integer EEFECETE
guota = Integer BCER 23 .
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aR ]l
o IERIEEH

7
o aRFFHI
{
"quotas": {
"resources": [
{
"type": "CMK",
"used": 15,
"quota": 20
h?
{
"type": "grant_per_CMK",
"used": 15,
"quota": 100
}
1
}
}
517
{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

RS
F4-60HEARIIZAPLIREIFITEEIRST

% 4-60 RS

K& I REIER
200 OK EREMI

SRS, BEIREE,

4.15 (E8E5AR#

TORE TR
(BB EERRIE .
(0 ¥
o BSBALEI (HENESEEN “/default” ) FAILUER.
o TERT B RS, TERSTALUEN.
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URI
e URIKRT
POST /v1.0/{project_id}/kms/update-key-alias
o  SIHHA
% 4-61 2HuRAE
8% =EYE | SR | AR
project_id | & String ImBID,

BKER

£ 4-62 15k2H

2 BEAVE | SEEER ik

key_id 2 String #Z5AID, 36F 15, e lENIITHS
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” .
f5%N: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f

key_alias 2 String EBAEZRERIR, BUET1RI255FFF,
B IENPTE “Ala-zA-Z0-9:/_-]
{1,255}¢” BEEAALLA “/
default” .

sequence r String BKEERIS, 36FTFIS.
fan:
919c82d4-8046-4722-9094-35c3c6524
cff

=15

* 4-63 IS

2% =RYE | SEEER 7%

key_info = Array of ERER, #EES&R4-64,

objects
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2 4-64 key_info FERLEIIAR
24 BEMIE | SEERE R
key_id = String Z5AID,
key_alias =2 String ZiA5A .
At
WMTRLMEKBIZ R “test” , Z$BIDA “bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e”
B9EER ARG,
o BRI
{
"key_alias": "test",
"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e"
}
o NaRFFHI
{
"key_info": {
"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e",
"key_alias": "test"
}
}
517
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RS

F4-651ARIEAPIREIMIEFIRSHE .

2 4-65 KT
RSB T R
200 OK BERERKI .

Eﬁﬂﬁ%ﬁﬁ—, 1 % )Ile:\ﬁgo

4.16 {2 REIR

TIRENR

B RFREEREAMER
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[MERY::
o [RSBEOGAEEE (FPRNBEEN “/default” ) AaTLUER .
o ERALLT “ITHRIMIRR” RZ, BIPEAARTILMES
URI
e URIHET
POST /v1.0/{project_id}/kms/update-key-description
o  SHHA
= 4-66 SRR
e =EWE | KB 15188
project_id | 2 String ImEID,
iﬁ*iﬁl%\
+ 4-67 BERSH
BHE SHERR | EEYIE pizhil:
key_id String = 501D, 36F T, mELENITAD
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-Z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$" .
4N : 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
key_descrip | String = FPAR, BUEORI255FFF,
tion
sequence String B BRBRFIS, 36FTHFIIS,
fan:
919c82d4-8046-4722-9094-35¢3c6524
cff
TRAGHR
7 4-68 I 2%
84 BEKIE | SEEEE | B
key_info = Array of ZIRER, FBBEENR4-69,
objects
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& 4-69 key_info FERZEMII5 AR
2% SR | EEWIE 15388
key_id String = Z38ID
key_description | String = EERiEA
<
WMTRLMEXZSBID A “bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e” , iR “test”
FRRIE YL
o IERIFA
{
"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e",
"key_description": "test"
}
o IRAEHB
{
"key_info": {
"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e",
"key_description": "test"
}
}
9,
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
RS

EA4-70H AR EAPIR BB IEFIRSD .

% 4-70 RSB

K& RS R
200 OK EREMI

SRS, BEIREE,

INZEE, RiEErNRREERINELEE.
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URI
e URIKRT
POST /v1.0/{project_id}/kms/encrypt-data
o SHUHHA
£ 4-71 23uRB
project_id | & String ImBID,
IBKER
X472 BRBY
8% BEYE | SR fER
key_id 2 String #Z5AID, 36F 15, e lENIITHS
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” .
fIaN: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
encryption_ | & Object —Z&3key-valueBEXS, HFICHFERR
context ETYER, BFHRIPEIEBIN=EM,
FREEHREE, xAKKEF8192,
HENZERHEE T ZSHAT, BEEX
BY, FEEENBENSE, AEEERD
.
fan:
{"Key1":"Value1","Key2":"Value2"}
plain_text |2 String BESCEE, 1~4096=FT5, B 1ENIPTES
“A{1,4096}$” , BiECbyteHEF
KERETEEH1~4096F T,
sequence | & String BXREEFIS, 36FTHFIIS.
fBgn:
919c82d4-8046-4722-9094-35¢c3c6524
cff
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WAGEHER
x 4-73 NS

S BEARYE | SEERR g
key_id = String 248D,
cipher_text | @ String INZEIEZEIL, base64ig= .

Al

SIFLAZRSBIDA “0d0466b0-e727-4d9c-b35d-f84bba74a37f” HIFHF EEANNEER
HIES “12345678” H4l,

o EREH

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"plain_text": "12345678"
}

LI )iz ==
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",

"cipher_text": "AgDoAG7EsEc2OHpQxz4gDFDH54CqwaelpTdEL
+RFPjbKn5kIPTVOywYIeZX60kPbFsYOpXJwkL32HUM50MY22Eb1fOSpZK7WIJpYjx66EWOkIVO
+Ey3r1dLdNAjrZrYzQIxRWNS05CaNKoX5rr3NoDnmv+UNobaiS25muLLiqgOt6UrStaWow9AUyOHSzl
+BrX2VuOwhv74djK
+3CO06cXT2CBO6WajTIsOgYdxMfv24KWSKwOTqvHe8XDKASQGKdAgfl74hzI1YWIINjImLWFIMTAtNDR|Z
C1iYzg3LTFiZGEXZGUzYjdkNWAAAACdcfNpLXwDUPH3023MvZK8RPHe129k6VdNIi3zNb0eFQ=="

}
517
{

"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

N
F4-TARRRRAPIREIRIE R R .

& 4-74 7583

K& w3 RS
200 OK IBREMI

SEIREH, BEIREE
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4.18 R HIE

INEEN4A
REHIRE
URI
o URIKT
POST /v1.0/{project_id}/kms/decrypt-data
o  SHHA
7= 4-75 2E0RA
2% =EYE | SHEER | f&r
project_id | =& String mBID,
BKER
xR 4-76 iI5KSH
2% BEYE | SRR HER
cipher_text | 2 String WIIEHIRE N . BUBNNNZBEHIEER
FRYcipher_textA9{E, % EIENITED
“A[0-9a-zA-Z+/=]1{188,5648}$" .
encryption_ | & Object —ZRFlkey-valuetgExd, BAFICRIRE
context ET™YER, BFHRPEIBI=EM,
TNBEHRHMEE, &RAIKENS192,
HEIMZAHEE 712580, MEEX
BY, FSEECNBRENSH, AEEERN
.
a0
{"Key1":"Value1","Key2":"Value2"}
sequence S String BKEERIS, 36FTFIIS,
fan:
919c82d4-8046-4722-9094-35¢c3c6524
cff
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N Rz

ANl

T

R 477 I SH

28 BEWE | SR %
key_id = String Z5RID,
plain_text =2 String BEYZ .

NTFLASRZZ N EIEN “AgDoAG7ESEC20HpQxz4gDFDH54CqwaelpTdEl
+RFPjbKn5kIPTvOywYleZX60kPbFsYOpXJwkL32HUM50MY22Eb1fOSpZK7WJpYjx66
EWOkKJVO+Ey3r1dLdNAjrZrYzQIXRWNSO05CaNKoX5rr3NoDnmyv
+UNobaiS25muLLigOt6UrStaWow9AUyOHSzl+BrX2VuOwhv74djK
+3CO06cXT2CBO6WajTIsOgYdxMfv24KWSKwOTqvHe8XDKASQGKdgfl74hzI1YWIL
NjImLWFIMTAtNDR|ZC1iYzg3LTFiZGExZGUzYjdkNWAAAACdcfNpLXwDUPH3023Mv
ZK8RPHe129k6VdNIi3zNb0eFQ==" A,

o EXREAH
{

+RFPjbKn5kIPTVOywYIeZX60kPbFsYOpXJwkL32HUM50MY22Eb1fOSpZK7WIJpYjx66EWOkIVO
+Ey3r1dLdNAjrZrYzQIxRWNS05CaNKoX5rr3ANoDnmv+UNobaiS25muLLigOt6UrStaWow9AUyOHSzl
+BrX2VuOwhv74djK
+3CO06cXT2CBO6WajTIsOgYdxMfv24KWSKwOTqvHe8XDKASQGKAgfl74hzI1YWIINjImLWFIMTAtNDR|Z
C1iYzg3LTFiZGExZGUzYjdkNWAAAACdcfNpLXwDUPH3023MvZK8RPHe129k6VdNIi3zNbOeFQ=="

}
o IERzAFAI
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f",
"plain_text": "12345678"

,
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

F=4-781ERRI2APIREIRIIEEIREAS

% 4-78 RSB

RS #RtS by
200 OK BREMIN.

SEIRSH, BEIREE,
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4 AP i5iBH

4.19 RENVEZIAS NS

INEEN4A
RS AFBENVESH, SEEHESASHEINZANENR.
(MARY::|
REAINEEZEEIEIAJIRSA 2048,
URI
o URIKET
POST /v1.0/{project_id}/kms/get-parameters-for-import
o ¥R
+= 4-79 2HURAB
25 =RIE | SHEEE |k
project_id | 2 String ImBID,
iﬁ*;ﬁl%\
* 4-80 5K
2% 2RWIE | SEEEE A
key_id 2 String 501D, 36F T, mELENITAD
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-Z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” .
f5I40: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
wrapping_a | 2 String EIAMEIINERE, KEWNT:
lgorithm e RSAES_PKCS1 V1.5
o RSAES_OAEP _SHA 1
e RSAES_OAEP_SHA_256
sequence | & String BRHBFIS, 36FHFIIS.
g0
919c82d4-8046-4722-9094-35c3c6524
cff
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N Rz

% 4-81 I S#

8% BEVIE | SRR R

key_id = String Z48ID, base64i&=t,

import_tok | 2 String FIHENSHE,

en

expiration_t | 2 String SASHZIHARYE), ASEEL, BIM1970
ime F1 81 HEZ BN SR
public_key | 2 String INZZEMEINE, base64igzl,

ANl

A TFLASRENE$BIDA “bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e” , MZEEA
“RSAES_OAEP_SHA_1” BISANSH M.

o EREH
{

"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e",
"wrapping_algorithm":"RSAES_OAEP_SHA 1"

}
o IRRIAEA
{
"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e",

"import_token":"AACIBjY2ZTQxYjBmLTY3ZWItNDU4Ny04OTIXLWVhZTVhZjg5NDZmYQAAuihvPN7HLly3
uhp7cWw4cfuwDlem9mGwall7/HTx10+8ENSRR4FB7DCR+zG1s7UIZMAZRLXx7LD11kXY
+rfN5ibDOOHZkoliVSh+9u7xtC5m/
mNplFeyqumxHei2I8CNdsNultjLV5bDU3tQrlkj72HCWpCOk9yf1ZSvi3yCwD4wyULXBsYwUa76bTK85MIZ
NGGtqfOyVew74MT6m70gLhog8r7oWe6Gbof58uyYfFMbc
+s00pkzMijvivli1HApyOTijled26VgbgoGbPm9QvgjxC7mQEJpzQeg1/uNiziAGOYKo7wuD2mojwMBnr
+XGJrrFgmdOO0pUaK+53KtDr8dtpGrVfl+0zvebA45c4A4VfvaQQDCI5n)vB2Zz3LM4oiullVt
+0xrwDJYn9KRNZto2/zsGzrc/iBVASKE2UpIH7likALJuDNrla8MVP51zxdEOI
+905U207HLOsIwIDKMXx3CFao+4gLTb20+Mg6xMQUWR2pwLcQATcw
+BypJe4XE3z4fqFejO6VzjX5yd5pDVQ19eAzr9RgvSCi/luyefFUci
+aX7xB4jx5MNwej3aePsOC9afsXBulhFyGgS/dZoPQ9kyG5TE2ELqGANG60ObERY0iZcyvg8RWOw/
ultLS99nGjwVe3U1yW4P6ColV+u7ygWxXm/Zs
+QTJHUDwI2ysbrebnN9PLNJSpHbBmMuLJiMX02xtDAIt1meB2hGLgw+Mj/
n1jF5rnt5eXrNiG94pHZEvbp2BEDawl)rRpaGj15C984WVw8ja/ZrTYfWkIcNKW84cLvIXI19vxsuUp3/
ZYKh32M/ORUT4606KtB/
xEltkaDJiSBBK4utuxQ8wO5UXW6FRkmAuUV2naxhF60bk7kEKYnuj4jxWAODtL9GcoNwq04ylSXj/
ZzaYbgXo1034fjyzZ3QG5ZChXGgg52+wPj2LBDjUvlriuARg7cATgdqq9c6aifrGQAj0QgVpIGv/
8c7PRzjzfH2vRWOZqgpLSuCD5sIWFSgc/RLxf1YNtNx98Jo
+PjRTWbyuZNiH2xOrpG0oKyk1giFITqOTuQ6UL768HgVIPRP4CgkgF7v65QpYaYgPvklvwOb7j2VMr5Voy
kTipt7R2Xvh2LMy6wBW+HAOrw8V7ebc8/
KaH3CkGTdYL2MIfbOlxjyNplUeBKu8zYshFWfp7BUQsfLAFMQyp2FhO7PGMygvqYOLLzDphVvBjpFCO4V
gHZ/iOSDzL8vuEA
+OX8XLhZp9Kb7JPIJflfEz2Ix3K8YvOJeRxUfOgvvBhpKu7KUDvnarW1R9rDX4adD4EC3mgP42SumAMYVF
BKb6BgOkGAITgHgLrKKsDw4DW56ANua30ZjeK)1ZVftnyU0UJ34jsYOulPi6QujBHqUzFbCp019Jx8Mi
+LtkN3e8Sl+4pvlfj7t+t9Xu030DhD0J65ghHIpNP/NFrvP3KLMXFyXTWpGeczXxZvDp7Wmu5TnDSozN/
AbzBuyWASYZpLvgsf1xwevMmM1Gw/UX/
WVPQAN5IzWjhT1Dcy4ar800zYtQeQ2ItSH1UaPJx0hW3BA1GYjW42+VjyOVSLkLliK/n6INOSKwWTTTGAbW
+BvftiImzGnfFM7fTCMJ3Jnx9nTn6+fbnhoXXfGHjOgPZ208VEIIG5YHS+HN/
JYyAkkj8G2+bSZmKfX9VMbYRGNTPrrghjAEY/Hh8V+/
ZhUSR3pPnblhr30SePGYgQPUGMnoTRHUlCHRFOMcvu9nQ1P855DNpoE7fYi
+7N9xu1wFTB3DHtgUWS8yuwtt
+q6LJZQMuGfmJLhBBfO5FKISxpR49IaJ0uQc7fsVYCpECL2aH8ueBqVGvQtEebWG6q0XTIrhgmaPtlQx9rVP
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T

80evPZ99yfB+8TZCTOBOWNQqCotxijWqgH3eyePYOHb/AAXB34GjH1gni4NjwEI6LVX
+jSGb2ATy4Bd6ckonhGO9uwvW3WaPX214+GZvPdmvOpN60XfQIB4IL/
RLIek6h6+2WEmB4i8qsvjgWfDD7DEhq6YN1Q/44NqUdDjrVCozBxXyDOab5tdsWCvfGXruGa/
wq711kH7K76s7TeL0a3pcOH5zt8qU/UT7uoLvOG7H+vWulGmqcl5pbsHYXTqNtSu2w90BQ6PC8g+MCS/
fnXIcAhS7Lmvy8TFK4xON+MhZqVbozVW37apCXFgém119N0Sa4=",

"expiration_time":1501578672,

"public_key":"MIIBIJANBgkghkiGO9wWOBAQEFAAOCAQ8AMIIBCgKCAQEANIQQE9GorZ16XMLOQngJfu0Sg
kMKJpLOW+bylebeKgmDt2160VSPckk9y3JiaGjXKYlepawob9b61IRR97Bcr4Sf2p3)6)3gpiYGp1Ai3495rYF
+FSZAXW+VDOzbN3vig6SVxcP1PXtaKzQbtNfnllh+rvSMJpVI3MFHh5IWEn8L/
XpprLy1FgHSSvgB99qwiPw1ZGTL5XGSrIpCV3/ah8u+5VGolUJZTtiZk6OQDkFHOfxwlahYvLI8/
yirWFLtJuApr7alrhRNOiDBINXddNh8MOA9sIFoS3D5RNKIT]IKIMI/GVz+mHaPjK+91M/
b7JrNvinFCMQDGrb/1qoGQIDAQAB"

}

17

"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

F4-821EHIARIRAPIRERIERIREG

% 4-82 RSB

REHE SRS by
200 OK BREMIN.

SRS, BEIREE.

4.20 SN

TIRENA

SNERIR

URI
e URIKE=

POST /v1.0/{project_id}/kms/import-key-material

o SHRHT

= 4-83 SR

2 EEYEE | SR |k
project_id | =& String ImBID,
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FIPEIEIRSS

EOsE 4 APl i5BH
BXRiBEE
x 4-84 5k BH
2% =EVE | SEEER R
key_id 2 String Z$AID, 3675, HEIENIPTES
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” -
{51%0: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
import_tok | 2 String FZIHENSHE, base64i&z, HEIEN
en PTEE “A[0-9a-zA-Z+/=]
{200,6144}$” .
encrypted_ | =2 String INZRZEA#RL, base64t&z(, HE
key_materi IEMJPCES “A[0-9a-zA-Z+/=]
al {344,360}$" .
expiration_t | & String ZSAMEIEIHRRTE], AYiEEE, BIM1970
ime F1H1HEZENEME, KMSEE
ZAFIER924/\iF OB Z2ER %A L o
fBltn: 1550291833
sequence B String BRBEFIS, 36FTHFIIS,
a0
919c82d4-8046-4722-9094-35c3c6524
cff
N RzE 2
7

ANl

INTEZASNSHEINZAMESAERIDA “bb6a3d22-dc93-47ac-
b5bd-88df7ad35f1e” B9Z%$H, FigEZ A ELIEARTE) D “1521578672” Jafil,

o IBKREFH
{
"key_id": "bb6a3d22-dc93-47ac-b5bd-88df7ad35f1e",

"import_token":"AACIBjY2ZTQxYjBmLTY3ZWItNDU4Ny04OTIXLWVhZTVhZjg5NDZmYQAAuihvPN7HLly3
uhp7cWw4cfuwDlem9mGwall7/HTx10+8ENSRRAFB7DCR+zG1s7UIZMAZRLX7LD1LkXY
+rfN5ibDOOHZkoliVSh+9u7xtC5m/
mNplFeyqumxHei2I8CNdsNuJtjLV5bDU3tQrlkj72HCWpCOk9yf1ZSvi3yCwD4wyULXBsYwUa76bTK85MIZ
NGGtqfOyVew74MT6m70gLhog8r7oWe6Gbof58uyYfFMbc
+s00pkzMijvivli1HApyOTijled26VgbgoGbPm9QvgjxC7mQEJpzQeg1/uNiziAGOYKo7wuD2mojwMBnr
+XGJrrFgmdO0pUaK+53KtDr8dtpGrVfl+0zvebA45c4A4VfvaQQDCI5n)vB2Zz3LM4oiullVt
+0xrwDJYN9KRNZt02/zsGzrc/iBVASKE2UpIH71ikALJUDNrla8MVP5IzxdEOI
+905U207HLOsIwIDKMXx3CFao+4qLTb20+Mg6xMQUWR2pwLcQATcw
+BypledXE3z4fqFejO6VzjX5yd5pDVQ19eAzr9RgvSCi/luyefFUci
+aX7xB4jx5MNwej3aePsOC9afsXBulhFyGgS/dZoPQOkyG5TE2ELGANG6ObERY0iZcyvg8RWOw/
ultLS99nGjwVe3U1yW4P6ColV+u7ygWxXm/Zs
+QTJHUDwI(2ysbrebnN9PLNJSpHbBmMuLJiMX02xtDAIt1meB2hGLqw+Mj/
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n1jF5rnt5eXrNiG94pHZEvbp2BEDawlrRpaGj15C984WVw8ja/ZrTYfWkIcNKW84cLvIXI9vxsuUp3/
ZYKh32M/ORUT4606KtB/
xEltkaDJiSBBK4utuxQ8wO5UXW6FRkmAuUV2naxhF60bk7kEKYnuj4jxWAODtL9GcoNwq04ylSXj/
ZzaYbgXo1034fjyz3QG5ZChXGgg52+wPj2LBDjUvlriuARg7cATgdqq9c6aifrGQAj0QgVpIGv/
8c7PRzjzfH2vRWOZgpLSuCD5sIWFSgc/RLxfTYNtNx98Jo
+PjRTWbyuZNiH2xOrpG0oKyk1giFITqOTuQ6UL768HgVIPRP4CgkgF7v65QpYaYgPvklvwOb7j2VMr5Voy
kTipt7R2Xvh2LMy6wBW+HAOrw8V7ebc8/
KaH3CkGTdYL2MIfbOlxjyNplUeBKu8zYshFWfp7BUQsfLAFMQyp2FhO7PGMygvqYOLLzDphVvBjpFCO4V
qHZ/iOSDzL8vuEA
+OX8XLhZp9Kb7JPIflfEz2Ix3K8YvOJeRxUfOgvvBhpKu7KUDvnarW1R9rDX4adD4EC3mgP42SumAMYVF
BKb6BgOkGAITgHgLrKKsDw4DW56ANua30ZjeK)1ZVftnyU0UJ34jsYOulPi6QujBHqUzFbCp019Jx8Mi
+LtkN3e8Sl+4pvlfj7t+t9Xu030DhD0J65ghHIpNP/NFrvP3KLMXFyXTWpGeczXxZvDp7Wmu5TnDSozN/
AbzBuyWASYZpLvgsf1xwevMmM1Gw/UX/
WVPQAN5[zWjhT1Dcy4ar800zYtQeQ2ItSH1UaPJxOhW3BA1GYjW42+VjyOVSLkLiK/n6INOSKwWTTTGAbW
+BvftimzGnfFM7fTCMJ3Jnx9nTn6+fbnhoXXfGHjOgPZ208VEIIG5YHS+HN/
JYyAkkj8G2+bSZmKfX9VMbYRGNTPrrghjAEY/Hh8V+/
ZhUSR3pPnblhr30SePGYgQPUGMNoTRHUlCHRFOMcvu9nQ1P855DNpoE7fYi
+7N9xu1wFTB3DHtgUW8yuwtt
+g6LJZQMuGfmJLhBBfO5FKISxpR49laJ0uQc7fsVYCpECL2aH8ueBqVGvQtEebWG6qOXTIrhgmaPtlQx9rVP
80evPZ99yfB+8TZCTOBOWNqCotxijWqH3eyePYOHb/AAXB34GjH1gni4NjwEI6LVX
+jSGb2ATy4Bd6ckonhGO9uwvW3WaPX214+GZvPdmvOpN60XfQIB4IL/
RLIek6h6+2WEmB4i8qsvjgWfDD7DEhq6YN1Q/44NqUdDjrVCozBxXyDOab5tdsWCvfGXruGa/
wq711kH7K76s7TeL0a3pcOH5zt8qU/UT7uoLvOG7H+vWulGmqcl5pbsHYXTqNtSu2w90BQ6PC8g+MCS/
fnXIcAhS7Lmvy8TFK4xON+MhZqVbozVW37apCXFgém119N0Sa4=",
"encrypted_key_material":"K+ixymtl90e
+B5Rdan89KjDs|BloOexrlwzkYHGz30dS7FDXDkoggbWww)g5wQ6zjUbEvsR/+Fi
+A0SSkhhqtijivOKHU4Z86RWjOCBdrr9es+ZhJ0zZYBNMN+7Rf2fd9vxbb873Q7VBkJRyH1hi3Wh
+kLmDW4rpWZm4+YGCtWylz7ZKbV1KBIhSNLDtZzT4nxUraOp7Die4HgUUXSZTOr/0s71yF602eysrelzIl
+GbpCftOWpRsxN2Ng++ntgOcwOf2zOC90/tjraxeAvgGw
+Dwt4cjF4znnFfOLPQ2YvpNU0248LjAGxdFvzUABNZzfYSj3RZOK3wWQCNACXU3HYw==",
"expiration_time":1521578672
}

a)ivz2247]
{

}
17
{

"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}

F+4-855HARIRAPIREIRIIERIRED

% 4-85 REH3

RESHG T R
200 OK BREMIN

SRS, BEIREE,
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4.21 MIFRZ AR

THRENA

URI

BRIER

WAGER
Al

HIFRZ A EMER -
o URIFET
POST /v1.0/{project_id}/kms/delete-imported-key-material
o SN
= 4-86 SRR
8% BEYE | SHER | #Hai
project_id | 2 String IRHID,
#*= 4-87 153k
el =EYE | SRR HER
key_id 2 String 501D, 36F 15, iwELENIPTHS
“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-Z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$" .
fIaN: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
sequence | & String BRBEEFIS, 36FHRFIIS.
fBian:
919c82d4-8046-4722-9094-35c3c6524
cff
7

WNTFLARIBSZR$AIDA “0d0466b0-e727-4d9¢c-b35d-f84bba74a37f” BUZREAMEL A

Bl

IEREG
{

"key_id": "0d0466b0-e727-4d9c-b35d-f84bb474a37f"

}
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o R4
{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"

}
}

N
4-88HHIARIRAPIREIRIE R IR .

3 4-88 RS

RS I K5

200 OK BREMIN.

EEEHELH .
BEIRETIE, BiOEERFREZRFRER.

URI
o URIFE

POST /v1.0/{project_id}/kms/resource_instances/action
o SRR

= 4-89 SHHAA

24 BEME | SHEE |k

project_id | 2 String ImBID,
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IEXRHE

X 4-90 i5RkSH

2%

BRIk

SHE

Hik

tags

AR
[

Array of
objects

REFIE, keyFlvaluelBETHIES .

o key: BRIFERE, — I EBHETRS
BE10Mkey, keyFRENZS, FRE
g, E— " keyFvalue RBEEE . key
BAKENNERS.

e value: BRIFEE, BMERAKE
A3NZEFF, valueZ[@h “5” 1%
%,

limit

iy

String

ETEERE ( “action” 3 “count”
Bt, THEIREISE) , IR “action”
yg “filter” , ‘kiAyg “10” o
limitAYEESEE “1-10007

offset

iy

String

ES|E. MoffsetiBEI T —REUEFF
BEIE. ERE—REER, BEITE
— RO RRHRET AL SE

( “action” 3 “count” B, TEIRE
HE%) . AR “action” J9

“filter” , offsetBIAS “0” .

offsetNAEF, TRENRE .

action

il

String

BAEVRR (BNEESR “filter” 30
“count” ) ,

o filter: TTIIIE.

e count: XREIEDEE.

matches

1y

Array of
objects

HERFE,
o keyREMEHIFEZ, Ha0:

resource_name=s,

o value HPLECHYE, HmAIKEN2551
FF, FRERZ.

sequence

iy

String

BRERFIIS, 36FTFIIS

a0
919¢82d4-8046-4722-9094-35c3c6524
cff
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N Rz

= 4-91 NI 2%

B8H BEYE | SRR fR

resources | = Array of RIELFIFIZER, FEESNERE-92,
objects

total_count | 2 Integer SICRE

% 4-92 resource FERHURLEIIAR

2% BEYE | SRR fER

resource_id | 2 String HEID,

resource_de | 2 Object BRFE, #FEBEEFS-31,

tail

tags = Array of IR, BIRE, FHEEIAAT.
objects

resource_na | 2 String RIREBIR, BANTERFH,

me

<f
AT ALHIAE .
o IERIEH
{

"offset": "100",
"limit": "100",
"action": "filter",
"matches":[
{
"key": "resource_name",
"value": "resourcel"
}
1
"tags"™: [
{
"key": "key1",
"values": [
"value1",
"value2"
1
}
1
}

LI v =271
{

"resources": [{
"resource_id": "90c03e67-5534-4ed0-acfa-89780e47a535",
"resource_detail": {
"key_id": "90c03e67-5534-4ed0-acfa-89780e47a535",

2022-08-10 57



ZREIRIRSS
gZOs%

4 AP 5B

T

"domain_id": "4B688Fb77412Aee5570E7ecdbeB5afdc",

"key_alias": "tagTest_ xmdmi",
"key_description": "123",
"creation_date": 1521449277000,
"scheduled_deletion_date": "",
"key_state": 2,
"default_key_flag": 0,
"key_type": 1
L
"resource_name": "tagTest_xmdmi",
"tags": [{
|lkey|l: Il$ll,
"value": "testValue!"
W
|lkey|l: I|1 II’
"value": "ccwZ"
W
|lkey|l: Il‘l&!l,
"value": "testValue!"
W
|lkey|l: "ade",
"value": "1&"
W
|lkey|l: Ileng’
"value": "1&"
W
"key": "faregbger",
"value": "AAaa00-99"
W
"key": "fcwefwq",
"Value": |I$Il
W
"key": "fwgegqwrg",
"value": "1&"
W
|lkey|l: "haha”,

"value": "qzzahnzgogbkabppdehnbrrgbrkvixkkfoosqyhdylq"

I 4
"key": "quapxpysduboguiluwargcgmvcgxinianbhl”,
"value": "testValue!"
1
H

"total_count": "1"}
=1
{

"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"

}

F4-931ARI 2 APIREIRIIEFIR S,

& 4-93 K&

KSR I W&

200 OK BREMIN.

SEIRSH, BEIREE,
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4.23 BEiFEPIRE
IheeNn4A

ETEEERITEER.
TR EIERSHFEEAZENTEgEEE AN EEIRE R

URI
e URIBR
GET /v1.0/{project_id}/kms/{key_id}/tags
o  SHUHAA
& 4-94 SHIHEA
8% =EYE | SHER | R
project_id | & String ImBID,
key_id = String Z5AID, 36F 75, MEIENILES
“A[0-9a-z]{8}-[0-9a-z]1{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$" .
f5%0: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
ii“ﬁ'l—l‘
7
RGES
%+ 4-95 N =%
2% BEVIE | SRR fR
tags = Array of IRESFIR, keyFllvaluel(BEXTHIES .
objects o key: RIIrEHE, —IMEHTRS
BE101Mkey, keyREERZT, FEEE
8, E—"keyHvalue " BEEE . key
BRAKENONER
o value: RRiFEHE. 8NMERAKE
34‘??—_’?, valuez[@s “5”7 g9
existTagNu | 2 Integer ZIRRRE N
m
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aR ]l
AT LABE BRI

o EREH
7
o [BRZHFEH

{ "tags": [
{

"value": "value3"
}
1

"existTagsNum":2

;—A-\ggl-\-v-l

"error": {
"error_code": "KMS.XXXX",

}

NG
FA-96HRRIRAPIREIRIIERIRTSHD

% 4-96 RSB

K& g

W&

200 OK

BEREMKI.

SRS, BEIREE.

4.24 BEHINEIRE

AP EEERE FRIFBIREES

URI

o URIKRT
GET /v1.0/{project_id}/kms/tags
o  SHHHA
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EOsE 4 API 5B
* 4-97 SEIHA
project_id | & String ImBID,
BXRIAR
7
N Az S
3 4-98 MRS
e ERYIE | BHEE )%
tags 2 Array of PR, keyFlvalueB(EITHIES .
objects o key: TRiFESRE, — I RETES

ANl

BE101key, keyFRBEANZ, ABEE
8, E—"keyHvalueFEEES . key
BAKENNZER .

e value: RRIFEE. BMERAKE
A3NETE, valueZ|Eh “5” B9%

TR BRE 6,

o EREAH
7
LI )V =27]

{ "tags": [
{

"key": "key1",
"values": [

1
b
{

valuel",
value2"

"key": "key2",
"values": [

]
}

]
}
%
{

"error": {

valuel",
value2"
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FIPEIEIRSS

EZEOs% 4 API AR

NG
FA-99RHRAIRAPIREIRIIE BIRHD .

2 4-99 RS

K& I3 RS
200 OK EREMI

SRS, BEIREE

4.25 S FRINMIFRERTRIRE

ThEe A
ERINMERZ IR .
URI
e URIEZ
POST /v1.0/{project_id}/kms/{key_id}/tags/action
o  SHURMA
& 4-100 SE15EA
¥ BRYiE | SEEE |k
project_id | =& String ImBID,
key_id 2 String Z4AID, 36FT, HEIENIPTES

“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$" .
f54N: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
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FIPEIEIRSS

EZEOs%E 4 API AR
BXRiBEE

N iz

Nl

£ 4-101 ks

24

AW

SHA

ik

tags

E
=
~=

Array of
objects

ETIER, keyFlvaluelBEITHIES .

o key: RRIRERE, —MEHTRS
BE100key, key R BENZT, FREE
8, E—"keydvalue FEEES . key
BAKENNERF

o value: BRIFEE, BNMERAKE
A3NEFRF, valueZ[@h “5” g9%

ZJR o

action

il

String

PR
{XFRF “create” F0 “delete” .

sequence

1y

String

BRHEEFIIS, 36FTFS

4N
919¢82d4-8046-4722-9094-35c3c6524
cff

INTRLURINARES S “key1” F1 “key”

o BEREH
{

"action": "create",

"tags": [
{
key": "key1
value": "valuel
1
{
key": "key
"value": "value3"
}
1
}
517
{
"action": "delete",
"tags": [
{
key": "key1
value": "valuel
I
{

, FRE(ES “valuel” F0 “value3” J9fl,
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}
]
}

LI )iz ==
{

}
17
{

"error": {
"error_code": "KMS.XXXX",

N
F4-1025AMZAPREEIIIE SRS .

& 4-102 K63

REHE 4REG RZSRAA
204 No Content BREMID, THEIRE,

SRS, BEIREE,

4.26 FHINZPIRE
THAE/ME
INERSPEIRES .

URI

o URIFET
POST /v1.0/{project_id}/kms/{key_id}/tags
o  SHHHA

= 4-103 SR

e BRIk | SHR |k
project_id | & String InHID,
key_id 2 String #Z5HID, 3677, iwmEIENITES

“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-2]{12}$” .
f5lt0: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f
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FIPEIEIRSS
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IBKRHR
& 4-104 15KSH
2% BEVIE | SRR ik
tag = Array of BEIRE, FEEE2N&E4L-105,
object
sequence | & String BRHEBFIS, 36FHFIIS.

g0
919c82d4-8046-4722-9094-35c3c6524
cff

& 4-105 tag FEREURLEMIIER

2% BEYE | SRR HR
key 2 String .
BRAIKE36unicode=RF, keyAgEN
=, T RIEFTENFRF
“ASC||(O-31) ” . g R “ .
“>” . “\” . “:” o
value = String B,
BMERKIKES3 M unicode=RF, FILL
NEZ/HFE, FEEEEIEFTENFR
“ASC”(O—31)” . g . “<” .
“>” . “\” . “=” o
IRRLHER
%

Nl

TFLARINtRE#)s “DEV” , #5E{EX “DEV1” J9fl,

o BRI
{

"tag":
{
"key":"DEV",
"value":"DEV1"
}
}

o [BRZHFAR
{

}
%
{

"error": {
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RS
F4-1061FHAN2APIREIRIIE SIS,

% 4-106 JREE

RESL T PRSRAA
204 No Content BREKID, THREIRE,

SEREHE, BERRED.

4.27 HIFR=Z PR
THAEA B
MBS ZREAIRES o

URI

e URIBR
DELETE /v1.0/{project_id}/kms/{key_id}/tags/{key}

o SHIHMA

= 4-107 SEi5EA

2 ERWE | SHEEE | #k
project_id | =& String ImBID,
key_id 2 String Z3HID, 36FT5, HEIENPTES

“A[0-9a-z]{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]{12}$” .
f54N: 0d0466b0-e727-4d9c-b35d-
f84bb474a37f

ali

key String REkey o
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EOs%E 4 API B
BKER
X 4-108 i5K2#
S8 BEARYE | SEERR )%
sequence B String BKBEERIIS, 36FTFIIS,
fan:
919c82d4-8046-4722-9094-35¢c3c6524
cff
N pziER
"
Al
M Rz 4451
{
}
1
{
"error": {
"error_code": "KMS.XXXX",
"error_msg": "XXX"
}
}
REB
F4-109E5ARZ2APIREIPIEFEIRSE
% 4-109 RS
RSB il RZSAA
204 No Content BREMIN, TRAEIRE

E%“){kl \ﬁga 1%/

DR .
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A fyR

A1 RS

RS =15 JRZ56E8

200 OK BXRE.

400 Bad Request BRSHEIR

403 Forbidden RSB EEIBMEK, (BRIEBHITE.

404 Not Found BBEAFE, BRRKE

500 Internal Server Error | IRSZAZFEEIR

H 33
A.2 15105

RSB Hi=E H=ER )% LIRS

400 KMS.0201 Invalid BEKURLIE BIEEBIErE
request URL. | %, URL,

400 KMS.0202 Invalid JSON | i53KEEISON | BIEBIEIHERIER
format of the | #&={3Ei%, *,
request
message.

400 KMS.0203 Request BREEKE | BEEERIER
message too | FBHFRH . X
long.

400 KMS.0204 Parameters BKERRY | BERERITER
missing in the | 2%, 17N
request
message.
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400 KMS.0205 Invalid key ID. | Z$Bkey_idIE | iBIEEIEHERIZZSE

5 o idO

400 KMS.0206 Invalid sequenceFS | IBEEBEIERIIFES
sequence £S5 S
number.

400 KMS.0208 Invalid value | encryption_co | IBIGE
of value ntext2#3E encryption_contex
encryption_co | i%o tFRERRIX.
ntext.

400 KMS.0209 The key has | Z{HEWEE BRREZEA.
been disabled. | BB, A g&fE

H.

400 KMS.0210 The key is in | Z5E&TF “if | BB EH.
Scheduled RUIRSR” AR
deletion state | 7%, ABefE
and cannot .
be used.

400 KMS.0211 Cannot OAERER | BEAEEEES
perform this | STFFZIRIE. | BIEZES.
operation on
Default
Master Keys.

400 KMS.0308 Invalid FEIAEE, BIEIBIERRIS
parameter. .

400 KMS.0309 External keys | Z$ARIERN A | BERINBENE
required. INEREN AIFHATUCIRIE,

400 KMS.0310 The key is not | Z$AFRLTF ERERERIRES
in Pending “EEEBNT | F EEEBN K
import state. | X%, o

400 KMS.0311 Failed to RSAFASEARZ | IBFRIRIEANRIZEN
decrypt data | HUBEMK ROIERfME, TREXFR
using the RSA AR
private key.

400 KMS.0312 External keys | #MEBEEEASE | iBEHEEEEE
cannot be FRMIRME. | B,
rotated.

400 KMS.0313 Key rotation | ZBiiRRiE | 1BEAERLCIE,
is not B,
enabled.

400 KMS.0401 Tag list RETIERARE | BIERIERNS
cannot be H=E, #.
empty.
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400 KMS.0402 Invalid match | match/value | BIEEIFIRNS
value. FEBRAGE, #,
400 KMS.0403 Invalid match | matcheshkey= | iBIEBEIEHERIS
key. Eﬁxé;io % o
400 KMS.0404 Invalid action. | actionFFEEAR | IBIEEIEHRINS
Bk #.
400 KMS.0405 Invalid tag taghvaluex® | BEEIERIS
value. BARE%E, #o
400 KMS.0406 Invalid tag tagdhkey=ER | IB{EBIEMS
key. Z:éiio %&o
400 KMS.0407 Invalid tag list | tagdIFI<ER | IBEBRIERNS
size. a&i%o #.,
400 KMS.0408 Invalid resourceType | iBIERIEHEAIZS
resourceType. | FBAEE. | #o
400 KMS.0409 Too many tagirZ LR, | inSBcsneEiAzE
tags. IR, BRI TR
EEBEL.
400 KMS.0410 Invalid tag tagihvaluetx | IBEEERNS
value length. | EREi%, #,
400 KMS.0411 Invalid tag taghkeyKE | BIERIERNS
key length. REiE. .
400 KMS.0412 Invalid tag tag list& BERIERNS
list. %o #,
400 KMS.0413 Too many tag | tagiivalues?l | i{&EIERRIZS
values. XRKEBIR | #.
# o
400 KMS.0415 Invalid matches=FE | IB{EEIERIIS
matches. &%, #.
400 KMS.0417 Invalid offset. | offsetR7EH | BIEREHRNNS
ZS8
400 KMS.1101 Invalid key alias®$8 | iBIEBIEHAIS
key_alias. lIE=E] 3738 .
400 KMS.1102 Invalid realm. | realmZ$AX | iBIEBEIERIVS
w3E%, #
400 KMS.1103 Invalid key_descriptio | iB{ERIEHEAIZS
key_descriptio | nZ$HHEIAIE | #o
n. %o
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400 KMS.1104 Duplicate key | Z$ERIBEE | BEIEIE
aliases. ==,

400 KMS.1105 Too many ERTHER | BefiEikE LR,
keys. LR, YRRl

AT,

400 KMS.1201 The key is not | ZFEARMREE BERERAEA
disabled. H.

400 KMS.1301 The key is not | Z$AKRES BERBER.
enabled. H.

400 KMS.1401 Set the RIS | BEEERNS
pending AYESEE: 7 | .
deletion X ~1096%,
period
between 7 to
1096 days.

400 KMS.1402 The key is ZHHELATF ZHHELLTF “it
already in “THImpR” XIMER” K&, T
Pending K& FHEEE,
deletion state.

400 KMS.1501 The key is not | Z5AKRETF 1B5E “THRImipR”
in Pending “IHRIMIBR” | B
deletion state. | R,

400 KMS.16071 Invalid limit. | imitREBX | BIEBEIERIS

400 KMS.1602 marker must | markerS#E | BHERIEHRNS
be greater AFETO0, o
than or
equals 0.

400 KMS.1801 random_data_ | random_data_ | i5{&ERIFfREHIS
length must lengthPEHLEL | .
be 512 bits. KEESETF

5124,

400 KMS.1901 datakey_lengt | datakey_lengt | iS{EiBIEHERIS
h must be in | hIABNF #.
the range 8 8-8192tk4E 2
bits to 8,192 | [&@,
bits.

400 KMS.20071 datakey_lengt | datakey_lengt | iS{EiBIEHERIS
h must be h#iE=HEK | #.
512 bits. EFETF512

3o
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400 KMS.2101 Invalid plain_text#iE | IBEBIERIIS
plain_text. Z$HAASZAE #.

%o
400 KMS.2102 datakey_plain | datakey_plain | iSEBIEHRNS
_length must | _length#UiE® | #.
be 64 bytes. | $ARANKES
523:64%-5 o

400 KMS.2103 Failed to HiEZHhash | IBARIREZHZ
verify the DEK | iR8KK . BEERBRKERERE
hash. [i[-8

400 KMS.2201 Invalid cipher_text# | BEEIEFRIS
cipher_text. ERAEEE | #o

%o

400 KMS.2202 datakey_ciphe | datakey_ciphe | i5{&iBIEHERIS
r_length must | r_length#iE | .
be 64 bytes. | BEENIKE

TETF64F
o

400 KMS.2203 Failed to HiEZHhash iaﬁﬁw)k*swgﬁﬁﬂm
verify the DEK | 136K, BEEHHKREE
hash. [i[-8

400 KMS.2601 Token expired. | SHEERM . | IBEFIRINSHE

400 KMS.2602 Key expiration | SAEHLRY | BENEESAE
time must be | BIEMRAT | $AEATE
later than the | &IAYE],
current time.

400 KMS.2603 Key IDs in the | E\Z54A EHRESNEA
imported key | key_id54h8 | key_id 54 fEd
and token do | Hrkey idAPt | key_idPTEL,
not match. fico

400 KMS.2604 The external | #MEREESABANX | IBIEEERIS
key plaintext | IKEMMA32 | #.
length must | {iZ,
be 32 bits.

400 KMS.2605 Token ShERER S B EATIRENShE
verification v
failed.
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400 KMS.2606 You are BHEA— | BRERSAEHEP
importing a EMBRINESR | XS5ZBISANEB
deleted key MRET, SMEB | BBSZEHRE—E.
again. The ZEHIAN N S
imported ZEISAR—
plaintext .
must be the
same as the
deleted key
plaintext.
400 KMS.2701 Key material | ZBMEIRE | BHEREHEE ‘B
is not in E “EFH ”» . m” . “;J:_j_j% ” 4*
Enabled or “ZH’ RKE | &
Disabled state | A RI#EHI
and cannot (=38
be deleted.
403 KMS.0301 Invalid or null | X-Auth-Token | iEEHIAEN
X-Auth-Token. | Anulley=%F | token, FH1E(FEH
IE%, At#f{Ftoken=44
EBRYSSEE M
403 KMS.0302 Invalid X- X-Auth-Token | IHEFHIKEY
Auth-Token. TR o token, FH1E(FH
At (R token=14F
BRI,
403 KMS.0303 X-Auth-Token | X-Auth-Token | iBE#HFLEL
expired. IHA token, FH1EfEMA
At #f{Ftoken=14
EBRYSEE
403 KMS.0304 X-Auth-Token | X-Auth-Token | i&EHFKEX
contains the | &R token, FF7E(FFR
OBT tagand | %, Ageifia | BSfffRtoken=1F
cannot be RS - BTSRRI
used to access
services.
403 KMS.0305 Invalid X- X-Auth-Token | iEEFFKEY
Auth-Token Project Name | token, FH{EfFEF
project name. | XigdEi%. AffffRtoken= 45
EBRYSEE
403 KMS.0306 No access BRESIRIE | BEARKMSEER
permissions. | [@%58 LATKFRINTE R
PR o
403 KMS.0307 No access BRaeXN | BEREERLESK
permissions. | BRIGIEHEO. | FPIZINERASR
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500 KMS.0101 KMS error. KMSEBIR o BEIAHKEE
A& o
500 KMS.0102 Abnormal KMS 1I/O& BERERNHKRERE
KMS 1/0. o AR

A.3 3REXINH ID

VEFE API 3XBXImH ID
I E IDATLAE S A RIAMIRS Y “BRHEESM THIRBSE” APIFEEL,

SREVIME IDAYEO A “ GET https://{Endpoint}/v3/projects” , EAH{Endpoint};AIAM
RET R, JLAMBRINZIRET MR EOANAMEENIES AR,

MRBIENT , Eprojects FHY “id” BISIRAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"name": "XXXXXXXX",
"description": ""
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
Iy
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

NZHIEIRENRE ID

EREREONEHER, BoURLPFEENNBRS, MUFEREEMBRS . A
RSIRINT R T:

1. EREEERSS
2. BERRFSE, & 'I'hﬁU%EPEﬁE “BREIE” o
E “HRNEIE REANmBSERPEEIRBID,

A.4 AP| ZIR%IZE
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API APITHEEIR IR

POST /v1.0/{project_id}/kms/create- BIEZSA kms:cmk:create
key

POST /v1.0/{project_id}/kms/enable- | [SFEZF$H kms:cmk:enable
key

POST /v1.0/{project_id}/kms/disable- | ZXF=%%{H kms:cmk:disable
key

POST /v1.0/{project_id}/kms/ THRIBRZ R kms:cmk:update

schedule-key-deletion

POST /v1.0/{project_id}/kms/cancel-
key-deletion

EGHEITRUMIPR =R

kms:cmk:update

POST /v1.0/{project_id}/kms/list-keys | EiEZZ5HFIE kms:cmk:list

POST /v1.0/{project_id}/kms/ BEFAEE kms:cmk:get
describe-key

POST /v1.0/{project_id}/kms/gen- CIZERELEL kms:cmk:generate
random

POST /v1.0/{project_id}/kms/create- | BIiZHUEZ$A kms:dek:create
datakey

POST /v1.0/{project_id}/kms/create- | CIBAZIANEIE | kms:dek:create
datakey-without-plaintext =5

POST /v1.0/{project_id}/kms/encrypt- | INZEEEZ4A kms:dek:crypto
datakey

POST /v1.0/{project_id}/kms/decrypt- | fRZZEIEZZH kms:dek:crypto
datakey

GET /v1.0/{project_id}/kms/user- BB kms:cmk:getinstan
instances ce

GET /v1.0/{project_id}/kms/user- EiffCER kms:cmk:getQuota
quotas

POST /v1.0/{project_id}/kms/update- | {EXZ4B3IZ kms:cmk:update
key-alias

POST /v1.0/{project_id}/kms/update- | {EXZZ$BHEIR kms:cmk:update
key-description

POST /v1.0/{project_id}/kms/encrypt- | NIZEUE kms:cmk:crypto
data

POST /v1.0/{project_id}/kms/decrypt- | BE=Z&IE kms:cmk:crypto

data
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POST /v1.0/{project_id}/kms/get- FREVZHEANSEL | kms:cmk:getMateri
parameters-for-import al
POST /v1.0/{project_id}/kms/import- | SAZBH kms:cmk:iimportM
key-material aterial
POST /v1.0/{project_id}/kms/delete- H[EZ A=) p S kms:cmk:deleteMa
imported-key-material terial
POST /v1.0/{project_id}/kms/ A S ] kms:cmkTag:listIns
resource_instances/action tance
GET /v1.0/{project_id}/kms/{key_id}/ | EAZAIFS kms:cmkTag:list
tags
GET /v1.0/{project_id}/kms/tags BEHINBRE kms:cmkTag:list

POST /v1.0/{project_id}/kms/{key_id}/
tags/action

#EERIIMIPRER
R

kms:cmkTag:batch

POST /v1.0/{project_id}/kms/{key_id}/
tags

ISR

kms:cmkTag:create

POST /v1.0/{project_id}/kms/
{ key_id }/tags/{key}

PR SRR

kms:cmkTag:delete
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