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F—SHINIEIRSS
APl &%

1 {EHFIE

(AR

fERIAMEME X gAY 2 3REX A tokenFIGATak/sk, A BEEEregion(FF, BITEAXIHARLAItoken

& ak/skiXALiRBAXIEMNRSEO,

= 111 2BUKEMKXIHAT APl 20

9% | API URI =0

Token | POST /v3/auth/tokens $kEXFAFToken

B $KENZEFEToken

FREVBEFBIAIEscoped token

GET /v3/auth/tokens BIE TokenfOA M

5182 | POST /v3.0/0OS-CREDENTIAL/ IRENIGATAK/SK

$HETE | securitytokens

ARS3F0 | GET /v3/services{?type} EHIRSSE

el

E—,\lﬁﬁw GET /v3/endpoints{? interface, EiRRIES S5IE
service_id}

MRAS | GET/ BiflKeystone APIFIERA(SE

BEE
GET /v3 &EifJKeystone APIfY3.0hk4~

=2

IREE | GET /v3/auth/projects

EWAFALUAINmBSIE

pici)
FHFE | GET /v3/auth/domains =y 1)z 2 SR I RhA T SF =TSR TIES
pit)

X85 | GET /v3/OS-FEDERATION/
{2AIE | identity_providers/{idp_id}/protocols/
&M | {protocol_id}/auth

FRENEXFBIAiEunscoped
token(SP initiated)

POST /v3.0/OS-FEDERATION/tokens

IdP initiated 5,

GET /v3/OS-FEDERATION/projects

BB AR LA RRIE
H=

GET /v3/OS-FEDERATION/domains

BB A LAEAIFEF
(e

GET /v3-ext/auth/OS-
FEDERATION/SSO/metadata

&HifJKeystonefMetadatal
s

1.5 EAXREES

{ERIAM APIIZ R AYE S

o KS
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FZ—BHBINERS
AP| &% 1 {FHBIE

RAFERIIKS, KSHEMABNERRZRZEBTEADLENR, AL
SEARPENE. DEBPIRE.

e HF

EEI;’L:?—Y_IAMEF'@UEE’J}%P, EIRSIERAR, BEESMEIE (ZBFiA1E
5A

T_ BAELET, JEJL,{EEL’&?ID%DH%F'ID BEERBAPIRIERIRES, &F
REIKS . BRMEEEER.

o I:iI ( Region)
i EBEEIRF O . BPMXIGTEMY, XL KEENSEEND
et . BRCIERINEAREEEIRXIT . Regionn NiEBARegionfIEE
Region, @FIRegionfsEMEAHIEFIREER=RSSAIRegion; E/ERegionigR
AR S RmatEEE PR SR SH9E FRegion,

e TJAHIKX (AZ, Availability Zone)

UAKER—XIEA, BAOMNNEEEREIIERE, — M JRAXAZEME
RBXHENZIN . — P EKIEATLUAESITRK, FETRAXZEIERS, 8
NNEE, BHRETIBXAMMY, SURETEN . (RATEAINEESE,

e INH

IZi:E!JuAXJ‘F' — M RE, X EHRAME, BREEVEKIGENER (it
SRR, FERFEAMES ﬁfﬁ ) » LABRAIRB AL TN, APRLUBRE
WS PR AR AR, IR B TR S MEORRIES, AILIFER g2t
INWIB eI FIME, AEFIRERLIZERRE, ARLUFIENBRAHRITE
X, EEAFPNXEEHFEFRBHTRIR, HEERIRARESIEINEEE,

& 1-1 INBfRERE

mEA =
HWEA1 THEA2 WEB1 IREB_2
BEIEEA, Eigp
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H—BDINIERS

APl &% 2 API TS
API HE"
A0
Token &1
#0O izl
KENFEF Token ZiEOBERRA/ZBINANHITINE, ARIAEEF
Token,
$RENZE$EToken ZiEO T B FIRENEE 5 a9token,
Bi&Tokenf9EHME | iZiEO BRI TokenfIEHME, WMRBEENR[E TokenHy
FMER.
KIETokenf9BXE | IZEOTLIATFEEIRICAIKSHIAMEFtokenfIE
M, SIAMBPRES H CtokenfIB R ., EIERNEERIE
AIKShIAMEFtokenfIE M, FEERICEKS
IAMEBFtokenBIB M . AIR#ERIEATItokenBERY, MIR[E]
200,
B3 Token Z3% O Ak MIBRtoken, BENFEAltokenAY TEART B EIE(FISE
A Tokensk®4 .
HIOZHEE
0 1EH
SRENIGATAK/SK ZEOT L BTFIREGETA@ZRE (IRBTAK/SK ) #0
securitytoken,
BIERK A G848 ZEOTUBFEERLIAMBRRIEKAIFEERE, 3%
IAME PR EC8IEX AT
EHFEXALIDE | iZEOTUBTFEERERIAMBRIFREXALEZE,
A IAMBPEISIECHIFREXAIBIEER
EREXALIDE | ZEOTUBTFEERERAMBRIEEXAGIDEE,
A FIAMBF&EITECAHEEXABIEER

MAERRAS 01 (2022-08-15)
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F—SHINIEIRSS
APl &%

X ETE

mEEE

HPEE

2 AP HEYS
#0O itz
BB EAARIDE | ZEOTUBETFEERERNAMBRINEEXAILOZESE,
A K IAMBFIE E CRNEEXABIEER
HEsieEAkABIDE | ZEOTUBTFEERMRIAMBRPINEEXAILIEZE,
A I AMB PR E SRS EXAIBIEEH
0O 53R
EXiEFIE ZEOTUBFEaXIGSIE,
EHXIEFE ZEOTUBTFEIXIGFE.
0O yizl:ls
E}EEZ'E%#'FESID’J ZEOUUBFESEEREG TRIMBEYIE,
E %lu\
FHAFPYIBYZE | ZEOUBTFESEERERIImEYIE.
FHAFPAILOAEN | ZEOUBFESBRRTLOAENIRESIE.
mBE%I=
BERE ZEOURFEIZINE .
E=] ZEOTUBFESEERBER
HEEEMENER | ZEOLUBTFEGEEREIES.
REIEERBIKZES iZ?%EI]C;_JiL‘,L%ﬂ:&E?EEIﬁE%ﬁo IMBERESEE: I
':%" N ;/ N o
%E#éiﬁlﬁﬁ%%& ZEOTLUBFESEEMBIFBESRE.
ERIBE A ZEOTBFEEERBEE.
0O izl
FHAFAILAUAEN | ZEORTFEaRPYLARGRERYIE.
Pz
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FE—SBINEIRSS
APl &%

RREE

2 API {58

#0 il
EEHEPEERER | ZEORTEREFERERE, SEZERERIERY
B IEMZRIATCLARZ ik
BREREFMESHEFE | ZEDATREBERGEOHEFEDERERE, JUERE
B PR E RIEAIIENIRIATU T ZE IR
EEEFECE ZEOATREBRMEGHEFER, TEERIECHSEE

B: user, group. idp. agency. policy,
=0 ol
BHAFYIE ZEORLRTEIRFYIR.
EHAFER ZEOBTEEERFPIFRER.
ERAFFE (# ZEO L BT SERERAMBRERE, SIAMBRES
#) BChIFE.
EERAFMERFE | ZEDBTERiEERFRENAPEER.
%EFHF'?HFEEQES ZiEOR U ATFEERERRREFRESNIAMAR
Bz ZEORTERE—FEFPTeIZRF.
EGAT ZEORTRAENBECER.
ESBERER ZiEORTEEA T NAIRFER .
BHREFER (88 | ZEORFENAMBRER, FAXSR: IAMAR.
HRFEFIFFHLSHD )
SEXELAMAR | ZEOJUATERNAMARER ERMR: SER .

=8 (BanrENF
HSH3)

il ZiEOR L AT EESRREEIAMABR .
MpRREFA+FAF iz R P A R FRIINEE
FEIAMAFHRMFA | ZEOYJLUATEERERIAMBRIMFASERERS!
BEEBINER o

EEEEIAMABRN | ZEOYJLURTEERRENEEIAMABFRIMFASEERS
MFAZBRE(SR 2, SIAMAFEIEECSHMFASERER
BAIAMARPHNER | ZEAOYUATEERERAMARNERERIPIREIIE.
FIPREERIIE

EEEEIAMARN | ZEOJURTEERENEEIAMBFPIERFRIPRESE
ERRIPREER 2, SIAMAFEEECHERFRIPREER.
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H—BDINIERS

APl 2% 2 API 1158
&0 15AE
HBEMFAIRES iZEZOR L BTFIAMABREIEMFAIRS
RAMFAIR S ZEOTRTFIAMBFBE4MFAIRE .
BIEMFAIRE EORTLABAFIAMAFBIEMFALE .
HIPEMFAIRES ZEO L AT EERMRMFARE
EBXAMAFNER | ZEO00URTFEERENAMBFRNERRPREER.
RPREER
FPEEE
&0 1588
EiAFAEx ZiEOT AT SEREEREPATIE.
EAFAFS ZiEOT AT SEREEREPAEIERS.
BIEERFA ZEO L AT EERIZERFE,
INFBFEIAFA ZEOTU AT EERRNAMBREIBRA.
BHAFA ZEOU AT ESEREMBAPARES.
TR FE 4R ZEO LA BTS2 RMEREFE,
iﬁﬁ)ﬂazﬁ‘ TARE | ZEOJUBTFEERERIAMBREETERFEY,
PIRETE
&0 15388
=01 =R IR ZiEOT AT SRR EONRTIZ.

EEASNFEAEE | ZEOUTUATEERREENRFS.
EWHEFPPAFENN | ZEOEMEIEF TRFERIRRIINEE, NREIA

PR & (Role ) RFIX, —RoleftFr—~Haction,
FEREMNNABFE | iZEOREEENRBEXNNAISERFEBER, SR
B9 R BIZAE (Role ) KFIX, —Rolef{FTE—~ action,

FEFERERFERIN | izEOIRMAETEF R R EENSPRAIIIEE, SERET
Bt (Role ) KFX, — 1 RoleftFEm—~Haction,

AIBEXNAIFEFAR | ZEORMHINE XN A FPABINRAIINGE, RET A

™ & (Role ) 3kFKiX, —/RoleftFEmk—~Haction,
gﬂggﬁlﬁawma@mmﬁ Z3E IR EIBR IR B X3 M A P 4B PRAYINAE
IR
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H—BDINIERS

APl &% 2 API 1S
#M 158H
iﬂyﬂ E?HF'FEEJEHF@E@ iz ORI B SR P e e e B P A BRAYINEE
EEHEFPFRAFERE | ENEMMOEEBEFRPIEEAFRARSESSENIRAY
EEPIR IhgE,
EEMEMNANAFE | ZEORERHEERENNAFAREE SINRAYINEE
EEEANR
Z;EF‘QH&%FE’E IR | ZEOREHEFRAENIENRR.
BIRBPANFEIE | ZEOUL AT EERBRAPENFEIRERSR
ARSSABR
ENRFERERERN | ZEOYUBATEEREORFERSHEMEMEEE
EUASE R PR
EEAFANRERE | ZEOUTUATEERRESRFERBIERSINRS
PRFUE o

BEMRISEE
&0 1588
ERBENEREIIER | ZEOTLBTEEREIBEENRIRIIER,
EABEEXEREFRE | ZEOTLUBTEEREIEERIKFSE,
BEZRSEENERE | ZEOJLURTEERERRSBENRE.
BEZEEENERE | ZEOYURTEEREREZITEE R,
ENZIRSEEICRE | ZEOJLURTEERRMEL=RSBEN K.
ENEREENERE | ZEOJURTEERRELEITEE R
il EISNNE S ZiEO R LA T EE SRR B E MRS

ZitEE
#M 15388
BIEEEIE iz LR IR TR RAIINRE
EERERM THERE | ZEORARREISERM FTRIEIBRIIRER
FIRER
Eﬂ?ﬁ%ﬁ?ﬁ%ﬁéﬂ% ZiE O BFIREEEEFERIFAER
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FE—SHINIEIRSS
APl &%

RZEIRE

2 API 5
0 1588
EER ZEDRMENEITRIEE, SEHEF
trust_domain_id. description. trust_domain_name=¢
E&L o
IS izEO AR FHIRET.
BEWMBSFAEFN | ZEORARBIMBESFIER FINR
PR
WEERERE RS | ZEORRCEERITENE LREEEENR.
BIEENR
HAEFFAENELES | ZEOAXEREEENE L EGRIIRIIE.
RO BRFIZR
BETERFEIERIN | ZEOAREIIR EEMREEITAIR
PR
BEEFPESEREEFN | ZEOAREIHEFPEEEZER TR,
PR
BEEREHER RS | ZEORRCEEIEEFP LREEGEENR.
BIEENR
HAZEHEF RS | ZEORXEREEEER LEGRINUIRIIE.
HIEPRTIZR
BEAPRREIEN | ZEOBREIHEAEERRERINIR
PR
HREZFETFHRERE | ZEOJUATFEEREIFITMERERSIIRIIE.
ARSINRT IR
HEEFHEWAER | ZEOUBTFEERAZEETERBRSIR
SR
REERTEEEEMN | ZEOYUATEERNEZITEEEEMEIMB RS
BIBA RS PR o
BERERTHMENE | ZEOULRTFEERBRERNERERSIR
ARSI R
=0 1588
BAWSEEFRIPERE | ZEOTURATEORSIRERPEE .
B SRERIPREE | ZEOTLRATEEREKSIRERIPERE .
EEIKSHIDRER ZEO L ATFEIRSELRE .
Bk SEERRAS ZEO U A TFEERERENKSELREE

N#5hRZA 01 (2022-08-15)
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H—BDINIERS

APl &% 2 API 158
£#=0 588
HAKSEFHR ZEOT L RTFEARS S REE.
(BB SE SRR ZEOT R TFESERENWSERERE .
Eﬂﬂﬁ?ﬁﬁﬂ aipaR | ZEOTURTFEARSIES&IHEEHIZRES .
Eﬂiﬂ‘&?ﬁfﬂ SiE%K | ZEOUURTEERENKSEHSIHERE
EAWSIEOGOERE | ZEOTUABTFEERSEOH RS .
EXKSEOGITRE | ZEOTUBATESEREXKSEO RS
BXFREHDIAIEETE
£#=0 1588
BT BXERAIEIREN EiZOpenstack Clientf1ShibbolethECP Client3XEXEXER
Token ( SP initiated/5 | iAilEToken,
)
B EXFBIAIEIREY LA “Client4ShibbolethldP” BIZS9HI, 774B1dP initiated
Token (IdP initiated | JFUIKENEXFRIAIE Tokend9753%
B=)
BiSpiritEsIER ZEOT L AT EASHiRMREIIR.
BiSpieites ZEOT L RTFEASHIRMUREFESE.
tESAMLEMREE | ZEOYUUBTEERESHIRERE.
EFSAMLEpIRERE | ZEOUBTEERERSDIRER.
[ g ] ZEOTLRTEER RirSHREHE.
EfEITIE iZEOT LR TF &AL,
EifREY ZEOT BT EiamRER.
FEARRRSY ZEO BT EERRET
EFTIREY ZEOT BT SRR EHRET
(IS ZiEO L BTS2 R MRS
it gIZE ZEOT L BFEiaihYsIE.
Y ZEO L BFEahGES.
EARNY ZEOTLURTFEERIEMMY CEIMUCKEEIR—S19)
R ) .
By ZEOTUBTFEERERERMY

MAERRAS 01 (2022-08-15)
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H—BDINIERSS

APl &%& 2 API 58
0 15488
HRIBR Y zEO AR TESE SR
&EiflMetadataX {4 ZEOTUATFEERESSHIRUESAEIAMAART

Metadata3Z{4,
BifJKeystonefy ZEO R AT EifkeystonefiIMetadatal {4,
Metadata3 {4
S AMetadataX{# ZEOJLIATFEER S AMetadataX .
SRENEXFBIAIEunscoped | iZiEO R LABTFIBIISP initiated AYBEFRIAIE /S UIREX
token(SP initiated) unscoped token,
IREXEXFRIAIEunscoped | iz LA F@IZIdP initiated BIBXFRIAEFS Z0AREN
token(IdP initiated) unscoped token,
;ﬁﬁiﬁ*?ﬂ%ﬁscoped ZEO0 AR F BB MIES T3kE scoped token,
oken

ERBFREFALIAE | iZEOBTFERB AR LAIAERIERSIE.
BOFEFFIZR
HGEFAPLALE | ZEOTL B TEEBRKIBAPTLORENImBSI%E
HIEYIZE

IRAMEEEE
£0 5EA
%;@_I;eystone APIBRR | iZziZCO AT &EifKeystone APIBIRRAEE
HifJKeystone APIFY3.0 | iz&ZOFF&EifKeystone APIRY3.0hRARIER
RAER

IRSBFZIRT R
£0 5iRA
BhIRSSTIR ZEOTLIATFEERSYIZE.
BfIRSSFE ZEOT L ATFEERSFE.
BHRSZ AR i;;ﬁIIIE_[L‘J\ﬁﬁﬂzéi@i%*%qJX-Auth-Toke nXIAYARSS
BRI RIIFER ZEOJLRTFEIRIRTDRIIER.
BRLRIR T RIFE ZEOJLRAFEIZRIRD RIFS.
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FE—SHINIEIRSS
APl &%

3 UN{a)iE A API

3 RNMalE A AP

MIEIERK
TAIEEEAY
U EIEEES

3.1 fiEiEK

ARTBNEREST APIEKAYAERE, LAEBIRENFFTokeniZ ik BBANEIEEAPI, iZAPI
SKEXFEFRYToken, Token2FFHIHIASHE, REBMHSIIRIEE, TokenA]LIBTF
EFBEEAPIRTLAY,

B3 URI

1BKURIERUI AR £ERY o
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

% 3-1 153K URL

2%

il

URI-scheme

EHEERAMY, SRIFTEAPIIRAHTTPSINY .

Endpoint

HREHRESTIRSS IR mAIIRS H[HBTHIP, FRRSEARRDXIE,

EndpointA&E, AJLAMIESFN2L0RT mbIKEY .

BIZNIAMBRSZ#E “my-kualalumpur-1” XIEHIEndpoint}y
“iam.my-kualalumpur-1.alphaedge.tmone.com.my” ,

resource-
path

RIREE, BIAPHALIEEER . MEMRAPIRJURIEIRIREY, a0 “IKEX
FFToken” APIfdresource-path)s “/v3/auth/tokens” ,

query-string

BRSY, Uik, SESHRERET—D 7 7, Bh ‘S5
Z=2HEUE" , HlI0 “limit=10" , RFEEFET105ZEE

FIINREBFRENUAMIE “my-kualalumpur-1”7 Xigf9Token, ME[ERA “my-
kualalumpur-1” XiFA9Endpoint (iam.my-

N5k 01 (2022-08-15)
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FE—SHINIEIRSS
APl &%

3 tn{a)iE A API

BRI

iﬁ Xiﬁ l%\%

kualalumpur-1.alphaedge.tmone.com.my ) , FH7EZKEVFBF TokenfJURIERSHEE
resource-path ( /v3/auth/tokens ) , HHEFRFRKIN AT

https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens

3-1 URI =EE]

|httpsi;"4iam.my—kuaIalumpur—l.aIphaedge.tmc-ne.cam.mv|Vv3fauth!tokens|

| ! |

URI-scheme Endpoint Resource-path

AR

HEEHE, S 1MEFAPIURI, RisHresource-pathZfsy, FHEERAEZEE—IE. X2
JIURI-scheme#BEHTTPS, MEndpointfEE— 1 XigtEiERE, FrllEiERiEXmEin &g .

HTTPiEKRTG A (BFRGIRESENE ) , EERRSIRETERMTAEEARE,

o GET: BKIRSZHREIEESR -

e PUT: {EKIRSZEEHIEERIE,

e POST: EKRIRSZEFIGE RSN TIFIRIRIE o

e DELETE: EKIRSZHBMFEERTR, MMERIRE,

e HEAD: &KIRSZHZRIFELER,

e PATCH: BEXRIRBEFHEENTPAS . BRBEAFERIAHRE, PATCHAIEGES
ECIE—NEHIERIE.

TEIREN A FTokenfJURIERSY , EAILABRIESKRAER “POST” , MEEKA:

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens

BEAMERL=FER, WFSERIURIFIHTTPSAERERAIFER . HIANTE MEEIARERIRNE
kL “Content-Type” , B RENUEEE.

T AHEELEZRINENSKRS,

e Content-Type: BHEMAAIZEE (KX ) , wik, BABUES “application/
json”

e X-Auth-Token: FAFToken, A%, X{EMTokenHIINUERT, WIBETRIZE
E% . X-Auth-TokenZ2iEBIKENE P TokeniZIREIMIIMAE, ZiEOINEEIFKEL
Token, EWERZEON, FAHESAFE.,

(1 #88
APIEIRTSZHFERAK/SKINIE, AK/SKINIER{FERSDKITIEIHITER, ERTES8mF
BERFI0Authorization ( BZIAESE ) F0X-Sdk-Date (53R AZEHIATE ) iERKk,
AK/SKINIERSIERIRARIES DLAESERAY “AK/SKINE” &
I FIREVEF TokeniZz, HHFAEEIAE, FFLARERID “Content-Type” BIAE], i
IEE L RRNERINTEAR.
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H—BDINIERSS
API 2% 3 SNfaEAE API

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json

iﬁ > %’%\ﬁs ( E.ﬁi )

IEREBREREUSHEUEIUAL, SiIERKERLF R Content-typeXIiz, (EEFRIER
HELZIMIRS . EERBEERFRSEIFPNY, WHRXFFHFURAUTE-8%E3, 1

"application/json;charset=utf8",

BMEONBRERRRABTE, EHTES N EOBFEEERERAE (HERHE
SAJ9% ) , GET. DELETERMERBNIEOMATERERE, HEKRERKAASTTEER
EEAEOMmE.

STFIRENAFTokeniZz, ErIAMNEORERE D EEIFFEIEKSH N SHIR
B, EEERARIINGRNEKRIN TR, IR FEEREERELMERS, HA
username SRR, BRI EREM, domiannamesBFETEBRIKS S
R, NREWKSAEFLEtoken, wusernameklldomiannameBh—E4,
XOOOXXXXXXXXXXXXXXJIprojectAIID

(MRt

scopeSHE N T TokenfERSERE, BUEIprojectdidomain, 7~fFI5REYE Sproject, F~ixHY
AToken{X AL T Eproject FRYEIR, BYE9domainnameld, FRixEXRItokenTILAGITE
EWS FEAERIR, scopeSHANFEMLE, BE2W: KB FToken,

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

)
"password": {
"user": {
"name": "username",
”password" " *******aﬂll
"domain": {
"name": "domianname"
}
}
}
by
"scope": {
"project": {
"id": " XXX
}
}
}
}

BRI MEREENABHMERTET, EJLEMcurl. PostmansiEHi%dR
S5REERNAREEKRIFHAPI, X TFIREVARTokenz, IREIRINELAESLF “x-
subject-token” FREEFRENHIFAFToken, BT TokenZfg, EFtnlLAUERTokeniA
IEEARERRAPI,

3.2 TAUMESEIN

FEREOBMTRAMINESR, ErTLUERER—FME TIAESE

SCRSRRA 01 (2022-08-15) IS © ERRAGIRAT 4
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F—SHINIEIRSS
APl &%

3 tN{a)iE A API

Token IAILE

AK/SK TAIE

o Tokeni\iE: @EiZTokenI\IEBBEAHEK -
o AK/SKWE: BIFAK (Access Key ID ) /SK ( Secret Access Key)INZZERIEK .

AR
TokenfYEXHA24/\0d , FEERRE—1Tokens=AAT, AJLABTFESR, BHEINEEA.

TokenfEIHEHNEFZHREXSHE (IFHT) WER, BB TokenFiXTRIBEEMIUR
Tokent\IEFE 2 7EERAPIFIRHZEIG TokenIIZIEREE L, NM@IBDIAIE, $£18
IR VEAPIRIBUER -

Tokenm] @i A FRIREN I Token$2 3KEY, ABAIRSAPIZE LB 5IAIToken, BD
I FASREX - TokenfZ (RS, i&3Kkbodyauth.scopefIBMEFRZEZEdomain, AT
INo

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"domain": {
"name": "IAMDomain"
}
"name": "IAMUser",
"password": "IAMPassword"
}
}
h
"scope": {
"domain": {
"name": "IJAMDomain"
}
}
}
}

$kENTokenfs, BIRAEMEON, SEEEEREELFIRI “X-Auth-Token” ,
HIERPAIKEEIRI Token, {ﬁJtnToken{Ejj “ABCDEF)....” , NiERBZEOME “X
Auth-Token: ABCDEF)....” INZi&3kiE S LB, tzuTFﬁTo

POST https://iam.my-kualalumpur-1.alphaedge.tmone.com.my/v3/auth/tokens

(AL
AK/SKEZINEANTIFEEARAN2MELA, 12MLA_ RS RiS{ERE TokeniAilE o
AK/SKINIEFL2ERAK/SKITERHITE R, EIEKITBEEZEERNEEEL, MM
BIFBDIAILE.
e AK(Access Key ID): i51a12538ID . SFABEHIDZEAXBKXIME—IFRR; 502538
IDFNFABIRIAZEE—RER, ERFITINEES,

e  SK(Secret Access Key): SiplaZBIDESFERANZE, WNERHITIIEES,
ARMRAIET, HELIEERBIES

SCRSRRA 01 (2022-08-15) IS © ERRAGIRAT 15



H—BDINIERSS
APl 2% 3 SN{aIEAE API

{ERAK/SKINIERY, SRR TEZFIEERAK/SKIEREITES, AILIERE]
IR SDKIERHITER . FHARIERTIEMSDKERGIABEE N APIEEIER.

A
HASDKRBHZRINEE, SRSIRMAISDKAE, ERIHEES.

3.3 IR[OER

WKES
IBRAELAE, BRI, BEREE. IMAERSFNERR.

INSEBZE—BMNDEISRIEFAR, KEBRTR T IERIMNAYRE, TEIRE
FIRIESINREHE

X3 FIRENFIF TokeniZ O, WNRFAFERENMASIEA “2017 , NMRFBERE.

NaRGHERSE
SRIEREEk, MREFEEREL, 1 “Content-type” .

Xt FIREVFE R TokeniZz O, IREIMNEFRAYEESL, HF “x-subject-token” FiEFH
EIRENAIAFToken, BT TokenZfg, Egial LA{ERETokent\IEEREAMBAPI,

& 3-2 FREXFIF Token NghziE 2k

connection — keep-a

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAM|

x-iam-trace-id - 218d45ab-d674-4995-af3a-2d0255ba41b5

x-subject-token

x-Xss-protection — 1: mode=block

N Rz 2
aRzE SRR LSHHETURE], SIORLES Sk Content-typeXIiy, (&EEFRIML
HELZIMIRE
X TFIRENAF TokeniZz [, IREINTHEEYAR . AREEEL, X AR

SCRSRRA 01 (2022-08-15) IS © ERRAGIRAT 16
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{

"token": {

"expires_at": "2019-02-13T06:52:13.855000Z",

"methods": [
"password"
1
"catalog": [
{
"endpoints": [
{
"region_|

SEOEALER,
o
{

id": "az-01",

SIREEERIBAEIRERIRE, HRITNAIBody A& AT

"error_msg": "The format of message is error",
"error_code": "AS.0001"

}

HrAR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .

N5k 01 (2022-08-15)
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API

TokenZE1E
hiaEAEIE
XigETE
mEEHE
HPEE
FHFREE
FPEEE
RS
BENXRIEETE
ZitEE
TERIRE

X B DINIEETE
IRAEEEE

eI T
4.1 Token &1

4.1.1 3*HYHEP Token

ab
hEEN B

1ZiZ OB A& /ZBRIG VR TINE, RARKIRENEFToken, TokenZRFENALH
FROBIE<SHE, RERFNSE . REEE . BERIAMUIREMRIRSSAIEORT,
A LA EOSREN A tokeni TN

SCRSRRA 01 (2022-08-15) IS © ERRAGIRAT 18
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[MERY::
TokenAUBEXHRI24/NBY, EIGHITETE, BRINEEA . ERTokengliEHR TokenEITHAG
EERIRTIE], FALERERAPIENIIIZRTokenSHISHUERAPIEY . EHIREXToken, ATES
TokenB 3t . SNRTETokenEMEANBHTANTIRIE, ZHaiTokentEZRNISRY, EEHIRE -
o KSIWAMAFESERT. HEEH, ZWSHIAMAEF Tokent§Z I
o MER/ZFRIAMAR, ZIAMABFTokengIZBIL o
o IAMAPBIRKEZM, ZIAMBFTokentSZEI . IIAMBFIINEFSHEFE. B
FRrERFENREESE,
URI
POST /v3/auth/tokens
=P
e Request Header&#ixHH
¥ =R WIE il 5iBH
Content- = String ZFERRAEA “application/
Type json;charset=utf8” ,
e Request BodyZ#{i5EH
¥ Py A3 i) 5iBH
identity 2 Json Object | INIES%L, B4 : methods,
password,
"identity": {
"methods": ["password"],
"password": {
methods 2 String Array | IAEFS %, ZFERASH
“password” . WIRBAFPHETE
PIMFAIZ B RVERIRIFINEERT, %
FERABH
[ “password” ,"totp"],
password | 2 Json Object | INIHES., ~fl:

"password": {
"user": {
"name": "user A",
Hpassword": " ;(';('**»b('***:ﬂ',
"domain": {
"name": "domain A"

e username: FAFPEIR, 1RIEFK
EltokenfIFFIES, nILATEH
AYEMEPIREN .

e password. FAFRIEREN.

e domain.name. HPFIEAIMK
SER, ATAEERREIEPRIK
B,

N5k 01 (2022-08-15)
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AwiE | RKE

il

=
totp & Json Object

INIEEER, (NEEGHBE T EIMFA
BRRERRIPINEERT, 1258 HE
FIRE,
i
"totp™: {
"user": {

"id":
"b95b78b67fa045b38104c12fb...",

"passcode'; "FrErERn

e userid: FAFID, TLAERIE
UEFPEREN

e passcode: FEIAMFALSIERS, 1
MFARL FRTE FHR3R BN aSIEIE
=

iy

scope Json Object

tokenfY(FEREE, BUEIproject
gidomain, —i&—BNA],

o 51 BUEprojectht, Fx
SKREXA9Tokena] LUWERFINB %
ARSS, {XEEmIaiEEproject FAY
iR, GNECSPRSS . projectziF
id¥0name, —i%&—ENT],
"scope": {

"project": {
"id":
"0b95b78b67fa045b38104c12fb..."
}
}

o RH2: BYEAdomainit, FR
SREXf9Tokenma] LUWERB T2 B0k
%, EBRBAXSMBTHX
faf, ANOBSPRSS . domainsziFid
Ffname, —i%&—ANHE],

"scope": {
"domain": {
"name": " domain A"
}
}

o EREA

SRENFEFRZ/ “user A7, BRERFGJg Cromen? | BRRIKEZ Y “domain

A7, {EFSEEY “domain” Bitoken,

{
"auth": {
"identity": {
"methods": ["password"],
"password": {
"user": {
"name": "user A",
l|password": H**********",
"domain": {
"name": "domain A"
}
}
}

S5k 01 (2022-08-15) WRIERE © HERRARBIRAT
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h
"scope": {
"domain": {
"name": "domain A"
}

}

}
}
i &z
e Response Header2#hH
e BRIk il R
X-Subject- 2 String SREXZATtoken
Token
o Tokent&=(ixER

B8Y BRWIE 2R fER
methods = Json Array | $kBXtokenB95 T
expires_at = String tokenZIJHAAY(E]
issued_at = String tokenf=&R18]
user = Json Object | 7=f1:

"user": {
"name": "user A",
"id": "b95b78b67fa045b38104...",

"password_expires_at":"2016-11-06T1
5:32:17.000000",
"domain": {
"name": "domain A",
"id":
"fdec73ffea524aa1b373e40..."
}
}

e username: HFPZIR.
userid: FHPFID,

e domain.name: FFRYFT
BRSHEAFR.

e domain.id: FAFRIEREMK
FHID,

e password_expires_at: =
RS S HARTE) ( UTCRSE] )
“null” RRZEAIITHE,

SZH%RRAN 01 (2022-08-15) WRIERE © HERRARBIRAT 21



H—BDINIERSS

APl &% 4 API
2% pyay) Ay St ik
domain i Json Object | YNRiER{KFscopeSHIRE
JAdomain, MIREIZZFES
M-
"domain": {
"name" : "domain A"
"id"

"fdec73ffea524aa1b373e40..."

e domain.name. FBFRYFT
BRI FEFR .

e domain.id. FBFHIBREMK
FHID,

project & Json Object | tNRIFRAKFscopeSHIRE
Fproject, NIRENZZFER,
M
"project": {

"name": "project A",
"id": "34c77f3eaf84c00aaf54...",
"domain": {
"name": "domain A",
"id":
"fdec73ffea524aa1b373e40..."
}
}

e project.name: projecti3

FRo

e project.id: projectfdID,

e domain.name: projectfd
MPETR o

e domain.id: projectfMF
#IID,

SZH%RRA 01 (2022-08-15) WRIERE © HERRARBIRAT 22
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e

ERWIE KE

A

catalog

= Json Array

endpointstEX(E &2,

il
"catalog": [{
"type": "identity",
"id":
"1331e5cff2a74d76b03da1225910e...",
"name": "iam",
"endpoints": [{
"url": "https;/
sample.domain.com/v3",
"region": "*",
"region_id": "*",
"interface": "public",
"id™:
"089d4a381d574308a703122d3ae73...

H
1

o type: 1ZIEOFNERIARSS -
o id: ARSSHIId,

e name: IRSBAIBFR.

e endpoints: RiFTm,

o url: FAZEOMNuUr,

e region: ARSZFRIFAEXI .

e region_id: IRSHIFAFEX
iEmdo

e interface: IEIRTE,
publicRRARTFF o

e id: ¥EMOAYd,

roles

i

Json Object

TokenBIRPRIZR -

i

"roles" : [{
"name" : "role1",
"id" : "roleid1"
o
"name" : "role2",
"id" : "roleid2"
}

1

o N@RAEAH

REVFAPEA “user A7, BREG) oo BIEKS S “domain
A", {EFBEX “domain” Aitoken,
Response HeaderdZf&{=874:

X-Subject-Token:MIIDkgYJKoZIhveNAQcCollIDgzCCA38CAQEXDTALBglghkgBZQMEAgEWgXXXXX...

Response BodyHh{FfigEE !

{
"token" : {

"methods" : ["password"],
"expires_at" : "2015-11-09T01:42:57.527363Z",
"issued_at" : "2015-11-09T00:42:57.527404Z",

"user" : {

MAERRAS 01 (2022-08-15)
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"domain" : {
"id" : "ded485def148s4e7d2se41d5se...",
"name" : "domain A"
by
"id" : "ee4dfb6e5540447cb37419051...",
"name" : "user A",
"password_expires_at":"2016-11-06T15:32:17.000000",
h
"domain" : {
"name" : "domain A",
"id" : "dod4ed5e8d4e8d2e8e8d5d2d..."
h
"catalog": [{
"type": "identity",
"id": "1331e5cff2a74d76b03da12259...",
"name": "iam",
"endpoints": [{
"url": "https.//sample.domain.com/v3",
"region": "*",
llregion_idll: l|~kll,
"interface": "public",
"id": "089d4a381d574308a703122d3a..."
H
1,
"roles" : [{
"name" : "role1",
"id" : "roleid1"
W
"name" : "role2",
"id" : "roleid2"
}
1
}
}
RSB
RS 5488
201 BRI
400 BREIR
401 TAIERY .
403 ENEY .
404 KAEIRIE,
500 WNEBIRSZEIR. ATRERIEEIR.
503 RS ARTF .
———
4.1.2 3RBXZEHE Token
ab /Ay D
INRENTA

ZIEOARIRENZ EToken, #ll: AIKSSBIKSEIZTEIEXR, AKSHEES,
BIKS A ZE1E75, MBS HLABEIT ZZM5RENZE EToken,, BIKS{XBE(EAHZToken

SIEAKSHEITERR, T EEEECKSHIIER, NRBKSEEEEHCKSS
RRR, FEEIIKEVHEFTokenskEXE SaYToken,
N#5hRA 01 (2022-08-15) MRS © R ARBIRAT 24



H—BDINIERS

APl &% 4 API
(MERL
TokenRIBEER24/M S, BIGHITETE, BHRINERER . ERTokengliEHA{RTokenBE G
EEHRTE, FELEARBAPIRIZE R TokenS BASHIARAPIEM . EFIKENToken, FEIMWEF
TokenB3I4E .
URI
POST /v3/auth/tokens
(=

e Request Header2#{i5iHH

SH BRwiE | KB izl
Content-Type | 2 String ZFERBESN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String HZIEHFBEFBEBAgent
Operatorf{fEAJtoken,
e Request BodyZ#{i5HB
2% EANwE | 2R 5488
identity 2 Json INIES#, 873 methods,
Object assume_role,
"identity": {
"methods": ["assume_role"],
"assume_role": {
methods 2 String tokenB93KEN G, 1ZFEEHNB R
Array “assume_role” ,
domain_name | 2 String B BRPANKSAFREEID,
gkdomain_id domain_name#ldomain_id —i%
xrole_name 2 String Z1EH BPACIZRIZIERIZTR

N5k 01 (2022-08-15)
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e BRAIE | KB 1538
scope & Json tokenfY{ERTEE, BUEgproject
Object gdomain, —i%&—BlH],

e fil1: BUEAprojectht, *
TIREXAItoken{X BEIH I E
project FRYIEIR, projectsz#F
idf0name, —i%—E00],
"scope": {

"project": {
"id":
"0b95b78b67fa045b38104c12fb..."

}
}

o ~fil2: BUEIdomainkd, FE
TREXAITokenaT LG A1ZE4E
BEKSHIENNRERIE,
domainziFidflname, ik
_EHE,I-O
"scope": {

"domain": {
"id": "6b8eb224c76842e3ac2..."

}
}

o EXREH

RENEIEAKSEA “domain A” , FIERIRA “agencytest” AYZFiEtoken,

{
"auth":{
"identity":{
"methods":[
"assume_role"
1

)
"assume_role":{
"domain_name":"domain A",
"xrole_name":"agencytest"

}

}
h
"scope":{
"domain":{
"name":"domain A"
}
}

Wi iz

e Response Header2#{ihA

2% 2EwiE | KR ik
X-Subject- = String FRENHYZ Etoken,
Token

o  Tokent&=(iHER

S5k 01 (2022-08-15) WRIERE © HERRARBIRAT
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e

)

4

i

ESid)

ik

methods

Json Array

$REXtokendI = o

expires_at

String

tokenZ|HAAT(8E] .

issued_at

String

tokenF=4EH1E] .

user

A0 | FD | AD | AD | MO

Json
Object

ZREGRAFPFERESR, =6

"user": {
"id": "userid",

"password_expires_at":"2016-11-06T15:32:
17.000000",
"domain": {
"name": "domain A",
"id": "domainid"
}
}
e username: HEHFHIARFE

o
e userid: ZIEHHIARFID,

e domain.name: HIEHFHEFH
FriERIK P &R,

e domain.id: ZEHFBEFNIFAE
WKFBYID,

e password_expires_at: AJi%,
BRSITHARTIE) ( UTCRTE ) ,
“null” XRERBAITHE,

domain

iy

Json
Object

WRBERIAPscopeSEIZE S
domain, MIRENZFES.
il
"domain": {
"name" : "domain A",
"id" : "domainid"
}
e domain.name. ZIEHHEPH
FriEMkPRIBFR

e domain.id.: Z¥EHFFEFPAFRE
MFRJID,

project

iy

Json
Object

WRiBEK{KFscopeSHIRE N
project, MIRERZZFES .

=~
"project": {

"id": " projectid'

e project.name: projectZR,
e project.id: projectAdID,

N5k 01 (2022-08-15)
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e

ESid)

ik

catalog

Json Array

endpointstBX (58,

i
"catalog": [{
"type": "identity",
"id":
"1331e5cff2a74d76b03da1225910e31d",
"name": "iam",
"endpoints": [{
"url": " https.//sample.domain.com/
v3",
"region": "*",
"region_id": "*",
"interface": "public",
"id™:
"089d4a381d574308a703122d3ae738e9"
1
3

roles

A

Json
Object

TokenHIRPRIEE .

~f:

"roles" : [{
"name" : "role1",
"id" : "roleid1"
Ao
"name" : "role2",
"id" : "roleid2"
}

1

assumed_by

el

Json
Object

WEFEHRFRIFEEER

<
"assumed_by": {
"user": {
"domain": {
"name": "domain B",
"id":
"bfdd55€02a014894b5a2693f31..."
1
"name": "user B",
"id": "ff5ea657f1dd45c4b8f398cab..."
}
}

e domain.name: WHRIEHFHER
IR EMK P BEYRTR

e username: #HZFIEHHFAIA
P&,

o IRZHFA

Response HeaderdfZf&SE:
X-Subject-Token:MIIDkgYJKoZIhveNAQCCollDgzCCA38CAQEXDTALBgIghkgBZQMEAGEWGXXXXX...

X-Frame-Options: SAMEORIGIN

Response BodyHh7Ff&(EEH:

"token": {
"methods": [

]

"assume_role"

"issued_at": "2017-05-18T11:44:05.232000Z",

N5k 01 (2022-08-15)
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"expires_at": "2017-05-19T11:44:05.232000Z",
"user": {
"id": "93e12ecdad6f4abd84968741da...",
"name": "user A/agencytest",
"password_expires_at":"2016-11-06T15:32:17.000000",
"domain": {
"id": "ce925c42c25943bebbal0eab4a...",
"name": "domain A"
}
h
"domain": {
"id": "ce925c42c25943bebbal0eab4a...",
"name": "domain A"
h
"roles": [
"id": "c11c61319f08404eaf94f8030b9...",
"name": "role1"
b
{
"id": "d52dde35ijg62fex2ijhdc785sc3...",
"name": "role2"
b
{
"id": "d862dwd32dwhu854rdcs447ed1d7..."
"name": "op_gated_tasssg6"
}
1
"assumed_by": {
"user": {
"domain": {
"name": "domain B",
"id": "c1a78a82d81c4a19b03bfe82d3ad..."
1
"id": "cdeb158dda854cc3bab77d8926ff...",
"name": "User B"
}
}
}
}
RSB
RSB 15488
201 BRI
400 BREIR
401 TAIER .
403 SINEM .
404 HARER.
500 MEBIRSSEEIR o
503 RS AR
M H4hRAS 01 (2022-08-15) RN © LARABIRAE 29
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4.1.3 858 Token BB
IheeN4A

ZiE kAR TokenAIBRE, WNRBBIREITokenANFHAIEE o

GET /v3/auth/tokens

=R

e Request Header&#{i5iBH

28 BEwIk E- i itz

X-Auth- g String o RIEHCH TokenBEXMME, (HH

Token BHchJtokenBld], 1ZtokenFFH
EEBIFHAR .

o RINAMKSHHEMWAFAItoken
B, FEEBSecurity
Administratorf¥fEAYtoken .

X-Subject- | 2 String FREGAYtoken,
Token
o TSI
2% W E-Sit) pizkilz
nocatalog & String MREEZSH, RERERAF
BAERcataloglER.

o iEKEEH
curl -i -k -H "X-Auth-Token:$token" -H "X-Subject-Token:$token" -X GET https://
sample.domain.com/v3/auth/tokens

I iz
e Response Header2#{iiiAA
2 =ik | ER 1568
X-Subject- = String REEAYtoken,
Token

e Response bodyZ2#{i5iEH

2% BEVE | B fiik
token = Object token{5 251K,
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tokent& =i BB

24

iy

i

e

1)

methods

fl | FO

Array

$REXtokend9 =, flan:

“password” .

expires_at

String

tokenZIHART(E] ,

issued_at

String

tokenfF=4ERT(8] ,

user

A | FO | RO

Object

Al

"user": {
"name": "username",
"id": "userid",

"password_expires_at":"2016-11-06T15:32:1
7.000000",
"domain": {
"name": "domainname",
"id": "domainid"
}
}

user.name: FAFEFR.
userid: FAPID,

e domain.name: BFPHIKESZ
Ro

domain.id: FAFBIWSHIID,
password_expires_at: Bk,
ZEBigEARYE) ( UTCRTE) ) ,
“null” JREZIBAITHE

domain

i1y

Object

IRiEIREX tokenf9iEKk B /Tscope,
FHTREREIZFE
i
"domain": {
"name" : "domainame",
"id" : "domainid"

}
e domain.name: KEZFR,
e domain.id.: KE/9ID,

project

iy

Object

IR¥EIKEN tokenAYiEKEBAYscope,
HIr R ERENZFER .

il
"project™: {

"id": " projectid",

e project.name: projectZ#R.
e project.id: projectfdID,

N5k 01 (2022-08-15)
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2 =R | xE faA
catalog S Json Array | endpointstBX(EE.,

il
"catalog": [{

"type": "identity",

"id"™:
"1331e5cff2a74d76b03da1225910e31d",

"name": "iam",

"endpoints": [{

"url": "https.//sample.domain.com/

v3",

"region": "*",

"region_id": "*",

"interface": "public",

"id":
"089d4a381d574308a703122d3ae738e9"

1

3

o type: 1ZIEOMMEARIARSS -

o id: BRSZHIId,

e name: IRBAIBIR

e endpoints: RiETHE,

o url: FEAZEOMuUr,

e region: FRSZAVATIEXIE.

. r((jegion_id: ARSSRIRNE X1,
ido

e interface: E[TIRZE, publick
TARF

e id: ¥EMRYId,

Array TokenBIRPRIZE

i

"roles" : [{
"name" : "role1",
"id" : "roleid1"
Wi
"name" : "role2",
"id" : "roleid2"
}

1

roles

fi

e  ResponsetEfi
{

"token" : {
"methods" : ["password"],
"expires_at" : "2015-11-09T01:42:57.527363Z",
"issued_at" : "2015-11-09T00:42:57.527404Z",
"user" : {

"domain" : {

"id" : "default",

"name" : "Default"

L
"id" : "ee4dfb6e5540447cb3741905149XXX...",
"password_expires_at":"2016-11-06T15:32:17.000000",
"name" : "admin"
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"domain" : {
"name" : "Default",
"id" : "default"
h
"roles" : [{
"name" : "role1",
"id" : "roleid1"
W
"name" : "role2",
"id" : "roleid2"
}
1
}
}
RSB
RS 15488
200 BRI
400 BEKREIR.
401 TAIERY .
403 ENEY .
404 AR
503 RS AT,

4.2 K0 ZHETE

4.2.1 3RENIERT AK/SK

ab
ThREN 4R

URI

IBERHEE

BT EEIREVIAFtoken, ZittokenfIB.FBtoken, ATLREXIGATAIAK/SK.
securitytoken ( BZAK/SK ) . IGRTAK/SKENZE B MANEBIGRTIRAISH:, EiE

PRE/IMEEN, AT AT IERTAEI0BSE .

POST /v3.0/OS-CREDENTIAL/securitytokens

e Request Header&#iiEH
- {ERAZiTttoken, Blmethodsgassume_rolefd

¥ ERWIE it HEiA
X-Auth- = String EHBAgent Operatori¥[R
Token Atoken,
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2% BRI Eit) ik
Content- = String Z=FEIE “application/
Type json;charset=utf8” ,

- {FHEEEtoken ( FBFPtoken, BXFftoken ) , BImethods/gtokenhd

S BRI St R

Content- 2 String Z=FEIEA “application/

Type json;charset=utf8” 7 ,

X-Auth- S String FBFtokengl ZEXHR

Token token, ZESIEKRAEF
tokenfdid —j%&—, X-Auth-
Tokenfft5k.

e Request BodyZ=%{iH
- (HEFEZE3Etoken, BImethods’gassume_rolefd

8% WA /T 1 Ry R

methods %SV String Array | iIZZFERRAB N
“assume_role” ,

agency na | #4i% String Z L AFPRIENZIENS

me gj{o

domain_na | #4i% String ZIERFPFTERSAA

meE}, Ro

domain_id

duration_se | A% Int AK/SKFsecuritytokenfd98&

conds HEA, AEEAIAT . BUE
SBEl: 15min ~ 24h , ERIA
7915min
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S WiEk[mliE | KB fEiA
scope aJik Object AK/SK#0securitytoken, 1Z

BEETIE, EkiY
securitytokenA~&iEscopefl5
B, #HEARE, %EEE
5, BYEAprojectd,
domain, Zi&—BPA],

o B1: BUE Iproject
B, FRIRENAIAK/SKF
securitytoken{XgEisiats
TEproject FRYZEIE,
project>z¥Fidflname,
:&_Eﬂm o
"scope": {

"project™: {
"id":
"0b95b78b67fa045b38104c12fb.

}
}

o fil2: BYEIdomain
B, ZFRAFREXAIAK/SKEN
securitytoken®] LAiGIa)$g
EWNS B RIE,
domainXz#Fidflname,
“i&—ApA],

"scope": {
"domain": {
"name": " domain A"

}
}

- {E@ET@Etoken ( BFtoken. EtFBtoken ) , BlmethodsJgtokenhd

S WISk AT ESid) R
methods A% String Array | iIZFERABAN “token” ,
token aJik Json Object FITF3REIRATAK/SKRYE 18
tokengZExE token, 1%
g Pid5iEKLEBHRY
X-Auth-Token—i%—, X-
Auth-Token{ft5% .
duration_se | AJi% Int AK/SK#Osecuritytokenfi9§
conds WHA, BYEIERI AR, BUE
BE: 15min ~ 24h , B
IANJI15min,
=Rl
- methodsgassume_role S iHITIEK
{
"auth": {
"identity": {

N5k 01 (2022-08-15)
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"methods": [
"assume_role"

1

"assume_role": {
"domain_id": "411edb4b634144f587ffc88f9bbdxxx",
"xrole_name": "testagency",
"duration_seconds": "3600"

}

}
}
}

- methodsAtokens A HITIEK
{

"auth": {
"identity": {
"methods": [
"token"
1

"token": {

l|idll:
"MIIDkgYJKoZIhveNAQcCollIDgzCCA38CAQEXDTALBglghkgBZQMEAgEWgXXXXX...",
"duration_seconds": "900"

}
}
}
}
i &2
e Response BodyZ#{ijiBH
8% WA ] ik Ry R
credential DA vi Object INIEHEE

e credential I AR

2Y WA AT it ik

expires_at Whise String 1T HART ]

access DS String AK

secret Wik String SK

securitytoken Wik String FAF IR 4EHRSKE,
Token{sEFH

o MRz
{
"credential": {
"access": "NQC5TNFINJSTJXX...",
"secret": "EY74MByPZ46kTRJL9ay5DskgXX...",
"expires_at": "2017-04-17T07:55:18.575000Z",
"securitytoken": "gAAAAABY9GbWUaGtoa9DPj7_dE4qUSnAXXX..."
}
}
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RS
RSB 5488
201 1BERBIH
400 1BEREW
401 TAIESR K
403 ENEW
500 ERIN=
4.2.2 SR AL D=
INEEN4B
ZEOUBTFEERSIAMARCIEEXALEESR, HIAMBREBE CEIE XA
A=
825458 ((Access Key ID/Secret Access Key, fEIFRAK/SK) , 2EiBESHAATE
(API, CLI, SDK) IFORFITHIBDEILE, FRTFEFIEHE . RFEIAKGRES
APPSR, BIESKHTERIE, BT iNEEZIGUER LIBFREKROVZEE. =
B4 imEkEBMHEIERM.
iZiEOalLUER LB XA EndpointFIE M XiFAYEndpointiE A .
URI
POST /v3.0/OS-CREDENTIAL/credentials
BRESH

& 4-1 153K Header 2%

2H BRIk 24
KB

ik

Content-Type | = String

ZFERIEN “application/
json;charset=utf8” ,

X-Auth-Token | 2 String

BERBIAMBFRIEXALIEER: #
BSecurity AdministratortfRAJtoken,

IAMBPEEC 8K AR 5K
{&ehuser_idFRXIRIIAMBEFftoken (75
FTHFHAUR )
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% 4-2 153k Body 2#

iBERTA

84 28 | s R
DV
credential = Object INIEHEE .
£ 4-3 credential
2% =E | HEE A
WA
user_id 2 String FeIEiBaisA (AK/SK) BIIAMEF
ID,
description & String LEEREAER
R3S
% 4-4 IR Body &%
2% SHRT RR
credential Object INEERER
2 4-5 credential
B8H SR R
create_time String SR I5InZEATE) o
access String BUEEAYAK,
secret String BUEERISK,
status String HIAZRIRES
user_id String IAMFFID,
description String hREREIAER.

POST https://sample.domain.com/v3.0/OS-CREDENTIAL/credentials

"credential": {

"description": "IAMDescription",

"user_id": "07609fb9358010e21f7bc003751c7c32"

}
}

N#5hRZA 01 (2022-08-15)
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N Rz 7~

REBA 201 A:
BUEBRIN
{

"credential": {
"access": "P83EVBZJMXCYTMUIL...",
"create_time": "2020-01-08T06:25:19.014028Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description": "IAMDescription",
"secret": "TTgAHPbhWorg90zx8DvOMUyzYnOKDppxzHt...",
"status™: "active"

}

}

K837 400 AY:
ST . (BEBPEHECAT LR, )
{

"error": {

"code": 400,
"title": "Bad Request"

) =

REE ik

201 BUERLIN

400 SHEH. (BEEPHEERT LR, )
401 TAIERTY .

403 ILERIENR

500 AERIRSS tEI=

ZiEORLIATEERERIAMABRRIIFEXAIREER, SIAMARERECRIRE
SKAIBIAEH

ZEOTLMER LB XIEREndpointFIE b XIHAYENdpointiE A

URI
GET /v3.0/OS-CREDENTIAL/credentials
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K 4-6 Query 2#{
el = | %R HR
WHIE
user_id & String FEIENIAMABRID,
IBREH
2 4-7 153K Header 2%
B2H 2 | %R )
WA
Content-Type | =2 String Z=FERIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String EEREIEIAMBRPIFREXALIDE
$A: IEEABSSecurity Administratori¥
PRAYtoken,
IAMAFEISHE SRIFTE XA LIEER:
iZIAMAFfItoken ( TFTAFHIUR ) -
e
7 4-8 IR Body 2%
2% SHEE it
credentials Array of INEERERYIE.
objects
2 4-9 credentials
2H SR iR
user_id String IAMBRID,
access String HIFRIAK,
status String BIRERIRES
create_time String DA BIERAYE] o
description String hEEEEAER.
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=GNl
e IAMARF&EIIBCRFMEXALAESR,.
GET https://sample.domain.com/v3.0/OS-CREDENTIAL/credentials
o EERRFHIAMARFREXABIER. (FEEBFIDA:
07609fb9358010e21f7bc003751c... )
GET https://sample.domain.com/v3.0/OS-CREDENTIAL/credentials?
user_id=07609fb9358010e21f7bc0037....
i Rz~ 5
K&B 9 200 A:
BRI
{
"credentials": [
{
access": "LOSZMA4YRVLKOY9ESX...",
create_time": "2020-01-08T06:26:08.123059Z
"user_id": "07609fb9358010e21f7bc0037...",
"description™: "",
"status": "active"
%I
access": "P83EVBZJMXCYTMU...",
create_time": "2020-01-08T06:25:19.014028Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description™: "",
"status": "active"
}
1
}
IR[EIE
REHE ik
200 BRI
400 ST
401 NI S
403 IREERENR
404 RIKEBNAIEIE
500 REBARSS IR
xS
7o
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4.2.4 EEEEXRARIEEH

ab
THEEN 4B

URI

=351

ZEOUJATEEREEAMAREEXARENER, HAMBFREIECRIEE

KABIDER

iZiEOalLUER L B XA EndpointFIE b XiFZAYEndpointiE A .

GET /v3.0/OS-CREDENTIAL/credentials/{access_key}

% 4-10 IB1RSH

B2Y BE | 5% R
WHIE

access_key = String FEIFRETEAK,

2 4-11 153K Header 2%

8% BEWi% 2% | @R

ESit)

Content-Type | 2 String | IZ=FEIEA “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | BERAEAIAMBFIIEEXKAIFEEE
$8: B Security AdministratorifRHY
token,
IAMEFP&EIIHECHEEXALIRIZER:
URLHaccess_keyFr/EIAMFFHtoken
( THIFHRUR ) »

% 4-12 Wi Body 2

2% ST T

credential Object INEERER
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£ 4-13 credential
¥ SR g
user_id String IAMARID,
access String HIFHIAK,
status String BIRERIRES
create_time String BIaaEsEEIEERTE) .
last_use_time | String A EARY R {ERETE
description String hEEREAER
BRI
GET https://sample.domain.com/v3.0/OS-CREDENTIAL/credentials/{access_key}
I Rz 7~ A51)
W& 200 A
BXKIN .
{
"credential": {
last_use_time": "2020-01-08T06:26:08.123059Z
"access": "LOSZM4YRVLKOY9ES...",
"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description™: "",
"status": "active"
}
}
IR[EHE
R[EE ik
200 BKEI0.
400 ST,
401 NIERY
403 REERENR
404 RILEIERRYZRR
500 AEPIRS IR o
BRI
y
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4.2.5 [EXGEEXRABIDZEH
IHEEN 4B

ZEOTL AT EERENAMAREEXARENER, HAMAFEXECRIEE
IKAIBIBEH o

ZEOTLMER LB XEREndpointFIE X iFAYENdpointiE A

URI

PUT /v3.0/OS-CREDENTIAL/credentials/{access_key}

E4-14 BREH

2% =R | sHEE fiig

WA
access_key = String FHELATEEAK,
ERESH
% 4-15 153K Header &%
e EEWI% 2% | #k
37

Content-Type | 2 String | IZFEIE/ “application/
json;charset=utf8” ” ,

X-Auth-Token | 2 String | EERIEXIAMAFRYIEEXAIBEE
$A: B Security AdministratorffRHY
token,

IAMEFER B SRS EXK A TRIEIZESA:
URLAraccess_keyFrXd RIIAMEFRY
token ( TEAFHRAUR ) -

& 4-16 153k Body 2#

2% = | 2R A
Wi
credential = Object INIEHEE. .

SZH%RRAN 01 (2022-08-15) WRIERE © HERRARBIRAT 44
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4 API

R S5

iERBI

il iz 7= 151

2 4-17 credential

2% =E | &% ik
WA
status B String BAZERS. BUER: “active” (B
F) 2#& “inactive” (£R) o
BESEE:
e active
e inactive
description & String HIEEEEAER
% 4-18 IR Body &%
e S iR
credential Object INEHEER.
2 4-19 credential
2% SR f#iA
user_id String IAMBFRID,
access String {ZRYAK
status String BIRERIRE
create_time String 0 EABIERRYE) o
description String hEEEEAER.

PUT https://sample.domain.com/v3.0/OS-CREDENTIAL/credentials/{access_key}
{

"credential": {

"status": "inactive",

"description": "IAMDescription"

}
}

HREBH 200 A:

15K

"credential": {

N5k 01 (2022-08-15)
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"status": "inactive",

"access": "LOSZM4YRVLKOY9...",

"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc00375..."

}
}
REHE
R[EE )%
200 BRI
400 ST,
401 INIEE
403 RBERIESUR .
404 RILEIERAYZIR
500 AEPIRS IR
=g
¥
4.2.6 HBRBEEXAILIOEH
INRENA
ZEOTUBRTFEERBFRIAMBRPIEEXALEER, sIAMAFRIERES89EE
KABIEE
ZEOTLMERLBE XIGEAIEndpointF I E b X it HIEndpointiE B .
URI

DELETE /v3.0/OS-CREDENTIAL/credentials/{access_key}

x 4-20 RS

2% =E | S#EE )%
WA
access_key = String FHIBRAYIEEAK
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IERSH

2 4-21 153K Header £%f

2% BRWIE 8% | ik
il

Content-Type | 2 String | IZ=EIEA “application/
json;charset=utf8” ” ,

X-Auth-Token | 2 String | EERMIRIAMBFRIIEEXK A
$8: B Security AdministratorfpRAY
token,

IAMAFBRE SRYEE X AL IBEA
URLHraccess_keyFrXIRzZIAMAIFRY
token ( TTEHAFHAUR )

R &%
7
=P Nl
DELETE https://sample.domain.com/v3.0/OS-CREDENTIAL/credentials/{access_key}
M Rz~
7o
R[EE
REHE (220
204 FRIBRARIH o
400 ST
401 TAIERTY .
403 S BEREINR .
404 RILEENRIRIE
500 REPIRSSEEIR
R
.

4.3 XIS

SZH%RRAN 01 (2022-08-15) WRIERE © HERRARBIRAT 47
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4.3.1 EHXIg5I%E

TORENA

URI

iR

i 2

ZEOBTEEXEIR,

GET /v3/regions

e Request Header2#{i5iHH

2% B WIE =it 15i8H

Content-Type | @ String ZFEABIEN “application/
json;charset=utf8” ,

X-Auth-Token | £ String EiAiETtoken,, FN%Rtokendh

ikBFhAregionfE R, NEFL
RAIR[EFABregion,

o EREH

curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:

$token" -X GET https.//sample.domain.com/v3/regions

e Response BodyZ#{ijiEH

2 EEWIE E-Sic) 15388
links = Dict XY F R
regions = List XiEFZE.
e regionst&TUisAA
e =EwE | 2B izkl:
description 2 String XigdmiA .
p_?jrent_region g2 String X1RYA XEID,
i
id = String Xigid o
locales = Dict XiHE .
type & String Xig 28,
links = Dict XIHAY R RS o
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o NERAERY (ORI )
{

"regions": [

{

}
1

"parent_region_id": null,
"description": "",
"links": {
"self": "None/v3/regions/1500365963661574434"
h?
"type": "private",
"id": "1500365963661574434",
"locales": {

"en-us": "region_nameZ"

}

"parent_region_id": null,
"description": "",
"links": {
"self": "https://sample.domain.com/v3/regions/500017826026667755"
}

" nweon

type": "private",
"id": "500017826026667755",
"locales": {

"en-us": "region_nameZ"

}

"parent_region_id": null,
"description": "",
"links": {

"self": "https://sample.domain.com/v3/regions/region_name"
}
"type": "public",
"id": "test2",
"locales": {

"en-us": "region_nameZ"

}

"parent_region_id": null,
"links": {

"self": "https://sample.domain.com/v3/regions/test1112244"
}

"id": "test1112244",
"locales": {

"en-us": "testregion1"

b

"description":

",links": {

"self": "https://sample.domain.com/v3/regions",
"previous": null,
"next": null

}
}

NS

K&

15AA

200

BERAEIN
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K& 15%AA
400 EREEIR
401 INIEEML
403 EYVES
404 HAZRIE
405 RRVFRITTIE
413 BRI K
500 MEBIRSS IR .
503 RSAA

4.3.2 TaXigi¥iE

ZEOBTERXEFE.

URI

e URIKET
GET /v3/regions/{region_id}
o SN

2% AUk - i) 1588
region_id 2 String IBEXIHID,

=R

e Request Header2#{i5HH

e BEWIE it 15488
Content-Type 2 String ZFEASEN
“application/

json;charset=utf8

o

X-Auth-Token String 2iAiERYtoken,

il

o EREH

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/regions/test-pusb999999991
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M) 7
EfvzE )
{
"region": {
"parent_region_id": null,
"description": "",
"links": {
"self": "https://sample.domain.com/v3/regions/test-pusb999999991
%
"type": "public",
"id": "test-pusb999999991",
"locales": {
"en-us": "region_name"
}
}
}
RSB
RSB yizlilz]
200 =N
400 EKEBIR.
401 NS
403 ESINEM .
404 HARIER,
405 ARFRIBEE.
413 IERIFT K
500 AEP RS HBIR .
503 RS AR
4.4 B =18
Mt =
4.4.1 EFEEXEGE THIARER
INEEN4A
ZEOBTFEEEERE THIREGERE .
URI
o URIKEZL
GET /v3/projects{?
domain_id,name,enabled,parent_id,is_domain,page,per_page}
o SHUHMA
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2% BRIk i 15388
domain_id | & String FFFrEEWLIKFRIID,
name & String IMEBR,
parent_id & String mBRIRIREID,
enabled B Boolean ISPEEN =)=
is_domain & Boolean 25 PHERA,
page B Integer HAE/LREE, EiEEs
Ao
per_page B Integer BRIEIENE, BUERES
[1,5000],
AR
EEOTEGN, YIRREEASHFREIFEpagefllper_page,
BK
Request Header2 {508
2 U -] 5288
Content- 2 String ZFERABIES “application/
Type json;charset=utf8” ,
X-Auth- 2 String BirfEFEIAIERtoken,,
Token
TBERIEG
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -X "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/projects?
domain_id=5c9r5525d9d24c5bbf91e74d86772029&name=region_name
M Rz

Response BodyZ#iiiAA

e BEWIE St 15iEH

projects 2 List mBE%%.

links 2 Object IMEN&RREYEE .
projectst&z{iEA

2% BEWIE St 5EA

is_domain 2 Boolean =R AHEF,
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2% BRWIE i) 5B
description = String ImBRYEA .
links = Object IMBRYERRIEHE
enabled = Boolean mMBREaAH.
id = String ImgID,
parent_id = String projectf9ID,
domain_id 2 String IRBFRERWKFAIID,
name 2 String IMB&%R,
o NaRFFI
{
"links": {
"self": " https.//sample.domain.com/v3/projects?
domain_id=c9f5525d9d24c5bbf91e74d86772029&name=region_name",
"previous": null,
"next": null
L
"projects": [
{
"is_domain": false,
"description": "",
"links": {
"self": " https.//sample.domain.com/v3/projects/e86737682ab64b2490c48f08bcc41914"
"’enabled": true,
"id": "e86737682ab64b2490c48f08bcc41914",
"parent_id": "c9f5525d9d24c5bbf91e74d86772029",
"domain_id": "c9f5525d9d24c5bbf91e74d86772029",
"name": "region_name"
}
1
}
RSB
R L)z
200 BRI
400 EKREEIR.
401 IANIERTY
403 ENEM
404 HARER
500 MEBARSSHEIR
503 RS ABIF .
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4.4.2 FFHAFPNINBSIZE

ab
ThREN 4R

ZEORTEaEERFIIESIR

URI

o URIFE
GET /v3/users/{user_id}/projects

o SHIHMA

B BRIk £S5t il
user_id = String FBRFID,

=R

e Request Header2#{i5iHH

2% =% 268 kil
Content-Type | £ String ZFEBRABIEN
“application/
json;charset=utf8” ,
X-Auth- 2 String EIANIERYHEB Security
Token Administratorf{fEAJtoken,
AP BESHtoken,

o IEREA

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/users/43cbe5e77aaf4665bbb962062dc1fc9d/projects

i Rz
e Response BodyZ#{ijiEH
e mEWI% i) 1588
projects = Array project¥lZE .
links 2 Object INEERNEE,

e projectt&=Ui5AA

2% =Rk i) WiAA
description =2 String projecti@iif .
id = String project ID,
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2% BEwWIE Sl ol
domain_id = String projectfrfEdomainfdID,
name = String project&fRo
links 2 Object INBERYZERNEE
is_domain = Boolean E&domain,
enabled = Boolean projectE2&A R A,
parent_id = String projectfyID,

LI )V =27]
{

"links": {
"self": "https;//sample.domain.com/v3/auth/projects",
"previous": null,

"next": null
b
"projects": [
"is_domain": false,
"description™: "",
"links": {
"self": " https.//sample.domain.com/v3/projects/9041929bcc6e4bfe85add4e7b96ffdd7"
"enabled": true,
"id": "9041929bcc6edbfe85add4e7b96ffdd7",
"parent_id": "398998b5392f4150ad48fe456d6de4f1",
"domain_id": "398998b5392f4150ad48fe456d6de4f1",
"name": "region_name"
b
{
"is_domain": false,
"description™: "",
"links": {
"self": " https.//sample.domain.com/v3/projects/ee65ca70d3cf43aaaleab6492ce15f289"
"enabled": true,
"id": "ee65ca70d3cf43aaaleab6492ce15f289",
"parent_id": "398998b5392f4150ad48fe456d6de4f1",
"domain_id": "398998b5392f4150ad48fe456d6de4f1",
"name": "MOS" MOSHOBSEHAIRERIZFR
}
]
}
K&
R 5iEA
200 TBERAI
400 BEREIR
401 TANIERML
403 EERM
404 KAEIRR .
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AP| &% 4 AP
K& 15%AA
405 RAFNREE.
413 BRI K
500 AERIRSS iR
503 RS AR

4.4.3 EiRAFALUAENRBSIZE

ZEOBTFEEAFPYULILENIRBSIER.

URI

GET /v3/auth/projects

iBR

Request Header2#{iAA
2% =% S 5ER

Content-Type | £ String ZFEBRABIEN
“application/
json;charset=utf8” ,

X-Auth-Token |2 String SNENFEEE IR
FHitoken,

=R =]

[} i=p
curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET /v3/auth/projects

i Rz
e Response BodyZ2#ixH
e BEWYI% i) kA
projects = JSONArray MBI,
links 2 Object INERRIENEE

e projectt&zUinAA
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e BRWIE St 15388
description = String projectifid .
id = String projectdJID,
domain_id = String projectffrfEdomain ID,
name = String projectZFRo
links 2 Object projectA9ZiRHEE .
is_domain = Boolean E&Adomain,
enabled = Boolean project=&A R A,
parent_id 2 String projectfY&ID,

LI v =]
{

"links": {
"self": "https;//sample.domain.com/v3/auth/projects",
"previous": null,

"next": null
h?
"projects": [
{
"is_domain": false,
"description™: "",
"links": {
"self": "https://sample.domain.com/v3/projects/9041929bcc6e4bfe85add4e7b96ffdd7"
"enabled": true,
"id": "9041929bcc6e4bfe85add4e7b96ffdd7",
"parent_id": "398998b5392f4150ad48fe456d6de4f1",
"domain_id": "398998b5392f4150ad48fe456d6de4f1",
"name": "region”
b
{
"is_domain": false,
"description™: "",
"links": {
"self": " https.//sample.domain.com/v3/projects/ee65ca70d3cf43aaaleab6492ce15f289"
"enabled": true,
"id": "ee65ca70d3cf43aaaleab492ce15f289",
"parent_id": "398998b5392f4150ad48fe456d6de4f1",
"domain_id": "398998b5392f4150ad48fe456d6de4f1",
"name": "{project_name}"
}
1
}
REE
RS 15488
200 BRI
400 EKREBIR.
401 IANIERY

SZH%RRAN 01 (2022-08-15) WRIERE © HERRARBIRAT 57



H—BDINIERSS

AP| &% 4 AP
K& 15%AA
403 EYVES
405 RFNREE.
413 BRI K
500 MEBARSSHEIR
503 RS AT,

ThEEN4B
iz O HEIZINEINEE .
URI
POST /v3/projects
153
e Request Header2#{i5HH
2% BEAYE | KR %8R
Content- = String ZFEASIEN “application/
Type json;charset=utf8” ,
X-Auth- = String EIAIERNEBSecurity
Token AdministratortXfRAJtoken,

e Request BodyZ#{ijiAH

B BEhiE | EE i5BH
name = String IMB&MR, YRLAFEERIXIEID_

Fk, KENFETF64,
T {region id} test1,

parent_id = String INBEMERIINBID,
domain_id |& String IREFrEEFAIID,
description | & String IR, KENFETF255,

o BEKIES
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json,charset=utf8' -X POST -d
{"project":{"domain_id":"acf2ffabba974fae8f30378ffde2c...", "name":"region_test1"}}' https.//
sample.domain.com/v3/projects
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M) 7
M R4
{
"project": {
"is_domain": false,
"description™: "",
"links": {

b
"enabled": true,

"id": "3de1461665f045ef91balefe8121b979",
"parent_id": "d1294857fdf64251994892b344f53e88",
"domain_id": "d1294857fdf64251994892b344f53e88",
"name": "region_test1"

}
}

AT
K& 1%EA
201 BRI
400 ST
401 NNES
403 ENEM
409 IMEZES.

4.4.5 (&R 8

ThEeN 48

iZEORMEINB EER9T06E
URI

o URIFETL

PATCH /v3/projects/{project_id}
e URIZ#U5EA
e ERANE | KR kA
project_id = String IRERIID,

=P

e Request HeaderZ2#{i5iHH
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2H BE/AIE | EKR 5488
Content- 2 String NAERREH .
Type 1ZFERASIE “application/
json;charset=utf8” ,
X-Auth- = String EIAIERIEBSecurity
Token AdministratoriXfEAYtoken,

e Request BodyZ#ijiAH

B BRANE | ER kil
name & String IME&MR, YWRLUAFERIXIEID

Fk, KENFETF64,
2 {region}_test2

String MB#EA, KENFETF255,

iy

description

o iEKTRHI
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X PATCH -d
'{"project":{"name":"region_test2","description":"test_project_desc"}}' https.//sample.domain.com/v3/
projects/23da5961c8214f5caf701c27d9703959

AREHER
IRET)

{

"project": {
"is_domain": false,
"description": "test_project_desc",
"links": {

"self": " https.//sample.domain.com/v3/projects/23da5961c8214f5caf701c27d9703959"

b
"enabled": true,
"id": "23da5961c8214f5caf701c27d9703959",
"parent_id": "d1294857fdf64251994892b344f53e88",
"domain_id": "d1294857fdf64251994892b344f53e88",
"name": "region_test2"

}
}

T
7N ] el
200 BRI
400 ST
401 TANIESEY
403 KW .
409 IME&MES.
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API B 4 API
4.4.6 EEREERENER
ThEE TR

ZZE IR MHIRIEProject IDFREXProjectAYIFHIER .

URI
o URIEL
GET /v3/projects/{project_id}
e URIBHUKAA
2% =R it A
project_id = String EENIEID,
=P
e Request Header&#{i5iBH
2 =R il iR
X-Auth-Token | 2 String EIAIEAItoken,
Content-Type | 2 String ZFEBRAREN
“application/
json;charset=utf8”
o Bk
¥kHVproject_id=619d3e78f61b4be68bc5aa0b59edcf7bAdprojectiZ 2
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/projects/619d3e78f61b4be68bc5aa0b59edcf7b
)iva
M) Mz 7345
{
"project": {
"is_domain": false,
"description™: "",
"links": {

"self": "https://sample.domain.com/v3/projects/2e93d63d8d2249f5a4ac5e2c78586a6e"

"enabled": true,

"id": "2e93d63d8d2249f5a4ac5e2c78586a6e",
"parent_id": "44c0781c83484eb9a4a5d4d233522cea",
"domain_id": "44c0781c83484eb9a4a5d4d233522cea",
"name": "MOS" MOSJOBSEHAIEHZFR

SZH%RRA 01 (2022-08-15) WRIERE © HERRARBIRAT 61



H—BDINIERSS

APl &%& 4 API
NG
R %iRA
200 BRI
400 RS
401 TNIERW
403 ST
404 BEA T
500 REBIRSS tEIR -
4.4.7 REREMBIIRE
ThEe T 4A
ZEOBTFREEEMANAE, MENRSEEERE. K.
URI
e URIEZ
PUT /v3-ext/projects/{project_id}
e URIZHIRAA
2 I i 15388
project_id = String ImBID,
K
e Request Header&#{i5iBH
e i it 15488
Content-Type | 2 String ZFERABEA “application/
json;charset=utf8”
X-Auth- = String EIAERIE B Security
Token AdministratorfpRAYtoken,
e Request BodyZ=#{i}iH
== EEAWE | KB kA
status = String IMBIRSEER, SEE

[suspended' 'normal'],

N5k 01 (2022-08-15)
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APl &% 4 API

MER
e statusfEg'suspended'ld, £i¥EprojectiZBNIFEIRT;
o statusfB9'normal'lid, £¥&projeciRBAIEE (K ) RE.

o EREH

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -X "X-Auth-Token:

$token" -X PUT -d '{"project”: {"status":"suspended"}}'https.//sample.domain.com/v3-ext/projects/
5c95525d9d24c5bbf91e74d86772029

N iz

TR

NEE
/NG %AE
204 BRI o
400 EREEIR.
401 INIEEY
403 ELES
404 HAZIRIR .
500 MEBARSSHEIR
503 RS AEIA.

4.4.8 EiFEEINBEERIRE

LIREN4R
ZEORTEWEERENEREE, SaTENRES.

URI
e URIKET
GET /v3-ext/projects/{project_id}
o URISHURAB
25 =AWk it 15488
project_id = String ImBID,
152
e Request Header2#{ii<H8
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2% BRWIE i) 1548
Content- 2 String ZFERRNAIES “application/
Type json;charset=utf8” ,
X-Auth- = String EIAIERIE B Security
Token AdministratoriXfRAYJtoken,

e iz

=R =

[ ] i=p
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -X "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3-ext/projects/5c9f5525d9d24c5bbf91e74d86772029

e Response BodyZ2#{iiHH

2% BRI it 5i8H
project 2 Object mBER.

e projecti&z(iniAE

e AWk E-Sit) 4B

description | 2 String Bt

id = String InHID,
domain_id =2 String InBErfEdomaingdid .
name 2 String IE&AFR.
is_domain = Boolean E&J9domain,
enabled = Boolean ImE=E9HA,
parent_id 2 String IMBMAID,
status = String IRBEIYIRES .
suspended_ti | & String IMBRYFRESRTE]
me

LI )V =271
{

"project": {
"is_domain": false,
"description": "",
"enabled": true,
"id": "ee65ca70d3cf43aaaleab6492ce15f289",
"parent_id": "9041929bcc6e4bfe85add4e7b96ffdd7",
"domain_id": "398998b5392f4150ad48fe456d6de4f1",
"name": "{region_id}_test1",
"status": "suspended",
"suspended_time": "2017-08-17T02:50:23.000000"
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APl &%

4 API

N

7N i%Ae

200 SRR
400 EREEIR.
401 INIEEM
403 ELES S
404 KAZIRIR .
500 AERARSS TEIR
503 RS AR

4.4.9 RN B ECER

URI

iERESH

ZEORLRTFEE BT

o URIFE

GET /v3.0/0S-QUQOTA/projects/{project_id}

o SHRHA

24

BE | s¥EsE

ik

project_id

String

FEIRRIINEID.

2 4-22 iEF3K Header %1

8% 2E | s A
WA
X-Auth-Token | 2 String ItbtokenB] LUN MEE—1:

e B Security AdministratortfRAY

token,

o IAMAFHIToken ( TokenfdscopedE
REEEIRE project ) .
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RS E
2 4-23 I Body &1
2H SRR iR
quotas object KSEAER
2 4-24 quotas
84 SR R
resources Array of HBREE
objects
£ 4-25 resources
B8H SHERR U
max Integer Boiax KB
min Integer Bodnex/ VB
quota Integer HREIECER
type String [V St
used Integer E{FBEAYECET .
=Rl
GET https://sample.domain.com/v3.0/OS-QUOTA/projects/{project_id}
M 7~ A5
1RZ85F 200 A:
15K o
{
"quotas" : {
"resources" : [
{
"max" : 50,
"min" : 0,
"quota" : 10,
"type" : "project”,
"used" : 4
}
1
}
}
RS9 403 R
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IRBIRIENR
o N
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o 2
{
"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
"error_code" : "IAM.0003"
}
RS 404 B:
FHEERAEE .
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K7Z58879 500 AY:
RERIRSSHHIR -
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}
RSB
RS iR
200 IERN AN
401 TAIER ML
403 IRBERIENIR
404 RIKEFBNAYER
500 REBARSS HEIR
S NS N
4.5.1 EFRAFAILAARIEFSIZE
IhgeN4a
ZEORTFERAFTLBBERIEFSIE.
URI
GET /v3/auth/domains
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APl &%

4 API

iBmR

e Request Header2#{i5HH

S BARWYIE E i) izl
X-Auth- = String 21AiERtoken,
Token

o EREH

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/auth/domains

i iz

e Response BodyZ#{ijiEH
e BEWYI% it i5EA
domains 2 JSONArray | #HP%IZ,
links = JSONObject | FHPRIRIREE.

e domaint&ziiAH
e =AWk it 15488
enabled = Boolean =EEHEER, trueAEH,

falseJ9{EF, BAiAJtrue,

id 2 String fBFID,
name 2 String FHPETR,
links = JSONObject | AR EIRAIHEE
description | & String AR,

o  [BRZHFA
{

"domains": [{
"description": "desc of domain",
"enabled": true,
"id": "37ef61",
"links": {

"self": "https://sample.domain.com/v3/domains/37ef61"

L
"name": "my domain"
3,

"links": {

"previous": null,
"next": null
}
}
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APlI &%

4 API

N

7N i%AE

200 BRI
400 EREEIR.
401 INIEEY
403 ELESI
405 RIFRISE o
413 BEXRIAFT K
500 MEBARSSEEIR
503 RS AEIA.

4.5.2 ERHFEBEE R

URI

(=R

ZEORTERHFERERE, SEEEEERISAIIENFRANARER .

URIFE=L
GET /v3/domains/{domain_id}/config/security_compliance
SEURA
8% BRI 268 izl
domain_id 2 String FEHHRIFEFdomainfy
ID,
Request Header2#{i5i A
e Py Ay ikl 5iBH
Content-Type | 2 String ZFEBRABRIEAN
“application/
json;charset=utf8” ,
X-Auth-Token | 2 String ENERERBE S/
token,

BRI

N5k 01 (2022-08-15)
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curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/domains/{domain_id}/config/security_compliance

I iz
e Response BodyZ2#{i5iHH
e =R WI%E i) 15488
security_comp | £ JSON HEFEBEREREE
liance
password_reg | 2 String A EE S SR ESVS
ex o
password_reg | 2 String FDEERISAYEIA o
ex_description
o IRIAEH
{
"config": {
"security_compliance": {
"password_regex": "A(?=*\\d) (?=*[a-zA-Z]) {7,}$",
"password_regex_description": "Passwords must contain at least 1 letter, 1 digit, and be a
minimum length of 7 characters."
}
}
}
RS
RS 5eRH
200 IERN AR
400 BKREIR
401 TANIERM
403 ENEM
404 HAERR
405 RRFRIEE.
413 BRI K
500 MEBARSSHEIR -
503 RS AR

4.5.3 ERFHEEHPEDEERE

THREN R

(YR =
ZEORTFRBREEEREAEERERE, JUEDEEREREAIENFRIATLD
EA,
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URI

e URIKRT
GET /v3/domains/{domain_id}/config/security_compliance/{option}

o SR
24 AWk ESig) 15288

domain_id 2 String FEEIFHIFEFdomaindy
ID,

String TifFM, password_regex
oE
password_regex_descriptio
No

il

option

K
e Request Header2#{i5iHH
2 BRI E- Sl 158

Content-Type | 2 String ZFBRABIES
“application/
json;charset=utf8” ,

X-Auth-Token |2 String SN BESY
token,

i g
o IEKIFAI
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/domains/{domain_id}/config/security_compliance/
password_regex

i &z
e Response BodyZ#{ijiEH
e BEWYIE £ 15RH
config B JSON FHPZEERE RS

e configt&={ikAA

e =W - Sid) 4EH

password_reg | & String EhIR E RAERYIENIZRIA

ex o (EHoption}g
password_regexid) .
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£ AW S 1588

=
password_reg | & String EioRERIEAEA . (B
ex_description optionJg
password_regex_descriptio

nAd) o

LI )z =]
optionJpassword_regexHd:
{
"config": {
"password_regex": "A(?=*\\d) (?=.*[a-zA-Z]) {7,}$"
}
}
optionJfapassword_regex_descriptionfJ:
{
"config": {
"password_regex_description": "Passwords must contain at least 1 letter, 1 digit, and be a minimum
length of 7 characters."

}
}

RE&G
/NG ] ol
200 TBERAI
400 EREEIR
401 TANIESETY .
403 KW .
404 KAZNRE
405 RRVFRITTIE
413 IERRE SV S
500 MERARSSTRIR -
503 ARSZAATA

ZEORATFREERMGEGHEPEE, JLAESRIECEREE: user. group. idp.
agency. policy,
URI

o URIFET
GET /v3.0/0S-QUOTA/domains/{domain_id}
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APl &%
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5K

I iz

o YUK

B8 BRI il 15488

domain_id 2 String FEEIRYFEF domainfy
ID,

type & String EOEFECERYEE, 2§
user, group, idp, agency,
policyafhEEY

e Request Header2#{i5iHH

e =y v 3] i5BH

X-Auth-Token | 2 String IAMEFPRJtoken., ( TTESE
AR, )

o BRI

GET https://sample.domain.com/v3.0/0S-QUOTA/domains/{domain_id}?type=group

% 4-26 N7 Body &%

8% e et fik
quotas Object WSHEEEE
Z 4-27 quotas
8% e et fiik
resources Array of BREE.
objects
3£ 4-28 resources
e SR fix
max Integer Bodax AE.
min Integer Bcalex/JME .
quota Integer HBIHCAT
type String [T E St

N5k 01 (2022-08-15)
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2% SRR fHiA
used Integer EERRIEER
LI )z =27
E:'-itype?ggroupﬁﬁ:
"quotas": {
"resources": [
{
"max": 200,
"min": 10,
"quota": 20,
"type": "group”,
"used": 6
}
1
}
}
RSB
WEHE iHBE
200 BRI
400 BREFIR
401 NIES
403 ENEW
500 AERIRSS iR
503 RS AET .
4.6 FHFEE
4.6.1 EHiFFF%I%
TheEEN A
ZEORTESRAPIIE.
URI
e URIKET
GET /v3/users
o SHIHEA
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2 BRI it} =)z

domain_id & String APRPFrERdomaingdID,

enabled B String =RBEEAR, truelia
F, false8{EH, BAS
true,

name & String BrR&.

password_expi | & String ZoidEARYE, 8-

res_at password_expires_at={oper
ator}:{timestamp},
i

password_expires_at=lt:
2016-12-08T22:02:00Z

e operatorBUESBHE: lt,
lte, gt, gte, eq, neq
- It IR AT
timestamp

- lte: IHARGIEINTFSE
J-timestamp

- gt: IHRRYEIRTF
timestamp

- gte: SHARSEIXFE
JF-timestamp

- eq: THARYEET
timestamp

- neq: SHARTIEIAZEFT
timestamp

e timestampt&z{LAYYYY-
MM-DDTHH:mm:ssZ

\E\
18
e Request Header2#{i5iHH
) EEWIE Sl i5EA

Content-Type | 2 String ZFBRABIEN
“application/
json;charset=utf8” ,

X-Auth-Token | 2 String EIAIERYAB Security
AdministratorifERY
token,

o BEKIES
curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/users
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}iv
e Response BodyZ#{ixfH
2 BRWIE E-Sic) 588
users = JSONArray BR3I%.
links = JSONObject | FF&IRAIER o
o usert&zUiAE
e =AU it 15488
description = String PR,
domain_id 2 String FAFFREfEFRYID,
enabled = Boolean BRE8EH, truexr<EH,
falsek~MEM, EIAAtrue,
id = String FBFRIID,
links = JSONObjec | AR ZEIRRIBEE
t
name =2 String FAFBETR,
password_ex | 2 String SIS HARE) (UTCRYE) ) ,
pires_at “null” FRERBAZHE.
pwd_status | & Boolean FIIRZ, true: BEEXZE
3, false: IEZE.
pwd_strengt | & String BFRIEREEE ., high: ZE55R
h ES; mid: ZiEaE+E;
low: ZFBEE(R.
default_proje | & String AREREHEEMIADEERIIR
ct_id BID,
last_project_i | & String RAPERYE RS, EEHaRE
d IBIEAIRERID,
email =S String IAMPEFHBFE o
LI )z =207
{ "users": [{

"name": "username",

"links": {

"self": "https://sample.domain.com/v3/users/6d8b04e3bf99445b8f76300xxx"

I
"description": "1234",

"domain_id": "88b16b6440684467b8825d7xxx",
"enabled": false,

"id": "6d8b04e3bf99445b8f763009xxx",

"email" : ""

"default_project_id": "263fd9",

"password_expires_at": "2016-12-07T00:00:00.000000Z",
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"pwd_status": true,
"pwd_strength": "high",
"last_project_id": ""
1,
"links": {
"self": "https://sample.domain.com/v3/users?
domain_id=88b16b6440684467b882xxx154d8&enabled=false",
"previous": null,
"next": null
}
}
RSB
RS pizhilz
200 BRI
400 BREIR
401 NS S8
403 KLY
404 EARER
405 AREFNTEE
413 BRI K
500 MEBARSSEEIR
503 RS AR,
4.6.2 EHAFIFE
IngeN4A
ZEOBTESEEAPINFHEES.
URI
o URIFE
GET /v3/users/{user_id}
o  SHHHA
2% =EWi%E il 5eRH
user_id =2 String BFID,
BK
e Request Header2#{ii<H8
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Nl iz

e

ol

Content-Type

ZFBRABIEN
“application/
json;charset=utf8” ,

X-Auth-Token

EIAIERYAB Security
AdministratortXfERY
token, ZFAFBESHY

token,

IR

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/users/43cbe5e77aaf4665bbb962062dc1xxx

Response BodyZ#{i5iHH

S8 =AWk 5] 15488

user = JSONObject | userfd£.,

userfgz{ine

2H =AWk £t iz

description = String FEPRYEA,

domain_id = String BRFrEHEFRID,

enabled = Boolean BFREERER, truexrEH,
falseR~MEF, BiAStrue,

id = String BFRIID,

links = JSONObjec | P &IERBEE .

t

name = String FHRFPIETR,.

password_ex | 2 String ZhI T HARTE) ( UTCRYE] )

pires_at “null” FRREBAFIIER,

pwd_status &= Boolean BIOIRES, true: BEE(EME
i3, false: IEE.,

pwd_strengt | & String FIFPZERSEE . high: 353

h ES; mid: ZiEaEH5E,;
low: ZREEE(R.

default_proje | & String FREFREH e EEIABERIIR

ct_id 8ID,

last_project_i | & String BRERERSZR, EEtHIERE

d HIEIAIREBERIID,
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o IRAEH
{
"users": [{
"name": "username",
"links": {
"self": "https://sample.domain.com/v3/users/6d8b04e3bf99445b8f76300xxx"
I
"description": "1234",
"domain_id": "88b16b6440684467b8825d7xxx",
"enabled": false,
"id": "6d8b04e3bf99445b8f763009xxx",
"email" : ""
"default_project_id": "263fd9",
"password_expires_at": "2016-12-07T00:00:00.000000Z",
"pwd_status": true,
"pwd_strength": "high",
"last_project_id": ""
3,
"links": {
"self": "https://sample.domain.com/v3/users?
domain_id=88b16b6440684467b882xxx154d8&enabled=false",
"previous": null,
"next": null
}
}
RSB
RSB 5eBH
200 BRI
400 BREIR
401 INIERY
403 E eV
404 EAZER
405 AREFNTEE.
413 BRI A
500 MEBARSS IR
503 RS AR
\, A
4.6.3 HiIHFFFE (=)
ThEEN 4R
ZEOTLUBTFEERERIAMARIFE, HAMAREIIBCRIFRS.
URI
GET /v3.0/OS-USER/users/{user_id}
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& 4-29 IBRIZSH
2% =E | ¥ ik
WA
user_id = String FHEEIAMBRFID,
ERSHE
2 4-30 153Kk Header 2%
2% =8 | BHEE fiik
Whi%E
X-Auth-Token | 2 String SERTEAMARIERS: BSecurity
AdministratorffRAJtoken,
IAMAFREIRECHIFE: URLF
user_idFXRZIAMABFPRItoken ( TTFR4F
SRR ) o
)2
& 4-31 Wiy Body 2
2% S¥R A
user Object IAMARF{EE.
% 4-32 user
2 SR A
enabled Boolean IAMBRPREEH. trueRRBH, false®RE
F3, Bi\Jtrue,
id String IAMHEFID,
domain_id String IAMEFETEWRSID,
name String IAMAPZ
links Object IAMBFHIERIHEEE
xuser_id String IAMRPTESMNEBRZHRIID,
xuser_type String IAMRPTESNE R FHRYZEE,
areacode String IAMABRPFISAIESG
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2% SR fHiA

email String IAM P HBFE

phone String IAMARFS

pwd_status Boolean IAMBPZIBIRE ., true: EEEHZFD,
false: IEE,

update_time | String IAMFBFEFhETE .

create_time String IAM A FEIEERTE

last_login_tim | String IAMABFRREERATE .

e

pwd_strength | String IAMAIPZIE8RE , (558 9Low/Middle/Strong/
None, S alFRI~ZESRER/F/E/T.

is_domain_ow | Boolean IAMAAREaAKS .

ner

description String IAMAPEIAMEE

£ 4-33 userlinks

28 ST 115

self String TR HEIEHBLIE .

previous String BI— PR IR L .
next String [E—eBER RGE I

iBERA

GET https://sample.domain.com/v3.0/OS-USER/users/{user_id}

) aa ]
KRS 200 A
EREE o

{
Ilid|l : nn

"xuser_type" : ""

"email" : ""

"user" : {
"pwd_strength" : "Strong",
"create_time" : "2020-07-08 02:19:03.0",
"last_login_time" : null,
"areacode" : ""
"enabled" : true,
"domain_id" : "086ba757f90089cf0fe5c000dbe7f...",
"xuser_id" : ""
"pwd_status" : false,
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"update_time" : null,
"phone" : "-",
"name" : "autotest1",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://sample.domain.com/v3.0/OS-USER/users/093f75808b8089ba1f6dc000c7cac..."
B
"id" : "093f75808b8089ba1f6dc000c7cac...",
"xuser_type" : "",
"email" : "",
}
}
R[EHE
REE iR
200 BRI
403 IRBEREINR .
404 RILEEN IR
405 ARVFRIAE.
500 AEBARSS tEIR -
4.6.4 EVGRBFFERAFA
IhEEN4A
ZEOBTEEERARPMENRRPAER.
URI
e URIER
GET /v3/users/{user_id}/groups
o  S¥UHEA
e B il 15488
user_id = String BRID,
5K
e Request Header2#{ii<H8
2% =Wk il 15488
Content-Type |2 String ZFEBRNSEA
“application/
json;charset=utf8”
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2% EEWIE i) 15488
X-Auth-Token | 2 String EIANIERYAB Security

AdministratorfEAY
token, ZKEINERIERFE
BHYtoken,

o IEREAH

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/users/43cbe5e77aaf4665bbb962062dc1fc9d/groups

N 5z
e Response BodyZ#i5iRH
e ey 2y ESic) 1R

groups = JSONArray FBRPEIIZE,
links 2 JSONObject | BFPARIRIREE.
e groupt&=iiBA
e W% £ ]
description =2 String FAF 4R,
id = String FBFEID,
domain_id = String HFZErEdomainidID,
name 2 String HPBEETR,
links 2 JSONObject | FHFAERNRIREYEE .
create_time 2 Long P4 8I3ATE],
LI 0]z =247
{ "links": {

"previous": null,
"next": null
}I
"groups™: [{
"links": {
"self": "https://sample.domain.com/v3/groups/e21c7a1e415c4604927948dc24750716"
}

"id": "e21c7a1e415c4604927948dc24750716",
"create_time": 1472888495993,

"domain_id": "88b16b6440684467b8825d7d96e154d8",
"name": "admin"

1
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K&
K& 1588
200 =R
400 BEREEIR.
401 NN
403 KW .
404 KAZNRE
405 RRVFRITTIE
413 BRI K
500 MEBARSSHEIR -
503 RS AR
4.6.5 EIFFHBEERIEF
TheEN 4R

ZEORHEORFASTRESHIBFRYTIEE.

o URIKE
GET /v3/groups/{group_id}/users

o URISEUHBA

B AW it 548
group_id 2 String FBF4BR3ID,
o  EASHIKAA

B AW it yial:/z

domain_id & String BPFEFFEDomaingyID,

name B String %F‘E’J%%’?, KENFEF64=F
o

enabled “® String HFRFEAER8. true2EH,
false2=H.,
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B BRIk i) pizkilz
password_ex | & String FIoidHARYE, 8-
pires_at password_expires_at={operator
}{timestamp},
Bl

password_expires_at=lt:
2016-12-08T22:02:00Z

e operatorBUESEE: lt, lte,

gt, gte, eq, neq

- lt: JHARY AT
timestamp

- lte: SHARTEVNFETF
timestamp

- gt: iSHARGEIRTF
timestamp

- gte: THARSEIKFET
timestamp

- eq: THAREETF
timestamp

- neq: SHARYEIAET
timestamp

e timestampt&zLAYYYY-MM-
DDTHH:mm:ssZ

=R

e Request Header2#{i5HH

2% BRI &8 pizkilz

Content-Type | & String ZFEERBIEN “application/
json;charset=utf8”

X-Auth- 2 String EIAIERIE B Security

Token Administratori{fRAJtoken,

o EREH

curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/groups/00007111583e457389b0d4252643181b/users

Ml Rz
e Response BodyZ#{iiiH
e BEWYI% £ il

links = JSONObject | BFERBFRIEIREYEE .
users = JSONArray | BFPERBFI%IZE.
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o usertgTti5BA

25 =A% et 4B

description = String PR,

domain_id 2 String FAFErEfEFHIID,

enabled = Boolean BREGER, truekr=~BH,
false®/~ZH, EiIAHtrue,

id = String BFRIID,

links = JSONObjec | BFR&EIERIHEE .

t

name 2 String HFPIETR,

password_ex | 2 String RO S AR E) ( UTCRYIE) ) ,

pires_at “null” FRERBARIH.

pwd_status B Boolean BIOIRZ, true: EE(ENE
f3, false: IEE.

pwd_strengt | & String FIFPRIESEE . high: ER55E

h ES; mid: ZFigaE+E;
low: ZREsREK.

default_proje | & String AREREHEEMIABKEERIIR

Ct_id EIDO

last_project_i | & String BEFREREESRR], EEHEaHE

d HIaAIRERID,

email &= String IAMPFHBFE o

o [IRZFEH
{
"users": [{
"name": "username",
"links": {

"self": "https://sample.domain.com/v3/users/6d8b04e3bf99445b8f76300xxx"

%
"description": "1234",

"domain_id": "88b16b6440684467b8825d7xxx",
"enabled": false,

"id": "6d8b04e3bf99445b8f763009xxx",

"email" : ""

"default_project_id": "263fd9",

"password_expires_at": "2016-12-07T00:00:00.000000Z",

"pwd_status": true,
"pwd_strength": "high",
"last_project_id": ""

H,

"links": {

domain_id=88b16b6440684467b882xxx154d8&enabled=false",

"previous": null,
"next": null
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}
}
T
7N 15AE
200 IERR AV
400 ST
401 TANIESETY .
403 IRBREINR
404 HAZRIE

ThEeN 4
ZEOBRTFEE—HEA TR,
URI
POST /v3/users
=P
e Request Header&#{i5iHH
2% BRI E it jizkilz
Content-Type | £ String ZFEBRAREN
“application/
json;charset=utf8” ,
X-Auth-Token | £ String EIAIEAYIEB Security
AdministratorifRHY
token,

e Request BodyZ#{iiihH

e =Rk ERY ikl
name = String BFRE&, KE5~322/8, B8

UARBENEF, FHRFHR
RS “ TR . $xl
- =]

domain_id & String FBPRErfEdomaingyID,
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2% EARWIE il Lol
enabled &= Boolean =EABHEAR.

true NS, falseHEA,

2XIA true,

String FIPZHE,

o E/VEELITIUM=ZERF
FEEF: KE=FH.
INEZFE ., HFFHIEH%
F5;

o FEESHRFBLUUNAR
2RI,

o FREEBEFVISHIAR
8,

o WIHEWKFIREPE
BERERAYESK;

String R EARIproject ID,

i1y

password

17

default_project
_id

iy

description String HPRERMEE

NPT
o EKIEH
1328 FEIRBIZIGRT A ${filename}.json, ${filename}RIGITHEHRZ, AFRATLIBEEN .
{
"user": {
"default_project_id": "acf2ffabba974fae8f30378ffde2cfa6",
"domain_id": "88b16b6440684467b8825d7d96e154d8",
"enabled": true,
"name": "jamesdoe",
"password": TWkkkkkkkk!l

}

}

2. 7x${filename} jsonXHRIBR T, HiTa1 Fcurlds<.

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X POST -d @${filename} json https.//sample.domain.com/v3/users
3.E${filenameljsonXEHRIBRT, T TFa<SMIBRIGES SX4${filename}.json.

rm ${filename} json

N iz

e Response BodyZ#{ijiEH

2% Py i) 15388
user = JSONObject | user¥ds.,

o usert&=tiEA
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2% BRWIE 68y izl
enabled = Boolean =aEHEARF.
true IS, falseiEH,
ZKiNStrue,
id 2 String FBFID,
domain_id = String FFBrfEdomainfdID,
name 2 String FHP&%R,
links = JSONObject | FIFRIRIREHER .
default_project | & String FAFERiARIproject ID,
_id
password_expi | 2 String ESId AR E) ( UTCRY
res_at &), “null” ¥REHEAR
IHA,
o NARFFHI
{
"user": {
"name": "jamesdoe",
"links": {

"self": "https://sample.domain.com/v3/users/614d1d2fb86940faab8f350bf1b9dbac"
I
"domain_id": "88b16b6440684467b8825d7d96e154d8",
"enabled": true,
"id": "614d1d2fb86940faab8f350bf1b9dbac",
"default_project_id": "acf2ffabba974fae8f30378ffde2cfa6",
"password_expires_at": null

}
}

N
R 1588
201 BUERRLIN
400 BEREIR.
401 TANIERM
403 &2 E S
404 KAENRE
405 RRVFRITTIE
409 BRI,
413 BRI K
500 MEBARSSEEIR
503 ARSZAATA
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4.6.7 (BT

URI

ZZOBTRAFENECERS.

o URIKRT
POST /v3/users/{user_id}/password

e URIZHUHAB

2 o v ESit) ikl
user_id = String BRID,
e Request Header&#{ijiBH
2% A% E-Sit) 1588
Content-Type | £ String ZFEABIEN
“application/

json;charset=utf8” ,

X-Auth-Token | 2 String E1AlEATtoken,

e Request BodyZ#ijiAH

2 BEWwI% it 54
original_passw | 2 String BRIEZ,
ord

password = String FBRPAIFhE .

o EVAZLITIUMZFRT
REYFER: KEFH.
INEFE. HFFIEHK

sk

175

o REESHRPBALIKERF
ZHBRIE;

o REEEEFHSHIMB
8,

o WINHEMFIZRERE
BSRRSHIEK;
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o IEKHEH
1328 T EIRBIZIGRT A ${filename}.json, ${filename}RIGITHEHRZ, AFRATLIBEENX -
{

"user": {
"paSSWOFd"' Wikkkokokkodeok 11
° ’
"Original_paSSword": Wikkkkkkkk 1!

}

}

2. 7£${filename} jsonHREIBR T, HiTa1 Fcurldi<.

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X POST -d @${filename} json https.//sample.domain.com/v3/users/
2c1c6c54e59141b889c99e6fada5f19f/password

3.7E${filenameljsonERIBFT, WITa0 e MIBRIGATSZE${filename}.json,

rm ${filename} json

N iz

FoM R4

RE&G
7N i%Ae
204 (ERR A
400 EREEIR.
401 TANIESETY .
403 ELES S
404 KAZIRIR .
405 RIFRISIE o
413 =R SO NS
500 MEBARSSEEIR
503 RS,

4.6.8 (EFAFEE

ab
IRENR

ZEORTERBFR TYNARRER

URI
e URIER
PATCH /v3/users/{user_id}
o URIZHu5HEA
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2H BRI i) 15488
user_id = String BPRID,

1BK
e Request Header&#ui<hH
2 BEWIE it 15488

Content-Type |2 String ZFERSEN
“application/
json;charset=utf8” ,

X-Auth-Token | 2 String EIAIEAYIEB Security
AdministratoriXfERY
token,

e Request BodyZ#ijiAH

2% BE Wk et L]

name & String BFR&, KE5~322/8,

BANRENET, 155%F
FRESS “THZ%k . &
Xlze-. M=K .

String FHPFErfEdomainfyID,

Boolean =aBBAR, truehild

F, falsefEA, AR

true,

String FBREFHES

o E/VEELUITIMM=ZERF
FaEE: K5=x
8. NEF8. HFM
SRR

o FEESAHRFPZLUNRARF
BRI,

) Z:‘ﬁ"é@/éim%mﬂiﬂ
1

o VIHEKRFIRERER
BRI ESK;

String FBFREkiAR9project ID,

domain_id

o | DN

enabled

iy

password

iy

default_projec
t_id

i1y

description String BFREAER .

o EREH
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N iz

1IRBBLA MER IR IGRT S ${filename}.json, ${filename}2IGAIXEE, AFPATUEEY
{
"user": {
"name": "james1234",
"default_project_id": "88b16b6440684467b8825d7d96e154d8",
"enabled": false,
Ilpasswordﬂ: Tkkkkkkkk!l
}
}
2.7xs${filename}jsonXHRIBRT, HiT Fcurldi<.
curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X POST -d @${filename} json https.//sample.domain.com/v3/users/
2c1c6c54e59141b889c99e6fadasf19f
3.7xs${filename}jsonXHRIBR T, HITaNTanSMIBRIGETSZE${filename}.json,

rm ${filename} json

Response BodyZ#{i5i8H

25 =A% et ]
user 2 JSONObject userfdsR,
usert&= 54 A8
2 A WIE i pial:ls
enabled 2 Boolean =ABREER. trueNF
H, falsen{=A, EIAB
true,
id = String FBFID,
domain_id = String FHFBrfEdomaingdID,
name 2 String BR&R.
links = JSONObject BRI SIEEE .
decription 2 String FFRERAER
default_projec | & String FAFEkiAB9project ID,
t_id
password_expi | 2 String S S HARTE ( UTCRT
res_at @), “null” FRERD
i2HE .
o [IRZFF
{
"user": {
"name": "james1234",
"links": {
"self": "https://sample.domain.com/v3/users/6d8b04e3bf99445b8f76300903e5bf32"
1
"decription": {
}

"'oiomain_id": "88b16b6440684467b8825d7d96e154d8",
"enabled": false,
"id": "6d8b04e3bf99445b8f76300903e5bf32",
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"default_project_id": "88b16b6440684467b8825d7d96e154d8",
"password_expires_at": "2016-12-07T00:00:00.000000Z"
}
}
REB
RSB 4B
200 15K o
400 BKEEIR.
401 NS
403 EINEM
404 HAZER
405 AFaIBEiE.
409 HRHR,
413 ERAEEK
500 AEP RS HBIR -
503 RBARIHA,
. AthnfEs =
4.6.9 X FAREE (@ SHEFIFISE )
IHEENA
ZEOBTFELMAMARER, FRNR: IAMBR.
URI
PUT /v3.0/OS-USER/users/{user_id}/info
5K
e Request Header=#{ii<H8
B8H BRIk -] 488
Content-Type | 2 String ZFEABIESN
“application/
json;charset=utf8” ,
X-Auth-Token | 2 String FIFBCchiJtoken,
e Request BodyZ#{i5iHB
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2% P Ay i) pizkilz
email & String HRFE, MEHMFER, KE
INFETF 2550,
phone & String FNS, #H8F, KE/MNF
£F320,
MFELFN S, ExRMG
areacode & String EEIER
MFELFISHE, HINA
o IERIFHI
- RBBLATERRAIZIGRI S ${filenamel.json, ${filename}2IGATHZ, FH
FRILIBEN .
{
"user": {
"areacode": "0086",
"phone": "18292010816",
"email": "abcdefg@123.com"
}
}
- 1E${filename}jsonHREBERT, AT Fcurlds$.
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-
Token:$token" -X PUT -d @${filename}.json https.//sample.domain.com/v3.0/OS-USER/users/
0638848aa7801dbe1f01c01e92b95df7/info
- 1E${filename}jsonEHRIEFR T, PTU T a<SHIBRIGETSCAS
{filename}.json,
rm ${filename} json
Ml iz
p ! )V
K&
RSB 5iEA
204 &Rk
400 IERREIEN
401 TANIERM
403 EREW .
404 KAZNRE
405 TRFRIEE
409 RIREHR,
413 BERAFIT K
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RS Lzt
500 AEBIRSS IR
503 ARSI,
4.6.10 EER(EN IAM FIF(ERE ( B &HFEFIFHSHI)
INEeEN4A
ZEOJLUUBTFEXNAMBRER. EANR: EEA .
URI
PUT /v3.0/OS-USER/users/{user_id}
+4-34 BRBH
B8H =E | BHEE R
Whik
user_id =2 String HFEM=ZERIAMBRID,
1ERSH
2 4-35 153k Header 2%
BH = WI%E 8% | ik
R
Content-Type | 2 String | 1Z=FERBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | #A&Security AdministratortfRAY
token,
3 4-36 153K Body £%{
B8H =E | BHEE R
WA
user = Object IAMABRF{EE.
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2% 4-37 user

2H

/

=A | B¥EE
%

53

fik

name

= String

MAPE, KES~3221E, BIABEE
=, HHRFHREEES “THE . F
iug\%'\ *DEE%” o

password

N

String

IAMRBFHET .

o RBEFNEBR/IMKENAIFF,
E6—321ﬁZI‘Eﬂ§%ﬁﬁf—"‘ ERNEAELS

o ELEBRUATUMFFIRAIRM: K
BSF8. N\EFE. HFIHKF
o

. %Zﬁiﬁimﬁ)ﬂiﬁﬁﬂ!ﬂ%ﬁgﬁﬂﬁﬂ’ﬂg

o HEMARESIRIEIEER

email

iy

String

IAMPF#rHEBFE, BRTSHMERSER, KE
INFETF255F 5,

areacode

String

EZxi3. BRSFHSEEFE.

phone

I | DN

String

IAMBR#IFNS, 48T, KENZE
F320%, WIREERBENEFE.

enabled

Boolean

iy

EREHIAMBR, trueAEH, false)s
=M, BtikAtrue,

pwd_status

Boolean

N

IAMBFPEXEREEETBIEXNER .
true A E(ENERD, false IAFEE
MRS, EAAAtrue,

xuser_type

N

String

IAMBRPEINIRZHRIZEE, KE/NTF
ZF 6411, xuser_typeflRIFE, NFE
E5E—FfEFFAIxaccount_type.
xdomain_typefkis, RS5xuser_id[EJRT
=F=E.
AR
INBRGIE S RAXHEZAIIINEP I SRR
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESEE, TEERFIRE, 1B551E
TIEER,
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2% =h | By fiik
xuser_id B String IAMBREIINBRZHFRIID, KENF
EF128(7, WSxuser_typeEIRTTF
o
L)z}
INERRFHES R AXHERIIINEPE W EIER
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser type\
xuser_idESHE, TEERSIKRE, 5510
EWERR,
description & String IAMBRPFiEREE

N Rz S4(

% 4-38 I Body 2%

2% S RER
user Object IAMABFPEE,
R 4-39 user
2% e el fHiA
pwd_status Boolean BRXEMEREERE,
xuser_id String IAMBBFEIMNEBR G HEIID,
]
INBRGHES RAIHEINP W BB RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. XUSer_type. Xuser _dESHE, TiEE
REFREL, BEHEEWVEER,
xuser_type String IAMBFPEINB R ZEHRISEE,
588
SRR FHEE R AXHERIINP RV EIE RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id, xuser_type. xuser. _idESHIE, TEE
REGRE, BEEtWERER.
description String IAMAPRIFHEREE .
name String IAMARP#BRE, KE5~32208), BfAEER
HF, BHRFRHREGATE “_7 . PRk
[13 ” *D *Q
phone String IAMBF#IFINS, &#8F, KENFEFTF32
i, HREERBEINFE.
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2% SR fHiA

domain_id String IAMAFERBWKSID,

enabled Boolean EEBAIAMBR, trueNEH, falsehiZH,
ZiAStrue,

pwd_status Boolean IAMBFRBEREREETEELNED. truehFH
ZENE, false AINBEIERE, BIAK
true,

areacode String ESEREN

email String |IAM P P #rHB#E o

id String IAMEEFID

links Object IAMBBFRIRRIHEES

password_exp | String ZEIITHARGE) (UTCRTE ) , “null” FREBRBR

ires_at 9HA.

% 4-40 user.links
2% SR fHiA
self String RIREE AL

iBERTA

PUT https://sample.domain.com/v3.0/OS-USER/users/{user_id}
{

"user": {

"email": "IAMEmail@123.com",

"areacode": "0086",
"phone": "12345678910",

"enabled": true,

"name": "I[AMUser",

"password": "IAMPassword@",

"pwd_status": false,

"xuser_type": "",
"xuser_id": "",

"description": "IAMDescription"

M Rz~
KRS 200 A
R o
{

"user": {

"description": "IAMDescription",

"enabled": true,

"pwd_status": false,
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)

RI=0g

"xuser_id": "",

"domain_id": "d78cbac186b744899480f25bd0...",

"phone": "12345678910",
"name": "IAMUser",

"links": {

b
"id": "076934ff9f0010cd1f0bc0031019...",

"xuser_type": "",
"email": "IAMEmail@123.com"

IREHE ik

200 BRI

400 ST

401 NS

403 S BEREINR .

404 FRILEIBRAYERR o

405 RRFNREE.

409 BRI,

413 BRI K

500 AEBARSSHEIR -

503 RSB AR .

K& EIR HIRER

400 1100 ERICINIESEL

400 1101 FPEZRIGKM

400 1102 HRFETRIG R o

400 1103 A eSS

400 1104 FNSRINEY

400 1105 xuser_typeis
xdomain_typetBE .

400 1106 ExiE. FINSYRENEF
fa

400 1107 MRS EE R EARMIER .

N#5hRA 01 (2022-08-15)
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K& IR HIREE

400 1108 EBA RS REEIER

400 1109 BAREE&FE.

400 1110 HRFEEFE.

400 1111 FNSEFE

400 1113 xuser_id. xuser_typeEfF
e

400 1115 IAMBFP#EAEIE&KIR
o

400 1117 FPHEIR RIS .

4.6.11 MR

IhEENA
ZiEOBFHREERF
URI
e URIKRT
DELETE /v3/users/{user_id}
o URISHLEA
S BRI it} ]
user_id = String HRFID,
Bk
e Request Header&#{i5iBH
2% BRIk i) 5488
Content-Type | 2 String ZFEASEN
“application/
json;charset=utf8”
X-Auth-Token | 2 String EIAIERYHB Security
AdministratortfRaY
token,

o EREH

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X DELETE https.//sample.domain.com/v3/users/2c1c6c54e59141b889c99e6fadas5f19f
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APl &% 4 API
}iv
TR AR o
NG
K& 1508
204 MBRARI o
400 I5RIFIR
401 INERM
403 =HESLgS
404 HARER
405 RIVFRITT IR
413 ERET K
500 REBARSStEI=
503 ARSI A
4.6.12 HERRFEFAR
ThEENR
iz ORHMR A+ BFAIINEE .
URI
e URIFET
DELETE /v3/groups/{group_id}/users/{user_id}
o URIZHKEA
Bt ERUWIE S 1588
group_id = String FAF4EHIID,
user_id = String FAFRIID,
K
e Request Header2#{ii<H8
2¥ BRIk Bt il
Content- = String ZFERABIEA “application/
Type json;charset=utf8” ,

MAERRAS 01 (2022-08-15)
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2% Py p Ay R Lol
X-Auth- = String EIANIERYIEA Security
Token Administratorf{fEAJtoken.

o BEKIES
curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X DELETE https.//sample.domain.com/v3/groups/00007111583e457389b0d4252643181b/
users/edb66d2b656c43d0b67fb143d670bb3a

M Rz
Telia R4 o

RSB
RSB yiol:ls
204 BRI .
400 KR
401 INIES
403 RBEIRIERIR
404 HAZER

4.6.13 &ifj IAM FHFEY MFA 43S B33

IEEN4A

ZiEO BT ESEREGIAMARHMFASIEESESIR .
URI

GET /v3.0/OS-MFA/virtual-mfa-devices
IBREH

% 4-41 53K Header 2%

2 =E | s%EsE R
WA
X-Auth-Token | 2 String G Security AdministratorffRAY
token,
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R3S
% 4-42 WK Body &%
8% SHEE 1k
virtual_mfa_ | Array of objects | EEHAMFAIREZEETIER.
devices
=€ 4-43 virtual_mfa_devices
2% S¥RE R
serial_number | String FEIUAMFARIR B RIS .
user_id String IAMBBFID,
=]
GET https://sample.domain.com/v3.0/OS-MFA/virtual-mfa-devices
i Rz~ 5
KB 200 A
BRI
{
"virtual_mfa_devices" : [
{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam/mfa/16b26081f43d4c628c4bb88cf32e9..."
1
{
"user_id" : "47026081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam/mfa/75226081f43d4c628c4bb88cf32e9..."
}
1
}
RZ58879 403 AY:
IRBIRIENR
o 1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o f3l2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
R7Z&R8 9 404 BY:
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FRIKEBRAYER R
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K&/ 500 A
REBIRSS IR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
KRB
RSB iR
200 BRI
401 TNIESM
403 IRBEREINR .
404 RIEKEERAIER
500 AEBARSSHEIR -

4.6.14 EiFIEE 1AM FAFEY MFA 48E(ER

ThRENA

ZEOULATEEREEEEAMARNMFARERESS, SIAMBFREIECH
MFAZBE(SR

URI

GET /v3.0/0OS-MFA/users/{user_id}/virtual-mfa-device

x4-44 BIZBY

2% TR e i 1A
user_id £ | String HEMRIAMARID,
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IBREH
2 4-45 153Kk Header 2%
8H 2 | ¥R ik
Wik
X-Auth-Token | £ String EEREFIAMBFHIMFASEER:
#5 Security AdministratoriZRAY
token,
IAMBPEIIECHIMFA4RE(SE: URL
druser_idprXd M IAMAFHItoken ( T
FEERBUR ) o
VRS54
2K 4-46 WL Body 2
B8H SRR R
virtual_mfa_ | object EHIIMFAIREEE.
device
£ 4-47 virtual_mfa_device
¥ SRR A
serial_number | String EHMFARNIR S FIIS .
user_id String IAMBRID,
=2 ANl

il iz 73~ 451

GET https://sample.domain.com/v3.0/OS-MFA/users/{user_id}/virtual-mfa-device

RSB 200 AY:

AR o
{
{

"virtual_mfa_device" :

"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"serial_number" : "iam/mfa/16b26081f43d4c628c4bb88cf32e9..."

}
}

RSB 403 A

IRBRIEIR

N#5hRZA 01 (2022-08-15)
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o N
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o ffl2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

RESBH 404 B
RIENERRIEE
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

ARG F 500 B
ARSI HRIR -
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,

"error_code" : "IAM.0006"
}

T

R ik

200 BRI

401 TAIERML

403 IREERENIR .

404 REKEENAER
500 REBARSSHEIR

4.6.15 &if) IAM FHIPRNERFRIPIREEEYIZE

ThREN A

ZEOUATFEEREEAMARPNERFRIPREIIZER.

GET /v3.0/0OS-USER/login-protects
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IERSH

% 4-48 53K Header 2%

¥ =

SHE ik

EH
Wik
X-Auth-Token | 2 String 1A Security AdministratorffRAY
token,
V254
2 4-49 L7 Body 2#
2 S A
login_protect | Array of BRFIPIRSERIIZE.
s objects 1588
QREEEIEFRIPFIBEPRSER.
2 4-50 login_protects
2% ST RER
enabled Boolean IAMARPZ2EHEERRFRIP, B "true", X
B9 false",
user_id String IAMBFRID,
verification_m | String IAMBFRERIIIES .
ethod o email: HBAIEIERS
e vmfa: EHIMFA
e SMS: FHIGIERS

BRI

GET https://sample.domain.com/v3.0/OS-USER/login-protects

I 7~ A5
RAHEH 200 A:
BRI
{

"login_protects" : [

"user_id" : "75226081f43d4c628c4bb88cf32e9...",

"enabled" : true,
"verification_method" : "email"

N#5hRZA 01 (2022-08-15)
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1

{
"user_id" : "16b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "vmfa"
1

{
"user_id" : "56b26081f43d4c628c4bb88cf32e9...",
"enabled" : true,
"verification_method" : "sms
}

{
"user_id" : "08c16cb6c58010691f81c0028dd94...",
"enabled" : false,
"verification_method" : "none"
}

1

n

MARY:
SHFMKREBTERFFOAMBR, ZEOLTIRNEESRRPRSEE, RREFREITE
FRPHAPRSER.
KZ58879 403 A
ISBRIRIENIR

o A1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "|IAM.0002"

}
o ffll2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"

}
KZ8879 404 A
RIEERRIEE
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

RAEBH 500 A:
RER RS IR .

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}

TN

REES fiEiR

200 BRI .
401 TAIESEY
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RSB )%
403 RERIESUR .
404 RILEIERMAYZIR
500 AEBIRS = -

4.6.16 EHiFETE IAM ARFRNEFRFRIPIRSER

INEEN4A
ZEOUUBTFEERERIEEAMBFRNERFEIPIREES, sAMBREEBECH
ERIFIPREER.
URI
GET /v3.0/0OS-USER/users/{user_id}/login-protect
= 4-51 BBEBH
2% =8 | SR 3%
Wi
user_id = String FEIENIAMBRAID,
IBREH
2 4-52 53K Header £2#f
8% 2 | %R fER
Wik
X-Auth-Token | 2 String EEREEIAMBRIERFIPREE
B B Security AdministratorilfRHY
token,
IAMARF&EIIECHERFIPRESER:
URLAuser_idprXd M IAM BB BItoken
( TEAEFHBUR )
D)VES58

JRZSFSJ9 200 A
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2K 4-53 Wiy Body 2

S SR 15
login_protect | object BRIRSEFPER.
2k 4-54 login_protect

2% SR fHiA

enabled Boolean IAMBREEHBEERFP, FEA"true", KX
[B9"false",

user_id String IAMERID,

verification_m | String IAMBBFERIIESL .

ethod

\$ —
=Rl
GET https://sample.domain.com/v3.0/OS-USER/users/{user_id}/login-protect

N Rz73~51
RSB 200 A:
BRAIN .

{
"login_protect" : {
"user_id" : "16b26081f43d4c628c4bb88cf32€9...",
"enabled" : true,
"verification_method" : "vmfa"
}
}

R 7 403 B:
IREIRIERUR .

o A1
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o ffl2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

R&3H 404 B:
REKEIEMATETR

{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
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"error_code" : "IAM.0004"
}
MR
MNFNREETERFIFHIAMAR, ZEOXERNEEERFIPRASER, SREIAM.
0004$51RA3 .
WZRDF9 500 B
MEBIRSS IR .
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}
I NEE
K& fEix
200 IER AN
401 TAIERYL
403 IBEREIR
404 RILEENAVEE o
500 AERARSS TRIR
4.6.17 BlIE MFA i85
TheEEN R
ZEO L ATFIAMAR B CEIEMFAIRS .
URI
POST /v3.0/OS-MFA/virtual-mfa-devices
BERSH

K 4-55 153K Header 2#f

2% BEWI% SRR fR
X-Auth-Token | £ String IAMARAECBIEMFAIZ S

i&kBodyrhuser_idpFXdRZIAM
ﬁﬁi)jﬂ’ﬂtoken ( TTEHFFHR
BE o

MAERRAS 01 (2022-08-15)
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7 4-56 153K Body &%
2% =Rk SR ik
virtual mfa_ | 2 object LIEZERMFAIREIE R
device
=€ 4-57 virtual_mfa_device
¥ =AW SHER ik
name = String REBR
R=AMKE: 1
BRAKE: 64
user_id 2 String BIEMFAIRERIIAMARFID,
IR S5
REBA 201 A
X 4-58 WLy Body 2
2% SHEER R
virtual_mfa_ | object BIZAIMFAIRE(EE.,
device
=€ 4-59 virtual_mfa_device
2 SR A
serial_number | String MFAIREFIIS,
base32_string | String ZIHER, BTFE=FEE RIS,
_seed
=Rl
POST https://sample.domain.com/v3.0/OS-MFA/virtual-mfa-devices
{
"virtual_mfa_device" : {
"name" : "{device_name}",
"user_id" : "09f99d8f6a001d4f1f01c00c31968..."
}
}
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N Rz 73~451

KEB/: 201

BRI

{

"virtual_mfa_device": {
"serial_number": "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}",
"base32_string_seed": "{string}"

}
}
RS
7Nz R
201 BRI
400 BERRIGFE
401 INIERML
403 BRI
409 FREEKRZERRENR,
500 AFEIR

4.6.18 fHF& MFA 1255
THRENE
ZEOT L BTFEESMRE SAIMFAIZSE

URI
DELETE /v3.0/OS-MFA/virtual-mfa-devices

2 4-60 Query 2%

S8 BBk SR ik
user_id = String FﬂﬂJBfFM FAIRZRIIAMERFID,
BERECRIAERID,

String MFAIREFSIS .

ali

serial_number
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IERSH

X 4-61 53K Header &%

2% R WI% SR HEid
X-auth-Token | @ String & Security AdministratoriX

FRAYtoken,

=351

BRI

DELETE https://sample.domain.com/v3.0/OS-MFA/virtual-mfa-devices?
user_id=09f6bd85fc801de41f0cc00ce9172...&serial_number=iam:09f6bd6a96801de40f01c00c85691....mfa/

{device_name}

il iz 73~

7
RS
BTN 1)
204 BRI
401 TNIESETE
403 TBRARIEIN
500 RFRHEIR.

4.6.19 48 MFA i

ThREN A

ZEZEOATUBFIAMBRIECHEMFAIRSE

URI

PUT /v3.0/0OS-MFA/mfa-devices/bind

N5k 01 (2022-08-15)
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IERSH

% 4-62 53K Header 2%

2% 2% |34 |k
e |

X-Auth-token String | i53KkBodysuser_idFrX3RIIAMEFAItoken

( TREFHRUR ) -

ali

7 4-63 53K Body 2

2% =AW | BHEE | R

% =
user_id = String | S4B EMFAIRZHIAMEBFID,
serialnumber | 2 String | MFAIRE RIS,
authentication_ | 2 String | S8—HISIEART,

code_first

fali

authentication_
code_second

String | 38 _£RIEIERS .

N Rz S4(

iBRTA

PUT https://sample.domain.com/v3.0/OS-MFA/mfa-devices/bind

{
"user_id" : "09f99d8f6a001d4f1f01c00c31968...",
"authentication_code_first" : "977931",
"authentication_code_second" : "527347",
"serial_number" : "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}"

}
i Nz 73~451
¥
KT
RSB R
204 BRI
400 BERRIERE,
401 TAIESEY
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AP| &% 4 AP
K& A
403 BRI
404 X ENERER,
409 FREFEEKRZERRENR,
500 RAEIR

4.6.20 f#48 MFA 1255

INREN4A

iZiEOa L BFEERB4IAMBAFHBIMFAIES, SIAMARHESREMFAIRS .
URI

PUT /v3.0/0OS-MFA/mfa-devices/unbind
IBRESH

K 4-64 153k Header 2%

2% 2Rk SEER )%
X-Auth-Token | & String . EIE,leAM%F'% HEMFA

&% B Security
AdministratoripREY
token,

o IAMAFABCREEIMFAIR
% 1B5kBodyHuser_idFxd
MNIAMBIFRItoken ( TELS

PRIR ) o
% 4-65 153K Body 2%
¥ BRI SHER i)
user_id = String FRYIMFAIRERIAMEBERID,
authenticatio | 2 String o SERAIAMAFREEIMFA
n_code RE: BEEEEE, FHT
*XH_L o
o |IAMBFPAECHE4IMFAIZ
% ESEIAMFAIGIFRSFF
R,
serial_number | 2 String MFAIZ RIS,
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=351

SR
BRI
PUT https://sample.domain.com/v3.0/OS-MFA/mfa-devices/unbind

{
"user_id" : "09f99d8f6a001d4f1f01c00c31968...",
"authentication_code" : "373658",
"serial_number" : "iam:09f6bd6a96801de40f01c00c85691....mfa/{device_name}"

}
i Rz 73~5
7
RSB
7Nz 3%
204 IERN AN
400 BRI RE
401 TAIERML
403 BRI
404 T EZHENEREIR
409 FREERZERTRLEHSE,
500 REEIR

4.6.21 {22 1AM RIFRIERFIPREER
ThEENA
RO AT SRR ERAMAF S RRPRSEE.

URI
PUT /v3.0/OS-USER/users/{user_id}/login-protect
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& 4-66 BRIESH
2% BEY | SRR R
i%
user_id 2 String FHELERFIPIRESEERIAMAERID,
IERSE
Z 4-67 53Kk Header 2#{
2% = | SR | AR
WHi%k
X-Auth-token | 2 String 1A Security Administratorf{pRAYtoken,
7 4-68 153K Body 2%
2% 2 | S¥EsE R
WhIsE
login_protect | 2 object BREPREER.
£ 4-69 Login_project
2% =h | SR fA
Wik
enabled = Boolean IAMERREHFRERRFEIF, ABH
"true", FRFFN"false"s
verification_.m | 2 String IAMABRPZERIGIEAT . FHLLGIEA
ethod “sms” HBFEIGIESS “email” ,MFASIIE
7 “vmfa” .
NS
K763 200 B:
% 4-70 K7 Body 2%
2% e el fHiA
login_protect | object BRFPIASER
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iERPI

N Rz7~51

N

& 4-71 login_protect

ethod

2% S¥RT R

user_id String FEXERFIPEENIAMARID,

enabled Boolean IAMARP2EHBERFIP, FBA"true", &~FH
Ba"false",

verification_m | String IAMBRERIIEFTL. FHNIESR “sms” HB

FEIRIEA “email” MFARSIES “vmfa” .

PUT https://sample.domain.com/v3.0/OS-USER/users/{user_id}/login-protect

"login_protect" : {
"enabled" : true,

"verification_method" : "vmfa"

}
}

IRE&RS: 200
53RN

{
"login_protect" : {

"user_id": "16b26081f43d4c628c4bb88cf32e9...",

"enabled" : true,

"verification_method" : "vmfa"

}
}

R R

200 IERN AV
400 BRI RE
401 TAIERML

403 TBRARIFN
404 HARNEE
500 RFRHEIR.

4.7 BFAEE
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4.7.1 SRR HESIZE
IhEEN 4R
ZEOREESRFAEENINEE.
URI
e URIKE=
GET /v3/groups{?domain_id,name}
o THSHIL
=5 =AWk St i8R
domain_id B String AP ErEDomaingdID
name & String BRAENEIR, KENFETF64
Fo
B
e Request Header2#ixAH
2% =%k i) 5iRH
Content- 2 String ZFENEES “application/
Type json;charset=utf8” ,
X-Auth- 2 String EIAIEAYIEB Security
Token AdministratoriXfEAYtoken,
o IERIFAI
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
sample.domain.com/v3/groups?domain_id=ac7197fd67a24dc5850972854729a762&name=group123
Mg iz
e Response BodyZ#{i5ihH
e Py Ay i) 5iAH
links = JSONObjec | FAFHERIRIRHEE
t
groups = JSONArray | FBF4B%I%.
e groupZHuiAA
2% =A% i) 15iRH
description | &2 String BPHEER,
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e BAWIE i) 588
domain_id 2 String FBRHFrEDomainglJID,
id 2 String ARF4ER91D,
links = JSONObject | FAF4HRIRIREHER:
name = String BRHIEAR.
create_time | 2 Long FBF4B8IAYARTE]
LI )z =207
{
"links": {
"self": "https://sample.domain.com/v3/groups?
domain_id=ac7197fd67a24dc5850972854729a762&name=group123",
"previous": null,
"next": null
by
"groups™: [{
"description™: "",
"links": {
"self": "https://sample.domain.com/v3/groups/ff74abaeabe34c278a4b7693c7f0dff7"
Iy
"id": "ff74abaeabe34c278a4b7693c7f0dff7",
"create_time": 1482566254983,
"domain_id": "ac7197fd67a24dc5850972854729a762",
"name": "group123"
bl
}
N
R %iRA
200 IERN AR
400 ST
401 TNIESRTY
403 RBRIENIR
\, N
4.7.2 EAIRPAEIFIE
TheENB
ZEOREEIRFEIFMREEII0EE.
URI
o URIFEZL
GET /v3/groups/{group_id}
o EASHINA
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Bt BRIk St il
group_id = String BRFERID,
K
e Request Header2#{ii<H8
S ERUWIE St il
Content- = String ZFERNAENA “application/
Type json;charset=utf8” ,
X-Auth- = String EIANIERYB Security
Token AdministratortXfREJtoken
o iEREAHI
curl -i -k -H "X-Auth-Token.$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
sample.domain.com/v3/groups/ab9f261180d746ef8624beb5ae39b5aa
M) iz

e Response BodyZ#{iiiH

2% BRI it itz

group 2 JSONObject | FAFEAIMMRIIA
description | £ String FBF4Ba%%EA
domain_id =2 String BPF4EFFEDomaingdID,
id 2 String FBF4E89ID,

links 2 JSONObject | FAFP4EAYSEE .

name = String FHFHENEZTR,
create_time | 2 Long FF4B8IiEATE],

o IGRIFEB
{

"group":{

"domain_id":"d54061ebcb5145dd814f8eb3fe9b7ac0",
"description":"Contract developers",

"id":"ab9f261180d746ef8624beb5ae39b5aa",

"links":{

"self":"https://sample.domain.com/v3/groups/ab9f261180d746ef8624beb5ae39b5aa"

}

b
"name":"abcdef",

"create_time": 1494943784468

}
}
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N

K& 5iE8
200 BRI
400 ST
401 INIER
403 SEEERIR .
404 HAZNRIR
4.7.3 QIZAFH
ThREN 4R
ZiEIR A eI AR HAITNEE .
URI
POST /v3/groups
=P
e Request Header&#{i5iBH
2 Rk St Lz
Content- = String ZFEARBIEA “application/
Type json;charset=utf8” ,
X-Auth- b~ String EIAIERYIEB Security
Token AdministratorfXfRAYtoken,
e Request BodyZ#{iiifH
2 Rk St 588
description | & String FFENER, KENFET
255FFF .
domain_id & String FHP4EFrEDomaingdID,
name e String EE%HE'\J%W, KE/NFET64
F1Jo
o iEREAHI

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X POST -d'{"group": {"description": "Contract developers","domain_id":
"d54061ebcb5145dd814f8eb3fe9b7ac0", "name": "jixiang2"}}' https.//sample.domain.com/v3/groups
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}iv
e Response BodyZ#{iiiH

2 EEWI% St 15388

description = String FBRERYEA .

domain_id = String FF4HBr/EDomainfyID,

id = String FBF48891D,

links I~ JSONObject | FHFAHAIHEEE

name = String FBPHEIIEFR,.

o N@RAEAH
{

"group":{
"domain_id":"d54061ebcb5145dd814f8eb3fe9b7ac0",
"description":"Contract developers",
"id":"ab9f261180d746ef8624beb5ae39b5aa",
"links":{
"self":"https://sample.domain.com/v3/groups/ab9f261180d746ef8624beb5ae39b5aa"

b
"name":"abcdef"
}
}

KD
RSB gLtz
201 EIERRLIN -
400 ST
401 INIESY
403 REIREBUR
409 TR,

4.7.4 FIMARFEIAF4A

TIRENA

ZZORM B PEFRINAEFRIINEE .

URI
o URIFE
PUT /v3/groups/{group_id}/users/{user_id}
e URIZHUNEA
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B BRI i) jizkilz
group_id = String FBF4B891D,
user_id = String FBFRIID,
=4
e Request Header2#{i5iHH
2% =RWi% E =it 15488
Content- = String ZFEERBIEA “application/
Type json;charset=utf8” ,
X-Auth- 2 String EIAIERYIEB Security
Token AdministratoriXfEAYtoken,
o IERIFH
curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X PUT https.//sample.domain.com/v3/groups/00007111583e457389b0d4252643181b/users/
edb664d2b656c43d0b67fb143d670bb3a
M Rz
p ] [V % N8
RS
RSB pizkilz
204 BRI
400 ST
401 INIERY
403 IREERENR
404 EARER
4.7.5 EFFAFH
IhEEN4a
ZEOREEHAFAEENINEE.
URI
o URIFER
PATCH /v3/groups/{group_id}
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e URIZHURHAA
B AW S izl
group_id g2 String BRHEMID,
Bk
e Request Header2#ixAH
28 =Rk ESid] 1548
Content- 2 String ZFERRBIEA “application/
Type json;charset=utf8” .
X-Auth- b~ String EIAIERYIEB Security
Token Administratort¥fRHJtoken,
e Request BodyZ#ijiAH
2% =AW St piol:lz]
group = Object groupiEKiR,
description | & String FIPERA, KE/NFEFF255
FHFo
domain_id & String BPRFAErEDomainfyID,
name B String BFHENEIR, KENFETF64
FHFo
o IEKIEH
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X PATCH -d'{"group": {"description": "Contract developers 2016"}}' https.//
sample.domain.com/v3/groups/aaec2abd4eba430fbf61541ffde76650
i Rz
e Response BodyZ#{isiiH
25! =Rk 3Ry 15488
group = Dict FIF4EAYIa A
description | 2 String FAPEER
domain_id 2 String FAF4BRf/@DomainfdID,
id 2 String FBF4BR9ID,
links 2 Dict FBRPERZ RS,
name = String FBPHEEFR.
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o MRz
{ "group": {
"domain_id": "d54061ebcb5145dd814f8eb3fe9b7ac0",
"description": "Contract developers 2016",
|d "aaec2abd4eba430fbf61541ffde76650",
h::lsf {"https://sample.domain.com/v3/groups/aaec2a bd4eba430fbf61541ffde76650"
"name": "jixiang1"
}}
N
K& 1588
200 BRI .
400 ST
401 NN
403 IRBRIENIR
404 HAZRIE
409 BRI,
501 EORBX,
4.7.6 MERFAF4AH
TheEENR
ZiE IR AR P 4ERITHAE .
URI
e URIBR
DELETE /v3/groups/{group_id}
e URIZHU5AA
B =R St 5iRA
group_id 2 String FIF4ERIID,
153
e Request Header2#{i5HH
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2% BRI =it jizkils
Content- = String ZFERBER “application/
Type json;charset=utf8” ,
X-Auth- = String EIAIEAYEB Security
Token Administratori{pRAJtoken.,

=R =

[ =g
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X DELETE https.//sample.domain.com/v3/groups/aaec2abd4eba430fbf61541fde76650

[ fiz2
p ][4 8

7 NEN T
K& 1588
204 FIBRRRIH
400 ST
401 TANIERM
403 IRBRIENIR
404 EAZRIR

4.7.7 BHFAPEEERAET

ab
TRENA

ZEONENEBFRES R TREAFERINEE.

URI

e URIER
HEAD /v3/groups/{group_id}/users/{user_id}

o URIZEUHEA

Bt =A% St AR
group_id 2 String FBF48831D,
user_id =2 String BRFIID,
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iBmR

e Request Header2#{i5HH

2% BRI E =it kil

Content- 2 String ZFERABIEN “application/
Type json;charset=utf8” ,

X-Auth- = String EIANIERYHB Security

Token AdministratorfXfRAYtoken .

o EREA

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X HEAD https.//sample.domain.com/v3/groups/00007111583e457389b0d4252643181b/users/

edb66d2b656c43d0b67fb143d670bb3a

I iz
TR
NE
/NG L] ol
204 RRERFAYF,
400 ST
401 TANIESETY .
403 IRBEREIR
404 HAZIR R AP ERFAF,

4.8 R EE
4.8.1 EHABSIE

TORENA

ZENREEAARGSIREE, SEAEPIMRRKRE, REIAE (Role) k&

15, —RoleftZFEpE—=Haction,

URI
GET /v3/roles
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APl &%
IBRSH
Z 4-72 53k Header 2%
2 =a | B3 |k
Wik | KR
Content- | 2 String | IZ=FERNEIES “application/json;charset=utf8” ,
Type
X-Auth- = String | #&Security AdministratortfRAJtoken,
Token
InJVE=S5't
Z 4-73 g Body #
2% SRR | Bk
links Object RREHEER,
roles Array of | SURISEFIER,
objects
total_nu Integer IREINPRAYZEL
mber
Z 4-74 links
2% SR | R
self String RREE
previous | String F—NniERREE
next String TR
Z 4-75 roles
2% SRR | A
domain_i | String WRFTEMKSID
d
flag String ZESH{EAfine_grainedhd, tRRAIRARFZRERIZ
B o
descriptio | String BRAYPSHEIAE R .
n_cn
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2% SHERRY | Wk
catalog String WIRFFER R
name String WIREZ . EHEERAFKtokend, =IRSBIRIBIZZIREH
KPS B NRIAE.
descriptio | String BIREIAEE .
n
links Object BRAIERIHEEE
id String BPRID .
display_n | String WIRERE
ame
type String NPRAY B~ ET
588
o AXFEREdomainEET.
o XAEREprojectEER.
o AAFERTEdomainflprojectRIIE R
o XXFERfEdomainFlprojectEHIARER
o BEMNFBNERERREENAXEEXA, FEefEdomainEf]
project ZEBER (AA) , ZiEfEdomainERprojectE4AE
=~ (XX) o
policy Object BURBIEHRAA
updated_t | String W PREHTATE
ime
created_ti | String PR EUEERTE
me
2 4-76 roles.links
2% SHSE | R
self String RESEE L
previous | String BI— 4B RIR B
next String [E—4BEERR B L

# 4-77 roles.policy

28 SR | ik
Depends | Array of | IZEBRATHEREIIIR -
objects
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2H SHEREY | Wk
Statemen | Array of | #E¥8UEG, WIANIRMIEAARE.
t objects
Version String WRARAS .
jizL:ls

o 1.0: REMBRIAE, LIRSIKE, RHUBIRAIRSEX
AERTEN.

o 1.1: RB&, IAMEFTIRHAI—FHBRIZIZINAIRED, AILIKS
WEIEAIRSARE. BRUARIBREMNSE

2 4-78 roles.policy.Depends

28 SHERB | #HR

catalog String BORFFEER.
display_n | String PR o
ame

Z 4-79 roles.policy.Statement

84 2 | EmR
Action Array of | IR, 1EXTRRAIEMRIERIENIR, FHI1Z1001,
strings =Ll
o KBLA: IRBZFZFRIEELIRIE, #: vpcports:create,
o MBHEZNEREIR, fltllecs. evsFllvpc, RBBINZIF/N
5, ZRFVMBMELEANE, EXZISEERGS, £H
DH L ERENIR .
o HEENKIEARIEEENRIEHT, ZFREN: "Action”
["lam:agencies:.assume"],
Effect String EF. B&FM: 1T (Allow ) FI#EZ (Deny ) , BEH
AllowX B DenyfiEHUEDRT, EIEDenyL5EHIER
EEBE:
e Allow
e Deny
Condition | Object PRHIRM . ABIL101,
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SH SR | ik

Resource | Array of | B, MERKEABEI0, SAFHEKERBII28,
strings LGN
jizl:/c]

o THE *PWRER: 1, f5: "obs::bucket:*",

o regionFE I e AIiAEregion, servicelRfFTEE
resource/g FXIRservice,

o HiZBENKIAFTIEEENKIER, 1ZFERZEEIN0bject,
{EA: "Resource” {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}.

2K 4-80 roles.policy.Statement.Condition.operator
2 ¥R | ik

attribute | Array of | I, key ISEEFENNXRNESEEM, valuels
strings KEABII 1009F /75548,

ZSHERENEEN FAHRHEA,

i5RHl

GET https://sample.domain.com/v3/roles

N Rz73~51
KEBH 200 A:
EXRIN.

"roles" : [ {
"domain_id" : null,
"description_cn" : "fEiEiIIRSS (VSS) BER, HEZRS THIFEHIIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",
"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {
"next" : null,
"previous" : null,

"self" : "https://sample.domain.com/v3/roles/0af84c1502f447fa9c2fa18083fbb..."

"id" : "0af84c1502f447fa9c2fa18083fbb...",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {
"Version" : "1.0",
"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"
IR
"Depends" : [ {
"catalog" : "BASE",
"display_name" : "Server Administrator"
jt
"catalog" : "BASE",

"display_name" : "Tenant Guest"
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1]
}
h o
"domain_id" : null,
"flag" : "fine_grained",
"description_cn" : "SS5 | ERSZEERIR",
"catalog" : "CSE",
"name" : "system_all_34",
"description" : "All permissions of CSE service."
"links" : {
"next" : null,
"previous" : null,

"self" : "https://sample.domain.com/v3/roles/Ob5ea44ebdc64a24a9c372b2317f7..."

’

%
"id" : "Ob5ea44ebdc64a24a9c372b2317f7...",
"display_name" : "CSE Admin",
"type" : "XA",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "cse:**", "ecs**", "evs:¥*!, "vpct*! ],
"Effect" : "Allow"
1]
}
11
"links" : {
"next" : null,
"previous" : null,
"self" : "https://sample.domain.com/v3/roles"

}'}"total_number" 300

T
7N 15AE
200 IERR AV
400 ST
401 TANIESETY .
403 IRBEREINR

4.8.2 BEHAGHIFEHEE

IheEN 4R
ZEEDRHEOAGIHEMEEIIR, SFACHISIRKEE, SUREBEIZAE (Role)
EFRIL, — M RolefXFERE—Baction,

URI

o URIKRT
GET /v3/roles/{role_id}
e URIZHUiRAA
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Bt BEWIE St i8R
role_id = String rolefdID .
=P
Request Header2#{i5i A
e =Wk ESid) 5iEA
X-Auth- 2 String EIAIERYIEB Security
Token AdministratorfXfRAYtoken .
IERE]
curl -i -k -H "X-Auth-Token.$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
sample.domain.com/v3/roles/19bb93eecdcadfO8aeldc02da76d8f3c
M fiz

Response BodyZ#i5iAA

e BEWI% xR Uz
role 2 Dict roleAIEHEE -
rolet&=ti5i A8
2% =Wk St ]
domain_id 2 String roleff/@DomaingyID .
id = String rolefYID,
links = Dict rolef9=RERE
name = String roleA9ZFR .
type 2 String rolel2R~E, HAp:
o AXFEREdomainEER;
o XAFKR{Eproject EER;
o AAZKRfEdomainfproject2
BER;
o XXZFE/RTEdomainFlprojectE
HIARER.
display_nam | & String roleFrfR7RAIZATR o
e
catalog & String rolefFERIBE S
policy & Dict rolefYEATRRE .
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e =EWI% it 1538
description B String roleBYtEIA

LI ) =27]
{

"role": {
"display_name": "Tanent Guest",
"description": "Tanent Guest",
"links": {

"domain_id": null,

"catalog": "BASE",

"policy": {
"Version": "1.0",
"Statement": [

{
"Action": [
":Get",
":List"
1,
"Effect": "Allow"
h
{
"Action": [
"identity:*"
1,
"Effect": "Deny"
}
}]
|d "19bb93eec4cadf08aefdc02da76d8f3c",
"type": "AA",
"name": "readonly"
}
}
RS
RSB 15488
200 BRI
400 ST
401 IANIERY
403 IRBEERENR .
404 HARER

4.8.3 EiFf PP AR

ab
ThEEN 4B

ZiEOIRHESEFR THEPANISRAYINEE, SIREIHEE (Role) KFiX, —
Rolef{Z&m—%Haction,
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URI

iBmR

)

URIF&Z
GET /v3/domains/{domain_id}/groups/{group_id}/roles
URIZ#H AR
B BRIk ESid) 5iEH
domain_id = String FEHNKSID,
group_id 2 String FAF48891D,
Request Header2 #1508
2% BRIk 5] 5BH
X-Auth- = String EIAIERYAB Security
Token AdministratorffRAYtoken
B RAEH

curl -i -k -H "X-Auth-Token.$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
sample.domain.com/v3/domains/d54061ebcb5145dd814f8eb3fe9b7ac0/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles

Response BodyZ#{i5iiH

e BEWYI% St 4B
links = Dict Domain?igEA P EAIroleAY =R
IRHERE o

roles = Array Domain/rgE A FHAYrole,
roleS#AH

2 BRWIE i) 15488

id B2 String :Z)DomainEF'TEz'EﬁHF'éEEgroleEl’\J

links = Dict rolefY R RHERE o

name = String roleA92FR .

domain_id = String rolefff/EDomainfdID,
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S EERWIE EY ol
type = String rolefI B~ &, HAf:

o AXFE/R{EdomainEEXR;
o XAEKRTEproject EER;
o AAFERfEdomainfproject®

HER;
o XXFRTEdomainFlproject=
HIARER.
display_nam | & String role T ERAIZAFR
e
catalog & String rolefFIERIBF
policy & Dict roleAIE{RZRRE .
description S String roleRY#EIA

LI )V =271
{

"links": {
"self": " https.//sample.domain.com/v3/domains/d54061ebcb5145dd814f8eb3fe9b7ac0/groups/
47d79cabc2cf4¢35b13493d919a5bb3d/roles",
"previous": null,
"next": null

}

n

roles": [
{
"display_name": "Security Administrator",
"description": "Security Administrator",
"links": {
"self": " https.//sample.domain.com/v3/roles/005cf92cfd364105afaa5df2eec25012"
B
"domain_id": null,
"name": "secu_admin",
"type": "AX",
"catalog": "BASE",
"policy": {
"Version": "1.0",
"Statement": [

"Action": [
"identity:*"
1

"Effect”: "Allow"
}

]
b
"id": "005cf92cfd364105afaasdf2eec25012"
h

{

"display_name": "Agent Operator",

"description": "Agent Operator",

"links": {

"self": " https.//sample.domain.com/v3/roles/d160d30477c642a486ad10e3b4d9820f"

B

"domain_id": null,
"name": "te_agency",
"type": "AX",
"catalog": "IAM",
"policy": {
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"Version": "1.0",
"Statement": [
{
"Action": [
"identity:assume role"
1
"Effect": "Allow"
}
1
by
"id": "d160d30477c642a486ad10e3b4d9820f"
}
1
}
RS
RS pizhilz
200 BRI
400 ST
401 NS S8
403 ENEM .,
404 KARIER

4.8.4 EHINBEXINAIEFPHRINIR

INEEN4A
IZEOIREEEEN BN MAEERPEIONIR, NRBZAE (Role ) KFKX,
— 1 RoleftFEm—~Haction,
URI
o URIKE
GET /v3/projects/{project_id}/groups/{group_id}/roles
e URIZHUiRHAA
B BRIk ESid) 5488
project_id = String ImBID,
group_id = String FAF48891D,
5K

e Request Header&#ui<hH
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2% Py p Ay R Lol
X-Auth- = String EIANIEAYAA Security
Token AdministratoriXfRAYtoken .

N
o iEKEEA
curl -i -k -H "X-Auth-Token.$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.//
sample.domain.com/v3/projects/073bbf60da374853841cf6624c94de4b/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles

N iz
e Response BodyZ#{ijiEH
e BEWIE £ 5iEA
links = Dict roleAY iR iRHERE o
roles = Array role%lZ,

o rolez#uxBA

e =AWk E St AR

id = String rolefdID,

links = Dict rolefYiRiRHERE o

name = String roleA92FR .
domain_id =2 String roleFf/EDomaingyID .
type = String rolel2R~&EL, HA:

o AXFEREdomainEER;
o XAERRIEproject EER;
e AAZRRfEdomainFproject=

BWER;
o XXZFE/RTEdomainFprojectE
HARER.
display_nam | & String roleFrRRAYRFR
e
catalog & String rolefFERIBE R
policy S Dict roleAYE{ASRRE .
description & String roledYtEIA .

LI )V =271
{

"links": {
"self": " https://sample.domain.com/v3/projects/3a4cd4d559d8492bbe7bd355643f9763/groups/
728da352c017480f80b5a96beb15f0e6/roles",
"previous": null,
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"next": null
h
"roles": [
{
"catalog": "BASE",
"display_name": "Guest",
"name": "readonly",
"links": {
"self": " https://sample.domain.com/v3/roles/13d132b7856945788f6df7eb3ed5c35e"
I
"policy": {
"Version": "1.0",
"Statement": [
{
"Action": [
" Get*!,
e Listr!
1
"Effect": "Allow"

"Action": [
"identity:*"
1,
"Effect": "Deny"
}

]
%
"domain_id": null,
"type": "AA",
"id": "13d132b7856945788f6df7eb3ed5c35e",
"description": "Guest"

"catalog": "BASE",
"display_name": "Tenant Administrator",
"name": "te_admin",
"links": {
"self": " https://sample.domain.com/v3/roles/1def304b73f14e8eb8d1eb9bf8337ae6"
L
"policy": {
"Version": "1.0",
"Statement": [
{
"Action": [
1
"Effect": "Allow"

"Action": [

"identity:*"
1,
"Effect": "Deny"

}

]
%
"domain_id": null,
"type": "AA",
"id": "1def304b73f14e8eb8d1eb9bf8337ae6",
"description": "Tenant Administrator"
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AP| &% 4 AP
K&

7Nz B8

200 IERN AR

400 ST

401 TNERM

403 RBRIENIR

404 KAZIER.

4.8.5 AtHFFRRAFERIN

ZiEOIR AR P ASIINRRIIIEE, PUREIIAE (Role ) KFRX, —
RoleftZpk—%Haction,

URI
o URIKRR
PUT /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
e URIZHUKAA
B EEWI% it 5ER
domain_id 2 String RPFEFFEDomaingdID,
group_id 2 String BRF4ERIID,
role_id 2 String rolef9ID .
=4
e Request Header2#xHH
2 BEWI% ST 5EA
X-Auth- = String EIAIERYIHAE Security
Token AdministratoriXfRAYtoken,
o iFKIESI
curl -i -k -H "X-Auth-Token.$token" -H 'Content-Type:application/json,;charset=utf8' -X PUT https.//
sample.domain.com/v3/domains/d54061ebcb5145dd814f8eb3fe9b7ac0/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles/e62d9ba0d6as44cd878d9e8a4663f6e2
Ml iz

FENDRAR o
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APl & 4 AP
K&

K& ol

204 BRI .

400 ST

401 NN

403 EEW .

404 KARIER

409 BRI,

4.8.6 JINBA XS NAY A PLEISN

IhgeNn4a
ZEOIRE BN AP AENSPRATEE, MIRBIIAE (Role) EFX, —
RoleftZ&pk—2Haction,
URI
e URIBR
PUT /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
o URIZHURAB
B BRIk E =it Lzt
project_id = String IEMID,
group_id = String FBF4B891D,
role_id = String rolefdID .
5K
e Request Header&#ui<hH
e ERWI% E it 15488
X-Auth- b~ String EIAIERYHB Security
Token AdministratoriXfEAYtoken,

NN
o EKRIEH
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X PUT https.//
sample.domain.com/v3/projects/073bbf60da374853841cf6624c94de4b/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles/e62d9ba0d6as44cd878d9e8a4663f6e2
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}iv
TN RIAA
RS
/NG ol
204 BRI .
400 2
401 TNIESETY
403 IRBERIEINR o
404 KAZNRE
409 RIERR,

4.8.7 HIFRIREXI A9 P HERIR PR

INgeN4A
Z3E IR HMBRIE X3 M A PENRAIIhEE, NREIHEE (Role ) KFX, —
RoleftZhpk—%Baction,
URI
o URIFE
DELETE /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
o URIZHURAB
B =% it 15488
project_id = String IRERIID,
group_id 2 String FBF4E89ID,
role_id =2 String rolefdID .
B
e Request Header2#{i5iHH
e =AWk it 1548
X-Auth- = String EIAIERYHB Security
Token AdministratoriXfEAYtoken,

o BRI
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curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X DELETE https.//
sample.domain.com/v3/projects/073bbf60da374853841cf6624c94de4b/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles/e62d9bald6as44cd878d9%e8a4663f6e2

I}iv
TR

NZE
/NG ol
204 BRI .
400 ST
401 TANIESETY .
403 EEM
404 HAZRIE

4.8.8 MHIFRFEFAR/E AP ZERIIR

ZiEOIR SRR RIS E P ESPRAYINGE, SUREBIZAE (Role ) RFIX,
— 1 RoleftZFEp—~Haction,

URI

o URIKE
DELETE /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

o URISHuHHEA

== B W% i) i8R
domain_id = String FF¢EFrEDomaingdID,
group_id 2 String FEF4ERYID,
role_id =2 String rolef9ID .
=B
e Request Header2#{i5iHH
2% BEWI% =it 1588
X-Auth- = String EIAUERIHB Security
Token AdministratorffEAYtoken .

SASRRAS 01 (2022-08-15) WA © LR ABIRAE] 146



FE—SHINIEIRSS
APl &% 4 API

NN
o EKIEH
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X DELETE https.//
sample.domain.com/v3/domains/d54061ebcb5145dd814f8eb3fe9b7acO/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles/e62d9ba0d6as44cd878d9e8a4663f6e2

M) 52
TR o

RS
/NG ] ol
204 =PRI
400 ST
401 TANIESE
403 IRBERIEIR
404 KAZIRR .

4.8.9 EFHFFRHFARSEIBUR

IhEENA
ZEORHNEREEPPIESERAFAERESE ST ENRRIINEE, SIREIRE
(Role ) 3k3kikx, —RoleftkpE—~%Haction,
URI
o URIFE
HEAD /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
e URIZHURHAA
B =AWk i pizl:lz]
domain_id = String HRFErEDomainfdID,
group_id 2 String FBF4E9ID,
role_id =2 String rolefdID .
(=R
e Request Header&#{i5ifH
S =R WIE i 48
X-Auth- = String EIAUERYABE Security
Token AdministratortfRHJtoken.
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o IERIFAI
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X HEAD https.//
10.22.44.158:31943/v3/domains/d54061ebcb5145dd814f8eb3fe9b7acO/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles/e62d9bald6as44cd878d9%e8a4663f6e2

e fiz2
TN R o

R
RSB 4B
204 BRI .
400 ST,
401 INIESE .
403 eSSV
404 HAREE,

4.8.10 EINBANNAAFPAES S SR

INEEN4A
ZEOIEEEIMENNAFASEEENIRRIINEE, NREZAE (Role) kFE
15, —RoleftZFp—~Haction,

URI

o URIBR
HEAD /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
e URIZHURAA

B =Wk E-Sic) Lz
project_id = String mBmID,
group_id 2 String FBF4B831D,
role_id =2 String rolef9ID .

iBR

e Request Header&#{i5iBH
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e BARWIE St 15188
X-Auth- = String EIANIERYB Security
Token AdministratorifRAYtoken
IERER]
curl -i -k -H "X-Auth-Token.$token" -H 'Content-Type:application/json;charset=utf8' -X HEAD https.//
sample.domain.com/v3/projects/073bbf60da374853841cf6624c94de4b/groups/
47d79cabc2cf4c35b13493d919a5bb3d/roles/e62d9ba0d6as44cd878d9e8a4663f6e2
M Rz
p 1 ) VA% N8
N
RSB 5iE8
204 IERN AR
400 ST
401 TNIESE
403 IRBRIEIR
404 BAERIR

4.8.11 IAFAEZFIRBEIENE

TgesT

URI

25
=H

URIE=Z(

ZiEIRAHE F R EFMEIBER .

PUT /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

URIZH5H3
= ERUWE e S il
domain_id 2 String FAF4BPRr/EDomainfdID,
group_id = String FIFZERIID,
role_id 2 String FBFRf&BeRIID,
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5K
e Request Header&#uhH
S =AWk S 15488
Content- = String ZFEARSIEA “application/
Type json;charset=utf8” ,
X-Auth- = String Ll AP TTEAsecu_admintX R
Token AP token (WIRABEISE
domainid, Njdomainid%/REA
FHF ) ,op_servicegiop_authA9t¥
FEAJtoken,
o BRI
curl -i -k -H "X-Auth-Token:$token" -X PUT https.//sample.domain.com/v3/OS-INHERIT/domains/
{domain_id}/groups/{group_id}/roles/{role_id}/inherited to_projects
i Rz
Tl AR o
R
RSB 5B
204 =R AN
400 ST .
401 NS
403 SIEKM .

4.8.12 BBFRRAPERIFRIE IR IRSIR

ThREN A

ZEO L BT EERBRAPENFEIRE RSIR .

URI

DELETE /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

% 4-81 BB1ZSH

2% REBE e SESid feik
domainid | = String FFAFREIKSID,
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N Rz S4L

iERpI

N Rz~

K&

4 API
2% BRI SRR ik
group_id = String FBR4ID,
role_id = String BPRID

2* 4-82 iF3K Header &%

2 BERWI%E SR faR
X-Auth-token | 2 String HE AR SSecurity
AdministratorifRAYtokenzl &
op_autht{fEAYtoken,
7o

DELETE https://sample.domain.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

x

R[EHE R

204 =R
401 TANIESETY o

403 TBERAIFIN
404 KAERIR .
500 MEBARSSHRIR -

4.8.13 E9AFEEAHEFREINBIEEINR

IRENA

ZEOFUBTERFERSREMEIEREENR.
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URI

IBREH

R S5

BRI

e Rz~ 45

NN

HEAD /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

x 4-83 IR1ZSH

8% BE W% SRR ik

domain_id 2 String FBRAEFFREID, KEARIES
: 3REYAR. WS, BFA.
B . FFERBMRMID,

group_id 2 String FFAID, KA NBESN: K
BERF. &S, BF4A. IRE.
FRNZIRIOID,

role_id 2 String BPRID, RENGIESW: FKEY
ERID

K 4-84 153Kk Header 2%

2% =Rk SRR ik

X-Auth-Token | 2 String B Security Administratort
PRAYtoken,

HEAD https:///v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/inherited_to_projects

v
RSB R
204 BRI
401 TNIESM
403 REIRENIR
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REB | R
404 RILFERTEE o
IS
B2 IR,

4.8.14 AP HEIFRFEIMBNRESIZE

IheeN4A
ZEOUBTFEaRFEmEIMERSNRESIZE.
URI
GET /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
inherited_to_projects
%+ 4-85 BIZBY
8% BEWi% SRR ik
domain_id = String ID, *¥EVANiEESN: FFEE
P. kS, APE. B, &%
HYZFRFOID,
group_id 2 String FFEID, FKEBEBEEN: K
BEF. kS, AFPA. IB.
FRENZIRIID,
IBRSH
K 4-86 157k Header 2%
2% BEWE | SEEE ik
X-Auth-Token | 2 String G Security Administratorf
FRAYtoken,,
D)VE254

REMBA 200 AY:
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K 4-87 WLy Body 2

2% SHRT iR
links object REIHEER
roles Array of BIRIEESIZE
objects
total_number | Integer Egi@%ﬁﬁﬁ&domain_idﬁﬂ, IR[E] B E X R

=£ 4-88 RoleResult

B8H BHEE R
domain_id String BEREFEID -
flag String ZSH B Afine_grainedhd, FRRIIRARZN
ERIRES
description_cn | String BPRRYSHEINMEE o
catalog String BPRFRIER R
name String BIRE . EHEAFRItokend, =IRSFIRIEZE
RRATA R 2E BN RIAEE .
description String WRIEA SR
links object WIRRIRIERHEE R -
id String BRID
display_name | String PIRBRE -
type String RURAIERET
588
o AXFERTEdomainEETR.
e XAFEREprojectEETRo
o AAZFKRTEdomainflprojectEIHE R,
o XXFR{EdomainFlproject B IR E o
o BEMERHBHNEMERNRBENAXTEXA, TEEE
domainE#projectBERER (AA) , SREE
domainEFproject BEAER (XX) o
policy object BIRIEHRAA
updated_time | String PR EHTATE
created_time | String PR EIEERATE .
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2% 4-89 Links
¥ S¥R A
self String GAD LIS EINEN 1|
previous String Bl — PR IR
next String B4R R R L .

% 4-90 RolePolicy

B8H BHEE R
Depends Array of ZA PR ERAIANER o
objects
Statement Array of BEES, WMASPRRIERRS
objects
Version String WRARAS .
588

o 1.0: RFMEMNAE, LIRSHHNE, REEIRAY
IRSSTEXAERTEN.

o 1.1: RE&, IAMEFTIRHAI—FHABRIE1ZINATRE
73, ALUSHREIEAIRSHURE. BRURIERE

(2=
Z 4-91 PolicyDepends
B8Y ¥R fik
catalog String WERFIEE R
display_name | String BIRERE o
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2 4-92 PolicyStatement

24

SHR

ik

Action

Array of
strings

1;%\1‘2155 , IEXERRIBEMEERIR, Fi8d100

"o
izl

o 1N IRBAFRSEEVIRIE, fI:
vpc:ports:create,

o [RSBBAFTMBIR, Blilecs. evstvpcE, IRSE
NEZINE, FBRERIMEESEANS, BRY
FEOATS*, THSIeEMENIR.

o HBEENKRBAZIEEENKIEN, ZFRERN:

"Action": ["fam:agencies:assume"],

Effect

String

YEF . B&m: fiF (Allow ) FNiE4
(Deny) , ExBAllowX B DenyRUEHUEGIAT,
BIEDeny{fL5EaIREN .

KZME:
e Allow

e Deny

Condition

Object

REIFRME . FEBZ101, TRESEXSH, 15
=%
1588
LAEREIHEICondition/afil: %442 ( obs:prefix )
=75 (public ) 85 ( StringEquals )
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
]

}
}

Resource

Array of
strings

BB, MARKEAZII0, 8NFEFEEKERE
19128, MUENT:
izl
o TMHE * WHEE: ::, f5l: "obs::bucket:*",
e regionFEZ s ATAIaIRregion, servicedssm
F1EHresource/g T X Miservice
o HiZBENRBAZITEENKRIEN, 1Z=FERER
JIObject, {EH: "Resource”: {"uri": ["fiam/
agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}»

BRI

GET https:///v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/inherited_to_projects

il iz 73~f51

W&G: 200
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IERAI.

"roles" : [ {
"domain_id" : null,

"description_cn" : "imiEIIERSS (VSS) B R, HBEIZIRS THIERBIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",

"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {

"next" : null,
"previous" : null,

"self" : "https:///v3/roles/0af84c1502f447fa9c2fa18083fbb..."
}

id" : "0af84c1502f447fa9c2fa18083fbb...",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {

"Version" : "1.0",

"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"

1
"Depends" : [ {
"catalog" : "BASE",
"display_name" : "Server Administrator"

3 A
"catalog" : "BASE",
"display_name" : "Tenant Guest"

11
}
Ao
"domain_id" : null,
"flag" : "fine_grained",

"description_cn" : "HARSS S | EREZEERINR",
"catalog" : "CSE",

"name" : "system_all_34",

"description" : "All permissions of CSE service.",
"links" : {

"next" : null,

"previous" : null,

"self" : "https:///v3/roles/0b5ead4ebdc64a24a9c372b2317f7...
}

id" : "Ob5ead44ebdc64a24a9c372b2317f7...",
"display_name" : "CSE Admin",
"type" : "XA",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "cse**", "ecs:**!, "evs**!, "vpct! ],
"Effect" : "Allow"
31
}
1
"links" : {
"next" : null,
"previous" : null,

"self" : "https:///v3/roles"

)
)
RS
R[EHE faR
200 R
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APlI &%

4 API
REWE fR
401 NS
403 IRBRIENR
e
BES BB
= \\
4.9 BENXRIZ=TE
4.9.1 EFHENKIESIZE
INREN4A
ZEOJLUBTEEREIEENKIEIIE.
ZEOTLMER LB XIEHEndpointFIE b XIHAYENdpointiE A
URI
GET /v3.0/OS-ROLE/roles
2 4-93 Query 2%
2% =8 |2% |k
Wik | KB
page ES Integ | P IREERNEIENRE, E8ERINA. BES
er per_page[@iiEE .
per_page | & Integ | D INERRTERAIEIENE, BUESEES[1,300]. &5
er E5pageEIEE,
IBREH
K 4-94 153Kk Header 2%
B2H 28 |8% |k
Wik | KB
Content- | 2 String | iZ=FERABIEA “application/json;charset=utf8” ,
Type
X-Auth- = String | #BSecurity Administratori{fRAYtoken,
Token
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ID)VE=S5't
2 4-95 LK Body 24
2% SR | ik
links Object REEHEER .
roles Array of | BENKRIRESIIZE.
objects
total_nu | Integer IR[E] B E M RIEHI SR E
mber
% 4-96 links
2% SR | R
self String RIS
previous | String BI—BRERIR R
next String — BRIk b
& 4-97 roles
2% SR | ik
gomain_i String BEMXRIEFEKRSID,
references | Integer SRIVE T ENE RS
updated_t | String ERBETEENEIR
ime
created_ti | String BxE X RIS IEEATE
me
descriptio | String BENXRIEHFERAEE
n_cn
catalog String BEMEKEREER.
name String HENRIEE .
descriptio | String BEMREEIEAEE
n
links Object BHENXRBHRREZEE
id String BEMREEID,
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2% ST | WA
display_n | String BENRBERSZ.
ame
type String BEMERIEHNERER .
i5BA
o AXFEREdomainEETR.
o XAERfEprojectEER,
o BEENKIEMEMEXNRBEAAXHEXA, FEEEdomainEH]
project BEBER (AA) , sETEdomainEHproject ZEARE
=~ (XX) o
policy Object BEMERIEHNERAS .

2 4-98 roles.links

8% BT | #A
self String RiF L,
2 4-99 roles.policy
2% SHEE | ik
Version String BIRIRAES .
i5EA
o 1.0: RHEMBERIAE. LIRS HNE, RHEIRARSEX
AERTEN.
o 1.1: &, IAMRHIRMHRI—FhER EIANAYRES, AILAGE
TREIEMRSANEIE. BREUKIERESSE,
Statemen | Array of | 05T, HEABENKBNEARS, FEBEHS,
t objects

% 4-100 roles.policy.Statement

2% SHEE | R
Action Array of | IR, IEXERIEARIELIR, FE8Z1007,
strings =Tl

o XN RBFZEERIRIE, B vpcports:create,

o BEZAFREWR, Hlilecs. evsHlvpcE, REBZ(NIF/N
5, BRZNNMBELIEANE, BERTISEEGS, £S5
B ERENIR

o HBEENFEBATITEENFEEN, ZFRERN:

["iam:agencies:assume"],

"Action":
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FE—SHINEIRSS
APl &% 4 API

SH SR | ik

Effect String EB. BamM: 1F (Allow ) F11E4 (Deny ) , BXE
AllowX B DenyRSHUERAT, BIEDenyL5chIRN

Conditio | Object PREISF . FEBIL101
n

Resource | Array of | &Hif. HERKEAREI0, 8N FHFRRKEREII128,
strings LGN
izl
o TJIE * PWHRER: ::, fBl: "obs::bucket:*",
o regionFE A sk AP ATAEAregion, serviceRFER
resource/g FXIRservice,
o HiZBEENKIEAZTIEEENEKIREY, 1Z=FERZEEH0bject,
{EA: "Resource”™ {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8888c7c"]}.

& 4-101 roles.policy.Statement.Condition
¥ SR |k

operator | Object BEF . BENzE/R “Bool” . “StringEquals” &,
ZBHERNEENIR.

2k 4-102 roles.policy.Statement.Condition.operator
2H SHE | R

attribute | Array of | &85, key ASEERFEMNXRNGIEREM, valuely
strings KEAREBIT1009F58514E,

ZS RN BENFFHREA,

iERHI

GET https://sample.domain.com/v3.0/OS-ROLE/roles

e iz 73~ 5 )
RAFEH 200 H:
ERELI .

"roles" : [ {
"domain_id" : "d78cbac186b744899480f25bd022f...",
"updated_time" : "1579229246886",
"created_time" : "1579229246886",
"description_cn" : "FR3ZiEIA",
"catalog" : "CUSTOMED",
"name" : "custom_d78cbac186b744899480f25bd022f468_1",
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"description" : "IAMDescription",
"links" : {
"self" : "https://sample.domain.com/v3/roles/93879fd90f1046f69e6e0b31c94d2..."

B
"id" : "93879fd90f1046f69e6e0b31c94d2...",
"display_name" : "IAMCloudServicePolicy",
"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Condition" : {
"StringStartWith" : {
"g:ProjectName" : [ "AZ-1" ]
}
h
"Action" : [ "obs:bucket:GetBucketAcl" ],
"Resource" : [ "obs:**:bucket:*" ],
"Effect" : "Allow"
1]
}
Lo
"domain_id" : "d78cbac186b744899480f25bd022f...",
"updated_time" : "1579229242358",
"created_time" : "1579229242358",
"description_cn" : "FA3EIA",
"catalog" : "CUSTOMED",
"name" : "custom_d78cbac186b744899480f25bd022f468_0",
"description" : "IAMDescription",
"links" : {
"self" : "https://sample.domain.com/v3/roles/f67224e84dc849ab954ce29fb4f47..."

B
"id" : "f67224e84dc849ab954ce29fbaf473...",
"display_name" : "IAMAgencyPolicy",
"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "iam:agencies:assume" ],
"Resource" : {
"uri" : [ "/iam/agencies/07805acaba800fdd4fbdcO0b8f888..." ]
h
"Effect" : "Allow"
1]
}
11
"links" : {
"next" : null,
"previous" : null,

"self" : "https://sample.domain.com/v3/roles?domain_id=d78cbac186b744899480f25bd022f..."
}

n

}

total_number" : 300

)

REE ik

200 BRI
400 ST

401 TNIESETY
403 IERIENR
500 AEBIRSS IR
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URI

R S5

ZiEOBETEEREIEE N RIEFE.
ZEOTLMER LB XIEREndpointFIE b XiHAYENdpointiE A

GET /v3.0/OS-ROLE/roles/{role_id}

% 4-103 BIZS#

2% =8 | ¥R R
DV
role_id 2 String FEENBENKEEID, KEARIES
0 BENEID,

2 4-104 {53k Header 2%

B8 =E W% 2% | #k
i)

Content-Type | 2 String | IZ=FERNBIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | #&Security Administratort¥fRAY
token,

2 4-105 L7 Body &%
2 S 115
role Object BEMKIEEE .
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APl &% 4 API
2 4-106 role
2% ST RER
domain_id String BEMKIEREKSID,
references Integer BN RIERIS | FXE .
updated_time | String BE X RIEEFATE
created_time | String BIE X RIE G EZERTIE .
description_cn | String BE M RIHFIHERER .
catalog String BENRBRERR
name String BEMNRIEE
description String BE M RIEHRIAE R,
links Object BENREHNERIEZER.
id String BENERERID
display_name | String BENRIEERE
type String BN RIS ERET .
iz kil

o AXFRfEdomainEER.

o XAERfEprojectEER,

o HEMEBRHNEMMEXREENAXHEXA, FEEE

domainEfprojectZERER (AA) , EBEE
domainE#lproject BEBAE R (XX) o

policy Object BENREBHNEARRS.

2 4-107 role.links

2% SR R
self String GAD LIS EINEN 1|
& 4-108 role.policy
S SRR iR
Version String BIRIRAES .
1588
o 1.0: REMBNAG. LIRSHHE, =EER
RSHEXAERTEN.
o 1.1: KBS, IAMERFIZMHA—TheRiT BN AYAE
71, ALUEHEIEARSHVRIE. BRUNERS
L=
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SH SHRE

i

Statement Array of

objects

BNES, EREE
PAS

"o

MEREERIBARE, FiBid8

€ 4-109 role.policy.Statement

28 SHH

fER

Action Array of
strings

BRI, EXRRERIEFREIIR, #8100

AN

o
1583
o 1B BB TWREELRIE, B

vpc:ports:create,

o RBZNFTTHRBFR, Hlilecs. evsilvpcE, IRSA
NEZRFNE, BRERIMRESBEANG, BXRZ
FEAT S, %m??ﬂ SEREIR.

o HBEENFEBRAZITEENFEEN, ZFREN:

"Action": ["lam.agencies:assume"],

Effect String

EF. BamM: 21F (Allow ) FOiEsH
(Deny) , BEXBAllowXHEDenyfIIZSUERIAT,
BIEDenyfL5ERIREN .

EESEE:
o Allow
e Deny

Condition Object

PRHISME . AEBIE101,

Resource Array of

strings

RiR. BAKEREI0
13128, MMUENT:
iz kil
o TIE*BIAE: =, #I: "obs::bucket*",
o reg|on?—Ezjﬂ*§EﬁﬁF'_hﬁllﬂE’\Jregiono service
F1EHresource| g F X3 Miservice

o HiZBEENFEIENEIEEE MRS, 1ZFEBHEE
JI0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b8f888c7c" ]}

BNFHHERENE

2 4-110 role.policy.Statement.Condition

2% S¥RT iR
operator Object Jé;%ﬁo BRz8ErRm “Bool” |

“StringEquals” £,
HEBHBEENIR,

o 22
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€ 4-111 role.policy.Statement.Condition.operator

2% SHRE R
attribute Array of FHE. keyISEERENNXENSERBMYE,
strings value I EAREBID 1019FFeRE4H .
o ZBHRINBEENFRIEBEA,

5K pl

GET https://sample.domain.com/v3.0/OS-ROLE/roles/{role_id}

N Rz73~51
RS 200 BF:
BRI

"role": {
"domain_id": "d78cbac186b744899480f25bd02...",
"references": 0,
"description_cn": "FR3Z{EIAR",
"catalog": "CUSTOMED",
"name": "custom_d78cbac186b744899480f25bd022f468_11",
"description": "IAMDescription",
"links": {
"self": "https://sample.domain.com/v3/roles/a24a71dcc41f4da989c2a1c900b52d1a"
b

"id": "a24a71dcc41f4da989c2a1c900b52d1a",
"display_name": "IAMCloudServicePolicy",
"type": "AX",
"policy": {
"Version": "1.1",
"Statement": [
{
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"example-west-1"
]

}

h

"Action": [
"obs:bucket:GetBucketAcl"

1

"Resource": [
"obs:**:bucket:*"

1

"Effect": "Allow"

)

IR[EIE Ei:0%
200 BKEIN.
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4 API
REE iR
400 ST
401 NS S
403 IR
500 AERARSS TRIR
e
7
4.9.3 SIZ=RFS B EN R
ThEEN 4B
ZEOLBATEERAIERRSBEENRE.
iZiEOalLUER L B XA EndpointFIE M XIFZAYEndpointiE A .
URI
POST /v3.0/OS-ROLE/roles
RS
% 4-112 53K Header 2%
8% BE W% 8% | ik
E-Sit)
Content-Type | 2 String | IZ=FERBIEA “application/
json;charset=utf8” ,
X-Auth-Token |2 String | #A&Security AdministratortfRAY
token,
# 4-113 {53k Body 2#
2% =E | BHEkE R
Whik
role = Object BEMRIBER.
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ZE 4-114 role
2% =E | 5% i35
WHIE
display_name | 2 String HEMNKRERTRSZ
type 2 String BEMEREHNERMER .
588
o AXFEREdomainEE TR
o XAFERfEproject EER.
o BEENKREEMEMER JEESIAXTE
XA, AgétEdomainEfprojectZEFE R
(AA) , ZE7EdomainEfproject 24D
RER (XX) o
description 2 String BHE MR EE.
description_cn | & String BE MR ERMEE
policy 2 Object BEMERIENERAS
2 4-115 role.policy
2% =R | sHEE fiik
WA
Version = String WIRMRAS, GIZBENKIERT, %Z=F
EBEER “117 .
i8R
o 1.0: EZFMEBENAE. LURSHHE,
IRHEIRIRSEXAERTEN.
o 1.1: REE. |IAMBFTIRMAI—FhamiL EHE
WESBESD, BILAEHRZIEARIRSS AIIRIE
RRLARIEREHE,
Statement = Array of BEINEG, mAEENRIEERR
objects B, TBEs .
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€ 4-116 role.policy.Statement

24

BE | 2%EE
Wik

115

Action

= Array of

strings

BN, ENEBENERRESIR, &
ABIZE1001
iz

o BB RSBFRRXEELRIE, f:
vpc:ports:create,

o RBBAFHMEIR, flfllecs. evsFlvpc
Z, BRBSBNFNE., RIFERBTNE
ERBEANE, BEXZIFERGFS, X
EDTEEEIRN,

Effect

String

i

EF. BamM: 1F (Alow ) FOiEL
(Deny) , EXBAlowXEDenyI#EY
EQRT, EBIEDenyfL5ERIEN,

BEEE:
e Allow

e Deny

Condition

iy

Object

PRAEISF . AEBIL101
WiRE
USSR GIFAYCondition 9l : 521452
(obs:prefix ) #1==fF ( public ) FEE
(StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}

Resource

iy

Array of
strings

ZE. MAKETBIS0, S FHE
KERBIZ128, MUMT:
zL ]
o THE*HIREI: =, Al
"obs::bucket:*",
o regionFE/9 S FFATIAIERIregion,

servicels I Hresourcefg Xt iz
service,

N Rz S4L

% 4-117 9K Body &

2%

SHRE i

role

Object =]
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Z 4-118 role
2% ST RER
catalog String BENRBRERR
display_name | String BEMNKIERRE .
description String ERE RIS
links Object BE MR EREEHEES..
policy Object BEMREHEFRRS .
description_cn | String BE X RIEHPIEAER.
domain_id String BENRIEFFIEKRSID,
type String BEMRBNEREN
iRE
o AXFERfEdomainEE R,
o XAFEREprojectEETRo
o BENMKRKRNE T‘*ETR‘E‘E?JAXZE%XA NG
domainEfproject EEBET (AA) , jz%’ﬂ"
domam)i%l]prOJect}:’%‘BT I~ (XX) o
id String BENRIZID,
name String BENRIESE
updated_time | String ERIE NN
created_time | String SV el FE DT
references String BE X RIZHIS | FIREL
2% 4-119 role.links
2% SR R
self String BRESEEHEE
2 4-120 role.policy
2H SR iR
Version String BIRIRAES .
iRE
o 1.0: EZMEBNAE. LRSHNE, BEERN
IRBHEXBERTFIEN.
o 1.1: &, IAMGRHTIREA—Fhiar EIFINAYEE
11, AILUEHEIEAIRSZATERIE. BRUMISRE
o=
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BRI

4 API
2H SHARTY iR
Statement Array of BENEG, MABEENRIENERNS, FiEids
objects ™o

2 4-121 role.policy.Statement

8% ST fik
Action Array of BN, EXTFENEREENIR, 7812100
strings ™o
588
o 18NN RSB IRREEIRIE, f:
vpc:ports:create,
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
FINE., BRERMEIBRNNG, BX
HBEAS*, THRSIISEMENIR,
Effect String EF. BamM: 21F (Allow ) FliE4
(Deny) , BEBAllowXHEDenyRiERIE AT,
B {EDeny{fL5ERYREN
EUESEE:
o Allow
e Deny
Condition Map<String,M | FRHEIZEMHE ., AREBIZ101,
ap<string,Arr | y4pg
ay<String>>> LASSRREIFEIConditionJaffl: 4452 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals )
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource Array of KRR, FEKEAEI0, BIMFHERERE
strings 12128, #MUENT:

WER
o TJE*MIFRERR: =, fl: "obs::bucket:*",

o region=FEA*E A ETAIEIAIregion, servicelssR
FEBresource BT X Miservice,

POST https://sample.domain.com/v3.0/OS-ROLE/roles

"role": {

"display_name": "IAMCloudServicePolicy",

"type": "AX",

"description": "IAMDescription",
"description_cn": "FR3Z{EIA",

N#5hRZA 01 (2022-08-15)
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"policy": {
"Version": "1.1",
"Statement": [

N Rz~

{

"Effect": "Allow",
"Action": [
"obs:bucket:GetBucketAcl"
1
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"example-west-1"
1
}
by

REBH 201 B:

BIEZRI.

{

"role": {

"catalog": "CUSTOMED",

"display_name": "IAMCloudServicePolicy",

"description": "IAMDescription",
"links": {

"self": "https://sample.domain.com/v3/roles/93879fd90f1046f69e6e0b31c94d2..."

}

n

policy": {

"Version": "1.1",
"Statement": [

]
}

{

}

"Action": [
"obs:bucket:GetBucketAcl"

1

"Resource": [
"obs:**:bucket:*"

1

"Effect": "Allow",
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"example-west-1"
]

}
}

"description_cn": "FRIZ{EIAR",
"domain_id": "d78cbac186b744899480f25bd...",

"type": "AX",

"id": "93879fd90f1046f69e6e0b31c9...",
"name": "custom_d78cbac186b744899480f25bd022f468_1"
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APl &%

4 API

U

URI

IREHE A

201 BRI

400 SHEH.

401 INIERTY

403 IRBEREINR .

500 AEBARSSHEIR -
7

ZiEOR L AT EEREEEERE MR

iZiEOa LUER LB XIFHEndpointFIE M XiFAYEndpointiE A .

POST /v3.0/OS-ROLE/roles

% 4-122 53K Header 2%

e EEwI% s | fEr
Sl
Content-Type | 2 String | 1Z=FEREIES “application/

json;charset=utf8” ,

X-Auth-Token

=
=

String

A Security Administratori¥fRHY
token,

% 4-123 {53k Body S

2% = | 2R HR
whik
role 2 Object BEMRKIEES,
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APl &% 4 API
FE 4-124 role
2% =E | 5% i35
WHIE
display_name | 2 String HEMNKRERTRSZ
type 2 String BEMEREHNERMER .
588
o AXFEREdomainEE TR
o XAFERfEproject EER.
o BEENKREEMEMER JEESIAXTE
XA, AgétEdomainEfprojectZEFE R
(AA) , ZE7EdomainEfproject 24D
RER (XX) o
description 2 String BHE MR EE.
description_cn | & String BE MR ERMEE
policy 2 Object BEMERIENERAS
2k 4-125 role.policy
2% =R | sHEE fiik
WA
Version = String WIRMRAS, GIZBENKIERT, %Z=F
EBEER “117 .
i8R
o 1.0: EZFMEBENAE. LURSHHE,
IRHEIRIRSEXAERTEN.
o 1.1: REE. |IAMBFTIRMAI—FhamiL EHE
WESBESD, BILAEHRZIEARIRSS AIIRIE
RRLARIEREHE,
Statement = Array of BEINEG, mAEENRIEERR
objects B, TBEs .
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MR S &

2K 4-126 role.policy.Statement

2H B | S¥EE

fik

Action = Array of

strings

BRAIR, ENERRIERRIFIRIR
i5HA

o HEENRIAZIEEENEKIE, ZF
E¥{E: "Action”:
["iam:agencies:assume"],

BESEHE:

e iam:agencies:assume

Effect String

fali

EA. B&mM: 1T (Allow ) FIIER
(Deny) , BEBAllowXHEDenyJEY
EAT, BEDenyL5ERIEN

EESEH:
o Allow
e Deny

iy

Resource Object

ZIERR. TEHMKSSEEETS
PEEXRR, MEERERS, TR
ZHEPRIIRIEIGERRIAFE, X
LHPAFRIAMBRHRITREIIRE,
INBEIREIRIRINAIRIES, TREIIR
HithZF=fE, fi:

"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}

2 4-127 role.policy.Statement.Resource

2 =2h | sEm gk
Wik
uri 2 Array of FIZBROURI, KEARBIZ128, &
strings J3: Jiam/agencies/Z1EID, fl:
"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00bsf888c7c"]
% 4-128 L7 Body %]
2% SR T
role Object BEMEKEER .
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2 4-129 role
2% ST RER
catalog String BENRBRERR
display_name | String BEMNKIERRE .
description String ERE RIS
links Object BE MR EREEHEES..
policy Object BEMREHEFRRS .
description_cn | String BE X RIEHPIEAER.
domain_id String BENRIEFFIEKRSID,
type String BEMRBNEREN
iRE
o AXFERfEdomainEE R,
o XAFEREprojectEETRo
o BENMKRKRNE T‘*ETR‘E‘E?JAXZE%‘XA NG
domainEfproject EEBET (AA) , jz%’ﬂ"
domam)i%l]prOJect}:’%‘BT I~ (XX) o
id String BENRIZID,
name String BENRIESE
updated_time | String ERIE NN
created_time | String SV el FE DT
references String BE X RIZHIS | FIREL
2% 4-130 role.links
2% SR R
self String BRESEEHEE
2 4-131 role.policy
2H SR iR
Version String BIRIRAES .
iRE
o 1.0: EZMEBNAE. LRSHNE, BEERN
IRBHEXBERTFIEN.
o 1.1: &, IAMGRHTIREA—Fhiar EIFINAYEE
11, AILUEHEIEAIRSZATERIE. BRUMISRE
o=
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2% SRR fik
Statement Array of BRET, MABENRIENEARNS, B8
objects ™o
€ 4-132 role.policy.Statement
2 et et R
Action Array of AR, IEXTERRIIEMREERIR .
strings =13
o HEENREAZIEEENEKIEE, ZFRERN:
"Action": ["lam:agencies:assume"],
Effect String EF. 88w oiF (Allow ) FNiEHE
(Deny) , BEBAllowX B DenyRUEHIEGIAT,
BEfEDeny{L5EHIEN ,
EUESEHE:
e Allow
e Deny
Resource Object FIERR. TEHMEKSSZRIRZTS1MFIEX
R, EREERTH, FERZITPRINPRIER
SAENAFEH, XERPAFIIAMBEREHTT
REEnt, (NEIRRIMISNEIETE+F, T8
VI EMET. Bl
"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00bsf888c7c"]}
% 4-133 role.policy.Statement.Resource
2¥ SR R
uri Array of FIEZRFERIURI, KEAEII128, 18
strings 3 Jiam/agencies/Z3EID, fl:
"uri": ["/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"]
(=R GNl

POST https://sample.domain.com/v3.0/OS-ROLE/roles

"role": {

"display_name": "IAMAgencyPolicy",

"type": "AX",
"description": "IAMDescription",
"description_cn": "FR3Z{EIA",
"policy": {
"Version": "1.1",
"Statement": [

"Action": [

N5k 01 (2022-08-15)

IRIERE © LA/ ARBIRAE 177




F—SDINIEIRSS
APl &%
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"ilam:agencies:assume"
1
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

N Rz 73~/
R8T 201 B:
BUEERLIN -

"role": {
"catalog": "CUSTOMED",
"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {

%
"policy": {
"Version": "1.1",
"Statement": [
{
"Action™: [
"iam:agencies:assume"
]

"self": "https://sample.domain.com/v3/roles/f67224e84dc849ab954ce29fb4f47f8e"

Resource": {
"uri': [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

h
"Effect": "Allow"
}

1
by
"description_cn": "FR3Z{EIA",
"domain_id": "d78cbac186b744899480f25bd02...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fbaf47f8e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"

) =

R[EHE 1R

201 CIEERLIN

400 ST

401 NS

403 RERIESUR .

500 REBIRSZTEIR o
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ZPS

4.9.5 BN =RF B E N K
)

ThEEN R

URI

7z

ZEOTBTFEEREYN RS EEN R,
ZEOTLMER LB XEREndpointFIE X iHAYENdpointiE A

PATCH /v3.0/OS-ROLE/roles/{role_id}

% 4-134 BIZS#

W BEMEREEID,

2¥ 2 | ¥R 7%
WhisE
role_id 2 String FERBIBEMNKRIRID, KA NIES

% 4-135 53K Header 2%

2% Bk % |
Sy

Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | B Security AdministratoriXfRAY
token,

7 4-136 153k Body &#{

2% =E | 5%EE ik

WhIE
role 2 Object BEMXRKIBER,
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% 4-137 role
2% =E | 5% i35
WHIE
display_name | 2 String HEMNKRERTRSZ
type 2 String BEMEREHNERMER .
588
o AXFEREdomainEE TR
o XAFERfEproject EER.
o BEENKREEMEMER JEESIAXTE
XA, AgétEdomainEfprojectZEFE R
(AA) , ZE7EdomainEfproject 24D
RER (XX) o
description 2 String BHE MR EE.
description_cn | & String BE MR ERMEE
policy 2 Object BEMERIENERAS
2k 4-138 role.policy
2% =R | sHEE fiik
WA
Version = String WIRMRAS, GIZBENKIERT, %Z=F
EBEER “117 .
i8R
o 1.0: EZFMEBENAE. LURSHHE,
IRHEIRIRSEXAERTEN.
o 1.1: REE. |IAMBFTIRMAI—FhamiL EHE
WESBESD, BILAEHRZIEARIRSS AIIRIE
RRLARIEREHE,
Statement = Array of BEINEG, mAEENRIEERR
objects B, TBEs .
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2 4-139 role.policy.Statement
2 SR i35

=a
Wi
Action = Array of BRIR, IEXNERNERRENR, &
strings 121001,
iRe
o & RBBZFJFEEELEME, B
vpc:ports:create,

o [REBBAFTMEBIR, Hldlecs. evsFlvpc
E, RESNIFNE ., BRZEBFNR
ERBXNG, BXRZIFEERAS®, T
EDHLERBNIR

String EF. BA&FH: 1T (Allow ) FIHEL
(Deny) , BXBAllowXBEDenyHIiE
EAAT, BfEDenyft5ERIEN

BYE;CHE:

e Allow

Effect

ali

e Deny
Object PRBIFM . FHEZ101,
Array of R, BEEKEABEI10, BNFRFEH
strings KEABIZ128, HUT:
i5AH
o TIE * IR u, fi:
"obs::bucket:*",

o regionFEJI*TAFAIAEAIregion,
serviceMFIE B resource @ FXI /L
service,

Condition

o | DN

Resource

2 4-140 role.policy.Statement.Condition

S8 =h | SR ik
Whisk
<operator> & Obiject =85, B85 “Bool” |

» K

“StringEquals o
o ZSHEEBIANBENIIR,
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2K 4-141 role.policy.Statement.Condition.<operator>
el 28 | 5% ik
WhisE
<attribute> | & Array of FHE. keyNSEEFEXNNXRIG
strings EEM, valueIKERBIZ1009=FR/FE
4R,
o ZSHEEHNBEENFHEHA.,
N RS
7 4-142 IR Body 2%
2% S¥RT iR
role Object BEMRIRER .
2% 4-143 role
8% SHEE fiik
catalog String BEMKEREER.
display_name | String BENKRIEERE
description String BE M RIEAEAER
links Object BE MR EEEHEZES..
policy Object BEMREHERRS
description_cn | String BE M RIEAPIHERES. .
domain_id String BHEXKIEFTEMSID,
type String BENXREHNETER .
izt
o AXFERTEdomainEER,
o XAXRTEprojectEETo
o HEMERBHNEMMEXNREEHAXHEXA, FEEE
domainE#lproject 2T (AA) , TBTE
domainEfproject E&EAE R ( XX ) o
id String BENKHI&ID
name String BENRIEE
updated_time | String BE X RIEEFATE
created_time | String BE X RI& CIEZERTIE .
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SH SHRE i
E

references String =]

MERERRYS I FIREL

£ 4-144 role.links

BH SR faR
self String CAp LIS eI RN |

& 4-145 role.policy

2% SHERR R
Version String BPRIRAS .
R
e 1.0: ZZMENAE. LIRS HNE, REBRAN
RSHEXHBERTFIEN.

o 1.1: RE&, IAMEIIRIHAI—FRARML EIZINAYRE
73, AILUSHREIERIRSIERE. WRARIERE

=3

Statement Array of ENEL, MAEENRIENEARS, Fi8id8
objects ™o

% 4-146 role.policy.Statement

8% e il R
Action Array of AR, IEXTEIRRIEMEENIR, A#8id100

strings Mo

588

o &N IRBAFREEVIRE, fl:
vpc:ports:create

o IRSBBNAFTMBIR, Blilecs. evstvpcE, IRSE
NEZRNE, FRERIMREREANS, BXRZ
FBOASY, THTIEEMENIR.

Effect String EF. Bam: oiF (Allow ) FNiEHE
(Deny) , BEBAllowX B DenyRUEHIEGIAT,
BEfEDeny{L5EHIEN

EESEE:

e Allow

e Deny
Condition Object PR&ISF ., AEBIT101 .
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2% SR fik
Resource Array of RE. FEAKEAREI0, 8IMFHFERKERE
strings 13128, #ALAT:

izl
o TE*HAE: :, #: "obs:.:bucket:*",

e regionZER AP EIAAAIregion, servicelsim
7F#EBresource BT X fizservice

2K 4-147 role.policy.Statement.Condition

B8 e il R
operator Object ZE8% ., BAEE/FM “Bool” |

N K=

“StringEquals” £,
o ZSHXEHBEENIIR,

% 4-148 role.policy.Statement.Condition.operator

2% SHRE iR
attribute Array of FHE, keyhEEERBXIRXENSGEREM,
strings value K EAREBID 101FFeR 4 .

o ZSHERBNAENFHFHHA,

BRI

PATCH https://sample.domain.com/v3.0/OS-ROLE/roles/{role_id}
{

"role": {
"display_name": "IAMCloudServicePolicy",
"type": "AX",

"description": "IAMDescription",
"description_cn": "FR3Z{EIA",
"policy": {
"Version": "1.1",
"Statement": [

{

"Action": [
"obs:bucket:GetBucketAcl"
1

"Condition": {
"StringStartWith": {
"g:ProjectName": [
"example-west-1"
]
}
}

"Resource": [
"obs:**:bucket:*"
1
}
1

4R 01 (2022-
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MRz~

REB 200 AY:

BRI
{

"role": {

"catalog": "CUSTOMED",
"display_name": "IAMCloudServicePolicy",
"description": "lAMDescription",
"links": {
"self": "https://sample.domain.com/v3/roles/93879fd90f1046f69e6e0b31c94d2615"

}

’policy": {

"Version": "1.1",
"Statement": [

Iy

"Action": [
"obs:bucket:GetBucketAcl"
1
"Resource": [
"obs:**:bucket:*"
1
"Effect": "Allow",
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"example-west-1"

"description_cn": "FR3Z{EIR",

"domain_id": "d78cbac186b744899480f25bd0...",
"type": "AX",

"id": "93879fd90f1046f69e6e0b31c94d2615",

"name":

U

"custom_d78cbac186b744899480f25bd022f468 1"

REE

1k

200

IERNZAYIS

400

401

TNIERML

403

IRERIFIR .

404

REEENAIERR

500

REBIRSS tEIR -
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URI

ZEOTUBTFEBERIENZITEEN R,
ZEOTLMER LB XIEREndpointF I E X iHAYENdpointiE A »

PATCH /v3.0/OS-ROLE/roles/{role_id}

& 4-149 BRSH

2¥ 2 | ¥R 7%
WhisE
role_id 2 String FERBIBEMNKRIRID, KA NIES
W BEMEIEID,

% 4-150 53K Header 2%

2% Bk % |
Sy

Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | B Security AdministratoriXfRAY
token,

% 4-151 153K Body ¥

2% =E | 5%EE ik

WhIE
role 2 Object BEMXRKIBER,
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Z 4-152 role
2% =E | 5% i35
WHIE
display_name | 2 String HEMNKRERTRSZ
type 2 String BEMEREHNERMER .
588
o AXFEREdomainEE TR
o XAFERfEproject EER.
o BEENKREEMEMER JEESIAXTE
XA, AgétEdomainEfprojectZEFE R
(AA) , ZE7EdomainEfproject 24D
RER (XX) o
description 2 String BHE MR EE.
description_cn | & String BE MR ERMEE
policy 2 Object BEMERIENERAS
2k 4-153 role.policy
2% =R | sHEE fiik
WA
Version = String WIRMRAS, GIZBENKIERT, %Z=F
EBEER “117 .
i8R
o 1.0: EZFMEBENAE. LURSHHE,
IRHEIRIRSEXAERTEN.
o 1.1: REE. |IAMBFTIRMAI—FhamiL EHE
WESBESD, BILAEHRZIEARIRSS AIIRIE
RRLARIEREHE,
Statement = Array of BEINEG, mAEENRIEERR
objects B, TBEs .
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MR S &

2K 4-154 role.policy.Statement

2H B | S¥EE

fik

Action = Array of

strings

BRAIR, ENERRIERRIFIRIR
i5HA

o HEENRIAZIEEENEKIE, ZF
E¥{E: "Action”:
["iam:agencies:assume"],

BESEHE:

e iam:agencies:assume

Effect String

fali

EA. B&mM: 1T (Allow ) FIIER
(Deny) , BEBAllowXHEDenyJEY
EAT, BEDenyL5ERIEN

EESEH:
o Allow
e Deny

iy

Resource Object

ZIERR. TEHMKSSEEETS
PEEXRR, MEERERS, TR
ZHEPRIIRIEIGERRIAFE, X
LHPAFRIAMBRHRITREIIRE,
INBEIREIRIRINAIRIES, TREIIR
HithZF=fE, fi:

"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}

€ 4-155 role.policy.Statement.Resource

2 =2h | sEm gk
Wik
uri 2 Array of FIZBROURI, KEARBIZ128, &
strings J3: Jiam/agencies/Z1EID, fl:
"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00bsf888c7c"]
% 4-156 l[ILZ Body %]
2% SR T
role Object BEMEKEER .
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2 4-157 role
2% ST RER
catalog String BENRBRERR
display_name | String BEMNKIERRE .
description String ERE RIS
links Object BE MR EREEHEES..
policy Object BEMREHEFRRS .
description_cn | String BE X RIEHPIEAER.
domain_id String BENRIEFFIEKRSID,
type String BEMRBNEREN
iRE
o AXFERfEdomainEE R,
o XAFEREprojectEETRo
o BENMKRKRNE T‘*ETR‘H‘E?JAXZE%XA NG
domainEfproject EEBET (AA) , jz%’ﬂ"
domam)i%l]prOJect}:’%‘BT I~ (XX) o
id String BENRIZID,
name String BENRIESE
updated_time | String ERIE NN
created_time | String SV el FE DT
references String BE X RIZHIS | FIREL
2% 4-158 role.links
2% SR R
self String BRESEEHEE
2 4-159 role.policy
2H SR iR
Version String BIRIRAES .
iRE
o 1.0: EZMEBNAE. LRSHNE, BEERN
IRBHEXBERTFIEN.
o 1.1: &, IAMGRHTIREA—Fhiar EIFINAYEE
11, AILUEHEIEAIRSZATERIE. BRUMISRE
o=
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2% SRR fik
Statement Array of BRET, MABENRIENEARNS, B8
objects ™o
€ 4-160 role.policy.Statement
2 et et R
Action Array of AR, IEXTERRIIEMREERIR .
strings =13
o HEENREAZIEEENEKIEE, ZFRERN:
"Action": ["lam:agencies:assume"],
Effect String EF. 88w oiF (Allow ) FNiEHE
(Deny) , BEBAllowX B DenyRUEHIEGIAT,
BEfEDeny{L5EHIEN ,
EUESEHE:
e Allow
e Deny
Resource Object FIERR. TEHMEKSSZRIRZTS1MFIEX
R, EREERTH, FERZITPRINPRIER
SAENAFEH, XERPAFIIAMBEREHTT
REEnt, (NEIRRIMISNEIETE+F, T8
VI EMET. Bl
"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00bsf888c7c"]}
Z 4-161 role.policy.Statement.Resource
2¥ SR R
uri Array of FIEZRFERIURI, KEAEII128, 18
strings 3 Jiam/agencies/Z3EID, fl:
"uri": ["/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"]
(=R GNl

PATCH https://sample.domain.com/v3.0/OS-ROLE/roles/{role_id}

"role": {

"display_name": "IAMAgencyPolicy",

"type": "AX",
"description": "IAMDescription",
"description_cn": "FR3Z{EIA",
"policy": {
"Version": "1.1",
"Statement": [

"Action": [

N5k 01 (2022-08-15)
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"ilam:agencies:assume"
1
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

N Rz 73~/
REBH 200 A:
EXRIN.

"role": {
"catalog": "CUSTOMED",
"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {

by

"policy": {
"Version": "1.1",
"Statement": [

{

"self": "https://sample.domain.com/v3/roles/f67224e84dc849ab954ce29fb4f47f8e"

"Action": [
"iam:agencies:assume"
]

"Resource": {
"uri': [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

h
"Effect": "Allow"

}

1
by
"description_cn": "FR3Z{EIA",
"domain_id": "d78cbac186b744899480f25b...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fbaf47f8e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"

) =

R[EHE 1R

200 BRI

400 ST

401 NS

403 RERIESUR .

500 REBIRSZTEIR o
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APl &% 4 AP
$EA2AD
7
4.9.7 MR B E X R
THAEA 4B

ZiEO L BTEESMREE X RS,
ZEOTLMER LB XIEEndpointFIE b XiFAYENdpointiE A

URI
DELETE /v3.0/OS-ROLE/roles/{role_id}
E4-162 BRBH
¥ 2 | ¥R fR
role_id 2 String FHRIBREIBE N KEZID, SKENGNIES
W: EEMEIEID,
BRESH
& 4-163 153K Header 2#{
¥ 2RIk 8% | R
R
Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | B Security AdministratoriXfRAY
token,
VRS54
7
=P ANl
DELETE https://sample.domain.com/v3.0/OS-ROLE/roles/{role_id}
N Rz73~f51

p
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IR[EHE
REWE A
200 illEIa A
400 ST
401 NIEEY
403 REERIENR
500 REPIRSSHEIR
e
7
4.10 HIEEE
4.10.1 GIEHIT
INRENA
ZiEOIR A EIERITXRAIINEE,
URI
POST /v3.0/0OS-AGENCY/agencies
BKER
e Request Header2#{i5iHH
SH WiisE /% St A
Content-Type | Wik String application/json;charset=utf8
X-Auth-Token | @4k String EIAIERYAB Security
AdministratortXfEAYtoken,
e Request BodyZ#i5HB
SH BRIk | EE BH
name = String FEIBR, KEAKTF64
i,
domain_id 2 String ZBiFEFBYID,
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2% 2R/ wE | KB 5488

trust_domain_ | Eb—4 String FIEFEFMIID,

id

trust_domain_ String ZFAEFPIIETR,

name

description S String ZEREIA, KEAKTF255
i

duration B String FIEHVEARR, EAANnuUll, FR
RIEFIH,; BUYES
FOREVER, FRZEITHIHAR M
KA ; BYESNONEDAY, FER
FIEHIEARR I—K .

(1 %88
BERREAgtrust_domain_idFtrust_domain_nameZ&/VE—NMEE, FHEEMEENNS, LA

trust_domain_name{ft5%.

o IERTHI
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X POST -
d'{"agency” : {"name" : "exampleagency", "domain_id" :
"0ae9c6993a2e47bb8c4c7a9bb8278d61", "trust_ domain_id" :
"35d7706cedbc49a18df0783d00269c20", "trust_domain_name" : "exampledomain”, "description” :
"testsfdas"}}' https.///v3.0/0S-AGENCY/agencies

NaRGHR

e Response BodyZ#{iiiH

2% 5355 M 1% it #ER
agency = JSONObject | EFEIIR,

e agencyt&z(iAB

e WA AT E-Sic) fiA

id 2 String ZEMID,

name = String FIERIBTR
domain_id 2 String ZHaIfEFRIID,
fc(;ust_domain_ = String FIEFEFRIID,

i

description = String AR .
duration 2 String ZIEHIHARR .
expire_time = String ERIERYZIEARTE]
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e

Whk/ETiE | 3KE

%

create_time

=

2 String FERIBIEERYE]

o IMNRE (BRI )
{

"agency" : {
"description"

"trust_domain_id"

: "testsfdas",
: "35d7706cedbc49a18df0783d00269¢20",

"id" : "c1a06ec7387f430c8122d6f336c66dcf",
"duration" : null,

"create_time"
"expire_time"
"domain_id" :

"name" : "exampleagency"

}
}

o IMRHEG) (EREM )
{

"error": {

"message":
"code": 400,

name' is a required property",

"title": "Bad Request"

}
}

N

1 "2017-01-06T05:56:09.738212",
:null,
"0ae9c6993a2e47bb8c4c7a9bb8

278d61",

K&

1A

201

BRI

400

SHiEIR.

401

TNIERML

403

=E ST

404

REEBNAYER

409

HERFH.

500

REBIRSS tEIR -

2 BFEERH FRIERIIRER

1242 O FARIREUEE

e URIKE=

GET /v3.0/OS-AGENCY/agencies{?domain_id,name,trust_domain_id}

o HHASHIRA

FHTHEIIERER

N5k 01 (2022-08-15)
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2H EAAE | EKR izl
domain_id |2 String HaifEFRID,
name S String F1ERIBR,
trust_domai | & String HEFERHEPRID,
n_id
BREE
Request Header2#{i5
25 EAAVIE | KB 15i8H
Content- 2 String ZZFERABIESA “application/
Type json;charset=utf8” ,
X-Auth- = String EIAIERYAB Security
Token Administratort¥fEAYtoken,
I=EEl

NaRzHR

curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.///
v3.0/0S-AGENCY/agencies?domain_id=0ae9c6993a2e47bb8c4c7a9bb8278d67

Response BodyZ#§i5EH

2 wiE/AliE | KE fEiA

agencies = JSONArray | E5IE.
agencyt&ztisiAA

e Wik/mlik | EE A

id 2 String Z1E891D,

name = String F1ERIBTR,

domain_id = String HaifAFAID,

trust_domai | 2 String FZEHEFPRIID,

n_id

trust_ domai | 2 String ZIEHEPRIRTR

n_name

description | 2 String FIERYER .

duration 2 String RHEAYEABR . BAAnull, FR

TZHA
expire_time | 2 String RIEAYZIHARTE

N#5hRZA 01 (2022-08-15)

WRINERE © HERRAREBIRAT

196



H—BDINIERS
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2% wiagE/anE | 2B fR
create_time | 2 String Z1ER9eIZERTE] .

o IMRNRE (BRI )
{

"agencies": [

{

"description": " testsfdas ",

"trust_domain_id": "b3f266d0c08544a0859740de8b84e850",
"id": "afcaB8ddf2e92469a8fd26a635da5206f",

"duration": null,

"expire_time": null,
"domain_id": "0ae9c6993a2e47bb8c4c7a9bb8278d61",

|||||

}
1
}
o IR (EREM )
{
"error": {
"message": "You are not authorized to perform the requested action: identity:list_agencies",
"code": 403,
"title": "Forbidden"
}
}
T
K& 1588
200 153RAEII o
401 TNIERML
403 =BESIE
404 RILEIERNAVEIR o
500 RERARSSTRIR -

4.10.3 KBS EZIEAFHEE

1ZZ O BFREYEEEFERIFRER .

URI
e URIHEZL
GET /v3.0/OS-AGENCY/agencies/{agency_id}
e URIZHUNEA
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2% 2R AE | EE izl
agency_id | 2 String FIERIID,
IBRiEE
e Request Header2#{ii<H8
2% BHEAWIE | K8 5i8H
Content- 2 String ZFERABIEA “application/
Type json;charset=utf8” ,
X-Auth- 2 String ETAUERYHE Security
Token Administratorf{fEAJtoken .
o IEKIEAI

WAGER

curl -i -k -H "X-Auth-Token.:$token" -H 'Content-Type:application/json,charset=utf8' -X GET https.///
v3.0/OS-AGENCY/agencies/2809756f748a46e2b92d58d309f67291

Response BodyZ#{i5i8H

2% Wik ok | KB A

agency = JSONObject | ZHEITHR
agencyt&z{i5RB

e Wik/alik | EE fik

id 2 String Z4ERIID,

name = String FIERIBTR

domain_id |2 String HeifEFIID,

trust_domai | 2 String FIEHFRIID,

n_id

trust_domai | 2 String ZIEAEPIIRTR,

n_name

description | 2 String ZIERYIEIA .

duration = String FIERVHARR . BUAJINUlL, FREAA

iIHA.
expire_time | 2 String F1ERVZIHARTE]
create_time | 2 String ZIERIEIEERTE .

maszpl (BRI )
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{
"agency" : {
"description" : " testsfdas ",
"trust_domain_id" : "3ebe1024db46485cb02ef08d3c348477",
"trust_domain_name" : "exampledomain",
"id" : "c1a06ec7387f430c8122d6f336c66dcf",
"duration": "FOREVER",
"create_time" : "2017-01-06T05:56:09.738212",
"expire_time" : null,
"domain_id" : "0ae9c6993a2e47bb8c4c7a9bb8278d61",
"name" : "exampleagency"
}
}
o NaRzA¥fE (iERSEY )
{
"error": {
"message": "Could not find agency: 2809756f748a46e2b92d58d309f67291",
"code": 404,
"title": "Not Found"
}
}
RS
RS 5eRH
200 IERN AR
401 TANIERM
403 ENEM
404 AEFEXNRIFIE.
500 MEBARSSHEIR
4.10.4 {EiZEFE
IEENA
IZEOEMENZIENER, 8i5HHPRtrust_domain_id. description.
trust_domain_name=E% .
URI
e URIKER
PUT /v3.0/OS-AGENCY/agencies/{agency_id}
o URISHURAB
e =AY | 358 5i8H
i%
agency._id e String ZERID,
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BKEE
e Request Header&#ixHH
2% =R | R WifH
ik
Content-Type | 2 String ZFEBRABIEA “application/
json;charset=utf8” ,
X-Auth- = String EIAUERYAB Security
Token Administratort¥[RHJtoken,

Request BodyZ#5iAA

B =ahY | EKB Wihg
ik
trust_domain | & String ZIEHFID, BRIEHEHFPYIRE
_id F=.
trust_domain | & String RIEHEFEIBIR, BEREHEP YR
_name BF T,
description & String ZHEREIR
(MARLT

ERIAFRtrust_domain_idfltrust_domain_namefZ —it—, BIE—MFEEIA, BE
ERIFIERYE, LAtrust_domain_namefi=E,

o IERIEH
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X PUT -d
{"agency” : {"trust_domain_id" : "35d7706cedbc49a18df0783d00269c20", "trust_domain_name" :
"exampledomain”, "description” : "111111"}}' https.///v3.0/OS-AGENCY/agencies/
2809756(748a46e2b92d58d309f67291

IMAGHEE
e Response BodyZ#{iiiH
e WA [ATiE | 2REY ik
agency = JSONObjec | EHEIIR,
t

e agencyt&z(iAB

e WAE/OIiE | 25 A

id = String ZERID,
name = String FEAFR,
domain_id 2 String HpIfEFBID,
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2% WK [mNiE | 3B iR
trust_domain | & String FEHEFRIID,
_id
description = String ZIERYIEIA .
duration = String ZFERVEER . BASInull, FRA

iIHA
expire_time | £ String ZIERYZIRARTE]
create_time | 2 String ZIERIBIEERTE]
o IR (BERAIN)
{
"agency" : {
"description" : " testsfdas ",
"trust_domain_id" : "3ebe1024db46485cb02ef08d3c348477",
"id" : "c1a06ec7387f430c8122d6f336c66dcf",
"duration" : null,
"create_time" : "2017-01-06T05:56:09.738212",
"expire_time" : null,
"domain_id" : "0ae9c6993a2e47bb8c4c7a9bb8278d61",
"name" : "exampleagency"
}
}
o TIRAER (EREM )
{
"error": {
"message": "TrustDomainNotFound",
"code": 404,
"title": "Not Found"
}
}
RS
RSB 15488
200 =R AN
400 SHHEIR.
401 TNERM
403 ENEM
404 RILZERAVER
500 MEBARSSHEIR -
4.10.5 HBRZEHE
INeEN A
iz O BRPREIE .
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(AR
SRMERERESTENTRR, HFERRF.

URI
o URIFET
DELETE /v3.0/OS-AGENCY/agencies/{agency_id}
o URISHuHHEA
¥ =R AIE | 358 548H
agency_id = String Z1ERIID,
IBKREHR
e Request Header2#{i5iHH
2% =R | R k)2
i%
Content- 2 String ZFERABIES “application/
Type json;charset=utf8” ,
X-Auth- 2 String EIAIERYHEB Security
Token AdministratoriXfRAYtoken,

o iEREAHI
curl -i -k -H "X-Auth-Token.:$token" -H 'Content-Type:application/json;charset=utf8' -X DELETE
https.///v3.0/0S-AGENCY/agencies/28097561748a46e2b92d58d309f67291

NaALER
o TARZEER) (IEREN )
{

"error": {
"message": "Could not find agency: 2809756f748a46e2b92d58d309f67291",
"code": 404,
"title": "Not Found"
}
}
N
RS eBH
204 IERN AR
401 IANIERY
403 ENEM
404 RIKEENAIETR
500 MEBARSSHEIR
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4.10.6 EIZIN B LS ZEZFEH FIRE

ThEEN R
ZEORRBEEINB A RIEW FIR
URI
o URIETL
PUT /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
e URIZHU5AA
e =EEAVE | ER 54A8
project_id | 2 String SR TFRYIREID,
agency_id = String Z1ERIID,
role_id = String AEIMNAIID,
(11 #8A
BREFHEIDUNNAEBIREEZRET, FEEEsecu_admin. te_agency,
BKER
e Request Header2#{i5iBH
2% =R/ | RKE 15488
1%
Content- 2 String ZFEAARIES “application/
Type json;charset=utf8” ,
X-Auth- = String EIAUERYB Security
Token AdministratoriXfRHYJtoken,

st g
o IERIFH
curl -i -k -H "X-Auth-Token.$token" -H 'Content-Type:application/json;charset=utf8' -X PUT https.///
v3.0/OS-AGENCY/projects/0945241c5ebc4660bacs40d48f2a2c14/agencies/
37f90258b820472bbc8a0f4f0bfd720d/roles/0f3a2d418ed747fa8be46e92757be9ff

o iz 2
o EMINI: FRIRIALL
o TARTEER) (IEREN )
{

"error" : {
"message" : "Could not find role: 0f3a2d418ed747fa8be46e92757be9ddff",
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“itle” - "N Found"
} }
NTE
/NG ol
204 BRI
401 UNNZS S
403 EEM
404 FRILFNENAVER o
500 MEBARSSEEIR

4.10.7 EZEETH 2 BIEENR

INEEN4A
ZEORAXRGEEITENE L E2EEIEENR.
URI
e URIKER
HEAD /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
e URIZHU5EA
¥ =ARE | KR WRA
project_id 2 String e THIRBID,
agency_id = String ZFERID,
role_id = String BEIINAID,
BKEHR
e Request Header&#ixHH
2% =RwIE | KB i5AH
Content- 2 String ZFERABIESA “application/
Type json;charset=utf8” ,
X-Auth- 2 String EIAIERYIEB Security
Token AdministratoriXfEAYtoken,
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NN

o iEKEEA
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X HEAD https.///
v3.0/OS-AGENCY/projects/0945241c5ebc4660bacs40d48f2a2c14/agencies/
37f90258b820472bbc8a0f4f0bfd720d/roles/0f3a2d418ed747fa8be46e92757be9ff

NaRzHR

o IMMHFG (EREM )
{

"er'rcr:;;s:sgge" : "Could not find role: 0f3a2d418ed747fa8be46e€92757be9ddff",
"code" : 404,
"title" : "Not Found"
} }
WKL
K& ol
204 iBKINE, BEEHEENR.
401 UNIESE
403 EYVES
404 FRILFENAVER -
500 MEBIRSS IR

4.10.8 ZHEFEINH FEGHINRSIZE

ThEEN 4R
ZEORAREEREERE EEEHNRYIE.
URI
e URIKE,
GET /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles
e URIZHUiAA
2% =EAKE | XE 588
project_id 2 String HEfAP TRIIRBID,
agency_id = String Z1ERIID,
BXRHE
e Request Header2#{i5HH
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2% BRANIE | KB 5BH
Content- 2 String ZFERABIENA “application/
Type json;charset=utf8” ,
X-Auth- = String EIANIERYHEB Security
Token AdministratoriXfRAYtoken,

NN
o IERIFH
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.///
v3.0/OS-AGENCY/projects/0945241c5ebc4660bacs540d48f2a2c14/agencies/
37f90258b820472bbc8a0f4f0bfd720d/roles

WAGEHER

e Response BodyZ#{iiiH

2H E=ERNE | EKR 5488
roles = Array rolef9%1%&

o roletg=iEH

2 =EAVIE | KB 1538
id = String rolefYID,
name = String rolefYZ ¥R,
domain_id = String rolePr/ER9FEFRYID .
type = String rolefIBE, Hep:
o AXFERfEdomainEER
o XA REproject EER
o AAZERfEdomainfproject®
R
o XXZFE/RfEdomainFlproject=
WARER
display_nam | 2 String rolefT BB TR,
e
catalog = String rolefFERIBE R
policy 2 Dict roleRIEIRZREE o
description | & String roleAY3EIA

o MR (ERMIN )
{

"roles": [

{
"catalog": "BASE",
"display_name": "Tenant Guest",
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"policy": {
"Version": "1.0",
"Statement": [

{

"Action": [
":Get",
"u:List"

1

"Effect": "Allow"

L

{
"Action": [
"identity:*"
1
"Effect": "Deny"
}

]
U
"domain_id": null,

"type"; "AA",
"id": "b32d99a7778d4fd9aa5bc616c3dcde5f",
"description": "Tenant Guest"

}
]
}
o lARAER) (iEREY )
{
"error": {
"message": "You are not authorized to perform the requested action: identity:list_domain_grants",
"code": 403,
"title": "Forbidden"
}
}
I NEE
K& 588
200 15RAI0 .
401 NS
403 =KW,
404 FRLFERNAVER o
500 MEBARSSEEIR

4.10.9 &EiI I B I BRZEFERINRE

IhgeNn4A
ZEOBXRECSINE EEMBRZITAIRIR
URI
o URIKRT
DELETE /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
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e URIZ#BH
e EEAWE | EH 548
project_id | 2 String SR FRYIREID,
agency_id = String Z1ERIID,
role_id 2 String AEXIMNAYID,
BXHE
e Request Header2#{i5iHH
2 ERAWE | KB 1588
Content- = String ZFEARBIEN “application/
Type json;charset=utf8” ,
X-Auth- 2 String EIAIERYAB Security
Token Administratorf¥pRAYtoken.

o EREAH

curl -i -k -H "X-Auth-Token.:$token" -H 'Content-Type:application/json;charset=utf8' -X DELETE
https.///v3.0/0S-AGENCY/projects/094524 1c5ebcd660bac540d48f2a2c 14/agencies/
37f90258b820472bbc8a0f4f0bfd720d/roles/0f3a2d418ed747fa8be46e€92757be9ff

NaRzHR

o IMNAFG (EREM)
{

"er'rcr)r:;s:sgge" : "Could not find role: 0f3a2d418ed747fa8be46e€92757be9ddff",
"code" : 404,
"title" : "Not Found"
' }
RS
7Nz ol
204 BRI
401 TNERM
403 ENEM
404 RILZERAVER -
500 MEBARSSHEIR -
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4.10.10 BIHFLEEFEH F R

ThREN A

URI

IBERHEE

aRGHR

ZZORREIHAESAEEH TR

URIF&Z
PUT /v3.0/0S-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
URIZ#U5EB
8% =R AE | 258 15488
domain_id | 2 String HEIHFRIID,
agency_id = String ZERIID,
role_id = String AEXIMAYID,
MERTY::

EREPAEIdNAABETERRRES], TERsecu_admin, te_agencyfIZR,

Request Header2#{iAA

2% =EAWE | 258 5BH

Content- = String ZFERASIEN “application/

Type json;charset=utf8” ,

X-Auth- g String EIAIERYAB Security

Token AdministratorfXfRAYtoken,
BRI

curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json,charset=utf8' -X PUT https.///
v3.0/OS-AGENCY/domains/b32d99a7778d4fd9aa5bc616c3dcde5f/agencies/
37190258b820472bbc8a0f4f0bfd720d/roles/0f3a2d418ed747fa8be46e92757be9ff

TR : RN AT
o IMRHFG (EREM )
{

"error" : {

"message" : "Could not find role: 0f3a2d418ed747fa8be46e92757be9ddff",

"code" : 404,

"title" : "Not Found"

}
}

N#5hRZA 01 (2022-08-15)

WRINERE © HERRAREBIRAT

209



H—BDINIERSS

AP| &% 4 AP
K&

K& ol

204 BRI

401 INIESRTY

403 EYVES

404 RILEIBRAVETR

500 AERIRSS IR

4.10.11 {BFIEEEP LREBEIEENR

IheeNA
ZEOBRNERIEEHEP LREEEEENR.
URI
e URIBR
HEAD /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
e URIZHURAB
2% =BEAVE | EE 588
domain_id | £ String =rifEFEIID,
agency_id = String ZFERIID,
role_id 2 String BEIIMAID,
IBRHEE
e Request Header2#{ii<HB
2% 2RAwE | KB 588
Content- g String ZFEBNAIES “application/
Type json;charset=utf8” ,
X-Auth- = String EIAIERYHEB Security
Token Administratorf¥fEAYtoken,

\E hY

o iEREAHI
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X HEAD https.///
v3.0/0OS-AGENCY/domains/b32d99a7778d4fd9aa5bc616c3dc4e5/agencies/
37190258b820472bbc8a0f4f0bfd720d/roles/0f3a2d418ed747ta8be46e92757be9ff
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o IMRAEGI (iEREM )
{ "error" : {
gzs;agio ‘:1 "'Could not find role: 0f3a2d418ed747fa8be46e92757bedddff",
"title" : "Not Found"
: }
RS
7Nz B8
204 Bk, EEEENR.
401 TANIERM
403 EIEW .
404 RIKENERRI R o
500 AERIRSS iR

4.10.12 EFEREHEF EEGRIINERYIZER

IhEEN 4R
ZEOBXEaEEEHER LEGRITNRIZE.
URI
o URIFEZ
GET /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles
e URIZHUiRAA
2% =RAIE | 28 izh)2
domain_id | £ String HBIfEFBID,
agency_id | 2 String ZERID,
IBKEHR
e Request Header&#ui<hH
2 ERWE | KB 5eBH
Content- = String ZFERRAEA “application/
Type json;charset=utf8” ,
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2 BRIk | 8 izl
X-Auth- = String EIAIERYAB Security
Token AdministratortXfRAJtoken

NPT
o BRI
curl -i -k -H "X-Auth-Token:$token" -H 'Content-Type:application/json;charset=utf8' -X GET https.///
v3.0/OS-AGENCY/domains/b32d99a7778d4fd9aa5bc616c3dcde5t/agencies/
37f90258b820472bbc8a0f4f0bfd720d/roles

WAGEHER

e Response BodyZ#{isiiH

z,
2 =AY | KB 1588
i%
roles = Array roleg9%13&,
e rolet&=(i5iAR
8% 208w | RE i58e
i%
catalog ) String rolefIERIBE S
display_nam | & String roleFr B RB R,
e
name = String rolefY2 TR,
policy & Dict roleAYEATRRE
domain_id = String roleFr/E@R9FHFRIID
type = String rolef BB, Hep:
o AXFERfEdomainEER
o XAEKR{EprojectEER
o AAZEKRfEdomainflproject®
B8R
o XXZFRTEdomainFlproject2
SN
id = String rolefYID,
description | & String roleBYtEIA .

o MR (BRI )
{

"roles": [

{
"catalog": "BASE",
"display_name": "Tenant Guest",

|||||

"policy": {
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"Version": "1.0",
"Statement": [
{
"Action": [
":Get",
":List"
1,
"Effect": "Allow"
%
{
"Action": [
"identity:*"
1,
"Effect": "Deny"
}
]
U
"domain_id": null,
"type": "AA",
"id": "b32d99a7778d4fd9aa5bc616c3dcdes ",
"description": "Tenant Guest"
}
]
}
o IRRAEG] (1EREM )
{
"error": {
"message": "You are not authorized to perform the requested action: identity:list_domain_grants",
"code": 403,
"title": "Forbidden"
}
}
NG
R 5iE8
200 IERR AN
401 TANIESETY
403 IR
404 REIENAVER o
500 MEBARSSHRIR -

4.10.13 B I THFIFRZFCRITR

TheENA

1Zi% O ARiEd A E B MIBREFERITUR .

URI
o URIFET

DELETE /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/

{role_id}
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e URIZ#BH
e EEAWE | EH 15488
domain_id | £ String ZHeifEFAIID,
agency_id = String Z1ERIID,
role_id 2 String AEXIMNAYID,
BXHE
e Request Header2#{i5iHH
2 ERAWIE | KR 1588
Content- = String ZFEARBIEN “application/
Type json;charset=utf8” ,
X-Auth- 2 String EIAIERYAB Security
Token Administratorf¥fRAYtoken,

o iEREAHI
curl -i -k -H "X-Auth-Token.:$token" -H 'Content-Type:application/json;charset=utf8' -X DELETE
https.///v3.0/0S-AGENCY/domains/b32d99a7778d4fd9aa5bc616c3dcde5/agencies/
37f90258b820472bbc8a0f4f0bfd720d/roles/0f3a2d418ed747fa8be46e€92757be9ff

NaRzHR

o IMNAFG (EREM)
{

"er'rcr)r:;s:sgge" : "Could not find role: 0f3a2d418ed747fa8be46e€92757be9ddff",
"code" : 404,
"title" : "Not Found"
' }
RS
KEE | %87
204 BRI
401 TNERM
403 ENEM
404 RIKEIBRAVETR -
500 MEBARSSEIR -
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4.10.14 ERZEFE TFRIFMBEIE IRSSRYIZR

ThRENA

URI

IERSH

VRS54

ZEOR L ATEEREREEMEINERS IR IZE.

GET /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/

inherited_to_projects

F 4-164 IRESH
2 R | 2EEE fEiR
WA
agency_id = String Z1%ID,
domain_id = String B WKSID,
& 4-165 153K Header %
¥ =E | B¥sE R
WA
X-Auth-Token | 2 String B Security AdministratorifRAY
token,
7 4-166 IR Body &%
S SHERE R
roles Array of ST EISEIE S
objects
links object RIREZER
% 4-167 roles
2H SHERE R
id String BPBRID
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2 SRR A
links object BRAVZRHEEE .
name String PR o
2 4-168 links
2% SHER R
self String CAD LIS eI rEN 1|

iBERTA

GET https://sample.domain.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
inherited_to_projects

e Sz 73~ 51
RSB 200 A:
EifpIN.
{

"roles" : [
{
"name" : "system_all_154",
"links" : {
"self" : "https://sample.domain.com/v3/roles/04570dfe267c45a3940e1ae9de868..."

b
"id" : "04570dfe267c45a3940e1ae9de868..."

"name" : "test1_admin",
"links" : {
"self" : "https://sample.domain.com/v3/roles/1bf20f1adba94747a6e02e1be3810..."

b
"id" : "1bf20f1adba94747a6e02e1be3810..."
}
1,
"links" : {
"self" : "https://sample.domain.com/v3.0/OSHERIT/domains/05b09b4723001dc90f27c0008f8b1.../
agencies/08c6652e86801d234f01c00078308.../roles/inherited_to_projects"

}
RE&G
7Nz R
200 =i1a1)24Y)]
401 TNIESETE
403 IRBIRIER
404 RELFIEN AR -
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API &%

4.10.15 IEIEZRFRBINERSER

ab
ThREN 4R

URI

R S &

BRI

N Rz 7~f51

4 API
RS R
500 AEBIRSSHEIR

ZEORL AT EERAERER FIEIME RS NR

PUT /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/{role_id}/
inherited_to_projects

% 4-169 BRSH

2% =E | 5% fiik
PR
agency_id = String Z1%ID,
domain_id 2 String FHEHFHKSID,
role id =2 String NPRID o
& 4-170 153K Header 2%
e =E | s%EE R
WA
X-Auth-Token | 2 String }ﬁi;ﬁ Security AdministratorffRAY
token,

PUT https://sample.domain.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

7
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N

7Nz R

204 BRI

401 TNIESETY o

403 IRBERIEINR
404 REIENAVER o
500 AEBIRSS IR

4.10.16 EEE FTREGEAMBIARSHR

TIREN A

iEREH

N Rz S4(

ZEOFUBTFEERNEREEERAMEIMAERS IR

HEAD /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

x 4-171 BIERSH

2% BE | oEEE )%
Wiz
agency_id 2 String 1D,
domain_id = String FHEHFHKSID,
role_id = String BRID,
%+ 4-172 {53k Header 2%
28 =E | a¥EE R
WA
X-Auth-Token | 2 String ﬁf Security Administratort¥pRAY
token,

p
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BRI

HEAD https://sample.domain.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

i sz~
7
7N
WREH ik
204 BRI, (EBEENR)
401 TNIESRTE
403 ILERIENIR
404 REEFIENAVER -
500 AEBIRSS IR

4.10.17 BRFREIL THIFFE I ERSIUR

ab
THEEN 4B

1ZZO L AT EERBREEIPMEIE RS R

DELETE /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

#* 4-173 BEESH

2 =E | a¥EE ik

WA
agency._id = String 1D,
domain_id = String ZEBFHKSID,
role_id 2 String PRID
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IBREH
R 4-174 153K Header 2%
el =8 | % HR
X-Auth-Token | 2 String B Security AdministratortXfRAY
token,
=S
7
1= ]l
DELETE https://sample.domain.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
I 7~ A5
7c
R
RSB iR
204 FEBRALIN
401 TAIERTY .
403 S BEREINR .
404 REKEENEIR
500 REPIRSSEEIR

4.11 ZLIRE
4.11.1 TEKSIRIEIRIPFER

TORENA

URI

ZEZEOT L BT ERKSRFRPRE

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

N5k 01 (2022-08-15)
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F—SHINEIRSS
APl &% 4 API

% 4-175 BRRSH

8% =E | BHEE R
domain_id = String FEENIKSID,

IEREH

% 4-176 53K Header 2%

2% =E | 5% i35
WhIE
X-Auth-Token | 2 String 1B Security AdministratortXfRAY
token,

MR 2 &

2 4-177 9K Body 2%

B8H e el fEik
protect_polic | object IRERIPZRRS
y

2% 4-178 protect_policy

S SR R
operation_pro | Boolean EEHBRIERP, FBA"true", XHBH
tection "false",

BRI

GET https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

N Mz 73~
R7&EL 7 200 AF:
BRI

{
"protect_policy" : {
"operation_protection" : false
}
}

SASRRAS 01 (2022-08-15) WA © LR ABIRAE] 221




H—BDINIERSS
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R7&RE 7 403 -
IRBEEREINR .
o T
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o ifil 2
{
"error_msg" : "Policy doesn't allow % actions)s to be performed.",
"error_code" : "IAM.0003"
}
KT 404 B
RIKEENAIETR
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K&/EH 500 A
MEBARSSEEIR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"
}
RS
RS ik
200 =R
401 TANIERML
403 IRBRIEIR
404 RLFWEN AR o
500 AEBIRSS IR
,y =3 42
4.11.2 (B SERIERIP R
ThEEN4B
ZEOT AT EERIESIKSRIERIPRE .
URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy
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APl &% 4 API
= 4179 BREH
2% =E | 5% i35
WHIE
domain_id = String FELHIKSID,
RS
7 4-180 153K Header 2
2% =E | sHEE HEiA
Whi%k
X-Auth-Token | 2 String BB Security AdministratortfRAY
token,
3 4-181 153k Body &
2 =E | s%EE R
WHiE
protect_polic | 2 object IRERIPZRRS
y
£k 4-182 protect_policy
2% =E | 5% fik
WHik
operation_pro | & Boolean EEHBERERP, FEA"true", X
tection B false"
) VE=S
% 4-183 [ Body %
2% ST RER
protect_polic | object BRERIPZRES o
y

MAERRAS 01 (2022-08-15)
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& 4-184 protect_policy
2% ST ik
operation_pro | Boolean R HERERP, FEA"true", KHBAH
tection "false",
1=
PUT https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy
{
"protect_policy" : {
"operation_protection" : true
}
}
N Rz~
KRG 200 A
BRI
{
"protect_policy" : {
"operation_protection" : false
}
}
KZ58879 400 AY:
BRERE
o fil1
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o il 2
{
"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}
K& 403 B
ENEM
o A1
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
o ifil 2
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
K& 500 A
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RRERE.

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"

}

I NELE
/NG ik
200 BRI
400 BRIEFE
401 TAIERTY .
403 ENEY .
500 RERE.

4.11.3 EIKSZELREE

TheeN i
ZEOT LU BTEARSEEHRE .
URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy
* 4-185 BZBY
2% 2E | s A
domain_id = String FEIEIKSID,
BREH

7 4-186 i53k Header 8%

¥ 2E | s 11053
WATFE
X-Auth-Token | 2 String BB Security AdministratoriXfRAY
token,
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MR SEL

% 4-187 uii Body ¥

2% S¥R A
password_pol | object ZIORHE
icy

%% 4-188 password_policy

84 SHRT R

maximum_co | Integer B—FFEEH AR R EL
nsecutive_ide

ntical_chars

maximum_pa | Integer BB AFTE
ssword_length

minimum_pas | Integer FIBERIEERE (98H) o
sword_age

minimum_pas | Integer ERaR/NFERE
sword_length

number_of_re | Integer BIARESHEEEES X,
cent_passwor

ds_disallowed

password_not | Boolean EEEEZAFREaFARENRF
_username_or

_invert

password_req | String IREEBVRBENFHEK,
uirements

password_vali | Integer ERREMHE (X) .
dity_period

=P N

GET https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy
I iz 7~ A5

K588 79 200 A

153K o

{

"password_policy" : {
"password_requirements" : "A password must contain at least two of the following: uppercase letters,
lowercase letters, digits, and special characters.",
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APl &% 4 API
"minimum_password_age" : 20,
"minimum_password_length" : 8,
"maximum_password_length" : 32,
"number_of_recent_passwords_disallowed" : 2,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : true
}
}
KZ8879 403 A
IRBIRIENR
o A1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o f32
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
K83 H 404 B
RIKEMBN AR o
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
R7Z58879 500 AY:
REPIRSSHHIR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RS R
200 BRI
401 TAIERY .
403 RBIRIERIR
404 RIEBNAIRIE
500 REPIRSSTEIR
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4.11.4 (EX K SZEDRES
IHEENE

ZEOT LA TFEERMENKSZERE

URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy
+ 4-189 BIZBH
e =E | 5% %
domain_id = String K=ID,
IBREH

% 4-190 53K Header 2%

28 =a | a¥EE )%
Whi%E
X-Auth-Token | 2 String 1A Security AdministratorffRAY
token,

# 4-191 153K Body B4

2% =E | &% i35

WA
password_pol | 2 object FIDRRE
icy

2R 4-192 password_policy

2% = | sHEEn A

whik
maximum_co | & Integer BA—FFIELHIMIRAORE, BEDE
nsecutive_ide [0,32],
ntical_chars
minimum_pas | & Integer EIEHRERE(5H), BETEE
sword_age [0,1440]
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APl &%

=351

4 API
28 B2h | 2R ik
Wik
minimum_pas | & Integer FmR/INFRE, BUYBEEEI(6,32].
sword_length
number_of re | & Integer FIBAeSHEERESIRE, BES
cent_passwor [0,10],
ds_disallowed
password_not | & Boolean EREEAUERRESBARENR
_username_or Fo
_invert
password_vali | & Integer ZEYH (X ) , BUESEE[0,1801],
dity_period IREORTKIANZHKRS
% 4-193 THRL Body B
2% SR R
password_pol | object EHOZRIE

icy

2k 4-194 password_policy

_username_or
_invert

2 SRR A

maximum_co | Integer E—=FFEEH AR
nsecutive_ide

ntical_chars

maximum_pa | Integer BHEHmRAKFEHH
ssword_length

minimum_pas | Integer FROREFERE (98 ) .
sword_age

minimum_pas | Integer BHHR/NFRFE
sword_length

number_of re | Integer FIBAESHERBES IR,
cent_passwor

ds_disallowed

password_not | Boolean ZiEEa L RBFRESARENRF.

N#5hRZA 01 (2022-08-15)
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2H SR iR
password_req | String IREFIEBVWRBEENFEREK,
uirements
password_vali | Integer FREERE (X) .

dity_period

i5RHl

PUT https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password_policy

{

"password_policy" : {

"minimum_password_length" : 6,

"number_of_recent_passwords_disallowed" : 2,
"minimum_password_age" : 20,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert" : false

}
}

e Rz 73~451
JRESEEA 200 B
ER AN
{

"password_policy" : {

"password_requirements" : "A password must contain at least two of the following: uppercase letters,
lowercase letters, digits, and special characters.",
"minimum_password_age" : 20,

"minimum_password_length" : 8,
"maximum_password_length" : 32,

"number_of_recent_passwords_disallowed" : 2,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,

"password_not_username_or_invert" : true

}
}

RZ6375 400 B
BRIEEE

o M1
{

"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}
o T2
{

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"

}
RZEBF 403 B
= E ST

N#5hRZA 01 (2022-08-15)
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o N
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}
o fl2
{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}

RZSF879 500 A
RERE,

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}
AN
K& R
200 BRI
400 BRAEFRE
401 AR
403 KM
500 EREE,

4.11.5 EIKSEFZHRME
IHRENE
ZEOTL ATFEEGRSERREE.

URI

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

% 4-195 BRIZS#

2H 2 | ¥R A
Wik
domain_id 2 String FEENKSID,
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APl &%

4 API

IERSH

2 4-196 153K Header 2%{

8% =E | BHEE ik
WA
X-Auth-Token | 2 String BB Security AdministratorffRAY
token,
D)2
K 4-197 IR Body 2%
8% ST iR
login_policy | object BRE
2% 4-198 login_policy
B8H BHEE R
account_validi | Integer ERERER (X) , BUEEEI[0,240], KS1E
ty_period ZERENERHANRER, WHKER. RER0
B, KEAZHRRES.
custom_info_f | String EFRERER.
or_login
lockout_durati | Integer WSHERHS (%) -
on
login_failed_ti | Integer PRIERIBINEREMURE -
mes
period_with_l | Integer PRERENKE (9%8) »
ogin_failures
session_timeo | Integer ERSIELMATE (HH) .
ut
show_recent_| | Boolean EEETREE—INEREE,

ogin_info

iERBI

GET https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

N#5hRZA 01 (2022-08-15)
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APl &% 4 API
)]l
JRZ&ERL 7 200 A
BRI
{
"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true
}
}
KZ58879 403 AY:
IRBIRIENR
o fil1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o f3l2
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
K583 ) 404 BY:
RIKEBRRIER R
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K7 500 A
RERIRSSEEIR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RS R
200 IERN AV
401 TAIERTY .
403 IRBEERENR
404 REKEENAER
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RS R
500 AEBIRSSHEIR

4.11.6 (EKSEFRE

INgENA
ZEOTLBATEERENKSERRE.
URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy
+ 4-199 BEZBY
B8H 2 | ¥R )
domain_id 2 String K=ID,
B3RS
2 4-200 153Kk Header 2%
B8H = | 3% R
X-Auth-Token | 2 String G Security AdministratortfRAY
token,

% 4-201 15K Body 2%

2% 2E | s Rk
DV
login_policy |2 object BRERE
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APl &%

4 API

& 4-202 login_policy

2% = | %R R
Wik
account_validi | & Integer EFREREER (X) , BUEEE
ty_period [0,240] , KSEZERBERIGEINE
A, W=, REHORY, XA
B .

custom_info f | & String BERIERER.

or_login

lockout_durati | & Integer KSHERE (928 ) , BUETEE

on [15,30],

login_failed_ti | & Integer PREATEIAEREMORE, BUEEE
mes [3,10],

period_with_l | & Integer [REMEKE (£98) , BUEEE
ogin_failures [15,60],

session_timeo | & Integer ERSRLMATE (o8 ) , BUESEE
ut [15,1440],

show recent | | & Boolean ERFE—IRNEREE . BUEEEtrue
ogin_info gk false,

N Rz SE

2 4-203 1L Body &%

2% SR i

login_policy | object BRE
2% 4-204 login_policy

¥ SRR g

account_validi | Integer WSEZERENEIEARRER, WHEER.
ty_period

custom_info_f | String ERERER.

or_login

lockout_durati | Integer WESHERE (28 ) -

on

login_failed_ti | Integer FREASBIAEREBUREL

mes
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APl &%

4 API

iBERTA

il iz 73~ {51

SH SHRE i

period_with_l | Integer PRERENSE (98 ) »
ogin_failures

session_timeo | Integer BRISERMATE
ut

ogin_info

show_recent_| | Boolean EEETRRE—RNBEREE.

PUT https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/login-policy

{

"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true

RZ&EL7 200 A:
BRI .

{

"login_policy" : {
"custom_info_for_login" : "",
"period_with_login_failures" : 15,
"lockout_duration" : 15,
"account_validity_period" : 99,
"login_failed_times" : 3,
"session_timeout" : 16,
"show_recent_login_info" : true

}

}

R 400 A:
BRIEEE

o M1

{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}

o ffl2
{

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}

RSB 403 AY:

S5k 01 (2022-08-15) WRINERE © HERRAREBIRAT

236



H—BDINIERSS

APl &% 4 API
EIERML
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
WKAF5H 500 B
ABrEE,
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
NEE
K& fik
200 =4 An
400 EREFE.
401 TAIERTY .
403 =ESIE
500 RREE,
A [ [ ol
4.11.7 EEKSEHSIHIORE
ThEEN 4R
ZEO L A TEAKSET S EIaEHI5RES .
URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy
= 4-205 BBRBH
¥ BE | oHEE 11053
domain_id = String FEENIKSID,
SCRERRA 01 (2022-08-15) IREFRE © ERRABIRAT 237



H—BDINIERS
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IBRSH
% 4-206 153K Header 2%
2% =E | SHEE ik
WA
X-Auth-Token | 2 String B Security AdministratoriXfRAY
token,
) EZS
& 4-207 i Body &%
2% SR RR
console_acl_p | object =HaIpaEHISRES .
olicy

2k 4-208 console_acl_policy

24 SHH

R

allow_addres | Array of
s_netmasks objects

FVFIAIIAYPHELEERRIER

allow_ip_ran | Array of
ges objects

FEEFAIEIAYIPitEIE X 8]

2 4-209 allow_address_netmasks

8% e el fik
address_netm | String IPtEbE R MIES, FIa0: 192.168.0.1/24 .
ask
description String mRER.
& 4-210 allow_ip_ranges
8% SRR iR
description String RrER.
ip_range String IPHbIE X 8], f51#00.0.0.0-255.255.255.255,

N#5hRZA 01 (2022-08-15)
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APl &%
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BRI

N Sz 73~

GET https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy

JRZSFLJ9 200 A
BRI
{

"console_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",

"description" :

b
"ip_range" : "0.0.0.0-255.255.255.255",

no.onn

"description" :

1
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",

no.onn

"description" :

I d
"address_netmask" : "192.168.0.1/24",

no.onn

"description" :
]
}
}

KEBA 403 A:
REERIENR

o BN
{

"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"

}

o M2

{

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"

}
REMLH 404 B:
FIKEIEMATETR
{

"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}

R 7 500 A:
REPIRSS IR .
{

"error_code" : "IAM.0006"
}

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
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I NE

/NG ik

200 BRI

401 INESEM

403 ILERIENR

404 RIEERAYER .

500 AEBIRSS tHI= -

4.11.8 Bk S S1H0IREE

IngeN4A
ZEOTL B TFEERIEXKSIEF S H5RES
URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy
£ 4-211 BRBY
2% 28 | e A
domain_id 2 String W=D,
IBREH
& 4-212 153K Header 2
B8H = | ¥R R
X-Auth-Token | 2 String G Security AdministratortfRAY
token,

% 4-213 5K Body 2%

2 2 | ¥R A
itk

console aclp | 2 | object P IS .

olicy
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2K 4-214 console_acl_policy
2H =h | sy iR
Wik
allow _addres | 2 Array of BIFIABIRYI Pt ak ES
s_netmasks objects
allow_ip_ran |2 Array of BIFIABIRYIPHBEX (],
ges objects
£ 4-215 allow_address_netmasks
2 =h | sfen )%
Wik
address_netm | 2 String IPHtbEak ES, f5I%0:192.168.0.1/24,
ask
description & String HRMER.
K 4-216 allow_ip_ranges
S = SHeR 3%
Wik
description & String A EE
ip_range = String IPHBHEXE], fI4n:
0.0.0.0-255.255.255.255,
RS

% 4-217 [IK7 Body %1

olicy

8% e il R
console_acl_p | object Consoleif[afE=HI5EEE o

2k 4-218 console_acl_policy

8% SR A
allow_addres | Array of FFARIAYIPHBLE T I ES
s_netmasks objects
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28 SR A
allow_ip_ran | Array of FeVFAIRIAYIPHBLIEX 8]
ges objects

2% 4-219 allow_address_netmasks

8% e el fidik
address_netm | String IPHbYEERPMES, 511%0:192.168.0.1/24,
ask
description String HIrMEE
2 4-220 allow_ip_ranges
8% ST fidik
description String mRER.
ip_range String IPHBLIEX (8], f51%0:0.0.0.0-255.255.255.255,

\$ —
=Rl
PUT https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/console-acl-policy

{
"console_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : "1"
e
"ip_range" : "0.0.0.0-255.255.255.253",
"description" : "12"
11,
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : "3"
e
"address_netmask" : "192.168.0.2/23",
"description" : "4"
H
}
}

i Rz 73~451
RS 200 B
ERAIN
{

"console_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
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W
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
11
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : ""
o
"address_netmask" : "192.168.0.1/24",
"description" : ""
1]
}
}
RZ58879 400 AY:
BRARE,
o PN
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o il 2
{
"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}
KZ58879 500 AY:
A=
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RS
RSB R
200 BRI
400 BRERE
401 TAIERY .
403 ENEM
500 =3
., v, =3 437 N KN
4.11.9 iG-S OB
IhEEN 4R
ZEOT L BTFEaRSEOGaEEIRE .
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URI
GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

% 4-221 BIZS¥

S = SHEE 3%
Wik
domain_id = String FEERIKSID,

ERSH

K 4-222 i53K Header 3#

e =E | s%EE HhR
WhIE
X-Auth-Token | 2 String BB Security AdministratorifRAY
token,
VRSt

& 4-223 g7 Body &%
2% e el fHiA
api_acl_polic | object EOpaEHIsREE
y

2 4-224 api_acl_policy
2% e il ik
allow_addres | Array of FIFISIEIRY P S ES .
s_netmasks objects
allow_ip_ran | Array of FOVFAIRIRYIPHENEX (8],
ges objects

2 4-225 allow_address_netmasks
2¥ e el fiHiA
address_netm | String IPHbFEkES, f4190:192.168.0.1/24,
ask
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2% SRR fik
description String mRER.

% 4-226 allow_ip_ranges

2% SR R
description String A EE,
ip_range String IPHBEHEIXE], f51%00.0.0.0-255.255.255.255, o

BRI

GET https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

N Sz 73~
HREBH 200 A:
BEREIN
{

"api_acl_policy" : {
"allow_ip_ranges" : [ {

"ip_range" : "0.0.0.0-255.255.255.255",

"description" : ""

o

"ip_range" : "0.0.0.0-255.255.255.255",

"description" : ""

1]

"alllow_address_netmasks" [ {

"address_netmask" : "192.168.0.1/24",

"error_msg" : "You are not authorized to perform the requested action.",

"error_msg" : "Policy doesn't allow % (actions)s to be performed.",

"description" : ""
o
"address_netmask" : "192.168.0.1/24",
"description" : ""
11
}
}
K588 79 403 A
IRBIRIENR .
o A1
{
"error_code" : "IAM.0002"
}
o il 2
{
"error_code" : "IAM.0003"
}
RE/BH 404 BY:

REEBNATER

N#5hRZA 01 (2022-08-15)
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{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"

}

JR7Z6575 500 A
REP RS EIR .
{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.",
"error_code" : "IAM.0006"

}

RE&G
WREH ik
200 BRI
401 TN
403 IERIENIR
404 REEFIENAVER -
500 AEBIRSS IR

4.11.10 B S OHDRES

ab
ThEEN 4B

ZiEORI LR T EERIESKSZEOILIERE .

PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy

% 4-227 BIZS¥

¥ =2h | sEEm ik
domain_id 2 String K=ID,
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IBRESH

7 4-228 153K Header 2%
8% =E | BHEE ik
X-Auth-Token | 2 String BB Security AdministratorffRAY

token,

2 4-229 53K Body 23
2% =E | 5% 1235
api_acl_polic | 2 object EOHEEHI SRS
y

& 4-230 api_acl_policy
2% =E | BHEE R
allow_addres | 2 Array of IFHERYIPHEEE ES o
s_netmasks objects
allow_ip_ran | £ Array of FEFIAIaIATIPHELEX (]
ges objects

2 4-231 allow_address_netmasks
8% =E | BHEE fR
address_netm | 2 String IPHBLIERMES, f5140:192.168.0.1/24,
ask
description & String A EE,

£ 4-232 allow_ip_ranges

Y =R | SHEE ik
WA
description & String HIREE,
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2 =2h | sEEm ik
ip_range = String IPHtBhiE X (8], f51%0:
0.0.0.0-255.255.255.255,
TR S5
3= 4-233 IR Body 2%
2% SRR N
api_acl_polic | object BEOpaEHIsREE
y
2K 4-234 api_acl_policy
2% SR R
allow_addres | objects DIFIHIaRYIPHBLIEEE R ES o
s_netmasks
allow_ip_ran | objects IFIHIaRYIPHELEX E] .
ges
2 4-235 allow_address_netmasks
2H SRR iR
address_netm | String IPHEEER MIES, B1%0:192.168.0.1/24,
ask
description String HRMEE,
2K 4-236 allow_ip_ranges
2% SRR R
description String mRER.
ip_range String IPHtiEX[E], 451%0:0.0.0.0-255.255.255.255,
=Rl
PUT https://sample.domain.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/api-acl-policy
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"api_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : "1"
W
"ip_range" : "0.0.0.0-255.255.255.253",
"description" : "12"
11
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : "3"
WA
"address_netmask" : "192.168.0.2/23",
"description" : "4"
1]
}
}

i Rz 73~/
REBH 200 A:
EXRAIN.

"api_acl_policy" : {
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
o
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : ""
I P
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : ""
e
"address_netmask" : "192.168.0.1/24",
"description" : ""
1
}
}

RZERSJ0 400 B
BERIKRERE

o A1
{

"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"

}
o ffl2
{

"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}

RZEEE79 500 B:
EREFE,
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.",

"error_code" : "IAM.0006"
}
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7Nz R

200 =R

400 BRAERE

401 TAIERML

403 R BEREINR .

500 RAREE.

4.12 BXIREDINIEETE
4.12.1 BEIEFRIAUESAEY token

4.12.1.1 SP initiated 5=

Openstack#Shibboleth 2 iZ{FERII—EFREGFESMINERRE R, RBHT7TEX
NEREREED, BREPEZEIEWARIMNMIZSTHNERS . AENBIEIIOpenstack
ClientFIShibbolethECP ClientFKEXEXFBIAIETokenfY 7% o

e
SP initiatedBXFBIAMERS AR FEIFf o
4-1 /m,*E. ( SP initiated Tj__t )
| QHEHL‘LHFE{D&HEWE
. \ o Client y\ﬁtoken%lzl
E - 04 |:|ier;§§3§;.mu ;EESAMLReqUEt ETETE
IdPIAER P s
PR 041- . qg?iﬂ“f”-“m"'-"‘e e
RS ° hR=
S{HigEE f‘ ERIsAML
5
BFibaa=RER.
BB

ClientiBFH=FAIRMAY “BISP initiated 5 IRENEXF token” 20,

2. =EERIBEURLFHIARKRIdPIEEEH MetadataX 4, &IXSAML Request, 15
ki AraEiClient,

3. ClientXJSAML RequestiH{TEFT IS & SAML RequestfiIdP,
4. AFBWMANRBRPEMNEBSEHRSDIAILE.
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5. FARPIAIERING, PR SHEERIES RIXSAML Response, i53KE
iIHrEE Client,

ClientXJSAML Responseit{TE TR A SAML ResponsefS =F& o
SIS HTRIGIIALE, FHiRIERPESMDIRUESEENSHERIEAN 4
BYIIGAT AR o

8. FPHRIESEANIRILEZFERR

Openstack Client

FZ—HSTERH T BN EEEFERrootf R, A TEEOpenstack ClientiJigfER
EEZERFR.

A

EORBRMENZE— N RENMEREPHTT (EVPNSEEBEFN=RS S
), NREARALZSHNEIRETD, TTaEalEIhiEARE.

T [FRENARERENETEXY, EXHTRERFS. B3, XK. SAMLIMYAR
A, IAMIBIHFNIR OSSR . SHRBINE4-237F7.

AN

export OS_IDENTITY_API_VERSION=3
export OS_AUTH_TYPE=v3samlpassword
export OS_IDENTITY_PROVIDER=idpid
export OS_PROTOCOL=saml

export OS_IDENTITY_PROVIDER_URL=https://idp.example.com/idp/profile/
SAML2/SOAP/ECP

export OS_USERNAME=username
export OS_PASSWORD=userpassword
export OS_DOMAIN_NAME=example-domain-name

& 4-237 MEZEXHSHIR

BB kA

OS_IDENTITY_API_VERSION NIEEOMA, EEER “37
OS_AUTH_TYPE NIEZREY, EE{EAv3samlpassword,
OS_AUTH_URL BIXA “https:// IAMBELE 3505 FZELRAK” S

o IKOS: EEEN “443”
o EOMRA: BEEER “v37 .

OS_IDENTITY_PROVIDER BREARRZLIZNSHIREERIBTR. fla0:
Publiccloud-Shibboleth,
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SHBIR Lol
OS_DOMAIN_NAME FNERIFEFRRTR,
OS_PROTOCOL SAMLIMYERAS, BIEEA “saml” .

OS_IDENTITY_PROVIDER_URL Identity ProviderZMEBEiEIT = Fim{CIELE]
( ECP) AFeAIIAIEERATHIE,

OS_USERNAME FAF#EIdentity ProviderASERHMEFBHIAAFS o
OS_PASSWORD FF#EIdentity ProvideriASFATsSEFBAYZSRT

2 HITU TGRS, RENEEE,
source keystonerc

H$I|W3 BT TaR<S, FREXtoken,
openstack token issue

>>openstack token issue
command: token issue -> openstackclient.identity.v3.token.IssueToken (auth=True)
Using auth plugin: v3samlpassword

| Field | Value

| expires | 2018-04-16T03:46:51+0000

| id | MIIDbQYJKoZIhvcNAQCcColIDXjXXX...

| user_id | 9B7CJy5ME14f0fQKhb6HIVQdpXXX...

EI RSB rhid S IRENEIBE A token
-

Shibboleth ECP Client

FI81 7EShibboleth IdP v3FhfEiz & metadata-providers.xml3 4, FiEmetadata.xmISZEHL
BEENNEERET.
<MetadataProvider id="LocalMetadata1"xsi:type="FilesystemMetadataProvider" metadataFile="C:\Program
Files (x86)\Shibboleth\ldP\metadata\web_metadata.xml"/>

<MetadataProvider id="LocalMetadata2"xsi:type="FilesystemMetadataProvider" metadataFile="C:\Program
Files (x86)\Shibboleth\IdP\metadata\api_metadata.xml"/>

MR

e MetadataProvider id: TEBISPEFIITTEIEEETR.
e metadataFile: SPHYTTEESNHERWIAPRFFHMERIFER

182 7EShibboleth I1dP v3gfic Hattribute-filter.xml3Z{4,

<afp:AttributeFilterPolicy id="example1">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString" value="https://
auth.example.com/" />
<afp:AttributeRule attributelD="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="uid">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="mail">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
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</afp:AttributeFilterPolicy>

<afp:AttributeFilterPolicy id="example2">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString" value="https://iam.
{region_id}.example.com" />
<afp:AttributeRule attributelD="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="uid">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="mail">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
</afp:AttributeFilterPolicy>

(11 %88
AttributeFilterPolicy id: TEHISPRFAITTEIREHZTR .
value: SPESITHIEIHHAIENtityID,

I3 TEecp.pylIARPECE R IAPRAEAIR IR T mithit

# mapping from user friendly names or tags to IdP ECP enpoints
IDP_ENDPOINTS = {

"idp1": "https://idp.example.com/idp/profile/SAML2/SOAP/ECP"
}

T4 iTecp.pyIARIRELELFBIAIEtoken

>>python ecp.py

Usage: ecp.py [options] IdP_tag target_url login

>>python ecp.py -d idp1 https://iam.{region_id}.example.com/v3/OS-FEDERATION/identity_providers/
idp_example/protocols/saml/auth {username}

X-Subject-Token: MIIDbQYJKoZIhveNAQcColIDXXX...

X-Subject-Token 93KENZEEXFBIAIEtoken

-

4.12.1.2 IdP initiated 5T,

AELL “Client4ShibbolethldP” BIZAREI, 74R1dP initiated 5 UIREXEXFRIAIEToken
B975i%. “ClientdShibbolethldP” BIAIEIIFEFENISEEE LEFREWIAPRSE, Bid
EUN S SRR AIR BRI Z PinsCIRINTIEL, BEBERPFHAAEWIdPRERIZF

URREAS o
BIfESRM
o 1IlIdPERSSEETIFIAP Initiated S UAVELFSIAIE
o EFiREEZREpythont&ibeautifulsoup4.,
AEE]

IdP initiated BEXFBIAIERYRAZ AN FEIFR
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H—BDINIERSS

APl &% adei
& 4-2 ,,..,%Il (IdP initiated Tj'_t)
"" Client
—— |de3’~]° CllennHFﬁAPl
~—Q— EHE |:| R E E E
P ASER
e e L SPnﬁE'F'E'J
T B
IdPEE Clientk
BifiREE SAMLIARE - AP
HEZEE
LB
ClientBFBIdPIZEATETFIdP initiated STMB R, HESRIUETEE=T

Brttttt, EI=F&MetadataX{$FHg “entitylD” .
ClientFREXIdPRYERTUE, FAFPEIClientiRR B EELAIdPHITIAIL.

BRINERING, |dPIEEETERPBH{EEHIMIS ZXSAML Response, 1EKE
I hEiE M Client,

CllentS(j‘SAML Responseif{TE it [FiE A SAML Response, EAR=FEIR (M
By “@igIdP initiated 5 T IFENELFtoken” 20,

5. "L*SULE.:.Juﬂ BEAMAILE, FRIERFESDIRHBEENSDEEMNE

BRlImAT 5
6. FAFIRIES \EEEI’JWBEIEIE_IE":.AI 1o
& Pimscil
T EECIIIPHIERIER.

% 4-238 EH IdP FFRAIER URL

IdP URLAAHRICSPRIZE | ERURLTRFHI

ADFS logintorp https://adfs-server.contoso.com/
adfs/ls/IdplnitiatedSignon.aspx?
logintorp=https://iam.example.com

Shibboleth providerld https://idp.example.org/idp/profile/

SAML2/Unsolicited/SSO?
providerld=iam.example.com

SimpleSAMLphp | spentityid

https://idp.example.org/simplesaml/
saml2/idp/SSOService.php?
spentityid=iam.example.com

BcEsemfs, EXmsRE

BINEFRURL, NISEE

22NN TERTE:

N5k 01 (2022-08-15)
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4-3 ERITH

Username

» Forgot your password?

Password » Need Help?

Don't Remember Login

Clear prior granting of permission
r

r release of your information to this

Client4Shibbolethld PRI A SR :
import sys

import requests

import getpass

import re

from bs4 import BeautifulSoup

from urlparse import urlparse

# SSL certificate verification: Whether or not strict certificate
# verification is done, False should only be used for dev/test
sslverification = True

# Get the federated credentials from the user
print "Username:",

username = raw_input()

password = getpass.getpass()

print "

session = requests.Session()

# The initial url that starts the authentication process.
idp_entry_url = 'https://idp.example.com/idp/profile/SAML2/Unsolicited/SSO?providerld=https://
iam.example.com'

# Programmatically get the SAML assertion,open the initial IdP url# and follows all of the HTTP302
redirects, and gets the resulting# login page

formresponse = session.get(idp_entry_url, verify=sslverification)

# Capture the idp_authform_submit_url,which is the final url after# all the 302s
idp_authform_submit_url = formresponse.url

EFIRERIANIEER . ERimEdbeautifulsoupMEREFTERNE, MIRAFEERE
NIE. iE3Kaction, ¥ISIEKAISEL, AEEIAPAISDIAIE,

BTN S B RENE R IR SRR PR A R AR
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$IE3

4-4 i \iEHEE (1)

® O W T | Vew

Mame

|| $507providedd=https://10.1...
|| 55Q;jsessionid=3lchzzrp9uég...
| main.css

| dummylogo.png

|| favicon.ico

[ ] s507execution=elsi

|| S507execution=gels2

| dummylogo.png

|| consent.css

Hide data URLs P}

% | Headers  Preview

Offline  Online ¥

XHR J5 C55 Img Media Font Doc WS Manifest Other

Response Cookies Timing

¥ General

Request URL: https://idp.hanshengjie.com/idp/profile/SAML2/Unsolicited/SS0%execution=elsl
Request Method: POST

Status Code: & 382 Found

Remote Address:

Referrer Policy: no-referrer-when-downgrade

» Response Headers (9)
» Request Headers (13)
» Query String Parameters (1)

¥ Form Data view source view URL encoded
j_username:
j_password:
_eventld_proceed:

Client4Shibbolethld PRI A<SCHL :

# Parse the response and extract all the necessary values in order to build a dictionary of all of the form

values the IdP expects

formsoup = BeautifulSoup(formresponse.text.decode('utf8'), "lxml")

payload = {}

for inputtag in formsoup.find_all(re.compile('(INPUT|input)")):
name = inputtag.get('name’, ")
value = inputtag.get('value', ")
if "username" in name.lower():
payload[name] = username
elif "password" in name.lower():
payload[name] = password

else:

payload[name] = value

for inputtag in formsoup.find_all(re.compile('(FORM|form)")):
action = inputtag.get('action')

if action:

parsedurl = urlparse(idp_entry_url)
idp_authform_submit_url = parsedurl.scheme + "://" + parsedurl.netloc + action

# please test on browser first, add other parameters in payload
payload["_eventld_proceed"] = ""

formresponse = session.post(
idp_authform_submit_url, data=payload, verify=sslverification)

EPIRMET T—R (SolldPaERREFEENTE ) .
BTN R IRENE R NER AT R B HIE

N5k 01 (2022-08-15)
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LR4

4-5 NEHER (2)

[w ﬂ Elements Console Sources Network Performance Memory  Application  Secunity  Audits

® & wm Yy = = Gn ame | @ Preserve log Disable cache v
Filter Hide data URLs [ll[} | XHR JS CSS Img Media Font Doc WS Manifest Other
Name X | Headers | Preview Response Cookies Timing

B 5507execution=el1s? ¥ General

| Request URL: https://idp.hanshengjie.com/idp/profile/SAML2/Unsolicited/5502execution=els2
Request Method: POST
Status Code: @ 206 OK
Remote Address: 18.146.62.219:443
Referrer Policy: no-referrer-when-downgrade

» Response Headers (7)
» Request Headers (13)
¥ Query String Parameters (1)

¥ Form Data VIEW SOUrce view URL encoded
shib_idp_consentlds: eduPerscnaffiliation
shib_idp_consentlds: eduPersonPrincipalliame
shib_idp_consentlds: mail

shib_idp_consentlds: uid

shib_idp_consentOptions: _shib_idp_rememberConsent

eventld_proceed: Accept

Client4Shibbolethld PRI A<SCHL :

# In shebbleth IdP v3, browser will show attributes page for user,# so we need parse the page
formsoup = BeautifulSoup (formresponse.text.decode('utf8'), "lxml")

payload = {}

# Add other form data required from browser to payload
_shib_idp_consentlds = []
for inputtag in formsoup.find_all(re.compile(‘input')):

name = inputtag.get("name")

value = inputtag.get("value")

if name =="_shib_idp_consentlds":

_shib_idp_consentlds.append(value)

payload["_shib_idp_consentlds"] = _shib_idp_consentlds
payload["_shib_idp_consentOptions"] = "_shib_idp_rememberConsent"
payload["_eventld_proceed"] = "Accept"

# user can get the action url from the html file
nexturl = "https://idp.example.com/idp/profile/SAML2/Unsolicited/SSO?execution=e1s2"

for inputtag in formsoup.find_all(re.compile('(FORM|form)")):
action = inputtag.get('action')
if action:
parsedurl = urlparse(idp_entry_url)
nexturl = parsedurl.scheme + "://" + parsedurl.netloc + action

response = session.post(
nexturl, data=payload, verify=sslverification)

2 it dPRINEN . ZFIRIEZAFSEADIIAPRSIAE, IdPINERFSEMK
e, RXMNEEFiG, ZEPinENTHSAMLResponseS 4],

Client4ShibbolethId PRI ANSEHR -

# Decode the response and extract the SAML assertion
soup = BeautifulSoup(response.text.decode('utf8'), "lxml")
SAMLResponse ="

# Look for the SAMLResponse attribute of the input tag
for inputtag in soup.find_all(‘input'):
if (inputtag.get('name') == 'SAMLResponse'):
SAMLResponse = inputtag.get('value')

# Better error handling is required for production use.
if (SAMLResponse =="):
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print 'Response did not contain a valid SAML assertion, please troubleshooting in Idp side.'
sys.exit(0)

;5 ¥KEXUnscoped token, SE3KENELFBIAIEunscoped token(ldP initiated)
Client4Shibbolethld PR A< SCHL :

# Set headers
headers = {}
headers["X-ldp-1d"] = "test_local_idp"

# |1AM API url: get unscoped token on IDP initiated mode
sp_unscoped_token_url = "https://iam.example.com/v3.0/OS-FEDERATION/tokens"

# Set form data
payload = {}
payload["SAMLResponse"] = SAMLResponse
response = session.post(
sp_unscoped_token_url, data=payload, headers=headers, verify=sslverification)

# Debug only
print(response.text)
print "Status Code: " + str(response.status_code)
if response.status_code '= 201:
sys.exit(1)

unscoped_token = response.headers.get("X-Subject-Token") if "X-Subject-Token" in response.headers.keys()
else None
if unscoped_token:

print ">>>>>>X-Subject-Token: " + unscoped_token

186 3REXScoped token, SEIKENELFBIAIEscoped token
Client4ShibbolethldPEIZSEIR :

payload = {
"auth": {
"identity": {
"methods": ["token"],
"token": {
"id": unscoped_token
}
by
"scope": {
"project™: {
"name": "{region_id}_test1"
}
}
}
}

sp_scoped_token_url = "https://iam.example.com/v3/auth/tokens"

response = session.post(
sp_scoped_token_url, json=payload, verify=sslverification)

# Debug only
print "Status Code: " + str(response.status_code)
if response.status_code != 201:

print response.text

sys.exit(1)

scoped_token = response.text if response.status_code == 201 else None

if scoped_token:
print ">>>>>>Scoped Token:" + scoped_token

7 KBRS I/IEZE
Client4ShibbolethldPRIASSCHL -
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# Set form data
payload = {
"auth": {
"identity": {

"methods": ["token"],

"token": {

"duration_seconds": "900"

}
}
}
}

# Set headers
headers = {}

headers["X-Auth-Token"] = unscoped_token

sp_STS_token_url = "https://iam.example.com/v3.0/OS-CREDENTIAL/securitytokens"

response = session.post(

sp_STS_token_url, json=payload, headers=headers, verify=sslverification)

# Debug only

print "Status Code: " + str(response.status_code)
if response.status_code != 201:

print response.text
sys.exit(1)

sts_token = response.text if response.status_code == 201 else None

if sts_token:

print ">>>>>>STS Token:" + sts_token

e

4.12.2 B{H1EMrS

4.12.2.1 THBHIRMHETIE

ThRENA

URI

A=

ZEOBTERRHRHBIRER.

GET /v3/OS-FEDERATION/identity_providers

e Request Header2#{i5iHH

2% W 3] 5i8H
Content-Type | 2 String ZFEBRABIEN
“application/
json;charset=utf8” ,
X-Auth-Token | 2 String E1AIERTtoken,

o EREH

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/OS-FEDERATION/identity_providers

N5k 01 (2022-08-15)

WRIERE © HERRARBIRAT

259



H—BDINIERS

APl &% 4 API
}iv
e Response BodyZ#{iiiH
2% EEWIE i) 588
identity_provi | 2 Array Bm12HmdE.
ders
links 2 Object B2 EEaEIEEE,

e identity_providerst&=z{ihB

2H =AWk E- i piolilz

id = String B{pIRHERYID,

description = String SiREEEAEE,

enabled =2 Boolean BIIEUEBEESREA, truel
BA, falseS{EH, AR
fa lSe o

remote_ids = Array SR rIRYBEFR R F1D3)
xo

links = Object B IRIHERR R IEE

o  [BRZHFA

"identity_providers": [

"description": "Stores ACME identities",

"enabled": true,

"id": "ACME",

"remote_ids": [],

"links": {
"protocols": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME/protocols",
"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME"

}

"description": "Stores contractor identities",
"enabled": false,

"remote_ids": [],

"id": "ACME-contractors",

"links": {
"protocols": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME-
contractors/protocols",
"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME-contractors"
}
}
1,
"links": {
"next": null,
"previous": null,
"self": "https://sample.domain.com/v3/OS-FEDERATION/identity_providers"
}
}
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N

BTN ol

200 BRI
400 EREEIR.
401 TN
403 EIEW
404 HAREIER,
405 RIFRIFE o
413 BRI K
500 AEBIRSS IR
503 RS AR

4.12.2.2 FRSHIEME

THRENR

URI

iBmR

ZEOBTERSNRHBESR.

URIHE=
GET /v3/OS-FEDERATIONY/identity_providers/{id}
SEURA
e =AYk | RE 1585
id 2 String B RMERID,
Request Header2#{iAA
2% =%k it 15388
Content-Type | & String ZFEARABIEN “application/
json;charset=utf8” ,
X-Auth-Token |2 String 2 1AlEATtoken,

BRI

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/OS-FEDERATION/identity_providers/ACME
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}iv
e Response BodyZ#{iiiH

e mEwiE | KB 588

id = String SH1RMERIID,

description g String BinREEEAEE,

enabled = Boolean | BIRIHEEREEA, truehfF

F, falsen{=A, EilJofalse,
remote_ids = Array B2 ESRYEXFS B FIDYIE
links = Object BRI

o IWRzAFAI
{

"identity_provider": {
"description": "Stores ACME identities",
"enabled": false,

"id": "ACME",
"remote_ids": [],
"links": {
"protocols": "https://sample.domain.com/v3/OS-FEDERATION/identity_providers/ACME/
protocols",
"self": "https://sample.domain.com/v3/OS-FEDERATION/identity_providers/ACME"
}
}
}
RS
RS 48R
200 BRI
400 BKEIR.
401 INIERY
403 ENEM .,
404 KRR
405 AREFNEE,
413 BEREI K,
500 MEBARSSEEIR
503 RS AR,
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4.12.2.3 B3 SAML B{p1E4tEs

ab
INgeEN A

ZEORTFEIE— P EFSAMUIMYAIS DR

URI

o URIFE
PUT /v3/OS-FEDERATIONY/identity_providers/{id}

o SHIHMA

S =EvE | X8 15385
id =1 String Bni2Hma,

5K

e Request Header2#{i5iHH

2% Py Ay St 5i8H
Content-Type | @ String ZFEABIEN “application/

json;charset=utf8” ,

X-Auth-Token | 2 String EIAIERYAB Security
AdministratorffRATtoken

e Request BodyZ#{iiBH
285 =AWk | KB i54EH

identity_provi | & JSONObject | BIDIRHEANEKRIK,

der

description B String SHIRUEBRIERAER.
enabled ) Boolean BpiRtEEEBA, true s

A, falsesf=H, EiAJSfalse,

o EKIES
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X PUT -d'{"identity_provider"{"description":"Stores ACME identities.", "enabled":true}}
https.//sample.domain.com/v3/OS-FEDERATION/identity_providers/ACME

i iz

e Response BodyZ#{iiH

28 =AEE | xR 15488
id 2 String BS12AEERYID,
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2% 2Rk | B 5i8H
description 2 String BHRHBRIERER
enabled 2 Boolean BrirtEmEaERE.
remote_ids = Array B iR rRIBAFR A FIDYIZR
links = Object SMHiREENEREE, 88
protocols, self,
o NaRF£I
{
"identity_provider": {
"description": "Stores ACME identities",
"enabled": true,
"id": "ACME",
"remote_ids": [],
"links": {
"protocols": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME/protocols
"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME"
}
}
}
K&
RS kil
201 BRI
400 BKREEIR.
401 INIERY
403 ENEM .,
404 KRR
405 RRFRIAE
409 BniREmEIDES.,
413 BEREI K,
500 MEBARSSEEIR
503 ARSZAATA

4.12.2.4 3 SAML B4R

ab
TRENR

ZIEORTEHETSAMLINY B RIREEER.
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URI
o URIFETL
PATCH /v3/OS-FEDERATIONY/identity_providers/{id}
o SHIHEA

SH AR WIE ESit) izl
id 2 String BniRHERIID,

\E\
18
e Request Header2#{ii<H8
2% W% =it 4B
Content-Type | 2 String ZFEABIEN
“application/
json;charset=utf8”
X-Auth-Token | 2 String EIAIEAYIEB Security
Administratorf{pRAJtoken,

e Request BodyZ#{i5iBH

2% B W i) 5iBH

identity_prov | 2 JSONObject | BDIRHRANSERIKR . {BERIK

ider RAELE— 1 EMH,

description & String BB ER

enabled & Boolean BhiREmEaEA, trues
BR, falsehfZH, AR
false,

N
o iEKEEA
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X PATCH -d'{"identity_provider"{"enabled":false}}' https.//sample.domain.com/v3/0S-
FEDERATION/identity_providers/ACME

)]

e Response BodyZ#{iiiH

e BEWIE i iEH

id 2 String BH1RAERIID,
description = String SR EEpEREE.
enabled = Boolean BIniRHEERERH.
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2 BRWIE it} 15488
remote_ids = Array B{niRHEavEXEAEFIDY
links = Object SR ERREIRNEHE

o IRzAFAI
{

"identity_provider": {
"description": "Stores ACME identities",
"enabled": false,
"id": "ACME",

"remote_ids": [],
"links": {

"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME"

}
}
}

7 NAN T
E7NG )
200 BRI
400 IERRE 1N
401 TNIESE
403 EERM
404 BAEIZIR
405 RIFRIFE o
409 TR,
413 BRI K
500 AERIRSS IR
503 ARSI

4.12.2.5 HIFR B0 IRMtR

IRENR

ZEOBATHIRSHRHEBER,, SFEETSAMLIMYFIOIDCHMYAISHDIRARE

e URIFE=
DELETE /v3/OS-FEDERATION/identity_providers/{id}
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SR
e =A% it i8R
id = String Sp1RHEERYID,
=B
Request Header2 {508
e BARWI% St 1588
Content-Type | 2 String ZFERSIEA “application/
json;charset=utf8” ,
X-Auth- b~ String EIANIERYHB Security
Token AdministratorffRAJtoken,
o iFKIESI
curl -i -k -H ‘Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X DELETE https://sample.domain.com/v3/0S-FEDERATION/identity providers/ACME
i &z
1 ) VA% N8
T
R 1588
204 BREEI
400 IEREIR.
401 TNERW
403 =S
404 HARIRIR.
405 RRVFRITTIE
413 IERFT K.
500 RERIRSS tHIR -
503 RS AR

4.12.3 p5d
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4.12.3.1 EFEIFIZR

ThEENT 4R
ZEORTEIMETIRES.
URI
GET /v3/OS-FEDERATION/mappings
153
e Request Header2#{i5HH
e AUk - i) ikl
Content-Type 2 String ZFBRASEN
“application/
json;charset=utf8”
X-Auth-Token 2 String EIAIERTtoken,
o iEREAHI
curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/OS-FEDERATION/mappings
M) 52
e Response Body=#{iiihB
2% B it 588
mappings 2 Array [PENETIE
links = Object BRETRY R IR E
.

e  mappings2#ihE

SH AW i 5488
id = String IREIAIID,

SASRRAS 01 (2022-08-15) WA © LR ABIRAE] 268




FE—SDINEIRSS
APl &%

4 API

ERWIE 3]

ol

= Object

GBI PRSI A A AR
IEZIE =

LAEFSAMLEMY S9451 :

"rules": [

{

"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "0cd5e9"

"not_any_of": [
"Contractor",
"Guest"

1

}

]
] }

local: FREXFARPEARRSH

NEFEE.

o user: BEIHEPEARZFH
BR&#R, {0}F&Rremoterd
BRERNE—EL.

e group: EXFHARPEAZRSH
FriEFP4H,

remote: FREFFBAF7EIdPH
NEFER, HfSEYNRZE
?:&:éﬂﬁtﬂﬁﬁtit, EUERES R

rEo

e "type" "UserName"Z/RIdP
el S E e

e "type": "orgPersonType"Z&R
|dPHT S FRIEIE -

e "not_any of": HINEMHEF
TE2EEEFER, FHiR
[Bfe/RME, REEAREERT
localtREPAY S HZFF

links

Object

ali

BREFAYR IR o
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o IRzAFAI
{

"links": {
"next": null,
"previous": null,
"self": "https://example.com/v3/OS-FEDERATION/mappings"

by
"mappings": [
"id": "ACME",
"links": {
"self": "https://example.com/v3/OS-FEDERATION/mappings/ACME"
h?
"rules": [
"local"™: [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"id": "0cd5e9"
}
}
1
"remote": [
{
"type": "UserName"
b
{
"type": "orgPersonType",
"any_one_of": [
"Contractor",
"SubContractor"
1
}
1
}
1
}
1
}
RS
RS 5488
200 BRI
400 BREIR
401 INIERY
403 ENEM .,
404 KRR
405 AREFNTEE,
413 BEREI K,
500 MEBARSSEEIR
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RSB izl
503 RSZAATH.

4.12.3.2 st

INEENA

ZEORTEEREHER

URI

e URIBR
GET /v3/OS-FEDERATION/mappings/{id}
o  SHHHA

SH ERWIE £ it 4B
id = String BREYEYID o

iBER

e Request Header&#ixHH

2% =% St 5iRH
Content-Type | 2 String ZFERNEIESA “application/

json;charset=utf8” ,

X-Auth-Token | 2 String E1AlEATtoken,

o EREAH

curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/OS-FEDERATION/mappings/ACME

i &z
e Response BodyZ#{iiiH
2% EEWYI% it otz
id = String REIAIID,
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ERWIE 3]

ol

= Object

GBI PRSI A A AR
IEZIE =

LAEFSAMLEMY S9451 :

"rules": [

{

"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "0cd5e9"

"not_any_of": [
"Contractor",
"Guest"

1

}

]
] }

local: FREXFARPEARRSH

NEFEE.

o user: BEIHEPEARZFH
BR&#R, {0}F&Rremoterd
BRERNE—EL.

e group: EXFHARPEAZRSH
FriEFP4H,

remote: FREFFBAF7EIdPH
NEFER, HfSEYNRZE
?:&:éﬂﬁtﬂﬁﬁtit, EUERES R

rEo

e "type" "UserName"Z/RIdP
el S E e

e "type": "orgPersonType"Z&R
|dPHT S FRIEIE -

e "not_any of": HINEMHEF
TE2EEEFER, FHiR
[Bfe/RME, REEAREERT
localtREPAY S HZFF

links

Object

ali

BREFAYR IR o
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{

"mapping": {
"id": "ACME",
"links": {
"self": "https://example.com/v3/OS-FEDERATION/mappings/ACME"
h
"rules": [
"local": [
{
"user": {
"name": "{0}"
}
1
{
"group": {
"name": "0cd5e9"
}
}
1
"remote": [
{
"type": "UserName"
1
{
"type": "orgPersonType",
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
}
}
RS
RS 4B
200 BRI
400 BREIR
401 NS S8
403 ENEM
404 HAEER
405 AREFNTEE,
413 BEREI K,
500 MEBARSSEEIR
503 RS AT,
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4.12.3.3 iEARARET
IhEeNa
ZEOBRTEM—1 T,
URI
e URIER
PUT /v3/OS-FEDERATION/mappings/{id}
o  S¥UHEA
2% =EWE | 28 iz1:)z]
id B String BRETRYID
=4
e Request Header2#{i5iHH
8% BE W% i) kil
Content-Type | £ String ZFERABIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String ETAIERIHHE Security

Administratort¥fRAYtoken

e Request BodyZ#§i5iHH
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REME | %

1508

= Object

YGEXFR R P RRET A A A P AT
IEZIE =

LAUEFESAMLEMY S91 :

"rules": [

{

"local™: [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "0cd5e9"

"not_any_of": [
"Contractor”,
"Guest"

1

}

1
}
1

local: FREXFAPERARSF

NREPER.

o user: BXIPHPEARZPH
FIF&FR. {0}3&remote
BRERNE—EL.

e group: BXIHERPEARRSFH
FriEFF4H.

remote: FRREXFFAFTEIAPHAY

FAPER, HMESEMREER

HpgAIFRA, BUEHETSR

Eo

e "type": "UserName"Z/RIdPifT
STHEME.

e "type": "orgPersonType"&/R
|dPETS RIS

e "not_any of": BMINBMHES
TEEIEEEAER, FRE
f/RME, IREHEAREEA T local
R SR

o IEREAH
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}ivi

curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X PUT -d'{"mapping"{"rules":[{"local":[{"user":{"name":"{O}"}},{ "group":

{"name":"0Ocd5e9"}}], "remote":[{"type":"UserName"} {"type":"orgPersonType", "not_any_of":
["Contractor”,"Guest"[}}}}' https.//sample.domain.com/v3/OS-FEDERATION/mappings/ACME

Response BodyZ#{i5i8H

25 =A% - Jid] 15488
id = String BREYEYID o
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BRwiE | XE

ol

= Object

FEEXFR R P BRES AAth F FAI
UZZIE

LAEFESAMLEMY Ja 461 :
"rules": [

{

"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "0cd5e9"
}
}
1

;
"remote": [

{

"type": "UserName"

3
{
"type": "orgPersonType",
"not_any_of": [
"Contractor"”,
"Guest"
]
}

]
: }

local: FREXFIFAAPERRSH

EFEER.

o user: BXISHPEARZF
BR&R,. {0}FR~remotes
BREERNE—EL.

e group: BEXIHFPEARRSZH
FriERP4H.

remote: FREXFAFTEIAPHAY

AFER, HHERMREER

HpgIFRIAIL, BUEHKTSR

Eo

e "type": "UserName"Z&/<IdP§f
STHEME.

e "type": "orgPersonType"&/x
|dPETS FRIEE

e "not_any_of": BWIABHEH
FEESIEEESER, FIRE
H/RME, REHEFREERFlocal
HReEPA 507

links

Object

ali

BRESROSTIREEE o
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LI vz =2
{

"mapping": {
"id": "ACME",
"links": {
"self": "https://example.com/v3/OS-FEDERATION/mappings/ACME"
h
"rules": [
"local": [
{
"user": {
"name": "{0}"
}
1
{
"group": {
"name": "0cd5e9"
}
}
1
"remote": [
{
"type": "UserName"
1
{
"type": "orgPersonType",
"not_any_of": [
"Contractor",
"Guest"
1
}
1
}
1
}
}
RS
RS 4B
201 BRI
400 BREIR
401 NS S8
403 ENEM
404 HAEER
405 AREFNTEE,
409 BRI,
413 BEREI K,
500 MEBARSSEEIR
503 RS AT,
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4.12.3.4 EFlngT
INRENA
ZEOBRTFEHMSER
URI
o URIK&T
PATCH /v3/OS-FEDERATION/mappings/{id}
o SHUHHA
2% =AEVE | R WiRA
id = String BRETRYID
=R
e Request Header2#{i5iHH
S BRI it} 1588
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String ETAIERIHE Security
AdministratortXfEAYtoken,
e Request BodyZ#{i5HB
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24 =EwE | KB Pkl
rules = Object FEEX B R R AT S A A BRI

e
LAEFISAMLEMY S9451 :

"rules": [

{

"local": [
{
"user": {
"name": "{0}"
}
h?
{
"group": {
"name": "0cd5e9"
}
}
1

:
"remote": [

{

"type": "UserName"

%
{
"type": "orgPersonType",
"not_any_of": [
"Contractor",
"Guest"
]
}

]
: }
local: FREAFBAPEARRSHH
BFREER.

o user: BEIHEPEARZFHIF
F&%R. {0}F~remoteFFIF
EENE— 1B,

o group: EXFBRAFPEARRZEHFR
E%F‘éﬂo

remote: FREXFBFFEIAPHAY

BREER, BSEMNRIZERA

AIRIAR, BERESRE.

e "type": "UserName"ZIdPHf
SPRIEM,

e "type": "orgPersonType"Zx
IdPER S HRYEE -

e "not_any_of": BMABMEHRFR
BEIBEEAEX, FREH
KB, REUEAREEAFlocalik
el et vz

o EREAH

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X PATCH -d'{"mapping":{"rules":[{"local":[{"user":{"name":"{O}"}}{ "group":

"

{"name":"0cd5e9"}}], "remote":[{"type":"UserName"}{"type":"orgPersonType", "any_one_of":
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["Contractor”,"SubContractor"[}}}}' https.//sample.domain.com/v3/OS-FEDERATION/mappings/

ACME
i &z
e Response BodyZ#{iifH
e EARE | XE 5ER
id = String BREYEYID
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RENE | %

ol

= Object

4%%%%):'59&%9‘?92&%%?5’9%%
e

LAMSEFASAMLEMY Sa /1 :
"rules": [

{

"local": [
{
"user": {
"name": "{0}"
}
)
{
"group": {
"name": "0cd5e9"
}
}
1

5
"remote": [

{

"type": "UserName"

3
{
"type": "orgPersonType",
"not_any_of": [
"Contractor",
"Guest"
]
}

]
: }
local: FREAFBAPEARRSHH
BFREER.

o user: BIHEPEARSZFHIF
F&%R. {0}F~remoteFFIF
EENE—EL.

o group: EXFBRAFPEARRZEHFR
E%F‘éﬂo

remote: FREXFBAFEIAPHAY

BREER, BSEMRIZERA

BAIRIAR, BERSRE.

e "type": "UserName"Z/IdP§f
SPRIEM,

e "type": "orgPersonType"Zx
IdPER S HRYEE -

e "not_any_of": BMABMEHRR
BEIBEESEX, FREH
KB, REUEAREEAFlocalik
el St vz

links

Object

Jali

BRESAOBT RS o

o IERZHFAH
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{
"mapping": {
"id": "ACME",
"links": {
"self": "https://example.com/v3/OS-FEDERATION/mappings/ACME"
1
"rules": [
"local": [
{
"user": {
"name": "{0}
}
L
{
"group": {
"name": "0cd5e9"
}
}
1
"remote": [
{
"type": "UserName"
L
{
"type": "orgPersonType",
"any_one_of": [
"Contractor",
"SubContractor"
1
}
1
}
1
}
RS
RSB 15488
200 =R AN
400 EKREEIR.
401 INIERM
403 ENEM
404 KRR
405 ARFRIAEE.
409 RIFHR
413 BRI K
500 MEBARSSEEIR
503 ARSAAT .
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4.12.3.5 HRIpRAsRET
TheENA
ZEORATRRBEHEE.
URI

=R

URIEZ

DELETE /v3/OS-FEDERATION/mappings/{id}

SRR

¥ W -5t 48R

id 2 String BREFRIID

Request Header2#{iAA

2% BEAWE | KB 1548H

Content-Type | 2 String ZFEARABIEN “application/
json;charset=utf8” ,

X-Auth-Token | 2 String EIAIERYAB Security

AdministratorffEAYtoken

o BRI

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:

$token" -X DELETE https.//sample.domain.com/v3/OS-FEDERATION/mappings/ACME

i Rz
TR

RS
/NG ol
204 BRI
400 BEREEIR
401 TNIESET .
403 HEIEM
404 KAZNRE
405 RV IE
413 BERAFIT K,
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RSB izl
500 AERIRSSHEIR
503 RSZATTH.

4.12.4 ¥

4.12.4.1 EEIMYIIE

IheeNA
ZEORTEIMIIERES.
URI
e URIBR
GET /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols
o  SHULHEA
2% 2EYiE | KB jizhilz
idp_id = String SH1REEID,
=
e Request Header=#{ii<H8
2% BEYE | KR 15488
Content-Type | 2 String ZFEARABIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String E7AIEA token,
o IERIFAI
curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
Ml iz
e Response BodyZ2#{i5iHH
2% =EYIE | XKE 5i8H
protocols = List of Protocolf9%1%
objects
links = Object Protocol B3R REEE
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e protocolsZ&]ikEH

e =A% it 15488

id = String ProtocolfYID,
mapping_id = String BRETAYID .

links 2 Object ProtocolfY:RRHERE

o IBRZHFA
{

"links": {
"next": null,
"previous": null,

h
"protocols": [
{
"id": "saml",
"links": {
"identity_provider": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME",
"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/saml
L
"mapping_id": "ACME"
1
}
RS
RS kil
200 BRI
400 BREEIR.
401 NS
403 ENEM .,
404 KRR
405 TRFRIAE
413 BEREI K,
500 MEBARSSEEIR
503 ARSZAATA
4.12.4.2 EHMY
IhgeNn4A

ZEORTEEUER.
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URI

iBmR

Wi iz

URIF&Z
GET /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}

SERA

¥ B WI%E St 4B
idp_id = String SniEENID,
protocol _id = String ProtocolAYID,
Request Header2 {508
2% BRWIE i) Lzl
Content-Type | =2 String ZFEERBIEA “application/
json;charset=utf8” ,
X-Auth-Token | £ String E1AIERTtoken,

IERR ]

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/
saml

Response BodyZ#{i5iHH

2% ey Ayvin it 54A8
id = String ProtocolfYID,
mapping_id = String BRESAYID
links 2 Object ProtocolAYRIRHERE
N Rz 4451
{
"protocol": {
"id": "saml",
"links": {

"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/saml"

%
"mapping_id": "ACME"
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NG
K& Ll
200 5K o
400 I5KIFIR
401 INEERM
403 =SS
404 HAZIRIR
405 FIVFRITT IR
413 IBRIFITK
500 REBARSS1EI=
503 RSB
4.12.4.3 JERHMY
IhEE TR
ZEORTEMR— MY, BRI E—B R
URI
e URIER
PUT /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}
o SHIRHA
e BEpiE | XE Lz
idp_id = String BniREmEaID,
protocol _id = String ProtocolfdID,
15>
e Request Header2#{i5iHH
2 BRwiE | X Lz
Content-Type | =2 String ZFEERBIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String EIAIERYB Security
AdministratortXfRAYtoken,
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e Request BodyZ#{iiifH

2% ERWE | K8 il
mapping_id = String BRESAYID .

o BEKIES
curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X PUT -d'{"protocol"{"mapping_id":""ACME"}}" https.//sample.domain.com/v3/OS-
FEDERATION/identity_providers/ACME/protocols/saml

Ml iz

e Response BodyZ#{ijiEH

e =AWk ESic) i8R

id = String ProtocolfJID,

mapping_id 2 String BREJAYID

links = Object ProtocolBYRiEsER o

o NARFFI
{ "protocol": {
ks {
"identity_provider": "https://example.com/v3/0S-FEDERATION/identity_providers/ACME",
"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/saml"
'}"mapping_id": "ACME"
' }
I NEE

L 1588
201 153KRAEI0 o
400 BKREEIR
401 NS
403 ENEM
404 HARER
405 RRVFRITTIE
413 BRI K
500 REBIRS3 THIR -
503 RS AET R
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4.12.4.4 EHHMN
ThEE TR

ZZEORTERMUEE.

URI
e URIBR
PATCH /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}
o  S¥ULHEA
2% B WA &8 15i8H
idp_id = String SniREEID,
protocol _id = String ProtocolgdID,
=
e Request Header&#iBH
2% B W &8 15488
Content-Type | & String ZFEABIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String EIAIERYAB Security
AdministratorifRAdtoken.
e Request BodyZ#i5HB
s Wi ikl 5i8H
mapping_id | 2 String BREFRIID
o IERIFHI
curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X PATCH -d'{"protocol"{"mapping_id":="ACME"}}' https.//sample.domain.com/v3/OS-
FEDERATION/identity_providers/ACME/protocols/saml
M iz
e Response BodyZ#{isiiH
¥ e P St izL:)z]
id = String ProtocolfYID,
mapping_id | £ String BRESAYID
links = Object ProtocolRYERRHE:ES .
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LI ]z =247
{
"protocol": {
I|id|l: ”Saml”,

"links": {

"self": "https://example.com/v3/OS-FEDERATION/identity_providers/ACME/protocols/saml"

'}"mapping_id": "ACME"
} }
RS
7N 15EA
200 BRI
400 HEREIR
401 TANIESETY .
403 IR
404 HAZRIE
405 RRFRTTIE.
409 RIS
413 IERIFT K
500 AEBIRSS IR
503 RS AR
4.12.4.5 fRilpRtmY
ThEEN 4R
iZEE O BT RIS S .
URI

e URIKE=

DELETE /v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}

o SR

2 EEWI% E-Sic) 1588
idp_id = String Sn1REEID,
protocol _id = String ProtocoldID,
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iBmR

e Request Header2#{i5iBH

e =EWi%E i) 153EH

Content-Type |2 String ZFERAARIES “application/
json;charset=utf8” ,

X-Auth-Token | £ String EIAUERYHB Security
AdministratorffEAJtoken .

o EREH

curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X DELETE https.//sample.domain.com/v3/OS-FEDERATION/identity_providers/ACME/

protocols/saml
M) 7
FoMB R o

NG
K& ol
204 ERAEIN
400 EREEIR
401 NS
403 EYVES
404 HAZ R
405 AT % o
413 BRI K
500 MEBIRSS IR .
503 RSAA .

4.12.5 Metadata

4.12.5.1 Z5if] Metadata 314

a6
ThEEN 4B

ZEOBTERSHIRHESAZIAMPHMetadata XX AR
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URI
o URIFE=
GET /v3-ext/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata
o  SHHHA
B8H EEWIE | KB 5eBH
idp_id = String BniREEID,
protocol _id | =2 String ProtocolfdID,
B
e Request Header&#ixHH
8% 2EwiE | KR ikl
Content-Type | 2 String ZFERABIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String ETAIERIHHE Security
AdministratoriXfEAYtoken,
o BRI
curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3-ext/OS-FEDERATION/identity_providers/ACME/
protocols/saml/metadata
Mg iz
e Response BodyZ2#{i5iHH
2% =aPiE | ER 5iRH
id = String MetadatafdID,
idp_id = String B{HIREREID,
entity_id = String MetadataX {4 aJentityID=FER .
protocol_id = String ProtocolddID,
domain_id =2 String FFErEdomaingdID,
xaccount_typ | 2 String FEPRIE, FANZ,
e
update_time | 2 String SAEEFMetadataSFAIBETIE o
data = String MetadataM4RIAZE -

LI v =271
{

"id": "40c174f35ff94e31b8257ad4991bce8b",

N5k 01 (2022-08-15)
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"idp_id": "ACME",
"entity_id": "https://idp.test.com/idp/shibboleth",
"protocol_id": "saml",
"domain_id": "ed7a77d365304f458f7d0a7909c6d889",
"xaccount_type": "",
"update_time": "2016-10-26T09:26:23.000000",
"data": "$data"}
NG
RSB kA
200 SRENRLIN o
400 BREIR
401 TN
403 EEW .
500 AERIRSS iR
4.12.5.2 &if] Keystone i Metadata 3Z{4
&
IhgeNn4A
Z3Z O AT &iflkeystonefMetadataX {4
URI
GET /v3-ext/auth/OS-FEDERATION/SSO/metadata
153
e Request Header2#{ii<H8
£ BEWIE E-Sic) ikl
unsigned | & Boolean EEESAML2.08ISE, XITEdEg
E8, KiAs “false” .
o iEKEEA
GET /v3-ext/auth/OS-FEDERATION/SSO/metadata
Mfa] iz
i Sz 51)
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="43ebac773925f6849b196a3c803baba5" entitylD="https://www.example.com">
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-sha1"/>
<ds:Reference URI="#43ebac773925f6849b196a3c803baba5">
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NN

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha1"/>
<ds:DigestValue>yuQJc60I3xilt6X4cOEUBNVV2Vs=</ds:DigestValue>
</ds:Reference>

</ds:Signedinfo>

<ds:SignatureValue>...</ds:SignatureValue>

<ds:KeyInfo>

<ds:X509Data>

<ds:X509Certificate>...</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</ds:Signature>

<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>...</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>

<md:KeyDescriptor use="encryption">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>...</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>

<md:NamelDFormat xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
urn:oasis:names:tc:SAML:2.0:nameid-format:transient

</md:NamelDFormat>

<md:AssertionConsumerService xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://www.example.com/v3-ext/
auth/OS-FEDERATION/SSO/SAML2/POST" index="0" isDefault="true"/>
<md:AssertionConsumerService xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:PAOS" Location="https://www.example.com/v3-ext/auth/OS-
FEDERATION/SSO/SAML2/ECP" index="1"/>

</md:SPSSODescriptor>

</md:EntityDescriptor>

WREH i%Ae

200 SRR
500 AEBIRSS iR o
503 ARSZAATA

4.12.5.3 B\ Metadata 3{&

ThRENA

FHP{ERBCERAIEINEERT, FESIEMetadataSXFENIAMA, ZEOBFENTER
HIMetadataS{&,
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URI

e URIKEZ

POST /v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

o SHIHMA

2% BEYIE | KB ikl
idp_id 2 String ELLIENSDIRMEAIID,
protocol _id | 2 String 2£26Ui2AProtocolYID

=P
e Request Header=#{ii<HB
e =AOYE | XE 15388
Content-Type | & String ZFERNAEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String EIAIERYAB Security
AdministratortXfRAJtoken
e Request Body=#{i5HB
e mApE | KB 1588
xaccount_typ | = String ZFERARRIEPRRFER, B
e INAZE,
metadata 2 String Z=FE AP IdPIRSS 2_RY
MetadataX 4IRS .
domain_id = String FFFrEdomainfdID,
o iFKIES
curl -i -k -H 'Accept:application/json' -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X POST -d
'{"xaccount_type":"","domain_id":"ed7a77d365304f458f7d0a7909c¢6d889","metadata":"$metadataCont
ent"}' https://sample.domain.com/v3-ext/OS-FEDERATION/identity_providers/ACME/protocols/saml/
metadata
M) 5z
M) Mz 4451

{ "message": "Import metadata successful"}
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K&

R 1%EA

201 SIN AR

400 BEREEIR.

401 TANIERML

403 ENEM

500 AEBIRSS IR

4.12.6 token

4.12.6.1 FKEVEXFRIAIE unscoped token(SP initiated)

TheEN 4R
Z¥EOAFIBIISP initiated AEEFRAIE S R FKEXUnscoped token
Unscoped tokenABEFASREAY, BB AP FREFEAtokeni#HITEMN, 5SS EIRENEX
#FiAiEscoped token3kEXscoped token,
URI
e URIFEZ
GET /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}/
auth
o  SHULHEA
2 ERWIE R Lzl
idp_id 2 String BnieHEmruD,
protocol = String ProtocolAdID,
_id
153

e Request Header2#{i5iHH
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2H BRI it 15488
Accept & string o EiITUEESIAIE (WebSSO) /5
UIKEXtokenRY, AFEIZSH
o EIILEEFIR(CIE (ECP) Bk
§REXtokenfY, 1ZFERFEENMEI
T
application/vnd.paos+xml
PAOS & string o EITUEHESINE (WebSSO) 75
LIKENtokenRS, AFEZSEH,
o IZIREFR{CIE ( ECP ) $XEXtoken
BY, ZFEREEENT:
urn:oasis:names:tc:SAML:
2.0:profiles:SSO:ecp
(MEEY::
1. ZEOSEEITEESIME (WebSSO ) FIiEgz= FisCIE ( ECP ) FFATIRET
token, BEAREIANEKheaderXsy, BEIAFERIESERequest Header&#5AH
2. FENBEEARZEO, B{#ERopenstackclientskBXtoken,
o IERIEH
GET /v3/OS-FEDERATION/identity_providers/idptest/protocols/saml/auth
M) 7
e Response BodyZ2#{i5iRH

E= 2 E-Sit) kil

X-Subject- | header string &2 EM%unscoped token,

Token

token body Object BXFBIAIEAYunscoped token, &
EmethodsFIFFER.

LI v =271
{

"token": {

"methods": [
|lmappedl|
1

)
"user": {

"domain": {

I
"id": "RMQTgtjj5SNGDcKy70UmI3AZg7GgsWG0Z",

"id": "e31ac82d778b4d128cb6fed37fd72cdb",

|||||

"name": "exampleuser",

"0

S-FEDERATION": {
"identity_provider": {
"id": "exampleuser"

h
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"protocol": {
l|idll: "Saml"

}

"groups": [

"id": "b40189e26ea44f959877621b4b298db5"

WKL

K& ol

200 BRI, JHE—LIREAPER.

201 BRI, iR[Eltoken,

302 iERKE S dentity Provider BF{E R
AF, BkiEZIdentity ProvideriAIFTRIE .

400 EREEIR

401 TANIERM

403 ENEM

405 RAFNREE.

413 BRI K

500 MEBARSSHEIR -

503 RS AR

4.12.6.2 FREXEXFRIAIME unscoped token(IdP initiated)

ThEeN A
ZIEO AT @IZIdP initiated AUBXFRIAIES U FKE unscoped token,,
Unscoped tokenNGEFISREMN, BEXFTAR R EMEHtokenH TN, 15SEIRENEX
#FiAiEscoped token3ikEXscoped token,
URI
POST /v3.0/OS-FEDERATION/tokens
=P

e Request Header&#i<hH
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2% BEME | KB 588
X-Idp-Id = String Bn1REmRIID,

Content-Type & Pim R fE R S SRR R R
IR AN DRSS IRE
SAMLResponse2%y, #iz=FER

i
A
=
)

REMEAN T
application/x-www-form-
urlencoded
e Request BodyZ#{i5ihH

2% ERYiE | ER 15288

SAMLRespons | 2 String FEIdPIAIERIN SR [EIRIME A

e

(11 588

ZEORSFEGSITUIRER, EEXZPinERAIdP initiated IBXFBIAIES IR
SAMLResponse, FRANIEEHERFREIEAIS, FKElunscoped token,

o iFKIESI
curl -i -k -H 'Accept:application/json' -H 'x-Idp-Id:test_local_idp' -H 'Content-Type:application/x-www-
form-urlencoded' -X POST -d
'SAMLResponse=PD94bWwgdmVyc2lvbj0iMS4wliBl4WXZ1OGNmMYmRzWk1ZeWILKy96anpEbm1rT2FrV
VBrUmlISWEpLYUt5NzJtUmtoRFBCNjgwVQpzalU3R2hKNHE4ZG48L3hlbmM6Q2lwaGVyVmFsdWU
%2BPC94ZW5jOkNpcGhlckRhdGE%2BPC94ZW5jOkVuY3J5cHRIZERhdGE
%2BPC9zYW1sMjpFbmNyeXBOZWRBc3NLlcnRpb24%2BPC9zYW1sMnA6UMVzcG9uc2U%2B' https://
sample.domain.com/v3.0/OS-FEDERATION/tokens

N iz

e Response BodyZ#{iifH

B B2¥ E-Sic) 5iAH

X-Subject- header string FZRERunscoped token,

Token

token body Object BXFBIAIEAYunscoped token, &
&methodsFIFAFER.

g RzA A1
{

"token": {
"expires_at": "2018-03-13T03:00:01.168000Z",
"methods": ["mapped"],
"issued_at": "2018-03-12T03:00:01.168000Z",
"user": {
"OS-FEDERATION": {
"identity_provider": {
"id": "test_local_idp"
}

protocol": {
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"id": "saml"
}
"groups": [{
"name": "admin",
"id": "45a8c8f1894444e9a016af065e152b91"
1
%,
"domain": {
"name": "hansheng",
"id": "c0e20cc993a24ad4aa3251661ef37¢87"
%,
"name": "FederationUser",
"id": "QNSzD0ObycqUXE4hiRNfyFcWfoOs8z6gT"
}
}
}
REB
RSB izl
201 BRI, R[Etoken,
400 BKEIR.
401 TAUESRIY
403 ENEM .,
405 RIFSEIE.
413 BRI K
500 AEP RSB BIR .
503 RS AR,
4.12.6.3 FREVBXFBIAIE scoped token
INEENA
ZEO LA BT BEEGFRAIE G T ikEscoped token,
URI
POST /v3/auth/tokens
BRkESH
K 4-239 153K Header &%
2% =R | sEEE R
Content-Type | & String ZFERASIEA “application/
json;charset=utf8” |
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% 4-240 753K Body S

2% =E | &% i35
WHiE
auth 2 Object INIEHER.
K 4-241 auth
2% =E | 5HEeE R
WhIE
identity = Object INESE,
scope = Object tokenfY{EREE, BUEIprojectsy;
domain, —iE—BPA],
2k 4-242 auth.identity
2% =E | sHEE fik
WHi%k
methods 2 Array of NIER %, 1ZFEBABH “token” .
strings
token = Object BX#Bunscoped tokenfIE5E .

£ 4-243 auth.identity.token

84 2E | s Rk
WA
id = String EXFBunscoped tokenfyID,
2R 4-244 auth.scope
2H =R |2y A
WA
domain & Object BY{E/9domainky, Fa3KEXAItokend]
PAEEXIEg{#EH, domainsziFidflname,
“i&—ApA],
project & Object BY{EAprojecthy, FRIKENATtokenXEE
aIEEEproject FHYERIE, projectsziF
idflname, Zi&—RNA],

N#5hRA 01 (2022-08-15)
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2K 4-245 auth.scope.domain

el 28 | 5% ik

WHIE

id S String KSID, id5name—%&—ENA],

name B String K=, id5name_ix—ENE],
2K 4-246 auth.scope.project

2% 2E | 5T ik

Whisk

domain & Object IMBREWS, {EAnamefdW4iE,

id S String IRBID, id5name—&—BNA],

name & String INB&, id5name_Zi%x—ENHE],
2R 4-247 auth.scope.project.domain

2% = | SR R

id S string WSID, id5name—i%&—ENA],

name S string WS, id5nameZi%E—E0A],

InJVE=S5t

3£ 4-248 g/ Header &%

8% SR R

X-Subject-Token string &2 E9scoped token,
3 4-249 g/ Body S

2% e el A

token Object BXFBIAIEAYscoped tokenfE &,
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2 4-250 token

e SHRE R
methods Array of $REXtokenBI 5= o
strings
expires_at String token i HARTE] .
catalog Array of RFERER
objects
domain Object sREXtokenIFBFFTEMNKSEE . NSRIKEX
tokenAtiE kA scopeS L E Sadomain, MR
EliZz=EE
project Object $xEXtokenfI AP ATEKSHIIBER . WRIKEX
tokenAtiEk{ARscopeS i E project, MiR
EliZz=EE .
roles Array of tokenHITR(E R,
objects
user Object sxEXtokenfIFBFER.
issued_at String token N &A1&,
& 4-251 token.catalog
8% SHEE ik
type String ZZORERS
id String ARS31D,
name String RSB EZFR,
endpoints Array of iR e
objects
2 4-252 token.catalog.endpoints
e e e R
url String i T mAJURL,
region String Kim TR X1
region_id String KigmrEXIFHID,
interface String BEOseny, JEH AMEOEZEIRT =R . B
A3 “public” , FRZEOAAFEO.
id String KigT=ID,
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3£ 4-253 token.domain
2% SR fHiA
name String IS=E =N
id String K=ID,
& 4-254 token.project
2% SR fiA
name String mB&E.
id String InHID,
domain Object mMBEKSEE.,
£ 4-255 token.project.domain
2% SR ik
name String I S=E =N
id String KSID,
% 4-256 token.roles
2¥ SR A
name String BPREZFR
id String NPRID, BRAERA0, JEESLANRID,
2 4-257 token.user
e S ik
domain Object FFFEKSER.
0s- Object B EMIALEER
FEDERATION
id String FBRFID,
name String BR&.
password_exp | String RS HARTIE) (UTCHYE ) , “7 RREBAE
ires_at HA,
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2 4-258 token.user.domain
2% SR fEiA
name String RS &R,
id String FFFrEWRSID,
3R 4-259 token.user.OS-FEDERATION
28 SHERE R
groups Array of FFAERIIZE.
objects
identity_prov | Object BIREHEER.
ider
protocol Object PR EER
% 4-260 token.user.OS-FEDERATION.groups
e BHE fiHiA
id String FEF4EID,
name String FFBEFR,
2K 4-261 token.user.OS-FEDERATION.identity_provider
2% SR fHiA
id String SniRHEID.
R 4-262 token.user.OS-FEDERATION.protocol
28 SHERE R
id String #MYID,
(=R GN]
POST https://sample.domain.com/v3/auth/tokens
"auth”: {
" methods":
"token"
1,
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"token": {
"id": "MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB..."
}
h
"scope": {
"domain": {
"id": "063bb260a480cecc0f36c0086bb6c..."
}
}
}
}
M Rz~ 31
KZ&8879 201 BY:
BUEERLIN .
TR Header&#:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NERzBodyZ4L:
{
"token": {
"expires_at": "2020-02-13T14:21:34.042000Z",
"methods": [
"token"
1
"catalog": [
{
"endpoints": [
{
"id": "d2983f677ce14f1e81cbb6a9345a1...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://sample.domain.com/v3"
}
1,
"id": "fd631b3426cb40f0919091d5861d8...",
"name": "keystone",
"type": "identity"
}
1
"domain": {
"id": "06aa2260a480cecc0f36c0086bb6cfe",
"name": "IAMDomain"
b
"roles": [
{
"id": "0",
"name": "te_admin"
I
{
"id": "0",
"name": "secu_admin"
}
1,
"issued_at": "2020-02-12T14:21:34.042000Z",
"user": {
"OS-FEDERATION": {
"groups": [
"id": "06aa2260bb00cecc3f3ac0084a74038f",
"name": "admin"
}
1,
"identity_provider": {
"id": "ACME"
h?
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"protocol": {
"id": "saml"
}
1
"domain": {
"id": "06aa2260a480cecc0f36c0086bb6cfe0",
"name": "IJAMDomain"
}Id "LdQTDSC7zmJVIlic3yaCbLBXDxPAdDxLg",
"name": "FederationUser",
"password_expires_at": ""
}
}
}
IR[EE
REHE ik
201 BUERRIN .
400 ST
401 NI S
403 IREERENIR
404 RIEBNAIEIE
500 REBARSS IR
503 RS AR
xS
7
4.12.7 fBRF
4.12.7.1 EAEFBRAF R LLGERIFEFS IR
INgeN4A
ZEOBTE AR LAARAERSIZE,
URI
GET /v3/OS-FEDERATION/domains
=4
e Request Header&#{i5BH
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e mAWIE it 1538
X-Auth-Token | 2 String Unscope token, i52E3KEL

BX#BiAiEunscoped token(SP
initiated) ,

o EREH

GET /v3/OS-FEDERATION/domains

e Response BodyZ#{iiiH

SH BRI ESid] Lzl
domains = array FHP%IE,
links 2 Object FHPRRIRNEZ

LI )iz =2
{

"domains": [

"links": {

"enabled": true,
"id": "e31ac82d778b4d128cb6fed37fd72cdb"

}
1
"links": {

"self": "https://sample.domain.com/v3/OS-FEDERATION/domains",

"previous": null,

"next": null
}
}
7N i%Ae
200 SR
400 EREEIR.
401 TAIESRTY .
403 ELES S
405 RIFRIFE o
413 BRI K
500 AERARSS TRIR
503 RS AATA
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4.12.8 InH

4.12.8.1 EREFAFTLUGENIBSIE

ThREN A

ZEORTERBRKBAATLIGENIESIZER, FEINEYIRFIREELFHscoped

token,

URI
GET /v3/OS-FEDERATION/projects

iBER

e Request Header&#ixHH

S =AWk it} =tz
X-Auth-Token | & String Unscoped token, 15ZE¥KEL

BE#BIAIEunscoped token(SP
initiated)¥kEXtoken,

o EREH

GET /v3/OS-FEDERATION/projects

}iv
e Response BodyZ#{iifH
2 ERWIE ST 15188
projects 2 array ImE%%.
links = Object INBRYZRYEE

LI v =271
{

"links": {
"self": "https://sample.domain.com/v3/OS-FEDERATION/projects",
"previous": null,
"next": null
h?
"projects": [
{
"is_domain": false,
"description": "",
"links": {

"enabled": true,

"id": "05cf683c351e43518618d9fa96a5efa9",
"parent_id": "e31ac82d778b4d128cb6fed37fd72cdb",
"domain_id": "e31ac82d778b4d128cb6fed37fd72cdb",

|||||
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{
"is_domain": false,
"description": "
"links": {
"self": "https://sample.domain.com/v3/projects/32b56f108f87418e8219317bebOfff3c"

"enabled": true,

"id": "32b56f108f87418e8219317beb0fff3c",
"parent_id": "e31ac82d778b4d128cb6fed37fd72cdb",
"domain_id": "e31ac82d778b4d128cb6fed37fd72cdb",
"name": "MOS" MOSJJOBSZRIAIRE HIZFR

}
]
}

NG
K& ol
200 BRI
400 BREIR
401 TANIERML
403 &2 E S
405 RRVFRITTIE
413 BRI K
500 MEBIRSS IR
503 IRSAH .

4.13 [RA(EEEE

3.1 &if] Keystone API BYRAMSE

IHEENA

iZ3E O AT 54EKeystone APIRIRRANSE .
URI

GET /
(=

BRG]

curl -i -k -X GET https.//sample.domain.com/
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i &z
o (IR SEER
2% B it L)%
versions = Object Keystone APIFIIRA(ZE .
values = Array Keystone APIFIRRZATIZE .
e valuest&=tiRA
e Rk -3l Lz
status =2 String RAAES -
updated = String IRA B S EHATIE .
media-types | & Array ARASZIFHIEER8T0.
id = String RAS, #v3.0,
links 2 Array IRAAY SR SERE o
o IRRZAEG (MRZELT )
{
"versions": {
"values": [
{
"media-types": [
"type": "application/vnd.openstack.identity-v3+json",
"base": "application/json"
}
1)
"links": [
"rel": "self",
"href": "https://sample.domain.com/v3/"
}
1)
"id": "v3.6",
"updated": "2016-04-04T00:00:00Z",
"status": "stable"
}
]
}
}
I NEE
R 1588
300 15RAI0 o
400 IERR 1N
404 HARIRIR.
503 RS AAIA.
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4.13.2 &if] Keystone API §Y 3.0 fRA{ER2

INEEN4A

Z3Z O R 3REXKeystone APIFY3.0iRARIEE. o
URI

GET /v3
=P

RS

curl -i -k -X GET https.//sample.domain.com/v3

M &
o RIS

2% =R WYI% xR ik

version = Object l;eystone APIFYERANME
versiont&=t i AE

e =R ESid) Iz

status 2 String IRAVIRZS o

updated = String IRA B S EHATIE .

media-types 2 Array ARASZ B ER8T0.

id . String RAS, 9v3.0,

links 2 Array IRABOZRIRSERE

o BN (MBI )
{

"version": {
"status": "stable",
"updated": "2016-04-04T00:00:00Z",
"media-types": [

"type": "application/vnd.openstack.identity-v3+json"

}
1
"id": "v3.6",
"links": [
"href": "https://sample.domain.com/v3/",
"rel": "self"
}
1
}
}
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N

4.14 IREBMNZIHT R

4.14.1 EHIRSSSIZE

TheEN A

URI

5K

RS 15488
200 BRI .
400 IERREIEN
404 KAZNRE
503 RS AR
ZEOBRTFEERSIIZE.
e URIER
GET /v3/services{?type}
o  SHHHA
8% ERWIE ehy 15488
type & String RSS2,
BJBEEE SIcompute, ec2,
identity, image,
network, Zvolume,
e Request Header2#ixAH
2% =Rk it ]
Content-Type | 2 String ZFEANSEN
“application/
json;charset=utf8” ,
X-Auth-Token | 2 String E27AIEATtoken,

o EREH

curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/services?type=compute

N#5hRZA 01 (2022-08-15)
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e Rz

Response BodyZ#{i5iHH

e =AWk ESis) 1538

links = Dict ARSSRVRIRHEHE

services = List RSSIIE .
servicest&zUiAE

e =A% xKE 5388

description & String R3S HHEAR

enabled = Boolean IRBEETH.

id = String fRS31D,

name & String iFEE =

type 2 String ARS5EE,

links = Dict ARSSHYR R

MRz (MR )
{

"services": [

{ n.on

"name": "compute5",
"links": {

"self": "https://sample.domain.com/v3/services/053d21d488d1463c818132d9d08fb617"

}

"enabled": true,
"type": "compute",

"id": "053d21d488d1463c818132d9d08fb617",

"description": "Compute service 5"

"self": "https://sample.domain.com/v3/services/c2474183dca7453bbd73123a0b78feae"

"self": "https://sample.domain.com/v3/services/c7166694ebdd4616bd927737f7b12ca2"

%
{
"name": "compute3",
"links": {
%,
"enabled": true,
"type": "compute",
"id": "c2474183dca7453bbd73123a0b78feae",
"description": "Compute service 3"
%
{
"name": "compute2",
"links": {
%
"enabled": true,
"type": "compute",
"id": "c7166694ebdd4616bd927737f7b12ca2",
"description": "Compute service 2"
}
1,
"links": {

"self": "https://sample.domain.com/v3/services?type=compute",

"previous": null,

N5k 01 (2022-08-15)
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"next": null
}
}
7T
K& 5iE8
200 =R
400 IERR 1N
TN
403 =S
404 HAZIRIE
405 RRVFRITTE
413 IBRIFIK
500 REBERSS tEI= o
503 RS AR
4.14.2 BIHIRSIFE
TheEN4R
ZEOBRTESRSIFS.
URI
URIER
GET /v3/services/{service_id}
S¥IHA
5 =AUk E-Sit] 15388
service_id = String IRSZRIID,
=P
Request Header2#{i5i A
o ERWIE St 1588
Content-Type | 2 String ZFEARABIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String E7AIEA token,
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o BRI

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/services/5a4ed456d228428c800ed2b67b4363a7

M &z
MaRZAE ( MRAZRLIH )
i "service": {
"enabled": true,
"type": "compute",
g
"self": "sample.domain.com/v3/services/5a4ed456d228428c800ed2b67b4363a7"
}Id "5a4ed456d228428c800ed2b67b4363a7"
, }
K&
K& ol
200 BRI
400 EREEIR
401 INIERM
403 EBESE
404 KAZRIE
405 RRFNREE.
413 BRI K
500 MEBIRSS IR .
503 RS AT,

4.14.3 BB imT 2R

ab
IRENR

ZEOBTERRRTRIIER, RERSHREALD.

URI
e URIKET

GET /v3/endpoints{?interface, service_id}

o SR
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2H BRIk eS| Lzt
interface &= String KisTa¥HE,
BJREENEY9: public, internal
Z¢admin,
e public: AFAIEAIEMNEE
}gutgil}o
e internal: BB BI1EAERM
ZEOFEF,
e admin: BERALIERSE
ROMLEIEO EER .
service_id B String IRSZ1D,
Request Header2#{iAA
B8H =AWk ESid] 5488
Content-Type | @ String ZFERASIEA “application/
json;charset=utf8”
X-Auth-Token |2 String EIAIEATtoken

IERN S

curl -i -k -H 'Accept:application/json’ -H 'Content-Type:application/json;charset=utf8' -H "X-Auth-Token:

$token" -X GET https.//sample.domain.com/v3/endpoints?

interface=public&service_id=43cbe5e77aaf4665bbb962062dc1fc9d

Response BodyZ#iiiAA

e BEWI% xR 5iEA

links = dict Kim T RHR R .
endpoints = list g RyE,
endpointst&ztisiAR

2% =AWk E- it 15388

id g String ZimT=ID,

url = String LimTo AL
region = String LinT mAIXE
region_id = String KigRAIXIEID,

N5k 01 (2022-08-15)
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2% BRI i) jizhil3
enabled = Boolean BisrP Rl
interface = String KigT
service_id = String Kig o FrEIRSEHIID,
links 2 dict KT RAIRREE
o NaR#¥pE (BRI )
{
"endpoints": [
{
"region_id": null,
"links": {
"self": "https://sample.domain.com/v3/endpoints/162277d696f54cf592f19b569f85d 158"
h?
"url": "https://sample.domain.com/v3",
"region": null,
"enabled": true,
"interface": "public",
"service_id": "053d21d488d1463c818132d9d08fb617",
"id": "162277d696f54cf592f19b569f85d 158"
}
1
"links": {
"self": "https://sample.domain.com/v3/endpoints?
service_id=053d21d488d1463c818132d9d08fb617&interface=public",
"previous": null,
"next": null
}
}
RS
RS 5eBH
200 IERN AR
400 BREEIR
401 IANIERY
403 ENEM
404 KRR
405 RRFRIGEE
413 BRI K
500 MEBARSSEEIR
503 RS AETF.
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4.14.4 BRI D RIERB
RSB

ZEORTERIZR T RIFR.

URI

e URIKE
GET /v3/endpoints/{endpoint_id}

o SHRHA

2% Ui it il
endpoint_id = String LigT=ID,

iER

e Request Header2#{i5HH

2% EEWIE it 1588
Content-Type | 2 String ZFEBABIEN
“application/

json;charset=utf8” ,

X-Auth-Token | & String EIAIEATtoken,

o BEKIES
curl -i -k -H 'Accept:application/json’' -H 'Content-Type:application/json,charset=utf8' -H "X-Auth-Token:
$token" -X GET https.//sample.domain.com/v3/endpoints/62ea3602f8ee42b18259564735295a8

N iz
RZAERI (5K )
{

"endpoint": {
"region_id": "region_id",
"links": {
"self": " https.//sample.domain.com/v3/endpoints/62ea3602f8ee42b1825956473f5295a8"

"region": "region_name",

"enabled": true,

"interface": "public",

"service_id": "5a4ed456d228428c800ed2b67b4363a7",
"id": "62ea3602f8ee42b1825956473f5295a8"
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K&
K& ol
200 ERAEIN
400 EREEIR
401 NS
403 &2 E S
404 KARER
405 RRFNREE.
413 BRI K
500 MEBIRSS IR
503 RS AA .

4.14.5 BiFRSZEF

TheREN 4R
ZEORFEEERPIETIIX-Auth-TokenXI R AIARSS B R -
URI
GET /v3/auth/catalog
=P
e Request Header&#{i5ifH
2 BRIk it 588
X-Auth-Token 2 String 2IAIEAYproject
scoped token,
o BEKIESI
curl -i -k -H 'Accept:application/json' -H 'X-Auth-Token:$token' -H 'Content-Type:application/
json;charset=utf8' -X GET https://sample.domain.com/v3/auth/catalog
M Rz
naRAER) (1SRRI )
{
"catalog": [
{
"endpoints": [
{

"region_id": null,
"url": "https://sample.domain.com/v2/c972a59e958e407e89b0c6d8e522df3b",
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"region": null,
"interface": "public",
"id": "04f0ee42038447f0a9c7b407028fd7b9"
}
1
"type": "compute"”,
"id": "eb884e9f64b44dd0ac73cdc55d817286",
"name": "nova"
}
1,
"links": {
"self": "https://sample.domain.com/v3/auth/catalog"
}
}
RSHS
RSB 15488
200 =R AN
400 EKREEIR.
401 INIERM
403 ENEM
404 KRR
405 ARFRIBEE.
413 BERAII K,
500 MEBIRSS IR .
503 RSB ABIF .
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APl &% 5 U PRFNFEAIN

5 P PRFIFRANIRN

X BR A AR T B
BRI

5.1 BPRAR B AA

AIANBIRT, HENAMBRKEEUNR, SEEREMABFE, FERPAER
FoRlg, ZRefERFERRIAFREENAINIR, X—IEMRARN. #XE, B
T}E_ILXEHZEEWBEXTEHE;UL TH#F.

WS EEREZEOBAAMR, MNRFERKS FRIAMBRARAPIEXREY, ZIAMA
P RBESRBIZIEORENSIRE, BN, APIERGEREY . S MEOMEEMN
IR, S MEORYMAMSINTUHEXIN, REARIEKIEPEEFIENIREIXTRAY
SRR, ZBPARERIDARIZED . flan, BRERBZEOXRETE=RSRIIE, 3B
/Ai?_(ﬁ\;gl\j/ljﬁﬁ)ﬂ%&?x¥m REEFRBEERIF “ecs:servers:ilist” AUIERINIR, ZEOA
eI -

SZIFHIRANIR

KRB SRGRBIEENRE, NMRAFRBEAHERNER, EERALIGIES
EXREE, FESERAPAERYBE X RIS RETHRMINAITET . SRESZIFRIRME
SAPIFEXIN, REIRFIRABINT

o MPR: BENRIEPRININE XAIABRINIINR
o  XWAPHEMO: BENRIELIREMRIAPIEZO.

o ERUIN: BENREPSZIFAIActon, FEBEENXRIEFAIACtionFIENZINIR,
BT LASEESARIRS R AU BRINEE o

e IAMIKE (Project)/{2\IRE (Enterprise Project): BENEIASICEE, BiF
IAMIRESEWIRE . #CEENMERNZIFIAMIBHIEWIRE, RRERIT
SMAIEEN KRS, ALEIAMAIE SRR RS PE B AESNFER. 1
RHFIAMIRE ,, F3ZFRWIRE, RRXEETEIAMAEFEPASNFFER, W
RECIESERENR, WNIZBEXRBAER .. XFIAMIRBSHIIRERNX
2, FEEER: IAMSREENXE,
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(MERL
W RREEE, “x7 BREARSEE, ‘-7 BRRNER.
[ ) |AM%§%HE%, Z:ﬂj&ga:lﬁjg*§$yo
o Hfl, FEEDIPRIGZIFHEMNIR (Action) , ERZIFAPI,
5.2 IR
Token &8
BUR XTRZAPIEC ERIR IAM | WIRE
(Action) InH (Enterpri
(Proj | se
ect) Project)
¥%ENZ$EToken | POST /v3/auth/ jam:tokens:assu | - -
tokens me
BINZRETE
BUR HMZAPHEL ERIm IAM | DUIRE
= (Enterpri
(Proj | se
ect) Project)
BHHRBXAS | GET /v3.0/0S- iam:credentials:li | - -
iB)Z5H CREDENTIAL/ stCredentials
credentials
BEiEEXAN | GET /v3.0/0S- iam:credentials:g | - -
Bz CREDENTIAL/ etCredential
credentials/
{access_key}
BIEKAIGIEZ | POST /v3.0/0S- jam:credentials:c | - -
A CREDENTIAL/ reateCredential
credentials
BRUSTEXRAYT | PUT /v3.0/0S- jam:credentials:u | - -
[B)ZH CREDENTIAL/ pdateCredential
credentials/
{access_key}
MitRIsEX A5 | DELETE /v3.0/OS- iam:credentials:d | - -
iB)Z45H CREDENTIAL/ eleteCredential
credentials/
{access_key}
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FE#L MFA 12
PR XERZAPIEL IR IAMIR | {RMVIRE
B (Enterpri
(Proje | se
ct) Project)
FREIMFAIR S X iam:mfa:unbind | - -
MFADevice
HEMFAIRS x iam:mfa:bindMF | - -
ADevice
BIEMFAIR S X iam:mfa:createV | - -
irtualMFADevice
MBAMFAIR S X iam:mfa:deleteV | - -
irtualMFADevice
IEEE
PR ITRIAPIEO AR IAM | DWIRH
Ing (Enterpris
(Proj | e Project)
ect)
I =] POST /v3/projects iam:projects:cre | - -
ateProject
{EMIRE PATCH /v3/projects/ iam:projects:upd | - -
{project_id} ateProject
EEIBTEIRER | PUT /v3-ext/projects/ | iam:projects:upd | - -
KT {project_id} ateProject
EI9AFAIIRE | GET /v3/users/ iam:projects:list | - -
B {user_id}/projects ProjectsForUser
BRI E x iam:projects:del | - -
eteProject
RREE
BUR XIRZAPIE] AN IAM | IVIRE
E (Enterpri
(Proj | se
ect) Project)
FRRARPYIE GET /v3/users iam:users:listUs | - -
ers
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PR XTRZAPIEC =R IAM | 2MIRE
= (Enterpri
(Proj | se
ect) Project)
BRRAPFE GET /v3/users/ iam:users:getUs | - -
{user_id} er
EGAFIEB(#E | GET /v3.0/OS-USER/ | iam:users:getUs | - -
=) users/{user_id} er
ERAFRER | GET /v3/users/ iam:groups:listG | - -
PR {user_id}/groups roupsForUser
EiGAPAEFRE | GET /v3/groups/ iam:users:listUs | - -
=Xl {group_id}/users ersForGroup
elfESEE POST /v3/users iam:users:create | - -
User
BB EE PATCH /v3/users/ iam:users:updat | - -
{user_id} eUser
illEd=E] =] DELETE /v3/users/ iam:users:delete | - -
{user_id} User
SERFEIAM | X jam:users:reset | - -
BRZES UserPassword
REERFP X iam:users:setUs | - -
erLoginProtect
'EEEEmE L | x iam:users:listUs | - -
BINRRYBFSY ersForProject
*=
MipcFEF484 A | DELETE /v3/groups/ | iam:permissions | - -
= {group_id}/users/ :removeUserFro
{user_id} mGroup
A
BUR XIRZAPIEL IR IAM | DIIRH
= (Enterpri
(Proj | se
ect) Project)
SEREGHER | GET /v3/groups/ iam:users:listUs | - -
HFEESRIAM | {group_id}/users ersForGroup
B
BHigAFE%E | GET /v3/groups{? iam:groups:listG | - -
domain_id,name} roups
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PSR XTRZAPIEO IR IAM | DUIRE
= (Enterpri
(Proj | se
ect) Project)
BEHHAFAIFE | GET /v3/groups/ iam:groups:get | - -
{group_id} Group
ElfEIZZ) b2z POST /v3/groups iam:groups:crea | - -
teGroup
WINARPZEIFEA | PUT /v3/groups/ iam:permissions | - -
4| {group_id}/users/ :addUserToGrou
{user_id} p
EIFAPAH PATCH /v3/groups/ iam:groups:upd | - -
{group_id} ateGroup
IR FZE DELETE /v3/groups/ | e iam:groupsd | - -
{group_id} eleteGroup
e jam:permissi
ons:removeU
serFromGrou
p
e iam:permissi
ons:revokeR
oleFromGro
up
e ijam:permissi
ons:revokeR
oleFromGro
upOnProject
e jam:permissi
ons:revokeR
oleFromGro
upOnDomai
n
HiGHRPZ87%E | HEAD /v3/groups/ iam:permissions | - -
FAFtHF {group_id}/users/ :checkUserInGr
{user_id} oup
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NIRETE
BUR XS RIAPIEC] N IAM | fRIIRE
5 (Enterpr
(Proj | ise
ect) Project)
HRABYIE GET /v3/roles iam:roles:listRol | - -
es
EAEANEM | GET /v3/roles/ iam:roles:getRol | - -
=8 {role_id} e
HGHFHERF | GET /v3/domains/ iam:permissions: | - -
HAYF PR {domain_id}/groups/ | listRolesForGrou
{group_id}/roles pOnDomain
EHHIMBXIMAY | GET /v3/projects/ iam:permissions: | - -
FBPHEAIR {project_id}/groups/ listRolesForGrou
{group_id}/roles pOnProject
AHFERERAF | PUT /v3/domains/ iam:permissions: | - -
HITIR {domain_id}/groups/ | grantRoleToGro
{group_id}/roles/ upOnDomain
{role_id}
HAIMEXIAIA | PUT /v3/projects/ iam:permissions: | - -
PRI {project_id}/groups/ grantRoleToGro
{group_id}/roles/ upOnProject
{role_id}
MIBRIREXIRZAY | DELETE /v3/projects/ | iam:permissions: | - -
FBPHEIIR {project_id}/groups/ revokeRoleFrom
{group_id}/roles/ GroupOnProject
{role_id}
MisFE—FEr/EA | DELETE /v3/domains/ | iam:permissions: | - -
PLEAIR {domain_id}/groups/ | revokeRoleFrom
{group_id}/roles/ GroupOnDomai
{role_id} n
B E~ | HEAD /v3/domains/ iam:permissions: | - -
HEEEENPE | {domain_id}/groups/ | checkRoleForGr
{group_id}/roles/ oupOnDomain
{role_id}
EGIREXMNAY | HEAD /v3/projects/ iam:permissions: | - -
BAFRHEEEBES | {project_id}/groups/ | checkRoleForGr
PR {group_id}/roles/ oupOnProject
{role_id}
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PR YRZAPIEO IR IAM | RIIGH
nH (Enterpr
(Proj | ise
ect) Project)
HARBPEESE | PUT /v3/domains/ iam:permissions: | - -
ER {domain_id}/groups/ | grantRoleToGro
{group_id}/roles/ up
{role_id}
PUT /v3/projects/
{project_id}/groups/
{group_id}/roles/
{role_id}
BRFPEEE | X iam:permissions: | - -
INE EFBRINY listRolesForUser
PR OnProject
EGRAPAERT | x iam:permissions: | - -
BR listRolesForGrou
p
BEFAPHZS | X iam:permissions: | - -
HEEENR checkRoleForGr
oup
BERAPHEE | x iam:permissions: | - -
TER revokeRoleFrom
Group
BEMRIRERE
BUR XS RIAPIEC] AT IAM | f2MVIRE
L (Enterpr
(Proj | ise
ect) Project)
BEBEENSERE | GET /v3.0/0S-ROLE/ iam:roles:listRol | - -
SIES roles es
EHREN %R | GET /v3.0/0OS-ROLE/ iam:roles:getRol | - -
ES roles/{role_id} e
tliEE=IRSEE | POST /v3.0/OS-ROLE/ | iam:roles:.create | - -
N ZRRE roles Role
BX=IRSSEE | PATCH /v3.0/0S- iam:roles:updat | - -
MERHE ROLE/roles/{role_id} | eRole
MBS EEN SR | DELETE /v3.0/0S- iam:roles:delete | - -
ROLE/roles/{role_id} Role
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PR XIMAPIEL AR IAM | f2IIRE
5 (Enterpr
(Proj | ise
ect) | Project)

BUEEERE POST /v3.0/0S- iam:agencies:cr | - -
AGENCY/agencies eateAgency

BHHSEEMET | GET /v3.0/0S- iam:agencies:lis | - -

FRESIAIES AGENCY/agencies tAgencies

SREVSEZIEHY | GET /v3.0/0S- iam:agencies:ge | - -

FHER AGENCY/agencies/ tAgency
{agency_id}

1B EIE PUT /v3.0/0S- iam:agencies:up | - -
AGENCY/agencies/ dateAgency
{agency_id}

HBRZSE DELETE /v3.0/0S- iam:agencies:de | - -
AGENCY/agencies/ leteAgency
{agency_id}

BIIIMB%AZEE | PUT /v3.0/0S- iam:permissions | - -

M, F PR AGENCY/projects/ :grantRoleToAg
{project_id}/agencies/ | encyOnProject
{agency_id}/roles/

{role_id}

KMEEEFEIRE | HEAD /v3.0/0S- iam:permissions | - -

FEEBEIEEN | AGENCY/projects/ :checkRoleForA

fR {project_id}/agencies/ | gencyOnProject
{agency_id}/roles/

{role_id}

FREEXFEIRE | GET /v3.0/0S- iam:permissions | - -

FEBRPRY) | AGENCY/projects/ :listRolesForAge

= {project_id}/agencies/ | ncyOnProject
{agency_id}/roles

B INEMIFRZ | DELETE /v3.0/0S- iam:permissions | - -

FERIRR AGENCY/projects/ :revokeRoleFro
{project_id}/agencies/ | mAgencyOnPro
{agency_id}/roles/ ject
{role_id}

WIS EIE | PUT /v3.0/0S- iam:permissions | - -

TH R AGENCY/domains/ :grantRoleToAg
{domain_id}/agencies/ | encyOnDomain
{agency_id}/roles/

{role_id}
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BPR YIRZAPIEO 1=RIR IAM | 2WIRH
IH (Enterpr
(Proj | ise
ect) | Project)
KEZIEEHEF | HEAD /v3.0/0S- iam:permissions | - -
FEEEIEENR | AGENCY/domains/ :checkRoleForA
fE {domain_id}/agencies/ | gencyOnDomai
{agency_id}/roles/ n
{role_id}
EGFIEEHERF | GET /v3.0/0S- iam:permissions | - -
LFEBERIRRY) | AGENCY/domains/ :listRolesForAge
x {domain_id}/agencies/ | ncyOnDomain
{agency_id}/roles
B3P MFRZ | DELETE /v3.0/0S- iam:permissions | - -
FERIRBR AGENCY/domains/ ‘revokeRoleFro
{domain_id}/agencies/ | mAgencyOnDo
{agency_id}/roles/ main
{role_id}
BB IAEEE
Y SSRZAPIEE AR IAM | fRIVIRE
E (Enterpr
(Proj | ise
ect) | Project)
HHE01EMEEE | GET /v3/0S- iam:identityPro | - -
e FEDERATION/ viders:listldentit
identity_providers yProviders
=HSH12HErEE | GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:getldenti
identity_providers/{id} | tyProvider
SIS HIRME | PUT /v3/0S- iam:identityPro | - -
FEDERATION/ viders:createlde
identity_providers/{id} | ntityProvider
B S {HiRMEs | PATCH /v3/0S- iam:identityPro | - -
FEDERATION/ viders:updateld
identity_providers/{id} | entityProvider
ME&S{oi24rs | DELETE /v3/OS- iam:identityPro | - -
FEDERATION/ viders:deletelde
identity_providers/{id} | ntityProvider
TS5 | GET /v3/0S- iam:identityPro | - ]
FEDERATION/ viders:listMappi
mappings ngs
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5 X PRFNFHANIN

PSR XTRZAPIEC IR IAM | RIRE

g (Enterpr
(Proj | ise
ect) | Project)

EHMEHERS GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:getMappi
mappings/{id} ng

SRR AR ST PUT /v3/0OS- iam:identityPro | - -
FEDERATION/ viders:.createMa
mappings/{id} pping

EFRRsT PATCH /v3/0S- iam:identityPro | - -
FEDERATION/ viders:updateM
mappings/{id} apping

lliEER) DELETE /v3/0S- iam:identityPro | - -
FEDERATION/ viders:deleteMa
mappings/{id} pping

=R ISWVETIES GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:listProtoc
identity_providers/ ols
{idp_id}/protocols

EFY GET /v3/0S- iam:identityPro | - -
FEDERATION/ viders:getProtoc
identity_providers/ ol
{idp_id}/protocols/

{protocol _id}

ERRY PUT /v3/0OS- iam:identityPro | - -
FEDERATION/ viders:createPro
identity_providers/ tocol
{idp_id}/protocols/

{protocol _id}

EFMY PATCH /v3/0S- iam:identityPro | - -
FEDERATION/ viders:updatePr
identity_providers/ otocol
{idp_id}/protocols/

{protocol _id}
FRIBRHMY DELETE /v3/OS- iam:identityPro | - -

FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

viders:deletePro
tocol
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AR XIRZAPIE AR IAM | IVIRE
= (Enterpr
(Proj | ise
ect) | Project)

&HiflMetadataXX | GET /v3-ext/OS- iam:identityPro | - -

(B FEDERATION/ viders:getIDPM

identity_providers/ etadata

{idp_id}/protocols/
{protocol_id}/

metadata
E A\MetadataX | POST /v3-ext/OS- iam:identityPro | - -
15 FEDERATION/ viders:createlDP
identity_providers/ Metadata

{idp_id}/protocols/
{protocol_id}/
metadata
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6 Mgz

6 =

6.1 JRE&M8

LNGE
IS

SREVFEF . IKS. AFE. InE. ZESBFRFID

% 6-1 IRE43

RESHE T WiAA
100 Continue PREFTEK
XGRS IR AR ERNE Fin, SAERIEKESR
HWARSS e EW, BIRMIES,
101 Switching N . REETIREIESRAIMN
Protocols B, PERIHTTPEISTAR AN o
201 Created Bl EANIBERT I
202 Accepted EEEZIEK, (BREETMK
203 Non-Authoritative | IEBIEE., 1BREIND
Information
204 NoContent BRZEKIN, BRTHTTPIIN A SR
EMIRZOPTIONS /5 EHIHTTPIE SRR Bl IR
L=
205 Reset Content BFEND, RSIJIERKIN,
206 Partial Content AR 2E AL INAL IR T 2B GETIE K o
300 Multiple Choices | %R, BXRIOBRAISEZSMIE, HNANR

[El— RSt 5= AT AR (4
an: WUESER ) o
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RS i) 588
301 Moved KAREH, 1BERAVETRESH KA RIS EIRIFTAY
Permanently URI, IREEESBIERAIURI,
302 Found R IGAIFEEN o
303 See Other BEETHIL,
{EFGETFIPOSTIEREE .
304 Not Modified FrERIERFRIEN, IRFZZ[REIIRSIBAS, &
SIREUHATEIE,
305 Use Proxy FriakaSRRU BT IEGE .
306 Unused BEWERHIHTTPIAZSHS
400 BadRequest IEEBEK,
ENEEEBRZIER, FESEIRIZEK.
401 Unauthorized EEFIFRMAEEERE, RENZIRESS, FHER
Finfs B E iR SEREMEIEE,
BRAARPRIZBEE1ER,
402 Payment Required | {REBIEK o
403 Forbidden BRAIEAISE,
IRENZIRESID, RIS REEEEIARS IR, BIRSS
InBEIZIRAR A ISR, (BERIESRMESNERE,
RZIERFRE HEEIHD, ENEEXRZE
3k, RESFIIZIEK,
404 NotFound FMERIEBAFE.
ENEEERIZIER, FEEIRIZEK.
405 MethodNotAllow | B RFPHEIZRIBEAIFNG L.
ed ENEEERZER, FESRIZEK.
406 Not Acceptable RS ARIBEE PimE RKIASIF T HRIEK o
407 Proxy ERERRIBIBHIAE, 540124, Bi5kE
Authentication N A {ERRIEHEHTIEN
Required
408 Request Time-out | IRSSEEERIERAT A BT
Z Fima] LR B R IZIE KM T E T T E
X
409 Conflict RS ETRIEKRAIT AL PSR,
IREIZIRSHE, ZPEEFRERCENSEEEE
£, SEB TIPS RINEFHIRERRE TR
410 Gone ZFinis KN ERREERF T,
IREIZIRZESHT, RIFBERIERE MWK AMBR .
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6 Bi¥x
RS w5 izl
411 Length Required | BRSZEELEMEE Pim&IXAIAH Content-
LengthB9IERIERE
412 Precondition R ERESRM, IRS[/ABEBEREBEREBTRFPIR
Failed BENEP—PEHERME .
413 Request Entity HTFERNAE K, RBF[BLIELE, EtiEds
Too Large BR. HPFIEEFIRANELLER, IRBEEAEEEX
iEE . IRRERSBREGRTELE, N8
— Retry-AfterfUIIRN(EE -
414 Request-URI Too | iIERAJURLZEE (URIBEAMILIL ) , IRBBELIE
Large QI8
415 Unsupported RSS2 LA RIS KM THAIEIARAE = o
Media Type
416 Requested range | ZFiwIERASEETLTH o
not satisfiable
417 Expectation Failed | BRSZ 28T L5i# B ExpectiUiERLEE
422 UnprocessableEnt | i53RIEVIERR, (BRATEBIENEIR, TiEld
|ty F_“ZO
429 TooManyRequests | REBIEKE L T & FinibaSERRIPRHIeE IRSS ik
BEWEIZ T et IBaNEK . BINEFimisEUEN
HIRetry-After& &0, AREFZEEMEHARTES
BEA.
500 InternalServerErro | REARSS inBEtRIEKRIBIAE], (BERABEERRAFHN
r BKo
501 Not Implemented | fRSZEEAZFEHERIINEE, TiEFTHIBEK.
502 Bad Gateway TEMXHCERIRSSEE, MminiRSe5EWE T
— P TBHNEK o
503 ServiceUnavailabl | #i5KAIIRS T -
€ BWEERERZIEK, FEFRZEK.
504 ServerTimeout BRELETERIRIEIRLETRK . ZFiR(XTENIEK
1EE#BAT ( Timeout ) SHATREENZIDR
505 HTTP Version not | BRSS28ASZIFIBERAIHTTPHMYAYRRA, ToiEFehk

supported

ﬁIE o
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6.2 I51=05

RSB HiRE ERER A Q- IBFETE

400 1100 REiES TREMIES BREIEKRSH,

400 1101 BRariak | BRakx | BlRERFA.
¥ o

400 1102 HRFERRIN SR HRFERREG 5 B EHRFE .

748 88

400 1103 RIS RS BIREEE,
¥ o

400 1104 FHESRIaE | FNSKREX | BREFIS.
o W o

400 1105 xuser_typeds | xuser_typeds | iS5 xuser_type
m5 w5 5xdomain_type2
xdomain_type | xdomain_type | &/t8E,
=[G 1=,

400 1106 ExRB. F | BXRE. FH | BREERBIOF
SYRERNE | SeAERE | SEEENE
£ £o £o

400 1107 BERAEEH | EERAEEHR | FRFLRE,
B o AR o

400 1108 MEMBARES | BIBARES | BEXIHEE,
[REERE4EE . [RZFS+EE .

400 1109 BR&eF BREER® BIEXEFE.
o £,

400 1110 HRFEEFE. HFEEFE. | BIEXHE.

400 1111 FHNSER FHSER BIERFENS,
£, =

400 1113 xuser_id. xuser_id. B&H%ixuser_idfl
xuser_typet2 | xuser_typeE | xuser_type,
E2EN Fx.

400 1115 IAMAR#EZ | IAMARHE | B EcEnD
XFIR AR KER AR BRERARF,
o o

400 1117 BAFREAREE | BFRERRE | BENEFER,
KW, LW,

400 1118 FHER5EE A SEERS BINEEEE.
5, 5o
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RSB = HI=ER fiR e =i

400 IAM.0007 Request BERSBHRE | BREBEKSH.
parameter % | KM,
(key)s is
invalid.

400 IAM.0008 Please scan BT | BRI TR,
the QR code | 3,
first.

400 IAM.0009 X-Subject- 1BERARYX- BRREERSH .
Token is Subject-Token
invalid in the | BI&EM .
request.

400 IAM.0010 The QR code | Lt—#BEE | THLE,
has already HEfEAE
been scanned | ##,
by another
user.

400 IAM.0011 Request body | iEKFIREGK | IBREBEKIK.
is invalid. W o

400 IAM.0072 '%(key)s'is a | IBRIKEE BEARIAR .
required B, 26 %
property. (key)sHWE

Bt

400 IAM.0073 Invalid input | INFERT BRI
for field '% Ho
(key)s'. The
value is '%
(value)s'.

400 IAM.0077 Invalid policy | SREEEEYEE BRI
type. =0

400 IAM.1000 The role must | f/DroleXd KEIEKEFHES
be a K. Broleldx,
JSONODbject.

400 IAM.1001 The HREE ¥&display_name
display_name | display_name | ZERHVERS
must be a NEREET | .
string and o
cannot be left
blank or
contain
spaces.
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400 IAM.1002 The length R ¥&Edisplay_name
[input length] | display_name | FERIKE.
of the display | FREHBIZ641
name exceeds | F%,

64 characters.

400 IAM.1003 The R ¥&Edisplay_name
display_name | display_name | FEBRIEESE
contains BE5IELF ;18
invalid o
characters.

400 IAM.1004 The type type A=, KB type=FERHIE
must be a EEIEH,
string and
cannot be left
blank or
contain
spaces.

400 IAM.1005 Invalid type EEMItype=x | HEtypeFERAVE
[input type]. | E&. =H1EM.

400 IAM.1006 The custom BENRIEA | MBRcatalogFER .
policy does FEcatalog,
not need a
catalog.

400 IAM.1007 The custom BENEEAR | Miflag=FER.
policy does F=Zflag,
not need a
flag.

400 IAM.1008 The custom BENRIEA | fifRname=Es,
policy does =Zname,
not need a
name.

400 IAM.1009 The type of a | BRENXFKIER | IRIBEFREK type
custom policy | type REEE FER'AX'EE'XA',
must be 'AX' 'AX'EE' XA o
or 'XA'.

400 IAM.1010 The catalog catalog=FE W | feEcatalogFEHY
must be a MAFHFR, | BEREEH.
string.

400 IAM.1011 The length catalogFEA | taEcatalogFEHY
[input length] | BEBIZ64ANF | KE.
of the catalog | &,
exceeds 64
characters.
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400 IAM.1012 Invalid IEi%MYcatalog | ¥eEcatalog=FEERY
catalog. FE. BEEBIER.

400 IAM.1013 The flag must | flag=FEWR | lEflagFERRYE
be a string. NFFE, =AIEH.

400 IAM.1014 The value of | flag==ERAYE | Eflag==EREVEE
the flag must | /9 5]
be "fine_grained" | "fine_grained",
'fine_grained'. | .

400 IAM.1015 The name name=XEA | RZAEBRIname
must be a BERZT, FRUWIES,
string and
cannot be left
blank or
contain
spaces.

400 IAM.1016 The length of | nameZFEREK | i&Ename=ERY
the name EARgEBiZe4 | ERSIERA.
[input name] | =¥,
cannot exceed
64 characters.

400 IAM.1017 Invalid name. | 3FiZf9name | & name=ERHY

FE ERBIER.

400 IAM.1018 Invalid IEER K& description=F

description. description® | BRAOMIERS
EEO E% o

400 IAM.1019 Invalid JEERY wmE

description_cn | description_cn | description_cn=¢
FE. ERRYERS
=<8

400 IAM.1020 The policy R/ DpolicyXd | IEIEKRAEPEE
must be a o BpolicyXIxR,
JSONObiject.

400 IAM.1021 The size policyfSsRK | & policyXIHRAY
[input INEBE6144F | KE.
policySize] of | #F.
the policy
exceeds 6,144
characters.
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400 IAM.1022 The length dEFEX/ME | EIdF=ERAK
[input id i$128=FF, E.
length] of the
ID exceeds
128
characters.

400 IAM.1023 Invalid 1D RIGdFERL | EJEERIER
'linput id]". Ho BIEH,

400 IAM.1024 The version of | B ERESHY | AFIERAEversion
a fine-grained | versionA~Jg FERIVENKH
policy must 1.1, 1.1,
be '1.1".

400 IAM.1025 Fine-grained | #HAERIEA | MBRdepends=
policies do FEdepends 2o
not need FE,
depends.

400 IAM.1026 The version of | RBACEverion | versionZFZEZRIEN
an RBAC [gen1.0%0 7391.08,1.1,
policy must 1.1,
be '1.0' or
1.1

400 IAM.1027 The statement® | KBEREFE
Statement/ BAR statement, 58!
Rules must be | JSONArray, HjsonHH .

a JSONArray.

400 IAM.1028 The number statement® | Z2/VMIESE—
of statements | BRIKEARS statement, &
[input 1-8, #Big8 MY
statement statement,
size] must be
greater than
0 and less
than or equal
to 8.

400 IAM.1029 The value of effect2Eg R effect2ERIES
Effect must geallowsy allowskdeny,
be 'allow' or deny,

'deny"'.

400 IAM.1030 The Action or | actionz} MEactionXTHRH
NotAction notAction=FE; | (HERHIEH.
must be a &%,

JSONArray.
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400 IAM.1031 The Action action#] fiR&actionsy;
and notAction==E& | notAction=FEg .
NotAction PN-F5|ihped
cannot be set | £,
at the same
timein a
statement.

400 IAM.1032 The OCP OCPHY OCPZREUNR(FE
NotAction notActionA~gE | notAction =R EES
cannot be Hallow, deny,

'allow'.

400 IAM.1033 The number actionf9#E2 | K Eactiond9%
of actions #812100, 2, AeeEd
[input action 100,
size] exceeds
100.

400 IAM.1034 The length actioniZ#E | ieEESRactiondd
[input urn i$128, KE, Feedid
length] of an 128=F%5,
action URN
exceeds 128
characters.

400 IAM.1035 Action URN action& &3k K&EactionfIBEE
'[input urn]’ EFEM BIEH,
contains
invalid
characters.

400 IAM.1036 Action '[input | actionk#iE | @BiTEMORYE
action]' has . A5EiFAfaction,
not been
registered.

400 IAM.1037 The number | resource#{E | t&&EresourcefI%8
of resource Hgeh1-20, =,

URIs [input
Resource uri
size ] must be
greater than
0 and less
than or equal
to 20.
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400

IAM.1038

Resource URI
"[input
resource uri]'
is invalid. Old
resources only
support
agencies.

FRERIRIR
URI,

WEBERIRURI
AHERESIES

400

IAM.1039

Old policies
do not
support
conditions.

[SlizEw
FF

condition,

BEA

fB&conditionak{E
FR#rt&UERRS

400

IAM.1040

The number
of resources
[input
Resource size]
must be
greater than
0 and less
than or equal
to 10.

HEURIFE
/\ﬁbjj1 10,

BT Mresource

WRAIURIFE

400

IAM.1041

The resource
URI cannot be
left blank or
contain
spaces.

ZIRURIS

Io

KMEBEBSEZRIRURI
HERE1EH.

400

IAM.1042

The length
[input uri
length] of a
resource URI
exceeds 1,500
characters.

ZEURIED
1500F%F .

KMEBESSEZRIRURI
KE,

400

IAM.1043

A region must
be specified.

ﬂ/l\ﬂz

region,

FEURIFIES
region,

400

IAM.1044

Region '[input
resource
region ]' of
resource
'linput
resource]' is
invalid.

RegionFEZ A
At%
RiLo

KEregionF &R
BEEREEH.
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400 IAM.1045 Resource URI | BRURIFR | ERRSZES
"linput ERT MR EanE S pay
resource uri]' %o
or service
'[input
resource
split]' is
invalid.

400 IAM.1046 Resource URI | HFiBEURIFZE | KEREEEER
'linput BT, 1FRE SR
resource]' or i
resource type
'[input
resource
split]' is
invalid.

400 IAM.1047 Resource URI | FBEURIFRE | REXRRURAKIE
'linput %o =51,
resource uri]'
contains
invalid
characters.

400 IAM.1048 Resource URI | BHREURIEBE |KEJERSES
"Tinput EEFR EEFH
resource uri]'
is too long or
contains
invalid
characters.

400 IAM.1049 The Resource | fR/bresource | #EresourceXts
must be a OB =ANjsonEH
JSONODbject
or JSONArray.

400 IAM.1050 The number | RHHERE | EMEE—I1EK
of conditions | 591-10, 1%, siifRZHRAY
[input &,
condition

size] must be
greater than
0 and less
than or equal
to 10.
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400

IAM.1051

The values of
Operator
'[input
operator]'
cannot be
null.

7

BRI,

IEEIFHARYERME
Fo

400

IAM.1052

Invalid
Attribute
'[input
attribute ]'.

IEEREIEF

= o

KERMIERS
1FH.

400

IAM.1053

Attribute
'[input
attribute]'
must be a
JSONArray.

attribute 7
json#g4H

K EattributeXdgR
EaAjsoniE

400

IAM.1054

The number
[input
attribute

size ] of
attributes
"[input
attribute]' for
operator
'[input
operator]'
must be
greater than
0 and less
than or equal
to 10.

FMRERXT
NREMHE
HEEN1-10,

ESMRMEGT
Battribute# 22
&I,

400

IAM.1055

Attribute
"[input
attribute ]'
does not
match
operator
"[input
operator]".

BIESERIFRF
YUt

e Battributefig
EFERIZER/IT

B
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400 IAM.1056 The length conditionti<E | #§&EconditionITHR
[condition g HNEKE.
length] of 1-1024,
attribute
'[input
attribute]' for
operator
"[input
operator]’'
must be
greater than
0 and less
than or equal
to 1024
characters.

400 IAM.1057 Value [input | conditionfl& | #&&condtionh 2
condition] of | IEXFRF BEEIEEFH.
attribute
[input
attributes] for
operator
[input
operator]
contains
invalid
characters.

400 IAM.1058 The number | depends#E | MRS R
of depends B1g20, dependsfE.,
[input
policyDepend
s size]
exceeds 20.

400 IAM.1059 Invalid key REEBEIEE | B MbRRIEE
. AIKey o KAPIEER

key o

400 IAM.1060 The value of | ZFEHRA | display_nameF[
key '(}' must | FfFER, name=FEAF
be a string. frERzEY,

400 IAM.1061 Invalid TOTP | IEZRDAIEE | BFIAIEKEEAR
passcode. o AR
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400 IAM.1062 Login EFRIPEE | BAEKIEER
protection has | 48EEMFAIA AR,
been bound | iF, fR4MRIE
to mfa, the REEHAT o
unbinding
operation
cannot be
performed.

400 IAM.1101 The request | IBERAEIKN | BREBKAEZS
body size %s N=j 5 A=EEGgE K (KF
is invalid. 32KB) ,

400 IAM.1102 The %s in the | BERAFHE | ESBREOSMG
request body | MMESEIR EHiEREPRIEMSE
is invalid. B,

400 IAM.1103 The %s is BEREFRY | ESREEOERN
required in E(EIRK, HiFKRIK,
the request
body.

400 IAM.1104 The access IERAIAKETE | BRIAAKZSRF
key %s is in BEZegrmh, v
the blacklist.

400 IAM.1105 The access BERIAKESR | BEFCIEIHEZ
key %s has iIHA, Ho
expired.

400 IAM.1106 The user %s | AZIAKERE | iBHIAAKERERARF
with access BFR{ER. FEIEREFE.
key %s
cannot be
found.

400 IAM.1107 The access IERAIAKEH | EFBHAK,
key %s is 2H.
inactive.

400 IAM.1108 The IGRTIBIRIZESE | iBEATIAENIGAT IS
securitytoken | 2iZHA, iB)Z4H
has expired.

400 IAM.1109 The project A Eproject | IBIEIERATHE
information SE. token/dproject
cannot be =EFE, WAEE
found. RRIBEA R IR

=
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401 IAM.0001 The request IR INNES B FEEAmIAIEK
you have g8 INIEER
made requires
authenticatio
n.

401 IAM.0061 Account BR#EE. | 1BFEFEEN.
locked.

401 IAM.0062 Incorrect FIF=5t8 BN IEFERIZE
password. E TN

401 IAM.0063 Access token | accesstokeni\ | IBEARFEARTIE,
authenticatio | iF%EM,

n failed.

401 IAM.0064 The access IAMARFIRE | BRIAZIAMBR
token does BPRIERK AIBPRIEE -
not have
permissions
for the
request.

401 IAM.0066 The token has | tokenE2iZ ENEYHIN
expired. HH, token,

401 IAM.0067 Invalid token. | $&i=HI ENIEFRRY

token, token,

403 IAM.0002 You are not BRAKEN . | BIARSENE
authorized to .
perform the
requested
action.

403 IAM.0003 Policy doesn't | SRESKRIENL | BIIARIEEESE
allow % #B1E, BULIRAE o
(actions)s to
be performed.

403 IAM.0080 The user %s | AKERBRF# | BERAFEREER
with access £H, NLZeEER,
key %s is
disabled.

403 IAM.0081 This user only | BP{X3Z#HE | BXERAFRERER
supports HEnE, & | NLEBEREN
console XSREFB BRipEER
access, not I8
programmatic
access.

403 IAM.0082 The user %s | FAPFER, | BEKEBEFRER
is disabled. PZeEEBR,
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403 IAM.0083 You do not (IR=Z=FIX=] 15 thregion
have regionfYipla | EEXRFAR
permission to | AR, reigonBIER,
access the
private region
%s.

404 IAM.0004 Could not TiERENER | BRIAEKREEXR
find % =R AT
(target)s: %
(target_id)s.

409 IAM.0005 Conflict REEKRERE | BRAEKIEAR
occurred Rr&RgEsE, | BRI,
when
attempting to
store %
(type)s - %
(details)s.

410 IAM.0020 Original auth | EXiFAuthfR | EFEEIHE#TIA
failover to StAfEEFEE | UERRER.
other regions, | X1, &R
please auth | BT
downgrade TAIEPEER .

429 IAM.0012 The throttling | BIXZEIRIRE | IBFRIAEKRIEAR
threshold has | {&. BRI,
been reached.
Threshold: %d
times per %d
seconds

500 IAM.0006 An AZEiR, TBEARIAR .
unexpected
error
prevented the
server from
fulfilling your
request.

6.3 IREXVAF. S, FAFAH. InH. ZFERIRFRH ID

IRIVFAFE. AR ID, iKS&. IS ID. IIEH&AFR. I8 ID

FERAEON, SPURIFFEZRENAFSZ. AFID. IKS&. IKSID. INB&AMR. IR
HID, £ “HHFEIE" REJLEREIXEESR

£E1 BRIEHE,
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ID,

R
IRENAF4E2FRF0 1D

W BRAMBHE, BIE AP .
W PEBSSHOMFENNTIE, WTEaRRESH. BRED.
s

IRENZFERYZHFRF ID
ST BRAMIBHE, &EE HE TE,

2 %ﬁ?ﬂiﬂﬁ?ﬁéﬁ%ﬁ%ﬂlDE’\J%?EJ:, EEEPENNE—ITHEIEZIR, 17
s % :EID o

TR
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