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AP| MXARSS

-t N\ \;:
I {(SEFEIWEE
MIN{EFHAPIRE ( APl Gateway ) , APIMERIGIRIHSMEE. STH. L EHIAPI
TEIRSS, MENSRINEE. SIEMESEEEERIAPI,
ISR LMFER AR HAYAPIRTAPIR TR KIRIE, WU . MR, BN,
TEEAFBAPIRXAIAPIET, BIRIREE %KD THEAPINXEXLS, #HERIEENR
{ APIMXEFER ) -
BigT=
#ZimT = (Endpoint ) ENEREAPIRYERENE, FARRSARXENZIGTRARE, &
LA XA P EaE RS IR T =
o K=

BREMZBINKS, WSHERBEIRERZRSEBERIHUNIR, 7
EERFER. SERPNRE. BTKSEMEENR, ITHRKSZE,
WG EEEFERKSHITEESEIE, MIti@BFRFERMNRITEE
BETE,

e HF

EEEK-?—EIAMEP@U@E’J%F', ERBIERAR, EESMEIE ( ZEBf5EE

Z5H)
£ ‘=S > BNEIE FRET, SUUEEWSIDFIEFID, BEEERAPIRY
EREF, BFEERIRS . BFNEREER.

e [Xig (Region)
MHIB EFNEASIELEE D, FE— 1 RegionAHZEMITE . HRFME. MR
FE. VPCIZE . SBEAMIP, HBEREAHIRS . RegionD HEARegionfIEE
Region, i@FRegiontEEMAHIEFRIERARIRSSHIRegion; E/ERegionfER
AR S REmaFER PR SRS E BRegion,
FEESIXEMNTAEX .,

e TJAIKX (AZ, Availability Zone)
—PAZZ— NS MIEHIEF ORVES, BHIZAIXAIKE, AZRZE EBS
HE. Mg, FHREZFEND RSN ER . — 1 RegionPHIZAZEIEIT ZRYE
FEE, LUBERREBEAZISZESTRAMRSINEXK.
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https://console-intl.huaweicloud.com/apiexplorer/#/endpoint/APIG
https://support.huaweicloud.com/intl/zh-cn/usermanual-iaas/zh-cn_topic_0184026189.html

API PXARSS

e INH
ZHXEFAT R —1IRE, 1T IERRATNE, FAXEEYIEXIEEIIRIR
(IHEZRR. FHEARMNESER) , DEOABARHTIENR, BRTLUA
[AEKSHPIZKIFPTERR. NREFEHTEIGHIMNIRES], FJLAEX
HECANIMBFRIZFIRE, HEFREHYWESRR, AEUAFIREARLHT
=i, BB XEERIEEFIBEPRR, FEXRRINIRIEHIEINGEH.

1-1 INBfREEE

=]

=
I
T

mEA_1 mMEA_2 mMEB_1 mgs_2

BERA EEn

BHE “BTHIE > ST fRET, SYLUEERAID,

o WIRH
IIREERBENHERR, XU ARRIREERRNSENSE, 22E0R
5. tWIRBa 882/ KIiGaEE, BIMBPISETLUEANTEL
?&b;f;:)\ﬂ.lﬂﬁﬁ IDAYSREUR M IR B4FIERNFMER, B2 ( U S1ERSEF
5F ) o
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AP| &%

2 YN{apiE R API

2 oA API

2.1 HIEIEK

153K URI

AT BUEHIEREST APIFYIERK, FLUEBAPIGIRSRIBIFRAPIS 4RI BEIN(EE A
API,

15KURIBAN 3B 4BR%
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

REBRURIBEEIBKERLT, EXSHESHERTEREMNBERERPRIRE
EE, FrLAELLSRIRER

e URI-scheme: FRATEEIBERAIMNY, ZARIPTEAPIIRAHTTPSIHNY

e Endpoint: IEEFRFHRESTIRS InAAIIRSRIHZEKIP, FREIRS AR XIGAY
EndpointAR&E, ZaILAMELRinTs m3REL,

e resource-path: FRIRIZ, tHEIAPIAITEEE . MEFAPIRJURIFELRIKER, #l4N
“BIEEAPIS4E” APIfresource-pathg “/v2/{project_id}/apigw/instances/
{instance_id}/api-groups” , project_id9IREID, instance_id LD ( #£
APIGIZHIBH “SLHER” hEEF) .

e query-string: EiH2%, 2rliEED, HARENAPIEIEEHSH .. EHSH
BIESZEET— “?7 , B8 “SHSB=2HEE" , fla “limit=10" , ¥R
BEEAEII1055E80E

BN EBEE XS AIZEAPISE, URI-scheme’y “https” , Endpoint/

“apig_endpoint” , resource-path’y “/v2/{project_id}/apigw/instances/
{instance_id}/api-groups” , ¥URIFFHISEHHEICREIA]

https://{apig_endpoint}/v2/{project_id}/apigw/instances/{instance_id}/api-groups
() %88
HEEHE, EENEERAPIFIURIERS, REGHrresource-path#fsy, FHIFIERSIESHE—IE,

XE2FEAURI-scheme#BZHTTPS, E—MRSZAYENdpointfER—MXigtiEE, FrlAEnSiEnR
BIXFED S
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IBRITxE

IERIEISES

IERHEA

HTTPIERAiE (BIRARIESNE ) , EHFRRSBIRERBRTAREAURE,
o GET: BKIRFZHREREHEERR .

e PUT: EKRIRSHREFIEERIE

e POST: EKRARSEEHIGEIRTINITIFIRIRIE

e DELETE: EKRIRSZHEMRMEERTR, MMRIIRE.

e HEAD: B5KIRSZTIELEL.

e PATCH: iBRIRSZHREMTFAIRLOAE . SRBFEAFHRIHE, PATCHATEES
eI HHIRIR.

ELIEAPISERIURIERS , ERILAERIEIBRTGEN “POST” , MHEIERA:

POST https://{apig_endpoint}/v2/{project_id}/apigw/instances/{instance_id}/api-groups

BEAMERL=FER, WISEAIURIFIHTTPEIEFRERIIFER . HIANE N EEARERRNE
kL “Content-Type” , IEBREREEE,

MTFAHEERLFERRINENERSP

e Content-Type: HEMARIEE (1830 ) , ¥k, EABUES “application/
json” , BHEMEUENSERKZEOSE TR,

e X-Sdk-Date: 1EKAIXRIATIE], AL, H{FEHAK/SKEZUIAIERT, ERSDKITIE
RIFTEZEEREFESBIERIZFEE . AK/SKIAERFEMHIRFESZAK/SKIA
ik,

e Authorization: FZIAIHEE, Blik, HAEHAK/SKEZUAIER, FERSDKXTE
RIFTEZHEEREFSBINERIZFEE . AK/SKIAERNFMHIRIFIESZAK/SKIA
11138

e X-Auth-Token: HFToken, A%, X{EMTokenBIAIERT, HBIEKIZE
%, P Tokentt st 28 BIXENE P TokeniZOMNMN{E, ZEOSH—FEZEEIA
WERYEO .

e X-Project-ID: FIREID, A%, AZMBHEPER. RRBZFZREETF
B, AK/SKINEATNT, BEZRRINEORBSEEIEKEHESLFIETX-
Project-1D,

e X-Domain-ID: WKEID, Hi%. AK/SKINEAR T, £BIRSVIEDERRY, £
EiEK BB L FERX-Domain-1D,

XTFOUEAPIDAEEO, FERAK/SKAVAMIER, ARNEELERIEKRN TR,
POST https://{apig_endpoint}/v2/{project_id}/apigw/instances/{instance_id}/api-groups

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xixieiik SignedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

ERBRABELIGEHEIUAY, SiEKiEELHCContent-typeXiiz, (EiEFRIFK
HELZIMIAS . BEKRBEARPSEIFH, WP FHFHRIUTF-845, F
fEContent-type R FEIHZ&ERAZS T, FIa0: Content-Type: application/json;
charset=utf-8,
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2 YN{a)iE R API

BMEONBRERARBTRE, EHTESNEOBZTEEERERAE (HERHE
A% ) , GET. DELETERRMERENIEOMATERER, HEAREAASTER
EEAEOMmE.

ST EUIRAPIDABZED, EALAMEORIBREDEZIMERISRSHENSHIRE, 1§
HEWAIMNBRNERI TR, ERIENFREERIECMEES.

e nameNAPIDHAIZFR,

e remarkIAPIHDBERYHER,

POST https://{apig_endpoint}/v2/{project_id}/v2/{project_id}/apigw/instances/{instance_id}/api-groups
Content-Type: application/json
X-Sdk-Date: 20240416T095341Z
Authorization: SDK-HMAC-SHA256 Access=*****+xksiiiik  GignedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************
{

"name": "APIGroup_test",

"remark": "api group remark"

}

AXEBEAIEXMERBENHBIHEZTET, BaILUEHcurl. PostmanzyBiEdR
ERIBERNAXEKIEHAPI,

2.2 TAUMESERN

AK/SK IAIE

EREOSWTRMIAEST, EafLUEREEA—FH TIAESEN .

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAIER
HEZFERAK/SKIALE, HZE M TokenNIEES -

e Tokeni\iE: &EidTokeniAIEEAHIEK

(RARY:
o AK/SKEZINFANZIFEEMR AN 2MBLAR, 12MBLA_EBYiE KIS Tokeni il -

o BITAK/SKIRENHIToken B MEARIG /915538

o AK/SKEERTLAMER K AIHIAZEEFAYAK/SK, BRI LAERIGRT 528 RHIAK/SK, (BfERIG
BRI 2R SBRYAK/SKRITEZMMIMET “X-Security-Token” FE&, FEMENIGITHITZESARY
security_token,

AK/SKINIERERERAK/SKIHERIFITES, EERITEEZEERNEIEEL, A

BTSN

e AK (Access Key ID) : ifaZ$HID, SFABIHIOEHXBRIBE—IRRART; HO%
fBIDFIFA B IR ZE—RE(ER, MERKBTMESS.

e SK (Secret Access Key ) : 5ipaZ$AIDESFERVZER, WhEKFITMEES
B2, IRRKRIER, FhEEREERN.

{FERAK/SKIAIERT, SRR TFEZERERAK/SKITBRIFTES, HRILUFERE]
E’\J%%SDKN%*HFJ%% o M ZHEFSDKFERAS XSS N ( APISZIE
ETD I
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https://curl.haxx.se/
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AP| MXARSS
APl &%& 2 SN{aliE RS AP

ikl

o TASDKRBMHZRINGE, SIRFEMAISDKAE, ERIHEES.

o EFIREE AR ESTHPERSERAIEL, BRIEKIHELX-Sdk-DateRIEL
PWRKIRE
APIRKRR T IR BGAIEMETUSN, BRI IZETEESMXIEIERAVETEZE, R
REZERTF15578, APINIIGIERIEK.

Token IAIE
(MARY:]
o Tokenf9BEMHERH24/\iF, T=E(FRA— N Token=siNAT, BJLAScEBFLESR, BHEMESER,

o (FATokenaliEHHIR Token=THIE BI2AIATE, BHIETEREAPIRYIZfEGTokeniSEASEIE B
APISEI¥

TokenfEH BHLRZHHAERSHE (R8T ) IR, BBTokeniRIBEEMIUR.
TokeniAﬁEf)l‘:%Eﬂﬁ%APlE’\JEﬂ‘{liﬂ%Token?]ﬂ%Ui%ﬁQiiﬁ%lék, NMEEBBINIE, RS
HERAEAPIBITR

Token®] @13 1E FIKENFE P TokeniZ 3KEY, BB AIRSAPIEZEprojectdkBlIAYToken,
ENE BRI P TokeniZ AT, i53kbodydauth.scopeRIBMEEZEEi%kIFproject, 11T

Fi7~o
{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password'"; " #EEEEE
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"name": "xxxxxxxx"
}
}
}
}
sKEXTokenf5, BERAEMZEON, SFEEMEREELFIRM “X-Auth-Token”
H{EBD I Token, ffliNToken{& “ABCDEF)....” , MEAAEORE “X-Auth-Token:

ABCDEF)...” NIEIEXKEELENT, M=o

POST https://{apig_endpoint}/v2/{project_id}/v2/{project_id}/apigw/instances/{instance_id}/api-groups
Content-Type: application/json
X-Auth-Token: ABCDEF)J....

S =+
2.3 IR[0]45
BREEE, ERBEN, SEREE. MIESATEEA.
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AP B3 2 0TI API
WSS

’{kIU\ﬁ%IE__‘H}‘A'IXX%USXXE’Jﬁ%'ftﬁEJI h:uxﬁ%%TTlﬁ?ur]rE'l{j(:u, TU%E’JMIU\
SIFRESIHTTPIRZSS .

ST EIRAPIDERED, MRFARIREIAEREA “2017 , MFRRBERE.

NaRTES Sk
SRIEREEk, MARFEAREL, 1 “Content-type” .
HFCURAPISAZED, REMN FERRIEEL .

2-1 BlIE APl DENIRGHE L

"X-Frame-Options": "SAMEORIGIN®,
"Strict-Transport-Security": "max-age=31536000; includeSubdomains;",
"Server”: "CloudWAF",

"X-Request-1d": "6aB38baac776594e4b0f1e258061ed95",
"X-Content-Type-Options®™: *nosniff",

"Connection": "keep-alive",

"X-Download-Options®: "noopen",

"Set-Cookie": "WAFSESTIME=1716451295054; path=/",
"X-X585-Protection™ "1: mode=block:",
"Content-Length": "S80",

"Date": "Thu, 23 May 2024 08:01:38 GMT",

"Content-Type": "application/json; charset=utf-8"

N Rz 2

NaRE SR E R LSHHETIURE], SIORLGESkFContent-typeRdhy, (&iEEFRIML
HELZIMIRE

T EIRAPIDAZED, IREINTESR. Mgl XBERERIBIAR.

{

"id": "41e08fbaca9f4d64bde467d0dd89ff51",

"name": "aaa",

"status™: 1,
"sl_domain": "41e08fbaca9f4d64bde467d0dd89ff51.example.cloudapis.com”,
"register_time": "2024-05-23T08:03:56.419897855Z",
"update_time": "2024-05-23T08:03:56.419897962Z",
"on_sell_status": 2,

"url_domains": [],

"sl_domain_access_enabled": true,

"sl_domains": [
"41e08fbaca9f4d64bde467d0dd89ff51.example.cloudapis.com”
1

"remark": "",

"call_limits": 0,

"time_interval": 0,

"time_unit": "",

"is_default": 2,

"version": "",

}

2024-08-06 7
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SEOEALEN, SROERBRERESIRNE, EXIMNAIBody SN AT
o

{
"error_msg": "The token is missing.",
"error_code": "APIG.1000"

}
Hrh, error_codeRE8IRIE, error_ msgR N BIREIAMER
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APl &% 3EZRRAPI (V2)

3 E=hRR API (V2)

3.1 E=hR-APlI HSEETE
3.1.1 gl# API 94H

INRENER
APIDEZAPINEIERETT, — M APIDEZFERTF— 1M IRSZAO, CIZEAPISERT, R[]
— NFEZERBEAO. BX—1APISETIAPIEE—ERHEXM .

BRBEE
52 WAaEBAPI,

URI

POST /v2/{project_id}/apigw/instances/{instance_id}/api-groups

£ 3-1 BESH

2% =A%k SHER A

project_id = String IREID, KRENGiES IREIRN
HID,

instance_id g2 String SCEIID, TEAPIRIEIESISHY
“SLHNESR” HIREN.

2024-08-06 9
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AP| &%

3 E=AR API (V2)

IERSH

£ 3-2 53K Header 2%

2H ERWIE

SHERE

ik

X-Auth-Token | 2

String

FAFToken, @BiZiARIAMARS
YREXFE A TokendZ OFREY ( MaR
JHESLEX-Subject-TokenHY
B) .

% 3-3 153K Body 2#{

2H BRWIE

SHERE

%S

name =

String

API3£HRIEAFR
IEFENF. =Y. #=F. Ll
%, TR%. = fIAT. P
BATE/NMNESTNES. XHiE
X THRS, BHREELAZRN . X
FHHFEFL, 3-2550F .
B8
R F AR UTF-8aZ unicode
#RET,
BMEE: 3
BAIKE: 255

iy

remark

String

API4EiEIA

izl
R F AR UTF-8EF unicode
#RED

RAIKE: 1000

i1y

roma_app_id

String

SRIIABRISER N RS -
DEERRAV2ATAIE .
B

iy

version

String

DERRRA

o V1: 255

o V2: WMARKSA
BT, BIAVT

RS &

REB: 201

2024-08-06
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APl &

3 E=hR APl (V

2)

% 3-4 IR Body S

2 SR R
id String ws
name String API>tHZFR
status Integer K&
e 1: BN
KzE:
o 1
sl_domain String RBEFHIA\DBEHIFI R
register_time | String ClEERTE)
update_time | String =gl BRI
on_sell_status | Integer REELR=EE:
o 1: 228
o 2: REZE
e 3: HHIZH
B
url_domains | Array of otH EERTERYIRIT I Z TR
UrlDomain
objects

sl_domain_acc | Boolean
ess_enabled

B E 2 LA, trueRxeJLAGE,
falseZR/ "2 11509
TREE: true

sl_domains Array of EFAMANDEHIFIHBTIE
strings

remark String R

call_limits Integer IEAHE A D TEIAPIBI IR LR EBRS, BAIA
IR, ERERSNGHENBTRE
BHAHF

time_interval | Integer Rzt
HAHF

time_unit String TERIRTE Rz
HAHF

is_default Integer A NAERINDE

2024-08-06

11




API MXARSS
APl &%

3 EZRRAPI (V2)
28 SR A
version String DERRA
e V1: 2559t
o V2: WAL HE
BAZE, ARV
roma_app_id | String SERAEIERN RS
PDLEIRARV2ET A,
B
roma_app_na | String 2 H)ABRYEE RN AR
me B
£ 3-5 UrlDomain
2¥ SR iR
id String HEmsS
domain String PallElhe e
cname_status | Integer B cnamelRZE:
o 1: KFEF
o 2: fEthH
o 3: FEMTELIN
o 4: FEITRM
ssl_id String SSLIFBmS
ssl_name String SSLIEBZIR
min_ssl_versio | String B/ \sSUMMMRAS o SZIFTLSV1. 18K TLSV1.2
n FRE(E: TLSv1.1
KEE:
e TLSv1.1
e TLSv1.2
verified_client | Boolean EAHREFImIERRY . IE4EIERT, 1%
_certificate_en SHAEH . UYEIUEPFEEtrusted_root_ca
abled BY, BOAFS; HEEUEBAFE
trusted_root_cafT, BEAIAZKA,
Tha&(E: false
is_has_trusted | Boolean ERGEEIMRIFBECA, Y4 EITFBEE

_root_ca

trusted_root_calJ Atrue,
hEE: false

2024-08-06
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APl &

3 =R APl (V

2)

iERTH

R&6G: 400

# 3-6 IR Body 2%

2 SR iR
error_code String RS
error_msg String IR
REEE: 401
% 3-7 IR Body S
2 SR R
error_code String EIRg
error_msg String HEiRfAR
KES6G: 403
# 3-8 IR Body 2%
S8 SR A
error_code String HEI=f3
error_msg String EREA
KESMB: 500
% 3-9 IR Body 2%
2% SR R
error_code String 2R3
error_msg String A

BlIE—/NAPI9H
{

"name" : "api_group_001",
"remark" : "API group 1"

}

2024-08-06

13




AP| MXARSS
APl &% 3EZRRAPI (V2)

Nl Mz 73~
REB: 201
Created

{

"update_time" : "2020-07-31T06:55:55.383169299Z",

"name" : "api_group_001",

"on_sell_status" : 2,

"remark" : "API group 1",

"sl_domains" : [ "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.cn" ],

"sl_domain" : "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",

"id" : "c77f5e81d9cb4424bf704ef2b0ac7600",

"register_time" : "2020-07-31T06:55:55.383169068Z",

"status" : 1,

"is_default" : 2,

"sl_domain_access_enabled" : true

}
REFB: 400
Bad Request

{
"error_code" : "APIG.2011",
"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
K& 401
Unauthorized

{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
RE/: 403
Forbidden
{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}

KL 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}
/T
K& )%
201 Created
400 Bad Request
401 Unauthorized
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AP| &% 3EZHRAPI (V2)
RSB )%
403 Forbidden
500 Internal Server Error
e
B2 EIRB.

3.1.2 {22 APl 13¢H

IheeNna
(EcAPIAEME . HHnameflremarkal{&ek, HittEHEARTER
ARGEE
155 IAaEAAPI,
URI
PUT /v2/{project_id}/apigw/instances/{instance_id}/api-groups/{group_id}
*3-10 I828H
2% BRWIE SR fHR
project_id 2 String INEID, 3RENSiES WIRER
HID,
instance_id 2 String SCEIID, TEAPIMEISSISEY
“SLHUSE” FIREN.
group_id = String PHENRS
IBREH
2 3-11 153K Header 2#{
B8H BRIk SR fHR
X-Auth-Token | 2 String R Token, B EARIAMIRSS
SREX A P Token$ZO3REX ( Mgk
B BsLrhX-Subject-Tokenfd
B) .
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APl % 3 L=hR API (V2)
% 3-12 153k Body 2#
S8 BRI SRR ik
name = String APIBRIRFR
TEINF. 2. HF. 71
%, THZE. = 4T, PEX
BATRIMESTIES . P&
X TR S, BREEARI. X
FHEFHL, 3-2550FF,
1588
N F A UTF-88Z unicode
T
BMEE: 3
BRAEKE: 255
remark B String AP EB¥EIR o
5B
RN F A UTF-88Z unicode
T
BXEE: 1000
D)VES58
KEB/: 200
# 3-13 IR Body 2%
2% SR R
id String we
name String API>tHZFR
status Integer RE
o 1. BN
KEME:
o 1
sl_domain String AEBEEIA\DBAIFiE R
register_time | String BlIFEATIE)
update_time | String BT &SRS 8
on_sell_status | Integer REELREEE:
e 1: B2
o 2: KkIEZ8
e 3. EHIZAF
B
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AP| &% 3 EZRRAPI (V2)
28 SR A
url_domains | Array of otH_FERERIM IR YR
UrlDomain
objects
sl_domain_acc | Boolean EidigE A LA, trueRxaJLAGE],
ess_enabled falseR/~"ZZ1LiA19)
TREE: true
sl_domains Array of RFRIANDBEHIFIHZIIZE
strings
remark String A
call_limits Integer TR D E TRIAPIBISIHIEAERE, BIA
IR, BiRIERSNGAEENBITRE
A
time_interval | Integer Rt
A
time_unit String RIEHIE ) B {5
BASHF
is_default Integer BHERADLE
version String DR
e V1: £2BH4H
o V2: MRS AE
A, EARVI
roma_app_id | String SHFERIERN BRS .
PEARAV2AT4IE
BASHF
roma_app_na | String 4R)FEBRIER N FBEFR
me AT
2 3-14 UrlDomain
2% SR iR
id String HE2msS
domain String Pl aE=
2024-08-06 17
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APl &%

3 E=HR API (V2)

SH

SHKE

i

chame_status

Integer

I cnamelkz:
o 1: KM
o 2: fEHTH
o 3: FRHTRLIN
o 4. FENTRY

ssl_id

String

SSLIERmS

ssl_name

String

SSLIFBEZFR

min_ssl_versio
n

String

B/ N\SSUMYARAS o SZIFTLSV11E,TLSv1.2
FREE: TLSv1.1

KIZ(E:

e TLSV1.1

e TLSV1.2

verified_client
_certificate_en
abled

Boolean

EEABREFIRIERKIE . IEHEITERT, %
SAER ., UHTEIEBTFEtrusted_root_ca
BF, BOAFFE; H4PEIEPAEE
trusted_root_caflt, EXIAXA .

hEE: false

is_has_trusted
_root_ca

Boolean

ERFEEEIRIERCA, SHEERFRE

trusted_root_cafdAtrue,
ThEE: false

RS 400

% 3-15 I Body £2%§

2 SR R
error_code String EIRg
error_msg String HEiRfAR
KL 401
2 3-16 WL Body 2
S8 SR A
error_code String =g
error_msg String PR

2024-08-06
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AP| &% 3 EZRRAPI (V2)
RE&ME: 403
5 3-17 IHKZ Body 2%
2 SR A
error_code String EIRg
error_msg String IR
RS 404
Z 3-18 WA Body 2%
2 SR A
error_code String RS
error_msg String HIRfEA
RS 500
7 3-19 WA Body &%
2 SR R
error_code String RS
error_msg String HEiRfAR
iBRp

N Rz 7~f51

IEX—APIDERIEE
{
"name" : "api_group_001",

"remark" : "API group 1"
}

W&E: 200
OK
{

"update_time" : "2020-07-31T06:55:557.866474185Z",

"name" : "api_group_001",
"on_sell_status" : 2,
"remark" : "API group 1",

"sl_domains" : [ "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",

"c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.cn" ],

"sl_domain" : "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",

2024-08-06
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APl &% 3 EZMRAPI (V2)
"id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"register_time" : "2020-07-31T06:55:55Z",

"status" : 1,
"is_default" : 2,
"s|_domain_access_enabled" : true
}
RE&ES: 400
Bad Request
{
"error_code" : "APIG.2012",
"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"
}
RE&ES: 401
Unauthorized
{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"
}
RS 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
K& 404
Not Found
{
"error_code" : "APIG.3001",
"error_msg" : "API group c77f5e81d9cb4424bf704ef2b0ac7600 does not exist"
}
KZ&88: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
K&
RS R
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
2024-08-06 20
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RSB iR
500 Internal Server Error
S
ESIEIRB.
3.1.3 #fiB& API 94H
INEEN4A
fRIBRISEAYAPISEH .
IBRAPIS2EET, ESETEFMBRDLE THIFTBAPI,
fHBREY, S—HMIEREZEEREENZoEH THRERIE, SEMIEZ. SSLIEH
-%)%%% HEBI/NNEZ 5 AR BRI EX R TR (BURFIEZcnamers
BRI
ESAEERAPI,
URI
DELETE /v2/{project_id}/apigw/instances/{instance_id}/api-groups/{group_id}
+ 3-20 BEBY
84 =AWk SRR R
project_id = String IRBEID, iKENHSiES WIRENIR
BID,
instance_id = String SEIID, TEAPIRKIESIEHRY
“SENER” H3REN,
group_id 2 String PHEHNRS
2024-08-06 21
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APl &% 3EERRAPI (V2)
BREH
% 3-21 153K Header 2%
84 =AWk SHERR fR
X-Auth-Token | 2 String FBFToken, EiTERBIAMARSS
SREYFE P TokeniZ[O5XEY ( MKz
JHESLEX-Subject-TokenfY
B).
R3S
KEB/: 401
% 3-22 K7 Body &%
2% SR A
error_code String EIRg
error_msg String A
REB/: 403
% 3-23 K Body 2
2% SRR it
error_code String EIRg
error_msg String EREA
RE&E: 404
7 3-24 @R Body 2%
24 SR A
error_code String e
error_msg String HIRfEA

K&H: 412

2024-08-06
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AP| &%

3 =R APl (V

2)

BRI

il iz 73~ 451

K 3-25 L7 Body 2%

2 SR R
error_code String RS
error_msg String LS

REH: 500

% 3-26 I Body £2#f

B8H BHEE R

error_code String e

error_msg String EAES T
x

REB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

KEB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

RE&E: 404
Not Found

{

"error_code" : "APIG.3001",
"error_msg" : "API group c77f5e81d9cb4424bf704ef2b0ac7600 does not exist"
}

&L 412
PreconditionFailed
{

"error_code" : "APIG.3415",
"error_msg" : "The API group cannot be deleted because it contains

2024-08-06
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APIs,id:47eaed4659db4e99ba2e1b642d5d1323"
}
R&HG: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
REB
RSB 0%
204 No Content
401 Unauthorized
403 Forbidden
404 Not Found
412 PreconditionFailed
500 Internal Server Error
e

52 ARG

3.1.4 EFDAHIFE

INEeN4A
EEEEDHANFMRER
BRGE
152 ILA{alAFAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/api-groups/{group_id}
* 3-27 BBEE2H
2% BEWIE SRR R
project_id = String IRBID, iKENHGiES WIREIR
BID,
instance_id =2 String SCEID, TEAPIMEIRGI SR
“SCEIER” H3REL,
2024-08-06 24
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API &% 3 EZIRAPI (V2)
2H BRI SR fHR
group_id = String PENRS
IBRESH
% 3-28 {53k Header 2%
8% BEWi% SRR fER
X-Auth-Token | 2 String HRFToken, @Ei3iERIAMIRS
SKEX A P TokeniZOFKER ( Mk
&2 sLAX-Subject-Tokenfd
B).
D)VES54
RSB/ 200
% 3-29 3Rz Body %
2¥ SR it
id String ws
name String API>tHZAFR
status Integer RE
o 1: B
KEHE:
o 1
sl_domain String EARAND BRI FIEZ
register_time | String BlFEAT )
update_time | String =ik 5 R[]
on_sell_status | Integer EEELER=EE:
e 1: BLZE
o 2: >k bZ8
e 3: EHIZH
BT
url_domains | Array of 24E E4BERIIRI IR TIE
UrlDomain
objects
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APl % 3 L=hR API (V2)
2 SR A
sl_domain_acc | Boolean iR 2Lk, trueXRaJLAGE,
ess_enabled falseR/RZ1E15()
TREE: true
sl_domains Array of REEADEHIFIHZTIER
strings
remark String AR
call_limits Integer TR A D E TRIAPIBISIF AR ERE, BIA
IR, BRIEIRSRFEENBITRE
BASE
time_interval | Integer Rt
BASH
time_unit String pint = plin 1 L=EL v
BASHF
is_default Integer A NAERINDAE
version String DARRA
o V1: £2FH4H
o V2: WAL A
BAZE, ARV
roma_app_id | String SHFERIERN BRS .
PEARAV2ATAIE
BASHF
roma_app_na | String 2 H)ABRYEE RN AR
me B
2k 3-30 UrlDomain
2 SR A
id String =
domain String DAl %=
cname_status | Integer B cnameRE:
o 1: KR
o 2: fEHTH
o 3: FEMTRLIN
o 4. FENTRY
ssl_id String SSLIFBwS
2024-08-06 26
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AP| &%

3 E=HR API (V2)

SH

SHRE

i

ssl_name

String

SSLIFBEFR

min_ssl_versio
n

String

B/ NsSUMYARAS o SZFTLSVT 13, TLSV1.2
FREE: TLSv1.1

WA

e TLSV1.1

e TLSV1.2

verified_client
_certificate_en
abled

Boolean

EAETREFImIERRIE . RE4EIEBT, 1%
SAER ., UHTEIUEPBTFEEtrusted_root_ca
BY, BRAFE; SPEEBAREFE
trusted_root_cafF, BAIAFKA,

ThEE: false

is_has_trusted
_root_ca

Boolean

EAFEEEMRIEBCA. SHEIERFE

trusted_root_calJ Atrue,

thes(E: false

WK&G: 400

2 3-31 WKL Body 2%

B8H SRR iR
error_code String =3
error_msg String HEiRfAR
K& 401
% 3-32 IR Body 2
B8H SRR R
error_code String =g
error_msg String A

RA[: 403

2024-08-06
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AP| &%

iBERTA

N Rz 7~ 51

2024-08-06

& 3-33 UKL Body 2%

3 E=HR API (V2)

2% SRR iR
error_code String EIRg
error_msg String LS TU
KREB: 404
2 3-34 I Body %1
84 SHER R
error_code String e
error_msg String EixfmA
AEMB: 500
% 3-35 I Body 2%
2% SR T
error_code String 21=g
error_msg String HEiRfA

RSF5: 200
OK

{
"update_time" : "2020-07-31T06:55:55Z",

n.n

"name" : "api_group_001",
"on_sell_status" : 2,

"remark" : "API group 1",

"sl_domains" : [ "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.cn" ],

"sl_domain" : "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"id" : "c77f5e81d9cb4424bf704ef2b0ac7600",

"register_time" : "2020-07-31T06:55:55Z",
"status" : 1,

"is_default" : 2,
"sl_domain_access_enabled" : true

}
W&G: 400

28
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APl &% 3 EZ=RRAPI (V2)

Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
REB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

REG: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
KREE: 404
Not Found
{
"error_code" : "APIG.3030",

"error_msg" : "The instance does not exist;id:eddc4d25480b4cd6b512f270a1b8b341"
}

REB: 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}

N

K& fR

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
tEIRtG

B2 WEIRE
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APl &% 3 EZRRAPI (V2)
3.1.5 EifoHEHsI%E
ThEEN 4B
BHifAPIESIZE.
WMRZFEFIRE, WEGZBERP THERNSE; IREEEINRKSEE, NES
AR BHEFRISDH.
BRGE
IESAMELERAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/api-groups
* 3-36 I¥ESH
2% BEWI% SR fiEid
project_id 2 String IRBEID, 3RENSiES WIKER
BID,
instance_id 2 String SCHIID, fEAPIREIEEISHRY
“SLIER” HIREN,
K 3-37 Query 2%
2% =R WI% SR fHid
offset S Long RigE, TRMNLRBEFIRE
8, wEE/\FORT, Bahttit
70
REE: 0
limit & Integer BRETHIREHNE, FEHUE
INFETORY, Bapigitia20,
£BEHEKTF5000d, Bahttin
79500
=IME: 1
=A(E: 500
TREE: 20
id & String APIDHIRS
name B String API4EZFR
precise_search | & String IEEEERRIE SRS HZ
¥R, BRNNSZIFAPIDEZR
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APl &% 3 EZRR API (V2)
IBREH
7 3-38 15k Header 2%
2¥ BE W% SR ik
X-Auth-Token | 2 String HRFToken, EiTAAIAMIRSS
SREY A Token$Z 3REX ( M@z
JHESLEX-Subject-TokenHY
E) o
i R7&E
RE&ES: 200
% 3-39 IR Body %
8% SHRE R
size Integer RRREIRFIFRKE
total Long HERHENCRE
groups Array of SER%IZR
ApiGrouplinfo
objects
2k 3-40 ApiGrouplinfo
B8H SHEE iR
id String ws
name String API5>4HZTR
status Integer K&
o 1: BN
KZME:
o 1
sl_domain String ABZEIA\D B FIER
register_time | String BlFEHT )
update_time | String =ik 5 R[]
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28 SR A
on_sell_status | Integer =EELREEIE
e 1: BELEZ
o 2: Kk IEZ8
e 3: HiZH
B
url_domains | Array of 24 E4BERYIRIII R TIFR
UrlDomain
objects
sl_domain_acc | Boolean BRI LA, truexaJLAGE,
ess_enabled falseR/RZZ1E15()
EE: true
sl_domains Array of RAZIAD B FIHZIIER
strings
remark String A
call_limits Integer s EfHKW 24E TRIAPIFRIBIENREPRES, EAIA
IR, BiRERSNGAEENBRTRE
A
time_interval | Integer Rt
BARSZE
time_unit String pint = plinf 1 L==E v
BASHF
is_default Integer A NAERINDAE
version String DARRA
o V1: 2FnH
e V2: NWARSE
BASE, BAAVI
roma_app_id | String SHFERIERN BRS .
PEARAV2ATAIE
B
roma_app_na | String SHFERIEER R B E TR
me B
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APl &

3 E=HR API (V2)

=€ 3-41 UrlDomain

_root_ca

28 SR R
id String EEZEEA
domain String Pl b=
cname_status | Integer B cnamelRZ:
o 1: KRR
o 2: fEHTH
o 3: FEMTELIN
o 4: FEMTRIN
ssl_id String SSLIEPHRS
ssl_name String SSLIUEBZTR
min_ssl_versio | String BN RAS . SZHFTLSV1. 18 TLSv1.2
n TRE{E: TLSv1.1
KzE:
e TLSv1.1
e TLSv1.2
verified_client | Boolean EEABREFIRERKE . IE4EIERT, 1%
_certificate_en SHAEY . AGPEIEBFEtrusted_root_ca
abled BY, BOAFE; SFPEIEPAFE
trusted_root_caft, EXIAXF .
hEE: false
is_has_trusted | Boolean EEFEEEEIRIEBCA, BEIEREFE

trusted_root_calJ Atrue,
ThEE: false

WR&6G: 400

& 3-42 UL Body 2%

2 SRR R
error_code String EIRS
error_msg String iR

R&ERS: 401

2024-08-06
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# 3-43 @R Body 2%

S SRR T
error_code String e
error_msg String IR

WR&G: 403

= 3-44 QR Body 2%

2 SR R
error_code String 2R3
error_msg String HEiRfAR

WRE&RS: 500

& 3-45 I Body 2#§

2H SR iR
error_code String RS
error_msg String LS
BRI
¥

I Rz 73~451)
REB: 200
OK

"total" : 2,
"size" : 2,
"groups" : [ {
"update_time" : "2020-07-31T06:55:55Z",
"name" : "api_group_001",
"on_sell_status" : 2,
"remark" : "API group 1",
"sl_domains" : [ "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.cn" ],
"sl_domain" : "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"register_time" : "2020-07-31T06:55:55Z",
"status" : 1,
"is_default" : 2,
"sl_domain_access_enabled" : true
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h o
"update_time" : "2020-06-24T15:29:42.4219262",
"name" : "api_group_002",
"on_sell_status" : 2,
"remark" : "API group 2",
"s|_domain" : "02a8ab3cb2784de5a096852829671ae7.apic.****.com",
"s|_domains" : [ "02a8ab3cb2784de5a096852829671ae7.apic.****.com",
"02a8ab3cb2784de5a096852829671ae7.apic.****.cn" ],
"id" : "02a8ab3cb2784de5a096852829671ae7",
"register_time" : "2020-06-24T15:29:42.4219267",
"status" : 1,
"is_default" : 2,
"sl_domain_access_enabled" : true
1]
}

R&EB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
REHE: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

KEB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

R7&HE: 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}
W&
K& 1k
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
500 Internal Server Error
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APlI &%

3 E=HR API (V2)

FHI=0

3.1.6 &G APl DHBIRERRFE

5= iEIRE .

INRENA
RIGAPIDABIRERF
HARBEE
B2 AR AP,
URI
POST /v2/{project_id}/apigw/instances/{instance_id}/api-groups/check
= 3-46 BEE2H
25 =Rk SR A
project_id 2 String IRBID, REVGN1ES WIRENIRN
HID,
instance_id =2 String LD, TEAPIREIEHIEHY
“SCHNSR” HIREN.
IBRESH
X 3-47 153K Header &4
¥ Bk SHEER i
X-Auth-Token | 2 String R Token, EiTABIAMIRSS
SKEN A P Token$ZOZKER ( Nk
JHESLEX-Subject-TokenHY
#).
7 3-48 53K Body 2%
¥ BRWIE SHER i)
group_name | £ String FRIGHIAPIDHZTR
roma_app_id | & String EERLNFHID
BAXF
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Nl fiz 22
KE/: 400
= 3-49 IR Body 2
28 SR A
error_code String EIRg
error_msg String IR
KEME: 401
# 3-50 IR Body 2%
2 SR iR
error_code String RS
error_msg String HIRfEA
RS 403
# 3-51 @R Body 2%
2 SR R
error_code String EIRS
error_msg String HEiRfAR
REMB: 404
2 3-52 gL Body 2%
S8 SR A
error_code String =g
error_msg String EiREA
KEME: 500
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& 3-53 L7 Body 2%

2H SR iR
error_code String 21=hg
error_msg String B AR
BRI
{

"group_name" : "ApiGroup_demo"

MRz~
RE&RS: 400
Bad Request

{
"error_code" : "APIG.3201",

"error_msg" : "The API group name already exists"
}
K&E: 401

Unauthorized

{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"
}
WR&G: 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}

RE&ES: 404
Not Found

{
"error_code" : "APIG.3030",

"error_msg" : "The instance does not exist;id:f0fa1789-3b76-433b-a787-9892951c620ec"
}

K& 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}

2024-08-06 38



API MXARSS

APl &% 3 E=hR API (V2)
NG

K& fid

204 No Content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
Hi=hg

52 EIRM

3.2 EER-KIEEE
3.2.1 SRS

ThREN A

AR

URI

ESEPRRYEF, APHRMETREEZSMING, AR, WHARE. £FHEF,
RFPALIBEBAPILHEIRN S, SHERERER.

MNFAERIRE, APIRARA . EXREIEETFERSKERFIE IR, i &
NAPL, VI.ORIMRAAISEMRA, MR TEFMEMEFER, [, ZAPIELTF
ERH, VLTRRRARFHRARZGEA R TAHARA , RAENRIME L,
vl 289k A BRI ZEAELTFHAIRES, JUAHREIFAHREHRHITEISE .

B, APIMKIRMSIMSEIRINGE, [FHFRERRAMIMEIIEINGS, ERAR0E
NAPIRIE

52 WAeELEFAPI,

POST /v2/{project_id}/apigw/instances/{instance_id}/envs

% 3-54 IR1ZSH

2H ERUWIE SHERE ik

project_id 2 String IRBEID, KBNS iES WIRENIR

HID,
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2 BRI SR i)

instance_id 2 String SEIID, TEAPIRKIESIEHY

“SCHNSE” HIREN
BRESH
2 3-55 153K Header 2%

2% =A% SR 1)

X-Auth-Token | 2 String R Token, B@iZiRBIAMIRS
$XHYFE A TokeniZFKEX (MR
iEBsLthX-Subject-Tokenhd
B).

% 3-56 153K Body &%

¥ =AW SHELR A

name 2 String WERRIR, IR, #=F,
TRIZ%, HREEURNFEBHF
=2<E: 3
BRAKE: 64

remark B String HBAMEE
2Ll

R F{FIAAUTF-88F unicode
T
BAKEE: 255
RS E
REB: 201
£ 3-57 mhii Body #

S SRR R

create_time String ElFERTIE)

name String HEZTR

remark String AR

id String isid
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APl &

3 E=HR API (V2)

iERTH

R&6G: 400

% 3-58 IR Body &%

2 SR iR
error_code String RS
error_msg String IR
REEE: 401
% 3-59 IR Body 2%
2 SR R
error_code String EIRg
error_msg String HEiRfAR
JRZARG: 403
# 3-60 I Body 2
S8 SR A
error_code String HEI=f3
error_msg String LS TU
KESMB: 500
Z 3-61 gLl Body 2#
2% SR R
error_code String 2R3
error_msg String A

BIE—1 IR
{

"name" : "DEV",

"remark" : "Development environment"

}
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Nl Mz 73~
RE&E: 201
Created

{
"create_time" : "2020-07-31T06:41:43.511347628Z",
"name" : "DEV",
"remark" : "Development environment",
"id" : "7a1ad0c350844ee69479b47df9a881cb"
}

KE&\: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
REE: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
RZEG: 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
REFB: 500
Internal Server Error

{
"error_code" : "APIG.9999",
"error_msg" : "System error"

}
TN
K& R
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
500 Internal Server Error

2024-08-06 42



API MXARSS
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T
B2 EIRE.
3.2.2 (B3RS
INRENA
EMUEEIMERERE . HPoEXaIEE: name. remark, BHEAREESR
AR
B2 AEEAAAPIL,
URI
PUT /v2/{project_id}/apigw/instances/{instance_id}/envs/{env_id}
= 3-62 I¥Z2¥
2% =Rk SR A
project_id = String IRBID, iKENHGES WIRER
HID,
instance_id =2 String SCEID, TEAPIMEIRGI SR
“SCHNSE” HIREN.
env_id 2 String ®ERYID
=P
2K 3-63 153K Header 2%{
2% =A% SHEER R
X-Auth-Token | 2 String FAFToken, B3 iAAIAMBRSS

SREVFA P TokeniZ O5XEY ( MAZ
jEEsLrhX-Subject-Tokenfd
B) .
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& 3-64 153k Body S
2% =A%k SR #R
name 2 String WIBRIBIR, IR, #=F,
TRk, BReEAEFEBFF
=BIV<E: 3
RAKE: 64
remark & String HmAER
i5iRE
R R UTF-88 & unicode
4mig.
BAEE: 255
)2
KEB/: 200
% 3-65 MLZ Body &%
84 SR T
create_time String BUZERTE)
name String B IR
remark String mAER
id String isid
RSB 400
% 3-66 N[ Body &%
2% SRR iR
error_code String EIRS
error_msg String HEiRfAR
K& 401
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% 3-67 KL Body &%)
2% SR A
error_code String RS
error_msg String HIRfEA
RE/: 403
2 3-68 L7 Body 2%
2¥ SRR iR
error_code String =3
error_msg String LS TUN
REE: 404
% 3-69 L7 Body &%
8% SHER T
error_code String e
error_msg String A
KEMB: 500
% 3-70 3Rz Body &%
B2H SRR iR
error_code String =3
error_msg String HEIRfAR
Bpl

B — 1 IMRER

{

"name" : "DEV",

}

"remark" : "Development environment"
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N Rz 7~
KRB 200

OK

{
"create_time" : "2020-07-31T06:41:43Z",
"name" : "DEV",

"remark" : "Development environment",
"id" : "7a1ad0c350844ee69479b47df9a881cb"

}
K&S: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
REB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
REB: 403
Forbidden

{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}

RESE: 404
Not Found

{

"error_code" : "APIG.3003",
"error_msg" : "Environment 7a1ad0c350844ee69479b47df9a881cb does not exist"
}

R7EE: 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}
I NESE
R A
200 OK
400 Bad Request
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RSB iR
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
S
BESIEIRB.
3.2.3 HIFRIALE
INEEN4B
RIS ERIIFE
IZIR BB SBUAPITEISERNMET EZIAE, alRea IS —abo B AR . 15
WIRELEMNER, EWMATE R T%.
WS FEEEAHHIAPIEY, ZIMEREEHMIES .
ARLE
152 WAMTREBAPI,
URI
DELETE /v2/{project_id}/apigw/instances/{instance_id}/envs/{env_id}
£ 3-71 BESHY
2% B SRR ik
project_id 2 String IREID, 3RENSiES WIRENIR
HID,
instance_id 2 String SCEIID, TEAPIRMEISSISRY
“SLHNER” HIREN.
env_id = String ®ERIID
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BRSH
K 3-72 153K Header 2%
2¥ =A% SHEER R
X-Auth-Token | 2 String FBFToken, EiTERBIAMARSS
SREVA P Token#Z 5XEY ( MR
JHESLEX-Subject-TokenfY
=),
IR S %
KERL: 401
% 3-73 IR Body 2%
2 SR R
error_code String EIRg
error_msg String A
RS 403
% 3-74 I Body 2%
S8 SR A
error_code String EIRg
error_msg String EREA
RE&E: 404
% 3-75 IR Body 2%
2H SR iR
error_code String e
error_msg String HIRfEA

WR&G: 500
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APlI &%

3 =R APl (V

2)

iERpl

il iz 73~f51

& 3-76 L Body 2%

2 SRR R

error_code String EIRg

error_msg String et
7

REB: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}

REHG: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
REB: 404
Not Found

{
"error_code" : "APIG.3003",
"error_msg" : "Environment 7a1ad0c350844ee69479b47df9a881cb does not exist"

}
R85 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}
REB
RSB R
204 No Content
401 Unauthorized
403 Forbidden
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RSB iR
404 Not Found
500 Internal Server Error
S
ESIEIRB.
3.2.4 EAIRIESIE
IheeNA
BIFFERHRESIER,
BRLE
152 ILANaEAFAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/envs
%= 3-77 BEE2¥
8% B W% SR ik
project_id 2 String IRBEID, KRBV iES WIRENIR
BID,
instance_id 2 String SC{EIID, TEAPIRIEIESISH
“SENER” H3REN.
K 3-78 Query 2%
2% BEWI% SR R
offset B Long wmisE, ERMLREEEFIRE
8, wE=/\FORT, Banttit
A0
HREE: 0
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28 BE W% SR ik
limit S Integer BRETNEZEHE, £BHE

INFETORY, BnhiEieia20,
SZBEHEAXT5008Y, Bapihit

79500
=/ME: 1
=AX{E: 500
TREE: 20
name = String INERTR
BRBH
& 3-79 153k Header 2%
B8H B WI%E SR R
X-Auth-Token | 2 String R Token, EiTiEAAIAMIESS
SKEX A Token$Z3KEX ( Nk
iHEsLrhX-Subject-Tokenfd
BH) .
R &%
KR&mB: 200
% 3-80 gL Body 2#
8% SHEE iR
size Integer RRREIFIFRE
total Long WERHENCRE
envs Array of RRIREIRIRETIZR
Envinfo
objects

2% 3-81 Envinfo

2% SR A

create_time String BUFERTE)
name String HIERZTR
remark String mAER
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2H SR iR
id String ®iEid
RSB 400
2K 3-82 WLy Body 2#
B8H SR faR
error_code String e
error_msg String IR
REE: 401
% 3-83 K7 Body &%
2% SHEE iR
error_code String EIRg
error_msg String HEiRfAR
RSB 403
7 3-84 IR Body 2%
B8H BHEE U
error_code String e
error_msg String IR
K&[B: 500
% 3-85 N7 Body &%
2% SR fER
error_code String EIRg
error_msg String iR
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BRI

il iz 73~ 451

WR&E: 200

OK

{
"total" : 2,
"size" : 2,
"envs" : [ {

"create_time" : "2019-02-12T19:42:19.914989Z",
"name" : "RELEASE",

"remark" : "xxx",

"id" : "DEFAULT_ENVIRONMENT_RELEASE_ID"

Lo
"create_time" : "2020-07-31T06:41:43Z",
"name" : "DEV",

"remark" : "Development environment",
"id" : "7a1ad0c350844ee69479b47df9a881cb"

1]
}

REMB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
REB: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
REB: 403
Forbidden

{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}
REB: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}
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NG

K& R

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

500 Internal Server Error
HixG

5 IR

3.3.1 FiELT=
VI

QTJ

BAPIEHEIARRIRINRS, MTARKE, JRESATEIIMMEESE,
EREHLE, BRAMRASF .

AYARSS

tban, APl

FPRILUE XA RIAIFEESE, FPTEENXAPIE, FEAPIRIEN PEMXLIE, 3

EBAPIRT, APIRXSIE
B,

g

AR

RETINE

A w N =

BE, SXNHE

730 https://192.168.1.5:8080,

ARBE
==

SMTEFAPI

URI

XL E BRI ESLAIR

EEMEAPIDELE, Z5E TRIFFEAPIEI LAERIX LR

818, LARIRRIFMERIX S

TRE

A==

MR ERNZEZTRUINREFE—, B— 12 EHER— R ETEERITEZNERE
WREZEXD KNG, BIEZEABCSEEabcEM M TEINEE,
TEE, FERTZEZEMNAPIRIEIXINEE A ER.
EX TR %EEE, (EFRIIMR R SRS NIZ LA FRAI# ARG R 8,

192.168.1.5, MIAPIA7ZIRELEASEIMESHIESEAIURL

POST /v2/{project_id}/apigw/instances/{instance_id}/env-variables

HAPIRHEERAIER
TEAYEHITEE, W EXRIAPIBHURLYY: https://#address#:8080, IRIEZE
SaddressfERELEASEIAE FHIE N :
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%+ 3-86 IB12BY

S =RWIE SR 1)

project_id 2 String IRBID, KBV TNIES WIRENIR
HID,

instance_id 2 String SCEIID, TEAPIRIEIESISHY
“SLHNER” HIREN.

=P

2 3-87 153K Header 2%

2 =Rk SR A

X-Auth-Token | 2 String FBRToken, BEIiERBIAMIESS
SRENEE A TokeniZFKEY ( ML
JHESLEhX-Subject-TokenfY
).

% 3-88 153k Body &%

2% =A% SR R

variable_ value | 2 String TEEXITRNFE. HF. =
NIRRT R . Bhls%, Rl
(/) N ﬁ\ E%; 1 ~255/|\$
o

env_id = String TSRS
BMEE: 1
BRAKE: 65

group_id g2 String APIDHRS
BIVMEE: 1
RAKE: 65

variable_nam | 2 String TER, XIFRNFH. H=F.

e

BRI TRIZE. filk, ©
AR FFL, 3~329F
o FEAPIEX HETF#Namefy
B#50 (RoKNE) , &
FIMEERAPIF T S(EIE,
1588

R F R IUTF-88 & unicode

5
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AP| &%

3 E=HR API (V2)

MR SEL

KRS8 201

2K 3-89 L7 Body 2%

24

SHH

i

variable_value

String

TEEIFRENFE . HF. BXEIAITY
%, P, #% (/) . =85, 1~2550

F1Jo

env_id

String

KER=S
BME: 1
RAKE: 65

group_id

String

APISBIRS
BNME: 1
BRAKE: 65

variable_nam
e

String

TEZ, YIFENFH. HF. ZXEANTL
%, PR%, BWRLIENXFEAL, 3~329F

Fo EAPIEXFETF#NamefBE#ES (KHK

NE) , RHBEINRENAPRREE[EE,
1588
R F R RIUTF-88¢ & unicodedREg .

String

MNEZERS

W&EG: 400

% 3-90 I Body £%§

2 SR iR
error_code String =g
error_msg String HIRfEA
SRR 401
2 3-91 ui Body 2#
2 SR iR
error_code String RS
error_msg String HIRfEA
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3 E=HR API (V2)

APl &%&
KEB/: 403
% 3-92 K7 Body &%
2% SHE R
error_code String EIRS
error_msg String HEiRfAR
RE&E: 404
% 3-93 IR Body 2
2% SR A
error_code String E1=g
error_msg String HixfmiA
RS 500
% 3-94 IRZ Body £
84 SHER faR
error_code String e
error_msg String HixfmA
=P

Ml iz 73~ 451

BIE—I IR E
{

"variable_name" : "address",
"variable_value" : "192.168.1.5",

"env_id" : "7a1ad0c350844ee69479b47df9a881cb",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600"

REB: 201
Created
{

"variable_value" : "192.168.1.5",

"env_id" : "7a1ad0c350844ee69479b47df9a881cb",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"id" : "25054838a624400bbf2267cf5b3a3f70",

57
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"variable_name" : "address"
}
R&EG: 400
Bad Request
{
"error_code" : "APIG.2012",
"error_msg" : "Invalid parameter value,parameterName:instance_id. Please refer to the support
documentation”
}
RE&ES: 401
Unauthorized
{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"
}
RS 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
WRERE: 404
Not Found
{
"error_code" : "APIG.3003",
"error_msg" : "The instance does not exist;id:f0fa1789-3b76-433b-a787-9892951c620ec"
}
R&E3: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
RS
RSB ik
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
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ZPS

INEeN4A

RibRIEENIET =,
AR

152 WAMTREBAPI,
URI

DELETE /v2/{project_id}/apigw/instances/{instance_id}/env-variables/

{env_variable_id}

& 3-95 IR1ZSH

2 =AW SR A

project_id 2 String IREID, KBNS iES WIRENIR
8ID,

instance_id 2 String SCAIID, TEAPIREISRSISEY

“SCHNSE” IREN
env_variable_i | 2 String NETENRS

d

IBRESH
K 3-96 157k Header 2%

2% =RWIE SR 1)

X-Auth-Token | 2 String HRFToken, @EidiERIAMIRS
$RHYFE A TokeniZ5KEX (MR
iEB3LehX-Subject-TokenhY
B).

D)2
REB: 401
2024-08-06
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7 3-97 IR Body 2%
2¥ SR R
error_code String e
error_msg String IR
KEME: 403
7 3-98 I Body 2%
2% SR R
error_code String =g
error_msg String A
KEB: 404
# 3-99 IR Body 2%
S8 SR A
error_code String EIRg
error_msg String EiREA
KEB: 500
% 3-100 MK Body 244
S8 SR A
error_code String =3
error_msg String EiRHER
BRp
7
N 7~ A5

HKEB/: 401

Unauthorized

{

"error_code" : "APIG.1002",
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AP| &% 3 EZR API (V2)
"error_msg" : "Incorrect token or token resolution failed"
}
KRE&G: 403
Forbidden
{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
RE&ES: 404
Not Found
{
"error_code" : "APIG.3011",

"error_msg" : "The environment variable does not exist, id: 25054838a624400bbf2267cf5b3a3f70"
}

R7&HE: 500
Internal Server Error

{
"error_code" : "APIG.9999",
"error_msg" : "System error"

}
REB
RSB 0%
204 No Content
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
TEEL
B2 EIRE.
=K
3.3.3 BEET=EIFE
INEENA

BEIEENHETEESE.

152 WAalEARBAPI,
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URI

GET /v2/{project_id}/apigw/instances/{instance_id}/env-variables/{env_variable_id}

£ 3-101 B2BH

2 =AW SR A

project_id 2 String IREID, KBNS iES WIRENIR
BID,

instance_id 2 String SCAIID, TEAPIREISREISEY

“SLHNSE” H3REN,
env_variable_i | 2 String HETE=ENRES

d

=P
R 3-102 153K Header 2

S AW SR 1)

X-Auth-Token | 2 String R Token, B@iZiRBIAMIRS
$RHYFE A TokendZ5KEX (MR
iEB3LehX-Subject-TokenhY
E) .

TR SE
KEB/: 200
2= 3-103 IR Body B3
¥ SRR iR
variable_value | String TEETIFENFE. HF. ZTXUEXNTL
g%\ EF'*Z'J%, ﬁil'é‘% (/) N lﬁ\ E%, 1 ~ 255/|\
FFo
env_id String 7N =
=BME: 1
RAKE: 65
group_id String APIDtHIRS
BIME: 1
BRAKE: 65
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2H SRR iR
variable_nam | String TER, IFENFH., HF. =BT
e . PRI%, BRUAENFEL, 3~329F
%, EAPIEX FRET#NamefE#ZS (RHK
N5, RHEHEENAPHEE=(EE,
iRE
RS ARAUTE-88Z unicodedRAl »
id String KRBT ERS
RSB 401
7 3-104 KL Body &%
2H SRR iR
error_code String =3
error_msg String L STU
K88 403
% 3-105 i Body 2%§
BH SRR faR
error_code String RS
error_msg String IR
RSB 404
X 3-106 I Body 2%
2% SR A
error_code String RS
error_msg String HIRfmA
A&/ 500
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APl &% 3 EZ=RRAPI (V2)

2 3-107 g Body £2%{

84 SHRE R
error_code String e
error_msg String IR
=]
%

i Rz 73~451
KEMG: 200
OK

{
"variable_value" : "192.168.1.5",
"env_id" : "7a1ad0c350844ee69479b47df9a881cb",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"id" : "25054838a624400bbf2267cf5b3a3f70",
"variable_name" : "address"

}
RED: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}

REB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
REB: 404
Not Found

{
"error_code" : "APIG.3011",

"error_msg" : "The environment variable does not exist, id: 25054838a624400bbf2267cf5b3a3f70"
}

R&EB: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}
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RS
RSB iR
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
T
B2 EED.
3.3.4 HATEYIFE
IheeENA
BN A THBEIRET =TI,
ARGE
iESANEERAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/env-variables
5 3-108 IR1IZ2H
2H BE W% SR ik
project_id 2 String IREID, 3RENSiES WIRER
HID,
instance_id 2 String SCEIID, TEAPIMEISEISRY
“SEISE” FRIREL.
Z 3-109 Query 3#
el BEWI% SRR R
offset S Long RigE, ErMNLRBEFRE
8, REE/)\FORT, Bahitit
A0
REE: 0
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B SHERE %S

=
limit B Integer BRETHRBEHE, £B%=E
INFETFORY, BEhEEHRA20,
£ZBHEAT5000t, Hrhitin
73500
2/ME: 1
E4{&: 500
Th&E: 20

group_id String APIDHIRS

env_id String TWERS

0N | DA | HO

variable_nam String TEZ

e

iy

String IEE R AL ECE RIS
R, BaifXsz#iFname

precise_search

IBREH
% 3-110 53K Header 2%{
2% 2RIk SHER fER
X-Auth-Token | 2 String R Token, B@iZiRBIAMIRS
SKEVFE P TokeniZ5KEY ( MKz
&2 sLAX-Subject-Tokenfd
B).
R3S
R&EE: 200
% 3-111 K Body 244
B8H SHERR R
size Integer RRREIFIFRE
total Long WERHENCRE
variables Array of RRREINHETETIFE
EnvVariablel
nfo objects

2024-08-06 66



AP| MXARSS

APl &% 3 EZMRAPI (V2)

£ 3-112 EnvVariablelnfo

2% SR R

variable_value | String TEEITRNFE . HF. 28T
g\%\ I:Fljzug\%s ﬁil'g% (/) N 'ﬁx E%; 1 "'255/|\
FfFo

env_id String 7N =
BIME: 1
RAKE: 65

group_id String APIDBIRS
BIM<E: 1
RAKE: 65

variable_nam | String TER, XIFRENFE. HF. =80T

e . PRI, BRIARNFEHFL, 3~329F
F. EAPIEX HFETF#NamefYE#4ZD (KHK
NS ) , EHREITREENAPIIFEE(EIE,
iBE

R AR UTF-885Z unicodefmil

id String RETERS

RS 400

% 3-113 IR Body %

B8H SRR faR

error_code String e

error_msg String A

KEB: 401

& 3-114 WKL Body &%

2% SR A

error_code String RS

error_msg String HIRfmA

RSB/ 403
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BRI

N Mz 73~

2 3-115 @i Body 2%

2% SR A
error_code String 21=g
error_msg String EIRfEA

W&G: 500

% 3-116 Qi Body &#

84 SHRT R

error_code String e

error_msg String IR
x

WRE&MB: 200
oK

"variables" : [ {
"variable_value" : "8080",
"env_id" : "cca3616af3684b329064b2a631cb3eeb",
"group_id" : "73c58022f20d495aa18885d718647f09",
"id" : "09ab8135722440b9bf5d107f2a09d409",
"variable_name" : "port"

Ao
"variable_value" : "192.168.1.5",
"env_id" : "7a1ad0c350844ee69479b47df9a881cb",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"id" : "25054838a624400bbf2267cf5b3a3f70",
"variable_name" : "address"

1

"total" : 2,

"size" : 2

}
RESEB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"
}
KB 401

Unauthorized
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{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"
}
RSB 403
Forbidden
{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
R7SES: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}

RS

RSB 0%

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

500 Internal Server Error
IEEL

B2 NERB.

3.3.5 gz =

(EOMERE . MRTES|BMENapilEHIRSS IR, 2N NIMREEERIE(E
RiZzZ S8R RapiEHiAM

52 WAeEE FAPI,

URI

PUT /v2/{project_id}/apigw/instances/{instance_id}/env-variables/{env_variable_id}
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x 3-117 BRBH
B84 =AWk SR faR
project_id 2 String IRBID, KBNS iES WIRENIR
BID,
instance_id 2 String SEID, TEAPIRKIESIEHY
“SENER” H3REN,
env_variable_i | & String NETENRS
d
B3RS
% 3-118 i53K Header 2%{
84 ERWIE SRR fR
X-Auth-Token | 2 String R Token, EIARIAMIRSS
SREYFEF TokenEZ [FKEY (ML
JHESLEX-Subject-TokenfY
BH) .
% 3-119 iE3Kk Body &%
8% B SR R
variable_value | £ String TEETIFRENFE., #HF. &
MBI TRIZ. PRIk, Rk
(/) A B8, 1~2559=F
o
)2
KEB/: 200
2 3-120 iz Body 2%
2H SRR iR
variable_value | String TEEXIFRENFE. HF. =BT
g\%\ ':F"‘Zug%, gil'é% (/) \ /ﬁ\ E%y 1 "'255/'\
FHFo
env_id String 7N =
=U\.SEH
RAKE:
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2H SRR iR
group_id String API9tRIRS
BME: 1
RAKE: 65
variable_nam | String TER, IHFENFHE., HF. ITHEX T
e %, PRI%, BRLURNFEFL, 3~329F
%, EAPIEN FEF#Namef9E#SS (KHK
NB) , KHEHEENAPHEESER,
jizLilz
R ARAUTF-88Z unicoded#3
id String HETERS
RSB 400
& 3-121 WKL Body &%
2% SR R
error_code String EIRS
error_msg String HEiRfAR
KRS 401
% 3-122 gLz Body &%
2H SRR iR
error_code String HEI=f3
error_msg String EREA
KEB/: 403
% 3-123 [ Body S
8% SHER P
error_code String e
error_msg String EixfmA
KEB: 404
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5K

il iz 73~ 451

2 3-124 g Body 2%

28 SR A
error_code String EIRS
error_msg String HEiRfAR

REH: 500

R 3-125 @i Body &%

2 SHEER R
error_code String E1=g
error_msg String HIRfEA
{
"variable_value" : "192.168.1.5"
}

K& 200

OK

{
"variable_value" : "192.168.1.5",
"env_id" : "7a1ad0c350844ee69479b47df9a881cb",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"id" : "25054838a624400bbf2267cf5b3a3f70",
"variable_name" : "address"

}
KREMG: 400
Bad Request

{
"error_code" : "APIG.2012",

}
RE&E: 401
Unauthorized
{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
RS 403
Forbidden

"error_msg" : "Invalid parameter value,parameterName:variable_name"
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{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
REMB: 404
Not Found
{
"error_code" : "APIG.3003",
"error_msg" : "Environment 7a1ad0c350844ee69479b47df9a881cb does not exist"
}
KE&\: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
K&
K& 1k
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
tHI=0
1 / %ﬂ‘ﬂﬁq o

¢

3.4 EER-MERIEEE
3.4.1 S RIEREE

ThEEN A

HAPI LS, RASIINAENAPIRH—
E"JHE ﬁ‘éb&ﬁ%&zl%)ﬂx%_ | mﬁ %H]
A, BEREARITFHIAIIAIERAIREL

ARE
152 IWATERAPI,

?.-L. I—I—

Wi , APHZEETTLIRIEB SAPI
/)l&ﬁ,*lﬂﬂﬁﬂBE%JAP|T‘__ZE‘L<rE’JEj'|E—'_l
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URI

IBREH

* 3-126 IRIZSH

POST /v2/{project_id}/apigw/instances/{instance_id}/throttles

24

SHE

fEk

project_id

ali

String

IREID, FREXSTUISS WERENIR
BID,

instance_id

i

String

SEBIID, TEAPIRIKIZEIERY
“SERISR” HEREN

2 3-127 155K Header 2%

2H

Rk

SHEE

ik

X-Auth-Token

=
=

String

P Token, @iTiERBIAMIRS
SREXFE P Token$Z 3KEY (@R
jHEsLrhX-Subject-Tokenfd
BH).

3 3-128 {53k Body &

24

A%

SHER

1)

app_call_limit
s

iy

Integer

APP/)leBE%JE?E_/\APW_Ej
K2 WHENAPPIBDR RS
BE; 12’;&{52_ tLﬁHPI}IbEBE%J
B, MIAETETD
2147483647 , IFZE%#],

name

Fali

String

MITRIERIR, IFNFE, &=
K M%s —F“Zug% E/\EEL)\%
XFLXRFEFL, 3 ~ 64FFF,
jizL:ld
R AAUTE-85Z unicode
fRig.

time_unit

i

String

TRiERYRT R R
ESIER

e SECOND

e MINUTE

¢ HOUR

e DAY
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2 BRI SR i)
remark S String IEREEAFEFREREE
255,
izL
R R AIUTF-88 & unicode
#Rig,
api_call_limits | 2 Integer API,;wgBEr&ﬁ'J%?EEﬂ“EI’\]—/l\API
BEISHRIBIIANREL LR . Z(EAR
Eﬁ%éﬁ%ﬁ%ﬁﬂ%ﬁﬂﬁ%ﬂ, 2N
TABCEN/9200tps, FAFEITRIESE
R RIEBNZ R AENIAECET . 6
NHYBEAR#BID2147483647 , 1E
B,
type & Integer TR IR R
o 1: Efifi, B RYIERIRIESR
HQEIJEAAPII}IL}IE-IIE_JW ﬁ]§
WIERZ IR
o 2: /\¥, %T@Bﬂizﬁtjuw}zﬁ
BRAYER B APIRIZAT Bl A BENS
AR/
e =R
o 1
o 2
enable_adapti | & String BHEIERE:
ve_control e TRUE
e FALSE
TR
user_call_limit | & Integer ARPRERE2I5— 1 APITERT
s KZARE— 1 HPEEHITANREL
J:BE, 1ZM{ET¢_QAP|U|LEBE
HE. MARERBE
2147483647, IEE¥,
time_interval | 2 Integer mEEFNNKEN. 5 “R2
PRENRE BeEER, ®TREMN
AYBIPIAYAPHESRIREL LR . %)
NHYEAR#BIZ2147483647 , 1E
BH.
ip_call_limits | & Integer BIPREIREI 25— 1 APIERT

KZAREENPIHIEANRE L
BE; 12?5(152_ tLAPII}IbEBET’%U
BE. MARERET
2147483647, IFE#,
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RS E
K& 201
2 3-129 IR Body 8%
B8H SHERR U
app_call_limit | Integer APPRERFIZIE—MNAPIFERHE Z HHEEAPP
s BN LR, ZHEAEERFRERS
B, MINAIYERIBIZ2147483647 , IFEHL,
name String MRS RIR. XIFNF, B, #=F, T
%, BRBELAZESGFIFFL, 3 ~ 64FFF,
iBg
R F A AUTF-885Z unicodefRiS .
time_unit String RIZHIAT ) B {5
e =
e SECOND
e MINUTE
e HOUR
e DAY
remark String MIERBEA K EARBIT 255,
iBg
R R AUTF-88 & unicodeRi
api_call_limits | Integer AP ER T ZIEIH<H—PAPIBEIS IR EAYR
H R . 1ZERBIRAABGETIRS, RFEH
INECER9200tps, FAFAIRIELPRIBE RIERIZ R
;}Eﬁﬂmﬁagmo BWNRMERIBIZ 2147483647 , [FEE
type Integer TR REEAYZEEY
o 1: gﬁﬂj %Tgﬂ EU/MJ'J"H_H]&E’JEAAPLMJI
AYEREIS IR AZ IR,
o 2: /\§=, iTg;BfE:EI:UmJ Eﬁm&E’JﬁﬁﬁAPMlﬁl
B EEEE A = 20 N
KEME:
o 1
o 2
enable_adapti | String EEHEERE:
ve_control e TRUE
e FALSE
B
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28 SR A

user_call_limit | Integer BRREREIZRIE—MAPIERKZRE— ) BF

s BERITANRE LR, 1ZEEAREBITAPIRERS
Ho. MINHYETIBIZ2147483647 , IFEEHL,

time_interval | Integer mERFHNKEN. 5 “RERFIXE BE
FF, TREMATERAIAPIERIRE IR, WA
BOEARIBIZ2147483647 , TEEEH,

ip_call_limits | Integer TRIPREIREIZ2IE— NAPITERHE Z WS IPIH
BRRE LR, ZEEAFEBIZAPIRERFIE. B
NBYEARIBIS2147483647 , TEEEE,

id String TRIEREERYID

bind_num Integer R4 ERIAPIZE

is_inclu_speci | Integer EEE SRR EE

al_throttle o 1: 85
e 2: REE
KE:
o 1
o 2

create_time String ClEEATE

RS 400

2 3-130 L7 Body &%

S8 SR A

error_code String =g

error_msg String IR

KL 401

# 3-131 IR Body 2%

2 SRR iR

error_code String EIRg

error_msg String iR

W&G: 403
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2 3-132 g Body £2%{

' SR A
error_code String e
error_msg String EimimiA

WR&HG: 500

% 3-133 g Body &%

28 SR A
error_code String 2R3
error_msg String His R

BRI

BIE—NRIRERE, APLREREIF800, AFREMRE/500, appii=EfREE/9300,
JEIPREREH79600, ABHE1FY

{
"api_call_limits" : 800,
"app_call_limits" : 300,
"enable_adaptive_control" : "FALSE",
"ip_call_limits" : 600,
"name" : "throttle_demo",
"remark" : "Total: 800 calls/second; user: 500 calls/second; app: 300 calls/second; IP address: 600 calls/
second",
"time_interval" : 1,
"time_unit" : "SECOND",
"type" : 1,
"user_call_limits" : 500

}

Ml iz 73~ 451
RS 201
Created
{

"name" : "throttle_demo",

"create_time" : "2020-07-31T08:44:02.205366118Z",

"remark" : "Total: 800 calls/second; user: 500 calls/second; app: 300 calls/second; IP address: 600 calls/
second",

"type" : 1,

"time_interval" : 1,

"ip_call_limits" : 600,

"app_call_limits" : 300,

"time_unit" : "SECOND",

"api_call_limits" : 800,

"id" : "3437448ad06f4e0c91a224183116e€965",

"user_call_limits" : 500,

"enable_adaptive_control" : "FALSE",

"bind_num" : 0,
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"is_inclu_special_throttle" : 2

}
K&B: 400
Bad Request

{
"error_code" : "APIG.2011",
"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
REEE: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

K& 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
KE/: 500

Internal Server Error

{"error_code" : "APIG.9999",
}"error_msg" : "System error"
W&
K& )%
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
500 Internal Server Error
Hi=hg
5= WHEIRG .
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3.4.2 (BRI oRRS
IHEENA

(BGEE RIERBRNFHER

W

BB
152 AT EABAPI,
URI
PUT /v2/{project_id}/apigw/instances/{instance_id}/throttles/{throttle_id}
* 3-134 BRBH
2% BRI SRR ik
project_id 2 String IRBEID, KBNS iES WIKEUR
BID.
instance_id 2 String SCIID, TEAPIREIEIERY
“SLHIER” HIKREN,
throttle_id 2 String MERBNRS
IBRSH

2 3-135 i53K Header 2%

2 BRI SR i)
X-Auth-Token | & String P Token, @JiAMIAMIRS

$REVA P TokeniZ O5XEY ( MWAZ
& B sLAhX-Subject-Tokenfd

B) .
7= 3-136 153k Body £&%{
28 ERWE SRR fEiA
app_call_limit | & Integer APPREREIZIE—1APIERS
s K2Z RS NAPPIBITRRE £

BE; 1%5(@2‘ fLﬂFﬁF‘muEBE%J
B, MIAETRETD
2147483647, IEZ#,

2024-08-06 80




API MXARSS
AP| &%

3 EZHR API (V2)

SHERE

%S

i

String

THERIEBIR. SFNF, &
X, 85, TH%, BReElE
MHLINFFL, 3 ~ 64FFF,
i5AH
P F R IUTF-88 & unicode
4wiS,

time_unit

String

iERYAd E)ER (i
ES=R

e SECOND

e MINUTE

e HOUR

e DAY

remark

iy

String

MEREEAFEFREARED
255,
jizl:/c
PN FFYRAUTF-88F unicode
RS,

api_call_limits

]

Integer

APl ERFI 2SR A—API
BEIBHEIAIIAR B LR . iZ(BEA
BERFIANECTIRE], RS2
TABCEN/9200tps, FAFEITRIESE
PR REBZ R ABIABCER .
NBYBEAR#BIT2147483647 , 1E

type

iy

Integer

TSRSV

o 1: Efifi, T RYIERIRIESR
BRAYERNAPLRIEAT B O BESS
AR 2D/

o 2: H=, FRIERIRIER
BERYFT B AP Bl 9 BENE
AR/

KZME:

o 1

o 2

enable_adapti
ve_control

iy

String

RO EMNSRE:
e TRUE
e FALSE
BARFF
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2 BRI SR i)
user_call_limit | & Integer AR REREEE— 1 APITERT
S KZARE— 1 HFPBEAITANREL
J:BE, 1Z§5Z{ET§_JJAP|U|L§BE
HE. MARERBE
2147483647, IEEH,
time_interval | 2 Integer mERHNkEl. 5 ‘A2
PRENRE” BeaER, RREM
ATEPIBIAPIESOREL LR . 5
ANBIEAR#BIZ2147483647 , IE
%%ﬁo
ip_call_limits | & Integer TRIPRERTZE— 1 APITERT
K2ZARBEENIPIBIRANRE L
IR, ZEEREBIZAPIRZRH
B, MIAERET
2147483647, IEEH,
N Rz SE
RSB 200
%= 3-137 i Body %4
2 SR A
app_call_limit | Integer APPREIRFBIRIE—MAPHERH K Z W ENAPP
S BEEYRE LR, ZEEREIHAFPRERT
BH. MIARVEAEIT2147483647 , [EEEE],
name String MIERIEETR, IFNF, =X, #=F, T
%, E,\ﬁ‘él«isﬁﬁﬂﬂ%ﬁ;‘:, 3 ~ 64FFF
iRE
RS ARAUTE-88Z unicodedRA3 .
time_unit String pint = ol pf 1L v
e =
e SECOND
e MINUTE
e HOUR
o DAY
remark String MR AR F R EARBIE 255,
izl
R RIUTE-88E unicodef®is .
2024-08-06 82




AP| MXARSS
AP| &%

3 E=HR API (V2)

2H SRR iR
api_call_limits | Integer AP ERF 28— APIBEISHRIE AR
H IR . ZEFBIRABAGITIRT, RHRHK
INBCEL/9200tps, FAFRIRIBLIRERIEMIZER
SERRIABCER . MARYBEAREIE2147483647 , 12
.
type Integer IR sRAgAYZEEY
o 1: B, RRIEZIRIEZHRABAIENDAPIREE
ATEIBEIS RIS DR,
o 2: HZ, R RIPERIRIZHRIBIFFBAPIREE
ATEIBETS IR REZ R,
KZME:
o 1
o 2
enable_adapti | String A HEMNSRE:
ve_control e TRUE
e FALSE
BT
user_call_limit | Integer BRRERHZE— M APIEREZ IE— 1 EP
s BELIIRYREL LR, 1ZEBEEBEAPIRERS
H. MINRYBEFIBIT2147483647, IEEH,
time_interval | Integer RERHNREM., 5 “RERFIRE” BS
{F, TREMATERAIAPIERXE LR, @A
HIBEAIEIE2147483647 . 1IEEEH,
ip_call_limits | Integer JBIPEIREI 25— M APIERHE Z SN PiA
ERNRE LR, ZE(EREZTAPIRERGE. #
NBYEFIBIT 2147483647 , IEEEE,
id String EAREEAYID
bind_num Integer ISP ERIAPIZE
is_inclu_speci | Integer =R RERE
al_throttle e 1: 85
o 2: A EE
KZME:
o 1
o 2
create_time String BUFEATE)

W&G: 400
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2 3-138 i Body £2%{

S8 SR A
error_code String EIRg
error_msg String EREA
REEG: 401
7= 3-139 g7 Body 44
2% SR R
error_code String e
error_msg String A
RESE: 403
Z 3-140 QL Body 2%
S SRR R
error_code String EIRg
error_msg String iR
KE&ES: 404
% 3-141 IghZ Body %4
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
& 3-142 l[ILZ Body &3
2¥ SR R
error_code String e
error_msg String IR
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BRI

g Rz7~51

IEe—Ni=sRER, APIREREI/9800, AFIREMRTE 500, appit&RHl#300,
TRIPTREMRHI/9600, BH<A1RD

"name" : "throttle_demo",

"remark" : "Total: 800 calls/second; user: 500 calls/second; app: 300 calls/second; IP address: 600 calls/
second",

"type" : 1,

"time_interval" : 1,

"ip_call_limits" : 600,

"app_call_limits" : 300,

"time_unit" : "SECOND",

"api_call_limits" : 800,

"user_call_limits" : 500

RSF8: 200
OK
{

"name" : "throttle_demo",

"create_time" : "2020-07-31T08:44:02.205366118Z",

"remark" : "Total: 800 calls/second; user: 500 calls/second; app: 300 calls/second; IP address: 600 calls/
second",

"type" : 1,

"time_interval" : 1,

"ip_call_limits" : 600,

"app_call_limits" : 300,

"time_unit" : "SECOND",

"api_call_limits" : 800,

"id" : "3437448ad06f4e0c91a224183116e€965",

"user_call_limits" : 500,

"enable_adaptive_control" : "FALSE",

"bind_num" : 0,

"is_inclu_special_throttle" : 2

}
K&MB: 400
Bad Request

{
"error_code" : "APIG.2011",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
REB: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
RE&E: 403
Forbidden
{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}
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RE&E: 404
Not Found

{
"error_code" : "APIG.3005",

"error_msg" : "Request throttling policy 3437448ad06f4e0c91a224183116e965 does not exist"
}

R7&1E: 500
Internal Server Error

{
"error_code" : "APIG.9999",
"error_msg" : "System error"

}
REB
RSB )%
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
==
B2 EIRB.
JZ5 10
3.4.3 ﬂﬂuﬂl \;ﬁ I%mﬁ
INEENA
HBREERTRITRES, MRIZRIERIESAPIRIFREHEXRR
BB
152 AaERBAPI,
URI

DELETE /v2/{project_id}/apigw/instances/{instance_id}/throttles/{throttle_id}
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* 3-143 I823¥
84 =AWk SRR faR
project_id 2 String IRBID, XREVGN1ES WIRENIR
HID,
instance_id 2 String SEID, TEAPIRIKIESIEHY
“SCHNSE” HIREN.
throttle_id ! String IR ERNRS
BREH
% 3-144 153K Header %
2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, @iZiERIAMIRSS
SREXFIF TokeniZOFAEY ( MARL
JEESLAX-Subject-Tokenfd
B) .
TR SEL
REB/: 401
7= 3-145 iz Body %
2% SR R
error_code String EIRg
error_msg String HERfAR
RE/: 403
7= 3-146 i Body S
2% SRR iR
error_code String EIRS
error_msg String HEiRfAR

WK&MG: 404
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2)

2 3-147 lgR Body 2%

28 SR )%
error_code String =g
error_msg String Ei=EA

REM/: 500

7= 3-148 lghi Body %4
S8 SR A
error_code String EIRg
error_msg String EiREA

=Rl
7

il iz 73~f51

REB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

REB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

RE&E: 404
Not Found

{

"error_code" : "APIG.3005",
"error_msg" : "Request throttling policy 3437448ad06f4e0c91a224183116e965 does not exist"
}

K& 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}
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REB
RSB )%
204 No Content
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
BI=
B2 EIRE.
3.4.4 BEHRIERIESIZER
INRENA
BHAERIERIEEER
BB
B2 AEEAAAPIL,
URI

GET /v2/{project_id}/apigw/instances/{instance_id}/throttles

% 3-149 IRRSH#

2H BE W% SRR ik
project_id 2 String IREID, 3RENSiES WIRER
8ID,
instance_id 2 String SCEIID, TEAPIMEISEISRY
“SCHIER” HIKREN,
Z 3-150 Query 3#
el BEWI% SRR R
offset & Long RigE, ErMNLRBEFRE

19, WEE/\FO0RY, Brhikik
A0
REE: 0
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2 BRI SR i)
limit S Integer BRETHNZEHE, £BH=
INFETFORY, Bnbigitle20,
LEHEAT 50087, BEhitis
3500
=IME: 1
B=A{E: 500
Hhe&E: 20
id & String RIS RS
name & String TIEREE TR
precise_search | & String IEEEERALE TS HEZ
R, BEf}3Z#name
BRESH
2 3-151 153K Header 2%
S =A%k SHLR iR
X-Auth-Token | 2 String HRFToken, @Ei3ERIAMRS
SXEYFEF Token#Z [5KEY (MR
iEEsLrhX-Subject-Tokenfd
B) .
IR S5
REES: 200
%= 3-152 i Body %4
2 SRR iR
size Integer RIXREIIFIFKE
total Long EEHAICRE
throttles Array of RXERRIRITRIZREZSIZE

Throttlesinfo
objects
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2 3-153 Throttlesinfo

2H SHE

ik

app_call_limit | Integer
S

APPREIRFBIRIE—1MAPHER K Z W ENAPP
AR LR, ZEERBIREF SRS
B, MABEARIBIE2147483647 , IEERH,

name String

MIERIEEIR. XIFNF, B, #HF, T
g\%; ER%ED)\%Y*D?X?F%; 3 ~ 64??&0
jizLils

ARG AR UTF-8 & unicodeRL .

time_unit String

stz NI E2kiva
zE:

e SECOND

e MINUTE

e HOUR

e DAY

remark String

MIE R A FARERBE 255,
1583
P F R IUTF-88¢ 2 unicodedREg

api_call_limits | Integer

APl E PRHI R EEHS A— T APISEISHIHITANR
R, %ZEFEBIRRIAECTIRE, RSN
INECE/9200tps, FAFRIRIESEFRBZ ez E
g?ﬁ%ﬁﬂ%ﬁ o BINRYEAHEIZ2147483647 , 1EEE

type Integer

TIERESAYZEEY

o 1: Hili, BRIEZRIZRISAIRNDAPIRIE
BBl NREIBHIRAEZ /K .

o 2: HZ, RRYPERRIERISHIFFIEAPIRIE
At BB HIRAAZ /R,

KA

o 1

o 2

enable_adapti | String
ve_control

EATEMSRE:
e TRUE
e FALSE
BRI

user_call_limit | Integer
s

BRRERsI2IE— M APIERHEZ RE— B
BEIIARIRE LR, ZHEREIIAPIRERE!
B, BINREAFRBIZ2147483647 , 1IEEH,

time_interval | Integer

mERFNIREN .. 5 “RIBREIXE BE
/A, TREMAFERIAPISIORE LR, WA
AOBEARBIT2147483647 , IEEE%,
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28 SR A
ip_call_limits | Integer RIPREIREI2IE— NAPIERHS Z WS IPIH
BRRE LR, ZEEAFABIZAPIRERFIE, B
NBYEARIBIS2147483647 , TEEEE,
id String I REEAYID
bind_num Integer TIRSERIAPIE S
is_inclu_speci | Integer Pty =X ST i =1
al_throttle o 1: B2
o 2: A EE
e=F
o 1
o 2
create_time String ClEERTE)
RS 400
% 3-154 IR Body 244
S8 SR A
error_code String EI=A3
error_msg String EREA
RE&E: 401
%= 3-155 g Body %4
2 SR iR
error_code String e
error_msg String IR
KE&MS: 403
% 3-156 MK Body 244
S8 SR A
error_code String =3
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iBERTA

N Rz 7~

2H SR iR
error_msg String His iR

KEB: 500

# 3-157 i Body %4

S8 SR A

error_code String e

error_msg String His iR
¥

WR&E: 200
OK

"total" : 1,
"size" : 1,
"throttles" : [ {
"name" : "throttle_demo",
"create_time" : "2020-07-31T08:44:02.205366118Z",

"remark" : "Total: 800 calls/second; user: 500 calls/second; app: 300 calls/second; IP address: 600 calls/

second",
"type" : 1,
"time_interval" : 1,
"ip_call_limits" : 600,
"app_call_limits" : 300,
"time_unit" : "SECOND",
"api_call_limits" : 800,
"id" : "3437448ad06f4e0c91a224183116e€965",
"user_call_limits" : 500,
"enable_adaptive_control" : "FALSE",
"bind_num" : 0,
"is_inclu_special_throttle" : 2

1]
}

REFB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
WK&B: 401

Unauthorized
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{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"
}
R&ES: 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
R7589: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
RSB
RSB ik
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
500 Internal Server Error
L
B2 =D,
3.4.5 BEERIERIRFERE
ThEeN B
BEIEEMERIBRIFAER .
BRGE
152 IAaAFAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/throttles/{throttle_id}
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% 3-158 IR12BH
S =RWIE SR 1)
project_id 2 String IREID, RENGiES IIREIR
HID,
instance_id =2 String LD, TEAPIMEIEHIEHY
“SLHNER” HIREN.
throttle_id 2 String MIERERS
BRkSH
K 3-159 {53k Header 2
2% =Rk SR A
X-Auth-Token | & String HRFToken, EiZiERIAMIRS
SREXEB A TokeniZFKEY (MR
jE B sLrhX-Subject-Tokenfd
B) .
D)2
RSB 200
7= 3-160 gLz Body %4
¥ SR iR
app_call_limit | Integer APPRRERFIRIE— 1 APITERHK Z AN APP
S BIEEYRE LR, ZEEREITHAFRERS
B, MNRBEFRIBIT2147483647 , [EEH,
name String TR RIR. XX FE, BEX, #=F, T
éé% E./\EELX%Y*DIR%?F%, 3~ 64??%0
iRE
FR AR UTF-887& unicodedRig .
time_unit String RIERIET B B f5L
KA
e SECOND
e MINUTE
e HOUR
o DAY
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SH

SHRE

i

remark

String

MR RE AR EAEIZ 255,
Lol
R F AR UTF-8T & unicodemiL

api_call_limits

Integer

AP ERFZ2IEFT<A— N APIBEE#EIH1EIA0R
H IR, ZEREBIRFIANEETRE, KFE2K
INEC&/9200tps, AP ARIELIRMERIERUZER
iﬁfh@ﬂgmo ENAYEAIBIS2147483647 , IEEE

type

Integer

I)Il:?-‘-"‘r‘r HQEIJ*E:

o 1: Hil, BRIEZRIZRIZAIBRNAPIRIZ
ATEIABETS MR K.

o 2: :/‘j\:?, i@TﬁBfﬁéu/;lﬁﬁ'—hm&ﬂﬁﬁﬁﬁAP|u|u}:|:
AENRERR IR Z R .

KA
o 1
o 2

enable_adapti
ve_control

String

user_call_limit
S

Integer

BRREREZIE— M APIERKZRE— ) BF
BERITANREL LR, 1ZEBEAEBIZAPLRERS
B, MAREARIBIS2147483647 , IEEH,

time_interval

Integer

mEEHNREM, 5 “RERFIRE” BS
EA, TRPMATEIRRIAPISERIXE LR, HIA
BBEABIT2147483647 , IEE#],

ip_call_limits

Integer

BIPRERGIZIE—PMAPIERHK Z RIEE PG
SRR LR, ZBEFBIZAPIRERFIE. @
NIYEARBIT2147483647 , TEEEE],

id

String

I)II}FH’-‘?BQEIJI D

bind_num

Integer

mu.jr gBEE’JAP@QE

is_inclu_speci
al_throttle

Integer

E’a SRR ECE
28
o 2: 7EE
ESIER
o 1
o 2

create_time

String

ellfEihglE)
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RS 401
2 3-161 Ui Body 2%
S8 SR A
error_code String EIRS
error_msg String HEiRfAR
KEME: 403
Z 3-162 i Body 2#{
2 SR R
error_code String EIRg
error_msg String HIRfEA
RE&E: 404
7= 3-163 iy Body %
2% SR R
error_code String e
error_msg String IR
RS 500
7= 3-164 lghi Body %4
S8 SR A
error_code String =3
error_msg String EREA
=Rl
7
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i Rz 73~5
K&[L: 200
OK
{

"name" : "throttle_demo",

"create_time" : "2020-07-31T08:44:02.205366118Z",

"remark" : "Total: 800 calls/second; user: 500 calls/second; app: 300 calls/second; IP address: 600 calls/
second",

"type" : 1,

"time_interval" : 1,

"ip_call_limits" : 600,

"app_call_limits" : 300,

"time_unit" : "SECOND",

"api_call_limits" : 800,

"id" : "3437448ad06f4e0c91a224183116e€965",

"user_call_limits" : 500,

"enable_adaptive_control" : "FALSE",

"bind_num" : 0,

"is_inclu_special_throttle" : 2

}
REE: 401
Unauthorized

{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
R&[G: 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
REB: 404
Not Found

{
"error_code" : "APIG.3005",
"error_msg" : "Request throttling policy 3437448ad06f4e0c91a224183116e965 does not exist"

}
R7&SFS: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}

N

REES 1R

200 OK
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RSB )%
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
IEL
B2 EIRB.

3.5 EZfiz-API EIE

3.5.1 €l API

INEEN4A
WII—1APL, APIRI—1ERSSEEO, BRRIARSSEES -
API ARERD, S—EPH AHEMAPHERENAPEEIO, EX T7HEAEWNMARXD
APl, EEZEPHHEIDAPHZEE, BHAPHRHEE X PMAPINESRIEIRER, EXT
APIRKINaIEIBAIESLRYEiRARSS . APIRVESLRiRARSS BRisz ity (5
HTTP/HTTPSH R H9webfSik. GRPCigiR . BRETIER. MOCK,
ARGE
152 ILAalAFAPI,
URI
POST /v2/{project_id}/apigw/instances/{instance_id}/apis
% 3-165 R1ZBH
B8 =E W% SR R
project_id = String IREID, 3KREVANiEZS WIREIR
8ID,
instance_id 2 String SEIID, TEAPIRKIEFIEHY
“SENER” F3REN,
2024-08-06

99




API MXARSS
AP| &%

3 EZHR API (V2)

IERSH

2 3-166 153K Header 2]

2%

Rk

SHERE

ik

X-Auth-Token

=
=

String

FAFToken, @BiZiARIAMARS
YREXFE A TokendZ OFREY ( MaR
JHESLEX-Subject-TokenHY
B) .

# 3-167 153K Body S

2%

BRi%

SHERE

%S

name

=
=

String

APIZETR,
IEFENF. =Y. #=F. Ll
%, TR%. = fIAT. P
BATE/NMNESTNES. XHiE
X THRS, BHREELAZRN . X
FHHFEFL, 3-2550F .
B8
R F AR UTF-8aZ unicode
#RET,

type

i

Integer

APIZEEY

e 1: NBAPI
o 2: FABAPI
WHE:

o 1

o 2

version

iy

String

APIBIRRZA
BAKE: 16
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SH

SHERE

%S

reg_protocol

String

APIRGIER MY
e HTTP
e HTTPS

e BOTH: [ERISZIFHTTPO
HTTPS

e GRPCS
tha&{E: HTTPS
KEME:

e HTTP

e HTTPS

e BOTH

e GRPCS

req_method

ali

String

APIRNIESR R, HAPIRYIEKID
WHAGRPCEEWMYAHBE R
EEHPOST,

ESI=R

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

req_uri

i

String

Bk, TS EERSE,
F{#xR, tban/getUserinfo/
{userld}, SZ¥F*/ %- _. 45
BERS, BKEA#EES12, B
HEURIFE .,
ialil]

FBIRMURIIE .
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SH

SHERE

%S

auth_type

String

APIFSIAIES =

e NONE: FIAIE
e APP: APPIAIE
o IAM: IAMIAIE

e AUTHORIZER: BEMNIA
iF, Hauth_typeEUEN
AUTHORIZERAY,
authorizer_id=2EEUEN

HAPIFIIBR MY IGRPCEELRY
AFFEEMINILE,

ESIEE

e NONE

e APP

o |IAM

e AUTHORIZER

auth_opt

1y

AuthOpt
object

UNISE¥—

cors

iy

Boolean

EEXFEE

e TRUE: E#F

e FALSE: F%iF
The(E: false
KEME:

e true

e false

match_mode

1y

String

APIRYILECTS U
o SWA: BIZRILED

e NORMAL: IFEUTE ( #3d
PTEZ ) ZXiA: NORMAL

KA
e SWA
e NORMAL
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SH

SHERE

%S

backend_type

String

IEE S
e HTTP: web/Fif

e FUNCTION: EEIT{ER,
Lbackend_typeEVHES
FUNCTIONRY, func_info=¢
ERWITEN

e MOCK: EHINE, =
backend_typeEY{EIMOCK
B, mock_infoFERUATUEN

e GRPC: grpcfaim
ESER

e HTTP

e FUNCTION

e MOCK

e GRPC

remark

iy

String

APIHEIR , FRAKEARIBII255
i5iBE
X FAUAUTF-88 & unicode
#RED,

group_id

String

APIFTERIDBIRS

body_remark

0N | FO

String

APIERAINA, AILARIERIK
. BERSEE, SHEER.
FRHA<EAEIZ20480
iR
PN FEFYRAUTE-88F unicode
T

result_normal
_sample

iy

String

ERMRIRE, #AAPIRIIESR
REEE ., FHRKEARBT
20480
1588
B G RAUTE-8aF unicode
Imhe,
SHAPIBIER MY I GRPCEEELRY
AZHFELE -

result_failure_
sample

i1y

String

LMORERG, HEIAAPINEE
REEER ., ZHKEARET
20480
1588
SR AR UTF-88 2 unicode
4afD .,
HAPIFERIMY IGRPCSEE AT
AIFECE .
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2% Rk ST faiR
authorizer id | & String R EEMIAETZRAID, AP
BRMMAGRPCERIR AT 1
Biim B E XIAIE
tags & Array of RE
strings XIFRN, HF, BN, 1FHEG
S (“#%.:_) , AREYIAHY
Tk,
AUASIF10MREE, R K
BCEMBEA R AR TI2)MEK
API_TAG_NUM_LIMITECE .
BAMKE: 1
BRAKE: 128
response_id B String PEBENNAID
roma_app_id | & String SRR ID
A
domain_name | & String APIGFERBENIFEZ
BHASES
tag & String s
&R, MocEMtagsFER
content_type | & String BRABIEINRE:
application/json
application/xml multipart/
form-data text/plain
A
ESIER
e application/json
e application/xml
e multipart/form-data
e text/plain
mock_info & ApiMockCrea | mock/FimiFiE
te object
func_info & ApiFuncCreat | FRERimIFE
e object
req_params & Array of APIFUIERS#3IFK, APIEKID
ReqParamBa | W AGRPCEEMI AT IFACE
se objects
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2% Rk SR fiEid
backend_para | & Array of APINEIRESHZIZE, APIEXKD
ms BackendPara | i IGRPCEAI AL IFHCE
mBase
objects
policy_mocks | & Array of mockZRA&FimFIZR
ApiPolicyMoc
kCreate
objects
policy_functio | & Array of R TIERRISRIRT I
ns ApiPolicyFun
ctionCreate
objects
backend_api | & BackendApiC | web/gimi¥iE
reate object
policy_https | & Array of webZRIE G inTIFE
ApiPolicyHtt
pCreate
objects
% 3-168 AuthOpt
2% Rk SR fiEid
app_code_aut | & String AppCodefaiZIAIEZERY, {VIE

h_type

auth_type IAPPETAERY, EAIA
JIDISABLE:

e DISABLE: RAHEREZIAILE

e HEADER: FEEZIAIER
AppCodefiiETEHEADER

th&{E: DISABLE
BZE(E:

e DISABLE

e HEADER
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2K 3-169 ApiMockCreate
el =RWIE SR #R
remark B String BRAER . KEABE2551F
&F
%88
FR I UTF-88# unicode
N
result_content | & String IR[EER
version EN String IRAE . FRAIKEAREII64
authorizer_id | & String [EiwBEEXIAUEID
2 3-170 ApiFuncCreate
2% =AWk SR ik
function_urn | 2 String ERIZIURN
remark & String HRER . KEABE2551MF
F
%88
Fh PRI UTF-885 & unicode
4L,
invocation_ty | 2 String ARRE
pe e async: Hi
e sync: [EF
KEME:
e async
® sync
network_type | 2 String XHZ R EIRY R LR ZRH I 2B
o V1: FEVPCRIZZEEHS
o V2: VPCRIZREEHA
KEME:
o VI
o V2
version & String ERELhR A
%@ﬁ%U%URNW@%{F&KE
FHMENRY, BRERAIGHEZRS,
HE(FERREGIZURN
RAKE: 64
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SH

SHERE

%S

alias_urn

String

EREBIZURN

LR EBIZURNFIR SRR
FHMENET, HREGRAISHEZRE,
R&(FRREGIZURN

timeout

]

Integer

APIM XI5 K R imiRSZSHIFEATAT
18, EREIMLRIEADAVIRTERK
#BAYATE 960000, V2ERAHBAT
A8l nT@id LA
backend_timeoutBc &E{&%, T
1&24/Y LR 9600000,

By 21,
BME: 1

authorizer_id

String

BB EMIAIEID

reg_protocol

o | DN

String

RESIRANERIMY : HTTPS,
GRPCS, BROIMEAHTTPS, Biim
B & RIS RN SIGRPCSEY AT
1%EGRPCS,

EREE: HTTPS
HzME:

e HTTPS

e GRPCS

Z 3-171 ReqParamBase

BRIk

SHER

1)

=
E

String

SHEM. KENT ~ 32(ufY
FER, FHEARENFE., ¥
F. %, TH%. ZXES
Bpk, BREEAZTIFFL.

type

i

String

HzsE:
e STRING
e NUMBER

location

ali

String

SHuE
zE:
e PATH
e QUERY
e HEADER

default_value

iy

String

SHEOME
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SH

Iy

&
=

SHERE

%S

sample_value

String

SHRBIE

required

I | N | KO

Integer

BEWIR
=

o 1: =&

e 2: &K

locationIPATHES, required®k
AR, HitthsrequiredBAiA
592

K=E:

o 1

o 2

valid_enable

iy

Integer

AR

o 1: FERIE
o 2: FHEREE
REE: 2

ES IR

remark

iy

String

izl
PN FEEFYRAUTF-88F unicode
T

enumerations

String

SHKEE

min_num

o | DN

Integer

SH&x/IME
SHEEFVFINUMBERRTE Y

max_num

iy

Integer

=
>4

SR INUMBERRTE

W W
&
i
g
i}

min_size

iy

Integer

HRIMKE
HEERIHSTRINGATERL

W W

max_size

i1y

Integer

HEAKE
SR FSTRINGRT BN

W W

regular

i1y

String

TENABE RN
BEASTHF

json_schema

i1y

String

JSON#BEAY
B
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2H BRIk SR fHR
pass_through | & Integer =hEE
o 1: 2
e 2. B
KEME:
o 1
o 2
£ 3-172 ApiPolicyMockCreate
2% BRWIE SR fiR
result_content | & String IR[EER
effect mode |2 String XEARRIRESER
o ALL: HEEEBRM
o ANY: HEE—5KM
KEME:
e ALL
o ANY
name = String KEEFIRBIR. FRFEHEP.
BNFH, éﬂl"?"‘— TRIZZER,
BREEAAR I L
=2I<E: 3
RAKE: 64
backend_para | & Array of BiRs#yE, FiREEA
ms BackendPara | GRPCEIASIFHELE
mBase
objects
conditions = Array of RIRSEHFIE
ApiCondition
Base objects
authorizer_id | & String BiRBEXINENZRBIID, Rig
KRV HGRPCHASIFEIREE
MIAIE
£ 3-173 ApiPolicyFunctionCreate
B8H =AWk SR faR
function_urn | 2 String ERZIURN
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SH

SHERE

%S

invocation_ty
pe

i

String

AR
e async: B£
e sync: [EZ
KA
e async
® sync

network_type

ali

String

XS EERR RO AR SRS B
o V1: JEVPCRIZELEHS
e V2: VPCI£RERHS
ESIER

o V1

o V2

version

i1y

String

ERETRR A

PR EIRIZ URNF R SR ARG
AHMENRT, REGRABHEZES,
RE(FERREGBIZURN

ERAKE: 64

alias_urn

iy

String

EREIBIZURN

L HBZ URNFIRE AR A E
AHMENRT, HREGRAEHEZEE,
QEERREGEIZURN

timeout

iy

Integer

APIRXIEK GinARSSAVERTAY
18, EREIMEIETAVIBTERA
ABATATE) 960000, V2 KiHBAT
A Bl nTE@id LA
backend_timeoutftE{E, o
1E24HY LR /9600000,

B =R,
B/AME: 1

reg_protocol

iy

String

REFIRANERIMY : HTTPS,
GRPCS, BAOIMEAHTTPS, Biim
o B PROIERIMY IGRPCSAET AT
EGRPCS,

FR&(E: HTTPS
zE:

e HTTPS

e GRPCS

2024-08-06

110



API MXARSS
AP| &%

3 EZHR API (V2)

2H BRI SR fHR
effect mode |2 String KERHISRIRHAIET
o ALL: HEEIPEM
o ANY: HBWEE—5FMH
KEME:
o ALL
e ANY
name = String REEFIRBIR. FRIBHEP.
BNFH. HF. TRI&KEAR,
BREEAAR I L
RIMKE: 3
RAKE: 64
backend_para | & Array of BiRs#yE, FiREEA
ms BackendPara | GRPCHIASIFHEIE
mBase
objects
conditions =2 Array of REEEMETIE
ApiCondition
Base objects
authorizer_id | & String EiRBEMXINENRBIID, Rik
KRV HGRPCHASIFEIREE
MIAIE
Z 3-174 BackendApiCreate
B8H B Wi% SR ik
authorizer id | & String BiRBEESMINENRMID, ik
EBRVAGRPCIIA X IF IR B E
SONIE
url_domain & String SiniRSZ a9t

FEMN (IPEkiEE ) fikOSH
By, SREARBIZ255, 189
FHax0 (a0:
apig.example.com:7443 ) , 4
RABiwO, MHTTPSEAIAIRC
57443, HTTPEIAIROASH
80,

XIFMERE, ERNEEE
By, B1NEERAIKENS ~ 32
URIFRER, FRBRRREXF
B, ¥F. &, hriga
B, BREELAZEIFFL
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SH

SHERE

%S

reg_protocol

i

String

BEXRINY, [EiRsEEHGRPCHT
TBRIMY ATIEGRPCS

KEME:

e HTTP

e HTTPS

e GRPCS

remark

iy

String

ik . FRHKEARBII255

1548
R F RS UTF-887 & unicode
4TS o

req_method

fali

String

BRLI, FinEBIGRPCAY
BERAHEEHIPOST
KEME:

o GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

version

iy

String

web[FimRhRA, FAAKERED
16

req_uri

i

String

Bkttt , AL EIERSE,
B{#x®R, tktn/getUserinfo/
{userld}, Z¥F*/ %- _. 545
B%ER, BREAEES12, B
HREURIFEE,
YIINETE, FRTESS
B, BN ZEZRKERN3 ~ 32
NHIFRTER, FRHRAREYE
8. #=F. fhlk. To&LA
B, BREELAENTFFL,
i)

EEIRMURIILE
[EimZEE A GRPCATIE K ittt [
EN/
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SH

SHERE

%S

timeout

i

Integer

APIRXIEK [GiRARSSAVERTAY
8, ExARBATHTE) ] @IS SLf4s
backend_timeoutFt &4,

a]{&eaY_EPR/9600000,

B =R,

=BIME: 1

enable_client_
ssl

i1y

Boolean

EAFREREIAILE

retry_count

iy

String

BEREIHIRSHIEIRE, BA
73-1, BEI[-1,10],
BizEH-18, BESHEOSE
HR, IERENFREEIR.
POST, PATCHAZNIERES;
GET, HEAD, PUT, OPTIONS
MIDELETEEiE AESEN.
EREE: -1

vpc_channel_i
nfo

iy

ApiBackendV
pcReq object

VPCEBIEFS
vpc_channel_status = 1, MiX
1objectZEBIHMMEER

vpc_channel_s
tatus

iy

Integer

BAERVPGEE

o 1: {EFAVPCIEE
o 2: R{EFVPCIEIE
KZ&(E:

o 1

o 2
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2K 3-175 ApiPolicyHttpCreate

el =A%k ST R

url_domain & String RE&EIRAYENdpoint,
Risie2 (ZkIPibil ) FliwOS4E
i, DRERBII255. &
&m0 (4n:
apig.example.com:7443 ) , 4l
RABixO, MHTTPSEAIAIRO
55443, HTTPEUAROSH
80,
HINMETE, FRANETSE
i, 8MZEFRKEN3 ~ 32
IR=FfER, FRHERRNF
g #=. ‘7. “-7 Hpk,
BReELAZIIFFL

req_protocol | 2 String BRI : HTTP, HTTPS.
GRPCS, [5imsBYIGRPCRIA]
1%&GRPCS
KEE:
e HTTP
e HTTPS
e GRPCS

req_method = String BXA: GET. POST.
PUT. DELETE. HEAD.
PATCH. OPTIONS. ANY, &
%R GRPCAIEIESIPOST
e
o GET
e POST
e PUT
e DELETE
e HEAD
e PATCH
e OPTIONS
e ANY
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SH

SHERE

%S

req_uri

String

Bk, TS EERSE,
FB{#xR, tban/getUserinfo/
{userld}, Z¥F*/ %- _. 45
BERS, BIKEA#EES12, B
HEURIFE .,
YITETE, FRANETE
if, BN TERRNKER3 ~ 32
=R, FHREHENF
. HZF. Pk, TRI&kA
B, BREELAESIFF L,
izl

E=ERMURILE
[Ei% 2RI GRPCATIE Kttt E
TN/

timeout

iy

Integer

APIMKiE3R SRR SS AIBRTET
18, ExABATATIE) TS SLAI4E
tbackend_timeoutEeEEM,

aJ{&AY_EPR /9600000,

B =/,

B/ME: 1

retry_count

iy

String

BEREIHIRSHIEIIRE, BHA
7-1, BEI[-1,10],
LizEN-18, BESHEOSE
R, IERENFREER.
POST, PATCHAENIERES;
GET, HEAD, PUT, OPTIONS
MIDELETEEHiEZ AESEN.
REE: -1

effect._mode

i

String

KEARIRIBHSR:

o ALL: FHEEEHEM
o ANY: BEE—FMH
WEME:

o ALL

e ANY

name

ali

String

REIEFIRBIR. FRFEHEPX.
BEYFHE. HF. TUEAER,
BREELARN T L,
=IKE: 3

BRAKE: 64

backend_para
ms

i1y

Array of
BackendPara
mBase
objects

Eins#dE, Bimkis
GRPCRIAZIFECE
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Base objects

2H BRI SR fHR
conditions = Array of FIREMHFIE
ApiCondition

iy

authorizer_id

String

BiRBEEANEESRIID, BiF
AV GRPCHIIA S IF AR A E
MIAUE

iy

vpc_channel_i
nfo

ApiBackendV
pcReq object

VPCEEFE.
vpc_channel_status = 1, MiX
1objectZERIMERER

iy

vpc_channel_s
tatus

Integer

=RFERVPCGEE
e 1:{FERAVPGEE
e 2: RAERVPGE
KEME:

o 1

o 2

&l

2 3-176 BackendParamBase

2H BRWIE

SHERE

origin =

String

4: REQUEST
E3#H: CONSTANT
o RFHSE: SYSTEM
Mzs(E:

e REQUEST

e CONSTANT

e SYSTEM

i

name

String

SHER, FRHEHREXF
. HF. PR%L. TL%k. =
i’@%—éﬂﬁt, BREELIENFF
=RIKE: 1

BRAKE: 32

i1y

remark

String

iR, ZRHKEABIE255

izl
PN FEEFYRAUTF-88F unicode
T
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2 BRI SR i)
location =2 String SHIE: PATH. QUERY.

HEADER
zE:
e PATH
e QUERY
e HEADER
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SHERE

%S

String

SHE., FHREABIZ255
originZ£3AREQUESTHY, Itt=
E{EAreq_paramshHIS &
FR;
originZ 31 JCONSTANTRY, Itk
FRENSHEIENE;
originZEBIASYSTEMET, Ib=F
BREANRFZSHER, ZHSH
DHAMERNESH . FHAES
HHEIRAESE, Hapiglins
ZEINMEAXABESOAIERT,
ALUESRIRIANESE, Hapi
AREEWALER, afLUESRiR
INIES
XN ESEEVERITRE X :
e $context.sourcelp: APIiEF
EHiEEE

e $context.stage: APLERBHY
EPEE

e $context.apild: APIAYID

e S$context.appld: APIERZE
AYAPPIIZRID

e $context.requestld: X
APIER%RIEKID

e $context.serverAddr: [
RliFEEE kil

e $context.serverName: %
AYIRRSS 2R RIR

e $context.handleTime: AR
APIiEFBRYAb IR 8]

e $context.providerAppld:
APIRBERINAXNRID, &
AZHHER

BIRIAIESEENE: LA

“$context.authorizer.frontend.

7 REI, NBEEEXINER

WBERERNSENaaa, P4

LWFERIES

$context.authorizer.frontend.a

aa

BIRAESEEVE: LA

“$context.authorizer.backend.

7 REIE, NBEEEXINER

WEERERSENaaa, A

L=FEHES )

2024-08-06

118



API MXARSS
APl &

3 EZHR API (V2)

SH BRWIE

SHERE

%S

$context.authorizer.backend.aa
a

£ 3-177 ApiConditionBase

2% BRIk

SHER

%S

reg_param_na | &§
me

String

KEARNBERSHIREBIR. K
RN paramBd ik

sys_param_na | &
me

String

RASH-MNIXARESEHZIR
FREER ysystemBT bk,
FLATSH
e req_path: &K=,

a0 /a/b

e req_method: &K%,
GET

e regPath: EKIERR, KF.
an /a/b

e reqMethod: &K%, &
o o0 GET

WEHME:

e req_path

e req_method
e reqPath

e reqMethod

iy

cookie_param
_hame

String

COOKIESHIATR, RIEEEN
cookieRw4isE

BMEE: 0

BRAXEKE: 255

iy

frontend_auth
orizer_param_
name

String

RESH-BIRIAIESEZTR,
FA&ZEE Hfrontend_authorizer
B wAiE, BUURIAIESEZFRLA
"$context.authorizer.frontend."
FREBRNBIS. BHIa0, BiimIAIE
SHEFRHuser_name, H0LED
=h
$context.authorizer.frontend.us
er_name,
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SH

SHERE

%S

condition_typ
e

String

REESM

e exact: #BIJITHED

e enum: &

e pattern: IEM
HRE§EAgparam, system,

cookie, frontend_authorizerfd

WEHME:
e exact
e enum
e pattern

condition_orig
in

Fali

String

SRERSEY
e param: ¥

e source: JRIP

o system: RRSH-MEXAE

2H

e cookie: COOKIEE%{

e frontend authorizer: Z%Z&

H-FIRIAESE
ESIEE
e param
e source
e system
e cookie

e frontend_authorizer

condition_val
ue

ali

String

RIEE. RE§EE Iparam,
source, cookie,
frontend_authorizerfg W18

Z 3-178 ApiBackendVpcReq

2%

Rk

SHER

%S

vpc_channel_
proxy_host

GBS
[=]

String

LEEEMN

vpc_channel_i

d

=
=

String

VPCEIE!

(m
E:
dio
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Nl fiz 22
K& 201

% 3-179 Qi Body ¥

2% SHE

i

name String

APIZFR,
TIENF. BXY. #H=F. P&k, To&k. =,
FMT. PEEXTRIMESIIES .. PXIER
TS, BREEAENX . XNFHEFFFL,
3-2551MFF
iBE

ARG R I UTF-8E unicodeRL .

type Integer

APIZEEY

e 1: NEAPI
e 2: TABAPI
e =

o 1

o 2

version String

APIFIRRZAR
RAKE: 16

reg_protocol | String

APIBGIESRIMY
e HTTP

e HTTPS
BOTH: EIRISZ3FHTTPFOHTTPS
e GRPCS
tREE: HTTPS
W=E:

e HTTP

e HTTPS

e BOTH
GRPCS
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SH

SHRE

i

req_method

String

APIFNIERAT, HAPIRIEKRIMYAIGRPCIEE
WANER G EESHPOST,
IESIER

o GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

req_uri

String

kit . ATLABAEEREE, BRR, thal/
getUserinfo/{userld}, #F*/ %- _ . S45%=F
%, BRERBIE512, BFRUREEE.,
588

FERMURIELE

auth_type

String

APIESIAIES =

e NONE: FIAIE
e APP: APPIAIE
e IAM: IAMIAIE

o AUTHORIZER: BREMIAIE, Zauth_typeBYX
{EAAUTHORIZERREY, authorizer_id==E&WAR
(DN

LAPIHIIER MY SIGRPCEEII A IFEREIIA
.

e =R

o NONE

e APP

e IAM

e AUTHORIZER

auth_opt

AuthOpt
object

INEB NS
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SHRE

Boolean

fEiA
B SIFIEIE

e TRUE: ¥F

e FALSE: X%
TReE{E: false
WaME:

e true

e false

match_mode

String

APIRYPLEE 5=
o SWA: giZZ[ITHEC

e NORMAL: IFEITE (4EXI0TE ) BAA:
NORMAL

EE:
e SWA
e NORMAL

backend_type

String

[EimzEEY
e HTTP: webSi%

e FUNCTION: HRET{ER, Zbackend_typeBX
{EIFUNCTIONAY, func_infosrERWAUEN

e MOCK: 1&EHIRIGiR, Zbackend_typeBYE
MOCKHET, mock_infozRERIAEN

e GRPC: grpcfaim
KZME:

e HTTP

o FUNCTION

¢ MOCK

e GRPC

remark

String

APliiA , ZFHEABIF255
1588
Y A RAUTE-85 & unicode Rl

group_id

String

APIFRERIDHRS

body_remark

String

APIBERINEIR, BAILARIERARG) . RIRSERY |
SHEFEEE . FRHRKEARBIZ20480
iBE

AR F AR UTF-8E unicodesRiL .

result_normal
_sample

String

IEEMRRG, EARAPINIEEIREIEE . FHFK
EA#81320480
izl

S F AR UTF-8Z unicodeRL .
LAPIHIIERIMY I GRPCEBIFI AT IFECLE -
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SH

SHRE

i

result_failure_
sample

String

LMOREIRG, EIAAPIREIREIEE . FHFK
FEAB1220480
izl

Y FE AR UTE-88E unicodeRi .
BAPIFYIERIMY JIGRPCEBIII AT IFRIE

authorizer_id

String

BT EESMINENERMID, APISKRIMYIGRPC
ERIRF RS IFRTIRE E X IAILE

tags

Array of
strings

RS o

SRR, HF, P, HHES (4% ) ,
BRegAR S L,

EOAZIFIONMRES, WY KBCANSEXRRAL
FEIMESAPL_TAG_NUM_LIMITECE .
BIME: 1

RAKE: 128

response_id

String

PHBENXNRID

roma_app_id

String

EERNARID
EASHF

domain_name

String

APIZBERI B RE X I8
EASTHF

tag

String

&

FEFT, 5EERMtagsFrR

content_type

String

ERABETEE:
application/json application/xml multipart/
form-data text/plain

BAYSs

IESIER

e application/json

e application/xml

e multipart/form-data
e text/plain

id

String

APIfRS

status

Integer

APHRZS
e 1: B

arrange_neces
sary

Integer

A hami

register_time

String

API;EARAT )

update_time

String

APZEZRTE]
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2% SR fik
group_name | String APIFfTE 4B FR
group_version | String APIffTlE 5 4BRYMR A
BRUAVY, HARRAE A
REE: V1
run_env_id String EHRITIERS
FEZINEMICRE, KMERSZERREHF
run_env_nam | String EIHEHIIREZIR
€ FEZNEMICRE, MERTRZEREHF
publish_id String EMICRRES
FEZNEMICRE, KmicRRESZBA IR
publish_time | String A FATiE
FEZNEMICR, AmiTEZER R
roma_app_na | String APIA/ERVE R FHZFR
me RS
ld_api_id String HAPIHEIRABEX EinhY, MNAIBENX Ein
APIfRS
BHAHF
backend_api BackendApi webFiFiFlH
object
api_group_inf | ApiGroupCo | apip¢H{EE
o] mmonlinfo
object
func_info ApiFunc R TIEREIRFE
object
mock_info ApiMock mockgiRiEE
object
req_params Array of APIRIIERES#IZ%E
RegParam
objects
backend_para | Array of APIRYRiRES#3IER
ms BackendPara
m objects
policy_functio | Array of R TIERRIEEiRSIE
ns ApiPolicyFun
ctionResp
objects
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2% SR fEiA
policy_mocks | Array of mock & FinmZ

ApiPolicyMoc
kResp objects

policy_https Array of webZk & FimyIZE
ApiPolicyHtt
pResp objects

2= 3-180 AuthOpt

e SHRT R
app_code_aut | String AppCodefE ZIAIEZEEY, {XTEauth_typeJAPPHY
h_type 438, BRIAJIDISABLE:

e DISABLE: AFFEEZIAILE
e HEADER: FEEZIMEEAppCodefIEE

HEADER
fR&{E: DISABLE
KZME:
e DISABLE
e HEADER
Z 3-181 BackendApi
2% SRR g
authorizer_id | String FBimBENINENRHID, FinEE9GRPCHIAR
X FEiR B ESIAIE
url_domain String [EimARSSRIHEIE .

BEN (1PskidE ) MisOSE/, SHKERE
255, & AEHIRO (40:
apig.example.com:7443 ) , ¥IRARSix0, T
HTTPSERAIRS /443, HTTPEUAIROSH
80,

YIHIETE, FARETEN, 81MEERRN
KEN3 ~ 32UNFFHFER, FHEHRNFE.
#}F. Tz, PllZEk, BREELAZEIFFL
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2 SRR A
req_protocol | String BEKIMY, EimzEEIGRPCAIEK MY ATiE
GRPCS
KEME:
e HTTP
e HTTPS
e GRPCS
remark String A, FRREARBIZ255
jizLils
RS ARAUTE-88Z unicoded®A3
req_method String BERAR, BiEEEHGRPCATERAREESN
POST
W&E:
o GET
e POST
e PUT
o DELETE
e HEAD
e PATCH
e OPTIONS
o ANY
version String webFimhRA, FAHKEAREZ16
req_uri String iEkitbll, TLABEIERSE, BIRR, tban/
getUserinfo/{userld}, #F*/ %- _ . S4&5%=F
%, RKEREIE512, BiERURIEE.,
YIFHIRTE, FRNETEN, 81TE31Y
KERN3 ~ 32(MFHFER, FRABRENFE.
HF. PRk, THI%ER, BRELATSFF
L,
iRE
EERMURFLE
[GiRZEEY AGRPCRTIE R ML EE S/
timeout Integer APIMXIEK G imARSSHIERTATE) . ExAREATHYIE]
B SLAFEbackend_timeoutBcE(E2Z, B
1&2289_EFR /9600000,
B =,
=/AME: 1
enable_client_ | Boolean EEFBENEIAIE

ssl
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2H SR iR
retry_count String EREHRRSIVEILIRE, BAS-1, BE
[-1,10],
HizEH-10, BERNEOSEHX1R, EREDN
=&, POST, PATCHEZERIERSE; GET,
HEAD, PUT, OPTIONSHIDELETEESENEE
19,
HRaEE: -1
id String A=
status Integer RIS
o 1. BN
register_time | String pE 23R IE]
update_time | String {&ATiE)
vpc_channel_i | Vpcinfo VPCIEIEF1E . N8R vpc_channel_status =1, N
nfo object X objectZEEUNMERR
vpc_channel_s | Integer ERFERVPCEE
tatus e 1: {FRAVPCEE
o 2: R{EAVPCERE
2 3-182 ApiGroupCommonlnfo
8% SHEE iR
id String =
name String API>tHZFR
status Integer RZE
o 1: BN
KZME:
o 1
sl_domain String E8 0 N ol 1 14
register_time | String ClIEERTE)
update_time | String IR 8]
on_sell_status | Integer EEELR=EE:
o 1: B2
o 2: REZE
o 3: HZH
B
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28 SR A
url_domains | Array of otH_FERERIMIIIN R YR
UrlDomain
objects
sl_domain_acc | Boolean iR E2EaLAAE, trueRRaJLAGE,
ess_enabled falseR/~"ZZ 11719
TREE: true
2% 3-183 UrlDomain
28 SR iR
id String HE2wmS
domain String Pl Elhe =
cname_status | Integer B cnameRE:
o 1: KRR
o 2: fEHTH
o 3: FEMTELIN
o 4: FENTRW
ssl_id String SSLIEPHRS
ssl_name String SSLIEBZIR
min_ssl_versio | String B/NsSUMMARAS o SZHFTLSV1. 18, TLSv1.2
n ShE{E: TLSv1.1
e =F
e TLSv1.1
e TLSv1.2
verified_client | Boolean EEABEFIREBKE . IE4HEIERT, 1%
_certificate_en SHAEY . AFPEIEBFEtrusted_root_ca
abled BY, BOAFE; SPEIEPAFE
trusted_root_caft, EXIAXF .
el false
is_has_trusted | Boolean EEEEEEMIRIERCA, BEIEREFE
_root_ca trusted_root_cafd /gtrue,
ThEE: false
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2 3-184 ApiFunc

2H SHE

ik

function_urn String

EREIURN

remark String

HAMEE . KEARBEI2551FMF
HiBE
Y A RAUTE-85Z unicode Rl

invocation_ty | String
pe

AR
e async: J£
e sync: [EZ
KEME:
e async
® Sync

network_type | String

XIFERR A AR RS B
o V1: JEVPCRILELRHT
e V2: VPCEEEE
WEME:

o V1

o V2

version String

SRR %R URNFIR SR ARBEHMENDTS, BREIR
W2, RSEREHHIZURN

RAKE: 64

alias_urn String

#0542 URN

éll_lifan%URN%DI:I%SIH&ZFHET%)\ET, EREIAR
2&4‘."%& l:la /\E{ﬁﬁﬁ @DJ%URN

timeout Integer

APIRKIE K RimARSZHIERTATIE . EREIMLEEHE
FVI1B R K#BATATE 60000, V2ERAFBRIATIE]
BiEIT e B4 backend_timeoutFR B, B
&2/ _EFR 9600000,

B =2,

=B/ME: 1

authorizer_id | String

[FiwEESMIAIEID

reg_protocol | String

REEiRIEIRIMY: HTTPS. GRPCS, BRAE
AHTTPS, aiiwECEPANEKIMY SIGRPCSAIE]
EGRPCS .,

TREE: HTTPS
ESIEE

e HTTPS

e GRPCS
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2% SR fHiA
id String R=
register_time | String EARATE)
status Integer [EimIRS
e 1: BN
update_time | String e GRIE]
Z 3-185 ApiMock
2% SR fiHiA
remark String HRER . KEFBE2551MNFR/F
588
PR AUTF-88F unicodeswig .
result_content | String IR[E)4ER
version String IR . FRAKEAEIL64
authorizer_id | String [EiRrEEMIAIEID
id String Re
register_time | String EARATE]
status Integer [EiRIR7S
o 1: BN
update_time | String ERER]E]
£ 3-186 RegParam
2 SR A
name String SHEWR. KEHN ~ R2MNFFE, FEEH
HBNFE. HF. PH%E. THE. ZXaSE
B, BREELAZIFL,
type String S¥RE
ESIER
e STRING
¢ NUMBER
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SH

SHKE

i

location

String

SHIVE
=ME:
e PATH
e QUERY
e HEADER

default_value

String

SHEROAME

sample_value

String

SHTBIE

required

Integer

I

locationIPATHRY, requiredBiNA1, Hithiz=2
required2KIAJ92

KZME:
o 1
o 2

valid_enable

Integer

EREREE

o 1: FERIE
o 2! AHEBERKE
RE(E: 2
WEME:

o 1

o 2

remark

String

HIXMEE . KEFBE2557FFF
1583
R A RIIUTF-88) & unicodedmfid o

enumerations

String

SHWEE

min_num

Integer

SHR/IME
SHZERHINUMBERITER

max_num

Integer

SHEKE
SEZERHINUMBERITER

min_size

Integer

SHERIKE
SEERIHSTRINGETB R

max_size

Integer

SHBEAKE
HEERIHSTRINGHI B

W W
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SH SHRE

i

regular String

IEM#5a M
BEAHF

json_schema String

JSONTEEHLNY
BEASST

pass_through | Integer

EaIBE
o 1: 2
e 2! &
ESIER
o 1
o 2

id String

SHIRS

& 3-187 ApiPolicyFunctionResp

28 SHE

filig

function_urn String

EREIURN

invocation_ty
pe

String

B AR

e async: B

Fv
e sync: [E%
ESIER
e async

® sync

network_type | String

X RR I LR BRI ST
o V1: JEVPCRILZEEHS
o V2: VPCRIZZZEHS
WIZ(E:

e V1

e V2

version String

SR ER!E URNFIR R A BRHMENRT, BREHR

R 2HE, RE(FHRERIZURN
BRAKE: 64

alias_urn String

ERERIZURN

SEREAIZ URNFIRERR A ERHMENRT, REhR

KRN, RERREHIZURN
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2H SRR iR
timeout Integer APIRXIE R G iRARSSAIEATATIE] . ERETMIZEEHA
AV R ABIIATIEIN60000, V2EAHBAIATE
BT S E4E tEbackend_timeoutFe &2, o
1&eZHY LFR79600000,
Bh: =20,
B/AME: 1
req_protocol | String REEIRIEIRIMY: HTTPS. GRPCS, BRAE
JHTTPS, HiimbcEPRIERIMYFIGRPCSATE]
1%EGRPCS
ThE{E: HTTPS
KZME:
e HTTPS
e GRPCS
id String ws
effect_mode | String KEHISRIR A SR
o ALL: HEEIHRM
o ANY: HEE—FM
KZME:
o ALL
e ANY
name String REGSIRETR. FRIEBHEPY . RYFH .,
F. MIZER, BREELAPIEEIIFFL,
B/M<E: 3
RAKE: 64
backend_para | Array of RiRS 5%
ms BackendPara
m objects
conditions Array of REERHTIZE
CoditionResp
objects
authorizer_id | String [EiREEMIAMEXISRAIID
2k 3-188 ApiPolicyMockResp
2% SHRE R
id String =
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2H SRR iR
effect_mode | String KEARIRIRESER
o ALL: HEEIPFM
o ANY: HWEE—5FMH
KZME:
o ALL
e ANY
name String REGEIRETR. FRIBHF . BXFHE, &
F. TUZER, BREELAPEZEIIFFL,
=BNME: 3
RAKE: 64
backend_para | Array of [EinE#FIZ%=
ms BackendPara
m objects
conditions Array of REESEMIIZE
CoditionResp
objects
authorizer_id | String BimBESMINERTSRAIID
result_content | String IREIER
R 3-189 ApiPolicyHttpResp
B8H SRR R
id String we
effect_mode | String XEHIRIRE BT :
o ALL: HEEIPFRMF
o ANY: HEE—FM
WEME:
e ALL
o ANY
name String REGEIREIR. FIRTHHEPY. BXFH,
F. FRIZER, BREELAPIEERIIFFL,
BM<E: 3
RAKE: 64
backend_para | Array of [Rins#5%
ms BackendPara
m objects
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2H SR iR
conditions Array of REERHTIZR

CoditionResp
objects

authorizer_id

String

[Rim B E XOAEXSRAIID

url_domain

String

R EiwAYENdpoint,

Higa (geipibit ) FlixOSERK, SHREARE
13255, &R AEEIROA (40:
apig.example.com:7443 ) , MIRAEixO, T
HTTPSERNiROS9443, HTTPEUAIROS A
80,

YIEMETE, FRANRETEN, 81/MT=28/0
KEH3 ~ 2UNFFHFE, FHBHENFE.
HxE. ‘70 427 Hpr, BREELAZENTFFL.

req_protocol

String

BERIMY: HTTP. HTTPS. GRPCS, [Fi%zEEN
GRPCHYR]IEGRPCS

ESE

e HTTP
e HTTPS
e GRPCS

reg_method

String

iBEKkA: GET. POST. PUT. DELETE.
HEAD. PATCH. OPTIONS. ANY, [SifkHIY
GRPCHYEEPOST

MEHE:

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS
o ANY

reg_uri

String

Bkl , TLAEEIERSH, ﬁﬁ{}h’b\, tean/
getUserInfo/{userld}, SzF*/ %- _ . S430H%F
F, BRKEABII512, Ewiumﬂ,eo
YIENETE, FRNETEN, 8/1TE3M
KER3 ~ 32U ZFHFER, ZHBHENFE.
Z—?—\ g, TRI&ER, HREELIESFHF
WiBA

EFRMURBEE

[ iR S GRPCAT S R it Bl E T/
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SH SHRE

i

timeout Integer

APIRXiE R EimARSS AVBATATIE . SRAFEHTHTIE
@I L5 Ebackend _timeoutBL E1EcZ, AJ
1E8RY_EFR 9600000,

B =R,
&=/IME: 1

retry_count String

BREIRIRSZHIEIAE, BAR-1, SBE
[-1,10],

LiZER- 18, BESEOSEH1UR, ERSEWN
A&&id, POST, PATCHAERIEES; GET,
HEAD, PUT, OPTIONSFIDELETEEZ S ZNEE
A9,

HEE: -1

vpc_channel_i | Vpcinfo
nfo object

VPCIBIEI#IE . W% vpc_channel_status =1, M
X objectz BV AMEER

vpc_channel_s | Integer
tatus

EEFERVPCEE:
e 1: {EFAVPCEE
e 2: REAVPCIEE

2 3-190 BackendParam

28 SHH

origin String

o [SimBRSZS#: REQUEST
o EES#: CONSTANT
o RFESH: SYSTEM
WzE:

e REQUEST

e CONSTANT

e SYSTEM

name String

SHEIR. FRHEHEENFE. H=F. i,
TR, BmXASHERE, BREEATE L,
RAMKE: 1

RAKE: 32

remark String

A, FRREARBIZ255
HiBE
Y AR UTF-85Z unicodeRhL
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2% SR ik
location String SHUE: PATH. QUERY. HEADER
e =
e PATH
e QUERY
e HEADER
value String SHE . FEHREAREIL255 originzs3l
REQUESTRY, Itt=FER{E7areq_paramsHRIS (%
R;
originZtBI5CONSTANTRY, tFEMEANSHE
IERYE;
originZE5IASYSTEMAY, FEEARFZSHEZ
R, RRSHHDAMNEAESH . BlimIAIESH
FERIAESE, HapiglinTENERABEE
MONIERT, BJLUMESEMAIESE, Hapidiaia
IAIERY, AJLUESRIRAIESE.
MEXABESEHEUERITNE X :
e $context.sourcelp: APLERBZERYREbNE
e S$context.stage: APIEFHIEPEINE
e $context.apild: APIAJID
e $context.appld: APIEREEAIAPPIIRID
e $context.requestld: ZXAPHEBLERLIERID
o $context.serverAddr: MERIIRSSSEHBHE
e $context.serverName: MNERIIRSZEEZFR
e $context.handleTime: ZAXRAPIERIIIERT
i&]
e $context.providerAppld: APIHEZERIN XS
RID, BEARZIHER
BIRIANIESEENE: L
“$context.authorizer.frontend.” HRIZE, WFHE
BEREMANEREESIREISE9aaa, BBA
I FEHES F9$context.authorizer.frontend.aaa
EimESEEVE: LA
“$context.authorizer.backend.” JBIZE, W%
BHREXIANERICETIREINSE Haaa, B4
tt=ERIES J9$context.authorizer.backend.aaa
id String SRS
req_param_id | String XN RYE RS RS
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2k 3-191 CoditionResp

2H

SHE

ik

req_param_na
me

String

KEXANERESEXIREIR . REFSER SIparamiy

Ssys_param_na
me

String

RASH-MIRNESHEZIR. RIEXEE Isystem
Bywsite . SZIFLATEH

e req_path: {BEKERE. W /a/b

e req_method: &K%, 90 GET

e reqPath: i&EKIEEE, [EF. W /a/b

e reqMethod: {BEKTGE, EF. a0 GET
WEME:

e req_path

e req_method

e reqPath

¢ reqMethod

cookie_param
_name

String

COOKIEZSHER, KBS cookielTwiisk
=ME: 0
BAKE: 255

frontend_auth
orizer_param_
name

String

ABESE-AImANESEETR. RIESEES
frontend_authorizerfd @ik, BImAIESEETR
LA"$context.authorizer.frontend."==5 £ 981
Ko Blan, BIRIANIESEZTRAuser_name, 1l
TEigA

$context.authorizer.frontend.user_name,

condition_typ
e

String

RIS

e exact: #BIJPTED
e enum: &

e pattern: IENY

SHEgEBHparam, system, cookie,
frontend_authorizerfd @415

ESIER
e exact
e enum
e pattern
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2H SRR iR
condition_orig | String REESERY
In e param: ¥

source: J&IP

system: RFESE-MEXAESEL

e cookie: COOKIEZ#]

e frontend_authorizer: RS S H-BIHIANTESE
KEME:

e param

e source
e system
e cookie
e frontend_authorizer

condition_val | String
ue

HERR(E, $RERSEBY param, source, cookie,
frontend_authorizerfd W4 iE

id String

WS

reg_param_id | String

KEXRIBERSEIRRS

reg_param_lo | String
cation

KEXRIBERSEIRME

2 3-192 Vpcinfo

8% e et fik

ecs_id String =HIRS3EEID

ecs_name String RS FEZFR

cascade_flag | Boolean BEERREEAT
HAHF

vpc_channel_ | String IEBEM,

proxy_host

\épc_channel_i String VPCBIERS

vpc_channel_ | Integer VPC@EiEixC

port

WK&G: 400
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2 3-193 g Body £2%{

S8 SR A
error_code String EIRg
error_msg String EREA
REEG: 401
7= 3-194 g7 Body %4
2% SR R
error_code String e
error_msg String A
RESE: 403
Z 3-195 IR Body 2%
S SRR R
error_code String EIRg
error_msg String iR
KE&ES: 404
7= 3-196 i Body %4
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
2 3-197 L7 Body &%
2¥ SR R
error_code String e
error_msg String IR
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BRI

BliEWeb/SiwAPI

{

"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"match_mode" : "NORMAL",
"name" : "Api_http",
"auth_type" : "AUTHORIZER",
"authorizer_id" : "0d982c1ac3da493dae47627b6439fc5¢",
"backend_type" : "HTTP",
"backend_api" : {
"url_domain" : "192.168.189.156:12346",
"req_protocol" : "HTTP",
"req_method" : "GET",
"req_uri" : "/test/benchmark",
"timeout" : 5000,
"retry_count" : "-1"
L
"req_protocol" : "HTTPS",
"req_uri" : "/test/http",
"remark" : "Web backend API",
"type" : 1,
"req_method" : "GET",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"tags" : [ "webApi" ],
"req_params" : [ {
"name" : "query_demo",
"location" : "QUERY",

"type" : "STRING",
"required" : 1
It

"name" : "header-demo",
"location" : "HEADER",
"type" : "STRING",
"required" : 2

1

"backend_params" : [ {
"name" : "backHeader",
"value" : "header-demo",
"location" : "HEADER",
"origin" : "REQUEST"

WA
"name" : "backQuery",
"value" : "query_demo",
"location" : "QUERY",
"origin" : "REQUEST"

WA
"name" : "X-CONSTANT-HEADER",
"value" : "demo",
"location" : "HEADER",
"origin" : "CONSTANT",
"remark" : "constant_demo"

WA
"name" : "app-id",
"value" : "$context.appld",
"location" : "HEADER",
"origin" : "SYSTEM",
"remark" : "App ID of the API caller"

}
}
BlIEGRPC/SimAPI
{

"group_id" : "12345abc9215b40bd84f4c469d56daebe",
"match_mode" : "NORMAL",

"name" : "Api_grpc",

"auth_type" : "APP",

"backend_type" : "GRPC",
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"backend_api" : {
"req_protocol" : "GRPCS",
"req_method" : "POST",
"req_uri" : "/",

"timeout" : 5000,
"retry_count" : "-1",
"enable_client_ssl" : false,
"vpc_channel_status" : 1,
"vpc_channel_info" : {
"vpc_channel_id" : "abcd1234512345678aab9a2614a197ef4"
}

I

"req_protocol" : "GRPCS",

"req_uri" : "/test/grpc",

"remark" : "GRPC backend API",

"type" : 1,

"req_method" : "POST",

"tags" : [ "grpcApi" ],

"cors" : false,

"auth_opt" : {
"app_code_auth_type" : "DISABLE"

}

}

BB R TERSiRAPI

{
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"match_mode" : "NORMAL",
"name" : "Api_function",
"auth_type" : "APP",
"backend_type" : "FUNCTION",
"func_info" : {
"authorizer_id" : "5b8cd3f06f004115aec69c58f57272c9",
"function_urn" : "'urn:fss:xx-
xxx-7:73d69ae0cfcf460190522d06b60f05ad:function:default:auto_testfunc93749",
"invocation_type" : "sync",
"network_type" : "V1",
"timeout" : 5000,
"version" : "latest",
"alias_urn" :
"urn:fss:region01:73d69ae0cfcf460190522d06b60f05ad:function:default:auto_testfunc93749:!1a1"
h
"req_protocol" : "HTTPS",
"reg_uri" : "/test/function"”,
"remark" : "FunctionGraph backend API",
"type" : 1,
"req_method" : "GET",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"tags" : [ "functionApi" ]
}

CIERIEIU S iRAPI

{
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"match_mode" : "SWA",
"name" : "Api_mock",
"auth_type" : "IAM",
"backend_type" : "MOCK",
"mock_info" : {
"result_content" : "mock success"
h?
"policy_mocks" : [ {
"name" : "Mock policy backend",
"effect_mode" : "ANY",
"result_content" : "mock policy success",
"conditions" : [ {
"condition_origin" : "source",
"condition_value" : "1.0.1.0"

}
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N Mz 73~ 51

jaH

"req_protocol" : "HTTPS",

"req_uri" : "/test/mock",

"remark" : "Mock backend API",

"type" : 1,

"req_method" : "GET",

"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"tags" : [ "mockApi" ]

R&E: 201
Created

501

{
"id" : "5f918d104dc84480a75166ba99efff21",
"tags" : [ "webApi" ],
"arrange_necessary" : 2,
"backend_type" : "HTTP",
"auth_type" : "AUTHORIZER",
"auth_opt" : {
"app_code_auth_type" : "DISABLE"
b

"backend_api" : {
"update_time" : "2020-07-31T12:42:51.325312994Z",
"vpc_channel_status" : 2,
"url_domain" : "XXX.XXX.XXX.xxx:12346",
"req_protocol" : "HTTP",
"id" : "1ce8fda3586d4371bd83c955df37e102",
"req_method" : "GET",
"register_time" : "2020-07-31T12:42:51.3253127212",
"req_uri" : "/benchmark",
"timeout" : 5000,
"status" : 1,
"retry_count" : "-1"
h?
"cors" : false,
"status" : 1,
"group_name" : "api_group_001",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_version" : "V1",
"response_id" : "981e6c8f847f47199a9faf4409b751a5",
"match_mode" : "NORMAL",
"name" : "Api_http",
"req_protocol" : "HTTPS",
"req_method" : "GET",
"req_uri" : "/test/http",
"type" : 1,
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"version" : "V0.0.1",
"register_time" : "2020-07-31T12:42:51.314357035Z",
"update_time" : "2020-07-31T12:42:51.314357324Z",
"remark" : "Web backend API",
"req_params" : [ {
"name" : "query_demo",
"location" : "QUERY",

"type" : "STRING",
"valid_enable" : 2,
"required" : 1,

"id" : "57c8bf3c97ef40ee94eace95dff30014",
"pass_through" : 1
I

"'authorizer_id" :"0d982c1ac3dad493daed7627b6439fc5¢",
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"name" : "header-demo",

"location" : "HEADER",

"type" : "STRING",

"valid_enable" : 2,

"required" : 2,

"id" : "8d993be96980415faabb1fb2ebd647e0",

"pass_through" : 1
1
"backend_params" : [ {

"name" : "backHeader",

"value" : "header-demo",

"location" : "HEADER",

"origin" : "REQUEST",

"id" : "709f0ea376b44aaf907aaaa37d8cce92",

"req_param_id" : "8d993be96980415faabb1fb2ebd647e0"
W

"name" : "backQuery",

"value" : "query_demo",

"location" : "QUERY",

"origin" : "REQUEST",

"id" : "2f152d0fb54445039158d29c2a4f69ee",

"req_param_id" : "57c8bf3c97ef40ee94eace95dff30014"
o

"name" : "X-CONSTANT-HEADER",

"value" : "demo",

"location" : "HEADER",

"origin" : "CONSTANT",

"remark" : "constant_demo",

"id" : "20142102c6aa4f3c97d5fd6ef4010ac2"
WA

"name" : "app-id",

"value" : "$context.appld",

"location" : "HEADER",

"origin" : "SYSTEM",

"remark" : "App ID of the API caller",

"id" : "a1349c61016e4d999ca783a50bfeee2b"
1]

}

o fill 2

{
"id" : "8789c9367rd1439rf869c23cc0d1ef22",
"tags" : [ "grpcApi" ],
"arrange_necessary" : 2,
"backend_type" : "GRPC",
"auth_type" : "APP",
"auth_opt" : {
"app_code_auth_type" : "DISABLE"
}

"backend_api" : {
"update_time" : "2023-08-29T09:05:17.652404554Z",
"vpc_channel_status" : 1,
"vpc_channel_info" : {
"cascade_flag" : false,
"vpc_channel_id" : "abcd1234512345678aab9a2614a197ef4"
"vpc_channel_port" : 0
}I
"url_domain" : "abcd1234512345678aab%9a2614a197ef4",
"req_protocol" : "GRPCS",
"id" : "c0123456789d421cb83a396955bd48d0",
"req_method" : "POST",
"register_time" : "2023-08-29T09:05:17.652404454Z",
"req_uri" : "/",
"timeout" : 5000,
"enable_client_ssl" : false,
"retry_count" : "-1",
"status" : 1

’

:

)
cors" : false,
"status" : 1,
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"group_name" : "api_group_001",

"group_id" : "12345abc9215b40bd84f4c469d56daebe",

"group_version" : "V1",

"response_id" : "ef21ec8c7df94d72a44f9rf1461c5f62",

"match_mode" : "NORMAL",

"name" : "Api_grpc",

"req_protocol" : "GRPCS",

"req_method" : "POST",

"req_uri" : "/test/grpc",

"type" : 1,

"version" : "V0.0.1",

"register_time" : "2023-08-29T09:05:17.647533939Z",

"update_time" : "2023-08-29T09:05:17.647534036Z",

"remark" : "GRPC backend API",

"api_group_info" : {
"id" : "12345abc9215b40bd84f4c469d56daebe",
"name" : "api_group_001",
"status" : 1,
"sl_domain" : "12345abc9215b40bd84f4c469d56daebe.apic.region-1.example.com",
"register_time" : "2023-08-29T08:38:21Z",
"update_time" : "2023-08-29T08:38:21Z",
"on_sell_status" : 2,
"s|_domain_access_enabled" : true

}

}

o fil 3

{
"id" : "abd9c4b2ff974888b0ba79be7e6b2763",
"arrange_necessary" : 2,
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_name" : "api_group_001",
"group_version" : "V1",
"match_mode" : "NORMAL",
"name" : "Api_function",
"auth_type" : "APP",
"auth_opt" : {
"auth_code_auth_type" : "DISABLE"
L
"backend_type" : "FUNCTION",
"func_info" : {
"id" : "c0740524cd4c40e3801a7afe5375f8b0",
"authorizer_id" : "5b8cd3f06f004115aec69c58f57272c9",
"function_urn" : "'urn:fss:xx-
xxx-7:73d69ae0cfcf460190522d06b60f05ad:function:default:auto_testfunc93749',
"invocation_type" : "sync",
"network_type" : "V1",
"timeout" : 5000,
"version" : "latest",
"alias_urn" :
"urn:fss:region01:73d69ae0cfcf460190522d06b60f05ad:function:default:auto_testfunc00000:!a1",
"register_time" : "2020-08-02T15:36:19.897262803Z",
"update_time" : "2020-08-02T15:36:19.897262993Z",
"status" : 1

}

n

cors" : false,

"req_protocol" : "HTTPS",

"req_uri" : "/test/function",

"remark" : "FunctionGraph backend API",

"type" : 1,

"version" : "V0.0.1",

"status" : 1,

"req_method" : "GET",

"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"tags" : [ "functionApi" ],

"register_time" : "2020-08-02T15:36:19.892012381Z",
"update_time" : "2020-08-02T15:36:19.892012627Z"
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o M4

{
"id" : "3a955b791bd24b1c9cd94c745f8d1aad",
"arrange_necessary" : 2,
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_name" : "api_group_001",
"group_version" : "V1",
"match_mode" : "SWA",
"name" : "Api_mock",
"auth_type" : "IAM",
"auth_opt" : {
"auth_code_auth_type" : "DISABLE"
i

"backend_type" : "MOCK",
"mock_info" : {
"id" : "e74bbc75825c4c38ae84ccabbbdc6175",
"result_content" : "mock success",
"update_time" : "2020-08-02T15:56:52.301790686Z",
"register_time" : "2020-08-02T15:56:52.301790367Z"
h
"policy_mocks" : [ {
"name" : "Mock policy backend",
"id" : "1cb05173a4c84b7d996e30145cce3c7d",
"effect_mode" : "ANY",
"result_content" : "mock policy success",
"conditions" : [ {
"condition_origin" : "source",
"condition_value" : "1.0.1.0",
"id" : "8650b3a94e7344df8251658d8aee1f6d"
]
1
"cors" : false,
"req_protocol" : "HTTPS",
"req_uri" : "/test/mock",
"remark" : "Mock backend API",
"type" : 1,
"version" : "V0.0.1",
"req_method" : "GET",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"tags" : [ "mockApi" ],
"register_time" : "2020-08-02T15:56:52.286099413Z",
"update_time" : "2020-08-02T15:56:52.286099715Z",
"status" : 1

}
KE&B: 400
Bad Request

{
"error_code" : "APIG.2011",

"error_msg" : "Invalid parameter value,parameterName:name

}

KEB: 401

Unauthorized
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
REB: 403
Forbidden

{
"error_code" : "APIG.1005",

. Please refer to the support documentation"

2024-08-06

147



AP| MXARSS

APl &% 3 =R API (V2)
}"error_msg" : "No permissions to request this method"
RSB 404
Not Found
{
"error_code" : "APIG.3019",
}"error_msg" : "The function URN does not exist"
KB 500
Internal Server Error
{
"error_code" : "APIG.9999",
}"error_msg" : "System error"
NE
K& 1k
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
FEIRtg
52 EIRE .

3.5.2 {24 API

ThEEN 4R
EBUEEAPIRIER, BIERRIRSZER.
BRLE
152 IAalAFAPI,
URI
PUT /v2/{project_id}/apigw/instances/{instance_id}/apis/{api_id}
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* 3-198 IERSH
el BEWI% SHRT (i35
project_id 2 String IRBID, KBV TNIES WIRENIR
BID,
instance_id 2 String SCEIID, TEAPIRIEIESISHY
“SLEUEE” HIREY
api_id = String APINR=
IERSH
% 3-199 53K Header 2%
2% BEWIE SR R
X-Auth-Token | 2 String FBRToken, BIiERBIAMIESS
SREY A F TokendZ2 3KEY ( Nk
jE B sLrhX-Subject-Tokenfd
B).
% 3-200 i55K Body 2
e B WIE SR R
name = String APIZFR,
XIFENF . B HF. F1
Z. TH&. 2. FHL. PEX
B TRMESTIES. HUE
N TFHImS, BREELASES . X
FHHFFL, 3-2550F/F-
188
RN AUTF-88 & unicode
RE3 o
type = Integer APIZEEY
o 1: NBAPI
o 2: FABAPI
KEME:
o 1
o 2
version B String APIRIRRZAS

BRAKE: 16
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SH

SHERE

%S

reg_protocol

String

APIRGIER MY
e HTTP
e HTTPS

e BOTH: [ERISZIFHTTPO
HTTPS

e GRPCS
tha&{E: HTTPS
KEME:

e HTTP

e HTTPS

e BOTH

e GRPCS

req_method

ali

String

APIRNIESR R, HAPIRYIEKID
WHAGRPCEEWMYAHBE R
EEHPOST,

ESI=R

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

req_uri

i

String

Bk, TS EERSE,
F{#xR, tban/getUserinfo/
{userld}, SZ¥F*/ %- _. 45
BERS, BKEA#EES12, B
HEURIFE .,
ialil]

FBIRMURIIE .
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SH

SHERE

%S

auth_type

String

APIFSIAIES =

e NONE: FIAIE
e APP: APPIAIE
o IAM: IAMIAIE

e AUTHORIZER: BEMNIA
iF, Hauth_typeEUEN
AUTHORIZERAY,
authorizer_id=2EEUEN

HAPIFIIBR MY IGRPCEELRY
AFFEEMINILE,

ESIEE

e NONE

e APP

o |IAM

e AUTHORIZER

auth_opt

1y

AuthOpt
object

UNISE¥—

cors

iy

Boolean

EEXFEE

e TRUE: E#F

e FALSE: F%iF
The(E: false
KEME:

e true

e false

match_mode

1y

String

APIRYILECTS U
o SWA: BIZRILED

e NORMAL: IFEUTE ( #3d
PTEZ ) ZXiA: NORMAL

KA
e SWA
e NORMAL
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SH

SHERE

%S

backend_type

String

IEE S
e HTTP: web/Fif

e FUNCTION: EEIT{ER,
Lbackend_typeEVHES
FUNCTIONRY, func_info=¢
ERWITEN

e MOCK: EHINE, =
backend_typeEY{EIMOCK
B, mock_infoFERUATUEN

e GRPC: grpcfaim
ESER

e HTTP

e FUNCTION

e MOCK

e GRPC

remark

iy

String

APIHEIR , FRAKEARIBII255
i5iBE
X FAUAUTF-88 & unicode
#RED,

group_id

String

APIFTERIDBIRS

body_remark

0N | FO

String

APIERAINA, AILARIERIK
. BERSEE, SHEER.
FRHA<EAEIZ20480
iR
PN FEFYRAUTE-88F unicode
T

result_normal
_sample

iy

String

ERMRIRE, #AAPIRIIESR
REEE ., FHRKEARBT
20480
1588
B G RAUTE-8aF unicode
Imhe,
SHAPIBIER MY I GRPCEEELRY
AZHFELE -

result_failure_
sample

i1y

String

LMORERG, HEIAAPINEE
REEER ., ZHKEARET
20480
1588
SR AR UTF-88 2 unicode
4afD .,
HAPIFERIMY IGRPCSEE AT
AIFECE .
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2% Rk ST faiR
authorizer id | & String R EEMIAETZRAID, AP
BRMMAGRPCERIR AT 1
Biim B E XIAIE
tags & Array of RE
strings XIFRN, HF, BN, 1FHEG
S (“#%.:_) , AREYIAHY
Tk,
AUASIF10MREE, R K
BCEMBEA R AR TI2)MEK
API_TAG_NUM_LIMITECE .
BAMKE: 1
BRAKE: 128
response_id B String PEBENNAID
roma_app_id | & String SRR ID
A
domain_name | & String APIGFERBENIFEZ
BHASES
tag & String s
&R, MocEMtagsFER
content_type | & String BRABIEINRE:
application/json
application/xml multipart/
form-data text/plain
A
ESIER
e application/json
e application/xml
e multipart/form-data
e text/plain
mock_info & ApiMockCrea | mock/FimiFiE
te object
func_info & ApiFuncCreat | FRERimIFE
e object
req_params & Array of APIFUIERS#3IFK, APIEKID
ReqParamBa | W AGRPCEEMI AT IFACE
se objects

2024-08-06

153




AP| MXARSS
APl &

3 E=HR API (V2)

2% Rk SR fiEid
backend_para | & Array of APINEIRESHZIZE, APIEXKD
ms BackendPara | i IGRPCEAI AL IFHCE
mBase
objects
policy_mocks | & Array of mockZRA&FimFIZR
ApiPolicyMoc
kCreate
objects
policy_functio | & Array of R TIERRISRIRT I
ns ApiPolicyFun
ctionCreate
objects
backend_api | & BackendApiC | web/gimi¥iE
reate object
policy_https | & Array of webZRIE G inTIFE
ApiPolicyHtt
pCreate
objects
2k 3-201 AuthOpt
2% Rk SR fiEid
app_code_aut | & String AppCodefaiZIAIEZERY, {VIE

h_type

auth_type IAPPETAERY, EAIA
JIDISABLE:

e DISABLE: RAHEREZIAILE

e HEADER: FEEZIAIER
AppCodefiiETEHEADER

th&{E: DISABLE
BZE(E:

e DISABLE

e HEADER
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2K 3-202 ApiMockCreate
el =RWIE SR #R
remark B String BRAER . KEABE2551F
&F
%88
FR I UTF-88# unicode
N
result_content | & String IR[EER
version EN String IRAE . FRAIKEAREII64
authorizer_id | & String [EiwBEEXIAUEID
2 3-203 ApiFuncCreate
2% =AWk SR ik
function_urn | 2 String ERIZIURN
remark & String HRER . KEABE2551MF
F
%88
Fh PRI UTF-885 & unicode
4L,
invocation_ty | 2 String ARRE
pe e async: Hi
e sync: [EF
KEME:
e async
® sync
network_type | 2 String XHZ R EIRY R LR ZRH I 2B
o V1: FEVPCRIZZEEHS
o V2: VPCRIZREEHA
KEME:
o VI
o V2
version & String ERELhR A
%@ﬁ%U%URNW@%{F&ZKE
FHMENRY, BRERAIGHEZRS,
HE(FERREGIZURN
RAKE: 64
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SH

SHERE

%S

alias_urn

String

EREBIZURN

LR EBIZURNFIR SRR
FHMENET, HREGRAISHEZRE,
R&(FRREGIZURN

timeout

]

Integer

APIM XI5 K R imiRSZSHIFEATAT
18, EREIMLRIEADAVIRTERK
#BAYATE 960000, V2ERAHBAT
A8l nT@id LA
backend_timeoutBc &E{&%, T
1&24/Y LR 9600000,

By 21,
BME: 1

authorizer_id

String

BB EMIAIEID

reg_protocol

o | DN

String

RESIRANERIMY : HTTPS,
GRPCS, BROIMEAHTTPS, Biim
B & RIS RN SIGRPCSEY AT
1%EGRPCS,

EREE: HTTPS
HzME:

e HTTPS

e GRPCS

2K 3-204 ReqgParamBase

BRIk

SHER

1)

=
E

String

SHEM. KENT ~ 32(ufY
FER, FHEARENFE., ¥
F. %, TH%. ZXES
Bpk, BREEAZTIFFL.

type

i

String

HzsE:
e STRING
e NUMBER

location

ali

String

SHuE
zE:
e PATH
e QUERY
e HEADER

default_value

iy

String

SHEOME
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SH

Iy

&
=

SHERE

%S

sample_value

String

SHRBIE

required

I | N | KO

Integer

BEWIR
=

o 1: =&

e 2: &K

locationIPATHES, required®k
AR, HitthsrequiredBAiA
592

K=E:

o 1

o 2

valid_enable

iy

Integer

AR

o 1: FERIE
o 2: FHEREE
REE: 2

ES IR

remark

iy

String

izl
PN FEEFYRAUTF-88F unicode
T

enumerations

String

SHKEE

min_num

o | DN

Integer

SH&x/IME
SHEEFVFINUMBERRTE Y

max_num

iy

Integer

=
>4

SR INUMBERRTE

W W
&
i
g
i}

min_size

iy

Integer

HRIMKE
HEERIHSTRINGATERL

W W

max_size

i1y

Integer

HEAKE
SR FSTRINGRT BN

W W

regular

i1y

String

TENABE RN
BEASTHF

json_schema

i1y

String

JSON#BEAY
B
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2H BRIk SR fHR
pass_through | & Integer =hEE
o 1: 2
e 2. B
KEME:
o 1
o 2
& 3-205 ApiPolicyMockCreate
2% BRWIE SR fiR
result_content | & String IR[EER
effect mode |2 String XEARRIRESER
o ALL: HEEEBRM
o ANY: HEE—5KM
KEME:
e ALL
o ANY
name = String KEEFIRBIR. FRFEHEP.
BNFH, éﬂl"?"‘— TRIZAER,
BREEAAR I L
=2I<E: 3
RAKE: 64
backend_para | & Array of BiRs#yE, FiREEA
ms BackendPara | GRPCEIASIFHELE
mBase
objects
conditions = Array of RIRSEHFIE
ApiCondition
Base objects
authorizer_id | & String BiRBEXINENZRBIID, Rig
KRV HGRPCHASIFEIREE
MIAIE
% 3-206 ApiPolicyFunctionCreate
B8H =AWk SR faR
function_urn | 2 String ERZIURN
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SH

SHERE

%S

invocation_ty
pe

i

String

AR
e async: B£
e sync: [EZ
KA
e async
® sync

network_type

ali

String

XS EERR RO AR SRS B
o V1: JEVPCRIZELEHS
e V2: VPCI£RERHS
ESIER

o V1

o V2

version

i1y

String

ERETRR A

PR EIRIZ URNF R SR ARG
AHMENRT, REGRABHEZES,
RE(FERREGBIZURN

ERAKE: 64

alias_urn

iy

String

EREIBIZURN

L HBZ URNFIRE AR A E
AHMENRT, HREGRAEHEZEE,
QEERREGEIZURN

timeout

iy

Integer

APIRXIEK GinARSSAVERTAY
18, EREIMEIETAVIBTERA
ABATATE) 960000, V2 KiHBAT
A Bl nTE@id LA
backend_timeoutftE{E, o
1E24HY LR /9600000,

B =R,
B/AME: 1

reg_protocol

iy

String

REFIRANERIMY : HTTPS,
GRPCS, BAOIMEAHTTPS, Biim
o B PROIERIMY IGRPCSAET AT
EGRPCS,

FR&(E: HTTPS
zE:

e HTTPS

e GRPCS
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2H BRIk SR fHR
effect_mode = String K ERBSIED:
o ALL: HEEIBRM
o ANY: HEE—%M
KEME:
e ALL
e ANY
name = String REEFIRBIR. FRIBHEP.
BYFE., HF. TUEAER,
BREEAAR I L
=2I<E: 3
RAKE: 64
backend_para | & Array of BiRs#yE, FiREEA
ms BackendPara | GRPCRIASIFHELE
mBase
objects
conditions =2 Array of REEEMETIE
ApiCondition
Base objects
authorizer id | & String BimBESMINENRMID, [Sin
KRV HGRPCHASIFEIREE
MIAIE
Z 3-207 BackendApiCreate
B8H =AWk SR faR
authorizer id | & String BiRBEESMINENRMID, ik
AV HGRPCAIIAZIFRIREE
SONIE
url_domain & String SiniRSZ a9t
AEN (IPziEE ) FlikOS4A
B, BAEAREBIE255, Bl
FNawO (w0:
apig.example.com:7443 ) , 4
RX5imA, WHTTPSEIAIRO
57443, HTTPELAROS H
80,
YIEMETE, FRANETE
Y, B1MTEBRKER3 ~ 32
(I FRER, FRHERRENF
8. #=F. TRE. PRI%A
B, BREELATESIFL
2024-08-06 160



API MXARSS
AP| &%

3 EZHR API (V2)

SH

SHERE

%S

reg_protocol

i

String

BEXRINY, [EiRsEEHGRPCHT
TBRIMY ATIEGRPCS

KEME:

e HTTP

e HTTPS

e GRPCS

remark

iy

String

ik . FRHKEARBII255

1548
R F RS UTF-887 & unicode
4TS o

req_method

fali

String

BRLI, FinEBIGRPCAY
BERAHEEHIPOST
KEME:

o GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

version

iy

String

web[FimRhRA, FAAKERED
16

req_uri

i

String

Bkttt , AL EIERSE,
B{#x®R, tktn/getUserinfo/
{userld}, Z¥F*/ %- _. 545
B%ER, BREAEES12, B
HREURIFEE,
YIINETE, FRTESS
B, BN ZEZRKERN3 ~ 32
NHIFRTER, FRHRAREYE
8. #=F. fhlk. To&LA
B, BREELAENTFFL,
i)

EEIRMURIILE
[EimZEE A GRPCATIE K ittt [
EN/
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SH

SHERE

%S

timeout

i

Integer

APIRXIEK [GiRARSSAVERTAY
8, ExARBATHTE) ] @IS SLf4s
backend_timeoutFt &4,

a]{&eaY_EPR/9600000,

B =R,

=BIME: 1

enable_client_
ssl

i1y

Boolean

EAFREREIAILE

retry_count

iy

String

BEREIHIRSHIEIRE, BA
73-1, BEI[-1,10],
BizEH-18, BESHEOSE
HR, IERENFREEIR.
POST, PATCHAZNIERES;
GET, HEAD, PUT, OPTIONS
MIDELETEEiE AESEN.
EREE: -1

vpc_channel_i
nfo

iy

ApiBackendV
pcReq object

VPCEBIEFS
vpc_channel_status = 1, MiX
1objectZEBIHMMEER

vpc_channel_s
tatus

iy

Integer

BAERVPGEE

o 1: {EFAVPCIEE
o 2: R{EFVPCIEIE
KZ&(E:

o 1

o 2
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2k 3-208 ApiPolicyHttpCreate

el =A%k ST (i35

url_domain & String RE&EIRAYENdpoint,
i (=kIPibit ) FimO=4H
i, DRERBII255. &
&m0 (4n:
apig.example.com:7443 ) , &0l
RABixO, MHTTPSEIALRA
55443, HTTPEUAROSH
80,
HINMETE, FRANETSE
i, 8MZEFRKEN3 ~ 32
IR=FfER, FRHERRNF
B HFE. ‘7. 47 H,
BHReeLAZEI Tk,

req_protocol | 2 String BRI : HTTP, HTTPS.
GRPCS, [Fin3EEIGRPCRTE]
1%&GRPCS
KEE:
e HTTP
e HTTPS
e GRPCS

req_method = String BXA: GET. POST.
PUT. DELETE. HEAD.
PATCH. OPTIONS. ANY, &
I%RE SIGRPCAIEIEPOST
e
o GET
e POST
e PUT
e DELETE
e HEAD
e PATCH
e OPTIONS
e ANY
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SH

SHERE

%S

req_uri

String

Bk, TS EERSE,
FB{#xR, tban/getUserinfo/
{userld}, Z¥F*/ %- _. 45
BERS, BIKEA#EES12, B
HEURIFE .,
YITETE, FRANETE
if, BN TERRNKER3 ~ 32
=R, FHREHENF
. HZF. Pk, TRI&kA
B, BREELAESIFF L,
izl

E=ERMURILE
[Ei% 2RI GRPCATIE Kttt E
TN/

timeout

iy

Integer

APIMKiE3R SRR SS AIBRTET
18, ExABATATIE) TS SLAI4E
tbackend_timeoutEeEEM,

aJ{&AY_EPR /9600000,

B =/,

B/ME: 1

retry_count

iy

String

BEREIHIRSHIEIIRE, BHA
7-1, BEI[-1,10],
LizEN-18, BESHEOSE
R, IERENFREER.
POST, PATCHAENIERES;
GET, HEAD, PUT, OPTIONS
MIDELETEEHiEZ AESEN.
REE: -1

effect._mode

i

String

KEARIRIBHSR:

o ALL: FHEEEHEM
o ANY: BEE—FMH
WEME:

o ALL

e ANY

name

ali

String

REIEFIRBIR. FRFEHEPX.
BEYFHE. HF. TUEAER,
BREELARN T L,
=IKE: 3

BRAKE: 64

backend_para
ms

i1y

Array of
BackendPara
mBase
objects

Eins#dE, Bimkis
GRPCRIAZIFECE
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Base objects

2H BRI SR fHR
conditions = Array of FIREMHFIE
ApiCondition

iy

authorizer_id

String

BiRBEEANEESRIID, BiF
AV GRPCHIIA S IF AR A E
MIAUE

iy

vpc_channel_i
nfo

ApiBackendV
pcReq object

VPCEEFE.
vpc_channel_status = 1, MiX
1objectZERIMERER

iy

vpc_channel_s
tatus

Integer

=RFERVPCGEE
e 1:{FERAVPGEE
e 2: RAERVPGE
KEME:

o 1

o 2

&l

2 3-209 BackendParamBase

2H BRWIE

SHERE

origin =

String

4: REQUEST
E3#H: CONSTANT
o RFHSE: SYSTEM
Mzs(E:

e REQUEST

e CONSTANT

e SYSTEM

i

name

String

SHER, FRHEHREXF
. HF. PR%L. TL%k. =
i’@%—éﬂﬁt, BREELIENFF
=RIKE: 1

BRAKE: 32

i1y

remark

String

iR, ZRHKEABIE255

izl
PN FEEFYRAUTF-88F unicode
T
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SH

SHERE

%S

location

String

SHIE: PATH. QUERY,
HEADER

zE:
e PATH
e QUERY
e HEADER
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SHERE

%S

String

SHE., FHREABIZ255
originZ£3AREQUESTHY, Itt=
E{EAreq_paramshHIS &
FR;
originZ 31 JCONSTANTRY, Itk
FRENSHEIENE;
originZEBIASYSTEMET, Ib=F
BREANRFZSHER, ZHSH
DHAMERNESH . FHAES
HHEIRAESE, Hapiglins
ZEINMEAXABESOAIERT,
ALUESRIRIANESE, Hapi
AREEWALER, afLUESRiR
INIES
XN ESEEVERITRE X :
e $context.sourcelp: APIiEF
EHiEEE

e $context.stage: APLERBHY
EPEE

e $context.apild: APIAYID

e S$context.appld: APIERZE
AYAPPIIZRID

e $context.requestld: X
APIER%RIEKID

e $context.serverAddr: [
RliFEEE kil

e $context.serverName: %
AYIRRSS 2R RIR

e $context.handleTime: AR
APIiEFBRYAb IR 8]

e $context.providerAppld:
APIRBERINAXNRID, &
AZHHER

BIRIAIESEENE: LA

“$context.authorizer.frontend.

7 REI, NBEEEXINER

WBERERNSENaaa, P4

LWFERIES

$context.authorizer.frontend.a

aa

BIRAESEEVE: LA

“$context.authorizer.backend.

7 REIE, NBEEEXINER

WEERERSENaaa, A

L=FEHES )
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SH BRWIE

SHERE

%S

$context.authorizer.backend.aa
a

£ 3-210 ApiConditionBase

2% BRIk

SHER

%S

reg_param_na | &§
me

String

KEARNBERSHIREBIR. K
RN paramBd ik

sys_param_na | &
me

String

RASH-MNIXARESEHZIR
FREER ysystemBT bk,
FLATSH
e req_path: &K=,

a0 /a/b

e req_method: &K%,
GET

e regPath: EKIERR, KF.
an /a/b

e reqMethod: &K%, &
o o0 GET

WEHME:

e req_path

e req_method
e reqPath

e reqMethod

iy

cookie_param
_hame

String

COOKIESHIATR, RIEEEN
cookieRw4isE

BMEE: 0

BRAXEKE: 255

iy

frontend_auth
orizer_param_
name

String

RESH-BIRIAIESEZTR,
FA&ZEE Hfrontend_authorizer
B wAiE, BUURIAIESEZFRLA
"$context.authorizer.frontend."
FREBRNBIS. BHIa0, BiimIAIE
SHEFRHuser_name, H0LED
=h
$context.authorizer.frontend.us
er_name,
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SH

SHERE

%S

condition_typ
e

String

REESM

e exact: #BIJITHED

e enum: &

e pattern: IEM
HRE§EAgparam, system,

cookie, frontend_authorizerfd

WEHME:
e exact
e enum
e pattern

condition_orig
in

Fali

String

SRERSEY
e param: ¥

e source: JRIP

o system: RRSH-MEXAE

2H

e cookie: COOKIEE%{

e frontend authorizer: Z%Z&

H-FIRIAESE
ESIEE
e param
e source
e system
e cookie

e frontend_authorizer

condition_val
ue

ali

String

RIEE. RE§EE Iparam,
source, cookie,
frontend_authorizerfg W18

Z 3-211 ApiBackendVpcReq

2%

Rk

SHER

%S

vpc_channel_
proxy_host

GBS
[=]

String

LEEEMN

vpc_channel_i

d

=
=

String

VPCEIE!

(m
E:
dio
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MR SEL
RSHG: 200

% 3-212 g Body 2#

2% SHE

i

name String

APIZFR,
TIENF. BXY. #H=F. P&k, To&k. =,
FMT. PEEXTRIMESIIES .. PXIER
TS, BREEAENX . XNFHEFFFL,
3-2551MFF
iBE

ARG R I UTF-8E unicodeRL .

type Integer

APIZEEY

e 1: NEAPI
e 2: TABAPI
e =

o 1

o 2

version String

APIFIRRZAR
RAKE: 16

reg_protocol | String

APIBGIESRIMY
e HTTP

e HTTPS
BOTH: EIRISZ3FHTTPFOHTTPS
e GRPCS
tREE: HTTPS
W=E:

e HTTP

e HTTPS

e BOTH
GRPCS
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SH

SHRE

i

req_method

String

APIFNIERAT, HAPIRIEKRIMYAIGRPCIEE
WANER G EESHPOST,
IESIER

o GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

req_uri

String

kit . ATLABAEEREE, BRR, thal/
getUserinfo/{userld}, #F*/ %- _ . S45%=F
%, BRERBIE512, BFRUREEE.,
588

FERMURIELE

auth_type

String

APIESIAIES =

e NONE: FIAIE
e APP: APPIAIE
e IAM: IAMIAIE

o AUTHORIZER: BREMIAIE, Zauth_typeBYX
{EAAUTHORIZERREY, authorizer_id==E&WAR
(DN

LAPIHIIER MY SIGRPCEEII A IFEREIIA
.

e =R

o NONE

e APP

e IAM

e AUTHORIZER

auth_opt

AuthOpt
object

INEB NS
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SHRE

Boolean

fEiA
B SIFIEIE

e TRUE: ¥F

e FALSE: X%
TReE{E: false
WaME:

e true

e false

match_mode

String

APIRYPLEE 5=
o SWA: giZZ[ITHEC

e NORMAL: IFEITE (4EXI0TE ) BAA:
NORMAL

EE:
e SWA
e NORMAL

backend_type

String

[EimzEEY
e HTTP: webSi%

e FUNCTION: HRET{ER, Zbackend_typeBX
{EIFUNCTIONAY, func_infosrERWAUEN

e MOCK: 1&EHIRIGiR, Zbackend_typeBYE
MOCKHET, mock_infozRERIAEN

e GRPC: grpcfaim
KZME:

e HTTP

o FUNCTION

¢ MOCK

e GRPC

remark

String

APliiA , ZFHEABIF255
1588
Y A RAUTE-85 & unicode Rl

group_id

String

APIFRERIDHRS

body_remark

String

APIBERINEIR, BAILARIERARG) . RIRSERY |
SHEFEEE . FRHRKEARBIZ20480
iBE

AR F AR UTF-8E unicodesRiL .

result_normal
_sample

String

IEEMRRG, EARAPINIEEIREIEE . FHFK
EA#81320480
izl

S F AR UTF-8Z unicodeRL .
LAPIHIIERIMY I GRPCEBIFI AT IFECLE -
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SH

SHRE

i

result_failure_
sample

String

LMOREIRG, EIAAPIREIREIEE . FHFK
FEAB1220480
izl

Y FE AR UTE-88E unicodeRi .
BAPIFYIERIMY JIGRPCEBIII AT IFRIE

authorizer_id

String

BT EESMINENERMID, APISKRIMYIGRPC
ERIRF RS IFRTIRE E X IAILE

tags

Array of
strings

RS o

SRR, HF, P, HHES (4% ) ,
BRegAR S L,

EOAZIFIONMRES, WY KBCANSEXRRAL
FEIMESAPL_TAG_NUM_LIMITECE .
BIME: 1

RAKE: 128

response_id

String

PHBENXNRID

roma_app_id

String

EERNARID
EASHF

domain_name

String

APIZBERI B RE X I8
EASTHF

tag

String

&

FEFT, 5EERMtagsFrR

content_type

String

ERABETEE:
application/json application/xml multipart/
form-data text/plain

BAYSs

IESIER

e application/json

e application/xml

e multipart/form-data
e text/plain

id

String

APIfRS

status

Integer

APHRZS
e 1: B

arrange_neces
sary

Integer

A hami

register_time

String

API;EARAT )

update_time

String

APZEZRTE]
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2% SR fik
group_name | String APIFfTE 4B FR
group_version | String APIffTlE 5 4BRYMR A
BRUAVY, HARRAE A
REE: V1
run_env_id String EHRITIERS
FEZINEMICRE, KMERSZERREHF
run_env_nam | String EIHEHIIREZIR
€ FEZNEMICRE, MERTRZEREHF
publish_id String EMICRRES
FEZNEMICRE, KmicRRESZBA IR
publish_time | String A FATiE
FEZNEMICR, AmiTEZER R
roma_app_na | String APIA/ERVE R FHZFR
me RS
ld_api_id String HAPIHEIRABEX EinhY, MNAIBENX Ein
APIfRS
BHAHF
backend_api BackendApi webFiFiFlH
object
api_group_inf | ApiGroupCo | apip¢H{EE
o] mmonlinfo
object
func_info ApiFunc R TIEREIRFE
object
mock_info ApiMock mockgiRiEE
object
req_params Array of APIRIIERES#IZ%E
RegParam
objects
backend_para | Array of APIRYRiRES#3IER
ms BackendPara
m objects
policy_functio | Array of R TIERRIEEiRSIE
ns ApiPolicyFun
ctionResp
objects
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2% SR fEiA
policy_mocks | Array of mock & FinmZ

ApiPolicyMoc
kResp objects

policy_https Array of webZk & FimyIZE
ApiPolicyHtt
pResp objects

%= 3-213 AuthOpt

e SHRT R
app_code_aut | String AppCodefE ZIAIEZEEY, {XTEauth_typeJAPPHY
h_type 438, BRIAJIDISABLE:

e DISABLE: AFFEEZIAILE
e HEADER: FEEZIMEEAppCodefIEE

HEADER
fR&{E: DISABLE
KZME:
e DISABLE
e HEADER
2 3-214 BackendApi
2% SRR g
authorizer_id | String FBimBENINENRHID, FinEE9GRPCHIAR
X FEiR B ESIAIE
url_domain String [EimARSSRIHEIE .

BEN (1PskidE ) MisOSE/, SHKERE
255, & AEHIRO (40:
apig.example.com:7443 ) , ¥IRARSix0, T
HTTPSERAIRS /443, HTTPEUAIROSH
80,

YIHIETE, FARETEN, 81MEERRN
KEN3 ~ 32UNFFHFER, FHEHRNFE.
#}F. Tz, PllZEk, BREELAZEIFFL
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2 SRR A
req_protocol | String BEKIMY, EimzEEIGRPCAIEK MY ATiE
GRPCS
KEME:
e HTTP
e HTTPS
e GRPCS
remark String A, FRREARBIZ255
jizLils
RS ARAUTE-88Z unicoded®A3
req_method String BERAR, BiEEEHGRPCATERAREESN
POST
W&E:
o GET
e POST
e PUT
o DELETE
e HEAD
e PATCH
e OPTIONS
o ANY
version String webFimhRA, FAHKEAREZ16
req_uri String iEkitbll, TLABEIERSE, BIRR, tban/
getUserinfo/{userld}, #F*/ %- _ . S4&5%=F
%, RKEREIE512, BiERURIEE.,
YIFHIRTE, FRNETEN, 81TE31Y
KERN3 ~ 32(MFHFER, FRABRENFE.
HF. PRk, THI%ER, BRELATSFF
L,
iRE
EERMURFLE
[GiRZEEY AGRPCRTIE R ML EE S/
timeout Integer APIMXIEK G imARSSHIERTATE) . ExAREATHYIE]
B SLAFEbackend_timeoutBcE(E2Z, B
1&2289_EFR /9600000,
B =,
=/AME: 1
enable_client_ | Boolean EEFBENEIAIE

ssl
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2H SR iR
retry_count String EREHRRSIVEILIRE, BAS-1, BE
[-1,10],
HZER-1, FFOROSFX UK, EREN
=&, POST, PATCHEZERIERSE; GET,
HEAD, PUT, OPTIONSHIDELETEESENEE
19,
REE: -1
id String A=
status Integer RIS
o 1. BN
register_time | String pE 23R IE]
update_time | String {&ATiE)
vpc_channel_i | Vpcinfo VPCIEIEF1E . N8R vpc_channel_status =1, N
nfo object X objectZEEUNMERR
vpc_channel_s | Integer ERFERVPCEE
tatus e 1: {FRAVPCEE
o 2: R{EAVPCERE
2 3-215 ApiGroupCommonlnfo
8% SHEE iR
id String =
name String API>tHZFR
status Integer RZE
o 1: BN
KZME:
o 1
sl_domain String E8 0 N ol 1 14
register_time | String ClIEERTE)
update_time | String IR 8]
on_sell_status | Integer EEELR=EE:
o 1: B2
o 2: REZE
o 3: HZH
B
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28 SR A
url_domains | Array of otH_FERERIMIIIN R YR
UrlDomain
objects
sl_domain_acc | Boolean iR E2EaLAAE, trueRRaJLAGE,
ess_enabled falseR/~"ZZ 11719
TREE: true
2% 3-216 UrlDomain
28 SR iR
id String HE2wmS
domain String Pl Elhe =
cname_status | Integer B cnameRE:
o 1: KRR
o 2: fEHTH
o 3: FEMTELIN
o 4: FENTRW
ssl_id String SSLIEPHRS
ssl_name String SSLIEBZIR
min_ssl_versio | String B/NsSUMMARAS o SZHFTLSV1. 18, TLSv1.2
n ShE{E: TLSv1.1
e =F
e TLSv1.1
e TLSv1.2
verified_client | Boolean EEABEFIREBKE . IE4HEIERT, 1%
_certificate_en SHAEY . AFPEIEBFEtrusted_root_ca
abled BY, BOAFE; SPEIEPAFE
trusted_root_caft, EXIAXF .
el false
is_has_trusted | Boolean EEEEEEMIRIERCA, BEIEREFE
_root_ca trusted_root_cafd /gtrue,
ThEE: false
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2 3-217 ApiFunc

2H SHE

ik

function_urn String

EREIURN

remark String

HAMEE . KEARBEI2551FMF
HiBE
Y A RAUTE-85Z unicode Rl

invocation_ty | String
pe

AR
e async: J£
e sync: [EZ
KEME:
e async
® Sync

network_type | String

XIFERR A AR RS B
o V1: JEVPCRILELRHT
e V2: VPCEEEE
WEME:

o V1

o V2

version String

SRR %R URNFIR SR ARBEHMENDTS, BREIR
W2, RSEREHHIZURN

RAKE: 64

alias_urn String

#0542 URN

éll_lifan%URN%DI:I%SIH&ZFHET%)\ET, EREIAR
2&4‘."%& l:la /\E{ﬁﬁﬁ @DJ%URN

timeout Integer

APIRKIE K RimARSZHIERTATIE . EREIMLEEHE
FVI1B R K#BATATE 60000, V2ERAFBRIATIE]
BiEIT e B4 backend_timeoutFR B, B
&2/ _EFR 9600000,

B =2,

=B/ME: 1

authorizer_id | String

[FiwEESMIAIEID

reg_protocol | String

REEiRIEIRIMY: HTTPS. GRPCS, BRAE
AHTTPS, aiiwECEPANEKIMY SIGRPCSAIE]
EGRPCS .,

TREE: HTTPS
ESIEE

e HTTPS

e GRPCS
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2% SR fHiA
id String R=
register_time | String EARATE)
status Integer [EimIRS
e 1: BN
update_time | String e GRIE]
& 3-218 ApiMock
2% SR fiHiA
remark String BRER . KEABII2551MFR
588
PR AUTF-88F unicodeswig .
result_content | String IR[E)4ER
version String IR . FRAKEAEIL64
authorizer_id | String [EiRrEEMIAIEID
id String Re
register_time | String EARATE]
status Integer [EiRIR7S
o 1: BN
update_time | String ERER]E]
£ 3-219 RegParam
2 SR A
name String SHEWR. KEHN ~ R2MNFFE, FEEH
HBNFE. HF. PH%E. THE. ZXaSE
B, BREELAZIFL,
type String S¥RE
ESIER
e STRING
¢ NUMBER
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SH

SHKE

i

location

String

SHIVE
=ME:
e PATH
e QUERY
e HEADER

default_value

String

SHEROAME

sample_value

String

SHTBIE

required

Integer

I

locationIPATHRY, requiredBiNA1, Hithiz=2
required2KIAJ92

KZME:
o 1
o 2

valid_enable

Integer

EREREE

o 1: FERIE
o 2! AHEBERKE
RE(E: 2
WEME:

o 1

o 2

remark

String

HIXMEE . KEFBE2557FFF
1583
R A RIIUTF-88) & unicodedmfid o

enumerations

String

SHWEE

min_num

Integer

SHR/IME
SHZERHINUMBERITER

max_num

Integer

SHEKE
SEZERHINUMBERITER

min_size

Integer

SHERIKE
SEERIHSTRINGETB R

max_size

Integer

SHBEAKE
HEERIHSTRINGHI B

W W
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SH SHRE

i

regular String

IEM#5a M
BEAHF

json_schema String

JSONTEEHLNY
BEASST

pass_through | Integer

EaIBE
o 1: 2
e 2! &
ESIER
o 1
o 2

id String

SHIRS

2 3-220 ApiPolicyFunctionResp

28 SHE

filig

function_urn String

EREIURN

invocation_ty
pe

String

B AR

e async: B

Fv
e sync: [E%
ESIER
e async

® sync

network_type | String

X RR I LR BRI ST
o V1: JEVPCRILZEEHS
o V2: VPCRIZZZEHS
WIZ(E:

e V1

e V2

version String

SR ER!E URNFIR R A BRHMENRT, BREHR

R 2HE, RE(FHRERIZURN
BRAKE: 64

alias_urn String

ERERIZURN

SEREAIZ URNFIRERR A ERHMENRT, REhR

KRN, RERREHIZURN
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2H SRR iR
timeout Integer APIRXIE R G iRARSSAIEATATIE] . ERETMIZEEHA
AV R ABIIATIEIN60000, V2EAHBAIATE
BT S E4E tEbackend_timeoutFe &2, o
1&eZHY LFR79600000,
Bh: =20,
B/AME: 1
req_protocol | String REEIRIEIRIMY: HTTPS. GRPCS, BRAE
JHTTPS, HiimbcEPRIERIMYFIGRPCSATE]
1%EGRPCS
ThE{E: HTTPS
KZME:
e HTTPS
e GRPCS
id String ws
effect_mode | String KEHISRIR A SR
o ALL: HEEIHRM
o ANY: HEE—FM
KZME:
o ALL
e ANY
name String REGSIRETR. FRIEBHEPY . RYFH .,
F. MIZER, BREELAPIEEIIFFL,
B/M<E: 3
RAKE: 64
backend_para | Array of RiRS 5%
ms BackendPara
m objects
conditions Array of REERHTIZE
CoditionResp
objects
authorizer_id | String [EiREEMIAMEXISRAIID
2K 3-221 ApiPolicyMockResp
2% SHRE R
id String =
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2H SRR iR
effect_mode | String KEARIRIRESER
o ALL: HEEIPFM
o ANY: HWEE—5FMH
KZME:
o ALL
e ANY
name String REGEIRETR. FRIBHF . BXFHE, &
F. TUZER, BREELAPEZEIIFFL,
=BNME: 3
RAKE: 64
backend_para | Array of [EinE#FIZ%=
ms BackendPara
m objects
conditions Array of REESEMIIZE
CoditionResp
objects
authorizer_id | String BimBESMINERTSRAIID
result_content | String IREIER
R 3-222 ApiPolicyHttpResp
B8H SRR R
id String we
effect_mode | String XEHIRIRE BT :
o ALL: HEEIPFRMF
o ANY: HEE—FM
WEME:
e ALL
o ANY
name String REGEIREIR. FIRTHHEPY. BXFH,
F. FRIZER, BREELAPIEERIIFFL,
BM<E: 3
RAKE: 64
backend_para | Array of [Rins#5%
ms BackendPara
m objects
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2H SR iR
conditions Array of REERHTIZR

CoditionResp
objects

authorizer_id

String

[Rim B E XOAEXSRAIID

url_domain

String

R EiwAYENdpoint,

Higa (geipibit ) FlixOSERK, SHREARE
13255, &R AEEIROA (40:
apig.example.com:7443 ) , MIRAEixO, T
HTTPSERNiROS9443, HTTPEUAIROS A
80,

YIEMETE, FRANRETEN, 81/MT=28/0
KEH3 ~ 2UNFFHFE, FHBHENFE.
HxE. ‘70 427 Hpr, BREELAZENTFFL.

req_protocol

String

BERIMY: HTTP. HTTPS. GRPCS, [Fi%zEEN
GRPCHYR]IEGRPCS

ESE

e HTTP
e HTTPS
e GRPCS

reg_method

String

iBEKkA: GET. POST. PUT. DELETE.
HEAD. PATCH. OPTIONS. ANY, [SifkHIY
GRPCHYEEPOST

MEHE:

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS
o ANY

reg_uri

String

Bkl , TLAEEIERSH, ﬁﬁ{}h’b\, tean/
getUserInfo/{userld}, SzF*/ %- _ . S430H%F
F, BRKEABII512, Ewiumﬂ,eo
YIENETE, FRNETEN, 8/1TE3M
KER3 ~ 32U ZFHFER, ZHBHENFE.
Z—?—\ g, TRI&ER, HREELIESFHF
WiBA

EFRMURBEE

[ iR S GRPCAT S R it Bl E T/
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SH SHRE

i

timeout Integer

APIRXiE R EimARSS AVBATATIE . SRAFEHTHTIE
@I L5 Ebackend _timeoutBL E1EcZ, AJ
1E8RY_EFR 9600000,

B =R,
&=/IME: 1

retry_count String

BREIRIRSZHIEIAE, BAR-1, SBE
[-1,10],

LiZER- 18, BESEOSEH1UR, ERSEWN
A&&id, POST, PATCHAERIEES; GET,
HEAD, PUT, OPTIONSFIDELETEEZ S ZNEE
A9,

HEE: -1

vpc_channel_i | Vpcinfo
nfo object

VPCIBIEI#IE . W% vpc_channel_status =1, M
X objectz BV AMEER

vpc_channel_s | Integer
tatus

EEFERVPCEE:
e 1: {EFAVPCEE
e 2: REAVPCIEE

£ 3-223 BackendParam

28 SHH

origin String

o [SimBRSZS#: REQUEST
o EES#: CONSTANT
o RFESH: SYSTEM
WzE:

e REQUEST

e CONSTANT

e SYSTEM

name String

SHEIR. FRHEHEENFE. H=F. i,
TR, BmXASHERE, BREEATE L,
RAMKE: 1

RAKE: 32

remark String

A, FRREARBIZ255
HiBE
Y AR UTF-85Z unicodeRhL
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2% SR ik
location String SHUE: PATH. QUERY. HEADER
e =
e PATH
e QUERY
e HEADER
value String SHE . FEHREAREIL255 originzs3l
REQUESTRY, Itt=FER{E7areq_paramsHRIS (%
R;
originZtBI5CONSTANTRY, tFEMEANSHE
IERYE;
originZE5IASYSTEMAY, FEEARFZSHEZ
R, RRSHHDAMNEAESH . BlimIAIESH
FERIAESE, HapiglinTENERABEE
MONIERT, BJLUMESEMAIESE, Hapidiaia
IAIERY, AJLUESRIRAIESE.
MEXABESEHEUERITNE X :
e $context.sourcelp: APLERBZERYREbNE
e S$context.stage: APIEFHIEPEINE
e $context.apild: APIAJID
e $context.appld: APIEREEAIAPPIIRID
e $context.requestld: ZXAPHEBLERLIERID
o $context.serverAddr: MERIIRSSSEHBHE
e $context.serverName: MNERIIRSZEEZFR
e $context.handleTime: ZAXRAPIERIIIERT
i&]
e $context.providerAppld: APIHEZERIN XS
RID, BEARZIHER
BIRIANIESEENE: L
“$context.authorizer.frontend.” HRIZE, WFHE
BEREMANEREESIREISE9aaa, BBA
I FEHES F9$context.authorizer.frontend.aaa
EimESEEVE: LA
“$context.authorizer.backend.” JBIZE, W%
BHREXIANERICETIREINSE Haaa, B4
tt=ERIES J9$context.authorizer.backend.aaa
id String SRS
req_param_id | String XN RYE RS RS
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2k 3-224 CoditionResp

2H

SHE

ik

req_param_na
me

String

KEXANERESEXIREIR . REFSER SIparamiy

Ssys_param_na
me

String

RASH-MIRNESHEZIR. RIEXEE Isystem
Bywsite . SZIFLATEH

e req_path: {BEKERE. W /a/b

e req_method: &K%, 90 GET

e reqPath: i&EKIEEE, [EF. W /a/b

e reqMethod: {BEKTGE, EF. a0 GET
WEME:

e req_path

e req_method

e reqPath

¢ reqMethod

cookie_param
_name

String

COOKIEZSHER, KBS cookielTwiisk
=ME: 0
BAKE: 255

frontend_auth
orizer_param_
name

String

ABESE-AImANESEETR. RIESEES
frontend_authorizerfd @ik, BImAIESEETR
LA"$context.authorizer.frontend."==5 £ 981
Ko Blan, BIRIANIESEZTRAuser_name, 1l
TEigA

$context.authorizer.frontend.user_name,

condition_typ
e

String

RIS

e exact: #BIJPTED
e enum: &

e pattern: IENY

SHEgEBHparam, system, cookie,
frontend_authorizerfd @415

ESIER
e exact
e enum
e pattern
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2H SRR iR
condition_orig | String REESERY
In e param: ¥

source: J&IP

system: RFESE-MEXAESEL

e cookie: COOKIEZ#]

e frontend_authorizer: RS S H-BIHIANTESE
KEME:

e param

e source
e system
e cookie
e frontend_authorizer

condition_val | String
ue

HERR(E, $RERSEBY param, source, cookie,
frontend_authorizerfd W4 iE

id String

WS

reg_param_id | String

KEXRIBERSEIRRS

reg_param_lo | String
cation

KEXRIBERSEIRME

2 3-225 Vpcinfo

8% e et fik

ecs_id String =HIRS3EEID

ecs_name String RS FEZFR

cascade_flag | Boolean BEERREEAT
HAHF

vpc_channel_ | String IEBEM,

proxy_host

\épc_channel_i String VPCBIERS

vpc_channel_ | Integer VPC@EiEixC

port

WK&G: 400
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2 3-226 i Body 2%

S8 SR A
error_code String EIRg
error_msg String EREA
REEG: 401
% 3-227 IR Body &%
2% SR R
error_code String e
error_msg String A
RESE: 403
% 3-228 liILZ Body &%
S SRR R
error_code String EIRg
error_msg String iR
KE&ES: 404
7= 3-229 i Body %4
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
2 3-230 L7 Body &%
2¥ SR R
error_code String e
error_msg String IR
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BRI

(EE—NAPI, APBNIEAXHAPPINE, EinfiEERAIZEE

{
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"match_mode" : "NORMAL",
"name" : "Api_http",
"auth_type" : "APP",
"backend_type" : "HTTP",
"backend_api" : {
"vpc_channel_status" : 1,
"vpc_channel_info" : {
"vpc_channel_id" : "56a7d7358e1b42459c¢9d730d65b14e59",
"vpc_channel_proxy_host" : "www.example.com"
B
"req_protocol" : "HTTPS",
"req_method" : "GET",
"req_uri" : "/test/benchmark",
"timeout" : 5000,
"retry_count" : "-1"
1
"cors" : false,
"req_protocol" : "HTTPS",
"req_uri" : "/test/http",
"remark" : "Web backend API",
"type" : 1,
"req_method" : "GET",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"backend_params" : [ {
"name" : "X-CONSTANT-HEADER",
"value" : "demo",
"location" : "HEADER",
"origin" : "CONSTANT",
"remark" : "constant_demo"
h o
"name" : "app-id",
"value" : "$context.appld",
"location" : "HEADER",
"origin" : "SYSTEM",
"remark" : "App ID of the API caller"
11
"tags" : [ "webApi" ]
}

MRz~
REFB: 200
oK

"id" : "5f918d104dc84480a75166ba99%efff21",
"tags" : [ "webApi" ],
"arrange_necessary" : 2,
"backend_type" : "HTTP",
"auth_type" : "APP",
"auth_opt" : {
"app_code_auth_type" : "DISABLE"
I
"backend_api" : {
"update_time" : "2020-08-02T16:32:47.0770288412",
"vpc_channel_status" : 1,
"vpc_channel_info" : {
"vpc_channel_id" : "56a7d7358e1b42459¢9d730d65b14e59",
"vpc_channel_proxy_host" : "www.example.com"

h
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"url_domain" : "56a7d7358e1b42459c9d730d65b14e59",
"req_protocol" : "HTTPS",
"id" : "1ce8fda3586d4371bd83c955df37e102",
"req_method" : "GET",
"register_time" : "2020-07-31T12:42:51Z",
"req_uri" : "/test/benchmark",
"timeout" : 5000,
"status" : 1,
"retry_count" : "-1"
1
"cors" : false,
"status" : 1,
"group_name" : "api_group_001",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_version" : "V1",
"match_mode" : "NORMAL",
"name" : "Api_http",
"req_protocol" : "HTTPS",
"req_method" : "GET",
"req_uri" : "/test/http",
"type" : 1,
"version" : "V0.0.1",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"register_time" : "2020-07-31T12:42:51Z",
"update_time" : "2020-08-02T16:32:47.0462888427",
"remark" : "Web backend API",
"backend_params" : [ {
"name" : "X-CONSTANT-HEADER",
"value" : "demo",
"location" : "HEADER",
"origin" : "CONSTANT",
"remark" : "constant_demo",
"id" : "8cb2eba19e7a4423a4e835647a8b8d76"
h o
"name" : "app-id",
"value" : "$context.appld",
"location" : "HEADER",
"origin" : "SYSTEM",
"remark" : "App ID of the API caller",
"id" : "216ddda836e74d528f364ff589d9dd21"
1]
}

REFS: 400
Bad Request

{
"error_code" : "APIG.2011",
"error_msg" : "Invalid parameter value,parameterName:name

}
RE&EE: 401
Unauthorized

{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
RZEMG: 403
Forbidden
{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}

. Please refer to the support documentation"
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RE&E: 404
Not Found

{
"error_code" : "APIG.3002",

"error_msg" : "API 5f918d104dc84480a75166ba99efff21 does not exist"
}

R7&1E: 500
Internal Server Error

{
"error_code" : "APIG.9999",
"error_msg" : "System error"

}
WS
K& fid
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
HHIRtG
B2 ARG

3.5.3 ffifx API

MIBRISERIAPI -

MIBRAPIES, SMPRZAPIFRFEEXAIRIREESIEXRTR, WAPIRILMICE, 45ERY
[EinARSS, XHAPPRIEIEES,

BR7SE
B2 MATERAPI .

URI

DELETE /v2/{project_id}/apigw/instances/{instance_id}/apis/{api_id}
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% 3-231 BRiZ8H
2¥ B SR A
project_id 2 String IRBID, XREVGN1ES WIRENIR
HID,
instance_id 2 String SEID, TEAPIRIKIESIEHY
“SCHNSE” H3REN,
api_id 2 String APIYIR=
BRSH
2 3-232 153K Header 2%
28 BRI SHER g
X-Auth-Token | 2 String HRFToken, @iZiERIAMIRSS
SRENFE P Token$Z FREY ( Mak
JEESLAX-Subject-Tokenfd
B) .
Nl fiz & 28
RS 401
7= 3-233 iy Body %4
S SHERR R
error_code String EIRg
error_msg String HERfAR
RS 403
7= 3-234 g7 Body S
2 SR R
error_code String EIRS
error_msg String HEiRfAR

WK&MG: 404
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7= 3-235 iy Body %4
2 SR iR
error_code String EIRg
error_msg String iR
SRR 409
7= 3-236 iy Body %4
2 SR R
error_code String EIRg
error_msg String HEiRfAR
KES6G: 500
7= 3-237 i Body %4
28 SR A
error_code String EIRS
error_msg String HEiRfAR
=Rl
7

N Mz 73~ 51
REB: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}

KEB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
W&mG: 404
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Not Found

{
"error_code" : "APIG.3002",

"error_msg" : "API 5f918d104dc84480a75166ba99efff21 does not exist"
}

K& 409
Conflict
{
"error_code" : "APIG.3416",

"error_msg" : "The API cannot be deleted because it has been published"

}

R&FS: 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}
REB
RSB )%
204 No Content
401 Unauthorized
403 Forbidden
404 Not Found
409 Conflict
500 Internal Server Error
BI=
52 LERB.
3.5.4 &tk & API
INRENA
XTAPIHIT AT Rk
RGRERBE—MEENAPIEHEI—MEEINE, APIREAHKE, Fae1AE
B, BREEmZIME LA 8EER . REMAIAPIGERIER
THRIRMERBAPINENERHBIME LT, T&E, APUSTEBHAR.
BRABE

152 WAalEABAPI,

2024-08-06 196




API MXARSS

APl % 3 EZHRAPI (V2)
URI
POST /v2/{project_id}/apigw/instances/{instance_id}/apis/action
2 3-238 BIZBH
84 =AWk SHERR faR
project_id = String IREID, 3REVAINiEZS WFREIR
BID,
instance_id 2 String SEIID, TEAPIRIKIESIEHY
“SENER” H3REN,
IBREH
2 3-239 153K Header 2#f
2% BRIk SR R
X-Auth-Token | 2 String R Token, B@iZiRBIAMIRS
SRHYFE A TokeniZ5KEX ( MERL
iEBsLehX-Subject-TokenhY
B).
3 3-240 53k Body &
8% =A%k SR R
action = String BEFTRURIE
e online: &%
o offline: %
KEME:
e online
e offline
env_id 2 String KENwmS, Bl: APIEEAR
RN IALER
api_id = String APIRYRS, BN: FEHITRM
2 FHIAPIRY RS
remark & String SIEBENERER . ZRHEAR
#813255
izL:ld
X F R AIUTF-83¢E unicode
fmig.
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R3S
IREB: 201
& 3-241 Kz Body %
2¥ SRR g
publish_id String ABICEID
api_id String APIIR=
api_name String APIZFR
env_id String RHEHNINERS
remark String YTt u
publish_time | String y=Zixl:n[1=)]
version_id String FELANRAS
K&/ 400
2 3-242 i Body 2%
¥ SHEE iR
error_code String EIRS
error_msg String HEiRfAR
RSB 401
R 3-243 i Body 2%
8% SRR U
error_code String et
error_msg String Ei=fEA
KRG 403
7= 3-244 IR Body &%
2% SR A
error_code String RS
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28 SR A
error_msg String HEiRfAR

REE: 404

7= 3-245 IR Body &%
S8 SR A
error_code String =3
error_msg String A

RS 500

7= 3-246 gL Body %4
S8 SR A
error_code String =g
error_msg String EPES YN

BRI

i Rz 7~

B—1MAPIEKAREIRE
{

"action" : "online",
"api_id" : "5f918d104dc84480a75166ba99efff21",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID"

}

RED: 201
Created

{
"api_id" : "5f918d104dc84480a75166ba99efff21",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"publish_id" : "9191cdb430724d4b8586ed7f1b962ca2",
"publish_time" : "2020-08-03T01:36:00.592970615Z",
"version_id" : "ee1a5a38d3d3493abfldc4ed6cacfaOb”

}
K& 400
Bad Request

{
"error_code" : "APIG.2011",
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"error_msg" : "Invalid parameter value,parameterName:action. Please refer to the support documentation"
}
K& 401
Unauthorized
{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"
}
RSRG: 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
R&ES: 404
Not Found
{
"error_code" : "APIG.3002",
"error_msg" : "API 5f918d104dc84480a75166ba99efff21 does not exist"
}
R7S89: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
R
RSB ik
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
H o
HI=g
B2 ERD,
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3.5.5 Zif] API i¥15
INRENA

BEIEENAPIBNFMES .

ARBE
152 WAMTREBAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/apis/{api_id}
* 3-247 BRZB¥
2¥ BRIk SR ik
project_id 2 String IREID, KBNS iES WIRER
BHID,
instance_id 2 String SCEIID, TEAPIRMEISEISRY
“SLHUSE” FIREN.
api_id = String APINIRS
IBREH
5t 3-248 53K Header 2%{
2% BRIk SR fHR
X-Auth-Token | 2 String FHRFToken, @EidiERIAMIRS
SKEVFE P TokeniZ5KEY ( Mz
& B sLAhX-Subject-Tokenfd
B) .
R3S

RSEE: 200
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2 3-249 i Body 2%

2H

SHE

ik

name

String

APIZTR,
THENFE. B, H=F. PH%. TR%. 2.
FHT. FEEXTRIMESHIES . PXIER
THIRS, BREEAE . NFNHFFL,
3-2550NFF,
15A8

RS A UTF-855 & unicode 55 .

type

Integer

APIZERY

o 1: NBAPI
e 2: FABAPI
WaE:

o 1

o 2

version

String

APIFIRRZR
BRAKE: 16

reg_protocol

String

APIEGIESRIMY
e HTTP

e HTTPS

e BOTH: [ERYSZ#FHTTPFIHTTPS
e GRPCS
FRE(E: HTTPS
KEME:

e HTTP

e HTTPS

e BOTH

e GRPCS

reg_method

String

APIFNIERAT, HAPIRIBERIMNYAGRPCEEE )
WHNEKR B EEAPOST,
MIZ(E:

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY
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SH

SHRE

i

req_uri

String

iEkiteit, JLAEEEKRSE, B, tkan/
getUserinfo/{userld}, x3F */ %- _ . E4FHF
%, RKEARBIZS12, BFERURIEEE.
1588

EFRMURBEE

auth_type

String

APIEJIAIES =

e NONE: FIAIE
e APP: APPIAIE
o IAM: IAMIAIE

e AUTHORIZER: BEMIAIE, Hauth_typeEX
{EAUTHORIZERBEY, authorizer id=EZWA4R
EDN

LAPIRIERIMY AIGRPCEBII AT IFEENIA
1113

e=F

e NONE

e APP

e |AM

e AUTHORIZER

auth_opt

AuthOpt
object

INES S

cors

Boolean

EAXIFE

e TRUE: E¥F

e FALSE: F%i#F
TREME: false
KZME:

e true

e false

match_mode

String

APIRIILEC 5 2C
o SWA: HIZRITEC

e NORMAL: IEFEITE (4XI0TES ) ZAA:
NORMAL

e =
e SWA
e NORMAL
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2H SR iR
backend_type | String [EimERY
e HTTP: web/gi%
e FUNCTION: HRHET{ER, ZHbackend_typeEX
{BEJ9FUNCTIONAY, func_infoxZERARIEN
e MOCK: #EHIAIEinw, Hbackend_typeEUEN
MOCKRT, mock_infoFEBWTUEN
e GRPC: grpcfRif
KZME:
e HTTP
e FUNCTION
e MOCK
e GRPC
remark String APIEIR ., FRHKEARIEI255
izl
RS ARAUTE-88Z unicoded®A3
group_id String APIFFERIDHRS
body_remark | String APIEREIAR, aJLARIERMRA] . (RARSER
SHEER .. FRHIKEAIBIZ20480
588
RS ARAUTF-88Z unicoded®A3
result_normal | String IEENLNRE, HEAAPIIEEREIEE . FHK
_sample EA#B1$20480
588
FRSC %R UTF-885 E unicodewfig o
LAPIHIERIMY IGRPCEBIR R HEELE .
result_failure_ | String KMIREIRE], HRAPINEEIREIEE . FHK
sample FEA#Bi$20480
1588
FRSC RIS UTF-855 E unicodewfig .
LBAPIFIERIMYIGRPCERIRI ATISHELE -
authorizer_id | String Bl EEMINEGSREID, APHERIMYAGRPC
ERRSA 2 5RIR B E SOAIE
tags Array of R,
strings XIFRY, HF, Y, HHEGS “*#%._) ,
BHReELARN 5 Z23 Tk,
FOASZFF10OMRES, WIFEY KBcANSEARIATL
FEIMENAPL_TAG_NUM_LIMITECE .
BIMEE: 1
RAKE: 128
response_id String PEEENXNNID
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2% SRR fik
roma_app_id | String SR FFID
AT
domain_name | String APIZBERIBE X3
BAHF
tag String FREE
$I&7, HEERtagsFR
content_type | String IERABIEINRE:
application/json application/xml multipart/
form-data text/plain
AT
KEE:
e application/json
e application/xml
e multipart/form-data
e text/plain
id String APIfRS
status Integer APYAZES
e 1: BN
arrange_neces | Integer EEEEREE
sary
register_time | String APIEARATE]
update_time | String APHEMAT(a]
group_name | String APIFfE 2 4BRYZFR
group_version | String APIFfJE S HRYRR AR
BRIAVY, EHABRRAE A
RE(E: V1
run_env_id String EHHNITERS
FEZSNAMICR, NERS2ZEEIRAF
run_env_nam | String EHHIINEZIR
€ FEZSNAMICR, WEZRZEE| R
publish_id String EMICRRES
FEZTMERMICRIY, AMicRRESZEHRHF
publish_time | String =TIl

FESNARHICRE, RKhifEZER R
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2% SR fEA
roma_app_na | String APIABHIEERL R FI TR
me AT
|d_api_id String BAPIFIRAEEN iR, MNABEENEH
APIRS
A HF
backend_api | BackendApi | webfSimi¥lE
object
api_group_inf | ApiGroupCo | apifpfH{EE
o] mmoninfo
object
func_info ApiFunc BRE T EREImFR
object
mock_info ApiMock mock/FimiFElE
object
req_params Array of APIRUIERS#FIZE
RegParam
objects
backend_para | Array of APINfEIRESE5IFE
ms BackendPara
m objects
policy_functio | Array of R TIERRIEEiRSIE
ns ApiPolicyFun
ctionResp
objects
policy_mocks | Array of mockZRIE/FimTZE
ApiPolicyMoc
kResp objects
policy_https | Array of webZRlgFimTIZE

ApiPolicyHtt
pResp objects
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% 3-250 AuthOpt

2H SHE

ik

app_code_aut | String
h_type

AppCodef@ZIAUEZRE, {XTEauth_typeIAPPHS
430, BKIAJIDISABLE:

e DISABLE: AFZEZIAUE

e HEADER: FEEZIANEBAppCodefiBTE
HEADER

fRh&{&: DISABLE
KZME:

e DISABLE

e HEADER

2 3-251 BackendApi

24 SHR

R

authorizer_id | String

BiRBENINETSNID, EiniHGRPCAYA
YIFRIEBEMNIAILE

url_domain String

[RimARSS b

EN (IPEig ) MNikOSERE, SEKERE
13255, N AENGRO (40:
apig.example.com:7443 ) , MIRABixO, N
HTTPSERAIR IS 79443, HTTPERAIRCOS S
80,

YIFHIRTE, FRNETEN, 81TE3/Y
KEN3 ~ 32UNFFFE, FHEHRNFE.
HF. ThI%. PLI%kHk, BReeLATFL

req_protocol String

ERINY, BB JIGRPCAHER MY ATE
GRPCS

e=F

e HTTP
e HTTPS
e GRPCS

remark String

iR, FIRAKEABIE255
1588
SR F R IIUTF-88¢ 2 unicodedREg .
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2% SR iR

req_method | String iERAH, BIREEAGRPCAIERA R EER
POST
KZME:
o GET
e POST
e PUT
e DELETE
e HEAD
e PATCH
e OPTIONS
o ANY

version String webFiRiRA, R KEREL16

req_uri String Bk, TLABEERSE, BMRR, than/
getUserinfo/{userld}, 5 */ %- _ . S45F%=F
&, BEKERBIE512, Bi#EUREGE.,
YIFHRTE, FRNETEN, 81TE31Y
KER3 ~ 32(iFHFER, FRABHRHRNFE.
HF. PRk, TU%KHERE, BRELATSFF
L,
iz kil

EERMURFLE

[EimZEE IGRPCRTE KL EIE S/

timeout Integer APIRMKIEK R inARSSAIEAIRTIE] . BRAHBATHY(E]
OliEid sEfFEbackend_timeoutFe BIE, AT
{EeAY_EBRF9600000,
B 28,
=IME: 1

enable_client_ | Boolean AR EIALE

ssl

retry_count | String 5K EmIRSHIEIREL, FIAJ-1, EE
[-1,10],
HiZER-1, F2OROSFIXUR, EEEN
AL8Eif. POST, PATCHA A RIERSE; GET,
HEAD, PUT, OPTIONSHIDELETEE S E RS
89
REE: -1

id String ws

status Integer BRIk
o 1: BN
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2% SRR fik

register_time | String EARATE)

update_time | String (EZCRE]

vpc_channel_i | Vpclnfo VPCIBIE¥15 . WN%Rvpc_channel_status =1, N
nfo object X NobjectZERUMMEER

vpc_channel_s | Integer EAFERVPCGER

tatus

e 1: {FERAVPCHEE
o 2: AEAVPCEE

Z 3-252 ApiGroupCommoninfo

2% SR R
id String ws
name String API4BRTR
status Integer K&
e 1: BN
KZME:
o 1
sl_domain String AFEIA\D B FIER
register_time | String BlFEATIE)
update_time | String BT E AT 8]
on_sell_status | Integer EAELR=EIE:
e 1: 2252
o 2: KREZE
o 3: EIZA
B
url_domains | Array of oA EEBTERYIMI I IR FIZR
UrlDomain
objects
sl_domain_acc | Boolean BEidiEE2E0LAAE, trueR~aLAGE,

ess_enabled

falseR/RZE 1150
TREE: true
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2 3-253 UrlDomain

28 SR R
id String EEZEEA
domain String Pl b=
cname_status | Integer B cnameRE:
o 1: KRR
o 2: fEHTH
o 3: FEMTELIN
o 4: FEMTRIN
ssl_id String SSLIEPHRS
ssl_name String SSLIUEBZTR
min_ssl_versio | String BN RAS . SZHFTLSV1. 18 TLSv1.2
n ThE(E: TLSv1A
KzE:
e TLSv1.1
e TLSv1.2
verified_client | Boolean EEABREFIRERKE . IE4EIERT, 1%
_certificate_en SHAEY . AGPEIEBFEtrusted_root_ca
abled B, BAFS; HHEIEBAEE
trusted_root_caft, EXIAXF .
hEE: false
is_has_trusted | Boolean EEFEEEIIRIERCA, U4EIFBEFERE
_root_ca trusted_root_cafdAtrue,
ThEE: false
2R 3-254 ApiFunc
28 SR A
function_urn | String ERZLURN
remark String HBAER ., KEFBE2551MFR/F
1588

Y A RAUTE-85Z unicodeHH3
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SH

SHRE

i

invocation_ty
pe

String

EAFRE
e async: B&
e sync: [E£
KE(E:
e async
e sync

network_type

String

XS EEERERI AR g S B
e V1: FEVPCRILEEEHT
e V2: VPCZEEEHS
ESIER

o VI

o V2

version

String

SEREAIZ URNFIRERR A ERHMEN, REhR
KRB REE, RERREHIZURN

RAKE: 64

alias_urn

String

ERERIZURN

SREAIZURNFIREGR A ERMENT, &R
REHREE, RERREHIZURN

timeout

Integer

APIM KIS KR IRIRSSHIBATATE . REIMEEE4S
FIV 1B R AHBRTATE) 960000, V2&AFBATATE]
BT S8 tEbackend_timeoutFe B, o

&4 A9_EBR 9600000,

B =2,

BME: 1

authorizer_id

String

[Eir B ESAIEID

reg_protocol

String

BREGIRASIERIMNY : HTTPS. GRPCS, ERIAE
JHTTPS, HiimbcEPRIERIMNYAIGRPCSATA]
#EGRPCS.

FRE(E: HTTPS
WA

e HTTPS

e GRPCS

id

String

RS

register_time

String

EARATIE)

status

Integer

[RimIRRS
o 1: BN
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2H SR iR
update_time | String (ET=CRE]
2 3-255 ApiMock
B8H SR faR
remark String HBRER . KEABII2551MFR
jizLils
RS ARAUTE-88Z unicoded®A3
result_content | String IR[E)ZER
version String IRA . FRIIKEAREII64
authorizer_id | String [EiwEENXIAUEID
id String ws
register_time | String EARATE)
status Integer [EimIRS
e 1: B
update_time | String ES R[]
2 3-256 RegParam
2¥ SR iR
name String SHEWR. KEN ~ R2MNZFE, FHEH
BXFE. HF. PRIK. TUE. ZEXTSH
B, BREEAZEIFFL,
type String SR
KZME:
o STRING
e NUMBER
location String SHINE
KZME:
e PATH
e QUERY
e HEADER
default_value | String SHENE
sample_value | String SHRBIE
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SH

SHRE

required

Integer

I

locationgPATHRY, requiredZiAA1, Hithiz=2
required2KIAJ92

KZME:
o 1
o 2

valid_enable

Integer

A HERE

o 1: HEREE
o 2: AHERE
REE: 2
ESIER

o 1

o 2

remark

String

HIXMER . KENBE2557FFF
1583
R RIIUTF-88) & unicodedmfid o

enumerations

String

SHWEE

min_num

Integer

SHe/IME
S B INUMBERRTE R

max_num

Integer

SHEKE
SEZERHINUMBERITER

min_size

Integer

SHERIKE
SEERIHSTRINGETB R

max_size

Integer

SHEAKE
HEERIHSTRINGHI B

W W

regular

String

IEMABE AR
EESEE

json_schema

String

JSONEREEHNY
BRI
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SH SHRE

pass_through | Integer

id String

SRS

2 3-257 ApiPolicyFunctionResp

24 SHH

R

function_urn String

ERETURN

invocation_ty
pe

String

EFZEE
e async: B&
e sync: [EE
wWatE:
e async

e sync

network_type | String

SRR EHI LR BRI ST
o V1: JEVPCRILZEEHT
o V2: VPCRIZZZEHS
KA

e V1

e V2

version String

SR AIE URNMER LR A ERMENRT, HEhR
R REE, RERREBIZURN

RAKE: 64

alias_urn String

ERERIZURN

SEREAIZ URNFIRERR A ERHMEN, REhR
RBHREE, RERREHIZURN

timeout Integer

APIMXIE K RiRARSSHIEATATIE . EREIMLEE4S
FIV1ET R AHBATATIEI /960000, V2ERAFBATATIE
@I L4 Ebackend _timeoutBc EfEcZ, BJ

1&2489_EBR /9600000,

==V iv=—5 N

=/IME: 1
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2% SR iR
req_protocol | String BRI SiRAYIERIMY : HTTPS. GRPCS, BRIAE
AHTTPS, BiimbcEPHEKRIHNIIGRPCSHIE]
#%EGRPCS,
fREE: HTTPS
KZME:
e HTTPS
e GRPCS
id String wR=
effect_mode | String XEXRIRERHASE
o ALL: HEEHPFM
o ANY: HWEE—5FMH
KZME:
o ALL
o ANY
name String RIERIREIR. FRHEHPN. EXFHE.
F. TRIZ%ER, BREELAPIEIEI L,
=ME: 3
RAKE: 64
backend_para | Array of EiRs#5I%E
ms BackendPara
m objects
conditions Array of RESFIEFTIZE
CoditionResp
objects
authorizer_id | String BimBESNINERTSAIID
£k 3-258 ApiPolicyMockResp
B8Y ¥R RhR
id String W
effect_mode | String KERHISRIR A SR :
o ALL: HEEEPHKM
o ANY: jEBE—FM
KZME:
e ALL
o ANY
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2% SR fik
name String REGEIRETR. FITHHEPL . BXFH,
F. TRI%AER, BREELAPIEESFF:L,
=MSE: 3
EAKE: 64
backend_para | Array of [Rins¥5%
ms BackendPara
m objects
conditions Array of REERHTIZE
CoditionResp
objects
authorizer_id | String EiwBESMIAETSRAIID
result_content | String IR[EER
2K 3-259 ApiPolicyHttpResp
2% SR R
id String ws
effect_mode | String KEXRURIRE SR
o ALL: HEEIPFRMF
o ANY: jiBE—FMH
e =R
e ALL
o ANY
name String RESEIRETR. FRIBHFY . IXFH .
F. FXIZ%HER, BREELAPIEES Tk,
BIMSE: 3
RAKE: 64
backend_para | Array of RimE#5IFE
ms BackendPara
m objects
conditions Array of REEEMIIZE
CoditionResp
objects
authorizer_id | String [EiwEEMIAEXISRAIID
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SH

SHKE

i

url_domain

String

HRE&EIRAYENdpoint,

Higa (geipibit ) FlixOSERK, SEREARE
13255, &R AEEIRA (0:
apig.example.com:7443) ., IRABixO, M
HTTPSERIANIROS 9443, HTTPELUAIROS A
80,

YIEWETE, FRANRETEN, 81028/
KEH3 ~ 32HFFFR, —?f—r%EEsQSZ?—E\
HFE. ‘7. 427 Hpk, BREELAZESNIFFL.

req_protocol

String

BERIMY: HTTP. HTTPS. GRPCS, eS|
GRPCRJR]i%EGRPCS

e =

e HTTP
e HTTPS
e GRPCS

reg_method

String

i5KA: GET. POST. PUT. DELETE.
HEAD. PATCH. OPTIONS. ANY, [SimZ:E%
GRPCHIEIREIPOST

MEHE:

o GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS
o ANY

reg_uri

String

kil , AILAEEIEKRESE, B{tRR, tban/
getUserinfo/{userld}, 3% */ %- _ . 435
%, REEARRBIZS12, BFEREURELE.
TIMETE, FANETEN, 8/MTEEM
Jutf" H3 ~ 32148’]???% ?ﬁ%EEQ&SZ%l
izl

EERMURBEE

[EiwZER AGRPCRTIE Rt EIE S/
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SH SHRE

i

timeout Integer

APIRXiE R EimARSS AVBATATIE . SRAFEHTHTIE
@I L5 Ebackend _timeoutBL E1EcZ, AJ
1E8RY_EFR 9600000,

B =R,
&=/IME: 1

retry_count String

BREIRIRSZHIEIAE, BAR-1, SBE
[-1,10],

LiZER- 18, BESEOSEH1UR, ERSEWN
A&&id, POST, PATCHAERIEES; GET,
HEAD, PUT, OPTIONSFIDELETEEZ S ZNEE
A9,

HEE: -1

vpc_channel_i | Vpcinfo
nfo object

VPCIBIEI#IE . W% vpc_channel_status =1, M
X objectz BV AMEER

vpc_channel_s | Integer
tatus

EEFERVPCEE:
e 1: {EFAVPCEE
e 2: REAVPCIEE

£ 3-260 BackendParam

28 SHH

origin String

o [SimBRSZS#: REQUEST
o EES#: CONSTANT
o RFESH: SYSTEM
WzE:

e REQUEST

e CONSTANT

e SYSTEM

name String

SHEIR. FRHEHEENFE. H=F. i,
TR, BmXASHERE, BREEATE L,
RAMKE: 1

RAKE: 32

remark String

A, FRREARBIZ255
HiBE
Y AR UTF-85Z unicodeRhL
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2% SR ik
location String SHUE: PATH. QUERY. HEADER
e =
e PATH
e QUERY
e HEADER
value String SHE . FEHREAREIL255 originzs3l
REQUESTRY, Itt=FER{E7areq_paramsHRIS (%
R;
originZtBI5CONSTANTRY, tFEMEANSHE
IERYE;
originZE5IASYSTEMAY, FEEARFZSHEZ
R, RRSHHDAMNEAESH . BlimIAIESH
FERIAESE, HapiglinTENERABEE
MONIERT, BJLUMESEMAIESE, Hapidiaia
IAIERY, AJLUESRIRAIESE.
MEXABESEHEUERITNE X :
e $context.sourcelp: APLERBZERYREbNE
e S$context.stage: APIEFHIEPEINE
e $context.apild: APIAJID
e $context.appld: APIEREEAIAPPIIRID
e $context.requestld: ZXAPHEBLERLIERID
o $context.serverAddr: MERIIRSSSEHBHE
e $context.serverName: MNERIIRSZEEZFR
e $context.handleTime: ZAXRAPIERIIIERT
i&]
e $context.providerAppld: APIHEZERIN XS
RID, BEARZIHER
BIRIANIESEENE: L
“$context.authorizer.frontend.” HRIZE, WFHE
BEREMANEREESIREISE9aaa, BBA
I FEHES F9$context.authorizer.frontend.aaa
EimESEEVE: LA
“$context.authorizer.backend.” JBIZE, W%
BHREXIANERICETIREINSE Haaa, B4
tt=ERIES J9$context.authorizer.backend.aaa
id String SRS
req_param_id | String XN RYE RS RS
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2k 3-261 CoditionResp

2H

SHE

ik

req_param_na
me

String

KEXANERESEXIREIR . REFSER SIparamiy

Ssys_param_na
me

String

RASH-MIRNESHEZIR. RIEXEE Isystem
Bywsite . SZIFLATEH

e req_path: {BEKERE. W /a/b

e req_method: &K%, 90 GET

e reqPath: i&EKIEEE, [EF. W /a/b

e reqMethod: {BEKTGE, EF. a0 GET
WEME:

e req_path

e req_method

e reqPath

¢ reqMethod

cookie_param
_name

String

COOKIEZSHER, KBS cookielTwiisk
=ME: 0
BAKE: 255

frontend_auth
orizer_param_
name

String

ABESE-AImANESEETR. RIESEES
frontend_authorizerfd @ik, BImAIESEETR
LA"$context.authorizer.frontend."==5 £ 981
Ko Blan, BIRIANIESEZTRAuser_name, 1l
TEigA

$context.authorizer.frontend.user_name,

condition_typ
e

String

RIS

e exact: #BIJPTED
e enum: &

e pattern: IENY

SHEgEBHparam, system, cookie,
frontend_authorizerfd @415

ESIER
e exact
e enum
e pattern
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2H SRR iR
condition_orig | String REESERY
In e param: ¥

source: J&IP

system: RFESE-MEXAESEL

e cookie: COOKIEZ#]

e frontend_authorizer: RS S H-BIHIANTESE
KEME:

e param

e source
e system
e cookie
e frontend_authorizer

condition_val | String
ue

HERR(E, $RERSEBY param, source, cookie,
frontend_authorizerfd W4 iE

id String

WS

reg_param_id | String

KEXRIBERSEIRRS

reg_param_lo | String
cation

KEXRIBERSEIRME

2 3-262 Vpcinfo

8% e et fik

ecs_id String =HIRS3EEID

ecs_name String RS FEZFR

cascade_flag | Boolean BEERREEAT
HAHF

vpc_channel_ | String IEBEM,

proxy_host

\épc_channel_i String VPCBIERS

vpc_channel_ | Integer VPC@EiEixC

port

R&ERS: 401
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7= 3-263 lghi Body %4
2¥ SR R
error_code String e
error_msg String IR
KEME: 403
2K 3-264 I Body 2%
2% SR R
error_code String =g
error_msg String A
RSB 404
Z 3-265 I Body 2%
S8 SR A
error_code String EIRg
error_msg String EiREA
R&HG: 500
2 3-266 NI Body 2#§
S8 SR A
error_code String =3
error_msg String tEiRfAR
BRp
7
N 7~ A5

WR&E: 200

OK
{

"id" : "5f918d104dc84480a75166ba99efff21",
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"tags" : [ "webApi" ],
"arrange_necessary" : 2,
"backend_type" : "HTTP",
"auth_type" : "AUTHORIZER",
"auth_opt" : {

"app_code_auth_type" : "DISABLE"
1
"authorizer_id" : "8d0443832a194eaa84244e0c1c1912ac",
"backend_api" : {

"update_time" : "2020-08-02T16:32:47.0770292",

"vpc_channel_status" : 1,

"vpc_channel_info" : {

"vpc_channel_id" : "56a7d7358e1b42459c¢9d730d65b14e59",
"vpc_channel_proxy_host" : "www.example.com"

B

"url_domain" : "56a7d7358e1b42459¢c9d730d65b14e59",

"req_protocol" : "HTTPS",

"id" : "1ce8fda3586d4371bd83c955df37e102",

"req_method" : "GET",

"register_time" : "2020-07-31T12:42:51Z",

"req_uri" : "/test/benchmark",

"timeout" : 5000,

"status" : 1,

"retry_count" : "-1"

}

n

cors" : false,

"status" : 1,
"group_name" : "api_group_001",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_version" : "V1",
"match_mode" : "NORMAL",
"name" : "Api_http",
"req_protocol" : "HTTPS",
"req_method" : "GET",
"req_uri" : "/test/http",
"type" : 1,
"version" : "V0.0.1",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"register_time" : "2020-07-31T12:42:51Z",
"update_time" : "2020-08-02T16:32:47.046289Z",
"remark" : "Web backend API",
"backend_params" : [ {

"name" : "X-CONSTANT-HEADER",

"value" : "demo",

"location" : "HEADER",

"origin" : "CONSTANT",

"remark" : "constant_demo",

"id" : "8cb2eba19e7a4423a4e835647a8b8d76"
Lo

"name" : "app-id",

"value" : "$context.appld",

"location" : "HEADER",

"origin" : "SYSTEM",

"remark" : "App ID of the API caller",

"id" : "216ddda836e74d528f364ff589d9dd21"
1]

}

R&ES: 401
Unauthorized

{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
W&G: 403

2024-08-06 223



AP| MXARSS

AP| &% 3 EZR API (V2)
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
WRE&E: 404
Not Found
{
"error_code" : "APIG.3002",
"error_msg" : "API 5f918d104dc84480a75166ba99efff21 does not exist"
}
AEB: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
RS
RS A
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
LT
BESIEIRB.

3.5.6 Zifj API 53

URI

BEAPIFIER, IREAPHEMEE. EMEESE, BFEERERIRSEEMAPISR

SHER

152 IANalEABAPI,

GET /v2/{project_id}/apigw/instances/{instance_id}/apis
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& 3-267 IEREH

el =A%k SHRT #R

project_id = String IRBID, KBV TNIES WIRENIR
BID,

instance_id 2 String LD, FEAPIREIRHIERY

“SLEIER” HIREL,
Z 3-268 Query 3#

8% =% SRR ik

offset & Long wizE, ERMNLRERBEFRE
8, wE=E/\FORY, Bnhitit
70
fRE{E: 0

limit =S Integer BRETNKBHE, £KBH=E
INFETORY, Bahikinn2o0,
LBE#HEAT50008F, Bnhitir
73500
=/ME: 1
EA{E: 500
HEE: 20

id & String APlmS

name = String APIZFR

group_id & String APIDtHIRS

req_protocol | & String TBERIMY

req_method P String BREE

req_uri & String BKEER

auth_type & String AR

env_id S String RENTERS

type B Integer APIZSEY

precise_search | & String IEEREERLER SRS HZ
R, BEIYSZ#Ename. req_uri

vpc_channel_ | & String REBEZR

name
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28 BE W% SHEER ik
return_data_ | & String IBEAPIFIBHHZEE ZRYEI
mode REIER, SN0 ZEER

‘7 BRFF, ZbriefAlEAft:
includeS#3tEEFIAT, brief
TER.. BRI Z#Sbrief,
include_group,
include_group_backend .
brief: BUAE, AEEEIMS
B, include_group: iR[O)4EER
e &api_group_info,
include_group_backend: 1X[g]
#ERhfl & backend_api,

T8 brief

IBRESH
& 3-269 153K Header 2%
B2H BRI SRR fHR
X-Auth-Token | 2 String FAFToken, B@3ERIAMARSS
YREXFAFToken$Z[3REX ( MIRL
JHESLEX-Subject-TokenHY
B).
NaASEL
REH: 200
5% 3-270 Wi Body 2
84 e e R
size Integer RRIREIRFIFRKE
total Long HERHENCRE
apis Array of RREHRIRIAPIZIZR
ApilnfoPerPa
ge objects
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Z 3-271 ApilnfoPerPage

2H

SHE

ik

name

String

APIZTR,
THENFE. B, H=F. PH%. TR%. 2.
FHT. FEEXTRIMESHIES . PXIER
THIRS, BREEAE . NFNHFFL,
3-2550NFF,
15A8

RS A UTF-855 & unicode 55 .

type

Integer

APIZERY

o 1: NBAPI
e 2: FABAPI
WaE:

o 1

o 2

version

String

APIFIRRZR
BRAKE: 16

reg_protocol

String

APIEGIESRIMY
e HTTP

e HTTPS

e BOTH: [ERYSZ#FHTTPFIHTTPS
e GRPCS
FRE(E: HTTPS
KEME:

e HTTP

e HTTPS

e BOTH

e GRPCS

reg_method

String

APIFNIERAT, HAPIRIBERIMNYAGRPCEEE )
WHNEKR B EEAPOST,
MIZ(E:

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY
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SH

SHRE

i

req_uri

String

iEkiteit, JLAEEEKRSE, B, tkan/
getUserinfo/{userld}, x3F */ %- _ . E4FHF
%, RKEARBIZS12, BFERURIEEE.
1588

EFRMURBEE

auth_type

String

APIEJIAIES =

e NONE: FIAIE
e APP: APPIAIE
o IAM: IAMIAIE

e AUTHORIZER: BEMIAIE, Hauth_typeEX
{EAUTHORIZERBEY, authorizer id=EZWA4R
EDN

LAPIRIERIMY AIGRPCEBII AT IFEENIA
1113

e=F

e NONE

e APP

e |AM

e AUTHORIZER

auth_opt

AuthOpt
object

INES S

cors

Boolean

EAXIFE

e TRUE: E¥F

e FALSE: F%i#F
TREME: false
KZME:

e true

e false

match_mode

String

APIRIILEC 5 2C
o SWA: HIZRITEC

e NORMAL: IEFEITE (4XI0TES ) ZAA:
NORMAL

e =
e SWA
e NORMAL
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2H SR iR
backend_type | String [EimERY
e HTTP: web/gi%
e FUNCTION: HRHET{ER, ZHbackend_typeEX
{BEJ9FUNCTIONAY, func_infoxZERARIEN
e MOCK: #EHIAIEinw, Hbackend_typeEUEN
MOCKRT, mock_infoFEBWTUEN
e GRPC: grpcfRif
KZME:
e HTTP
e FUNCTION
e MOCK
e GRPC
remark String APIEIR ., FRHKEARIEI255
izl
RS ARAUTE-88Z unicoded®A3
group_id String APIFFERIDHRS
body_remark | String APIEREIAR, aJLARIERMRA] . (RARSER
SHEER .. FRHIKEAIBIZ20480
588
RS ARAUTF-88Z unicoded®A3
result_normal | String IEENLNRE, HEAAPIIEEREIEE . FHK
_sample EA#B1$20480
588
FRSC %R UTF-885 E unicodewfig o
LAPIHIERIMY IGRPCEBIR R HEELE .
result_failure_ | String KMIREIRE], HRAPINEEIREIEE . FHK
sample FEA#Bi$20480
1588
FRSC RIS UTF-855 E unicodewfig .
LBAPIFIERIMYIGRPCERIRI ATISHELE -
authorizer_id | String Bl EEMINEGSREID, APHERIMYAGRPC
ERRSA 2 5RIR B E SOAIE
tags Array of R,
strings XIFRY, HF, Y, HHEGS “*#%._) ,
BHReELARN 5 Z23 Tk,
FOASZFF10OMRES, WIFEY KBcANSEARIATL
FEIMENAPL_TAG_NUM_LIMITECE .
BIMEE: 1
RAKE: 128
response_id String PEEENXNNID
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2% SRR fik
roma_app_id | String SR FFID
AT
domain_name | String APIZBERIBE X3
BAHF
tag String FREE
$I&7, HEERtagsFR
content_type | String IERABIEINRE:
application/json application/xml multipart/
form-data text/plain
AT
KEE:
e application/json
e application/xml
e multipart/form-data
e text/plain
id String APIfRS
status Integer APYAZES
e 1: BN
arrange_neces | Integer EEEEREE
sary
register_time | String APIEARATE]
update_time | String APHEMAT(a]
group_name | String APIFfE 2 4BRYZFR
group_version | String APIFfJE S HRYRR AR
BRIAVY, EHABRRAE A
RE(E: V1
run_env_id String EHHNITERS
FEZSNAMICR, NERS2ZEEIRAF
run_env_nam | String EHHIINEZIR
€ FEZSNAMICR, WEZRZEE| R
publish_id String EMICRRES
FEZTMERMICRIY, AMicRRESZEHRHF
publish_time | String =TIl

FESNARHICRE, RKhifEZER R
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2% SRR fEA
roma_app_na | String APIABHIEERL R FI TR
me B
ld_api_id String BAPIHEIRABENX Rinld, JWRNAIEEN S
APIfRS
A HF
backend_api | BackendApi | BiREE
object
api_group_inf | ApiGroupCo | apifpfH{EE
o] mmonlinfo
object
req_params Array of APIFNIERSEFIZE
ReqParam
objects
& 3-272 AuthOpt
2% e et fHiA
app_code_aut | String AppCode@HIANIEZERY, {¥fEauth_type JAPPHY
h_type &34, EAIAJIDISABLE:
e DISABLE: AHEEZIAIE
e HEADER: FEEIZIAIEBAppCodelIETE
HEADER
fR={E: DISABLE
KZME:
e DISABLE
e HEADER
2 3-273 BackendApi
2% e el fHiA
authorizer_id | String BiHBEEMINENRIID, FinEEIHGRPCIIAR
T EiwE E S IAIE
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28 SR A
url_domain String [BiRIRSEAIHBL .

FEN (IPsig ) MNiOSERE, SEKERE
13255, X AENGRO (40:
apig.example.com:7443) ., IRABixO, M
HTTPSBRIAIRIS /9443, HTTPERABROS
80,

YIFHRTE, FRNETEN, 81TE31Y
KERN3 ~ 32(iNFHFER, FRABHRRNFE.
HF. TRIL. PRILBRk, BHREELTEFL
req_protocol | String BEKRIMY, BimsEEIGRPCATIEKIMY ATk
GRPCS

KZME:

e HTTP

e HTTPS

e GRPCS
remark String R, FRASEABIZ255
1588
R R UTF-88¢& unicodedRig .
req_method | String BRAN, FinERAGRPCIHERAXEES
POST
KEHME:
o GET
e POST
e PUT
e DELETE
e HEAD
e PATCH
e OPTIONS
o ANY

version String webFimhRA, FAKERET16

req_uri String iEkiteit, TLABEERSE, BHRR, tha/
getUserinfo/{userld}, 25 */ %- _ . HIFHF
%, BEEA#EE512, BiHRURIE,
YIEHWETE, FRTETSEN, S9N TE28
KER3 ~ 2UFEFR, FRFERRNFE.
HF. Pk, TRIZKER, BREELIZEXH
k.
1588

EERMURFLE
[Ri%ZEE A GRPCAHE K Bt EE 9/
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28 SR A

timeout Integer APIMXiEK G imARSHIRBATATE . ERAHBHTATIE]
an@Id sLfdEEbackend_timeoutBie BEK, B
& H9_EBR9600000,
B =/,
=B/ME: 1

enable_client_ | Boolean EEFBENEIAILE

ssl

retry_count String EREIRRSAEIXE, BIAB-1, EBE
[-1,10],
HizER- 10, BEEFOEROSsTA1UXR, EEEN
A4&&Eid, POST, PATCHS A RIERS; GET,
HEAD, PUT, OPTIONSFIDELETEEFiE RS
58
HhaE: 1

id String ws

status Integer FiRIRE
e 1: BN

register_time | String EARATE]

update_time | String ESGRIE]

vpc_channel_i | Vpcinfo VPCEIEI¥E . M8 vpc_channel_status =1, M

nfo object X objectZEB AR

vpc_channel_s | Integer EAFEHEVPCGEE

tatus o 1: {FAVPCIEE
o 2: R{ERAVPCEE

2 3-274 Vpcinfo

8% e et ik

ecs_id String =hRSS=EID

ecs_name String =iRSZEEAFR

cascade_flag | Boolean EEFERRBES
BT

vpc_channel_ | String IBEMN

proxy_host

\épc_channel_i String VPCBERS
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)

2 SR A
vpc_channel_ | Integer VPCiEE RO
port
£ 3-275 ApiGroupCommonlnfo
2 SR T
id String ws
name String API4BBATR
status Integer K&
e 1: BN
KA
o 1
sl_domain String RBEIA\DBEHIFIER
register_time | String ClIEERTE)
update_time | String = glan G
on_sell_status | Integer =EEZEREE:
o 1: E,J:;’E
e 2: R Iz
e 3: EHIZAF
BASE
url_domains | Array of otH EEBTERYIMNT I ZFIZR
UrlDomain
objects
sl_domain_acc | Boolean EidigE2ETLAAGE, trueR R~ LAAGGE),

ess_enabled

falseZR~"ZZ 11509
TREE: true

2 3-276 UrlDomain

¥ SRR iR
id String JEEZ A
domain String DAl o=
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SH

SHKE

i

chame_status

Integer

I cnamelkz:
o 1: KM
o 2: fEHTH
o 3: FRHTRLIN
o 4. FENTRY

ssl_id

String

SSLIERmS

ssl_name

String

SSLIFBEZFR

min_ssl_versio
n

String

B/ N\SSUMYARAS o SZIFTLSV11E,TLSv1.2
FREE: TLSv1.1

KIZ(E:

e TLSV1.1

e TLSV1.2

verified_client
_certificate_en
abled

Boolean

EEABREFIRIERKIE . IEHEITERT, %
SAER ., UHTEIEBTFEtrusted_root_ca
BF, BOAFFE; H4PEIEPAEE
trusted_root_caflt, EXIAXA .

hEE: false

is_has_trusted
_root_ca

Boolean

ERFEEEIRIERCA, SHEERFRE

trusted_root_cafdAtrue,
ThEE: false

R 3-277 RegParam

2H

SHE

i

name

String

SHEWR. KEN ~ 20UMNFRHFE, FRFEH
RYFE, HF. UK. TH%. BEXESH
Bk, BRBELAZITFL

type

String

=E:
e STRING
e NUMBER

location

String

SHNE
YESIEE
e PATH
e QUERY
e HEADER
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SH

SHRE

i

default_value

String

SHEOANME

sample_value

String

SETBIE

required

Integer

EEY

;é\.i

Fali

o 1:
e 2: &

locationgPATHEY, requiredZKiAA1, EHithig=
required2KIAJ92

KZME:

valid_enable

Integer

o 2! FHERK
HREE: 2
KZME:

o 1

o 2

remark

String

HRMER . KREFBE2551MFH
1588
R F A RIIUTF-88k & unicodedmhid o

enumerations

String

SHWEE

min_num

Integer

SHR/IME
SEEAHNUMBERATERL

max_num

Integer

SHEKE
SEZERHINUMBERITER

min_size

Integer

SHRIKE
SHERHSTRINGRI B

max_size

Integer

SHEAKE
SEERIHSTRINGETB R

regular

String

TER R340
ERLH

json_schema

String

JSONEREEHNY
BRI
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28 SR A
pass_through | Integer =EOEE

o 1: 2
I
e=F
o 1
o 2
id String SRS
RS 400
7= 3-278 iy Body %4
S SR R
error_code String EIRg
error_msg String HEiRfAR
JRARG: 401
7= 3-279 a7 Body 44
S8 SR A
error_code String HEI=A3
error_msg String EREA
KEE: 403
7 3-280 I Body 2%
2% SRR R
error_code String FEL)
error_msg String A
KE&EE: 500
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BRI

N Rz~

2 3-281 i Body 2%

28 SR A

error_code String e

error_msg String EiREA
7

RSE5: 200

OK
"total" : 3,
"size" : 3,
"apis" : [ {

"arrange_necessary" : 2,
"id" : "5f918d104dc84480a75166ba99%efff21",
"tags" : [ "webApi" ],
"backend_type" : "HTTP",
"auth_type" : "AUTHORIZER",
"auth_opt" : {
"app_code_auth_type" : "DISABLE"
}

"authorizer_id" : "8d0443832a194eaa84244e0c1c1912ac",
"cors" : false,

"status" : 1,

"group_name" : "api_group_001",

"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_version" : "V1",

"match_mode" : "NORMAL",

"name" : "Api_http",

"req_protocol" : "HTTPS",

"req_method" : "GET",

"req_uri" : "/test/http",

"type" : 1,

"version" : "V0.0.1",

"register_time" : "2020-07-31T712:42:51Z",
"update_time" : "2020-08-02T16:32:47.046289Z",
"remark" : "Web backend API"

I
"id" : "3a955b791bd24b1c9cd94c745f8d1aad",

"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_name" : "api_group_001",
"group_version" : "V1",
"match_mode" : "SWA",
"name" : "Api_mock",
"auth_type" : "IAM",
"auth_opt" : {
"auth_code_auth_type" : "DISABLE"
}

"backend_type" : "MOCK",
"cors" : false,

"req_protocol" : "HTTPS",
"req_uri" : "/test/mock",
"remark" : "Mock backend API",
"type" : 1,

"version" : "V0.0.1",
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"req_method" : "GET",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"tags" : [ "mockApi" ],
"register_time" : "2020-08-02T15:56:527",
"update_time" : "2020-08-02T15:56:52Z7",
"status" : 1
h o
"id" : "abd9c4b2ff974888b0ba79be7e6b2763",
"arrange_necessary" : 2,
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"group_name" : "api_group_001",
"group_version" : "V1",
"match_mode" : "NORMAL",
"name" : "Api_function",
"auth_type" : "APP",
"auth_opt" : {
"auth_code_auth_type" : "DISABLE"
B
"backend_type" : "FUNCTION",
"cors" : false,
"req_protocol" : "HTTPS",
"req_uri" : "/test/function",
"remark" : "FunctionGraph backend API",
"type" : 1,
"version" : "V0.0.1",
"status" : 1,
"req_method" : "GET",
"tags" : [ "functionApi" ],
"register_time" : "2020-08-02T15:36:19Z",
"update_time" : "2020-08-02T15:47:53.499266Z2"
1]
}

RE&EB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
RED: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
RE/: 403
Forbidden
{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}
R&EE: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}
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NG

K& ik

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

500 Internal Server Error
RIRD

5 IR

RICAPIEEN . RICAPIRNEHBIRERERE
ARBE
152 WAMTEHBAPI,
URI
POST /v2/{project_id}/apigw/instances/{instance_id}/apis/check
% 3-282 RIZSH
2% =AWk SHER A
project_id = String IRBID, KEVAIEZS WIKEUR
HID,
instance_id =2 String SCEID, TEAPIMEIRGI SR
“SCHNER” HIREN.
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IERSH

& 3-283 i53K Header 2%{

2% ERWIE SHERE ik

X-Auth-Token | 2 String HRFToken, EiTAAIAMIRSS
SRENF P TokenE O3REX ( MR
JEEsLAX-Subject-Tokenfd
B) .

3% 3-284 53K Body &

2% BRWIE SHERE %S

name & String APIZFR,
type = nameftAiE

req_method & String BXAET.
type = pathAJ44iE
KEME:

o GET

e POST

o PUT

e DELETE

e HEAD

e PATCH

e OPTIONS
o ANY

iy

reg_uri

String APIRYIaIttEdL .
type = pathAJ@4E

iy

match_mode String APIFIPCEE =
o SWA: BIZRITED

e NORMAL: IFHUTEE (437
PTEL )

type = pathiJ#%iE
SR

o SWA

e NORMAL

iy

group_id String 341D,

RIS ETAPIEN 2B EERT
DA<l

2024-08-06 241



AP| MXARSS

AP| &% 3 EZRRAPI (V2)
2 BRI SR i)
roma_app_id | & String SRR AID
BAXF
api_id & String FZXIELRIAPI ID
type 2 String RIGZER:
e path: RIFEHY
e name: ZFRERY
KEME:
e path
® hame
V254
R&ES: 400
7= 3-285 liILZ Body ¥
2% SR A
error_code String e
error_msg String HIRfEA
HKEB/: 401
% 3-286 K Body 244
¥ SRR R
error_code String EIRg
error_msg String HEiRfAR
RE/: 403
2 3-287 i Body 2%
S SRR g
error_code String =g
error_msg String EiREA
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REB: 404

% 3-288 g Body &%

B8H SR R
error_code String e
error_msg String IR

REB: 500

7 3-289 WKL Body &%
2% SR R
error_code String EIRS
error_msg String HEiRfAR

=P ANl
{

"type" : "name”,
"name" : "api_demo"

}

i pz 7~
REMB: 400
Bad Request

{
"error_code" : "APIG.3202",

"error_msg" : "The APl name already exists, api_name:api_demo"

}
HKEB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

K& 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
RE&E: 404
Not Found
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{
"error_code" : "APIG.3030",
}"error_msg" : "The instance does not exist;id:f0fa1789-3b76-433b-a787-9892951c620ec"
KESEB: 500
Internal Server Error
{
"error_code" : "APIG.9999",
}"error_msg" : "System error"
R&G
K& ik
204 No Content
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
RIR
52 ISR,

I —TAPITEEEEITE TRIEX, EOEAEFTEEGERIFZAPIRINIR.

152 IWAMTERAPI,

URI

POST /v2/{project_id}/apigw/instances/{instance_id}/apis/debug/{api_id}

% 3-290 RIS

¥ 2EYIE SRR (205
project_id 2 String INEID, KBNS iES WIRENIR

BID,
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SH BRWIE

SHERE

%S

i

instance_id

String

SEBIID, TEAPIRISKIEEIERY
“SERIER” FEREN

ali

api_id

String

APIRYSRS

iEREH

K 3-291 153K Header 2%

2H ERUWIE

SHEE

HEk

X-Auth-Token | 2

String

R Token, ETiEAAIAMIRSS
SREYFE P Tokeni 3KEY ( N@RL

jEHBEsLrhX-Subject-Tokenfd
B).

3 3-292 53K Body &

2H ERUWIE

SHERE

ik

body

String

BREER, &%1K2097152F 75

R E]

I | DN

header

Map<String,A
rray<String>>

LS, BTSRENFH
é%léﬁ, B SHBBUWTY

o RNFH, HF. |, Fi&E

574219

o WRLIRNFEIFL, &I

3277

o RZELA"X-Apig-"gk"X-
Sdk-"FFk, ARHB KNG

o RZHFEVEN"X-Stage", &

XD KNS
e modeJIMARKETZ,

CONSUMERRY, AZiFEVE

J3"X-Auth-Token"0

"Authorization", <X K

ING
1588
L Z TR FRISRANEL

W: "x-MY-hEaDer"&##I5B4H

"X-My-Header"
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28 BRI SRR ik
method 2 String APIBYIERTT &
K=E:
o GET
e POST
e PUT
e DELETE
e HEAD
e PATCH
e OPTIONS
mode 2 String EIRER
e DEVELOPER @ifi&kx k&%
BIAPIEENX
e MARKET &EX{EH
e CONSUMER EitigEiz T
B TRIAPIEENX
izl
DEVELOPERIEZ(, EMEAAEMXIR
EAPIREE .,
CONSUMERIES,, ZOERE
'JZ\ZﬁEAPITEEz’EH\i%J:E’\J@fR
SEoEAPHREE .
path = String APIRgIERERE, FTLL"/"Fk,
RAIKE1024
izl
MHFEREIE, B9 SHBIEK
B IEHRARED
query S Map<String A | Ei8S#, 81"SHEIFHE
rray<String>> | ¥4, EMSHSHENTLY
0
o MNFH., HF. 2. T
o, HhELHERL
o WRLENZFHEIFL, &K
2FDH
° Z:i?%ll\xnx_Apig_uﬁux_
Sdk-"Fk, FAXHD KNG
o AXIFEVEN"X-Stage", &
Xo KNG
scheme 2 String APIBJIER MY
e HTTP
e HTTPS
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iy
&
53

SH

SHERE %S

app_key

String R IEK{ERRYAPPRkey

app_secret

String i iEKERBRIAPPRIZESA

M| I | TN | KO

domain

String APIRYIAIENE S, KRiIZEATRTE
modefIEXEfEFBIN T EAIAME:

e DEVELOPER API94ERYFI5;
&

e MARKET &k{FH

e CONSUMER API9£EBYF g,
&

iy

stage

String EItiERIEEETING, VE
modelJCONSUMERAYBERL, *
EEARBINTENAE:

e CONSUMER RELEASE

EVE=2
RASH: 200

Z 3-293 i Body 2%

2% SRR fidik
request String EIERIEN RS
response String EIHIAR NS, MAESARAZES
2097152515, B ERD ST
588
IRGESABE RIS ER, BIEoswEl, FE
AN"[TRUNCATED]"EE.,
latency Integer EiFERT, B =R
log String FHgEEE
REH: 400
% 3-294 NIz Body %
2% S¥RT R
error_code String EIRg
error_msg String HIRfEA
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R&RS: 401

% 3-295 g Body 2%

2 SR iR
error_code String RS
error_msg String IR
RE&ES: 403
7= 3-296 gLy Body %4
2 SRR R
error_code String EIRg
error_msg String HEiRfAR
KEME: 404
7= 3-297 a7 Body 44
S8 SR A
error_code String HEI=f3
error_msg String LS TU
KESMB: 500
7= 3-298 gL Body £
2% SR R
error_code String 2R3
error_msg String A
=Rl
XTAPIFHI TR

{
"mode" : "DEVELOPER",

"scheme" : "HTTPS",
"method" : "GET",
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"path" : "/test/mock"
}

RERS: 200
oK

{

"request” : "GET /test/mock HTTP/1.1\nHost: c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com\nUser-
Agent: APIGatewayDebugClient/1.0\nX-Apig-Mode: debug\n\n",

"response” : "HTTP/1.1 200 OK\nTransfer-Encoding: chunked\nConnection: keep-alive\nContent-Type:
application/json\nDate: Mon, 03 Aug 2020 02:51:22 GMT\nServer: api-gateway\nX-Apig-Latency: 0\nX-Apig-
Ratelimit-Api: remain:99,limit:100,time:1 minute\nX-Apig-Ratelimit-Api-Allenv:
remain:14999,limit:15000,time:1 second\nX-Request-1d: d4ec6e33148bdeffe8f55b43472d1251\n\nmock
success",

"latency" : 5,

"log": "

}
KE&\: 400
Bad Request

{
"error_code" : "APIG.2011",
"error_msg" : "Invalid parameter value,parameterName:mode. Please refer to the support documentation"

}
REB: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}

REB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
REES: 404
Not Found

{
"error_code" : "APIG.3002",
"error_msg" : "API 3a955b791bd24b1c9cd94c745f8d1aad does not exist"

}
R7&85: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}
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NG

K& fid

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
tHIRD

iESEIRB .

3.5.9 #tE &M 2L API

Iheena
KBZNAPIEREI—MEEINE, TS APIMNEENIME T2,
BRI
152 ILAalAFAPI,
URI
POST /v2/{project_id}/apigw/instances/{instance_id}/apis/publish
% 3-299 BRIZBH
B8H B WI%E e il R
project_id = String IRBID, *ENS 5= FAENIR
8ID,
instance_id 2 String SEIID, TEAPIRKIEFISHY
“SENER” HIREL,
& 3-300 Query 2#
2% 2R WI%E SRR fER
action = String e online: &%
e offline: T
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IBREH
2 3-301 53K Header 2¥
8% BE W% SRR ik
X-Auth-Token | 2 String FBFToken, BZERBIAMIRSS
SREXFIF TokeniZOFAEY ( MARL
JEEsLAX-Subject-Tokenfd
E) o
7 3-302 153K Body S
8% BRI SRR fHR
apis & Array of FEAHTFEHIAPI IDFIZE,
strings EREFT EBRJ910001NAPI, 44
g Eapisakgroup_id,
env_id = String IAEID
group_id & String APISHID , WA EapiSEY
group_id,
remark B String AR EZBHIHEIREE
FRAKEARRBII255
i5BB
Fh %R IUTF-885 & unicode
T
N R &%
R&ES: 200
% 3-303 ljILZ Body &%
2% S¥RT fER
success Array of EHETERINNEE
PublishResp
objects
failure Array of KR FEAKMAIAPIRIEIRIZE
BatchFailure
objects
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Z€ 3-304 PublishResp
2% SR iR
publish_id String EMICRWID
api_id String APIR=
api_name String APIZFR
env_id String KEHHRERS
remark String KRttEA
publish_time | String =Tl NIl
version_id String FELRIRES
3£ 3-305 BatchFailure
2 SR A
api_id String KEk NEKMAYAPI ID
api_name String Kok FEEEMAYAPIRTR
error_code String Kok MK MAYEEIRD
error_msg String R FEREMOEIRER
RE&E: 400
% 3-306 liLZ Body %]
2% SR R
error_code String FESL)
error_msg String IR
RKEME: 401
7= 3-307 iz Body S
2 SR A
error_code String EIRS
error_msg String HEiRfAR
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BRI

N Mz 73~ 51

WR&G: 403

£ 3-308 i Body 2%

B8H SR R
error_code String e
error_msg String IR
REB/: 500
% 3-309 i Body 2%
2% SR R
error_code String )
error_msg String e
HtERTAPI
{

"apis" : [ "3a955b791bd24b1c9cd94c745f8d1aad", "abd9c4b2ff974888b0ba79be7e6b2762" ],
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"remark" : "Published to the production environment"

}

RSEE: 200

OK
{

"success" : [ {

"publish_id" : "9f27d1dc4f4242a9abf88e563dbfc33d",
"api_id" : "3a955b791bd24b1c9cd94c745f8d1aad",
"api_name" : "Api_mock",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"version_id" : "632b2c9e022941969af9a1d45735ae2c",
"remark" : "Published to the production environment",
"publish_time" : "2020-08-03T03:01:31.26522821Z"

11

"failure" : [ {

"api_id" : "abd9c4b2ff974888b0ba79be7e6b2762",
"error_code" : "APIG.3002",

"error_msg" : "Api abd9c4b2ff974888b0ba79be7e6b2762 not found"

1]
}

WR&G: 400

Bad Request
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{
"error_code" : "APIG.2011",
"error_msg" : "Invalid parameter value: parameter action should be \\\"online\\\" or \\\"offline\\\""
}
RED: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

KEB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

RS 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}
RSB
RSB )%
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
500 Internal Server Error
SpEilt

B2 E=EB.
3.5.10 Zif] APl HSRiRAFIE
ThaES 4B

HEAENAPIBIBEIRAE . SPMAPIE— I NELERSBFEI10MAERAE,
BT

152 IAalEARBAPI,
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URI
GET /v2/{project_id}/apigw/instances/{instance_id}/apis/publish/{api_id}
£ 3-310 IB12BH
2 =AW SR R
project_id = String IREID, 3KREVA NS WIREIR
BID,
instance_id 2 String SCAIID, TEAPIREISREISEY
“SLHNSE” H3REN,
api_id = String APIRYSRS
2 3-311 Query ¥
2¥ =A% SR R
offset ES Long wieE, ERMILRREFIRE
18, wE=/\FO08Y, Bttt
730
HhaEE: 0
limit =S Integer BRETKBHE, £KBHE
INFETORY, Bnbigitln20,
ZB#HEXKTF5000F, Bahitin
73500
=/IME: 1
BA{E: 500
HhaEE: 20
env_id S String KBRS
env_name & String IMERIZFR
=P 5
% 3-312 153k Header 2%
S =A% SHLR faR
X-Auth-Token | 2 String HRFToken, @Ei3ERIAMRS
SXEYFE A Token#Z [5KEY ( MR
iEEsLrhX-Subject-Tokenfd
BH).
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ID)VE=S5't
REH: 200
# 3-313 N Body 2
2% SR fEA
size Integer RRREIRIFIRIKE
total Long WERHANCRE
api_versions | Array of RIREHIREIAIAPI A SEhRAGIZE
ApiVersionRe
sp objects
& 3-314 ApiVersionResp
2 SR A
version_id String API[FSERRAAYID
version_no String APIFIRRAS
api_id String APIfRS
env_id String KENTERS
env_name String KEPRERTR
remark String KRttEA
publish_time | String =Ll NIE]
status Integer ARAARZS
o 1: HETEMFHEIMRA
o 2. FREMHIRA
IESIER
o 1
o 2
KR&ME: 400
% 3-315 IR Body &%
2% SR iR
error_code String RS
error_msg String EEIRfEA
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REB: 401
% 3-316 KL Body &%
B2H SR iR
error_code String =3
error_msg String tEIRfAR
REB/: 403
K 3-317 IR Body 2%
84 SHRT faR
error_code String FEL
error_msg String EIRfmA
RE&E: 404
% 3-318 gk Body &%
B2H SHEE iR
error_code String =3
error_msg String HEIRfAR
RS 500
2 3-319 Ui Body 2#f
8% SHRE faR
error_code String e
error_msg String A
=GNl
%
N7~
W& 200
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OK
"total" : 1,
"size" : 1,
"api_versions" : [ {
"version_id" : "ee1a5a38d3d3493abf1dc4ed6cacfaOb”,
"version_no" : "20200803093600",
"api_id" : "5f918d104dc84480a75166ba99%efff21",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"env_name" : "RELEASE",
"publish_time" : "2020-08-03T01:36:00Z",
"status" : 1
]
}
WREE: 400
Bad Request
{
"error_code" : "APIG.2012",
"error_msg" : "Invalid parameter value,parameterName:env_name. Please refer to the support
documentation"
}
K&B: 401
Unauthorized
{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"
}
WEE: 403
Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
KE&E: 404
Not Found
{
"error_code" : "APIG.3002",
"error_msg" : "API 5f918d104dc84480a75166ba99efff21 does not exist"
}
K&B: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
N
R ik
200 OK
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RSB iR
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
LSl
ESIEIRB.
3.5.11 {J]# API hRZR
IheeNn4A
APIEIRE AT, SETIRMAPIENXER—THRAE . RAICR TAPIZHITHSME
NFARES
SNRAZET LU TSR, (E—PMAPIE—MAE L, REEE—MREAER.
BREE
152 WAMTEBAPI,
URI
PUT /v2/{project_id}/apigw/instances/{instance_id}/apis/publish/{api_id}
* 3-320 IR122H
8% BRI SR fHR
project_id 2 String INBEID, KBNS iES WIRER
BHID,
instance_id 2 String SCEIID, TEAPIMEISSISRY
“SLIER” HIKREN,
api_id = String APINR=
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BRSH
2 3-321 153K Header 2%
2H ey SR ik
X-Auth-Token | 2 String FBRToken, BEEiERBIAMIESS
$RENA P TokeniZ OREN ( MR
jE B sLrhX-Subject-Tokenfd
E) .
7 3-322 {53k Body £%{
S e SR iR
version_id i String APIRAN RS
N R S5

K&G: 200

%8 3-323 @i Body &%

e S ik
publish_id String EICRAIID
api_id String APIIR=
api_name String APIZFR
env_id String RHENERS
remark String KAtk
publish_time | String =TIl
version_id String LR ES

KREG: 400

2 3-324 g Body 2%
2% SR fiA
error_code String EELE!
error_msg String HIRfEA
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REB: 401

2K 3-325 i Body 2%
¥ SRR iR
error_code String EIRS
error_msg String HEiRfAR

KE/: 403

2K 3-326 I Body 2%
2% SHEE R
error_code String EIRS
error_msg String HEiRfAR

RESE: 404

R 3-327 iz Body 2%
2% SR N
error_code String EIRg
error_msg String HEiRfA

KZ&88: 500

7= 3-328 gL Body &%
2% SR A
error_code String EIRg
error_msg String HIRfEA

=Rl
RIBAR A SR SHIIRAPIRR A

{

"version_id" : "ee1a5a38d3d3493abf1dc4ed6cacfaOb”

}
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N Rz 7~

W&

WR&E: 200
oK

{
"publish_id" : "9191cdb430724d4b8586ed7f1b962ca2",
"api_id" : "5f918d104dc84480a75166ba99efff21",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"version_id" : "ee1a5a38d3d3493abf1dc4ed6cacfaOb”,
"publish_time" : "2020-08-03T03:27:49.483295655Z"

}
K& 400
Bad Request
{
"error_code" : "APIG.2000",

"error_msg" : "Parameter error: Serialization error: unexpected end of JSON input"

}
REB: 401
Unauthorized

{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
REB: 403
Forbidden

{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

RESE: 404
Not Found

{

"error_code" : "APIG.3022",
"error_msg" : "The API version does not exist,id:ee1a5a38d3d3493abf1dc4ed6cacfaOb"
}

R7EHE: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}

REED fiEiR

200 OK

400 Bad Request
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RSB )%
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
=
52 ERB.

3.5.12 &if APl i=1TATEN

IhEEN A
BEIEEAPITEIEERIIME LRNEITHYEN , BOAEIBRELEASEIRE ERVIZITRIE
Xo
APIRSEEX B HIGATEXINEITRIEN, HDRIERNTE
o IFRIEN: APIERIBTRIOEN , FRAIFRE —RRISEIIAPIIATS
o ETHIEN: APITEARREIENER, X AMATHIAPIRIIGETE M HITIRER, &
L SRAIAPIHIIRS o
WIEENME ERIAPI, HEpOMEEIETIIRIENX
BREE
152 LAalAFAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/apis/runtime/{api_id}
+ 3-329 BIZBH
8% = WI% SR 1k
project_id 2 String IREID, KBNS iES WIRENIR
BID,
instance_id 2 String SCEIID, TEAPIMEISSISRY
“SCHNER” HIREN.
api_id = String APIYIRS
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2K 3-330 Query 2#

S =AW SRR iR
env_id & String APINEHIMERS

ERESHE
% 3-331 i53K Header %
2 EEWI% ST ik
X-Auth-Token | 2 String FBRToken, BEiERBIAMIESS
SREY A Token$Z [5KEY ( Nk
JHESLAX-Subject-TokenfY
B).
N Rz SE

W&G: 200

% 3-332 g Body %4

2% SRR fik
name String APIZTR,

YIEENF . BXY., #=F. PR, FRIZ%. =
FHT . PEEATRINMNESHES. BB
TS, BREEUEX . NFHHFF:L,
3-255MNF %,
1588

X R RAUTF-8Z unicodeRil .

type Integer APIZEEY

o 1: NBAPI
e 2: FABAPI
WEHME:

o 1

o 2

version String APIBIRRZAS
RAKE: 16
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SH

SHRE

i

reg_protocol

String

APIRYIEKIMY
e HTTP

e HTTPS

e BOTH: [ERYSZ#FHTTPFIHTTPS
e GRPCS
FRE(E: HTTPS
KEME:

e HTTP

e HTTPS

e BOTH

e GRPCS

reg_method

String

APIFIIERAT, HAPIRIBERIMNYAGRPCEEE )
WHNEKR B EEAPOST,
KA

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

req_uri

String

iEkiteit, JLAEEERSE, BRI, tkan/
getUserinfo/{userld}, 23F */ %- _ . E4FHF
%, RKEARBIZS12, BFERURIIEE.
1588

EFRMURIEE
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SH

SHRE

i

auth_type

String

APIESIAIES =

e NONE: FIAIE
e APP: APPIAIE
o IAM: IAMIAIE

e AUTHORIZER: HEMNIAIE, Hauth_typeBX
{EIAUTHORIZERRY, authorizer id==E&WAJR
EEDN

BAPIFIIER MY IGRPCEBIFASIFEEXIA
o

WEHME:

o NONE

e APP

e |IAM

e AUTHORIZER

auth_opt

AuthOpt
object

INEBNBH

cors

Boolean

EA XIS

e TRUE: X%

e FALSE: A%
RE(E: false
KEME:

e true

o false

match_mode

String

APIFIILEE 5=
e SWA: BIZRITHED

e NORMAL: IFEPUED ( #XJPTHES ) EAIA:
NORMAL

zE:
e SWA
e NORMAL
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2H SR iR
backend_type | String [EimERY
e HTTP: web/gi%
e FUNCTION: HRHET{ER, ZHbackend_typeEX
{BEJ9FUNCTIONAY, func_infoxZERARIEN
e MOCK: #EHIAIEinw, Hbackend_typeEUEN
MOCKRT, mock_infoFEBWTUEN
e GRPC: grpcfRif
KZME:
e HTTP
e FUNCTION
e MOCK
e GRPC
remark String APIEIR ., FRHKEARIEI255
izl
RS ARAUTE-88Z unicoded®A3
group_id String APIFFERIDHRS
body_remark | String APIEREIAR, aJLARIERMRA] . (RARSER
SHEER .. FRHIKEAIBIZ20480
588
RS ARAUTF-88Z unicoded®A3
result_normal | String IEENLNRE, HEAAPIIEEREIEE . FHK
_sample EA#B1$20480
588
FRSC %R UTF-885 E unicodewfig o
LAPIHIERIMY IGRPCEBIR R HEELE .
result_failure_ | String KMIREIRE], HRAPINEEIREIEE . FHK
sample FEA#Bi$20480
1588
FRSC RIS UTF-855 E unicodewfig .
LBAPIFIERIMYIGRPCERIRI ATISHELE -
authorizer_id | String Bl EEMINEGSREID, APHERIMYAGRPC
ERRSA 2 5RIR B E SOAIE
tags Array of R,
strings XIFRY, HF, Y, HHEGS “*#%._) ,
BHReELARN 5 Z23 Tk,
FOASZFF10OMRES, WIFEY KBcANSEARIATL
FEIMENAPL_TAG_NUM_LIMITECE .
BIMEE: 1
RAKE: 128
response_id String PEEENXNNID
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2% SR fHiA
roma_app_id | String SRR FEID
AT
domain_name | String APISIERIBENXIFHZ
BAHF
tag String FREE
$I&7, HEERtagsFR
content_type | String IERABIEINRE:
application/json application/xml multipart/
form-data text/plain
AT
KEE:
e application/json
e application/xml
e multipart/form-data
e text/plain
id String APIfRS
group_name | String APIFFE 4B FR
run_env_nam | String ARG R
e
run_env_id String AAEREid
publish_id String KRICRIRS
sl_domain String D — Rl
sl_domains Array of RARANDEHIFBIIE
strings
req_params Array of APIRUIERS#3ZE
RegParam
objects
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% 3-333 AuthOpt

2H SHE

ik

app_code_aut | String
h_type

AppCodef@ZIAUEZRE, {XTEauth_typeIAPPHS
430, BKIAJIDISABLE:

e DISABLE: AFZEZIAUE

e HEADER: FEEZIANEBAppCodefiBTE
HEADER

fRh&{&: DISABLE
KZME:

e DISABLE

e HEADER

2k 3-334 RegParam

24 SHR

R

name String

SHEWR. KEN ~ 2MN=F/HHR, FHFHEH
RBYFE, HF. PRk, THE. ZXAOSH
Bk, BREELAZRI Tk

type String

SHERE
zE:

e STRING
e NUMBER

location String

sHuE
zE:
e PATH
e QUERY
e HEADER

default_value | String

SHEROAME

sample_value | String

SHRPE

required Integer

Oﬁlm
;iﬁ

1

ali

I

locationgPATHEY, requiredZ2KiAA1, Eithig=
requiredBAIA S92

KZME:
o 1
o 2
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SH

SHRE

i

valid_enable

Integer

BHERK

. FERES
° 2! AHERSG
HREE: 2
KZME:
o 1
o 2

Oﬁlm

remark

String

HIAMEE . KERBII2550"FRF
izl
ARG AR I UTF-8 & unicodeRL .

enumerations

String

SHWEE

min_num

Integer

SHe/IME
SHEEINUMBERRTE R

max_num

Integer

SHRKXE
SHEINUMBERRTERK

min_size

Integer

SHERIKE
SEERIHSTRINGETB R

max_size

Integer

SHEAKE
SEERIHSTRINGETB R

regular

String

IEMABE AR
EASTHF

json_schema

String

JSONFIEHRMY
BRIS

pass_through

Integer

EAREE

String

WK&RS: 401

2024-08-06

270




AP| MXARSS

AP| &% 3 EERRAPI (V2)
7= 3-335 IR Body &%
2¥ SR R
error_code String e
error_msg String IR
KEME: 403
2K 3-336 I Body 2%
2% SR R
error_code String =g
error_msg String A
RSB 404
# 3-337 UL Body 2%
S8 SR A
error_code String EIRg
error_msg String EiREA
R&HG: 500
2 3-338 L Body %4
S8 SR A
error_code String =3
error_msg String tEiRfAR
BRp
7
N 7~ A5

REERS: 200

OK
{

"name" : "Api_http",
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"type" : 1,
"version" : "V0.0.1",
"req_protocol" : "HTTPS",
"req_method" : "GET",
"req_uri" : "/test/http",
"auth_type" : "AUTHORIZER",
"authorizer_id" : "8d0443832a194eaa84244e0c1c1912ac",
"auth_opt" : {
"app_code_auth_type" : "DISABLE"
}

n

cors" : false,
"match_mode" : "NORMAL",
"backend_type" : "HTTP",
"remark" : "Web backend API",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"id" : "5f918d104dc84480a75166ba99%efff21",
"group_name" : "api_group_001",
"run_env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"run_env_name" : "RELEASE",
"publish_id" : "9191cdb430724d4b8586ed7f1b962ca2",
"sl_domain" : "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"sl_domains" : [ "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.cn" ]
}

R&EE: 401
Unauthorized

{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
REG: 403
Forbidden

{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
REES: 404
Not Found

{
"error_code" : "APIG.3002",
"error_msg" : "API 5f918d104dc84480a75166ba99efff21 does not exist"

}
K& 500
Internal Server Error
{

"error_code" : "APIG.9999",

"error_msg" : "System error"

}

2024-08-06

272



API MXARSS

APl &% 3 EZMAPI(V2)
NG

K& ik

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
RIRD

TS EIRB .

3.5.13 BEERAFI+B

INEEN A
BIEMEERMRAIFRS.
ARBE
152 WAMTEBAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/apis/versions/{version_id}
% 3-339 IR1Z22H
2% =AWk SR A
project_id = String IREID, RENGiES IR
HID,
instance_id g2 String SCEIID, TEAPIRIEIESISHY
“SCHNER” HIREN.
version_id = String APIRAN RS
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IERSH

3£ 3-340 153K Header &

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, EiTAAIAMIRSS

SREVFE P Token$Z 3REX ( M@k
iE B sLrhX-Subject-Tokenfd
B) .

=351
RASEG: 200

% 3-341 Qi Body &#

2% SHER R
name String APIZFR,

THEINFE. X HEF. Pk, TRIL. =
FMT. FEEXTRIMESTIES .. PXIER
TS, BREEARI. INFFHHFFL,
3-25590F .
1588

R A RAUTF-885 & unicodefmfl »

type Integer APISEEY

e 1: NBAPI
o 2: FABAPI
WEHME:

o 1

o 2

version String APIFIRRZR
RAKE: 16
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SH

SHRE

i

reg_protocol

String

APIRYIEKIMY
e HTTP

e HTTPS

e BOTH: [ERYSZ#FHTTPFIHTTPS
e GRPCS
FRE(E: HTTPS
KEME:

e HTTP

e HTTPS

e BOTH

e GRPCS

reg_method

String

APIFIIERAT, HAPIRIBERIMNYAGRPCEEE )
WHNEKR B EEAPOST,
KA

e GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS

e ANY

req_uri

String

iEkiteit, JLAEEERSE, BRI, tkan/
getUserinfo/{userld}, 23F */ %- _ . E4FHF
%, RKEARBIZS12, BFERURIIEE.
1588

EFRMURIEE
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SH

SHRE

i

auth_type

String

APIESIAIES =

e NONE: FIAIE
e APP: APPIAIE
o IAM: IAMIAIE

e AUTHORIZER: HEMNIAIE, Hauth_typeBX
{EIAUTHORIZERRY, authorizer id==E&WAJR
EEDN

BAPIFIIER MY IGRPCEBIFASIFEEXIA
o

WEHME:

o NONE

e APP

e |IAM

e AUTHORIZER

auth_opt

AuthOpt
object

INEBNBH

cors

Boolean

EA XIS

e TRUE: X%

e FALSE: A%
RE(E: false
KEME:

e true

o false

match_mode

String

APIFIILEE 5=
e SWA: BIZRITHED

e NORMAL: IFEPUED ( #XJPTHES ) EAIA:
NORMAL

zE:
e SWA
e NORMAL
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2H SR iR
backend_type | String [EimERY
e HTTP: web/gi%
e FUNCTION: HRHET{ER, ZHbackend_typeEX
{BEJ9FUNCTIONAY, func_infoxZERARIEN
e MOCK: #EHIAIEinw, Hbackend_typeEUEN
MOCKRT, mock_infoFEBWTUEN
e GRPC: grpcfRif
KZME:
e HTTP
e FUNCTION
e MOCK
e GRPC
remark String APIEIR ., FRHKEARIEI255
izl
RS ARAUTE-88Z unicoded®A3
group_id String APIFFERIDHRS
body_remark | String APIEREIAR, aJLARIERMRA] . (RARSER
SHEER .. FRHIKEAIBIZ20480
588
RS ARAUTF-88Z unicoded®A3
result_normal | String IEENLNRE, HEAAPIIEEREIEE . FHK
_sample EA#B1$20480
588
FRSC %R UTF-885 E unicodewfig o
LAPIHIERIMY IGRPCEBIR R HEELE .
result_failure_ | String KMIREIRE], HRAPINEEIREIEE . FHK
sample FEA#Bi$20480
1588
FRSC RIS UTF-855 E unicodewfig .
LBAPIFIERIMYIGRPCERIRI ATISHELE -
authorizer_id | String Bl EEMINEGSREID, APHERIMYAGRPC
ERRSA 2 5RIR B E SOAIE
tags Array of R,
strings XIFRY, HF, Y, HHEGS “*#%._) ,
BHReELARN 5 Z23 Tk,
FOASZFF10OMRES, WIFEY KBcANSEARIATL
FEIMENAPL_TAG_NUM_LIMITECE .
BIMEE: 1
RAKE: 128
response_id String PEEENXNNID
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2% SRR fik
roma_app_id | String SR FFID
AT
domain_name | String APIZBERIBE X3
BAHF
tag String FREE
$I&7, HEERtagsFR
content_type | String IERABIEINRE:
application/json application/xml multipart/
form-data text/plain
AT
KEE:
e application/json
e application/xml
e multipart/form-data
e text/plain
id String APIfRS
status Integer APYAZES
e 1: BN
arrange_neces | Integer EEEEREE
sary
register_time | String APIEARATE]
update_time | String APHEMAT(a]
group_name | String APIFfE 2 4BRYZFR
group_version | String APIFfJE S HRYRR AR
BRIAVY, EHABRRAE A
RE(E: V1
run_env_id String EHHNITERS
FEZSNAMICR, NERS2ZEEIRAF
run_env_nam | String EHHIINEZIR
€ FEZSNAMICR, WEZRZEE| R
publish_id String EMICRRES
FEZTMERMICRIY, AMicRRESZEHRHF
publish_time | String AR & o A 8]
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2% SR fEA
roma_app_na | String APIFERIEERL N BB FR
me AT
|d_api_id String BAPIFIRAEEN iR, MNABEENEH
APIfRS
A HF
backend_api | BackendApi | webfSimi¥lE
object
api_group_inf | ApiGroupCo | apifpfH{EE
o] mmoninfo
object
func_info ApiFunc R TEREImIFE
object
mock_info ApiMock mock/FimiFElE
object
req_params Array of APIRUIERS#FIZE
RegParam
objects
backend_para | Array of APIRNRiRS#TIE
ms BackendPara
m objects
policy_functio | Array of R TIERRIEEiRSIE
ns ApiPolicyFun
ctionResp
objects
policy_mocks | Array of mockZRIE/FimTZE
ApiPolicyMoc
kResp objects
policy_https | Array of webZRlgFimTIZE
ApiPolicyHtt
pResp objects
sl_domain String ABEEIA\D B FiE R
sl_domains Array of AFRIADBEAIFIERIIZE
strings
version_id String RA GRS
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2K 3-342 AuthOpt

2H SHE

ik

app_code_aut | String
h_type

AppCodef@ZIAUEZRE, {XTEauth_typeIAPPHS
430, BKIAJIDISABLE:

e DISABLE: AFZEZIAUE

e HEADER: FEEZIANEBAppCodefiBTE
HEADER

fRh&{&: DISABLE
KZME:

e DISABLE

e HEADER

2R 3-343 BackendApi

24 SHR

R

authorizer_id | String

BiRBENINETSNID, EiniHGRPCAYA
YIFRIEBEMNIAILE

url_domain String

[RimARSS b

EN (IPEig ) MNikOSERE, SEKERE
13255, N AENGRO (40:
apig.example.com:7443 ) , MIRABixO, N
HTTPSERAIR IS 79443, HTTPERAIRCOS S
80,

YIFHIRTE, FRNETEN, 81TE3/Y
KEN3 ~ 32UNFFFE, FHEHRNFE.
HF. ThI%. PLI%kHk, BReeLATFL

req_protocol String

ERINY, BB JIGRPCAHER MY ATE
GRPCS

e=F

e HTTP
e HTTPS
e GRPCS

remark String

iR, FIRAKEABIE255
1588
SR F R IIUTF-88¢ 2 unicodedREg .
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2% SR iR

req_method | String iERAH, BIREEAGRPCAIERA R EER
POST
KZME:
o GET
e POST
e PUT
e DELETE
e HEAD
e PATCH
e OPTIONS
o ANY

version String webFiRiRA, R KEREL16

req_uri String Bk, TLABEERSE, BMRR, than/
getUserinfo/{userld}, 5 */ %- _ . S45F%=F
&, BEKERBIE512, Bi#EUREGE.,
YIFHRTE, FRNETEN, 81TE31Y
KER3 ~ 32(iFHFER, FRABHRHRNFE.
HF. PRk, TU%KHERE, BRELATSFF
L,
iz kil

EERMURFLE

[EimZEE IGRPCRTE KL EIE S/

timeout Integer APIRMKIEK R inARSSAIEAIRTIE] . BRAHBATHY(E]
OliEid sEfFEbackend_timeoutFe BIE, AT
{EeAY_EBRF9600000,
B 28,
=IME: 1

enable_client_ | Boolean AR EIALE

ssl

retry_count | String 5K EmIRSHIEIREL, FIAJ-1, EE
[-1,10],
HiZER-1, F2OROSFIXUR, EEEN
AL8Eif. POST, PATCHA A RIERSE; GET,
HEAD, PUT, OPTIONSHIDELETEE S E RS
89
REE: -1

id String ws

status Integer BRIk
o 1: BN
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2% SRR fik

register_time | String EARATE)

update_time | String (EZCRE]

vpc_channel_i | Vpclnfo VPCIBIE¥15 . WN%Rvpc_channel_status =1, N
nfo object X NobjectZERUMMEER

vpc_channel_s | Integer EAFERVPCGER

tatus

e 1: {FERAVPCHEE
o 2: AEAVPCEE

Z 3-344 ApiGroupCommoninfo

2% SR R
id String ws
name String API4BRTR
status Integer K&
e 1: BN
KZME:
o 1
sl_domain String AFEIA\D B FIER
register_time | String BlFEATIE)
update_time | String BT E AT 8]
on_sell_status | Integer EAELR=EIE:
e 1: 2252
o 2: KREZE
o 3: EIZA
B
url_domains | Array of oA EEBTERYIMI I IR FIZR
UrlDomain
objects
sl_domain_acc | Boolean BEidiEE2E0LAAE, trueR~aLAGE,

ess_enabled

falseR/RZE 1150
TREE: true
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3£ 3-345 UrlDomain

28 SR R
id String EEZEEA
domain String Pl b=
cname_status | Integer B cnameRE:
o 1: KRR
o 2: fEHTH
o 3: FEMTELIN
o 4: FEMTRIN
ssl_id String SSLIEPHRS
ssl_name String SSLIUEBZTR
min_ssl_versio | String BN RAS . SZHFTLSV1. 18 TLSv1.2
n ThE(E: TLSv1A
KzE:
e TLSv1.1
e TLSv1.2
verified_client | Boolean EEABREFIRERKE . IE4EIERT, 1%
_certificate_en SHAEY . AGPEIEBFEtrusted_root_ca
abled B, BAFS; HHEIEBAEE
trusted_root_caft, EXIAXF .
hEE: false
is_has_trusted | Boolean EEFEEEIIRIERCA, U4EIFBEFERE
_root_ca trusted_root_cafdAtrue,
ThEE: false
& 3-346 ApiFunc
28 SR A
function_urn | String ERZLURN
remark String HBAER ., KEFBE2551MFR/F
1588

Y A RAUTE-85Z unicodeHH3
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SH

SHRE

i

invocation_ty
pe

String

EAFRE
e async: B&
e sync: [E£
KE(E:
e async
e sync

network_type

String

XS EEERERI AR g S B
e V1: FEVPCRILEEEHT
e V2: VPCZEEEHS
ESIER

o VI

o V2

version

String

SEREAIZ URNFIRERR A ERHMEN, REhR
KRB REE, RERREHIZURN

RAKE: 64

alias_urn

String

ERERIZURN

SREAIZURNFIREGR A ERMENT, &R
REHREE, RERREHIZURN

timeout

Integer

APIM KIS KR IRIRSSHIBATATE . REIMEEE4S
FIV 1B R AHBRTATE) 960000, V2&AFBATATE]
BT S8 tEbackend_timeoutFe B, o

&4 A9_EBR 9600000,

B =2,

BME: 1

authorizer_id

String

[Eir B ESAIEID

reg_protocol

String

BREGIRASIERIMNY : HTTPS. GRPCS, ERIAE
JHTTPS, HiimbcEPRIERIMNYAIGRPCSATA]
#EGRPCS.

FRE(E: HTTPS
WA

e HTTPS

e GRPCS

id

String

RS

register_time

String

EARATIE)

status

Integer

[RimIRRS
o 1: BN
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2H SR iR
update_time | String (ET=CRE]
2 3-347 ApiMock
B8H SR faR
remark String HBRER . KEABII2551MFR
jizLils
RS ARAUTE-88Z unicoded®A3
result_content | String IR[E)ZER
version String IRA . FRIIKEAREII64
authorizer_id | String [EiwEENXIAUEID
id String ws
register_time | String EARATE)
status Integer [EimIRS
e 1: B
update_time | String ES R[]
& 3-348 RegParam
2¥ SR iR
name String SHEWR. KEN ~ R2MNZFE, FHEH
BXFE. HF. PRIK. TUE. ZEXTSH
B, BREEAZEIFFL,
type String SR
KZME:
o STRING
e NUMBER
location String SHINE
KZME:
e PATH
e QUERY
e HEADER
default_value | String SHENE
sample_value | String SHRBIE
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SH

SHRE

required

Integer

I

locationgPATHRY, requiredZiAA1, Hithiz=2
required2KIAJ92

KZME:
o 1
o 2

valid_enable

Integer

A HERE

o 1: HEREE
o 2: AHERE
REE: 2
ESIER

o 1

o 2

remark

String

HIXMER . KENBE2557FFF
1583
R RIIUTF-88) & unicodedmfid o

enumerations

String

SHWEE

min_num

Integer

SHe/IME
S B INUMBERRTE R

max_num

Integer

SHEKE
SEZERHINUMBERITER

min_size

Integer

SHERIKE
SEERIHSTRINGETB R

max_size

Integer

SHEAKE
HEERIHSTRINGHI B

W W

regular

String

IEMABE AR
EESEE

json_schema

String

JSONEREEHNY
BRI
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SH SHRE

pass_through | Integer

id String

SRS

2R 3-349 ApiPolicyFunctionResp

24 SHH

R

function_urn String

ERETURN

invocation_ty
pe

String

EFZEE
e async: B&
e sync: [EE
wWatE:
e async

e sync

network_type | String

SRR EHI LR BRI ST
o V1: JEVPCRILZEEHT
o V2: VPCRIZZZEHS
KA

e V1

e V2

version String

SR AIE URNMER LR A ERMENRT, HEhR
R REE, RERREBIZURN

RAKE: 64

alias_urn String

ERERIZURN

SEREAIZ URNFIRERR A ERHMEN, REhR
RBHREE, RERREHIZURN

timeout Integer

APIMXIE K RiRARSSHIEATATIE . EREIMLEE4S
FIV1ET R AHBATATIEI /960000, V2ERAFBATATIE
@I L4 Ebackend _timeoutBc EfEcZ, BJ

1&2489_EBR /9600000,

==V iv=—5 N

=/IME: 1
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2% SR iR
req_protocol | String BRI SiRAYIERIMY : HTTPS. GRPCS, BRIAE
AHTTPS, BiimbcEPHEKRIHNIIGRPCSHIE]
#%EGRPCS,
fREE: HTTPS
KZME:
e HTTPS
e GRPCS
id String wR=
effect_mode | String XEXRIRERHASE
o ALL: HEEHPFM
o ANY: HWEE—5FMH
KZME:
o ALL
o ANY
name String RIERIREIR. FRHEHPN. EXFHE.
F. TRIZ%ER, BREELAPIEIEI L,
=ME: 3
RAKE: 64
backend_para | Array of EiRs#5I%E
ms BackendPara
m objects
conditions Array of RESFIEFTIZE
CoditionResp
objects
authorizer_id | String BimBESNINERTSAIID
£ 3-350 ApiPolicyMockResp
B8Y ¥R RhR
id String W
effect_mode | String KERHISRIR A SR :
o ALL: HEEEPHKM
o ANY: jEBE—FM
KZME:
e ALL
o ANY
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2% SR fik
name String REGEIRETR. FITHHEPL . BXFH,
F. TRI%AER, BREELAPIEESFF:L,
=MSE: 3
EAKE: 64
backend_para | Array of [Rins¥5%
ms BackendPara
m objects
conditions Array of REERHTIZE
CoditionResp
objects
authorizer_id | String EiwBESMIAETSRAIID
result_content | String IR[EER
2 3-351 ApiPolicyHttpResp
2% SR R
id String ws
effect_mode | String KEXRURIRE SR
o ALL: HEEIPFRMF
o ANY: jiBE—FMH
e =R
e ALL
o ANY
name String RESEIRETR. FRIBHFY . IXFH .
F. FXIZ%HER, BREELAPIEES Tk,
BIMSE: 3
RAKE: 64
backend_para | Array of RimE#5IFE
ms BackendPara
m objects
conditions Array of REEEMIIZE
CoditionResp
objects
authorizer_id | String [EiwEEMIAEXISRAIID
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SH

SHKE

i

url_domain

String

HRE&EIRAYENdpoint,

Higa (geipibit ) FlixOSERK, SEREARE
13255, &R AEEIRA (0:
apig.example.com:7443) ., IRABixO, M
HTTPSERIANIROS 9443, HTTPELUAIROS A
80,

YIEWETE, FRANRETEN, 81028/
KEH3 ~ 32HFFFR, —?f—r%EEsQSZ?—E\
HFE. ‘7. 427 Hpk, BREELAZESNIFFL.

req_protocol

String

BERIMY: HTTP. HTTPS. GRPCS, eS|
GRPCRJR]i%EGRPCS

e =

e HTTP
e HTTPS
e GRPCS

reg_method

String

i5KA: GET. POST. PUT. DELETE.
HEAD. PATCH. OPTIONS. ANY, [SimZ:E%
GRPCHIEIREIPOST

MEHE:

o GET

e POST

e PUT

e DELETE

e HEAD

e PATCH

e OPTIONS
o ANY

reg_uri

String

kil , AILAEEIEKRESE, B{tRR, tban/
getUserinfo/{userld}, 3% */ %- _ . 435
%, REEARRBIZS12, BFEREURELE.
TIMETE, FANETEN, 8/MTEEM
Jutf" H3 ~ 32148’]???% ?ﬁ%EEQ&SZ%l
izl

EERMURBEE

[EiwZER AGRPCRTIE Rt EIE S/
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SH SHRE

i

timeout Integer

APIRXiE R EimARSS AVBATATIE . SRAFEHTHTIE
@I L5 Ebackend _timeoutBL E1EcZ, AJ
1E8RY_EFR 9600000,

B =R,
&=/IME: 1

retry_count String

BREIRIRSZHIEIAE, BAR-1, SBE
[-1,10],

LiZER- 18, BESEOSEH1UR, ERSEWN
A&&id, POST, PATCHAERIEES; GET,
HEAD, PUT, OPTIONSFIDELETEEZ S ZNEE
A9,

HEE: -1

vpc_channel_i | Vpcinfo
nfo object

VPCIBIEI#IE . W% vpc_channel_status =1, M
X objectz BV AMEER

vpc_channel_s | Integer
tatus

EEFERVPCEE:
e 1: {EFAVPCEE
e 2: REAVPCIEE

£ 3-352 BackendParam

28 SHH

origin String

o [SimBRSZS#: REQUEST
o EES#: CONSTANT
o RFESH: SYSTEM
WzE:

e REQUEST

e CONSTANT

e SYSTEM

name String

SHEIR. FRHEHEENFE. H=F. i,
TR, BmXASHERE, BREEATE L,
RAMKE: 1

RAKE: 32

remark String

A, FRREARBIZ255
HiBE
Y AR UTF-85Z unicodeRhL
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2% SR ik
location String SHUE: PATH. QUERY. HEADER
e =
e PATH
e QUERY
e HEADER
value String SHE . FEHREAREIL255 originzs3l
REQUESTRY, Itt=FER{E7areq_paramsHRIS (%
R;
originZtBI5CONSTANTRY, tFEMEANSHE
IERYE;
originZE5IASYSTEMAY, FEEARFZSHEZ
R, RRSHHDAMNEAESH . BlimIAIESH
FERIAESE, HapiglinTENERABEE
MONIERT, BJLUMESEMAIESE, Hapidiaia
IAIERY, AJLUESRIRAIESE.
MEXABESEHEUERITNE X :
e $context.sourcelp: APLERBZERYREbNE
e S$context.stage: APIEFHIEPEINE
e $context.apild: APIAJID
e $context.appld: APIEREEAIAPPIIRID
e $context.requestld: ZXAPHEBLERLIERID
o $context.serverAddr: MERIIRSSSEHBHE
e $context.serverName: MNERIIRSZEEZFR
e $context.handleTime: ZAXRAPIERIIIERT
i&]
e $context.providerAppld: APIHEZERIN XS
RID, BEARZIHER
BIRIANIESEENE: L
“$context.authorizer.frontend.” HRIZE, WFHE
BEREMANEREESIREISE9aaa, BBA
I FEHES F9$context.authorizer.frontend.aaa
EimESEEVE: LA
“$context.authorizer.backend.” JBIZE, W%
BHREXIANERICETIREINSE Haaa, B4
tt=ERIES J9$context.authorizer.backend.aaa
id String SRS
req_param_id | String XN RYE RS RS
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2k 3-353 CoditionResp

2H

SHE

ik

req_param_na
me

String

KEXANERESEXIREIR . REFSER SIparamiy

Ssys_param_na
me

String

RASH-MIRNESHEZIR. RIEXEE Isystem
Bywsite . SZIFLATEH

e req_path: {BEKERE. W /a/b

e req_method: &K%, 90 GET

e reqPath: i&EKIEEE, [EF. W /a/b

e reqMethod: {BEKTGE, EF. a0 GET
WEME:

e req_path

e req_method

e reqPath

¢ reqMethod

cookie_param
_name

String

COOKIEZSHER, KBS cookielTwiisk
=ME: 0
BAKE: 255

frontend_auth
orizer_param_
name

String

ABESE-AImANESEETR. RIESEES
frontend_authorizerfd @ik, BImAIESEETR
LA"$context.authorizer.frontend."==5 £ 981
Ko Blan, BIRIANIESEZTRAuser_name, 1l
TEigA

$context.authorizer.frontend.user_name,

condition_typ
e

String

RIS

e exact: #BIJPTED
e enum: &

e pattern: IENY

SHEgEBHparam, system, cookie,
frontend_authorizerfd @415

ESIER
e exact
e enum
e pattern
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2H SRR iR
condition_orig | String REESERY
In e param: ¥

source: J&IP

system: RFESE-MEXAESEL

e cookie: COOKIEZ#]

e frontend_authorizer: RS S H-BIHIANTESE
KEME:

e param

e source
e system
e cookie
e frontend_authorizer

condition_val | String
ue

HERR(E, $RERSEBY param, source, cookie,
frontend_authorizerfd W4 iE

id String

WS

reg_param_id | String

KEXRIBERSEIRRS

reg_param_lo | String
cation

KEXRIBERSEIRME

2 3-354 Vpcinfo

8% e et fik

ecs_id String =HIRS3EEID

ecs_name String RS FEZFR

cascade_flag | Boolean BEERREEAT
HAHF

vpc_channel_ | String IEBEM,

proxy_host

\épc_channel_i String VPCBIERS

vpc_channel_ | Integer VPC@EiEixC

port

R&ERS: 401
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7= 3-355 Mg Body %4
2¥ SR R
error_code String e
error_msg String IR
KEME: 403
2K 3-356 NI Body 2%
2% SR R
error_code String =g
error_msg String A
RSB 404
# 3-357 IR Body 2%
S8 SR A
error_code String EIRg
error_msg String EiREA
R&HG: 500
2 3-358 L Body 2#4
S8 SR A
error_code String =3
error_msg String tEiRfAR
BRp
7
N 7~ A5

REERS: 200

OK
{

"name" : "Api_http",
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"type" : 1,

"version" : "V0.0.1",
"req_protocol" : "HTTPS",
"req_method" : "GET",
"req_uri" : "/test/http",
"auth_type" : "AUTHORIZER",

"auth_opt" : [ {
"app_code_auth_type" : "DISABLE"
11
"authorizer_id" : "8d0443832a194eaa84244e0c1c1912ac",
"cors" : false,

"match_mode" : "NORMAL",
"backend_type" : "HTTP",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"result_normal_sample" : "Example success response",
"result_failure_sample" : "Example failure response",
"id" : "5f918d104dc84480a75166ba99%efff21",
"status" : 1,
"arrange_necessary" : 2,
"remark" : "Web backend API",
"register_time" : "2020-07-31T12:42:51Z",
"update_time" : "2020-08-02T16:32:47.046289Z",
"group_name" : "api_group_001",
"run_env_name" : "RELEASE",
"run_env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"s|_domain" : "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"sl_domains" : [ "c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.com",
"c77f5e81d9cb4424bf704ef2b0ac7600.apic.****.cn" ],
"version_id" : "ee1a5a38d3d3493abf1dc4ed6cacfaOb”,
"publish_time" : "2020-08-03T01:36:00Z",
"backend_api" : {
"url_domain" : "56a7d7358e1b42459c9d730d65b14e59",
"req_protocol" : "HTTPS",
"req_method" : "GET",
"req_uri" : "/test/benchmark",
"timeout" : 5000,
"id" : "1ce8fda3586d4371bd83c955df37e102",
"status" : 1,
"register_time" : "2020-07-31T12:42:51Z2",
"update_time" : "2020-08-02T16:32:47.077029Z",
"vpc_channel_status" : 1,
"vpc_channel_info" : {
"cascade_flag" : false,
"vpc_channel_id" : "56a7d7358e1b42459c¢9d730d65b14e59",
"vpc_channel_proxy_host" : "www.example.com",
"vpc_channel_port" : 0
B
"retry_count" : "-1"
1
"backend_params" : [ {
"name" : "X-CONSTANT-HEADER",
"location" : "HEADER",
"origin" : "CONSTANT",
"value" : "demo",
"remark" : "constant_demo",
"id" : "8cb2eba19e7a4423a4e835647a8b8d76"
Lo
"name" : "app-id",
"location" : "HEADER",
"origin" : "SYSTEM",
"value" : "$context.appld",
"remark" : "App ID of the API caller",
"id" : "216ddda836e74d528f364ff589d9dd21"
1]
}

WR&mL: 401

Unauthorized
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{
"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
RE&E: 403
Forbidden

{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
WRE&E: 404
Not Found
{
"error_code" : "APIG.3022",

"error_msg" : "The API version does not exist,id:ee1a5a38d3d3493abf1dc4ed6cacfaOb"
}

R7&85: 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}
REB
RSB 0%
200 OK
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
BI=0
B2 EIRE.
3.5.14 BiEIR A% S T4 API
INRENTA

gﬁiﬁﬂ\iiﬁﬂPE’\JAPlﬂ)ﬁzﬁﬂﬁTéﬁ%’E, T&la, APHEZMRAERRIMEFIE A EEE
SR

ARG

152 WAalEABAPI,
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URI
DELETE /v2/{project_id}/apigw/instances/{instance_id}/apis/versions/{version_id}
% 3-359 R1ZBH
2 BE W% SR )%
project_id = String IREID, KRENGiES IREIRN
HID,
instance_id g2 String SCEIID, TEAPIRIEIESISHY
“SCHNSE” HIREN.
version_id = String APIRARmS
B2
2K 3-360 153K Header 2#{
2¥ =A% SR R
X-Auth-Token | 2 String R Token, EIARIAMIRSS
$RENFAF Token3Z[O$KEX ( MKz
jE B sLrhX-Subject-Tokenfd
B).
N RS
KEMB: 401
2 3-361 L7 Body &%
2% SR R
error_code String =g
error_msg String A
KE&ME: 403
=X 3-362 o Body 2H
2¥ SR A
error_code String RS
error_msg String IR
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iBERTA

N Sz 73~

REB: 404

%t 3-363 @i Body &%{

B4 SHRT R
error_code String e
error_msg String A

R7SF5: 500

% 3-364 O Body 2#

28 SR A

error_code String L]

error_msg String EPES DU
7

K& 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

RS 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
WRE&E: 404
Not Found
{
"error_code" : "APIG.3022",

"error_msg" : "The API version does not exist,id:ee1a5a38d3d3493abf1dc4ed6cacfaOb"
}

KE/: 500
Internal Server Error

{
"error_code" : "APIG.9999",
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"error_msg" : "System error"
}
RSB
RSB iR
204 No Content
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
TS
B2 EIRB.

3.6 EER-ERFHEE
3.6.1 BI@ER %A

IhEEN 4R
AT HRIPAPINZE M, BIGEF SAPIBYHITRE—ERIFYLE, BIFEFFFREIAPI,
BEMNERKFEHITINE, AREEIANERNIEREREHERISE.,
Hrh, €85 EAPIZSRIPNEIRI—Fh,
PSR- EEEA, HESIZPSAPITEE, NAPIMFEIEBIGXMAPIET,
MEFEEPENEZEANNERSEHITEIRNE, EHEE . SHPNEIRRSI
EiEKRAY, AL SR, NREAREAEL, WZERAEBAPIRKAE LIS
i, AP LIESEIX/MER, MNMRIEAPIIZE M, BRAPIHERIIKIREINERIL
ARG E
152 ILA{aAFAPI,
URI
POST /v2/{project_id}/apigw/instances/{instance_id}/signs
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% 3-365 IR1IFSH

S =AW SR iR

project_id = String IRBID, KBV TNIES WIRENIR
HID,

instance_id =2 String SCEID, TEAPIREIRGHI SR

“SLHNSE” FIREN.
B2
K 3-366 153k Header 2%f

2 ey i SR )%

X-Auth-Token | 2 String HRFToken, EiZiERIAMRS
$RENA P TokeniZ OREN ( MR
jE B sLrhX-Subject-Tokenfd
).

% 3-367 153k Body £#{
2¥ =A% SR R
name 2 String FEZEHIBIR. FNF, =

X, #=F, Tz, HRaELZE
MALNFEF L,
i5iBE
S FEAAUTE-8Z unicode
=TT
=BIV<E: 3
BRAKE: 64
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SH

SHERE

sign_type

String

e public_key

® aes

basicE R E SLIFHREIRIRL
WA, BERFEANBRRRATZ
Uliipa g 38
public_keyRBIFF/FLHIBCE
public_keyZA RIfs5F3, SEA4FIE
BEFEESE “R > bl
SCIFRUAPIGHHE” |, UNFRIAST
B ARTZ1Epublic_keyFt BRJEBAER
BARIREIIHE.

aesZE B FEESLHIFHR NS N ik
R, ERFEAIRKRZARTIZ)
ﬂ-g&o

WHE:

e hmac

e basic

e public_key

® ades
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2% BRI SRR ik
sign_key & String 2 EHRYkey

e hmacERIEZ % Hkey:
IR, #F, T,
s, BREENENFE
¥ FFL, 8 ~ 32F /.
FEENEESBERK.

o basicEEIPIE Z = Hkey:
TR, #F, T,
i, BREEUENFE
Fk, 4~ 32%F%%, KES
==

e public_keyZRRUA9REZ%74H
key: Z¥FERN, =, T4
%, %, +, /, =, AL
BNFH, H=F, +, [F
sk, 8 ~512FFfF, KIEER
EEaB8iiERk.

o aesERIPEZHPHkey: X
BFEX, #HF, TU&%,
ﬁué%’ !’ @’ #’ $’ %,
+, [, =, AILIENFE, #
F, +, [Tk, E8EER
aes-128-cfbAT 16 1MNFR,
BZE L Haes-256-cfbAt
R2INEF . KEENESH
EERL -
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2% BE Wik SEEER iR
sign_secret | & String SETENE.

e hmacERIEZ % Hkey:
IR, HF, %,
Rk, !, @, #, $, %,
BREEURNFHEHFTT
3k, 16 ~ 64F 55, KRIESHT
EEeB8m% k.

e basicZEEIIEZ % Akey:
IR, HF, %,
EF‘“ZU?%’ !, @, #7 $’ OA),
BREEUENFZHBEHFTT
sk, 8~ 64FFF, KRIEEHRY
EEeB8m% k.

e public_keyZRRUH9REZ%74H
key: IF®RI, #F, TXI
%, L%, |, @, #, $,
%, +, /, =, AILATENF
8, #F, +, /Fk, 16~
2048F 5, RIBEEREEHE
NERL o

o aesEREEZRPFHANME
2 R, #F, ™
g%, q:ltl-lg%, !, @’ #’ $’
%, +, /, =, AJLATEN=F
8, #=xF, +, /FL, 164
FH, }RESHEEBEmE
B o

sign_algorith String BBEE. BIMERZ, {Naes

m RRLERPINIRFESEE

%, HihRREFBARNTIFE

BEx.

K=HE:

e aes-128-cfb

e aes-256-cfb

iy

V251
REB/: 201
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7= 3-368 ghi Body %4
¥ S A
name String LEBENBIR. XFEINF, BY, #F, T
%, BREEAENFNNFFHL,
5388
PR AUTF-88 & unicodeswig
&/MKE: 3
RAKE: 64
sign_type String BRZIARE:
e hmac
e Dbasic
e public_key
® aes
basicRIBESLHIFHREIRIRIARA, BRI
AR TRRIDAR.
public_keyXBIFFESLAIBECEpublic_key Al {#
R, EAFHEEFBEEESE ‘MR > LI
BIAPIGHSHE” | QIREASEAIRAEAEpublic_keyER
B BRRATREITHFE.
aesKBRIEESIARIIIINIRA, ERFEATEL
ERARIREIIARK.
ESIER
e hmac
e basic
e public_key
® aes
sign_key String T AEHkey
o hmackBINEEERkey: IFHRX, HF,
TXIZ%, X%k, BREEUENFEHEHFHF
L, 8~ 32F . NEENEEBMEN.
o basicERINEZEBkey: IFEX, HF,
TR, Bk, BREEURNFEFL, 4
~ 32FFF . RNEEHEEBEMK.-
o public_keyXRINEEHAkey: TIFLN, ¥
¥, TR, PRI, +, /, =, AJLAERNF
5 ﬁ?! +, /ﬁ%! 8~512$f€'o ;Eig—'%‘
E&B8hEm.
o aesERBEEBkey: TIHEY, MF, T
ﬁu%, EP“ZU%’ !7 @5 #’ $’ %7 +7 /5 =5
AILIRNZFE, 8F, +, /7L, EBEZEN
aes-128-cfbATA161NFF, EZHEER
aes-256-cfbit A2 F . RESHESH
R
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2 SRR A
sign_secret String BRZANEHA
o hmacEBIPEEZEPkey: THFRN, HF,
TR, HRI%k, |, @, #, $, %, HXREE
VAN FEEHEFFL, 16 ~ 64F . KRIE
EitE&a8%Emk.
o basicERINEZ%Pkey: TIFHEN, HF,
TR, X%k, !, @, #, $, %, BHXEE
AR FEEgEFHL, 8 ~ 64FFF., KIES
NEaBm%ER -
o public_keyRBIFYEZ & hkey: TIFHIL, #
¥, X%, $Rl%, |, @, #, $, %,
+, /[, =, JLARXFE, ¥F, +, /Fk,
16 ~ 2048=F%F . KNEERFEBMEN-
o aesEASERIPFEHAIEE: IR, H
¥, T, PR, !, @, #, $, %,
+’ /’ :’ EL1§K$7 ﬁ?’ +’ /F%’
161MNFERF. REEREEBIERM
sign_algorith | String BREEX, BUMERT, NaesEBBEZEAIF
m BIFEREL, HiXRSZBARNTIFERE
%o
KA
e aes-128-cfb
e aes-256-cfb
update_time | String EHTAYE)
create_time String ClEEATE
id String BRZENRS
REHB: 400
% 3-369 I[IF Body S
2H SRR R
error_code String ESE)
error_msg String FEIRA

RSE5: 401
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2 3-370 i Body 2%

S8 SR A
error_code String EIRg
error_msg String EREA
RS 403
7= 3-371 iz Body %4
2% SR R
error_code String e
error_msg String A
RESE: 404
# 3-372 IR Body 2%
S SRR R
error_code String EIRg
error_msg String iR
K& 412
%= 3-373 lghi Body %4
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
2 3-374 gL Body &%
2¥ SR R
error_code String e
error_msg String IR
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=GNl
BIE— B ZZHFIREkeyFlsecret
{

"name" : "signature_demo",
"sign_key" : "signkeysignkey",
"Sign_SeCret" 0 llsig**-k-k-k*******retn

}

i Mz 73~ 51
R 201
Created
{

"sign_secret" : "sigt*rirrirriikrat!

"update_time" : "2020-08-03T03:39:38.119032888Z",
"create_time" : "2020-08-03T03:39:38.119032659Z",
"name" : "signature_demo",

"id" : "0b0e8f456b8742218af75f945307173c",
"sign_key" : "signkeysignkey",

"sign_type" : "hmac"

}
KES\: 400
Bad Request

{
"error_code" : "APIG.2011",
"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
R&E: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
REB: 403
Forbidden

{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
REE: 404
Not Found
{
"error_code" : "APIG.3030",

"error_msg" : "The instance does not exist;id:f0fa1789-3b76-433b-a787-9892951c620ec"
}

REB: 412
PreconditionFailed

{
"error_code" : "APIG.3548",
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"error_msg" : "sign_type=public_key not supported by instance 6a29d4e9-69a0-412a-aabe-9898ec0903b0"
}

R&HE: 500
Internal Server Error
{

"error_code" : "APIG.9999",

"error_msg" : "System error"

}

RS
RSB )%
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
412 PreconditionFailed
500 Internal Server Error
BI=g
B2 EIRE .
3.6.2 (MR EH
INEENA
ERIEES A ZEAFEMER
AR
B2 AETEBAPI,
URI

PUT /v2/{project_id}/apigw/instances/{instance_id}/signs/{sign_id}

% 3-375 BIESH

¥ 2R YIE SRR 205
project_id 2 String IREID, KBNS iES WIRENIR
BID,
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2 BRIk SR i)
instance_id 2 String SEIID, TEAPIRKIESIEHY
“SCHNSE” HIREN
sign_id 2 String BEEIRRS
IBRESH
2 3-376 153K Header 2%
2 =AWk SHER faR
X-Auth-Token | 2 String R Token, EiTiEAIAMIES
SREYFE P TokeniZ[O5XEY ( ML
B 3LehX-Subject-Tokenf
E) .
7 3-377 153K Body &%
¥ =AWk SHER i)
name 2 String FR2ZANBIR, ZHHXFE, =

X, #=F, T, HReELX
AN =FF L,
iEE
R FEFVRAIUTF-8a & unicode
“Ri9
=RIMKE: 3
BRAKE: 64
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SH

SHERE

sign_type

String

e public_key

® aes

basicE R E SLIFHREIRIRL
WA, BERFEANBRRRATZ
Uliipa g 38
public_keyRBIFF/FLHIBCE
public_keyZA RIfs5F3, SEA4FIE
BEFEESE “R > bl
SCIFRUAPIGHHE” |, UNFRIAST
B ARTZ1Epublic_keyFt BRJEBAER
BARIREIIHE.

aesZE B FEESLHIFHR NS N ik
R, ERFEAIRKRZARTIZ)
ﬂ-g&o

WHE:

e hmac

e basic

e public_key

® ades
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2% BRI SRR ik
sign_key & String 2 EHRYkey

e hmacERIEZ % Hkey:
IR, #F, T,
s, BREENENFE
¥ FFL, 8 ~ 32F /.
FEENEESBERK.

o basicEEIPIE Z = Hkey:
TR, #F, T,
i, BREEUENFE
Fk, 4~ 32%F%%, KES
==

e public_keyZRRUA9REZ%74H
key: Z¥FERN, =, T4
%, %, +, /, =, AL
BNFH, H=F, +, [F
sk, 8 ~512FFfF, KIEER
EEaB8iiERk.

o aesERIPEZHPHkey: X
BFEX, #HF, TU&%,
ﬁué%’ !’ @’ #’ $’ %,
+, [, =, AILIENFE, #
F, +, [Tk, E8EER
aes-128-cfbAT 16 1MNFR,
BZE L Haes-256-cfbAt
R2INEF . KEENESH
EERL -
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2% BE Wik SEEER iR
sign_secret | & String SETENE.

e hmacERIEZ % Hkey:
IR, HF, %,
Rk, !, @, #, $, %,
BREEURNFHEHFTT
3k, 16 ~ 64F 55, KRIESHT
EEeB8m% k.

e basicZEEIIEZ % Akey:
IR, HF, %,
EF‘“ZU?%’ !, @, #7 $’ OA),
BREEUENFZHBEHFTT
sk, 8~ 64FFF, KRIEEHRY
EEeB8m% k.

e public_keyZRRUH9REZ%74H
key: IF®RI, #F, TXI
%, L%, |, @, #, $,
%, +, /, =, AILATENF
8, #F, +, /Fk, 16~
2048F 5, RIBEEREEHE
NERL o

o aesEREEZRPFHANME
2 R, #F, ™
g%, q:ltl-lg%, !, @’ #’ $’
%, +, /, =, AJLATEN=F
8, #=xF, +, /FL, 164
FH, }RESHEEBEmE
B o

sign_algorith String BBEE. BIMERZ, {Naes

m RRLERPINIRFESEE

%, HihRREFBARNTIFE

BEx.

K=HE:

e aes-128-cfb

e aes-256-cfb

iy

V251
AEE/: 200
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7= 3-378 Nghi Body %4
2% SHERR R
name String BEREANEIR. IFXF, 1Y, #HF, T
%, BRBELAESFLNFFL,
izl
RS F R ARAUTE-88Z unicoded®A3
=RIMSE: 3
RAKE: 64
sign_type String BRZIARE:
e hmac
e basic
e public_key
® aes
basicRIBESLHIFHREIRIRIARA, BRI
BRI ATIZIRFR
public_keyXBIFFESLAIBECEpublic_key Al {#
F, LHFHEEIFEBESE ‘MR > LHISF
BIAPIGHSHE” | QIREASEAIRAEAEpublic_keyER
BUBRRRALRERFAE.
aesEKRIFESLHIHREIRIMNIRA, EATFERIEL
ERARITRRIDHE.
WA
e hmac
e basic
e public_key
® aes
sign_key String T AEHkey
o hmacEBIPEZEHkey: IFHRN, HF,
TR, ki, BRI FEaSEHFFH
L, 8~ 32FFF. KEERFEBENK.
o basicERIPEZZPkey: IFHN, H=F,
TR, Fkldk, BRI FEHL, 4
~ 32F [, RIEERNESBEER .
o public_keyXRINEEHAkey: TIFLN, ¥
F, MUK, PRIk, +, /, =, OIAENEF
5 ﬁ?! +, /ﬁ%! 8~512$f€'o ;Eig—'%‘
NEaBm%ER -
o aesERBEEBkey: TIHEY, MF, T
ﬁu%, EP“ZU%’ !7 @5 #’ $’ %7 +7 /5 =5
LN FE, #8F, +, [k, E|8H/ZEN
aes-128-cfbATH1610ZRE, SEEEH
aes-256-cfbAT A32NMNZERT . KIEERNESHE
ER
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2 SRR A
sign_secret String BRZANEHA
o hmacEBIPEEZEPkey: THFRN, HF,
TR, HRI%k, |, @, #, $, %, HXREE
VAN FEEHEFFL, 16 ~ 64F . KRIE
EitE&a8%Emk.
o basicERINEZ%Pkey: TIFHEN, HF,
TR, X%k, !, @, #, $, %, BHXEE
AR FEEgEFHL, 8 ~ 64FFF., KIES
NEaBm%ER -
o public_keyRBIFYEZ & hkey: TIFHIL, #
¥, X%, $Rl%, |, @, #, $, %,
+, /[, =, JLARXFE, ¥F, +, /Fk,
16 ~ 2048=F%F . KNEERFEBMEN-
o aesEASERIPFEHAIEE: IR, H
¥, T, PR, !, @, #, $, %,
+’ /’ :’ EL1§K$7 ﬁ?’ +’ /F%’
161MNFERF. REEREEBIERM
sign_algorith | String BREEX, BUMERT, NaesEBBEZEAIF
m BIFEREL, HiXRSZBARNTIFERE
%o
KA
e aes-128-cfb
e aes-256-cfb
update_time | String EHTAYE)
create_time String ClEEATE
id String BRZENRS
REHB: 400
% 3-379 [ Body S
2H SRR R
error_code String ESE)
error_msg String FEIRA

RSE5: 401
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2 3-380 i Body 2%

S8 SR A
error_code String EIRg
error_msg String EREA
RS 403
7 3-381 g7 Body S
2% SR R
error_code String e
error_msg String A
RESE: 404
% 3-382 liILZ Body &%
S SRR R
error_code String EIRg
error_msg String iR
K& 412
7= 3-383 ghi Body %4
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
2 3-384 L7 Body &%
2¥ SR R
error_code String e
error_msg String IR

2024-08-06

316




AP| MXARSS
APl &% 3EZRRAPI (V2)

BRI

(EBUEEE B AN EIR
{

"name" : "signature_demo"
}

N Rz7~f51
R&FS: 200
OK
{

"sign_secret" : "dcQr a3

"update_time" : "2020-08-03T03:50:14.989785802Z",
"create_time" : "2020-08-03T03:39:38Z",

"name" : "signature_demo",

"id" : "0b0e8f456b8742218af75f945307173c",
"sign_key" : "a071a20d460a4f6392636c3d7e3d8163",
"sign_type" : "hmac"

K& 400
Bad Request

{
"error_code" : "APIG.2011",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
R&E: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

REB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
REB: 404
Not Found

{
"error_code" : "APIG.3017",
"error_msg" : "Signature key 0b0e8f456b8742218af75f945307173c does not exist"

}
REB: 412
PreconditionFailed

{
"error_code" : "APIG.3548",

"error_msg" : "sign_type=public_key not supported by instance 6a29d4e9-69a0-412a-aabe-9898ec0903b0"
}
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R85 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
REB
RSB A
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
412 PreconditionFailed
500 Internal Server Error
iR
52 ERE.
r—f=y
3.6.3 Mipr=E=R A
INEENA
fibRIEENERZEH, MRS ZHT, HEEENHEXRS—HMER, HNAEEA
A S
BB
152 WANMaE BAPI,
URI
DELETE /v2/{project_id}/apigw/instances/{instance_id}/signs/{sign_id}
& 3-385 RIZSH
¥ =AW SHER i)
project_id 2 String IREID, KBNS iES WIRENIR
BID,
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2H BRIk SR fHR
instance_id 2 String LD, TEAPIMKIEFHISHY
“SCHNSE” HIREN
sign_id 2 String EEERRS
IBRESH
Z 3-386 153K Header 2%{
B8H =AWk SR faR
X-Auth-Token | 2 String R Token, EiTiEAIAMIES
SREYFE P TokeniZ[O5XEY ( ML
B 3LehX-Subject-Tokenf
H).
R3S
KEB: 401
2K 3-387 i Body 2%
2% SR A
error_code String RS
error_msg String HIRfmA
RSB 403
2= 3-388 l[IKZ Body &%
2H SRR iR
error_code String e
error_msg String HEiRfAR
RE&E: 404
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2 3-389 i Body 2%

28 SR A
error_code String e
error_msg String EPES TN

RZASF8: 500

% 3-390 ljmi; Body &%

S8 SR A
error_code String EIRg
error_msg String EiREA
=Rl
7

il iz 73~f51
REB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

REB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

RE&E: 404
Not Found

{

"error_code" : "APIG.3017",
"error_msg" : "Signature key 0b0e8f456b8742218af75f945307173c does not exist"
}

K& 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}
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NG

K& fR

204 No Content

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
tHIRG

B2 EIRE .

3.6.4 BRERZHIIE

EAERERAIER

BRGE
52 WATEFAPI
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/signs
& 3-391 BRE¥
8% BE W% SRR fik
project_id 2 String IREID, 3RENSiES WIRER
BID,
instance_id 2 String SCEIID, TEAPIMEISEISRY
“SLHNER” HIREN.
2 3-392 Query 3#
2% BEWI% SRR iR
offset S Long RigE, ErMNLRBEFRE
18, wBE/\FORY, Brhitia
790
REE: 0
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2 BRIk SR i)
limit ES Integer BRETNZBHZE, £BH=
INFETFORY, Bnhigieln20,
SZEHEKT5008T, BEhitia
73500
=/IME: 1
BX{E: 500
TREE: 20
id & String BERZPRS
name & String BRZHZR
precise_search | & String IEEEERRIE SRS HZ
R, BENZ#name
IBRESH
Z 3-393 i53K Header 2%{
S =Rk SHLR faR
X-Auth-Token | 2 String HRFToken, @Ei3ERIAMRS
SREYFE P TokeniZ[O5XEY ( ML
iEEsLrhX-Subject-Tokenfd
E) .
R3S
R&ES: 200
3 3-394 l[ILZ Body %]
2% SRR N
size Integer RIXREIIFIFKE
total Long EEHAICRE
signs Array of KREHEIIEZEHTIE
SignatureWit
hBindNum
objects
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2 3-395 SignatureWithBindNum
¥ S¥R A
name String LEBENBIR. XFEINF, BY, #F, T
%, BREEAENFNNFFHL,
5388
PR AUTF-88 & unicodeswig
BM<E: 3
RAKE: 64
sign_type String BRZIARE:
e hmac
e Dbasic
e public_key
® aes
basicZEBIRELAIAREINIUARA, EAFED]
BRI ATRRITAR.
public_keyXBIFFESLAIBECEpublic_key Al {#
R, EAFHEEFBEEESE ‘MR > LI
HIAPIGEHE” , ANFIASERIATFTEpublic_keyfic
B BRRATREITHFE.
aesKBRIEESIARIIIINIRA, ERFEATEL
ERARIREIIARK.
ESIER
e hmac
e basic
e public_key
® aes
sign_key String T AEHkey
o hmackBINEEERkey: IFHRX, HF,
TXIZ%, X%k, BREEUENFEHEHFHF
L, 8~ 32F . NEENEEBMEN.
o basicERINEZEBkey: IFEX, HF,
TR, Bk, BREEURNFEFL, 4
~ 32F . REENMEEBIENK.
o public_key=RBUpysE ZZ hkey: TIFHIL, #
¥, TR, PRI, +, /, =, AJLAERNF
5 ﬁ?! +, /ﬁ%! 8~512$f€'o ;Eig—'%‘
E&B8hEm.
o aesERAINEKETHBkey: XIFERN, HF, T
ﬁu%, EP“ZU%’ !7 @5 #’ $’ %7 +7 /5 =5
AILIRNZFE, 8F, +, /7L, EBEZEN
aes-128-cfbATA161NFF, EZHEER
aes-256-cfbit A2 F . RESHESH
R
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28 SR A
sign_secret String BRZANEHA
o hmacEBPEEZERkey: IFHR, HF,
TRI%, Rk, !, @, #, $, %, BREE
RN FEHEFHL, 16 ~ 64FFF, KIE
EREa8mERK
o basicERINEZ%Pkey: TIFHEN, HF,
TR, Rk, !, @, #, $, %, BREE
AR FBa#FHk, 8 ~ 64FfF, KIES
IE&Ba%R.
e public_keyzRBIAEEZ & FHkey: THFEX, H
F, T, PR%L, !, @, #, $, %,
+, [, =, AL\ FE, #H=F, +, [Fk,
16 ~ 2048FFF . RIESHEEBm%EMK.
o aesKAZERIAFERNEE: TIFEX, #
F, TR, Puk, !, @, #, $, %,
+’ /, :’ EL1§K$7 ﬁ?’ +’ /F%’
161MNFERF . RIESERNEEBIER -
sign_algorith | String BREEX, BUMERT, NaesEBBEZEAIF
m EIREZEE, HiXASEBAARTIFEZE
%o
e =
e aes-128-cfb
e aes-256-cfb
update_time | String EHTAYE)
create_time String ClEEATE
id String BEEZHNRS
bind_num Integer HITERIAPIZE
l[dapi_bind_nu | Integer HENBEENGHRHE
m BASHF
RS 400
7= 3-396 I Body &%§
2 SR R
error_code String EIRg
error_msg String HERfAR

WK&RS: 401
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2 3-397 g Body 2%

i5RHl

il iz 73~ 451

28 SR A
error_code String RS
error_msg String EiREA
KEME: 403
2K 3-398 NI Body 2#f
2 SR R
error_code String EIRS
error_msg String HEiRfAR
KE/: 500
% 3-399 IR Body 244
2H SR iR
error_code String 21=g
error_msg String LS

WK&6G: 200

OK
"total" : 2,
"size" : 2,
"signs" : [ {

"sign_secret" : "sig¥trirkiekkrat!
"update_time" : "2018-02-07T02:00:27.964766Z2",
"create_time" : "2018-02-06T12:17:362",
"name" : "signature_demo",
"id" : "0b0e8f456b8742218af75f945307173c",
"sign_key" : "signkeysignkey",
"sign_type" : "hmac",
"bind_num" : 0,
"ldapi_bind_num" : 0

Ao
"sign_secret" : "gcer*rrrrkik] 6",
"update_time" : "2020-07-30T03:56:58Z2",
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"create_time" : "2020-07-30T03:56:58Z",
"name" : "Signature_udlu",
"id" : "9dc388382fba485aadd19f932303f4c9",
"sign_key" : "ca50c5b670044c83b5b890a9a68a30d5",
"sign_type" : "hmac",
"bind_num" : 0,
"ldapi_bind_num" : 0
1]
}

KE\: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:name. Please refer to the support documentation"

}
RE&E: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

REB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

KEB: 500
Internal Server Error
{

"error_code" : "APIG.9999",
"error_msg" : "System error"

}

RS

RSB )%

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

500 Internal Server Error
E=

B2 WEIRE
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3.7 EER-ERERPEXREE
3.7.1 BEERHH

INEeEN4A
FERIREE, SEHTRIAPIABEER .
BELBEPHERAPIE, NWAPINXIEKREIHRIRSINMSERXNSEBHHITINEG
B2, BRRSTLIREXNEZRIGEERER
BEENEZEBAPET— MBI ERHBRIAPI L, E—1APILHEIRRRIIAERT
USBEARRRIERER, — MAPIEAREINSFENEEREIE— 1 SR EH.
AEREE
152 ILAaAFAPI,
URI
POST /v2/{project_id}/apigw/instances/{instance_id}/sign-bindings
% 3-400 EIRSH
8% BE W% e el 1k
project_id 2 String IRBID, 3RENST(iES IIRENIR
BID,
instance_id 2 String SCEIID, TEAPIMEISEISRY
“SLHNER” HIREN.
IBREH

Z 3-401 153k Header 2%

8% BE W% SRR ik
X-Auth-Token | 2 String HRFToken, @EidiERIAMIRS

$REVA P TokeniZ O5XEY ( WAL
&2 sLAX-Subject-Tokenfd
E) .
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7= 3-402 {53k Body &%
¥ Rk ST R
sign_id 2 String BRZIPRS
publish_ids 2 Array of APIRYERICRmS
strings
) E=S
KREE: 201
7 3-403 RKZ Body &%
2% SR fHiA
bindings Array of APISE AP IEXRTIE
SignApiBindi
nglnfo
objects

Zk 3-404 SignApiBindingInfo

2¥ SR fiHiA

publish_id String APINARHIRS

api_id String APIJR=

group_name | String APIFTIE 2 4HRYZFR

binding_time | String 4FERTIE)

env_id String APIFTBIMERYRS

env_name String APIFFEIMERIZFR

api_type Integer APIZEEY

api_name String APIZFR

id String HPEXZRRIID

api_remark String APIiEIR

sign_id String BTRARANRS

sign_name String FRZHENBIR. HFNF, =X, #F, T
%, BREUEFNNFFL, 3 ~ 64F 5
A8

PR AUTF-88 & unicodeswig .
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SH

SHRE

i

reg_method

String

APIERTE
e =

GET
POST
DELETE
PUT
PATCH
HEAD
OPTIONS
ANY

sign_key

String

B2 ZHAkey

hmacERIRIE E & Pkey: XIFERX, HF,
TR, Bk, BREEURNFEEHEFH
3k, 8~ 32F . NEERNEEBEEN
basicZERIIEZ Zhkey: TIFEN, ¥=F,
TRIZ%, Rk, BREEURFEL, 4
~ 32FFF . REEHNEEBMERN-
public_keysRBUR9RE & Hkey: THFEIL, #
=F, TXI&, PRI, +, /, =, AILARNEF
5 %Z$7 +, /F%7 8”512??&0 *EE
EaB8mhER.

aesKBINIE B Akey: IFHE, HF, T
X%, PRk, !, @, #, $, %, +, /, =,
JUARNFE, #HF, +, /Fk, EBEEN
aes-128-cfbAT 1612, BEREEN
aes-256-cfbAT A321MNZERT . KIEERESHE
AR
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2 SR A
sign_secret String BRZANEHA
o hmacEBPEEZERkey: IFHR, HF,
TRI%, Rk, !, @, #, $, %, BREE
PSRN FEEHFHL, 16 ~ 64FRF, KIE
EREa8mERK
o basicEEIPE B EHkey: TIFHRXL, HF,
TR, Rk, !, @, #, $, %, BREE
PSRN FEEHFHL, 8 ~ 64FfF, KIES
IE&Ba%R.
e public_keyzRBIAEEZ & FHkey: THFEX, H
F, T, PR%L, !, @, #, $, %,
+, [, =, AL\ FE, #H=F, +, [Fk,
15 ~ 2048%FFF ., KRIEEEEENEN .
o aesKAZERIAFERNEE: TIFEX, #
F, TR, Puk, !, @, #, $, %,
+’ /’ :’ ﬂLy\ﬁK#’ ﬁ#’ +’ /F%’
161N ER . RIESIEEBEER.
sign_type String BREAAEE:
e hmac
e basic
e public_key
e aes
basicERVFEEBLHIAREIITRMIRA , BARFIERT
BRI ARTRZIHR -
public_keyZ: B HFLAIBL Epublic_keyZ RI{E
F, SLAFHEEIFBESE ‘MR > LIS
BIAPIGHFE” , ANEIASEAIARTFEpublic_keyfic
BB ERATERAFG.
aesKBIBESLFIHLR NI IRA , EATFERIEL
AR ARTIREITHEK
e =
e hmac
e basic
e public_key
® aes
REHB: 400
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2 3-405 i Body 2%

S8 SR A
error_code String EIRg
error_msg String EREA
REEG: 401
2 3-406 L7 Body &%
2% SR R
error_code String e
error_msg String A
RESE: 403
Z 3-407 9K Body &%
S SHERR R
error_code String EIRg
error_msg String iR
KE&ES: 404
7= 3-408 ghi Body &%
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
2 3-409 L7 Body %1
2¥ SR R
error_code String e
error_msg String IR
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5Kl
IR RS S ERYIER B RHRIAPLE

"sign_id" : "0b0e8f456b8742218af75f945307173c",
"publish_ids" : [ "40e7162dc6b94bbbbb1a60d2a24b1b0c" ]
}

il iz 73~f51
RED: 201
Created

{
"bindings" : [ {
"api_id" : "5f918d104dc84480a75166ba99efff21",
"sign_secret" : "dcQr*rriririigh3n,
"group_name" : "api_group_001",
"sign_id" : "0b0e8f456b8742218af75f945307173c",
"sign_key" : "a071a20d460a4f639a636c3d7e3d8163",
"binding_time" : "2020-08-03T04:00:11.638167852Z",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"env_name" : "RELEASE",
"sign_name" : "signature_demo",
"api_type" : 1,
"api_name" : "Api_http",
"id" : "25082bd52f74442bb1d273993d567938",
"api_remark" : "Web backend API"
]
}

WREMB: 400
Bad Request

{
"error_code" : "APIG.2012",
"error_msg" : "Invalid parameter value,parameterName:sign_id. Please refer to the support documentation"

}
R&E: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

REE: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}

REES: 404
Not Found

{

"error_code" : "APIG.3017",
"error_msg" : "Signature key 0b0e8f456b8742218af75f945307173c does not exist"

}
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KE&I\: 500
Internal Server Error
{
"error_code" : "APIG.9999",
}"error_msg" : "System error"
&G
K& ik
201 Created
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
Hix0g

52 iEIRE .

3.7.2 kR AP SEZEHNHEXR

INEEN4A
FRIRAPIS B A EHRIBEXRR,
VEIEZp N
152 AEEABAPIL,
URI
DELETE /v2/{project_id}/apigw/instances/{instance_id}/sign-bindings/
{sign_bindings_id}
% 3-410 BRBH
2% =EW%E SR R
project_id 2 String INEID, RENGHiESNIREIR
BID,
instance_id =2 String SCEID, TEAPIMEIRGISRY
“SCENER” H3REL,
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28 BRI SRR ik
sign_bindings | 2 String APISEEZPIINEXRRS
_id
=R 25
Z 3-411 153K Header 2¥
2¥ =AWk SR R
X-Auth-Token | 2 String FBFToken, @i ERIAMARSS
SREVA P Token#Z 5XEY ( MR
JHESLEX-Subject-TokenfY
=),
il Rz 22
KZEMB: 400
= 3-412 IR Body &%
2 SR A
error_code String EIRg
error_msg String EHIRfEA
RS 401
% 3-413 I Body %
28 SR A
error_code String EIRg
error_msg String EREA
KE/: 403
% 3-414 IR Body &%
2 SR R
error_code String EIRg
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i5Rpl

N Mz 73~

2H SRR iR
error_msg String HEiRfAR
RSB 404
Z 3-415 Ui Body 2%
¥ SHEE R
error_code String EIRg
error_msg String HEiRfAR
REB: 500
% 3-416 IR Body 244
2% SR N
error_code String EIRg
error_msg String iR
%

K&MB: 400
Bad Request

{
"error_code" : "APIG.2012",
"error_msg" : "Invalid parameter value,parameterName:id. Please refer to the support documentation"

}
REB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

REG: 403
Forbidden

{

"error_code" : "APIG.1005",
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}"error_msg" : "No permissions to request this method"
KES: 404
Not Found
{
"error_code" : "APIG.3018",
}"error_msg" : "The signature key binding record does not exist"
KB 500
Internal Server Error
{
"error_code" : "APIG.9999",
}"error_msg" : "System error"
I NEE
K& fik
204 No Content
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
HIRD
52 EIRMG

3.7.3 EF API iERNEZRZIRTIFE

INREN4A
BEIENMAPISENE Z 4R . BPAPIESNE L NiZEZREAHE—NSH
=
HARREE
152 WATEABAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/sign-bindings/binded-signs
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x 3-417 [R1IZ8¥
S8 BRI SHEER ik
project_id 2 String IREID, KBNS iES WIRER
BID,
instance_id 2 String SCEIID, TEAPIMEISSISHY
“SLEUSE” FIREN.
2K 3-418 Query 2#
2 AW SR iR
offset S Long RizE, TRMNLRBEFIRE
8, mEsE/\FOrY, BEhitia
730
HRaE: 0
limit B Integer BRETNREHE, KBHE
INFETFORY, Bahigitle20,
LEHEAT5008T, BEhitia
J3500
=B/ME: 1
BX{E: 500
tHhe&E: 20
api_id = String APINIRS
sign_id B String EEEHRS
sigh_name & String BEZPEBIR
env_id = String WERS
BRSS!
K 3-419 53K Header 2#
2 AR W% SR iR
X-Auth-Token | 2 String R Token, @iZiRBIAMIRS
$XHYFE A TokeniZ[FKEX ( MR
HELfhX-Subject-TokenfY
B).
R &%

W&G: 200
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2 3-420 g Body 2%

2% SHRT iR

size Integer RIXREBIIFIFKE

total Long HESRMHNICRE

bindings Array of APISEZEHRIGEXRTIE
SignApiBindi
nginfo
objects

2 3-421 SignApiBindingInfo

¥ S¥R A

publish_id String APIBNE RS

api_id String APIfRS

group_name | String APIFfTE 48R FR

binding_time | String 4PERTIE]

env_id String APIFREIERIRS

env_name String APIER B BRIZ IR

api_type Integer APIZEEY

api_name String APIZFR

id String HPEXFEAIID

api_remark String APliEIA

sign_id String BRARANRS

sign_name String FREZHANBIR, FXF, 1Y, #H=F, T
%, BREUERNFNLNFFL, 3 ~ 64F 5
Lz

FR PR UTF-88# unicodefwhid .

2024-08-06

338



AP| MXARSS

APlI &%

3 EZHR API (V2)

SH

SHRE

i

reg_method

String

APIERTE
e =

GET
POST
DELETE
PUT
PATCH
HEAD
OPTIONS
ANY

sign_key

String

B2 ZHAkey

hmacERIRIE E & Pkey: XIFERX, HF,
TR, Bk, BREEURNFEEHEFH
3k, 8~ 32F . NEERNEEBEEN
basicZERIIEZ Zhkey: TIFEN, ¥=F,
TRIZ%, Rk, BREEURFEL, 4
~ 32FFF . REEHNEEBMERN-
public_keysRBUR9RE & Hkey: THFEIL, #
=F, TXI&, PRI, +, /, =, AILARNEF
5 %Z$7 +, /F%7 8”512??&0 *EE
EaB8mhER.

aesKBINIE B Akey: IFHE, HF, T
X%, PRk, !, @, #, $, %, +, /, =,
JUARNFE, #HF, +, /Fk, EBEEN
aes-128-cfbAT 1612, BEREEN
aes-256-cfbAT A321MNZERT . KIEERESHE
AR
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2 SRR A
sign_secret String BRZANEHA
o hmacERIRIEEFiRkey: XIFRX, HF,
TRI%, Rk, !, @, #, $, %, BREE
PSRN FEEHFHL, 16 ~ 64FRF, KIE
EREa8mERK
o basicZEREIPEZZAkey: TIFHEX, HF,
TR, Rk, !, @, #, $, %, BREE
PSRN FEEHFHL, 8 ~ 64FfF, KIES
IE&Ba%R.
e public_keyzRBIAEEZ & FHkey: THFEX, H
F, T, PR%L, !, @, #, $, %,
+, [, =, AL\ FE, #H=F, +, [Fk,
15 ~ 2048%FFF ., KRIEEEEENEN .
o aesKAZERIAFERNEE: TIFEX, #
F, TR, Puk, !, @, #, $, %,
+’ /’ :’ ﬂLy\ﬁK#’ ﬁ#’ +’ /F%’
161N ER . RIESIEEBEER.
sign_type String BREAAEE:
e hmac
e basic
e public_key
e aes
basicERVFEEBLHIAREIITRMIRA , BARFIERT
BRI ARTRZIHR -
public_keyZ: B HFLAIBL Epublic_keyZ RI{E
F, SLAFHEEIFBESE ‘MR > LIS
BIAPIGHFE” , ANEIASEAIARTFEpublic_keyfic
BARERATRERITFE.
aesKBIBESLFIHLR NI IRA , EATFERIEL
AR ARTIREITHEK
e =
e hmac
e basic
e public_key
® aes
REHB: 400
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2 3-422 g Body £2%{

S8 SR A
error_code String EIRg
error_msg String EREA
REEG: 401
& 3-423 L Body &3
2% SR R
error_code String e
error_msg String A
RESE: 403
= 3-424 IR Body 2%
S SHERR R
error_code String EIRg
error_msg String iR
KE&ES: 404
7= 3-425 iy Body %4
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
& 3-426 N[5 Body &3
2¥ SR R
error_code String e
error_msg String IR
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BRI

il iz 73~ 451

R&G: 200
OK

{
"total" : 1,
"size" : 1,
"bindings" : [ {
"api_id" : "5f918d104dc84480a75166ba99efff21",
"group_name" : "api_group_001",
"binding_time" : "2020-08-03T04:00:112",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"env_name" : "RELEASE",
"sign_id" : "0b0e8f456b8742218af75f945307173c",
"sign_name" : "signature_demo",
"sign_key" : "a071a20d460a4f639a636c3d7e3d8163",
"sign_secret" : "dcQr*rriririigh3n,
"api_type" : 1,
"api_name" : "Api_http",
"id" : "25082bd52f74442bb1d273993d567938",
"api_remark" : "Web backend API"
]
}

K&M: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:api_name. Please refer to the support

documentation"

}
REB: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
KREE: 403
Forbidden
{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}
REB: 404
Not Found

{
"error_code" : "APIG.3002",

"error_msg" : "API 5f918d104dc84480a75166ba99efff21 does not exist"

}
REHB: 500
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Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
W&
K& 1R
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
tEIRtG
TS EIRB .

3.7.4 EESZFHFRYER API 5K

INeEN4A
EERIERZEERH LRIAPIIZER . FRAPIELKT, RAMIIAPIATRE
o
BREE
iESANENERAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/sign-bindings/unbinded-apis
* 3-427 B1ZBH
2% =A%k SRR RER
project_id = String IRBID, KBV IIES WIREUR
BID,
instance_id 2 String SCEIID, TEAPIRIEIESISHY
“SLIER” H3REX,
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2K 3-428 Query 2
24 =% SR R
offset B Long e, ERMILBEEEFIRE
18, RBE/)NTFORY, Bahitit
530
HhaEE: 0
limit B Integer BRETRBHE, KBEH=E
INFETORY, Bahigiti20,
ZB#=XTF5000F, Brhitin
79500
B&/ME: 1
BRAX(E: 500
HhaE: 20
sign_id = String BRERRS
env_id & String TSRS
api_id & String APIJR=S
api_name & String APIZFR
group_id a String AP EIRS
iERSH
% 3-429 153K Header 2%
24 =% SRR R
X-Auth-Token | 2 String R Token, BEIARIAMIRSS
SREYFE P TokendZ[5KBY ( Nz
JHESLEX-Subject-TokenfY
B).
N RzSE
RE&ES: 200
7= 3-430 IR Body &%
¥ SHEE R
size Integer RRREIRIZIRIKE
total Long HESRMHNICRE
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2% SR fHiA
apis Array of RREEIREIFIAPIZIZE
ApiForSign
objects

£k 3-431 ApiForSign
e SR fix
auth_type String APIESINIES T
run_env_nam | String AGHIIRESZ
e
group_name | String APIFRE R 4BRIRTR
publish_id String KRIMCRIRS
group_id String APIFffE 2 HRY RS
name String APIZZFR
remark String APligEIA
run_env_id String EHIREid
id String APIfRS
req_uri String APIRgIEK b1t
type Integer APIZEEY
signature_na | String E4PENE R EHBIR
me
req_method String APIER %

ESIER

o GET

e POST

e DELETE

e PUT

e PATCH

e HEAD

e OPTIONS

o ANY
KRS 400
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2 3-432 g Body £2%{

S8 SR A
error_code String EIRg
error_msg String EREA
REEG: 401
2 3-433 L7 Body &%
2% SR R
error_code String e
error_msg String A
RESE: 403
= 3-434 IR Body 2%
S SHERR R
error_code String EIRg
error_msg String iR
KE&ES: 404
7= 3-435 iy Body %4
S8 SR A
error_code String HEI=A3
error_msg String EREA
RS 500
2 3-436 L7 Body &%
2¥ SR R
error_code String e
error_msg String IR
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BRI

N Sz 73~ 51

RSEE: 200

OK
"total" : 1,
"size" : 1,
"apis" : [ {

"run_env_name" : "RELEASE",
"group_name" : "api_group_001",
"remark" : "Mock backend API",
"publish_id" : "9f27d1dc4f4242a9abf88e563dbfc33d",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"name" : "Api_mock",
"run_env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"id" : "3a955b791bd24b1c9cd94c745f8d1aad",
"type" : 1,
"auth_type" : "IAM",
"req_uri" : "/test/mock"
11
}

WREMB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:api_name. Please refer to the support

documentation"

}
REG: 401
Unauthorized
{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}
RE&E: 403
Forbidden
{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}
RE/: 404
Not Found

{
"error_code" : "APIG.3017",

"error_msg" : "Signature key 0b0e8f456b8742218af75f945307173c does not exist"

}
REHB: 500

Internal Server Error
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{
"error_code" : "APIG.9999",
}"error_msg" : "System error"
WS
K& 1R
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
HRixtD
B2 ARG

3.7.5 BEEXZZHYPER API 513

URI

BEENEZEHLEEGIENAPITIZR,

52 LAMEE AP,

GET /v2/{project_id}/apigw/instances/{instance_id}/sign-bindings/binded-apis

% 3-437 BRR&H

2% =% SR iR

project_id = String IRBEID, iKENHGES WIRENIR
HID,

instance_id 2 String SCAIID, TEAPIMSEIZHIERY
“SCHNER” HIREN.
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2K 3-438 Query 2#
24 =% SR R
offset B Long e, ERMILBEEEFIRE
18, wEE/\FORY, Brhitin
50
HhaEE: 0
limit B Integer BRETRBHE, KBEH=E
INFETFORY, Bnhigiei20,
ZBEHEATF5000T, BEhigin
79500
B&/ME: 1
EA{E: 500
HhaE: 20
sign_id = String BRERRS
env_id & String TSRS
api_id & String APINIRS
api_name & String APIZFR
group_id & String APIBTRS
B3RS
2K 3-439 i53K Header ¥
24 =% SRR R
X-Auth-Token | 2 String R Token, BEIARIAMIRSS
SREYFE P TokendZ[5KBY ( Nz
jE B sLrhX-Subject-Tokenfd
B).
)R-
RE&ES: 200
& 3-440 l[ILZ Body £
¥ SRR R
size Integer RRREIRIZIRIKE
total Long HESRMHNICRE
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2% SR fHiA
bindings Array of RREHEIEZZATNAPIGPEXRTIE
SignApiBindi
ngBase
objects
Z 3-441 SignApiBindingBase
2% SR fiA
publish_id String APIRNE RS
api_id String APIfRS
group_name | String APIFfE 2 4BRY2FR
binding_time | String NI
env_id String AP B RS
env_name String APIFRBIMBRIRTR
api_type Integer APIZEEY
api_name String APIZFR
id String YIEXFABIID
api_remark String APIfEIA
sign_id String BREPNRS
sigh_name String BEATPIBIR. TIFNF, B, #HF, T
%, BREURNFNLNFHL, 3 ~ 64F 5
1588
RS F AR UTF-88E unicodefmig
req_method String APIBERTE
ESIER
o GET
e POST
e DELETE
e PUT
e PATCH
e HEAD
e OPTIONS
e ANY
RS89 400
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& 3-442 IR Body &8

2% SRR it
error_code String EIRg
error_msg String EREA
RSB 401
& 3-443 l[IL; Body &3
84 SHER faR
error_code String e
error_msg String A
RESE: 403
7 3-444 gK7 Body 2%
2% SR R
error_code String EIRg
error_msg String iR
RSB 404
# 3-445 IR Body 2%
2% SRR iR
error_code String HEI=A3
error_msg String EREA
RSB 500
2k 3-446 IR Body %1
85 SHER P
error_code String e
error_msg String IR
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BRI

N Sz 73~ 51

RSEE: 200
OK

"total" : 1,
"size" : 1,
"bindings" : [ {
"api_id" : "5f918d104dc84480a75166ba99%efff21",
"group_name" : "api_group_001",
"binding_time" : "2020-08-03T04:00:112",
"env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"env_name" : "RELEASE",
"sign_name" : "signature_demo",
"api_type" : 1,
"api_name" : "Api_http",
"id" : "25082bd52f74442bb1d273993d567938",
"api_remark" : "Web backend API",
"publish_id" : "40e7162dc6b94bbbbb1a60d2a24b1b0c"
11
}

WREMB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:api_name. Please refer to the support

documentation"

}
REE: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
RE&E: 403
Forbidden
{
"error_code" : "APIG.1005",

"error_msg" : "No permissions to request this method"

}
RE/: 404
Not Found

{
"error_code" : "APIG.3017",

"error_msg" : "Signature key 0b0e8f456b8742218af75f945307173c does not exist"

}
REHB: 500

Internal Server Error
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{
"error_code" : "APIG.9999",
}"error_msg" : "System error"
T
WS iR
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
HIxt9
B2 EIRE .

3.8 E=hR-API HERIZRES
3.8.1 PERERE

ZENZRIZRESAIPRE o
H—EERREEREBIT R I=RE %u%EI’JAPIEXlEI@ REPREE, BE

POST /v2/{project_id}/apigw/instances/{instance_id}/throttle-bindings

SERYAIEE
mERTT, FRERSHVRREET

EBNEEER . B—1PAPILHE
— N APIEE B EFEMNE S REE4E— 1 BOA

IheeN48
ERIR RN FATAPI, NEFEIHZAPIRIS OGS
SIEM, MBI RIFHIRIF RIRAPIGR S
FIBEHIAPISPERIZREE, S0En, BEEE
AERIERT LGER HEI’L%EE%%H%;
HYRIE SRS .

VB ) S
152 IAalEBAPI,

URI
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% 3-447 BIZBH

S =AW SR iR

project_id = String IRBID, KBV TNIES WIRENIR
HID,

instance_id =2 String SCEID, TEAPIREIRGHI SR
“SLHNSE” FIREN.

IERSH
% 3-448 153K Header 23
e BEWI% SR R
X-Auth-Token | 2 String FBRToken, BEIiERBIAMIESS
SREY A P TokendZ 3KEY ( Nk
jE B sLrhX-Subject-Tokenfd
B) .
% 3-449 153K Body 2%
e EEWI%E SR R
strategy_id 2 String R RS
B2IVEE: 1
BAKE: 65
publish_ids = Array of APINEFICERRS
strings
VRS54
RE&ES: 201
2K 3-450 I Body 2%
2% SR R
throttle_apply | Array of APISIERIEAI4PEXRTIE

S ThrottleApiBi
nding objects
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£ 3-451 ThrottleApiBinding
2% SR R
publish_id String APINEICRIRS
scope Integer RESVERRLE, BMEMNT:
o 1: EEANAPI
o 2! BYHRF
e 3: EAPAPP
BaiR3ZiF1
KZME:
o 1
o 2
e 3
strategy_id String TEREEAYID
apply_time String 4BERdiE)
id String GPEXFEMID
RS 401
2 3-452 l[IL; Body £
¥ SR iR
error_code String EIRS
error_msg String HEiRfAR
KREE: 403
# 3-453 KL Body £
B8H B3R S
error_code String et
error_msg String ZPES U
WRE&E: 404
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& 3-454 l[IK; Body £

28 SR A
error_code String FEL)
error_msg String ZPES U

WR&G: 500

% 3-455 ljui Body 2%

S8 SR A
error_code String =3
error_msg String HEIRfAR

15K
S TERIAPIBE RIS SRS

{
"publish_ids" : [ "40e7162dc6b94bbbbb1a60d2a24b1b0c" ],
"strategy_id" : "3437448ad06f4e0c91a224183116e965"

Ml iz 73~ 451
RE&EE: 201
Created

{
"throttle_applys" : [ {
"publish_id" : "40e7162dc6b94bbbbb1a60d2a24b1b0c",
"scope" : 1,
"strategy_id" : "3437448ad06f4e0c91a224183116e965",
"apply_time" : "2020-08-03T12:25:52.257613934Z",
"id" : "3e06ac135e18477e918060d3c59d6f6a"

11
}
REE: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}

KEB: 403
Forbidden

{

"error_code" : "APIG.1005",
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"error_msg" : "No permissions to request this method"

}
REB: 404
Not Found

{
"error_code" : "APIG.3005",

"error_msg" : "Request throttling policy 3437448ad06f4e0c91a224183116e965 does not exist"
}

R7&SFS: 500
Internal Server Error

{
"error_code" : "APIG.9999",
"error_msg" : "System error"

}

RS

RSB 0%

201 Created

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
==

52 LEIRB.

3.8.2 fi#lF APl SiRiERIRMSIEXR

INRENA

FEIRAPISIZ RIS EXE -
BB

B2 AR ABAPI,
URI

DELETE /v2/{project_id}/apigw/instances/{instance_id}/throttle-bindings/
{throttle_binding_id}
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2 3-456 RIZSH
2% =EwIk SRR )%
project_id = String IRBID, #ENS 5= FAENIR
BID,
instance_id 2 String SEIID, 7EAPIMEIZHIERY
“SCHNSE” H3REN,
throttle_bindi | 2 String APIFIRIR RIS EX RRS
ng_id
BKRESH
2K 3-457 153K Header 2
28 =Bk SRR A
X-Auth-Token | 2 String R Token, EiTiEAAIAMIES
SXEN A P Token$Z ZKER ( gk
JHESLEX-Subject-TokenHY
).
)25
KEB: 400
7= 3-458 gh; Body %4
S8 SR )%
error_code String e
error_msg String EPES U
JRAERG: 401
2K 3-459 I Body 2%
S8 SR A
error_code String HEI=f3
error_msg String EIREA
RS/ 403
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7= 3-460 Nghi Body %4
2 SRR iR
error_code String EIRg
error_msg String iR
JRAERG: 404
%= 3-461 lghy Body %4
2 SR R
error_code String EIRg
error_msg String HEiRfAR
KES6G: 500
& 3-462 L Body &3
28 SR A
error_code String EIRS
error_msg String HEiRfAR
=Rl
7

M Rz 7351
KE\: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:id. Please refer to the support documentation"

}
KEB: 401
Unauthorized
{

"error_code" : "APIG.1002",
"error_msg" : "Incorrect token or token resolution failed"

}
W&G: 403
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Forbidden
{
"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"
}
REES: 404
Not Found
{
"error_code" : "APIG.3012",
"error_msg" : "The request throttling policy binding record does not exist"
}
IK&[D: 500
Internal Server Error
{
"error_code" : "APIG.9999",
"error_msg" : "System error"
}
RS
RSB iR
204 No Content
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
=il
BESIERB.
3.8.3 BEEMITRIESPER API 513
ThEEN B
BIENRIEREE_ EEEYIERIAPIZIZ
BRI
152 ILAMaAFAPI,
URI
GET /v2/{project_id}/apigw/instances/{instance_id}/throttle-bindings/binded-apis
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& 3-463 IRIF3H
2% =RWIE SR 1)
project_id = String IRBID, KBV TNIES WIRENIR
HID,
instance_id = String SCEID, TEAPIREIRGHI SR
“SLHNSE” FIREN.
3k 3-464 Query 2%
2 =AW SHER faR
offset & Long wizE, ERMNLRERBEFRE
18, wE=/\FO0mY, Bahigit
730
Hh&E: o
limit & Integer BRETNRBHE, £BHE
INFETFORY, Bnbigiele20,
ZB#HEXTFT5000F, Bahttin
73500
=/IME: 1
BA{E: 500
fHh&EE: 20
throttle_id g String MIZERRS
env_id B String ERIID
group_id & String APIDtHIRS
api_id B String APIfRS
api_name & String APIZFR
BRSH
2 3-465 153K Header 3
S BRI SHEER fig
X-Auth-Token | £ String R Token, B@idiEABIAMIRSS

SREX A P Token$ZO3REX ( Mgk
iHERLehX-Subject-Tokenfd
B) .
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EIVE=2
RSHG: 200

% 3-466 I Body 2

B8H BHEE R
size Integer RRIREIFIFRE
total Long WERHENCRE
apis Array of RREFIRCIHIAPIZIZR
ApiForThrottl
e objects

2K 3-467 ApiForThrottle

2 SHR A

auth_type String APIRJIAIES T

group_name | String APIFfE 2 4BRIZFR

publish_id String APIRSEmICRmS

tljdrottle_apply String SRR EX R RS
i

apply_time String E4P eI RIS RSB ERTE)

remark String APligiA

run_env_id String KRAAHIAEId

type Integer APIZEEY

throttle_name | String HEAIRIERAEZIR

req_uri String APIEiz[a) bk

run_env_nam | String RAENIFES

e

group_id String APIFFE D BRYRS

name String APIZFR

id String APIfRS
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28 SR A
req_method String APIER %

e =
o GET
e POST
e DELETE
e PUT
e PATCH
e HEAD
e OPTIONS
o ANY
REM/: 400
7= 3-468 IR Body &%
2 SR R
error_code String RS
error_msg String HIRfEA
RS 401
% 3-469 MK Body 2%
o SR A
error_code String HEI=f3
error_msg String EiREA
KEB/: 403
7= 3-470 IR Body &%
2H SR R
error_code String RS
error_msg String IR
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BRI

N Rz 7~

REB: 404

% 3-471 QK Body &%

S8 SR A
error_code String E1=5
error_msg String HEIREA

WR&RG: 500

3 3-472 g Body %4

e SHRT R

error_code String e

error_msg String IR
%

RASE5: 200

OK
"total" : 1,
"size" : 1,
"apis" : [ {

"run_env_name" : "RELEASE",

"group_name" : "api_group_001",

"publish_id" : "40e7162dc6b94bbbbb1a60d2a24b1b0c",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",

"throttle_apply_id" : "3e06ac135e18477e918060d3c59d6f6a",

"name" : "Api_http",
"apply_time" : "2020-08-03T12:25:527",
"remark" : "Web backend API",
"run_env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"id" : "5f918d104dc84480a75166ba99efff21",
"type" : 1,
"throttle_name" : "throttle_demo",
"auth_type" : "APP",
"req_uri" : "/test/http"
1
}

K&mG: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:throttle_id. Please refer to the support
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documentation"

}
RED: 401
Unauthorized

{
"error_code" : "APIG.1002",

"error_msg" : "Incorrect token or token resolution failed"

}

REB: 403
Forbidden

{

"error_code" : "APIG.1005",
"error_msg" : "No permissions to request this method"

}
REB: 404
Not Found

{
"error_code" : "APIG.3005",

"error_msg" : "Request throttling policy 3437448ad06f4e0c91a224183116e965 does not exist"
}

R7&SFS: 500
Internal Server Error

{
"error_code" : "APIG.9999",

"error_msg" : "System error"

}

WS

K& 1R

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
Rt

52 iEIRE .
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3.8.4 BEERIZHREEKRIPER API 51z
INRENA
BHE R EENZRIERIE LRIBBEAPIFIER . EEBAPIEEAH, REMHIAPIRT
ETJ_?O
BRABE
B2 AETEBAPI,
URI

GET /v2/{project_id}/apigw/instances/{instance_id}/throttle-bindings/unbinded-
apis

X 3-473 BRIZS#

8% 2R WI% SRR ik

project_id 2 String IREID, KBNS iES WIRER
BID,

instance_id 2 String SCEIID, TEAPIRMEISSISHY
“SLHIER” HIKREN,

2K 3-474 Query ¥

2% =% SR RR

offset & Long RigE, TrNLRBEFRE
8, REE/NTORT, Bnhtgit
730
the&E: o0

limit B Integer BRETIRBHE, KBEHE

INFETORY, Bnhigiain20,
ZBEHEATFS008T, BEhitit
73500

R/ME: 1
BRAE: 500
ERE(E: 20

String R RS
String PRZRYID
String APIDHERS
String APIfRS

throttle_id

env_id

group_id

DA | DY | 0N | D

api_id
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2H BRIk SR fHR
api_name & String APIZFR
iERSH
£ 3-475 153K Header 3#
2H BRWIE SR fHR
X-Auth-Token | 2 String FAFToken, B@ZEARIAMARSS
SKEN A F TokeniZOFKER ( Mgk
BB sLAhX-Subject-Tokenfd
B).
D)VES5d
REH: 200
% 3-476 Kz Body %
B8H SR iR
size Integer RRRERIFIFRIE
total Long HESMENCERE
apis Array of RIREENREIRAPIFIZER
ApiForThrottl
e objects
& 3-477 ApiForThrottle
2H SR iR
auth_type String APIBSINIES T
group_name | String APIFfTlE 2 4BRIZFR
publish_id String APIREMICRmS

throttle_apply | String
_id

SRR EXR RS

apply_time String

B4 eI RESRISDERT )

remark String

APIEIR

run_env_id String

EfRIA I
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28 SR A
type Integer APIZEEY
throttle_name | String HERRIZREERFR
req_uri String AP a) bk
run_env_nam | String REBTRER
e
group_id String APIFRED A RS
name String APIZFR
id String APIfRS
req_method String APIER %
KzHE:
o GET
e POST
e DELETE
e PUT
e PATCH
e HEAD
o OPTIONS
o ANY
JRZARG: 400
% 3-478 [ Body S
S8 SR A
error_code String =3
error_msg String HEIRfAR
SRR 401
% 3-479 I Body S
S8 SR A
error_code String =3
error_msg String tEIRfAR
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RE&ME: 403
7= 3-480 g Body %4
2 SR R
error_code String EIRS
error_msg String HEiRfAR
REE: 404
7= 3-481 lghi Body %4
2 SR A
error_code String EI=f3
error_msg String EREA
REEG: 500
& 3-482 l[IK; Body &3
2% SR R
error_code String H1=hg
error_msg String HEiRfA
=Pl
7

N Rz 73~451
REB: 200
OK

{

"total" : 2,

"size" : 2,

"apis" : [ {
"run_env_name" : "RELEASE",
"group_name" : "api_group_001",
"publish_id" : "9f27d1dc4f4242a9abf88e563dbfc33d",
"group_id" : "c77f5e81d9cb4424bf704ef2b0ac7600",
"name" : "Api_mock",
"remark" : "Mock backend API",
"run_env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"id" : "3a955b791bd24b1c9cd94c745f8d1aad",

"type" : 1,
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/T

"auth_type" : "IAM",
"req_uri" : "/test/mock"

h o
"run_env_name" : "RELEASE",
"group_name" : "APIGroup_d00511069",
"publish_id" : "0c613568c8644a1b92172156f77a5759",
"group_id" : "d7d0b9a54469424f942e16a6b6026936",
"name" : "API_nevj",
"run_env_id" : "DEFAULT_ENVIRONMENT_RELEASE_ID",
"id" : "9e07bc00a1864ab4aafd4a23d19dd1c2",
"type" : 1,
"auth_type" : "APP",
"req_uri" : "/fdasf"

1]

}

REB: 400
Bad Request

{
"error_code" : "APIG.2012",

"error_msg" : "Invalid parameter value,parameterName:throttle_id. Please refer to the support

documentation"

}
RE&E: 401
U