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o IBREMATEES.
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AEENESERE, EHATEN “FE7 ITUEEENHE FMINEEIRE .
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AR
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5 =N

5.1 =RRFGEAN

5.1.1 =223 |8 CCE WNABEEAN LTS

F1F=A2E5|% ( Cloud Container Engine ) HEEALTS,

BHRSM

o CCEERfEZRIICAgentFHHELIZBX T REEXFMRNENE, GrB%R%
ICAgent, BEEIFEHEEREHITHE, FHRESSEHRICAgent,

o EXARESHINERLEIAOMAIFX,

{sEFAPRE!

o IFZREES|EEIDockeriICCEERE T =,

o iFERContainerd/E B85 1 AICCEER T = (ICAgent 5.12.130% LA AR
K)o

o FHEAMNBHSTHRURSEHIIFHNBER L, B EBIEERSZHEEAR
REFILTS, REEBIIRCE T R XM IR UREERILTS,

o  DockerfFfEIRaNPRH]: S HHEREB RN ZIFoverlay2FiBIKs, AHF
devicemapper{ERFFIEIREMIT &, EETFIEIENEER, IBER TR
docker info | grep "Storage Driver"

o WREREATRES, REHNARETEFBAETRES, WARECIZECCEEEE,

BMESR

ZHTIRSBENSNERCCEREAN, RN MR EBIENEE
B BER=ATRSESS.

S22 EAENSHES, &F “BSEN” , BE ‘TER5% CCE-NARR” #iTCCEHE
NECE .
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|3 FEELNSHESF, &F ‘BT8R , RSERFAERINSTTHEAREFBR

H, BHG LA © , FEREIES, &R “RERE THE, BE “HHEREL
B” , AT ANE, &F ‘mA8885/2 CCE-NAAE” #TCCEEANEE.

£ EERETR

AIirRELIN: REZBEX BERIRERIEFEER, SRILRIELIRERE
BEREH,

REFBEXBER

1. 5 “CCESERY” FRIBMME, & ThSIRPIEFEERRIER.

2. BF ‘“MEASE” ERBME, & MSIRPIGERANATAE, 5REM%
RBA™E, 2E ‘FIEATE" BsERR “FE” , EREtEZATEARE
BIEHFRIATAE.

3. BF ‘“MEASR” ERIBMME, & MSIRPIRERANATR, 5REM%
RMBEER, 2E ‘FERAER" BMERR “Fg” , ERHtIZETRRE
BIEFRIAER.

4. BE ‘T2 REREI .

B 5-1 REZBEXBER

REFE REBERATR FEFIEEY TR
=en=EvETR
e
CCESE: Its-test - C £E/D: Bbde actooore O

FiEH=E kBs-log-8b- 02562100078

Fir R host 117-0255ac100078

REFIEFHTR

EFREFFR— P EENHER . CCEERBBANRERTRS B AR ER L /AR
stdout-{ClusterID}. Fsa3Z{thostfile-{ClusterID}. K8SZE{4: event-{ClusterI D}IE
2832 {4containerfile-{ClusterID}, HERBZRESIRIEClusteriDEBNAR, fluN: &
IDACluster01, MtrEtIH /iR EE R Istdout-Cluster01,

E—NCCEEEEF N LABIBAIREHER Min &R L /8 1Rstdout-{ClusterID}. TmX
{#hostfile-{ClusterID}. ZZ2&3{4containerfile-{ClusterID} ) ¥1K8sZ{4event-
{ClusterID}, WIRENHFAT, ECIEEMREATR, WASEHEHMBETAI =S
BHEE BB ZAER.

1. BBE “CCEERRY” BHEMME, & THRIIRFIEFEERIIER
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2. BUARREREAEIKSs-log-5-B¥ID, BIGNEEE$IDIc7f3f4a5-bcb8-11ed-
adec-0255ac100b07, BRIAFTEHEH/9k8s-log-c7f3f4a5-bcb8-11ed-
a4ec-0255ac100b07,

AR
SXZASEN, RASER: SLXATAH, FERMFP, RRBSNEaHMEE, 8
ErehE S EhRERIZETA
3. BF ¥ GEEREIR .

5-2 REFEFATR

SEEAS SI%E CCE - KifHA

£ mEES

ik

ol
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i'll!|

Pt EERETE LR ZEI=EYEER

EERENFTEERE, MMNESEENREENN BER

FERETRER

i

B

CCEER ts-test v | C  £BD: 8bdecTd ctooo7e O

FrEE=a kBs-log-8b4 -0255ac100078

FIE5 KBTI,
AP BEIL TASKEBERES TS EK:
BE&%EICAgent, BiRA >=5.12.130,
FEZSFRINBENXIRRERZkS8s-log-5£E8$IDAYENH
F1ER 9k8s-log-SEEfIDRIHEH
FERGHENESTRENEER . [EFAERIXREINEHRAERY, S
TZINANBKEE,
MR LASEERF, GEE—IAGESEK, F8E “‘BgE” RHiiTE
g, BUELEHITFT—2EE,
(MERIY:
o HINES: —BEE=MIULLABKERRE.
o EHNE: EFNTRIIR,
o LIEEHTERMAREIEENBERS, “FERIK8s-log-EEFIDIIREA" BB
RN, STES RS XA H TR, BEEEHTZINE,
6 IEIFENAE (7IE) .

1. HEENBAIRPIZE—NHSIEEXREASHNENAE, FBERHENENA,
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AN =
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R5EE, BRESERSIEE.
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o HHEBAERESBMARNFERE, EHEXENEEFMAES.
o EHRBARBRFIN “RwiE" EMEUENRERER.
o EHRBAERSRFIN “IrEEE" BIANRIRE .
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2. HURRACE: EHIEREDR, HITNAEUERRE.
- Aftnthal: REEBFREERRAT, XNSHFStderrflStdouthlIBE .
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o HILE FRARBAMRERESREINEENATR, FEEREZINAOMANTER
HRFIERE,
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KEHTRIAOM, RERRMERHEE UAOME'JJ:F%l:_F;FFfU(mo
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KEARMERE (stdout ) FIRERSIMEEIR (stderr ) FEY
ZE?EFE_ /_NEEFF'{kIUO
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188

o HCCEERMTIERE Y, CEEDTAUEHIRFRNT, WIHREEER
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o RERRAFREELNE, BIE—ENTHE—IZER, BMEEHEEN
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o REFEEZH: UISIFHEHTITIERE, BNETIREER
B, EXREMTEEENERIUY . EEZEFRTIE, uiIiE

B EE NN T e
TRX |« BREERE: FINEESEWENBERER, LTSIELBEBEEH
1"1:&%?% 'f'.l' H ll_o\71<§§< o

iHHE

ﬁ‘z BEEERE, BIE— " ENTHE—I8EZ, EMEEREHENE
ER, Hj, \HbEEE_IA

o HEXRERZHR: ITSHFWHERHTIIERE, BIETIRERE
B, EXREMTEIEENERENG ., EERERTE, AR
E1ZB R TRIFRE X4

K8SE | THERESH . (iFicagent 5.12.130% LA LA
1%

3. K8SPLECHIN: HEIEREBIEIFR SN ER HINS R X HIREAT, REK8sITET
N, JEAEIR,

ARy
BSIENERNG, BERIGEE, IFRIQRERIENZREAIERE .
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SHEIR SRR
K8s Namespace | @I Namespace ZFRIEERERIFTEE, STIFIENIITES,
IENIPTHC 588
FEZMBESENMUAINamespacefI B, A=A RERE
Namespacef9BE .
K8s PodIEMIIL | iBIdPodZFMEERRERDS, IFIENITEL,
A 588

RESBHFEENANIPodHIAE, NERRERBPodIIAE.

KSSHEZIMIE | BIBRIMISEFRENBSE (KubernetesBEZIR=2E

I PR M fEspec.containersdh ) , ZIFIEMIPLED,
588
i%%ﬁf@éﬁﬂﬂ*ﬂﬂﬂﬂ'ﬂ@%ﬁ'ﬂ BHE, A=HREREEENHE

Ch o

K8s LabelH# | ®@1TK8s Label HEBISEFRENID=R . MREEIREKSs

=2 LabelHZ &, HiALabelKeyWiE, LabelValuer]iEiE,
1588

FlLabelvaluelhzs, NIK8S Labeld @& LabelKeyIZS2E4FITED; &
LabelValue 9%, MIK8S Labeldh & LabelKey=LabelValuefI%
234 LEC; LabelKey?mZE L ILAL, LabelValuesZ#FIENIITES; 24
HZPEZEAEFER, BIREKSS Labelim/BE—HZEEIAT#K T
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K8s Label®f | EiZKS8s Label BZ PHIFRARENDRE . MNREEFIREKSs
=2 LabelZ2& &, HBALabelKeyWE, LabelValuer]iEiE,
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BEEASWHERR; LabelKeyFBEE2IUAL, LabelValueZiFIENIIT

fic; SANEBRZEAHKXER, BIREKSS Labeli#EE— 22 A

AR
K8s Label B | REKSs Label BRITETE, FRBRSHIERERIEKSS
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1588

IREK8s Label HERESS, USSEREHMGEXFE. flihgE
LabelKeyJgapp, i&&LabelValuefgapp_alias, _EFEHES
app=ltshY, BEBERRINAS{app_alias: lts}o

Aeilabel@7 | BiISEELabel IR BIEEFRENDHR . NREEREDSS

LabelH& &, BB4LabelKeyw/iH, LabelValued]iEiE,

1588
ZlabelValuez=, MZFEE LabelF @5 LabelKeyH A e 4fILES; &
LabelValueRAZ, MIZEE LabeldhEl & LabelKey=LabelValuef9%s
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o
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AI#HERR
S%labelBT | BESHLbBTIFER, AERSBERSPIESE
PR LabeltBX=FE:,
1588
IRERH Label BEIRE R, USKERSHIISEXFR, fIIILE
LabelKeyJ9app, i&&LabelValuegapp_alias, HFEHEE

app=ltshy, BAERERRINAAS{app_alias: lts},

HBTENRE | BTFEEFRENSRE . IRECERENETEHZE,
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RIETEValuehZE, NBBNBTEFTENBELTEKeyNSE
SEEBILAD; WIRMBETRValueFAT, WBBHETSHE SR
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LabelValuesZiFIENIILED; SNMEEEZEAHKXER, DRESRE
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WMRTERER | REWEZEATHFER, ASRSBERSHMERER

= SHEXZFE,
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RENEBETEAERER, ISSERSHISHEXZE, flihgE
BT EKeyHapp, REWIET S Valuegapp_alias, HFEEFE

BWEEEapp=ltsif, FBEBTHRIMPYAEF{app_alias: lts}o

4. EHfhEcE.

& 5-3 HittAcE

B ol
B&FD = HERS Y BEHITIRG

HEFAR/NEBIZS500KBEY, AFEEERDEH, NWRTHES
WIRD ABITRE, Ha0: BEKXKINI600KB, #HikD 21T
A&RE, £—17500KB, $£—7100KB,
LHABEX/NEBIZS00KBET, FABHERS LA, NELAE
KANREIFFBIT500KB, BT FREIER D EWmERER .
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molLABE @S ( file - X145 ) EENXHEE, NMREE
charset=binary, BBAIZBEXHFE ZHHISEF.
HBEERIEEE A TR, FERETHGISUGRH, U
SHEANRN ZHHIN G BEHITRE, (B{ZIFUTF8RIBAIF
8, JEUFTSRISIN==FELTSIEFI S NEESERELE .
HEERIEZEE N TR, RAFFRRETHEISFIERH,
WIHEANR ZHFI A EFIERE, FRRENEHTRE,

5. BERBN. BEEEEAKIZIEINT:

& 5-4 BEXREER

B

15288

Sy

o BITHE: REMNBATXHH, MREHFET—THSHE
isﬁﬁqﬂ%llin?ﬂﬂ—%iﬂﬂ’ﬂ AESEE, MikERTH

oM o

o ZEET: REMATPEEGavaRENEE, NREH
BEERENEEETA—REE, EENASNE—T
BRTH—FEBNATHIE, WEESTES, HEE
&&ASHEETIE.

H&RTIE

Rohtia): RRRFARAIE, BANBERENE, 85KE
GRYTE B A ERIRERE.
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J jﬁE%%Hﬂ‘l’Eﬂ : ICAgentRERT, FHEKIXEEI=HERSSAINS
18,
o BFTITENRSE: REFEFHITENHTAIRIE . ICAgentRERSH
RZEASEZBEFEIBRERN 1,
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BENEACAT: FARSHTENRYERIMR—RATEIE, BT
BECAFRIUECAE, BRASHTEERESRYFTENRE

o WEAEPFRIRIEMEIS: 2019-01-01 23:59:59.011, AT
(BB NIZIES N YYYY-MM-DD hh:mm:ss.SSS.

o WRHEFRIATEEZL: 19-1-1 23:59:59.011, AJialE
B RAZIES N YY-M-D hh:mm:ss.SSS,

iBE
MRBEFAFEFDER, W=BESESTHEDEIENHEIF
DEIE.

ISR

YY -year (19)

YYYY - year (2019)

M - month (1)

MM - month (01)

D -day (1)

DD - day (01)

hh - hours (23)

mm - minutes (59)

ss - seconds (59)

SSS - millisecond (999 )

hpm - hours (03PM)

h:mmpm - hours:minutes (03:04PM)
h:mm:sspm - hours:minutes:seconds (03:04:05PM)
hh:mm:ss ZZZZ (16:05:06 +0100)
hh:mm:ss ZZZ (16:05:06 CET)
hh:mm:ss ZZ (16:05:06 +01:00)

FTRI AEEIERESTATH, FERESTRN, D1TElER
‘HEESE” BY, RUARBBEMRYIDSTAE, HiEF
‘IENEEL” B, WIAENFRAR S Z7RE.

IEMIZRIAZC IttEcERRAFINRA—FRASEERIENRE . B0k

‘27T BRER ‘o7& BiRE (ENER 5
BIRE,

MERLY::
RYEEACA I IEN RIATVIIR N BT HSRIFF L T8 ILAS, YISRPCACA L, MSFEIAGE

BRGNS LR, XFTESNERBPRIMER—. MRBEHFRER, ENER
BITHS- R aELRIET .

5.1.2 =%4, ECS XA BERENAN LTS
HIBERTECSEALTREY, =HERSILUSECSIHFREHENERRERETIHER
F1, ICAgentiBIZBBHEREMNKRERR, FES£AEHTHE, UIABERARM
EEF=BHERS, SBalAE=HERSEFHSIHEERE.

HHERMG
BEZREICAgentIHFINEENA .
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BAESER
ZEBRSBASRIEEREN ECS-NARTN, KRN TR EERENRE.
$B BREATREEHAE.

SH2 AAENSHES, & “BEEN" , BE “ZEN ECS-XARE” HITENZANE
B
£33 EERESA,

1. BE ‘FrEATAE” ERERE, & MIIRPERRERNAEE, &85
MA™AE, BE ‘FERTAE" BIMERR “fg” , ERHtIZATERE
BIEFRIREAE.

2. BE ‘ERSR” BHEME, & MIIRPIEFEEANESR, 5iR8ME
MBAER, BE ‘FEETR" BIMERR “fi” , EehatlEESRRIE
BIZFRIAER.

5-3 EREER

SmiEAGE mEHLECS - MAFHE EmEE

FriEEwaE

action-test X | C EEF

FriEEER Its-topic-09vd A4

Q
1t

3. BE T &EEHA (TE) 7 .
$RA IBEFENAE.

1. EENBAIRPIZE—NHSIEEXREASHNENAE, FBERHENENA,
BRIRALES “HE” , EREAFEENAEREEIEFNENE, BfTS
EelzEEAE (1Pl ) .

[ #EA
FNARTLAZ, BRLSMREREREY, BNEENMERINA, BTk
%, ALERARERERMRENENARTRE.
- CENEE > THA" RENENATIRNREHTRE,
- ERARBFEROENATR AR BT,
2. BE T2 REBRE .

=] SH3Z
& 5-4 E&FFNA
‘ 0 THE: ATHREERETATNNFRERSIEXESINE, s NanasS \R— BER
Hig Q
FHEEER & THEXR 77 Tl EXEARSH TNXR 7 e BEHEE -
~ k8s-log-testa test EENER o 0 linux 2023/12/08 11:32:08.

v

~ kBs-log-123456 123tes BENER o 0 linux 20231207 14:45:10

SRS RERE,

MENAEREREEFRIRENN, BIMESERERE.
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R5|E, BRESERSIERE.
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o BEEARESHIEALENED, SEZENRELAEE.
o BEENREREIN ‘GE SRESEARESE.

o EEENREREIN FEEE’ MERNE.

o BEEAREBIEIN CEH SH—SHOEARESS.
o BEBARERIESIN W ARREARESE.
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RE&EECE
EEAETEA AN, RERENEARENT:

5-5 RERE

BARE -

| A

FEWindowsE{FHE

EfthAcE -

H&ifs

1. REEESR: BEXKERERR, KETEN1ZE6ANFR, THFHAE
M. HZF. P PR TSRS, BARBELUNGR. TRIZF Lk
USSR
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SNIBWREE: SIERETBANLEESANZFTRATEAF

o ERMTERATRBIZSR, REREET ‘SABREE” , UWRTIAFESAA
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o ERARZHSRSZMNGR, RARESR “‘SABREE” , &HE RREEENENH
BB, JLUEESANBERKRE, SEERmERE.

2. RREE: MNESEWENHEREZ, UTSERBEREENBREHITHERE.
-  REREISEARE, “FwNEASEER.
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/var/logs/1/a.log
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/var/logs/1/2/3/4/a.log
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AR
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SPMBRERPREFHalog, EEEHTTHELE,
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a.log; $EI=RTE: /opt/test/**/log/**,

o REEFIE-NEFARIFI™ (BRIRRERFNM) , BRR6: /7
test,

- REREFESZFFIEME, TEERTSUGZPRIEHTFESR.

(MARITY::]
WREE T C\windows\system32ZE UM HERERRR, B ERERE, BEEAT
FWAFIERS KBS E e E

= R REZECEN /var/logs/*/alog, F/var/logs/HRT, {EHa
— 1"BRHFEa.log, #PeeHITHEES, FIa0:
/var/logs/1/a.log
/var/logs/2/a.log

" 2 REREZECEN /var/logs/service-*/a.log, BHEILACTRA:
/var/logs/service-1/a.log
/var/logs/service-2/a.log

" RfI3: RERIRECEA /var/logs/service/a*.log, BEITEIR:
/var/logs/service/al.log
/var/logs/service/a2.log

-  REBREUNMRHENZEER, T6: /var/logs/, WRXEBRTEES
“log” . “.trace” 1 “.out” BISZ{L.

NREERIRNMHE, NEEREMNMHE, AFABTENIMERAIN
. ALl file -/ X#5<, BRXHE.
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FFism 5 BEEA

AR

o uzxﬁhxxzz T’" ECS (EE’fIL) SLHIRIES .
o HEREREFER ﬁ“iﬁﬁﬂﬁ, BIERENME— N HSREBRETEESRE, AU

AbA‘%’ﬁE L:*?Nﬁ% o
o HEENME—HAETREREZ, MREAOMEITTEE, VWARREELTSESRE.
o EERENNHREELEDMSREENREBI1 20T, WFASRE,

3. REXREEZR: ISSHSUASHITIIERE, ETIREEZH, AXRENT
ISIEERIBREN . IFERERTIR, AITiRRZBER TRREXS, BEFR
BEIBIZE R X MRERREN

BRINNHEE7E 0, FRME, BEASERERREATIHTR
B
(1 3588

o YURBNRESLSRENRERCESNEGEAN, RATERERSMRBNL M.

o EZNMTEIRRENHAT, MEASEANBLERERZRENATE, RIFERERER
BETHMPRRERRER, FEEHNFRE.

4. REWindowsBHHE: HiEFEWindowsEHRER TR, EEHFE “R&E
WindowsE=#HE” , BEEWTSH:

2 5-5 3X£ Windows EHEHESH

BR il

HS3EE AEEBE RS, NBERF. 2B,

BURREERYE) | dHRENTR, FRTRNREFRIIER7RANAE (7XA1AY
RizE A2 ) , ZEEINEEREEREEY, WRIASEE

RE, RAFRENTR.

EHFR EHERAFinformation, warning. error. criticalf]
verbose, TRIEWindowsSEHERITIERE . {323 FWindows
Vistafz LA ERIRIER St o

5. HtbfcE,

% 5-6 HfttAcE

BR il
B&FD HHRSS ST HExd iR TR S

éEl A /\#BiZ500KBAT, FFEl RO, NRTEESWR
PDRBITRE, Hla0: BEKXKIN600KB, HIFHDH2ITAERE,
%—17500KB, $—47100KB,

HEEKRNEIIS500KBES, RFBEERSIRE, MEEHERN
PRAEIFHEITS00KB, BITREIER D SHWERIER .
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BR 1588

RETH | ZAEIRS ISRE TN,

B | GEILUBESS (file -i XS ) BESHELR, NEEE
charset=binary, BBAIZEEXHEE ZHHINE,

U EERISIERE R T IR, FHERE THEFISAHRE, Mg
NI TSI B EETRE, (BNZIFUTFRIBI=S=, IF
UFT8IRiBH = ELTSIE I & RE A ERELG .

L ERERISIHRE Y T IR, SRFFRSRE ISR, NNt
BANTHEIEREEIERE, AEEEIRHITRE,

6. HEREIN. BEREEAKIZIEINT:

& 5-7 HEXRERER
B il

BEEI | o BTAE: REMBEHF, IREHFEE—THEELTSR
HPEHERA—FRRYESHEE, WERSTAE.

o ZTHE: XEMNASTESGjavaRENAT, WREFES
TRENABSERA—FAE, EENETNE—T82TRA—
FRMPATEE, WiEFE2STAE, HECEFEETHAEENM
178

AEEE | REE: £REFLRE, BANBEERENE, S85ETRY

ITEERATHIRENE.

%A

o HERERE): ICAgentREHR, HEAXIIZAEIRSSHIATE,

o EFTEINE: RAFEFITENARMETE., ICAgent RERFHALE
EHl= ST ANTER 8.

o RERATHIERE: RFEIJEAIBIEF24/\EIA
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5 HEEAN

B

ol

RYENEECAT: AR TENMERimR— R ATHE, BT aEh
FRCERS, 8RASRTERREATAITEDNE,

o UNEAEHHIRNIFREEI: 2019-01-01 23:59:59.011, BE:E
FRFRAZIES . YYYY-MM-DD hh:mm:ss.SSS.

o WIRAFEFHIBTEEL/: 19-1-1 23:59:59.011, BYEEECFTAL
ZEESH: YY-M-D hh:mm:ss.SSS.
il
NEAEFRAEEEDER, W=BESBNSTEREIE N HBIEMDE
;EO

HERBI:

YY -year (19)

YYYY - year (2019)

M - month (1)

MM - month (01)

D -day (1)

DD - day (01)

hh - hours (23)

mm - minutes (59)

ss - seconds (59)

SSS - millisecond (999 )

hpm - hours (03PM)

h:mmpm - hours:minutes (03:04PM)
h:mm:sspm - hours:minutes:seconds (03:04:05PM)
hh:mm:ss ZZZZ (16:05:06 +0100)
hh:mm:ss ZZZ (16:05:06 CET)
hh:mm:ss ZZ (16:05:06 +01:00)

2ITIEC

AERLIEESTATH, FERESTERIN, 217ElER ‘8
SHSE)” RS, RLARSEEERMARYIDZSITES; SiEF “EUER
L7 B, MEAENFRERZ S STAE.

IENZRIA
s

IttECE R RAFIMRA—FRASERERENREAN . BEEiEE 2
TEE” BRER ‘o’ BEE “EUEN” ERERE.

(1] %83

RYENEECA I EN RIATUI RN BT HRAIFF LR T8 ILES, QNSRPCECA L, MSFIAGE
BRAE LR, XEFETRESMNNGRBTPRRIER—H . MRLBIFHFRRR, ENER
BiITEE-Rea &R .
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FHEE

gL="

6.1 EHlH

FNHRATETHEEE, BREES NIV AERERNRER, WENRTEID
HRYR . ZATRSIFEES— M EARERRES QTN LAIEE, LS
LEFENIANZF—NENAE, FBZENBARRKEYNAENEES, HEENSE
FNETHITRE

o LAY AEENE, IFAEEVERFNEN, ZENSENRRKERRI A TR
2, TENBOENESREREZ.

o IRAFEMBSNENRERZN, IFESINAIENAXIKRIIREZ, TFENE
AENESERERR.

BUEEEMA (1P it )

1. BRAASHRSTEENG, B TNEE” |, BATVEERE, Bhat
£ “SREEENA .

2. IEMHETEENARE, BN CEVESIRT , TVERESIRP, TyKa
TR “LinuxEN” o

3. TEHIEREREBMNZENANIN, B BT, SHEVAENIE.
- LB SRR ENIPSIE R TIEE, ATl

MEEFZIP Y spras gtz g A\ SATHIP, SHTHENE.

. M4FIERSEREENA, B “ZO%ICAgent” , RIS s

RENZSE, BFRIFISIRIEICAgent,
BEENA ( BEXIRR )

1. AENEERE, BEaLA “FEENAE" .

2. TEHHRIFREENIAERE, BN “EVESRT , EHEXBIER “‘BENIR
IR”, EHEBNERE “LinuxENL” o

(1] %83

BE ‘THRREBFESANT , TEEFMIIREREIN .
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FBFiETS 6 THEE
OF-iiz =N e
3. BE , RINEENXARR
() #BA

REDRIN0MNEEXRR.
4. FEpkfE, BE ‘“HE” .
5. PUTLATERIELIZ custom_tag3 ¥,
a. T “cd Jopt/cloud” %<, fEcloudBRT, HiTmkdir lts BIZItsBR.
b. #LEHIT “chmod 750 lts” , {EXltsEFZIUR .
c. THElsBFRTHIT “touch custom_tag” , Bl&Ecustom_tagii& .
d.  #REEHIT “chmod 640 custom_tag;vi custom_tag” @5<, {Ecustom_tag

BRFFTFRZSM
e. IRi#HANinsertt®zl, BABEXIFR/G, RESCE, “wq!” RFELHENA.
AR

iT52fE, HEUTEMAIVEETINAZIBEXMRENIA:
F—Fh (HEZER) -
LinuxZE41

EENE fopt/cloud/ItsEB R THcustom_tag3Zitdh, BEZENAIFR, AREIEZEN
BORRR, FIDAENEBENARR, SHETLUSENIIANZZENAT . fian: £EH0

8 Jopt/cloud/ltsE F THIcustom_tagX{4h, BEFZEHAWRR Htest1, BIFETHIAER
BENXIRRAAtest1, EIEZENIIARIENAET .

BT
LinuxZE#1

o ETHLE Jopt/cloud/ItsE T FHcustom_tag i, HFINENEBEE TR, BTk
BEVIIAZRZENAT . fla0: EHENEEXIRRAtest, NfEcustom_tag {4
FiEStest, FALUSENIMAZZENAET .

o HFMTBNMBEENIFRIY, TEENE opt/cloud/ltsBF TBIcustom_tag3Z{F,
FRES—EEXINS, HaILUEENINAZIZENAT .

IE=EHA

T ERIZRIENAETLASEZTREITIEN, BAILSENEEITHRMEN .. BIRE
M EXRBKENEGE, BIRRFT:

x 6-1 2E5I%

RE SR E
EXENA | 1. EEHSERE, BASTENAERS.
BR 2. FEENATIED, BEAIEMETEHARMETIRIESIENIEE.

3. fERRYERENAERE, EXENARR. BEMIRRAFEE
4. BE ‘BT , STAENBIRER.
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6 EHEE

BR{E

BEPER

ARINEA

HH—:

1. EENETIE, BHHERMENARETIN
2. EENRE, BFE “IFMEN .

3. BRI ENRE, FHNIIRPERZENBMEETRET
PRERGEEN, EEFEMANZENABIEN.

o TLUBTENSHSENIPHFIERTE, tBallseE
MEESZIP Y storasupgimssiEchig A SAEHUIP, i
(it S,

o IFURAPRBRFENRT, BE “ZEICAgent” , ERHAIR
EZREIESISEkENRR, BFMRFITSIZEICAgent,

4. B “HE” .

B

1. EENSIETE, BF ‘I, TRERNRE,

2. EFENIIRPDEZTEZRINGEN, BF HFMBIENA" .
3. ERHASRINEIENARTE, DEBFREVIA,

4. BE “BRE” , STRENMAYRM.

BRREMN

1. EENEGIR, PHEERAENAERETRN .
2. AENMRE, PDEEGBRENAEITREIIN “BIR” .
3. FERHRIRBIRENRNE, BE “HE” , BRENBRK.
1588

BEMARRENAE FRENASTFHZIRE

EUHRRE

1. EENETISR, PHHERMENARETIN
2. AENRE, DHESBRENRETIREIIR “BEHE” .
3. FERAVENHEAIERE, BE “RE” , BZENEBHBR.
i5HA
o BEMIRRENAETHENASHFHZIRF
o FHEUEAERE, HWENAETRNZENRESBRZR

e

1. EENETIR, PHHERMENARETIN
2. EENRE, DIRSHRRAEN, B “WEBKR .
3. BE “HE” .

HriE KEXEC
=1

1. TEENBGIZE, PEHERnIENARIETIN .

2. WABTENRTE, BF “BEENRS” , IRERXENRS
ﬁ’{-‘.ﬁo

3. B “FHUXBERSE .

4, ERHRFIS X SRE, JGEBXENENES.

5. B ‘MR, RESRESBIMEIBENERS B RESIESD.
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FAFiER 6 EHEEE
1R{E SR
BIREE | 1. EEXBARERS, SHERBREFMETREIIN RIS%
B
2 BE WE , BSRENASIHENREXE.
italé%ﬁzﬂﬁae 1. E*H?&%)\Eﬂ%ﬁﬁ, DEASRROEE, BF BRI
B B
2. BF WE , BSRENASHTOERNRBNREE.
SHENA | BIFSZEENASRE, SHSSHENAD,
ID
fRIBRENLH
WiRgEA4E

1. #EENEERE, WARTENERE.
2. FEENMABIIRP, PESHFRIENBRETRRIETIMBRERR.

6-1 HiBF=ENLAE

3. fERRRIMIBREYAERE, BE “HE”  BRZENA.
#EMERENA

1. FEENAESIR, DESMROENGR, BEIIRALTS “HERR” .
2. fERRAIMIBREYAERE, BE “HE” . MBRFFAERENAE,

6.2 41

6.2.1 %< ICAgent

ICAgent2= AEIRSZHITAERENT R, iaTHEFEXREATRIENF . ERZH
TIRSEENRERTR, FELEICAgent, EoLUBEIA TRIEIESEENhRE

ICAgent,

HIRRSR

LZ%<ICAgental, IBIARASIDNSEERAIATIE . BIXSENAYETE. HX—5. WNMRF—
¥, JaeaSHES LREE.

g Ysanintil

ICAgentERMZEL T, BREBERIZLSHEITER,
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FFigRE 6 FHISIE
x6-2 ZEHT
B ERnS
BRL % 1ZARSS 28 LR L aEidICAgent.,
RS BESIMRSEEELEICAgent, EPR—MREBRELBIEX
(LinudAES | 2RALEF TICAgent, MTFEEREICAgentIEMMZB IR
%) 2, BaLIRBZZEL .

BEREE (Linux 3R/E)
S EEOATRSSERGHE, BE NS
TE2 EFVEERHE, 256 LA “LXICAgent” ,
I3 “LERF EEF “Linux” .
SWA BER CREHR .

e JREYAK/SK, F5iEXiBEE%E: W{UIKENAK/SK?
BIREGHER AR B FRKSAIAK/SK, BDFERN AMSHIAK/SK,

ks

BIRRATLEPKS R ECIZEAIAK/SKASHMIBREZEA . AK/SKIEMIFR, =S5
ZEAICAgentToEIEFE _EIREURZILTS,

5 B ‘EFSmS” , EFlICAgentZ &GRS,

X6 (FAHPUTTYHFRIEERTE, LlrootlPER{EregiontFZaICAgentiIfiRSS e,
1TICAgentZEap S ITRE, JEBEZEHRA “IKENAK/SK” FHERIBIRTEBALE
SRENZIAIAK/SK o
(AT

o HE7R “ICAgent install success” BY, FTRZamM, ICAgentE&R4TE 1 /opt/oss/
servicemgr/BR . EMNE, EHTRSEMNSHEZFIERE “TNEE >IN , &
E1ZIRS2EPICAgent IR .

o WRLEKXW, BEHEICAgentFEMELE, MRERLEMI, BRRRALE
.

PEZIE (Linux IR

EESMRSBBELIKICAgent, HP—MESHECRBIERLRAREF T

ICAgent, HizfR5588 “/opt/ICAgent/” B&{R RFFIEICAgentRIZREES),

ICProbeAgent.tar.gz, T 8BEZLLEICAgentfIIRSESSE, FLUBITIZARITIRS 2=

TR RS,

1. EEZREICAgentfIIRSZS R EMITUITHS, HFxxx E&RFLIEICAgentiRS
SEAYIPLHELLE

bash /opt/oss/servicemgr/ICAgent/bin/remotelnstall/remote_install.sh -ip
X.X.X.X
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2. IRIEETRBANGLZEICAgentlYIRSS 22root HFP &S,
(1 %88
o WREZEICAgentHIBRZ LR E Texpect TR, HITHEAGSE, BIAEMEE,
REREICAgentiIIRSZ R expect TE, SIRIBIRTRIMASG, HHT%E,
o BIHIRECLEICAgentlIBRS B LAUEHroot BFH{TSSH. SCPans, kS5FRE
ICAgentBIBRSS 2R TImImIE(E -
o HER “ICAgent install success” AY, FTRZEMIN, ICAgentE&REE1E 1 /opt/oss/

servicemgr/BR. ZERINGE, E=HTRSEMNSHIZFiER “ENESE > £
7, BEEZIRSEEICAgentiPIRS .

o MRLRKW, BEHHICAgent FENLER, WRIERLZEMY, BERRKRARF .

HoFEitELE (Linux 3718 )

BEZ I RSBEFFELEICAgent, HPF— M RB[BELBEBEALELNEGTF T
ICAgent, BHizfR558% “/opt/ICAgent/” B&1R F1FTEICAgentiILEEE]
ICProbeAgent.tar.gz, XFiRB%LI=EICAgentdIRSS=S, AILUBIT %A UXIBRSS 251
TEIMRIERE,

A

o WELERMNRSZFEZFEE—IVPCT, HER—ITNEF,

o %}%g%mﬁ%{ﬁﬁpython&*ﬂﬁzt, R LRI A Z pythoniz L& pythonkR
AEI.

BB
EWERTERREAgentIFFBIRSEMIPHELE . 85, 1ZMBiplist.cfglg=(E BT, H L

BRIERE&IZICAgentt/2889/opt/ICAgent/BR T . iplist.cfgt&U BRI NET~, IPith
W52 B ATHERF:

192.168.0.109 Z43 ( 151RIELAES )
192.168.0.39 &5 ( i5HRIELIES )
mEgiy::
o iplist.cfgrhESITMEIREE, BNMERE=TEHTEE,
o NEFFEIRSEMBIB—E, iplist.fgrhREFHIP, TEESERG, EHITAIHNLLEG
BNAT; WNBEEMNPERSHEMRA—, NWEEHIPEESHEME.
BEER

1. EE%EICAgentdIIRSZ R LTI N a< .
bash /opt/oss/servicemgr/ICAgent/bin/remotelnstall/remote_install.sh -
batchModeConfig /opt/ICAgent/iplist.cfg

RIER AR RBNGZNRAIroot IFEUAERS, WIREFAIPRIZERSiplist.cfg
FEERE, NWEEMADERIZER, SNERARAED,

batch install begin

Please input default passwd:
send cmd to 192.168.0.109
send cmd to 192.168.0.39

2 tasks running, please wait...
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2 tasks running, please wait...

2 tasks running, please wait...

End of install agent: 192.168.0.39
End of install agent: 192.168.0.109
All hosts install icagent finish.

BIOERE, HIRRAl hosts install icagent finish.BY, NFREESEFHIRE
FNRERIFETA -

2. LRENE, EAERSAEMNSHIZPREE “ENEE > 7 , EERS=S
AYICAgentiR7 .

6.2.2 2% ICAgent

A TEIFARERLE, LTSSTMEFRTICAgenthRA . ARFRZEEHAVICAgenthRA
B, ERTLUMRBRIN MM ELRHITH R

(AR

=HERSENEBEREGHFARZRELINuIREFICAgent, ASZIFAEKEWindowsIREH
RYICAgent,

BREL R
E=BERSEEESE, 25 “TNE’T .
FEENESEDmE, 1B “F° T,
EE XIEAREN” , EENSIRPEPF DS NMEFRRICAgentFIRISIFIE,
BE “FHRICAgent”
WEE “CCEEERE” , AT HIEP, BREFFRICAgentiIERE, BE “HHK
ICAgent” .
MERTY::
o KROIFECCESERIRTY, REFSBIMEMIIAOMBIFXABRRKE.
o HICAgenthRAS95.12.133 LA LR, FiFRARERSEINERMLEIAOMAIFFXIN

BEo

o EUREBIEAICCEEERF, FUASRF TROENERK T ICAgent H LIRATEIAOM, RER
st ERIHEIAOMAYH AL T RIS, AT ERELTSUAITHERICAgentiF
ERY, RIAREDFINERMEEIAOMAIFFX . BiINER “BARE > BRSEAN > =
BEREIECCE EEREARNEMLEILTS, FEFREZIAOM,

o CCEE£E#ID ( ClusterID) : SANEEENEERID,

o FHRICAgentht, LTSS AERICCEERICIZBMINAYAFTAINENE. HixBTEMEN
{HRIZFRIKSs-log-{ClusterID}, IZATLICIERIZNEE ( ZIRSBIBEN>=ER5|EECCE)
BLURICCEERNABIEATIZAZTAE.

o MERLBAYTHARLEICAgentTkICAgenthRASITRAT, BdE “FHRICAgent” 12(E, &
SHiZEERF B HIERA ML 2EICAgent.,

4. 1F “FHRICAgent” IHEEFET “HBE”
ICAgentFHIEHER, FHRICAgentTRItHRE 12 HAG, BOEFRF. FICAgentil
RSB “FRp” TH 15177 B, TRFARKEI.
(1 A8
MERAERE, REARRICAgentAEEEREHCHRENIAR, BEEERTAFERATE
I SEHREICAgentBIT] ( BENLE, THRHHIRE) -
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6.2.3 {ElF; ICAgent

fRS3 2 LRYICAgentiRENHE, SRIMZIRSRAIATREREN, HERERF!

BT A EENE

AR
EDELICAgent R EMIPRI M AYZ M, IBIIRIBSSIRE R B TIIER .

HHLN, SOLURBEEHTIAR:

N =

ERIRSSRENH

ITFEENE

BEREEE: IHRFERTIERZRKICAgent/ FHEHAINGR .
ERRSS/ER: MR FERTARMINGRICAgentFFHHERRIT= .
IfEEE: HREERTFIEEREICAgent FRITIZHENTS
WEEE: IHRMFERTIERRIEICAgent FHHEEIHAINAR .

E=HERSEEENEG, 25 ‘FNERE” , #AFNEERE.

B N EETHNRE.,

AFE—PNE S NMFEIEICAgentRIIRSZ RBNEIRIE, B “EFICAgent” .
£ “iEPEICAgent” XHEEFERTE “BE .

ICAgentFFIAENEL, ENEICAgentFUTHR19HAR, B OEFERF.
HETHEENIERPEFREEZEN

() #BA

B REEEICAGent FUIRFEFRLE, BHFEODIHRRITZRERE, SNAJsELHI
WX ERDEIERIIER .

LAroot B &R HENFICAgentlIBRSS 28 .

WU TS iENELICAgent.,

bash /opt/oss/servicemgr/ICAgent/bin/manual/uninstall.sh;
L ER “ICAgent uninstall success” B, FEIERID.

27T BABFRIRSSE FHTuninstall. shis $ENEICAgentB A T, IR LARTIRSS 281 T
TFEENE .

1.

EEZEICAgentlIIRSZ R LTI T dS, HEPxxx xZFERFEZICAgentdIiR
ZE2HYIPHEIL

bash /opt/oss/servicemgr/ICAgent/bin/remoteUninstall/
remote_uninstall.sh -ip x.x.x.x

TRIEIE RN I CAgent FUBR S3 28 root B 51T
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MER
o WMREZREICAgentIiRS e L ETexpect TH, HIT ERGSE, BIeI=AEE .. a0
RELEICAgentlIIRSB R L Eexpect TR, BRIBIETEBASG, HITHE.
o ERIREZREEICAgentAIIRSS BT LUEMroot BFHfTSSH. SCPad, kS
ICAgentfYBRSS BRF I TIIHIE(S o
o HFE/R “ICAgent uninstall success” RY, FTREFMII.

HEEEDE

HIBEBIRSELEEICAgent, BiZfRSSES “/opt/ICAgent/” BEIE NFIEICAgent®
4=BICProbeAgent.tar.gz, BiTiZH AN S MRS FHIT AP FEHEEE

A
HEHBARSRHFERE—NVPCT, FER—ITMEF,

[ElE==Ss

B EEEHHAgentIFT GRS EMIPHEIE . 2543, RBBiplist.cfgl&NEIBLF, FH L
1ERI 2 LT ICAgent 128A9/opt/ICAgent/ B R R iplist.cfgt&= BRI RER<, IPib
W 5=88 2 B BETER T :

192.168.0.109 Z43 ( 151RIELES )
192.168.0.39 Z15 ( IBHRIELIFES )
mERY:

o iplist.fghEETHIBRER, BNEERTZEHITEE,

o UNREABIRSZZRAVERTI—E, iplist.cfgrpRFFILIPHELL, THIESZE, EHRITRIBIALL
BHRENE; WIREANIPEBRSEMA—H, VWFELIPHIEESHEERS.

BRFLR

1. HEEZZEICAgentlIIRSE TN TS .

bash /opt/oss/servicemgr/ICAgent/bin/remoteUninstall/
remote_uninstall.sh -batchModeConfig /opt/ICAgent/iplist.cfg

R AR R NS EIEAN 230 root B R EOA RS, SNRFTEIPHENERYZRSTE
iplist.cfghEBAE, NEEMARIERINIEIR, SNERABIAED.
batch uninstall begin

Please input default passwd:

send cmd to 192.168.0.109

send cmd to 192.168.0.39

2 tasks running, please wait...

End of uninstall agent: 192.168.0.109

End of uninstall agent: 192.168.0.39

All hosts uninstall icagent finish.

BIOER, HI2RA hosts uninstall icagent finish.BY, MZRRECES4HERE
ARG ZERRVEIEIRIEE T

2. HEERE, EEERSEMSAEHIERE “FHEE > T , EEZRS
2ERYICAgentiRS .,
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6.2.4 ICAgent k&

ICAgentiKSHBBIEN T

K 6-3 ICAgent IR7E

5

15208

i
-\
ai

ZBRSS2EMIICAgentiZITIESE .

A
i
R

ZBRSS2E AR L% ICAgent,

i
R
+H

EFEZENIZEICAgent, ZEICAgentFRITBE19HAR, B
mER

RIRRM

iZEHBYICAgentZEESL ,

H

ek

IFEARIZIRSS22RYICAgent , FHERICAgentflItEE 1AL,
BOEF,

FHREM

ZBRSS2EAYICAgent FHR LI .

57

B0

HINHIAK/SKEEIRSHZENRIICAgentINAE S E . iBIRENEMAY
AK/SKIREHZE,

Elﬁi-‘u
Fro

IZEHICAgentIBERTE , IBBARRATIF

EDEL

IEEEHZEN . HEICAgentfRiiItFE1oMASR, BLEFES.

EEIR

ZRIZENHRENSHTRSHEEIEREEN .
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AEERS S

7.1 HEEER
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= HESRSS
5 =12 SERS DT

SH 1588
BEPX ERNEEXSHPEN .

o ITHRSHNIXE, WRATHFESHN, EAMRE—TT
DEAERSHPYRE, REDEFIRERDSELRS .

izli):|

- —TIRPREEREBHNERFBRIFS I— MDY E,

- ([FR—THIEIFNN SR EE AESITINES, HitdhzHid
FENBNEEZINA

o XABEDRNHXE, KESEAFINEEIRSIEARASR.
FlanrBIHEmessageFERRE A | Know SK2EH—,

o XABEHPNHXE, KIEDIE ?E’J&%iﬁ YRYAE, H
HELWIRD AL Know, SKEEH—, EALUED
message: Knowjmessage"%‘?iggﬁﬁ—ﬁﬁﬁ HE.

. HF@&#‘SZF?&F AERSEaDEEESRS A1,

Kn0W\ 7\ % ZE\ E Eq — u@ﬂmessage KnOW
Zymessage:SXEFIFEPI LT EIZHE .
HERS T KNAFBRRE, FBE, AUNZREMEESLT, B2l
11.6.4-1RESHT -
izl
o HESHNFRIEENERGPHEERFI10FEHTEIESIT, &
EEERIT,

o RESHHIFRIKERANI2000F75,
o RIEDHTFERRERAI00FEIE.

R{F

g BEMOEENTE.

WA TASS, BE WE” .
T

B B R &S|

FelEFRRSIN, GRLREEMEE, BSRSSEMMMI—EFRERS], &
LIRIEB BB s E MR FER
o HOTRBSARERENTEHIFEFIE—FAST, BERFRRS.

o HERSBEEEUINRERHAEREBFERANNZIFERZES|G (fFli0hostIP.
hostName. pathFile ) .
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= HSRS
5z =12

7 BEERS D

ASCII F33JHEER

% 7-6 ASCII FB3J8B3E

AS | EHI=RY ASC | =%=fF | AS | EEHIZERT AS | EHIFR

] & i cli

=] =] =]

0 NUL (=% 32 | Sk 64 | @ 96
)

1 SOH (¥REEFF |33 |! 65 |A 97 |a
%)

2 | STX(IEXF |34 66 |B 98 | b
%)

3 ETX (IE3X4E |35 | # 67 |C 99 |c
R)

4 EOT ({&4asE (36 |$ 68 | D 100 | d
xR )

5 ENQ (3= |37 | % 69 |E 101 | e
F)

6 | ACK (HgiAE |38 | & 70 | F 102 | f
I )

7 BEL (@) (39 | 71 |G 103

8 | BS (iBK&) 40 | ( 72 104

9 HT (KEBRL (41 |) 73 |1 105 | i
s, #Hizk
)

10 | LF (#817) 42 |* 74 | 106 | j

1M1 | VT (EEEM |43 |+ 75 | K 107 | k
B/s)

12 | FF (¥aPaig) |44 |, 76 |L 108 | L

13 | CR (I3fs52) |45 |- 77 |M 109 | m

14 | SO (BGHEZE |46 78 | N 110 | n
1)

15 | SI ([BE% 47 |/ 79 |o 11 | o
1)

16 | DLE (Bkii# |48 |0 80 |P 12 | p
BB )

17 | DC1(iR&®E (49 |1 81 | Q 113 | q
1)
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=HTIRS

PSR 7 BEEERSHIF
AS | EHI=RF ASC | #=%=fF | AS | EEHIZERY AS | EHI=ERY
cll & cll ]|
=] =] =]

18 | DC2 (iR&#E |50 |2 82 |R 114 | r
#2)

19 | DC3 (i&&E |51 |3 83 |S 115 | s
$I3)

20 | DC4 (g |52 |4 84 | T 116 | t
#a)

21 | NAK (FfgiAse |53 |5 8 |U 117 | u
E V)

22 |SYN(RZH |54 |6 86 |V 118 | v
==Z)

23 |ETB(XH4E |55 |7 87 |w 119 | w
BNEETR )

24 | CAN (BUE) |56 |8 88 | X 120 | x

25 | EM (iEEN |57 |9 89 |Y 121 |y
ARl )

26 |SUB (&#a) |58 |: 90 |z 122 | z

27 |ESC (H) |59 |; 91 | 123 | {

28 | FS (X538 |60 |< 92 |\ 124 | |
F)

29 | GS (HEfDR |61 | = 93 |] 125 | }
)

30 | RS (iCHEHME |62 |> 94 | A 126 | ~
F)

31 |US(ETHfR |63 |? 95 | _ 127 | DEL ()
fF) f&)

7.4 RimfEtA(CET

7.4.1 BESAUELAR

BSEURERI D NS BRI ETRE . SMNEIRISRESE MR —RIEIRE
RENILASEARIESE, BAMRINKESI. IFEANEIRENMET BEREE "%
BIERRFRINEE, BIREEARNEATE, REEMIBIEERE,

AEEMURUBSRARN, BEAENESENGIUEAERPRIBESHITEN
t, REEBEERASHERLIEERSHNES, SiEEfEXEE.
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5z =12 7 BEERSDH

pEI_E AU
o HREMHRUBERABN, BEBE—TBER.
o HETERPIIAES BSHEE—ERINN, SNEEHCELTEXAI.
o SEHWECERNE, MHBEANBTEIREEN, HEATHREASEN

BIESHECE

B3 BRI BN B SR APRYRE B — RIS EHITIZEL, FHISIEE
FRIREEEE—HE.

TEHFANMERIR B EEERRES R
SR BRUTSEEHG, AENSHtETicE “BEER” .
$I2 SEMUATLURERASM, BE “ASER” RmEEERASENEER.

SB3 EESRIFERE, SHEAEA © , FEREIEY, &R iR, #
ANBEEMUEERR, EEYNAETRETEHTEE.

o IFMS#HT

e JSON

o SIRFF

e Nginx

o SRR

EMME SN BEEIETIEB AEIREFRIZHR, BT RMATLUERSQLETXIHREY
NFRFITEIRSHHT.
AR

o MREHMUBEHNZERIKERBII20kETT, XERBRI20kETKE .

o ML ATIFHRAFEREIE: groupName. logStream. lineNum. content,
logContent. logContentSize. collectTime. category. clusterld. clusterName.
containerName. hostIP. hostld. hostName. nameSpace. pathFile. podName,

SWA SERUE, BE RE .
R

BeSratiE
EOWRENRRNE, NRERBEREOUREN, RESBUT:

S EENRERED, 2L, TEREOLRES.
0 3288
o (BMEMWEESIHENSHNE . BEREEERtagFRE,
o EFBIRAZIFHEN
SW RS, BE CRE .
bR

M HGRAS 01 (2025-09-19) WA © EARTERABIRAE 73



= HSRS
5 =12 7 BSERS D

BERESECE
MR EFEOUEETEER, TUMRSOLRE, BIESRNT:

S EEMUEETES, B U | THREELERES.
S EREIREETS, B R .

(10 #488
MEREERHEERS, TEKRE, BEERE.
-

7.4.2 B

SRS (LTS) BasssHBSEMUsn, DaIZENSHT. JSON. SR,
NginxFIEEIIEIR . ERILIARIE B SR ERILIRA R TIER o

IEN 34
ENSH R ERENFARIZNFER .

B EEFERABE: MR —RtRBBNEEERRFIBEE,
o MNEBHTHERE: BE ‘NEERERIERER" , EREHEPIRBWSTFIREE
FRENBEE, BF ‘B’ . BREARNERmERE.
o  MEItRARFANY: BBds “ NEIDMRRHENY” , TEEESEEINBEERRE
HRRBIHEES,
(1 e
HEEEE=MA, 23SENIE. BEmafNaEX . SETLURIES KRS
K, ERAEEE.
- EXAEYE): FREEIEELSERE19. 5. 150 S EX B REEE. 4
WNHRIATIE)/919:20:31, ZEEXIATEI/NGT, FREIE18:20:31~19:20:3189HEE
;EO
- ESONE: FREEIRIEES1HM. 159MEMEXENAEEIE. FIu0XSa0adiai
19:20:31, IREZESATE1/\\Y, FRE1818:00:00~19:00:0009 AEEIE
- BENX: FREWEEESEERIREEE

S22 FRIZN . SEEMERMFNRARMEGI, RBEENBESERU— A=
B N— M FRERIERIESETESR

o Hmh&Er: SAFIREBMEME, ITLIRBREFREIEBEPEEEIIRES
RS, ERBAHEERAETATRE— SR, SIRGMAFEE, BIX
BEFENHF, BE N7 .

o FafN: SAFEEFHRAN, JUERMEFRAENRAN, BE ‘£
PR RETFRIEE. [ENRAXNEI SERBIRFER, DEEREES"()"
REERAIENIFRIAT, RERENIATHET—TDH, SEESWF=FF:

- (exp): IEESHEWEA—IHDAE, REBHMDEES, MUINIENZE
ERELFR, $—1NEES” (7 WRE—DHE, £2407 (7 YR
"9, HORERE, BSMFR, NEEG, RXE.

- (?<name>exp): FRmEHE, DERENRIA L Dexp, SHEN
name, SEBURAFEIIR, BXEEFENHF, ILIBESEZNS
HS5IMDE.
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5 =12 7 BEERS D

- (2exp): REAERNDA, ZOBAREIRUELRNAE, FixoHZE,
TiES | REDE, ANZoERERHES, REPHES, EAEHASHER
Do

(MR

o AEFTHMABRYP, ENRAXIHKEAREBIS0001MFFF, NRHERBAEBAELR
B DERTRE, BF “ERFR RUGEREPHDEZEAFRER, YT
EDASRMENNNFER, FEFREMRERIAG R eld]. field2. field3-

$|3 B “REF7 , THATEIHERE, YXRESTHEETRENFRERREEN

.

JSON
JSON B HREUSONF IS EHIF S 9i(EXT o

B EFROIAE: NEE—SICREBPATFARRE. £ "SR EERMIE
& B, AJBRE ‘NeAREPIERE" , EeHEPRELSTEREEFEENE
%,%mEL‘J\E}%EﬁTJ)\’fEEPEﬁ)\% RMFEE, B “HBE” . BEREAERER
ﬁ-FEA_LEIL‘:\o

(MERITY::
RESEEE=MA, SAREE. BxifEfBEX . SILURIES CHSRER, &F
AYEFEE

o 1EXIAYE: FAEEIEELMBIANENSE. 594, 1504EEXENBEEEIE. HIaZE
B3187919:20:31, IREMBEIIATEN /T, FTREIF18:20:31~19:20:31890EEIE

o EAONE: XREERIEES19H. 159 HEHaXENBEEEE. flaNXaiRdEs
19:20:31, REELATE/NET, FREIF18:00:00~19:00:0009 B EHIE -

o BHENX: R-ENEENESEENESEE
$H2 FERIZE. APERASIEERN B EBRIAU—NREIFRIS N — P FERETRAIE
CRYBERETER
‘PR FRIBE TERE “ERER . LT EIRBE AT O
BT R BN RFHRIFES

{'Ia1": I'a1", ||b1||: ub»lnl "1 el n' |ld1||: "d1"}
AR

o LATIRENFERAIEEI Nfloaths, BEMMERHF. IRBI16MEHHE, WSS
RIFERABAER, N CESTIREDYT, EIESEFREEENN
String,

o HHTIREFERAIEE longld, HERBBI 16(UBHE T, IEHERA16(UEME
F, FEERHFEEN0,

o HAERNFERAIEE Nlonglt, HERFBI2MUERETF, WEIRBIfloatsesy, #iY
B EREERUESASring.

FEFRIRESGKE, AN ESERIRETIRE . SMUFRIZENNIESERESIIN

.
S| BE R, SHOSEONER, DRSBTS T TRERIREEY.
e
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= HSRS
5 mbi=12)

7 BRSSO

el A

Nginx

S£IR2

DRARERDRG (Fla0: BS. SHRIFH ) REFR.

EFRPIES: NMEE—RUREBNATENRAIEE. & ‘T8 EmERM8
T B, JBE ‘NeARERIERE" , ERHEPRELSTEREEFHRENE
:j‘T’f\,;EHEELLLE?%EE@)\*EEM@)\%E%{’EE’\JEIFE\, B ‘HBE” . BURERENER
I%\LE’&\O

(MERITY::
RESEEB=MAN, SBIRBEE. BREEMEEX . ERLURES CRISEIRER, &%
RS E)EHE

o 1EXIAYE: FREIHIEENAIATEISM. 598, 159 EEXENEEEIE. FINXE
AdiE)919:20:31, REMEIIAE /T, FREIF18:20:31~19:20:31HIHEEHUE

o EAONE: FREWREES1SH. 159 EXENEEEE. Hla0XaiRdEs
19:20:31, IREBESANE1/N\IT, R REIE18:00:00~19:00:0009HEHIE.

o BHEN: RTREHEENTEENATHIE
£ ‘IR IHESRN T FEREREATATEESIRS, NEEXEMTERINE
BRFFHERD IR
[MARY:
o TAINFHREMAOFFLANCHEIFH, KEN-4ANFH, SHERMFRTLFH .
o BEMFHIFMN-10VFR, BOFRHEMEAMINSIBMA.
o HEMFHBRIIFANI-30NFH, FHBRIMERN—IDIBH.
FRAZEL, APSRASERER B EEHREI A= R BIF R N — N FEREZTRAE
A EEREITER
£ “CRIFRIRE TRE “HadRE . LTRSS ABIEITON:
BT RIS HSBARHRFES

1 5f67944957444bd6bb4fe3b367de8f3d 1d515d18-1b36-47dc-a983-bd6512aed4bd 192.168.0.154
192.168.3.25 38929 53 17 1 96 1548752136 1548752736 ACCEPT OK

AR
L AFIRIFRAVEE Sfloatht, BHENTEREF.

WRBI7UERHFRE, WSSHRNFRASAER, NMaReEEIRES T,
BE RIS R R AIString o

FEFRIEEGAE, AN ESRIRETIRE . EMUFRIZENNIESEREEIIN
?‘&0

WE R , SRESENKES, DREESNEE A SR RREEY,
.

NginxZi&idlog_formatig < REE X HEAEAIE .

EFERPIES: NMEFE—RUUREBPNATENRAIEE. & ‘T8 EERME
T B, AJBE ‘NEeARERIERE” , ERHEPRESTEREEFHRENA
f% EL)E&EEE@)\*EEP%)\% RFAE, BE “HBE’ . BUEFEARNER
UFEL_. 8N o
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=HTIRS

BPiErm HEEERSDT
(AT
EglEﬂ,Blilﬁ =fi5, DRIREEE. BRETEEN . SILURIERCHIIRGE K, #HF
SIEIRErEE

o EXIRYIE: FREEIEEHBME o, 558, 150WENEXENEERRE. flaiHa)
B4{8%919:20:31, BSHEFEHE1/NET, FRED1 8 20:31 ~19:20:31HIAEEIE

o EAONE: XREERIEES19H. 159 HEHaXERNBEEEE. flaNXaiRdEs
19:20:31, REELRTE1/NET, FREIF18:00:00~19:00:0009HEHIE -

o BHENX: R-EREENEEENATHEE

ZE2 £ "IE2 MANGInXBERE " PREWANGInBEEE, RFEMARIERNET
HiTECE . HPEARERIER, B “BiANgindcE” BIF .

(MARY::|
FRENginXECE X FH, BEECERIERDEE U log_formatFFk,
BEE

o ENABCEN AR
log_format main '$remote_addr - $remote_user [$time_local] "$request" '
'$status $body_bytes_sent "$http_referer" '
"$http_user_agent" "$http_x_forwarded_for";

o Bt TEENEE, BEARERAERN TR,
- {FEANginxELE, RFAIRFE
- Llog_formatFk, HEBE (') MIFEREWR
- KERXRHI/5000
-  FESRfIBEEARBTE
- log_format=ERZEMVERE, MRANER. HF. THERFRIZN, afEREMER

U

Eni)

- () EE () SR

$H|3 FERIZE. _H—:Em)\ii &R AE BRI A — N RAIF R N— N FRETREIE
AR SRS

£ ‘B3 FRIBE TRE “EREN . LT ERBSAMIHTOHN:
BT R HSBARHRIEES

39.149.31.187 - - [12/Mar/2020:12:24:02 +0800] "GET / HTTP/1.1" 304 0 "-" "Mozilla/5.0 (Windows NT
10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.132 Safari/537.36" "-'

HERAWTNginxHEEE .

log_format main '$remote_addr - $remote_user [$time_local] "$request" '
'$status $body_bytes_sent "$http_referer" '
"$http_user_agent" "$http_x_forwarded_for"';

(1 i8R
o HAFIRIFERAIZEE Nfloath], BHREANTNEYHF.

o MRBI7NEBHFHNE, ULSEURNFRASTAER, NIt EEMIRES
#r, BT REEUENI9String.

FEFRIZEGAE, AN SRS TIRE . EMUFRIZENNIESERESEIIN

FH.
WA BE IR, SHOSEONER, DREEERES T TRERREEY .
-
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= HESRSS
5z =12

7 BRSSO

ZRIMUIRIR

7.4.3 E5fa{iEtR

RIUER

(MR

ERIRIREREY B E X ERNEFNERIRIZINFR .
FEESEEER.

=ABIRSS (LTS) BRIIFRISHURIRERM: REERBEXER.

o ZEILECERT, WMREMRFER, NRFERPAIEDNEEX BERTE,

o stringZERNFRASHFERIZEER (>=<) & in BEHITEEES, BNERES (7) 5
B5 (?) #TEMEN. FEEHEESI, BZFRIEHFHEE,

R 7-1 RRER

XIFEMRFER, FIFHENRFRIROFEREEIMFFER, FEBEEERT-T,

£ EEEIRT T, R CRSERT , BEYNAIRSER, ERATAENAIR
RSSIEAN, ALIEENRERISIERREEARGIES .

J‘pﬂg}%’fﬁ’f&% ‘RIRFR" PREMETRYNABAS@EITER. BE “RE7 STREHE
=1

BEREAGR | FEREIR FREAER | FREDTH
AJ{Zeg R

ELB#&E#R IRIBELBERIPIRHINBEERE | & S
BWEN o

VPCH&EHR RIBVPCEFIHIEMAEFR | & B
TENX -

CTSHER FEREMRAjsonAERAkey . = =

APIG#&EHR IRIBEAPIGEHIFIRHIIAEE | & B
ERMEN -

DCSE#HitA®E | RIEDCSERIHIRENBEFR | & S
TENX -

TOMCAT IRIETOMCATEMIZIIFERSE | & S
FRIFITNginXERATRYZ TR o

NGINX RIENGINXERIHRHIEEE | & B
EBREN -

GAUSSV5ETT | iRYEGAUSSVSERRIIRIHAIE | & B

£ EFRWEN

DDSEHitHE | IRIEDDSEHIFIRENAEFER | & B

WEM o
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=HTIRS

BPiErm TERSDH
BEREAGR | FERER FEREAER | FRESTH
EIf bR

DDSHEIRAE | IRIEDDSERIPIREIBAEFE | & =
HWEN o

DDSiEHE IRIEDDSERIPIRHIBAEFER | & =
WEN o

CFWinpiaizHl | RIBECFWERIPIRENBEETERE | & =

HE WEN o

CFWILEFERE | iRIECFWEHPIEHPIBERER | & i
HWEN .

CFWREHE | RIBCFWERPRENBEERE | & =
WEN o

MYSQLiEIZRH | IRIEBMYSQLARIFIEMHBAE | & =

Frrd FEIFEN o

MYSQLIE RIEMYSQLERHIRHIEE | & =
FEIFEN o

POSTGRESQL | tR¥EPOSTGRESQLEERESEKIH | & &

EEE RHEHNBEZEBEEN -

POSTGRESQL | tR#EPOSTGRESQLEEIZHEEH | & B

m=HE PRI EFERHEEN -

SQLSERVEREE | IRIESQLSERVERZRIFIRMHAY | & B

=AE HEFEHEN

GAUSSDB_RE | #R¥EGeminiDB Redisi&}lig B &

DISIE HEAEFERHEEN .

SMN RIESMNEZHPREHAPVAEE | & =
ERHEN o

GAUSSDB_MY | tR#EGAUSSDB_MYSQLERIH | & &

SQLEIRAE | IREHBEEFERHEN

GAUSSDB_MY | tR#EGAUSSDB_MYSQLEHRH | & &

SQLiERE RHNBEFRIEEN -

ERTEVVERFAZE | RIBERTBVVERAESRFIPIRMHA | & i
HEFEHEN

MYSQLEITH | RIBEMYSQLEITHEERPIR | & B

Fri HEAEFZERHEN .

GaussDBforCa | #R#EGeminiDB Cassandral2H | & B

ssandraf2BE | EERPRHENBEEZERE
X,

GaussDBforM | #R#EGeminiDB MongotEAER | & &

ongol2HE PRI BEEFERHEEN .
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=HTIRS

BPiErm 7 BEEERS D
BEREAGR | FERER FEREAER | FRESTH
EIf bR
GaussDBforM | #R#EGeminiDB MongoigizHE | & B
ongofgizHE | BRIPREHNBEFZEREEN .
WAFRAEIEE | IRIBWARRO HEERPIRMY | & =
SFEFEN -
WAFIKERE | IRIBWAFKEHE AEERPIZMN | & =
HEFERHEN
DMSEEHA | RIEDMSEFEHATERTIE | & B
Frd HEAEFERHEEN .
CCEHItAE $EIECCEEFIL‘|'EI BRPIEME | B =
HEFZERHEN
CCEEHHATE | RIECCEEEEHREZRHIPIRM | & =
SFEFEN -
GaussDBforRe | #E#EGeminiDB Redis&it+HE B &
dis#EitHE BRPREHNBEFRFEN -
----45%R
SRIEEL
£ “SEIRERT T, R CEEXERT , BEREEENEER, BIRKEEIUT
[y v
o TEEBCEIENISHr. JSON. DERAENgink S ITREE AN “BEAER" ,
Eo ol “BEER ﬁﬁ BMNEIRBIR, BE “RE” , mEJZExEM’fi*&
BIRE, &7 “BEXER” THEIRSIREENZIER
o FRIBEMI(IENR, BRI
£ EEFEERT T, ER ‘BEMERT , BE ‘FRBERKER” , T ‘g
CEHIENR " REEIFIENSHr. JSON. SiRfAFeiNginx 5=, HiTEE, BE
SREBNEIRETR, BE “BE’ . SHREEXERNRE, 27 “BENE
R” TEOEIRSIREENZIER
7.4.4 EUEEFER
{(sEFRPR!
VML FERBRARIKEN16KB, BITEinSmaklh.
REEMFER
ERITEMAEEFRIERZE, AINEEERHTRE, BEMREMNINTE.
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=HTIRS

=z e i=1Ea] 7 BEERSOH
% 7-8 FEMML RIS BN
AERINA | FRER FREMIR | FREDT
A& i[5
EUSH (B | AREEY. 2 2
ENAEAL ) CHRMREEFS, BEss
BIE=E
EUDH (F | o FEWALENRARIHIT | 2 =
LTI Ao
o WIHFRRSEIA G Afieldl.
field2. field3-+--, SEITEE
HERIRAFR
JSONRET, BRI FERER, IENIIZ. |2 =
pall e BRI\ ZFRfield1. field2. 2 2
field3«----- , AHEITER
Nginx ;E?ENgianEEEEE, AIENMF = =
BENENR BREENX. = =
(MARTY: ;|

IEMHr (FahiA ) « JSONISIU. DR NgindlBE X ERNFRENREE RN TE

o RAIFWMAEN. HF. i, TUELRINES.
o FRELUNEIR. TRIEFFLSLUNERER
o KERN-641MFF,

198 tag FE8

IREERWEER, ALY ATHEERHTtagFRIRE, RETHEI AT
FEXNREFRHITSQLEI,

B EFRIERLSRPER “tagFR” X,
$R|2 BE IMNFRT .
H$I|3 FragFRIIFRF “FREWR , WAFTERE tagFRER, flilhostIP,

(D #8R
tagFRRINBE FELRIRENEMNEE, AENEMHEERTtagFRIREN, Rittaghat
HRPIFER

FRA MFFMSANFRABE “IFINFR” , BERIN,
$|s RETHERE “REF .
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(AR

o tagTIEMRAFEREIE: category. clusterld. clusterName. containerName. hostIP.
hostld. hostName. nameSpace. pathFile. podName,

o tagAZIFNRFAFEREIE: groupName. logStream. lineNum. content. logContent.
logContentSize. collectTime,

o AFIEENFRItag=FEROILARRNRE .
R

7.5 BERIEXSINEE
7.5.1 KA

ZHTRSLUTSEE—ERREZRTRERERREM, SHEEFRERAT.
(O %8R

o [EMERIEZR, BEAERSIRELRENNS TR, MTIFHFE, JEZERIAD
1375, =0 [1{}@&<>/:\n\t\r,
o BREEAIFTHDEMFHITER.

HREGAZIFER OSSR, flaniExiEavar/log, EH/ADEE, EREQZETFvar
log, EEHNEEIEEvarfllogtiFiEHE., 18, #¥ZEiET "var:log". var;logFEER
tEERESvarfloglIpriE BE.

ERAN
EREAMRIEEATERETIEAN, REFSRHNEE.

RIERSIEEL NI DAL ERMFRIER, RIERRSHEET 2 IEHHEERM
RHIER ., SRR RSABEEEER. BEERS.

xR 7-9 BEHX B
E=AR otz 7651

SR BeEEeNF5|lE, HERSIRIEEZIZRE | ¢ GET POST
H4NFliIE R Z AEIRO SN
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