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1 (FRn=

1 {ERm=

APIMXEE SRR FARGS:

APLEARINEFR.:: APIBBAIEA X IAPPINIESEIAMIAIE, MIEEES R Mt

TFREARANENFLR, BAPIEXRFIDAIEESE.

- {SEAPPIAIE ( £2IAIE ) VERAPI: APLEREBIZAPINEIZHKey
Secretf1SDK, YFAPHERIEITEZIAILE,

- {EFIAMIAIE ( TokeniAiE ) JEFHAPI: APLEBESIXENEREZFEEHIAIE
Token, ZAEIEIAIETokeniEtEZIAPIER

- ERIAMIAIE ( AK/SKIAIE ) EAAPI: APIEREEIZAK (Access Key
ID ) /SK ( Secret Access Key ) FOAPIMEIZHAYSDK, IFAPHERHITERLL
H,

BESGANENREF & : FRBENXALR, FRFERSPRE—RE, BH

YESINIERRSS -

- g@m%ﬁﬁiﬁafﬁmﬁﬂg@ﬁz AP R B R ETKRIHIAPIERH I TZ

iAi.I—.EO

- AT ERETENAEREE: APIGIHREH ERENTSKEAPINXIEL
BIAPIERFITREINIE.

BiRRSBEZRETTAE: BHAPHEAPINX L4PETEZ%H, NAPIRXKEIZAPI

HEIRIRS KX BRI SETHENIEZEE . 1ZAPINEIRIRS TELEMAPIN

KIRMHAYSDK, HINERFHPEZ(EEHITIRIE .
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2 {sEF3 APP TAUEEFE API

2.1 IEBESS

APPINIESZUEHAP, BSERFERBIINMER:

SFEVAPIHYIERIZE

TEAPIGSLEEIAIERE “APIBIE > APIBIK” , BRAPISFTHNAPIERE, 7
“APIZTT” MEWAPISH T HEBAPIRIES . ERIEFRIEKRA X,
APIE & HREIRE

TEAPIGELAi S E1%IE “APIETE > APIBIE” |, BRAPIEFFNAPIERS, £
“APIIZTT” TREH “BIiRECE > iimEX " PEECATHTE,
SREVAPIHSIANIES B

APPIAIE ( BRZIANIIE ) EXSAPIERHEITINZEES 20T, FTEREIAPIFTERUETER
KeyF1Secret, TEAPIGELAIIEFIRIERE “APIETE > FIREIR” , HAEIREFS,
$KRHVKey#Secret,

(1] %88
o AppKey/Key: APPIFEZ$AID., STABIHRIEAXRIANKEE—FRNRRF; H0Z5H DFIFA
BipREE—RER, MEKETINEESE.
e AppSecret/Secret: 5ifRZHIDEASFERIER, MERETINELES, ARRLE
7, FERLIEEREIER .
RIXAPIEKREY, HERIREETBEKRKBEELMX-Sdk-Date, FEZERETF
BEREELAYAuthorization

A EE
= iR E AR E SRS EIELE, BEEIERIEELX-Sdk-DatedIEH
P KIRE o

APIRIKER 7 RBGASEHS TS, EARIGIZATEESMXIEERAVETEZE, R
RIEIZERT 15928, APIRRGELEIBRK
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2.2 APP INIET{ERTE

1. EEHEEIER.
BEFEREIERATIZEBSAPINX (BEIAPISIE ) BRYTEHIMNIAELE, BIRE
PingZ . APINXEEINERERINERRS—H.

2. ([FREEKRINEMEEEIRFEFRER,

3. [ERAK/SKIMFEZHFRITEES.

4. BERHNEZEEENBRERLFINEIHTTPIEXRS, EEABEAFRHESH
RINEIHTTPIER A,

5. APIRXWENEXRE, HiT1~3, ItEER,

6. B3FMIEMNEZSSHERPNSAHITILE, NREFTE, WEEK, &
MEELIEX

(D e
APPEZ({N & #BodyR 12ME LA FRIERESZ .

LB 1: WIEMBIER

EFRAPPHHITERSINE, BAREACERAR, AEBHITER . BFiRS
APIRKAEFBERIANERAGE, ALUSHRE—THTTPIERAIBIEIRSEIERNERLES
R, NS niie.

HTTPIERALE (AR T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

i L AU LE RS S 1,
R EAE R :

GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
X-Sdk-Date: 20191111T093443Z

1. ¥i&EHTTPERAGE (HTTPRequestMethod ) , LARITRF4EDE
HTTPigEK A%, WGET. PUT. POSTZ, &K EmAl:

GET
2. FIFSEURIZE (CanonicalURI) , LURITREEESR,
BX:

ABEURI, BIEKZFIFEE, RURIRIEITRZEDHAIURIZET
Bt

HRIERFC 398617 URIESTE, FBERITRINEXIREZAS, BEPENEIDYUMR
ZURIGRRD . SNRURIBSZARLL “/” R, WEREERFM “/7 o

241
REIFAJURI: /appl, LEESREBRYIURIZRESA:
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GET
/app1/
(MERY::

HESERS, URILFILL “/7 R, RIEERE, BRI ¢/ 4R,
IIHSEEIIFRFER ( CanonicalQueryString ) , LURITRIEER
BX:
BOFHFE, NEISH. IRSEEASH, WATFRFE, BIFEEENEK
N=T,
&t
M eElFFEEEREUTEK:
- IRIBLATARNNENSEHZFEHI TURIZRD

" J570%IRFC 39867 XA IIFFREEFFFHITURIZRD, XLFFFEE:
A'Z\ a'Z\ 0'9\ TN N -*D~o

" ERWXYEIFMBFFIEI TR DRI, BERXFIY A+
(0-9%0A-F ) o fIgN, =REFFFLIMRID/%20, T RUTF-8FFF&IR
K “%XY%ZA%BC” &=,
- XTFBANSE, B “ URIRERIZSHE = URIRIEBAISHE - MRLSH
SHE, WEFHFHERE, ERRE “=7
PIILAFEBWANSH, HPEZPSHparm2iYENZT,
parmi=valuel&parm2=
- EEFHABUAFINFENSHZHTHIFE. i, UXEFEFFLRISH
BZHHELUNEFBbF LS HEZ Zh0.
- LHFENE— N SHEE, HETERF/HE.
TR
THPEERIAESE: a. b
GET

/app1/
a=1&b=2

INASEEESL ( CanonicalHeaders ) , LURITRILER

BX:

WSEEESL, EMEREELIIR ., SIESZ5RPIFAEHTTPERLSIE, R
SLARE EX-Sdk-Date, FATFIISEZATIE], R 91SO8601FRERIUTCRTEIG
=: YYYYMMDDTHHMMSSZ . #18EAPI&#ZIERELEASEIAEERT, EEEINBE
YHIREEFR,

vt
= Pin TR A B ST RS RNREE, BRiEREELX-Sdk-DateflIEH
PWRKIRE

APIR KR T IIGATENS A, IEERIGIZATEES MW EIBERETEZE, R
AHEIZ AT 1590, APIRFEISIELAIER,

&zl
CanonicalHeadersHZMNERiEELHEFHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., G NMEKEEL
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( CanonicalHeadersEntry ) B9tz oLowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'

(MEEY::
o Lowercase RSB FRIEIRANNEFBAIRE
o  TrimalF=HIBRMERIEHNZRTIBAIREL
o HE—NMEKEBERELSET—MEITH . SMMFBE+CanonicalHeadersHS1EHHY
TR, ASHI— =17,
o HELSMBREHE M, HMS MARBELETRET, TiESTRIAILE.
2541

GET

/app1/

a=1&b=2
host:c967a237-cd6¢c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

k|

MERRLEEREUTEK:

o FEELBIREIEN/NERL, HHREISTSIEIIEBTE.
o IFBFMABIEELZRIETHFHERT.
FlanREEEL9:

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b ¢ \n

X-Sdk-Date:20191111T093443Z\n

My-Header2: "a b c" \n

MEHEL:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c"\n

x-sdk-date:201911117093443Z\n

NATER[REELERR ( SignedHeaders ) , LURITHRE
*%)‘4:
FEEZRERES ;k&'IJ%o BIERINGEESL, [APIRESENERPIELE S
%5&‘@‘&5’9—*‘5 y» LARIERGUEEKATAPIN K BT AR BSIHRLE B E Sk . X-Sdk-
dateTERNEEZHIEEL,
B

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

’

EK%E’J‘E SFEEREUATER: BEEZRTEELBIMERNNERR, &
BRFAFAIEERHTHR, FMER 7 kRS NERk.

LowercaseZXTEFME 7—1’55*3}%79/]\—%?—0

2545

IUTERREMNHEELS5&8R: host, x-sdk-date
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
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x-sdk-date:20191111T093443Z

host;x-sdk-date

6. HEHFHTTPERHTTPSIEKIEX #HIbodyfA ( RequestPayload ) , {FFISHA-25604
FRHOIERFE,
B
BRBRMA . BENREZMAMELEE: HexEncode(Hash(RequestPayload)), H
PHashFRERMESMERIRE, SRISFFSHA-2568%. HexEncodeZRRLA/\
BEFBHHIRCIFERIBase-164wA3HIREL . B8N, HexEncode("m") IR[EHEST
“6d” MIAR “6D” . MANB— NFEPEHRTZATW N IHFIER
() %88

itERequestPayloadfINAZERT, X+F “RequestPayload==null” {72, BHiEERTF
FFER""KRITE.

256

ARBIAGETHZE, bodylkhz, RiIBHEIENbody ( ZFFEHE ) WITF:
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XHSEFPSEIERHITIRELIE, EiESXIRequestPayloadigFB L IERIEIEE
B, FIEFLIENIEERUVIRANE N FRFERERRT.
EiX{BRS: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FII IR RAIERIEEIER G -
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155¢0

LR 2: SIESGEFMH

MHTTPIEKIFITATEHEUSIERNIERERE, BHESEE X SaME—REnkiF
BRAFRE,
StringToSign =

Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

AP SEUREBANT o
e Algorithm

BEEIEX, }FSHA 256, EiEHSDK-HMAC-SHA256,
e RequestDateTime

I5RETEIEL . SIERIERLX-Sdk-DatefEMER, &R A
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
ZTIEFELIENITEIERK
iR BIAESRINFSFRER -

SDK-HMAC-SHA256
20191111T093443Z
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0
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LI’ 3: HREER

FEAPP secretfIEIZRIFEFFFRIENNERFRHENBAN, TEES, BTHEER
AtEERTR .

{AfCREENT

signature = HexEncode(HMAC(APP secret, string to sign))

HAHMACIEZSAEXRIGHIZE, HexEncodedgiet+7idtH . AXIBHSENHBEN
&2-1rR.

& 2-1 2HRA

SHEWR SHRE
APP secret TAEH
string to sign BIRHSEF RS

BRIRAPP secretIFWTh5tqu2Pb9ZGt8NI09XYZti2V1LTa8useKXMD8, MIit+EEZIRY
signatureg:

01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

LR 4 RINERERENERL

2.3 Java
R{EInS

FHESEE, BEeanzlAuthorizationfJHTTPEESL ., Authorization;g B2l
BEEEREELF, TEHTFEMIIE.,
AR :

Authorization headerBIZ{5%3:
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

FEIFENRE I ESAccessZRIIZAIES, {BESignedHeaders5SignatureZBIiHE
(FRESIEH-
BEERBERLA:

Authorization: SDK-HMAC-SHA256 Access=FM9RLCN*******+xxxNAX|SK, SignedHeaders=host;x-sdk-date,
Signature=01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

BRIERHERLE, BEIENMZIFEIRHTTPERAES, ERGARIXBAPINK, B
APIMKFER BTN . BAMNEBISE, ZERA S RIELFERIRSHTISZLIE,

{FF)avaiE S IAAPPINIERYAPIRT, BB ESMIRENSDK, REHEIENSENTIE,
BESEEBAPIREIEARBAPI,

ARETLAEClipse 4.5.2kRAAFINE
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2-1 BARERE
FHa
v
FEISDK
v
=]
BUIRSR4
o CIXENAPIEAREE, BEMRSIIAERNES .
o BEZXEEclipse 3.6.08kLA LIRA, WIRKZE, i5EEclipseEHMILTE .
o BE%%lava Development Kit 1.8.1115¢LA_ LIRA, fNRKLEE, iEEOracleBS
THEHRUETE . 54 x¥F)ava Development Kit 173LA_ERRAS,
$XEY SDK

EE_E%APIW%@%UE‘, &% ( APIMXFF1ER ) BY “SDK” E15, HASDKIREH T
:SDK,

$XEY “ApiGateway-java-sdk.zip” [E458, FRIERBREWIT:

BFR 5iEA

libs\ SDK{KHZE
libs\java-sdk-core-x.x.xjar | SDKE
src\com\apig\sdk\demo (ERSDKEZIERRHULH
\Main.java

src\com\apig\sdk\demo

\OkHttpDemao.java

src\com\apig\sdk\demo
\LargeFileUploadDemo.jav

a

classpath JavaIfZBcEXH
.project
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SANTE
FIB1 FTFFEclipse, FESEFZERE “File > Import”
s “Import” IIERIE,

FIE2 %R “General > Existing Projects into Workspace” , B “Next” ,

584 “Import Projects” XHEHE,
2-2 Import

& Import
Select

Create new projects from an archive file or directory,

Select an import source:

type filter text

4 (= General
JE Archive File
||}3 Existing Projects into Waorkspace

[, File System

[} Preferences
> = Git
= Gradle

[ »

m

3 - - -
@/' = Back Mext = Finish

|3 BE “Browse” , EHRHARNEEFIEERIESAISDKEER
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2-3 i%&3%¥ demo TH2
2 Import =3 EcE =<

Import Projects E_f _
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: | DtYjava©\ApiGateway-java-sdk- - Browse... l
() Select archive file: Browse...
Projects:

java-sdk-demo (D¥\java\ApiGateway-java-sdhk- I Select All

Deselect All

Refresh

i

Options

[[] Search for nested projects

[ Copy projects into workspace

[[|Hide projects that already exist in the workspace

Working sets
[[] Add project to working sets

Select...

@' Mext = Finish ] ’ Cancel

B4 BFE “Finish” , THRIRESA.

“Mainjava” J7GIES, BRIESCIRERIENSHEER . BRMURFIESEE
FAAPIZRG .

s

FETE
B FTFEclipse, ESZEHIZEE “File > New > Java Project” ,
384 “New Java Project” XHFIE.

$E2 BENX “Project name” , LA “java-sdk-demo” 7fill, HbSEIRIGFEOA, BE
“Finish” o
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B 2-4 #E T
&= New Java Project = @

Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: java-sdk-demo

Use default location

ChlUsersiwx32902 M\ workspaceljava-sdk-demo Browse...
JRE
@ Use an execution enviranment JRE: JavaSE-1.8 -
i7) Use a project specific JRE: jrel.8.0 191
(71 Use default JRE {currently jrel.8.0 191" Configure JREs...

Project layout

71 Use project folder as root for sources and class files

@ Create separate folders for sources and class files  Configure default...

Working sets
[[] Add project to working sets

Select...

@' = Back [ Mext = ] [ Finish l ’ Cancel

FIE3 S AAPI Gateway Java SDKAY “jar” X4,

1. &R “java-sdk-demo” , BAFEREIRAE, %R “Build Path > Add External
Archives” ,

2023-12-19 11
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2-5 8\ jar M4
4 |l java=dl-d '
'E g MNew 4
b o J Go Into
Open in New Window
Dpen Type Hierarchy F
Show In Alt+Shift+W ¥
Copy Ctrl+C
EZ  Copy Qualified Name
[} Paste Ctrl+V
K Delete Delete
Remove from Context Ctrl+Alt+Shift+Down
Build Path 1 v | Zm  Link Source...
Source Alt+Shift+S v | &9 MNew Source Folder...
Refactor Alt+Shift+T » 6B Use as Source Folder
i Import.. 2 s Add External Archives...
g Export.. =\ Add Libraries...
«5 Refresh FS | g Configure Build Path...
2. E$FESDKA “\libs” BRTATELL “jar” EEAINM, BE 4T -
& 2-6 34 jar STHF
=] commons-codec-1.11 jar 2019/3/15 10:23 Executable Jar File 328 KB|
|“| commaons-logging-1.2,jar 2019/3/15 10:23 Executable Jar File 61 KB |
|| httpclient-4.5.5.jar 2019/3/15 10:23 Executable Jar File 749 KB |
=] httpcore-4.4.9.jar 2019/3/15 10:23 Executable Jar File 318 KB |
|| java-sdk-core-3.0.9,jar 2019/3/15 10:23 Executable Jar File 101 KB |
|4 joda-time-2.9.9.jar 2019/3/15 10:23 Executable Jar File 620 KB |
|&] okhttp-3.11.0.jar 2019/3/15 10:23 Executable Jar File 404 KB |
|| okio-1.15.0,jar 2019/3/15 10:23 Executable Jar File 87 KB |
T4 FhEE “Package” K& “Main” Xi&,
1. &R “src” , BEBERGHE, 15F “New > Package” .
2-7 #f## Package
4 [ java-sdk-demo
£, - .
o 1 [ e i
4 B, R Open in New Window wil | FrEEEs
bfme Open Type Hierarchy F4 ||@F Package 2
bl Show In Alt+Shift+W » | Gi  Class
[ (o
.- Copy CrlsC €& Interface
w51 B Conw Nualified Name @ e
2. 7 “Name” g\ “com.apig.sdk.demo” .
2023-12-19 12
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2-8 iR & Package HIZFR
& Mew Java Package — @

Java Package
Create a new Java package.

Creates folders corresponding to packages.

Source folder: java-sdk-demojfsrc

Mame: com.apig.sdk.demo

[| Create package-infojava

® Einish l ’ Cancel

3. B “Finish” .
Fehk “Package” HIBIE
4. % “com.apig.sdk.demo” , BEEIRGAE, &R “New > Class” .

2-9 ¥%E Class
4 [ java-sdk-demo

4 (B src
., m {JEEE 1 b | 2% Java Project
4 @) Refe Open in New Window w | TR
¢ o g Open Type Hierarchy F4 |§ Package
> 099 Showln Alt+Shift+W » 9
> o8 h - & Interface
. s b 5] Copy Ctrl+C
y ,;g, it B2 Copy Qualified Mame & Enum .
» jms i [ Paste Ctrl+V 2 |LEE e
5. 7£ “Name” ggi\ “Main” , @ik “public static void main(String[]
args)” .

2023-12-19 13
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APl 3%

PAYSEi-1E7]
2-10 ig & Class IECE

= New Java Class

5]l

]

Java Class =
Create a new Java class.
Source folder: Java-sdk-demo/src
com.apig.sdk.demo
Browse...

Package:

[[]Enclosing type:

Modifiers: @ public (") package private protected
[] abstract [ final static
Superclass: java.lang.Object
Interfaces: Add...
Eemove
Which method stubs would you like to create?
| [lipublic static void main(String[] args);
[7] Constructors from superclass
[¥] Inherited abstract methods
Do you want to add comments? (Configure templates and default value here
|:| Generate comments
[ Cancel

l

Finish

@

6. B “Finish” .
SRk “Main” SHRIBIEE,

SIS TR TiztliEfE, REEREMNT.

14
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2-11 FETE Main B RES
4 [ java-sdk-demo

4 BB src
4 f# com.apig.sdk.demo
[ 1] Main.javai|
» B JRE System Library [JavaSE-1.8]

4 ®), Referenced Lll::nrarles

» s commons-codec-1.11 ar - )

o

on  commons-logging-1.2jar -|0

I

o httpclient-4.5.5,jar - D:\javalAp
o Pitpcore-4.4.9.jar - O

o

Sjavaifpi

» jmo Java-sdk-core-3.0.9,jar - 0:]jav
» (mn joda-time-2.9.9.jar - D:\javd\Ar
> s okhttp-3.11.0,jar - D\java'4pit

[y s

oo

I

s okio-1.15.0jar - D\ java\Ap

“Mainjava” FAEMER, BIRELFEREE FORMAPIREIMAFRRICE.
-

EF API 7=:{5I
(10 488

. W*%ﬁ SHEIABIEZ— AP, TLUEEMockiER,, HARRRE L., BIER&HAPIRIE
EES ( APINXFEPIER ) .

o RBIAPIEIRAFTAERIHTTPERSS, LEImIREI—1 “200” MRS “Congratulations,
sdk demo is running” JEE1R,

F£1 £ “Mainjava” FIIANLATSIA.

import java.io.lOException;
import javax.net.ssl.SSLContext;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.conn.ssl.AllowAllHostnameVerifier;
import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContexts;

import org.apache.http.conn.ssl.TrustSelfSignedStrategy;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

import com.cloud.apigateway.sdk.utils.Client;
import com.cloud.apigateway.sdk.utils.Request;

L2 BlFErequest, IEPFZRINN TS,
o AppKey: BIHIMIERTERIAE . RIBELIFERIES, RECIEER
“4f5f***100c” {ESHEGI .

o AppSecret: BISANERMEEHRE. RBLIRERES, REULTER -
IRERI

2023-12-19 15
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e Method: BERIGIES . IRIBAPILIRERIES, REMLASER “POST” {Ej0tE
B,

o url: BRMurl, ABEQueryStringMfragmentdBs . &2 &0 1BERYBERTE
2, BECHPERIRIINE . EMLASER “http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/java-sdk” {ERHEHI

e queryString: urliEHSHAIERS, RIBAPISIIRESIES . IFAIFRIEN[0-9a-
ZA-Z.[;[I\-=~#%&_+: "], RBIKEREER “name=value” {ES1EHI,

o header: BKRAYLL, BIBAPILIRERIRS . RAIIBER “Content-
Type:text/plain” {EJ9#E6I . ANERAPIAZZEIERELEASEIRERT, FEEIMNBEENX
HIMEZFIR, ~BEMLIEBER “x-stage:publish_env_name” {EJ9t£6I,

e body: BERAIEN . RIBAPILIREREBES, REUCIBER “demo” fERHEAI,

FEAIRRRINT
Request request = new Request();
try
{

request.setKey("45F***100c"); [/ R FARTEE!

request.setSecret(" **); //8lE N FARF{S |

request.setMethod (" POST");

request.setUrl(" http.//c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/java-
sdk'");

//urlitbhit

request.addQueryStringParam("name", "value");

request.addHeader (" Content-Type", "text/plain");

//request.addHeader ("x-stage", "publish_env_name"); |/ [ANRAPI & EIJERELEASEIREE, EEENE

E N HIREZ IR

request.setBody("demo");
} catch (Exception e)
{
e.printStackTrace();
return;
}
FI3 EKFTEZ . THIEIAPIFHTENER:

BEHIRBAN T :
CloseableHttpClient client = null;
try
{

HttpRequestBase signedRequest = Client.sign(request);

client = HttpClients.custom().build();
HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{
System.out.println(h.getName() + ":" + h.getValue());
}
HttpEntity resEntity = response.getEntity();
if (resEntity != null)
{
System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));

}

} catch (Exception e)

{
e.printStackTrace();
} finally

{
try

if (client != null)

2023-12-19
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client.close();

} catch (IOException e)
e.printStackTrace();
1= Ry I P ” E34— s “ . . ” N—y— =
L4 % “Mainjava” , BERIRGHEE, & “Run As > Java Application” , iZ17T%E
SIS = 1
AHACES o
= \—y—= o=/
2-12 BT TR
4 [ java-sdk-demo ; Pl REL e s e S ey
> @ JRE System Library [jre1.8.0_191] 4 //Import the external dependencies.
4 (B src 5_ . . . .
. I‘B com.apig.sdk.demo @246.-# import java.io.IOException;[]
> ] LargeFileUploadDema.java 25 public class Main {
> m M =
ol New ¥ main(String[] args) {
g m request.
> @, Referenc Open F3 = new Request();
> = libs Open With »
= ch | . equest parameters.
=l changelg Open Type Hierarchy F4  bpsecrect, Method and Url are required
chow In Alt+Shifis W » ey ("071Fe245-9cF6-4d75-822d-c29945a1e0
secret("c6e52419-227@8-4ch3-8bd4-ae7fdde
B |Icopy Cirlec  Method("GET");
B . Url("https://30@30113-3657-4fh6-a7ef-98
E5 Copy Qualified Name QueryStringParam("name”, "value");
“  Paste Cirl+v  [eader("Content-Type"”, "text/plain”);
. published in other gnvs(except for Rel
R Delete Delete  ligneader) "x-stage”, "publish_env_name")
, . gody ( “demo™);
Remove from Context Crl+Alt+Shift+ Down [0 e) {
Build Path » KTrace();
Source Alt+Shift+5 »
Refactor Alt+Shift+T »
ient client = null;
g Import.
s E request.
g Export. Base signedRequest = Client.sign(reques
h : signedRequest.getAllHeaders()) {
References ’ put.println(h.getName() + ":" + h.getva
Declarations 3
orintln{"------------ BH
" Refresh F5 request.
- - sslContext = SSiCentexts.custon().leadT
Gesgm Weriing) $2E= pnsocketFactory sslSocketFactory = new .
3 1 Java Application Alt+Shift+X, J
ek i Run Configurations...
Validasn
1= “ ” st s —r—
W5 1£ “Console” W, BHIZITER.
2023-12-19 17
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2.4 Go
BEim=

2-13 AR INERIREEE

'*| Problems |5\ Declaration B Conscle 2

=terminated= Main [Java Application] C:\Program Files\Javaijrel.8.0_191\bin\javaw.exe

HTTP/1.1

Date:Tue, 19 Mar 2019 @8:38:28 GMT
Content-Type:application/json
Transfer-Encoding:chunked
Connection:keep-alive

Server:api-gateway
X-Request-Id:844732a996756668d8d312ea362c9ea4)]
Access-Control-Allow-Origin:®

knngratulatians, sdk demo is runningl

-

{EFAGOIESIEEAPPIAIERIAPIRT, FEESIRENSDK, REFETRR, RESEEH
APIRBEFAPI

AEZBH L Intelli) IDEA 2022.2.1BRASFBIN4E

o CEIENAPIRNERGEER, BASIANERINESR.

o EREGoRER1.14TLLEIRA, MNRKLEE, EEGOEH FERMHE M.

o BZEIntelli) IDEA 2022.2.18¢LA ERRA, WRFK L%, i5ZEIntelli) IDEAES R
UETRE

o EfEintell) IDEAFLEEGolEY, MRKLE, BIZRBE2-14FTR%E=.

2023-12-19
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2-14 L% Go 4

Plugins

g
q Go Template
<2

GoToTabs
GoogleTranslation
GoYacc Support

google-java-format

Plugins

> Version Control

v Build, Execution, Deployment 2 Godot Theme

?

¥KEY SDK

EEEAPIWS'E??%UE‘, 2% ( APIRXFIFIER ) B9 “SDK” EF5, HASDKREH T

(SDK,

SKEX “ ApiGateway-go-sdk.zip” X468, MRIEEEREHEWT:

2R kA

core\escape.go SDK{tHES

core\signer.go

demo.go AN IR
W T2

£I81 $TFFIntelli) IDEA, %EIRZEE “File > New > Project” ,

38 “New Project” XHEHE, “Name” IHEESDKEMBEERHTAIEIR,
“Location” HEIZMHEAMEIRR, “Language” EIF “Go” , B
“Create” ,

2023-12-19 19
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2-15 Go

Add sample code

Create

$2 e TiztlEfR, BREWUT.

2-16 #FETFE go B R

ace.Xm |
core

H escape.go

license-datastream-aws

.
license-go

ﬂ demao Qo

ches and Consoles

“demo.go” JRBIES, IBRIESEIMERIENSHEER . BAMUBIRIBEESERE

FAAPIRABI,

R
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WEAFR API =<5

SER1

SER2

I3

FEI#EHP3Z| \sdk (signergo)

import "apig-sdk/go/core"

&R —NETRYSIgner, BINAppKeyF1AppSecret,
s := core.Signer{
Key: 0s.Getenv("CLOUD_SDK_AK"),
Secret: 0s.Getenv("CLOUD_SDK_SK"),
}
&R —NFTHYRequest, IEEHE . FHiESR. BKurl. queryfbody,

r, _ = http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

SBiEKiRIx-stagesk, ABANRE .. WBFE, FIIFESARIEMLE.

r.Header.Add("x-stage", "RELEASE")

HITER, HITIHRHSEE R RINATFERZRIX-Sdk-DateskF1Authorizationsk .
s.Sign(r)

IBIEAPI, BEIAIIER.

resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

.

2.5 Python

Brn=

HIR SR

{EFPythoniESEFIAPPINIERIAPIRY, BFRESTIRENSDK, REHETRE, &ES%E
EFAPIBIEFAPI o

AELIntelli) IDEA 2018.3 5kRASFFINE o

o CERENAPIRSEREE, BAESIIAERIES

o EZRHEPythonZ#EE2.7.95k3 XA, MEFRLE, {EEPython TS FHIRE F
o
PythonZZ#E55RfE, fE£cmd/shellBO{ERpipZi= “requests” &,

pip install requests

(11 588
NRpipZicrequestsiBENEREIR, 15 FEFEMAPythonTILIHE, Fpip, AEHB
WITUA Ea &

e BZ%EIntell) IDEA 2018.3.55kLA LhRA, WNRFKZE, iEZEIntelli) IDEAEHN
TR
e Bffintell) IDEAFRZEEPythontfilt, WNRAKLZE, BIRIBE2-17TFREE,
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2-17 %k Python 1&H&

Settings
Qr Plugins Marketplace| 2

Appearance & Behavior

pren ] 3

Keymap
. Search Results (41)
Editor
BEEDEE ey
Version Control e mem—

Build, Execution, Deployment The Python plug-in provides
Languages & Frameworks smart editing for Python
SC ne reature set ol il‘E

Tools

Live Coding in Python

Code tools
Lets you run your Python
code as you type it. Displays
variable values, matplotlib, or

¥REX SDK

Installed Updates o

MicroPython

Framework integration
Support for MicroPython
devices in Intelli) IDEA and
PyCharm. Features: Code

python-typing-adder

Code toals
README Using intellij to infer
Python typing and add type

comments us

Cancel

IFERAPIMXIZHIG, &% (APIRNXAFIER ) B “SDK” &5, HASDKREFH T

#SDK,

$XEX “ ApiGateway-python-sdk.zip” =48, ERBESFEMWT:

BR il

apig_sdk\__init__.py SDK{LAS

apig_sdk\signer.py

BN (e

main.py

backend_signature.py EinEaREIREE

licenses\license-requests

FE=Flicense3X {4

2T

FIB1 FTFFIDEA, EIFZEE “File > New > Project” o

s “New Project” XHiEHE, &8 “Python” , B “Next” ,

2023-12-19

22



API 3
FAigr

2 {EF8 APP IAIIEE R API

2-18 Python

Mew Project

Maven

Gradle

& Groovy
Grails
Application Forge

= Go

o

Go Maodules (vga)
® Dep

‘s App Engine

Static Web
E Flash

Project SDK: | [ Python 3.7.2 (D:\570%p

Additional Libraries and Framewarks:
CJEf Diango

O Google App Engine (Python)
(]2 SOL Support

Template language:

Templates folder: templates
& Python

K Kotlin

& Empty Project

Application name:

Enable Django admin

2

Cancel Help

$|2 BRBE “Next” , BHLITXHEE. BE “..7 , ERBIXNIEERIREREER

SDKE&{Z, B& “Finish”

2-19 iEIFMEESHY SDK &2

Mew Praoject

Project name: | py‘thonl

Project location: | D:\java\python

b More Settings

Previous

Cancel Help

2023-12-19
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H$I]R3 TRIiRCIEE, BREWUT.

2-20 #riET 12 python ERE

v python
b idea
v ApiGateway-python-sdk-
v apig_sdk
_init__py
signer.py
» licenses
main.py

test_signer.py
m Python.iml

“maigljpy” ATBIURES, BRIELIRERIENSHIEER . BMUBRIBIESEER
API7=A1

R

A API 7=l
TB1 TIEY5| Aapig_sdk,

from apig_sdk import signer
import requests

HIR2 Epi— 1 #FhYSigner, IEENAppKeyFlAppSecret,

sig = signer.Signer()
Sngey = "4f5F**100C"
sig.Secret = "R

B3 &ER— 1 RequestiIR, IBEHSER. BKuri. headerflbody,

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?a=1",
{"x-stage": "RELEASE"},

"body")
T4 HITER, HTHRHSEERSHPRINATEZEIX-Sdk-DateskF1Authorization
(RERL

X-Sdk-Date2— MU ME 5B BB KREELESH .
sig.Sign(r)

£S5 IHITAPI, EFIHITER.

resp = requests.request(r.method, r.scheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)

TR
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2.6 C#
BREa=
{(EFCHESARAPPINIERIAPIEY, FEZESEIRENSDK, PAIRFIHSDKEHRTIEX
%, RESEAPIERTREIERAP,
AR
o EREAPINARER, BEARSILAERIES.
e %% Visual Studio 2019 version 16.8.48¢LA LARA, tNERKZ%E, BZEVisual
Studio B MG &
¥KEX SDK
IBERAPINKIZHS, 2% (APINXAF{ER ) B “SDK” Y5, HASDKREHT
#SDK,
$XEY “ ApiGateway-csharp-sdk.zip” X468, BESEFREMRWNT:
2 5iRH
apigateway-signature SDK{HS
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BEBRTGUCH
backend-signature\ [RimsZnE T
csharp.sln TN
licenses\license- FE=ZlicenseX {4
referencesource
FIRIEE

B API ;{51
ST

WHESDKEAHAY “csharpsin” 24, FTHIE. TEPEEWT3NIA:

e apigateway-signature: SCMEZELXRIHEZZE, ATHF Net Framework5.Net
CorelfiH,

e backend-signature: [FikIREZEZRA,

o sdk-request: BEREZRIEMRTS, BRIELIRERIENSHGER . BT
iRAFIESEEAAPIRA .

EIZEP5| Asdk,

2023-12-19
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S$IR3

using APIGATEWAY_SDK;

S — 1 #RRYSigner, IEANAppKeyFlAppSecret,

Signer signer = new Signer();
signer.Key = "4f5f**6700c";
signer.Secret = " e

4 R— MHttpRequestXIHR, IEEHSIESR . iBKurlfIbody
HttpRequest r = new HttpRequest("POST",
new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?
query=value"));
rbody = "{\"a\":1}";

LLIEKIRNx-stagesk, RBEANRE . BFE, FIIFESZAIEMLE.

r.headers.Add("x-stage", "RELEASE");

HITER, HITHRESER—1 #Fa9HttpWebRequest, HEIERSHPRINBTFTE
BZRIX-Sdk-DatesLFNAuthorizationsk,
HttpWebRequest req = signer.Sign(r);

ILIEIAPI, BRILIEER,

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

-

2.7 JavaScript

BFim=

HERRIER

{EF)avaScriptiESiRAAPPINIERIAPIRT, EEHLIKENSDK, AGRHETLRE, &2
ZAPIRRERBIERAPI,
JavaScript SDKZ#Node.js. NIISEEEIZITINE

FFFHEIFERZRE, AZTHLntelli) IDEA 2018.3 54, #Z#Node jsIAEHHI,
e RIRMACRIRBIREA .

o CIHNAPIEARAGEE, BEASILIAFENES .

o EX%ENodejsTiH15.10.08 LA LARA, MNERKZEE, 15ENodejsES FEHRE
T,

e EX%EIntelli) IDEA 2018.3.58 LA LRRA, WNERFKZE, B5=EIntelli) IDEAEEM
hTE .

e EffIntell) IDEARZZENodeSIREY, WRKXRTE, BIZEE2-21RTE,
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2-21 Z2%E NodelS ¥4

Settings
Qr
Appearance & Behavior
Keymap
Editor

Version Control
Build, Execution, Deployment
Languages & Frameworks

Tools

¥KEX SDK

Plugins

ofr] 3

Search Results (6)

NodeJs
JavaSeript
Support for Node.js projects.
Run Node.js
ns from the IDE

LiveEdit
Web

With Live Edit you can see the

changes you made in your
HTML and CSS files
C+=H 07, 2018 +

Marketplace 2 Installed

3.9M 1rd

Updates o

Node.js Remote Interpreter
Network

Run and debug Node,js

applications in the remote

environm ch as Docker

Beame Insta-ssl plugin
Network

Beame.io Jetbrains plugin

provides

PS tunnel for exposing

017 25K

IFERAPIRXIZHIG, &% (APIRNXAFTER ) B “SDK” &1, HASDKREFH T

#SDK,

SXEY “ ApiGateway-javascript-sdk.zip” [E486, SBESEFZEMRWNT:

=

ol

signer.js

SDKIES

node_demao.js

Nodejsi~fFI{tHS

demo.html

SRR BICES

demo_require.html

NEE2ERBMCHS (ERrequireilZE )

test.js

g nzEL

js\hmac-sha256.js

(63U

licenses\license-crypto-js

FE=FFlicense3{4

licenses\license-node

BIETE
$B1 FTFFIntell) IDEA, EIRE

“File > New > Project” ,

s “New Project” XHiEHE, 1%E#F “Static Web” , BBy “Next” ,

2023-12-19
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2-22 Static Web
MNew Project

Gradle

& Groowvy
Grails

Application Forge
o Go
% Go Modules (vgo)
F Dep
s App Engine

(=] MNodejs and NPM
E Flash

K kotlin
7 Python

= Empty Project

=5

El HTMLS Boilerplate
&> React App

B Foundation

B | Bootstrap

@ Angular)s

Y Angular CLI

& React Native

Web modules are used for developing Web applications using
technelogies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Il Cancel Help

$B|2 BE 7, EREAHEERIEEMEERRISDKERR, 2dE “Finish” .

2-23 EIREREfT JavaScript Y SDK 1812

MNew Project

Project name: | JavaScript

Project location: | D:\java'JavaScript

b Maore Settings

£]3 T TiRCEE, BRE

Previous Cancel Help

BT
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2-24 $HEETF2 JavaScript FIE R
w [ JavaScript
» idea
w ApiGateway-javascript-sdk-2.0.0
> IE
> licenses
i dema.html
i demao_require.html
5= node_demojs
1 package-lock.jsan
5 signer.js
i tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

e node_demojs: Nodejs~fl{HE, IBRIFSLIRERIENSEHEER . BMUER5R

BRiE=&iEFAPI ( Node.js ) =,

e demohtml: NLEERROULES, BIRIELIMERIZNSEEER . BAEAIRRA

IESZAMAPI (XE553E) =61,

$¥84 B “Edit Configurations” , 38 “Run/Debug Configurations” IHEHE,

2-25 Click Edit Configurations

B A L mine] b 20 G

Edit Configurations...

H save 'main’ Configuration

rain

H$UB5 BT ‘47, &R “Nodejs” o
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2-26 1%&#F Node js

Run/Debug Configurations

1 - = & w

Add Mew Configuration

—
2 Gruntjs
¥ Gulpjs

JAR Application
[ JavaScript Debug
ﬁ Jest
A JUnit
i Jupyter Notebook
K Kotlin
K Kotlin script
1) Lettuce

Maven

© Mocha

15} Modeunit

L6 “JavaScript file” 1% “node_demo.js” , B “OK”

2-27 i#%4% node_demo.js

Run/Debug Configurations

+ — B F w Name: | node_demo.js
v [ Nodejs X . . .
- - Configuration Browser / Live Edit V8 Profiling
Cerfgusien_
> Python Node interpreter: Project node (DAE{H\node.exe)

> F Templates
Node parameters:

, STTRECE

B35

[]Share []Allow parallel run

10.15.3 ~ || =

Waorking directory: D:\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node dema,js

Application parameters:

Environment variables:

R

@AF API ( Node.js ) 7=f5l
$B1 ETIEFS| Asignerjs,

var signer = require('./signer’)
var http = require('http')
$£I2  Epi— 1 N#FhYSigner, IEENAppKeyFlAppSecret,

var sig = new signer.Signer()
Sig.KEy = "Af5f ***00c"
sig.Secret = "R

$IE3 HER—RequestIR, IEESIEZ. iBKuriflbody.
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var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
rbody = '{"a":1}

LEIEKIRNNx-stagesk, ABNAMER . NEFE, MMIFTESZHVE MK

rheaders = { "x-stage":"RELEASE" }

HITER, WITIHHRESEMIERSEH, BT eIEtp(s)iEX, BRSHPIRINTH
FELZRIX-Sdk-DateskFAuthorizationsk .

var opts = sig.Sign(r)

IBIaIAPI, égwﬁ@#% WNER(EAhttpsifial, NS “http.request” XA
“https.request”

var req=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data"”, function(chunk){
console.log(chunk.toString())
b))
)
reg.on("error",function(err){
console.log(errmessage)
)

req.write(r.body)
reg.end()

-

AR API (I5E28 ) 21

LR

$ER2

EARNISERIAIAAPI, FECIESTIFOPTIONSHERIAPI, BIREEES N ( APIRX
P8R ) 19 “FREiEAE 7 SHEIZO0PTIONSHAIAPI, BiREILFHE

“ Access-Control-Allow-*” #8kifafEHIskis, ATECIZRAPIASIEE FFECORSEKIRIN
XL i5

Ehtmlh5 | Nsigner.js B A& .

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

HITERF0AE,

var sig = new signer.Signer()
sig.Key = "4f5f****100c"
sig.Secret = " xR
var r= new signer.HttpRequest()
r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
rmethod = "POST"
ruri = "/app1"
r.body ='{"a":1}'
rquery = { "a" "p2" }
r.headers = { "Content-Type":
var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: req.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html('200')
$('#recv').html(data)
%

error: function (resp) {

application/json" }

2023-12-19

31



API 3
FAigr

2 {EF8 APP IAIIEE R API

2.8 PHP
Brn=

if (resp.readyState === 4) {
$('#status').html(resp.status)
$(‘#recv').html(resp.responseText)

}else {
$(‘#status').html(resp.state())

}

timeout: 1000
b

R

{EFPHPIESARAPPINIERIAPIRT, IRFFZSTIRENSDK, ARETIE, RESEAP
B BIERAPL

AREF L LIntelli) IDEA 2018.3 5KRAFFINEE

o CHEAPINERGEE, BASIANTERINES.

o BE%L¥EIntell) IDEA 2018358 LA EARA, WNRFKZE, i5EIntelli) IDEAES M
UETRE

o BEREPHPLILEB.0.35LALIRA, MRKLZE, BEPHPES FEIE i,

o BPHPZLERZRHHY “php.ini-production” XHEHIF “C\windows” , K&ZH
“php.ini” , HEMEFEINNTAS.
extension_dir = "phpZL2ER F/ext"

extension=openssl
extension=curl

e EffIntell) IDEARRLEEPHPIGEM, MNRKZE, 15IXIRE2-28FRE%E,

2-28 %% PHP &4

Bl sering: =
Q- Plugins Marketplace Installed Updates ]
Appearance & Behavior
- affe ] 2
Keymap
. Search Results (129)
Editor
| eugine PHP Annotations
Version Contrel I Languages Framework integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
Languages & Frameworks de::uggil‘g 3I—13L,|.*i'. Smarty, Issuelg | Donate Installation
Twig and various frameworks Ju Il and be happy
EE ¢ L2019 £1.9M %35 e 018 + 1.8
3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
Examples | Donate This plugin Donate using PayPal or
provides "Method Bitcoin This plugin adds auto
2 150.5K 5 + AK 15
(7] Cancel
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F&igEE 2 {3 APP IAIEEFE API
¥XEY SDK
gﬁimmﬂﬁua, 2% ( APIMXFAFIER ) 1Y “SDK” =15, HASDKREH T
;SDK.,
¥REX “ApiGateway-php-sdk.zip” [E4&68, MEESERELNT:
R 5iBH
signer.php SDK{HS
index.php AN e

FETE
HI81 FTFFIDEA, iEIRSEE “File > New > Project” o
3H “New Project” IHEHE, 1#E#E “PHP” , B4 “Next” .

2-29 PHP
New Project @

® Groovy @Il PHP Empty Project

Grails @ Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
% Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash
PHP

, Create empty project for PHP
K Kotlin

Python

= Empty Project

Cancel Help

$B|2 BE 7, ERHAHEERIEEMEESRISDKERE, B “Finish” .
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2-30 EEfEEST php RY SDK B812
MNew Project @

Project name: | php

Project location: | D:\java\php |

P More Settings

Previous Cancel Help
$]W3 TR TRRECREE, BREWNT,

2-31 FETIE php B REH
v Lgphp
b Jidea
v ApiGateway-php-sdk-
ahw index.php
ohe SigNer.php
m Php.iml
» |l External Libraries

Scratches and Consoles

“signer.php” ARG, BIRELFERENSHEER . BEAREIREIESERE
FAAPIZRA

.

AR AP Rfl
ST ERTIHREI Asdko

require 'signer.php’;

L2 Hpk— 1 HTRYSigner, 3EANAppKeyFlAppSecret,

$signer = new Signer();
$signer->Key = '4f5f***100c;
$signer->Secret = " A

2023-12-19 34



AP| 3

FkisE 2 {§£F3 APP IAIEVEF API
L3 Ep— P HRIRequest, EEFIES . iEKurlflbody ( bodytRYESLFRAIEEOIERIE
) o
$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?a=1");
$req->body =";

HWA BiEKRx-stagesk, AFANEE . IREFE, FINFESZAVEM L
$req->headers = array(
'x-stage' => 'RELEASE',
);
RS HTER, PITHREESER— 1 Scurl EFXEE,
$curl = $signer->Sign($req);

£I6 iHIIAPI, BEFIHIIER.

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

R

2.9 C++
BFim=

{ERC+HESEAPPINIERIAPIRT, FEESIRENSDK, SEAPIERREIERBEAPI,

IS as
EIRINAPIRSERER, BEARSIIAERES.
2. Z&opensslE,
apt-get install libssl-dev
3. ZTEcurlE,
apt-get install libcurl4-openssl-dev
¥KEX SDK
IBERAPINKIZH G, &% ( APINXFFIER ) BY “SDK” &5, HASDKREH T
#SDK,
¥KEX “ApiGateway-cpp-sdk.zip” E4EE, MEEEBEFREMUNT:
B 52ER
hasher.cpp SDK{HS
hasher.h
header.h

RequestParams.cpp

RequestParams.h

signer.cpp
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i5F API 75l
£E

pg

+1%6

BFR 15388

signer.h

Makefile Makefile3Z {4
main.cpp RIS

FEmain.cppFINIALL TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

Ep—#RYSigner, IEAAppKeyAllAppSecret.,
Signer signer("4f5f****100c", "),

HpE— 1 #HIRequestParams, IEELIER . BA. iBRuri. EiFFRFHEFbody.
RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-

a8655461897e.apigw.exampleRegion.com", "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

LiEKIRNx-stagesk, RBENNRE . MREFE, FINFEEZAVE ML,

request->addHeader("x-stage", "RELEASE");
HITER, PITLRHSEEMRIEZ LI requestTEH,

signer.createSignature(request);

{EAcurlEIBaIAPI, BEIBOER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
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}

resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());

std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return 0O;

BT izfTmakedsSiwiE, BRI Emain, HiTmainXid, BEER,
-5

210 C
BiFn=s

AR

FERGESRAREAPPINERIAPIRT, EBELIKENSDK, SEAPIFRREIEBAPI,

EIRIAPIRSERER, BEARSIIAERES

Z&opensslE .
apt-get install libssl-dev

TcurlE,

apt-get install libcurl4-openssl-dev
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¥XEX SDK

iEF3 API 7=f51

gz

FER2

S$H3

SR
F£IR5

+LR6

IFERAPIMXIEHIG, &% (APINXAFIER ) BY “SDK” &5, HASDKREFH T

ZSDK,

FREX “ApiGateway-c-sdk.zip” [E456), MREGBREHWNT:
2R 4B

signer_common.c SDK{LHES

signer_common.h

signher.c

signer.h

Makefile Makefile3Z {4
main.c AN AT

FEmain.cRIIALL TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

£ R— sig_params_tZERHITE, IHAAppKeyFAppSecret,

sig_params_t params;
sig_params_init(&params);

sig_str_t app_key = sig_str("4/5f***100c");
sig_str_t app_secret = sig_str(" *****"');
params.key = app_key;

params.secret = app_secret;

EERESR. W&, BRuri. EIEFFEbody,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;

params.payload = payload;

EiEKRiRIIx-stagesk, ABANER . IRERE, FIFESBAIEMLE
sig_headers_add(&params.headers, "x-stage", "RELEASE");

HITER, PITHRESEEMIIZZLIArequestZEH,

sig_sign(&params);

{EcurlEipIaAPI, BEIHOIGLER,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{
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}

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];
sig_snprintf(url, 1024, "http://%V%V?%\V", &params.host, &params.uri, &params.query_str);
curl_easy_setopt(curl, CURLOPT_URL, url);
struct curl_slist *chunk = NULL;
for (inti = 0; i < params.headers.len; i++) {
char header[1024];
sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);
printf("%s\n", header);
chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

//free signature params
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sig_params_free(&params);
return 0O;

}
BT izfTmakednSiRiE, BRIRIHITEmMain, HiiTmainXi4, BEER,

-

2.11 Android

BMEn=
{EFANdroidiESiEAAPPINIERIAPIRY , I&FRESTIRENSDK, AEMETRE, &E5%
AP BIERIAPI
BIRSR(
o EREAPINAREE, BASIIALERES.
e BE%i<Android Studio 4.1.28¢LA ERRA, WNRAKZE, iEEAndroid StudioE7
i 2 .
¥XEX SDK
IBERAPINKIZH G, &% ( APINXFFIER ) BY “SDK” &5, HASDKREH T
#SDK.
$XEY “ ApiGateway-android-sdk.zip” JE468, MRIEREREWWT:
B 5388
app\ L T3
gradle\ gradletBX3 14
build.gradle gradlefc &34
gradle.properties
settings.gradle
gradlew gradle wrapper¥fl{THIZAS
gradlew.bat
FIFFTE

FB1 FJFFAndroid Studio, i%&#E “File > Open” ,
e H AR NEE ISR R R FFRISDKES R .
B2 THIER, BREBUNT,

2023-12-19 40


https://developer.android.com/studio/
https://developer.android.com/studio/

2 {EF8 APP IAIIEE R API

2-32 TiZEREE

h app
b manifests
v java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
» com.test.appsignature (test)
w res
> drawable
W layout
5 Activity_main.xml
» mipmap
3 values

w (# Gradle Scripts

# build.gradle (Project: android)

# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

= proguard-rules.pro (FroGuard Rules for app)
gradle.properties (Project Properties)

#) settings.gradle (Project Settings)

_

local properties (SO Location)

R

iEFE API =451

S EAndroid TF2HAY “app/libs” BR'T, MIASDKFidEjartl. Erfjar8WsnelsE:
e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar

e joda-time-2.10.jar
EI®2 £ “build.gradle” STHFANNokhttp EERIMKES .

£ “build.gradle” 3Z{F4H) “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.14.2'”7 ,

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

3 tlfErequest, MANAppKeyFlAppSecret, FEEKZ . HiEE . iBEKuriflbody.
Request request = new Request();
try {
request.setKey("475f****700c");
request.setSecrect(" ******');
request.setMethod ("POST");
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request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.setBody("demo");

} catch (Exception e) {
e.printStackTrace();
return;
}
4 MHERFTER, Eafokhttp3.RequestXtSFiAHEAPI,

2.12 curl
S s

ARSI

iEF3 API =451

okhttp3.Request signedRequest = Client.signOkhttp(request);
OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

.

B curlasSERAPPINIERIAPIRY, SEEE S T E)avaScript SDKERcurlds S, G
¥curlin S EFIRHSITREBAPL,

EIRMAPIRSERER, BERSIIAERES.

E81 {EFRJavaScript SDK&ERKcurléas s
BERAPINXIZHIG, &% (APINXAFER ) B9 “SDK” &5, HASDKREFHT
#SDK,
EiN s 28h T Frdemo.html, TEA FEFFRo
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Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET s 30030113-3657-4fb6-a7ef-90764239b038
Headers

{"Content-Type":"application/json"}
Body

e

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b03¢
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the API from browser requires support for CORS
200
Congratulations, sdk dema is running

FIB2 BEAKey. Secret. FiEZ. BERIMY. EHZFurl, HIa0:

Key=415f***100c

Secret=***##*

Method=POST
Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com

I3 ENjsont&TLAIQueryFIHeaders, EABody,

$4 B “Send request” , &pfcurlip S, BaurliSEFIEITESIT, HITAPI,
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/" -H "X-Sdk-
Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-
€29945a1e06a, SignedHeaders=host;x-sdk-date, Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

(10 548
SDKERMIcurl@ SAFEWindow Femd£imi&sl, 1B7Egit bash FHATERMRIcurld< .
R

2023-12-19 43



AP| 3
&g 3 {8 IAM IAIEE R API

3 £ IAM TAUEEH API

3.1 Token TAUE

B’ria=

HiIE{ERTokem AIEGLAHAPIEY, FEIREVHF TokenFHEEHBAPIE G Token{HiR
BEERIERA “X-Auth-Token” skigieh,

(1] %88
BREOSWTFHEMAEADR, EoLUsRER—Fmt T AES
o Tokeni\ilF: @idTokent AIEERIERK .

e AK/SKIAIE: iEITAK ( Access Key ID ) /SK ( Secret Access Key ) ITRRIERAFTIHITES
NN

iAF API 751

1. ZKEXToken, FHREMINELE, TokenFTFEEHAMEMEOLSIL,
a. FKEYAFToken, {ERABTEIGNT:

curl -X POST https://{iam_endpoint}/v3/auth/tokens -H 'content-type: application/json' -d '{
"auth": {
"identity": {
"methods": [
"password"
1

b

"password": {

"user": {

"name": "{user namej}",
"domain": {

}

"password": "{password}'

}
%
"scope": {
"project™: {
"id": "{project _id}'
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3.2 AK/SK IAILE

{$EFAK ( Access Key ID ) . SK ( Secret Access Key ) IHEKHITES,

Lo, BHSHBESRIATRBHTEN, BRESE (R—SHIA
IEARSSAPIZE ) RISREXFIF TokeniZ O :

®  {iam_endpoint} 5% DX TN TS mIREL

®  {user namefill{password}s> 5 EIRNIERZIAMIRSSZEAVH PR FIE
5,

" {project id}NIREID, EEEEFG, BEIFEERPR, ETRAIE
hEFE “FRFEILE" , EF “WAID” .

iEKIERN A INEENMNGERSLPEERY “X-Subject-Token” AYEENJIToken

8, WTEFR:

3-1 MIR[EEERY Header H13KEY X-Subject-Token
Headers (13) Status: 201 Created Time: 1010 ms

connection — keep-alive
content-type — application/json

date -~ Mon, 05 Nov 2018 09:55:39 GM
server — Web Server
strict-transport-security —  max-age=31536000; includeSubdornains
transfer-encoding — chunked

via — proxy A

x-content-type-options —  nosniff

x-download-options — noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 8668c26b7189098243d440f7854f1cd

x-subject-token

FRIN TS EtokenZBENMETE, HEEEEIN,
export Token={X-Subject-Token}
X-Subject-TokenB[/91.a5kEXZIATtoken, &S RAIGNT:
export Token=M/IDkg*****BZQMEAgEwg

TEFEAPI, BE2EAERNESIREUTEE . B3R EMURL, HEBREELHIEM
“X-Auth-Token” , “X-Auth-Token” BYEB{E91F5KENRIToken, SEISIEIES
FRERES,

curl -X iE53K A% 1853 +URL -H "x-auth-token: SToken" -vk
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(AR

o AK: ipEJ#AID. SIABHEEAXKIME—IRAT, L% RIDAFAEILEER—EE
A, SERFITINEESR,

e SK: S5ipAZEBIDESERNER, WERHITNEES, ARRAES, FHEEREE

o

4Rk AK. SK
INRELERIIAK/SK, NATBHIULEER, HEIRERE THAIAK/SKI, XHE—R

73: credentials.csv,

WNTEPRrR, MEHBETHEFE (User Name ) , AK (Access Key Id ) , SK ( Secret
Access Key ) o

3-2 credential.csv SHERE

4 E C
1 |User Name Access Key Id Secret Access Kev
2 RN GREESETEETINEVEE. | zul TR T M 0¥ hhSzsdaCwf4
AK/SKERLEE:

1. BEFREHE.

BEIMEERRS, & MSIRPEE “HREIE” .

BE ‘EEHEER .

BF “RGHEER” , H#A “HFBIEEER” mH.
REFRMEREARIIERERZE, BE “HBE’ , THEHE, BZERE.

ok N

EpEARILNFIAPPIAIEIERE), FBAKICEAPPIAIEFRAIAppKey, SKEFRAPPIAIEA
B9AppSecret, BIRISEREZNIEK, &aJ{Flava. Go. Python. C#.
JavaScript. PHP. C++, C. Androidi#{T&Z0i5a,

ikl
3.:.2)'—“'géﬁ&%‘\zﬁﬂﬂﬂﬂ‘@'—ﬁﬁﬁqﬂﬁﬁ%ﬁﬁﬂgIﬁi, B ERKIH B SEX-Sdk-DateAYEH I
KiRZEo

APIRISK ( BDAPIEIE ) PR T HIGAEIEZUIN, ESRISIZATEHE S MK EIERAYET
B2, MREEEXTFI1598, APIRIEELEIBK.
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4 B2 BT alir B E S IAIERYEREL

Brn=

WREEEERECHNAERSXIAPIFNBIEF TIMESEN, EaLEAPIEEF G
— M EliREESIAIERILINEE . 1EER RN E E X IMEXI Bl RHITIMES
B, BFEEFEEFunctionGraphtliZ— 1P ERE, BEREEN SMRIVAEER .. R

tlE=E, FABENMNENEREREE, XFAPIRKAAIAPIHITIAIES .

AEDMBIMDBRIEREEEA— “BEMALE" , UIRHERMBEAEIRE
PRIRIEEE SN

4-1 BliR B EMNIEREE

ﬂ HIEEREE ARIC Elul=
)
[]
FIF/APP SEIAIE ECS
BHENGAIE
T 403

APPILIE

Internet

FERBENIAMEEBAPIRRZWN FER:
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4-2 BENXIAIEER API

FH&
FrR R
BIEE—NREAPI , fEhEE —— -
SONERISHERES , XIAPIF & F““"t"’“‘;;aph el
SEeRRIAPRETIAE o
E{FE%‘&&E Tl AIEEENIAIE

FAPREEREENIAE , B
%ES&MMAPIE&EM AEEAPHHER B SIAIE

AR
BESCGAMERIERERRSS . MR =AIRegion;2 B LLRERRSS, NASZHHERBESOAIE.,

BRELZ R
$I1 fEFunctionGraphFFAEEH
TmELApython2. 7iIES H6I, RELIBZEEFHEUNTRME:
o  REMRIBIZIF=MERSHEN, EXA:
- Header?fJiask&%: event["headers"]["S%(3"]
- QueryFHIIERSEL: event["queryStringParameters"]["S#&2"]
-  BEEMHBEFHYE: event["user_data"]
o RECIRENII=FMERSHSAPIMNXBESOAEFRISE S ZK U FFR:
- Headerdhfyissk2#: MMEEXIMEFSHIE IHeaderfIEH KR, H
SHEELRABERIZEIREE M IAERIAPIEHEN
QueryHHUIERSE: MWNEESXAMERSHLENQueryIBHFKR, HS
HUEEEERERZEIREESXOAERIAPIEFEN
- BEEMHRAPHIE: MNEEMMEFHAREE, ESsHETEZRIER

TESGAERTEIAN
o ERHAIRLEEFREXTFIM, BRHTEINTER:

{
"statusCode":200,

"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

Hep, body=FEREIABNFFAFHEI, jsonfFieZfE:
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"status": "allow/deny",
"context": {
"user": "abc"

}

“status” FERAMIE, ATFRRBIANESER ., R “allow” 5% “deny”

“allow” F¥RINIERIN, “deny” FRIAELK .

“context” FERAFGE, STIFFIFRLEREN, BEFITISONTREL

contextPHIHIE NIEEENNZFE, INEESSEAESE PRSI ZIAPIRY
*RiHSH+T, HfcontexthHISHIMERFSHI U NTE—H, B
XHANE, contextPRISHBHRURNRELFBFL, TIFEXANEF
8. H=F. TYHEM+dE, BRKEA ~ 329=F/,

BIRIAIE@EIS S, contextdAYuserfid{Eabcit gt IR iRIRSS Header{\ &R

test2#H,
HeaderAf9iEk&HE 1B RH6:

-*- coding:utf-8 -*-
import json
def handler(event, context):
if event["headers"].get("test")=="abc":
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}

else:
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)

QueryRRIERSEE X BB THAI:

-*- coding:utf-8 -*-
import json
def handler(event, context):

if event["queryStringParameters"].get("test")=="abc"

resp = {
'statusCode": 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
)
}
else:
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"deny",
)
}

return json.dumps(resp)

PP EERE X ACHRRE:
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-*- coding:utf-8 -*-
import json
def handler(event, context):
if event.get("user_data")=='abc":
resp = {
'statusCode': 200,
'body json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}
else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)

S22 MR, ELAEM “ SRR EF'
SIESURRFIRER, 2 Wik’

WATEERA AT B, R
B TREFEHANAPIMNXFE EIERIREESOAIE,

]

{"statusCode": 200, "body™: "{\"status\": \"deny\"}"}

WiTHEE
&XID: 5b47be7d-4683-45fe-853f-53faff0070b4 EEREF: 128 MB
hiTEHS:  3.689ms IInEARE:  48777TMB
W=t 100ms

B

2019-89-06 10:42:10.883+08:00 Start invoke request '5b47be7d-4683-45fe-853f-53faffee7ebsd”,
2019-89-06 10:42:18.887+408:00 Finish invoke regquest 'Sb47be7d-4683-45fe-853f-53faffeezeba’,

9ms, billing duration: 1@@ms, memory used: 48.777MB.

e
[REER(E

EBESAIEF E%@Uﬁ%ﬁﬁﬁﬂzﬁﬁiﬁ”ﬁEz’E)‘ii)\iftE’JFunction API,
W (APIMXFFER ) B “EIZBE

‘EEA
1% /

APIRIX e RIREESXIAIE, BiAiRS
SOANE” &75,

version:

%1% “apig-event-template” , {RIELFRIE

latest
duration: 3.68

T_J/ lu\ﬁﬁ%gl_)\

2023-12-19

50



APl %
PAYSEi-1E7] 5 ST EiREEMIAMERIREL

5 BIERATEinBEMIAERIREL

Brn=

MREFEER—FMANENSRHEZS N ARRRIIMBANERSE, LT EiRIRSAIR
P, EALUBEAPINXFNERBEESIAELIILINEE . EFERERBESIAENG
ImiE R TINIEENGET, SFEEETEFunctionGraphBEZE—NRE, BITREE ISR
BHPANIEER . REEABRENIMERGIRERE, FAPIRKXFAIAPIHITIAERN o

5-1 RiRBEANEREE

JalRiRS
ﬂ E HEEREER
BRFIAPP ECS

T

403

Internet

FERABEXAEERBAPIRRIEN T EFR:
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5-2 (FHBESIAIEER API

Frig

Bl — AP, EAEE
MGAEREImREREL | XIAPIF

f£ “FunctionGraph™ hfl
T3ES

EhAPEETIME
SURREOANE TSR AR NAE

FHAPRREREEMIAL . B

T YA AP T BIEEAPIHAERBENIAIE
73

e}
(RERLY::

BESCNERIRERSS . WIRZRIRegioniRHA _LEREIRSS, NWASHFERBESGAIE.

BMELR
$I1 7EFunctionGraphHFF A EH
TmELApython2. 7561, RERBEEHEN TEME:

o FEMBRIFEEEMMIAFEE, BErtSt9: event["user_data"].

o RECIBIRENRNIEREHSAPIMNKXBESGAETRISHA R HEERSH TR
B E X BREIEY RAPINXBE SGAMEFRBREE, SHEEECIZAPIK
FKEEONERBA, BREERARE, EILBTEE.

o ERHAIREEFREXTFIM, BRHTEINTER:

{

"statusCode":200,
"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

-

i, body=FERRIABHFFFEHRIEIL, jsonf#iBZE/9:

|

"status": "allow/deny",
"context": {
"user": "abc"
}
}

- “status” FEAME, BFRBAMEER., R “allow” 5% “deny” ,
“allow” FRRINIERTN, “deny” FRIANELM,
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SER2

[REER(F

- “context” FERATIE, XIFFHHRERBEEY, BERZFFISONTRE
#4H,

context IR ATBEEXNZFER, INBEEISREIAESEILSIRIAPIK
XEiRsHF, HEfcontextPHISHERERZASHIMUN=E—H, B
XA KNS, contextFHSHBFRBAARENFBIFL, IFEXKNEF
8. #HF. TUEIFLEL, BRER ~ 3290F/,

BimAIE&IZfE, contextAJuserfY{EabcEtZlfFiniR35Header{(UERY
test2HH, HEEEIBEAPINNGIRES

PP EERE XA

# -*- coding:utf-8 -*-

import json

import base64

def handler(event, context):
exampleuserdata=base64.b64encode(event["user_data"])
resp = {

'statusCode': 200,

'body": json.dumps({
"status":"allow",
"context":{

"user":exampleuserdata
}
b
}

return json.dumps(resp)

WX . AHEM “FHER” iR “=akR” , IEA:

REEREREEREFNSNER, 25 WL’ .
HATEERS “pIh” BY, RRALIN .
ETREFEHNAPINXFE IR FIREESOAIE,

[Eifadizde]

{"body": "{\"status\": Vallow\", \"context\": {\"token\": \"MTIz\"}}", "statusCode": 200}

niTE=E
B=xKID: e9cfdf07-2a2e-4da7-a571-8he39e7892ea ESNF: 128 MB
HiTEHS:  1.532ms IIREARE: 46215 MB

drEEtts: 100 ms

:02.336+08:8@ Start invoke request 'e9cfdf@7-2a2e-4da7-a571-8be39e7892ea’, version: latest
02.338+4088:00 Finish invoke request 'edcfdfé7-2a2e-4da7-a571-8be39e7892ea’, duration: 1.53
5, memory used: 46.215MB.

EEENERERBIESR AT RiRBEEXIAIERIFunction APl, T—ZEFEHA
APIRK IR FIREESOAIE, BIARIEESI ( APINXEFISRE ) B9 “eIZ8E
SOAIE” &75,
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M fEinfRSSHITER

6.1 EZENHER

KSR ERER:

TEAPIGELAi=HIBIERR “APIEIE > APITRRES > RIRETE” , REESZHSHENE
BETUHE, F “HRIERE" XigEEKeyfSecret,

6.2 Java
B2
{FRlavailE SiH I TRIRIRSZ AT, BEELIRESDK, RAEENIRE, &HESER
KEhEARIRREEZEE—H.
ARE L AIntelli) IDEA 2018.3.55RAHBINE
BIRSH
o ETFEAPIMXIZHIBRIREZEE, HYIEAP, BRiE2N ( APINXHFIER )
1Y “EBEPRIRE" ED,
o EFRENEZZARKeyFSecret, 1BHENEZBNESRIKEL
o HANAPIMXIZHIG, &% (APINXAFIER ) A9 “SDK” &5, HASDKRREFHF
T&SDK,
o EZ%EIntelli) IDEA 2018.3.58¢LAEMRA, HIRAKZE, BEIntelli) IDEAESR
i/l =
e BZZ%Java Development Kit 1.8.11185LA ERAS, SNRFKZEE, EEOracleBES
THRE . B4 ava Development Kit 178U LR,
=Y NI
$£B1 $TFIntelli) IDEA, TESZEEHZEIR “File > New > Project from Existing Sources” , i%
RRIEER “ apigateway-backend-signature-demo\pom.xml” 324, B “OK” ,
2023-12-19 54
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APl %

F i 6 MEIRARSZHITER
6-1 Select File or Directory to Import
Select File or Directory to Import >
Select directory with existing sources,
Eclipse project (.project] or classpath [.classpath] file,
Maven project file (pom.xml),
Bnd/Bndtools workspace (workspace/cnf),
Gradle build script (*.gradle],
Flash Builder project file (project, *.fxp, *.fupl).
f O 0 X G Hide path
LpiGateway-sdk\apigateway-backend-signature-demo\pom.aml | &
> ApiGateway-android-sdl-1.0.0
v apigateway-backend-signature-demo
> Jidea
> libs
> SFC
Cirag and drop a file into the space above to quickly locate it in the tree
o
HIR2 (RIFBIAIRE, 3F “Next > Next > Next > Next > Finish” , SR TIESAN.
£33 TAMMavennE, WE “compile” HITHIF.
6-2 fHi¥ LI
Maven g —|=
- o
S R i+ m i ® = Fs
o
» |, backend-signature
v [z Lifecycle =
13 clean %
% validate :
2 =
1 test 1 z
14 package <
3
18 verify
1% install "
1 site E
1% deploy %
» [gPlugins ;:
» [iiDependencies o
IR[E] “BUILD SUCCESS” , FRIRIFEMII-
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S ﬁ Al A LS
FRiER 6 X fEiRARSSHITE S
Run: backend-signature [compile]
> [I1F0]
[INFO] --- maven-resources—plugin:3.1. 0 resowrces (default-resources) @ backend-signature ——-

[INFO] Using ' UTF-8' encoding to copy filtered resources.
[IVFO] Cepying 1 resource

I 4l

[INFO] Copying O resource

[I1FO]

[INFO] --- maven—compiler-plugin:3. 8 0:compile (default-compile) @ backend-signature ——-
[IVFO] Nothing to compile - all classes are up to date

[I1F0]
[I1FO]
[INFO] Tetal time: 2.688 s

}’ [IVFO] Finished at: 2019-03-11T18:41:09405:00
[INFO] Final Memory: Z21M/309M

[I1F0]

Process finished with exit code O

B4 A¥EEEIBackendSignatureApplication, i%&#E “Run’ =17ARSS .

6-3 iIz17IRSS

~ [, apigateway-backend-signature-demo 1 packa
¥ Jidea : .
> Mulibs New '
w src 3 Cut Cirl+X
w main B Copy Ctrl+C
v java Copy Path Ctrl+Shift+C
v COr m apigat Copy Reference Ctrl+alt+Shift+C
€ ApigatewaySigr [ Paste Ctrl+V
& BackendSignat. £~ Jump to Source F4
i HelloController Find Usages Alt+F7
£ ReguestWrapp: Analyze ¥
> resources Refactor 3
? target Clean Python Compiled Files
pom.xml Add to Favorites ;
¥ ||l External Libraries
Browse Type Hierarchy Ctrl+H
» U Scratches and Consoles
Reformat Code Cirl+Alt+L
Optimize Imports Ctrl+Alt+0
Delete... Delete

Build Module "apigateway-backend-signature-demao’
Recompile "..ureApplication,java’ Ctrl+5Shift+F2

Run 'BackendSignatureAppl...' Cirl+Shift+F10
£ Debug 'BackendSignatureAppl...
U} Run 'BackendSignaturefAppl..' with Coverage

@ Create 'BackendSignatureAppl...'..

“ApigatewaySignatureFilterjava” AR, BRIEEIRERMENSEHEER.
BAHRRERAESEREREE A .

R
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BN 2 bl

SER2

%

%3

REERAMITRE — N ETFSpring bootHIfRSZEE, (ERAPIRNGE, FHFESZH—
Filter, XFAPIM>% ( ENAPIETE ) IUIERMEZKRE,

[MAgE:
APISPERZZIAR, RARBIHRINERFPASTINEZEE,
fm5—~Controller, LECFABIRIERNSGE, REUAS “Hello World!” ,

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/*")
private String index() {

return "Hello World!";
}

}
RE—\ Filter, LECFABIRIZINSGIE. BRIFAIEZkeyFlsecretITHA—"Map,

// ApigatewaySignatureFilter.,java

@Component
@WebfFilter(filterName = "ApigatewaySignatureFilter", urlPatterns = "/*")
public class ApigatewaySignatureFilter implements Filter {
private static Map<String, String> secrets = new HashMap<>();
static {
secrets.put("signature_key1", "signature_secret1");
secrets.put("signature_key2", "signature_secret2");

}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {

/[EERIHE

}
}

doFilterBREAE ARIGHIT . RIGTRFIZUT: BT filterrhFEZELEbody, 7S
bodyaI LATEG£ERYfilterFcontrollerERIEEY, BrequestBiEieskiELEE4EMfilter
Fcontroller, BZE3EAYE{RSTHIR] IRequestWrapper.java.

RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

{ERIENIZEIA AT Authorizationsk, 18ZlsigningKey#lsignedHeaders,

private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s+Access=([A]+),\
\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!Im.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;
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F£IR6

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

54N, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidsigningKey#kZlsigningSecret, ¥NERA{F{EsigningKey, MREIAIELRM
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {

response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");

return;

}

HiE—RequestIIR, Fidkmethod. url. query. signedHeaders33MHJiEIRLHL
ANHA, HI AR EREbodyFHigE .,

EETEbodyIEES . FFEEJIUNSIGNED-PAYLOADHAIX-sdk-content-sha256
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value = "";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

} catch (URISyntaxException e) {
e.printStackTrace();
}

boolean needbody = true;
String dateHeader = null;
for (int i = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
}else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;
}

if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
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dateHeader = headerValue;
}
}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body

}

RIEEZ2ATE . MX-Sdk-DateskhENHATE, FIETSIRSSEAIERTHEEE15D
AR, tN8signedHeadershARE EX-Sdk-Date, HIREHAIELM

private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd'T'HHmmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}

¥&AuthorizationsktE I \RequestXIER A, EBverify 5iERIIERES . INRRIIE
g, WHITT—Mfilter, BNRERAERLY

apiRequest.addHeader("authorization", authorization);

apiRequest.setKey(signingKey);

apiRequest.setSecret(signingSecret);

Signer signer = new Signer();

boolean verify = signer.verify(apiRequest);

if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Verify authroization failed.");
}
‘iﬁﬂﬁ%%%, IO EME ., T EEl{ER)avaScript SDKRAThtmIEZ THER,

EANNERFERE, B8iF “Send request” , EFI&ERBIcurldass, HEGSITHH
7, BR53EER[E “Hello World!” .

WNER(FEAREIRAKeyF1Secretifzal, RSZBE2IRE40TINERET
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Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # | localhost:8080

/test

Query

{0 yyy")

Headers

{"aaa""bbb}

Body
dsfasdf=1

o

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

-

6.3 Python
BiEg=

{EFPythoniE S 1TRmARSZ ERRT, BFEBRTIKESDK, REEANIE, &esE
RiefEREARAIREERRE

ARET L Intelli) IDEA 2018.3 5kRASFFINE o

ERIAE
o CEHEAPINFIHIACIEERZEE, HYEAP, BAESN ( APINXEFIER )
B “ B2 ZERIIRA EH,
o EIRENEZZtARKeyF1Secret, iBHSNEZBNESRIREL
o FERAPINXIEHE, &% ( APINXFEFIER ) B9 “SDK” &75, HASDKIA

HTZSDK,

o EZTIEPythonZE2. 798 3.XIRA, WNERKZE, BEPYthonES FEHRE T
o

e EXXEIntelli) IDEA 2018.3.58 LA LRRA, INERFKZ%E, iB5=EIntelli) IDEAEEM
U TE .
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e BfEIntelli) IDEAFFZEPythonifild, WNRFKLE, BIRIBE6-4FFIRETE,

6-4 L3 Python {4

Settings

» Appearance & Behavior

o] 3

Keymap
. Search Results (41)
> Editor
BEEDE e
» Version Control Languages

» Build, Execution, Deployment The Python plug-in provides
smart editing for Python

» Languages & Frameworks : 2 )
scripts. The feature set of the...

Installed Updates - ]

MicrePython
Framework integration

Support for MicroPython
devices in Intelli) IDEA and
PyCharm. Features: Code...

Gccts 2019 L 25M %3.9 @A 12,2019 4 337K w49
Live Coding in Python python-typing-adder
Code tools Code tools
Lets you run your Python README Using intellij to infer
code as you type it. Displays Python typing and add type
variable values, matplotlib, or.. comments using the typing...
C+=H 14, 2018 £ 157K C75H 14,2017 4 214K w2
(7] Cancel
= =
L1 $THIntelli) IDEA, TEREBIZIEIE “File > New > Project” o
s “New Project” XHEIE, #E#ZE “Python” , BdE “Next” o
6-5 New Python
New Project ==
M Maven Project SDK: | @ Python 3.7.2 (D\E0{H\python.exe] MNew...
Gradle Additional Libraries and Frameworks:
S Groovy LN Django
Grails 1€ Google App Engine (Python)
Application Forge [z SQL Support
© Go
“ Go Modules (vgo)
% Dep
% App Engine
Static Web
£ Flash Template language:
Templates folder: templates
K Kotlin Application name:
Enable Django admin
= Empty Project 2
Cancel Help
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£E;2 BXREE “Next” , BHLITIHEE, 82E “..7 , ERBAOHEEFIZERESHN

SDKE&Z, B “Finish” ,

6-6 HEIEMEE/S python 9 SDK B&1Z
Mew Project

Project name: | p)rthonl |

Project location: | D:\java\python

b More Settings

Previous Cancel Help
B3 T TRRCERE, BREWNT.

6-7 BREH

v python
» idea I
> apig_sdk
» licenses

» backend signature.py
= main.py
m Python.iml
= test_signer.py
= VERSION
¥ |l External Libraries

» UpScratches and Consoles

B4 FF “Edit Configurations” , 384 “Run/Debug Configurations” XHEHE,

6-8 Edit Configurations

o
2a2

- Edit Configurations...
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$£1®5 B “+7 , %R “Flask server”

=] 6-9 17£1% Flask server

Run/Debug Configurations

I[= Cucumber java

Add New Configuration

v Docker 2
@ Firefox Remote

% Go App Engine
"L Go Build
'"! Go Remote

“ Go Test

#£186 “Target type” &R “Script path” , “Target” &R TIE THY
“backend_signature.py” X{, BE “OK” , el ITIEEE .

+ — B F | Name:  Flask (backend_signature.py) [ share [ Allow parallel run
~ {_Flask server

Confi ti L
{_Flask (backend_signature.py) e =E

> JTemplates Target type: () Module name @ Script path () Custom
Target: ‘\pythoen\backend_signature.py =
Application:
Additional options:
FLASK_ENV: development
FLASK_DEBUG: 0
¥ Environment
Environment variables:
Pythan Interpreter: (0 Use SDK of module:
(®) Use specified interpreter: Python 3.7 =
Interpreter options:
Working directory:
[ Add content roots to PYTHONPATH
[ Add source roots to PYTHONPATH
[7] Cancel Apply

R

B EE R bl

~lERAIRE — 1 E T Flaskd9iRSes, FRAPIRYGIR, FESSII— > wrapper,
SFAPIRX ( BTAPISIE ) FOIBRIMEZIRIE

AR
APIER R ZRE, RABFRINBERPIHFMIZRER.

|1 RE—PIRE “Hello World!” AY$20, 73i%GET. POST. PUTFIDELETE, B{EFH
requires_apigateway_signaturefwrapper,
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app = Flask(__name_)

@app.route("/<id>", methods=['GET', 'POST", 'PUT', 'DELETE'])
@requires_apigateway_signature()
def hello(id):

return "Hello World!"

SHlrequires_apigateway_signature, &I EkeyFlsecretXIA—dictH,
def requires_apigateway_signature():
def wrapper(f):

secrets = {
"signature_key1": "signature_secret1",
"signature_key2": "signature_secret2",
}
authorizationPattern = re.compile(
r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")
BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)
def wrapped(*args, *kwargs):

//EBRBEE

return f(*args, **kwargs)
return wrapped
return wrapper

wrapped RE AT AIRIGAIE . RIGRIZNT: FRIENZRERENTAuthorization
3L, 8%lkeyFlsignedHeaders,

if "authorization" not in request.headers:

return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:

return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

54N, AuthorizationsLJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BiTkeyElsecret, WIRARFiEkey, NIRERAIELM

if signingKey not in secrets:
return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

HEE— N HttpRequestITR, ¥FiEkmethod. url. query. signedHeadersXIRMAYIER
SIMAEA, FiEEEEREbodyFHIRE.

FEEFEHbodylIRMHN: FFEESIUNSIGNED-PAYLOADAYX-sdk-content-sha256
L,

r = signer.HttpRequest()
r.method = request.method
r.uri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'"):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =""
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else:
rquery[spl[0]] = spl[1]
r.headers = {}
needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD":
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
r.headers[k] = v
if needbody:
r.body = request.get_data()

RIS ZEEITHA . MX-Sdk-DateskehEXEATE], ¥IMrSARSSSERY IR EHEEE159
AR . A0 signedHeadersAE &X-Sdk-Date, tHIREIAIELM

if dateHeader is None:
return 'Header x-sdk-date not found.', 401

t = datetime.strptime(dateHeader, BasicDateFormat)

if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

ERverify iERIGIERE S . FIMMRIGEEEIT .
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret
if not sig.Verify(r, m.group(3)):
return 'Verify authroization failed.', 401

Z17ARSS R, WIECRIERE . TERAEIER)avaScript SDKRRIhtmIEZ TRAER
‘_‘Lg o

ENNERFFRFERE, BiE “Send request” , EFIERMAIcurldzs, HERSITHIA
17, BR%3881R[E]1200,

WNR(FEREIRAIKeyFOSecretifin), BREZESIREI40TINEAED
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6.4 C#
BFin=

HERRR

fIFIRE

Apigateway Signature Test

Key
signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # | localhost:8080

[test

Query

{mooc s yyy'}

Headers

dsfasdf=1

o

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

-

ERCHESIHITRIRIRZ SRR, BEBRFLIRESDK, AEITHIRE, RESERE
fEmEARIREERRE

o EIRENEEEARIKeyHSecret, 15S NEZRNERIREL,

o EHEAPIMXIEHAOEIREZENR, HIEAP, BIMESN ( APINXAFERE )
A9 “BEERPRIEIRE” B,

o BEEFRAPINKIZHIEG, 2% (APIMXHEFISRE ) BY “SDK” E15, #HASDKIRE
FHTZSDK,

o BZHEVisual Studio 2019 version 16.8.48 LA FARAS, GNERFKZEE, iBEZEVisual
StudioE 5 Muh & o

WHSDKBHRY “csharpsin” 34, ITHIE. TREFERW T3 RE:
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B EineE B bl
THETINTRS— M ETASPNet Coreh9BRS538, EAAPIRIIGIH, FETH—

apigateway-signature: SCIIEZEEIHERZE, nJFHF.Net Framework5.Net

CoreIiH .

backend-signature: [FimRSZEEZRE, BIRIELIRERIENSHEFER . BF

KIBRREEEERREREZ .
sdk-request: EZEERIARTG.

|AuthorizationFilter, IJAPIR3E ( BNAPIEIE ) FUBERMEZ K

(MR

APIBER R ZRE, REBRINBRPASHFIZRER.

£ f{E—Controller, I2#tGET. POST. PUTFIDELETEPY/MEO, BN
ApigatewaysSignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers

{

[Route("api/[controller]")]

[ApiController]

[ApigatewaySignatureFilter]

public class ValuesController : ControllerBase

{

}
}

// GET api/values
[HttpGet]
public ActionResult<IEnumerable<string>> Get()
{
return new string[] { "value1", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{

}

$I®2 SLI—/MApigatewaySignatureFilter, ZRIFAIZ ZkeyFlsecret TN —1
Dictionary/,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |IAuthorizationFilter

{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{
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{"signature_key1", "signature_secret1" },
{"signature_key2", "signature_secret2" },

%
public void OnAuthorization(AuthorizationFilterContext context) {
[1&BRIGE

}
}
}

#FI®3 OnAuthorizationFREAE BRI, RICAIEW T : FRIENRIA AT

$R4

Authorizationsk, 15%key#lsignedHeaders,

private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,1+),\\s?Signature=(\\w+)");

string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';");

50, AuthorizationskJy:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NUAEHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidkeyHkZlsecret, MRARIFEkey, MIRERAELY
if (!secrets.ContainsKey(key))
{

context.Result = new UnauthorizedResult();
return;

}

string secret = secrets[key];

HiE— M HttpRequestXIRR, 1FidEskmethod. url. query. signedHeadersxdRzfdiEK
SRS, HiEREREREbodyFHIRE.

FEEFEbodyIK S RFEEJIUNSIGNED-PAYLOADAIX-sdk-content-sha256

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;

sdkRequest.host = request.Host.Value;

sdkRequest.uri = request.Path;

Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)

query[pair.Key] = pair.Value;

sdkRequest.query = query;
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WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)

{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")
dateHeader = value;
}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")
needBody = false;
}
sdkRequest.headers = headers;
if (needBody)
{
request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
{
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;
}

TI6 RINEZEARTHI, MX-Sdk-DateskENHAYE, FIMTSIRSESAIBEBEET15D
LA, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM
private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";
if(dateHeader == null)

{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)
context.Result = new UnauthorizedResult();
return;
}
7 ERverify 5 ERIGIERES . FIMRIEEEET,
Signer signer = new Signer();
signer.Key = key;
signer.Secret = secret;
if (!signer.Verify(sdkRequest, groups[3].Value))
{
context.Result = new UnauthorizedResult();
}
T8 z1TiRSES, WIECIBIEMM . THERGIER)avaScript SDKARRIhtmIEEZ TEA R

A,

BENNERFFRFERE, BiE “Send request” , EFIERMAIcurldzS, HERSITHIA
17, BR%3881R[E]1200,

INR{ERAEIRAIKeyFISecretipal, BRS3=RIREI40TNERED .
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Apigateway Signature Test

Key

Secret

signature_secret1

Method Scheme Host Url
POST # http  # localhost:8080 /test
Query

o0y

Headers

Body

dsfasdf=1

“

curl -X POST "http://localhost:8080/test?xac=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur

-
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