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1 HHAR

B _E~-FEIESAPIAREEIARINES R IEBAPI,
ERE~FNEIRSFERABESIAILERBAPI,
ELEIESAPHIEHEBIAIRGEHESE, WIRERERSHEZS.

£ )\EIESAPHRHE G SwaggertEAIAPISNAPINE, FiISSAPHRAEFIAPI
ERREIBAPINEFRIAPISH

2021-10-25



API %
FAigr

2 AMAESEFAIES T

2 SMEHEIFRAIE S U

WNERIRE API 12t
EREOSNTALSD, EaLGEERER—MH TSR,

APPIAE (37 )

BITAPI FI2EAIAppKeyF1AppSecretif {TZEZIAIE o
a. (EANSAAPIMXIRSZIEF

IAMIAIIE

5 Tokem AIEFOAK/SKIATERGFH

- TokenmAiE: @idTokeni\IEERIEXK . TokenNIETLEFEHSDKESR, sk
{EHTokeniAilE o

- AK/SKIAIE: iBIFAK (Access Key ID ) /SK ( Secret Access Key ) &2
B3R, HEZHTLFNAPPIAIEELL.

ERXSRAIAPINFIRSE,

BESIAIE

MREHFEFERECSHVAESR, FLUERBRSHRE—TRE, BEIEAR

BRAIEBRSS . BXAPIEBRNAIEREN, 1BEE2E 0BT RIiRETE S IAUERIEE

FoIAUE

APIRRIHE R AT TIAIUE o

a. FERNRIMHINAR.

WNERIRE API FREE

1.

BT % TRENAPI, IBEXRAPHRMEHTEINEL R, AESEARERPENIALE
IERBAPI,
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3 {s5FH APP iAIIEEH API

TNIERTES
APPINIET{E[REE
Java

Go

Python

C#
JavaScript
PHP

C++

C

Android

curl

3.1 INIEBERR
APPINIERSZUEHAP, SERFERBUINMER:
o HORSEET, BEEEREBIAPINEE. BRkurlfligRkAi%,

EAPIEESR “AREER > Flimiak” FEFAPIHIEE .. BRurlfliEKkG%,
o BWITBAPIEMEIEABEAD

EAPIEEPR “BARER > RliRiaR” PBEECAHIFE,
o  YFFAPPIAIERJIAPI, EATURHBRMAIAppKey .. AppSecret BeiEE B AIESS

Fo

£ “NESIE” hEs—1APP, FHISAPPEREZIAPI, FoILA{FERAPPITIRAY
AppKeyFlAppSecertifiaiZAPl, BJTEMN FBIFMEEFEEAppKeyFlAppSecret,
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(1 %8B
e AppKey: APPiAaZ$RID, STAGIHIOZEAXEEIIE—IRRRT; HDZBIDIFAEIL
D A—EFR, MERKETINESES,
e AppSecret: SiHAZAIDESFERANER, WERETINZEER, ofnRkixS,
FELETERMAERL
RIXAPIERET, BEIEHEIRTEETEKEELAIX-Sdk-Date, BEEZEEET
BERBEELAYAuthorization,

A EE
Z iR E AR E SRS EIIELS, BERIERIEELX-Sdk-DatefIEH
P KIRE -

APIRIKER 7 RBGAHEHE TS, EARIGIZAEESMXIEERAETEZE, R
RIE)ZEEBE 15908, APIRSGELEIBR .

3.2 APP INIET{ERTE

\

1.

MERBEIER

BRIRIERIERATIRIBEAPIMX (BIAPIEIR ) FRAUEMNAESR, BiRE
FiRSE . APINXESINERERINERAE—H.
(ERALBITRIEME SR FEF RS

{ERAK/SKIFEFHHRITEESR .
BERNERERERNEREBLRFINEIHTTPERTR, HEEAHEEIFHFESY
AINEIHTTPIER A,

APIRRIENERE, HiT1~3, IHRER.

K3hRYERLRIR B S5 ERRIRZ A TELR, MNREBLE, WLEBERK, &
UIEES1SE =D 8

(MR

APPEZ (N3 #FBody R 1 2M R LA FRNIERES o

LE 1 WEHTEIEX

ERAPPLIUHITE R SIAE, BAHEMBIEKRAT, ARBHITER. EFinS
APIMK(EFBERIANERAGE, ALUSRE— T HTTPIERAIBIRIRSEMERIZERLS
R, NMsEREHEE.

HTTPIERIGEAIBIN T :

CanonicalRequest =

HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

B LA RBIRIZ IS RANTE L B o
BRIRIFIIERAT:
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GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
X-Sdk-Date: 20191111T093443Z

1.

MIEHTTPIER % ( HTTPRequestMethod ) , LUR{TRF4EE,
HTTPiESRAAi%, NIGET. PUT. POSTE, &K ARG

GET

INASEURIZEL ( CanonicalURI) , DAMBITRILEER .

BN

SBURI, BNEREREIRRR, RURIPIETIRIZZHSAIURIZRD .
B

IRIERFC 3986FRALURIEEIR, BIRITRFIIMENTIREERD, BEPENED UM
JURIZRES . GNSRURIBEEARLL “/7 &R, WERESSHM “/7 .

261

~EIAAJURI: /appl, LEESRBRIURIZRESA:

GET
/app1/

(MEEY::
TR, URIBFLL /7 R, REERe, TR ¢/” &R,

SIIHBEERFRE (CanonicalQueryString ) , LUBITRFEER
BN :
BRFGE, IEESH. IRKEEFISH, WATERS, BIIEEIEX
=T,
=X
M eEAFFTEEERHELATEXK:
- RIEUTHRUNE N SHBFEHITURIZRS:

" J570%IRFC 39867 AW IIFFREEFFFHITURIZRD, XELFFFEE:
A'Z\ a'Z\ 0'9\ TN N -*DNO

" (EHWXYSFrEIFMBEAHTEOLLRS, XY A+ EI=RF
(0-9F0A-F) . f5ItN, ZAEFERFAIRIBF%20, T RBUTF-8ZE/FWM
FH “%XY%ZA%BC” &= .
- XTFEANSE, BN “ URIFIBRISHESH=URIGHEBRIZHE . INRRE
2B, WARZERHALE, BFREEa “=7
BINLATEERN 28, ERE" I SHparm2BEIZT.,
parm1=value1&parm2=
- EREFAFBUARIRESSHEHTHIR . fla0, IUXSE=8FLR928%
BHIELUNEZBbHLISHE ZHI.
- DHIFERE— 1 SHEHFS, MENEEEZERMSE
25451 :
THIhEERNAIESE: a. b
GET
/app1/
a=1&b=2
IS EEESL ( CanonicalHeaders ) , LAMITRIZEER .

BX:
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WSEHESL, BERHEELIIE., I8R5 KRPFFEHTTPREESLIIE., HE
S EX-Sdk-Date, FAFIRIGEZATE, L HISO8601+FRrEAIUTCATEIG
=: YYYYMMDDTHHMMSSZ . NEEAPIA#ZIERELEASEIMERT, EEZEINAE
MHIIRERFR

ik |
Z PinE R AT B ST IRSRNEE, BRiEREELX-Sdk-DatefiIEH
PR KIRE

APIRIKER T #GR ARSI, RS RIIZATEESMXIESRAVETEZE, MR
BHEIZERBIT 1558, APIRFISELEIBR

=X

CanonicalHeadersHZ MEXKEHELHEFEHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EfB MNMEKkiEEL

( CanonicalHeadersEntry ) BIt&=0oLowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'

(11 588

o Lowercase RSB FREIRNNEFEBIIRE

o Trimal ERMFRERIEAIZ R=ARAIEREL

o ERE—NMERKBELBASET—MRTR . BIIMEH CanonicalHeadersHSETHHY

B3R, BB m—1=1T,

o HELSMBAREGHE—M, DM MERBELARET, TETMIAL.
TR
GET
/app1/
a=1&b=2
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T7093443Z

k|

MEHELFZEREIATER:

o BHRLBMELRANNERN, HARIRRSSHSMERTE.
o EERFHFIEIHERLERHTHER.
BlanERIER k-

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b c \n

X-Sdk-Date:20191111T093443Z\n

My-Header2: "a b c" \n

MERRL:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c"\n
x-sdk-date:20191111T093443Z\n

AINATEZAESLAE ( SignedHeaders ) , LUR{TFFEER.
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BX:

BTFEEERHEELTIER, BERNLESL, MAPIRNXEEERPELEE
LB R ZITIE—EES, LARTEGIESRITAPINER] LA ZIREILEE AL . X-Sdk-
dateTUENESZHIHEEL,

Bt

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

EEZEHELZEREUTER: BESZNEELIMERANERR, 1%
BFHUBBERLHTHER, HER 7 koS NEEL.
Lowercase R NEMBF IR NNEFH,

25451

IUTERREMNBEELS5&E:: host. x-sdk-date
GET

/app1/

a=18b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

host;x-sdk-date

HEFHTTPaHTTPSIEKIEXX FAIbodyfk ( RequestPayload ) , {EFHSHA-256M4
BRI OIRIEHRE.

B

BRHEMA, HEAEEMAELLE: HexEncode(Hash(RequestPayload)), H
FAHashRRERLHSHERIRE, SRIIFSHA-2568% . HexEncodeZRRLA/N
S8R EIREZERBase-164wI5HIREL . B4, HexEncode("m") iR[EHES
“6d” Mif= “6D” . MARNB— 1FHERZAR N7 HFIFHHF .

(1 588

& RequestPayload NS EERT, XIF “RequestPayload==null” B9ip=, EiEFERATFE
frE"RITE,

2461

ARBIRGETHE, bodylhk Az, RiTlembIBAYbody ( ZFMHFE ) 0T
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

host;x-sdk-date

e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855
SHIAEFRIFSEIERHEITIEHE IR, HiEZSXIRequestPayloadlf B ERIEIEE
@, SR LEREEERGRLUNE T+ HBIF TR ERR.

Ei%{HtF8: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FPIRHEERIEEIER M
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0

LR 2: SIESGEFMH

FHTTPIERF TALEHESERIIGRERS, BESEEE X, K2 E—RAENF
BEFHE
StringToSign =

Algorithm + \n +
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RequestDateTime + \n +
HashedCanonicalRequest

AP SEGREBAN T o
e Algorithm

BEEE. XTFSHA 256, EiEHSDK-HMAC-SHA256,
e RequestDateTime

IERAGEH . SERBEELX-Sdk-DatefI{EER, XK
YYYYMMDDTHHMMSSZ,,

e HashedCanonicalRequest
ZEIEHRLIEINITEIEK
iR B FAESRINFSFRER -

SDK-HMAC-SHA256
20191111T093443Z
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0

S| 3: HEEE

FEAPP secretHIBIZRIFEFFRIENIIZBIRHFREMATMAN, HEER, BHEIEE
AtNEERTR .

AREEENT:

signature = HexEncode(HMAC(APP secret, string to sign))

HAAHMACIEZSAEXRIGAIZE, HexEncodedgiet+7iftH . (AXABHSENHBEN
&3-1F7.

% 3-1 2HuRA

BHEWR SHRE
APP secret T AEH
string to sign BIERAFEF RIS

BRIZAPP secretIFWTh5tqu2Pb9ZGt8NI0O9XYZti2V1LTa8useKXMDS8, Mit+ESEIRY
signatureg:

01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

LR 4 RINBRERBENERL

FEEEE, BeirmzlAuthorizationfJHTTP;EEL , AuthorizationiEESLKE
BEEEZHERLH, TERTEMHRIL.

RSN T

Authorization headerg#2{5%3 :

Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature
BEIRNERE ZSAccessZEIRBIES, {BRSignedHeaders5SignatureZ iR £
FERESREA
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3.3 Java
BEia=

RIS RHEELI9:

Authorization: SDK-HMAC-SHA256 Access=FM9RLCN****+*+++xNAX|SK, SignedHeaders=host;x-sdk-date,
Signature=01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

BRI ZHELE, BEBNZIRAHTTPIERAET, BREEAIELBAPINX, B
APIRKSER BN . BPNEBIESE, ZERF RRIEEEHRRSHTISLE,

{E)avaiE SIEFEAPPINIERIAPIRT, REEAIKENSDK, REFHETIENSATIE,
EESEEBAPIREIERAP,

ARET5LAEClipse 4.5 2kRASFINEE
3-1 ERRE
Hig

¥
IREYSDK

l l

¥
EHAEAPI
Y
=t
ElE=as
o IRENAPIRIIER . iBRurl. iEKFGi%. AppKeyFlAppSecretFHEE, BASIA
IERIER .
o BEZXEEclipse 3.6.08kLA LIRA, WIRKZE, 5EEclipseEHMILTE .
e BZZ%Java Development Kit 1.8.1118kLA EARAS, SNRFKZEE, EEOracleBS
TERE Fo
FREX SDK
IBERAPIRXIZHIE, &% (APiERE )/ “SDK” &1, #HASDKIREH T
SDK,
$XEY “ApiGateway-java-sdk.zip” [E458, FRIERBREWIT:
2021-10-25 9


https://www.eclipse.org/downloads/
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html

AP| 3

FRisE 3 {$F8 APP IAIEEFAE AP
B 5ER
libs\ SDK{KFiZE
libs\java-sdk-core-x.x.xjar | SDK&
src\com\apig\sdk\demo {HFASDKE R IERR IS
\Main.java
src\com\apig\sdk\demo
\OkHttpDemo.java
src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a
classpath JavaIf2fecE 14
.project
SANIE
FTB1 FJFFEclipse, TESEEF=1EIE “File > Import” ,
S8 “Import” JHEIE
£I®2 %R “General > Existing Projects into Workspace” , B3 “Next” ,
284 “Import Projects” SHFAE,
2021-10-25 10
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pAvSEils2] 3 M APP INIIEVEFS API
3-2 Import
< Import = B[S
Select “\
-
Create new projects from an archive file or directory. IE]
Select an import source:

type filter text

4 (= General
L Archive File
||[E:“’ Existing Projects into Wurkspacel
[, File System
] Preferences
= Git
> = Gradle

-

[ »

m

® = Back

Mext =

FIB3 Bt “Browse” , 7EHHAIRHEIEFIEZEEESAISDKIEER

2021-10-25
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3-3 %% demo TH2
2 Import =3 EcE =<

Import Projects E_f _
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: | DtYjava©\ApiGateway-java-sdk- - Browse... l
() Select archive file: Browse...
Projects:

java-sdk-demo (D¥\java\ApiGateway-java-sdhk- I Select All

Deselect All

Refresh

i

Options

[[] Search for nested projects

[ Copy projects into workspace

[[|Hide projects that already exist in the workspace

Working sets
[[] Add project to working sets

Select...

@' Mext = Finish ] ’ Cancel

B4 BFE “Finish” , THRIESA.

“Mainjava” J7GIES, BRIECIRERIENSHEER . BRMMURFIESEE
FAAPIZRG .

.

FETE
B FTFEclipse, ESZEHIZIEE “File > New > Java Project” ,
384 “New Java Project” XHFIE.

FE2 HEMX “Project name” , L “java-sdk-demo” Afil, EfISEFRIFEIA, BE
“Finish” o

2021-10-25 12
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3-4 FETAE
&= New Java Project = @

Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: java-sdk-demo

Use default location

ChlUsersiwx32902 M\ workspaceljava-sdk-demo Browse...
JRE
@ Use an execution enviranment JRE: JavaSE-1.8 -
i7) Use a project specific JRE: jrel.8.0 191
(71 Use default JRE {currently jrel.8.0 191" Configure JREs...

Project layout

71 Use project folder as root for sources and class files

@ Create separate folders for sources and class files  Configure default...

Working sets
[[] Add project to working sets

Select...

@' = Back [ Mext = ] [ Finish l ’ Cancel

FI8E3 S AAPI Gateway Java SDKAY “jar” X4,

1. &R “java-sdk-demo” , EBRERIRARE, %&#F “Build Path > Add External
Archives” ,

2021-10-25 13
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pAYE =1 3 s5F8 APP IAIEVEFE API
3-5 S\ jar X4
4 |l java=dl-d '
'E g MNew 4
b o J Go Into
Open in New Window
Dpen Type Hierarchy F
Show In Alt+Shift+W ¥
Copy Ctrl+C
EZ  Copy Qualified Name
[} Paste Cirl+V
K Delete Delete
Remove from Context Ctrl+Alt+Shift+Down
Build Path 1 v | Zm  Link Source...
Source Alt+Shift+S v | &9 MNew Source Folder...
Refactor Alt+Shift+T » 6B Use as Source Folder
i Import.. 2 s Add External Archives...
g Export.. =\ Add Libraries...
«5 Refresh FS | g Configure Build Path...
2. JEEFESDKA “\libs” BRTFATELL “jar” LEEAMH, BF “4TH .
& 3-6 1&HF jar 314
=] commons-codec-1.11 jar 2019/3/15 10:23 Executable Jar File 328 KB|
|“| commaons-logging-1.2,jar 2019/3/15 10:23 Executable Jar File 61 KB |
|| httpclient-4.5.5.jar 2019/3/15 10:23 Executable Jar File 749 KB |
=] httpcore-4.4.9.jar 2019/3/15 10:23 Executable Jar File 318 KB |
|| java-sdk-core-3.0.9,jar 2019/3/15 10:23 Executable Jar File 101 KB |
|4 joda-time-2.9.9.jar 2019/3/15 10:23 Executable Jar File 620 KB |
|&] okhttp-3.11.0.jar 2019/3/15 10:23 Executable Jar File 404 KB |
|| okio-1.15.0,jar 2019/3/15 10:23 Executable Jar File 87 KB |
4 FiE “Package” & “Main” {4,
1. &R “src” , BEBERGHE, 15F “New > Package” .
3-7 #%& Package
4 [ java-sdk-demo
£, - .
o 1 [ e i
4 B, R Open in New Window wil | FrEEEs
bfme Open Type Hierarchy F4 ||@F Package 2
bl Show In Alt+Shift+W » | Gi  Class
[ (o
.- Copy CrlsC €& Interface
w51 B Conw Nualified Name @ e
2. 7 “Name” g\ “com.apig.sdk.demo” .
2021-10-25 14
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3-8 iR & Package HIZFR
& Mew Java Package — @

Java Package
Create a new Java package.

Creates folders corresponding to packages.

Source folder: java-sdk-demojfsrc

Mame: com.apig.sdk.demo

[| Create package-infojava

® Einish l ’ Cancel

3. B “Finish” .
Fehk “Package” HIBIE
4. % “com.apig.sdk.demo” , BEEIRGAE, &R “New > Class” .

3-9 FEE Class
4 [ java-sdk-demo

4 (B src
., m {JEEE 1 b | 2% Java Project
4 @) Refe Open in New Window w | TR
¢ o g Open Type Hierarchy F4 |§ Package
> 099 Showln Alt+Shift+W » 9
> o8 h - & Interface
. s b 5] Copy Ctrl+C
y ,;g, it B2 Copy Qualified Mame & Enum .
» jms i [ Paste Ctrl+V 2 |LEE e
5. 7£ “Name” ggi\ “Main” , @ik “public static void main(String[]
args)” .

2021-10-25 15
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APl 3%

Fxisrm
3-10 igE Class BECE

= New Java Class

5]l

]

Java Class =
Create a new Java class.
Source folder: Java-sdk-demo/src
com.apig.sdk.demo
Browse...

Package:

[[]Enclosing type:

Modifiers: @ public (") package private protected
[] abstract [ final static
Superclass: java.lang.Object
Interfaces: Add...
Eemove
Which method stubs would you like to create?
| [lipublic static void main(String[] args);
[7] Constructors from superclass
[¥] Inherited abstract methods
Do you want to add comments? (Configure templates and default value here
|:| Generate comments
[ Cancel

l

Finish

@

6. B “Finish” .
SRk “Main” SHRIBIEE,

SIS e TiztliEfE, REEREMNT.

16
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3-11 #FETHE Main B RES
4 [ java-sdk-demo

4 BB src
4 f# com.apig.sdk.demo
[ 1] Main.javai|
» B JRE System Library [JavaSE-1.8]

4 ®), Referenced Lll::nrarles

» s commons-codec-1.11 ar - )

on  commons-logging-1.2jar -|0

o

I

o httpclient-4.5.5,jar - D:\javalAp

o Pitpoore-d4.4.9.jar - D java'fipi

o

o [ava-sdk-core-3.0.9jar - D:jav

» oo joda-time-2.9.9,ar - 00 javd\Ar
> s okhttp-3.11.0,jar - D\java'4pit

[y s

oo

I

s okio-1.15.0jar - D\ java\Ap

“Mainjava” T EE#EER, BRIEEINERSE T EBAPIRGIBAERE.

TR
iEIF3 API 7~f5
(11 %88
. "T*ET EHIBEE— AP, TILUEEMockiE, HAREIWE L., SIERATAPIRE
BiES IEFiEE.

o RBIAPIEIRAFTAERIHTTPERSS, EIRmIREI—1 “200” MRS “Congratulations,
sdk demo is running” JEE{R,

F£1 £ “Mainjava” FIIANLATSIA.

import java.io.lOException;
import javax.net.ssl.SSLContext;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.conn.ssl.AllowAllHostnameVerifier;
import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContexts;

import org.apache.http.conn.ssL.TrustSelfSignedStrategy;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

import com.cloud.apigateway.sdk.utils.Client;
import com.cloud.apigateway.sdk.utils.Request;

X2 GlEErequest, TREHPFEREUNTSH.
o AppKey: BIHIAIERTERIAE . RIELFERES, RECIEER
“4f5f626b-073f-402f-a1e0-e52171c6100c” {ESIHEHI
e AppSecret: EILIAIERNERIKE, RIELIRERIES, ROUCHBER “+=" (£
JIRERI

2021-10-25 17



AP| 3

F&igEE 3 {&F3 APP IAIEEF API

e Method: BRAIFGIER . IRIBAPILIRERES, ~OMLIEEER “POST” {EHH
i,

o url: iEKAYurl, FEEQueryStringXfragment3Bs . BB IBERIPEES
B, B CHERIgE . REUCIBER “http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/java-sdk” {ER#EHI

e queryString: urliEHSHAIERS, RIBAPISIRESIES . ISA9FREA[0-9a-
ZA-Z.[;[I\-=~#% & _+: "], ~BHIEEER “name=value” {EHHEHI,

o header: ERAILIE . RIBAPISCIRIBEIRIES, AIFHPXFIITRIZ ., R~EICEEE
FB “Content-Type:text/plain” YEA#EHE, WNIRAPIAEIIERELEASEIR ST, &
EIEMNEENXMEEFR, ~MAIASEER “x-stage:publish_env_name” {EJ9#¥
i,

e body: BEKRAIEN . {RIBAPILIRIERES, R~EMLIEER “demo” fEJHEH,

HEFHBNT
Request request = new Request();
try
{

request.setKey("4f5f626b-073f-402f-a1e0-e52171c6100c"); //ElE R FARTSEI

request.setSecret("****"); //BlI3Z K FARIISE!

request.setMethod ("POST");

request.setUrl("http://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/java-
sdk");

/furlittit

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

//request.addHeader("x-stage", "publish_env_name"); //415RAPI & fZIIERELEASEIREE, HEIEINE

EXHIREZFR

request.setBody("demo");
} catch (Exception e)
{
e.printStackTrace();
return;
}
FIR3 WNERFITEZ . THIEIAPIFHITENER:

HFEBENT
CloseableHttpClient client = null;
try
{

HttpRequestBase signedRequest = Client.sign(request);

client = HttpClients.custom().build();
HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{
System.out.println(h.getName() + ":" + h.getValue());
}
HttpEntity resEntity = response.getEntity();
if (resEntity != null)
{
System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));

}

} catch (Exception e)

{
e.printStackTrace();

} finally
{

try

{

2021-10-25
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if (client !'= null)

client.close();

} catch (IOException e)

e.printStackTrace();
1= Ry I P ” E34— s “ . . ” N—y— =
L4 % “Mainjava” , PERIRGHEE, & “Run As > Java Application” , iz171%E
SIS = 1
AHACET o
= \—y—= o=/
3-12 BT TR
4 [ java-sdk-demo ; Pl REL e s e S ey
> @ JRE System Library [jre1.8.0_191] 4 //Import the external dependencies.
4 (B src 5_ . . . .
. I‘B com.apig.sdk.demo @246.-# import java.io.IOException;[]
> ] LargeFileUploadDema.java 25 public class Main {
> m M =
ol New ¥ main(String[] args) {
g m request.
> @, Referenc Open F3 = new Request();
> = libs Open With »
= ch | . equest parameters.
=l changelg Open Type Hierarchy F4  bpsecrect, Method and Url are required
chow In Alt+Shifis W » ey ("071Fe245-9cF6-4d75-822d-c29945a1e0
secret("c6e52419-227@8-4ch3-8bd4-ae7fdde
B |Icopy Cirlec  Method("GET");
B . Url("https://30@30113-3657-4fh6-a7ef-98
E5 Copy Qualified Name QueryStringParam("name”, "value");
““  Paste Cirl+v  [eader("Content-Type"”, "text/plain”);
. published in other gnvs(except for Rel
R Delete Delete  ligneader) "x-stage”, "publish_env_name")
, . gody ( “demo™);
Remove from Context Crl+Alt+Shift+ Down [0 e) {
Build Path » KTrace();
Source Alt+Shift+5 »
Refactor Alt+Shift+T »
ient client = null;
g Import.
s E request.
g Export. Base signedRequest = Client.sign(reques
h : signedRequest.getAllHeaders()) {
References ’ put.println(h.getName() + ":" + h.getva
Declarations 3
orintln{"------------ BH
" Refresh F5 [equest.
- - sslContext = SSiCentexts.custon().leadT
Gesgm Weriing) $2E= pnsocketFactory sslSocketFactory = new .
3 1 Java Application Alt+Shift+X, J
ek i Run Configurations...
Validasn
1= “ ” st s —r—
W5 1£ “Console” W, BHIZITER.
2021-10-25 19
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3.4 Go
BEim=

3-13 AR INERIREER

'*| Problems |5\ Declaration B Conscle 2

=terminated= Main [Java Application] C:\Program Files\Javaijrel.8.0_191\bin\javaw.exe

HTTP/1.1

Date:Tue, 19 Mar 2019 @8:38:28 GMT
Content-Type:application/json
Transfer-Encoding:chunked
Connection:keep-alive

Server:api-gateway
X-Request-Id:844732a996756668d8d312ea362c9ea4)]
Access-Control-Allow-Origin:®

knngratulatians, sdk demo is runningl

-

{EFAGOIESIEEAPPIAIERIAPIRT, FEESIRENSDK, REFETRR, RESEEH
APIRBEFAPI

AEZH L Intelli) IDEA 2018.3 5 RASF6BI1 4B

o CIRENAPIRIIER . iBRurl. iEKFGi%. AppKeyFlAppSecretFHEE, BASIA
IERES .

o FRENHLZEGOLER, MRKLE, BEEGOEH FEHIHE M.

o RENFHZEIntelli) IDEA, WIRFXLE, i5ZEIntelli) IDEAES ML TE .

o EfEintell) IDEAFLEEGolEMY, MRKLE, BIZRBE3-14R%E=.

2021-10-25
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https://www.jetbrains.com/idea/

APl %
&g 3 {&EFE APP IAIIEE R API

3-14 %% Go 4
Settings @
Q- Plugins 2 Installed Updates (0) o Reset
Appearance & Behavior
afee |3

Keymap
Search Results (191)

Editor
I o - o Tempiate
Version Control HE Languages HE Languages
Build, Execution, Deployment This plugin extends Intelli) Support for Go template
Languages & Frameworks :Ia'.l'c:’m with Go-specific engine . .
coding assistance and tool (h golang.org/pkg/text/t
Tools . -

019 591K wr4d.7

il |

GoToTabs Go To Project

Navigation Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a windows with speed search.

specific tab. You can of.

C+—H 08 2015 £ 73K @5

[l |
(2] Cancel Apply

¥KEY SDK

IBERAPIMXIZHSG, &% (BFER ) 89 “SDK” &5, HASDKRREFH T
SDK,

$XEX “ApiGateway-go-sdk.zip” [E45868, MRIEEEFREWINT:
ZFR 5iBH
core\escape.go SDK{tHS

core\signer.go

demo.go RIS

FETE
1 FTFFIntelli) IDEA, %S “File > New > Project”
58 “New Project” STIEIE, &R “Go” , BE “Next” o

2021-10-25 21
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3-15 Go
Bl MNew Praject

= Java
Java Enterprise
.'. JBoss
ri J2mE
B Clouds
Spring
= Java FX
Android
Intelli) Platform Plugin

© Spring Initializr
Maven

Gradle

& Groovy
Grails
Application Forge

¢ Go Modules (vga)

(el

<MNo SDK= r
[+ Index entire GOPATH

Additional Libraries and Frameworks:

[ 0 SQL Support

Default Dialect:

I Cancel Help

$B|2 BE .7, ERBANHEERIEEMREFRISDKERE, BdE “Finish” .

2021-10-25
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3-16 IEFEMEEE go B SDK &=
Mew Project @

Project name: |g::|| |

Project location: | Di\java\go

b More Settings

Previous Cancel Help
£33 T TiRCERE, BREWNT.

3-17 #HETIE go NEFREM

go D\javalgo

b Jidea
v ApiGateway-go-sdk-

v core
o escape.go
“ signer.go
> go
b licenses

* demo.go

mgo.iml
“demo.go” JRBIES, BIRIEEIRERMENSEHEER . BN ABIRBEIESERE
FAAPIRAI.

.

AR AP1 7~f5
1 EIfEP5|Asdk (signer.go)

import "apig-sdk/go/core"

2021-10-25 23
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£ p— N #rRYSigner, fIAAppKeyFlAppSecret,

s := core.Signer{
Key: "4f5f626b-073f-402f-a1e0-e52171c6100c",
SeCI’etI |l**~k~k~k~kl|,

}

HEp— M HTAIRequest, fEEEB . 73iEF . iBKurl. queryflbody,

r, _ = http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil.NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

BIEKRANINx-stagesk, ABFAMER . MIBHFE, HINFELSRAIEML,

r.Header.Add("x-stage", "RELEASE")

HITER, HITIHRHSEERPRINATFERZRIX-Sdk-DateskF1Authorizationsk .
s.Sign(r)

IHIEIAPI, BRILIEER.
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

.

3.5 Python

Bria=

f:3-:57 N

{EFPythoniESEFAPPINIERIAPIRY, BFRESTIRENSDK, REHETRE, &ES%E
EFAPIBIIEFAPI .

AREFLLIntelli) IDEA 2018.3 5kRAFFINEE

o EIREVAPIRYIE . iB3Kurl. 15K757%. AppKeyFlAppSecretFEE, BASIIA
IERIES .

o FRENHZIEPythonZiE ( BJfFERE2.7.9+843.X ) , WIRKZE, {EEPythonES
TEHRE T
PythonZ#5erkfa, fE£cmd/shellEO{ERpipZiE “requests” .
pip install requests
AR
WNRpipZiErequestsiBENEREIR, 15 FEFHMEMRPythonTIEHE, Fkpip, REE
MTLLERSREE,
o FREWHZZEIntelli) IDEA, WIRKZE, BEZIntelli) IDEAEBMLATE
o EfEIntelli) IDEAFRZZPythonidilt, WNRKZLEx, BIRIBE3S-18FiRTEE.

2021-10-25
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3-18 Z%k Python 1&HA

Settings
Qr Plugins Marketplace| 2

Appearance & Behavior

pren ] 3

Keymap
. Search Results (41)
Editor
BEEDEE ey
Version Control e mem—

Build, Execution, Deployment The Python plug-in provides
Languages & Frameworks smart editing for Python
SC ne reature set ol il‘E

Tools

Live Coding in Python

Code tools
Lets you run your Python
code as you type it. Displays
variable values, matplotlib, or

¥REX SDK

Installed Updates o

MicroPython

Framework integration
Support for MicroPython
devices in Intelli) IDEA and
PyCharm. Features: Code

python-typing-adder

Code toals
README Using intellij to infer
Python typing and add type

comments us

Cancel

IBERAPIMXIZHSG, &% (BFER ) 89 “SDK” &7, HASDKIREFH T

SDK,

$XEX “ ApiGateway-python-sdk.zip” X498, EERBESFEMWT:

BR il

apig_sdk\__init__.py SDK{LAS

apig_sdk\signer.py

BN (e

main.py

backend_signature.py EinEaREIREE

FE=Flicense3X {4

licenses\license-requests

2T

FIB1 FTFFIDEA, EIFZEE “File > New > Project” .

s “New Project” XHiEHE, &8 “Python” , B “Next” ,

2021-10-25
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3-19 Python

Mew Project

Maven

Gradle

& Groovy
Grails
Application Forge

= Go

o

Go Maodules (vga)
® Dep

‘s App Engine

Static Web
E Flash

Project SDK: | [ Python 3.7.2 (D:\570%p

Additional Libraries and Framewarks:
CJEf Diango

O Google App Engine (Python)
(]2 SOL Support

Template language:

Templates folder: templates
& Python

K Kotlin

& Empty Project

Application name:

Enable Django admin

2

Cancel Help

S22 BRBE “Next” , BHLITXHEE. BE .7 , ERBIXNIEERIEEREER

SDKE&{Z, B& “Finish”

3-20 EFEFEEERY SDK B82

Mew Praoject

Project name: | py‘thonl

Project location: | D:\java\python

b More Settings

Previous

Cancel Help

2021-10-25
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S|R3 ERITiRCIEE, BREWUT.

3-21 #E T 12 python ERE

v python
b idea
v ApiGateway-python-sdk-
v apig_sdk
_init__py
signer.py
» licenses
main.py

test_signer.py
m Python.iml

“maigljpy” ATBIURES, BRIELIRERIENSHIEER . BMUBRIBIESEER
API7=A1

R

A API 7=l
TB1 TIEY5| Aapig_sdk,

from apig_sdk import signer
import requests

HI82  Epi— 1 N#FhYSigner, IEENAppKeyFlAppSecret,

sig = signer.Signer()
sig.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c"
sig.Secret = "xeeeee

B3 AER— 1 RequestiIR, IBEHSER. BKuri. headerflbody,

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?a=1",
{"x-stage": "RELEASE"},

"body")
T4 HITER, HTHRHSEERSHPRNBETERZEIX-Sdk-DateskF1Authorization
(e

X-Sdk-Date2— MU ME 5B BB KREELESH .
sig.Sign(r)

£S5 iHITAPI, EFIHITER.

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)

TR
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3.6 C#
BRFiaE
{FERCHESIERAPPINIERIAPIRT, R ESEIRENSDK, REHFSDKEHFHNTIEN
%, RESEAPIERTREIERAP,
EFNE
o EIREVAPIRYIE . iB3Kurl. 153K757%. AppKeyFlAppSecretFEE, BASIIA
RIS .
o FRENFZEVisual Studio, TNERFKZEE, EZEVisual StudioE A Mg T .
¥KEX SDK
IBERAPIRXIZHEIS, &% (BPIEE ) /Y “SDK” &7, #HASDKIREH T
SDK,
$XEY “ ApiGateway-csharp-sdk.zip” [E468, BRESEFEMRWNT:
2R 5iRH
apigateway-signature SDK{tHES
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BEBRTGUCH
backend-signature\ [RimsZnE T
csharp.sln TN
licenses\license- $E=FFlicense3 {4
referencesource
FIHFIEE

EF8 API ;=451
S

WHESDKEAHAY “csharpsin” 24, FTHIE. TEPEEWT3NIA:

e apigateway-signature: SCMEZELXRIHEZZE, ATHF Net Framework5.Net
CorelfiH,

e backend-signature: [FikIREZEZRA,

o sdk-request: BEREZRIEAMRTS, BRIELIRERIENSHGER . BT
iRAFIESEEAAPIRA .

EIZEP5| Asdk,

2021-10-25
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using APIGATEWAY_SDK;

$£I®2 Epi— #FhYSigner, IEANAppKeyFlAppSecret,
Signer signer = new Signer();
signer.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c";
signer.Secret = "Rkt

I3 E£R—MHttpRequestXIR, IEEIHSIER .. iBKurlilbody .
HttpRequest r = new HttpRequest("POST",

new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?

query=value"));
rbody = "{\"a\":1}";

LBA B[iEKRIx-stagesk, ABAKNIESR . IBFE, FMITESZEMLE
r.headers.Add("x-stage", "RELEASE");

TES HITER, WITHRHESER—FRIHttpWebRequest, HIEIERSEFIRIBFE
ZA9X-Sdk-DateskF0Authorizationsk,
HttpWebRequest req = signer.Sign(r);

26 HIEIAPI, BEFIREIER,

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

s

3.7 JavaScript

BFin=

HERRIR

{EF)avaScriptiESiRAAPPINIERIAPIRT, EBEHLIKENSDK, AGRHETLRE, =52
ZAPIERERBIERAPI,
JavaScript SDKZ#¥Node.js. NIISEEIZITINE

FFFEIFERZRE, AZTHLntelli) IDEA 2018.3 54, Z#Node jsIAEHHI,
e, UIRMHMLRRGNEER

o CIREVAPIRYIEZ . i5Rurl. 1EX7Gi%. AppKeyFlAppSecretFHEE, BAS A
IERIEER -

o FKENFHZZENodejsiER, MRAKRLLE, 5EENodejsERA FHIE 2.
o FRENHZZEIntelli) IDEA, INRKZE, i5=Intelli) IDEAES ML TE .
e BfEIntelli) IDEAFFZIENodelSIEYE, WMNRKZE, BIRIBE3-22FREE,
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API %
FAigr

3 {&EFE APP IAIIEE R API

3-22 %% NodelS 1
Settings
Q- Plugins

Appearance & Behavior

Marketplace 2 Installed

Updates o

Keymap
Editor

Version Control
Build, Execution, Deployment

Languages & Frameworks

ofr] 3

Search Results (6)

NodelJs Node.js Remote Interpreter
JavaSeript Network
Support for Node.js projects. Run and debug Node,js

Run Node.js applications in the remote

ns from th

environm ch as Docker

Beame Insta-ssl plugin
Network

Beame.io Jetbrains plugin

provides

Tools .
LiveEdit
Web
With Live Edit you can see the
changes you made in your
HTML and CSS files
C+=H 07, 2018 +3.9M 114

¥KEX SDK

PS tunnel for exposing

017 25K

IBERAPIMXIZESG, &% (AFER ) 89 “SDK” &5, HASDKRREFH T

SDK,

SXEY “ ApiGateway-javascript-sdk.zip” [E486, SBESEFZEMWNT:

2R

ol

signer.js

SDKIES

node_demao.js

Nodejsi~fFI{tHS

demo.html

SRR BICES

demo_require.html

NEE2ERBMCHS (ERrequireilZE )

test.js

g nzEL

js\hmac-sha256.js

(63U

licenses\license-crypto-js

FE=FFlicense3{4

licenses\license-node

BIETE
$B1 FTFFIntell) IDEA, HEIRE

“File > New > Project” ,

s “New Project” XHiEHE, 1%E#F “Static Web” , BBy “Next” ,

2021-10-25

30



API 3
FAigr

3 {&EFE APP IAIIEE R API

3-23 Static Web
MNew Project

Gradle

& Groowvy
Grails

Application Forge
o Go
% Go Modules (vgo)
F Dep
s App Engine

(=] MNodejs and NPM
E Flash

K kotlin
7 Python

= Empty Project

=5

El HTMLS Boilerplate
&> React App

B Foundation

B | Bootstrap

@ Angular)s

Y Angular CLI

& React Native

Web modules are used for developing Web applications using
technelogies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Il Cancel Help

$E|2 BE 7, EREAHEERIEEMEESRISDKERE, 2dE “Finish” .

3-24 %RERET JavaScript B9 SDK 1812

MNew Project

Project name: | JavaScript

Project location: | D:\java'JavaScript

b Maore Settings

£]3 T TiECERE, BRE

Previous Cancel Help

BT
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3-25 $FETFE JavaScript FIE R
w [ JavaScript
» idea
w ApiGateway-javascript-sdk-2.0.0
> IE
> licenses
i dema.html
i demao_require.html
5= node_demojs
1 package-lock.jsan
5 signer.js
i tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

e node_demojs: Nodejs~fl{HE, IBRIFSLIRERIENSEHEER . BMUER5R

BRiE=&iEFAPI ( Node.js ) =,

e demohtml: NLEERROULES, BIRIELIMERIZNSEEER . BAEAIRRA

IESZAMAPI (R553E) =61,

$¥4 B “Edit Configurations” , 38 “Run/Debug Configurations” XHHEIE.

3-26 Click Edit Configurations

B A L mine] b 20 G

Edit Configurations...

H save 'main’ Configuration

rain

H$UB5 AT ‘47, &R “Nodejs” o
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3-27 i%&#E Node js

Run/Debug Configurations

1 - = & w

Add Mew Configuration

—
2 Gruntjs
¥ Gulpjs

JAR Application
[ JavaScript Debug
ﬁ Jest
A JUnit
i Jupyter Notebook
K Kotlin
K Kotlin script
1) Lettuce

Maven

© Mocha

15} Modeunit

L6  “JavaScript file” 1% “node_demo.js” , B “OK”

3-28 j#%4% node_demo.js

Run/Debug Configurations

+ — B F w Name: | node_demo.js
v [ Nodejs X . . .
- - Configuration Browser / Live Edit V8 Profiling
Cerfgusien_
> Python Node interpreter: Project node (DAE{H\node.exe)

> F Templates
Node parameters:

, STTRECE

B35

[]Share []Allow parallel run

10.15.3 ~ || =

Waorking directory: D:\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node dema,js

Application parameters:

Environment variables:

.

AF API ( Node.js ) 7=f5l
$B1 ETIEFS| Asignerjs,

var signer = require('./signer’)
var http = require('http')
$2 Epi— #FhYSigner, IEENAppKeyFlAppSecret,

var sig = new signer.Signer()
sig.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c"
sig.Secret = "

$IE3 HE—RequestIR, IEESIEZ. iBKuriflbody.
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var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
rbody = '{"a":1}

LEIEKIANNNx-stagesk, ABNAMER . NEFE, MIFTESZHE MK,

rheaders = { "x-stage":"RELEASE" }

HITEE, PITIHWRHESEMIERESE, ATFCIZhttp(s)iER, BERSHHPHFINTH
FERZAIX-Sdk-DateskFAuthorizationk,
var opt = sig.Sign(r)

IAIEIAPI, BEIAEER, tIRERAttpsipal, W “http.request” B9
“https.request” .

var req=http.request(opt, function(res){
console.log(res.statusCode)
res.on("data"”, function(chunk){
console.log(chunk.toString())
)
)
reg.on("error",function(err){
console.log(errmessage)
)
req.write(r.body)
reg.end()

-

AR API (I5E28 ) 2

SR

$ER2

(EANMESRIHEAPI, EETASIZOPTIONSHEHIAPI, ElREEESN ( APIRE
FBF¥ERE ) 1Y “FEE’%E%E@ 7 EHEIZEOPTIONSHAIAPI, HiREILrAHHE

“ Access-Control-Allow-*" t83i5ia)izHIsks, BITECIZEAPIREIZ FF B CORSERI
XLl iE

Ehtmlh5 | Nsigner.js B 4&EH .

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

HITERF0AEAE,

var sig = new signer.Signer()
sig.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c"
sig.Secret = "Rkl
var r= new signer.HttpRequest()
r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
rmethod = "POST"
ruri = "/app1"
r.body ='{"a":1}'
rquery = { "a" "p2" 3
r.headers = { "Content-Type":
var opt = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: req.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html('200')
$('#recv').html(data)
%

error: function (resp) {

application/json" }
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3.8 PHP
Brin=

i35 780

if (resp.readyState === 4) {
$('#status').html(resp.status)
$(‘#recv').html(resp.responseText)

}else {
$(‘#status').html(resp.state())

}

timeout: 1000
b

R

{EFPHPIESIERAPPIAIERIAPIRT, IRFEZSTIRENSDK, ARETIE, RESEAP
B BIERAPI

ARETLLIntelli) IDEA 2018.3 5kRASFFINEE

W

o EIREVAPIRUIER . iB3kurl. iE3KTGE. AppKeyFlAppSecretFHEE, BASIIA
IEENESS .

o JRENFHZXEIntell) IDEA, IRKZE, i5=Intelli) IDEAEB ML T

o FKENHZEPHPLRER, NBEKRZLTE, BEPHPES FEIRE Mo

o EPHPZLERZRHHY “php.ini-production” XHEHIF “C\windows” , HK&ZH
“php.ini” , FEXHFIEMNTRE.
extension_dir = "phpZZEHF/ext"
extension=openssl
extension=curl

o Effintelli) IDEAFRZZEEPHPIEM, SIRARZE, BIRRE3-29F %,

3-29 %< PHP #& 4

D secings =
Q- Plugins Marketplace Installed Updates ]
Appearance & Behavior
= afge ] 2
Keymap
. Search Results (129)
Editor
BETT - - PHP Annotations
Version Control K Languages Framework integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
Languages & Frameworks de::uggil‘g 3I—13L,|.*i'. Smarty, Issuelg | Donate Installation
Twig and various framewarks Ju

Il and be happy

Tools 25 g+ '3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
Examples | Donate This plugin Donate using PayPal or
provides "Method Bitcoin This plugin adds auto,
2 150.5K 5 + AK 15
(7] Cancel
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APl %

F&igEE 3 {#F8 APP IAIEEF API
¥XEY SDK
IBERAPIRXIZHIG, 2% ( APiERE )/ “SDK” &7, #HASDKIREH T
SDK,
¥REX “ApiGateway-php-sdk.zip” [E4&6, MEESERELNT:
SR 5iBH
signer.php SDK{HS
index.php AN e

FETE
HI81 FTFFIDEA, iEIRSEE “File > New > Project” o
3H “New Project” IHEHE, 1#E#E “PHP” , B4 “Next” .

3-30 PHP
New Project @

® Groovy @Il PHP Empty Project

Grails @ Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
% Dep
s App Engine
Static Web
(2 Nodejs and NPM
E Flash

PHP
K Kotlin
Python

Create empty project for PHP

= Empty Project

Cancel Help

$B|2 BE 7, ERHAHEERIEEMEEERISDKERE, 2 “Finish” .
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3-31 JE&HEMEIE/S php B SDK &2
MNew Project @

Project name: | php

Project location: | D:\java\php |

P More Settings

Previous Cancel Help
$]W3 TR TRRREE, BREWNT,

3-32 FiEE2THE php AIEREEH
v Lgphp
b Jidea
v ApiGateway-php-sdk-
ahw index.php
ohe SigNer.php
m Php.iml
» |l External Libraries

Scratches and Consoles

“signer.php” AREIES, BIRELFERENSHEER . BEAREIREIESERE
FAAPIZRA

e

AR AP Rfl
HW ERTIHEIAsdko

require 'signer.php’;

L2 Hp— 1 HTRYSigner, 3EANAppKeyFAppSecret,

$signer = new Signer();
$signer->Key = '4f5f626b-073f-402f-a1e0-e52171¢6100c";
$signer->Secret = '"rrxt
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L4

3.9 C++
Brn=

f:3-:57 81

¥REX SDK

SR — N FlIRequest, IBESIER . iEKurlflbody ( bodytRIFSLFRAYZOIEKIE
E) o

$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?a=1");

$reg->body ="

BIEKRANINx-stagesk, ABFANRR . MIREFE, FIIFESZRVEM IR

$req->headers = array(
'x-stage' => 'RELEASE',
)

HITER, BITHHRHESER— P Scur EFXERE,
$curl = $signer->Sign($req);
JHIEAPI, BEFI[EER.

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

R

{(EFC++HESARAPPIAIERIAPIRY, BFEESTIRENSDK, SEAPIERRGIERAPI,

1. CIREXAPIRYIES . BEKurl. i53K57%. AppKeyFlAppSecretFEE, B
IERER -

2. Z%opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

W

DUIA

IBERAPINXIEH G, 2% (AFERE ) /Y “SDK” &5, #EASDKRREH &
SDK,

¥REX “ApiGateway-cpp-sdk.zip” E456, MBEREBREENT:

ZR ol

hasher.cpp SDK{{HS

hasher.h

header.h

RequestParams.cpp

RequestParams.h
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i5F API 75
S

LI

S$IR3

LR4
LIRS

F1R6

SR 15E8
signer.cpp

signer.h

Makefile Makefile3Z {4
main.cpp RIS

fEmain.cppFIIANLATSIF .

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"

£ R— 1 #rRYSigner, IEANAppKeyFlAppSecret,
Signer signer("4f5f626b-073f-402f-a1e0-e52171c6100c", "),

&pk— 1 #HIRequestParams, EELIESR. HA. iB5Ruri. EFFRFHEFbody.
RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-

a8655461897e.apigw.exampleRegion.com", "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

BIEKRANINx-stagesk, ABFAMRR . MIREFE, FIIFESZRVEM IR,

request->addHeader("x-stage", "RELEASE");
HITER, PITHRESEEMIIZZ LA requestZEH,

signer.createSignature(request);

{EcurlFEIBEIAPI, BFEIBAZLR,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
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struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();
curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

return O;
}
FB7 izfTmakedsSiwiE, BRI Emain, HiTmainXid, BEER,

3.10C
B{FzaR

S

(FRCGESRAPPINIEAIAPIEY, BEESIKREISDK, SEAPIERRGIERAPI,

HEEWTIE
1. CIREXAPIRYIELR . iEKurl. &3R5, AppKeyFlAppSecretHEE, BIRSDIIA
IEREER -

2. ZFopensslE,
apt-get install libssl-dev

3. ZEcurll®E,

apt-get install libcurl4-openssl-dev
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$%BY SDK
IBERAPINXIZEIG, 2% (APIERE ) B “SDK” B, HASDKIEH T
SDK,
SREX “ApiGateway-c-sdk.zip” E4EE, MIEEBEREWUT:
2R etz
signer_common.c SDK{tE3

signer_common.h

signher.c

signer.h

Makefile Makefile3Z {4
main.c AN AT

B API 7</51
1 Emain.cRFIIALLTFEIE.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

T2 Ep—sig_params_tEBIRNTE, IEAAppKeyFIAppSecret,

sig_params_t params;

sig_params_init(&params);

sig_str_t app_key = sig_str("4f5f626b-073f-402f-a1e0-e52171c6100c");
sig_str_t app_secret = sig_str("******");

params.key = app_key;

params.secret = app_secret;

FW|W3 IBERER. BHE. BKuri. ERFRFEHEFbody,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/app1");
sig_str_t query_str = sig_str("a=1&b=2");
sig_str_t payload = sig_str("");
params.host = host;
params.method = method;
params.uri = uri;
params.query_str = query_str;
params.payload = payload;

T [iEKRNINx-stagesk, A ANER . IREFE, MINFESZA9EMLE,
sig_headers_add(&params.headers, "x-stage", "RELEASE");

LIS HITER, WITHRESBEMAIZZ LA requestZEH,
sig_sign(&params);

£6 (EAcurlFEBITAPI, BEIAIIER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{
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}

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];
sig_snprintf(url, 1024, "http://%V%V?%\V", &params.host, &params.uri, &params.query_str);
curl_easy_setopt(curl, CURLOPT_URL, url);
struct curl_slist *chunk = NULL;
for (inti =0; i < params.headers.len; i++) {
char header[1024];
sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);
printf("%s\n", header);
chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

//free signature params
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sig_params_free(&params);
return 0O;

}
BT izfTmakednS$iRiE, BRI EmMain, HiiTmainXid, BEER,

.

3.11 Android

BEia=
{EFANdroidiESiEAAPPINIERIAPIRY , I&FRESTIRENSDK, AEMETRE, &E5%
AP BIERIAPI
EEHE
o EIRENAPIBUIE . 1EKurl. 1EKFEE. AppKeyFlAppSecretFER, BEFESIA
RIS .
o FFENHZEEANdroid Studio, INERFZEE, BEZEAndroid Studio B ML T .
¥XEX SDK
IBERAPIRXIZHIE, &% (APiERE )/ “SDK” &1, #HASDKIREH T
SDK,
5XEY “ ApiGateway-android-sdk.zip” JE488, MRIEEBREWWT:
ZFR kA
app\ L T3
gradle\ gradletBX3 14
build.gradle gradlefc &34
gradle.properties
settings.gradle
gradlew gradle wrapperifl{THIZAs
gradlew.bat
FIFTEE

FB1 FJFFAndroid Studio, i%&#E “File > Open” ,
e H AR NEE ISR R R FFRISDKES R .
B2 THIER, BREBUNT,
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3-33 TIEERE

e app
b manifests
w Java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
> com.test.appsignature (test)
v res
3 drawable
v layout
25 activity_main.eml
> mipmap
> values

v (# Gradle Scripts

# build.gradle (Project: android)

#} build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

=| proguard-rules.pro (ProGuard Rules for app)
gradle.properties (Froject Properties)

#) settings.gradle (Project Settings)

local.properties (S0 Location)

e

B API 7=l
8,1 £Android TIZAY “app/libs” BRT, MASDKFErREjare. HEjarE A REiE:

e java-sdk-core-x.x.x.jar
e joda-time-2.10.jar

$U2 7 “build.gradle” &N okhttpEEAIIKES .

£ “build.gradle” 3744419 “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.14.2'”7

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

H#IR3 BliErequest, HINAppKeyFlAppSecret, FSEEHSZ . 75i5% . iB5Kuriflbody,
Request request = new Request();
try {
request.setKey("4f5f626b-073f-402f-a1e0-e52171¢6100c");
request.setSecrect("*****");
request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");

request.addQueryStringParam("name", "value");
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3.12 curl
S s

AR

iAF3 API 7=l

gz

request.addHeader("Content-Type", "text/plain");
request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}

SHERHITER, HERLokhttp3.RequestITSFKIFITAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);

OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

R

B curlasSERAPPINIERIAPIRY, SEEE S T E)avaScript SDKERcurlds S, G

Kcurlap S EFIRaSITIERAPI .

EFRENAPIRIIE 2 . iB5Rurl, iB53KAE. AppKeyFlAppSecretE(=2, BRSILAIER]

:3-: 8

{&EF3)avaScript SDK&ERKcurlds< o
IEERAPINEIRGIE, WNAMSHL “BAEAPI > SDK” HANTEHRE F.
EasechiTFFdemo.html, TEIW FEF=.
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Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET # 30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1.huaweicloud.comr
Headers

{"Content-Type™:"application/json"}
Body

s

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north- 1.huaweiclou
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the APl from browser requires support for CORS
200
Congratulations, sdk demo is running

H#IR2 EAKey. Secret. I5iER. BRIMY. ZZFurl, Fgn:
Key=4f5f626b-073f-402f-a1e0-e52171c6100c
Secret=rrrrr
Method=POST
Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com

FI3 EAjsont&=AIQueryFIHeaders, IEABody,

FB4A FFE “Send request” , ERfcurl@nd . BeurlisSEFIRITSIT, HEAPL,
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/" -H "X-Sdk-
Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-
€29945a1e06a, SignedHeaders=host;x-sdk-date, Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

(REELY: ;|
SDKERMIcurl@ LA FEWindow FemdLimi&l, 1B7Eqit bash FHATERMRIcurl& < .
R
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Tokeni\iiE
AK/SKIAIE

4.1 Token TA\UIE

BEns
HIEEATokenTAIESVAAPIRY, FEIRENFF TokenFEARAPIER S Token(EiR
EHEIERIEKRA “X-Auth-Token” LigiH,
(e
EREOSNTRMIAESR, ErILUEEES—FHITIAESER
o TokeniAiE: &id Tokeni\iB@FRHIEK .
o AK/SKIAIE: @iTAK ( Access Key ID ) /SK ( Secret Access Key ) SHERIERKATIHITES
NN
RAREOSE
1. 3KEXToken, BEE ( Z—BMIAIERSZAPISE ) 19 “IREXFFToken” BT,
BEKRIEMNAEINEERREESLFPEERY “X-Subject-Token” BYEBNAIToken(E,
AT B aERZEONT TEF I 3KE Token 5%,
2021-10-25

47



API 3
FAigr

4 {EF |IAM IAIEE R AP

BOERZA

4-1 BRI

POST https://iam a— . com/v3/authftokens Params
Body @

form-data x-www-form-urlencoded ® raw binary  Text

2 "auth": {

3 "identity": {

4 "methods": [

5 "password"”

6 .

7 "password”: {

8 "user™: {

9 "name": "

18 "passwor

11 "domain": {

12 "name":

13 3

14 T

15 ¥

16 1

17 "s_npe

18 pr‘cjec‘t : {

19 "id" 1389mwf9dzssaefanc33" f/this iz a example.

28 3

& 4-2 MIR[EEERY Header H¥KEY X-Subject-Token

ody Headers (13)

m

connection —  keep-alive

content-type — application/json

date -~ Mon, 05 Nov 2018 09:55:38 GMT
server — Web Server

strict-transport-security — max-age=31536000; includeSub

v
a
o
3
I

transfer-encoding — chunked
via — proxy A
x-content-type-options — nosniff
x-download-options — noopen

x-frame-options — SAMEQORIGIN

x-iam-trace-id —-‘2:/4 6b7189098243d440f7854f1cd4

Status: 201 Created

Send w Save

Time: 1010 ms

x-subject-token
AAYIKoZIh

ZkWYIg+hTFILsTYa5Xcs rbe+ VjxDYhQF1 18yaquVSAyBOPNVA==

2. ARWSEEN, miEkKEELPEn “X-Auth-Token”
(B 153KEX A Token,

RNBNBERAPINERRIZ
1. REEXEERE.

E3REUAMBIEndpoint, BifiES IibXFILixT R,
, BERERPE, EFhSIERSSEE “HAE

2. EEEEHE
ID ” .

,  “X-Auth-Token” BYEX

lIE” EE “IﬁE
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https://developer.huaweicloud.com/intl/zh-cn/endpoint

AP| 3
F&iEr 4 {EF |IAM IAIEE R AP

3. 3KEYFAFToken, FHREMIMELE, Token BT EEIARBEMIZOS,
a. PUTLAT®S, KB Token,

curl -X POST https://{iam_endpoint}/v3/auth/tokens -H 'content-type: application/json' -d '{
"auth": {
"identity": {
"methods": [
"password"
1

5

"password": {

"user": {

"name": "{user_ name}’,
"domain": {

}

"passvxllord": "{password}'

}
h?
"scope": {
"project™: {
"id": "{project_id}"

}
}

} -vk

Lixadrh, BRSHESIUTRBHTEN (BREESE (H#—5MHIA

IERRSSAPISE ) ) :

®  fiam_endpointFEI%ARIIR S HIRENAYIAMAYENdpoint.,

" {project idEIRFIRHRSHHIREXAIINEID,

" {user nameJf{ password};> 3\ IEZIAMIRSS 2R R 2 /ME
B,

IS Headersh “X-Subject-Token” RY{ERNAToken:

X-Subject-Token:MIIDkgYJKoZIhveNAQcColIDgzCCAxxxxxx38CAQEXDTALBglghkgBZQMEAgEwg

b. FRINTESKtokenRBENNIETE, HEGEEIN

export Token={X-Subject-Token}

X-Subject-TokenB[/93.a5kEX&IATtoken, HSRAINT,

export Token=MIIDkgYJKoZIhveNAQcCollDgzCCAxxxxxx38CAQEXDTALBglghkgBZQMEAgEwg

4. EFAPI, BSEINERNERREUSS . B5K5EFIURL, SEIBRIELIrERIE
B,
curl -X 153Kk % 88 +URL -H "x-auth-token: $Token" -vk

4.2 AK/SK TAIIE
{EEFAK ( Access Key ID ) . SK ( Secret Access Key ) ITEFRIHITES.
(1 %88

o AK: iBEJERID. SIAEIHRERXKAIE—IRRNT, HIaERIDIFAEIHREB—ieE
A, MERHFITINEES .

e SK: S5ipAZEBIDESHERANER, WEREITNEES, ARREES, FHEEREIE

o
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F&igrE 4 {FF 1AM I\ AP
4ERf AK. SK
AR EERMITAK/SK, WATHNILEZSE, HEERE FEHBIAK/SKIE, XEE—R
73: credentials.csv,
WTFEFR, MHEETHEPE (User Name ) , AK (Access Key Id) , SK ( Secret
Access Key ) o
4-3 credential.csv RS
A B c
|User Name Acceszs Key Id Secret Access Eey
2 PRITERY Y | (WIDETRETRENINDNEE. | zul TN MM M o bhS s daG i 4
AK/SKEREETR:
1. EMAEREEEHE
2. BEALAIARS, ENSIRPRT ‘BT .
3. B “EEipnzET .
4. B “FREHEEAT , @A ‘hEBeEE” WHE.
5 EBRFHEREARIEBHERZFRL, BF “BE’ , THER, BEERE.
= %
F R E BB LFIAPPIAIEERE] FﬁAK{JCE*APPiAiIEEIJESAppKey, SKEHEAPPIAIES
AYAppSecret, BIRISERSEZFNIER, &nl{FJava. Go. Python. C#.
JavaScript. PHP. C++. C. Androidi#{7&&0i50a,
A
Z iR R A A E SRS RAIELE, BRiEKIEELX-Sdk-DateAHEH T
KiRE,
APIR% ( BIAPIEEIE ) R T RBGAY BRSNS, ESRIIZATENE S MKW EESRAYAT
BZ, WMNRATEZEEIT 15904, APIRNISELEIER,
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5 BIZATENRE E SOMERIREL

5 B2 BT anin B E S IAIERYEREL

Brn=

WREEEERECHNAERSXIAPIFNBIEFTIMESEN, EaLEAPIEEFEEE
— M EliREESIAIERILINEE . 1EER RN E E X IMEXI Bl RHITIMES
B, BFEEFEEFunctionGraphtliZ— 1P ERE, BEREEN SMRIVAEER .. R

tlE=E, FABENMNENEREREE, XFAPIRKAAIAPIHITIAIES .

BEMAEEERiREEMNESBiwBESAIE, BlinBE X IAUESAPIGHBRLE
REXTEIHIAPIERIFITRZEINE, [FinBEENIANIEHEAPIGiRIRS I RIS REL,
IR B APIGE ERIAPIE KB TELZRIANIE

AEDNBITERERETIZE— “BENXINE" , UNRIEREESAIEDE
FRRIEEEEIN,

5-1 BIREESGNEREE

Iz

FEF/APP

APIG IS0l

22iAE ECS
BREMGAE

T 403

APPLAIE

HIANBAE

Interneat

FEREENXIAMEEBAPIEREN FER:
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5-2 HENXIAIEERA API

FraERE
BlE— A REAP| , {EhEE
SGAERIESTREREL , AP
SEhEIAPIBHTIME i
R
E{%Eﬂuﬁ . R QIEBEMIAUE

FEAPREAEELAE , B
TEEGAETT AP TER BIERAPIFHER BE SUALE
AAE

AR
BESCGAEKIERERRSS . MR =AIRegion;2 B LLRERRSS, NASZHERBESGAIE.

BREL R
#1181 1EFunctionGraphd AL EH
THELApython2. 7EEE I, RERBHEEHEUN TFMHF:
o FRELIBIF=FMERSHEN, &XH:
-  Header?fJiask&%: event["headers"]["S%3"]
- QueryHRIIERkES%1: event["queryStringParameters"]["S%&"]
- IZBEENMHBPEYE: event["user_data"]
o REMIBIKEN=FERSHEAPINEBENINEFRISHE R TAR:
- HeaderdfUiEsk&#: MUBEMIMEFSEH(UE IHeaderfISHKIE, H
SHEELRBERZAIREEXIAEAAPIRTEN
QueryFEIIERSE: WNEEMXINEFSHAIENQueryIBMKIR, HS
HEEERBERZRREE X IAELIAPIEHEN
-  BEEMPARPHIE: MNBEXAEFRNEFEE, ESHETRIER

TESCGAIERTEIAN
o FRHRIREHEARBERTIM, WIRHEIN FEX:

{
"statusCode":200,

"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

Hep, bodyFEREIABNFFFHEI, jsonfFiBZfa:
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{
"status": "allow/deny",
"context": {
"user": "abc"
}

}
“status” FERAWIE, AFRRIANEER., RI%HF “allow” 5% “deny” ,
“allow” FRINIERIN, “deny” FRRIAELRM

“context” FERATE, RTIFFAFHREERREYS, BEFZIFISONTREE
H,

contextPRIHIE NGB ENFES, INEBESBEAESHILE RIAPIN XS
wSHH, HfcontextPRSHBMERFZSHIMUATE—H, BHXH KN
5, contextPRISHBMRAARNFZBIL, IFRXXNEFH, HF. T
R&ihfldk, BRKER ~ 329FF, BlimiABEEIGE, contexthauserfI(E
abciRETFIFimARSS Header{U ERItest S,

HeaderdRIiERSEE A BRHA:

-*- coding:utf-8 -*-
import json
def handler(event, context):
if event["headers"].get("test")=="abc":
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}
else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)

QueryFRIERSEE X ABRHI:

# -*- coding:utf-8 -*-
import json
def handler(event, context):
if event["queryStringParameters"].get("test")=="abc"
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}

else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)

PP EERE X ACHRRE:
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# -*- coding:utf-8 -*-
import json
def handler(event, context):
if event.get("user_data")=='abc":
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}
else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)

T2 MR, WA “SHER” ikiE “apig-event-template” , 1RYESLHRIE
FEREFRENISER, Bk WL

WATERS “pTN” BY, R
BT REFEHNAPIRX A EEIZERIRE ESOAIE,

-

[REERE

ERENXIANEFEZ IR A T RIRBENXIAEAIFunction API, T—ZEEEHAN
APIRXHR,
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6 BIERATEinBEMIAERIREL

Brn=

MREFEER—FMANENSRHEZS N ARRRIIMBANERSE, LT EiRIRSAIR
P, EALUBEAPINXFNERBEESIAELIILINEE . EFERERBESIAENG
ImiE R TINIEENET, SFEEETEFunctionGraphBEZE—NREL, BITREE X IEFR
THPANIEER . BREEABENINMERGIRERE, FAPIMXFAIAPIHITIAERN o

6-1 RiRBESOANIEREE

JalRiRS
ﬂ E EEEREE
BRFIAPP ECS

T

403

Internet

FERABEXAEERBAPIRRIEN T EFR:
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BRFLRR

6-2 [FHBESIAIEER API

Bl — AP, EAEE
MGAEREImREREL | XIAPIF
ZRRAPIEHTIAE

SURREOANE TSR AR NAE

EAPREE HEE AL , B
T YA AP T BIERAPIHEREENIAE
73

(MERIY::
BESCNERIRERSS . WIRZRIRegioniRHA _LEREIRSS, NWASHFERBESGAIE.

$I1 7EFunctionGraphHFFAEEH

TmEbApython2.78%1, RERBEEHREWNTFEG:
o RERBRZIFECEENHEFEIE, BEIE: event[ "user_data"],

o RECIBIRENRNIERESHSAPIMNKBESGAETRISHK RS HEERSH R
B E X BREIEYS RAPINXBE SGAEFRBRETE, SHETEECIZEAPIK

FKEEMERBA, BREERARE, ETLBTEE.

o REAVREHEAREATFIM, LIUHEMNTHE:
{
"statusCode":200,
"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

}
HA, bodyFERHIASAFRHEIEIL, jsonf#iaz/E/9:
{
"status": "allow/deny",
"context": {
"user": "abc"
}

}
“status” FERAMIE, AFARRINESR . RZ3F “allow” 5% “deny” ,
“allow” FRINIERIN, “deny” FRRIAELRM
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, “context” FERAAE, RAIFFAFREBREY, RBEFSIFISONIIRIEL
B,

contextRIFEIE AEEENNZFE, INBEEIEE/ANESE IR EIAPIN XS
s, HEcontexthRISHBMERFASHBTRUNTE—H, BXH KN
5, contextPfISHBRVBMAENYFZHBF L, TIFEXNNEFH, HFE. T
R&LFPRZ, BRRER ~ 3290FF/H,

EimAIEEEfS, contextduserf{EabcliSiEIFiRIRSS Header{i B HItestS
Hrh, HBEEBAAPINGEIRIRSS

FRFEERE X ACHRRE:

# -*- coding:utf-8 -*-
import json
import base64
def handler(event, context):
token=base64.b64encode(event["user_data"])
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"allow",
"context":{
"token":token
}
)
}

return json.dumps(resp)

SB2 WRRE . EUAEMR “SHER PiEE ‘“TREIRT . AEA:

{"user_data": "123"}
RIELIRE R RFMRER, B Wik’
PATEESR D “RIN” BY, FRUAARIN.
ETREFTEHNAPINXFREEIRSIiREENXIAILE,
S

[REEHR(F

FEEEXANEFERIETAATREiREEMIMIERFunction APl, T—ZEHEHFAN
APIRIKH
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7.1 Java

BEIm=

Il =St

SATIRE

Python

(ERavalESHITRRRSEEN, BFEBTIRESDK, REESANTRE, RESER

IR AR EEZRE—H.

A= Untelli) IDEA 2018.3.5ERAAFINE

ER TR B EBAIKeyFSecret,

EEEHatIEEZER, FYEAPI, KBS ( APIMXAFER ) /Y “8l
BHERERER 5.

B T EREZ RS,
SRERFZ 2 Intelli) IDEA, WNERKZEE, 15=EIntelli) IDEAE ML TE .

B%%E)ava Development Kit 1.8.1118¢LA LR, WNRFKZEE, EEO0racleBES
TR FE

FJFFIntelli) IDEA, TESEBEF=%EIE “File > New > Project from Existing Sources” , i
RMEESR “ apigateway-backend-signature-demo\pom.xml” X4, g “OK” ,
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https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/apigateway-backend-signature-demo.zip
https://www.jetbrains.com/idea/
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html

APl %

F i 7 M RiRARSSHITE S
7-1 Select File or Directory to Import
Select File or Directory to Import >
Select directory with existing sources,
Eclipse project (.project] or classpath [.classpath] file,
Maven project file (pom.xml),
Bnd/Bndtools workspace (workspace/cnf),
Gradle build script (*.gradle],
Flash Builder project file (project, *.fxp, *.fupl).
f O 0 X G Hide path
LpiGateway-sdk\apigateway-backend-signature-demo\pom.aml | &
> ApiGateway-android-sdl-1.0.0
v apigateway-backend-signature-demo
> Jidea
> libs
> SFC
Cirag and drop a file into the space above to quickly locate it in the tree
o
HIR2 (RIFBIAIRE, BF “Next > Next > Next > Next > Finish” , SR TIES AN,
£33 TAMMavennE, WE “compile” HiTHIF.
7-2 fHiFIIE
Maven g —|=
- o
S R i+ m i ® = Fs
o
» |, backend-signature
v [z Lifecycle =
13 clean %
% validate :
2 =
1 test 1 z
14 package <
3
18 verify
1% install "
1 site E
1% deploy %
» [gPlugins ;:
» [iiDependencies o
IR[E] “BUILD SUCCESS” , FRIRIFEMII-
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S ﬁ pYET) A LS
FRiER 7 WEiRRSZHITES
Run: backend-signature [compile]
> [I1F0]
[INFO] --- maven-resources—plugin:3.1. 0 resowrces (default-resources) @ backend-signature ——-

[INFO] Using "UTF-8 encoding to copy filtered resources.
[IVFO] Cepying 1 resource

I 4l

[INFO] Copying O resource

[I1FO]

[IWFO] -—- maven—compiler-plugin:3. 8 0:compile (default-compile) @ backend-signature ——-
[INFO] Vothing to compile — all classes are up to date

[I1F0]
[I1FO]
[INFO] Tetal time: 2.688 =

}’ [IVFO] Finished at: 2019-03-11T18:41:09405:00
[INFO] Final Memory: Z21M/309M

[IVFO]

Procesz finizhed with exit code O

$184 A EBackendSignatureApplication, &% “Run” iZ{TRSS .

7-3 iI=17RRSS

v [, apigateway-backend-signature-demo 1 packa
> idea - .
> Dulibs st !
w src 3 Cut Ctrl+X
w main B Copy Cirl+C
v java Copy Path Ctrl+Shift+C
v com.huawei.apigat Copy Reference Ctrl+Alt+Shift+C
€ ApigatewaySigr [ Paste Ctrl+V
(&,BackendSignatL ra Jump to Source F4
i HelloCantroller Find Usages Alt+F7
£ RequestWrapp: Analyze ']
> resources Refactor 3
> target Clean Python Compiled Files
pom.xml Add to Favorites )
» |l External Libraries
Browse Type Hierarchy Ctrl+H
» U Scratches and Consoles
Reformat Code Ctrl+Alt+L
Optimize Imports Ctrl+Alt+0
Delete... Delete

Build Module 'apigateway-backend-signature-demo’

Recompile "..urefpplicationjava’ Ctrl+Shift+Fg

Run 'BackendSignatureAppl... Ctrl+Shift+F10
# Debug 'BackendSignatureAppl...

U} Run 'BackendSignatureAppl..' with Coverage
w Create 'BackendSignaturedppl..."...

“ ApigatewaySignatureFilterjava” J7nGilfti3, BIRIELIFERIEXSEEER.
BERERBEEEERKEREER,

s
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Tl ==

SER2

%

%3

REERAMITRE — N ETFSpring bootHIfRSSEE, (ERNAPIRNGE, FHESZH—
Filter, XFAPIM>% ( ENAPIETE ) IUIERMEZKRE,

[MAgI:
APISPERZZIAR, RARBIHRINERFPASTINEZEE,
fm5—~Controller, LECFABIRIERNSGE, REUAS “Hello World!” ,

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/*")
private String index() {

return "Hello World!";
}

}
mE—\ Filter, LECFABIRIZRINSGIE. BRIFAIEZkeyFlsecretITHA—"Map,

// ApigatewaySignatureFilter.,java

@Component
@WebfFilter(filterName = "ApigatewaySignatureFilter", urlPatterns = "/*")
public class ApigatewaySignatureFilter implements Filter {
private static Map<String, String> secrets = new HashMap<>();
static {
secrets.put("signature_key1", "signature_secret1");
secrets.put("signature_key2", "signature_secret2");

}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {

/[EERIHE

}
}

doFilterFREAE ARIVHIT . RIGRFIZUT: BT filterrhFEZEELEbody, 7S
bodyaI LATE G £ERYfilterFcontrollerERIEEY, BrequestBiEieskiELSE4EMfilter
Fcontroller, BZE3EAYE{RSTHIR] IRequestWrapper.java.

RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

{ERENZFIA AT Authorizationsk, 18ZlsigningKey#lsignedHeaders,

private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s+Access=([A,]+),\
\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!Im.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;
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F£IR6

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

54N, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidsigningKey#kZlsigningSecret, INERA{F{EsigningKey, TIREIAIELRM
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {

response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");

return;

}

HiE— M RequestIIR, JFigkmethod. url. query. signedHeaders33MHJiEIRLAL
ANHA, HEREREREbodyFHigE.,

EETEbodyIFES . FFIEEJIUNSIGNED-PAYLOADHAX-sdk-content-sha256
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value = "";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

} catch (URISyntaxException e) {
e.printStackTrace();
}

boolean needbody = true;
String dateHeader = null;
for (int i = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
} else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;
}

if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
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dateHeader = headerValue;
}
}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body
}

RIEEZ2ATE . MX-Sdk-DateskhENHATE, FIETSIRSSEAIERTHEEE15D
AR, tN8signedHeadershARE EX-Sdk-Date, HIREHAIELM

private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd'T'HHmmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}

¥ AuthorizationsktEB I\ RequestXIR A, EBverify 5iERIIERES . INRRIIE
i, AT T—"Mfilter, BNRERAIERM

DefaultSigner signer = (DefaultSigner) SignerFactory.getSigner();

boolean verify = signer.verify(apiRequest, new BasicCredentials(signingKey, signingSecret));

if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "verify authroization failed.");
}
‘iﬁﬂﬁ%%%, ISEFCIBERMME ., TEBl{ER)avaScript SDKAThtmIEEE THAER,

EANNERFERE, B8iF “Send request” , EFl&ERBIcurldass, HEGSITHH
7, BR53EER[E “Hello World!” .

WNR(FEAEIRAKeyF1Secretifzal, RSZBE2IRE40TINERET
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PAYSEi=1E7] 7 WREIRIRSZSHITESR

Apigateway Signature Test

Key
signature_key1

Secret

signature_secret1

Method Scheme Host Url
POST = http  # | localhost:8080 [test
Query

{ooc s yyy)

Headers

dsfasdf=1

o

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

e

7.2 Python
BMEn=

{ERPythonESiH{TRIRIRSZ EERT, BFERLIRESDK, ARSANIE, BESE
RiaRiREZRAIRIEEREE .

A UIntelli) IDEA 2018.3. 5 RAFEINEE

HERWRIE
o HBRFANEZZEHIIKeyFSecret,

o EEIEHIAtIEEZEA, HYIEAPI, BRES ( APIMXAEFIER ) /Y “8l
BEHERERER &1,

o BERAPIRXEHSEG, 55 (HBFEE) K “SDK” &5, HASDKRREFH T

SDK,
o RENHZEPythonZHE (OIfEA2.78(3X) , IRKLE, BEEPythonES T
Al =2

o RENFHZZEIntelli) IDEA, INRFKZEE, i5ZEIntelli) IDEAEF ML TE .
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o EfEintelli) IDEAFZEEPythonidfh, MNSRFZEE,

7-4 &% Python {4

Settings
Q- Plugins D Installed

» Appearance & Behavior

o] 3

Keymap
. Search Results (41)
> Editor
BEEDE e
» Version Control Languages

» Build, Execution, Deployment The Python plug-in provides
smart editing for Python

» Languages & Frameworks : 2 )
scripts. The feature set of the...

BIRRE7- AR,

Updates - ]

MicrePython
Framework integration

Support for MicroPython
devices in Intelli) IDEA and
PyCharm. Features: Code...

Gccts 2019 L 25M %3.9 @A 12,2019 4 337K w49
Live Coding in Python python-typing-adder
Code tools Code tools
Lets you run your Python README Using intellij to infer
code as you type it. Displays Python typing and add type
variable values, matplotlib, or.. comments using the typing...
C+=H 14, 2018 £ 157K C75H 14,2017 4 214K w2
(7] Cancel
= =
L1 $THIntelli) IDEA, TEREBIZIEIE “File > New > Project” o
s “New Project” XHEIE, #E#E “Python” , Bd “Next” o
7-5 New Python
New Project ==
M Maven Project SDK: | @ Python 3.7.2 (D\E0{H\python.exe] MNew...
Gradle Additional Libraries and Frameworks:
S Groovy LN Django
Grails 1€ Google App Engine (Python)
Application Forge [z SQL Support
© Go
“ Go Modules (vgo)
% Dep
% App Engine
Static Web
£ Flash Template language:
Templates folder: templates
K Kotlin Application name:
Enable Django admin
= Empty Project 2
Cancel Help
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L2 BXREE “Next” , BHLITIHEE, 82E “..7 , ERBAOMHEEFIRERESHN

SDKE&Z, B “Finish” ,

7-6 HEIEMREIS python 9 SDK B2
Mew Project

Project name: | p)rthonl |

Project location: | D:\java\python

b More Settings

Previous Cancel Help
£E]3 T TRRCERE, BREWNT,

7-7 BREH

v python
» idea I
> apig_sdk
» licenses

» backend signature.py
= main.py
m Python.iml
= test_signer.py
= VERSION
¥ |l External Libraries

» UpScratches and Consoles

B4 FF “Edit Configurations” , 384 “Run/Debug Configurations” YHEE.

7-8 Edit Configurations

o
2a2

- Edit Configurations...
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#$£1®5 B “+7 , %R “Flask server”

=] 7-9 %1% Flask server

Run/Debug Configurations

I[= Cucumber java

Add New Configuration

v Docker 2
@ Firefox Remote

% Go App Engine
"L Go Build
'"! Go Remote

“ Go Test

H£186 “Target type” i%&#R “Script path” , “Target” &R TIE TR
“backend_signature.py” X, BE “OK” , el ITIEEE .

+ — B F | Name:  Flask (backend_signature.py) [ share [ Allow parallel run
~ {_Flask server

Confi ti L
{_Flask (backend_signature.py) e =E

> JTemplates Target type: () Module name @ Script path () Custom
Target: ‘\pythoen\backend_signature.py =
Application:
Additional options:
FLASK_ENV: development
FLASK_DEBUG: 0
¥ Environment
Environment variables:
Pythan Interpreter: (0 Use SDK of module:
(®) Use specified interpreter: Python 3.7 =
Interpreter options:
Working directory:
[ Add content roots to PYTHONPATH
[ Add source roots to PYTHONPATH
[7] Cancel Apply

.

B imEE 2 bl

~ERIIRE — 1 E T Flaskd9iRSEs, FRAPIRYGIR, FESSII—{ wrapper,
SFAPIRX ( BPAPISIE ) FUIBRMEZIRIE

AR
APIER R ZRE, RABFRINBERPIHFMIZRER.

T RE—PIRE “Hello World!” AY$20, 73i%XAGET. POST. PUTFIDELETE, B{EFH
requires_apigateway_signaturefwrapper,
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gt

app = Flask(__name_)

@app.route("/<id>", methods=['GET', 'POST", 'PUT', 'DELETE'])
@requires_apigateway_signature()
def hello(id):

return "Hello World!"

SHlrequires_apigateway_signature, &I BAkeyFlsecretXIBA—dictH,
def requires_apigateway_signature():
def wrapper(f):

secrets = {
"signature_key1": "signature_secret1",
"signature_key2": "signature_secret2",
}
authorizationPattern = re.compile(
r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")
BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)
def wrapped(*args, *kwargs):

//EBRBEE

return f(*args, **kwargs)
return wrapped
return wrapper

wrapped RE AT ARIGMRIE . RIGHRIZNT: FRIENZFRERFENTAuthorization
3L, 8%lkeyFsignedHeaders,

if "authorization" not in request.headers:

return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:

return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

5N, AuthorizationsLJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BiTkeytElsecret, WRARFiEkey, NIREFAIERM

if signingKey not in secrets:
return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

HEE— N HttpRequestITR, ¥FiEkmethod. url. query. signedHeadersX3IRMAYIER
SIMAEAF, FiREEEREbodyFHIRE.

FEEEHbodylIRM N FFE(ESIUNSIGNED-PAYLOADHIX-sdk-content-sha256
L,

r = signer.HttpRequest()
r.method = request.method
r.uri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'"):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =""
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SR8

else:
rquery[spl[0]] = spl[1]
r.headers = {}
needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD"
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
r.headers[k] = v
if needbody:
r.body = request.get_data()

RIS ZE2EITHA . MX-Sdk-DateskehEXHEATE], ¥IMrSHRSSSERY B2 EHEEE159
AR . a0%signedHeaders A &X-Sdk-Date, tHIREIAIELM

if dateHeader is None:
return 'Header x-sdk-date not found.', 401

t = datetime.strptime(dateHeader, BasicDateFormat)

if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

A Rverify 5 iERIGIERE S . FIMMRIGEEEIT .
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret
if not sig.Verify(r, m.group(3)):
return 'Verify authroization failed.', 401

Z17ARSS R, WIECASIERE . TERFIER)avaScript SDKRRIhtmIEZ TRYER
‘_‘Lg o

BENNERFFRFRE, BE “Send request” , EFIERMAIcurldzsS, HEGSITHIA
17, BR%3881R[E]1200,

WNER(FEREIRAIKeyFOSecretifia), PREZESIREI40TINIEAET
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7.3 C#
BFim=

fi:3-=578 0

fIRIRE

Apigateway Signature Test

Key
signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # | localhost:8080

[test

Query

{mooc s yyy'}

Headers

dsfasdf=1

o

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

R

(ERCHESHITRIRIRS TR, GFEEFIRESDK, ARFIATE, RESERE
EiREARMIREEZRE

o HBFANEEZEARIKeyFSecret,

o CEaEHAtIEEREN, H4IEAP, BIKES (APINXAEFER ) A9 “8l
BEHERERER B,

o FERAPINXIEFIG, 2% (BFER ) B9 “SDK” B715, HASDKIIEH T
SDK,

o FEERFZEEVisual Studio, WNRFKZEE, FEVisual StudioB A ML T .

WHSDKBHRY “csharpsin” 34, ITHIE. TIEFERW T3 ME:
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B EineE B bl
THIETINTRS— M ETASPNet Coreh9BRS538, EAAPIRIIGHH, FETH—

apigateway-signature: SCIIEZEEIHERZE, nJFHF.Net Framework5.Net

CoreIniH .

backend-signature: [FimiRSZEEZRE, BIRIELIRERIENSHEFER . BF

KIBRBEEEERREREZ .
sdk-request: EZEERIARTG.

|AuthorizationFilter, IJAPIR3E ( BNAPIEIE ) FUIBERMEZ K

(AR

APIBER R ZRE, REBRINBRPASHFIZRER.

£ f{E—Controller, I2#tGET. POST. PUTFIDELETEPY/MEO, BN
ApigatewaySignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers

{

[Route("api/[controller]")]

[ApiController]

[ApigatewaySignatureFilter]

public class ValuesController : ControllerBase

{

}
}

// GET api/values
[HttpGet]
public ActionResult<IEnumerable<string>> Get()
{
return new string[] { "value1", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{

}

$I®2 SLI— ApigatewaySignatureFilter, ZRIFAIZ ZkeyFlsecret TN —1
Dictionary/,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |IAuthorizationFilter

{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{
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{"signature_key1", "signature_secret1" },
{"signature_key2", "signature_secret2" },

%
public void OnAuthorization(AuthorizationFilterContext context) {
[1&ERIGE

}
}
}

#FI®3 OnAuthorizationFREAE BRI, RICAIEW T : FRIENFRIA AT

$IR4

Authorizationsk , 15§%key#lsignedHeaders,

private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,1+),\\s?Signature=(\\w+)");

string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';");

50, AuthorizationskJy:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NUAERHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidkeyikZlsecret, MIRARIFEkey, MIRERAELY
if (!secrets.ContainsKey(key))
{

context.Result = new UnauthorizedResult();
return;

}

string secret = secrets[key];

HEE— T HttpRequestIIR, $EiEKkmethod. url. query. signedHeaders¥dRMHJIERK
SRS, iR REREbodyFHIRE.

EEFEbodyISE S FFE[EJIUNSIGNED-PAYLOADHAYX-sdk-content-sha256

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;

sdkRequest.host = request.Host.Value;

sdkRequest.uri = request.Path;

Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)

query[pair.Key] = pair.Value;

sdkRequest.query = query;
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WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)

{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")
dateHeader = value;
}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")
needBody = false;
}
sdkRequest.headers = headers;
if (needBody)
{
request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
{
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;
}

TI6 RINEZEARTHI, MX-Sdk-DateskENHAYE, FIETSIRSESAIBEBEETE15D
AR, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM
private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";
if(dateHeader == null)

{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)
context.Result = new UnauthorizedResult();
return;
}
ST ERverify 5 ERIGIERES . FINRIEEEET,
Signer signer = new Signer();
signer.Key = key;
signer.Secret = secret;
if (!signer.Verify(sdkRequest, groups[3].Value))
{
context.Result = new UnauthorizedResult();
}
T8 z1TiRSES, WIECIBIEMM . THERGIER)avaScript SDKARRIhtmIEEZ TEA R

A,

ENNERFRFERE, BiE “Send request” , EFIERMAIcurldzsS, HEGSITHIA
17, BR%3881R[E]1200,

INR{ERAEIRAIKeyFISecretipal, BRS3ERIREI40TNERED .
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Apigateway Signature Test

Key

Secret

signature_secret1

Method Scheme Host Url
POST # http  # localhost:8080 /test
Query

o0y

Headers

Body

dsfasdf=1

“

curl -X POST "http://localhost:8080/test?xac=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur

-
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8 SANSH API

PRI SFE 145
SNAPI

SHAPI

I ERENX

S APIRA

8.1 fR&| SFRE MR
FEAPIRSERS A S E AP, IS AT AR

o HFiFSwagger 2.015E
o IERSECEBENFHAPINIIEFEER, WTFERAT.

& 8-1 I5RSYEERFN API X SHERBER

Swagger3sE! APIRJSCSEEY NS HETFE
integer number maximum
long minimum
float default
double enum
required
description
string string maxLength
minLength
default
enum
required
description
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Swagger3H!

APIR)CEEEY

NS HREFR

HExg

APIMXE Az iFformDataflbody EANERKEEHEN -
APIXHR, headerfUBMISHBIR, FAXOKNE,
APIRKE A 3z3FconsumesFproducesiEN o

APIRIX S AFISHAISWaggerSIRANAPIRKISRE L AIBREIRFR, AITRFA

No

;vaggerilﬂt APIRXIR | SABGTTH ST
info.title APIDRBTR | EANEIFRIDE: #1 | ERXRAIDHEHBIR
:SpapizE=4
ENIEERHE: X
{$F
SIENF. B B
=. TX%, BRAEE
PAZEN iR FFL, 3
~ 6AFFF
info.descript | APIDEBIR | SARFHSA: i | BERASERAES
ion B ABRTR
ENIEERHE: X
EdzE
info.version | APID4HZFR | Fk(EMA BFigE
e SERUESE TR
1
host - HMFEF R5EERAPISERYE
— I EEXEHZ
EDHEABPEREN
2N ER S4B
VA %4
basePath - BESRAPIRIEKEE | KIEF
RS RER
paths.path | APIiERIER | SbasePathifiEiesk | EHBHWAPHSKIER
YERAPIEKERIR
operation.op | APIZFR {EJIAPIZFR HFEHAPIZIR
erationid
operation.de | API#iA {EJAPIER IHFIAPIHEIR
scription
operation.pa | APIgIIHIERK | ENAPIERESH EFRHAPIERSE]
rameters S
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SwaggerXd | APIRKXIR | EARTA ST
-
operation.sc | APIRIImIER | YEAAPIEKIMY EFEAAPLERIMY
hemes 71
operation.re | - R{EH EEiE Fedefaultiiy iz
sponses ENX
operation.se | APBAIEAT, | APRAIEST EFRAAPBAEST
curity #£&x-apigateway- | 55 x-apigateway-
auth-type auth-type
o APIERBREREREZER, TR
B Swagger APIRJE
Jusers/{userName} 85 T
Jusers/prefix-{userName} Y5 BIRIE R EN A2
Jusers/{userName}-suffix [EimiERE X ZHF
/users/prefix-{userName} -
suffix
Jusers/{proxy+} RZHF BUimIE K E X 3285
[RURIBRE N AT
o  SAAPIBHFHIAPINKY BFE, WA
-  x-apigateway-auth-type
-  x-apigateway-request-type
- x-apigateway-match-mode
-  x-apigateway-cors
-  x-apigateway-any-method
-  x-apigateway-backend
®  x-apigateway-backend.parameters
®  x-apigateway-backend.httpEndpoints
®  x-apigateway-backend.httpVpcEndpoints
®  x-apigateway-backend.functionEndpoints
®  x-apigateway-backend.mockEndpoints
- x-apigateway-backend-policies
®  x-apigateway-backend-policies.conditions
-  x-apigateway-ratelimit
-  x-apigateway-ratelimits
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8.2 S\ API

SAEFoE

®  x-apigateway-ratelimits.policy

=  x-apigateway-ratelimits.policy.special
-  Xx-apigateway-access-control

- x-apigateway-access-controls

®  x-apigateway-access-controls.policy
[RimRREPREI, WA,
- BUAEREBAHTTP, REEFIRSZIFHTTP. HTTP-VPC
- BANBImAEBLAHTTP-VPC, ZKEEFiRZIFHTTP, HTTP-VPC
- BEOAEmSEE Afunction, RE&FimsziFfunction
ZAEHER Amock, FHIFiHZIFmock

¥ LASwagger 2.0EXAIAPISAEIAPIMK, SABIEEEEAPIENX H1MEAPIRXHY
Swaggerll BEN -

BAPIEXSANE—1HRIDE, SATEFREASEMEE—HIAPISE, i
SAAPITEEZSH.

ERTEB—HEHETEAIAPISAZIAPINK
SNAPIE], EFELTEIR:

SAIEERA

BAPIEMSANEI—EBNISDH, SATERFAMEFESEBFEGRIAPI, R2EH
IBRIAPIS N34

BEARTFE— I OAPIEE —MEXSRIAPISARIEEHDH .
SAAPIE], HFELATEI:

APIMEFFAPISBFIAPIRNECEIHEE R .
fsEASwagger infoldtitlefEAAPISHZFR

SARIAPIEXH, WNRFERR, BBARBERFASARLEINT, 5TSNRIAPI
BTSN, FEANAPIZEREAKLK  FIIISNRIAPIE X HIFE2ME
ERIAPI, BBASTESARAPIZETRENNY, EEANEEREAKXK.

SANAPIFZBmIRHEINE, FEEFNES.

APIRXHRAPIBYECETH E R K o

SARAPIEMSEBRIAPIE X FRET, EaILIERERSANAPIENBEES
RIAPIEX , HERBEBRIAPIEN, HIFSABAPIEXEEREAKK .

SAHAPIRZBEMAREINRE, FEEFINES.
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8.3 & API
$EAPIN X _ERIAPIE X ARFEA—DSwaggerEX XS . EeJLUEIRS HAPIEME

Y. APIZEENMFIAPIH BEN -

5S4 APl EffEN

BEitEX BIEAPIRIRIEREXFIMNEN ,, FEIERIRIRSBENX . EPAPIFIRIEK
EXPRT SwaggerdilSEEN IS, IEBIEAPINXAI—LESwaggerd B=ER .

EARTFERSwWaggert&EHIAPISIHEEE X o

EH API 2EEVY
LBEVEIEAPEIEEREN . [FIREEXFHREY .

EFTIBAPIEN & HSwaggersisd,

SH API T EBEN
i RE N EIEAPIRTREREY . EHBRESENHIMMEY, TEIEAPIEERSE

Hll. B HIEFRIEXIRAIEN -

8.4 i BENX

I RENFTAPIRAFERIAPIENXIN, fN: INEASR. BirbRBENZE

APIIKATH FREM AN T :

1 x-apigateway-auth-type
BX: EFSwaggerfJapiKeyt\ERET, EXAPIMESZIFAMSEINES

{EFBiE: Security Scheme Object

<l

securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

* 8-2 SHIHEA
8% =E | EE 5ER
Whie
type 2 String INIEZEEY, {N3zHFapiKey
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FRiER 8 SAEH API
2% = | EE 5EA
A%
name 2 String BFIAERISEZTR
in = String {3Z#Fheader
description & String HAMEE
x-apigateway- | 2 String APIRIINIETS R, S2#5AppSigvl. 1AM
auth-type

2 x-apigateway-request-type
BN APIRXTEXAIAPIERZERY, Z#Fpublickprivate,
{EFBiE: Operation Object
il
paths:
'/path":

get:
x-apigateway-request-type: 'public'

= 8-3 SHURIA

2% =E | XB 588
Whize
x-apigateway- | £ String APIZERY, iFpublickdprivate,

request-type o public: AFFERIAPI, TTLL S,

o private: FABFERIAPI, FEH E
ho

3 x-apigateway-match-mode

BN APIMEE X HIAPIERURLAIICEER,, ST3ENORMALFISWA,
{EF1E: Operation Object

5

paths:

'/path":

get:
x-apigateway-match-mode: 'SWA'
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FA&igm 8 SASH API
* 8-4 2HIHEA
2% = |=E jizhil:
x-apigateway- | 2 String APIILECHER,, SZ#FSWAFINORMAL,
match-mode e SWA: BUZRILES, #0 “/prefix/foo”

0 “/prefix/bar” &= “/prefix ”
ItED, B “/prefixpart” ZIAREEIT
fico

e NORMAL: #330THE,

4 x-apigateway-cors
BX: APIMKEMAIAPIERZE 55, booleanZEE,
{EFBis: Operation Object
Bl
paths:
'/path:

get:
x-apigateway-cors: true

FREBELIARIAPIER, TaRA S8 ANa0 T ki :

LI 2 FR LB iR
Access-Control-Max- 172800 FRAS I A B KB TFAT[8)
Age

Access-Control-Allow- | * IF oyt

Origin

Access-Control-Allow- | X-Sdk-Date, X-Sdk- IERIER IO LI,
Headers Nonce, X-Proxy-Signed-

Headers, X-Sdk-Content-
Sha256, X-Forwarded-
For, Authorization,
Content-Type, Accept,
Accept-Ranges, Cache-
Control, Range

Access-Control-Allow- | GET, POST, PUT, IEEKR TG E
Methods DELETE, HEAD,
OPTIONS, PATCH

5 x-apigateway-any-method
BX: APIMKEMRIAPIERTTE, AUALEKRIEEENXAIHTTPEE.
{EFBis: Path Item Object
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<l

paths:
'/path":
get:
produces:
- application/json
responses:
"200":
description: "get response"
x-apigateway-any-method:
produces:
- application/json
responses:
"200":
description: "any response"

6 x-apigateway-backend

B APIRKE MAIAPIFIRIRSS E M o
{EFBiZ: Operation Object

<l

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "backend endpoint type"

& 8-5 2R

¥ =E | XE 588
type 2 String [RimfRSS LR, TIFHTTP, HTTP-
VPC. FUNCTION. MOCK
parameters S X- RiRSEEN
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPZEE SiRARSZBENX
apigateway-
backend.http
Endpoints
httpVpcEndpo | & X- HTTP-VPCEE FimRSEN
ints apigateway-
backend.http
VpcEndpoint
s
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2% =E | XkE 588
functionEndp | & x- FUNCTIONZE B [RimBRSS E X
oints apigateway-
backend.func
tionEndpoint
s
mockEndpoint | & x- MOCKZEE FinmbRSZEN
s apigateway-
backend.moc
kEndpoints

6.1 x-apigateway-backend.parameters
BX: APIRKENHIAPIGIHSEEN -
{EFBi%: x-apigateway-backend

<l

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true

- name: "userld"
description: "FHFRZ&"
type: "string"
in: "path"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"

parameters:

- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
description: "FHR&"

- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "EH&E"
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6.2 x-apigateway-backend.httpEndpoints
BN APIRFEEMAIHTTPEEIAPIFIHIRSZ EX o
{EFBi%: x-apigateway-backend

% 8-6 SR

2% = | XHE 5eRH
WhIE

name = String SHER, HFE. H=F. TUE. &
. Rk, IFEFL, &IK32F1
headerfiEHNSHEZMRAX D KNG

value 2 String SHE, HSHKIEHIREQUESTRY, B
NERSEZFR

in = String S¥MUE, ZiFheader. query. path

origin 2 String SEMRETRIE, ZIFREQUEST.
CONSTANT

description S String SHE iR

<l

paths:
'/users/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"

description: "i\ilEtoken"

type: "string"
in: "header"
required: true
responses:
default:

description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"
httpEndpoints:

address: "example.com"

scheme: "http"
method: "GET"
path: "/users"

timeout: 30000

% 8-7 SHuKA

B8 = 3] kil
WHIE
address 2 Array [EimbRSSHEE, &0 <iHBEkIP>:
[port]
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2% = | EE jizkil3
WhiE

scheme 2 String [RImERIMYEN,, Z#Fhttp. https

method 2 String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS,
PATCH. ANY

path = String FImEKER, ZIFRETS

timeout B Number FimEkiERtata, U=, RaE
735000, HYESEEZ91 ~ 60000

6.3 x-apigateway-backend.httpVpcEndpoints

B\ APIREENBIHTTP VPCEEIAPIFIRIREZEN o

{EFiE: x-apigateway-backend

<l

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "IAiiEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP-VPC"

httpVpcEndpoints:
name: "vpc-test-1"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

% 8-8 LA
2% = | =E i8R
A1

name 2 Array VPCEERZTR

scheme 2 String [RImERIMYEN,, Z#Fhttp. https

method B String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS.
PATCH. ANY
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2% 2E | En Lol
%S i
path = String BimiEKIgE, ZHEETE
timeout & Number EimskiEntadia, BuEd, HRaEE
735000, EYESEE/1 ~ 60000

6.4 x-apigateway-backend.functionEndpoints

6.5 x-apigateway-backend.mockEndpoints

BN APIREEMAIFUNCTIONZEEAPIFIRIREZEN o

{EFRi%: x-apigateway-backend
i

paths:
'/users/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "IAiiEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "FUNCTION"
functionEndpoints:
version: "v1"
function-urn: ""
invocation-type: "synchronous"
timeout: 30000

% 8-9 SHUHA
SH =h | XHB pizlilz]
05V
function-urn | 2 String BRI ZTURNHBE
version 2 String EREThR A
invocation- 2 String EREUERZREY, ZiFasync. sync
type
timeout S Number EREGERTATE, PUER, BEEN
5000, BEEEE/1 ~ 60000

&Y APIEEN BIMOCKEBIAPIFIHIREZEN o
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{EFBi%: x-apigateway-backend

Al

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "iAilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "mocked"

% 8-10 2Eu%AB

e =E | EE 5eBH
WHif
result-content | & String MOCK;R[E]Z5

7 x-apigateway-backend-policies
BX: APIRIKTE M AIAPIFIRERES -
{EFBiZ: Operation Object
B

paths:
'fusers/{userld}":
get:
produces:

- "application/json"

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"
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& 8-11 SR
2% m=E | KB 1588
PR
type 2 String [BimARSS LA, HEFHTTP. HTTP-
VPC. FUNCTION. MOCK
name = String [Eim SRS ZFR
parameters S X- [RIRSEEN
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPZEELRSSE N
apigateway-
backend.http
Endpoints
httpVpcEndpo | & X- HTTP-VPCEUIRSZEN
ints apigateway-
backend.http
VpcEndpoints
functionEndp | & X- FUNCTIONZERUIRSSE N
oints apigateway-
backend.func
tionEndpoint
s
mockEndpoint | & X- MOCKZEERFZEN
S apigateway-
backend.moc
kEndpoints
conditions 2 X- RIS FHEH
apigateway-
backend-
policies.condi
tions

7.1 x-apigateway-backend-policies.conditions
B APIRISETE M IAPISim RS o
{EFBiE: x-apigateway-backend-policies

Al

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
responses:
default:
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description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"

% 8-12 SH5AA

2% = | FH 15488
whik

type = String RERSEHERY, FiFequal. enum,
pattern

value = String RIS E

origin 2 String RESEMHMNEKIR, SiFsource.
request

parameter & String REESHMANEIR Arequesthy, BXRA
SRIBTR

8 x-apigateway-ratelimit

BX: SRR
{EFBiEk: Operation Object
il

paths:

'/path":

get:
x-apigateway-ratelimit: 'customRatelimitName'

9 x-apigateway-ratelimits

BX: ERIEEIRE B RIR ST
{EFiE: Swagger Object
il

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: second/minute/hour
shared: true
special:
- type: APP
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limit: 100
instance: XXXXXXXXx

% 8-13 SR

8% 2E %A 18

customRateli | & X- IBEBTREORIERES .

mitName apigateway- | gy ashL . JEx-apigateway-
ratelimits.pol | ratelimit/E@HES | FHIZHRE SR
icy

9.1 x-apigateway-ratelimits.policy

BN RERIEEN .
{EFBiE: x-apigateway-ratelimits
il

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XxXxxxxx

% 8-14 ¥R

2% =E | XxB 588
Wi

api-limit = Number APl [aREBR

user-limit & Number BFipaREBRE

app-limit B Number Rz FRAal R EBR

ip-limit B Number IRIPI5IELREL PR

interval 2 Number itk et LR B

unit = String NIRRT AHAR L, XHF

SECOND. MINUTE. HOUR. DAY

shared & Boolean ERHERIERE
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2% =E | XB 588
special B X- S R i
apigateway-
ratelimits.pol
icy.special
XIREH

9.2 x-apigateway-ratelimits.policy.special

BX: 5K
{EFBiEk: x-apigateway-ratelimits.policy

<l

et

REBEN o

x-apigateway-ratelimits:
customRatelimitName:

api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false

special:

- type: USER
limit: 100

instance: XXxXxxxxx

% 8-15 S5

e =E | XRE i8R
WA
type 2 String YIRS RIEREY, XIFAPP. USER
limit = Number THIERE
instance = String 45TRAPPER USERAIRTSRARIR

10 x-apigateway-access-control

BN 5|REipEESIREE .

{EFIE: Operation Object

<l

paths:
'/path":
get:

x-apigateway-access-control: 'customAccessControlName'
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11 x-apigateway-access-controls
BN TR HIRIER RS KBRS IRET .
{EFBi3: Swagger Object
<l
x-apigateway-access-controls:
customAccessControlName:
acl-type: "DENY"

entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

%= 8-16 SR

8% = | EE i8R
A%
customAccess | & X- IEE B FRATIEIE=HIZRES .
ControlName apigateway- | g(sminsERs, J5x-apigateway-
access- | access-control BIHES | B RIZEKE
controls.polic .
y

11.1 x-apigateway-access-controls.policy
B HEEHISRIEE N .
{EFBiE: x-apigateway-access-controls
i
x—apigateway—access—controls:
customAccessControlName:
acl-type: "DENY"

entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

% 8-17 2EuRHA

2% =E | B 1588
AT
acl-type = String iniEEHl1T9, ZIFPERMIT, DENY
entity-type = String InEEHIRTSR, {NSZIFIP
value 2 String HIEEHIREEE, Z2ME ¢,7 88

8.5 B\ API 35

B\ HTTP B SiRIRSS API
BEIAMAFBRSHEHNGETEAPIEN,, SRS KB NHTTP,
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swagger: "2.0"

info:
title: "importHttpEndpoint10"
description: "import apis"
version: "1.0"

host: "api.account.com"

paths:
'/http/{userld}"

get:
operationld: "getUser3"
description: "get user by userld"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "userld"
description: "user id"
type: "string"
in: "path"
required: true
responses:
"200":
description: "user information"
x-apigateway-request-type: "public"
x-apigateway-cors: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "HTTP"
parameters:
- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
description: "user id"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

securityDefinitions:
apig-auth-app:

in: header

name: Authorization

type: apiKey
x-apigateway-auth-type: AppSigv1

apig-auth-iam:

in: header

name: unused

type: apiKey
x-apigateway-auth-type: IAM

E )\ HTTP VPC #BISixIRSS API

BEAPPINEANERSHIRAFRIANYSEAPIEN, FiniRSFERVPCEE.
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swagger: "2.0"
info:
title: "importHttpVpcEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/http-vpc":
x-apigateway-any-method:
operationld: "userOperation"
description: "user operation resource"
security:

- apig-auth-app: []

schemes:

- https

parameters:

- name: "Authorization"
description: "authorization signature"
type: "string"
in: "header"
required: true

responses:

"default":
description: "endpoint response"
x-apigateway-request-type: "public"
x-apigateway-cors: true
x-apigateway-match-mode: "SWA"
x-apigateway-backend:
type: "HTTP-VPC"
parameters:
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpVpcEndpoints:
name: "userVpc"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

S FUNCTION 8 [FixiRSS API
BEIAMINEIIERSERAMIGET A ZAPIEEN, , [GinARSZZEE AFunctionGraph,

swagger: "2.0"
info:
title: "importFunctionEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'ffunction/{name}"
get:
operationld: "invokeFunction"
description: "invoke function by name"
security:
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- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "name"
description: "function name"
type: "string"
in: "path"
required: true
responses:
"'200":
description: "function result"
x-apigateway-request-type: "public"
x-apigateway-cors: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "FUNCTION"
parameters:
- name: "functionName"
value: "name"
in: "query"
origin: "REQUEST"
description: "funtion name"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
functionEndpoints:
function-urn: "your function urn address"
version: "your function version"
invocation-type: "async"
timeout: 30000

securityDefinitions:
apig-auth-app:

in: header

name: Authorization

type: apiKey
x-apigateway-auth-type: AppSigv1

apig-auth-iam:

in: header

name: unused

type: apiKey
x-apigateway-auth-type: IAM

S\ MOCK HBIFiRARSS API

BELINERNGETHEAPIEN , FBimiREZEESAIMOCK,

swagger: "2.0"
info:
title: "importMockEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/mock":

get:
operationld: "mock"
description: "mock test"
schemes:
- http
responses:
"'200":
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description: "mock result"
X-apigateway-request-type: "private"
x-apigateway-cors: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "{\"message\": \"mocked\"}"
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
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