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EINERMLE
AP| &% 1 {EHBIRNE

1 {EEFERIRIE

WEFARINERML (Virtual Private Network, LATFEFRVPN) . VPNAFEITE
FIPFIEIFAEZ (Virtual Private Cloud, LATREFRVPC ) Z (B —EL SN
AMBEFE. ANBERT, TEEMFAB= (VPC) FREMRIRS B LESAFRY
HIEPOSFAEMERTEES . WREEEVPCHIEMRIRS SEBMEIEROSRFAE
WEZIEE, FJIABAVPNIEL, ifm AZVPNRTEENAMNE ., BiEhO5=LE
MEZERERZE. IR, SN LIINEEZBE.

ERTLAERA SR MRVAPIRIVPNIATIERIRE, e, &8, WiR. EfF. X
RO AR EIBS S WAPIEES o

EIEAVPNERSSRIAPIZ B, BIHREZ TS THEVPNIRSHEXES, HFMAERIESL
(R ERMERFER ) B “FaNE” 815,
AR
ERIVPNS HEBURAI W RFEEF=R, AL RERIEARVPN.
/& FRiER

VPNRRSZZM TREST ( Representational State Transfer ) XIASAPI, SZiEiEid
HTTPSIERIER, ARG XES WINENERBAPI,

Kimt s ( Endpoint )
#2335 85 (Endpoint ) EVEFEAPIRGISERIHE, RRBRS RRIKIGAILIET SRR,

EJRSPRH
BRECIRZIDVPN R FIM B STAVE X R, MREVESERSEN. I AR, B
ESM ( ERIERMERrIER ) 1) “ RINEARESHERERMA" B,
BIFARIIRHIES A RAPIRISE .

o IS
RFERIEIKS, KSHEFMABNERRZRZEETEANLIEMNR, LA
EERAPER. PERAFPNRS. BTKSEMEENR, ATHEKSZE, &
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WEAZEREAWSHITHESETLE, BNEKS NMIZBFRFERZAR
HITEESEETIE,

o MF
AKSEIAMPEIE, BEESMEIENR (WEBINLaERE) . =RSER
AR—RBSHAFHTEHESETE.
EOEREHE, £ ‘IS > HWEILE" TEEKSIDMIAMARID, BERE
EABAPIRIENTEEY, BFERIKS . ARPHEBREER.

e [XigF (Region)
MR EF N EATIELEE X5, [E—1RegionAHZ R4 ITE . RIFHE. (IR
7. VPCRZE ., SBIELMIP, SRIEFEAHIRS .
Region73 0@ ARegionf1ZE/ERegionFfH
- 1BFiRegionfsHMAAHIEFIRHEA=MRSSAIRegION,
- EERegionfE RiAHE—X W Se R EMFEHRFREWSIRSHIIER

Region,

e HJHK (AZ, Availability Zone)
— NI AXE— NS MIEHIEPONES, BN AKE, AZRELE
BEITE. Mg, FHEEIERENDHBSNER . — 1 RegionFHBNAZEEITS
BRYCHEE, LIBEBFREAZIES TR RSE K.

e InH
XIFBIAI N —PIRE , T MEHESRE, AXEEVEXSENER (it
BRR. FEEENNERE) , UEOAIRB ARAHTEN, APaILARIEE
KSHZXIFHERIE, NREEEHTEIBHEINIRIES, ATLATEXIHER
INVIBHEIEFINE, HFEFRBEHEIERR, ARLAFINEARALHITE
N, FEAPNEERHFEFREFHNEIR, HEXIREIRIEHIE IS

1-1 B fRE&EE

mEA mEs
mEA1 THEAZ mEB1 IEB_2
A EEEB

TRILIERERS, £ ‘S > ZNELE TEEmAID.
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APl &% 2 AP #E55

API §%55

R ERAMBRAINENS IR, SEOMNARIEIES IABRREEFIHZAIR .

% 2-1 VPN O35

St 4B
UhEN | VPNRIE I AZZVPNRIKHIEIEE . &, B, MikRIARES
Z=VPN I A=VPNR X X EZO
AP
XJumpI FimXACIE . TiE. B, MRSEO,
VPNiZE#E VPNIEZRIEUEE . &, Fih. MRSEO.
VPNEZEE | VPNIEEEREENCE. &8, BiREEO,
RSS2 | VPNEZER EoEnEimEC .
O - e . o
VPNiRE REEIE. RINFIMIPREZEO
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API &% 3 SNfaE A API

3 oA API

3.1 HiEIEK

ATNBREST APIERAVAERL, FHLAEBIAMIRSHSIEREIZEIAMAF KRBT
AP, ZAPIREXFFEIToken, Tokenmal AT EREMAPIRTLEN

1EKURI

B5RURIERAN &R 4HRL -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}
REBKRURIBEEBKERLY, (EXSHESTEREBEKREGNBKBERPRIRE
BE, FRLATEL S .

& 3-1 URI RIS E05ER

¥ E[E1)%

URI- FTRATFEEEKRENY, HBIFFEAPIEIRAHTTPSHMNY .

scheme

Endpoint | 18R RESTIRS inmAVIRSZ 251 BAKIP, FRIRSARXIHAY
Endpoint4~[al,

resource | iR, BIAPHAITEEIR . MEAAPIBYURIFEERIREN, 440 “3REXFS
-path FToken” APIfresource-paths “/v3/auth/tokens” ,

query- | EIBS#, EAESD, HAEBNAPEPEETSH . EOSHEIEE
string EE—) 27, Felh “SHS=-2HBE" , flE “?limit=10" , ¥
TEIRARBIS105EUE.

MR

HHEEEE, T8 EFRAPIRIURIZERSD, REHresource-pathEfsyy, HIGiERAZEHE—IC.
XEFEFIURI-scheme#BZHTTPS, MIEndpointfEE— M XigthiEE, FrLAESE EXmEsD
&g,

SASRRZS 01 (2025-04-30) WRIERE © HERRARBIRAT 4



FEE AL

API &% 3 Y{arifERa AP
BRGE
HTTPiEKR7SiE (BFRBRESENE ) | 1RSSR R AREITIRIE
X 3-2HTTP A%
& 1588
GET BXRIRSHRRCHEERIR -
PUT IBXRIRSHREHIEERIR
POST ERARSS R AIG R TAAIRIE o
DELETE ERIRSEMIREERE, WHRTRE
HEAD IBXRIRSHRFIRLER
PATCH ERIRSFJEINRRAIID RS

I}/?\o

LREAFERIRHR, PATCHRIGESECIBR— AR

AEERLZIAMABRIURIERS , EeILIERIEIERGIES “POST” , NHEIEK

B

POST https://iam.eu-west-0.prod-cloud-ocb.orange-business.com/v3.0/OS-USER/users

Content-Type: application/json
X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*****+xxkxiarix  SignedHeaders=content-type;host;x-sdk-date,

S|g Aty re=****#kkkkiiiik

HERERk

BIAIMESRLFER, WHEERIURIFIHTTPISEMERIFER . HIGNE BB

kL “Content-Type” , IBRENEEE,
FANAHERBELFRIESENAHIBERESL,

SEIRYIS

% 3-3 NHIEKEEL

BIR ik BBk Al

Host BRBIBRSEEE & code.test.com
URLA3REX . (B9 ERRZ =R '
hostname[:port] o }io ZFE code.test.com:443
s RS AT E A K
IANBYI%O, httpsAY
ZiAiwO/9443,
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3 UNalE R AP

ZR fEA BEWIE =Pl

Content-Type | HEMFRRISEE (18 = application/json
) o EEFRPE
FBEAE
application/json,

BHMEERSE
BEOSEIR
BH.

Content- i5KkbodyKE, B | & 3495

Length fiZA3Byte,

X-Project-I1d projectid, INB% | & €9993fc7** **rithaal3q
5, IBSEIREUR = — | 0f9c0f4
SDETHNEE | parm
"e PONE

° AK/SKIAIES
RIS
X, HEZ
projectiz=¥
FHAK/SKIAILE
RO,
N[z
1%,

X-Auth-Token | FAFToken, B i LAY Token~fil 5
FiFTokentb @28 | fEFATokenih | Bo
FEXREXFIFTokend® | IERNZZERY | MIIPAgYJKoZIhveNAQcCo
ARar{E, 1z | & ..ggg1BBIINPXsidGOrZ
ARE—AFEIA
UERYEEO .

IERRInIaAn)=res
IDVRZISES

( Headers ) 85
AY “X-Subject-
Token” RY{ERDS
TokenfE.

AR

APIEIRSSZ3FERAAK/SKIAIE, AK/SKIMEERASDKIHERIHITER, BRI ESBNFESRPIR
fMAuthorization ( FZIAIFEE ) FIX-Sdk-Date (iEKA1XHIAYE ) B3Rk,

AK/SKATERSI# A5 BIES DUATESEAREY “AK/SKIAIE” o
WFEEROBIAMABFED, ERAK/SKEIMER, RINESLERIERITAT

No

POST https://iam.eu-west-0.prod-cloud-ocb.orange-business.com/v3.0/OS-USER/users
Content-Type: application/json
X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=******+xkxiiiik  GignedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

BEREEE ([ik)
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ZERDEIIE, IERIHEMBEIUSMUIEIL (AIISONXML ) &, SiEkHEELH
Content-TypeXJfz, (EEIFRIERIBRLZIMIANS . EIBKBEEERFRISESIFH
X, NS ZFRFARAUTE-84%ED o

BMEONBRERARBTE, EHTES M EOBZEEERERMAE (HEHHE
BA9% ) , GET. DELETEERMERERIEOMATERRRE, HEKREKAASTTEER
EEAEOME.

MFEEREZIAMARZED, SILNZEORSKEDBRIFIRINISRKSH NS
7B FERRIIANGERISRIN TR, IMENFREZRIELRMERS.

e accountid AIAMAFETEBHIKSID,
e usernameIECIZHIAMARE,

o emailAIAMPFHIHBFE o

o kb AMAFHIERERD

POST https://iam.eu-west-0.prod-cloud-ocb.orange-business.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xxixkeiik  SignedHeaders=content-type;host;x-sdk-date,
Sig natu re:********** ******

{
"user": {
"domain_id": "accountid",
"name": "username",
"password" "**********"'
"email": "email",
"description": "IAM User Description"
}
}

FXEAIEXMERFBENABHES LT, BaLUERcurl. PostmanziEi%R
SBEERNREEKRIFRAPI, XTFIREVAEFTokeniZO, REIRIIMAELERLHRY
“x-subject-token” FhEFEIRENAIEFToken, BT TokenZf5, EFATLAFER
Tokent\IEEFIEtEAPI

3.2 TAIEER

EREOBWNTHRMAEST, SRTLUSEEA—FFHITIANESEN,

o TokeniAiF: BEiFTokeniNIFARIERK .

o AK/SKIAIE: i@ITAK (Access Key ID ) /SK ( Secret Access Key ) TIZZAAIER
WEEFERAK/SKIALE, HZeMtbToken\EES.

TokeniAiE
(MARY ;]
Tokenf9BEMER924/\RF, EE(FEH— P TokenEMNAY, TTLASEEF RS, BEMEEH,

TokenfEH BHLRZHHERSHE (58T ) IR, BBTokeniURIBEEMUR.
TokenIAIERLZTERFAAPIRYBTEIG Token INEIBEKIBEELH, MMBIZDIANLE, 3K
SRIEAPIBIIR . TokenRI@ITifE FASREN B Token# 2 5REN

ZIRSFERMEEL: MERRSTIERHRRS

o IMBRIRSEZREINELRSIAToken, LEAFiEKbodyAHauth.scopeAIEMES
project,

SASRRZS 01 (2025-04-30) WRIERE © HERRARBIRAT 7


https://curl.haxx.se/
https://www.getpostman.com/

FEILE M4
AP &%
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o ERRRSEEXRINEBERIIAToken, WATEIKbodyFauth.scopedIEUES

domain,

BRI E FAMEAPIEEIRR K3 Token, BNEAFMIKENAF TokeniZEORY, BR
bodyHrauth.scopeIBMEFZ EikiFproject, TR

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password'"; "k
"domain": {
"name": "domainname"
}
}
}
b
"scope": {
"project™: {
"name": "XXXXXXXX"
}
}
}
}
sKEXTokenf5, BERAEMZEON, SFEEEBEREELFIRM “X-Auth-Token”
H{&BNToken, fBla0Token{&Y “ABCDEF)....” , NEBEEORNE “X-Auth-Token:

ABCDEF)....” MNENEKEELBET, WA,

POST https://iam.eu-west-0.prod-cloud-ocb.orange-business.com/v3.0/OS-USER/users
Content-Type: application/json

X-Auth-Token: ABCDEF)....

AK/SKIA\IE
(AR
AK/SKEZI NS NS IS EE A ANEI2MBLAA, 12MBLL RS RiEEHETokenAE

AK/SKINIERE2EAK/SKIIERIFITE S, TEERINSEZEERMEGEEL, M
BESDIAIE.
e AK (Access Key ID) : i51aZ$8ID ., SFABIHIAZRAFEBAIE—IRFART; 505

FIDIFABIHINZE—RER, MNERHTINESS,

e SK (Secret Access Key ) : FABIFIOZEH, SiHRZEIDEEER, MiEkitT
EZEEE, ARRARER, FhEEREES,

{EARAK/SKINIERT, ERILAREFTERZTEAERAK/SKIERETER, tBAILMERE]
AIZEBASDKIIBREFITES

(AR
HRSDKRIZHERINEE, SIRSFIEMAISDKAE, ERINEER.

3.3 IR[EIFER

W&
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IEREELGE, SRR, EPEEIEE. IMAES BRI

’{kIU\ﬁE_'IE__‘H}‘A1XXEUSXXEjﬁ%ftﬁg ’{kluﬁ%%j—?lﬁ—kunraj'{kluw %E’J'{kmﬁ
IRESINREHE

MFEEXZIAMABRED, MRFARREIAERA “2017 , NFRRERE.
Ml Rz 8 Sk

MMIEKERL, MEREEFEEEHEL, 1 “Content-type” .
MFEEREZIAMAREZED, REE1FRREERk.

3-1 EIEREIE IAM BRIGRGERL

"X-Frame-Options": "SAMEORIGIN",
"¥-IAM-ETag-id": "2562365938-d8f6f12221974cb@07338acllfceacia”
”T““nsfﬂr Encoding”: "chunked",

trict-Transport-Security”: "max-age=31536628; includeSubdomains;",
:erme“': "api-gateway",
"¥X-Request-Id": "af2853f2bccH7a42325a6%a1%6c32a2",
"¥-Content-Type-Options”: "nosniff",
“"Connection”: “"kesp-alive"”,
"¥-Douwnload-Options": "noopen",
"X-X55-Protection™: "1; mode=block:"™,
"XK-IAM-Trace-Id": "token_ | _null af2953f2bcct7ad?2325a69a1%e6c32a32",
"Date": "Tue, 21 May 2824 82:83:48 GMT",
"Content-Type": "application/json; charset=utf8"

IRLHZE (8% )

ZERD ik, IMAGHEABEELISMWEIC (UIISONSKXML ) iRE]l, SIRNGHE Sk
Content-TypeXJiz, (EiEFRBALESLZIMIRNE

MTEEREZIAMARED, REWNTERF. NREERN, XERERESSR
o

{
"user": {

"id": "c131886aec...",
"name": "IAMUser",
"description" "IAM User Description",
"areacode": ""
"phone": "",
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": ""
xusertype"'”
"password_expires_at": null,
"create_time": "2024-05- 21T09 03:41.000000",
"domain_id": "d78cbacl..........
"xdomain_id": "30086000........
"xdomain_type": ""
"default_prOJect_ld" null
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3 UNfalE RS AP

SEOEALEN, SROERBRERESIRNE, EXIMNAIBody SN AT

No
{

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

}

Hrh, error_codeR51RIE, error_ msgFR N EIREIAS

=|

15

o
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FEILE M4
AP &%

4 API

API

4.1 itsS ANZ= VPN API

4.1.1 i AN = VPN %

4.1.1.1 €3 VPN Ri<

ThEEN4R
BIEBVPNRIX . HRIXSZIFOIRIZRITZERIVPNIIK
BREE
15& 3 WMaERAPI,
URI
POST /v5/{project_id}/vpn-gateways
& 4-1 2E0REB
BiR St =aY | R
%
project_id String b~ IREID, aILABIdIREIER B IDFREVRE
ID,
BEXRIHR
o BKSY
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FEE FAMIES

APl &%& 4 API
& 4-2iE5KkS8H
B Sl =AY |
1%

vpn_gateway | CreateVgwR | 2 VPNRZITR o

equestBody

Content

object
3 4-3 CreateVgwRequestBodyContent
& e B2EY | #ik
name String B o INREINER: VPNMIXEZIR,

o EUETBE: 1-641FRF, I
?\ %Y?\ I:Pj (\u4e00 -
\udfa5) . _ (FRIZ) . - (%l
#)..(8=).

o FME: NENSBIIEMERSA
vpngw-**gJZFR, HIan:
vpngw-a45b,

network_typ | String & o INREEEA: VPNRIKRIZEEE, A
e ® ( public) SEBIAIVPNRIKEIL
EIPSSimMKEi%E; FAM
( private ) SEEIHYVPN M KiE@IT
VPCARIFAM PSRRI K EIE o
e HUESBE: public, private,
o ZAIAME: public,
attachment_ | String = o INBEIRAA: XEXEI .
type o EYEEHE: vpc,

o ENIME: vpc,
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FEILE M4
APl &%

4 API

R

ik

vpc_id

o IfEEIHER:

- Hattachment_typeSgvpchd,
vpc_id2VPNMFXEXAIISS
VPCRYIID,

- Hattachment_typeJgerfid,
vpc_id:2VPNRIEAIIEAVPCHY
ID, WRAIBEILAERIESVPCH
ID,

e #J3R: 36fUUID,
Lattachment_typefic & /9" vpc"BT
WIE; Yattachment_typefcE A
"er"FfR]ANES, ZHvpc_idill
access_vpc_idEBESHT,
access_vpc_idER .

vpc_idFer_id R EERIATAZ .

BJLAEIS &g VPCYIREEVPCHY
ID,

local_subnet
S

Array of
String

iy

o INEERAA: RinFME=LFN,
ZFNEZRBIVPNS = FinF
P TEE .
FPVPNMXEZSES507 Ak F
g, EAAFRIETURA:
192.168.52.0/24.

o #JR: attachment_typefeE N
"vpc"BAE, BNUAIE,

connect_sub
net

String

iy

o INAEIREA: VPNRX{ERBRIVPCF
IX_X“DO

e #9%R: 36fUUID,
Yattachment_typefe&9"vpc" At
WIE; Hattachment_typefcE S
"er" IR AES, X
connect_subnet#[]
access_subnet_id#FESAY,
access_subnet_id4E3 .

Lattachment_typegerfid, Fk
FREEGEM21TRHIP,
Lattachment_typeJavpchd, %
Baccess_subnet_id5
connect_subnettg@, NIFMEE
ERELANZTHIP;, NRAE,

NFEEZED21MZHIP,

MAERRAS 01 (2025-04-30)
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FEILE M4
AP &%

4 API

R

ESid)

ik

bgp_asn

Long

o INREIHRER: VPNMIXHIBGPE AL
iE=

o EVESGE: 1-4294967295,

o ZIAHE: 64512,

flavor

String

N

o IHEEIRAA: VPNMIKAIFIIEZEEY,
SLPReECEIESE VPNIZHI &6l
#2VPNX IR EAYSpecificationist
I,

o BUEEE:

- Professional1
- Professional2
FEIMEEEREE, BEE,

o Z9%R: Hnetwork_typefJprivate
A A BEiESBasic; 2
attachment_type Herfd REEES
Basic,

e ZXIAME: Professionall,

availability_z
one_ids

Array of
String

iy

o INEEIRAE: EREVPNMIXAYATA
X, FERBEIIVPNMFEEFER]
BX., NREFEEISETEXALUE
ﬁ%ﬂvmﬂ?&ﬁjﬁﬁzéi’eﬂﬂmz
§I.l o

o £J5R: HiFVPNRIXAIAXIR O
MR ERT R XSRS 21
RENAETAXEHES14; IREIX
A AXBARERIE

eip1

CreateRequ
estEip object

iy

o INREWIRA: XUEVPNRIXERRER
AISE—EIP, FHEBEXMKER
FEIP,

e #%R: network_typeApublicATis
%, JprivatelIFAEEES,

eip2

CreateRequ
estEip object

N

o INEEEA: UEVPNRIXKZFRRER
BIEZAEIP, EHFEXNIXER
&EIP,

e #J5R: network_typeApublicATis
%, JprivatelIFAEEES,

MAERRAS 01 (2025-04-30)
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FEE FAMIES

APl &% 4 API
B i) 2EY | gk
i%
access_vpc_i | String B o INBEEIHAR: VPNRIXERAJEAN
d VPCID,
e #J3R: 36fZUUID,
o EFNME: EvpcidFERFTERNE.
FLAUBITEIEVPCYIEREEVPCHY
ID,
access_subn | String B o INBEIHAA: VPNRIXERAJEAN
et_id VPCHHIFMID,
o #J3R: 36fZUUID,
Hattachment_typeHerft, FM
FEEGED2PTRHIP,
Lattachment_typeAvpcht, &
Baccess_subnet_id5
connect_subnettg@, MIFMHZE
ZFEDLANTHIP;, MRAE,
MEEFE/D2NTAIP,

o ZXAE: Elconnect_subnet=EZFT
1HAYE

ha_mode String B o INBEIHAR: MIXHIHAKES,

"active-active"ER=XWE, "active-
standby"®RERF

o HYESBE: active-active, active-

standby,

o ZXIAME: active-active,
access_privat | String a o IfgEiRBH: FARISEEIVPNRISKAYEE
e_ip_1 ANFARIIPT, $5xEipCUEEFAMIR X

e, EEMXETAEP, WE
M%Ejﬁiuﬂ‘lo
o BUEEBHE!: EAFMMNENAIRIS
Eeipo
o AJR: ESIEANP2EREE, &
BESEEANIP2ES.
access_privat | String B o INBEIRBH: FARIZEEYVPNRIRAYEE
e_ip_2 ANFARIP2, $5TEipBUFEFAMIMY X
iRE, FEMXETAFp, WE
WIXAT S Eip2,
o EUEEHE!: EAFMMNENAIRS
Ecipo
o 4sk: FESENPIEMIEE, &
BESENPIEES.,

MAERRAS 01 (2025-04-30)
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FEE FAMIES

API &% —
&R =i BEY |
i
tagS Array of |7:|< ° I}JﬁEiFEHH 1:/_\‘§§IJ$O
VpnResourc o AR RBES20M,
eTag objects

& 4-4 CreateRequestEip
B -3l

B | iR

id String e INAEIHAEA: EIPAIID,

o HYUETEE: 36fZUUID,

o AR: HFHACHEIPIES, X
HEIZREIPRIAIE, A REESHE
HERETIRIEIPRYID; FREEBE
REERYEIPEIID,

IHESAA: EIPHISERY,
o HUESBE: 0-3671"FF,

o AR: HHCIZEIPIHRITERE
5, &lFE,

N
[ ]

type String

bandwidth_si | Integer & e IfEEHBA: EIPRYT TR A/, B

ze fi: Mbit/s. B regiongEigigtt
RUEIPER N EAE, EIPERIEKT
EXIRTEIPARSS, RILMERTIE
KIS THIEIPRIR KT o

o EVESEE: 1-1000, BE{AEYHEIS
SEBH MRS EIZREIPER

o HAR: HICIEREIPIHSEINTEE
5, 5NFRIE,
flavorJgProfessional A3, BY{EA
BEAXTF300; flavorky
Professional2fd, BUEARBERTF
1000,
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R

ESid)

yu

bandwidth_n
ame

String

THEEIRER: EIPAYSEER,
EUEEE: 1-641MNFRF, 258
F. BXFHE. 3 (\ube00 -
\u9fas). _(TRILK). -(hXIXK). .
(=)o

95%R: HERCIEEIPI=ITEER
5, 5NAIE,

EOANE: SFCZEIPIASAT, &
It F RS BaEMIEN
vpngw-bandwidth-***JEIPH
ZR, flEn: vpngw-bandwidth-
elfa,

& 4-5 VpnResourceTag

B

i

key

INgeisieA: FREEHIEE .

BUESBE: 1-1281FFF, T
F. BYFH. . ERFE.
#HiE. =K, LURUTERF: =
+-@,

value

String

el

THREIREA: AREERIE.

EVESEE: 0-2557NF%F, i
F. BNFH., b, mFIE.
#HiE. =88, LIRUTER: =
+'@o

BRI

a. {FRAEBEIPEIEXEXVPCAIVPNRIZK,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,

"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"

1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
b

"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

MAERRAS 01 (2025-04-30)
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b.  BIEFAMKEXVPCAIVPNIIX o

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
]

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"network_type": "private"

}
}

lAzHR
o [N
IREYAZERS A 201: successful operation,

2= 4-6 NI Body S#51%k

B it R
vpn_gateway | ResponseVpn | VPNREITER,
Gateway
object
request_id String BKID,

Z= 4-7 ResponseVpnGateway

B St fR

id String o INREIHER: VPNRIEID,
o 1&=: 36{ZUUID,

name String o INBEEHEA: VPNMXZBIR,

o EUEBHE: 1-641M=FFF, BIEHE. &
X=FE. 32 (\u4e00 - \u9fa5). _(F
X%%) . -(FxIZE) o

network_type | String o INAEIRAE: VPNREMILZSEEY

o HYESEE: public, private,

e ZIAE: public,

attachment_ty | String o INEEHER: XKEAMED,
pe o HUESEE: vpco
vpc_id String Hattachment_typeJavpcht, vpc_id2

VPNR KA SSVPCAIID

SRS 01 (2025-04-30) IS © ERRAGIRAT 18
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R

St

ik

local_subnets

Array of String

KNimgFM . RinFRE= LEFMW, ZMNEE
FEBIVPNSHEFUIMGHITEE, B
ANRIERHETRBI: 192.168.52.0/24,, {4
attachment_typeJgvpcidiR[E],

connect_subne
t

String

VPNRIX P {EFBRIVPCHEY—1FRIID

bgp_asn

Long

VPNRIEEIBGPEAIHRS .

flavor

String

o INEEIRAE: VPNRKEAJHIAESEEY,, SCFR
TiETEIESEVPNIEFISCIZEVPNR
X REMYSpecificationi&IR .

o EUETH:
v300: XA T5300Mbps, iZEUE
EEER, BNARERIME, &
WAEFREZEVE.

vlig: RKEATT1Gbps, ZEUESR
EF, BINARBFREMRS, BINA
E(FERIZEE,
Professionall:
300Mbps,

Professional2:

RARKRTHE

AR TR 1Gbps,

connection_nu
mber

Integer

VPN TFRIER A VPNIEREEL

used_connecti
on_number

Integer

VPNRX TSR EL(ERYVPNIEZEE

access_vpc_id

String

o IHAEEIHAR: VPNMXEERAEAVPC
1D,

o #&={: 36fZUUID,

access_subnet_
id

String

o INEEIRAR: VPNRIXEERAYEAVPCH
HIFMID,

o #&={: 36fZUUID,

ha_mode

String

o INEEIRRH: MIKAYHARET, "active-
active"FRRWE, "active-standby"Z
~EH,

o EYESEE: active-active, active-
standby .

o ZRIAE: active-active,

tags

Array of
VpnResourceT
ag objects

eI

MAERRAS 01 (2025-04-30)
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4 API

% 4-8 VpnResourceTag

S SR fitik
key String o IAGIHED: ARESHOR.
o EUEDE: 112805, TIHHE.
HYFE, X, FEUFE. BiE. =
1%, LRIUTFZE: —+@.
value String o TNALIEN: FRESHOME.
o DUETE: 0-2550fF, SSM.
FY=E, by, FYEFE. D5, =
1, URLUTFSH: _—r@.

= 4-9 PolicyTemplate

=T St #iR
ike_policy IkePolicy ike SREEXIER o
object
ipsec_policy IpsecPolicy ipsec SREEXTISR
object
2% 4-10 lkePolicy
B - Sl ik
encryption_alg | String o INBGIREE: IMNEZEX,
orithm o HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEEHE: SE—MEREAIEFERIAIDH
H,

e HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEFEXE,
~algorithm o HYESEE: sha2-512, sha2-384,
Shaz-256o
lifetime_secon | Integer o IfECIRER: FTRSAHETFEHE, x4
ds FEERERIFRIKE SABBEohEH .
o HUESBE: 60-604800, Bfi: &,
MAShRAS 01 (2025-04-30) RN © LARABIRAE 20
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Z 4-11 IpsecPolicy

B 281 )

authentication | String o INAEEIHAR: INIEEE,

—algorithm o EYEBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEEIREE: NIEEE.

orithm o EYESBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIRAA: PFSFAAYDHESHLA,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEIHAR: T RECEIPSeciEiEE AR
ds BLARS B AEEREFERR

o HEYESBEl: 30-604800, E{i: #b,

o  [IARZHFAH

a. {FRAEBEEIPEIEXEXVPCAIVPNR ALY o
{

"vpn_gateway": {

"id": "134f9fb1-demo-a8df-va86-2040a5c13325",

"name": "vpngw-9f24",
"network_type": "public",
"attachment_type": "vpc",

"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn": 64512,
"flavor": "Professionall1",
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,
"enterprise_project_id": "0",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"

}
}

"request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"

b. BUEEFAMIKEXVPCHIVPN I AN

{

"vpn_gateway": {

"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",

"name": "vpngw-1234",
"network_type": "private",
"attachment_type": "vpc",

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

MAERRAS 01 (2025-04-30)
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"enterprise_project_id": "0",

"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

1
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}

RED
ESNT.2 K&,
4.1.1.2 &if VPN RJ%
IHRENT A
FRIBVPNRIEID, BHAEERIVPNRIE,

AR7IE

5203 STERAPI,

URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}
£ 4-12 20508
2R i) =/Y | WA
i%
project_id String 2 IREID, aILABIIIREIER B IDFRERE
ID,
vgw_id String = VPNRXID,
BKER
o ERBH
o
o IERIFAI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
TRALHR

LI V=S 54
IREMAZESA 200: F@RK .

SZH%RRA 01 (2025-04-30) WRIERE © HERRARBIRAT 22
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4 API

% 4-13 QKL Body 2%(31%&

E= i) (i35
vpn_gateway ResponseVpn | vpn_gatewayXd&R .
Gateway
object
request_id String BXKID,
7% 4-14 ResponseVpnGateway
E= E- St 1k
id String o INEEIHAE: VPNRIXID,
o 1&z\: 36fZUUID,
name String o INEEWBA: VPNRIKEFR,
o EUETGHE: 1-641MFFF, XIFHF. =
XFE, 3 (\u4e00 - \udfa5) | _
(TFxRI%) « - (FRI%) « . (=) o
network_type | String o INBEIRHA: VPNRIFELEZERY
e BUESEE: public, private,
e BKIME: public,
status String o INBEIRER: VPNRIFIRZE,
o HUESEE:
PENDING_CREATE: g,
PENDING_UPDATE: &3,
PENDING_DELETE: MR,
ACTIVE: IEE.,
FAULT: B%.
FREEZED: &Ré%,
attachment_ty | String o IfEGIRER: XEXIEL,
pe o EVESBE: vpco
vpc_id String VPNRIZKFKEXAI S VPCHIID . X

attachment_type AvpcAHiR[E] .

local_subnets

Array of String

KimFM . RinFRHE= LT, 1ZMNEE
FEBIVPNSHEFANIMNEHTEE, B2
AMRIERETRBI: 192.168.52.0/24 . {4
attachment_typegvpcidiR[a],

connect_subne
t

String

VPN XFr{ERRIVPCHAT—FRID,

bgp_asn

Long

VPNMXHIBGPEIAIHRES o

MA4RRAS 01 (2025-04-30)

WRIERE © HERRARBIRAT

23



FEE FAMIES

APl &% 4 API
B 281 fR
flavor String o IfgEIRER: VPNRIKAIIAEZEEY
o EUESEH:

Professionall: mAEEA R o

300Mbps.

Professional2: gz KiEA& s 1Gbps,
availability_zo | Array of String | ZBEVPNRIXWETHEKX , HigETHHEK
ne_ids AMR[E]; HARIEEATHKXAS, TEVPNR

FHPREIACTIVERHRE
connection_nu | Integer VPN TFRIERRVPNIZEREE] .
mber
used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE
on_number
eip1 ResponseEip | MGEVPNREFRRERAFE—EIP, &
object EXVPNRIXZFRREEIP, FEVPNRXAIIR
SAACTIVERHR[E]
eip2 ResponseEip | WUEVPNRIKXFRRMEMBRIE_PEIP, E£5F
object EXVPNRXZFRREBEIP, FEVPNRYXAIIR
SAACTIVERHR[E] ,
created_at String o GUEERTE, FEVPNRIKAPIRESSIACTIVE

AfR[E],

o UTCHIEIME: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o EG—IXREHMATE., TEVPNRIXAPIAZS
FIACTIVERHR[E] ,
o UTCRYEE: yyyy-MM-
ddTHH:mm:ssZ,
access_vpc_id | String o IfREIHEA: VPNME(ERAYEAVPC
ID,
e 18=: 36{UUID,
access_subnet_ | String o IHBEWHER: VPNMIX(ERAYZEAVPCH
id H9FMID
e 18={: 36{ZUUID,
access_private_ | String FARIZEBIVPNRIEAIEENFARIIP, VPNRIE
ip_1 ERNZFAMNIPSITimM EBIE , XUEM XK
FRERE— AL, FEFRRE
FAPIHBILE
~fF: 192.168.52.9, {XZnetwork_type
HprivatefFiR[E] .
X A%ERAS 01 (2025-04-30) WRAXFTE © SR AREIRAE 24
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4 API

R

%

access_private_
ip_2

FARIZEEIVPN I KAENFARIP, VPN
{(EFIZFAMIPSXJiRMIKEIE . BEERIK
FRERRIBE "N FARMEIE, FERTE
FAMIIBLL

~fF: 192.168.52.9, {XZnetwork_type
AprivatefFiR[E] .

ha_mode

String

o IAEEIRBA: MIXRIHAIET(, “active-
active"FRXUE, "active-standby"F
TEH.

o HUESEE: active-active, active-
standby .

o EMAE: active-active,

tags

Array of
VpnResourceT
ag objects

ey,

% 4-15 ResponseEip

B

St

ik

id

String

e INBLiiAA: EIPRYID,
o #&={: 36/ZUUID,

ip_version

Integer

e INALIRER: EIPKRAN,
o HUESEHE: 4.

ip_billing_info

String

o INREINBE: EIPRUITEA(SE.

o HI:
order_id:product_id:region_id:project_i
d, un:

CS22%+*+++++| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+*c006c7e484a
ao

type

String

o IPALIHAR: EIPAYEEY,

o HUESEHE!: IJ&EE (@ AMIPEOS
E)H “ERIEEEANIPT ETFtype
FERRIEVETEE .

ip_address

String

o IPASIHAR: EIPAYNMIPvALELE

o 18I\: ipvaAREUHtblE, FIan:
884 **x 11

MA4RRAS 01 (2025-04-30)
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2R =i A
charge_mode | String o INEEIRAR: EIPAYREITEREDR . RS
&g I,
o EUETEHE:
bandwidth: I&mseaitE.
traffic: IWREITE.
bandwidth_id | String o INAEINAA: EIPEYEEEID,
o FBT: 36{UUID,
bandwidth_siz | Integer o INREIHER: EIPEYTER A/, BAfI:
e Mbit/s. & regionBEISIZHAIEIPERA
meAE, EIPRIERAHEEZIRTEIPHR
55, oILAMERTIERIESMHP TEIEIPRY
BRAT 5o
o EUESBE: 1-1000, BE{REMEIESE#
MR MBRSS BIREIPERL .
bandwidth_na | String o INEEIHER: EIPEYTE=ZR,
me o EUEBE!: 1-641MFFF, iFHF. =
XFE, 3 (\u4e00 - \udfa5). _(F
Xge) . -(FRlZk). .(R).
bandwidth_bill | String o INEEIRAR: EIPRITESRITREE,
ing_info o 83

order_id:product_id:region_id:project_i
d, u:

CS22***xxx%| |BIV:003017-******-0--0:br-
iaas-
0din1:0605768a**********xc006c7e484a
Ao

2R 4-16 PolicyTemplate

B it #k

ike_policy IkePolicy ike ZREEXIER o
object

ipsec_policy IpsecPolicy ipsec SRE&ITR .
object

SZH%RRA 01 (2025-04-30) WRIERE © HERRARBIRAT 26
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Z 4-17 lkePolicy

ds

B 5] R

encryption_alg | String o INREUGRE: INZRE %,

orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

dh_group String o INREIRER: FE—EREIPI(FRAIDH
H,

o HUESEE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INBEIHAR: INIEEXE,

—algorithm o EYESEE: sha2-512, sha2-384,
Shaz-256o

lifetime_secon | Integer o INELIRBR: FTRSAHETFEHR, Hix4E

1ZEEABAYISIKE SASBIEH .
BYESEE: 60-604800, H{i: #,

% 4-18 IpsecPolicy

ds

2R =i Ak

authentication | String o IHASHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INAEINAR: HNZREE,

orithm o EVESHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INAEEIHEA: PFSEEFIRIDHZESALA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSeciEIZFEIHIME

BLAREAEENEEFEEER,
EVESEE: 30-604800, E{i: b,

MAERRAS 01 (2025-04-30)
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BFIGVPNRIXTIZFR

ARTIE

5203 AMfEE AP,

APl &% 4 API
& 4-19 VpnResourceTag
B E-Sit) 1
key String o INEEINAE: FREEAVHE,
o EUETBE: 1-1281MNFF, HHEF.
BXFE., FX. ARFE. 5. T
1B, URLIFZER: _=+@,
value String o INEGIHER: ISHIE,
o EUESBE: 0-25570FfF, M=
RNFHE. v, ARFE. EiE. T
1%7 L\/L&Ly\-l—$f§ _~:=+'@o
o NaRF£I
a. EFFARIZEEIKEXVPCRIVPNIYX .
{
"vpn_gateway": {
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",
"network_type": "private",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [ eu-west-0a", "eu-west-0b"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1": "192.168.146.45",
"access_private_ip_2": "192.168.146.77",
"ha_mode": "active-active"
L
"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"
}
RS
BS7.2 R,
4.1.1.3 &if VPN RXF1ZE
ab
IhgeNn4a
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URI

IBEXRHE

N Rz

GET /v5/{project_id}/vpn-gateways

* 4-20 SH1HEA
B R =5Y | %A
%
project_id String 2 IREID, aILABIdIREIERE IDFRERE
ID,

o IERBH
96 o
o IBKRIEFH

a. EiEBVPNMX,

GET https://{Endpoint}/v5/{project_id}/vpn-gateways

b. #R#Eenterprise_project_idEiAVPNMX
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?

enterprise_project_id={enterprise_project_id}

o ERNSEL

IREPAZSRS 200: EiFIRL .

% 4-21 K Body S#51%

B -3t fEiA
vpn_gateways | Array of FESEIS
ResponseVpnGat
eway objects
request_id String BKID,
R 4-22 ResponseVpnGateway
=T it f#iA
id String o INBEIRAR: VPNRIEID,
e #&z(: 36{;ZUUID,
name String e INBEIRAA: VPNRIEZFR,
o HUBEBE: 1-641MFFF, T, =
X B (\u4e00 - \udfa5) . _
(TRIZ%) « - (PRI ) « . (=) o

MA4RRAS 01 (2025-04-30)
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R

%

network_type

o INAEIRAA: VPNRXEMZAER,
o EYESBE: public, private,
e EIAE: public,

status

String

o INAGIHAR: VPNRIFEIRZE,

o HEUESEE:
PENDING_CREATE: ¢lgsh,

PENDING_UPDATE: &,
PENDING_DELETE: ffilfgeh,
ACTIVE: IEE.

FAULT: B,

FREEZED: &4%,

attachment_ty
pe

String

o IfREIRAR: KEXMRT.
o EYESEBHE: vpco

vpc_id

String

{¥Hattachment_typeAvpchtiR[o], 2
VPN KBRS VPCRIID .

local_subnets

Array of String

KimFM . RigFRE= LEFMW, ZMNEE
HEELZVPNSHPUIMNSEHITEE., B
MNRIERREICRME: 192.168.52.0/24 . {4
attachment_type AvpcAHiR[E] .

connect_subne | String VPNRIXFr{ERRIVPCHAI— N FMID,
t

bgp_asn Long VPN XHIBGPE SRS .

flavor String o INBEIREA: VPNRIKAIFIAESEERY

o EVEEBHE:
Professionall: kit Ekm
300Mbps.

Professional2: g KiEA& s 1Gbps,

availability_zo
ne_ids

Array of String

BBZEVPNRKAIRTAX . HiEE F AT AX
BIiRE]; SKREEIAXES, EVPNRK
KAPRESIACTIVERTIR[E],

connection_nu | Integer VPNRIXE RIS AVPNIEZEE .
mber
used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE

on_number

eip1 ResponseEip | VPNRIX{ERRAIZE—NEIP, TEVPNRIZEAY
object IREHAACTIVERHR[E],

eip2 ResponseEip | VPNRIKERRISEZEIP, FEVPNRIKHY
object IREAACTIVERHR[E],

MAERRAS 01 (2025-04-30)
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R

%

created_at

o BIFEERTE, EVPNMIXAMRZSSIACTIVE
AfiR[E],

o UTCHYEIEZN: Jyyy-MM-
ddTHH:mm:ssZ,

updated_at

String

o EE—IXEHMATE., TEVPNRIXAPIAZS
FACTIVERHR[D],

o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ssZ,

access_vpc_id

String

o IHAEIHAR: VPNIEEERAYIEAVPC
ID,

o #&=: 36{7UUID,

access_subnet_
id

String

o INALHER: VPNRIXERATRAVPCHH
BIFRID.

o I&zL: 36{ZUUID,

access_private_
ip_1

String

FAMIZEBIVPN I CATIZNFARIIP, VPN
FERIZFANIPS I iR K IEE . XGEMN X
FRERANSE— N FAMMENE, ERFRE
FARIELIL .

7l 192.168.52.9, {XZnetwork_type
AprivatelFiR[E]

access_private_
ip_2

String

FARISEEIVPN I KATEEANFAMIIP, VPNRISK
(EFZFAMIPSXJiRMIXEiE . TEERIK
FRERRIBE N FARMEIE, FEFRTE
FAMIIBAL

~fF: 192.168.52.9, {¥Znetwork_type
HprivatelFiR[E] .

ha_mode

String

o IHAEIRAA: MIEAIHARET, "active-
active"FR=XE, "active-standby"FE
~EF,

o HYESEBE: active-active, active-
standby,

e PRINE: active-active,

tags

Array of
VpnResourceT
ag objects

ey,
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2% 4-23 ResponseEip

B RE ik

id String o INAEEAEA: EIPEYID,
o 1&=\: 36fUUID,

ip_version Integer o INAEIRER: EIPRRZA,
o HUESEE: 4.

ip_billing_info | String o INAEIRER: EIPRUITEA(EE.

o FE:
order_id:product_id:region_id:project_i
d, an:

(CS22***+xkkk| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a********+++*c()06c7e484a
ao

type String o INALINAR: EIPRYSERY,

o EVETHE: mI&EE (BMEAMIPEOS
) B “EIEEEAMIP” Sdhtype
FEAYEVETEE .

ip_address String o INASIHAA: EIPAYAMIPVALELIL

o IBIL: ipvASEBUiBHL, FIgN:
88,4 % 11,

charge_mode | String o INEEIRER: EIPAYEEITEIER . IRE
TSR .

o EVEBHE:
bandwidth: &5+,

traffic: &RE1tE,

bandwidth_id | String o INREEIRAR: EIPAIESESID.
e 1&4: 36{UUID,
bandwidth_siz | Integer o INALIHAA: EIPRYESEEA/N, BA(:
e Mbit/s, B regionBEISIRMHHIEIPRK

waAE, EIPRIEmAKHEZZRTEIPER
%, AILMER T ERESIKP TRIEIPAY
BRATR.

o EUESEE: 1-1000, E{AEUEZSE®
T AMBRSS CUZEIPER

bandwidth_na | String o INBEIHAR: EIPAYEZEZIR.

me o EUESEHE: 1-641MFERF, IFH=F. =
XF&. $3Z(\u4e00 - \udfa5). _(T
XK. -(FRIE) . (=),
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2R it} ik
bandwidth_bill | String o INEEIHAEA: EIPRYSEITER(EE,
ing_info o st

order_id:product_id:region_id:project_i
d, @n:

CS22***+xkkk| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
a o

& 4-24 PolicyTemplate

B it fiik
ike_policy IkePolicy ike SREENTISR
object
ipsec_policy IpsecPolicy ipsec FREEXISR
object
= 4-25 lkePolicy
B St R
encryption_alg | String o INAEIRAR: INZEEX,
orithm o EYESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEEFERIDH
H,

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INASIHAR: INFESE,

_algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INECIER: FRSAHEZEEED, x4

ds

ZEERBRIEIKE SASEIEH
o EVESTHE: 60-604800, EAfii: .
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& 4-26 IpsecPolicy

E= -] ik

authentication | String IheEehe: TIFEEX,

~algorithm AWESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String IHEEIRAE: INEEsk,

orithm BUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String ThREBA: PFSEFRYDHERSRA
HUESEE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer INEeiRBE: FRBCE|PSecEIZE AYME

ds BLAREAEENSEFRER,
EVESEE: 30-604800, Eafy: &b,

2R 4-27 VpnResourceTag

BR E-Sid] 3%

key String THEEieA: tREERTRE
EUESEE: 1-12810FFF, TiFE=.
BYFHE, X, fmARFE. #E. T
B, URIATER: _=+@,

value String IneeiRBe: FRESRYES
BYESEE: 0-2551=FfF, ZiFH=.
BYFH, fX. AfFE. FiE. T
*gy L\J\&D)\-lt?fg _-::+'@o

LI vz =2

a. EEPTEVPNRIKAIIMAL .

{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",

|||||

|||||

"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["eu-west-0a", "eu-west-0b"],
"connection_number": 200,
"used_connection_number": 0,
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"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"
}

"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
}

"created_at": "2022-11-28T02:36:16.834Z",
"updated_at": "2022-11-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
h o
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-2be4",
"network_type": "public",
"status": "ACTIVE",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351bof",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["eu-west-0a", "eu-west-0b"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"

L
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.****** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
}

"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.24Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

1At
"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
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"status":"ACTIVE",

"attachment_type":"vpc",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"availability_zone_ids":[
"eu-west-0c"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

I
"eip2"{

"id":"7b46b62f-demo-a8df-va86-6b8e44312416",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",

"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"

L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b
"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}

L
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

1
"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"

b. #R¥Eenterprise_project_idEifVPNMZHINGR o
{

"vpn_gateways": [{
"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn": 64512,
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"flavor": "Professional1",

"availability_zone_ids": ["eu-west-0a", "eu-west-0b"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {

"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",

"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.** *** 111",

"charge_mode": "bandwidth",

"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",

"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-13a3"

L
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
L
"created_at": "2022-11-28T02:36:16.834Z",

"updated_at": "2022-11-28T02:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"

h o

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-2be4",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "er",

"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",

"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["eu-west-0a", "eu-west-0b"],

"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",

"access_private_ip_1": "192.168.4.7",

"access_private_ip_2": "192.168.4.99",

"created_at": "2022-11-28T02:22:27.24Z",

"updated_at": "2022-11-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"
1At

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name":"vpngw-5bd6",

"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",

"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",

"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,

"availability_zone_ids":[

"eu-west-0c"

1
"connection_number":200,
"used_connection_number":0,
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"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
L
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}
L
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",

"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"

1
"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"

}

RS
BEBI7.2 RS

4.1.1.4 & VPN <

IheEN 4R

RIEVPNMXID, EFHEEAIVPNMIE,
BARABE

1523 WalEBAPI,

URI
PUT /v5/{project_id}/vpn-gateways/{vgw_id}
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% 4-28 SH45A
2R 5] =AY | A
i
project_id String = IREID, BLABIIIRENIRE IDFREIRE
ID,
vgw_id String = VPNPIESEAIID
BKRHEE
o IBEKEH
*®4-29 i5ksH
B S =EY | ik
%
vpn_gateway | Updatevgw | & vpn_gatewayXdsR o

RequestBod
yContent
object

2 4-30 UpdateVgwRequestBodyContent

&R

S

=AY

=3

R

name

String

N

INAGHAR: VPNRIXEZIR,

o EVESBE: 1-641MFR, iTH
F. BYFHE. $3 (\ude0O -
\uofa5) . _ (T ) . - (hkl
%)..(8).

local_subnet
S

Array of
String

N

o INEEIRAA: AinFh. AinFRE
= EFR, ZMNERFREIVPNS
AP MIMEHITERE. BARERE
Bl 192.168.52.0/24,

o #%k: Yattachment_typefiE S
"vpc"BIHEE, BUFE, 819
VPN X R ZIEE50N A% FM
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B E- Sl BERY | ik
i%
eip_id_1 String & o INEEULAA: BWAYEIPRIID, R
GRTEFTRIEIPFESIRLEVPN R KAE
FARYEE— 1 EIPZLE VPN KAT
FEIP, 4BEFAVEIPRILIRSTRELD
2 RBRIEIP,
o #93R: 36fZUUID, 24
network_typefic & publicAInIiE
5, AUARE,
eip_id_2 String =) o INREHAR: BRAIEIPAIID, RN
GREFTAYEIPVESIRUEVPN K AE
RIS —NEIPEEFVPNRIXAY
BEIP, 4BEFAYEIPRILLRSERESD
=RBRYEIP,
o £J3R: 36IUUID, X
network_typefic & 9publicAImIiE
5, BURE,
& 4-31 PolicyTemplate
B -3t )%
ike_policy IkePolicy ike SREEITH
object
ipsec_policy IpsecPolicy ipsec SREEXISR .,
object
& 4-32 IkePolicy
R it )%
encryption_alg | String o INAEIRAA: INZEX,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INEEHAA: SH—BEREHAHR(ERARIDH
4,

e BYESEME: groupl4, group15,
group16, group19, group20,
group21, disable,
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2R it} ik
authentication | String o INEGIRER: TAIFE;E,
~algorithm o EYESBE: sha2-512, sha2-384,
sha2-256,
lifetime_secon | Integer o INEGIHER: FRSARIEZEERE, iz4
ds 1Z/EHBABAT /S IKE SASBE&IE .
o EVESEE: 60-604800, Eafy: b,

& 4-33 IpsecPolicy

B 281 fER

authentication | String o IHASIHAR: INFESE,

_algorithm o EYESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEGIHER: MNZEEE,

orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIHEA: PFSEEFRIDHZESALA

o HUESEE: groupl4, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INELiRAA: TRECEIPSecEZIETHIME
ds ELAR AR ENEEREE.

o HVESGE: 30-604800, EAf: #b.

o EXREH
a. EHEIEIPEAMX,

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
{
"vpn_gateway": {
"name": "vpngw-4321",
"local_subnets": [
"192.168.0.0/24"
1

"'eip_id_1 ": "f1469b4a-demo-a8df-va86-bb7de91cf493",

}
}

N RIS
o NS
IREYAZSAZ ST 200: successful operations,
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2 4-34 [N Body 2#%1%
B - St R
vpn_gateway | ResponseVpn | vpn_gatewayXig .
Gateway
object

request_id String BXKID,
7% 4-35 ResponseVpnGateway
E= E-Sit) ik
id String o INEEIHAE: VPNRIXID,

e 1&z{: 36fIUUID,
name String o INEEWBA: VPNRIKEFR,

o EUETGHE: 1-641=FFF, BiFEHF. =

N, 137 (\ude00 - \u9fas). (T
jzug%)\ _(I:Fljzué%)o

network_type | String o INEEHAEA: VPNMERILZZEEY,

o BUESEE: public, private,

o ZXIAME: public,
attachment_ty | String o INAEINAR: XEXER,
pe o BUESEE: vpc,
vpc_id String e Hattachment_typeAvpchT, vpc_ id2E

VPNRIZFKELAINSSVPCHIID

Lattachment_typeAgerfid, vpc idE
VPNRIKAIEAVPCHIID

local_subnets

Array of String

KigFM . RigFME= LT, ZME
FEELVPNSHPMIMNSGHITEE., B
NERIETRMGEI: 192.168.52.0/24 , {4
attachment_typegvpcidiR[aE],

connect_subne | String VPN ZBr{ERIVPCHEI—1NFMID,
t

bgp_asn Long VPNMXHIBGPEBIERS o

flavor String o INELIHER: VPNMXAIINARZERY:

BESEE:
Professionall:
300Mbps,

Professional2:

RARKRTHE

A &5 1Gbps,
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E= it 1k
availability_zo | Array of String | SREVPNMXHIT AKX . HigsE THEX
ne_ids RIRE]; HRIEENBRXAET, E£VPNK
FHIRSSACTIVERTRE .
connection_nu | Integer VPNRIX TAYER A VPNIERZE]
mber
used_connecti | Integer VPNMX T HBIEL(FEHAIVPNIZEEE
on_number
eip1 ResponseEip | XUEVPNRXFRRMERNE—NEIP, F&
object VPNREZRREEIP, TEVPNRIXAPIRZES S
ACTIVERHIR[E],
eip2 ResponseEip | XEVPNMXFRRERRIE_NEIP, =&
object VPNREZRRFEIP, TEVPNRIXAPIRES
ACTIVERHIR[E]
created_at String o BIEERE, FEVPNRIEAPRZIACTIVE
AfiR[E]
o UTCRIEMEZ: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o EfE—IXREHMAIE, FEVPNRIKAPIRZS
BACTIVERTIR[E]
o UTCRIEMEZN: Jyyy-MM-
ddTHH:mm:ssZ,
access_vpc_id | String e INBEIHAA: VPNMX{ERARRIEAVPC
ID,
o #&x(: 36fZUUID,
access_subnet_ | String e INBEIRAA: VPNRI(ERRYEAVPCH
id HFMIID
o #&x(: 36fZUUID,
access_private_ | String FARIZEBIVPN R EAIIZNFARIP, VPNRIE
ip_1 FERIZFANIPS I iR EE . XCEMX
FNERRE— N FAMBIE, FHEFRRE
FAMIHBLE
~f5l: 192.168.52.9, {XHnetwork_type
FprivatelFix[E],
access_private_ | String FAPISEEIVPN I ZAIIZNFARIIP, VPNRISE
ip_2 ERIZFARIPSXTimM KEIE . SEEMK
FREREZ AL, FEFRRE
FAMIHBLE
Ml 192.168.52.9, {XZnetwork_type
FprivatefFix[a],
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FEILE M4
APl &%

4 API

R

%

ha_mode

IHARGHRE: MXEAIHAETL, "active-
active"ERXUE, "active-standby"ZE
T~EH,

BYESEE: active-active, active-
standby,

tags

Array of
VpnResourceT
ag objects

ETIZR,

R 4-36 ResponseEip

B

St

fik

id

String

IhBEHER: EIPAYID,
&=L 36{UUID,

ip_version

Integer

INBEIHEE: EIPARZAS .
EUESEHE: 4,

ip_billing_info

String

INEEIREE: EIPROITER(SE.,

Bt
order_id:product_id:region_id:project_i
d, un:

CS22***xxxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c0)06c7e484a
ao

type

String

THACIRAE: EIPRYSEEY,

BEEE: JaF (attAMPEOS
E ) “‘BIFRERRWIPY EfHtype
FRAEETERE.

ip_address

String

INREIEAER: EIPAIZARIPVALHLILE

MU ipv4SEBithE, fIgn:
88 Fx* 11

charge_mode

String

IIREREA: EIPRYWESITERIRT . e
BRI

BESEE:
bandwidth: et

traffic: LRE1tE,

bandwidth_id

String

INREIRE: EIPEYIEERID,
f&=: 36{1ZUUID,
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APl &%& 4 API
2R =i i)
bandwidth_siz | Integer e INEEIRAA: EIPAYTER R/, Bf:
e Mbit/s. B regionBEISIZHHIEIPER A
wmAE, EIPRIRKHZRTEIPAR
%, AILAER T ERESHKF TRYEIPAY
BRAT R
o EUESEE: 1-1000, E{AEUEIESE#E
MRS Bl ZEeipEFt .
bandwidth_na | String o IfEtiRER: EIPHIRE=EEZIR,
me o EUEEE: 1-641NFHR, ST, =
XFE, F3Z(\u4e00 - \u9fas). _(F
¥gk) . -(FRIE). .(R).
bandwidth_bill | String o IfECIRER: EIPMIRSITE(ESE.,
ing_info o 23t

order_id:product_id:region_id:project_i
d, u:

(CS22%**xxxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c0)06c7e484a
Ao

R 4-37 PolicyTemplate

=T it )%
ike_policy IkePolicy ikeZREEXTIER o
object
ipsec_policy IpsecPolicy ipsecEREEIISR .
object
% 4-38 lkePolicy
B -3t )%
encryption_alg | String o INECHAR: MNZTEx.
orithm o EVESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o INREIREA: SE—MEREAHEFERIDH
H,

o EYESEE: group14, groupl5,
group16, group19, group20,
group21, disable,
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FEE FAMIES

APl &% 4 API
2R 281 g
authentication | String o INASHAR: INFESE,
_algorithm o EYESEME: sha2-512, sha2-384,
sha2-256,
lifetime_secon | Integer o INEEIRER: FRSAIEEFEEE, Jiz4st

ds

1Z/EHBABAT /S IKE SASBE&IE .
o EYESGE: 60-604800, EAfii: .

& 4-39 IpsecPolicy

ds

E= it ik

authentication | String o IPECHAA: TAIEEE.

~algorithm o HYESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INBLIRAE: IMNEZESX,

orithm o HYESBEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o IfNREWBA: PFS{EFBRYDHESRAH .

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INECIER: FRECEIPSeciEREEIAIRE

BLAREAEENEFEER.
o EVESEE: 30-604800, Eafy: b,

%% 4-40 VpnResourceTag

2R i) R
key String o INEEINAE: FRESAVEE.
o EUETE: 1-1281MFFF, IFH=F.
BXFE., X, ARFE. EiE. T
B, URUTERS: _=+@,
value String o INEEIHAER: FREAYE.
o EVEBE: 0-2551MF%, HiFH=F.
BEVFH, FX. AmYFE. #iE. T
B, URITERS: _=+@,

o IBRZHFA
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FEILE M4
AP &%

4 API

a. EFEEIPEAVPNRIKAIEA
{

"vpn_gateway": {

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24"
]

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["eu-west-0a", "eu-west-0b"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version™: 4,
“type": "5_bgp",
"ip_address": "88.****** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
h?
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version™: 4,
“type": "5_bgp",
"ip_address": "88.****** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"

b

"created_at": "2022-09-15T08:56:09.386Z",

}

n

}

"updated_at": "2022-09-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. VPNIRZEA “BliE” , EFHEK.
{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ffobdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",

"request_id": "abafe41c-7744-41af-bf3d-4452872af799"

}

N

5207.2 REB.

4.1.1.5 ffp& VPN RI%

ab
ThEEN A

HRIEVPNRIXID, MIFFEERIVPNIIX o

MAERRAS 01 (2025-04-30)

WRIERE © HERRARBIRAT 47



FEE FAMIES

APl £ 4 AP
EREE

5203 STIERAPI,
URI

DELETE /v5/{project_id}/vpn-gateways/{vgw_id}

& 4-41 SE0RAT

B i) =AY | 88
7%
project_id String b~ IREID, mJLABId3RENERE IDFRENRE
ID,
vgw_id String = VPNRXEEBIID,

\i hJ 4
18> 7&1%\

o EREH

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

AREHER
o IARIBH

IREMAZIS A 204: MIBRALTD

LI v =]

VPNIRZES A “BlEE” |, MIBREM .

{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, |D=ffObdca6-demo-a8df-va86-e4bcclea52bc) is not ready,
currently CREATING",
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfad9b234ac"

}

TN

i5207.2 K&,

4.1.1.6 &if VPN XTI AKX

TORENA

FIAVPNRXAT AKX,

ARTIE

523 WMEERAPI,
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APl &% 4 API
URI
GET /v5/{project_id}/vpn-gateways/availability-zones
= 4-42 SHUREA
B S 2/Y | A
i%
project_id String = IREID, aILABIIIkEIE IDZRERE
ID,
IBREE
BRSH
To
TERAEH)
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones
RGES

D)5
IREMRZSFS S 200: successful operation,
= 4-43 I Body B¥FIE
B E- Sl R
availability_zo | AvailabilityZo | sfAX%IZE.
nes nes object
request_id String B3XKID,
< 4-44 AvailabilityZones
B it A
professionall VpnGatewayA | Professionall it o
vailabilityZon
es object
professional2 | VpnGatewayA | Professional2 Xt o
vailabilityZon
es object

LA ERKAMERISERR Al EEIE S E VPNIZEHI & B2 VPN X R ERISpecification

IR,
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WRIERE © HERRARBIRAT 49



FEILE M4
AP| &%

4 API

TN

2 4-45 VpnGatewayAvailabilityZones

&R 3]

1)

vpc Array of String

KEXVPCERER A AXTIZR,

o [IBRZHFA
{

"availability_zones": {
"vpc": ["eu-west-0a"],
1
"professional1": {
"vpc": ["eu-west-0a", "eu-west-0b"],]
"er": ["eu-west-0a"]
1
"professional2": {
"vpc": ["eu-west-0a", "eu-west-0b"],
"er": ["eu-west-0a"]
1
}

}

i5207.2 K&

4.1.2 SHumpI <

4.1.2.1 BIEXTIRME

ab
ThEEN 4B

ARSI

URI

BIEHEF AT 5 VPNRIKARIERIXTIRM X o

152 WAalEABAPI,

POST /v5/{project_id}/customer-gateways

"request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"

& 4-46 SHURA
BR S 2EwW | i
i
project_id String = IREID, AJLAEISFRENIRE IDFRENRE
Do
SZH%RRA 01 (2025-04-30) WRIERE © HERRARBIRAT 50



FEILE M4
APl &% 4 AP

IEXRHE

% 4-47 ERSH

B Sl =AY |
1%
customer_ga | CreateCgwR | 2 customer_gatewayX$& .
teway equestBody
Content
object

< 4-48 CreateCgwRequestBodyContent

B i) =EY | ik
pri
name String B o INEEIRER: XFimMIXEFR, AIEAT

SBENEME A cgw-1953
FRo fBEN: cgw-21a3,

o EVESBHE: 1-647M=FF, HiFH
F. BXFE. 3 (\ude00 -
\uofa5) . _ (FRIZ) . - (=%l
%)..(82).

THRERA : XimI RARIREE
o BUETGHE:

- ipo

- fgdn,
o ERIME: ipo

iy
[ ]

id_type String

INEEIRAE: XTIRMFARIRE .

o EUESEE: 1-1287MFF. 4
id_type Niphd, RAES =+
IPvattitiE (40192.168.45.7 ) ; 24
id_typeAfqdniy, RMIBESX/NG
FE. HFHIFHRGS, 35U
THEBRZRF: & <> [V ]\,
=L ? .

fali

id_value String

N

o INEEIHAR: XJimMIXHIBGPE AL,
L=

o HYESBE: 1-4294967295,

o ATR: Hid_typeNiplIelES, &
MAIE,

bgp_asn Long
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FEILE M4
AP &%

N RziHR

4 API
E= i) 2EY | gk
i%
tags Array of & o INEEIRBE: 1RRFIE.
VpnResourc o HE: BEES204.
eTag object
R 4-49 VpnResourceTag
B St =EY | R
i
key String = o INEEHAA: FREEAYIE,
o EUESBRE: 1-1280FfF, M
F. BNFE, P wmFE.
i, =18, LURUTER: =
+_@o
value String = o IhgEiREA: REHYE,
o EUESEE: 0-2551F1F, iHH
F. BRXFE. P, ABRFE.
i, =18, LURLITFER: =
+_@o
==l
POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways
{
"customer_gateway": {
"name": "cgw-2abf",
"id_type": "ip",
"id_value™: "10.%** *** 21",
"bgp_asn": 65000,
}
RS54

IREMAZSAD S 201: BIEERRIN.

2 4-50 IR Body 24513

B -3t L1174
customer_gate | ResponseCusto | customer_gatewayXJ&,
way merGateway
object
request_id String iB3Kid,
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FEILE M4
AP &%

4 API

2 4-51 ResponseCustomerGateway

B i) R
id String o INEEIAER: XFimMIAIID,
o 1&=\: 36fUUID,
name String o INEEINAER: XTuRPIEZFR.
o EUESEBH: 1-641MERF, BiFH=EFE. =
X, 13 (\ude00 - \udfa5). _(F
X&) . -(PRI%) .
id_type String o INEEINER: XFimMIKARIRSEE,
o EUETHE:
- ipo
- fqdn,
id_value String X i o) K ARIRE
bgp_asn Long XM XAIBGPRIGIEHRS . (XZid_type
JipAtir[E],
created_at String o BIiEATIE,
o UTCRYEIE: yyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o H5—IXEFATIE,
o UTCRYEIE: yyyy-MM-
ddTHH:mm:ss.5552,
tags Array of FREEYI*E
VpnResourceT
ag objects
2 4-52 VpnResourceTag
B St )
key String o INgeiREe: REHIRE.
o EUESEBHE: 1-1281=FFF, IFHEFE.
BYFE., B, AFE. #EFiE. T
*gy LJ&D/{-F?fg _-::+'@o
value String o INEGIHER: IxSHIE,
o EVETBHE: 0-25570FfF, MiFH=.
BYFE, P, AfFE. g5 T
1B, URLTFZER: _=+@,
N Rz A 451
{

"customer_gateway": {

MAERRAS 01 (2025-04-30)
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APl &% 4 API
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
name": "cgw-2abf",
id_type": "ip",
id_value": "10.#** ** 21",
bgp_asn": 65000,
created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
h
"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"
}
RS
B27.2 RE&L.
N, Ll
4.1.2.2 EifXFiRMX
ab AP
IheEN 4R

RIEXIRMXID, EFHEERIIIRMX .

AR

52 WAMaE AP

URI
GET /v5/{project_id}/customer-gateways/{customer_gateway_id}
& 4-53 #4508
B i) =EY | A
i
project_id String = IREID, aILABId3kEI R IDFREVRE
ID,
customer_gat | String = Xt iwMI KD o
eway._id
IBKER

o IERBH
o
o IEXREH

GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

RS
o IARIBH

IREMAZSISF 200: @RI
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FEILE M4
AP &%

4 API

2 4-54 [N Body 2#%1%

B i) i
customer_gate | ResponseCusto | customer_gatewayXJi&,
way merGateway
object
request_id String BKido
%% 4-55 ResponseCustomerGateway
B i) ik
id String o INAEIRAA: XJURMIXAIID,
e 18={: 36fUUID,
name String o INRLIHER: XTIRMFESZFR,
o EUESEE: 1-641MFFF, IFH=F. =
XFE, 3 (\ude00 - \udfa5) | _
(TFRIZE) « - (PdlE) « . (=) o
id_type String o INAEIRAA: XJURMFEFRIRZER,
o EVEEHE:
- ipo
- fqdn,
id_value String X P KARIR(E
bgp_asn Long imEAIBGPRIGEHRS . {NHid_type
RiphhiRE,
created_at String o BIERTE,
o UTCRIEMEZN: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o Efe—IKEHATE,
o UTCHIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
tags Array of ey,
VpnResourceT
ag objects
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FEE FAIES

APl &%& 4 API
2% 4-56 VpnResourceTag
R it )%
key String o INAEIRAA: IRESHVHE,
o EUEBHE: 1-1280FFF, IS8T,
BYFE. P BMFE. FiE T
*g ) L\/L&Ly\—lzifg . _-::+'@ o
value String o INREEIRER: 1REAYE.
o BUESEE: 0-25570FFF, IFH=F.
BNFHE, b, BRFE. i T
1% ’ D)\&D)\T?fg . _-::+'@ [}
LI ol =247
{
"customer_gateway": {
"id": "03cO0aa3d-demo-a8df-va86-9d82473765d4",
name": "cgw-ba08",
id_type": "ip",
id_value": "10.x%* =+ 21",
"bgp_asn": 65000,
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
}I
"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"
}
N

1B5507.2 K&8,

4.1.2.3 EiERFimxsZE

ab
ThEEN AR

BRI KTIR

ARTSE

52 WAeE FAPI,

URI

GET /v5/{project_id}/customer-gateways

X 4-57 SEERH

EHR SR STy | 88
i%&
project_id String = IREID, BILUEIFRENIRE IDGKEEE
ID,
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APl &% 4 API
% 4-58 153Kk Query 2#5%
2R SRy =AY | Eh
i
limit Integer & o INEEIHAA: S TEEEIUREIRYC
FH=,
e HYESBE: 0-200,
e ZKINME: 200,
marker String B o INBEIRAA: BWATTAYRCIAFRICHL,
NEFMAEEHE—R. EEIT—REY
markera] LARIE _E—RIgMNAY
page_infold& FfInext_markeri&
5.
o ZJ%R: WRSlimit—Ee(ER.,
BKER

N Rz

IBRSH
o
IERES]

GET https://{Endpoint}/v5/{project_id}/customer-gateways?limit={limit}&marker={marker}

RS

IREMAZISF 200: @RI

2= 4-59 IR Body S#5%

B it ()%
customer_gate | Array of customer_gatewayXJ& .
ways ResponseCust
omerGateway
objects
total_count Long AR X IRRM K E2E .
page_info Pagelnfo DER.
object
request_id String B5Kido
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AP &%

4 API

= 4-60 ResponseCustomerGateway

E= i) (i35
id String o IfAEIRER: XFimMFEAIID,
e 1&z: 36fIUUID,
name String o INEEINAER: XTURPIEZFR,
o EUETEHE: 1-641MFFF, IFHF. =
MXFE. 3 (\ude00 - \udfa5) . _
(—F“ZU%) N '(Epiug%) Y (I;i\\) o
id_type String o INBEEIRER: XFimMIKARIRZEE,
o EUETHE:
— ipo
- fqdn,
id_value String X it PO KRR B
bgp_asn Long XM XAIBGPRIGIEHHRS . (XZid_type
RNipAtiR[E],
created_at String o BIiERTIE,
o UTCHIIENEIN: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o HE—IXEFFATE,
o UTCHIIENEIN: Jyyy-MM-
ddTHH:mm:ssZ,
tags Array of FREEYIZE
VpnResourceT
ag objects
% 4-61 VpnResourceTag
E=2 St R
key String o INREWLEA: IRERIRE.
o BUETEE: 1-1281M=FFF, ZiFH=E.
RNFHE, P, ARFE. @iE. T
1B, URLIFZER: _=+-@,
value String o INEEIREH: FRERYES
o BUESBHE: 0-2551FfF, IFHFE.
RXFE, P, ARFE. EiE. T
1%’ DX&LXT??& _-:=+'@o
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AP &% 4 AP

2 4-62 Pagelnfo

2R i iR

next_marker String T—mAmarker, EAL—XEGNGNFH
RE—1ERIICIERTE

current_count | Integer HEPBIRPERYEE ., &/NTEEEKE
ANlmitN R R R E—R.

{
"customer_gateways": [{
"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",

"bgp_asn": 65588,
"created_at": "2022-11-28T07:36:24.9237",
"updated_at": "2022-11-28T07:36:24.9232"
e
"id": "312067bb-demo-a8df-va86-09dc941bbffc",

"created_at": "2022-11-28T06:25:01.937Z",
"updated_at": "2022-11-28T06:25:01.9372"

3
"total_count": 2,
"page_info": {
"next_marker": "2022-11-28T06:25:01.937Z2",
"current_count": 2
by
"request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"
}
RS
BH2W7.2 WEL,
4.1.2.4 BEFXFURRIK
INeeEN4A
IREXSIRMIKID, BEFEEIXTHRMNK . SZIFEMBFRFNIEIRIES, EXEHBSEHE
BEREIEXTIHRI X
BRELE
152 ILANaEAFAPI,
URI

PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}
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APl &% 4 API
& 4-63 SEEA
B it =ERY | #ER
%
project_id String 2 IRBEID, aILABIdIkEIR B IDFRENRE
ID,
customer_gat | String = FumMIEID
eway._id
BEXIHR
o BFKSH
& 4-64 5KEY
B St BEY | R
1%
customer_ga | UpdateCgw | =2 customer_gatewayXJd& .
teway RequestBod
yContent
object
2 4-65 UpdateCgwRequestBodyContent
B it BEY | R
1%
name String & o INRSNRA: MEZIR.
o BUESTE: 1-641NFF, ST
$\ ﬁz?ﬂx I:FII (\U4e00 -
\u9fa5) N ( -Fﬁl.léf) EN ( I:FHZIJ
g%) N (Iﬁ) o
o EKIERI
PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
{
"customer_gateway": {
"name": "cgw-f846",
}
}
N A S

B V=25
IREMAZSAS S 200: BEHARIN.
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FEILE M4
AP &% 4 AP

% 4-66 UL Body 2%(31%&

B ESid) R
customer_gate | ResponseCust | customer_gatewayXJsR,
way omerGateway
object
request_id String BKid,

%% 4-67 ResponseCustomerGateway

B i) ik
id String o INAEIRAA: XJURMIXAIID,
e 18={: 36fUUID,
name String o INRLIHER: XTIRMFESZFR,
o EUESEE: 1-641MFFF, BIFH=F. =
N=ZH8. 33 (\ude00 - \udfas). (T~
jzug%)\ _(I:Fljzué%)o
id_type String o INAEIRAA: XJURMFEFRIRZEE,
o EVEEHE:
- ipo
- fqdn,
id_value String X P KARIR(E
bgp_asn Long XHimMXAIBGPEAIHRES . (XHid_type
RiphhiRE,
created_at String o BIERTE,
o UTCRIEMEZN: Jyyy-MM-
ddTHH:mm:ss.5552,
updated_at String o Efe—IKEHATE,
o UTCHIEMEZC: Jyyy-MM-
ddTHH:mm:ss.5552,
tags Array of mEFIFE.
VpnResourceT
ag objects
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APl &%& 4 API
2% 4-68 VpnResourceTag
B -3t Efi1)%
key String o INREEIRER: IREHYE.
o EUESEE: 1-1280FFF, FH=E.
RYFHE, P2, ARFE. 5. T
*gy LJ&D)\T??% _-::+'@o
value String o INREIREA: 1REHYE.
o EUESEE: 0-2551FFF, SFHF.
RBYFE, PN, AFE. FiE. =
*gy D/l&"lT?f% _-::+'@o
o MRS
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": " cgw-f846",
"id_type": "ip",
"id_value™: "10.**** 21",
"bgp_asn": 65533,
"created_at": "2021-12-21T16:49:28.108Z",
"updated_at": "2021-12-21T716:49:28.1082"
}I
"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"
}
NEE
1 % 7.2 %lu\ﬁgo

4.1.2.5 HIESRS iR

INRENEA

RIBIIRRIXID, MIIRIEEROTHN
BATSE

B2 AHTAERAPI
URI

DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}

%+ 4-69 SEURAB

B R BEY | R
%
project_id String 2 IRBEID, aILABIdIkEIR B IDFAENRE
ID,
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FEE FAMIES

APlI &% 4 API
B E-it) =R | ik
i%
customer_gat | String = FiwmMIXID 6
eway._id

IBKIHE
o ERBH
o
o IERIEH

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

AR S
o IIRBE
IREYAZSEE S 204: MIBRELIN
o NaRFFI

imk X EERIEBVPNIER:, MIFREM .

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

"error_code": "VPN.0001",

"error_msg": "invalid request: customer gateway 575c¢1722-demo-a8df-va86-dd7f41876332 has

connection",

"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"

-

K&

4.1.3 VPN &

4.1.3.1 8JZ VPN 1E#E
INEEN 4R

BIFEVPNIERS, EREVPNRIESITERE .,
WERRBE

52 IAMEERAPI .,

URI

POST /v5/{project_id}/vpn-connection
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APl &% 4 API
% 4-70 SE0HBE
B i) =5Y | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
IBEKIEE
o BFKSY
= 4-71 i5ks%
B St =AW | it
1%
vpn_connecti | CreateVpnC | 2 vpn_connection{4&R .
on onnectionR
equestBody
Content
object

R 4-72 CreateVpnConnectionRequestBodyContent

B il =2/ | ik
1%
name String e o INEGIRAE: VPNIEIEZZHIR, AEAT
SBIEREIvpn- 197
FRo f5IEN: vpn-13be,
o EVESBE: 1-641MNFFF, i
F. BXFE, X (\ude00 -
\UgfaS) A ( —szué%) N T ( ':F'jzu
Z)..(=),
vgw_id String = e IfAEEIRAR: VPNRXID,
e #JgR: 36fZUUID
A LUBII EIEVPNRIXFIFREEFVPN
RIXAYID,
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FEILE M4
AP &%

4 API

R

ik

vgw_ip

o INREIREA:

- HVPNRXHAInetwork_typefic
EApublichf, vgw_ip/aVPN
MFKEIPEYID

- HVPNMXKHInetwork_typefic
& Aprivatelf, vgw_ip/gVPN
MFKAEFRRIEEANFARIP

o ZJR: 36{UUIDEL =S
IPvAttBit (20192.168.45.7 ) o
BJLUBE EIIVPNRIKEERVPNR X

Fr{E FRRIEIPAYIDEIENFARIIP

style

String

iy

o INREWIRA: EEHEI .
o EVESBHE:
policy: REZIET(
static: FFSEEHER .
bgp: bgpiEHIE= .
policy-template: SEREIEHRIET .
o ELA(E: statico

cgw_id

String

el

o IfEEIRAA: XJimMIKID,
o #4%E: 36{:UUID

peer_subnets

Array of
String

iy

o INEEIER: XTumFM,
o Z9TR:
- EHOMERZVPCTAEMEE, &
BEVERRSURFM, tban
100.64.0.0/10, 214.0.0.0/8,

- BAYVPNEERRZSIES50M
i

address

tunnel_local_

String

iy

o INEEIRAE: IRHEX TEEEVPN
M _FA9tunneliEO et , BI40:
169.254.76.1/30,

o #JTR:

- BU16(AE169.254, AREfE
FH169.254.195.XxX o

- BREKEXME3I0, Y
tunnel_peer_addresstE@—1
30BHSEE .

- NIESMNMEZRRYFEMBLE,
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AP &%

4 API

R

ESid)

ik

tunnel_peer_
address

String

o INEEIHER: FRAEX TEEERR,
Mig& _ER9tunneliZOitbht . 51
W0: 169.254.76.2/30,

o Z9TR:

- BI6{I4NR2169.254, ARL(F
F3169.254.195.xxX o

- BRKEXIE30, ©F
tunnel_local_addresstEE—1
30¥ERSEE -

- NESMERARRIENIELE

enable_nga

Boolean

oy

o INEEHAA: FFBNQAKEI,
o HYESEE: true, false,
o ZAE: false,

o #TR: LstyleBstaticAHES, &
NWAIE,

psk

String

iy

o IfREIRAR: FRH=Z=ZH,

o AR: 8-1281FFF, HegEaX
5x&. NEFE. HFHMEHKF
FF(~1@#$%N()-_+={ },./5) AED
BEMMFHFI=F,

policy_rules

Array of
PolicyRule
objects

iy

o INEEIRER: RERIEICAVSRREAANY
¢H,

o 4UR: RRBIEF5M, {XNHstyleh
policyfIEE

ikepolicy

IkePolicy
object

N

ikeZREEXIR -

ipsecpolicy

IpsecPolicy
object

iy

ipsecTREENIS o

ha_role

String

N

o INEEIRAR: WUHERIUVPNRIXTE!
EEETIANE, EHBIELVPNRX
TeIEEZAT, 'masterFRFiE
1%, 'slave' BREERE

o EHME: master.

o 2J%R: WEELVPNMIKTEZEEIP
o EFARI MBS AUIEIZ U
'master', TEEEIP2aE FFAMILE
HE2§E ST AYERZ /IR slave ',

tags

Array of
VpnResourc
eTag object

iy

o INREIRAR: IRBIIE,
o JR: RBEF201,
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FEILE M4
AP &%

4 API

% 4-73 PolicyRule

R

ESid)

B | iR

rule_index

Integer

Ihgei<he: MWD, BFXHEcE
AISREE AN . SBINAIE,
EUESBHE: 0-50,

295k AgeSEftPolicyRule AY
rule_indextg[E,
ResponseVpnConnection/§HJ
rule_indexAlBESZEARR, EH
vpnREZ£I5ZNdestinationtk Bl
AErule,

source

String

iy
[

THEEWEE : RHBEPYES .
25K A ge5H(MPolicyRule ™HY

sourcef8E .

destination

Array of
String

iy
[ ]

ThEEIRER: BRYMBIERES o

== RN )2 e = Sawa T
192.168.52.0/24,

A5 F PolicyRuleFzZIEE50
/N

[

2 4-74 kePol

icy

E=2

G | R

ike_version

INREIRAE: IKERRAS
EYESCH:
vl, v2,

EONME:
V2,

phase1_nego
tiation_mod
e

oy

String

ThEEReR: thisE=R .

BESEE:

main: FRN, HEEELEM
= o

aggressive: F¥ERiEI(, WHHEFHUER
BEhERINES.

ZRINME: main.

9% IKERRAAVIEES, Av2
EjZ:iEO
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APl &% 4 API
2R St} =AY | A
ik
authenticati | String B o INAEIRER: TAIEELE,
on_algorith o EYESEE:
m sha2-512, sha2-384,

sha2-256, shal, md5.
Hrp, sha1flmdsZ& MR, B

5.
o EAME:
Sha2—2560
encryption_a | String B o INEGIHER: INEEE,
lgorithm o EUEEE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
Hrp, 3deszzeMRIK, 15I1EA
o ZNME:
aes-128,
dh_group String B o INEEIHAR: F—MERZPIER
AIDHEA
e EYESBEl: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,
Hrh, groupl, group2,
group5, groupl4Ze&MRIEK, &
5.
o EBRIA\E: groupl5,
authenticati | String B o INREIRAR: iketDFERTAGIAIES

on_method E,

o HUBEBEE:
pre-share: FAHZ=%$A,

o ZXIAE: pre-share,

lifetime_seco | Integer & o INBEIRER: FRSAHAZEREEL, X4
nds ;ZE??JEQH#EH?EIKE SAKBhE
o
o HUESBE: 60-604800, EAfi:
*I/I\O

o ERIAE: 86400,
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APl &% 4 API
E= i) BRY | fEk
i%
local_id_type | String & o INBGINAE: ARiFIDE,
o EUEEHE:
- ipo
- fqdn,
o ERIME: ipo
local_id String & o INREIHER: AiRID,
o UR: FAKE2LNFR, Ree
BAXNEFE . HFFFSRFSHE
B, ASASFLATRRFR: &
<\ >\ [\ ]\ \\ El‘-'i*g\ ’? 3 Bﬁj\
KNS, Hlocal_id_typeJafqdnhd
B, EEMfimkERdpeer_id
_ﬁo
peer_id_type | String & o IPELIER: XJimIDZEEL,
o BUETHE:
- ipo
- fqdn,
o EOME: ips
peer_id String B e INEEIRAA: XJimID,
o 4k: AKE2SSNER, REE
AXNEFE. HFINFHKGFSHE
B, AZIFLUTESHRER: &
<> LI\ =BG ?, Be
KNE, Hpeer_id_typeSafqdnhd
B, SEfMimgEidlocal id
_:zt&o
dpd Dpd object | & S EARFERNITR .
% 4-75 Dpd
B i) BEY | R
i
timeout Integer ) o INEEIREE: WHEAEFECNIRNE

EIER
o EUESEBE: 2-60, BA{I: #,
o FINME: 15,
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AP &%

4 API
B E- St BEY | ik
i%
interval Integer S o INREIRER: XFAFEEN=HET
18
o HUEBE: 10-3600, BAf7: .
o ERINE: 30,
msg String & o INEEHAA: XIFAFEGNIRIHE
o
o EYESBHE:
seq-hash-notify: §EDPDIRXH
B9 Zhash-notify.
seg-notify-hash: }§EDPDIRMH
EEIRE=notify-hash
e ZXIAME: seg-hash-notify,
2% 4-76 IpsecPolicy
2R il =/ | EA
%
authentigati String B o INBEIRAR: INEEE,
on_algorith o EVETE:
m sha2-512, sha2-384,
sha2-256, shal, md5,
Hrh, shalfimdsZ2 MR, 15
B2
o ENIAME:
sha2-256,
encr'yption_a String & o INECIHER: MNZEE.
lgorithm o EVETHE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
Hrp, 3desz&MRIE, B1EH.
o EIANE:
aes-128,
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FEILE M4
AP &% 4 AP

B S B | iR

o INAEIRER: PFSHERAYDHERHLA

o HYESEBE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,
Hrh, groupl, group2,
group5, groupl4ZeHRIE, 15
1BA.

o ZRIAME: groupl5,

transform_pr | String Ihaeuhe: EmtihX.
otocol o EUEEHE:
esp: IPRZEIMMN.
o EXINE: esp,
lifetime_seco | Integer o INBEIHER: FRECEIPSeciElEE
nds %E’\JB%EL‘XE#I‘@?JE)&E’\JE@E

o HUEGE: 30-604800, Ef:
®o
o ERIAME: 3600,

pfs String

iy
o

iy

N

o INEEIRER: IRFEER
o EUESEHE:

tunnel: BEFEIRT
e ZXIAME: tunnel,

encapsulatio | String
n_mode

% 4-77 VpnResourceTag

BR e B | iR

IHEEAA: A&V,

o HVUESEE: 1-1281MNF1%, i
F. BZEXFHE., hX. mAHFE.
BiE. =%, URUTERS: =
+'@o

f

key String

IHeEaA: FRERYE,

o EVESGE: 0-2557=FF, SiE¥
F. EBXFH., B, mFE.
BiE. K, URUT=RS: =
+'@o

f

value String
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AP &%

4 API

o IEREA
a. BIEFFSIERINEE.

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0Oeb0bde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1
"psk": "abcd****"

}

}
b. EEREEINEE,

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "policy",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

"psk": "abcd****",

"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [

"192.168.0.0/24"

1

H

}
}

c. BlEbgpigHtEINIER,
POST https://{Endpoint}/v5/{project_id}/vpn-connection

{
"vpn_connection": {

"name": "vpn-1655",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",

"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",

"style": "bgp",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": [

"192.168.44.0/24"

1
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {

"timeout": 30,

"interval": 60,

"msg": "seqg-notify-hash"

}
j?
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AP &%

4 API

"ipsecpolicy": {

"authentication_algorithm":

"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,

"encapsulation_mode": "tunnel"

NaREHER
o MRS

sha2-512",

IREYAZSAS S 201: successful operations,

2= 4-78 I Body S#51&

B - Jid] i
vpn_connectio | ResponseVpn | vpn_connection{g&,
n Connection
object
request_id String BXKID,
& 4-79 ResponseVpnConnection
2R i) R
id String o INAEIMAER: VPNIEEID,
e 8= 36fZUUID,
name String o INEGIHER: VPNIEEZFR.
o EUEBHE!: 1-641MFFF, IFH=F. =
XFE. $F32(\ude00 - \udfas). (T
¥%k) . -(PRI%k) .
vgw_id String o INAEIHAR: VPNRMIXID,
e 8= 36fZUUID,
vgWw_ip String o INAEEWRAA: VPNRIEEIPHYIDEIENFA
MIP
o 1&zU: 36{7UUIDTY =5+ HlIPvattit
(%0192.168.45.7 ) ,
style String o INRGIHAR: EHEER .
o EUESEHE:
POLICY: RE&E .
STATIC: E#5E8HETC,
BGP: bgpIEHE .
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APl &% 4 API
B E- St ik
cgw_id String o IHESIRAR: TuEMXEID,
e 1&z{: 36fIUUID,
peer_subnets | Array of String | XJim=FM
tunnel_local_a | String BEER TECEEVPNR X _FAJtunnelizZ
ddress Htik . {XHstyleISTATICEBGPRIAERL -
tunnel_peer_a | String HER N EEAF MRS Eftunnel
ddress EOMNE, {XHstyleISTATICEBGPRIA
o
enable_nga Boolean o IfEEIRAA: FFENQAKM, {XHstyley
STATICAHIR[E],
o BYEBHE: true, false,
policy_rules Array of RESEICAISRRERINLE . (X Zstyledy
PolicyRule POLICYRYIR [EISERRAVERBEHINIZE o
objects
ikepolicy IkePolicy ikeZREEXTER o
object
ipsecpolicy IpsecPolicy ipsecCREEXTSR .
object
created_at String o QUFEERTE],
o UTCHIIEIEZN: Jyyy-MM-
ddTHH:mm.ssZ,
updated_at String o Efe—IXEHATE,
o UTCEIEMEZN: Jyyy-MM-
ddTHH:mm.ssZ,
ha_role String o INEEIHBE: FHEEXNVPNRIX TRIER
BF, 'masterT®REIERE, 'slave'TRE
ER . WEERL THEREha_role#f2
'master’,
e ZHAE: master,
tags Array of mEFIE.
VpnResourceT
ag objects
2% 4-80 PolicyRule
B it fitid
rule_index Integer o INRGIHAR: #MMID,
o BYEBHE!: 0-50,
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APl &% 4 API
B 281 fR
source String TRHEAEIES .
destination Array of String | BIRIHELEER . BN ERAS TR :
192.168.52.0/24, B PolicyRulegzZiR
E1501 .
& 4-81 lkePolicy
2R -S4 fR
ike_version String o INBEIHER: IKERRAS,
o EUESEE: V1, V2,
phase1_negoti | String o INRSHRA: thigtEz=t. (NYIKERA VI
ation_mode AfiR[E],
o EYEEHE:
main: F&EH, IEEEZEHS.
aggressive: B¥ERIET, tHEFHUEE
BRIES.
authentication | String o INEEUHER: TAUFELE,
_algorithm o EYESEE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INEGIRER: MNZE;X,
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INREEIRER: FE—BEREIPIE(FERIRIDH
A,
o HUESEE: groupl, group2,
group5, groupl14, groupi5,
group16, group19, group20,
group21,
authentication | String o INEEIHAR: ikethESETHDIANIETSE
_methOd ° HY{E:;.—BF
pre-share: FRHZ=%4H,
lifetime_secon | Integer o INBEIHAR: FRSANEZFEHD, Hiz4sE
ds FEHEABATSIKE SASEHIEH,
o EVESEEl: 60-604800, &fiy: b,
SZHhRZAS 01 (2025-04-30) WRAXFTE © SR AREIRAE 75




FEE FAMIES

APl &% 4 API
E= i) 1k
local_id_type String e INELIRER: AKimIDZERY,
o EUETHE:
— ipo
- fqdn,
local_id String AiwlD, Hlocal_id_typeSipAtiR[EIVPNIE
FEFRERRIMEIP; Zlocal_id_typegfqdn
AhR [E Bl BT VPNIEIZR S BRI AR
ID,
peer_id_type String o IfAEIRAR: XFimIDIERL,
o HUEEE:
- ipo
- fqdn,
peer_id String HHID, Ypeer_id_typegipBtiR[ElRdim R
FHIP; Ypeer_id_typeafqdnAtiREIEYE
BT VPNIEZAHEERIXTIRID -
dpd Dpd object MEARFECNUITR o
% 4-82 Dpd
B -3t R
timeout Integer o INEEWEA: XHFEAFEIQNIRIEEE
PR o
o BUESEEl: 2-60, Bfi: #,
interval Integer o INEEIRAR: WEAREHNZ=HETE,
o EVEBE: 10-3600, 2{7: .
msg String o INEEER: XWHFARFBCNUIRIAER .
o EUETHE:
seq-hash-notify: F§EDPDIRSIHRIZ;
fallfiFE=2hash-notify .
seq-notify-hash: 8EDPDIRZPAIE;
falisEEnotify-hash,
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2% 4-83 IpsecPolicy

2R it ik

authentication | String o INRGIHER: TAMEESE,

—algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg | String o INRSIHRA: HNZFES%,

orithm

o HMESEEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

pfs String o INAEHEA: PFS{EARRYDHERSAAH

o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INRGIHER: &by,
ocol o EUEBE:

esp: FEZEMN.
lifetime_secon | Integer o INEEIHER: FTRBCLEIPSeciEIZE T RIMX
ds ELARE B ERNEFEER,

o EWESBE: 30-604800, Eafi: b,

encapsulation_ | String o INRGIRER: IRSCEIEERET,
mode o EUEBE:

tunnel: BEEET .

= 4-84 VpnResourceTag

B 3] 114

key String o INEGIRAR: FREAVHE.

o EUETHE: 1-1281M=FF, IFH=F.
RNFHE. P, ARFE. @iE. T
*gy L\/L&L\)\—lt$fg. _-::+_@o

value String o INAEINAR: RSSHYE.

o BUESEHE: 0-25571FF, iHH=E.
BYFH., B, mFE. 85 T
1B, URILTZERF: _=+@,

V.

o IRZHFA

a. GIEFHSIERAEINERIIEN
{
"vpn_connection": {
"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",
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b.

"name": "vpn-b2cb",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0Oeb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

Bl R IETUEIZAIN R o
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-799d",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.** ** 134",
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"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
L
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",

"ha_role":"master"

1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
c. GliEbgprEAETNERZRINMEL .
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id": "123***",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
h?
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
h?
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

I
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
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T
BEN7.2 K.
4.1.3.2 &iff VPN &
ThREN4R

RIEERZID, BIIISERIVPNIEZIISE,
BRBEE

152 AT EBAPI,
URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}

7= 4-85 2%
B it =5 | %
&
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID,
vpn_connectio | String 2 VPNIEZID,
n_id

BERIHE
o IBERBH
o
o BEKIER
GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
Rz
o MRS
IREYAZSAS S 200: successful operations,

%= 4-86 N Body S#51%&

B - St 1205
vpn_connectio | ResponseVpn | vpn_connectionX$%R
n Connection
object
request_id String BKID,
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& 4-87 ResponseVpnConnection

B i) HA

id String o INAEIRAR: VPNIEEID,
e &= 36/ZUUID,

name String o INBEIHEE: VPNIEIEZZFR,

o EUETEH: 1-641=FFF, THHFE. =
XF8. F3Z (\ude00 - \udfas) . _
(TFRIZ) « - (FRIZE) . . (=) .

status String o INEEIHER: VPNEREINES.

o HUEBHE:
ERROR: &,

ACTIVE: IF%E.

DOWN: ZRi&E#E,
PENDING_CREATE: @I,
PENDING_UPDATE: E#i.,
PENDING_DELETE: &,
FREEZED: &&5,
UNKNOWN: &1,

vgw_id String o INAEEAR: VPNRIXID,
e 18™: 36fZUUID,
vgw_ip String e INEEIREE: VPNRIKEIPAYIDEIEAFA
MIP,

o #: 36{IUUIDEL ST+ iHIPv4itE
kb (#0192.168.45.7 )
style String o INEEIHAR: EHEER

o HUESEHE:
POLICY: SRH&ER .

STATIC: FESERHIET( .
BGP: bgpi&HtE=t .
POLICY-TEMPLATE: sSB&fE RIS

cgw_id String o INEEINAE: XFimMIXID,
e 1&={: 36fUUID,

peer_subnets | Array of String | XJiHFM

tunnel_local_a | String BB TR EEVPNME _EfYtunneliE

ddress Ot , {XZstyleASTATICEBGPRIE
o

tunnel_peer_a | String HREER TR ETRFPMIESE _EAYtunnel

ddress EOMNE, (XYstyleISTATICELBGPRIE
Ao
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E= i) fiik
enable_nga Boolean o INREEIREA: FENQAIEIN, {XZstyledy
STATICAHR[E],
o EYESEE: true, false,
policy_rules Array of RISIEICAISRREHINILH . (X Hstyley
PolicyRule POLICYRYIR [BISEFRAYSRREHLNILE
objects
ikepolicy IkePolicy ikeZREENTR o
object
ipsecpolicy IpsecPolicy ipsecZREEIIR .
object
created_at String o BliERTE],
o UTCHIEWER: yyyy-MM-
ddTHH:mm.ssZ,
updated_at String o EE—IXEATAE,
o UTCHIEWEIN: yyyy-MM-
ddTHH:mm.ssZ,
connection_mo | String o INEEIHER: VPNIEEZWSIZID, {XXVPN
nitor_id EE TR TR GERRE],
o #&x(: 36/ZUUID,
ha_role String o INEEIRAE: FHRIEXVPNRX THERE
BF, 'master®xnEiER, 'slave'®RE
TR, WEEN THEREha_role#l2
'master’,
o EHAE: master
tags Array of eI
VpnResourceT
ag objects
2% 4-88 PolicyRule
B St R
rule_index Integer o INBEIHER: #NID,.
o EYESEE: 0-50,
source String TEHBIERES o
destination Array of String | BRIMEIEMIES . EEANERAE =101
192.168.52.0/24 , & PolicyRulegzZiR
E1501
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& 4-89 lkePolicy

R

RE

%

ike_version

String

INBEIHEE: IKERRAS,
EUYESBE: v1, v2,

phasel1_negoti
ation_mode

String

IheeinBA: AR, (XNSIKERRA v
AhiR[E,

EEEHE:

main: £EX, hEEREZeMS.
aggressive: FFERIER,, tHEFHRIEEM
ERIES.

authentication
_algorithm

String

IheEIEE : TAEEE,
EESBE: sha2-512, sha2-384,
sha2-256, shal, md5,

encryption_alg
orithm

String

IhEeRBEA: MNERIE.

BESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

dh_group

String

ThEeReA: SE—RERE A HA(ERERIDH
H,

EUESBE: groupl, group2,

group5, groupl14, group15,
group16, group19, group20,
group21,

authentication
_method

String

TORESAR: iketDRIRTEDIAIETS % o

EEBE:
pre-share: FRHZZH,

lifetime_secon
ds

Integer

THREIRAR: FRRSARIEFRME, Ziz4E
FREHAERTIEIKE SASBRIEH .

EUESEE: 60-604800, EAfi7: #),

local_id_type

String

IheeiRBE: ANimlDXEE,
EETE:

- ipo

- fqdn,

local_id

String

AiFID, Hlocal_id_typeSipAtiR[EIVPNIE
FEFRERRRIMEIP; Zlocal_id_typesafqdn
AHR B2 E T VPNIEIERHE AR
ID,
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B 281 fR
peer_id_type String o INALIHAR: XTumIDEERY,
o EUESEH:
— ipo
- fqdn,
peer_id String FHRID, Hpeer_id_typeIipBtiR[EIRdism R

ZRIIP; Lpeer_id_typeafqdnAtiR[CllEE
o BT VPNIEZATIE ERYIXTIRKID o

dpd Dpd object SHERFHRNITR .

2 4-90 Dpd
B i) RR
timeout Integer o INEEIRER: XWEARFEERNIRSEEE

B o

o HUESEE: 2-60, 2{: .

interval Integer o INEEIHAA: XFEMTEBRENZHATE
o EWESGE: 10-3600, Baf: &b,

msg String o INEEWER: XHFARFBICNIRIAER .
o EUEBHE:
seq-hash-notify: $§EDPDIRZFHAIE;
fFliEFE2hash-notify
seg-notify-hash: }§EDPDIRSIFRIE;
fAFlREEnotify-hash,

R 4-91 IpsecPolicy

2R il fR
authentication | String o INREHAER: IAEEX.
_algorithm

o EYESBEl: sha2-512, sha2-384,
sha2-256, shal, md5.

encryption_alg | String o INEGIRER: MNZEX,

orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
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2R it g
pfs String o INAEIRER: PFS{EFEAYDHERSAA .,

e HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INBEIHAR: (BN .
ocol o EUEEAEL:

esp: HELZEMN.
lifetime_secon | Integer o INBEINAA: FRECEIPSecEEEIAIRE
ds EUAREARENSEEEE,

o EUESEHE: 30-604800, Hafi: b,

encapsulation_ | String o INRSHAA: IRSCEfaEtE=,
mode o IVETEE:

tunnel: BEREIET .

% 4-92 VpnResourceTag

R KB 1)

key String o INREULRAR: FRESAIE,

o EUEBE: 1-1280FfF, XFH=F.
RBYFE., . BYFE. @5 =
1%; D)\&DXT??& _-:=+'@o

value String o INEEIRAR: FREAIE.

o HUETEE: 0-2557F%, ZiFH=F.
BYFH., b2, BYFE. EiE. &
1}, URIUTER: _=+-@,

V.

LI ) =271
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",

"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{

"rule_index": 1,

"source": "10.0.0.0/24",

"destination": [

"192.168.0.0/24"

1

1
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T

"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
1
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
1
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
h
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

B2N7.2 K&,

4.1.3.3 &if) VPN &5

hREN R

ARTE

URI

EIRVPNIERETIZ

5= LAMaE AP,

GET /v5/{project_id}/vpn-connection

* 4-93 SHIHA
B R =EY | %A
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
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& 4-94 153Kk Query 2¥5IER

2R it =AY | R
i
vgw_ip String B VPN XEIPAYIDEIEANFAMIP
vgw_id String & VPNMZXID,
limit Integer & o INEEIRBE: HREINERIRERIC
RY=E,
o HYESEE: 0-200,
o FIAME: 200,
marker String & o INEEIRBE: EEARAYEEIAIRCH,
A=W AEEIE—R. BB
markera] LURYE E—TRIARAY
page_infold& FfInext_markeri&
5,
o ZUSR: WRSlimit—ie(ER,

IBRIHE
o iERSH
o
o BN

a. HEiEFEVPNERE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection

b. fgEvgw_ipEifVPNIZERE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}

c. ISTEVPNMXLHIEIRVPNER:
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}

NaRzHR
o NS

IRERZERS A 200: successful operation

% 4-95 IR Body 24313

=T il A
vpn_connectio | Array of vpn_connection{J&,
ns ResponseVpn
Connection
objects
page_info Pagelnfo PEE,
object
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B i) fR
request_id String BKID,
total_count Long R TERRE.

& 4-96 ResponseVpnConnection

B -3t R

id String o INAEIHEA: VPNIEHEID,
o 1&=(: 36fZUUID,

name String o INAEINAE: VPNEZZIR,

o EUESEHE: 1-641MFERF, IFHFE.
M. X (\ude00 - \udfa5) . _
(X&) « - (FRIZ) . . (=)

status String o INAEIHAR: VPNIEEZIRTE,

o BUESEHE:
ERROR: B%.

ACTIVE: IEFE,

DOWN: K&z,
PENDING_CREATE: g,
PENDING_UPDATE: E#,
PENDING_DELETE: iR,
FREEZED: &&EH,
UNKNOWN: &%,

Bt

vgw_id String o IHAEIREA: VPNRIEID,
e ’T(: 36{UUID,
vgw_ip String o INAEEIREE: VPNRISKEIPAYIDEIEAFA
RIIP,

o 1&I: 36 UUIDEL ST IPvatt:
it (40192.168.45.7 )
style String o INRGINHER: EEEHER,

o HUESEE:
POLICY: REgER .

STATIC: FE5EEHET .
BGP: bgpigHE=(
POLICY-TEMPLATE: &g SR,

cgw_id String o INREIHAR: XFumMIEID,
o 1&z\: 36fUUID,
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2R 281 fR
peer_subnets Array of String | XJum—+M,
tunnel_local_a | String BEEX TEREEVPNRME _EAYtunnelis
ddress Ot {XZstyleASTATICEBGPRIE
o
tunnel_peer_a | String AR MR EEAFMIRE Eftunnel
ddress EOMIE, {NYstyleISTATICE,BGPETHE
o
enable_nga Boolean o INREIREA: FFENQAGM, {XZstyle)s
STATICHHR[E],
o HYUESEE: true, false,
policy_rules Array of REARCAOREEAINEE . (XX style)s
PolicyRule POLICYRYIR [EISEFRAVZRIEHRNIZE
objects
ikepolicy IkePolicy ikeZREENIER o
object
ipsecpolicy IpsecPolicy ipseCRASNIR
object
created_at String o BGIZEATE .
o UTCHIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o Efe—IXEHATE,
o UTCHIEMEZN: Jyyy-MM-
ddTHH:mm:ssZ,
connection_mo | String o IfEEURAA: VPNIEIZIEIEID, (NZVPN
nitor_id EE TR ERIEEMRE,
o #&x(: 36fZUUID,
ha_role String o INEEIHBE: FHEEXVPNRIX TRIER:
BF, 'masterT®REIERE, 'slave' TRE
ER . WEEL THEREha_role#f2
'master’,
o PRINME: master,
tags Array of mEFIE.
VpnResourceT
ag objects
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2% 4-97 PolicyRule

B - St R

rule_index Integer o IfgGIRER: #MMID,
o BY&ETGHE: 0-50,

source String TRHEERIES .

destination Array of String | BRIEIEMER . BENRIERAS T4
192.168.52.0/24 , & PolicyRulefizZiR
[E1501,

& 4-98 lkePolicy

_method

o BUEEH:
pre-share: FRHZ=%4H,

B i) R
ike_version String o INAEURA: IKERRAS,
o EUBETEHE: v1,v2,
phasel_negoti | String o INEEIRBA: WHRER. {NHIKERRAIVI
ation_mode AfiR[E]
o EUETHE:
- main: FEX, thEdiELEM
=o
- aggressive: BFEEIRT, MERIER
IERINES.
authentication | String o IfACIRAR: IAIEE X,
_algorithm o EWEEME: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INEEIREA: ME&E.
orithm o EUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INEEIREA: SE—MERZIAIEFERIDH
H.,
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o IHACIRAA: ikethERTHDIAMES X,
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R

St

%

lifetime_secon
ds

Integer

o INAGIRAR: FRSAWEEEE, Jiz4E
ZEHBBAY IS IKE SASBIET .

o EVESGHE: 60-604800, Eafii: .

local_id_type

String

o IfREIRAR: ANimIDIEEL,
o HUEEHE:

local_id

String

ANiHID, Hlocal_id_typegipAtiREIVPNIE
EFHERRIMEIP; Hlocal_id_typefafqdn
AR B3R E T VPNIEERHE A IS
ID,

peer_id_type

String

o IfAEIRAR: XFimIDIERL,
o EVESEHE:

peer_id

String

XtHiHID, Lpeer_id_typeIipAtiREIXt i
FRIP; Ypeer_id_typeJafqdnAtiR[ElBlEE
S EFVPNIEZITEEAIXTIRID

dpd

Dpd object

XMFATFECTIIR o

% 4-99 Dpd

B

sE)

fik

timeout

Integer

o INEERAR: MFAF MR EILE
BEQ

o BUESEE: 2-60, ${u: &,

interval

Integer

o INEEIRAR: WEHEAFIREN=HATE,
o EWESGE]: 10-3600, Eafi: b,

msg

String

o INAEIREA: MFEAFECURER
o HUESEE:
seq-hash-notify: 18EDPDIRZFAIE;
fallfiFE=2hash-notify .
seq-notify-hash: 8EDPDIRZFHIE;
iR =Znotify-hash
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2% 4-100 IpsecPolicy

2R 5] ik

authentication | String o INELIHER: TANIEE X,

_algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5,

en_cryption_alg String o INEEUHER: IN&EE,

orithm o HUESEME: aes-256-gcm-16, aes-128-

gcm-16, aes-256, aes-192,
aes-128, 3des,

pfs String o INEEIREA: PFS{EFIAIDHZESHLA

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INEEIHEE: (&N,
ocol o EUEBE:

esp: IRZEMMN.
lifetime_secon | Integer o INAEIHAR: FRALEIPSeCEZEZEITAIRE
ds BLAREAEENEFE,

o BYESGHE: 30-604800, EBfii: b,

encapsulation_ | String o INREIREA: IRSEIEARTC,
mode o EETEHE:

tunnel: BEREIET .

2% 4-101 VpnResourceTag

B i) fii}u
key String o INREIRAR: FREATHE.

o HUESEE: 1-1280FFF, FH=E.
BYFE. P, ABRFE. B T
*gy L\J\&D)\-lt?fg _-::+'@o

V.

value String o INEEIREE: REHIE.

o EVETBHE: 0-25570FfF, M=
BEYFH, fX. mARFE. G5 T
1%, URUTZERS: _=+@,
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& 4-102 Pagelnfo

B 281 iR

next_marker String T—mfmarker, EA EL—RE @GR
RE—NEIBEICIERE,

current_count | Integer HEIFRPRFHE . S/NTEIHEKRE
ABlimitlIFR R RE—R.

LI vz ==
a. EEFTEVPNIERHIIMAL
{

"vpn_connections": [{

"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",
"name": "vpn-56ea",
"status": "DOWN",
"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [

"192.168.1.0/24"
1

"tunnel_local_address": "169.254.149.2/30",
"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seg-hash-notify"
}

}

n

ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

B

"created_at": "2022-12-11T13:59:59.633Z",

"updated_at": "2022-12-11T13:59:59.633Z",

"enterprise_project_id": "0"

"id": "ad4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
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"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}

b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-09T07:24:27.674Z",
"updated_at": "2022-12-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2022-12-09T07:24:27.674Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2

}
b. 18Evgw_ipEIEVPNEZAIILAL
{

"vpn_connections": [

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [

"192.168.44.0/24"
1

"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
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"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *¥** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T14:24:25.115Z",
"updated_at": "2022-12-11T14:24:25.115Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.****** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0",
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}

}
]

n

"ha_role":"master"

page_info": {

"next_marker": "2022-12-11T13:59:59.633Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",

"total_count": 12

¢ FBREVPNMIXKSLHIEIEVPNIEZAIDA o
{

"vpn_connections": [

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [

"192.168.44.0/24"
1

"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {

"timeout": 15,

"interval": 30,

"msg": "seg-hash-notify"
}

}

n

ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"

B

"created_at": "2022-12-11T14:24:25.115Z",

"updated_at": "2022-12-11T14:24:25.115Z",

"enterprise_project_id": "0",

"ha_role":"master"

"id": "ad4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [
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"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.x***** 21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}

b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2022-12-11T13:59:59.633Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

KEED

BES7.2 KA.
4.1.3.4 5 VPN &
IheEN 4R

HRIBIERID, EHMSENVPNIEZNSH.
BATSE
B2 MAMTERAPI .

URI

PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}
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% 4-103 25 0H
BR it =aY | %A
i%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID.
vpn_connectio | String = VPNEHEID,
n_id
BXREE
o BKRSY
& 4-104 i5RSH
B E- Sl =AY | fEr
1%
vpn_connecti | UpdateVpn | & vpn_connection{J&,
on Connection
RequestBod
yContent
object

2% 4-105 UpdateVpnConnectionRequestBodyContent

BiR

e

=AY

=3

R

name

String

N

IHREIAE: VPNIEIZSZHR,

EVESEE: 1-641MFRF, T
F. BYFHE. 3 (\ude0O -
\uofa5) . _ (T ) . - (hkl
%)..(H).

cgw_id

String

N

INREIRAA: XFimMIKID
£J3R: 36fZUUID,

peer_subnets

Array of
String

N

IHRSIHAR: XTiRM o

95R:

2B MIERZEVPCTIEEMER, ABE(E
F¥xSumF, Ekan100.64.0.0/10,
214.0.0.0/8,

B VPNIEERBIES501 M im ¥
M o
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B i) 2EY | gk
i%
tunnel_local_ | String & o INREIHRER: RAEXX TEEHEVPN
address W% _EAYtunneliZ OBk, FI40:
169.254.76.1/30,

o #JIR:

BI16(IATN2169.254, ARE(FF

169.254.195.xxX o

BIEKEXIRZE30, ©IRH

tunnel_peer_addresstEE—>30

BSEE.

MBS M EEHRRYE L,
tunnel_peer_ | String ) o INELIRER: BHER FEEERF
address MigE _EAStunneliEOttbiE . 31

W: 169.254.76.1/30,

o #ATR:

HI16(IWATA2169.254, AEE(FH

169.254.195.xxX 6

BIKENRZE30, ¥

tunnel_local_addressfE[E—1 30

BISeE .

MRS M ERHRRYE L
psk String B o IfgEiREE: FTIHZ=EH, ikehRA

A2, RIEZFERAER.

o Z4SR: 8-1281FfF, REEEEK
5F8. N\EFE. HFIFHKF
fF(~1@#$%N()-_+={ },./;) BED
BEUMFRFI=M,

policy_rules | Array of S o INEEBEA: RESEICAISRRSHIN
PolicyRule H,
objects o 43R BEMES5A. XYstyle
policyAH1iEHE
A LUEI EiVPNIEEEE VPNIEE
AOstyle,
ikepolicy UpdatelkeP | & ike SREEITSR o
olicy object
ipsecpolicy Updatelpsec | & ipsecRAEITHR
Policy object
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2% 4-106 PolicyRule

R

RE

B | iR

rule_index

Integer )

INaEiaR: #MUID, AFXoEE
AISRES AN . SBINAIE,
BYESBE: 0-50,

£9%R: FEeSHEfMPolicyRule THY
rule_indextB[E,
ResponseVpnConnection/fJ
rule_index8]gE SiZBARE, EH
vpniRSZ B Z N destinationik ik
7Flarul.eo

source

iy

String

THRERAR: RIBERIER o

295K FEeSHEfMPolicyRule THY
sourcef8E .

destination

N

Array of
String

THEEWEE: BRIMEERIES .

== S = Eawa N K
192.168.52.0/24,

A% F PolicyRuleZSBIEF50
/N

"o

%= 4-107 UpdatelkePolicy

AR

xE

B | R

ike_version

String

ThEERER: IKERRAS
BESEHE:

vl, v2,

EONME:
V2,

phase1_nego
tiation_mod
e

N
[ ]

String

Ihaei<he: thiE=t,

BBESEHE:

main: FRN, ESELZEE
Do

aggressive: B¥ESiE=(, WEFHUE
BihEmIERS .

295 ikehlR A J9v2AT 2RE L=
B, IKERRAAVIATERL .
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R

R

authenticati
on_algorith
m

o IfREIRAR: INIERE. IE02FRR

EREEFSAE—MEEAXEE
B

BESCHE:

sha2-512, sha2-384,
sha2-256, shal, md5,

Hrh, shalflmdsZ M8, 5
=1z

encryption_a
lgorithm

String

iy

THRERER: MERE. BUZFR
[ERESSANE—MERENEE
o

BEEE:

aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

Hep, 3desz2MRIR, iBEA.

dh_group

String

N

TOREWER: SR EREAAIR(ER
BIDHAE ., BizFREFESF
BA—MERENEER.

BEYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupT4ZE£MRIR, 15
1BH.

lifetime_seco
nds

Integer

N

INREAE: RSARIEFREM,
SxEFEEBIYSIKE SASEE)
B, BZFREFESME—
M ERERER

EY{ESEE: 60-604800, EA{i:
®o

local_id_type

String

iy

THREIRER: ZNiwkIDEEY
BEEE:

- ipe

- fgdn,
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B i) 2EY | gk
i%
local_id String S o INREIHRR: AUFID,
o R RAKE2SNFER, Hik
AXNEFE . HFFHRFTSAE
B, ASHFIATHRER: &\
<\ >\ [\ ]\ \\ /E*g\ ? ’ |Zﬁj\
KNS, Hlocal_id_typeJafqdnid
BHE, EEMimKRERIpeer_id
_:‘E:SZO
peer_id_type | String B o INREIRR: XJumIDEEY,
o BUETH:
— ipc
- fqdn,
peer_id String & o IHEEIRAR: XKD,
o R FAKE2LNFR, Ree
BARXNEFE. HFHFHFTSAE
B, ASAFUATEHRTR: &
<>V =82, KD
KINE, Hpeer_id_typefafqdniT
BE, EEMiwmRERlocal id
_ﬁo
dpd UpdateDpd | & MHEARIFECNITR
object
2% 4-108 UpdateDpd
B i) =Y | @A
&
timeout Integer B o INEEIRER: WEARFEENRNE
ESEIES
o HUESEE: 2-60, Bfi: ¥, K&
AIBAIAJI15,
interval Integer & o INEEIRER: XFEARFEEWN=RET
a].
o HUESEE: 10-3600, Eafi: 7,
ERIEAIA 930,
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R S =R | ik
i
msg String & o INRENRAR: NIFRFERMRE

o

o BUESEE:
seg-hash-notify: }#§EDPDIRXH
A9 TE IR E 2hash-notify
seg-notify-hash: }§EDPDIRM
RETIREZnotify-hash
XA Hseq-hash-notify

%= 4-109 UpdatelpsecPolicy

B il 2EY | itk
i%

authenticati | String & e INEEIRAR: TNEEE, SHATHD
on_algorith MD5ZE£4HRIK, BIEA. B
m ZFBREFEEEWEMRENE

==y 8

o BYETH:

sha2-512, sha2-384,

sha2-256, shal, md5,
encryption_a | String & o INEEIHBA: NIZHE. 3DESESE

lgorithm MRAK, BIEA. BizFRES
BZEDB_MRENEER.

o EUESEE:
aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,

INRERBA: PFS{ERIAYDHERAE.

e HYESEBE: groupl, group2,
group5, group14, groupl5,
group16, group19, group20,
group21, disable, ZKiAJ
group15,

Hrh, groupl, group2,
group5, groupl4ZeHRIE, 15
1&H.

iy
[

pfs String

transform_pr | String B o INAEEIHAR: (BN,
otocol o EUEEE:
esp: FEZEMN.
ERINSgesp,
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B s

B | iR

lifetime_seco | Integer B o INELIRBA: T RACEIPSeciEZiE
nds STRIBRE LAY B A EIEREFE

H, ERzFREFZFME M
BREBWEER.

o EYESGE: 30-604800, EA{i:
b, BXIAF93600,

encapsulatio | String
n_mode

Iheeibe: IRCEIEET .
o EVESCHE:

tunnel: BB,

A gtunnel,

oy
[ ]

o IEREA

a.

BT IRTM

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"peer_subnets": [
"192.168.1.0/24"
1
}
}

EHTSREEHLN .
PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"policy_rules": [{
"rule_index": 1,

"destination": [
"192.168.1.0/24"
1
3
}
}

SEHTEasEHA

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection™: {
"ikepolicy": {
"lifetime_seconds": 3600
}

"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}

BITERBR.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

"vpn_connection": {
"name": "vpn_connection_name"
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NaREHER
o MRS

IREYAZSAS S 200: successful operations

= 4-110 O Body 2#5I%

B - Jid] i
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,
% 4-111 ResponseVpnConnection
2R i) R
id String o IfREIRAR: VPNIEREEID,
o 1&=\: 36fZUUID,
name String o INAGIHAR: VPNIEEZIR,
o EUEEHE: 1-641FFF, I F. =
N=FE. B3 (\ude00 - \udfas). (T~
X%) . -(PRI%k) .
vgw_id String o INREIRAR: VPNMIXID,
o 1&=: 36fZUUID,
vgWw_ip String o INAEEWRAE: VPNRIEEIPHYIDEIENFA
MJIP o
o 1&x(: 36fIUUIDTL DT HIPvAlt
ht (40192.168.45.7 )
style String o INAEIRAR: EHEET,
o EUESEH:
POLICY: ZE8IER .
STATIC: BHSEREIER .
BGP: bgpigHtE= .
POLICY-TEMPLATE: SEESIEIRIE .
cgw._id String o INAEWBE: XHiHMIFEID,
o 1&=: 36{UUID,
peer_subnets | Array of String | XJim=+M o
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B 281 fR
tunnel_local_a | String BEEX TEREEVPNRME _EAYtunneliE
ddress Ot {XZstyleASTATICEBGPRIH
o
tunnel_peer_a | String AR N EEAF MRS Eftunnel
ddress EOMNE, {NYstyle ISTATICEBGPETHE
o
enable_nga Boolean o INREIREA: FFENQAEM, {XZstyle)s
STATICHHR[E],
o BEUESEE: true, false,
policy_rules Array of REAECAOSREEMINEE . (X Hstyle)s
PolicyRule POLICYRYIR [EISERRAYSRREHAMILE .
objects
ikepolicy IkePolicy ikeZREENIR o
object
ipsecpolicy IpsecPolicy ipseCRASNIR
object
created_at String o BIERTE,
o UTCRIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o Efe—IKEHATE,
o UTCHIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
connection_mo | String o INAEIRAR: VPNIEZEMIZID, {X2VPN
nitor_id EE TR EERERE,
o #&x(: 36fZUUID,
ha_role String o INEEIHBE: FHEEXNVPNRIX TRIER:
BF, 'masterTREEE, 'slave®RE
ER . WEEREI THEREha_role#f2
'master’,
o BRIAME: master,
tags Array of oK.
VpnResourceT
ag objects
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Z 4-112 PolicyRule

B i) R
rule_index Integer o IfgGIRER: #MMID,
o EUESEE: 0-50,
source String TRHEERIES .
destination Array of String | BRIEIEMER . BENRIERAS T4
192.168.52.0/24 , &/ PolicyRulefgzZiR
E1501,
& 4-113 IkePolicy
B i) R
ike_version String o INAEURA: IKERRAS,
o EUBETEHE: v1,v2,
phasel_negoti | String o INEEIRBA: WHRER. {NHIKERRAIVI
ation_mode AfiR[E]
o EUETHE:
main: F&E, hEdELZeMS.
aggressive: EFEIET, WHEREEND
BRINES.
authentication | String o INAEIHAR: INIEEE,
—algorithm o EUESBHE: sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_alg | String o INEEER: MNZE&EX.
orithm o BVESEEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
dh_group String o INEEIREA: SE—PEREIAIEFERIDH
H,
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INREHAER: iketESATHGIAIES %
_method ° HWE?E
pre-share: FRHZZH,
lifetime_secon | Integer o INBEIRER: FTRSAMSEZFREHET, x4

ds

TFEHABRTSIKE SASEEhEHT.
EUESEE: 60-604800, EAfii: &),
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B it i2)5
local_id_type String o IfEGIRER: ZANiumIDZEEY,
o EUETHE:
- ipo
- fqdn,
local_id String AiwlD, Hlocal_id_typeSipAtiR[EIVPNIE
REZFEEFBRIRIKIP
peer_id_type String o INBEIRER: XJumIDZERY,
o HUETE:
- ipo
- any,
- fqdn,
peer_id String XD, Speer_id_type IipATiREIT i
XRIIP,
dpd Dpd object S ERTHNITR o
2= 4-114 Dpd
B - Sl 2153
timeout Integer o INEEIRBA: XHATFEHRNIRIMEEE
=8
o BYETHE: 2-60, Efy: #,
interval Integer o INEEIHAR: XIFEMAF BN HATE,
o EVEBE: 10-3600, E{7: .
msg String o INEEWEA: XFRFEICNURIAE .

o BUEBHE:
seq-hash-notify: $§EDPDIRZFAIE;
i =hash-notify
seq-notify-hash: 1§xEDPDIRIZHHIZ:
Rz Enotify-hash,

& 4-115 IpsecPolicy

2R £ i) iR
authentication | String o INREHRER: IAEEX.
—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256, shal, md5.
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B it i2)5
encryption_alg | String o INEEIHER: MNZ&EX.
orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des,
pfs String INgEAA: PFS{EERIRYDHZREEAE
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,
transform_prot | String o INRGIHER: &Y,
ocol . EUEBE:
esp: FERZEIN.
lifetime_secon | Integer o INEEWBA: FRACEIPSeciERIEIIAYME
ds BLAREAEENEFRELEE,
o EVESBE: 30-604800, Bfi: b,
encapsulation_ | String o INEEIRAR: IRCEEER

mode

o HUBESEE:
tunnel: BEEET .

= 4-116 VpnResourceTag

B it £y
key String o INASIHAA: FRESHYEE.
o EUESEE: 1-1281FF, XiFH=F.
WYFE, fX. AFE. #@iE. T
$§7 L\/L&Ly\—lzifg _-::+'@o
value String o INEEIRAR: FREAIE.
o EUESEE: 0-2551MNFFF, iFH=.
BYFH., BN, BFE. g5 T
1%, D)\&D)\T?fg _-::+'@o

LI )iz =2

a. EFHVPNIEERINER .
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": ["192.168.1.0/24"],

"tunnel_local_address": "169.254.56.225/30",
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"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.1.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role": "master"

1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}
b. HREIHR NEIHKM .
{

"error_code": "VPN.0001",
"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",

"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"

T

4.1.3.5 & VPN &%

IREN 4R

RIBIERID, MPRIEEMVPNESR.
AR5

S MAMTERAPL,

URI
DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}
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* 4-117 SR

B xR 2EY |58
%
project_id String s IREID, mILABIIIREIRE IDFRERE
ID,
vpn_connectio | String 2 VPNEEID,
n_id

IBREE
o BKB¥
o
o IEREEH

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

)TA=1EN
o RS
IREYRZSRD S 204: IBRALIN
o NaRAF(]
eSS TRIBREM

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"error_code":"VPN.0001",
"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",
"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"
}
N
eAH=
1%5%%72 %lu\ﬁg °
.-

4.1.4 VPN &t

4.1.4.1 BJZ VPN iERZsE

IIREN A
BURBVPNERISE . ERISIERMX AR, RINERLERIUEREV PN
% ERHHRFRIEIEIIRS, SOtHEISERIEAIZEE, BT RNVPNIERZIR
£,

FARGE

52 WAalEABAPI,
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URI
POST /v5/{project_id}/connection-monitors
% 4-118 &#ui A
2FR R =AY | A
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
IBKER
o IBEKESH
£ 4-119 i5KSH
2R il =EY | A
i
connection_ | CreateConn | 2 connection_monitor¥f&R .
monitor ectionMonit
orRequestB
odyContent
object
R 4-120 CreateConnectionMonitorRequestBodyContent
2R i) =AY | R
i
vpn_connecti | String 2 VPNEEZEEIEIT A AIVPNIERZID
on_id ATLAEIT B VPNIEEFIE B B VPN
ERZID,

o IEKREFA

POST https://{Endpoint}/v5/{project_id}/connection-monitors

{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"

}
}

i Az S
o NS
IREYAZSAZ S 201: successful operations,
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2 4-121 IR Body #1511
2R E-Jid] R
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String B3XKID,
28 4-122 ConnectionMonitorinfo
2R Ry A
id String o IfEEIHER: VPNIEREISHEI
o ’&T{: 36{UUID,
vpn_connectio | String o INEEIRAA: VPNIEZIGIEXTAIVPNIE
n_id ¥ID,
e 1&4t: 36{ZUUID,
type String o INEGINER: UGimsERY
o HUESEEl: gateway,
source_ip String VPNIEZ S I=AY Rt
destination_ip | String VPNIEZ =R ERIMEUE .
proto_type String o INEEIRBA: nqafEFAHAIHMNEEEY,
o EYESBHE: icmp,
o NaRt£l
{
"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
3,
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}
REB
B5207.2 "EB,

4.1.4.2 i) VPN s

ThaENA

HRIEVPNIERZ I 1=RYID, Eias ERIVPNIERE TS .
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RARBE
152 ILA{alAFEAPI,
URI
GET /v5/{project_id}/connection-monitors/{connection_monitor_id}
% 4-123 2Fu A
BFR ESid] =AY | A
%
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
connection_m | String = VPNiEEMSIERIID,
onitor_id
BKEE

WAGER

o BRI

GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

o IMNZSE(

IREMAZSADS S 200: LI,

% 4-124 QL Body 2#%1%&

BR i) ik

connection_mo | ConnectionM | connection_monitor{JsR
nitor onitorinfo

object

request_id String B3XKID,
2& 4-125 ConnectionMonitorInfo

B i) iR

id String o IDBEIRAA: VPNIEREISIRID,

o 1&z(: 36{ZUUID,
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B i) fR
status String o INBEIRAR: VPNIERZEIEIRE,
o EUETHE:

ACTIVE: IEE.,

PENDING_CREATE: flEsh,

PENDING_DELETE: g,
vpn_connectio | String o INBEIRER: VPNIEIZESIEXTMAIVPNIE
n_id }§|D

e 8= 36{1UUID,
type String o INEEIHEA: HEim3ERY,

o HUESEEl: gateway,
source_ip String VPNIERZ =AY RMBE
destination_ip | String VPNERZIEERI B RbLE
proto_type String o INEEIRBA: nqafEAARIIMNEEEL,

o EUESBE!: icmp,

o R4
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": " gateway",
"source_ip": "88.***.***.60",
"destination_ip": "88.*** *** 32"
"proto_type": "icmp"
by
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"
}
RSB

155 07.2 K&8,

4.1.4.3 &if VPN ERESIRTI%

THEENR
EEVPNIERIERYIZR.
R
152 WAMaE AP,
URI

GET /v5/{project_id}/connection-monitors
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APl &%& 4 API
& 4-126 SH45%HA
2R ESid] =5 | e
iE
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
= 4-127 153k Query &¥151%
2R i =5 A
ik
vpn_connecti | String & VPNiE#EId,
on_id
BKER

WAGER

o EREH

a. BEREVPNIEERE,
GET https://{Endpoint}/v5/{project_id}/connection-monitors

b. #E#Evpn_connection_idEifVPNIEZE ISR,
GET https://{Endpoint}/v5/{project_id}/connection-monitors?

vpn_connection_id={vpn_connection_id}

o NS

REMAZISF 200: G

%= 4-128 L Body S2H5%

B

et

ik

connection_mo | Array of

connection_monitorX & .

nitors ConnectionM
onitorinfo
objects
request_id String BKID,
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28 4-129 ConnectionMonitorinfo
B il R
id String o INBEIHAR: VPNIERESIZID

o 1T : 36{:ZUUID,
status String o IfEEIRAA: VPNIEIZSIRIRE,

o EUEBHE:

ACTIVE: IF¥,

PENDING_CREATE: @@,

PENDING_DELETE: Mif&,
vpn_connectio | String o INEEIHAER: VPNIEEISIEIT R AYVPNIE
n_id JZZIDO

o 1&=(: 36fZUUID,
type String o IHEEIRAAE: MaimsgRy,

o HUESEEl: gateway,
source_ip String VPNIEZ SI=H bt
destination_ip | String VPNIEZISITAY B RIHLL .
proto_type String o INAEIREA: nqafFRARIMMNNEEEL,

o EYEEBHE: icmp,

o R4
a. él’ET_IﬁEEVPN ERZIEERINEAY .
"connection_monitors":[
{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
%
"id":"85t53318-demo-a8df-va86-zq9312525f6t",
"status":"ACTIVE",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.¥** *** 21",
"destination_ip":"88.*** *** 12",
"proto_type":"icmp"
: }
"’request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"
}
b. $E§Evpn connection_id&Ei8VPNEZE AL
"connection_monitors":[
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
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"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32"
"proto_type":"icmp"
}
1,
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"
}

REB
52W7.2 KEB .

Mg

4.1.4.4 BIER VPN sERZSES

TRENA

RIBVPNIERZIAISA0ID, MIFRISEAVPNIE ST .
AR

BESIANTRFAPL,
URI

DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}

& 4-130 S0 A

B R =5Y | %A
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE

ID.

connection_m | String
onitor_id

VPNEZIEIERIID

Fali

ARIHE
o BERBH
o
o IERIER

DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

NaRLHS
o IARIBH
IREWAZSESA 204: BIRRALT -
o TARTEER)
T
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4 API

N

4.2 RFaHEO

4.2.1 VPN Big&R

4.2.1.1 EHHEER

EEPEFEVPNIRSS FRIMESRIRECE, BEVPNRKECET. MimpdKECET. VPN

ThRE 4R

SRR
BRTSE

B2 MAMTIERIAPI .
URI

GET /v5/{project_id}/vpn/quotas

& 4-131 SE0RH

B R =EY | %A
%
project_id String 2 IREID, aILABIdIREIERE IDFRERE
ID,

ERIER

o EREH

GET https://{Endpoint}/v5/{project_id}/vpn/quotas

pzER
o [INS%
IREMAZSAS S 200: EiERIN.
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= 4-132 IR Body 2#5I%

E=2 -3t R
quotas Quotas object | quotasifs,
request_id String BXKID,

2% 4-133 Quotas

B it fiA

resources Array of resourcesXys .
Quotalinfo
objects

Z& 4-134 Quotalnfo

S A 0
type String o JRGHER: IRiEtypeidiEETmIEERR
ROBRER .

o EUETHE:
- customer_gateway XFiHRIFE
- vpn_connection IV ERVPNIERE,
- vpn_gateway 1EIVERVPNRIX .
quota Integer A& LR .

used Integer EfERE.

LI )V =271
{

"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13

"type": "vpn_connection",
"quota": 5000,
"used": 306

"type": "vpn_gateway",
"quota": 50,
"used": 23
}
1
b
"request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"
}
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4 API

N

4.2.2 VPN Fr&

4.2.2.1 mRFIRELHFIFIER

ab
IHEEN4A

AR

URI

RIEREERRIFELAITIR .

i5Z LAMEE AP,

POST /v5/{project_id}/{resource_type}/resource-instances/filter

2 4-135 SE0K A

2R it =aw | %A
i%
project_id String =2 IREID, BILABIIIRENIRE IDFREIRE
ID,
resource_type | String = o INEGIRAR: ZJEZEBY
o HUESEBE: vpn-gateway,
customer-gateway, vpn-
connection,
% 4-136 153K Query 5%
ZR -3l =AY | R
%
limit Integer & o INEEWEE: ERICREL
o HYESEEl: 1-1000,
e FIAME: 1000,
offset Integer & o INEEWBA: RSIUE. MSBoffsetsE
IR T —REEHIGEEE .,
o BEEE: &/IMEANO,
o EIAE: O,
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IEXRHE

IBRESH

% 4-137 EKksH

B i) =AY | A
i
without_any | Boolean S o INELIRBA: ZFERtrueRIEIGRT
_tag BATIREEIR, L2
“tags” FE ., 1ZFEHfalseniE
KIBHZS AT, }Z%‘:#Z:E%Z ;
BMREIFFE &RREIL tags",
"matches" & &I E
tags Array of Tag | & o INREIREA: 1R&IIE.
objects o YR REES204.
matches Array of & o INEEIREE: ERFE, B5keyHl
Match value, key HREILFEHIFER, N
objects resource_nameZs, valueJITHED
AHE . keyNEIEFHE,
% 4-138 Tag
2R =i =aY | R
i
key String = o INEEIRER: FRESAYHE,
o EUESEE: 1-128)FFF.
values Array of = o INEEIRAR: FREMETIE. R
String valuesh=FzE, NIFER
any_value, valueZ[EREkRYE
o EUESBE: 0-2557MFFF,
o A4k: RRBEF20M,
2% 4-139 Match
B 3] ZEA/Y | ik
i
key String = o INgEBA: DLECAYRE.
e EYESBHE: resource_name,
value String = o INASIHAR: PUHCHY(E.

EVESEE: 0-2550FF .
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o EXREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter
{
"tags": [{

"values": [
"value1",
"value2"

"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resource1"

H,

"without_any_tag": "false"

}

MRS
o IARIBH
IREHRAFD S 200: ERY.

% 4-140 R Body 2#31%

2R i) R
resources Array of HEXIRIIZE,

Resource objects

total_count Integer SICRE

2% 4-141 Resource

2R i) ik
resource_id String =EID,
resource_detail | object ®FEFE. BTV E, ARz,
tags Array of |
ResourceTag
objects
resource_name | String HIBEZR,

SASRRZS 01 (2025-04-30) WA © LR ABIRAE] 123



FEE FAIES

APl &% 4 API
& 4-142 ResourceTag
2R il R
key String R
value String RERE,
o IRIAEA
{
"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c¢13325",
"resource_name": "resouecel",
"tags": [{
"key": "key1
"value": "valuel"
|
1,
"total_count": 1000
}
RS

i5207.2 K7&88.

4.2.2.2 EERIFLHIHE

ab
ThEEN A

RIETEERRRLOIHE .

AR7SE

52 WANETERAPI

=

URI

POST /v5/{project_id}/{resource_type}/resource-instances/count

% 4-143 S5

2R i) =/Y | WA
i%
project_id String 2 IREID, aILABIdIREIER B IDFREVRE
ID,
resource_type | String = o INEGIHER: &;

o HUESEE: vpn-gateway,
customer-gateway, vpn-
connection,
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IEXRHE

IBRESH

% 4-144 EKksH

E=4 i) =AY | A
ik
without_any | Boolean S o INELIRBA: ZFERtrueRIEIGRT
_tag BATIREEIR, L2
“tags” FE ., 1ZFEHfalseniE
KIBHZS AT, }Z%‘:#Z:E%Z ,
BMREIFFE &RREIL tags",
"matches" & &I E
tags Array of Tag | & o INREIREA: 1R&IIE.
objects o YR REES204.
matches Array of & o INEEIREE: ERFE, B5keyHl
Match value, key HREILFEHIFER, N
objects resource_nameZs, valueJITHED
AHE . keyNEIEFHE,
% 4-145 Tag
B =i =aY | R
yoi
key String = o INEEIRER: FRESAYHE,
o HBUESBE: 1-1281MNFH,
values Array of = o INEEIRAR: FREMETIE. R
String valuesh=FzE, NIFER
any_value, valueZ[EREkRYE
o EUESBE: 0-2557MFFF,
o A4k: RRBEF20M,
2% 4-146 Match
BiR 3] ZEA/Y | ik
ik
key String = o INgEBA: DLECAYRE.
e EYESBHE: resource_name,
value String = o INASIHAR: PUHCHY(E.

EVESEE: 0-2550FF .
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o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count
{

"tags": [{
"key": "key1",
"values": [
"value1",
"value2"

"values": [
"value1",
"value2"
1
}
1
"matches": [{
"key": "resource_name",
"value": "resourcel"
1,
"without_any_tag": "false"

}

IWAGEHER
o OB
REPMAZSFD S 200: EiFREIN .

2= 4-147 uR Body S2#5I%

E=4 i) 7%
total_count Integer SICRE

LI vz =27
{

"total_count": 1000
}

RS
BEBM7.2 RSB,

4.2.2.3 ERINZTRIFE
IHRENA
FIEESL AL E R IR .

AREE
S ATAERAP,
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URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create

% 4-148 S35 0H

B R =5Y | %A
%
project_id String 2 IREID, aILABIdIREIER B IDFRENRE

ID.

resource_type | String = o INBLINAR: &BIEKEEY,

o EYEBHE: vpn-gateway,
customer-gateway, vpn-
connection,

resource_id String = HIRID,
BKHR
o EKRSH
= 4-149 i5R8H
E= E-Sit) =EEY | f#ik
i%
tags Array of = o INAEIREA: IRBTIE.
ResqurceTa o XE: ESHEE0,
g objects
& 4-150 ResourceTag
B il =AY | A
1%
key String = o INEEHAA: FREEAYIE,
o EUETE: 1-12810FF, K
F. BRXFE. P, BRFE.
B, =1, LURUTER: =
+-@,
value String ) o IhgeiREl: REHYE.
o HUESBE: 0-2551M=FFF, IFH
F. BRXFE. P, BRFE.
i, =18, LURUTER: =
+-@,
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o BRI
POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create
"tags": {
"key": "key1",
"value": "valuel1"

1
}

N AzHR
o NS
@'bt:u\ﬁt.'ljj 204: ld“j.]”*T‘_‘LE‘ZIjJO

N
BHEM7.2 KRB

4.2.2.4 HEMFRFBRIRE

INEEN4A
T E LI EMIPRIRES o
HARBEE
152 AT EBAPI,
URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete
% 4-151 2#ui B8
2FR i) =Ry | A
i
project_id String 2 IREID, mILAEISKENIRE IDIRENRE
IDo
resource_type | String b= o INREIRAR: TSR
° HﬂEiBI: vpn-gateway,
customer-gateway, vpn-
connection,
resource_id String 2 FEID,
ix“ﬁlu‘
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% 4-152 EKksH

B St BEY | R
1%
tags Array of = o INEERAA: 1REIIFER,
ResqurceTa o HTH: BEZEE04.,
g objects
= 4-153 ResourceTag
B Sl =AY | it
1%
key String = o INREIREA: 1REHIE.
o EUESEE: 1-1281MF1F, 5
F. BT, P, FHFE.
BB, =8, URMTFSE: =
+-@,
value String & o INREEIRER: 1REHYE.
o BUEEE: 0-2550F %, S5
F. BXFH., B, mFIE.
#HiE. =18, LIRUTER: =
+-@,

o EXREH

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete

"tags": [{
"key": "key1",
"value": "valuel1"
1
}

AT
o MESH
IREIAZSEE S 204: BIBSIRESARLN

NG
EBM7.2 KRB0,

4.2.2.5 EFERIRE

ab
IREN R

EMEELAIRITREER
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APl £ 4 AP
EREE

52 WATEFAPI,
URI

\i A 24
18> 7&1%\

WAGEHR

GET /v5/{project_id}/{resource_type}/{resource_id}/tags

& 4-154 25A

2R il =EY | #A
i
project_id String = IREID, BJLABIIIREIRE IDFRERE
ID,
resource_type | String 2 o INBEIHAR: BFRAER,

o HUESEE: vpn-gateway,
customer-gateway, vpn-
connection,

resource_id String g2 ZIRID,

o IBRBY
o
o BRI

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags

o NS

IREMAZIS /A 200: G,

= 4-155 I Body 2¥%I%&

B St fiid

tags Array of RIRIRESIER
ResourceTag
objects

& 4-156 ResourceTag

B it 1A

key String s e

value String RERE,
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LI v =271
{

"tags":[
{
|lkey|I:l|key1 |I’
"value":"valuel"
}
1
}
RS
1BEW7.2 K&,

4.2.2.6 EFIMBERE
IhEENA

B FPES TR B S A TR
BARABE

i5S LAMEE AP,

URI
GET /v5/{project_id}/{resource_type}/tags
& 4-157 25008
B il =ARY |k
%
project_id String = IREID, BILABIIIREVIRE IDFREURE
ID,
resource_type | String = o INEGIHER: &REEAY,

e HYESEE: vpn-gateway,
customer-gateway, vpn-
connection,

IBRiEE

o IBRBY
o
o EXREH

GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags

NaRZHS
o IARIBH
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API &% 4 API
IREMRZEES S 200: EERIN.
Z= 4-158 K7 Body 2#15%
B it ik
tags Array of TR
ResourceTag
objects
& 4-159 ResourceTag
B St fi#id
key String A e
values Array of String | {7&HIE,
o IRAES
{
"tags":[
{
"key":"key1 ",
"values":["value1"]
}
1
}
RE&G
1BS7.2 K738
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5 Rz 7=

5.1 7=~fl—: €U VPN M%<

e S i
AETIESHFEIEBAPIEREIZEVPNR
BUiRSRY
o BEFTIMYIVPNMXENXIGESR, FiREXEHEEBAPIRIENdpoint,
o HIEAHToken NIESNTBOAESENEY, FEIKREVEF TokenFHE R BZEONIE
N “X-Auth-Token” EWIEiEOBERKEELF, TokenAiE, BINMR(EIESE
( EFAE=EOSE ) 1Y TNEER” &15,
HiEER
% 5-1 €E VPN KSR KBS
28 etz BYEEESI
vpc_id VPN X EmEZRIVPCHY cb4a631d-demo-a8df-va86-
ID, ca3fa348c36¢
local_subnets AimMIES o 192.168.0.0/24,192.168.1.0/24
connect_subnet | VPNMXEFT{ERBIVPCHRY | f5741286-demo-a8df-
FMID, va86-2c82bd9ee114
eip1.id VPNRIE{ERIIE—EIPEY | cff40e5e-demo-a8df-
ID, va86-7366077bf097
eip2.id VPNRIF{EFBRYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID. d701748f0851
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BMEER
1. BUEEFXELVPCHIVPNRIE,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. TERequest BodyH{EANSHEUNT .
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
]

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1": {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
b

"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}

}
}

d. BEBKRMMNESR.

= EKREINAY, MNSEENT, idFEVPNRXAIID,
{
"vpn_gateway": {

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",

"name": "vpngw-3caf",

"network_type": "public",

"attachment_type": "vpc",

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",

"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"bgp_asn": 64512,

"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c¢",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"flavor": "Professional1",

"used_connection_number": 0,

"used_connection_group": 0O,

"enterprise_project_id": "0"

j?

"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. EHHVPNRIEIES,

a. &KX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,

b. 7ERequest Headerdi&N “X-Auth-Token”
c. BEEBEKRMNLE

" IEKRpLIOEY, MNSEENT, idFtEVPNRIKAYID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
I’
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"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"AZ1", "AZ2"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
I
"created_at": "2022-09-15T08:56:09.386Z",
"updated_at": "2022-09-15T11:13:13.677Z"
}

n

}

request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"

5.2 "B BUEEXTuwmM ST

Bria=

HIRRSRMG

RS

AELIESHAFETIERBAPIKEIZEITIHRIX .

HIG(FRETokenI MIES NFERGAIESNAT, FEIRENAEF TokenF 7R AZ ORTENN
“X-Auth-Token” ZEVEZEENIEKREESLF , TokemAE, BFIREIESE ( EHIFA
BEOSZ ) SANEENR” E15,

& 5-2 BIENIRM KSR KB SEL

e i548H EEF6I

name X iwmPI KB FR o stub-customer-gateway-
id-1

route_mode B EE . static
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28 izl BYEH5
ip U Fipitit o 10.12.13.21
RMELT TR

1. BIEXURMX

a. &iX “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id AIRHEID,

b. fTERequest HeadermriZfN “X-Auth-Token” ,
c. fERequest BodyFFIEASHUIT .
{

"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value™: "10.2** *** 21"

}

}

d. BEEBRMNER.

" IEKpKIORY, MNSEUNT, idEtERSimMXAYID,
{
"customer_gateway": {
"id": "03cOaa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",

"id_value™: "10.#%* *** 21"

"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"

%
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}

2. BEEIHMNEIFE.
a. &iX “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_id8IREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. BEEKMNER.

" IERpLIORY, NN SEINT, idEiERSimMKAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"id_type": "ip”,
"id_value™: "10.%** ** 21"
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
b
"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}
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5.3 =~ffl=: €l VPN i&E#s

RMEG=
AETIESHAFBITEREAPIREIZEVPNIERE,
BUIRSRY
o EEIEVPNMX, BKiESIEIZEVPNRIX,
o CERIEXNImMX, BAiES IR IRRNX.
o HIZ(EAToken NIES N FEROAIESENAT, FEEIREVHEF TokenH A BZE OIS
B “X-Auth-Token” ENIS3#EOERIEESLH . TokenAilE, EAIRIEBESE
( EMFAE=EOSE ) 19 TNEER” &,
RS
% 5-3 Gl VPN IEEE RS
S otz BYE5
vgw_id VPNRJXKID, b32d91a4-demo-a8df-va86-
e€907174eb11d
vgw_ip VPNRJZEEIPHIID, Oc464dad-demo-a8df-va86-
c22bb0eb0Obde
cgw_id XFumIKID o 5247ae10-demo-a8df-va86-
dd36659a7f5d
peer_subnets XM o 192.168.44.0/24
psk AHEZ=ZR4H, abcd****
RMET TR

1. EFXEXVPCRYVPNRX, BIZEEHSIEHREIURIVPNIERS

a. &ix “POST https://{endpoint}/v5/{project_id}/vpn-connection” ,
project_id AIREID,

b. fERequest Headerdi&fN “X-Auth-Token” .
C. fERequest BodyH{EANSEINT .
{

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

1,
"psk': "abcd****+"

}

}
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d.

BEERRIMNER

" EREIORY, IMNSEANT, idRVPNIZEEZRIID,
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type™: "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
)
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,

non

"encapsulation_mode": "tunnel"
)}
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.6262",
"enterprise_project_id": "0",

%
"request_id": "f74da97d-aa27-4f62-a87c-a33b5706964b"
}

2. EAVPNIEEFS,

a.

&% “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

fE£Request Headerdri&f0 “X-Auth-Token” ,
BEEIEKIMMNER .

" IEKRpLINEY, MNSEANT, idRtEVPNIEEZRIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
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"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.¥** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {

"timeout": 15,

"interval": 30,

|||||

}
U
"ipsecpolicy": {

"authentication_algorithm": "sha2-256",

"encryption_algorithm": "aes-128",

I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
L
"request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"
}

5.4 7~BIMY: €IE VPN &z

BEnS
AETIESAPETRMAPIREIE VPN,

HURS
o DEIRVPNIERE, BINESMAIRVPNIES.
o ZfEEMTokenMEARFRIMELIET, BERIAFM TokenFHEERIEORIE
B0 “X-Auth-Token” BISSiEREELR, TokemAIE, BFRFESE
(EMFEZROSE ) 1 MBS 15,
HEER

% 5-4 6l VPN iER SRS E

2% WiRA BEHA
vpn_connection_id VPNIEEE ISR MAIVPN | cae286f2-demo-a8df-
EEID, va86-e22416ca1220

BIFPR

1. BUEBVPNIEZISE:,
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a. &iX “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIRHID,

b. 7ERequest Headerdi&iN “X-Auth-Token” .
c. fTERequest BodyH{EANSHEUNT .
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}

d. BEEBKRMNER.
" IEKAKTORY, NN SEUNT, idRi2VPNIEEESIERIID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.***** 60",
"destination_ip": "192.*** *** Q"
"proto_type": "icmp"
%
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

2. EHVPNEEWIEIES.

a. &IX “GET https://{endpoint}/v5/{project_id}/connection-monitors/
{connection_monitor_id}” , project_idAIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. BEEEKRMNER.

" IERpLIORY, NN SEUNT, idEi2VPNIERESERIID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.****** 60",
"destination_ip": "192.****** 0",
"proto_type": "icmp"
L
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}

Ni%ERRAS 01 (2025-04-30) IRIERE © LA/ ARBIRAE 140



REHAE FAES
APl &% 6 I PRFNFZAIN

6 P PRFIFRANIRN

6.1 BRI AR

INRIGEEXSSFAAENVPN IR TRENNIRETR, ELUERSE—BMDIAIER
%% (Identity and Access Management, fEFRIAM ) , INERKESEZREHELNE
X, FEECIEMIAIAMAR, EaILEAET, FEEERVPNIRSIVEES
Inge.

RIABRT, FHENAMBRKEEUNR, BREFEINABRAE, FERPAER
FREESAE, AaeERPETRIBFRISHENAMIR, X—IEMRITEIN. 1Y
&, BRHALUETEBNIRN RS HTIRE.

RAREIZINAEHERE , DAAETHIRE . AELRSINE, SIAMRAIEMHEY
—FPARIE A P B9 TARERBEE MAXBRAVHEAL ERANALE . SRESLAAPIZ ORI 1T R
5, RINENEH, ATLUSHEIREMRE. KRMEG, EBHERWIIRE)N
HHIRZEEEER

AR

WREEARIFSESEIEE MEORRIEIR, 15ERRE.
SEEREEONEANIR, WRERKS FTHIAMBFAIEAPISRETS, 1ZIAMA
P REERRZIEORFRINIR, &N, APISSSREREK . S MEOPMFEEIIN
R, S&MEZOPINAYRINIUERIN, REAERIERIIBFPHRIR FRIIRETRIMNAY
R, ZRPZREAIIERZEO . flal, ARZERROKEIAVPN MX5ISE, B

ARXNMAMAP#HIE FRIRIER M RE S /IF “vpnivpnGateways:list” AIIENIR, %
EOAsEEBRIN.

RO AUIR

RO ERARBINETENER, NREFREAHESENER, SERTULIER
ENREE, FBZEAPAETEENRERHITREAIEES . RIESISIRE
SAPIHERIRL, EAIRTIFHABI0T:

o NUR: AiFiEEEIVRE,

o XIRAPHE: FMECRREMBAIAPEEO,

o FMNIN: HEEHIFAIAction, FEEEMRIEFHIACtionFENZIIN, BJLASE
HREAR IS N AYE PRI BE
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FEILE M4
AP &%

6 AXPRFAIZINIR

IAMIRE (Project) /N IRE (Enterprise Project): BENRIEHIIESCEE, SiF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREFPAENFFER, W
RELWEEPEN, WNZBEXKBAER .. XFIAMIMBESHIIENEX

Al, FEEE: (Z—SMAERSEFERE ) B9 “‘IAMSHRIEENXE)”

=
BT

VPNRISZ 5 B E X RIS RN T :

[ 7= ] VPNRIK, EEVPN MFEEOXIMAVENIR, WeElFEVPNRX. EifVPNK
¥*. EEVPNRXSIZE . FHVPNRIE. MIBRVPNRIXEEREO,

(MR

VT RTIES, X RRERZSS

6.2 it A= VPN S IR5IFE
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FEILE M4
AP &%

6 AXPRFAIZANIR

6.2.1 VPN (<

PR

STRZAPIEC

IR
(Action)

HREREIHRAR TR

IAM | 22T
InH | B
(Proj | (Enter
ect) | prise
Projec

t)

ellF<S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

er:instances:lis
t

er:iinstances:g
et

vpc:vpcs:list
vpcvpcs:.get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:subnets:cr
eate

vpc:subnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:c
reate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st

vpc:ports:creat
e

vpc:bandwidt
hs:list

vpc:ports:get

vpcrouteTable
s:update

vpc:routeTable
s:get

v v
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

EIR
( Action)

STRZAPHEC

AR RAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

=i
VPNRY

GET /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:get

vpc:publiclps:g
et

vpc:publiclps:li
st

vpc:bandwidt
hs:list

er:instances:lis
t

er:iinstances:g
et

vpc:vpces:list
vpc:vpces:get

vpc:isubnets:ge
t

vpc:subnets:lis
t

v v

=i
VPN
=SIES

GET /V5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:list

vpc:publiclps:g
et

vpc:publiclps:li
st

vpc:bandwidt
hs:list

er:instances:lis
t

er:instances:g
et

vpc:vpces:list
vpcvpces:.get

vpc:isubnets:ge
t

vpc:subnets:lis
t
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

STRZAPHEC

EIR
( Action)

AR RAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpcvpcs:get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:isubnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTable
s:update

vpcrouteTable
s:get

v v
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FEILE M4
AP &%

6 AXPRFAIZENIR

PR

STRZAPHEC

EIR
( Action)

AR RAR

IAM
InH
(Proj
ect)

TEALIR
=|
(Enter
prise
Projec

t)

i3
VPNRY

DELETE /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:delet
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list

e vpc:ports:get

e vpcirouteTable
s:update

e vpcrrouteTable
s:get

v

&if
VPN
XA H
X

GET /v5/
{project_id}/vpn-
gateways/
availability-zones

vpn:vpnGat
ewayAvaila
bilityZone
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FEE FAIES

APl &% 6 PPRFIIZANIR
6.2.2 Xumhc
BUR XIRIAPIHE -2 8] RERAO AT IAM | £k
( Action) mB | ke
(Pr| (E
ojec | nter
t) pris
e
Proj
ect
)
BEE%F | POST /v5/{project_id}/ | vpn:custom | - i X
imP% | customer-gateways erGateways
Create
&EifRF | GET /v5/{project_id}/ vpn:custom | - i X
iwmp% | customer-gateways/ erGateways
EJE {customer_gateway_id} | :get
&EifRF | GET /v5/{project_id}/ vpn:custom | - v X
imP% | customer-gateways erGateways
SIES :list
BT | PUT /v5/{project_id}/ vpn:custom | - v X
iM% | customer-gateways/ erGateways
{customer_gateway_id} | :update
fHB&3S | DELETE /v5/ vpn:custom | - v X
iM% | {project_id}/customer- erGateways
gateways/ :delete
{customer_gateway_id}
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APl &% 6 I PRFNFZAIN

6.2.3 VPN &R

PR XTRZAPIEO AT HRERROIEAIR IAM | &
( Action) g | A
(Pr| I
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
Bz POST /v5/{project_id}/ vpn:vpnCon | ces:metricData:li | v v
VPNiE | vpn-connection nections:cre | st
% ate ces:currentRegio
nSupportedMetr
ics:list

vpc.vpcs:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpcrouteTables:
update

vpcrouteTables:
get

&#if GET /v5/{project_id}/ vpn:vpnCon | vpc:publiclps:get | v X

VPNJZE | vpn-connection nections:list vpc:publiclps:list

2 ]IES .
vpc:bandwidths:l
ist

er:iinstances:list
er:instances:get
vpc.vpcs:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list
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FEE AL

APl &% 6 I PRFNFANIN
RER | XIRZAPIEE AR RERIIRZ AR IAM | 1
( Action) B | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
=i GET /v5/{project_id}/ vpn:vpnCon | vpc:publiclps:get | v v
VPNiE | vpn-connection/ nections:get | \nc-publiclps:list
IR | {vpn_connection_id} vEc:EandW[i)dths:l
ist

er:instances:list
er:instances:get
vpc:vpces:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list

B PUT /v5/{project_id}/ vpn:vpnCon | vpc:vpcs:list v v
VPN%E | vpn-connection/ nections:up

vpc:vpcs:get
b= {vpn_connection_id} date peVPesg
vpc:subnets:get
vpc:subnets:list

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpc:routeTables:
update

vpcrouteTables:
get
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APl &% 6 PPRFIIZANIR
BER | XRZAPIEO IR HRRRATHZAN IR IAM | &
( Action) e | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
lES DELETE /v5/ vpn:vpnCon | ces:metricData:li | v v
VPNZE | {project_id}/vpn- nections:del | st
223 connection/ ete

{vpn_connection_id}

ces:currentRegio
nSupportedMetr
ics:list
vpcvpces:list
vpc:vpcs:get
vpc:subnets:get

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpc:routeTables:
update

vpcrouteTables:
get
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6.2.4 VPN ZERZIGE

BR XIRAPIEO IR (RERAIIEAIR IAM | &
(Action) mB |
(Pr|IM
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
El#E%E | POST /v5/{project_id}/ | vpn:connect | - v X
jEsIm | connection-monitors ionMonitors
:Create
EifE | GET /v5/{project_id}/ vpn:connect | - v X
ZW | connection-monitors ionMonitors
IES :list
ME&ZE | DELETE /v5/ vpn:connect | - v X
s | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
&ifiE | GET /v5/{project_id}/ vpn:connect | - v X
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}

6.3 RS ~HEORININGIZR
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APl &% 6 PPRFIIEZANIR
6.3.1 VPN Ec&n
PR XIRIAPIEO IR HRERAOIEAIR IAM | {&
( Action) mE | W
(Pr | IR
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPNEE | {project_id}/vpn/quotas | st
4
6.3.2 VPN =&
BUR XTRIAPIEO 1=RIR KHRRIIEAIR IAM | &
(Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags:create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vph:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
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API &% 6 I BRFNIANIN
BPR YIRZAPIHEO =RIR KHRRIAIR IAM | i&
(Action) mB | Ak
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&HiFE | POST /v5/{project_id}/ vpn:resourc | - i X
B35 | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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APl &%& 7 Bi3F

7/ s

7.1 3XBIH ID

Brin=

ERBEORRHE, B2 URLPFEREANRBID, PRLFRERNEREID. B TH
FERENS = :

e FARBAPEREXIREID,
o  MNIEHIGKEURAID,

EF API 3REXIRE 1D
IRE I DAL R A E iR ¢ TR FURAPISKEY .

SAEVIRE IDAYIEO A “GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
HZIRT = EORMAEENESR ( BB =EOSE ) i “TAEEN B,

MRZREIIIT, EAprojects FRY “id” BIARIREID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}
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FEE AL

APl &% 7 3=
MEHIE3REIRE ID
MIEHISIREINE IDBZHA T -
) ERITHEE
2. LuffT\EFT EJ:%E’JH%F'% ERETHPIZERSE “FHAVEIE”
£ “APIZIE” WHEAYIBSIEFRFEEFIRBID,
7.2 K&
£ 7-1 EERMONE
[EEROE | K38 15488
200 OK GET. PUTHR{EIEEIR[E],
201 Created POSTIR{EIEEIR[E],
204 No Content DELETEIR{EIEEIR[E],
*7-2 BEIRMOIE
IR[EHE ESit) 4B
400 Bad Request | RSZEZEHRBEAMIBIEK
401 Unauthorized | #i5KAYREZER PR,
403 Forbidden SIHRIE R A EAS I EELE .
404 Not Found RSB E R RBIARAITRE -
405 Method Not | iIERPIEERIFGIERKICIF o
Allowed
406 Not RSS2 A R AYNO R TE A1 = FPim S o
Acceptable
407 Proxy BRFRyRE S ERRIERSS TINIE, XHEIEK
Authenticatio SHALEE,
n Required
408 Request 1BKEBH 7RSS ESHIESFATIE
Timeout
409 Conflict HF PR, 1EKREEHETTHK .
500 Internal BRKTH . RBRE.
Server Error
501 Not BRAKTEK . BRSSEEASIFIMEKRAIINEE,
Implemented
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FEILE M4
APl &%

7.3 1RI=MS

Thieixap

IR [EAEC

Hixt9i5 A

7 Mg=R
REIE S izl
502 Bad Gateway | 1B3KEKTH . IRFZEEM LikzARSSEEIKEI— 1 TUAY
M5z o

503 Service BREKRTHK . RASRNRE.

Unavailable
504 Gateway WY AEBHY -

Timeout

APIERALEIRET, SEEREMNERE, N HFEESXVPNEERED (181F
OpenStack/F41E0 ) HIREMDIIERE

{

"code": "VPN.0001",
"message": "invalid request:xxx"

}

SIEEARAPIES, WNRIES “APIGW” FFLAVEIRD, B2 WAPIMKIERIDEH T

I,
B RESE | SR EIRER iR A IBFE
R
2| 400 VPN.0001 | invalid MAS | BEEEARZE,
H request:xxx | EAE
&
500 VPN.0002 | server error: | fRS328 | BXAERFA I,
XXX REREE
=
403 VPN.0003 | Authenticati | iE42i5 | 15 FIEMRBOMFLEN
on failed: ia) IR o
XXX
404 VPN.0004 | resource not | BiFEAXx | IBWASENIIEEES
found ®E MR DALl = )5
EEZER,
400 VPN.0030 | The system | R%Z | iBHEEER.
is busy, T, 1B
please try HEE
later. o
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